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1 Introduction

This document represents the final technical report for contract FA8750-04-D-
0008/0010, WebTAS Software Life Cycle Development, for the Air Force
Research Laboratory (AFRL) Rome Research Site. Under this effort, ISS
enhanced the WebTAS Data Gateway to improve its ability to maximizing generic
data access and mapping across disparate data sources. ISS enhanced the
functionality of the WebTAS Project Manager to include features that were
previously embedded in the View manager. ISS significantly enhanced and
improved the functionality and flexibility of the WebTAS Timetable to allow the
user full control of data aggregation and display techniques. ISS completely re-
tooled and updated WebTAS core documentation from WebTAS 2.5.1 to
WebTAS 2.5.3 and 3.0 (including User's Guides, Installation and System
Administration Manual, etc.). ISS developed a much improved WebTAS Security
Manager as a replacement for the previous User Manager. Finally, ISS
investigated and resolved a number of performance issues concerning WebTAS
core implementation strategies. Specific technical achievements are expanded
upon below.

2 WebTAS Overview

WebTAS is a government off-the-shelf (GOTS) suite of data analysis,
visualization, situation awareness, and data mining tools that supports the
analysis of multisource data. Developed by Intelligent Software Solutions (ISS)
for the Air Force Research Laboratory (AFRL), WebTAS and the underlying
analysis techniques have over 10 years of proven operational success. The
success of WebTAS is due to many factors including:

e Visualization and analysis capabilities that address key mission
requirements across a diverse set of application areas ranging from
intelligence analysis to air operations planning.

e Easy integration into existing computing environments.

e Maximal use of legacy systems and data sources with minimal cost.

e Program office and contractor team responsiveness to evolving
operational needs, onsite support, and problem resolution.

WebTAS supports multiple client/server architectures to allow customization for
the unique computing requirements of each organization. Figure 1 is a generic
architecture diagram describing the various WebTAS services and interfaces.
Written in Java, WebTAS is platform independent and supports a variety of
relational database management systems (RDBMS), streaming data feeds, and
service-oriented architectures (SOAs). Figure 1 depicts the overall WebTAS
architecture.
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Figure 1 - WebTAS Architecture

As shown in Figure 2, WebTAS provides a wide assortment of generic
capabilities in both Java client and web browser configurations. Key features
include:

A flexible data infrastructure that exploits and integrates disparate,
multisource data from relational databases, real-time streams, and web
sources with little or no programming.

The ability to create new databases on the fly to support evolving data
archival and retrieval requirements.

Sophisticated data query and visualization capabilities that allow users to
easily comprehend the complex relationships between large data sets and
to perform ad hoc queries against disparate data sources.

Tools supporting multiple analysis and architecture configurations,
including both client applications and browser-based information and
management portals.

A graphics-based knowledge editor for specifying alerts patterns and
behavioral models for use in trend and pattern detection activities.



A verification-based, data-mining component that supports the
identification of patterns within historical data sources.

A near real-time fusion engine that monitors data sources for unfolding
situations and develops predictions based on knowledge represented in
behavioral models.

A Java Server Pages (JSP) Tag library that supports web publishing of
WebTAS data and displays in custom web pages.
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Figure 2 - Suite of Data Analysis and Visualization Tools



3 Technical Achievements

3.1 Data Gateway

The Data Gateway is a suite of Web Service API's aimed at allowing secure data
access to the WebTAS data model. Figure 3 depicts the high level architecture
of the Data Gateway.

Cache Manager

Figure 3 - Data Gateway High Level Architecture

The Data Gateway has been enhanced to leverage key WebTAS technologies to
maximize generic data access and mapping across disparate data sources. For
example, improvements in the Enterprise Service Bus (ESB) platform were
accomplished. The Enterprise Service Bus is a standards-based integration
platform that combines messaging, web services, data transformation, and
intelligent routing to reliably connect and coordinate the interaction of diverse
applications across the extended enterprise. ESB supports synchronous and
asynchronous interactions with multi-protocol entry and dissemination points
(HTTP, JMS, SMTP, TCP, UDP, XMPP, etc.). Figure 4 depicts the ESB platform
as employed in WebTAS.
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The Data Gateway now takes advantage of the WebTAS user authentication and
authorization models via:

¢ Pluggable authentication to various user stores (i.e. Active Directory).

e The treatment of users as part of groups/roles with data object level
access privileges.

The Data Gateway utilizes Web Services Security (WS-Security) to encode user
credential tokens into Simple Object Access Protocol (SOAP) messages,
resulting in the following advantages:

e Provides for a portable security model which is protocol independent.
e 3" parties do not have to worry about the implementation details of the
credential encoding if they use the provided client API.

The Data Gateway continues to improve on its ability to support client interaction
via the provision of standardized and easy to use application programming
interfaces (APIs), including JAX-RPC, SAAJ, and .NET.

Finally, a Software Development Kit (SDK) was generated which includes:
e Data Gateway client API jar.

Javadocs of key packages.

Code samples on how to use the API.

Data Gateway WSDLs and supporting xsds.

Supporting documentation, for example, the Data Gateway Functional
Description Document.



3.2 WebTAS Timetable Improvements

ISS enhanced the Timetable functionality to include a number of features that
significantly enhanced both its flexibility and ease of use. Prior to these
enhancements, timetable display/rendering attributes were not accessible to the
user. Rather, timetable display characteristics were accomplished at the
programmer/engineer level. Now the user has an exceptional amount of control
over how WebTAS data is displayed using a timetable. From selecting
presentation formats for icons, date ranges, day/night shading, current time line
bar, and column shading to specifying what columns (including order) to display,
the user is able to tailor a timetable display to meet their specific needs. The
user selection of these display options is readily accessible via a timetable wizard
which further enhances the ease by which the user is able to select, manipulate
and preview options prior to their rendering on a timetable. In addition, since the
timetable wizard is accessible via the Project Manager, the user may adjust
timetable display settings at any time via selection of the “Edit Properties” button
contained in the Project Manager window. Finally, the underlying flexible design
structure of the Timetable Wizard supports its extension and modification as
WebTAS continues to mature and new display techniques unfold.

The enhancements to the WebTAS Timetable were successfully completed and
are now packaged as part of the WebTAS 3.0 baseline. Sample screenshots of
the new Timetable features are shown below.



The following screen depicts a simple timetable where the date range associated
with the data is displayed. Selection of the start and stop icons is user controlled
as well as the data range line. Note also that icons presentation may be data
driven (reference the “red” start icon). Finally, in this example, the columns have
been colorized to assist in the discrimination of time periods.

@ Timetable 2

Mar

&

[ Week:s | ‘Week 2 Week 3 ‘Week 4
2

Facility Id Birspace Id Shape Inner Radius Width [
i i i3
HAWCWD-LR 2 POLYGON 456,23 Nautical Mile{0 Navtical Miles
NAWCWD-LR 43088 POLYGON
TR 48064 POLYGON
NTTR 43088 POLYGON
| NTTR 4806C POLYGON
| NTTR 43080 POLYGON
| NTTR 4806E POLYGON
| NTTR 43085 POLYGON
43098
NTTR 48098 POLYGON
I NTTR G1E POLYGON
1 }
UTTR 1 POLYGON O Mautical Milss |0 Nautical Miss -4

@
o
@
)
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This screen images depicts data driven single position icons with labels and row
coloring. In this example, all “Storage Tanks” are highlighted in blue. Icons may
also be selected and color coded based upon associated data values.
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Figure 6 - Timetable Labels with Row Coloring



The following screen image depicts an example of how many results (33,000 in
this example) can be grouped for easy navigation. In this example, Coast Guard
incidents from 2004 are grouped by Type and State of occurrence. Each ‘rollup’
row shows the number of objects it contains in parenthesis.
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Figure 7 - Timetable Data Grouping and Attribute Rollup




The properties of a timetable are selectable when a timetable is first created and
after its creation via the Project Manager “Edit Properties” button. Selections are
accomplished via a “Specify Timetable Display Properties” window as shown
below. As each available attribute is selected, its display properties are shown in
the right hand pane. In the following example, the user selected the “Date Bar
with lcon” attribute. As a result, the display properties for a date bar are
accessible in the right hand pane. Located at the bottom of the window, a
“Preview” of the combined attributes (i.e., current time, date bar, day/night
shading and time grid) is displayed.
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Figure 8 - Timetable Wizard Feature Selection
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This screen image depicts the ability of the user to add additional display
attributes to the timeline segment of a timetable. In this example, the Timeline
attributes current time, date range, day/night shading and time grid have already
been selected by the user to be displayed. Selection of the “Add” button results
in the display of the “Select Timeline Visual” window. For your reference, in the
following screen image, the “Add” button is depicted just slightly above the upper
left edge of the “Select Timeline Visual” window. This display allows the user to
include an additional attribute (e.g., Text (Formatted)) to the timeline display.
Similarly, attributes may just as easily be removed by selecting the “Remove”
button that is located to the immediate right of the “Add” button.
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Mame! r.\!lur*spaceT|rneta|3|e nSave [& Load Properties -
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Figure 9 - Timetable Timeline Attribute Selection
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3.3 WebTAS Documentation

WebTAS documentation has undergone a complete overhaul and transformation.
Updated WebTAS documentation is now provided in both Internet browser
compatible (html) and static/portable document (pdf) compliant styles. Moreover,
the underlying Commercial Off-the-Shelf (COTS) tool suite utilized to generate
WebTAS documentation provides all the inherent flexibility and capabilities to
maintain a single, well-defined document baseline that may be published in both
html and pdf formats via menu selection. Adobe® FrameMaker® 7.1 and
Quadralay Corporation WebWorks® Professional 2003 provide the primary
COTS components used to generate consistent and well formatted WebTAS
documents. In addition, as documents are generated, embedded “markers” are
easily added that support context sensitive help during future releases of
WebTAS. The use of these tools provide a demonstrably stable, efficient and
repeatable publishing environment that allows the WebTAS documentation team
to focus on content and presentation versus the mechanics of building and
structuring individual documents.

As part of this task, WebTAS 2.5.1 documentation was updated to version 2.5.3.
Included was the generation of the WebTAS 2.5.3 Service Pack 5 (SP5)
Installation and System Administration Manual (ISAM) that successfully passed
DODIIS Certification. Certification To Field (CTF) was issued by DIA ITA March
2006 for PL-2. Testing involved three phases and coordination with three
agencies:
1) Integration testing involved DIA SERSC members at the integration test
lab. 1SS supported the installation and integration of WebTAS 2.5.3 in the
RSC test environment. This included both Web App and Client installation
on JWICS.
2) Security testing involved USAF/AFSCO to verify that WebTAS met PL-2
DCID 6/3 requirements.
3) Interoperability Testing involved exercising the Functional Test Plan (FTP)
and new capabilities/deltas since 2.5.1 including new Web App and new
link analysis.

WebTAS 2.5.3 and 3.0 documentation was also generated and updated during
this period of performance. Documents included:

Document HTML PDF
Format Format
WebTAS 3.0 User Guide X X
WebTAS 3.0 Quick Reference Guide X
WebTAS 3.0 Security Manager Guide X X
WebTAS 3.0 Version Description Document X
WebTAS 3.0 Enterprise Functional Description Document X
WebTAS 2.5.3 User Guide X X
WebTAS 2.5.3 ISAM X X
WebTAS 2.5.3 Domain Editor Guide X X

12



The backbone of the ISS publishing environment consists of Adobe®
FrameMaker® and WebWorks® Publisher Professional 2003. FrameMaker®
provides an enterprise-class authoring and publishing solution that combines the
simplicity of word processing with the power of XML. WebWorks, with its easy
access to FrameMaker® book files, delivers online web documents with a simple
point and click.

All of WebTAS documents are accessible internally to ISS developers and users
via the “ISS Documentation Central” repository. The ease of access facilitates
document review and comment by those who actually use the documents.

] 1SS Documentation Central - Microsoft Internet Explorer
Fle Edit View Favorites Tools Help

@Back L > | |i] E] , /7" Search ,’ Favorites {?? (| ',; L e .| ﬁ j‘}
A.g:j;::—ss. | v Beo Lnks ”
Google~ | v [Gl search ~ | § B13blocked ¥ Check - X Autolink - tofil #d options &

ISS Documentation Central

Inteligent Software Solutions
Home | JIRA | CVS | Developer Central | Directory

WebTAS Core

WebTAS 3 0 User Guide 21 Apr 2006 Draft HTML PDF
YWebTAS 3.0 Quick Reference Card 20 Feb 2008 PDF
WebTAS 3.0 Security Manager Guide 4 Apr 2008 Draft HTML PDF
WebTAS 3.0 Version Description Document 3 Jan 2008 PDF
WebTAS 3.0 Enterprise FDD 11 Apr 2006 PDF
WehTAS 2.5.3 User Guide 5 Jan 2008 HTML PDF
WebTAS 2.5 3 ISAM 24 Mar 2006 HTML PDF
WebTAS 2.5 3 ISAM (Advanced Version) 24 Mar 2008 HTML PDF
WebTAS 2.5.3 Domain Editor Guide 1 Nov 2005 HTML PDF
WebTAS 2.5.1 User Guide 8 Oct 2004 PDF
WebTAS 2.5.1 Concept of Operations 19 Oct 2004 PDF
| TBONE |
TBONE 1 0 User Guide 5 May 2006 Draft HTML PDF
TBOMNE 1.0 Web App User Guide 4 Apr 2008 Draft HTML PDF
TBONE 1.0 ISAM 4 Apr 2006 Draft PDF
Training Template Directions 7 Dec 2005 PDF
TBONE Training Template Zip File 7 Dec 2005

PANACIA Training and Reference Guide 7 Apr 2006 Draft HTML PDF
FrameMaker for 1SS 21 Mar 2006 HTML PDF
Style Guide 24 Apr 2008 HTML PDF
FreeWheel 2.4 Zip File M

< >
@ W Internet

Figure 10 - ISS Documentation Central



Sample screenshots from the new suite of WebTAS documents are shown

below.

The following extract is taken from the html variant of the WebTAS 3.0 User
Guide from the section discussing Timetables. The table of contents and overall
look and feel are easily defined and modified using ISS’s publishing environment.

: WebTAS User Guide / Draft - Microsoft Internet Explorer

LOX

"

Fle Edit View Favorites Tools Help
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@ G Tables
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=] 1161 Grouping Rows
1

6 2 Configuring the Table

5.3 Configuring the Timel

] i
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.4 Coloring Rows

1

5.5 Other Display Options
@ 15 Analyzing Data Links
@ 13 Wanaging a WebTAS Project

@ 14 Modeling Situations of Interest
o, B

< i | b <

% Br13blocked * check - “% Autobink - lautcrl Bdoptions &

11.6.1 Grouping Rows

The Timetable Display Properties dialog gives you the
option to organize rows by grouping them. A leading column
identifies a grouping attribute that allows you to expand or
collapse rows that are organized under a master row as
shown in Figure 11-7.

Figure 117 Timetable Group Column

H
ez x| ML AL v[B] of f — i S - x4z ]

T L R I -3 TR LI £ |
T s D e e |

Click for Larger Image

To configure a group column, follow these steps:

1. Inthe Timetable Display Properties dialog, select
the Grouping tab.

2 Click the desired aftribute to select it and place it in
the center portion of the dialog (see Figure 11-8).

3. Highlight the attribute in the center of the dialog.

4 Use the options in the right portion of the dialog to
fine-tune the appearance of the group column. For
example, you can change the font and colors for
cells.

Figure 11-8 Timetable Grouping Tab
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Figure 11 - WebTAS 3.0 User's Guide HTML Extract
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The WebTAS 3.0 Quick Reference Card is a new addition that has received
notable positive user feedback. This two page, double-side reference card
provides the user with a quick reference to the significant features and
capabilities of WebTAS. For example, during JEFX 06, this Quick Reference

Card could be found at mani of the workstations in the AOC area.

WebTAS Version 3.0
Quick Reference Card

The Web-znabled Temporal Ana'ysis Systern (WebTAS) is 3 mutiplatiorm data visualization
and analysis sute. WebTAS lets you work with data from many different sources as if you
are looking at one database. In practical terms, th's means that WebTAS can compare and
contrast a very wide variety of information—and WebTAS displays that information in a
wirtually unfmited number of custom geocgraphic and temperal combinations

www. webtas.com

& OE & B @ H

T

Toolbar

Open a WebTAS project
Add a new record to the native
database

Modify a record in the native
databaze

Merge records and store the
comgosite in the native database

Create 3 new map view
Create a new graph view
Create a new table view
Create a new mode

Open the collaboration chat
window

Pause autornatic data refresh
Manage existing wviews by

opening the Project Manager

Draw directly on a map

oA B R SRS .

L A Y

&l

Save the current project

View a record

Delete a record from the native
database

To support link analysis, medify
relationships between records

Create a new timeine view
Create a new grid wiew

Create a new timetable view
Crzate a new ‘nk analysis
Populate existing views with
refreshed data

Re=surne automatic data refresh
Query data sources by opening

the Query Panel

Highlight coocrdinates en a map

1 I"‘;
ISS!¥
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Figure 12 - WebTAS 3.0 Quick Reference Card




The Installation and System Administration Manual (ISAM) for WebTAS 2.5.3
has passed DODIIS Certification. Similar to other ISS documents, the ISAM is
thickly hyperlinked and cross-referenced to enhance its usability.

| | |
A Installation and System Administration Manual (ISAM) / - Microsoft Internet Explorer I_ “ﬁ‘&|
Fle Edt \View Favorites Tools Help -

@Back S > | \ﬂ @ -_;‘1 /'._" Search \“:( Favorites ) L“v _,.,__ W - _] ﬁ ‘3
| v | Go | Links ”
Gonglev| v | [Cl search -~ % B13blocked *¥ Check - “R Autolink - ©liutcrl #doptions &

Address

searcn
7 Connecting WebTAS to =

= Tite Page

| P External Data Sources

l_i:l ListofFigures After a native database is ready (see Section 2.2 4

=] List o7 Tables Caonfiguring the WebTAS Native Database and Domain),

administrators use Domain Editor to further configure the
native database for each external data source that needs to
@, Installing an Administrator Mode WebTs be analyzed:

@ 1 Introduction

& iriangaLeer Mone Wetd o Chont 1. Log on to your administrator mode WebTAS client.

®: 4 instaling a Custom Mode WebTAS Clie 2 Choose Start = Programs = WehTAS = Administrator
& Installing a WebTAS Server Tools = Domain Editor. (Alternately, run the Domain £
Ws S Bl . Editor shortcut from where you installed it during
= G:Confimmmg T WabTAS Gl installation. See Section 2.2 step 12.)
=l 61 Prerequisites 3. Open your-domainwtdd.

% 6.2 Installation
= ; For example: C\Program
_:-I 6.3 Security Files\WebTAS\domains\your-domain.widd
2] &.4 Verification o
B g i 4. Highlight the Data Saources folder.
— i 5. Click the database button that becomes enabled in
2] 7 Connecting WebTAS to External Data £ the toolbar.
@ ¢ Additional WebTAS Security Options 6. From the drop-down menu, select the database
@ o Ao N o product that you are connecting to.

B Ao e AN T4 7. Assign a name to the data source (for example,
@ Appendix A Checklisis Accounting Data).

8. Enter the specifics for the data source.

Figure 7-1 shows an example that assumes a
connection to the accounting user/schema on an
Oracle instance named ISAM.

Figure 7-1 Add Data Source

[ﬁﬁdd Data Source: Oracle #/8/8:1791/10g

Name [#ccounting Data

Data Source I Deacrip’ciun I Properties I Security |
< > < | >

I@ & Internet

Figure 13 - WebTAS 2.5.3 ISAM
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The last example of WebTAS documents generated under this task is the
WebTAS 2.5.3 Domain Editor Guide. Although a pdf extract is shown below, this
document is also available in an online, browser compatible format. As with its
html counterpart, the pdf variant is also complete with hyperlinks and cross-
references.

4 Running the Domain Editor
v WehTAS Domain Editor Guide = 1 November 2005

4.9 Customizing the Graphical User Interface

There are a number of options available for customizing the look and feel of the data entry
forms for vour Domain. A few of the most common basics are coverad in this section.

Note:

Some GUI features may require advanced planning. You may want to
build your Classes and Attributes using the GUI tab view.

The toolbar buttons that are used to customize GUI are depicted in Figure 4-19.

Figure 4-19 Customizing GUI Toolbar Buttons

Mew Border

Mew Riow Mew Letel
M Paned Mew Action
Mew Tah / Mew Separator
——fH el dg—

Using the example class Arrests, the following sections guide you through customizing the
GUT on the data entry forms as shown in Figure 4-20.

Figure 14 - WebTAS 2.5.3 Domain Editor Guide
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3.4 Project Manager Enhancement

The WebTAS Project Manager has come “into its own” during this task. As the
result of incorporating and enhancing legacy View Manager functions, the Project
Manager now serves as a spring board for tailoring query results to meet the
needs of the user. For example, the user is able to use Project Manager to
manage maps at runtime. In addition, the Project Tool's internal design now
lends itself to incorporating and exposing additional functionality to the user in
future releases.

By incorporating View Manager functionality into the Project Manager, it has
become the central user interface (Ul) component where virtually all aspects of a
project can be manipulated, including: displays, queries, display properties,
synchronization, and project parameters. The inclusion of two tabs across the
bottom of the Project Manager window, titled View Summary and View Detall,
provide an intuitive and easy point of access for general project manipulation. All
Add, Edit, Remove and Refresh buttons are sensitive to the selected tab as well
as the selected object (e.g., map or query).

The underlying design strategy of the enhanced Project Manager is based upon
a single ViewManagerComponent (VMC), which is composed of a list of VMC
Perspectives. Each VMC Perspective is represented as a tab across the bottom
edge of the Project Manager window. Each perspective supports the notion of a
current "target" which is an abstract item on the perspective Ul that currently has
the user's attention. In the case of the view tree, the target is the node in the tree
that is currently selected. The VMC Panel that renders the perspective registers
itself with the perspective to detect target changes, and update the perspective's
supported controls and features accordingly. In particular, if a perspective
supports the properties panel feature, then the VMC panel provides a split pane
with a placeholder on the right that the current target may populate with its
property editing Ul.

Sample screenshots of the enhanced WebTAS Project Manager are shown
below.
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The two current Project Manager Tabs are depicted in Figure 15. Note how the
“View Details” tab allows the user to select and drill down to the item/attribute of
interest. In this particular example, the user is interested in the general map
properties. As the user selects specific map components (e.g., Query Results,
Graticule, and Default Drawing Attributes), the content in the right hand pane is
context sensitive to the object of interest the user has selected.

= Project Manager

Send To Map : Event Location
O Table 1
SHOW Kidnappings Where Victim Type = 'POLITICAL'

= Project Manager

=& Query Results & = General Properties
Send To Map : Event Location ® ()8 Title Map
£ cratiule ® Date Bar Falsz
= £ rolitical Sold ® e Scrollear False
# Default Drawing Atributes StartDate May 2, 2006
= Table 1 Stop Date May 5, 2006
SHOW Kidnappings Where Victim Type = &) 4 = Context
Background
Scale 12,399,873
Cenfter Latitude 5,683
Center Longltude -74.6
Maintain Projection True
Add Query - Edit Froperties Ff = Map Properties
( Vigw Summary | Yiew Detals [Map | synchronization | Labels
Center Point: 9.999N 0743559.967w | Layers
Scale: 1: | 12399973 jaraol;
Political Solid
Add Query -~ Edit ties Remove Backgrotnd Cok :l =] I:
Maintain Projection:
View Sumnry | View Details
. | Load OpenMap Properties From Disk |
S —— L

[k | [appty | [ cancel ] [ Reset | [ save Defautts

Figure 15 - WebTAS 3.0 Project Manager Tabs
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In the following example, the user has displayed on a map kidnappings where
the victim type was “Political” in nature. Reference Figure 17 to view an example
of the clarity and intuitiveness of the Project Manager window associated with
this example query.

ﬂ Project Tool - colombiademo

File Edit Project Analysis View Map Window Help

FHANEXEY dwlbO4=6R " » M4QQ "OZEAR T ERE™ |
May 02 2006 15:05:30 =] [«][ <10 ][w] (x| (B fWay 05 2006 15:05:30 =

Chiject 1d Class Responsible... Yictim Type Nurber Kid. .. Roadhblock Ransom De..

ak Kidnappings POLITICAL 2 FaLSE
2 197 Kidnappings RLMT POLITICAL 4 FaLSE FaLSE
3 198 Kidnappings RAT POLITICAL 3 TRLE
= 233 Kidnappings RAT POLITICAL 2 TRUE TRUE
< i | ¥
; ||
10
ek P L
5| T\‘:}y’ \Z\{
6 & ¢
==
) ; o
/e
2 ]
T 7]
n A_A}\ ) T6 T4 - - r k

Yernezuelz B O R

Figure 16 - WebTAS 3.0 Project Manager Map Control Setup Example
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The following image depicts the results of viewing the Project Manager
associated with the previous example. In this example, the user is interested in
modifying map attributes. Specifically, the day/night shading attribute has been
set to a light shade of gray with a transparency setting of approximately 50%.
The ease, simplicity and directness of the enhanced Project Manager is very
evident in this example.

= Project Manager

= Day-Night Layer ® ner
= Query Results & Name Day-Night Layer
Send To Map : Event Location = (e Visible True
& Gratioule @ A

= & Folitical Solid @ Daytime Color 1255, 255, 255, 255

o Default Drawing At butes [ Righttime Coior. 112, 0, 0. 0 IR
=0 Table 1 _ Time ey
; _ iy 2 Advanced Prog

SHOW Kidnappings Where victim Type = &0 4 Current Tima EEEEEEEE

Auto Refresh Ped EEEEEEEN

Polygon Boundar EiDEEEEN

o Polygon Vertices REOEEENE

Boundary Transi BEOO0CO@mmO

More Colors
% F
.!"6{ l;p,. r j
Ema Yl ; rarsparent
. "] if"" Nighttime Color : ;
= i Color of the nighttime hemisphere.
3 (T )
) S b
h
¥y
NEE
pofaETFongsTs0RY i

Lat, Lon (84.395, -124.193) B10Q 1

Figure 17 - WebTAS 3.0 Project Manager Map Control Example
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3.5 Security Manager

During the period of performance for this task, the WebTAS v2.5.* User Manager
has been replaced by WebTAS v3.0 Security Manager. Significant
enhancements were made to both the authentication and authorization aspects
of the new Security Manager. In addition, the Security Manager’s settings can
now be exported to and imported from Excel spreadsheets. This provides a
means to backup the current settings and to create copies of a domain’s settings
for import at other installations.

Authentication. The WebTAS v3.0 administrator may now select one of two
authentication sources. The first is domain-based authentication, as in previous
WebTAS versions. The previous password controls are still available but have
been segmented out so that the administrator can select which features are
enforced, e.g., passwords can be required to meet a minimum length but not
required to be of mixed case, etc.

The second additional authentication source is LDAP-based. When enabled,
users can login to Project Tool, Domain Editor, etc., using the same password
created for them in their organization’s LDAP (Active Directory, etc). All password
format and history requirements are controlled by the LDAP. The following figure
depicts the “LDAP Configuration” tab associated with the Security Manager
“Admin” function.

7% WebTAS Security Manager - colombiademo g@@
File Roles  Users
Roles | Users | Admin |
General | Domain Based Accounts | LDAP Configuration | Import/Export Settings
User Download
(& add only new users () (Re)Initialize the users list fssign LDAP Groups as Roles
[ Download Users I [ Test Connection
Connection | Attributes |
Property Yalue
|java.naming.factory.initial com.sun.jndi.Idap.LdapCtxFackary
|principalDNPrefix |
|searchBase OL=TEOME_USERS,DC=thone, DC=issin, DC=com |
|java.naming.security.principal Ch=Adrministrator, Ch=Users, DC=thone, DC=issin. .. |
|principalDNSuffix @kbone issinc, com |
|cacheContext krue
\additionalSearch (objectClass=user)
java.naming.provider.url |dap:/fitbonead)
|java.naming.security.authentication simple
|ja¥a.naming.security.credentials FHEEEKEEH AL
Add Row

Figure 18 - Security Manager LDAP Configuration
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The new authentication system also adheres to standard Java Authentication
and Authorization Service (JAAS) technology, which is easily extendable to add
options such as X.509 certificates or Kerberos.

Authorization. WebTAS v3.0 now employs a role-based scheme and has
expanded the set of data access permissions. Users can be assigned multiple
roles, and the permissions set has been expanded to include create, read,
update and delete (CRUD). Authorization is the logical OR of the role settings,
e.g., read access to a particular class is granted when ANY of the user’s
assigned roles has read access to the class. The following figure depicts the
password features that are selectable in WebTAS v3.0.

=+ WebTAS Security Manager - colombiademo

File Roles Users

Rales | Uisars | Admin | _ =
General | Domain Based Accounts | LDaP Configuration | Import/Export Settings |

Password Policy Enforcement
(%) Strict

() Permissive

Password Format

Must be of mixed case [pasSsword]
Musk contain numerals [paSSword]

Must contain special characters [pa$fword]

i il | characters
Password Controls

[]Don't allow reuse of the last | | passwords

[ Passwords expire after | days

===

Figure 19 - Security Manager Password Control
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In addition, data dependent authorization now allows the WebTAS
administrator to specify conditions that restrict or allow access based on the

contents of the record. The access to this feature is illustrated in the following
image.

T WebTAS Security Manager - WebTAS Developmental =|Ol x|
File FRoles Users Help
Rales i
| users | Admin Role Name: |TA5
Rale
Access I .ﬁ.ctinnsl Assigned Users I
- MRC - US Coast Guard -l
Cicean Wakch
Weather
=[] WebTAS Defaulk Data Source
=-[&] TAS Object [CRUD]
----- [=Rnirspace [CRUD]
------ BH alert [CRUD]
------ B Annotation [CRUD]
------ B Assessment [CRUD] Administrator
------ B Assessment History [CRUD] can edit the
[+ Event [CRUD] Data Driven
------ Bl MGRS Class [CRUD] constraints
------ B organization [CRUD] from the
------ B rerson [CRUD] Security
-5 Place [CRUD] Manager ~|
H [ = T P —— e 1
Permissions:
[v Create [+ Read [+ Update |+ Delete ;l
[+ all [ Mone [~ &pply ko Branch Edit [raka Driven Constrainks | ;l
Mew Role | Save | Save Os Resek Delete Rale |

Figure 20 - Security Manager Data Driven Constraints

Finally, new to WebTAS v3.0 is the ability to control actions (as opposed to
just access). Actions are activities that can be performed by the user and are
often, but not always, associated with GUI widgets such as menu items.
Some actions are pre-defined by the WebTAS core, e.g., “run Project Tool”

and the Domain Editor’'s “Recreate all tables” action. Permissions can be set
to Allow or Deny.
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3.6 Performance

The performance of WebTAS core has been addressed on several fronts
throughout the execution of this task. For example, the following areas were
addressed:

1)

2)

3)

4)

5)

Composite Queries: This internal coding interface allows chaining of
multiple Semi-Natural Language (SNL) queries into one. Complex objects
that span large parts of the object graph can be built. While this requires
multiple queries to the database, it provides immediate performance
benefits as well as an abstraction that may lead to fully optimized
subquery capability in WebTAS.

Surgical Updates: Progress was made on the ability to update selected
attributes of an object instead of replacing the object totally. This has
provided major payback on several projects where a common operation
such as updating a specific field in a large group of related records has
accelerated performance significantly. In one instance performance was
accelerated by more than 50 times.

Domain Bean Population: Domain beans are a programming
methodology utilizing automatically generated source code representing
each object in a WebTAS data dictionary. Changes were made in the
guery engine so that only the attributes represented by each domain bean
are requested from the database server, thus providing an incremental
performance benefit without changes to application code.

Memory Leak Reduction: A major profiling effort was conducted and
changes made to improve the memory stability of WebTAS applications.

Java Message Service (JMS) Transaction Notifications: This technology
provides automatic notification of data changes to other workstations on
the network. Optimizations of the WebTAS listeners to these notifications
are starting to make this approach practical in a busy environment such as
an Air Operations Center (AOC).

4 Outstanding Issues and Discussion
There are no outstanding issues to report.
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Appendix A - Acronyms

Acronym Definition

AFRL Air Force Research Laboratory

AFSCO Air Force Service Certifying Organization
AOC Air Operations Center

API Application Programming Interface

B2B Business to Business

COTS Commercial Off-the-Shelf

CRUD Create, Read, Update and Delete

DIA Defense Intelligence Agency

DCID Director of Central Intelligence Directive
DODIIS Department of Defense Intelligence Information System
GOTS Government Off-the-Shelf

ESB Enterprise Service Bus

FTP Functional Test Plan

GUI Graphical User Interface

html Hypertext markup language

HTTP Hyper Text Transfer Protocol

ISAM Installation and System Administration Manual
ISS Intelligent Software Solutions

ITA Information Technology Architecture

J2EE Java 2 Platform Enterprise Edition

JAAS Java Authentication and Authorization Service
JAX-RPC Java API for XML-Based Remote Procedure Call
JDBC Java Database Connectivity

JEFX Joint Expeditionary Force Experiment

JMS Java Message Service

JSP Java Server Pages

JWICS Joint Worldwide Intelligence Communications System
LDAP Lightweight Directory Access Protocol

pdf Portable document format

RDBMS Relational database management system
SAAJ SOAP with Attachments API for Java

SERSC Southeast Regional Services Center

SMTP Simple Mail Transfer Protocol

SNL Semi-Natural Language

SOA Service-Oriented Architecture

SOAP Simple Object Access Protocol

TCP Transmission Control Protocol

UDP User Datagram Protocol

ul User interface

USAF United States Air Force

VMC ViewManagerComponent

WebTAS Web-enabled Temporal Analysis System

WS Web Services

WSDL Web Services Description Language

X.509 A widely used standard for defining digital certificates
XMPP eXtensible Message and Presence Protocol
xsd XML Schema Definition
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