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Preface

The current admimistration 1s strugghng with the failures and challenges of advocating policy
for encryption technology uses, both domestically and for export, because 1t neglected to develop
a vision of what encryption uses meant to legit_lmate users, focusing mstead upon threats raised by
those who exploit encryption technology and how that impacted U S interests There are
conflicts within the admumstration among the Departments of Commerce, Justice, and Defense as
well as within the Intelligence Community The potential for legislated solutions supercedes the
admimstration’s aims Busimness and commercial mnterests coupled with individual fears about
government intrusion mnto an area of personal freedom challenge any government intrusion It
appears now that no adequate compromuses can be found A National Encryption Strategy can
provide some relief

In the study of national security Strategy (with the big ‘S”) precedes policy which mn turn leads

to implementation or an implementing strategy (with the little °s’) This concept and the

fr—a—mework that go with 1t can provide a guide to solving the current challenges regarding
encryption technology controls

In this paper, I have attempted to report the current dilemma, 1dentify the participants and their
views, analyze the 1ssues, and propose such a Strategy If successful, this approach can provide
the admimistration a fresh perspective on the 1ssues and a means of selecting compatible policies

for the variety of areas that are affected by encryption technology
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EXECUTIVE SUMMARY

Issue

The Chinton Adminustration has articulated at least three potential policies in the past six years
attempting to define appropnate limits and controls on the sale and use of encryption products by
business and individuals outside of government itself ' Additionally, the Congress has taken up the
1ssue of encryption technology control with several bills ( one remains in the House and two
remain in the Senate) duning the 1997 session alone As this is being wrtten, a current
admunistration policy has lost a defining case in Federal District Court?, one liberalizing bill 1n the
House 1s foundering in committee, one in the Senate is stopped dead, and a consortium of
business and private mnterests is launching attacks on many fronts against both the executive and
legislative branches’ efforts to define policy and law Additionally, the Presidential Commuttee for

———Cntical- Infrastructure-Protechion{PCCIP) has-endorsed-theconeept-of key-eserowtpts——
November 1997 report (chapter 1) This, however, directly contradicts the conclusions of several
government reports, 1 € , the National Research Council (May 1996), the Office of Technology
Assessment (January 1994), and the GAO (March 1995) and gives credibility to the 1dea that the
admumstration has no coherent basis for establishing pohcy

In all there are perhaps 21 umique groups that stand to benefit or suffer from the outcome of

' See Appendix D A Chronology of the Cryptography Issues

> Bernstein v Department of State, see text p 14
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the encryption technology control debate and the subsequent policy formulation Each has a set of
mnterests that often comncide and sometimes conflict with the interests of other groups Many are
represented by the same or simular lobbying bodies as the 1ssue 1s debated i Congress and among
the adminustration’s various agencies

Simplcity in framing the analysis of each group’s views suggests that the following framework
will be useful in the remainder of this summary The nexus of the debate pits individuals (
mcluding academics) and business on one side (favoring the least restrictive policies) aganst the
executive branch agencies for national secunty and law enforcement on the other The Executive
Office of the President, the Congress, and the Courts represent interests between these extremes
Foreign interests, both government and private, are secondary as the U S policy debate unfolds
Facts
. Encryption products capable of key lengths up to at least 128 bits (strong) are available
Export controls adjudicated by the Department of Commerce hmit exportable encryption

products to 40 bit key lengths Some exceptions for Digital Encryption Standard (DES)

products (56bits) and special case by case exceptions for multiational businesses with

U S corporate charters z;re granted

Law enforcement officials want to restrict all domestic and export encryption products to
those providing key recovery (see glossary) capabilities

NSA seeks to both promote strong encryption domestically and to preserve existing

export controls

. Congress considered several bills m 1996 and 1997 that either restrict encryption

technology (as the FBI wishes) or promote the free market deployment of strong

vii



encryption products without restrictions (as privacy advocates and business wish)
. The 9® Circuit Court of Appeals heard arguments to overturn a lower court ruling that

struck down government controls on the export of long key length encryption source code

(the plain text, line by ine written version of software)
Arguments

Privacy
As pertains to the possession, use, and distribution of encryption technologies, the 4® and 5*

Amendment proscription against searches, seizure, taking, and incnimnation provide probably the
strongest support to the individual argument against encryption controls Inasmuch as any law
restricting the use of encrypted matter prevents a citizen from enjoying freedom from
unreasonable government intruston, 1t 1s probably a violation of these amendments On 1its face,
the use of encryption 1s no different from the use of a front door When 1t 1s open, 1t invites those

outside to peer within But once 1t 1s shut, 1t prevents those outside from any certain knowledge of

what is within

Business
Electronic commerce, the topic common to private and commercial nterests, provides the
most compelling reason to hft U S export restrictions Safe electronic transactions are a must
Shared encryption 1s the enabling technology that will permut this to happen Export restrictions
slow the growth not only of electronic commerce, but global economic development all together,
some argue Therefore, the promotion of global commerce demands a corresponding support for

the mechamsms that enhance such growth

National Security



The Nattonal Security Agency 1s of two minds It maintains that the use of domestic public
cryptology 1s not harmful to national secunity It also wishes to reserve the current export controls
to prevent foreign users from obtaining strong encryption capabilities Privately, the spread of
encryption 1s less daunting to the NSA mussion than its public statements indicate

Exploiting the contents of intercepted signals 1s the single most important aspect of
cryptology Nonetheless, much can be learned without resorting to deciphening mtercepted traffic
mnto plain text Rejection of encrypted traffic based on knowledge of the source often obwiates the
need to decode at all ®

Ultimately, foreign threats to U S security can obtain strong encryption without resorting to
commercial sales or U S sources It 1s inexpensive to hure a software engineer to write source
code for encryption schemes The NSA must deal with strong encryption no matter what results
from the current debate While the NSA might remain ambivalent toward commercial
applications, it seems to have limited arguments that favor restnictions

Law Enforcement

What role should law enforcement play in the encryption debate? Advocates for a strong role
argue that crime prevention 1s a‘pnmary function of the federal law enforcement commumnity To
accomplish this it requires broad powers to interdict potential cimes before they are commutted
Encryption of conversations and documents hinders this, the FBI claims

Regardless of the obstacle encryption might pose, before the FBI can obtain a legal wiretap or

electronic surveillance it must present compelling evidence that a crime 1s immunent It must apply

* Whitfield Diffie and Susan Landau, Privacy on the Line, MIT Press, January 1998
Also personal communication with NSA by the author The National Research Council report
dated May 1996 hints at this conclusion as does the Hoffman work, DE-AC05-840R21400
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for a warrant through a supervisor, a Deputy Assistant Attorney General, and a Federal Judge
But, if the FBI can convince these persons that a crime 1s immunent, their encounter with
encrypted commumnications should not destroy the case The timing of evidence collection and
analysis and the scheduling of an arrest might become problematic, but that 1s another matter
Simply put, evidence of a conspiracy to commut a criume seldom oniginates as a result of electronic
surveillance The surveillance in fact cannot exist until evidence of a crime precedes it So the
crime prevention portion of the FBI's argument is weak

A stronger argument can be made in the case of criminal investigation In these cases some
criminal act has already occurred and the FBI 1s obtaiung evidence from a vanety of sources
Physical and forensic evidence make the most compelling evidence Witness statements,
accomplice confessions, photography and video are also strong Phone records, computer files
and recorded conversations are important, but less so If these latter are encrypted, it does indeed
hurt the mission of the FBI 1n solving a crime Historic records indicate that surreptitiously

gathered communications are seldom used and less often critical to prosecuting crimnal cases *

Law enforcement agencies have a mixed record of properly Using wiretap and €lectronic
surveillance permission Numerous cases show a disregard for non targeted mdividuals’ privacy,

subsequent blackmail, and, perhaps worse, obtaining wiretap authority by false pretenses The

*A. Michael Froomkin, The Metaphor 1s the Key. Cryptography, the Clipper Chip, and the
Constitution, The University of Pennsylvama Law Review, January 1995

Froomkin and others, notable Whitfield Diffie and Susan Landau document cases of FBI abuses
Two ideas stand out The FBI requests large numbers of wiretaps and surveillance approvals that
generate httle or no evidence It appears this techmque 1s used to “cover the bases” of a widely
cast net to see what gets caught Second, there 1s no case where an encrypted piece of evidence
prevented law enforcement from proceeding with a case Lows Freeh, m s congressional

testimony, cited 4 cases (of the 9000 some wiretaps reviewed since 199C) Each was shown to be
false



status quo provides law enforcement agencies with great powers for mtrusion mto private areas
To include guaranteed decryption capabihity for law enforcement raises the possibility of abusing
innocent persons liberties in the pursuit of evidence gathenng
Findings

Encryption 1s available Individuals and businesses have the wherewithal to obtaim or to write
for themselves effective encryption schemes privately or to buy them commercially Private
versions prevent widespread uses such as insuring Internet security or protecting e-mail The
owner must deliver a secure copy of the scheme to the recipient prior to any encrypted
communication It 1s, however, a possibility that many companies can choose if avoiding key
recovery schemes is important It is also the alternative that U S businesses fear will be employed
by competing foreign business mterests Finally, 1t is the likely alternative crimunals will use if key
recovery 1s required for commercial systems

If the policy or law enacted requires key recovery for encryption controls, judges are likely to

support the constitutionality of such measures Michael Froomkin’s analysis (chapter 2) indicates

that such measures are not intrusive enough to ment judicial protection of individual freedoms
Protection of the public safety ténds to over nide personal freedoms 1n the federal courts
Business interests in the free market deployment and use of commercial products to support
secure electronic commerce might, however, tip the scale against key recovery schemes There 1s
a strong pro-business element in both the administration and the Congress toward promoting
€COonomiC activity
Individuals concerned with personal privacy will probably have to live with whatever busmess

and government eventually agree to do A compromuse between business interests and the



government 1s most likely since economic impacts are readily calculated and directly felt by
politicians This can work for individual rights, however, since most of the aims of business
comncide with individual concerns

Law enforcement will continue to receive wiretap and electronic surveilllance approvals under
the current law without regard to the encryption issue If they succeed 1n obtaining key recovery
provisions, business and individual freedoms wiil suffer, but actual losses to personal freedoms are
unlikely to be greater than what 1s now the case
Proposal

If software developers agreed to escrow not the keys, but the source codes of their products
and n return received unrestricted freedom to export strong encryption worldwide while pursuing
free market strategies for their products, a smaller trusted agency would be capable of maintaining
the proprietary interests of businesses(simular to patent and copyright protections) while acting as
the gatekeepers for national secunty or law enforcement access to these source codes Source

codes themselves do not guarantee successful decryption, but according to NSA spokespersons,

contribute toward reducing the burden of decryption efforts
Separation of interests betwe-en law enforcement and trusted agents would be inherent But
armed with judicial approval, law enforcement could access the source code from the escrow
location and use 1t to assist in the code breaking , 1f this became necessary during the pursuit of a
potential criminal enterprise While not providing mnstant decoding capability, NSA experts agree
that access to the source code provides, “things we can work with ~ ”* IfNSA could then share

thus expertise with law enforcement agencies, a potential to protect privacy while assisting law

* Personal communication with NSA personnel

Xill



enforcement interests exists

Additionally, to fund this approach, a software sales surcharge can be imposed on buyers of
encryption products Set at an amount fair to the buyer and capable of funding the trusted system,
it mght amount to $1 to $5 per sale This could generate substantial sums over time to provide
law enforcement with enhanced tools to collect and analyze suspect communications

Thus approach preserves the freedom of individuals while permutting choice, but with the
voluntary recognition that this freedom indeed has a cost It promotes world markets for business
It addresses law enforcement concerns, albeit to a lesser degree than law enforcement wishes But

approaching the degree to which the documented problem actually exists

X1v



Glossary and Acronym Expansion

ALGORITHM
A mathematical procedure that can usually be explicitly encoded m a
set of computer language mstructions that manpulate data
Cryptographic algorithms are mathematical procedures used for such
purposes as encrypting and decrypting messages and signing documents
digitally

BIT
Short for binary digits--0 or 1 Keys are strings of bits

CELLULAR TRANSMISSION
Data transmission via interchangeable wireless (radio) commumcations
m a network of numerous small geographic cells Most current
technology 1s analog--represented as electrical levels, not bits
However, the trend 1s toward digital cellular data transmission

CIA - Central Intelligence Agency

CLIPPER CHIP
A mucrocircuit that contains a classified secret-key encryption
algonithm--"Skipjack " Skipjack can be used in place of DES, RC2,
RC4, and other secret-key algonithms to provide message privacy with
a "key-escrow" system (The admuustration itially referred to the
mucrocircurt as the Clipper Chip and later discontinued using the
term )

COCOM
The Coordinating Commuttee for Multilateral Export Controls--an
mnformal orgamzation that cooperatively restrcts strategic exports
to controlled countnes COCOM consists of 17 countries that
maintan three export control bsts (1) the International
Industnial List, (2) the International Munttions List, and (3) the
International Atomic Energy List Members mnclude the countries of
the North Atlantic Treaty Orgamzation, except Iceland, with the
addrtion of Japan and Austraha

CRYPTOLOGY
The transformation of ordinary text, or "plamn text," into coded form
by encryption and the transformation of coded text mnto plan text by
decryption Cryptology can be used to support digital signature,
key management or exchange, and communications privacy



DATA ENCRYPTION STANDARD (DES)

A NIST Federal Information Processing Standard and a commonly used
secret-key cryptographic algorithm for encrypting and decrypting data
and performing other functions For example, DES can be used to

check message integnty DES specifies a key length of 56 bits

DIGITAL SIGNATURE
A cryptographic method, provided by public-key cryptography, used by

a message's recipient or any third party to venfy the identity of

the message's sender and the integrity of the message A sender

creates a digital signature or a message by transforming the message
with his/her private key A recipient, using the sender's public
key, verifies the digital signature by applying a corresponding
transformation to the message and the signature

DIGITAL SIGNATURE STANDARD (DSS)
A NIST-proposed Federal Information Processing Standard that supports
digital signature

DIGITAL TELEPHONY
Telephone systems that use digital communications technology

ECONOMIC ESPIONAGE
The unauthorized acquisition of U S  proprietary or other
information by a foreign government to advance the economic position
of that country

ENCRYPTION
The process of making information indecipherable to protect it from
unauthorized viewing or use, especially during transmission or
storage Encryption is based on an algonithm and at least one key
Even if the algorithm 1s known, the information cannot be decrypted
without the key(s)

FIPS - Federal Information Processing Standard
IBM - International Business Machines, Inc
INFORMATION-PROCESSING STANDARD
A set of detailed technical guidelines used to establish umformity

to support specific functions and/or inter-operability in hardware,
software, or telecommunications development, testing, and/or



operation

INTEGRATED SERVICES DIGITAL NETWORK
An emerging communications system enabling the simultaneous
transmission of data, facsimile, video, and voice over a single
communications link

INTEROPERABILITY
The ability of computers to act upon information recerved from one
another

KEY
A long string of seemingly random bits used with cryptographic
algonthms to create/verify digital signatures and encrypt/decrypt
messages and conversations The keys must be known or guessed to
forge a digital signature or decrypt an encrypted message

KEY-ESCROW SYSTEM
An electronic means of reconstructing a secret key (for secret-key
encryption) or a private key (for public-key encryption) The
reconstructed key can then be used 1n a process to decrypt a
communication

KEY MANAGEMENT/EXCHANGE
A method of electromcally transmitting, in a secure fashion, a
secret key for use with a secret-key cryptographic system Key
management can be used to support communications privacy This

————————methed-can-be-aecomphshed-most-securely-with-pubhie-key

ciyptographic systeims, which do not require the sharing of seciet
keys with third parties Instead, a secret key 1s encrypted with a
recipient's public key, and the recipient decrypts the result with
his/her private key to receive the secret key A vanation of key
management that 1s based on key exchange does not require encrypting
the secret key

MASS-MARKET SOFTWARE
Software that 1s (1) generally available to the public by sale,
without restriction, from stock at retail selling ponts through
over-the-counter, telephone, and mail transactions and (2) designed
for user installation without substantial suppher support

NIST - National Institute of Standards and Technology



NSA - National Security Agency
NSDD - National Secunty Decision Directive
OSI - Office of Special Investigations, GAO
PCCIP- Presidential Commussion for Critical Infrastructure Protection

PERSONAL COMMUNICATIONS NETWORK
Advanced cellular telephone communications and the interworking of
both wired and wireless networks that will offer new communications
services via very small, portable handsets The network will rely on
micro cellular technology--many low-power, small-coverage cells--and a
common channel-signaling technology, such as that used mn the
telephone system, to provide a wide varety of features in addition
to the basic two-way calling service

PRIVATE KEY
The undisclosed key in a matched key pair--private key and public
key--that each party safeguards for public-key cryptography

PUBLICKEY
The key in a matched key pair--private key and public key--that may
be published, e g, posted m a directory, for public-key

cryptography

PUBLIC-KEY CRYPTOGRAPHY

Cryptography-usmg-two-matched-keys-(or-asymmetne-eryptography)y m—m————————

Wwhich a single private Key 15 1ot shiared by a pair of users
Instead, users have their own key pairs Each key pair consists of a
matched private and pubhc key Pubhic-key cryptography can perform
(1) digtal signature, (2) secure transmussion or exchange of secret
keys, and/or (3) encryption and decryption Examples of pubhic-key

cryptography are DSS and RSA

RC2, RC4 (RIVEST CIPHER 2 AND RIVEST CIPHER 4)
Two secret-key encryption systems that are implemented in mass-market
software These systems are proprietary and are marketed by RSA Data
Security, Inc RC2 and RC4 can be used with various key lengths,
such as 40 bits or 56 bits

RSA
A public-key algonithm invented by Ronald L Rivest, Adi Shamur, and



Leonard M Adleman RSA can be used to generate digital signatures,
encrypt messages, and provide key management for DES, RC2, RC4, and
other secret-key algorithms RSA performs the key-management
process, in part, by encrypting a secret key for an algonthm such as
DES, RC2, or RC4 with the recipient's public key for secure
transmission to the recipient Thus secret key can then be used to
support private communications

SECRET KEY
The key that two parties share and keep secret for secret-key
cryptography Given secret-key algorithms of equal strength, the
approximate difficulty of decrypting encrypted messages by brute
force search can be measured by the number of possible keys For
example, a key length of 56 bits is over 65,000 times stronger or
more resistant to attack than a key length of 40 bits

SECRET-KEY CRYPTOGRAPHY
Cryptography based on a single key (or symmetric cryptography) It
uses the same secret key for encryption and decryption Messages are
encrypted using a secret key and a secret-key cryptographic
algonithm, such as Skipjack, DES, RC2, and RC4

SKIPJACK
A classified 64-bit block encryption, or secret-key encryption,
algorithm The algonthm uses 80-bit keys (compared with 56 for DES)
and has 32 computational rounds or iterations (compared with 16 for
DES) Skipjack supports all DES modes of operation Skipjack

ndes-high-speed-eneryption-when-implemented-ma Clipper Chip——
lJl UvYidos1in

- (initial name)

TRAPDOOR
A secret entry pont to a cryptographic algonthm through which the
developer or another entity can bypass secunty controls and decrypt
messages

VPN
Virtual Private Network

WIRETAPPING
The real-time collection of transmitted data, such as dialed digits,
and the sending of that data in real time to a listening device
("Real time" is defined as the actual time that something, such as
the commumncation of information, takes place )






INTRODUCTION
ional Str. for En ion Technology 1

Two things are clear everybody says the Information Age is a marvelous thing, nobody agrees
on how to go about living 1t  All else is chaos But this 1s the kind of chaos that Americans thrive
on Government has provided a gift -- the information superhughway The Internet was born from
a network of 1970's computer systems wired by dedicated communications lines among
umversities, government laboratories, and private contractors domg business with the
government. With the invention of the high speed router (by a marned couple, both employed at a
government lab but in different offices, who wished to commumicate with each other at work) the
fundamental hardware of the system was i place The Computer Revolution of the 1980's
provided the “desktop on every desk” environment that generated the market for electronic
communication by data, voice, and e-mail among businesses, government and individuals And
Bill Gates mvented Microsoft Corporation with 1ts propensity for developing the software that ran

the show Somewhere, as the 80's gave way to the 90's, the concept and practice of “going on-

line” caught on Commercial interests developed and provided low cost, effective products thatin
turn spawned both consumer demand and corporate recogmtion that the Internet was the locus of
the Information Revolution By 1997, an estimated 50 million Americans and some 80 million
people worldwide were doing everyday activities from banking to shopping to “calling home” via
the worldwide web, the electronic marketplace, or the e-mail hnk ¢

It 1s inevitable, then, that the government would have a challenge in promoting a variety of

sometimes confhicting aims and of adjudicating among often conflicting interests The Constitution

¢ Estimate provided by CNET (Hitp //www cnet com)
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empowers the Federal Government with the regulation of commerce, the provision of National
Defense, the promotion of public safety, and the protection of personal liberties ? Today,
however, the government 1s beset by challenges 1n administering these responsibilities A series of
policies and regulatory efforts about electronic issues have been met with fierce opposition,
infighting among disparate agencies, and court challenges As these battles unfold, 1t becomes
clear that the administration’s commitment to promoting the Information Age 1s not developing
well Policies in one area are found to contradict law, regulation, or other policies from other
areas of government Promoting commerce mterferes with protecting public safety national
security mterests interfere with the global economic nterests we need to pursue Protecting hiberty
raises the nisks to mnocent persons of violent actions by those who can exploit technology for
their own aims Conflicting policies reflect these conflicting aims and values from among the
variety of persons and orgamzations who have made the transition mto electronic means of daily
living

Perhaps the most compelling example of government pohicies that are caught in the inter-

tangled web of conflict among various groups is the cuitent debate about encryption technology
Encryption 1s, of course, one part of a larger whole that mvolves cryptology, the science of
encoding and decoding data ® That in turn 1s a small part of the overarching area described as
electromic commerce which, paradoxically, provides the umbrella conceptual framework for all

non governmental uses of electronic information transmussion and storage personal, private

7 George Washington, et al, Constitution of the United States of Amernica, 1787 reprinted
by The Instrtute for National Strategic Studies, National Defense University Press, U S GPO,
Washington, DC, 1985

% see Glossary



business, and commercial ° Elements of encryption include digital signatures which promote the
non repudiation of electronic documents, authenticity certification which promotes the validity of
transmutted data, and data security which promotes the protection from unauthorized or
unintended view of sensitive information by others

The admumstration has articulated at least three potential policies in the past six years
attempting to define appropriate limits and controls on the sale and use of encryption products by
business and individuals outside of government itself 1° Additionally, the Congress has taken up
the issue of encryption technology control with several bills ( one remains in the House and two
remain in the Senate) during the 1997 session alone As this 1s being written, a current
admunistration pohicy has lost a defining case m Federal District Court', one liberalizing bill n the
House is foundering 1n commuttee, one m the Senate 1s stopped dead, and a consortium of
business and private mterests is launching attacks on many fronts agamnst both the executive and
legislative branches’ efforts to define policy and law Additionally, the Presidential Commuttee for

Crtical Infrastructure Protection (PCCIP) has endorsed the concept of key escrow 1 1ts

November 1997 report This, however, directly contradicts the conclusions of several government
reports, 1 € , the National Research Council (May 1996), the Office of Technology Assessment
(January 1994), and the GAO (March 1995) and gives credibility to the 1dea that the
administration has no coherent basis for establishing policy

These factors lead to the conclusion that a National Strategy 1s needed to promote and control

® See Appendix B A Framework for Global Electrom
10 See Appendx D hronol
" Bernstetn v Department of State, see text p 14
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the use of encryption technology in the electronic infrastructure of government, business, and
personal activities There are, it would seem, five areas of policies that need an over arching
Strategy to provide consistency among them First, national security considerations, particularly

our ability to defeat foreign encryption efficiently, must be preserved Second, the promotion of

TT ) oSrT

S business interests m global markets, including the exporting of U S developed sofiware
encryption products should be enhanced. Third, the freedom to conduct academic research and
the implied freedom to share the fruits of such work (with contemporaries) 1s essential to
advancing the science of cryptology Fourth, the protection of mdividual freedoms, including the
desire of persons to conduct their lives privately and safely must be advanced Finally, the desire
of law enforcement to detect crimnal activity using advanced electronic methods, such as
encryption, should be accommodated While these areas are not listed 1n any particular order, the
pursuit of any policy necessanly prioritizes these mterests It 1s clear that some conflicts will exist

among them This makes clear the need for erther a compromuse solution (which does not always

provide good policy) or a selection process that minimizes the potential risk while setting

priorities

A framework for defining such a strategy would mclude identification of national, business,
and private mterests that are impacted by the result, a description of the environment m which the
strategy must operate, a review of the resources available to pursue a particular strategy, an
analysis of the risks and costs of pursuing alternative strategies, and a proposal for implementing a
strategy Once such an effort was concluded, the government would have a “touchstone” from

which a vanety of policies could be defined and conflicts amehorated That 1s the aim of this

study



Chapter 1 reports the 1ssues as they exist today It provides a chronology of critical events and
identifies the varous groups nvolved in the debate Chapter 2 analyzes the stakeholders’

arguments and attempts to balance the emotional nature of this debate with a factual review of the
key points made by each group Chapter 3
conflicting aims of the competing interest groups and permut the admunistration to move forward
with a senes of compatible policy imtiatives that both address encryption issues and fit into the
larger framework of electronic commerce Appendix A provides a brief tutonial about how public
key encryption works Appendices B and C provide copies of the two pivotal policy statements
made by the White House during 1996 and 1997 that paradoxically establish the vision of an open
electronic environment while restricting 1ts utiity with government controls Appendix D 1s a

chronology of the cryptology issues Also included are a senes of articles that define portions of

the larger 1ssue in specific areas




Chapter 1
The History of the Issue

‘ Brief History

1930-1975 Government monopoly on cryptology exists Expense and the scarcity of computing power make the
1ssue unmimportant
1976-1990 Eeginning to go public—public key cryptography arises Costs go down as processing speed goes up
40 bit export ot arises
1991-1994 Hardware solutions exist but government controls processes 56 bit and higher export exceptions
possible for US businesses with overseas offices
1994-1997 Sofiware solutions emerge as platforms provide faster processing power 128 bit domestic solutions

‘ and limited, business only, export exceptions are permuitted

Administration Efforts 1977-1997
While the arguments being debated last summer have generated much press attention, the
1ssues surrounding the public uses of encryption technology have been causing friction for at least

the past 20 years It was the publication of work at Stanford by Whitfield Diffie and Martin

Hellman that opened the field of cryptography for academic pursuit absent government funding
and for commercial use '? They developed an algonthm that permitted the efficient transmission of
a “public key” safely and then allowed encrypted communication using “private keys ”

At about the same time the Diffie-Hellman algorithm', was gaining mitial attention, the

' Susan Landau, et al, Codes, Keys, and Conflicts. Issues in U S. Crypto Policy,

Association of Computing Machinery, Inc, June 1994, p 37

 see Appendix A. A Cryptology Tutonal
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National Bureau of Standards (NBS)"* was seeking mnput to a proposal for the development of a
Dagital Encryption Standard (DES). The government’s intent was to provide the banking and
financial industries with a secure method of storing and transmitting data These industries were,
of course, closely tied to the daily lifeblood of the domestic economy money supply It was a
recognition that money supplies could be mampulated, that they were not secure, that led to a
more open approach to developing standards at this time Inevitably, however, the involvement of
the National Security Agency (NSA) was needed

The NSA had been formed from among several predecessor organizations by Presidential
directive in 1952 It maintained a shadowy existence during most of 1ts history Located at Fort
Meade, Maryland, employees carred extremely high security clearances The NSA was the
premier agency involved in collecting intelligence from across the electronic spectrum during the
Cold War Needless to say, they became very good at all things having to do with electronic
media It 1s not surprising, then, that the NSA would be a large part of the government’s efforts to

standardize DES for domestic use and to restrict its export

Businesses and academics were skeptical that a secretive ageficy such as NSA could have o
ulterior motives when developing commercial standards There were fears about “trapdoors” built
mto programs that would permit clandestine access There were also cases, with which many
academics were famuliar, of restraint on publication of sensitive research findings

So a climate of distrust has been present from the outset Unfortunately, each time the

government has learned a lesson about dealing with commercial and academuc 1ssues, another

" Now the National Institute of Standards and Technology (NIST)
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bogey appears In 1984, President Reagan 1ssued a directive (NSDD 145/14)"° demandimng stricter
controls on the protection of non classified but sensitive mformation This included encryption
related work Once again, business and academics were dismayed to think that some greater
motive was lurking behind the front of national secunity concerns This time, mn addition to the
usual players, however, the emerging business and companies supporting the personal computer
revolution were affected Public outcry was louder and stakeholders were less willing to
compromise over unproven national security claims

The Congress stepped m at this time (although they were never particularly far away) by
passing the Computer Security Act of 1987 Among its many provisions was the establishment of
civilian control over commercial computer 1ssues This had the effect of moving academuc and
business related encryption work away from NSA purview and into the control of the Department
of Commerce’s National Institute of Standards and Technology (NIST, formerly NBS)

What followed was a multi year struggle within at least the last two admirustrations to define

what areas of oversight belonged to the Department of Defense, the Department of State, and the

Department of Commerce when 1t came to computer 1ssues At least three times since then a
Presidential order has been 1ssued to give Commerce purview over export of commercial
encryption products Until November 1996, however, decisions about exports were still being
made at the Department of State after approval by DoD (NSA acting as executive for DoD) ¢

Meanwhile, the business and commercial expansion of strong computing power, the

15 National Security Decision Directive 145/14 established the safeguarding of sensitive
but unclassified information that effected national secunity

16 See Appendix D



beginnings of the Internet explosion, and the domestic uses of personal computers by a
particularly large segment of society led to a greater demand for security products by private,
commercial, and other business customers Additionally, the newly acquired ability to
communicate worldwide as if it were next door led to the latest clash with government over
standardization of domestic products with overseas versions

By 1991, the various forces who today are clashing were almost all taking part along more or
less the same issues Except for one group, who had remained out of the arguments up to this
pomnt that is the FBI As early as 1986, the FBI realized that electronic advances, particularly
computing power would present several challenges to them when mvestigating crime and
developmng evidence They initiated a study to examine the potential barners to electronic
evidence collection (wiretaps) that would occur by the spread of encryption technology and by the
uses of digital telephone switches Yet getting the FBI to focus on this issue was still difficult

When Senator Joseph Biden introduced Senate Bill S 266, The Comprehensive Counter

Terronst Act, in January 1991, the FBI endorsed the provisions that dealt with encryption

controls That bill was withdrawn, but in 1992 the FBI presented a legislative package asking for
a wide range of crime prevention and investigation measures that would mutigate the effects of
electronic switches in phone systems and restrict the uses of domestic encryption products There
were no Senate sponsors for that package

Advances in the science of encryption did not await the resolution of the various groups’
differences By late 1991, NIST was proposing a newer encryption standard, Digital Signature
Standard (DSS) Again the negative comments during the public response period made clear that

old fears and amimosities were not resolved



In Aprl 1993, the White House announced the Clipper Chip, a hardware solution to
encryption challenges for business and commercial interests, government offices and individual
uses It consisted of a sealed silicon chip embedded with a proprietary algonthm developed by
NSA (SKIPJACK), a procedure for authorized law enforcement interdiction of message traffic
(LEAF), and 1t featured the DSS '7 A public outcry resulted The media entered the arena of
debate, reporting many of the older arguments, awakening the old distrust between government
agencies and business concerns, predicting dire consequences for individuals and commercial
mterests alike Surprisingly, the government was discovered to be still relymg on NSA approval'®
for exports of what were supposed to be Commerce Department controlled decisions While that
was not directly related to the Clipper program, it was a crists for an adminstration that had
recently announced and promoted its dedication to the global information superhighway This was
perhaps the first policy flop of the current era

Clipper was subjected to intense scrutiny and debate, but was nonetheless approved in

February 1994 for use in a vaniety of devices One fortuitous event to anise from this episode was

the suggestion by Vice President Gore fo pursue software-based encryption technologies as an
alternative to hardware-based approaches Until this time, there was little effort to implement an
encryption algornthm 1n a software application because the calculations were time consunming, the
computing power required to make the approach attractive was still somewhat expensive, and the
businesses producing encryption devices did not see a market for the method

The failure of Clipper to gain acceptance, however, changed the calculus somewhat Also,

17 see Glossary

¥ N'SA was supposed to offer advice when consulted, not vote approval or disapproval
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around this time both the Pentium chip for PCs and wider access to the Internet provided market
researchers a fresh perspective on the potential for software-based encryption products to be
developed and sold By 1995, a slew of new products and improved older ones were flooding the
domestic market But the realization by software manufacturers that control of foreign markets
was not guaranteed because of export restrictions led to the next round of debate

In November 1995, the administration proposed a still newer standard, the Escrowed
Encryption Standard (EES) As they had with those standards before 1t, the business and
academic commumty challenged the government’s approach to developing a proprietary
algonithm This time, however, the specter of mandatory key recovery was mntroduced Even a
voluntary key escrow system was not acceptable to the large constituency that feared government
access to private records and government market control

When the admimstration tried a conciliatory effort m July 1596 with the publication of 1ts

Statement on Commercial Encryption Policy®, a discussion that attempted to justify key escrow,

the non government interests involved i the debate finally revolted Several months earlier, 1n

May, the National Research Council had published a report®® recommending 1n part, that the

government should back away from imposing standards and permut the market to determune the
outcome of encryption technology, including exportation of products This was anathema to the
FBI and to at least a significant number of leaders within the NSA The administration appeared

to be deaf to the interests of the business and commercial community although to their credit,

° Appendix C Statement on Commercial Encryption Polic
2 Cryptology’s Role 1n Secuning the Information Society, National Research Council
Commuttee to Study Cryptology Policy, U S GPO, May 1996
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many key members of the NSA and DoD were struggling with the 1ssue Worse, 1t appeared to be
uncanng about the privacy concerns of mdividuals, at least based on the perceptions of those
outside the process

By the time the President published his Fr. rk for Global Electronic Commerce,? in July
1997, which repudiated domestic taxes on electronic media and offered many more concihatory
efforts, the stakeholders were no longer willing to accept the administration’s proposals at face
value Congress had ganed the attention of the major players with a variety of bills competing to
regulate and define the competing interests that were never satisfied by the admimstration’s
efforts

Legislative Solutions

Congress had not been 1dle during the previous 20 years by any means As early as 1978, they
tasked the GAO with conducting a study to determine if the admmstration was taking approprate
steps to address computing 1ssues, including encryption policy Agamn m 1985, the GAO reviewed

the procedures that resulted in the DES standard Both times, the conclusion was that the

admunistration was acting properly

But by 1987, with the passage of the Computer Secunity Act®, it was clear that Congress
intended for domestic, private, and commercial electromic enterprises to be admunstered
separately from national security issues They were especially keen to get NSA out of the

business of controlling decisions about computer developments by U S busmesses

! Willam J Clinton and Albert Gore, A Framework for Global Electronic Commerce,
U S GPO, July 1, 1997, see Appendix B

z The Computer Secunity Act of 1987, Congress of the United States, U S GPO
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In 1991 and 1992, the Congress was content to wait and see what developed as the
admimstration prepared 1ts Clipper proposal, of which they were well aware Bills introduced in
both the House and the Senate addressing dual use restrictions and controls were quietly dropped
The FBI request for enabling legislation to control digital telephony was ignored In 1993, another
GAO report reviewed government actions and stakeholder arguments since 1973 * It provided
the basis for Congressional action as the Clipper program foundered

In May 1994 the Digital Telephony Act was introduced It provided means for law
enforcement to pursue electronic surveillance within digital networks, requiring manufacturers to
build access mto the system It was signed mto law 1 October 1994** During 1996, several bills
m the Senate and one m the House were mtroduced addressing a vanety of computer related
1ssues that Congress had watched maturing for the past several years None of these was pushed
forward, however, and each died a quiet death before that session ended

In1997 a variety of new legislative attempts in the House and Senate emerged Each was based

on the previous year’s aborted bills These are summarized below

Legislative Actions During 1997
The most talked about and robust bill introduced this Congress, the Security and Freedom
through Encryption (SAFE) Act, HR 695, was sponsored by Representatives Goodlatte and

Eshoo and has more than 250 cosponsors SAFE was unanimously approved by the House

B Richard C Stiener, nications Privacy- F Polic Actions, US GAO,
November 8, 1993

* Actually called the Computer Assistance to Law Enforcement Act of 1994, Congress of
the United States, U S GPO, October 1994 In April 1998, the FCC stated that the FBI was

abusing 1ts power as executive implementing agent of CALEA, demanding greater access than the
Act requires
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Judiciary Commuttee on May 14, 1997 On July 22, 1t was approved by the House International
Relations Commuttee by a voice vote On September 9, 1997, the House National Security
Commuttee added an amendment and approved the amended bill On September 11, 1997, the
House Permanent Select Commuttee on Intelhigence added an amendment and passed it On
September 24, 1997, the House Commerce Commuttee added an amendment that changed the bill
by calling for the creation of a National Electronic Technologies Center that would assist law
enforcement in research and would provide assistance to federal, state, and local law enforcement
agencies in coping with encryption encountered in the course of investigations The amendment
also would direct the National Telecommunications and Information Admimstration (NTIA) to
conduct a study of the implications of mandatory key recovery, and increases the criminal
penalties under SAFE for the use of encryption in the furtherance of a federal felony The bill was
never scheduled for a floor vote and died with the 104™ Congress

The Computer Security Enhancement Act of 1997, H.R. 1903, was introduced by

Representative Sensenbrenner on June 17, 1997 It would amend and update the National

Institute of Standards and Technology Act to (1) upon request from the private sector, assist in
establishing voluntary interoperable standards, guidelines, and associated methods and techmques
to facilitate and expedite the establishment of non-Federal public key management infrastructures
that can be used to communicate with and conduct transactions with the Federal Government, and
(2) provide assistance to Federal agencies m the protection of computer networks, and coordmate
Federal response efforts related to unauthorized access to Federal computer systems The bill
also would authonze NIST to perform evaluation and tests of (1) information technologies to

assess security vulnerabilities, and (2) commercially available security products for their suitability
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for use by Federal agencies for protecting sensitive information in computer systems Thus bill
was passed by the House on September 16, 1997, and was referred to the Senate Committee on
Commerce, where it awaits consideration

The Communications Privacy and Consumer Empowerment Act was introduced by
Representative Markey on June 19, 1997 This bill would codify existing domestic use polcy,
permitting unrestricted use of any encryption It would also prohibit the government from
requiring key recovery as a criterion for encryption licensing The bill was referred to the House
Commuttee on Commerce

The Encrypted Communications Privacy Act (ECPA II), S. 376, was introduced by
Senator Leahy on February 27, 1997 ECPA II would prohibit mandatory use of key recovery
but would permut law enforcement to obtain keys if recovery were used It would also make it a
crime to use cryptography to obstruct justice The bill was referred to the Senate Judiciary
Commuttee, which held hearings on 1t on July 9, 1997

The Promotion of Commerce Online in the Digital Era (Pro-CODE) Act, S. 377 was

introduced by Senator Burns on February 27, 1997 Pro-CODE was considered one of the most
privacy friendly encryption bills Pro-CODE would have expanded the protections agamst
government intrusion rather than enhancing wiretap authonty The Secure Public Networks Act
was substituted for Pro-CODE when 1t came for a vote 1n the Senate Commerce committee on
March 19, 1997

Secure Public Networks Act (SPN), S. 909 s the Clinton Admmustration's bill It was
sponsored by Senators McCam and Kerrey It requires third-parties holding decryption keys to

surrender them n response to a subpoena without notice to the encryption user While its
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sponsors claim that it would not make key recovery mandatory, SPN would require the use of key
recovery systems in order to obtain the "public key certificates" needed to participate mn electronic
commerce and would require key recovery for all secure networks built with any federal funds --
including the Internet IT project and most umiversity networks It creates new federal crimes
dealing with the use of encryption and key recovery SPN directs the President to negotiate with
foreign countries to create a worldwide system for international government access to escrowed
keys The bill was referred to the Senate Commerce Commuttee in March
n Acted

There are several versions of an explanation about why Congress waited until 1996 before
approaching this problem It was clear following the 1987 Computer Security Act that
subsequent admunistrations (Reagan, Bush, Clinton) were struggling with electronic 1ssues and
handhng them badly Chapter 2 will analyze this question more fully, but for now three
explanations mught suffice These are not mutually exclusive by any means

-Admimstration request for enabling legislation to pursue current policy It 1s not

surpnising to think that the Clinton Administration would waif as 10ng as possible, i the face of a
Republican-controlled Congress; before asking for help m its attempt to set policy The Secure
Public Networks Act reflects this approach

-business lobby pressure to define export limutations i law rather than in policy Clearly,
by 1996, busimess was at wits end trying to cope with the admimstration It 1s equally likely that

the business lobby was effective in pushung for at least two of the bills before the current session

of Congress, the SAFE bill and the Pro-CODE bill

-Congressional timung and interest It has been the prerogative of the Congress to permut
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certain 1ssues to mature before addressing them This seems to be the case for much of the
absence of legislation between 1987 and 1996 Certamly, in each of the preceding sessions, some
more pressing matter demanded Congressional focus anyway

Judicial Review

Tonrnereatsmes fincne TAansdad T +lan MNArietas
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There have been three legal challenges mounted aganst the export controls on encryption
technology While decisions in these cases have not been made final, both Congress and the
admunistration are aware of the judicial temper as 1t is mamufest by this issue  Two of the cases,
Junger v U S Department of Commerce and Karn v U S Department of State, are still in

aroument at the tria
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has found that the export control iaws restricting encryption are an unconstitutional prior restraint

on speech
The Facts

Damiel ] Bernstein was a Ph D student in Mathematics at the University of Califormia at

Berkeley He wrote an encryption program, Snuffle?, along with a document describing the

cryptographers After asking the State Department, Mr Bemnstemn was informed that he would
need a hicense to be an arms dealer before he could post his encryption algonthm and descriptive
document to the net Further, if he applied for a license his request would be denied because hus

algorithm was too secure Mr Bernstein sued His attorneys claimed that the export controls act

as a prior restramnt on his constitutionally protected speech and are over broad to serve thex

% Damel Berstein, Snuffle, a computer source code,  (under research)
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purpose of protecting national security This case was filed 1n the Federal District Court for the
Northern District of Califorma and was heard by Judge Marilyn Hall Patel
Court's Ruling

Judge Patel has made several rulings in this case The first ruling (Bernstemn I, 922 F Supp
1426 (N D Cal 1996)) was on April 15, 1996, and was 1n response to the government's motion
to dismss the case for lack of junisdiction The court held that source code was speech protected
by the First Amendment, and the court therefore had jurisdiction mn the case

The second ruling (Bernstemn II, 945 F Supp 1279 (N D Cal 1996)) was on December 6,
1996, and responded to( now) Dr Bernstein's motion for an injunction so he could post matenals
to a Web site for students in his cryptography course The court held that Bernstein could pubhsh
for his class while the rest of the case was bemng decided

The final ruling (Bernstein IIT) was on August 25, 1997, when the court held that the

restrictions aganst the publication on encryption were an unconstitutional prior restramt on

speech

Post Facto Actions

The court granted an mjunctl;)n to Professor Bemnstein, forbidding the government from
prosecuting lum for exporting the encryption program he wrote, or any other encryption
programs The court specifically stated that it considered granting an imjunction against the
enforcement of any encryption restrictions The court declined to do this, however, stating that it
expected an appeal and wanted the most narrow holding 1t could devise The court also held that
allowing printed source code to be exported undermined the government's claim that this export

control scheme protects any national securnty interest The court opined that distinguishing
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printed from electronic matter probably violates the First Amendment under Reno v ACLU
(1997), which held that Internet speech deserves the same protections as printed speech

In December the US 9 Circuit Court of Appeals heard government arguments attempting to
set Judge Patel’s ruling aside The public questioming of the government’s lawyers indicated that
the Appeals Court was cognizant of the relevant 1ssues and tended to favor individual privacy
over government export restrictions %

Outlook and Outcomes—1998 and Beyond

The status of the encryption technology control 1ssues at the end of 1997 was mixed The
government 1nsists on control either through proprietary algonithms or key escrow encryption
systems There is no movement toward a compromuse that would permit greater freedom to
export strong encryption products Congress did not pass any of the competing bills before the
1C4th session It will await another cycle of legislative debate before action occurs from that
area It will be 1999 or later before a significant case comes before the Supreme Court

Meanwhile, Distnict Court cases will shape legal precedent in a vanety of ways without impacting

the problem significantly The 9* Circuit appeal will not end until 2 ruling on the issues is
forthcoming sometime m the spring of 1998 Without a second case from another Circut,
however, 1t 1s unhkely that this issue will get a fast track docket from the Supreme Court 1n 1998
Business 1s coping with the impact of marketing strong encryption domestically while selling
weaker products abroad Whether this will ultimately harm market shares remains to be seen The

Umnited Kingdom, Germany, and France(among others) are moving forward with competing

% The 9" Circutt 1s, however, the most overturned court when Supreme Court reviews

hear cases ansing from there In the past 10 years 26 of 28 9" Circurt decisions have been
overturned
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impose sharper export restrictions on their companies’ products than do U S rules, but markets
within these countries are less open to U S products themselves Global dependence on U S

software, however, hinders the use of substitute products

One Commerce Department official has pointed out that other countnes are relymmg on U S

PR mammmnala Al cnsmd o TT O mmcedas
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regime, countries such as France may well impose even stricter standards aganst the importing of

U S products Meanwhile, business with overseas offices are being granted lumited export

permussion under the current rules This 1s being conducted on a case by case basis only and can

ston at anv time -
P al ally tHic

There are no cases now where the FBI has been prevented from mvestigating a crime or
prosecuting a suspect for the lack of decrypted data Director Freeh, i his testimony to
Congressional commuttees this past summer, selectively provided examples of potential limuts to

FBI evidence development if encryption becomes widespread His examples have, however, been

Aol Tern Cramroato o T Triveras PR T
orotiy Ueniiing at Leorgetown university, to o€ overstatea

cases 1 which the ability to apply key escrowed decryption would have prevented a cnme from

occurnng

Finally, no mndividual has been forced into needlessly losing his privacy over an 1ssue of

%7 Dorothy Denning, Encryption Technolo rime, Searching for a Neutral Zone,

ucomm Review, September/Ociober 1997, p 39



In January 1998, a secunty conference sponsored by RSA, Inc mvited government and
business participants to San Francisco to discuss encryption issues facing the mdustry and
government, both domestically and internationally The sponsors hoped to frame the encryption
control debate in such a way that Congressional actions in the 1998 session will be mfluenced
Speakers included Vice President Al Gore, Presidential domestic advisor, Ira Magaziner, and
representatives from the NSA and the FBI as well as industry advocates for less restrictive
encryption technology control

It 1s Likely that 1998 will see a reintroduction of the SAFE bill in the House With strong
support among members 1t should emerge from the Rules Comnuttee in a version very sumilar to
the oniginal, that is to say, without the domestic controls mtroduced i the Judiciary Commuttee
The 9™ Circuit appeal of the Bernstem case will 1ssue an opimion in March or April If the court
affirms Judge Patel’s ruling the Department of Justice will seek a Supreme Court hearing on the
1ssues That 1s unhkely to be granted until at least one other review court has ruled on similar

1ssues Ira Magaziner has stated that the admimstration will wait for the 1ssues to mature before

directing specific policy changes for export controls or ¢ther encryption tectnology Controls
Meanwhile, special interest gr‘oups for privacy matters, businesses, academics, and the press
have mamtained an educational campaign aimed at clanifying the privacy and free market 1ssues
involved They have also attacked the FBI’s record of abuse 1n historic wiretap cases (see Diffie-
Landau) to show that increasing the reach of law enforcement into decryption capability 1s

dangerous for civil liberties They can be expected to continue this approach

SPRING 1998 UPDATES (as of April 1998)
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Members of Congress resubmitted two bills that would change the existing export controls for

while the other is a repeated version of the admunistration’s bill in the Senate Nerther bill 1s
progressing Since this 1s an election year, this issue will likely remain out of the scheduled
sessions Rather, committee work 1s expected to move the actions along at a pace that maintains
the debate without threateng to upset more important legislation in this session

Ira Magaziner, the White House policy spokesman for encryption related matters, agrees with
both mdustry and privacy advocates that current admunistration policy needs revision In remarks
earlier this year, he stated that the electronic commerce policy statement of November 1996
underestimated the resistance to key recovery schemes proposed by the administration He
acknowledged that the Department of Justice and the Department of Commerce were not
providing a coordmnated position His goal is to continue to permut the debate within the

administration to develop while seeking areas where compromuses with business and privacy

advocates can be obtamed

Commerce Secretary William Daley, the cabinet Secretary responsible for ifiplementing US
encryption export control policy, says "our implementation has been a faillure” In remarks
March 1998, the Secretary stated that the application of the ongimnal rules was poorly done Once
the rules were liberalized, n November 1996, giving more discretionary power to the Department
of Commerce and less to the Department of State, the process never was fully streamlined The
result was that some companies were granted exemptions to the 56 bit key length restrnictions
while others were not Additionally, the length of time taken to process requests for export

licenses remained longer than reasonable for business applicants He did not propose any
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solutions, however, rather stating that the department would await congressional clarification of
the law

In Apnl 1998, the FCC released a report indicating that the FBI 1s abusing 1ts wiretap authority
under both the 1976 Omnibus Crime Control Act and the 1994 CALEA The FCC investigation
responded to industry complaints that the FBI, as the implementing agency of the 1994 CALEA,
was adding restrictive provisions to the planned accessibility features of digital switched
networks These regulations go beyond the mandate the Act provides, states an FCC spokesman
There has been no FBI response

Two companies, RSA and Network Associates, announced that they have legally
crrcumvented encryption export rules Each states that a foreign business partner will be able to
offer a product compatible with their domestic encryption software In the case of RSA, the
export of written source code permutted a software product to be developed overseas In the
Network Associates case, a partnership with a Dutch firm enabled them to prepare a comparable

product The Commerce Department stated it would examine whether any U S laws were

violated in these cases Experfsagfee, iowever, that both conipanies appear 10 be operating
within the strict provisions of the U S law

The source code of newly marketed digital phones was cracked by a team of university
researchers in early April They were able to examune the code, discover the encryption algorithm,
and provide the decryption keys after several days of laboratory effort This shows that source
code can enhance brute force means to decrypt longer key lengths (the digital phone used either a
56 bit or a 64 bit key) Officials pointed out, however, that the team had access to the equipment

and a powerful lab in which to exploit 1t without mterruption “Thus is not the same as someone
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off the street gaining access to encrypted conversations”, stated one mdustry official

An NSA paper, Threat and Vulnerability Model for Key Recovery, shows that when the keys
to encrypted data are made accessible to law enforcement through a third party the risk that a key
may be stolen or compromised in some way rises significantly The NSA paper, dated February
18, outhnes nearly 20 additional attacks and vulnerabilities Taken as a whole, these attacks make
it clear that key recovery will be a risky and costly proposition for most computer users This
position underhies the fear among privacy and business advocates that government mandated key

recovery schemes are an infringement of protected hiberties

24



Chapter 2.
Analysis

The Stakeholders’ Views

There are four groups with a stake in the outcome of the encryption control debate These are
individuals, businesses, academia, and government A potential fifth stakeholder is represented
generally by foreign mterests Yet within each of these groups there are by no means a uniform set
of interests
Individuals

Individuals may be subdivided into four other broad groups of interests First, are those
persons who prize privacy, anonymity, and the freedom to be left alone They resent any intrusion
by anyone nto the areas they choose to define as off hmuts Issues for this group revolve around a

notion of malienable nghts to privacy, whether constitutionally defined or not They seek not only

the ability to encode and decode ‘at will, without any government intervention, but also tlie
protection from snooping by both government and business The former through any means of
regulation, restriction, or information gathering and the latter through over use of personal data
obtaned 1n e-commerce or other Internet related activities

Second there are mdividuals who simply wish to conduct e-commerce with at least the degree
of trust and protection available in other, non electronic transactions Privacy 1s less of an issue to
these people than 1s safety from those who steal credit information or who defraud shoppers

They recogmze encryption technology as a new tool to protect them in the field of electromc
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banking, credit purchases, and information gathering research on the Net

The third group probably contains the greatest number of individuals That 1s the vast majornty
who are unconcerned, unaware, or uninterested in the debate They may or may not be using the
Internet, e-mail, e-commerce, or other electronic transactions The fact that electromc databases
are mined for personal information 1s a fact of life The presence of government regulations 1s
expected The need for privacy is not a high priority for them They are Richard Nixon’s great
“Silent Majority” It is this group that 1s targeted by both privacy advocates, business interests and
government officials mn an attempt to gan a public opmion surge sufficient to sway the policy
outcome

Arguably, a fourth group emerges from the realm of the individual interest That 1s the
criminal, be he credit thief, pedophule, or terronst Obwiously, this set of individuals benefits from
the least restrictive encryption controls which will permit them to pursue their nefarious ways to
exploit the public, while mdden from view Equally obviously, this group 1s quiet in the debate

Whatever form the interests of individuals take, they are represented vocally in the debate by a

vanety of special interest groups These groups include the Electrome Freedom Foundation and
the Amenican Civil Liberties Union, among others Individuals are also well represented by the
courts Even when a majority might rule against an individual privacy issue, a strong dissenting
opmion 1s possible and can do good Justice Brandeis’ famous dissent in Griswald v U S 1s
credited with establishing the nght to freedom from government wiretap without a warrant
although the majority court opimon went the other way

Business

® Gnswaldv US,US Supreme Court, 1928
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Busimess concerns fall into two broad categories and further subdivide mto many other interests
The pnmary concern of busmesses 1n the encryption control debate is the freedom to develop
markets, both domestically and abroad They wish to sell a set of hardware and software products
for use by consumers An equally important view is to obtain the means to protect competitive
secrets, trade data, financial data, and other business information from mususe or disclosure while
etther in storage or 1n transit

Both software developers and hardware makers agree that the means to market encryption
products and devices are now plainly 1n the private sector after years of bemng a government
controlled enterprise Businesses are anxious to freely exploit this emerging market Economies of
scale, however, are better served when the vanety of products offered can mnter-operate and
provide simular levels of service to all customers This becomes the crux of the business interest
for free exporting of encryption products as capable as those provided domestically Indeed,
having captured the domestic market through years of saturation sales and upgrades to products,

the manufacturers now wish to secure overseas sales of the same products with the same success

and 1n the face of renewed assqults agamst domestic uses of encryption, to preserve the market -
they have established at home
Commercial nterests are also concerned that the security of electronic commerce transactions
depends on contmuously developing and upgrading a family of related encryption technologies
that improve transaction speed, msure non repudiation of sales, promote authenticity
determunations and guarantee mter-operabulity of products across a suite of other enabhng

software technologies such as JAVA scripts and applets, electronic forms, and electronic delivery

systems
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Banks are among the leaders of this viewpoint Their transactions occur daily n staggering
amounts of data volume and currency value The global economic mnteraction of commerce
demands that banks share data across national boundanes with the lughest degree of security
Customers, of course, will accept nothing less than absolute accuracy and safety in currency
transactions

Telecommunications companies are a second example of commercial business interests heavily
influenced by the international availability of strong encryption As the backbone of the Internet
and such incarnations as the Virtual Private Network (VPN) in which businesses conduct internal
matters over the public network, telecommunications companies recognize the need for a

protected environment that speeds legitimate transactions while guarding against intrusion or

abuse
Academia
Shanng research and development with colleagues, conducting a dialogue with fellow

researchers, and broadly publishing results of effort by academucs is fundamental to the traditions

of advanced studies by professm_nals Just as the economy has gone global; 56 has the ability To
conduct academic study among a worldwide audience Thus, acaderma represents an additional
group of special interests

The needs expressed by academics haven’t changed mn the years that cryptology has been
studied as a professional field They seek unencumbered publication, without restramt of their
research findings They seek the ability to share their knowledge in private exchanges as well as
teacher-student relationships The Internet promotes this activity globally There is a global

classroom as well as a virtual laboratory possible today that increases the opportunities for
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exchange and advancement of knowledge

The government’s propensity for prior restraint and restriction of research in the field of
cryptology is not as onerous today as it was as recently as the 1980's, but 1t still exists to a degree
that researchers find restrictive The cases of Phil Zimmerman or Daniel Bernstein illustrate this

As a group, academics are much smaller than the other private interests taking part in the
encryption control debate, but no less important Generally, they have lent therr weight to the
efforts of special interest organizations to promote both individual freedoms and business
mterests It is clear that academics are mvolved much more in business practices today than 1n the
past Much early work mn software development follows from these closer relationships between
academia and business

The vocal part of both business and academic interests 1s advanced by a vanety of groups
simular to those promoting individual privacy These include the Electromc Frontier Foundation,

the Software Business Alliance, the Internet Privacy Coalition, and the Cryptology Project,

among others %

Government
Each of the three branches of the federal government (and by extension the corresponding
portions of state governments) has a role and a senies of interests in shaping and developing the

encryption technology policies of the United States Unfortunately, the variety of interests collides

quite often
Administration Interests

The Executive Office of the President (EOP) has stated clearly its commitment to electromc

* See appendix C, Sources Consulted for the Home page URL of these groups
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commerce and the enhancement of the National Information Infrastructure (NII) as a part of the
Global Information Infrastructure (GII) The Information Infrastructure Task Force (IITF) under
the titular direction of the vice-president has undertaken the effort to define and direct
admmustration policies and support to a variety of undertakings related to the explosion of digital
computing, electronic communications, the Internet, and electronic commerce Ira Magaziner, the
President’s at-large domestic policy advisor, has become the Field Marshal of the executive
branch in establishing broad direction to promote and exploit U S dominance 1n this area
Generally, the policy direction is to promote unfettered, market driven development of products
and services while guarding against unfair business practices, explotation of the public, and
predatory trust actions Thus 1s not consistent with the Secure Public Networks proposal
supported by the admunistration mn the Senate That bill promotes key recovery schemes to protect
law enforcement and national security interests m addition to the stated policy aims of the

administration

The President’s Commussion on Cntical Infrastructure Protection (PCCIP) also represents a

range of issues regarding thus area Its report in November 1997 identified broad areas wheie
Information Warfare attacks against the installed base of electromnucally controlled utility,
transportation, data storage, and financial infrastructures required government involvement to
prevent a loss of function among these areas Regarding encryption, the commussion supported
the current policy to restrict exports while promoting domestic uses and sponsoring key recovery
programs

The Commerce Department has responsibility for export controls and business support

Commerce performs its tasks with due regard to the existing law, regulations, and policy gurdance
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provided by other parts of government While 1t has become the target of the special interest
groups because of their role in restricting export of strong encryption, 1ts role 1s more functional
than influential The Commerce Department can assume a more active role in recommending
policies that promote business interests or that restrict trade, but for now 1t has avoided that role
In current cases, however, Commerce has sponsored a degree of loosening of the ITAR
restrictions against 56 bit and 128 bit export licenses for businesses with overseas offices and
banking mnterests It remains an active part of the overall admimstration effort to find a cohesive
policy

The National Institute of Standards and Technology (NIST) (another Department of
Commerce activity) 1s directly responsible for developing and promoting the commercial and
domestic uses of encryption technology under the Computer Security Act of 1987 It 1s, however,
underfunded, under skilled, and under manned to carry out this task without the direct
involvement of the NSA While this 1s viewed by many as a clear violation of the 1987 CSA, 1t 1s

also impractical to take another approach under current funding restramnts Nonetheless, NIST 1s

~finding 1ts own voice 1 the debate over controls and future developments
The Department of Defense and the Department of State share responsibility for the control of
national security mformation and for the exploitation of foreign information obtained by any
means It 1s clear that within the admimstration and under the authonty of the National Securnity
Act of 1947 thus role grants them a broad interest 1n the uses and capability of encryption and
decryption tools Through the NSA| this role 1s carried out What has changed 1s the degree to
which the government monopoly 1s eroded Business and individuals now have access to tools

that until very recently were impractical to obtamn The challenges this presents can be represented



by two views Both a conservative view that the NSA’s traditional purview should remain mtact

and a progressive view that new opportunities and adjustments to the fulfillment of the national

I o1

ecurity mussion are necessary Either way, NSA remains an imporiant stakeholder in thus debate

[7,]

The Justice Department and, more importantly, the FBI have expanded their roles in this area
to address new forms of crime as well as new ways that traditional law breaking occurs
Encryption presents the law enforcement community with a serious challenge that is larger in

scope than that faced by the NSA and more serious in the potential for failure in 1ts effects on the

of encryption are more numerous than threats to national secunty from hostile foreign
governments Clearly the FBI role in defining and recommending policy with regard to encryption
uses 1s valid The terronst threat alone mandates a strong federal law enforcement program to
identify, prevent, mvestigate, and pumish cnminal behavior Other criminal activities including

crimes agamst children, business

Gal. iilieiNad,

fraud mught represent greater challenges to prevention and investigation measures when

encryption 15 available Thi§ is what the FBI believes

Congressional Interests
The Congress continues to fulfill its role as the deliberative body that examines 1ssues carefully

and ultimately establishes law to control the interactions of various interests and the government

nt
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Constitutional Framers envisioned

In its broadest sense, the Congress seeks to imit government intrusion into private and

commercial transactions while at the same time providing a leveling force, through legislative
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action, that promotes a variety of interests In the case of encryption controls, this follows from a
legislative history of first promoting commerce, second, protecting individual freedoms, third
protecting national security, and fourth providing tools to law enforcement The role played by
Congress is critical, especially when policy making in the executive branch becomes contradictory

The existing law that bears on the case of encryption includes the onginal Constitutional
restrictions of export tanffs, the Bill of Rights for protection of individual freedom, the National
Secunity Act of 1947, the Ommbus Crime Control Act of 1968 (which restricts wiretap authonty),
the Computer Secunity Act of 1987, the Digital Telephony Act of 1994, and the variety of bills
now 1n the Congress for the promotion or restriction of encryption technologies
Court Interests

The federal court system mantains its role as the final arbiter of conflicting interests In the
case of encryption control, some defining issues have surfaced at the Appeals Court level and will
probably come before the Supreme Court m 1999 There 1s a mixed history of lower court and

Supreme Court rulings that bear on the 1ssue

Generally, the courts favor national security issues over all others They seldom challenge
legitimate claims by govemment‘ that bear on thus Spurious claims of protection for national
security are, however, often rejected The record of favoring law enforcement over private or
business nterests is mixed Through the 19" century and well into the 1960's court rulings tended
to restrict police practices while protecting Constitutional nights against police searches, and for

unfettered speech Since the 1970's the courts have more often supported law enforcement clauns

*® Actually by this time 1t was called the Communications Assistance for Law Enforcement
Act (CALEA) It both granted new powers and restricted older abuses of law enforcement mn the
area of electronic surveillance of which wiretap 1s a subset
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for the public safety over individual rights This change 1s not absolute since many cases are still
decided m favor of mdividual freedoms The outcome 1n the encryption 1ssue will depend both on
the type of case brought before the court (free speech, freedom from search, privacy, or self

incrimination) and on the nature of the cime which onginally generates the hearing *!

Foreign Interests
Foreign interests fall into two very broad categonies The first includes the actions and policies

of other governments The second includes the needs and nghts of business or individuals within

those foreign countries
Governments

Among foreign governments there seems to be a period of waiting to see what the United
States does Among the European and other western style democracies there are differing degrees
of individual nghts and government controls which are traditionally applied Countnes such as

Australia and New Zealand tend to be more supportive of business nghts than individual ones yet

will often promote stricter law enforcement regmmes than the United States does The United

Kingdom favors government somewhat more than individuals or businesses France is generally
more restrictive of individual rights, more hiberal toward business nghts and more supportive of
intrusive law enforcement Germany, Belgium, the Netherlands, the Scandinavian countries, and

the emerging Eastern Europeans tend to promote mdividual nghts while restricting law

*' Tt is ironic that many cases that seek to define a protection of nghts over police powers
have the unfortunate aspect that the accused whose nghts are alleged to be violated 1s n fact a

bona fide crimunal and the proximate cause of his original conviction 1s a hemous crime of one
type or another



enforcement Totalitarian governments and most developing nations as well as most Asian
cultures subordinate the individual to the state m almost all cases *

Foreign Users (Business and Individuals)

distnibution market This advantage means that most foreign users require the U S version of
encryption software to inter-operate 1n the global market While foreign businesses, especially
those in Germany, France, and the United Kingdom, are developing therr own products, these are

of hmuted utility against an mstalled base of U S applications such as Microsoft Office 97, Corel

Suite 8

~

(including browsers and e-mail) Foreign users, therefore depend on the availability of U
exported encryption products

umm

In all there are perhaps 21 umque groups that stand to benefit or suffer from the outcome of

the encryption technology control debate and 1ts subsequent poh

1t amaado 4l
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t often coincide and sometimes conflict with the mnterests of other groups Maiy are
represented by the same or simlar lobbying bodies as the 1ssue 1s debated in Congress and among

the admimstration’s various agencies

Simphcity 1n framung the analysis of each group’s views and needs suggests that the following

32 VDT LTy LRDTV 1 N~} T EN/MARUVTYTTANT
CRYPTOGRAPHY AND LIBERTY AN INTERNATIONAI SURVEY OF ENCRYPTION

POLICY, The Global Internet Liberty Campaign, http //www gilc org, January 1998

3 Enic Wilson, Impossible to Administer in Borderless Commerce, Austrahan Fiancial
Times, January 22, 1998
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framework will be useful in the remaimnder of this chapter The nexus of the debate pits individuals
(including academics) and business on one side (favoring the least restrictive pohicies) against the
executive branch agencies for national secunity and law enforcement on the other The Executive
Office of the President, the Congress, and the Courts represent more moderate views Foreign
interests, both government and private, are of secondary involvement

It might be even more useful to reduce the stakeholder arguments to a contest between only
two groups citizens, consisting of both individual and corporate persons versus law enforcement
Thus last approach gets right to the heart of the matter since the NSA has taken a very quiet role
since the fall of 1997 It has been FBI Director Lows Freeh who 1s carrying the admirustration’s
burden of argument to establish key recovery systems as the only legal form of encryption

permitted

In the meanwhile, however, an analysis of the arguments of the broader group 1s still in order
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Stakeholder Analysis
Individual Privacy Concerns

Constitutional protections and the intent of the Framers show a clear bias in favor of individual
protection from the intrusions of government The mimutes of the Constitutional Convention as
well as the final text of the Constitution and also the Federalist papers establish that the purpose
of the government is to protect citizens from all hazards including overbearing government
policies This 1s the foundation upon which privacy advocates base their claims for the availability
of open and unfettered encryption technology

The preamble to the Constitution states among its purposes, “[to] secure the blessings of
liberty  ” asagoal The Bill of Rights, which was debated as a part of the mam body and
subsequently added to the Constitution within several years, provides enumerated rights favoring
free speech and assembly (I), protecting agamnst government searches, seizure (IV and V), and
arrest without warrant (V), protection from self incrimunation (V), and protection from

anonymous incnimunation (VI) It also provides that nghts not enumerated still exist and are

protected (IX)

As pertans to the possession, use, and distribution of encryption technologies the 4™ and 5™
Amendment proscriptions agamst searches, seizure, and mcnmnation are probably the strongest
support to the individual Inasmuch as any law restricts the use of encrypted matter and thus
prevents a citizen from enjoying freedom from government intrusion, 1t 1s probably a violation of
these amendments

A Justice of the Supreme Court once provided an allegory about the nature of privacy which I

will paraphrase here On its face, the use of encryption 1s no different from the use of a front door
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When 1t 1s open, it invites those outside to peer within But once 1t 1s shut, 1t prevents those

outside from any certain knowledge of what is withun

The courts have defined and defended this principle m a variety of rulings over the years The

words of Justice Louts Brandeis perhaps carry the

“That the individual shall have full protection in person and in property is a
prmciple as old as the common law; but 1t has been found necessary from time to
time to define anew the exact nature and extent of such protection [And now] the
right to life has come to mean the right to enjoy life — the right to be left alone.

When the Fourth and Fifth Amendments were adopted the form that evil had
heretofore taken had been necessarily ssmple Force and violence were then the
only means known to man by which a government could directly impel self-
mcrimination  [But] time works changes, brings into existence new conditions
and purposes Subtler and more far reaching means of invading privacy have
become available to the government Discovery and mvention have made 1t
possible for the government, by means far more effective than stretching upon the
rack, to obtamn disclosure in court of what 1s whispered 1n the closet.

The makers of our Constitution undertook to secure conditions favorable to the

pursuit of happiness They recognized the significance of man’s spiritual nature,

of his feelings, and his intellect. They sought to protect Americans mn their beliefs,

themr thoughts, thetr emotions, and ther sensations They conferred, as against
the-government—tie-right-to-beleft-alone—the-most-ecomprehensrve-of rights-and—— ——
the right most valued by civilized mam 10 protect that Fight, every uijustifiable
intrusion by the government upon the privacy of the individual, whatever the

means employed, must be deemed a violation of the Fourth Amendment And the

use of evidence in a criminal proceeding of facts ascertained by such mtrusion be

deemed a violation of the Fifth ” (Brandess, 1928, Olmsted v U S pp 473, 477-
478)

The record of the Supreme Court 1s mixed nonetheless In Olmsted v U S 1t ruled mn favor of
broad police powers The Court reversed thus m Griswold v U S several years later Since the

1980's a conservative court has tended to favor government, particularly in the matter of ant1

Crune measures
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Michael Froomkin, a Professor of Law at the Umversity of Miamu, has conducted an extensive
study of the encryption 1ssue and the body of law and judicial rulings that impact the current
policy debate ** He concludes that “assaults” upon individual rights have increased since Justice
Brandeis’ 1928 comments The weight of modern rulings, particularly when national secunty 1s
cited as justification, falls agaimnst the individual In the encryption debate he foresees a closely
argued opinion eventually emerging from the Supreme Court that compromuses individual
freedoms in favor of narrowly defined government interests for national secunty and law
enforcement

While this may be a just and fair ruling, when it happens, 1t will not mitigate the lack of trust
civil libertanians feel when government assumes control of new technologies or carves new areas
of involvement 1n personal Lives

Frank Fukuyama, i hus book Trust The Social Virtues and the Creation of Prospen
discusses the concept that society functions within a circle of trusted relationships When trust

exasts, day to day functions occur smoothly Once violated, however, the trust 1s difficult to

replace and day to day operations become rough and mconsistent Ofe of the Keys to ths concept

1s the notion that transactions maintain transparency to those mvolved Trust 1s built upon the 1dea

that what one can see operating fairly, justly, or openly can also proceed smoothly Without

transparency, however, trust withers

3* Michael Froomkin, The Metaphor is the Key, op cit, p
% Frank Fukuyama, Trust_The Social Virtues and the Creation of Prosperity, p 8-11
% Ibid, p 22-24



Whutfield Diffie and Susan Landau, authors of Brwl_t_he_l.ﬁ” agree They discuss the
loss of transparency in communication which arises from electronic means replacing face to face
methods of discourse as well as the undetectability of eavesdropping (wiretapping) by
governments (or others) upon private conversations (or transactions) Diffie and Landau argue
that encryption restores such transparency and rebuilds trusted systems This 1s not possible,
however, if key recovery schemes exist *®

It 1s also noteworthy, that while citizens expect a certain amount of mtrusion mto their lives, in
the name of public safety, they will not tolerate abuses of that privilege Yet opemng the door to
guaranteed decryption of their messages “feels” overly mtrusive

Wiretapping and search rules applied since World War II have already opened the door to the
kind of mtrusions contemplated by key recovery schemes Following a series of Presidential
findings from Roosevelt to Johnson that became mcreasingly intrusive and uncontrolled, the
Congress enacted the Omnibus Cnime Control and Safe Streets Act in 1968 This permitted

defined uses of electromc surveillance including wiretap within strict guidehnes but also

proscribed many potential abuses Congress followed this with the Foreign Intelligence
Surveillance Act (FISA) in 1978 as a result of the Church Commuttee heanings into abuses of the
CIA in domestic operations Unfortunately, in addition to granting specific powers to counter
intelhgence officers pursuing national security protection issues, the FISA granted broad

survelllance powers to federal police for pursuing domestic crime if 1t could be shown that

37 Whitfield Diffie and Susan Landau, Privacy on the Line, The Politics of Wiretapping and
Encryption, MIT Press, January 1998
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national secunity matters were involved Not surprisingly, most wiretaps are now for that purpose,
including drug-related and orgamzed crime related investigations *

Again, while Americans in the great majority are willing to accept many of these intrusions,
they eschew the corresponding abuses They accept the concept that threats, both foreign and
domestic, exist and that tools to fight these threats might require a collective sacrifice of some
degree of freedom They do not accept abuses, however, regardless of the intent of the abuser A
discussion of the FBI record of surveillance abuse follows in a future section®, but suffice it to
say, the concept of trust 1s eroded as numerous cases give nise to what is perhaps citizens’ worst
fear That 1s that once one’s privacy is violated, once a protected communication 1s compromused,
the nature of personal privacy cannot be repaired or redressed

All thus does not really cover the entire issue There are some effective arguments that restrict
one’s night to privacy as well The world has indeed grown complicated and individuals face a
myriad of choices as to how they operate within this complexity Although people often do not

view it this way, there are voluntary choices that Americans make every day that open the “front

door” mnto their private world -
Credit card transactions, health care transactions, employment, government benefit eligibility,
and a host of similar things require the exchange of information n order to avail oneself of a

convement service Some of these may be candidates for government regulation, such as the use

* Duffie, Landau, op cit

% See “Stakeholder Analysis sub section on Law Enforcement The Church Commussion
disclosed that illegal and overly broad wiretap and electronic surveillance was rampant 1n the
Hoover FBI Many of these mstances were the result of Presidential directives rather than due
process Ewvidence related by Whitfield Diffie, Susan Landau, and Dorothy Denning show that this
practice continues to occur in perhaps 50% of the authorized wiretaps granted today
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of health data outside the doctor patient relationship of confidentiality Most, however, represent
an exchange of mformation willingly Once one chooses to exit his private world and partake of
the greater society, individuals expectations of privacy are forfeit

No Constitutional protections govern the transaction of ndividuals with independent business
Our enumerated protections prevent government intrusions, not commercial ones The popularly
accepted notion that we enjoy a “night to privacy” does not apply in our transactions with VISA,
MasterCard, L L Bean, Microsoft, Newsweek magazine, or any other business with whom we
choose to deal

Thus is particularly true on the Internet, where electronic commerce has developed the
automated data form that will provide services only when mandatory fields of personal data are
provided 1n exchange Willingly entering this transactional world of markets and statistics mvites
attention How can one claim the benefits of this convenience without recogmzing the exchange
of pnivacy privileges inherent 1n 1t?

There 1s a paradox of human nature cited by George Bidzos that we accept nisks to our safety

1n exchiange for greater freedom ‘ Arcorollary might be Thaf we accept reductions 11 Our privacy
n exchange for convemence In both cases, the choice 1s still ours to select But privacy
arguments weaken when adherents claim an inherent nght beyond the enumerated protections
embodied in our Constitution and the laws surrounding it

On balance, privacy concerns are valid There 1s a Constitutional mandate to preserve
individuals’ rights to be left alone by government agencies The Supreme Court has ruled clearly

on this matter But this guarantee 1s not absolute The courts have provided ruhings that promote

* George Bidzos, Interview in CNET, January 1998
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public safety concerns and balanced these against individual nghts Also, there are no clear nghts
to privacy from business and commercial interests This 1s particularly true when people remember

that an element of choice proceeds any business dealing i which personal information 1s first

exchanged
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Business Interests

Data protection, software application uniformuty, and commercial transaction security are the
three areas that businesses argue require the unencumbered uses of encryption While businesses
have found natural allies among privacy advocates and academics, the nature of these arguments
is more purely commercially motivated.

Business data protection 1s not as threatened as business would have us believe The ability to
use a non encrypted yet highly secured file system exists and can be leveraged throughout an
enterprise When businesses claim a need for encryption it is to facilitate the transmussion of
business data across non secure lines of communications rather than to simply protect 1t in
storage

The 1ssue of storage vulnerability does add another layer to the desire for strong encryption
products for business uses and would permut concepts like Virtual Public Networks (VPN) to be
more viable It would also permit efficient reduction of other more costly and resource consuming

security systems such as armed guards, perimeter security electronics and computer firewall

systems, each of which has high costs relative to the utility gamed by their use —
The 1dea of protecting data and information 1s not m dispute The FBI does not target

legitimate busimesses for restrictive measures Strong, domestically available encryption can still

be purchased or developed privately for relatively small costs Businesses sacnfice the

convenience of ready data access and inter-operabuility with other businesses, such as suppliers and

customers, when the interaction of privately developed encryption schemes with other computer

software products becomes cumbersome

The cnitical problem for U S firms under the current export rules 1s the mability to deploy a
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common business standard across international lines As long as encryption (above 40 bit
strengths) 1s restricted from export, multi-national firms will face the mefficient process of fielding
potentially incompatible protection products among their business offices

One possible solution for specific businesses 1s to obtain export license exceptions that permit
the use of 128 bit encryption worldwide subject to restrictions on its deployment, control and
disposal and a promise not to sell or transfer the technology to others

Banks currently enjoy this solution offered by the Commerce Department Other companies

have applied for and quietly been authorized similar treatment Its only disadvantage 1s the case by
case determnation process, which slows the system noticeably at a time when businesses wish to
move quickly

This 15 not a long term solution, however, since neither the Department of Commerce nor
businesses wish to prolong a tedious process if a better solution 1s possible Hence, the push by

businesses to lift export restrictions

The second aspect of business objections to encryption controls 1s argued by those commercial

businesses making and selling encryption themselves for mass markefing PToduct COmpetifion
among busmesses 1s both keen and, paradoxically, cooperative At any level of encryption the
standards across platforms must be fairly uniform to be practical Platform and algorithm
transparency is a goal of the Internet commumty

Consider this in light of the history of electronic word processors Despite differences in speed,
efficiency, specific features, and “look and feel,” most word processors now nter-operate The
software community, after an imtial period of stiff competition recogmzed the utility of mter-

operable systems With encryption products, charactenistics of speed, disk space requirements,
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and throughput times will be the measures of desirability that differentiate products The

fundamental algorithms will be similar, nonetheless

So the pressure 1s high to be the first to field a particular new product line both domestically

and worldwide The company that accomplishes this gains the advantage of an installed base from

which upgrades and complementary products can be sold This becomes the real 1ssue behind the
software companies’ desire to lift restrictions

But U S firms already enjoy two of these advantages First market share for U S sofiware
products 1s about 95% worldwide This translates mto an installed base of some 80 million or
more systems that cannot readily shift away from U S products

Are there real competitors out there? Yes, a few But these are unlikely to steal U S market
for encryption in the short term The U S established 56 bit DES is still the worldwide standard
even where it 1s unavailable Even 40 bit systems mugrating across foretgn markets are generally
the U S ’s foreign distnibution version of a sumilar domestic product Although Germany, France

and the Umted Kingdom are marketing alternative products, there 1s a imited demand for non-

U S produced solutions And ths is usually because of the installed base of application software

that only operates well with encryption systems written directly to their software architecture
The remaming concern of commercial businesses 1s to provide for secure electronic
transactions during the buying and selling of services and products Electronic Commerce, where
the melding of private and commercial interests occurs, provides the most compelling reason to
It US export restrictions Safe electronic transactions are a must Uniform, software based
encryption 1s the enabling technology that will permit this to happen Export restrictions slow the

growth of electronic commerce and global economic development This 1s what many businesses
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argue Therefore, a promotion of global commerce demands a corresponding support for the
mechamsms that enhance such growth

Supporting businesses’ needs to secure transactions would be the lever to lift export
restrictions and deploy strong encryption worldwide The alternative, to demand key recovery m
exchange for export licenses, gives rise to the obvious fear of most businesses Nobody will buy a
tamnted product Key escrow schemes taint the encryption product to the point that most users will
avoid escrowed versions If there 1s room for a compromuse solution, the admunistration wall

probably compromise on this aspect of the debate
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Administration Policy Conflicts

The Clinton Admimstration has published two key policy pieces regarding encryption The

Framework for Electronic Commerce

Qi VYRR S 4 1% 22 AaisEaNsE

Encryption Yet its actions belie 1ts words According to Brockton Meeks, correspondent for
MSNBC (an online outlet of Microsoft in partnership with NBC news), the Clinton record for

privacy is dismal

One of the most puzzling aspects of the Clinton admmistration has been its

willingness to support the FBI's wholesale demands for the right to strip
Americans of themr right to privacy in personal commumnications From telephone
calls to electronic mail inessages, the FBI, .fuppo‘iwu Uy tne White House, has
sought for and recerved, to large degree, the ability to snoop on you whenever
and where ever they choose It started with the so called digital telephony bill
This gave law enforcement officials wide ranging powers to easily tap mto

telephone conversations. The Chinton administration 1s 1n a wiretap frenzy, 1t has

hynlbon A1l yornnsde for Allmurne tane ~m thoe ovnmde Af matinnal consrhg farwohinsl
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no probable cause of a crime 1s needed. For the first time in history the feds are
tapping hines at rate greater than that of cops n all 50 states combined. It’s been

more important for the president to look tough on crime than as a supporter of
cwvil hbernes #

Expediency-seems-to-be-the-watchword-foradmmstrationcuidanece-on-this-matter While the——————

IITF and the EOP both seek to promote electronic commerce and secunty, the public actions of

unlikely the White House will select an alternative
Two areas where potential policy guidance 1s more apparent are the use of government buying
power to create the de facto standard in software and the publication of the FIPS (see glossary)

for key recovery The admunistration’s logic goes something like this 1f government 1s the largest




customer and requires key escrow compatible products, then other methods will not successfully
gain market shares ** The FIPS accomplishes the same result for technology developers as the
market share argument does for consumers Both approaches have failed, so far, to generate
widespread adaptation of the escrowed key approach, yet the admnistration remams committed
to it, apparently

Ira Magazmer represents, for the Cinton Admumnistration, a potential savior He has moved
back mto the White House after the failed health care initiatives of the first admimstration to take
over polcy planning for encryption matters and to articulate a vision for the Internet and
electronic commerce

Magaziner views the adminstration's policy on encryption as a moving target, noting, "On
one hand, you need a high level of encryption for electromc commerce On the other, law
enforcement thinks crime will flourish We will need to eventually allow some balance between

legiimate law enforcement interests and commercial nterests We haven't reached the nght

balance yet in Congress "*

Magaziner needs to help the admmifistration build a legal framework that would allow the
market to drive the Internet, and‘ ultimately allow the Internet to support a global marketplace He
has a deadline of Jan 1, 2€00, to have at least a working framework covering the U S position
on cryptography, electromic commerce and legal issues, such as intellectual property

His goal s to build a consensus among the government agencies working on the issue, in addition

# Whit3eld Diffie and Susan Landau, op cit p xxx

* Ira Magaziner, personal communication, December 1997 (the interview included a hand
out of notes from mterviews Magaziner gave to various news media at the same time )
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to getting local and state governments, the Internet commumity, and foreign nations to adopt the
framework It 1s unhkely, however, that Congress will provide that much tume for his efforts to

succeed before acting with legislation
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Minor Interests

The Department of Commerce 1s not really an advocate for business when it comes to export
control of encryption Officials claim to be quietly working to loosen controls Some evidence 1s
clear The exceptions for 128 bit encryption to foreign offices of U S multinational 1s an example
Overall they merely admimnster the current policy, hiding behuind the DoD export veto when
necessary

Likewse NIST 1s weakened in carrying out its duties under the Computer Security Act since it
lacks the enforcement authority and the budget to take a lead role No matter what the law says,
NIST 1s unable to counter the NSA’s existing advantage in expenence, budget or clout when 1t
comes to matters of computers and security

Nerther the parent agency nor the subordinate one will determine the outcome of the issues,
but both have a stake in the result The Department of Commerce has the goal of promoting the
global economy to the advantage of the United States Ths is enhanced if secure electronic

commerce becomes a global activity NIST has suffered from a lack of funds, expertise, and clout

when pursuing its niandate to develop and control standards for domestic, non-Deterise related
computer 1ssues The outcome of the encryption control debate will erther leave them a small role,
subject to assistance and control from the NSA hierarchy or can perrmit them to grow mto the role

envisioned by the Computer Security Act
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National Security Agency Interests
The NSA is of two minds On the public front 1t mamtains that the use of public cryptology is

harmful to national security Privately 1t admuits that the nature of NSA’s work and the challenge

posed by the widespre.
whether the U S policy is restrictive or open

Its stated goals are threefold 1) promote the uses of strong domestic encryption products, 2)
assist law enforcement agencies to mamtam the status quo of authorized access to commumnicated
mformation, and 3) preserve export controls ** This mirrors the admunistrations stated policies It
maintains the argument that foreign access to strong encryption can undermme U S secunty
interests

Reading the contents of an intercepted signal 1s the most important aspect of cryptology

There are, however, other techniques that contribute to the overall effort to analyze intercepted

data Rejection of encrypted traffic based on knowledge of the source often obviates the need to

decode at all 4

T Itis also clear, when oneé can find an NSA official who can diScuss the matfer frankly, that the
decryption challenge can be met, even without the availability of key recovery mechamsms Ths 1s

time consuming and resource intensive According to one official, “With source codes available,

% Personal communication with NSA official, April 1998

*Among those commenting on this issue, Diffie-Landau, in their recent book argue that
traffic analysis provides the most useful indicators of threatening intent They use this argument to
undercut the need for decrypted traffic The other side of this argument 1s that NSA need not
obtain evidence admussible in court, thus, the ability to decrypt 1s not the only useful measure of

the value of mformation Law enforcement proponents pont out that admissibility of evidence 1s
crucial
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there are many things we cando ¥

The NSA does, however, have both a Constitutional mandate to provide for the common
defense and a strong law, the National Secunity Act of 1947, to justify its position as arbiter of
classified security matters To this end, much of the testimony before Congress during last year’s
encryption debates was secret When the subcommittee on national secunty reported out the
Goodlatte bill in altered form, it was assumed to be because some classified knowledge was
briefed durning the closed session

But the classified 1ssues are not germane, according to the NRC panel which studied the 1ssue
and included 13 members of the classified information fratermty *® It 1s more likely the NSA

merely expressed 1ts destre to see commercial encryption emerge more slowly in the marketplace

than that 1t tned to stop 1t all together

47 Personal commumication with NSA official, November 1997

* National Research Council Report, p 13
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Law Enforcement Interests

It 1s clear to the most casual observer that after spending several years understanding the
problem, the FBI wants a very broad law enforcement mandate with regard to encryption
technology control It has emerged as the point agency to argue aganst the private and
commercial uses of encryption by both citizens and corporations, both domestically and abroad

But there is no constitutional mandate for a federal law enforcement agency The matter of
civil unrest was to be addressed by calling out the militia if necessary®” There is, of course, a body
of legislation defining the role of federal law enforcement and a general societal mandate The
basis for federal law enforcement is nonetheless weaker than the Constitutional protections
afforded to both individuals and businesses Thus is what the Framers wanted The notion of the
FBI demanding strict federal restrictions against a commercial product 1s at odds with the concept
of both personal liberties and the Commerce clause of the Constitution

There 1s a common fallacy to deduce that if someone must ide something then one is guilty of

something The fact that no one ever needs to justify personal choices doesn’t nng true in

practice A currently serving U S Attorney stated baldly that when it comies to Departiient of
Justice targets for wiretap or other electromic surveillance means, “There are no mnocent victuns
No one 1s targeted unless he is guity of something 7%

There is a tendency to depict the law enforcement commumty 1n a ternbly negative hight based
on the publhished history of their failures, particularly the harassment of targets who never are

charged with a crime While numerous studies and reports, especially the Church Commussion in

¥ U S Constitution, Article I, Section 8
% Personal communication, unattributable
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1976, show a record of law enforcement’s abuse of private nights, there are hmited defenses of the
good record compiled by agencies such as the FBL

Six studies conducted within the law enforcement community record successful uses of broad
law enforcement powers without necessarily abusing such powers Unfortunately, these studies
are each commissioned and conducted by the FBI, the Department of Justice, or the Inspector
General. There are no independently conducted studies that absolve the law enforcement
commumty of the charges that they abuse their powers

In defense of the FBI, however, 1t 1s important to point out that the record of public safety m
the United States is tilted toward the agency They have far more successful operations than failed
ones They are limited in publishing their successes because this undermunes their ability to use
powerfill law enforcement techmques against future criminal activity Negative stories about FBI
abuses of civil liberties gain widespread attention The public wishes the record to be free of any
abuses This is not practical Mistakes and overzealous efforts to pursue cnmunals will

occasionally result in abused powers

—History of Fédéral Law Emorcement
The mandate for strong law enforcement arises only m the 2C™ century Ant1 labor, ant1
commurmsm, ant: racketeering, Prohibition, World War II, and the Cold War all provided a basis
for extending the power of a domestic crime prevention and investigatory body Both Diffie-
Landau and Dorothy Denning review the history of local and federal law enforcement during the
late-19th century and early 20™ century Their most telling pomnts relate to the nise in federally
defined crimes that occurred after the 18" Amendment (Prohibition) and continued to rise as more

and more items were added to the list of federal crimes As with any burgeomng bureaucracy,
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however, abuses were nevitable, whether these were inadvertent or malicious

The Congress and the Courts have responded to past abuses with restnictive rulings and laws
designed to curb excesses while continuing to promote strong federal law enforcement The nots
and ant1 war protests of the 60's provided the modern leaning of government toward permutting
more encroachment by law enforcement mnto personal liberties Finally, the war on drugs and the
“tough on crime” attitudes of the 80's provided a solid basis for today’s clmate that the federal
law enforcement communuty has a strong anti-crime mandate

What role should law enforcement play in the encryption debate? Advocates for a strong role
argue that cime prevention is a primary function of the federal law enforcement community To
accomplish this it requires broad powers to mterdict potential cnmes before they are commutted
Encryption of conversations and documents hunders this

Regardless of the obstacle encryption mught pose, long before the FBI obtains a legal wiretap
or electromic surveillance 1t must have some compelling evidence that a cnme 1s imminent It must

apply for a warrant through a supervisor, a Deputy Assistant Attorney General, and a federal

judge Surely, if the FBI Caii convince thése persons that a Criime i imnminent, its encounter with
encrypted communications does-not destroy the case It mught make investigative timung and
arrest problematic, but that 1s another matter Simply put, evidence of a conspiracy to commit a
crime seldom orniginates as a result of electronic surveillance ** The surveillance cannot m fact

exist until evidence of a crime precedes it So the crime prevention portion of the FBI’s argument

is weakened

5 Best argued by Dorothy Denning mn her 1997 article in Educom Review, but also

contained m the Omnibus Cnme Control and Safe Streets Act record of debate and m the Church
Commuission report
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A stronger argument can be made for the case of cnime investigation In these cases some

crminal act has occurred and the FBI 1s obtaining evidence from a vanety of sources Physical
and the forensic evidence derived from it is the most compelling information law enforcement can

provide to prosecutors Next are confessions, accomplice statements, and witness statements
Phone records, computer files and electronic data are a third, but less compelling form of
evidence If these latter are encrypted it does indeed hurt the mission of the FBI in solving a
crime But thus has not been a fatal flaw of prosecuting cnime, yet

Wha

obtain the key to encrypted data duning the same searches that develop other forms of evidence
Even was the key hidden elsewhere, cracking a computer file 1s not an impossible job (see NSA
analysis), albeit a time consuming and expensive undertaking Fnally, if the encrypted files remaimn

unopened, it 1s unlikely (and never true yet) that the FBI lacks enough evidence to prosecute the

An anaiysis of the cases mvoiving computer 1ies and private cominumcations s

'f!

shows two things First, no crime has gone unprosecuted because of encrypted files or
communications, despite FBI Director Freeh’s claims to the contrary Second, wiretaps and other
surveillance that may be affected by encryption are the least important evidence at trial Physical

and other forms of evidence tend to be overwhelmingly conclusive Additionally, analysis has




status quo of powers already granted Thus fails to stand up to examination Encryption involving

——key recovery goes beyond the wiretap example since 1t demands a prior and unrevocable deposit

of crypto keys and a built-in capability to eavesdrop on commumications Wiretap authority
specifically limits the time, place, and content of what 1s bemng obtained to the specifics of the
warrant application

Additionally, wiretap authonty permits the police to listen but does not guarantee they will
obtam any useful information, nor does 1t permut an unhmited wiretap until useful information 1s
gained The courts have been very specific in controlling just how the police can obtain and use
wiretap data, particularly preventing them from engaging in “fishing trips” ** Key recovery
permuts both the unlimited gathering® and a guarantee of deciphering the content Thus 1s well
beyond the status quo which the FBI argues 1t wishes to maintain

Finally, the cost of law enforcement has only been indirectly passed to the people since it 1s
taxpayer funded Digital telephony and key recovery schemes require the users of encryption and

the infrastructure required to maintain the recovery mechamsm be paid for by the target

themselves Thus 1s arguably a Tiew violation of the 5" and 6™ Amendiments according to
Froomkin, although no cases have yet reached the courts
The Courts are unhkely to find the funding of new law enforcement mechamisms to be a matter

of great concern The Congress, however, may well reconsider this aspect of the emerging policy

* Froomkin, op cit p 792

% Key recovery permuts the surverllant to decrypt all traffic obtamed within the time Lt
of the court order The key provides this level of access In the case of wiretap, the court orders
require the tapes to be turned off when non-relevant conversations or those involving non-targets

occur Such protection does not happen with decryption Arguably, innocent persons are now
subject to unintended surveillance
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as it did when Digital Telephony was first defeated in 1993 The resulting act in 1994 prowvided
government funds to cover the expense of converting telephonic switches to the government
mandated configuration

Generally, there 1s a large body of solid law that permits a broad law enforcement mvolvement
in areas that infringe civil liberties Since the 1980's the balance has shifted from a protection of
individual nights to a “war on crime” Both the courts and the Congress have contributed to this
shift There is also a large body of law and court rulings that favor free business activities Along
the line of intersection, the current key recovery, encryption control debate appears to be carving
new concepts between law enforcement needs and business freedoms Individual rights are

recognized but subordinate to these other interests
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Conclusions

The interests examned in the preceding pages represent the main parties volved 1n the
current encryption technology control debate There are fundamental differences in opinions about
cwvil hiberties, law enforcement, national security, and business markets

Privately developed encryption is available Individuals and businesses have the wherewithal to
obtain or to write for themselves effective encryption schemes rather than to buy them
commercially This is not convenient, of course It prevents widespread uses such as providing
Internet secunty or e-mail protection unless the owner delivers a copy of the scheme to the
recipient(s) prior to the encrypted communication It 1s, however, a possibility that many
individuals and companies can choose if they wish to avoid the key recovery schemes that may be
required of commercial products It 1s also the alternative businesses fear will be employed by
foreign competitors Finally, 1t 1s the probable alternative crimmals will choose if key recovery is

required for commercial systems

Business interests 1n free market deployment and use of commercial products to support

secure electronic commerce mught tip the scale aganst the successful implementation of Key
recovery schemes There 1s a strong pro-business element of both the administration and the
Congress toward promoting economic activity

The NSA has maintained its mnterest in the debate, but has let the Department of Justice lead
the fight for tougher controls Thus is probably because many within NSA see the mevitability of
encryption migrating worldwide, with or without U S controls Since NSA must perform 1ts
mission regardless of the challenges, 1t appears to be quietly preparing to tackle the encryption

that will appear, rather than expend energy in the Congressional debates
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Law enforcement will continue to receive wiretap and electronic surveillance approvals under
the current law without regard to the encryption issue It remams to be seen if the pro-law
enforcement members of the Congress defeat the pro-civil liberties forces sponsoring such bills as
SAFE If the FBI succeeds n obtaming key recovery provisions, business and individual freedoms
are at further nisk, but actual losses are hikely to be no different from what is now the case

If the policy or law enacted requires key recovery for encryption controls, judges are likely to
support the constitutionality of such measures Froomkin’s analysis indicates that such measures
are not intrusive enough to merit judicial protection of individual freedoms Protection of the
public safety from crime tends to over ride personal freedoms

The Congress 1s difficult to predict There are strong civil liberties advocates as well as pro-
law enforcement and pro-business elements A renewed version of SAFE will probably be the
model of legislative measures in 1998

Compromuse 1s difficult to find when the positions involved are so opposed What law

enforcement claims 1s directly opposite from what privacy advocates demand Key recovery

works directly against free market determination of encryption sales shares One alternative, the
key recovery approach, threatens to hmut the deployment of umform Internet security standards in
support of electronic commerce as well as to threaten privacy The opposite approach, to promote
free encryption deployment worldwide lessens the ability of law enforcement to determune the
nature and timing of a potential cime If such a crime is a terrorist threat or attack, failure to
prevent 1t because of strong encryption would likely lead to a public backlash against the

technology

Individuals concerned with personal privacy will probably have to live with whatever business
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nterests and government leaders eventually agree to do A compromise is most likely between
business and government since economic impacts are readily calculated and directly felt by
politicians This can favor individual rights, however, since many of the aims of business coincide

with individual concerns
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Chapter 3.
A National Encryption Strategy

Elements of a National Strategy

If we take the administration at face value, based on the Framework for Electromc Commerce
and the statements of both Al Gore and Ira Magaziner, we can envision a future time when
unencumbered encryption exists, freely distnbuted worldwide It enables secure transactions
across the Internet, 1t protects personal and business communications and records Yet it poses no
threat to the status quo of law enforcement methods for crime prevention and investigation nor
threats to national security

If this 1s indeed what the admuimstration wishes to achieve, then one approach 1s to ignore for

the moment the barners now apparent and formulate a strategic model that achuieves this goal If

———————we-develep-such-a-strategy-suceessfully-then-a-seres-of pehicies-should-fellow that preteet———————

individual rights, enhance commérce, and foster public safety domestically and internationally
without conflict

The framework for this approach requires us to first ignore the existing barriers First visualize
the perfect future state Widespread encryption, free of escrowed key recovery (because this 1s
not acceptable to the primary users), yet providing a means for law enforcement and national

security elements to contmue successfully at thewr public safety missiton How do we reach this

goal?



The second step is to identify both the opportumnties to achieve this vision and [now] the

barriers to 1ts successfill implementation Finally, examming the nisks and costs associated with the

approach permits us to reahstically evaluate the vision

There is no doubt that national security threats still exist But are they insurmountable? This is
no longer the Cold War era when mstantaneous decision making 1s necessary to control events or
avert disaster Threats now tend to mvolve either long term economic goals or short duration
terrorist and thug actions, especially those involving weapons of mass destruction The question
then is how do we mitigate the need to obtain knowledge of potential threats if encryption 1s
prevalent?

If mandatory key recovery is untenable as a means to achieve the vision, the remaming
approach is to devote more resources to source code analysis and increase the chances for
decoding successes Intercepting, analyzing source data, signal data, traffic patterns and message
sizes all contribute to the business of understanding encrypted information, yet none of these

methods require a plaintext solution Even without the powerful value of plan text decrypted

messages, much knowledge can be gained about intercepted signals AsS the NSA official poinfed
out,“  there are things we cando  ” with source codes

Ultimately, NSA mught require a plaintext decryption of a few potentially threateming
messages To provide for this, the tools of code breaking need enhancement Brute force methods
are deemed 1mpossible once key lengths reach 64 bits But other techmques still remain viable

Obtamning the keys, obviously provides a solution Deciphering through direct (brute force)

analysis can succeed Access to the software source code of the program used to encrypt a
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communication provides additional assistance ** Our model of unencumbered encryption usage
requires a resource shift from maintaimng a key recovery based, trusted network to providing
more tools and support to existing agencies responsible for decoding encrypted data True, real
time decoding 1s not enhanced by this approach But this does not differ from the current case
when NSA encounters foreign codes for which it has no keys Ths solution still maintains the
status quo

The situation 1s analogous for law enforcement needs First, is an increase 1n crime likely when
encrypted commumcation deploys widely? Ths 1s a debatable point Crime rates will probably
follow their historic trends without regard to the uses of encryption Encryption does not enhance
commutting crime, 1t only helps to hide crime or to hinder evidence gathering Indeed, the
widespread use of encryption can potentially reduce the number of data targets available to the
cnimimal Since encryption that poses such a problem to law enforcement undoubtedly poses a
greater problem for cnmnal elements there is a balance between supporting encryption for data

protection against restricting it to enhance crime solving

A solution for law enforcement, then, is to continue with existing Wiretap and surveillance
practices Analyze traffic sources, signal data, and other “tell tales” for appropnate clues, then
focus resources on decoding only potentially high value messages (based on the value assessed to
the circumstances surrounding the mterception) Agam obtaining the key via court ordered search

or subpoena is a first step, particularly since most keys are found on the same media as the

%6 The availability of source code to an encryption algonithm speeds the process of
decryption somewhat Regardless, according to a vanety of experts, the absence of the session

key requires strong computing power and time in order to decrypt information Key length
remains the fundamental determinant of successful decryption
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encrypted data Next decoding or code analysis 1s appropriate Agan, real time decoding 1s not
enhanced, but is less fatal to law enforcement than is believed (or than the record indicates)
Fnally, of course, developing other related but unencrypted evidence is always appropriate The
essence of this approach is to attack crime with a better use of existing tools and when warranted,
to crack codes with additional effort

Resources must be devoted to this approach. The National Computer Crime Lab, in
cooperation with the National Security Agency and military expertise provide a basis for such an
mmproved capability The PCCIP hinted that such an agency was potentially important (see Article
PCCIP and the NIAA) The FBI recently obtained purview to run the National Infrastructure
Protection Center, a focal point for protecting U S domestic interests These resources permut the
application of greater effort to efficiently investigate and attack the encryption challenge

Absent key recovery schemes, both individuals and businesses are no longer adversares to
admunustration policy toward encryption technology Essentially, these interest groups receive

what they demand Taxpayers, however, have to foot the bill for new resources devoted to

encryption issues This 1s where a potentially new compromiise comes iiito play
A Proposal for Encryption Strategy

If software developers agreed to escrow not the keys, but the source codes of their products
and in return recetved unrestricted freedom to export strong encryption worldwide while pursuing
free market strategies for their products, a smaller trusted agency would be capable of maintaiming
the proprietary interests of businesses(similar to patent and copyright protections) while acting as
the gatekeepers for national securnty or law enforcement access to these source codes Source

codes themselves do not guarantee successful decryption, but according to NSA spokespersons,
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contribute toward reducing the burden of decryption efforts

Separation of interests between law enforcement and trusted agents would be inherent But
armed with judicial approval, law enforcement could access the source code from the escrow
location and use 1t to assist in the code breaking , if this became necessary during the pursuit of a
potential cnminal enterprise While not providing instant decoding capabulity, NSA experts agree
that access to the source code provides, “things we can work with %7 If NSA were provided
enabling legislation to expand their assistance to law enforcement even, a potential to protect
privacy while assisting law enforcement interests exists

Additionally, to fund thus approach, a software sales surcharge can be imposed on buyers of
encryption products Set at an amount fair to the buyer and capable of funding the trusted system,
1t mught amount to $1 to $5 per sale This could generate up substantial sums over time to
provide law enforcement with enhanced tools to collect and analyze legitimately suspect

commumnications

Thus approach preserves the freedom of individuals while permitting choice, but with the

voluntary recognition that this freedont indéed has @ cost 1f promotes world farkets for busiiess
It addresses law enforcement concerns, albeit to a lesser degree than they demand But
approaching the degree to which the documented problem actually exasts

Combining competing interests in this way mitigates the arguments while maintaining a
reasonable means to prevent catastrophic crime or the erosion of freedoms Policies which result
from this over arching strategy achieve the goals identified in the Introduction to this report

Policy Models

%7 Personal communication with NSA personnel
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First, policy for cryptology as part of private communications 1s supported Individual
freedoms from unlimited mtrusion by government are protected A reasonable expectation of
privacy 1s mamtamed Choice of the methods, products, and implementation of encryption
schemes are entirely open to the individual Costs are reasonably covered by a surcharge on each
purchase of encryption capable software or hardware Frequency and degree of use remain
matters of individual choice

Second, policy for cryptology as part of business use and electronic commerce will follow an
open market model Domestic sales of encryption capable hardware and software are unrestricted
A surcharge on each sale can be absorbed by erther the manufacturer, the distributor or the
purchasers as market forces determine Voluntary disclosure and escrow storage of source code
for domestic uses is encouraged but not required Export hicenses will be granted for unrestricted
worldwide distribution of encryption products subject to the mandatory escrow of the source
code Absent an escrow agreement, restricted licenses will be granted for products with

capabilities not to exceed 56 bit key lengths Surcharges are payable following the final sale, not

at the time of export

Third, policy for cryptology as part of national security will continue as 1t has for many years
The Central Intelligence Agency, the Department of Defense, and the Department of State will
maintam their capabilities to protect national interests Improvements to mfrastructure and
mtelligence activities in the face of increasingly worldwide deployment of encryption technologies
will be a matter of budgetary and planning interest The existing capabilities to mtercept, analyze,

decode and exploit encrypted traffic will be enhanced

Fourth, policies for cryptology as part of law enforcement will enhance the ability of domestic
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law enforcement to collect information, investigate, and prosecute ciminal activities which might
use encryption technology or electromc media The Jomnt National Electronic Crime Lab
(INECL)* under the auspices of the Department of Justice and the Department of Defense will
exploit domestic intelligence, promote infrastructure protection, and develop crime information
The FBI will be the executive agent of the INECL and will budget and plan for its activities NSA
will provide expertise and facilities to complement the needs of the law enforcement commumnty
Such efforts will be funded by the software surcharge and permitted by enabling legislation to
loosen restrictions on NSA to law enforcement cooperation

Fifth, policy for access to source codes, maintamned by a trusted agency on behalf of the
busmess commumty will mirror the policies for wiretap and electromc surveillance embodied

the Ommibus Crime Control and Safe Streets Act of 1968, as amended

*8 At this time the National Infrastructure Protection Center provides a model for this
future agency
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Conclusion

Such a plan can achieve the vision of unencumbered encryption product availability It requires
a compromise by businesses, in providing their source codes outside of proprietary business
channels, as well as a compromise from law enforcement, to reduce its desire to have
unencumbered access to personal communications It preserves civil hberties and protects citizens
from potential abuses

It requires leadership and courage to advocate a position that necessarily avoids giving any
group everything it wishes to achieve It moves the debate away from the potentially paralyzing
impasse in which it now 1s mired It recognizes the potential ubiquity of new technology to

permeate our lives whether we are prepared to adjust to 1t or not
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Appendix A. A Cryptology Tutonal

Before the invention of public-key cryptography in 1976, a sender and receiver who wanted to
use a cipher had to agree on a key in order to commumcate securely But first, sender and
receiver needed a secure means to transmit the key itself! Second, even if the key was transmitted
securely, the security of a single-key cipher evaporated as soon as the key was compromised
Thurd, the ever-present danger of key compromise cast a doubt over the authenticity of every
message

Public-key cryptography solves all of these problems In a public-key system, each user creates
a public key, which is published, and a private key, which 1s absolutely secret Messages encrypted
with one key can be decrypted only with the other key, and vice-versa

Thus, if Alice wants to send a secure e-mail message to Bob (by some strange convention
Alice and Bob are the industries’ fall guys for all sample exchanges), and they both use compatible
public-key cryptographic software, Alice and Bob can exchange public keys on an insecure line

It 1s easy to establish a secure line of communication with anyone who 1s capable of implementing

the algorithm . T

One drawback, however, 1s that public-key encryption and decryption is much slower than
commonly used single-key systems such as DES The speed problem can be overcome, however,
by using a hybnd system Public-key cryptography allows Alice and Bob to achieve this feat m
erther of two ways Using the first method, Alice generates a session key, encrypts it with Bob's
public key, and sends 1t to im Bob decrypts the message with his private key, mputs the session
key to his single-key software or telephone, and then the data exchange or conversation begins

Alternatively, the parties can use Diffie-Hellman Key Exchange (see following text)



As a result, all that Bob needs in order to send Alice a secure e-mail 1s a reliable way of getting
Alice's public key Key servers provide a simple way of making public keys generally available
Essentially, a key server is a computer with a white pages approach to public key management
Bob enters Alice's name and the key server replies with Alice's public key-- if she has registered it
Key servers generally work on one of two principles the certification authonty or the web of
trust. Under the certification authority paradigm, some central body authenticates the identity of
the registrant when the key is first deposited By contrast, there is no central authority for
web-of-trust The web-of- trust approach is, however, the foundation of the PGP encryption

system which is also now the most ubiquitous




DIFFIE-HELLMAN

Diffie-Hellman key exchange is a public-key technique that takes advantage of the fact that it is

easy to compute powers m modular anthmetic, but very difficult to extract loganthms If y is the
xth power of 4, modulo p

y =b* (mod p)

where b is a suitable base number, then, as in ordmary arithmetic, x 1s the logarithm of y to the
base b, modulo p

x=log, y(mod p)
Calculation of y from x is easy, but computing x from y 1s difficult In the following ilustration
using exponential key exchange to establish session keys, the equipment being used to carry out

the key distribution is personified as Alice and Bob, just as if the users were doing the
computing in their heads

The base b is known to both users To mitiate communication, Alice chooses a random number
A She keeps A secret, but sends

b* (mod p)

to Bob Bob in turn chooses a random number, B, and sends the corresponding 4° to Alice Both
Alice and Bob can now compute

b 4B (mod p)

———————and-use-this-as-thetr key-Bob-computes-#E-by-rassing-the- 4 he-obtained-fromAlee-to-his-seeret—————
power B

(6 *)° (modp)=b** (mod p)

Similarly, Alice obtams (b ®)* =b “® Only Alice and Bob know the secret value b*® There 1s no
known way for anyone who does not know either 4 or B to compute b *2 without first attacking
the difficult problem of taking the logarithm of 4 or 5%

If p 1s a prime about 1,000 bits mn length, only about 2,00 multiplications of 1000-bit numbers
are required to compute the exponentiation By contrast, the fastest techniques for taking
logarithms 1n arithmetic modulo p currently demand more than 2 '® (or approximately 10%%)

operations Even with today's supercomputers, it would take a billion billion years to perform this
many operations

[FN]
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Appendix B A Chronology of the Cryptology Issues
1940-1945  -Emigma, Ultra, and Magic systems used by US/UK
1940 t01970s -U S government maintains a practical monopoly on cryptology technologies

1973 -National Institute of Standards and Technology (NIST) 1ssues request for proposals for
Digital Encryption Standard (DES)

1974 -NIST 1ssues new RFP for DES following non-response from industry

1976 -Public Key cryptography goes public RSA standard proposed

1977 -DES pubhished as standard

1978 -Government Accounting Office reviews complaints about DES process States the
process was conducted properly

1982 -NIST solicits public key algonthms for use n a new standard

1983 -DES reaffirmed

1984 -National Security Decision Directive (NSDD) 145/14, by DoD, requires that all
electromuc security systems be reviewed by the National Secunty Agency (NSA)

1985 - NSA announces DES expiration in 1987
-GAQO reports a conflict within NSDD 145/14 between domestic government agency
needs, defense and security needs, and commercial financial secunty 1ssues

1986 -Federal Bureau of Investigation reviews wiretap capability versus emerging encryption
technologies

1987 -DES recommended for banking uses only
-NSA requests end to public key project at NIST

-Computer Securnity Act moves authority to regulate electronic technologies to
Department of Commerce (NIST)

Commerce-and-NSA-signMemorandum-Of Understanding (MO -grving NSAfinal——————
approval of electronic technology 1ssues and solutions )

-NIST and NSA develop Federal Information Processing Standard 185 for public key
systems development

1990
May -FBI begins wiretap capability improvement study

Nov  -President issues executive order moving dual use technologies from State Department
export control to Commerce export control

1991

Jan  -Senator Biden Introduces S 266, The Comprehensive Counter Terrorism Act of 1991
which addressed encryption issues

Apr - after much debate among State, Defense, and Commerce, encryption remamns on State
Department export control list

June -S 266 withdrawn



Aug

- NIST mtroduces Digrtal Signature Standard (DSS)

Oct -Rep Levine introduces amendment to limit export controls for dual use items

1992

Jan  -NIST reviews DES

Jan  -Encryption export control again moved to Commerce, again rescinded by DoD

Jul - Dagital telephony proposals by FBI to Senate, no bill introduced

Jul  -Commerce/State Department approve 40 bit key exports

1993

Apr -White House announces Clipper Chip, a hardware based, propnetary encryption device

Jul  -NIST proposes FIP18S5 for key escrow systems

Oct -SKIPJACK proposal for key escrow systems It is proprietary hardware

Nov  -GAO report released reviewing government actions regarding encryption since 1973

Nov -Rep Cantwell introduces bill to relax export controls of cryptography

Dec  -DES recertified by NIST

1994

Feb  -White House announces official adoption of Clipper Chip

Apr  -Cantwell bill voted down by House Intelhigence Commuttee

Apr  -Vice President Gore suggests development of software key escrow systems

Jun  -Association of Computing Machmmery (ACM) report released, reviews 1ssues but offers
no recommendations

Sep  -Office of Technology Assessment (OTA) report released, reviews 1ssues but offers no
recommendations

Oct  -FBI Digital Telephony bill signed into law Requires telecommunications industry to build
wiretap access into networks

1995

Nov  -Proposed NIST software Key Escrow Encryption Standard, November 1995

1996

Jan  -Department of Justice drops investigation of Plul Zimmermann for lack of evidence

Mar -Senator Burns mtroduces S 1726 to relax export controls
-Senator Leahy introduces the Encrypted Commumnications Privacy Act, S 1587
-Rep Goodlatte introduces the Security and Freedom through Encryption Act, HR. 3011

May -National Research Council (NRC) report released Recommends staged relaxation of
export control No key escrow endorsements Let public set limits

Oct  -104th Congress Ends without passage of bills

Nov  -Executive Order directs export control of encryption under Commerce

1997

Feb

-Congressman Bob Goodlatte mtroduced HR 695, Security and Freedom Through



Feb

Aug

Sep

Oct

Dec

Encryption (SAFE) Act

-Senator Patrick Leahy Introduced S 376 (later S 909), Encrypted Commumcations
Privacy Act

-Senator Conrad Burns introduced S 377, The Promotion of Commerce On-Line 1n the
Digital Era (Pro-CODE) Act

-Encryption bill proponents and opponents draw battle lines, staged press coverage daily
-Federal District Court, San Francisco rules against government m Bernstein v State
-FBI proposes domestic encryption controls

-Admimstration denies domestic controls are official position

-OECD issues anti-encryption controls report

-EC repudiates encryption controls

-France validates strict encryption controls.

-HR.695 to House Rules Committee for review and reconciliation of five versions

-S 909 seems dead in commuttee

-S 377 stil active

-no bills likely to pass this session

-Admunistration spokesmen admit there is no clear policy yet

-US 9th Circutt hears encryption control appeals
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1, 1997

Lynn McNulty, secretary, Key Escrow Issues Meeting, Discussion Paper #4, NIST, September
1997



Lous Freeh, The Impact of Encryption on Public Safety, FBI Report, September 1997

The Computer Systems Policy Project, Perspectives On Segunity In The Information Age ,
undated reprint found September 1997

Commuttee on Information and Communications, America in the Age of Information, NSTC,
undated reprint found September 1997

Dorothy Denning, Cases Involving Encryption in Crime and Terronism, October 1997
Shan Steele, Decoding the Encryption Debate, unpublished, undated, recerved October 1997

Marsh, et al, Presidential Commission for Critical Infrastructure Protection Report, November
1997 - -

Wayne Madsen, Cryptology and Liberty, An International Survey of Encryption Policy, Global
Internet Liberty Campaign, http //www gilc org, February 1998

Articles:
(Note where source document was on-line no page numbers are available )

Mike Godwin, A Chip Over My Shoulder The Problems with Chpper, Internet World, July 1994

unknown author, Administration Moves Toward Encryption Plan, The Wall Street Journal, July
15, 1996

Bill Gates, Microsoft Policy on Export Controls on Encryption, Microsoft Network, November

1006

j g av )

Phyllis Schiafly, Encryption 1s Important to Freedom, Eagle Forum, Apnl 2, 1997

Steven Levy, Bill and Al Get It Right, Newsweek, July 7, 1997, p 80

Tiare Roth, Report Refutes Crypto Rules, C-Net, July 31, 1997

John Ashcroft, Welcoming Big Brother, The Washington Times, August 12, 1997, p Al5

Becky Beaupre, Lack of T aws on Net Raises Questions About Privacy, Potomac News, August
19,1997, p A5 -

Joshua Quittner, Invasion of Privacy, TIME, August 25, 1997, pp 27-35

Mana Seminerio, Crypto Ruling Impact Debatable, Ziff-Davis Net, August 26, 1997

4



David Braun, Congress returns to Pressing Tech Issues, TechWire, CMPNet, August 29, 1997
Kate Gerwig, Industry News. Policy Issues, CMPNet, September 1997
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CLIPPER CHIP
A Policy Challenge of the Information Age

Introduction
As policies go, there was little wrong with the announcement that the Clipper Chip, a silicon
processor capable of encrypting data transmissions, for use in computers, fax machines, and
telephones would be made available to the public If anything, government officials were
expecting a certain amount of gratitude as they provided a solution to a growing demand for
secure mformation exchange After all, the government had experimented and developed this
approach without forcmg individual companies to spend their own capital It was a gift from

government to those who needed such a product

Brief History of U.S. Cryptology Policy

1930-1975 Government monopoly exists Expense and scarcity of computing power make the 1ssue ummporiant

1976-1990 Public key cryptography arises Cosis go down as processing speed goes up 40 bit export linut

arises

1991-1994 Hardware solutions exist but government controls processes Some exceptional 56 bit exports
granted

1993 Clipper Chip announced; policy attacked. Debate goes mainstream

So why was there suddenly such an outcry agamnst the Clipper Chip and the electronic
encryption policy that announced its availability? Had the government miscalculated the needs of
the consumer? Or had the policy wonks misread the degree of trust private businesses had for a

government produced and controlled hardware solution to a growing security problem?

o)



Administration Efforts to Provide Cryptology Policy from 1977-1993

The issues surrounding the public uses of encryption technology have been causing friction for
20 years, well before the arguments surrounding Chipper It was the publication of work at
Stanford University by Whitfield Diffie and Martin Hellman that opened the field of cryptography
for academuc pursuit absent government funding and also for commercial uses * They developed
an algorithm that provided efficient transmission of a “public key” and then allowed encrypted
communication using “private keys ”

At about the same time the Diffie-Hellman algonthm® was gaining mnitial attention, the
National Bureau of Standards (NBS)® was seeking input to a proposal for the development of a
Dagital Encryption Standard (DES) The government’s intent was to provide the banking and
financial industries with a secure method of storing and transmutting data These industries were,
of course, closely tied to the government’s interest in the domestic economy It was a recognition

that money supplies could be manipulated, that financial data were not secure, that led to a more

open approach to developing standards
Inevitably, the National Secuhty Agency (NSA) was mnvolved The NSA was the premuer U S
agency involved m collecting intelligence from across the electromc spectrum during the Cold

War They were very good at cryptology It is not surprising, then, that the NSA would be a large

* Susan Landau, et al, Codes, Keys, and Conflicts Issuesm U S Crypto Policy,
Association of Computing Machinery, Inc, June 1994, p 37

% Michael H Camullett;, Toward a National Encryption Strategy, National Defense
University, unpublished, December 1997, Appendix A “A Cryptology Tutorial”

6! Now the National Institute of Standards and Technology (NIST)
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part of the government’s efforts to standardize DES

Businesses and academics were skeptical, however, that a secretive agency such as NSA could
have no ulterior motives when developing commercial standards There were fears about
“trapdoors” built nto programs that would permut clandestine access There were also cases,
which many academics feared, of restramnt on publication of sensitive research findings ©

In 1984, President Reagan issued a directive (NSDD 145/14)% demanding stricter controls on
the protection of nonclassified but sensitive information Thus included encryption related work
Agamn, business and academucs were dismayed What greater motive was lurking behind the front
of national security concerns?

The Congress became mnvolved 1n the mud 1980's, finally passing the Computer Secunty Act of
1987 Among its provisions was the establishment of civikan control over commercial computer
issues This had the effect of moving academic and business related encryption work away from
NSA and mto the control of the Department of Commerce, National Institute of Standards and

Technology (NIST, formerly NBS)

A mult1 year struggle to define what purview remamned with the Departments of Defense and
State and the Department of Commerce ensued Until this past November (1996), however,

decisions about exports were still being made at State after approval by Defense (NSA acting as

2 G A Keyworth, Il and David E Colton, Esq, T mputer Revolut: t10

and True Threats to National Secunity, The Progress and F reedom Foundation, Washmgton, DC,
June 1996, p 7

* National Secunty Decision Directive 145/14 established the safeguarding of sensitive
but unclassified information that effected National Security
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executive for DoD) *

As early as 1986, the FBI realized that electronic advances, particularly computing power,
would present several challenges to them when investigating cnime and developing evidence They
initiated a study to examine the potential barriers to electronic evidence collection (wiretaps) that
would occur by the spread of encryption technology and by the uses of digital telephone switches

When Senator Joseph Biden introduced Senate Bill S 266, The Comprehensive Counter
Terrorist Act, in January 1991, the FBI endorsed the provisions that dealt with encryption
controls That bill was withdrawn, but in 1992 the FEI presented a legislative package asking for
a wide range of crime prevention and investigation measures that would mitigate the effects of
electronic switches in phone systems and restrict the uses of domestic encryption products There
were no Senate sponsors for that package

In 1991, NIST was proposing a newer encryption standard, the Digital Signature Standard
(DSS) Resistance remained intense from among the business, academic and privacy

commumties Fundamentally, non government users of encryption did not trust a government

developed solution Moreover, they resented restrictions by government on the private
development of a secure algonthm

Nonetheless, mn April 1993, the White House announced the Chipper Chip A hardware-based
encryption tool for business and commercial interests, government offices, and individual uses, 1t
consisted of a sealed silicon chip embedded with a proprietary algorithm developed by NSA

(SKIPJACK), a procedure for authorized law enforcement interdiction of message traffic (LEAF),

“Dr Clinton Brooks, Special Assistant to the Director, NSA, personal communication
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and it featured the DSS

The outcry agamst Clipper caught the Clinton Admumstration by surprise No business or
private group accepted it Opponents stated that the government’s secret algorithm could not be
trusted Developers of hardware claimed they needed access to the secret codes mn order to
market products Academucs claimed government was restricting them from using better
algorithms Surprnisingly, the government was discovered to be still relymng on NSA and Defense
Department approval for exports of what were supposed to be Commerce Department controlled
decisions While that was not directly related to the Chipper program, it was a crisis for an
administration that had recently announced and promoted its dedication to the open, global
information superlughway Despite the intense scrutiny and debate, Clipper was approved 1n
February 1994 for use and export in commercial devices

The failure of Clipper to gain public acceptance, however, has reduced its use by private,
commercial, and business entities AT&T announced a secure telephone using the Clipper Chip n

late 1993, but withdrew 1t from the market following lackluster sales Chpper was quietly

withdrawn in 1995 after software-based encryption technologiessupplanted tiardware solutions mn

the marketplace
Analysis of a Policy Challenge
Policy Development 1n Government
The Congress reacted in the mid-80's to a growmg outcry from business and academic
interests that admurustration policies were stifling the development of commercial products by

passing The Computer Secunity Act of 1987 Among the provisions of this legislation was the

$ Camulletts, Op cit , Glossary



separation of commercial and business hardware and software encryption applications from those
that were strictly mulitary or national security related This provided a clear statement of the intent
of Congress They supported the unencumbered development and proliferation of commercial
encryption products %

Subsequent Congressional actions indicated the clarity of their position that government
should avoid controlling the growth and proliferation of electronic goods First, in 1991 when
Senator Biden introduced the Comprehensive Counter Terrorism Act, S 266, which was
withdrawn for a lack of support. Then in 1992 when no Senator stepped forward to sponsor the
FBT’s legislative package for electronic crime prevention measures, which would have hampered
commercial development efforts And finally, in 1995 when Congress narrowly passed the Digital
Telephony Act, which demied the FBI control of domestic encryption technology

The executive branch, for its part, attempted to set pohicy somewhat independently from the
Congress After all, NSA had expertise with encryption and the mususes or challenges 1t

presented For more than 40 years, the ability to encrypt was a virtual government monopoly

Additionally, until the end of the Cold War, it was beyond imagination that enemes (which m
practice was every other country of the world) should be provided the techmcal wherewithal to
encrypt therr messages using advanced U S technologies Export restrictions made sense So the
restrictions against encryption export found in the International Traffic i1n Arms Regulations
(ITAR) and controlled by the joint Defense/State establishment were not recognized by the

administration as a violation of the Computer Security Act But it was Even when this was

% Lance Hoffman, et al, ology Policy and Technology Trends, Department of
Energy, December 1993, p 20



pointed out, the admmistration acted slowly to clarify its policies

Within the NSA, however, was a group of senior advisors who recognized the inevitability of
widespread encryption technology They were aware that the U S lead mn developing encryption
algorithms was tenuous. They also recognized the approaching point at which simple encryption
would overwhelm the computing power available to decrypt files using brute force techmques
Using an approach that mught be called the “better the devil you know” view, they quietly began
to work toward promoting U S encryption exporting worldwide and permitting the widespread
commercial development of encryption technologies ¢

Meanwhile, the Department of Justice supported FBI Directors Wilham Sessions and Lous
Freeh 1n their quest for stiff restrictions on encryption export, domestic encryption uses, wiretap
authonty extended to computer files and e-mail, and law enforcement access to encrypted
information via a built-in back door Despite the clear rejections by the Congress of the FBI's
wish for stricter, preventive law enforcement measures, Freeh continued to push for tight controls

and supported the continued purview of the NSA over encryption developments %

By April 1993, there was a clearly divided White House that announced the Clipper Chip
program At least five different admunstration entities held one of three competing views about
the correct policy Nonetheless, the investment in the Clipper program was substantial and the

product was ready

Public Reaction to Policy

67

tography’s Role in Secuning the Information Society, National Research
Council, May 1996

% Louis Freeh, testimony to the Senate Committee on the Judiciary, September 1993
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Among the public stakeholders mn the encryption technology debate there are four more or less
separate constituencies First, academics, who wish to conduct unencumbered research and to
pursue commercial apphcations free of government intrusion and restrictions Second, personal
freedom advocates, speaking on behalf of constitutionally protected freedoms of speech and
aganst unreasonable searches Third, businesses who require data security and transaction
protection within their organization to protect business secrets and to provide data integrity
Finally, commercial interests who wish to sell privately developed products in an open market
From within these groups emerge two main lines of debate First, the principle of personal
freedoms absent government intrusion Second, the adherence to free markets absent government
regulation

Regarding the notion of personal freedoms, advocates argue emotionally that government is
restricted from infringing a so-called “night to privacy” In practice, however, the Supreme Court
has ruled that while a “night to be left alone” 1s inferred from the Constitution, no prima facie right

to privacy 1s enumerated Historically, the courts hold that government arguments for the

protection of national security are valid ¥ Additionally, in more recent rulings, courts hold in
favor of law enforcement more often than not ™
As for busmess mnterests, the courts are more supportive of the claim that government

restrictions hinder fair commercial practices Until a major case 1s heard by the Supreme Court,

% Michael Froomkin, The Metaphor 1s the Key, Umversity of Pennsylvania Law Review,
March 1995, p 795

" Tbid, p 853 Froomkin’s analysis cites major Supreme Court rulings and analyzes the
protections of the 1, 4™ and 5™ Amendments to the Constrtution thoroughly He concludes that
overall, the issue of encryption controls by government 1s probably valid for the reasons cited
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however, such arguments can still be ignored by administration policy makers with impunity

A variety of alliances have been formed from among these related interests They all have in
common, however, a resistance to the government’s secretive actions regarding Clipper Since
selling Chpper chips required a willing group of buyers, the program was risky from the outset for
failing to incorporate the needs and destres of the intended market players mto the policy
Conclusions

How do we assess lessons to be learned from this example of a failed policy? Theory cannot
account for a situatton m which the views of stakeholders from one interest group are
diametrically opposed to those of another group Consensus building, as a means to develop
policy might not always work The private and business interests demanding open development
and sale of encryption technologies found no compromise with the admumstration’s demand for
strict controls

Congress, following a rational actor model of leadership, established a legal basis for

compromuse to occur between law enforcement, national securty, and private interests

Nonetheless, the resulfing policy failed Exécutive braiich ageiicies, particularly thie NSA; moved
slowly to accommodate the chailges n electronic technology that ended their era of control. The
FEI, fearing widespread and unbreakable uses of encryption to hide cnime, had no choice but to
demand strict controls The Department of Commerce, empowered by Congress to establish new
approaches to the problem, instead was caught in an organizational trap it needed to rely on NSA
techmcal expertise while it was mandated to operate separately from NSA These effects illustrate

the bureaucratic model of policy actions Factions holding strong views can thwart otherwise

clearly stated objectives
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President Clinton and Vice-president Gore failed to lead Their role was to be the rationale
actors They had an opportunity to lead the executive branch agencies and to provide a means to
achieve their vision of a public/private partnership in electromic media Instead, they were
contradictory mn that pursuit At one pont they advocated a freely developed electronic
infrastructure, while at the same time continuing to hold export restrictions tightly They never
achieved a consensus among the agencies they controlled, let alone entered mto a dialogue with
outside business and private interest groups

For the administration to succeed with a policy aganst these diffennng views was a tremendous
task Ultimately, the market of non government interests determined the outcome No one bought
Clipper Chip equipped devices Indeed the proliferation of software solutions 1 1995 and 1996
occurred 1n part as a response to the failure to succeed with this hardware-based solution
Economic theory indicates that market forces will always seek a substitute or a complementary
product when barners to a commodity are high That appears to be the case here When business

and private mterests could not achieve a policy victory, they abandoned the product itself

Futiire efforts to control electronic techiiologies nieed To recognize this factor Despite
government concerns about erther national security or domestic law enforcement needs, the
market will determune the success or failure of policies regulating development of encryption
products As long as government’s aims conflict with these market forces, future policies will face
the same opposition Building a consensus mught not prove possible What 1s needed is a process
that first breaks the organizational and bureaucratic barriers within the administration to achieve
compromise among government agencies, leadership to articulate a vision that incorporates the

needs of the users, both private and business, and finally, a willingness to accept risk as a new



information-based technology 1s defined
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What’s Happening in the Encryption Debate?

A debate played out this summer about the government’s right

to restrict computing applications that encrypt data and the

_protect company secrets, and personal freedoms. On the govern-

ment side, the National Security Agency and the Federal Bureau of Investigation demanded

strict controls agawnst the exporting of strong encryption products to foreign users and the
enactment of domestic controls guaranteemg law enforcement access to encrypted messages and
files In the muddle was the Clinton Administration, which faced its first challenge from within to

the policy for an open, global electronic marketplace Congress tried to referee the debate What

Encryption 1s only one part of a larger topic that involves cryptology, the science of encoding
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and decoding data Elements of encryption include digital signatures which promote the non
repudiation of electromc documents, authenticity certification which promotes the validity of
transmitted data, and data security which promotes the protection from unauthorized or
ununtended view of sensitive information by others

Cryptology, itself, is a small part of the overarching area described as electromc commerce a
conceptual framework for all non governmental uses of electronic mformation transmission and

storage personal, private business, and commercial

Brief History

1930-1975
Government monopoly on cryprology
exists Expense and the scarcity of
compuling power make the 1ssue
ummportant

1976-1990
Public key cryptography arises Costs
go down as processing speed goes up
40 bit exporr himut arises

1991-1994
Hardware solutions exist but

Here is a review of the 1ssue as it has developed this
year Led by the current admunistration and several key
agencies within the executive branch, the debate has
mvolved major special interest groups, key business
leaders, the courts and the Congress
The Clinton Administration

The executive branch attempted to set policy when 1t

government controls processes 56 bit
and higher export exceptions possible
Jor US businesses with overseas

offices

1994-1997
Software solutions emerge as platforms
provide faster processing power 128
bit domestic solutions and hmited,
business only, exporr exceptions are

permitted

1issued “A Framework for Electfonic Commerce,” i July
1697 It1s a statement of the government’s commitment
to the Information Age, promoting a tax free and an
unregulated, electronic marketplace among the 50 states
and overseas Promulgated by the Executive Office of the

President through his Information Infrastructure Task

Force (IITF), this policy statement was not widely embraced because it included an attempt to

force the use of key escrow as a means of providing government access to encrypted



communications, both e-mail and data files

In November, the Presidential Commussion for Cntical Infrastructure Protection (PCCIP)

issued a report enumerating potential threats to national security via electronic attacks against

energy, transportation, and communications networks this 1s known as Information Warfare or

IW The commission also endorsed the use of key escrow to provide government access to

encrypted files

Simply put, key escrow requires users to deposit the keys to their codes with a third party

Thus provides the FBI
investigators ready access to
decoding messages when the
need arises to mvestigate
potential crimes This idea proved
unacceptable to a variety of

private and business interests (see

THE DIFFIE-HELLMAN ALGORITHM

Duffie-Hellman key exchange 1s a pubhc-key techmque that takes advantage of the
fact that st 15 easy to compute powers in modular arithmetic, but very difficult to
extract loganthms. If y 1s the xth power of b, modulo p
y =b*(mod p)

where b 1s a suitable base number, then, as in ordmary arnhmetc, x 1s the logarithm of
y 1o the base b, modulo p

x=log,y(modp)
Calculation of y from x ts easy, but computing x from y 15 dufficult.

In the followng illustration using exponential key exchange to establish session keys,
the equipment being used to carry out the key distribution 1s personified as Alice and
Bob, just as if the users were doing the computing in their heads The base b 1s known
to both users To imtiate communication, Alice chooses a random number- 4 She

—keeps 7 secret; but sends—

sidebar)
The National Security Agenc-y
has the most government
expertise with encryption
technology and the misuses or
challenges it presents For more

than 40 years, the ability to

- b2-{mod p)
to Bob Bob 1 turn chooses a random number, B, and sends the corresponding 5® to
Alice Both Alice and Bob can now compute

b *2 (mod p)
and use thus as therr key Bob computes &*? by raising the b4 he obtained from Alice
to tus secret power B

(®*?® (modp)=b*® (modp)

Simularly, Alice obtamns (b ®Y* =b“® Only Alice and Bob kanow the secret value b*®
There 1s no known way for anyone who does not know erther 4 or B to compute b 48
without first attackimng the difficult problem of taking the logarithm of 54 or b2

If p 1s a prime about 1,000 buts 1n length, only about 2,000 multiplications of 1000-brt
numbers are required to compute the exponentiation. By contrast, the fastest
techmiques for taking loganthms m anthmetic modulo p currently demand more than
2 1 (or approximately 10%°) operations Even with today’s supercomputers, 1t would
take a billion billion years to perform thus many operations

encrypt data was a virtual government monopoly Additionally, until the end of the Cold War, it




was beyond imagmation that enemues (which in practice 1s every other country of the world)

should be provided the technical wherewathal to encrypt therr messages using advanced U S

technologies So restrictions against encryption export found in the International Traffic m Arms
n ~ P - ATM\ . |A, i LR o WU S IR ol o WY o PN B o FOIFIge R S,
Regulations (ITAR) and controlled by the jont Departments of Defense and State have always

been accepted until now

Within the NSA, however, a group of senior advisors recognized the mevitability of

widespread encryption technology They were aware that the U S lead m developing encryption

would overwhelm the computing power available to decrypt files using brute force techmques
Using an approach that might be called the “better the devil you know” view, they quietly began
to work toward promoting U S encryption exporting worldwide and permutting the widespread

commercial development of encryption technologies

Ac aarly 1OQK tha FRT
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would present several challenges to them when investigating cnime and developing evidence They

initiated a study to exarmne the potential barrers to electronic evidence collection (wiretaps) that
would occur by the spread of encryption technology and by the uses of digital telephone switches

In 1992 the FBI presented a legislative package asking for a wide range of crime prevention

and restrict the uses of domestic encryption products There were no Senate sponsors for that
package
But the Department of Justice supported FBI Director Louis Freeh in hus quest for stiff

restrictions on encryption export, domestic encryption uses, wiretap authority extended to



computer files and e-mail, and law enforcement access to encrypted information via a built-in back
door or key escrow Despite the clear rejections by the Congress of the FBI's wash for stricter,
preventive law enforcement measures, Freeh continued to push for tight controls and supported
the continued purview of the NSA over encryption developments
The Public

Among the public stakeholders in the encryption technology debate there are four more or less
separate constituencies First, academics, who wish to conduct unencumbered research and to
pursue commercial applications free of government intrusion and restrictions Second, personal
freedom advocates, speaking on behalf of constitutionally protected freedoms of speech and
against unreasonable searches Third, businesses who require data secunty and transaction
protection within their orgamzation to protect business secrets and to provide data integrity
Finally, commercial interests who wish to sell privately developed products in an open market

From within these groups emerge two main hines of debate First, the principle of personal

freedoms absent government intrusion Second, the adherence to free markets absent government

regulation

Regarding the notion of pers-onal freedoms, advocates argue emotionally that government 1s
restricted from mfringing a so-called “night to privacy ” In practice, however, the Supreme Court
has ruled that while a “nght to be left alone” is inferred from the Constitution, no prima facie right
to privacy 1s enumerated Histoncally, the courts hold that government arguments for the
protection of national security are valid Additionally, in more recent rulings, courts hold n favor

of law enforcement more often than not

As for business interests, the courts are more supportive of the claim that government



restrictions hinder fairr commercial practices Until a major case is heard by the Supreme Court,
however, such arguments can still be ignored by admimstration policy makers with impunity
The Courts

There have been three legal challenges mounted against the export controls on encryption
technology While decisions in these cases have not been made final, both Congress and the
adminstration are aware of the judicial temper as 1t 1s manifest by this issue. Two of the cases,
Junger v U S Department of Commerce and Karn v U S Department of State, are still in
argument at the trial level

In the third case, Bernstem v U S Department of State, the tnal court has found that the
export control laws restricting encryption are an unconstitutional pnior restramnt on speech The
court granted an mjunction to Professor Bernstein, forbidding the government from prosecuting
him for exporting the encryption program he wrote, or any other encryption programs The court
specifically stated that 1t considered granting an mjunction aganst the enforcement of any

encryption restrictions The court declined to do this, however, stating that 1t expected an appeal

and wanted the most narrow holding it could devise

The court also held that allm-?vmg printed source code to be exported undermined the
government's claim that this export control scheme protects any national security Interest The
court opined that distinguishing printed from electronic matter probably violates the First

Amendment under Reno v ACLU (1997), which held that Internet speech deserves the same



protections as printed speech
Th ngre

Having watched the
admimistration fumble its policy
mtiatives and aware that public
sentiment demanded some defining
action, the Congress debated a
vanety of bills relative to encryption
technology durning the summer of
1997

The most talked about and robust
bill Congress mtroduced in 1997, the
Security and Freedom through

Encryption (SAFE) Act, HR 695,

The Legal Framework

The Constitution empowers the Federal Government with
the regulation of commerce, the provision of National Defense,
the promotion of public safety, and the protection of personal
liberties The government 1s beset by challenges 1n
admumistering these often conflicting responsibilities

Policies 1n one area are found to contradict law, regulation,
or other policies from other areas of government. Promoting
commerce interferes with protecting public safety national
securnty interests mterfere with the global economic interests we
need to pursue Protecting hiberty raises the risks to innocent
persons of violent actions by those who can explost technology
for their own aims

The National Security Act of 1947 estabhished a framework
for fighting the Cold War and provided many of the government
restrictions that now encumber electronic commerce The notion
that any foreign advantage in computing power would be a
disadvantage to the national security prompted a variety of
regulatory restrictions that are today embodied 1n the ITAR and
the Department of Commerce’s export control rules

The Computer Security Act of 1987 was passed by
Congress to separate the purely mulitary and national secunty
1ssues regarding computer capacity and technology from the
domestic commercial and business interests It established a
means to export computer technology worldwide as a means to
promote U S competitive advantage In pracuice, however, the
ITAR continued to restrict most export requests for advanced

computer applications, including encryption technologies, to

was sponsored by Representative

Bob Goodlatte of Virgima 1t has

weak, non-competitive versions

more than 250 cosponsors SAFE emerged from five House commuttees with three competing

versions One amends the bill to say the opposite of 1ts onginal purpose, another adds provisions

for more study The versions of the bill must now be reconciled in the Rules Committee before 1t

can be voted on the House floor

The Computer Security Enhancement Act of 1997, H.R. 1903, was mtroduced by

Representative Sensenbrenner on June 17, 1997 It would amend and update the National




Insuitute of Standards and Technology Act It is a temporizing measure designed to achieve more
study before defimng government limts to encryption Ths bill was passed by the House on
September 16 and was referred to the Senate Committee on Commerce

The Communications Privacy and Consumer Empowerment Act was introduced by
Representative Markey on June 19 Ths bill would codify existing domestic use pohcy,
permitting unrestricted use of any encryption It would also prohibit the government from
requiring key recovery as a criterion for encryption licensing The bill was referred to the House
Commuttee on Commerce

The Encrypted Communications Privacy Act (ECPA II), S. 376, was mtroduced by
Senator Leahy on February 27, 1997 ECPA II would prohibit mandatory use of key recovery
but would permut law enforcement to obtain keys 1f recovery were used It would also make it a
crime to use cryptography to obstruct justice The bill was referred to the Senate Judiciary

Committee, which held hearings on it on July 9

The Promotion of Commerce Online in the Digital Era (Pro-CODE) Act, S. 377 was

mtroduced by Senator Burns on February 27 Pro-CODE was considered one of the most privacy
friendly encryption bills Pro-CODE would have expanded the protections agamst government
mtrusion rather than restricted it The Secure Public Networks Act was substituted for
Pro-CODE when 1t came for a vote 1 the Senate Commerce commuttee on March 19

Secure Public Networks Act (SPN), S. 909 1s the Clinton Admimstration's bill. It was
sponsored by Senators McCain and Kerrey While 1ts sponsors claim that 1t would not make key
escrow mandatory, SPN would require the use of key recovery systems in order to obtamn the

"public key certificates" needed to participate n electromc commerce and would require key
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recovery for all secure networks built with any federal funds SPN directs the President to
negotiate with foreign countnes to create a worldwide system for international government access
to escrowed keys The bill was referred to the Senate Commerce Commuttee in March

None of these bills 1s expected to be passed this session At the time of the December
adjournment, Congressional leaders realized that the public debate about this issue was too hot to
permit any of the competing bills to move forward
QOutlook 1998 and Bevond

The status of the encryption technology control 1ssues at the end of 1997 1s similar to 1its status
1n any preceding year The government insists on control either through propnetary algorithms or
key escrow encryption systems There 1s no movement toward a compromise that would permit
greater freedom to export strong encryption products Congress 1s unlikely to pass any of the
competing bills before 1t this session It will await another cycle of legislative debate before action
occurs from that area It will be 1999 or later before a sigmificant case comes before the Supreme

Court Meanwhile, District Court cases will shape legal precedent in a variety of ways without

impacting the probler sigificantly

Business 1s coping with the impact of marketing strong encryption domestically while selling
weaker products abroad Whether this will ultimately harm market shares remains to be seen
Meanwhile, businesses with overseas offices are being granted hmited export permussion under the
current rules This is bemg conducted on a case by case basis only and can stop at any time

There are no cases now in which the FBI has been prevented from mvestigating a crime or

prosecuting a suspect for the lack of decrypted data Similarly, there are no cases in which

decryption would have prevented a cnme from occurning
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Finally, no individual has been forced into needlessly losing lus privacy over an 1ssue of
encryption avaiability Nor has the government pursued innocent persons via wiretap and

electronic survetllance by exploiting weaknesses in cryptologic products
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The President’s Commission for Critical Infrastructure

Protection and the National Infrastructure Assurance Agency

Proposal
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reported in November 1997 a threat to our domestic security from the growing
capability of enemies and criminals to disrupt or destroy precious infrastructures
including railways, highways, air traffic control systems, energy distribution systems

and power plants, computer networks and databases They correctly identified and

emerging challenge They recommended-a that-new-agency,-the National Infrastructure-Assurance—— ——
Agency (NIAA) be established to handle these tasks But do we really need a new department in
government? Isn’t downsizing teaching us lessons about how to consolidate functions and seek

new efficiencies? Isn’t there an agency already prepared to assume these crtical missions?
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Costs and risks

Exusting agencies available
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The National Security Counci
The National Security Agency

The FBI, National Computer Crimes Lab

The Secret Service, U S Department of the Treasury
The Federal Aviation Administration
The National Highway Safety and Transportation Board

The Federal Emergency Management Agency

Timung if threat is high, don’t waste time

Proposal for combmed agency without new infrastructure
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A National Encryption Strategy

Elements of a National Str

If we take the admunistration at face value, based on the Framework for Electronic Commerce
and the statements of both Al Gore and Ira Magaziner, we can envision a future time when
unencumbered encryption exists, freely distributed worldwide It enables secure transactions across
the Internet, it protects personal and business communications and records Yet it poses no threat
to the status quo of law enforcement methods for cime prevention and mvestigation nor threats to
national security

If thus is indeed what the administration wishes to achieve, then one approach 1s to ignore for
the moment the barners now apparent and formulate a strategic model that achieves this goal If
we develop such a strategy successfully, then a series of policies should follow that protect

———————indrvidual-nghts;-enhanee-commerce;-and-foster-publicsafety-domestically-and-internattonally———————

without conflict
The framework for this approach requires us to first ignore the existing barriers First visualize
the perfect future state Widespread encryption, free of key recovery (because this 1s not

acceptable to the pnmary users), yet providing a means for law enforcement and national security

elements to continue successfully at their public safety mission How do we reach this goal?

The second step 1s to identify both the opportumties to achieve this vision and the barriers to 1ts

(3]



successful implementation Finally, examining the nisks and costs associated with the approach,
permits us to realistically evaluate the vision

There 1s no doubt that national security threats still exist But are they msurmountable? This 1s
no longer the Cold War era when nstantaneous decision making is necessary to control events or
avert disaster Threats now tend to mvolve either long term economic goals or short duration
terrorist and thug actions, especially those involving weapons of mass destruction The question
then 1s how do we mitigate the need to obtamn knowledge of potential threats if encryption 1s
prevalent?

If key recovery 1s untenable as a means to achieve the vision, the remaining approach is to
devote more resources to code analysis and increase the chances for decoding successes
Intercepting, analyzing source data, signal data, traffic patterns and message sizes all contribute to
the business of understanding encrypted information, yet none of these methods require a plaintext
solution Much knowledge can be gained even 1if encryption 1s widely used As the NSA official

pointed out, “  there are things we cando  ” with source codes

Ultimately, NSA might require a plamntext decryption of a few potentially threatening messages
To prowvide for this, the tools of cc;de breaking need enhancement Brute force methods are
deemed mmpossible once key lengths reach 64 bits But other techmques still remain viable
Obtaming the keys, obviously provides a solution Deciphering through direct analysis can
succeed Access to the software source code of the program used to encrypt a communication
provides additional assistance Our model of unencumbered encryption usage requires a resource
shift from mamtaining a key recovery based, trusted network to providing more tools and support

to existing decoding agencies True, real ime decoding 1s not enhanced by this approach But this



does not differ from the current case when NSA. encounters non key escrowed codes This solution
still maintains the status quo

The situation is analogous for law enforcement needs First, 1s an increase i crime likely when
encrypted communication deploys widely? This is a debatable pomnt Crime rates will probably
follow therr historic trends without regard to the uses of encryption Encryption does not enhance
committing crime, it only helps to hide crime or to hinder evidence gathening Indeed, the
widespread use of encryption can potentially reduce the number of data targets available to the
criminal Since encryption that poses such a problem to law enforcement undoubtedly poses a
greater problem for cnminal elements

A solution for law enforcement, then, is to continue with existing wiretap and surveillance
practices Analyze traffic sources, signal data, and other tell tales for appropnate clues, then focus
resources on decoding only potentially hugh value messages Again obtaimng the key via court
ordered search or subpoena is a first step Next decoding or code analysis is appropnate Again,

real time decoding 1s not enhanced, but 1s less fatal to law enforcement than 1s believed (or than the

record indicates) Finally, of course, developiig other related but unefictypted evidence is always
appropriate The essence of this ;pproach is to attack crime with a better use of existing tools and
when warranted, to crack codes with additional effort

Resources must be devoted to this approach The National Computer Crime Lab, in
cooperation with the National Security Agency and military expertise provide a basis for such an
improved capability The PCCIP hinted that such an agency was potentially important (see Article

PCCIP and the NIAA)

Absent key recovery schemes, both individuals and businesses are no longer adversaries to



admumnistration policy toward encryption technology Essentially, these interest groups receive what
they demand Taxpayers, however, have to foot the bill for new resources devoted to encryption
issues This is where a potentially new compromise comes into play
A Pr for En i

If software developers agreed to escrow not the keys, but the source codes of their products
and in return recetved unrestricted freedom to export strong encryption worldwide while pursuing
free market strategies for therr products, a smaller and less intensive trusted agency would be
capable of maintaining the propnetary interests of businesses(similar to patent and copyright
protections) while acting as the gatekeepers for national security or law enforcement access to the
codes

Separation of interests between law enforcement and trusted agents would be inherent But
armed with judicial approval, law enforcement could access the source code from the escrow
location and use it to assist in the final code breaking steps, if these became necessary during the

pursuit of a potential ciminal enterprise While not providing mnstant decoding capability, NSA

experts agree that access to the source code provides, “things we can work with 7"
Additionally, to fund this approach, a software sales surcharge can be imposed on buyers of
encryption products Set at an amount fair to the buyer and capable of funding the trusted system,
1t mught amount to S1 to 5 dollars per sale This could generate up to $250,000,000 00 over time
to provide law enforcement with enhanced tools to collect and analyze suspect communications
This approach preserves the freedom of individuals while permitting choice, but with the

voluntary recogmition that this freedom indeed has a cost It promotes world markets for busmess

! Personal commumcation with NSA personnel
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It addresses law enforcement concerns, albeit to a lesser degree than they demand But

Combining competing mterests 1n this way mitigates the arguments while maintamning a
reasonable means to prevent catastrophic crime or the erosion of freedoms Policies which result
from this over arching strategy achieve the goals 1dentified in the Introduction to this report
Policy Models

First, policy for cryptology as part of private communications is supported Individual freedoms
from intrusion by government are protected A reasonable expectation of privacy 1s maintained
Choice of the methods, products, and implementation of encryption schemes are entirely open to
the individual Costs are reasonably covered by a surcharge on each purchase of encryption
capable software or hardware Frequency and degree of use remain matters of individual choice

Second, policy for cryptology as part of business use and electronic commerce will follow an
open market model Domestic sales of encryption capable hardware and software are unrestricted

A surcharge on each sale can be absorbed by either the manufacturer, the distributor or the

purchasers as market forces determime Voluntary disclosure and escrow storage of source code
for domestic uses 1s encouraged but not required Export licenses will be granted for unrestricted
worldwide distribution of encryption products subject to the mandatory escrow of the source code
Absent an escrow agreement, restricted licenses will be granted for products with capabilities not
to exceed 56 bit key lengths Surcharges are payable following the final sale, not at the time of
export

Thurd, policy for cryptology as part of national security will continue as it has for many years

The Central Intelligence Agency, the Department of Defense, and the Department of State will



maintam their capabilities to protect national interests Improvements to infrastructure and
intelligence activities in the face of increasingly worldwide deployment of encryption technologies
will be a matter of budgetary and planning interest The existing capabilities to intercept, analyze,
decode and exploit encrypted traffic will be enhanced

Fourth, policies for cryptology as part of law enforcement will enhance the ability of domestic
law enforcement to collect information, investigate, and prosecute criminal activities which might
use encryption technology or electronic media The Joint National Electronic Crime Lab (JNECL)
under the auspices of the Department of Justice and the Department of Defense will exploit
domestic mtelligence, promote infrastructure protection, and develop crime information The FBI
will be the executive agent of the INECL and will budget and plan for 1ts activities NSA waill
provide expertise and facilities to complement the needs of the law enforcement community

Fifth, policy for access to source codes, maintamed by a trusted agency on behalf of the
business commumty will murror the policies for wiretap and electronic surveillance embodied in the

Omnbus Crime Control and Safe Streets Act of 1968, as amended

Conclusion
Such a plan can achieve the vision of unencumbered encryption product availability It requires
a compromuse by busmnesses, 1n providing their source codes outside of proprietary business
channels, as well as a compromuse from law enforcement, to reduce its desire to have
unencumbered access to personal communications It preserves civil liberties and protects citizens
from potential abuses
It requires leadership and courage to advocate a position that necessarily avoids giving any

group everything they wish to achieve It moves the debate away from the potentially paralyzing



impasse i which 1t now 1s mired It recognizes the potential ubiquity of new technology to

permeate our lives whether w
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“We are on the verge of a revolution that 1s just as profound as the change n the

economy that came with the mdustrial revolution Soon electronic networks will allow

people to transcend the barriers of time and distance and take advantage of global

markets and business opportunities not even imaginable today, opening up a new world

of economic possibility and progress ”
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The Global Information Infrastructure (GII), still 1n the early stages of 1ts development, 15
already transforming our world Over the next decade, advances on the GII will affect almost every
aspect of daily hife -- education, health care, work and leisure activities Disparate populations, once
separated by distance and time, will experience these changes as part of a global community
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known as the Internet 1 Once a tool reserved for scientific and academic exchange, the Internet has
emerged as an appliance of every day life, accessible from almost every point on the planet Students
across the world are discovening vast treasure troves of data via the World Wide Web Doctors are
utilizing tele-medicine to admimster off-site diagnoses to patients in need Citizens of many nations

are ﬁndma additional outlets for personal and nolitical exnression The Internet 1s bein
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remnvent government and reshape our lives and our communities 1n the process =

As the Internet empowers citizens and democratizes societies, it is also changing classic
business and economic paradigms New models of commercial interaction are developing as
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VUOlllwowwa il wivilowiliwi g l.lul ‘l\dll.lul-\.l ARL Lik%W WwilwiwilVilliw lllull\.\nt}llu\d\' Gilind l\vul.l Lliw Awolllbedllil Uviliwl

Entrepreneurs are able to start new businesses more easily, with smaller up-front investment
requirements, by accessing the Internet's worldwide network of customers

Internet technology 1s having a profound effect on the global trade 1n services World trade
mvnl\,mo computer software, entertainment nmduc‘tq (motion pictures, videos, games, sound

recordmgs lnfonnatlon services (databases onhne newspapers) techmcal mfonnatlon product

licenses, financial services, and plUleblUlldl SErvices \Uuaulc»t:b and technical COﬁSiilﬁﬁg
accounting, architectural design, legal advice, travel services, etc ) has grown rapidly 1n the past

decade, now accounting for well over S40 billion of U S exports alone 3

An increasing share of these transactions occurs online The GII has the potential to

revolutionize commerce 1n these and other areas by dramatically lowering transaction costs and
facilitating new types of commercial transactions

The Internet will also revolutionize retail and direct marketing Consumers will be able to shop
in therr homes for a wide variety of products from manufacturers and retailers all over the world
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the products, visualize the way the products may fit together (constructing a room of furniture on
their screen, for example), and order and pay for their choice, all from therr living rooms

Commerce on the Internet could total tens of billions of dollars by the turn of the century 4 For
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approach to electronic commerce, one that facihitates the emergence of a transparent and predictable
legal environment to support global business and commerce Cfficial decision makers must respect
the unique nature of the medium and recognize that widespread competition and increased consumer
choice should be the defining features of the new digital marketplace

Many businesses and consumers are still wary of conducting extensive business over the
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particularly true for international commercial activity where concerns about enforcement of
contracts, hability, inteliectual property protection, privacy, security and other matters have caused
businesses and consumers to be cautious
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As use of the Internet expands, many companies and Internet users are concerned that some
governments will impose extensive regulations on the Internet and electronic commerce Potential
areas of problematic regulation include taxes and duties, restrictions on the type of information
transmitted, control over standards development, licensing requirements and rate regulation of
service providers Indeed, signs of these types of commerce-inhibiting actions already are appeanng

in many nations Preempting these harmful actions before they take root 1s a strong motivation for
the strategy outlined 1n this paper

Governments can have a profound effect on the growth of commerce on the Internet By their
actions, they can facilitate electronic trade or mhibit it Knowing when to act and -- at least as

important -- when not to act, will be crucial to the development of electronic commerce 2 This report
articulates the Administration's vision for the emergence of the GII as a vibrant global marketplace
by suggesting a set of principles, presenting a series of policies, and establishing a road map for
international discussions and agreements to facilitate the growth of commerce on the Internet

PRINCIPLES
1 The private sector should lead.

Though government played a role n financing the initial development of the Internet, its
expansion has been dnven pnmanly by the private sector For electronic commerce to
flounish, the private sector must continue to lead Innovation, expanded services, broader

participation, and lower prices will anse 1n a market-dniven arena, not 1n an environment
that operates as a regulated industry

Accordingly, governments should encourage industry self-regulation wherever
appropriate and support the efforts of private sector organizations to develop
mechanisms to facilitate the successful operation of the Internet Even where collective
agreements or standards are necessary, private entities should, where possible, take the
lead 1n orgamzing them Where government action or intergovernmental agreements are

necessary, on taxation for example, private sector participation should be a formal part
of the policy making process

2 Governments should avoid undue restrictions on electronic commerce.

Parties should be able to enter into legitimate agreements to buy and sell products and
services across the Internet with mmmimal government involvement or intervention
Unnecessary regulation of commercial activities will distort development of the
electronic marketplace by decreasing the supply and raising the cost of products and
services for consumers the world over Business models must evolve rapidly to keep
pace with the break-neck speed of change 1n the technology, government attempts to
regulate are likely to be outmoded by the tume they are finally enacted, especially to the
extent such regulations are technology-specific

Accordingly, governments should refrain from imposing new and unnecessary

regulations, bureaucratic procedures, or taxes and tanffs on commercial activities that
take place via the Internet
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3 Where governmental involvement is needed, its aim should be to support and enforce a
predictable, minimalist, consistent and simple legal environment for commerce.

oreameaentc may prove necessary tn facilitate electranie
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commerce and protect consumers In these cases governments should establish a
predictabie and simpie legal environment based on a decentralized, contractuai modei of
law rather than one based on top-down regulation This may involve states as well as
national governments Where government intervention 1s necessary to facilitate
electronic commerce, its goal should be to ensure competition, protect intellectual
property and privacy, prevent fraud, foster transparency, support commercial

trancantinang and fanilitata diernnta racaliitinn
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4 Governments should recognize the unique qualities of the Internet.

5 Electronic Commerce over the Internet should be facilitate

ISSU

The gemus and explosive success of the Internet can be attributed 1n part to 1ts
decentralized nature and to its tradition nfhnﬂ'nm..np governance These same
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charactenistics pose 51gmﬁcant loglstlcal and technological challenges to existing

regulatory models, and governments should tailor their policies accordingly
Electronic commerce faces significant challenges where 1t intersects with existing

regulatory schemes We should not assume, for example, that the regulatory frameworks
established over the past sixty years for telecommunications, radio and television fit the
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important goal on which there 1s a broad consensus Existing laws and regulations that
may hinder electronic commerce should be reviewed and revised or eiiminated to reflect
the needs of the new electronic age
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1¢ Internet is emerging as a giobal marketplace The legal framework supporting
commercial transactions on the Internet should be governed by consistent principles
across state, national, and intérnational borders that lead to predictable results regardless
of the junsdiction 1n which a particular buyer or seller resides

ES

This paper covers nine areas where international agreements are needed to preserve the

-+,

Internet as a non-regulatory medium, one 1 which competition and consumer choice will shape the
marketplace Although there are significant areas of overlap, these items can be divided mto three
main subgroups financial 1ssues, legal issues, and market access 1ssues

i
X

customs and taxation

electronic payments

Legal Issues
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Uniform Commercial Code' for electronic commerce

intellectual property protection

privacy

security
Market Access Issues

e telecommunications infrastructure and information technology

e content
e technical standards
L. Financial Issues
1. CCSTOMS AND TAXATION

For over 50 years, nations have negotiated tanff reductions because they have recognized that
the economues and citizens of all nations benefit from freer trade Given this recognition, and

because the Internet 1s truly a global medium, 1t makes little sense to introduce tanffs on goods and
services dehivered over the Internet

Further, the Internet lacks the clear and fixed geographic lines of transit that historically have
charactenzed the physical trade of goods Thus, while 1t remains possible to administer tanffs for
products ordered over the Internet but ultimately delivered via surface or air transport, the structure
of the Internet makes 1t difficult to do so when the product or service 1s delivered electronically

Nevertheless, many nations are looking for new sources of revenue, and may seek to levy
tanffs on global electronic commerce

Therefore, the United States will advocate in the World Trade Organization (WTO) and other
appropriate international fora that the Internet be declared a tanff-free environment whenever 1t 1s
used to deliver products or services This principle should be established quickly before nations
1mpose tariffs and before vested interests form to protect those tanffs

In addition, the United States believes that no new taxes should be imposed on Internet
commerce The taxation of commerce conducted over the Internet should be consistent with the
established principles of international taxation, should avoid inconsistent national tax jurnisdictions
and double taxation, and should be simple to administer and easy to understand

Any taxation of Internet sales should follow these principles

o It should neither distort nor hinder commerce No tax system should discriminate among types

of commerce, nor should 1t create incentives that will change the nature or location of
transactions
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o The system should be simple and transparent It should be capable of capturing the

overwhelming majonty of appropriate revenues, be easy to implement, and minimize
burdensome record keeping and costs for all parties

¢ The system should be able to accommodate tax systems used by the United States and our
mternational partners today

Wherever feasible. we should look to exusting taxation concepts and principles to achieve these
goals

Any such taxation system will have to accomplish these goals in the context of the Internet's
special characteristics -- the potential anonymity of buyer and seller, the capacity for multiple small
transactions, and the difficulty of associating online activities with physically defined locations

To achieve global consensus on this approach, the United States, through the Treasury
Department, 1s participating in discussions on the taxation of electronic commerce through the
Organization for Economic Cooperation and Development (OECD), the pnimary forum for
cooperation 1n mternational taxation

The Administration 1s also concerned about possible moves by state and local tax authorities to
target electronic commerce and Internet access The uncertainties associated with such taxes and the
inconsistencies among them could stifle the development of Internet commerce

The Administration believes that the same broad principles applicable to international
taxation, such as not hindening the growth of electronic commerce and neutrality between
conventional and electronic commerce, should be applied to subfederal taxation No new taxes
should be applied to electronic commerce, and states should coordinate their allocation of income
denved from electronic commerce Cf course, implementation of these principles may differ at the
subfederal level where indirect taxation plays a larger role

Before any further action 1s taken, states and local governments should cooperate to develop a

uniform, simple approach to the taxation of electronic commerce. based on existing principles of
taxation where feasible

2. ELECTRONIC PAYMENT SYSTEMS

New technology has made it possible to pay for goods and services over the Internet Some of
the methods would link existing electronic banking and payment systems, including credit and debit
card networks, with new retail interfaces via the Internet "Electronic money,"” based on stored-value,
smart card, or other technologies, 1s also under development Substantial private sector investment
and competition 1s spurring an intense period of mnovation that should benefit consumers and
businesses wishing to engage 1n global electronic commerce

At this early stage m the development of electronic payment systems, the commercial and
technological environment 1s changing rapidly It would be hard to develop policy that 1s both timely
and appropriate For these reasons, inflexible and highly prescniptive regulations and rules are
inappropnate and potentially harmful Rather, in the near term, case-by-case monitoring of electronic
payment experiments 1s preferred
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/ever, the ma rketplace and industry self-regulation alone
may not fully address all 1ssues For example, government action may be necessary to ensure the

safety and soundness of electronic payment systems, to protect consumers, or to respond to important
law enforcement objectives

Tha TTnitad Ctatee thranch thae Nanartmant af tha Traacnry 1¢ warkimo uith athor onvarnmante
411 WLIEILU vtaiv o, l.lJ.lUusll LRI UUH“I ull\;lll. VUi Uiv LilwaGoild Y’ 1D YVWULAL 115 YYLLIL VLI BUV\/llullUlll’Q

1n mternational fora to study the global implications of emerging electronic payment systems A
number of orgamzanons are already working on important aspects of electronic banking and

payments = Ihelr analyses will contnibute to a better understanding of how electronic payment
systems will affect global commerce and banking

The Economic Communique i1ssued at the Lyon Summut by the G-7 Heads of State called for a
cooperative study of the implications of new, sophisticated retail electronic payment systems In
response, the G-10 deputies formed a Working Party, with representation from finance ministries and
central banks (in consultation with law enforcement authornties) The Working Party 1s chaired by a
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common policy objectives among the G-10 countries and analyzes the national approaches to
electronic commerce taken to date

As electronic payment systems develop, governments should work closely with the private
sector to inform policy deelnnment and ensur tha, overnmental activities ﬂmgh]v accommaoda

the needs of the emerging marl\etplace

II. Legal Issues

3."UNIFORM CO
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In general, parties should be able to do business with each other on the Internet under whatever
terms and conditions they agree upon

Private enterprise and free markets have fvmmllv flourished, however, where there are
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predictable and widely accepted Iegal environments supportmg commercial transactlons To
encourage electronic commerce, the U S government should support the development of both a
domestic and global umiform commercial legal framework that recognizes, facilitates, and enforces
electronic transactions worldwide Fully informed buyers and sellers could voluntanly agree to form

a contract subject to this uniform legal framework, just as parties currently choose the body of law
that will be used to interpret their contract

Participants in the marketplace should define and articulate most of the rules that will govern
electronic commerce To enable private entities to perform this task and to fuifill their roles
adequately, governments should encourage the development of simple and predictable domestic and

mternational rules and norms that will serve as the legal foundation for commercial activities 1n
cyberspace
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(UCC), a codification of substantial portions of commercial law The National Conference of
Commusstoners of Uniform State Law (NCCUSL) and the American Law Institute, domestic
sponsors of the UCC, already are working to adapt the UCC to cyberspace Private sector
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organizations, including the American Bar Association (ABA) along with other interest groups, are
participants in this process Work 1s also ongoing on a proposed electronic contracting and records
act for transactions not covered by the UCC The Admimistration supports the prompt consideration
of these proposals, and the adoption of uniform legislation by all states Of course, any such
legislation will be designed to accommodate ongoing and possible future global imitiatives

Internationally, the United Nations Commussion on International Trade Law (UNCITRAL) has
completed work on a model law that supports the commercial use of international contracts in
electronic commerce This model law establishes rules and norms that validate and recognize
contracts formed through electronic means, sets default rules for contract formation and governance
of electronic contract performance, defines the characteristics of a valid electronic writing and an
ongmnal document, provides for the acceptability of electronic signatures for legal and commercial
purposes, and supports the admission of computer evidence 1n courts and arbitration proceedings

The United States Government supports the adoption of pninciples along these lines by all
nations as a start to defining an international set of uniform commercial principles for electronic
commerce We urge UNCITRAL, other appropriate international bodies, bar associations, and other
private sector groups to continue their work m this area

The following principles should, to the extent possible, guide the drafting of rules governing
global electronic commerce

e parties should be free to order the contractual relationship between themselves as they see fit,

e rules should be technology-neutral (1 e , the rules should neither require nor assume a

particular technology) and forward looking (1 e, the rules should not hinder the use or
development of technologies 1n the future),

o existing rules should be modified and new rules should be adopted only as necessary or
substantially desirable to support the use of electronic technologies, and

e the process should involve the high-tech commercial sector as well as businesses that have not
yet moved online

With these principles in mind. UNCITRAL, UNIDROIT, and the International Chamber of
Commerce (ICC), and others should develop additional model provisions and uniform fundamental

principles designed to eliminate administrative and regulatory barners and to facilitate electronic
commerce by

» encouraging governmental recognition, acceptance and facilitation of electronic
communications (1 € , contracts, notanized documents, etc ),

s encouraging consistent international rules to support the acceptance of electronic signatures
and other authentication procedures, and

« promoting the development of adequate, efficient, and effective alternate dispute resolution
mechamsms for global commercial transactions

The expansion of global electronic commerce also depends upon the participants' ability to
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achieve a reasonable degree of certainty regarding their exposure to hiability for any damage or injury
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Junisdiction, could substantially imcrease litigation and create unnecessary costs that ultimately will
be born by consumers The U S should work closely with other nations to clanfy appiicabie
jurisdictional rules and to generally favor and enforce contract provisions that allow parties to select
substantive rules goverming hability

Finally, the development of global electronic commerce provides an opportunity to create legal
rules that aliow business and consumers to take advantage of new technology to streamline and
automate functions now accomplished manually For example, consideration should be given to
establishing electronic registries

The Departments of Commerce and State will continue to organize U S participation in these
areas with a gucu of duuc:vuxg substantive international aglcculcm on model law within the next two
years NCCUSL and the Amencan Law Institute, working with the American Bar Association and
other interested groups, are urged to continue their work to develop complementary domestic and
mnternational efforts

Commerce on the Internet often will involve the sale and licensing of intellectual property To
promote this commerce, sellers must know that their intellectual property will not be stolen and
buyers must know that they are obtaining authentic products

International agreements that establish clear and effective copvrwht patent and trademark
protection are therefore necessary to prevent piracy and fraud While technology, such as encryption,
can help combat piracy, an adequate and effective legal framework also 1s necessary to deter fraud
and the theft of intellectual property, and to provide effective legal recourse when these cnimes
occur Increased public education about intellectual property 1n the information age will also

contribute to the successful implementation and growth of the GII
Copyrights

There are several treaties that establish international norms for the protection of copyrights.
most notably the Berne Convention for the Protection of Literary and Artistic Works These treaties

hink nearlyv all maiar tradime natione and nravide them unth 2 meanc af nratectine 1mmder their ouwmn
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laws, each other's copyrighted works and sound recordings

In December 1996, the World Intellectual Property Organization (WIPO) updated the Berne
Convention and provided new protection for performers and producers of sound recordings by
adopting two new treaties The two treaties -- the WIPO Copyright Treaty and the WIPO

Performa.nces and Phonograms Treaty -- will greatly facﬂltate the commerc1a1 applications of online
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Both treaties include provisions relating to technological protection, copyright management
mformation, and the nght of communication to the public, all of which are indispensable for an
efficient exercise of nights in the digital environment The U S Government recognizes private sector

efforts to develop international and domestic standards in these areas The Administration
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understands the sensitivities associated with copyright management information and technological
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protection measures, and 1s working to tailor implementing legislation accordingly

Both treaties also contain provisions that permit nations to provide for exceptions to rights in
certain cases that do not conflict with a normal exploitation of the work and do not unreasonably
prejudice the legiimate nterests of the author (e g , "fair use™) These provisions permit members to
carry forward and appropnately extend into the digital environment Iimitations and exceptions 1n
their national laws which have been considered acceptable under the Berne Convention These
provisions permit members to devise new exceptions and himitations that are appropnate 1n the
digital network environment, but neither reduce nor extend the scope of applicability of the
Iimitations and exceptions permitted by the Berne Convention

The Admunistration 1s drafting legislation to implement the new WIPO treaties, and looks
forward to working with the Senate on their ratification

The two new WIPO treaties do not address 1ssues of online service provider liability, leaving
them to be determined by domestic legislation The Administration looks forward to working with
Congress as these 1ssues are addressed and supports efforts to achieve an equitable and balanced
solution that 1s agreeable to interested parties and consistent with mternational copyrnight obligations

The adoption of the two new WIPO treaties represents the attainment of one of the
Administration’s significant mtellectual property objectives The US Government will continue to
work for appropnate copyright protection for works disseminated electronically The
Administration’s copynight-related objectives will include

» encouraging countries to fully and immediately implement the obligations contained m the
Agreement on Trade-Related Aspects of Intellectual Property (TRIPS),

o secking immediate U S ratification and deposit of the instruments of accession to the two new
WIPO treaties and implementation of the obligations 1n these treaties 1n a balanced and
appropriate way as soon as possible,

» encouraging other countries to join the two new WIPO treaties and to implement fully the
treaty obligations as soon as possible, and

o ensuring that U S trading partners establish laws and regulations that provide adequate and
effective protection for copyrighted works, including motion pictures, computer software, and
sound recordings, disseminated via the GII, and that these laws and regulations are fully
implemented and actively enforced

The United States will pursue these international objectives through bilateral discussions and
multilateral discussions at WIPO and other approprate fora and will encourage private sector
participation 1n these discussions

Sui Generis Protection of Databases

The December 1996 WIPO Conference in Geneva did not take up a proposed treaty to protect
the non-onginal elements of databases Instead, the Conference called for a meeting, subsequently
held, to discuss preliminary steps to study proposals to establish su: generis database protection

file /H \Encrypt\ ECOMM HIM 10/14/97



s aew rage ti of 2o

Based on the brief discussion of suz generis database protection that took place before and
during the Diplomatic Conference, 1t 1s clear that more discussion of the need for and the nature of
such protection 1s necessary domestically and internationally

The Administration will seek additional input from, among others, the scientific, library, and

academic communities and the commercial sector, 1n order to develop U S policy with respect to sz
generis database protection

Patents

Development of the GII will both depend upon and stimulate inmnovation 1n many fields of
technology, including computer software, computer hardware, and telecommunications An
effectively functioning patent system that encourages and protects patentable innovations 1n these
fields 1s important for the overall success of commerce over the Internet Consistent with this
objective, the U S Patent and Trademark Office (PTO) will (1) significantly enhance 1ts
collaboration with the private sector to assemble a larger, more complete collection of prior art (both
patent and non-patent publications), and provide 1ts patent examiners better access to prior art 1n GII-
related technologies, (2) train 1ts patent examiners i Gll-related technologies to raise and mantain
therr level of technical expertise, and (3) support legislative proposals for early publication of
pending patent applications, particularly 1n areas mmvolving fast moving technology

To create a reliable environment for electronic commerce, patent agreements should

o prohibit member countries from authonzing parties to exploit patented inventions related to
the GII without the patent owner's authority (1 e, disapproval of compulsory licensing of GII-

related technology except to remedy a practice determined after judicial or administrative
process to be anti-competitive;,

e require member countries to provide adequate and effective protection for patentable subject
matter important to the development and success of the GIi, and

e establish international standards for determining the validity of a patent claim

The United States will pursue these objectives mternationally Officials of the European,
Japanese, and United States Patent Cffices meet, for example. each year to foster cooperation on
patent-related 1ssues The United States will recommend at the next meeting that a special committee
be established within the next year to make recommendations on GllI-related patent issues

In a separate venue, one hundred countnies and international intergovernmental organizations
participate as members of WIPO's permanent committee on mdustnial property information (PCIPI)

The United States will attempt to establish a working group of this organization to address GII-
related patent 1ssues

Trademark and Domain Names

Trademark rights are national 1n scope and conflicts may arise where the same or stmilar
trademarks for similar goods or services are owned by different parties 1n different countries
Countries may also apply different standards for determining infringement
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Conflicts have ansen on the GII where third parties have registered Internet domain names that
are the same as, or similar to, registered or common law trademarks An Internet domain name
functions as a source 1dentifier on the Internet Ordmanly, source 1dentifiers, like addresses, are not
protected intellectual property (1 €, a trademark) per se The use of domain names as source
1dentifiers has burgeoned, however, and courts have begun to atinbute ntellectual property rights to
them, while recognizing that misuse of a domain name could significantly infringe, dilute, and
weaken valuable trademark rights

To date, conflicts between trademark rights and domain names have been resolved through
negotiations and/or Iitigation It may be possible to create a contractually based self- regulatory
regime that deals with potential conflicts between domain name usage and trademark laws on a
global basis without the need to litigate This could create a more stable business environment on the
Internet Accordingly, the United States will support efforts already underway to create domestic and
mternational fora for discussion of Internet-related trademark i1ssues The Administration also plans
to seek public input on the resolution of trademark disputes 1n the context of domain names

Govemance of the domain name system (DNS) raises other important 1ssues unrelated to
intellectual property The Administration supports private efforts to address Internet governance
1ssues including those related to domain names and has formed an interagency working group under
the leadership of the Department of Commerce to study DNS 1ssues The working group will review
vartous DNS proposals, consulting with interested private sector, consumer, professional,
congressional and state government and international groups The group will consider, 1n light of
public input, (1) what contribution government might make, 1f any, to the development of a global
competitive, market-based system to register Internet domain names, and (2) how best to foster
bottom-up governance of the Internet

S. PRIVACY

Americans treasure privacy, linking 1t to our concept of personal freedom and well- being
Unforunately, the GII's great promise -- that 1t facilitates the collection, re-use, and instantaneous
transmussion of information -- can, if not managed carefully, diminish personal privacy I-1s

essential, therefore, to assure personal privacy in the networked environment if people are to feel
comfortable doing business

At the same time, fundamental and cherished principles like the First Amendment, which 1s an
important hallmark of American democracy, protect the free flow of information Commerce on the

GII will thrive only 1if the pnivacy nights of individuals are balanced with the benefits associated with
the free flow of information

In June of 1995, the Privacy Working Group of the Umted States government Information
Infrastructure Task Force (IITF) 1ssued a report entitled, PRIVACY AND THE NATIONAL
INFORMATION INFRASTRUCTURE Prnciples for Providing and Using Personal Information
The report recommends a set of principles (the "Privacy Principles”) to govern the collection,
processing, storage, and re-use of personal data in the information age

These Privacy Principles, which build on the Organization for Economic Cooperation and
Development's GUIDELINES GOVERNING THE PROTECTION OF PRIVACY AND
TRANSBORDER DATA FLOW OF PERSONAL DATA and incorporate principles of fair
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information practices, rest on the fundamental precepts of awareness and choice

« Data-gatherers should inform consumers what information they are collecting, and how they
intend to use such data. and

o Data-gatherers should provide consumers with a meaningful way to lmit use and re-use of
personal information

Disclosure by data-gatherers 1s designed to stimulate market resolution of privacy concerns by
empowering individuals to obtain relevant knowledge about why information 1s being collected,
what the information will be used for, what steps will be taken to protect that information, the
consequences of providing or withholding information, and any nghts of redress that they may have

Such disclosure will enable consumers to make better judgments about the levels of privacy available
and their willingness to participate

In addition, the Privacy Principles 1dentify three values to govern the way in which personal
mformation 1s acquired, disclosed and used online -- information pnivacy, information integrity, and
information quality First, an individual's reasonable expectation of privacy regarding access to and
use of, his or her personal information should be assured Second, personal information should not be
improperly altered or destroyed And, third, personal information should be accurate, timely,
complete, and relevant for the purposes for which 1t 1s provided and used

Under these principles, consumers are entitled to redress if they are harmed by improper use or

disclosure of personal information or if decisions are based on 1naccurate, outdated, incomplete, or
urrelevant personal mformation

In April, 1997, the Information Policy Commuttee of the ITTF 1ssued a draft paper entitled
Options For Promoting Privacy on the National Information Infrastructure The paper surveys
information practices in the United States and solicits public comment on the best way to implement
the Privacy Principles The IITF goal 1s to find a way to balance the competing values of personal
privacy and the free flow of information 1n a digital democratic society

Meanwhile, other federal agencies have studied privacy 1ssues in the context of specific
industry sectors In October 1995, for example, the National Telecommunications and Information
Administration (NTIA) 1ssued a report entitled Privacy and the NII Safeguarding
Telecommunications-Related Personal Information It explores the application of the Privacy
Principles 1n the context of telecommunications and online services and advocates a voluntary

framework based on notice and consent £ On J anuary 6, 1997, the FTC 1ssued a staff report entitled
Publhic Workshop on Consumer Privacy on the Global Information Infrastructure The report, which
focuses on the direct marketing and advertising industries, concludes that notice, choice, security,
and access are recognized as necessary elements of fair information practices online In June of

1997, the FTC held four days of hearings on technology tools and industry self-regulation regimes
designed to enhance personal privacy on the Internet

The Admimistration supports private sector efforts now underway to implement meanngful,
consumer-friendly, self-regulatory privacy regimes These include mechanisms for facilitating
awareness and the exercise of choice online, evaluating private sector adoption of and adherence to
fair mformation practices, and dispute resolution
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The Adminustration also anticipates that technology wall offer solutions to many privacy
concerns 1n the online environment, including the appropnate use of anonymity If privacy concerns
are not addressed by industry through self-regulation and technology, the Administration will face

increasing pressure to play a more direct role m safeguarding consumer choice regarding privacy
online

The Admumstration 1s particularly concerned about the use of information gathered from
children, who may lack the cognitive ability to recogmze and appreciate privacy concerns Parents
should be able to choose whether or not personally 1dentifiable informaton 15 collected from or
about their children We urge industry, consumer, and child-advocacy groups working together to use
a mux of technology, self-regulation, and education to provide solutions to the particular dangers
anising 1n this area and to facilitate parental choice This problem warrants prompt attention
Otherwise, government action may be required

Privacy concerns are being raised 1n many countries around the world, and some countries
have enacted laws, implemented industry self-regulation, or instituted administrative solutions
designed to safeguard their citizens' privacy Disparate policies could emerge that might disrupt
transborder data flows For example, the European Union (EU) has adopted a Directive that prohibuts

the transfer of personal data to countries that, 1n 1ts view, do not extend adequate privacy protection
to EU citizens

To ensure that differing privacy policies around the world do not impede the flow of data on
the Internet. the United States will engage 1ts key trading parners in discussions to build support for

industry-developed solutions to privacy problems and for market driven mechanisms to assure
customer satisfaction about how private data 1s handled

The United States will continue policy discussions with the EU nations and the European
Commussion to increase understanding about the U S approach to privacy and to assure that the
criteria they use for evaluating adequacy are sufficiently flexible to accommodate our approach
These discussions are led by the Department of Commerce, through NTIA, and the State
Department. and include the Executive Office of the President, the Treasury Department, the Federal
Trade Commussion (FTC) and other relevant federal agencies NTIA 1s also working with the private

sector to assess the impact that the implementation of the EU Directive could have on the United
States

The United States also will enter into a dialogue with trading partners on these issues through
existing bilateral fora as well as through regional fora such as the Asia Pacific Economic
Cooperation (APEC) forum, the Summut of the Americas, the North Amernican Free Trade Agreement
(NAFTA), and the Inter-Amencan Telecommunications Commission (CITEL) of the Organization of
American States, and broader multilateral organizations

The Administration considers data protection cnitically important We believe that private
efforts of industry working 1n cooperation with consumer groups are preferable to government

regulation, but if effective privacy protection cannot be provided in this way, we will reevaluate this
policy

6. SECURITY
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The GII must be secure and reliable If Internet users do not have confidence that their
communications and data are safe from unauthorized access or modification, they will be unlikely to
use the Internet on a routine basis for commerce

A secure GII requires

1 secure and rehable telecommunications networks,

L]

effective means for protecting the information systems attached to those networks,

3 effective means for authenticating and ensunng confidentiality of electronic information to
protect data from unauthonzed use, and

4 well traimned GII users who understand how to protect thetr systems and their data

There 1s no single "magic” technology or technique that can ensure that the GII will be secure
and reliable Accomplishing that goal requires a range of technologies (encryption, authentication,
password controls, firewalls, etc ) and effective, consistent use of those technologies, all suppored
globally by trustworthy key and security management infrastructures

Of particular importance 1s the development of trusted certification services that support the
digital signatures that will permit users to know whom they are communicating with on the Internet
Both signatures and confidentiality rely on the use of cryptographic keys To promote the growth of a
trusted electronic commerce environment, the Administration 1s encouraging the development of a

voluntary, market-driven key management infrastructure that will support authentication, integrity,
and confidentiality

Encry ption products protect the confidentiality of stored data and electronic communications
by making them unreadable without a decryption key But strong encryption 1s a double-edged
sword Law abiding citizens can use strong encryption to protect their trade secrets and personal
records But those trade secrets and personal records could be lost forever 1f the decrypt key 1s lost
Depending upon the value of the information, the loss could be quite substantial Encryption can also
be used by criminals and terrorists to reduce law enforcement capabilities to read their
communications Key recovery based encryption can help address some of these i1ssues

In promoting robust security needed for electronic commerce, the Administration has already
taken steps that will enable trust in encryption and provide the safeguards that users and society will
need The Administration, 1n partnership with mdustry, 1s taking steps to promote the development of
market-driven standards, public-key management infrastructure services and key recoverable
encrypion products Additionally, the Admimstration has hiberalized export controls for commercial
encryption products while protecting public safety and national security interests

The Administration 1s also working with Congress to ensure legislation is enacted that would
facilitate development of voluntary key management infrastructures and would govern the release of
recovery information to law enforcement officials pursuant to lawful authonty

The US government will work internationally to promote development of market- driven key
management infrastructure with key recovery Specifically, the U S has worked closely within the
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OECD to develop international guidelines for encryption policies and will continue to promote the

development of policies to provide a predictable and secure environment for global electronic
commerce

II1. Market Access Issues

7. TELECOMMUNICATIONS INFRASTRUCTURE AND INFORMATION
TECHNOLOGY

Global electronic commerce depends upon a modern, seamless, global telecommunications

network and upon the computers and "imformation appliances” that connect to 1t 8 Unfortunately, in
too many countries, telecommunications policies are hindering the development of advanced digital
networks Customers find that telecommunications services often are too expensive, bandwidth 1s too
limited. and services are unavailable or unrehable Likewise, many countrnies mamntain trade barners
to imported information technology, making it hard for both merchants and customers to purchase
the computers and information systems they need to participate m electronic commerce

In order to spur the removal of barrers, in March 1994, Vice President Gore spoke to the
World Telecommunications Development Conference 1n Buenos Aires He articulated several
principles that the U S believes should be the foundation for government policy, including

1 encouraging private sector investment by privatizing government-controlled
telecommunications companies,

[}

promoting and preserving competition by mtroducing competition to monopoly phone markets,

ensurnng interconnection at fair prices, opening markets to foreign investment, and enforcing
anti-trust safeguards,

(V3]

guaranteeing open access to networks on a non-discriminatory basis, so that GII users have
access to the broadest range of mformation and services, and

4 mplementing, by an independent regulator, pro-competitive and flexible regulation that keeps
pace with technological development 2

Domestically, the Admimstration recognizes that there are various constraints in the present
network that may impede the evolution of services requining higher bandwidth Administration
inatiatives mnclude Internet I, or Next Generation Internet In addition, the FCC has undertaken

several mitiatives designed to simulate bandwidth expansion, especially to residential and
small/home office customers

The goal of the United States will be to ensure that online service providers can reach end-
users on reasonable and nondiscniminatory terms and conditions Genuine market opening will lead

to increased competition, improved telecommunications mfrastructures, more customer choice,
lower prices and mncreased and improved services

Areas of concern include

o Leased lines Data networks of most online service providers are constructed with leased lines
that must be obtained from national telephone companies, often monopolies or governmental
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entiues In the absence of effective competition, telephone companies may impose artificially

mflated leased line prices and usage restrictions that impede the provision of service by online
service providers

s Local loops pricing To reach their subscribers, online service providers often have no choice
but to purchase local exchange services from monopoly or government-owned telephone

companies These services also are of'en priced at excessive rates, inflating the cost of data
services to customers

Interconnection and unbundling Online service providers must be able to interconnect with
the networks of incumbent telecommunication companies so that information can pass
seamlessly between all users of the network Monopolies or dominant telephone companies
often price interconnection well above cost, and refuse to interconnect because of alleged

concerns about "network compatibility” or "absence of need for other providers "

o Attaching equipment to the network Over the years, some telecommunication providers have
used their monopoly power to restrict the connection of communication or technology devices
to the network Even when the monopoly has been broken, a host of unnecessary burdensome

"type acceptance” practices have been used to retard competition and make 1t difficult for
consumers to connect

» Internet vorce and multimedia Officials of some nations claim that "real time" services
provided over the Internet are "like services” to traditionally regulated voice telephony and
broadcasting, and therefore should be subject to the same regulatory restrictions that apply to
those traditional services In some countries, these providers must be licensed, as a way to

control both the carnage and content offered Such an approach could hinder the development
of new technologies and new services

In addition, countries have different levels of telecommunications infrastructure development,
which may hinder the global provision and use of some Internet-based services The Administration
believes that the introduction of polictes promoting foreign investment, competition, regulatory

flexibility and open access will support infrastructure development and the creation of more data-
fnendly networks

To address these 1ssues, the Administration successfully concluded the WTO Basic
Telecommunications negotiations, which will ensure global competition 1n the provision of basic
telecommunication services and will address the many underlying issues affecting online service
providers During those negotiations, the U S succeeded 1n ensuring that new regulatory burdens

would not be imposed upon online service providers that would stifle the deployment of new
technologies and services

As the WTO Agreement is implemented, the Administration will seek to ensure that new rules
of competition 1n the global communications marketplace wall be technology neutral and will not
hinder the development of electronic commerce In particular, rules for licensing new technologies
and new services must be sufficiently flexible to accommodate the changing needs of consumers
while allowing governments to protect important public interest objectives like universal service In
this context, rules to promote such public interest objectives should not fall disproportionately on any
one segment of the telecommunications mdustry or on new entrants
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The Admimstration will also seek effective implementation of the Information Technology
Agreement concluded by the members of the WTO 1n March 1997, which 1s designed to remove
tanffs on almost all tvpes of information technology Building on this success, and with the
encouragement of U S companies, the administration 1s developing plans for ITA T, in which 1t will
to seek to remove remaining tanffs on, and existing non-tanff barriers to, information technology
goods and services In addition, the Admimistration 1s commutted to finding other ways to streamline
requirements to demonstrate product conformity, including through "Mutual Recognition

Agreements" (MRAS) that can eliminate the need for a single product to be certified by different
standards laboratories across national borders

Bilateral exchanges with individual foreign governments, regional fora such as APEC and
CITEL, and multilateral fora such as the OECD and ITU, and various other fora (: e international
alliances of private businesses, the International Organization of Standardization [ISO], the
International Electrotechnical Commission [IEC]), also will be used for international discussions on
telecommunication-related Internet 1ssues and removing trade barriers that inhibit the export of
information technology These 1ssues include the terms and conditions governing the exchange of
online traffic, addressing, and rehability In all fora, U S Government positions that might influence
Internet pnicing, service delivery options or technical standards will reflecs the principles eszablished

wn this paper and U S Government representatives will survey the work of their study groups to
ensure that this 1s the case

In addition, many Internet governance 1ssues will best be dealt with by means of private, open
standards processes and contracts involving participants from both government and the private

sector The US government will support industry mnitiatives aimed at achieving the important goals
outlined m this paper

8. CONTENT

The US government supports the broadest possible free flow of information across
mternational borders This mcludes most informa-ional matenal now accessible and transmited
through the Internet, including through World Wide Web pages, news and other information services,
virtual shopping malls, and entertainment features, such as audio and video products, and the arts

This principle extends to information created by commercial enterprises as well as by schools,
Iibranes. governments and other nonprofit entities

In contrast to traditional broadcast media, the Internet promises users greater opportunity to
shield themselves and their children from content they deem offensive or inappropriate New

technology, for example, may enable parents to block their children's access to sensitive information
or confine their children to pre-approved websites

To the extent, then, that effective filtering technology becomes available, content regulations
traditionally imposed on radio and television would not need to be applied to the Internet In fact,
unnecessary regulation could cripple the growth and diversity of the Internet

The Admimstration therefore supports industry self-regulation, adoption of competing ratings
systems, and development of easy-to-use technical solutions (e g, filtering technologies and age
verification systems) to assist in screening information online
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There are four prionty areas of concern

o Regulation of content Companies wishing to do business over the Internet, and to provide
access to the Internet (including U S onhine service providers with foreign affiliates or joint

ventures) are concerned about Liability based on the different policies of every country through
which their information may travel

Countries that are considering or have adopted laws to restrict access to certain types of
content through the Internet emphasize different concerns as a result of cultural, social, and

political difference These different laws can impede electronic commerce 1n the global
environment

The Administration 1s concerned about Internet regulation of this sort, and will develop an
informal dialogue with key trading partners on public policy 1ssues such as hate speech,
violence, sedition, pornography and other content to ensure that differences 1n national

regulation, especially those undertaken to foster cultural 1dentity, do not senn e as disguised
trade barners

o Foreign content quotas Some countries currently require that a specific proportion of
traditional broadcast transmission time be devoted to "domestically produced” content
Problems could anise on the Internet if the definition of "broadcasting” 1s changed to extend
these current regulations to "new services " Countries also might decide to regulate Internet

content and establish restrictions under administrative authonty, rather than under broadcast
regulatory s-ructures

The Administration will pursue a dialogue with other nations on how to promote content
diversity, including cultural and hingwstic diversity, withou- limiting content These
discussions could consider promotion of cultural identity through subsidy programs that rely
solely on general tax revenues and that are implemented m a nondiscriminatory manner

o Regulation of advertising Advertising will allow the new interactive media to offer more
affordable products and services to a wider, global audience Some countries stringently
restrict the language, amount, frequency, duration, and type of tele-shopping and advertising
spots used by adveruisers In principle, the United States does not favor such regula-ions While
recognizing legitimate cultural and social concerns, these concerns should not be invoked to
justify unnecessanly burdensome regulation of the Internet

There are laws 1n many countries around the world that require support for advertising claims
Advertising industry self-regulation also exists in many countnes around the globe Truthful

and accurate advertising should be the cornerstone of advertising on all media, including the
Internet

A strong body of cognitive and behavioral research demonstrates that children are particularly
vulnerable to advertising As a result, the U S has well established rules (self- regulatory and
otherwise) for protecting children from certain harmful advertising practices The
Admimistration will work with industry and childrens advocates to ensure that these
protections are translated to and implemented approprately 1n the online media environment

file //H \Encrypt ECOMM HTM 1011497



The rules of the "country-of-onigin" should serve as the basis for controlling Internet
advertising to alleviate national legislative roadblocks and trade barriers

« Regulanon to prevent fraud Recently, there have been a number of cases where fraudulent
information on companies and their stocks, and phony investment schemes have been
broadcast on the Internet The approprnate federal agencies (1 € , Federal Trade Commuission
and the Secunties and Exchange Commussion) are determining whether new regulations are
needed to prevent fraud over the Internet

In order to realize the commercial and cultural potential of the Internet, consumers must have
confidence that the goods and services offered are fairly represented, that they will get what
they pay for, and that recourse or redress will be available 1f they do not This 1s an area where
government action 1S appropriate

The Administration will explore opportunities for international cooperation to protect

consumers and to prosecute false, deceptive, and fraudulent commercial practices in
cyberspace

Federal agencies such as the Department of State, U S Trade Representative (USTR), the
Commerce Department (NTIA), the FTC, the Office of Consumer Affairs and others have already
engaged 1n efforts to promote such positions, through both bilateral and multilateral channels,
including through the OECD, the G-7 Information Society and Development Conference, the Latin
American Telecommunications Summuts, and the Summut of the Americas process, as well as APEC
Telecommunications Ministenials All agencies participating 1n such fora will focus on pragmatic
solutions based upon the principles 1n this paper to 1ssues related to content control

9. TECHNICAL STANDARDS

Standards are critical to the long term commercial success of the Internet as they can allow
products and services from different vendors to work together They also encourage competition and
reduce uncertainty 1n the global marketplace Premature standardization, however, can "lock 1n"
outdated technology Standards also can be employed as de fucto non-taniff trade barriers, to "lock
out” non-indigenous businesses from a particular national market

The United States believes that the marketplace, not governments, should determine technical
standards and other mechanisms for interoperability Technology 1s moving rapidly and government
attempts to establish technical standards to govern the Internet would only nisk inhibiting
technological innovation The United States considers 1t unwise and unnecessary for governments to

mandate standards for electronic commerce Rather, we urge industry dniven multilateral fora to
consider technical standards in this area

To ensure the growth of global electronic commerce over the Internet, standards will be
needed to assure reliability, interoperability, ease of use and scalability in areas such as

« electronic payments,

* securty (confidentiality, authentication, data integrity, access control, non-repudiation),
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¢ secunty services infrastructure (e g , public key certificate authorities.
¢ electronic copyright management systems.

¢ video and data-conferencing.

¢ high-speed network technologies (e g , Asynchronous Transfer Mode, Synchronous Digital
Hierarchy), and

o digital object and data interchange

There need not be one standard for every product or service associated with the GII, and
technical standards need not be mandated In some cases, multiple standards will compete for
marketplace acceptance In other cases, different standards will be used in different circumstances

The prevalence of voluntary standards on the Internet, and the medium's consensus- based
process of standards development and acceptance are stimulating its rapid growth These standards
flounish because of a non-bureaucratic system of development managed by technical practitioners
working through various organizations These organizations require demonstrated deployment of
systems incorporating a given standard prior to formal acceptance, but the process facilitates rapid
deployment of standards and can accommodate evolving standards as well Only a handful of
countries allow private sector standards development, most rely on government- mandated solutions,

causing these nations to fall behind the technological cutting edge and creating non-tanff trade
barriers

Numerous private sector bodies have contributed to the process of developing voluntary
standards that promote interoperability The United States has encouraged the development of
voluntary standards through private standards organizations, consortia, testbeds and R&D

activities 12 The U S government also has adopted a set of principles to promote acceptance of
domestic and international voluntary standards

While no formal government-sponsored negotiations are called for at this time, the United
States will use vanious fora (1 € , international alliances of private businesses, the International
Organization for Standardization [ISO], the International Electrotechnical Commission [IEC],
International Telecommunications Umon [ITU], etc ) to discourage the use of standards to erect
barriers to free trade on the developing GII The private sector should assert global leadership to
address standards setting needs The United States will work through intergovernmental
organizations as needed to monitor and support private sector leadership

A COORDINATED STRATEGY

The success of electronic commerce will require an effective partnership between the private
and public sectors, with the private sector in the lead Government participation must be coherent
and cautious, avoiding the contradictions and confusions that can sometimes arise when different
governmental agencies individually assert authornty too vigorously and operate without coordination

The variety of 1ssues being raised, the interaction among them, and the disparate fora in which
they are being addressed will necessitate a coordinated, targeted governmental approach to avoid
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mefficiencies and duplication in developing and reviewing policy

An interagency team will continue to meet 1n order to monutor progress and update this

strategy as events unfold Sufficient resources will be commutted to allow rapid and effective policy
implementation

The process of further developing and implementing the strategy set forth in this paper 1s as
important as the content of the paper itself The US Government will consult openly and often, with
groups representing industry, consumers and Internet users, Congress, state and local governments,

foreign governments, and international organizations as we seek to update and implement this paper
1n the coming years

Private sector leadership accounts for the explosive growth of the Internet today, and the
success of electronic commerce will depend on continued private sector leadership Accordingly, the
Admimnstration also will encourage the creation of private fora to take the lead 1n areas requiring
self-regulation such as privacy, content ratings, and consumer protection and 1n areas such as
standards development, commercial code, and fostering interoperability

The strategy outlined 1n this paper will be updated and new releases will be 1ssued as changes
in technology and the marketplace teach us more about how to set the optimal environment in which
electronic commerce and community can flounsh

There 1s a great opportunity for commercial activity on the Internet If the private sector and
governments act appropriately, this opportunitv can be realized for the benefit of all people

NOTES:

1 The Administration’s concept of the Global Information Infrastructure {GII) includes wired and
wireless networks, mmformation apphances such as computers, set-top boxes, video phones, and
personal digital assistants, all of the information, applications and services accessible over these
networks, and the skills required to build, design and use these information and communications
technologies The Internet 1s a global matrix of interconnected computer networks using the Internet
Protocol (IP) to communicate with each other For simplicity, the term "Internet” 1s used throughout
this paper to encompass all such data networks and hundreds of applications such as the World Wide
Web and e-mail that run on those networks, even though some electronic commerce activities may
take place on proprietary or other networks that are not technically part of the Intemet The term
“online service provider” is used to refer to companies and nongovernmental institutions such as

libraries and schools that provide access to the Internet and other online services, and groups that
create content that 1s delivered over those networks

2 The Administration has directed federal agencies to employ digital communications tools in their
day to day operations Examples include enabling students to apply for and receive federal college
loans online, automating and streamlining federal procurement or grant applications, and providing
small business owners with information and guidance about business opportunities overseas See

"Government Information Technology Board, Access America”, formalized by Executtve Order
Federal Information Technology (July 6, 1996)

3 "Bureau of Economic Analysis, U S Department of Commerce, Survey of Private Services
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Transactions” (Nov 1996) The estimate covers 1995 and does not include transactions between
affiliated companies, which could add as much as $47 billion 1n additional exports

4 Such commercial activity already has begun, with 1995 sales estimated at S200 million See
"American Electronics Association/American University, Internet Commerce” (Sept 1996)

5 Recogmizing the important role that government can play, the Admimstration already has provided
strong support for the development of the GIT In 1993, 1t 1ssued a report entitled "NII Agenda for

Action" The 1995 "GII Agenda for Cooperation" extended the vision of the National Information
Infrastructure (NII) to a global platform

6 E g,the Committee on Payments and Settlement Systems of the Bank for International
Settlements, the Basle Commuttee on Banking Supervision, and the Financial Action Task Force

7 NTIA concluded that opt-in consent (information cannot be used without the data subject’s explicit
authorization) 1s necessary for sensitive information, such as personally identifiable medical
information, and opt-out consent (information may be used if the data subject does not explicitly say
that 1t may not be used after meaningful notice) 1s sufficient for non-sensitive information Since

publishing 1ts report, NTIA has continued to investigate how the private sector can develop and
implement meaningful self-regulatory regimes

8 For purposes of this paper, the term "telecommumecations” encompasses voice telephony and data
services, including information access technology

9 These principles were elaborated in "Global Information Infrastructure An Agenda for
Cooperation,"” released by the Administration 1n February, 1995

10 Examples include government support for 6bone, an IPv6 testbed, DARPA's support for
CommerceNet, the World Wide Web Consortium, and research on multicast and quality of service,
NSF's support for the Lightweight Directory Access Protocol, and NIST's development of tools for
testing compliance with the Virtual Reality Modeling Language {VRML) standard

[
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Administration Statement on Commercial Encryption Policy

July 12, 1996

The Chinton Administration 1s proposing a framework that will encourage the use of strong
encryption in commerce and private communications while protecting the public safety and national

security It would be developed by industry and will be available for both domestic and 1nternational
use

The framework will permit U S 1industry to take advantage of advances in technology proneered 1n
this country, and to compete effectively in the rapidly changing international marketplace of
communications, computer networks, and software Retaming U S 1ndustry’s leadership 1n the global
mformation technology market 1s of longstanding importance to the Chnton Administration

The framework will ensure that everyone who communicates or stores information electronically can
protect his or her privacy from prving eves and ears as well as against theft of, or tamperning with,

their data The framework 1s voluntary, any Amernican will remain free to use any encryption system
domestically

The framework 1s based on a global key management infrastructure that supports digital signatures
and confidentiality Trusted private sector parties will verify digital signatures and also will hold
spare keys to confidenmial daza Those keys could be obtained only by persons or entities that have
lost the key to their own encrypted data, or by law enforcement officials acting under proper

authority It represents a flexible approach to expanding the use of strong encryption 1n the private
sector

This framework will encourage commerce both here and abroad It 1s similar to the approach other
countries are taking, and will permit nations to establish an internationally interoperable key
management infrastructure with rules for access appropnate to each country's needs and consistent
with law enforcement agreements Administration officials are currently working with other nations
to develop the framework for that infrastructure

In the expectation of industry action to develop this framework internationally. and recognizing that
this development will take time, the Administration intends to take action in the near term to
facilitate the transition to the key management infrastructure
The measures the Administration 1s considering include

1 Liberalizing export controls for certain commercial encryption products

2 Developing, in cooperation with industry, performance standards for key recovery

systems and products that will be eligible for general export licenses, and technical
standards for products the government will purchase

file /H \Encrypt KEYESC~1 HTM 10/21/97



A M — WL o

3 Launching several key recovery pilot projects i cooperation with mdustry and
mvolving international participation

4 Transferring export control junisdiction over encryption products for commercial use
from the Department of State to the Department of Commerce

Admimstration officials continue to discuss the details of these actions with experts from the
communications equipment, computer hardware and software industries, civil liberties groups and
other members of the public, to ensure that the final proposal balances industry actions towards the
proposed framework. short-term liberalization initiatives, and public safety concerns

The Administration does not support the bills pending 1n Congress that would decontrol the export of
commercial encryption products because of their serious negative impact on national security and
law enforcement Immediate export decontrol by the U S could also adversely affect the secunty

interests of our trading partners and lead them to control imports of U S commercial encryption
products

A Cabinet Commuttee continues to address the details of this proposal The Committee intends to
send detailed recommendations to the President by early September, including any recommendations
for legislation and Executive Orders The Commuttee comprises the Secretanes of State, Defense,
Commerce and Treasury, the Attorney General, the Directors of Central Intelligence and the Federal

Bureau of Investigation, and senior representatives from the Office of the Vice President, the Office
of Management and Budget, and the National Economic Council

US Cryptography Policy:
Why We Are Taking the Current Approach
July 12, 1996

We live 1n an age of electronic information Information technology 1s transforming society, creating
new businesses. new jobs and new careers The technology also creates new opportunities for crime,
and new problems 1n investigating and prosecuting crime As a result, electronic information, be 1t
corporate trade secrets. pre-release government crop statistics, or a patient's medical records, must

have strong protection from uninvited modifications of disclosure Cryptography enables that
protection

The United States 1s the world leader 1n information technology US firms continue to dominate the
US and global information systems market Retaming this leadership 1s important to our economic
security The Clinton Administration, through its National Information Infrastructure mitiative, has
long recognized that government has an important role as a facilitator and catalyst for the industry-
led transformation of the way we use computer and communications technology to work and hve

In particular, government has a strong interest in promoting the legitimate use of robust encryption to
support US 1nternational competitiveness, foster global electronic commerce, prevent computer
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cnme, and ensure that the information superhighway i1s a safe place to conduct one's business At the
same time, there 1s a growing recognition, affirmed most recently by the National Academy of
Science that the use of encryption to conceal 1llegitimate activities "poses a problem for society as a
whole, not just for law enforcement and national security “ In bnief, cnminals can use encryption to
frustrate legal wiretaps and render useless search warrants for stored electronic data We know of no
technical solution to the problems that would result from the global proliferation of strong
cryptography (see box) The implications of this are no small matter

Encrypted computer files have hampered the prosecution of child pornographers Militia groups
advise theirr members to use encryption to hide 1llicit weapons, financial, and other criminal
activities Aldrich Ames was mstructed by his Soviet handlers to encrypt computer files that he
passed to the Soviets And international terrorists and drug dealers increasmgly use encryption to
prevent law enforcement officials from reading their voice and data transmissions Grave cnimes,
such as a plot to shoot down several airliners over Chicago, have been foiled by the use of wiretaps
Had the FBI been unable to read those transmissions, however, a major tragedy might have ensued

No restrnictions apply to the US domestic use of cryptography, and the Admimstration has no plan to
seek restrictions Cryptography has long been controlled for export for national security reasons, so
as to keep 1t from getting into the hands of foreign governments But 1s has today become a dual-use
technology, and international businesses want to use the same security products both domestically

and abroad The Adminsstration 1s thus under strong pressure to provide relief from cryptography
export controls

For our cryptography policy to succeed, 1t must be aligned with commercial market forces and
operate on an international basis Further, 1t should preserve and extend the strong position that US
industry enjoys n the global information systems marketplace Accordingly, the US government 1s
working with US industry and our international trading partners on an approach that will protect
information used 1n legitimate activities, assure the continued safety of Americans from enemies

both foreign and domestic, and preserve the ability of the US information systems industry to
compete worldwide

Key Management and Recovery

A consensus 1s emerging around thé vision of a global cryptography system that permuts the use of
any encryption method the user chooses, with a stored key to unlock 1t when necessary The
encryption key would be provided voluntanly by a computer user to a trusted partv who holds 1t for
safe keeping This 1s what many people do with their house keys -- give them to a trusted neighbor
who can produce them when something unexpected goes wrong Businesses should find this
attractrve because they do not want to lock up information and throw away the key or give an
employee —- not the company -- control over company information An individual might also use this
service to ensure that she can retneve information stored years ago This will require a new
infrastructure, consisting of trusted parties who have defined responsibilities to key owners Under
law, these trusted emergency key recovery organizations would also respond in a imely manner to
authorized requests from law enforcement officials who required the key to decode information
lawfully obtained or seized from a subject of investigation or prosecution

The Federal government will use key recovery encryption on 1ts own computers because 1t makes
good management sense It would be 1rresponsible for agencies to store critical records without key

recovery, nisking the loss of the information for programmatic use and the inability to mvestigate and
prosecute fraud or misuse of the information
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A number of US and mternational companies are working with the US and other governments to
create a system of trusted parties who are certified to safeguard the keys In some cases,
organizations might guard their own keys In other cases, persons will use the key recovery services
provided by third parties, one of a suite of services that will include electronic directonies and
electronic "notanes” in support of online commerce Persons will be free to choose the type and
strength of encryption that provide the degree of secunty they believe appropnate for their use

Taken together, an overall key management infrastructure 1s needed to make electronic commerce
practical on a global scale

Some commercial products and services which provide emergency key recovery are already
available Testing and refinement 1s needed before a widespread, robust infrastructure 1s put 1n place
The US government 1s committed to supportlng the development of such a key management
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INIrasirucCure inrougil piiots and €Xper imental trials The State uepa; iment 1S expeuitmg the review
of several export license applications that test commercial key recovery on an international scale An
interagency working group 1s identifying several potential governmental uses of commercial
cryptography - both internal transactions and in communications with the public - where key
recovery can be tested A plan outlining these government tests will be available in August The

government will be purchasing key recovery products for 1ts own use, and will adopt a Federal
standard for evaluating such products to assure agency purchasers that the key recovery features
operate properly The Department of Commerce will be establishing an industry-led advisory

committee to make recommendations regarding such a standard this Summer

While we are open to other alternatives, a key recovery system 1s the only approach we know of that
accommodates all public safety interests And even 1t 1s imperfect Some people will not join
voluntary systems, preferring to run the nisk of losing their keys and being unable to recover their
encrypted information Although 1n some countries (e g , France) mandatory key escrowing is already
n effect, we are pursuing a market-driven approach in part because we hope and believe that key
recovery will develop as a cost-effective service in an electronic commerce infrastructure We are
encourage 1n this effort bv recent discussions we have had at the Crgamization for Economic
Cooperation and Development (OECD) that are leading to international cryptography management
principles which support key recovery

Export Controls

No matter how successful we are 1n realizing this vision, American users of computer technology are
demanding stronger encryption for international use now Although we do not control the use of
encryption within the US, we do, with some exceptions, limit the export of non-escrowed mass
market encryption to products using a key length of 40 bits (The length of the encryption key 1s one
way of measuring the strength of an encryption product Systems using longer keys are harder to
decrypt ) US industry asserts that 1t 1s losing overseas sales to i1ts European and Japanese competitors
because 1t cannot include stronger cryptography as a component of its commercial software and
hardware products It warns that loss of a significant share of the world information systems market
would cause sernious economic damage to the US economy, and could reduce the US government's
ability to mfluence the long term future of global cryptography It also argues that because customers
do not want to use one product in the US and a different one overseas, export controls are causing
US firms to provide an unsatisfactory level of protection to their electronic information, making
them vulnerable to industrial espionage by their competitors and foreign governments

While 40 bit encryption products are still strong enough for many uses, the Admimstration
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recognizes that some export liberalization may be useful to build support for a key management
regime Accordingly, we are actively considering measures that would provide limited, temporary
relief from cryptographic export controls in exchange for real, measurable commitments from
industry (e g, investments 1n products that support key recovery) toward the bwlding of a key
management infrastructure The liberalization proposals under discussion, which would continue the
current one-time review of products by the National Secunity Agency, include permitting products
using longer key lengths to be exported to specific industry sectors such as health care or insurance
(simular to current policy for the financial sector), allowing export of non-escrowed products to a hist
of trustworthy firms beyond those sectors, with provisions for monitoring comphiance to prevent
product diversion to other firms, export of cryptography-ready operating systems, and, most
dramatically, the transfer of jurisdiction over commercial encryption products from the State

Department's munitions list to the Commerce Department's list of dual-use technologies Our goal 1s
to obtain commitments from industry by the Fall

We must, however, be careful in any relaxation of controls Other governments' law enforcement and
national securnty needs to access matenal encrypted with US products could dnve them to erect trade
barmiers by imposing import controls on strong non-escrow encryption products In addition, we do
not want to do anything that would damage our own national securnity or public safety by spreading
unbreakable encryption, especially given the international nature of terronsm Even 40 bit
encryption, 1f widespread and not escrowed, defeats law enforcement

It 1s for these reasons that we oppose the legislation (S 1726) introduced in this Congress by Senator
Burns and co-sponsored by Senator Lott and former Senator Dole Although 1t contains some
provisions, such as the transfer of export control junisdiction for commercial cryptography to the
Commerce Department, with which we could agree if constructed with appropriate safeguards the

bill 1s unbalanced, and makes no effort to take into account the serious consequences of the
proliferation 1t would permit

The importance of the US information technology industry, the security stakes, and increasing
Congressional interest make 1t clear that there 1s an urgent need for clear pohicy and direction The
Admuinistration’s proposed approach 1s broadly consistent with industry suggestions and conclusions
reached by the National Academy of Sciences 1 1ts report That report recognizes the need to
address a complex mix of commercial and securty issues 1n a balanced manner We agree with that
need We also agree with the report's recommendation that export controls on encryption products
need to be relaxed but not eliminated, and are actively considering ways of providing short term
relief {We do not agree with the report's recommendation that we eliminate most controls on 56-bit
key length products ) Finally, we agree that key escrow is a promising but not fully tested solution,
and are promoting the kinds of testing the report recommends as a way of demonstrating the
solution’s viability while providing stronger encryption mternationally

We will continue discussion with industry, other members of the private sector, the Congress, and

governments at all levels to ammve at a solution that promotes a future of safe computing in a safe
society

Sidebar: Cracking Coded Messages

We should not underestimate how difficult 1s to decode encrypted electronic information One
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