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To the Reader

This technical report is based on the work of John Rockhart and his colleagues at the Center
for Information Systems Research (CISR) at the Massachusetts Institute of Technology in the
area of critical success factors and information systems planning.! In our research at the
Software Engineering Institute (SEI) in the areas of enterprise security management and en-
terprise resiliency, we found broad applicability of Rockhartis concepts as an important tool
in developing and deploying an effective approach to security management. The use of
Rockhartis concepts for this purpose forms the basis of this technical report.

In this report, we introduce readers to the critical success factors (CSFs) concept and a corre-
sponding method for developing a working set of CSFs that we developed at the SEI. More
importantly, we discuss our use of CSFs as a means for framing and focusing the security
strategy, goals, and activities of an organization. For background, the history and early uses
of the critical success factor method in the field of information systems planning are pre-
sented. With regard to enterprise security management and enterprise resiliency, we discuss
our recent application of the CSF method in fieldwork with customers using the Operation-
ally Critical Threat, Asset, and Vulnerability Evaluation®™ (OCTAVE®) risk assessment meth-
odology. The high-level steps we defined and applied to develop CSFs for these customers
are codified in this report for further application and research. Finally, we discuss other ways
in which the CSF method can be a powerful guiding and directing activity for the definition
and improvement of enterprise security management processes and practices in organizations.

Depending on your level of familiarity with the concept of critical success factors, there are
several ways to make effective use of the material presented in this report. To facilitate your
use of this material, we suggest the following:

e If you have no familiarity with the concept of critical success factors or the work of John
Rockhart, you should read each of the sections of this report in numerical sequence.

e If you are already familiar with the concept of critical success factors and are interested
in our application of CSFs in the areas of enterprise security management and enterprise
resiliency, you should begin reading this report at Chapter 5, 1 Applying CSFs,1 and con-

Rockhartis concepts are documented in i A Primer on Critical Success Factors,i published by the
Center for Information Systems Research in June 1981 [Rockhart 81]. Our use of this material as
the basis of our research has been granted by permission of the author.

Operationally Critical Threat, Asset, and Vulnerability Evaluation is a service mark of Carnegie
Mellon University.

OCTAVE is registered in the U.S. Patent and Trademark Office by Carnegie Mellon University.

SM
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tinue with Appendices B and C, which describe our field experience using CSFs in cus-
tomer engagements.

e Finally, if you have familiarity with CSFs and are interested in obtaining a systematic
method for developing a set of CSFs, refer directly to Appendix A, i CSF Method De-
scription.i

However you decide to read this technical report, it is our hope that you will see the potential
benefits of deriving and applying critical success factors in your organization and will realize
improvement in developing and deploying your organizational security strategy through this
simple, yet powerful concept.

viii CMU/SEI-2004-TR-010



Acknowledgements

The authors would like to thank members of the Survivable Enterprise Management team of
the Networked Systems Survivability Program who helped in the production of this report by
applying the CSF method in fieldwork with customers and graciously sharing their experi-
ences with us.

The authors would also like to thank Julia Allen of the Practices, Development, and Training
team for her review of this material and her considerable feedback. We appreciate her sup-
port and willingness to explore these emerging ideas with us.

We are also grateful to David Biber for his extensive work in creating the graphics that so
appropriately illustrate our thoughts and concepts and to Pamela Curtis for her careful editing
of this report.

We would also like to thank our sponsors for their support of this work. It has already had
great impact on our customersi ability to improve their security programs and in our ability to
transition new technologies in the area of enterprise security management and enterprise re-
siliency.

Last, but certainly not least, we would like to thank John Rockhart, whose work in the area of
critical success factors is still viable today. His work improved information systems planning
for many organizations, and we hope that our application of CSFs will have the same impact
in the field of information security and enterprise security management.

CMU/SEI-2004-TR-010 ix



CMU/SEI-2004-TR-010



Abstract

Every organization has a mission that describes why it exists (its purpose) and where it in-
tends to go (its direction). The mission reflects the organizationis unique values and vision.
Achieving the mission takes the participation and skill of the entire organization. The goals
and objectives of every staff member must be aimed toward the mission. However, achieving
goals and objectives is not enough. The organization must perform well in key areas on a
consistent basis to achieve the mission. These key areasé unique to the organization and the
industry in which it competes6 can be defined as the organizationis critical success factors.

The critical success factor method is a means for identifying these important elements of suc-
cess. It was originally developed to align information technology planning with the strategic
direction of an organization. However, in research and fieldwork undertaken by members of
the Survivable Enterprise Management (SEM) team at the Software Engineering Institute, it
has shown promise in helping organizations guide, direct, and prioritize their activities for
developing security strategies and managing security across their enterprises. This report de-
scribes the critical success factor method and presents the SEM teamis theories and experi-
ence in applying it to enterprise security management.

CMU/SEI-2004-TR-010 xi
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1 Introduction

An organization® primarily exists to serve its stakeholdersé the customers, employees, busi-
ness partners, shareholders, and communities that benefit from the organizationis existence
and growth. The organizationis mission embodies this focus by stating the organizationis
purpose, vision, and values. Stakeholders are best served when an organization operates in a
manner that ensures the mission is accomplished.

Accomplishing the mission in a logical and systematic way requires the organization to de-
velop a strategy. The strategy encompasses a set of goals or targets that the organization must
achieve in a specific period of time. These goals are transformed into lower level tactical
plans and activities to be carried out at various levels throughout the organization. This proc-
ess of strategic planning provides a means for ensuring that the entire organization is focused
on a shared purpose and vision.

Strategic goals/objectives

Strategic l—T I T—l
 Operational

Operational goals Operational goals Operational goals

Operational activities

Figure 1: Strategic Planning in Organizations

It is our intention to apply the term iorganizationi in this report universally to i for-profiti and
inon-profiti organizations. While the bottom-line objectives may be different, we find no useful
distinction between these types of organizations6é both are in operation to accomplish a specific
mission.

CMU/SEI-2004-TR-010 1



However, setting goals and developing plans to achieve them is only one factor in accom-
plishing the organizationis mission. The organization must also perform well in a few key
areas that are unique to its mission and to the industry in which it operates. In fact, failure to
perform well in these areas may be a major barrier to achieving goals. These key areas can
be described as a set of critical success factors6 the limited number of areas in which satis-
factory results will ensure competitive performance for the organization and enable it to
achieve its mission [Rockhart 79].

1.1 Critical Success Factors

Critical success factors (CSFs) define key areas of performance that are essential for the or-
ganization to accomplish its mission. Managers implicitly know and consider these key areas
when they set goals and as they direct operational activities and tasks that are important to
achieving goals. However, when these key areas of performance are made explicit, they pro-
vide a common point of reference for the entire organization. Thus, any activity or initiative
that the organization undertakes must ensure consistently high performance in these key ar-
eas; otherwise, the organization may not be able to achieve its goals and consequently may
fail to accomplish its mission.

1.2 Enterprise Security Management

Managing security’ across an enterprise is one of the many business problems that organiza-
tions must solve in order to accomplish their missions. Regardless of what organizational
assets are to be secured6 information or technical assets, physical plant, or personnel6 the
organization must have a security strategy that can be implemented, measured, and revised as
the business climate and operational environment change. In the long run, the effectiveness
of the security strategy depends on how well it is aligned with and supports the organizationis
business drivers:* mission, business strategy, and CSFs.

Managing security broadly refers to the process of developing, implementing, and monitoring an
organizationis security strategy, goals, and activities.

Throughout this document we use the term 1business driversi to collectively represent the organi-
zationis mission, values, and purpose; its goals and objectives; and its critical success factors.

2 CMU/SEI-2004-TR-010



Organizational ) Security strategy
strategic plan i

Aligns with

Operational activities 7 . B Security activities
) Supports

Figure 2: Alignment of Strategic Plan and Security Strategy
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2 Background

The work of the Survivable Enterprise Management (SEM) team of the Networked Systems
Survivability (NSS) program at the Carnegie Mellon® Software Engineering Institute (SEI) is
focused on helping organizations improve their capabilities for managing security across their
enterprises. A primary objective of this work is to establish strategic planning and risk man-
agement as essential components of a security management program.

In this section, we document some of the lessons learned from our development and field-
work efforts. In addition, we introduce the use of CSFs as an important element of an or-
ganizationis strategic plan for security.

2.1 Lessons from OCTAVE

One of the primary functions of executive-level management’ is to manage risk across the
organization. An organizationis security strategy and goals must be framed in the context of
risk to get the attention of executive-level management. Only those risks to critical assets
that threaten the accomplishment of the mission are worth executive-level managementis at-
tention, and then only if the organization would be significantly impacted if the risks are real-
ized.

A risk-based approach to security strategy and management enables organizations to direct
their limited resources to the operational areas and critical assets that most need to be pro-
tected. Risks to operational areas and assets that can directly affect the organizationis ability
to accomplish its mission must be identified, analyzed, and mitigated. This perspective of

i focusing on the critical few1 is a foundation of the OCTAVE information security risk as-
sessment methodology [Alberts 01].

In OCTAVE, this principle is put into practice by creating an assessment team that is com-
posed of personnel from the organization who understand the organizationis unique business
drivers and conditions. Implicitly, these personnel are likely to consider the organizationis

Carnegie Mellon is registered with the U.S. Patent and Trademark Office.

In this report, term executive-level management is intended to refer to those personnel in C-level
(e.g., CEO) positions, as well as their first-level senior managers (vice-presidents, executive direc-
tors, etc.). These personnel are involved in the organizationis strategic planning process and are
responsible for setting the direction and course for the organization.

CMU/SEI-2004-TR-010 5



mission when they decide which operational areas and assets to include in the risk assessment
activity.

Identifying and focusing on the most important operational areas and assets is perhaps the
most important activity that an organization performs when deploying a risk-based approach
to security. However, as we have learned in our fieldwork with the OCTAVE method, this
can be a difficult task in a large, complex organization particularly because there may be nu-
merous operational areas from which to choose, each with its own set of important assets. An
analysis team must apply their judgment in selecting the right areas and assets, and must en-
sure that their selection aligns with the business drivers of the organization. Failure to select
(and validate) the right operational areas and assets can significantly diminish the value of a
risk-based approach to security.

2.2 Challenges for Security Management

In the past three years, our research, fieldwork, and classroom interaction has provided much
data regarding the challenges and barriers that organizations face in making the transition
from vulnerability-based® to risk-based approaches to security management. Overall, we
have observed that many organizations understand clearly that success depends on gaining
the sponsorship of executive-level management and aligning security goals with the mission,
goals, and objectives of the organization. In this way, security goals become an enabler of
the organizationis mission or strategy, rather than a burden or expense. However, our experi-
ence suggests that many organizations are ill-equipped to define their security goals, let alone
to make an explicit connection between their security goals and the strategic drivers’ of the
organization.

This is not unlike a similar challenge that has been faced by information technology (IT) de-
partments in organizations. The acceptance of the position of chief information officer (CIO)
as a legitimate executive-level partner to the chief executive officer (CEO) and chief financial
officer (CFO) has been a more recent accomplishment in many organizations. Legitimizing
this position causes the IT department to become a strategic partner of the organization, help-
ing it achieve its mission more efficiently and effectively. Many well-known organizations
have indeed proven their ability to be competitive, to grow, and to accomplish their missions
through innovative and strategic uses of technology.

We describe a i vulnerability-basedi approach to security as one in which the primary focus is to
react to vulnerabilities (such as viruses or intrusions) as they are identified, rather than to take a
proactive, strategy-driven approach to security. Vulnerability management is an important part of
managing security but rarely is sufficient alone for securing a large organization or enterprise.

In this report, the term i strategic driversi is used to refer to the important components of an or-
ganizationis strategic plan: mission, objectives, goals, and critical success factors. These drivers
may sometimes be referred to as ibusiness driversi or iorganizational drivers.i

6 CMU/SEI-2004-TR-010



In the same way, an organizationis security strategy must align with and enable its organiza-
tional strategy. But, with the increasing dependence of the organizationis mission on infor-
mation technology, security strategy must also ensure that the organization is resilient against
attacks, particularly on technology, that could disable the mission.

Our conclusion is that a strong partnership is lacking between executive-level management
and the parts of the organization responsible for setting and implementing security strategy.
To assist our customers with this challenge, we began to search for ways that could aid in
making this connection more explicit.

2.3 Addressing Challenges with CSFs

One of the ways in which IT departments have addressed these challenges (as early as the
1970s) is by involving the organization at large in their strategic planning process. This
processd known by many names, such as business systems planning6 explicitly takes into
consideration the organizationis key business processes and data to determine the technology
needs of the organization. To further determine priority, these efforts also frequently include
a direction-setting activity such as the development of CSFs. If the organizationis accom-
plishment of the mission is tightly linked to its performance in a few key areas and the tech-
nology plan is based on enabling high performance in these same areas, the plan can enable
the mission.

We drew upon the broad experience of the SEM team to address similar challenges for secu-
rity management. At least one SEM team member had previously used CSFs in the devel-
opment of an information technology plan. Other team members were also familiar with
CSFs, and thus we began to explore the CSF method as a possible way to help our customers
improve the focus of their security efforts. We began our investigation of the method specifi-
cally in response to the increasing number of questions and concerns of customers in their
attempt to develop a scope for their risk assessment activitiesd selecting the right operational
areas and critical assets to focus on. In our fieldwork, we also observed the value of the
method for security management and strategy and goal development.

CMU/SEI-2004-TR-010 7
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3 History of the CSF Method

The concept of identifying and applying CSFs to business problems is not a revolutionary
new field of work. It dates back to the original concept of i success factorsi put forth in man-
agement literature by D. Ronald Daniel in the 1960s.® However, the CSF concepts and ap-
proach are still very powerful today and are applicable to many of the challenges being pre-
sented in the information technology and security fields.

3.1 Beginnings

In the late 1970s and early 1980s, organizations found themselves in the midst of an informa-
tion revolution. The growth of information systems in organizations resulted in the produc-
tion of significant amounts of information for analysis and decision making. The advent of
the personal computer and the evolution of the field of information i systemsi to information
itechnologyl were indicators that the information explosion would continue.

John F. Rockhart, of MITis Sloan School of Management, recognized the challenge that the
onslaught of information presented to senior executives. In spite of the availability of more
information, research showed that senior executives still lacked the information essential to
make the kinds of decisions necessary to manage the enterprise [Dobbins 98]. As a result,
Rockhartis team concentrated on developing an approach to help executives clearly identify
and define their information needs.

Rockhartis team expanded on the work of Daniel to develop the CSF approach. Daniel sug-
gested that, to be effective in avoiding information overload, an organizationis information
systems must focus on factors that determine organizational success [Rockhart 79]. For ex-
ample, in the automotive industry, Rockhart suggested that styling, an efficient dealer organi-
zation, and tight control of manufacturing costs are important success factors [Rockhart 79].
Using success factors as a filter, management could then identify the information that was
most important to making critical enterprise decisions. Accordingly, the underlying premise
is that decisions made in this manner should be more effective because they are based on data
that is specifically linked to the organizationis success factors.

¥ Danielis concepts are described in i Management Information Crisis,i Harvard Business Review,

September-October 1961.

CMU/SEI-2004-TR-010 9



In 1981, Rockhart codified an approach that embodied the principles of success factors as a
way to systematically identify the information needs of executives. This work, presented in

i A Primer on Critical Success Factors,i detailed the steps necessary to collect and analyze
data for the creation of a set of organizational CSFs [Rockhart 81]. This document is widely
considered to be the earliest description of the CSF approach. Our interpretation and applica-
tion of Rockhartis approach, as documented in this report, is largely based on this description.

3.2 Evolution of the CSF Method

Most of the work in success factors performed by Rockhart and Daniel was focused on refin-
ing the information needs of executives. However, as a logical outgrowth of this work,
Rockhart hinted at the usefulness of the method as a component of strategic planning for in-
formation systems or technology [Rockhart 81]. The CSF method has found its way into
many formalized information or business systems and technology planning methodologies
that are still being used today.

The CSF method and the analysis of CSFs have been used in many ways outside of the in-
formation technology planning arena. In their research on the use of CSFs in federal gov-
ernment program management, James Dobbins and Richard Donnelly [Dobbins 98] identify
uses of CSFs to

e identify the key concerns of senior management
e assist in the development of strategic plans

e identify key focus areas in each stage of a project life cycle and the major causes of pro-
ject failure

e cvaluate the reliability of an information system

e identify business threats and opportunities

e measure the productivity of people

While this is not an exhaustive list of the ways in which Rockhartis original work has been
applied, it suggests the broad applicability of the method. It speaks to the use of CSFs as a

way for organizations to focus and validate many of the important activities they perform to
accomplish their missions.

10 CMU/SEI-2004-TR-010



4 A CSF Primer

CSFs are an explicit representation of the key performance areas of an organization. In this
context, CSFs define those sustaining activities that an organization must perform well over
time to accomplish its mission. They are found at every level of management, from execu-
tive to line management. Each organization also has a set of CSFs that it inherits from the
particular industry in which it operates.

To apply the CSF method and to use CSFs as an analysis tool, it is important to understand
how they relate to the organizationis strategic drivers and competitive environment. This
section provides a foundation for understanding CSFs and defines these important relation-
ships.

4.1 CSFs Defined

The term i critical success factori has been adapted for many different uses. Familiarity with
the term is often presented in the context of a project or an initiative (i.e., the CSFs for the
implementation of an ERP system or the deployment of a diversity program). In this context,
CSFs describe the underlying or guiding principles of an effort that must be regarded to en-
sure that it is successful.

A slight distinction must be made when considering CSFs as a strategic driver at the organ-
izational or enterprise level (as is done in this report). In this context, CSFs are more than
just guiding principles; instead, they are considered to be an important component of a strate-
gic plan that must be achieved in addition to the organizationis goals and objectives. While
this distinction is subtle, it is intended to point out that an organizationis CSFs are not just to
be ikept in mindi ; their successful execution must drive the organization toward accomplish-
ing its mission.

Many definitions of a CSF at the strategic planning level have already been provided in this
report. In his seminal work on CSFs, Rockhart provides a useful summary of similar but dis-
tinct definitions [Rockhart 81]:

e key areas of activity in which favorable results are absolutely necessary to reach goals

This section relies heavily on the description of CSFs as documented in the original primer by
John Rockhart and Christine Bullen [Rockhart 81]. Their work is still widely recognized as the
initial definition of CSFs and the CSF approach.
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e key areas where things must go right for the business to flourish
e ifactorsi that are icriticali to the isuccessi of the organization

e key areas of activities that should receive constant and careful attention from manage-
ment

e arelatively small number of truly important matters on which a manager should focus
attention

The fact that CSFs can be defined in so many different ways speaks to their elusive nature.
Managers generally recognize their CSFs (and the organizationis) when they see or hear
them, but may be unable to clearly and concisely articulate them or appreciate their impor-
tance. In fact, most managers are aware of the variables they must manage to be successful,
yet only when problems arise and root causes are identified are these variables made explicit.
For example, suppose an organization finds an alarming number of duplicate payments to
vendors. They might conclude that this problem is related to poor staff training or high levels
of staff turnover. As a result, the effective management of human resources (attracting, train-
ing, retaining) might be identified as an important factor that can impede the achievement of
their strategic goals. In the process, they have explicitly defined a CSF for the organization.

CSFs are powerful because they make explicit those things that a manager intuitively, repeat-
edly, and even perhaps accidentally knows and does (or should do) to stay competitive.
However, when made explicit, a CSF can tap the intuition of a good manager and make it
available to guide and direct the organization toward accomplishing its mission.

4.2 Goals Versus CSFs

In traditional strategic planning and management, the definition of a goal or an objective is
fairly well known; however, defining a CSF is much less clear [Rockhart 81]. Thus, CSFs
are often confused with organizational goals. For the purpose of this report, we define organ-
izational goals as targets that are established to achieve the organizationis mission. They are
very specific'® as to what must be achieved, when it is to be achieved, and by whom. Effec-
tive goals have a quantitative element that is measurable to determine if the goal has been
achieved. Goals can be decomposed into operational activities to be performed throughout
the organization.

Goals should be S.M.A.R.T.6 specific, measurable, achievable, realistic, and tangibled to be ef-
fective. Goals that do not have this level of specificity can easily become confused with critical
success factors. More information about the S.M.A.R.T approach to goal setting can be found in
Attitude is Everything! by Paul J. Meyer [Meyer 04] or online at http://www.topachievement.com
/smart.html.
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Figure 3: Goals vs. CSFs

Goals and CSFs go hand-in-hand. Both are needed to accomplish the organizationis mission,
and neither can be ignored without affecting the other. Because they are both integral parts of
an organizationis strategic plan, their relationship must be considered. For example, a person
might have a goal of losing 10 pounds by the end of the year. To achieve this goal, the person
would have to be mindful of a few key factorsé improving his or her diet and nutrition, exer-
cising regularly, and avoiding tempting social gatherings. Careful attention to these key fac-
tors will enable the person to achieve the goal of losing 10 pounds; conversely, inattention to
these factors will inhibit achievement of the goal.

4.2.1 Relationship Between Goals and CSFs

The strong relationship between goals and CSFs results from the fact that managers are the
origin of both goals and CSFs. When managers set goals, they also implicitly consider what
they need to do to be successful at achieving the goals. Thus, it is likely that managers con-
sciously consider their CSFs during goal setting and consequently create the bond between
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goals and CSFs that is needed to contribute to accomplishing the organizationis mission. In
this way, the influence of CSFs on goal achievement is made explicit, even if the actual CSFs
are not. Organizations that have been successful at achieving their goals have also likely
achieved their CSFs, albeit in a less observable way. Thus, goals sometimes resemble CSFs
because they embody the importance of a key performance area.

Usually a goal is immediately discernible from a CSF because of its specificity. A CSF for
the organization may be more general and is likely to be related to more than one goal. Con-
sider the following goals for a large manufacturing company:

e Increase sales in our Northeast division by 10% by 2™ quarter, 2004.
e Decrease travel expenses by 5% in the next 30 days.
e Expand product line to include widgets and gadgets.

e Increase expansion by opening at least two retail stores in at least two European markets
by 3™ quarter 2006.

The first goal might be commonly found in many commercial organizations: to achieve a
10% increase in sales in a divisional unit. To achieve this goal, the manufacturing company
is stating an implicit dependence on the organizationis ability to perform well in a few key
areas. While the goal is simple, it reflects many key underlying assumptions or conditions.
Implicitly, this goal states that

e The growth of the company is dependent on the organizationis capability for increasing
sales.

e Sales staff must be empowered and enabled to meet the challenge of attaining an increase
of 10%.

e The company must act quickly because it needs to retain and grow its market share in the
Northeast as other competitors ramp up.

e The Northeast division is an important area in which sales expansion brings the company
a competitive advantage.

These assumptions or conditions embody CSFs that are directly related to the potential suc-
cess in achieving the goal. For example, consider the following dependencies between the
goal, underlying assumptions and conditions, and CSFs:
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Continuously improve
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Figure 4: Relationship Between Goals and CSFs

The importance of the CSFs in helping the manufacturing company achieve its goals cannot
be overstated. In this example, at least one of the CSFsé attract, train, and retain competent
sales staffo is vitally important if the company wants to achieve the goal of attaining a 10%
increase in sales. If the company fails to consistently retain qualified sales staff, the goal can-
not be achieved, and in the long run, the manufacturing companyis mission may be in jeop-
ardy.

4.2.2 Cardinality'' Between Goals and CSFs

As illustrated above, an organizational goal may be related to more than one CSF to be
achieved. Conversely, a CSF may influence or affect the achievement of several different
goals. The potential many-to-many relationship between goals and CSFs is indicative of
their interdependent nature and the importance of CSFs in helping the organization accom-
plish its mission.

4.2.3 The Superiority of CSFs Over Goals

Goals alone can be an unreliable predictor of an organizationis ability to successfully accom-
plish its mission. This is because goal-setting in many organizations is at best a subjective
exercise and often is strongly influenced by or derived from a performance management sys-
tem rather than a strategic planning exercise. Often, goals are set with an eye to their

""" Cardinality refers to the extent of the relationship between two entities. A useful definition in the

context of CSFs is ia business rule specifying how many times an entity can be related to another
entity in a given relationship.i (This definition can be found at http://www.vertaasis.com.)
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achievability rather than how they contribute to accomplishing the mission. For example, an
organization may realize that it is failing to accomplish its mission even though it has suc-
cessfully achieved its goals. This can occur because the goals have not been aligned with the
organizationis strategic plan; thus their achievement does not propel the organization for-
ward.

On the other hand, CSFs are less likely to be biased toward achievement. While CSFs are
derived from and reflect the considerations of management, they are also inherited by the
organization from the industry in which it operates, its position relative to peer organizations,
and the effects of the current operating climate and environment. As a result, even though an
organization may not achieve its goals, achieving CSFs may still get the organization closer
to accomplishing the mission. Organizations that have achieved their goals but failed at their
missions may have ignored the achievement of their CSFs.

The connection between an organizationis operating environment and CSFs make them col-
lectively more reliable as a predictor of the organizationis capabilities for accomplishing the
mission. To further develop this assertion, it is useful to explore the various sources of CSFs
in more detail.

4.3 Sources of CSFs

CSFs are generally described within the sphere of influence of a particular manager. But
there are many levels of management in a typical organization, each of which may have
vastly different operating environments. For example, executive-level managers may be fo-
cused on the external environment in which their organizations live, compete, and thrive. In
contrast, line-level managers may be concerned with the operational details of the organiza-
tion and therefore are focused on what they need to do to achieve their internal, operational
goals. Because of these different operational domains, the CSFs for the organization will
come from many different sources. All are important for the organization as a whole to ac-
complish its mission, regardless of their source.

Rockhart defined five specific sources or types of CSFs'? for the organization as follows:
[Rockhart 81]

e the industry in which the organization competes or exists
e an understanding of the organizationis peers

e the general business climate or organizational environment

In our application of the CSF method to security activities, we did not concern ourselves specifi-
cally with ensuring that CSFs were identified in each of Rockhartis categories. However, consid-
eration of each of these categories makes a set of CSFs more robust and representative of all of the
various operating domains of an organization.
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e problems, barriers, or challenges to the organization

e layers of management

To provide an accurate picture of an organizationis overall key performance areas, it is im-
portant to identify CSFs from each of these sources. However, as we found in our use of the
CSF method, deriving CSFs at the highest levels of the organization tends to bring an accept-
able mix of CSFs from many of these sources, so long as a broad cross section of manage-
ment is represented in the process.

Each source of CSF and its importance to understanding the organizationis key performance
areas is discussed in more detail in the following sections.

4.3.1 Industry CSFs

Every organization inherits a particular set of operating conditions and challenges that are
inherent to the industry (or segment of the industry) in which it chose to do business. This
results in a unique set of CSFs that organizations in a particular industry must achieve to
maintain or increase their competitive positions, achieve their goals, and accomplish their
missions. For example, consider an organization in the airline industry. As a member of this
industry, the organization inherits CSFs such as ideliver on-time servicel or i move away
from the hub-and-spoke system.i Failure to achieve these CSFs may render the organization
unable to stay competitive in its industry and may ultimately result in its exit.

_ Industry CSFs:

Reduce cost per
passenger mile.

Deliver on-time service.

Monitor the legal and
regulatory environment.

Figure 5: Example of Industry CSFs for an Airline

Industry CSFs do not necessarily apply only to a commercial or profit-oriented mission. In
reality, the concept of industry CSFs can apply to organizations that have a commercial, edu-
cational, public-service, or non-profit orientation. Thus the term iindustryi in this context
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describes an organization whose purpose, vision, and mission is typically similar to those of
its peers.

4.3.2 Competitive-Position or Peer CSFs

Peer-group CSFs are a further delineation of industry-based CSFs. They define those CSFs
that are specific to the organizationis unique position relative to their peer group in the indus-
try in which they operate or compete. For example, an organization may be a leader or a lag-
gard in a particular industry. If they are a leader, they may have CSFs that are aimed at en-
suring they maintain or increase their market share against other organizations in the industry.
On the other hand, if considered a laggard, the organization may have specific CSFs aimed at
closing the gap and improving their competitive position relative to other organizations in
their industry. In the case of the airline, an example of a peer-group CSF may be to ireduce
cost per passenger milei or iincrease code share partnerships.i These CSFs may be neces-
sary for the company to increase market share in new geographical areas and to maintain or
increase their competitive positions.

_ Industry CSFs: \ Peer CSFs:

Deliver on-time service. Continually reduce cost

Move away from hub- per passenger mile.

and-spoke system. Attract merger
opportunities.

Monitor the legal and
regulatory environment. Increase code share
partnerships.

- g =

Figure 6: Example of Peer CSFs for an Airline

4.3.3 Environmental CSFs

To be successful, an organization must be mindful of the macro environment in which it op-
erates. A closed organizationd one that does not fully interact with its external environ-
mentd cannot survive in the long term. As a result, an organization must acknowledge the

18 CMU/SEI-2004-TR-010



environmental factors that can affect its ability to accomplish its mission. Environmental
CSFs reflect the environmental factors over which the organization has very little control or
ability to actively manage. By making these factors explicit, the organization can at least be
mindful of them and actively monitor their performance relative to them.

Environmental CSFs describe such conditions as current socio-political issues, the industryis
regulatory environment, and factors such as seasonality. For example, the airline industry has
been dramatically affected by terrorist activities, which have forced changes in airport opera-
tions and scheduling and have brought about new regulations with which airlines must com-
ply. Unfortunately, airlines have very little control over this problem.

_ Industry CSFs: \ Peer CSFs:
Deliver on-time service. Continually reduce cost
Move away from hub- per passenger mile.
and-spoke system. Attract merger
Monitor the legal and opportunities.
regulatory environment. Increase code share
partnerships.
, ‘ N b
) .
! Enterprise CSFs [
LY F !

' Environmental CSFs:

Address the effects of
terrorism.

Enhance relationships
with new labor leadership.

Figure 7: Example of Environmental CSFs for an Airline

4.3.4 Temporal CSFs

CSFs are tied to the long-term planning horizon of an organization. Over the strategic plan-
ning period the organizationis CSFs may remain fairly constant, adjusted only when the or-
ganization makes major changes, such as changing its mission or the industry in which it
competes. However, at one time or another, every organization encounters temporary condi-
tions or situations that must be managed for a specific period of time, while continuing to
maintain its performance in all other areas. These temporary conditions or situations can re-
sult in temporal CSFsé areas in which the organization must temporarily perform satisfacto-
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rily in order to ensure that its ability to accomplish its mission is not impeded. For example,
the following conditions can create temporal CSFs:

e threats that have been identified through SWOT"? analysis
e temporary operating conditions, such as high inventory levels that must be reduced

e extreme changes in the organizationis industry, such as the effect of the 9-11 terrorist at-
tacks on the airline and travel industries

e barriers to entry to a new market or a new industry that arise when the organization takes
on a new strategic direction

e temporary environmental factors, such as war, extreme weather, loss of key employees

e process or production problems that cause temporary changes in the organizationis ability
to produce its primary products or services

e lawsuits or legal actions brought against the organization that must be managed as a
course of business until resolved

Keep in mind that a temporal CSF may be an indication of a permanent change in the organi-
zationis industry, operating environment, or competitive position and as a result may be
adopted as a long-term organizational CSF because of its strategic importance.

" SWOT analysis is a commonly used strategic planning technique. It identifies the organizationis

strengths, weaknesses, opportunities, and threats that should be considered in developing a strate-
gic plan.
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( Industry CSFs: _ ( Peer CSFs:

Deliver on-time service. Continually reduce cost

Move away from hub- per passenger mile.

and-spoke system. Attract merger

Monitor the legal and opportunities.

regulatory environment. Increase code share
partnerships.

s LY
¢ L
' Enterprise CSFs i
% ,J
.—/" S P
* Environmental CSFs: I
tAe??cr}?ifsint_he effects of _' Temporal CSFs:
Enhance relationships Enhance brand image.

with new labor leadership. Address decreasa in

customers due to
security issues.

Figure 8: Example of Temporal CSFs for an Airline

4.3.5 Management-Position CSFs

Every layer of management has a different perspective and focus in the organization. This
division of labor ensures that both tactical and strategic actions are taken to accomplish the
organizationis mission. Managers have different focuses and priorities depending on the
layer of management in which they operate. This translates into a set of CSFs that reflect the
type of responsibilities required by the manageris position in the organization. In fact, the
CSFs that are inherent to the level of management may be universal across different organiza-
tions in the same industry. For example, executive-level managers may have CSFs that focus
on risk management, whereas operational unit managers may have CSFs that address produc-
tion control or cost control.
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_ Industry CSFs: ‘ Peer CSFs: )
Deliver on-time service. Continually reduce cost

Move away from hub- per passenger mile.

and-spoke system. Attract merger

Monitor the legal and opportunities.

regulatory environment. Increase code share
partnerships.

" Environmental CSFs: Management CSFs:

Address the effects of

Control airline schedules.
terrorism. _Temporal CSFs:

X Optimize crew
Enhance relationships Enhance brand image. utilization.

with new labor leadership. Address decrease in Manage budgets.
customers due to
security issues.

Figure 9: Example of Management-Position CSFs for an Airline Manager

4.4 Dimensions of CSFs

In his initial work, Rockhart also described various dimensions of CSFs that are useful for
understanding a particular manageris view of the world [Rockhart 81]. CSFs can be catego-
rized by these dimensions to further clarify the current focus of the organization and how it is
positioned among its peers.

The dimensions of CSFs as described by Rockhart are
e internal

e cxternal

e monitoring

e adapting

4.4.1 Internal Versus External

Internal CSFs are those CSFs that are within the span of control for a particular manager. In
contrast, external CSFs are those over which a manager has very little control. For example,
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in the airline industry example, an internal CSF could be i managing ground operations,1
while an external CSF may be i fuel costs.i

Categorizing a CSF as either internal or external is important because it can provide better
insight for managers in setting goals. For example, a manager can set very specific, achiev-
able goals that complement the achievement of internal CSFs because the manager has con-
trol over them. However, if a manager has an external CSF, he or she must set goals that aim
to achieve the CSF and minimize any impact on operations that may result because the CSF
is not in his or her direct control.

4.4.2 Monitoring Versus Adapting

Monitoring CSFs emphasize the continued scrutiny of existing situations [Rockhart 81]. Be-
cause monitoring the organizationis health is a primary function of management, almost all
managers have some type of monitoring CSF. In fact, in our work with CSFs, we have found
that many enterprise CSFs (those that apply to the entire organization) are focused on moni-
toring the organizationis performance in a few key areas, such as compliance with regula-
tions. Conversely, adapting CSFs are focused on improving and growing the organization.
We have also found that many enterprise CSFs are adapting CSFs because they state the or-
ganizationis desire to improve their competitive position or to make a major change in their
mission. In these cases, the distinction between a goal and a CSF is less cleard6 what appears
to be a goal of the organization is actually an adapting CSF.

4.4.3 Importance of CSF Sources and Dimensions

The source and dimension of a CSF provides additional information for understanding the
importance of a CSF and its contribution to the accomplishment of the organizationis mis-
sion. To be effective, managers must consider and monitor a wide range of activities, events,
and conditions that occur throughout the organization and in the external environment in
which the organization operates. Gathering CSFs that incorporate and reflect various CSF
sources and dimensions provides an effective delineation of a manageris field of vision6 a
representation of the depth and breadth of the manageris responsibilities.

4.5 Hierarchy of CSFs

As explained previously, CSFs exist throughout all levels of the organization and can come
from many sources. As with strategic planning and goal setting, CSFs at higher levels of the
organization are related to (or dependent on) those at lower levels in the organization. Higher
level CSFs cannot generally be achieved unless lower level CSFs are achieved as well.
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Higher level CSFs influence lower level CSFs. In fact, if lower level CSFs differ signifi-
cantly from higher level CSFs, the organization must consider whether there is proper align-
ment between the activities of lower level management and the strategic direction of the or-
ganization.

Goal setting also tends to follow a hierarchical pattern throughout an organization. However,
in contrast to goal setting, there may not be a one-to-one relationship between CSFs as they
cascade through the various layers of the organization. This is because CSFs are often
closely tied to a particular manager or management layer and any specific concerns at that
level. Thus, there may be some CSFs at lower levels in the organization that are important to
achieving higher level CSFs and accomplishing the organizationis mission but are not explic-
itly related or subordinate to a higher level CSF.

C5Fs

Operational Unit Operational Unit

Individual Manager Individual Manager Operational Unit
CSFs CSFs CSFs
Individual Manager Individual Manager Operational Unit
CSFs CSFs CSFs
Individual Manager Individual Manager Individual Manager
CSFs [ CSFs

Figure 10: Example of Hierarchy of CSFs in an Organization

In our experience with CSFs, we have found it useful to describe two levels of CSFs: enter-
prise CSFs and operational unit CSFs.

4.5.1 Enterprise' CSFs

The numerous sources of CSFs illustrate the broad array of challenges and demands facing
management in modern organizations. Each layer of management has a set of conditions that
must be monitored and acted upon. They also have a unique set of CSFs to consider.

Rockhart refers to these types of CSFs generically as i corporate CSFsi because of the focus of his
work on the corporate world. However, throughout this report, and particularly in the case stud-
ies, we use the term i enterprise CSFsi whenever we make a general reference to the critical suc-
cess factors for an organization.
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But a simple gathering of the CSFs of each manager (and management layer) in the organiza-
tion does not necessarily form a superset of enterprise CSFs. This approach could result in
hundreds or possibly thousands of CSFs that the highest levels of management would need to
consider. (Imagine the difficulties that strategic planners, for example, would have in at-
tempting to align their planning activities with hundreds of CSFs.) It could also derail the
organizationis ability to focus on those five to seven areas that can truly i make or breaki
their efforts to accomplish the mission.

As with other managers in the organization, executive-level managers must be guided by
their own set of unique CSFs. However, because of the role of executive-level management,
their CSFs also typically represent the organizationis truly critical and key areas of perform-
ance. This is not to say that the CSFs of other layers of management are not importantd
executive-level managersi strategic direction strongly influences the CSFs of other layers of
management, and their ability to achieve enterprise CSFs is highly linked to success in
achieving lower level CSFs.

Thus, an organization can develop a high-level set of CSFs that represent the top activities,
concerns, strategies, and goals of executive-level management. These i enterprise CSFsi are
derived from the top two or three layers of management and reflect the various CSFs found
throughout the organization. In our work with CSFs, we have found that enterprise CSFs
provide the most effective strategic view of what is important to the organization and to ac-
complishing the organizationis mission. Enterprise CSFs represent the entire organization,
and each operational unit in some way contributes to (or detracts from) achieving them by
achieving its operational unit CSFs.

4.5.1.1 Nature of Enterprise CSFs

Enterprise CSFs often reflect both the current concerns of executive-level managers as well
as the longer term strategic direction of the organization. As a result, enterprise CSFs can
comprise a blend of temporal CSFs (reflecting the current i hot issuesi of management) and
industry, peer, and environmental CSFs (which reflect such indicators as the state of the
economy, current business climate, and geopolitical issues). This is important because execu-
tive-level managers often must be agile and able to react to changes in addition to planning
for the long run.

4.5.2 Operational Unit CSFs

An operational unit can be described as an organizational department, division, subdivision,
or any other grouping of activities that share a common function, purpose, or mission. For
example, the finance department in an organization might be an operational unit. Regardless
of how organizations define their operational units, each may have its own set of CSFs.
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As noted with enterprise CSFs, operational unit CSFs are not necessarily a simple collection
of the CSFs of managers in the operational unit. Instead, operational unit CSFs may reflect
the concerns and strategic direction of senior managers in the unit, as well as the strategic
direction of the organization (as embodied in enterprise CSFs).

It is important not to confuse operational unit CSFs with management-function CSFs. Man-
agement-function CSFs reflect the generic responsibilities that are inherent in the manageris
position in the organization. In contrast, operational unit CSFs are similar to enterprise CSFs
in that they reflect the operating perspective and strategic direction of executive-level manag-
ers in the operational unit. The management layer is certainly a source of CSFs for the opera-
tional unit but is not entirely reflective of it.

4.5.2.1 Nature of Operational Unit CSFs

In our definition, operational unit CSFs tend to be less influenced by the organizationis indus-
try and more focused on the contributions necessary to support the organizationis strategic
goals and mission. For example, in the airline example, the operational unit CSFs for four
divisions or departmentso reservations, scheduling, flight operations, and freight opera-
tionso are very different, but each contributes vitally to the organizationis overall achieve-
ment.

Operational unit CSFs may also have a temporal component, particularly if a specific divi-
sion in the organization has temporary changes in operating conditions that it must consider.
For example, if the airline industry as a whole must contend with overcapacity, the i schedul-
ingi department may have a CSF that seeks to reduce flights and destinations served until
demand increases.

4.5.3 Relationship Between Hierarchy and Source

Each of the sources of CSFs (industry, environment, etc.) can supply CSFs at the enterprise
or operational unit level. However, because of their nature, some sources are more likely to
supply CSFs at either the enterprise or operational unit levels. For example, industry CSFs
may supply more CSFs to the enterprise level than to the operational unit level. Table 1
summarizes the possible relationships between enterprise or operational unit CSFs and the
various CSF sources.
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4.5.4 Other Considerations

Enterprise and operational unit CSFs must fit together and relate to one another, but they are
generally much more loosely coupled than goals. Goals tend to cascade throughout the or-
ganization so that there is a tight one-to-one fit between the goals of each management layer.
For example, the goals of a production line worker are directly related to the goals of the pro-
duction line manager, whose goals in turn are focused on helping to achieve the goals of the
chief operating officer and the organization.

The strict balancing and leveling inherent in goal setting is not typically found with CSFs.
There may not be a one-to-one match between every operational unit CSF and an enterprise
CSF. This is because each layer of the organization has its own focus and operating condi-
tions, including executive-level management. However, there must be congruence; otherwise
there may be a disconnection between what an operational unit views as important and what
is good for the larger organization.

CSFs
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‘@ J
.&;& o 9
17}
& §5
Individual Manager ::5 éi"_ Individual Manager
CSFs g CSFs
Individual Manager Individual Manager Operational Unit
CSFs CSFs CSFs
CSFs CSFs CSFs

Figure 11: Relationship Between Enterprise and Operational Unit CSFs
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5 Applying CSFs

At the core, CSFs relate to the functions of management15 0 what needs to be done, how well,
and how often to meet a personal or organizational mission. In their simplest form, CSFs can
be viewed as a management tool for making better-educated decisions that consciously sup-
port the mission of the organization. In fact, applying CSFs to validate and ensure alignment
with the direction and intent of the organization can enhance any decision, initiative, effort,
or process.

In this section, we describe the traditional uses of CSFs and some general advantages of a
CSF-based approach to organization-wide efforts and initiatives. Most importantly, we ex-
plore the potential benefits of the CSF method as specifically related to addressing security
strategy, goals, and activities. Finally, other potential uses of the method that we believe
merit further research and field testing are presented.

5.1 Historical Application of CSFs

As noted in Section 3.1, much of the contemporary literature regarding CSFs (certainly that
which postdates Rockhartis introduction of the CSF approach in the Harvard Business Re-
view [Rockhart 79]) focuses on the connection between CSFs and information systems and
technology. Even the creator of the concept, D. Ronald Daniel, had information systems in
mind when he coined the phrase i success factorsi and created the concept that Rockhart
eventually transformed into CSFs. Ironically, Danielis underlying objective was to help or-
ganizations manage more effectively; however, he quickly acknowledged that this was in-
creasingly dependent on high-quality information and technology. Thus, the bond between
CSFs and information systems was created and has continued to evolve.

Henri Fayolis classic view of management includes the functions of planning, organizing, com-
manding, coordinating, and controlling. The effectiveness of each of these functions can be
greatly enhanced if performed within the context of the organizationis critical success factors.
More information on Fayolis management functions can be found at http://www.onepine.info/.
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5.2 General Advantages of a CSF-Based Approach

Throughout this report, the advantages of developing and applying CSFs are presented. The
seemingly endless ways in which they can be of use to an organization speaks to their simple
nature and broad applicability.

Of note is Rockhartis view that one of the most powerful uses of CSFs is to enhance commu-
nication among the organizationis managers [Rockhart 79]. The ability to get managers ion
the same pagei can aid in mobilizing all areas of the organization toward the same goals.
Regardless of how CSFs are used, there are several advantages to having this type of com-
mon focus for the organization:

e (CSFs can reduce organizational ambiguity. Developing and communicating a set of
CSFs can reduce the dependence on the perceived aims of the organization. CSFs reflect
the implicit, collective drivers of key managers and as a result are a more dependable and
independent articulation of the organizationis key performance areas.

e (CSFs are more dependable than goals as a guiding force for the organization. An organi-
zation can set good goals that, in theory, will move the organization toward its mission.
However, if the goals are poorly articulated or developed, this is not guaranteed. CSFs
are reflective of what good managers do well to move the organization toward its mis-
sion, regardless of the quality of the goals that have been set.

e (CSFs are more likely to reflect the current operating environment of the organization.
Goal setting tends to be a cyclical (i.e., yearly) activity that is seldom revisited until per-
formance measurement. Used properly, CSFs are likely to be more dynamic and to re-
flect current operating conditions (particularly because of the many sources of CSFs).

e (SFs provide a key risk-management perspective for the organization to consider. The
risk perspective of executive-level managers is built into CSFs, so their iradar screeni is
exposed to the organization as a whole.

e (CSFs can be valuable for course correction. When CSFs are made explicit, managers
often realize that their perception of what is important to the organization may not match
reality or they may realize that they donit fully understand the current operational cli-
mate. Thus, they can use CSFs to realign their operating activities.

5.3 Using CSFs in a Security Context

Our interest in the CSF approach evolved from our recurring observation that customers of-
ten have difficulty developing and implementing a security strategy when they do not main-
tain an explicit focus on business drivers. This can occur for a number of reasons:

e The organization may have decided that security is the domain of the information tech-
nology department, which may not play a strategic role or is unable to articulate the over-
all goals of the organization.
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e Security is viewed as a cost or burden that must be managed and not as an activity that
contributes to success, profitability, or growth.

e Personnel in charge of security are disconnected from the organizationis mission because
of their role or function (i.e., they are external to the organization, as with consultants, or
they have a strict technology focus) or because of the layer of the organization where
they operate (i.e., staff or line functions).

e The organizationis business drivers or factors for success simply are not well known or
communicated to all who have a need to know.

Regardless of the reason, the result is often the same: the security strategy fails to reflect
whatis important to the organization, to the accomplishment of its mission, and to its long-
term resiliency. It fails to answer the basic questions: What is to be protected? How is it
threatened or why does it need to be protected? What happens if it is not protected? Cer-
tainly, these questions are fundamental to a risk management approach to security, but the
answers are often embedded in the organizationis mission, goals and objectives, and the fac-
tors that affect the organizationis potential success or failure in pursuit of the mission and
goals6 the CSFs.

Unfortunately, many organizations with whom we have worked have only a vague under-
standing of their CSFs. They often rely on their perception of 1 importanti or icriticali rather
than relying on an explicit articulation of these factors. They also tend to rely on external
influences (such as laws and regulations) to provide them with a default security strategy or
initiative instead of developing an internal strategy, consistent with their mission, that can
position them to address ever-increasing and changing regulations.

Overall, it is our contention that organizations that have a clear i eye on the prizei are better
positioned to make meaningful decisions about security and to implement them in a way that
not only protects the organization but actually contributes to the accomplishment of the mis-
sion. Properly positioned and managed, organizations can turn the burden of security into a
competitive advantageé an enabler that directly affects an organizationis achievement of its
goals and its bottom line. Some organizations have had to adopt this perspective on security
because it is required by the nature of the industry in which they compete. For example, the
business model for many e-commerce organizations is built on trust and security. Thus, their
security strategy is inextricably linked to their missiono if the strategy is effective, they meet
their goals; if not, the bottom line suffers.

In this section, we provide some of our theories and share our experiences regarding the use
of the CSF method to enable the effective development of security strategy and the applica-
tion and management of security throughout an enterprise.
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5.3.1 Enterprise Security Management

Several years ago, we were called upon to assist a federal government agency in its security
efforts. The agency had recently decided to develop its own information security capability,
through which it would not only serve itself but several other high-profile government agen-
cies. Our scope of work was to perform a risk assessment for the agency to identify the is-
sues that it would need to address first. However, it soon became clear that a risk assessment
activity would not answer some of the basic questions and issues the agency needed to con-
front.

A team with a broad array of technology and security skills was assembled to staff the infor-
mation security capability. However, what the agency had in terms of human resources did
not compensate for what it lacked in other key ingredients for successé there was no existing
security policy or strategy, no shared vision or objectives for strategy across the various
agencies, and, more importantly, no clear vision of what it wanted to accomplish and why. In
addition, the team appeared to lack clarity on its role and responsibilities.

Our work promptly took the form of helping the team to determine its security goals and ob-
jectives and to take an inventory of its strengths and challenges. The team members under-
stood that they needed to isecure the organizationi but were not able to clearly articulate the
meaning of isecureil and, further, how they would know when they had accomplished it.

We observed that, as a newly formed group, one of their major challenges in defining i se-
curel or isecurityl was that the team lacked context6 members had no comfort or familiarity
with the mission of the larger agency or the missions of the other very diverse agencies that
they were charged to protect. Before our work progressed any further, we suggested that it
might be a good idea to collect these agenciesi mission statements and study them to get a
sense of what was important. This information could then help to determine the capabilities
that the team would need to meet its requirements for managing security across such a vast
enterprise.

In hindsight, what we were attempting to do was to get the agency to set the context for its
security effortsd to develop a guiding i positioni or a i posturel as we described it at the time.
We prompted the agency to look clearly and explicitly at the drivers used by the organization
to accomplish its operational goals and to align its security strategies and activities to those
drivers. In that way, agency personnel might not only be supporting but contributing to the
operational goals through their work. While we didnit perform a CSF exercise with the
agency, it became clear to us that in the future, this type of exercise would be a valuable con-
text-setting exercise for customers facing similar problems.

It also became apparent during our engagement that the small security staff that the agency
had assembled would not be able to accomplish its security goals alone. It would need to
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draw upon and mobilize existing capabilities of the organization, both technical and manage-
rial, to be successful.

5.3.1.1 Enterprise Security Management Defined

Our experience with this federal government agency (and subsequently several other organi-
zations) evolved into a management- and process-oriented view of security as a business
process that is pervasive across and dependent on the enterprise. Our continuing exploration
of these theories is the focus of an emerging body of work in the Networked Systems Surviv-
ability program at the SEI, referred to as enterprise security management (ESM). The core
assertion of this work is that managing security across an enterprise is a complex endeavor
that depends on several fundamental principles:

e The skills, capabilities, and efforts of the entire organization must be utilized and mobi-
lized.

e Key functions and processes in the organization must collaborate on shared security goals
and strategy.

e The organizationis security objectives or an articulation of its i desired statel must be de-
veloped and understood.

e (ritical assets that are essential to achieving the organizationis mission must be identified
and protected.

¢ Information technology operations and support must enable security goals.

One of the keys to achieving such an extensive undertaking, particularly where many diverse
parts of the organization must work together, is to ensure that it is properly focused on a
shared understanding of organizational values6 such as CSFs.

5.3.1.2 ESM and CSFs

The complexity of undertaking an enterprise-wide view of security management can be illus-
trated in the challenges facing chief security officers (CSOs). Often, CSOs are tasked with
isecuringi the organization, but may not be clear on what that means. Indeed, in some or-
ganizations, the role of the CSO has been relegated to the information technology depart-
ment, further separating it from organizational strategy and business drivers. As a result, the
CSO is often left to answer some very important organization questions without specific
guidance:

e What needs to be secured? Why, and in what priority?

e What parts of the organization must be involved in this effort? How will I convince these
units to work together, especially if I donit have direct control over them?

e How will I know when the organization has been isecured?i What will be used to meas-
ure success?
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Our assertion is that some of the answers to these important questions are found in the or-
ganizationis business drivers, and in particular its CSFs, because they represent a common,
shared focus. Why?

e Theifield of visioni of top management (and management in general) is represented in
CSFs. This provides a powerful clarification of what is important and valued in the or-
ganization. Failure to achieve CSFs directly affects the organizationis ability to accom-
plish its mission. Thus, security efforts need to align with CSFs and ensure that the ac-
complishment of CSFs is not impeded.

e (CSFs reflect the goals of the organization. Managers operate toward the achievement of
goals. What needs to be protected in the organization can be identified relative to these
goalso assets and processes that support these goals and the organizationis mission must
be protected.

e Rallying around a common purpose is an effective means for getting disparate parts of
the organization to take on a common cause, such as security. Security is a business
problem that requires the effort of everyone in the organization to solve and to manage.
CSFs provide a unifying effect, if only because most employees prefer to avoid the
stigma of failing to contribute to an effort that is clearly good for the organization.

e The drivers for security should be the same as the business drivers used by the organiza-
tion to accomplish its mission. Security should be a way for organizations to enhance
their operations, help them achieve their goals, and provide them with an appropriate
level of resiliency commensurate with their long-term strategies. CSFs can be shared
drivers for security and the organization.

For these reasons, we see great promise for the CSF method as a catalyst for setting the direc-
tion of an organizationis enterprise security management activities. Chief security officers
can confront the challenges of enterprise security management by using CSFs as a foundation
from which security professionals and the rest of the organization can collaborate, plan, and
execute. They can also qualitatively measure the success of their security programs by de-
termining how they contribute to achieving the organizationis enterprise CSFs.

5.3.2 Information Security Risk Assessment and Management

One of the key activities in managing security is to perform periodic risk assessments. In
general, risk assessments are a diagnostic tool that helps the organization to determine the
success of its security efforts relative to its security strategy. The CSF method shows particu-
lar promise in helping organizations conduct more meaningful (and valid) information secu-
rity risk assessments in a number of areas.
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Most of our fieldwork experience in information security risk assessment is in the use and
application of the OCTAVE'® method. The OCTAVE method provides specific guidance for
the major activities of a risk assessment, but also allows for significant tailoring to meet the
needs of unique organizations. As a result, many users with whom we have worked have
asked us for additional guidance on developing scope, selecting critical assets to assess, and
in prioritizing risks to mitigate. Without the advantage of the CSF method, we often pro-
vided no specific guidance to customers except to encourage them to align risk assessment
activities with business drivers. However, the term i business driversi is often ambiguous
and subject to interpretation. Unless an organization has a clear definition of its business
drivers, they cannot be used in a practical way to guide important organizational efforts or
initiatives.

Because of this issue, we began to search for a more precise and practical way to apply the
concept of business drivers to security. Through further research and fieldwork, we decided
to explore the use of CSFs. CSFs are inextricably linked to and representative of the other
components of business drivers (i.e., the organizationis mission, values, and purpose and its
goals and objectives). CSFs are also a conduit to achieving the organizationis goals and ob-
jectives and accomplishing its mission. Thus, the use of CSFs can be an effective way to link
business drivers to various aspects of security, including developing and implementing secu-
rity strategy, managing security activities and operations, and conducting security risk as-
sessments. On this premise, the following sections highlight the ways in which CSFs can
enhance key risk assessment activities.

5.3.2.1 Determining Risk Assessment Scope

One of the most important (and difficult) tasks in performing a risk assessment is to deter-
mine its scope. A risk assessment performed on an area of the organization that is not essen-
tial to accomplishing the mission generally will not yield meaningful results. Unfortunately,
failing to properly scope the risk assessment also diminishes the purpose and intent of using a
risk-based approach.

For example, the OCTAVE method for risk assessment guides users to choose three to five
important operational areas to include in the scope. This guidance is perfectly acceptable for
users who have a good sense of the organizationis mission and can be objective about which
areas contribute most to accomplishing the mission. However, for many users, particularly
those in the lower levels of the organization, this guidance is difficult to put into practice.
Frequently, users need an explicit set of criteria against which to evaluate operational areas
and to decide which areas should be included in the risk assessment. CSFs are useful for this
purpose because they represent the organizationis business drivers and they embody the risk-
management perspective of executive-level management.

' More information on the OCTAVE method can be obtained from http://www.cert.org/octave.
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Using CSFs, an affinity analysis'’ can be performed between enterprise (or operational unit)
CSFs and the various departments or operational areas of the organization being considered
for assessment. Those operational areas that provide significant support for the achievement
of CSFs will be strong candidates for risk assessment because of the implied contribution
they make toward accomplishing the organizationis mission.

Figure 12 provides an example of the possible intersections between enterprise departments
and CSFs for the purpose of identifying areas in which to perform a risk assessment.

This intersection lacks a

relationship. This indicates that This intersection indicates that
thework of theR&D the work of the Human
department has no apparent Resources department is a
connection to achieving the primary factor in achieving the
“manage compliance” CSF. ‘develop human resources” CSF.
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Figure 12: Affinity Analysis for Determining ISRM Scope

""" The technique used to perform affinity analysis is provided in Appendix A, i CSF Method Descrip-

tion.1
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5.3.2.2 Selecting Critical Assets for Assessment

A risk-based approach to security encourages organizations to direct their limited resources to
protecting the organizationis most critical assetsé information and technical'® assets that are
essential to supporting the organizationis mission. The selection of critical assets for risk as-
sessment is often left to the judgment of those performing or participating in the assessment,
whether they are inside or outside of the organization. Thus the importance of the asset may
be based on its perceived value, rather than a more concrete method of asset valuation.

While desirable, assigning a qualitative or quantitative value to assets may be prohibitively
expensive for an organization.

The use of CSFs can be a simple yet effective compromise for selecting critical assets. As a
byproduct of using CSFs to help define the scope of a risk assessment, the pool of potential
assets can be effectively limited to those operational areas that are most important. Con-
versely, for organizations that have a solid inventory of information and technical assets, af-
finity analysis can be performed to compare assets to CSFs. The result of this type of analy-
sis is the identification of assets that are essential to achieving CSFs and, by default, to
accomplishing the mission of the organization. In summary, CSFs can help to validate the
importance of an asset by confirming its overall significance to the organization.

Figure 13 portrays an example of affinity analysis between critical assets and a set of enter-
prise CSFs. In this case, there is an intersection between the i financial datal asset and the
imanage compliancei CSF. This indicates that the ifinancial datal asset is critical to the or-
ganization because it is essential to achieving the i management compliancei CSF, and thus
needs to be protected.

Information assets represent the data and information, in either physical or electronic form, that is
critical to the organization. Technical assets represent those assets that support the storage, trans-
mission, and processing of data and information and therefore are important to transforming data
and information for use by the organization. People can be an asset to the organization as well for
similar reasons6 they can be a primary way of storing, transporting, or processing data.
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Figure 13: Affinity Analysis for Determining Critical Assets

5.3.2.3 Identifying and Validating Security Requirements

An important component of protecting critical assets is the development of security require-
ments in the areas of confidentiality, integrity, and availability.' As an asset is stored, trans-
ported, and processed throughout the organization, these security requirements must be met
and protected by all who use or take custodial control of assets. Defining security require-
ments can be a difficult task; significant thought must be given to the potential misuse of the
assets and the consequences of this misuse. In addition, a substantial number of requirements
could be developed for each asset. This poses a problem for devising a protection strategy
for an asset: Which requirements are most important? Which requirements, if unmet for any
reason, would impact the owner of the asset or the organization as a whole? Further, which
assets, if impaired, would impact the achievement of CSFs?

Answering these questions requires consideration of the priority of the security requirements.
CSFs can be very useful for this purpose because they represent managementis priorities.
For example, a comparison of an assetis security requirements to CSFs will highlight those
requirements that are essential to ensuring that the achievement of CSFs is not impeded. Pri-
oritizing requirements in this manner can help the organization to develop and implement

" Security requirements in these categories are commonly applied only to information assets. Tech-

nical assets have security requirements as well, but are not often described in terms of confidenti-
ality, integrity, or availability.
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meaningful security controls for assets to ensure that they continue to contribute to the or-
ganizationis pursuit of its mission.

Figure 14 provides an example of affinity analysis for security requirements. In this exam-
ple, the security requirement of i confidentialityi for the i medical recordsi asset has been
identified as important to the i manage compliancei CSF. This is because failure to meet the
confidentiality requirement for medical records could impede the organizationis ability to be
successful at managing compliance activities.

A violation of the confidentiality
requirement impedes the ability
to manage compliance.
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Figure 14: Affinity Analysis for Determining/Validating Security Requirements

5.3.2.4 Identifying Risks to Critical Assets

Risk identification is at the core of a risk-management approach to securing critical assets.
Properly characterizing a risk is essential to understanding the potential impact on the owners
of the asset if it is somehow compromised, temporarily lost, or permanently destroyed.

While this task is essential, it can also be the most elusive for an organization to undertake.
As noted previously, defining the scope of a risk assessment and determining the critical as-
sets on which to focus the assessment is an important first step. However, the organization
still has to decide upon which risks to direct limited resources. To do this, an organization
has two options:

1. Use a generalized taxonomy to identify risk. This approach is popular with federal gov-
ernment agencies and is often effective because it provides an orderly and somewhat
comprehensive guide for examining many potential areas of risk.
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2. Elicit risk information directly from the organization. This is the approach used by the
OCTAVE method and, depending on the organization, can also be very effective. It at-
tempts to ensure that the experience and intuition of managers and staff in the organiza-
tion is relied on to identify risks that are most associated with the business drivers of the
organization.

While effective, there are potential problems with each of these approaches. For example,
exclusively using a taxonomy may cause the organization to overlook certain risks that are
unique to its business environment or to spend valuable time considering risks to which it is
not specifically exposed. In addition, success in using a knowledge elicitation approach is
highly dependent on ensuring that the right participants are interviewed and that they fully
understand the risk assessment approach and objectives. While it may be effective in identi-
fying risks that are unique to the organization, this approach can result in overlooking many
common risks that the participants are not familiar with because they have a limited under-
standing of information, technical, and physical security issues. Thus, the results from this
approach are only as good as the quality of the participants in the process.

One way to enhance the effectiveness of either of these approaches is to use CSFs. For ex-
ample

e (CSFs can be used to properly focus risk identification. With a taxonomy approach, CSFs
can help to focus in on those areas of the taxonomy that directly affect (encourage or im-
pede) the accomplishment of CSFs. In this way, the taxonomy is more effectively linked
to the organizationis business drivers and areas that are unimportant to the organization
are not considered.

e In the case of the knowledge elicitation approach, CSFs can be a very powerful means for
shaping and guiding the responses of participants. Knowledge of enterprise (or opera-
tional unit) CSFs can enable participants to identify areas of concern and risks that ex-
plicitly consider the potential impact on achieving CSFs. In this way, the participants are
providing information that is more certainly linked to the organizationis business drivers.
(This is illustrated in the case study presented in Appendix B.)

o Likewise, once risks have been identified, CSFs can be used for validation. Risks to
critical assets that do not impair the achievement of the organizationis CSFs may be
given a lower priority because they are unlikely to impact the organizationis ability to ac-
complish its goals and mission. As a result, risks that interfere with the organizationis
ability to achieve CSFs can then be focused on because they have the greatest potential
for harm.

5.3.2.5 Setting Evaluation Criteria for Measuring Risk

In most commonly used risk assessment methods, a set of criteria is used to evaluate the ex-
tent of risks to critical assets. In risk assessment methods such as OCTAVE, the risk evalua-
tion criteria is developed by the organization so that it uniquely reflects their business drivers
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and conditions; in other methods, the extent of risk is standardized in that the developer of
the method has defined and weighted the criteria used for evaluating risk.

In our experience, a risk assessment is more meaningful when it is based on and connects
directly to an organizationis unique business drivers. Risk evaluation criteria that are devel-
oped by the organization are likely to reflect the values of the organization, but this is not
guaranteed. The validity of the criteria is dependent on a number of factors, including: Who
developed the criteria? What is that personis role (or perspective) in the organization? What
is that personis level of familiarity with the organizationis business drivers? This can be par-
ticularly problematic when risk assessments are performed at the operational unit leveld
evaluation criteria that are important to the unit may not be in synch with the organizationis
business drivers. Thus, the consequences of risk are only measured with respect to the unit
and not the organization as a whole.

CSFs can be used to mitigate some of these issues with evaluation criteria. For example, af-
finity analysis can be performed between CSFs and the impact areas being considered for
inclusion in the risk evaluation criteria. This comparison is a means for validating that the
evaluation criteria accurately reflect what is important to the organization. As a result, there
is more assurance that the evaluation criteria being used in the risk assessment will reflect a
more accurate representation of risk.

Figure 15 shows affinity analysis for validating evaluation criteria. In this example, the or-
ganization has decided that the impact area i productivityi is directly related to its ability to
meet the i continually improve operational efficiencyl CSF. Consequently, any risk that im-
pacts the organizationis productivity also impacts its ability to successfully meet this CSF.
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Figure 15: Affinity Analysis for Validating Evaluation Criteria

5.3.2.6 Evaluating Threats and Mitigating Risk

Organizations are vulnerable to many different threats and risks. Which threats should an
organization be concerned about? Which risks need to be mitigated? The purpose of apply-
ing a risk-based approach to assessment is to focus on only those threats and risks that could
have a significant impact on the organization. Implicitly, a risk impacts the organization by
impeding its ability to conduct its normal course of business and to achieve its goals. For
example, a risk that results in negative publicity impacts an organization by interfering with
its ability to keep its customer base, attract new customers, obtain financing, etc. However,
the organization is really impacted only if these consequences affect business driversd goals,
objectives, mission, and CSFs.

Comparing threats and risks to CSFs identifies those that are strong candidates for mitigation.
Thus, as an important component of business drivers, CSFs can help an organization to iden-
tify and prioritize threats and risks by providing additional criteria to evaluate the potential
impact to the organization. Traditionally, in risk assessment methodologies such as
OCTAVE, the organizationis evaluation criteria are used to identify those risks that need to be
mitigated. Using CSFs to determine which risks to mitigate can enhance this process because
it provides an explicit tie to the organizationis business drivers. This can make up for poten-
tial errors caused by poorly developed evaluation criteria or a misapplication of the criteria.
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Risk mitigation is a burden on the organization that must be considered within the context of
the potential benefits (i.e., prevention of risk or reduction of impact) that can be achieved.

By using CSFs as a guide, an additional and important variable can be considered in the cost-
benefit analysis of risk mitigation strategies.

Figure 16 provides an example of affinity analysis between CSFs and risks that have been
identified for critical assets. In this example, the organization is stating that the threat of al-
teration of i employee recordsi directly impacts the ability to i manage compliance.l If this
risk is realized, the i manage compliancei CSF will be impacted, and thus the risk should be
mitigated.

This risk should be considered for
mitigation because it potentially
impedes the "manage
compliance” CSF.
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Figure 16: Affinity Analysis for Determining Which Risks to Mitigate
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Appendix A CSF Method Description

In this section, we outline and describe our approach to developing organizational CSFs.
This approach is largely based on the work of Rockhart and his colleagues; however, we have
codified a more structured process for analyzing collected data and deriving CSFs.

It is important to note that our approach was applied and refined in two customer engage-
ments with a primary focus on risk management and security. Therefore, our description of
the method is aimed at deriving a set of enterprise CSFs that can be used to align security
goals, objectives, and activities with the strategic direction of the organization. With slight
modification, our approach can be used to align any important organizational initiative with
the strategic direction of the organization.

Introduction

The goal of the CSF method is to tap the knowledge and intuition of the organizationis man-
agers. Many experienced managers act with a i sixth sensei that makes them successful. The
CSF method attempts to make this isixth sensei explicit so the organization can use it as an
aid in setting strategic direction and in directing resources to those activities that can make it
successful.

Thus, CSFs are actually derived from the organization rather than created. (Every organiza-
tion already has a set of CSFs but may not know them. This is certainly true of industry CSFs
that the organization inherits.) The CSF method is a way to harvest these factors from a re-
view and analysis of the goals and objectives of key management personnel in the organiza-
tion. They are also shaped by talking with key management personnel about what is impor-
tant in their specific domain and discussing the barriers they encounter in achieving their
goals and objectives.

Document review and interviews provide the basic raw data for deriving an organizationis
CSFs. To perform the CSF method, this information is formed into statements that represent
the activities that key managers perform or, sometimes more importantly, should be perform-
ing. These statements are analyzed and placed into affinity groupings from which the CSFs
are derived.
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To describe the CSF method, we have identified five basic activities:

e defining scope
e collecting data
e analyzing data
e deriving CSFs
e analyzing CSFs

Each of these activities, along with the steps necessary, is provided in the following sections.
Throughout the activities, we distinguish the steps where necessary depending on whether a
set of enterprise CSFs or operational unit CSFs are being developed.

Activity One: Defining the CSF Scope

There are two primary steps in Activity One:

J [ Decide upon organizational or J

[ Define scope of CSF activity operational unit CSFs

[ Select participants }

Because CSFs exist throughout the many layers of management in the organization, the hier-
archy of CSFs (see Section 4.5) and the level of CSFs to be developed (i.e., enterprise or op-
erational unit) must be considered when determining the scope for applying the CSF method.
Once the CSF level is determined, the participants to be included in the exercise can be iden-
tified.

Defining the Appropriate CSF Type

In reality, enterprise CSFs are highly related to and derivative of the collective CSFs of the
organizationis operational units. However, many organizations who want to use the CSF
method may not have time to derive the CSFs of each of their operational units. Instead, they
will want to create a set of enterprise CSFs that are representative of the operational units of
the organization.
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There are a few factors that can be considered when determining which level of CSFs to de-
velop. For example, if the organizationis structure is flat (i.e., there are not many layers of
management), a set of enterprise CSFs may in fact be highly representative of the operational
units of the organization. In addition, if the purpose of deriving CSFs is to provide a com-
prehensive and consistent guide that can be used across the organization to align activities
with the organizationis strategic direction, a set of enterprise CSFs will be appropriate.

On the other hand, if the organization has many layers of management, and many divisions
that are each involved in different industries, it is best to develop operational unit CSFs be-
cause each operational unit is essentially a separate, functioning organization. For example, a
natural gas company that is involved in many segments of the industry, such as drilling wells
and producing natural gas (production), moving natural gas from the well to regional delivery
points (transportation), and delivering natural gas to customer locations (delivery), may have
three very distinct sets of CSFs at the operational unit level. All of the operational unit CSFs
would influence the CSFs for the organization as a whole, and in some cases might be identi-
cal.

Defining Scope
Enterprise CSFs

To create a set of enterprise CSFs, the scope of the exercise must traverse the entire organiza-
tion so the domain of each executive-level manager is included and considered. Each opera-
tional unit must be represented either by including managers from that unit or the executive-
level manager who has responsibility for a particular operational unit or units. Some organi-
zations have a corporate office or headquarters that is responsible for all lines of business and
each operational unit. In this case, the corporate office should be included in the scope.

In addition, enterprise CSFs are most likely to be influenced by or to include industry CSFs,
so these must be developed and integrated to the organizational CSFs as well.”

Keep in mind that in some organizations it makes sense to develop operational unit CSFs and
use them as a source for the development of enterprise CSFs. An acceptable shortcut for
many organizations is to create only a set of enterprise CSFs6 so long as consideration is
given to ensuring that the enterprise CSFs accurately reflect the organizationis operational
units as well.

" We do not provide any explicit guidance for developing industry CSFs in this document. How-

ever, experienced executives generally identify some industry CSFs because they are part of their
management domain. Other sources of industry CSFs could include trade or professional groups
that represent a particular industry or a review of competitor/peer CSFs if available.
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Operational Unit CSFs

If a set of operational unit CSFs is being developed, the scope of the exercise may be limited
to the operational unit and some of the corporate or organizational areas that are important to
the operational unitis success. Thus, when focusing on an operational unit, it may only be
necessary to include managers within the particular operational unit and their representatives
at the executive level of the organization. However, because some operational units are often
dependent on others (for example, where corporate services are provided to subordinate
units), it may also be necessary to expand the scope of the CSF exercise to include other spe-
cific operational units as appropriate.

In addition, the CSFs of individual managers®' in the operational unit may be important to
developing the CSFs at the operational unit level.

Selecting Participants

Determining who to include as participants in the CSF activity is dependent on several con-
siderations:

e the type of CSFs being developed (enterprise or operational unit)

e the structure of the organization (many layers vs. a flat structure)

e the unique operating conditions of the organization (international presence, large divi-
sions in different industries, etc.)

e the purpose and objective for developing CSFs
Each of these is explored in more detail below.

CSF Type

The type of CSFs being developed strongly influences decisions about whom to include in
the CSF activity.

Enterprise CSFs

For enterprise CSFs, the broad perspective of executive-level and other senior managers in
the organization is vitally important to deriving a set of valid and representative CSFs. Thus,
consideration should be given to including personnel that represent the following areas:

! Rockhart speaks of the concept of individual manager CSFs in his work. This refers generically to

the CSFs that are important to each manager in the organization. However, depending on his or
her position in the organization, a manageris CSFs are likely to be the same as the CSFs at the op-
erational unit level over which the manager has responsibility. In lower levels of the organization,
line managers, for example, may have their own unique CSFs, but it is likely that they also reflect
most of the CSFs for the operational unit as well. If individual managers have developed their
own CSFs, they can certainly be used as input to the development of the CSFs for the operational
unit, but may not be necessary.
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e c-level executives (CEO, CFO, chief operating officer, CIO, CSO *)
e vice president and other director-level personnel

e division heads (or the equivalent of divisional CEOs or presidents), particularly if the
organization is involved in diverse industries or has international divisions

e unique roles in the organization, including
— vice president of internal auditing or general auditor
— chief legal counsel or general counsel (whether internal or external to the organiza-
tion)
— corporate secretary
— vice president of investor relations or similar role
— vice president (or similar level) for merger and acquisition activities
— vice president (or similar level) for marketing and sales
— vice president (or similar level) for public relations and affairs

— strategic planners, both financial and operational

e unique functions in the organization, including
— asset management
— corporate reporting and taxes
— risk management
— controller and treasurer
— government and regulatory relations, including lobbyists, etc.

e select members of the board of directors or trustees, such as the heads of various board
committees (such as the audit committee) or the chairman of the board

e significant external personnel, particularly if primary business functions such as informa-
tion technology or legal have been outsourced or where advisors have been brought into
the organization to help shape and execute strategic direction

Operational Unit CSFs

For operational unit CSFs, the broad perspective of senior managers in the operational unit is
necessary. This requires the inclusion of high-level managers in the unit as well as first-level
supervisors. It is also important when developing operational unit CSFs to remember that the
operational unit is part of the larger organization, so inclusion of some of the positions and
roles noted above may be helpful as well.

2 The perspective of a CSO can be very valuable, particularly if the CSFs are to be used in guiding

the organizationis security strategy.
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Organizational Structure

The organizationis structure also influences the selection of participants. A hierarchical or-
ganizational structure tends to have more functional areas and executive-level roles (such as
those noted above for organizational CSFs). Thus, there is a larger pool of available person-
nel that can be included in the CSF activity.

On the other hand, an organizational structure that is flat (i.e., personnel have many similar,
homogeneous roles) presents a bigger challenge for selecting participants because there are
generally fewer specifically defined functions. For example, a research organization may
have hundreds of employees who are essentially employed in similar jobs but perform these
jobs to varying degrees and in different subject matter areas. In this case, consideration
should be given to choosing personnel based on their unique role or contribution in the or-
ganization rather than their title or job level.

Operating Conditions

Some organizations do not have complex operating conditionsé that is, they are generally
involved in a single line of business or focus and are located in few geographical areas. For
example, a county government is in operation to serve the needs of citizens (a single purpose)
and is generally contained in a limited geographical area (the county in which it provides ser-
vices).

However, other organizations essentially comprise many i mini-organizationsi that act ac-
cording to their own strategic direction and goals. For example, this is found frequently in

e large, multinational corporations that are involved in many lines of business or have divi-
sions located in many countries

e organizations with very distinct operating lines

e organizations with other natural divisions or groupings of functions, such as universities
with distinct schools and support organizations

Whenever these types of organizations are encountered, consideration must be given to in-
cluding personnel not only from the operating unit but also in higher levels of the organiza-
tion such as the corporate office or headquarters. This will provide both operating unit and
enterprise perspectives.

Purpose and Objective

The goals for developing a set of CSFs can also affect the selection of participants. For ex-
ample, if the CSFs will be used to influence the strategic direction of the organization or to
help it diagnose and correct problems, a broader, more general perspective may be appropri-
ate. Thus, consideration should be given to covering the horizontal dimension of the organi-
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zation, but not going very deeply into any one area. This is a common approach when devel-
oping a set of enterprise CSFs.

However, if the focus is on an operational unit, the purpose may be to reset the operating ob-
jectives and goals of the unit and to bring them in line with the broader goals of the organiza-
tion. In this case, the selection of participants should be robust enough to support all layers
of functionality in the operational unit.

Other Considerations

Because much of the raw data for developing CSFs comes from personnel in the organiza-
tion, selecting the right participants for the CSF activity is very important to success. Re-
flecting the various roles in the organization or operational unit may be far more productive
than focusing on particular positions or personnel. In addition, including more participants as
a way of ensuring that enough data is gathered should be considered. The process of deriving
CSFs is data analysis-centric, and having more data (rather than a smaller quantity of high-
quality data) is not necessarily a benefit. Include participants if their perspective is important
and their role is vital to the organization or the operational unit in meeting their respective
missions, goals, and objectives. However, failing to identify all of the necessary participants
up front will not impede the CSF activity; other important participants may be identified as
interviews are conducted and can be included in the activity later.

Activity Two: Collecting Data

There are four primary steps in Activity Two:

{ . .y
Collect and review critical
| documents

Develop interview questions

!

( Plan and conduct participant
. interviews

Organize collected data

[ Collect data JH

These steps are centered on two means for obtaining the data needed to derive CSFs: review-
ing critical documents and conducting interviews. Each of these data collection techniques is
discussed in this section. Where possible, both of these data gathering techniques should be
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used; however, if only one technique is to be used, it is preferable that personnel interviews
form the basis for data collection.

Other data collection methods can be used, such as questionnaires and surveys, but these
techniques can introduce bias and impede dialog and thus are not recommended.

Performing a Document Review

A document review is a very effective means for obtaining an understanding of the focus and
direction of an organization or operational unit. Most organizations document their purpose,
vision, and values in a mission statement that is known to all employees. In addition, many
organizations have a formal process for documenting short- and long-term strategies, as well
as the related goals and objectives of personnel for achieving these strategies. All of this in-
formation provides a good foundation for determining the activities that are most important
to managers and to which they devote much of their time.

A document review, for the purposes of defining CSFs, can include an examination of the
following:

e the stated, documented mission and vision of the organization and/or operational unit

e the stated goals and objectives for the current year (fiscal or calendar) for participants in
the CSF activity

e performance metrics that have been gathered against any stated goals and objectives

e the organizational or operational unit short-term plan or long-term strategic plan

¢ internal auditing reports or relevant subject matter

e annual reports and similar documents

e industry reports for the primary industry in which the organization operates™

e existing CSFs*

e (CSFs of peer or industry organizations

In some cases these documents will not be available, and therefore a document review will

not be possible. This will affect the data collection process but can be mitigated by appropri-
ate planning and execution of participant interviews.

» Industry reports can be a good source of industry CSFs.

If the organization has performed a CSF activity in the past and is actively using a set of CSFs,
this can be valuable input to a future CSF activity. One caution: reviewing existing CSFs can re-
sult in a propensity to affirm existing CSFs rather than to use the process to develop a new set.
This bias should be considered before existing CSFs are reviewed.

24
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Conducting Interviews

The most important data collection activity is conducting interviews with participants. In this
activity, the participants have an opportunity to talk about their management challenges and
their contributions to the organization and/or the operational unitis successes and failures.
The interactive nature of the interview process provides opportunities for clarification and for
guiding the interview in areas that might expose particular barriers and obstacles to accom-
plishing the mission.

Interview Process

One of the purposes of Rockhartis primer on CSFs was to codify the information gathering
and analysis techniques for developing CSFs [Rockhart 81]. In particular, Rockhart provided
detailed instructions on conducting a CSF interview. Appropriately, this included several
suggestions on effective interviewing and a set of questions that are directly intended to elicit
CSFs.

In our experience in applying the CSF method, we made modifications to both the processes
of eliciting data and analyzing it to derive CSFs. Rockhartis original work asserts that CSFs
can be developed and documented during the interview in such detail that they can be re-
stated to participants for their confirmation or correction [Rockhart 81]. However, we have
found that producing CSFs is a more involved process.

Rockhartis method requires the interview team to explicitly ask a participant to describe his
or her CSFs. However, meaningful answers to this question are highly dependent on the par-
ticipantis level of familiarity with CSFs and, further, that their definition of CSFs is consis-
tent with that of the interview team. Because the concept of CSFs can be difficult to grasp,
the likelihood of success using this method is low in our opinion.”> We have found that sig-
nificant additional analysis is required to create a set of CSFs for an individual manager and
that this work is generally performed after the CSF interview.

In our view, it is more effective to help the manager draw out his or her set of CSFs through a
process of interviewing and discussion. Rockhart developed a series of questions that can be
used for this purpose, but his original objective was to use these questions to assist in facili-
tating a difficult interview [Rockhart 81]. We consider Rockhartis questions to be an integral
part of the process for deriving CSFs and recommend that they play a stronger part in shaping
and conducting the interview. (More information on Rockhartis questions is presented in
Table 2, which is included later in this section.)

* One of the major problems with this method is that it doesnit ensure a good mix of CSFs across

the various sources unless the manager fully understands the nature of CSFs.
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Interview Considerations

Before beginning the interview process, there are a few areas that require further considera-
tion.

Order of Interviews

There is no prescribed order for interviewing participants. This is highly dependent on the
organization or operational unit for which CSFs are being developed. However, in our ex-
perience with CSFs (and with risk assessment data collection), it is sometimes desirable to
interview senior personnel first. They often can provide insight and information that is im-
portant to keep in mind as other interviews are conducted with lower level staff. Executive-
level managers can also provide guidance on additional personnel who should be included in
the interview schedule earlier in the process.

Interview Team

In this document, we do not provide any specific guidance in assembling an interview team
or, more importantly, a CSF activity team.”* However, those conducting the interviews
should be comfortable asking questions of managers who may be either higher or lower in
the organizational hierarchy. The interviewer must also not be so scripted as to prevent a
spontaneous dialog to unfold. The interviewer should always be prepared to follow struc-
tured questions with follow-up, clarifying questions, so an ability to quickly comprehend and
restate the participantis responses is vital. Finally, the interviewer must be comfortable acting
as a facilitator, using reasonable judgment to determine how to allocate time most effectively
during the interview. The most undesirable outcome of an interview is to run short on time
without gathering vital informationd the participant may not be willing to extend the inter-
view or set up a follow-up interview.

Interview Etiquette

There are several key behaviors that will ensure success in the interview.

1. Use engaged listening.

Participants will tend to respond to questions as thoughts come to mind, so it is important
to stay engaged and ask follow-up and clarification questions as necessary. In addition,
be aware of non-verbal clues that provide additional information. Often, non-verbal clues
tell a story that participants may not choose to verbalize.

" The selection of a CSF activity team is addressed in i Final Considerationsi at the end of this ap-

pendix.
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2. Avoid leading the responses of participants.

If the same personnel are involved in conducting all participant interviews, there is a ten-
dency in later interviews to prompt participants into providing answers that confirm ob-
servations or conclusions that have already been drawn. It is easy to become biased as
more interviews are conducted, and all efforts should be made to keep this bias out of the
later interviews.

3. Do not position the interview as an audit, an assessment, or an examination.

The purpose of the interview is not to gather information to render an opinion on the ef-
fectiveness of managers and their operational domain. Participants should understand
that the interview is one of their contributions to the CSF activity, which is vitally impor-
tant to the long-term survival of the organization.

4. Ensure that participants understand that their input is confidential.

Participants will be more likely to freely provide accurate and meaningful information if
they are assured that this information will not be directly attributed to them. It should be
clear to participants that their input is confidential and, to the extent possible, will be
used in a way that does not directly implicate them. This is especially important when
interviewing lower-level managementd they may be concerned that their input could be
provided to their superiors without proper context or intent.

Preparing for the Interview

Because of the importance of the interview activity to developing solid CSFs, there are a
number of preparatory activities and techniques that should be considered:

1. Review documents such as the participantis goals and objectives, if available, before
the interview.

This will provide a fresh view of the conditions and constraints under which the manager
operates and could provide additional follow-up questions during the interview. At the
very least, being able to speak comfortably about the participantis sphere of influence
will show a sincere interest in the participantis viewpoint and open the door to a produc-
tive conversation. Note any areas in documents that need to be clarified so that this can
be accomplished during the interview as well.

2. Keep the interview as short as possible and to the point.

The interviewer must balance keeping the interview on track with the additional informa-
tion that might be gained in general conversation. Participants are more likely to buy into
the CSF process if it appears to them to be productive and professional. A suggestion is
to aim for a 30-minute interview but not to exceed one hour.
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Conduct interviews one-on-one where possible.

Group interviews, particularly among operating peers, can be very effective because par-
ticipants can build from each otheris responses. However, there are also some disadvan-
tages to a group interview, including the potential that some participants will not discuss
their area of responsibility and expertise openly. In addition, some participants may want
to divulge concerns or barriers in the organization and may not want to have this infor-
mation attributed to them after the interview. Finally, in group settings, less assertive
participants may be intimidated and will resort to just nodding to the comments of others.
This defeats the aim of the interview.

Develop a robust, consistent set of questions for the interview.

Do not rely on having a general conversation where, for example, the participantis goals
and objectives are discussed. The interview should be scripted and participants should
know what to expect throughout. Also, use open-ended interview questions. Open-
ended questions encourage discussion and thought and facilitate stream of consciousness
thinking. (A set of candidate questions is provided in Table 2 and Table 3.)

Enlist a scribe or use another method to capture the details of the interview.

Attempting to take notes and to facilitate an interview at the same time is very difficult
and can disrupt the natural flow of the conversation. Notes taken in the interview are
very important to developing CSFs, so they must be accurate and complete. Recording
the interview session either by scribing it to paper or recording it (if approved by the par-
ticipants) should be strongly considered.

Conducting the Interview

Based on Rockhartis guidance [Rockhart 81] and our field experience with the method, the
following procedure is recommended for conducting a CSF interview:*’

State the purpose of the interview.

The participant in the CSF interview must understand the purpose of the interview and
the larger CSF activity. Clarify, if necessary, that the activity is not an assessment or an
audit.

If possible, it is a good idea to provide reading material in advance that describes CSFs
and the process used to develop them. If it is clear that the participant doesnit understand
the purpose and outcome of the CSF activity, this should be discussed before proceeding.
Be clear as well on the type of CSFs being developedd enterprise or operational unitd
and keep the interview properly focused.

27

There are many commercially available structured interviewing techniques that can assist in this
process. The procedure recommended here was used in our application of the CSF technique and
should be considered even if a structured interview technique is used.

56
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2. Clarify the participantis view of the organization or operational unitis mission.

Setting a common context for the interview will help to keep it focused and properly
scoped. If the participantis view of the organization or operational unitis purpose is
skewed, it will affect the responses they provide to the interview questions. Obtaining
this information up front will provide insight to the interviewer and can prompt addi-
tional clarification questions later in the interview.

3. Clarify the participantis view of his or her role in the organization or operational
unit.

It is important to understand the participantis view of the world. It explains his or her
unique context and provides the underlying premise for the types of CSFs he or she iden-
tifies. This information can be helpful later when analyzing interview notes and deriving
CSFs.

4. Discuss the participantis goals and objectives.

If a document review has not been performed, it is vitally important to obtain a concise
understanding of the participantis short- and long-term goals and objectives. This pro-
vides some of the raw data for developing CSFs, as well as an indication of the partici-
pantis role and importance in the larger organizational or operational unit goals.

5. Ask a series of open-ended questions to elicit CSF data.

Responses to these questions provide much of the core data needed for analysis and de-
velopment of CSFs. As noted above, avoid leading the participant by asking questions
that reflect information or data gathered in previous interviews. In the case where an in-
terview must be cut short, this step is the most important and should be completed.

6. Summarize the interview by playing back the important points.

It is a good idea to summarize and paraphrase the interview before closing. This gives
the participant an opportunity to correct any inaccurate data (or assumptions) that have
been recorded as well as to prompt them for additional details if necessary. Remember,
this step is difficult if a scribe is not available to record the interview session. Also, look
at the types of information received6 does it cover industry, peer, environment, temporal,
and management-function responsibilities? If not, ask clarifying questions at this point.

7. AsKk for priority.

Where possible throughout the interview and at the close, ask the participants for prioriti-
zation of important details, particularly if goals or CSFs are provided. This is one way to
sift through all of the details collected throughout the interview and to focus on the truly
critical data.
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8. Ask for measures.

If possible, ask the participants for any measures they have implemented to determine if
they are meeting their goals, objectives, and, if known, CSFs. This may provide further
insight into whether they are achieving less-important goals in lieu of those that can im-
pact the organization if left unaccomplished.

9. Reserve the right to follow up and get confirmation of interview notes if necessary.

At the close of the interview it is a good idea to set the expectation that the participant
will continue to be involved in the process as CSFs are created. Obtain approval from
the participant to reconnect at several points in the process.

After the Interview

After each interview, it is important to obtain the notes taken by personnel involved in the
CSF interview and consolidate where possible. In addition, reviewing notes immediately
after a CSF interview provides an opportunity to add more detail because the experience is
recent. It will be more difficult to do this after many CSF interviews have been conducted
over an elapsed period of time.

Interview Questions

During the CSF interview, a series of questions can be asked to help managers to identify
their CSFs. Simply asking the question i What are your critical success factors?i is only suc-
cessful if the manager understands the CSF concept and has the same definition as that being
used to guide the activity. Thus, several open-ended questions can be posed to help partici-
pants think about those areas of their responsibility that are most important and must be done
well.

In Rockhartis primer on CSFs, a series of questions™ is provided that can accomplish this
task [Rockhart 81]. We used these questions in our application of the CSF method, with a
few variations. Table 2 and Table 3 provide a list of Rockhartis questions and our own, along
with explanations on the intent of the questions, the sources of CSFs that the questions are
most likely to address, and the relationship to the two types of CSFs6 enterprise and opera-
tional unité that we have identified.

28 . . .
One note of caution: to ensure consistency of responses, the same set of questions should be used

for all participants. The questions to be used should be decided on before interviewing begins and
should be asked of all participants.

58 CMU/SEI-2004-TR-010



‘[18 Heyooy| poyiowr JSD 9y JO UONBOGIPOI SHIBY00Y ur Jeadde suonsanb asay ],

6C

‘SMIIAISIUT SNOLIBA

ssooe syuedronaed juaropip £q
pojeadar are Ko J1 Afrernonred Jo
[DJpuI 2q PoYs UONBZIUBSIO 11}
-uo 9y} 18y} SIS 9s1diojuo jo 198
1oUnsIp © Jnoqe 3uLiq ued uonsanb
SIY} ‘[9A9] [eUOIIBZIUEBSIO oY} Y

SASD
uonouUNJ-JUdWIIeUL UL} SIIINOS

AJoy1] 210w a1k S{S)) [erodwdy
pue ‘[eluawuoIIAud ‘109d ‘Ansnpuyg

"1o3eurl

o3 10§ SASD 109321 A[[e1ouas uory
-sanb SIY} 0} SIOMSUY "UOISSIW pue
S[e03 J1o} 2AQIY . 0} AJ[Iqe 1Y)
1dNII9IUT JO YIIM QIQJIOJUI P[NOM
ey} saanjrey 9[qissod jnoqe yuIyy
01 syuedronted 3umoes Aq 0oAn
-0ads1ad Juaiagip € woly s{S)H

1o meIp 03 sdjoy uonsanb sy,

Jisowr o) noA 1Ny
[1oM wojrad 03 anyrey pjnom
SeaIE I JO ‘0M] “QUO JeyM U]

ESINVRLRE (No)

oy Jo adoos ayp pue aanoadsiad
sLIogeuew oy} uo Surpudadap ‘sISD
1un [euonjerado pue osudigua
10q AJ1Iuop1 ued uonsanb sy |,

uedronaed oyp Jo aanoadsiad

oy uo Surpuadop 0039 ‘Terodwdy
‘100d ‘A;sSnpur 0so0Inos [[e WoJf
SISO Ajpuapt ued uonsanb sy,

A
-A1}OE S AU} SundNpuod Asoy) 0}
uonmuiyop spuedronied oy Jo Aouo)
-SISU09 9y} pue 1daduod JSD Ay}
Jo Surpuejsiopun spuedronted ayp
uo juapuadop Ay3iy a1e sasuodsar
[NySurueowW I0AdMOY Juedion
-Ted oy) woy s4SD 1012 APoaIIp
03 St uorsanb sy Jo JuduUI Y,

(rou S qol oA ur s103
-0BJ $SQ00NS [BONILIO I} OIB JBYM

adAY, ASD

321108 J4SD

yuduy

uonsand) MITAI)U]

HBYNO0Y Aq pasodoid suosand mejnieiul 4SO

‘¢ 9lqel

59

CMU/SEI-2004-TR-010



'$,SD osudiojud SurAnuopr
I10J [erolyouaq st uonsonb sy

‘uonisod aannadwos pue Ansnput
SIuoNeZIuELSIO oY) YIm pojurenb
-0'al 103 03 Sundwalie uo snooy

I} Jo asneodq sJS) Ioad pue A1y
-snpur AJnuopt Jysnu uonsanb sy,

‘03 uonuaye Aed 03 pasu jsowr Koy
pieoqysep uolBULIOJUI JIdY} JO
syred jeym 93e[NONIR PUB J[01 JIAY)
uo A[}oBIISqQER J93[J01 UBD JoZeULW
B 1°pBOI Y} JO JJO SIAR 119y} ae)
jsnuw [ JogeUBW 9Y) 2I9YM OLIBU
-00s © urpraoid Ag 103euew o)
03 Jueiodur JSOW SI Jeym AJIIUpI
03 st uonsanb st Jo osodind oy

(39)e] Syjuow I}

N0 JUWIBD NOA UAYM UOTBZIUB3IO
o} JNOQE MOUY| 0} JUBM JSOW
noAk prnom Jey Ay “I9jem pue
PooJ A[rep 103 1dooxa ‘plIom apIs
-JNO Y} 0} SSA0OE OU YIIM WOOI
Saep e ur paoe[d aIe noA ownssy

SASO

jiun Jeuonerado Surfynuaprt 10§
[ngasn A10A 9q Y3 uonsanb siyy
‘19A9[ st1o3euew o) uo Surpuada(

"S{SD uondunj-juswdSeURW URY)
A1o3[1[ 910U dIR SIS [erodwdy
PUE ‘TRIUSWUOIIAUD ‘100d ‘Ansnpuy

SO & AJIusis

Aewl J1 ‘UOISSTW JO STROS SUIAQIYOR
uo st joedwI Ay J] 9ANONISIP
pue 1[9J 1sowr 9q prnom joed

-WI AU} 2IoyYM pue dInfrey jo joed
-t o) 0 s303 uornsanb sy ‘woIs
-smwu oy Surysijduwoode pue s[eod
FurAQIYOL TIIM OI9JIOUT JYF T
oouew10}1od J00d a1oyMm seale
Anuopt [ juedronaed o ey

st uonsanb sy yo uwoneoryduwr oy |

(3uoim 03 Furyiowos 09
0} 9Jey NOA p[NOM BAIE JeyMm U]

adAL ASD

921n0§ JSD

yuyuy

uonsang) MIAINU]

CMU/SEI-2004-TR-010

60



"SIQWO)ISNO YIIm poyloul S0 9y} Jo uoneoridde mo ur ‘Z s[qe] ur umoys suonso3sns eyo0y ay) yim 3uofe ‘suonsanb osoy pasn pue pado[oasp om

0€

‘uonsonb
sIy) £q paYHUAPI 8q ULD SIS Iun
[euonierado 10 osLdigiue Iy

‘JIun Jeuon
-e10do 10 uoneziuedio oy ur Aepd
Koty o101 anbrun 9y} UO SASNI0J
yuedronted o J1 payIUIPI 9q OS[e
Kewl SJSD UONOUNJ-JUSWOTEUBIA]
‘pamarardur 3uraq juedonted oy
JO 19A9] oy} uo Surpuadap ‘sISD
[eIUWUOIIAUD JO ‘109d ‘Ansnp

-ur 3uIAJIIuapI JoJ [njasn oq ABJA

"JNoqe pPauIod

-u09 9q p[noys jun JeuoneIddo 10
uoneZIue3IOo 211U oY) JuIYIoWOos
aIe AU} JoU}oyM O} SB 9peW 9q UBD
UOIIRUTULIDIOP B JBY) OS SISA[eue
Surmp s1S) yons Amuapt o3 dioy
ueo uonsanb s1y) 03 sasuodsay
‘STe03 spuowaSeuRW puR JUOWAFE
-UewW JO }S9I AU} 3IM dUI] JO N0 9q
01 sxeadde jeyy JSD ® sey JoSeuew
Iernonaed e ‘U0 "[EONILIO ISOW
9q 0} I9PISU0D A3} 1By} s3uIy) AY)
ojur Jy3isut sapraoid i1 ‘ysijduwosoe
0) 919U} 218 AU} JBUM JO SMIIA
JUQIPIP 9ARY SIoFeuBW JOTUDS

J1 ‘ordurexo 10, ‘sosuodsar spued
-1onued a3 Jo Jopurewal oy 10J
1X03u09 305 0} sd[ay uornsanb sy

JuoneziuedIo oy} Ul 9[01 pue
uorssiw [euosidd InoA ST 1By

adAY, ASD

321108 J4SD

yuuy

uonsand) MITAI)U]

(/OPISUOD O} sUoiSBNYD MBINIB)U| [UOHIPPY

€ 9lqel

61

CMU/SEI-2004-TR-010



-9rqissod
are s,SD yun euonerddo pue astd
-191u0 30q “uedronted oy} JO [9A9]

juowageuew oY) uo Surpuada

‘(e1qekeq

SIUN0JOY ‘IoFEUBIA SE [ons) 9[01
UOWIod € Sp[oY] Jdgeurwl A4} JI
Aprernonaed ‘orqrssod os[e a1e S, {SD
uonounj-juswadeue]y -juedronied
o1 JO [9AQ] JuowdSeULW 9y} UO Ul
-puadap SISO Ansnpul jnoqe suLiq
PINOD 919 ‘AJTRUOSEIS ‘SUOTIPUOD
Suneiado 03 paje[al s[e0s W)
-110Us dAeY sIo3euewl J1 S,{S)) [e1od
-] Surkynuoprt 103 (nyosn ATYStH

"UOISSTW

syt ysipdwoooe jun [euorjerddo

Jo uoneziue3io ay; djoy 03 A1essa
-03U 10 PI}0adxa SI JeyM [)IM U]
Jo 1o A[91e1dwos aq Aewr yorym
‘9101 1Y 1O SIY ST S9Ad1[q Jageuewn
[ENPIAIPUL UB JBYM 9Z1IJOBIBYD
uo)yo uonsonb siy) 03 sosuodsoy
'$s9001d Juowoeurw souewLIo)d
pue 3ur)os 03 [BULIO] B dARY JOU
S90p uoneZIuE3IOo Ay} JI papua
-w0991 A[y31y st uonsonb sy
‘UOnIPpE U] "MOIAIUI Y} 9I0Joq
MOTASI 0} SJUSWNOOP OU dIB 1Y)
Jr jueprodunr K194 st uonsonb sty

{S9AN93[qo pue s[eo3
[BOILIO ISOW INOA dIB Jey A\

adAL ASD

921n0§ JSD

yuyuy

uonsang) MIAINU]

CMU/SEI-2004-TR-010

62



-9[qissod
are s,4SD yun euonerddo pue astd
-191u0 30q “uedronted oy} JO [9A9]

juowageue 9y} uo Surpuada

"uoneZIuB3IO AY) Ul SIA103[qO pue
S[e0F 197 10 SIY Sunodw A[0ANIL
0} JALLIRq B SI SP[OY S IO Y uon
-1s0d oty 1e1]) S[99F JoFeUBW U} JI
PAYNUAPT 8q JY31UW S uonouny
-JuowoFeury [[oMm Se J[qissod
QJe [BJUSWIUOIIAUL pue 193d ‘An
-snpur Inq ‘uonsanb SIy) Woj poALl
-op 2q ued sJS) [erodwo) Auey

‘Jnoqe JYInoy) dAey Jou AewW oys IO

9y 9soy} g M3IA Jo adoos s11age
-UBW AU UI AJB IR} SSD dsoy)
Auo jou A muapt ued uonsanb siy)
‘$a10BISqQO JO asnedaq popadul are
ey syudwysIdwoooe J0 SanIun)
-10ddo Suwopisuod Ag Ap1ordxa
JO a1eme 9q jou Aew jiun [eUOI)
-e12do 10 ‘uoneziuedio ‘ro3eurwt
[enpIAIpUT 1) Jet)) S SUIkJn
-UopI IO} [enuassa s uonsanb sy,

{S919'18qO 10 swa[qoid ssoursng
15918013 931} INOA 9IB TR\

adAL ASD

921n0§ JSD

yuyuy

uonsang) MIAINU]

63

CMU/SEI-2004-TR-010



Data Consolidation and Preparation for Analysis

Document review and interview notes provide the core data for developing CSFs. Thus, all
of the documents collected and the interview notes that have been recorded must be compiled
and organized to facilitate analysis. There is no prescribed means for doing this; however, a
few suggestions can be offered to ensure collected data is ready for the analysis activities:

e  Group common pieces of data. If managersi goals and objectives are collected, keep
them together and arrange them in a way that groups similar organizational functions,
management levels, or issues.”’ This may be very useful when performing analysis and
deriving CSFs.

e Arrange interview notes into a common format so that similar information gathered
across interviews can easily be located. In some cases, it can be effective to group to-
gether all of the responses for a particular question from all interview participants. When
performing analysis, this may highlight particular trends or overall confirmation of im-
portant points and opinions.

e Scan the information for accuracy and completeness. If information is missing, it is a
good idea to ifill in the blanksi now before the analysis process begins. Once analysis
begins, it will be difficult to remain objective with participants when asking for addi-
tional information.

Once data has been arranged and checked for completeness, it can be analyzed and shaped
into a set of CSFs.

Activity Three: Analysis

There are three primary steps in activity three:

l Analyze data JH[ Develop activity statements J

Place activity statements into
affinity groupings

[ Develop summary themes J

' The questions used in CSF interviews attempt to draw out particular important aspects and chal-

lenges of management. One way to group data is by common response areas such as personnel is-
sues, market issues, sponsorship and leadership, competition, etc. However, use caution with
these groupings so that they are not used directly to develop CSFs without performing analysis ac-
tivities.
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The purpose of the analysis activity is to categorize and analyze raw data so that it can be
used to derive CSFs. This requires some molding and shaping of raw data into the basic
components of a CSF. This i normalizationi process prepares data so that it is

e detached from the personnel who provided it (to avoid bias and attribution going for-
ward),

e condensed to its essential meaning or thought (to eliminate ambiguity), and

e formed into manageable pieces or entities that can be analyzed.

In our application of the CSF method, we have found it useful to transform raw data into
CSFs by using a series of repeatable and consistent processes, rather than relying on partici-
pants to directly identify CSFs. For our application of these processes, we created two im-
portant concepts: activity statements and supporting themes. We also made use of a common
technique called affinity analysis as a structured means for working with activity statements
and supporting themes. The use of affinity analysis provides not only a consistent process for
deriving CSFs but also a self-correcting mechanism that affords the user many opportunities
to re-examine analysis decisions without interjecting additional bias.

The concepts of activity statements and supporting themes are introduced below.

Activity Statements

Activity statements are statements that are harvested from interview notes and documents
that reflect what managers do or believe they and the organization should be doing to ensure
success. They collectively describe the operational goals, objectives, and activities per-
formed by managers throughout the organization or in the operational unit that supports the
existence and/or attainment of a CSF. It is important to note that activity statements can re-
flect something that the organization is already doing, paying attention to, or monitoring (as
established in goals, objectives, or operational activities), or reflect something that the or-
ganization should be doing (such as barriers and challenges to effectiveness). Examples of
activity statements include

e Comply with state and federal regulations.

e Manage migration to a new financial system.
e Train accounting staff.

e Increase customer sales by 10% this year.

e Focus on customer needs.

e Recognize core competencies.
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As illustrated, in addition to reflecting operational goals and objectives, activity statements
can represent a general action that is being taken (or must be taken) to support goals or can
convey a general sense of something that is beneficial to the organization.

The creation of activity statements is a technique for transforming raw data into manageable,
consistent entities that can then be subjected to analysis to derive CSFs.

Supporting Themes

Supporting themes highlight the underlying content or intent of a CSF. In essence, support-
ing themes provide a description or definition of a CSF.

Supporting themes are drawn from an initial grouping and analysis of activity statements.
For example, the following activity statements could be grouped and analyzed to derive sup-
porting themes:

Table 4: Example of Activity Statements and Supporting Themes

Activity Statements Supporting Themes

Maintain a qualified, properly-trained work-

Attract high-quality employees from the
force.

available workforce.

Ensure that personnel are technology literate

and competent. Develop, train, and prepare employees to

Address diversity issues contribute to the growth and effectiveness of

service delivery.

Perform succession planning for key em-

loyees.
ploy Empower employees to act and take respon-

Ensure that the organization is attractive to a | sibility for their actions.
demographically shrinking workforce.

Monitor staffing changes and human re-
sources issues.

Empower employees and reduce microman-
agement.

Supporting themes essentially represent the intention and substance of the activity statements
as they have been grouped together. However, there is no one-to-one relationship between

% Activity statements should reflect an action or activity. We do not provide a strict format for ac-

tivity statements, but for consistency and usability we recommend that they begin with an action
verb.
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activity statements and supporting themes; supporting themes summarize the intention of the
activity statements as an aid in deriving a CSF.

Developing Activity Statements

The first step in creating CSFs is to develop activity statements. These are created from the
documents and interview notes that have been collected.

Using Document Review

Activity statements can be drawn directly, without much interpretation, from relevant docu-
ments provided by participants or the organization. Most often, the documents that will pro-
duce the majority of activity statements will be the organizationis or the operational unitis mis-
sion, vision, or purpose statement and the individual managersi goals and objectives. Guidance
for developing activity statements from each of these document sources is provided below.

Mission Statement

The organization (or operational unitis) mission statement is a rich source of broad-based
activity statements. Often, the mission statement describes the vision and purpose of the or-
ganization and reflects the organizationis values. For example, consider the mission state-
ment for a large county government:

( j:

-
Our County Mission Statement

The mission of our county is to provide
progressive, service-oriented, responsible
government that is responsible and
accountable to the people and their need
for low-cost government. Our vision is
to be a dynamic, service-driven
organization built on community values
and needs, continuously improving the
way local governiment does business. To
achieve this, our goals are to create
partnerships with common interest
groups and the people in our community,
accelerate infrastructure to meet growth
and challenges, maximize service
delivery and human resource utilization,
and to ensure financial stability through
a fair revenue and expenditure system.

4§ J

Figure 17: Sample Mission Statement
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This mission statement can be summarized into several key activity statements:

e Focus on community values and needs.

e Continuously improve the way that local government does business.

e Provide progressive, service-oriented, responsible government.

¢ Remain responsive and accountable to the people.

e Create partnerships and relationships with common interest groups.

e Accelerate infrastructure to meet growth.

e Maximize service delivery.

e Maximize human resource utilization.

e Ensure financial stability.

Notice that these activity statements do not provide any information on #ow the mission, vi-
sion, and goals are going to be metd they are just broad statements of intention that charac-

terize what is important to the organization. The following illustrates how the activity state-
ments were derived from the county mission statement:

b )

—
Our County Mission Statement Activity Statements

The mission of our county is to provide
progressive, service-oriented, responsible
government that is responsible and .
accountable to the people and their need
for low-cost government. Our vision is

7y

- 1. Focus on community values
and needs.

Continuously improve how
local government does
business.

to be a dynamic, service-driven 3. Provide progressive, service-
organization built on community values — oriented government.

and needs, continuously improving the 4, Remain responsive and

way local government does business. To— accountable to citizens.
achieve this, our goals are to create » 5. Create partnerships with

partnerships with common interest

—.———'___'_.___.___._7 .
; . common interest groups.
M and the people n our commumty, —'—J___J'____._J-—-’ 6. Accelerate infrastructure to
accelerate infrastructure to meet growth—
]
- ]

= - meet growth.
and challenges, maximize service - 7. Maximize human resource
delivery and human resource utilization, — utilization.
and to ensure financial stability through — > 8. Ensure financial stability.
a fair revenue and expenditure system.

£r)

Figure 18: Example of Deriving Activity Statements from Mission

Goals and Objectives

The goals and objectives of managers generally prove to be an abundant source of activity
statements. Ideally, a manageris goals and objectives depict statements of action or intention
that the manager must accomplish to support the larger goals of the organization or opera-
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tional unit. While performance goals tend to be more specific than the broad goals stated in
the organizationis mission, they can still be easily transformed directly into activity state-
ments without much interpretation or alteration. For example, the following goals could eas-
ily pass for activity statements as well:

e Implement a HIPAA compliance program by 12/31/2003.
e Reduce labor costs by 30% by 1st quarter 2004.
e Increase participation in frequent flyer programs by 10%.

e Perform a risk assessment on the widget system by 3rd quarter 2005.

As stated, these goals could represent activity statements or could be altered™ to remove spe-
cific performance metrics and focus on the intent of the goal. For example, iimplement a
HIPAA compliance program by 12/31/20031 could be restated as i ensure HIPAA compli-
ancel to create a less specific activity statement that retains the underlying intent of the goal.
However, this transformation may not be entirely necessary unless the underlying intent of
the goal cannot be determined or is ambiguous. In this case, it is wise to talk with the indi-
vidual manager (in the interview, for instance) and gain clarification.

Using Interview Notes

Obtaining activity statements from interview notes is a more difficult exercise because it re-
quires some interpretation and over time may be affected by the biases of those performing
the analysis. The main challenge in creating activity statements from interview notes is to
ensure that the intent of the participantis responses to questions is captured and transformed
into an activity statement.

Interview notes can provide several types of information from which to develop activity
statements. Each must be considered differently.

Direct Statement of CSFs

In some cases, participants will directly provide a set of CSFs. There are reasons to be cau-
tious when using this information.

e First, the statement may be based on the participantis unique perspective and may not fit
the definition of a CSF. Thus, it may be a valid point, but should be put through the CSF
process as a check. At a minimum, what appears to be a CSF can be considered an activ-
ity statement that will later support a higher-level CSF.

e Second, the participant may provide a valid CSF. However, it may be too soon in the
process to determine whether the CSF provided will stand alone or be subsumed by a

3 Alteration of goals and objectives should not result in changing the intent or to interject biases;

rather, it can be used to eliminate extraneous information or provide clarification.
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higher level CSF. Again, the CSF that is identified by the participant can constitute an
activity statement (or supporting theme) that will eventually support a higher level CSF.

Responses to CSF questions

Participants will provide data in response to interview questions. This data must be carefully
parsed and transformed into activity statements, which can be challenging.

e Frequently, participants donit provide complete information. The urge to i fill in the
blanksi must be resisted; otherwise bias will be infused. If clarification is needed, talk to
the participant.

e Participant responses may be ambiguous. Look to the intent of the interview question for
clarification or, if necessary, talk to the participant.

e Sometimes participants answer a different question than the one that is asked or go back
to previous questions and provide more information. This is not necessarily a problem
unless the intent of the participantis responses cannot be determined. Again, in this case,
ask the participant for clarification before using this data to develop activity statements.

Other information

Additional information is often provided during interviews. This information can be very
valuable because it comes from the participantis stream of consciousness thinking during the
interview. It can be turned into activity statements in much the same way as responses to in-
terview questions. However, it may be harder to interpret the underlying meaning of the in-
formation because it is unsolicited and may lack context.

Example of Using Interview Notes

Consider the interview notes shown in Figure 19 in response to the question i In what two or
three areas would failure hurt you the most?1 There are many activity statements that can be
extracted from the interview notes; some are straightforward and others must be interpreted
as to intent. (Candidates are underlined.) In one instance during the interview, the manager
points out what he believes to be a CSF for his department. This may or may not be a CSF for
the organization.
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Interview Notes — J. Brown

Q1: In what two or three areas would failure hurt
you the most?

Al: Well, we must be careful not to use public
funds inappropriately. Taxpayers don’t take
kindly to having their dollars wasted. This is
also why we must keep an eye on our budgets
and manage them wisely. By the way, we have
an excellent finance manager to whom we can
go to make sure we are keeping our financial
commitments. The public perception of our
agency is also very important. If we are seen
as ineffective....

Figure 19: Example of CSF Interview Notes

Referring to the underlined areas in the interview notes, the following subset of activity state-
ments can be created:

Interview Notes — J. Brown

Q1: In what two or three areas would failure hurt Aciivity Statements
you the most?

1. Utilize public funds
Al: Well, we must be careful not to use public ——— appropriately.

N N 2. Monitor and manage
funds inappropriately. Taxpayers don’t take department budgets.
kindly to having their dollars wasted. This is 4/_’3. lfn?r?;ng :;(cellent finance

also why we must keep an eye on our budgets

4. Preserve high public
and manage them wisely. By the way, we have perception of our agency.
an excellent finance manager to whom we can
go to make sure we are kKeeping our financial

commitments. The public perception of our
agency is also very important. If we are seen
as ineffective....

Figure 20: Example of Activity Statements Drawn from CSF Interview Notes

With practice, developing activity statements from interview notes becomes less difficult.
However, it is important to periodically examine how activity statements are being derived to
ensure that the process is not influenced by experience gained in earlier interviews. Over
time, activity statements from different interviews may begin to look similar; this may be
valid, but should be checked to ensure that the intent of the participant is captured accurately.
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Activity statements should be developed for each participant for whom documents have been
collected and an interview has been conducted. If no interview has been conducted, but rele-
vant documents such as a manageris goals and objectives are available, the development of
activity statements may still be possible. Good judgment should be used to determine
whether the lack of a corresponding interview interferes with gathering sufficient and appro-
priate data from the participant.

Performing an Initial Affinity Grouping

The next step in creating CSFs is to perform an initial affinity grouping of the activity state-
ments gathered from document review and interview notes. Simply stated, affinity grouping
is a process for organizing ideas, thoughts, concepts, etc. It is a broadly used technique, often
found in activities such as requirements elicitation for software development. Affinity group-
ing enables the categorization of data that share common characteristics, traits, or qualities so
that a common description of the data can be developed.

Example of Affinity Grouping

To illustrate the affinity grouping concept, consider the following example. Suppose the fol-
lowing words represent 10 activity statements:

2 !
Activity Statements

1. Shetland

. Doberman
. Siamese

. Poodle

. Tabby

. Zebra

. Clydesdale
. Calico

. Cougar

. Mule

O W W N o RwWw N

—

Figure 21: Affinity Grouping Example fi Activity Statements

As you examine these words, specific groupings begin to appear. If each activity statement is
placed into a group that shares similar characteristics, the following groups might be created:
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( Activity Statements ]

1. Shetlande - - - - ------ - - ----- -~
2. Doberman. ,,,,,,,,,,,,,,,,,,,,,,,,
3. Siamese e—— Shetland
4, Poodlee Zebra
Clydesdale
5. Tabbys— Mule
6. S e
7
8 S Doberman
9 ) _Poodle
)3
- _y
. Siamese
Tabby
Calico
Cougar

Figure 22: Affinity Grouping Example fi Three Affinity Groups

However, in examining the groups that have been created, it is clear that we have accounted
for the similar characteristics of the statements, but perhaps have not properly labeled the
groups. A refinement of the group names might look like this:

i 3
( Activity Statements ]

. Shetlande - - - |- === === == == - = -

. Doberman s« oo -

. Siamese s——— S
A \__‘- //(z
Poodles ’

. Tabbys———

Zebra
Clydesdale
Mule
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-
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1
1
I
1
I
I
1
I
I
1
I
I
1
I
1

- Calicos] Doberman
. Cougar e——| , e \Poodle |
10. Mulee === === _ \ ) )

Siamese
Tabby
Calico
Cougar

Figure 23: Affinity Grouping Example i Refined Groups

As a result of this exercise, the 10 original activity statements can be placed into three mean-
ingful groups, each of which has its own distinct theme. In much the same way, activity
statements can be grouped to begin to form themes that will eventually suggest CSFs.
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Performing Affinity Grouping

CSFs tend to be more representative of the organization or operational unit when they are
gleaned from raw data provided by managers, rather than from asking managers directly to
identify their CSFs. The affinity grouping of activity statements is a way to summarize the
core thoughts and concepts from managers regarding those activities they most need to pay
attention to. Affinity grouping also provides a documented foundation for making decisions
about which CSFs are created and why. Looking to the activity statements and supporting
themes that support a particular CSF provides insight into why it was developed and how it is
important to the organization or operational unit.

There are many existing techniques available for performing an affinity grouping activity.
The extent to which a formal technique is necessary is dependent on the degree of precision
required and other factors such as how many statements are being grouped, the number of
persons involved in the activity, etc.

A simple process of affinity grouping may be all that is necessary to derive CSFs. The fol-
lowing is our suggested process for performing affinity grouping of activity statements:

1. Mark the origin of each activity statement.

Later, it may be important to be able to trace back to the interview or document from
which the activity statement was created. Thus, it is a good idea to tag each activity
statement for origin. (One suggestion is to apply line numbers to interview notes and to
use the line number and the participantis initials to identify the origin of the statement,
such as iRAC22.1) However, be careful not to make this origin tag so prominent a part
of the activity statement that it becomes a primary criterion for categorizing activity
statements. The core content, intention, or meaning should always be the primary driver
for categorizing the activity statements.

2. Use only the activity statements when creating affinity groupings.

The activity statements should be the only initial source for this activity. If an activity
statement is difficult to categorize with other statements, it may need further clarification.
This can be accomplished by referring to the raw data from which the activity statement
was created, if necessary. Be careful, however, not to derail the grouping process by delv-
ing too deeply into the source data. The essence of the affinity grouping activity is to
make immediately recognizable connections between somewhat disparate pieces of data.

3. Work each activity statement individually.

The essence of the affinity grouping activity is to make immediately recognizable con-
nections between similar data elements by using the core content, intention, or meaning
portrayed by the activity statement as the primary decision criteria.
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Each activity statement should be considered individually and placed into an affinity
group. It is sometimes helpful to have several people consider each statement together
and agree on placement in a group. If a statement cannot be grouped after reasonable
consideration, it may appropriately indicate the creation of a new group. If not, place the
statement aside and continue with the affinity grouping process.

Stabilize the affinity groups.

As a final check, once all activity statements have been grouped, each group should be
examined to determine if subgroups are emerging and should be extracted. For example,
during an affinity grouping activity (particularly when considering a large number of ac-
tivity statements) the team performing the grouping may lose sight of the meaning of the
groups it has created or may inadvertently change the definition of a group as the process
unfolds. Eventually, this can result in the creation of groups that, in actuality, contain
more than one distinct group. If this is the case, additional distinct groups should be
separated. (One caution: looking for additional groups within a group is not the same as
defining emerging themes that underlie or support all of the activity statements in a
group. This activity is referred to as i developing supporting themes,i and is the final ab-
straction required to create CSFs.)

In addition, this is a good time to consider duplicate activity statements. Duplicate
statements (particularly if they are from different participants) can serve to confirm a par-
ticular affinity group, and later a CSF. However, duplicates can be eliminated if neces-
sary. Also, consideration should be given to the traceability of the activity statements at
this point. Moving forward, the origin of the statement should be removed (certainly be-
fore presentation to the organization), but it is a good idea to keep a copy of the groups
with origin information in case further analysis is required later in the process.

Address any left over activity statements or small groups of statements.

After the affinity grouping exercise, a set of activity statements may remain that cannot
be placed into a group.”* Each statement that doesnit fit into a group must be re-
examined. In some cases, several remaining statements will form a new group; how-
ever, there is a possibility that some will never fit into a group. For those that cannot
be grouped, a decision must be made as to their value. Keep in mind that a single ac-
tivity statement may be so compelling that it eventually defines its own CSF; con-
versely, an activity statement might be found to be extraneous, and a decision might be
made to discard it.

34

Groups that have fewer than two or three activity statements should be re-examined. These
groups may need to be combined with other existing groups. Or, the activity statements in these
groups may need to be assigned to one or more existing groups.
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Developing Supporting Themes

A final step required before the development of CSFs is to develop supporting themes. Sup-
porting themes represent a group of activity statements and will be used as the foundation
from which to create the CSFs.

Developing supporting themes can be easy or difficult depending on a particular affinity
grouping. In some cases, the supporting themes are readily apparent; in others, the themes
must be developed through group discussion and, occasionally, by regrouping activity state-
ments where necessary.

The objective of the supporting themes activity is to draw out the underlying concepts or in-
tentions that represent the activity statements in a particular grouping (and will eventually
represent a CSF.) This is best illustrated through an example. Consider the following affinity
grouping of activity statements:

1. Manage migration from legacy systems.

Position IT as a partner to business and operational units.
Attain efficiencies in service delivery through e-commerce.
Implement new technologies to fulfill mission needs.
Position IT as an enabler of new initiatives and strategies.

Increase the number of e-commerce services provided this year by 15%.

o N SR W

View [T as an investment, not an expense.

P
Affinity Group #1

Manage impacts on efficiency and effectiveness from use of legacy systems.

~,

Figure 24: Example of CSF Affinity Grouping of Activity Statements

This affinity grouping contains statements that have i the use of technology as an enableri as
their underlying premise. However, within this affinity grouping, several subgroups emerge
as well. Using these subgroups, a set of supporting themes can be created that collectively
represents the activity statements that have been placed in this group. Thus, when these ac-
tivity statements are rearranged by subgroup (common ideas or concepts), a few supporting
themes emerge, as shown in the three tables of Figure 25.
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Activity Statements Supporting Theme 1

2. Position IT as a partner to business
and operational units.

5. Position IT as an enabler of new ini- Align information technology with
tiatives and strategies. strategic planning.
8. View IT as an investment, not an ex-
pense.
Activity Statements Supporting Theme 2
3. Attain efficiencies in service delivery

through e-commerce.
Expand service delivery through

e-commerce.
6. Increase the number of e-commerce

services provided this year by 15%.

Activity Statements Supporting Theme 3

1. Manage migration from legacy sys-
tems.

4.  Implement new technologies to ful- Move away from people-intensive,
fill mission needs. legacy systems to newer technolo-
gies.

7. Manage impacts on efficiency and ef-
fectiveness from use of legacy sys-
tems.

Figure 25: Example of Three Emerging Supporting Themes
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At this point, the three supporting themes represent the eight activity statements that have

been placed in the affinity grouping. Moving forward to the derivation of CSFs, these sup-
porting themes will be easier to work with than the activity statements from which they are
derived. The process of abstracting up to the supporting themes reduces the amount of data
that must be interpreted and handled and reduces the potential for error later in the process.

Developing supporting themes is a somewhat subjective process. The objective is to develop
a statement that represents or summarizes the underlying intent of the activity statements.
For example, in Theme 1, the underlying intent of the activity statements is that the informa-
tion technology efforts of the organization should be aligned with strategic planning so that
information technology becomes an enabler of the organization, rather than a burden.

There are some additional considerations, however, for developing supporting themes.

1. During theme development, it may become apparent that a particular subgroup of activ-
ity statements no longer fits with the larger group from which it originated. This may in-
dicate a need to separate the subgroup into its own affinity grouping or to place it in a
different existing group. Using the emerging supporting themes to guide these decisions
is a self-correcting mechanism that helps to double-check the accuracy of the initial af-
finity grouping exercise.

2. Sometimes, one or two activity statements may not appear to support a particular theme.
When this occurs, it is wise to examine these statements and determine whether they
support other themes or whether they may belong in a different affinity grouping.
Again, in this case it is best to either find an affinity grouping that is a better fit or de-
termine that the statement can be discarded.

Because the supporting themes activity is subjective, it may help to involve experts in the
organization to obtain feedback on the emerging themes and advice on handling activity
statements that cannot be grouped. For example, participants in the document review and
interview processes might be able to assist by providing additional feedback and clarification
on their comments.

Activity Four: Deriving CSFs

There are three primary steps in Activity Four:
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[ Derive CSFs ]’—* Group summary themes
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Derive CSFs
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Refine and combine CSFs

CSFs are derived rather than created. They are extracted from raw data collected throughout
the process and formed into activity statements, affinity groupings, and finally supporting
themes. In our experience, we have found that CSFs can be derived easily based on support-
ing themes alone if the process described herein is followed.

CSFs seem to have more clarity, usability, and impact when they can be reduced to a brief,
concise statement that captures the CSFis essential intent and description. For example, one
of the reasons that mission statements often cannot be recited by employees is because they
are generally too long and contain too much detail. A similar issue can be found with
CSFso if it takes hundreds of words and paragraphs to define a CSF, thereis a good chance
that it isnit a key performance factor that the organization can reasonably achieve.

In our method for creating CSFs, we have limited ourselves to as few words as possible (gen-
erally fewer than 10) when describing a CSF. For certain, a more detailed description of the
meaning of the CSF, its origin, and potential impact on the organization can be developed,
but wonit be as useful or practical as a statement that can capture the CSF and can be easily
recalled and communicated.

Affinity Grouping of Supporting Themes

Once supporting themes have been developed for each group of activity statements, it is im-
portant to perform an additional affinity grouping exercise using the supporting themes. This
helps to bring together similar supporting themes into groups that will result in CSFs. Often,
this is a simple exercise because many of the supporting themes that result from an affinity
grouping of activity statements are already closely related. Where a theme is not related, it
can be regrouped with other supporting themes that are a closer match. In this way, the proc-
ess of performing affinity grouping of supporting themes essentially can correct any errors
made in previous CSF activities. This is illustrated as follows:
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i
Activity Statements
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[Afﬁnity Groups] [Afﬁnity Groups ] [Afﬁnity Groups]
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Supporting Supporting Supporting Supporting Supporting
Themes Themes Themes Themes Themes
\_} T‘ | |
CSF CSF

Figure 26: lllustration of Affinity Grouping of Supporting Themes

Deriving CSFs

A simple process for deriving CSFs is to use supporting themes as a guide. The reason for
developing supporting themes is to represent, in as few summary statements as possible, the
things that managers are concerned about as reflected in activity statements. If the process of
creating supporting themes is done correctly, the resulting themes should provide enough in-
sight to inamel a CSF. For example, consider the following summary themes:

e Align information technology with strategic planning.
e Expand service delivery through e-commerce.

e Move away from people-intensive, legacy systems to newer technologies.

These supporting themes communicate several key notions. For example, information tech-
nology is an important part of the organization. Second, it is important to create a solid rela-
tionship between the information technology activities of the organization and the organiza-
tionis strategic plan. Finally, the organization must use new technology to help it expand and
meet its mission.

In essence, these points describe a set of CSFs for the organization that can be restated more
concisely as i Deploy information technology strategically.i In this way, a CSF is derived
from one or more supporting themes and is representative of the activity statements and affin-
ity groupings that preceded it.
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As an additional example, consider the following supporting themes that have been drawn

from various affinity groups of activity statements:

Attract high-quality employees from the available workforce.
Develop, train, and prepare employees to contribute to the growth of the organization.

Empower employees to act and take responsibility for their actions.

These supporting themes can be summarized into a single CSF for the organization: i Attract
and develop human resources.i This CSF suggests that the organization can meet its mission
only by selecting and training the best employees available and by giving them the resources
and decision-making capabilities they need. Achieving this CSF on a consistent basis will

help the organization achieve its mission.

Deriving CSFs is a skill for which consistency can be gained through practice. The following
are a few additional guidelines for success in deriving CSFs.

1.

Let the supporting themes do the work.

If the other activities in the CSF process have been performed well, the supporting
themes will accurately represent the operational environment of managers. Thus, sup-
porting themes can be relied on to derive the CSFs. If this is not the case, then errors
may have been made in developing activity statements, performing affinity groupings, or
in developing supporting themes. Although most of the CSF process is self-correcting,
bias can be introduced along the way and can eventually affect the CSFs that are derived.

In addition, be aware that there is no specified or intended cardinality between supporting
themes and CSFs; that is, a CSF can be derived from a group of 20 supporting themes or
just one supporting theme.”

35

Some organizations may decide to conclude the CSF method at the point of development of sup-
porting themes. In some cases, supporting themes may already fit the description of a critical suc-
cess factor. However, this will result in a generous number of CSFs. Whether this is acceptable
for an organization depends on how they will eventually use the CSFs. Abstracting from support-
ing themes to a smaller set of CSFs is a way to manage the number of CSFs derived, but may not
be useful for all organizations. Bottom line: quit when you have accurately characterized the key
performance areas for the enterprise or an operational unit.
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Figure 27: lllustration of Deriving CSFs from Supporting Themes

2.

Aim for the fewest number of CSFs that can accurately and completely character-
ize the organization or operational unit.

The intent of CSFs is to identify those activities that are most important to managers to
achieve the organizationis mission. Managers cannot focus on an unrealistic number of
CSFso just as with driving a vehicle, the more things needing attention may cause the
focus to be drawn away from the mission at hand (to arrive safely at the intended destina-
tion.) As a result, the number of CSFs derived should be kept to the minimum necessary
to reflect the truly important key performance factors. (In our experience, an acceptable
number of CSFs is around 5 to 7, but generally no more than 10.%)

36

These ranges have not been scientifically tested or proven. Rather, they are based on experience
with the CSF method and field observation of the use and comprehension of CSFs. A larger set of
CSFs might be developed at the organizational level, particularly if the organization has many di-
visions, lines of business, international units, etc. As always, determining the number of CSFs
that is appropriate requires using good judgment and reducing the number to a level that is most
appropriate for the organization.

82
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3.

Recognize the difference between the composition of i goodi CSFs and i poori
CSFs.

Aigoodi CSF begins with an action verb and clearly and concisely conveys what is im-
portant and should be attended to. A ipoori CSF is vague and requires extensive expla-
nation to be conveyed. Consider the following qualities of CSFs to determine the differ-
ence between i goodi and ipoori CSFs:

Table 5:  Qualities of iGoodi and iPoori CSFs

Qualities of Good CSFs Qualities of Poor CSFs

Clear, concise, and readily understandable. | Vague, requiring extensive explanation. The
The meaning of the CSF is not left to inter- | CSF can be interpreted differently by differ-
pretation by different managers. ent managers.

or doing business.

Suggests actions or activities performed by | Suggests improvements or recommendations
the organization in the course of operations | that the organization should undertake.’’

Begins with verbs that characterize actions | Begins with verbs that convey enhancements,
or activitieso attract, perform, expand, improvements, or error correctiono
monitor, manage, deploy, etc. improve,38 implement, execute, enhance, up-

grade, correct, etc.

4.

Determine if additional combining of CSFs needs to be performed.

As with the repeated grouping of activity statements and supporting themes, CSFs should
be examined to determine if additional combining can be performed. This is a final self-
correcting mechanism of the CSF process that can correct for errors in the affinity group-
ing of supporting themes. In some cases, a larger number of CSFs may be justified, but
this is also a signal for caution and re-examination.

37

38

A critical success factors activity is not an assessment or audit of the organizationis practices or
activities. Although a lack of a certain activity may result in the creation of a CSF, the CSF proc-
ess should not result in i findings.1 Repeated use of the method in this manner may impair the
ability to gain the commitment of participants and affect their willingness to provide data.
ilmprovei can be valid in one exception: where the critical success factor conveys the need to
continually improve some aspect of the business, such as icontinually improve efficiency.i In this
case, the word iimprovei in a CSF does not convey a recommendation so much as it captures the
desire to progress and expand.
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5. Take an objective look at the CSFs that have been created.

An objective review should be performed on the resulting CSFs. Consider the following
questions for the group of CSFs that have been created:

— Do any of the CSFs overlap or appear to have the same underlying intent? (If so,
combine again!)

— Do the CSFs appropriately characterize the organization or operational unit?

— Are there obvious CSFs that are well known in the organization but that failed to be
identified through the process?

— Is there a good (or acceptable) distribution of CSFs across different sources (i.e., in-
dustry, temporal, etc.)?

— Have the various dimensions of CSFs been considered and reflected (i.e., internal vs.
external, monitoring vs. adapting)?

— For organizational CSFs, have major operational units, divisions, or lines of business
been represented?

—  For operational unit CSFs, do the CSFs complement or support the organizationis
CSFs?

— Do any of the CSFs convey the goals and objectives (or the mission) of the organiza-
tion or operational unit? (These CSFs might be suspecté they may be a restatement
of the mission statement or a particular manageris goals and objectives.)

Final Considerations for Deriving CSFs

Keep in mind that the process of deriving CSFs from document review and interviews is only
one means for obtaining CSFs. Industry, peer, and environmental CSFs may not always
emerge from this process, particularly if managers are disconnected with the industry in
which their organizations exist. As a final process check, it is recommended that a set of in-
dustry CSFs be obtained from outside sources such as professional organizations, peer or-
ganizations, or trade journals.” Once these CSFs have been obtained, they can be used for
comparison, and any CSFs that apply to the organization should be used to augment the set
that has been derived from the process presented herein.

Activity Five: Analyzing CSFs

There are four primary steps in Activity Five:

" The Internet provides a rich source for this information. However, because of the different uses of

the term i critical success factors,i you may have to sift through considerable information before
you find CSFs as we have defined them in this report.
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Develop a comparison matrix
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Determine intersections

!

Analyze relationships

Analyze CSFs

CSFs can be used for many purposes, as described throughout this report. They are a target
at which many important initiatives of the organization can be aimed and compared. One of
the keys to doing this comparison is to perform affinity analysis*’ using the CSFs as one of
the comparison criteria. This section provides some guidance and examples for setting up
and performing affinity analysis, which essentially primes the CSFs for further use and
analysis.

Description of Affinity Analysis

Briefly described, affinity is the inherent or perceived similarity between two things. Affinity
analysis is a way of studying this similarity to understand relationships and draw conclusions
about the effect of one thing on another.

Affinity analysis is at the foundation of why the CSF method can be so powerful. In a simple
way, comparing any organizational criteria to the organizationis CSFs can expose gaps and
problems and provide insight into why the organization is failing to accomplish its mission.

To illustrate affinity analysis using CSFs, consider the following table, which compares an
organizationis departments to its CSFs:

% Do not confuse affinity analysis with the activity of performing affinity grouping for deriving

CSFs. Affinity analysis is focused on identifying and analyzing the intersections between differ-
ent sets of comparison criteria. For example, comparing goals and objectives to CSFs is one way
of performing an affinity analysis.
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This intersection lacks a
relationship. This indicates that
the work of theR & D
department has no apparent
connection to achieving the
“manage compliance” CSF.

This intersection indicates that
that the work of the Human
Resources departmentis a
primary factor in achieving the
“develop human resources” CSF.
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Enterprise Departments s D = @ = S g &= =
Human Resources X X X=

Legal X X

Controller's X X X

Internal Auditing X X

Government Affairs x x

Research & Development x x x

Information Technology X X X

Public Affairs x x
Marketing X X<

These intersections indicate
that all departments play an
important part in meeting the
“maximize teamwork” CSF.

Figure 28: Example of Affinity Analysis

In this example, the comparison of departments to CSFs is used to determine which depart-
ments contribute primarily to (or have the strongest relationship to) achieving the organiza-
tionis CSFs. By gathering this information, the organization can ensure that each respective
departmentis goals reflect the tasks necessary to support, achieve, and monitor the CSF for
which they have primary responsibility.

In the example provided, the Organizational Departments column could be substituted with
many other comparison criteria to perform different types of analysis. For example, affinity
analysis could be performed between CSFs and

e data elements (this would provide information on which data elements in the organization
are vitally important to the achievement of CSFs)

e organizational processes
e assets, both information and physical

e security requirements
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e assessment and audit findings
e performance metrics
e operational unit goals and objectives

e operational unit CSFs (to determine the i fiti between what managers see as important at
the operational unit level and what is important to the organization as a whole)

As illustrated, the flexibility of the affinity analysis technique makes it an ideal instrument for
implementing or i institutionalizingi the use of CSFs in an organization or operational unit.

Performing Affinity Analysis

The following characterizes the steps necessary to perform affinity analysis using CSFs:

1. Determine comparison criteria.

The initial step in performing affinity analysis is to determine which comparison criteria
to gather. Many organizations perform more than one type of affinity analysis with
CSFs, so this may require the gathering of significant data outside of the CSF activity.
Consider the objectives for performing the analysis to determine which data to collect
and compare.

2. Develop a comparison matrix.

Once the comparison criteria are established, a matrix similar to that shown in Figure 28
should be developed using a spreadsheet or other method that can be easily reconfigured
and sorted if necessary.

3. Determine the intersections.

Next, the intersections between CSFs and the chosen criteria must be decided on. This
can be a large and somewhat difficult task, but it is very important for analyzing relation-
ships. It may be necessary to consult with other organizational and operational unit per-
sonnel to determine which relationships exist. One caution6é performing this activity
haphazardly can result in flawed and inaccurate analysis.

4. Analyze relationships.

Finally, look at the relationships between CSFs and the chosen criteria. Ask questions
about all intersections, not only those that have been marked. For example,

— Ifarelationship appears to exist, what does this mean?

— If there is no relationship, what does this indicate? Does a relationship exist that is
not marked? Should a relationship exist that has not yet been identified?

—  Are there too many or not enough intersections? If so, what does this mean?
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Final Considerations

This section outlines the activities we have performed and codified for creating CSFs. Two
other considerations must be made in performing these activities and applying the CSF
method: Who performs the CSF activity and how often?

CSF Team

Purposefully, we do not provide extensive guidance in this report regarding the i optimali
composition of a team that would perform the CSF activity. In reality, this decision is highly
dependent on the type of organization, the type of CSFs being developed, and the purpose for
performing the activity.

In our field experience, we conducted the CSF activity to better understand our customeris
business drivers so that we could work more effectively with the customer to develop secu-
rity strategies, plans, and activities. Being outside of the core organization did not appear to
have any measurable impact on our effectiveness; however, we were also highly dependent
on having sponsorship inside of the organization for the CSF activity and a few highly com-
petent individuals who were able to effectively guide us through the organizationis hierarchy:.

Conducting a CSF activity is not unlike any other activity undertaken to collect and under-
stand an organizationis experience and knowledge and use it to improve decision-making and
to solve complex problems. This approach is basic to activities such as requirements elicita-
tion for new systems and implementing cross-cutting initiatives such as new performance
management approaches. Common to all of these activities is the need for the team conduct-
ing the activity to have a broad range of skills. For the CSF activity, this includes but is not
limited to

e strong oral and written communications

e ability to interact with personnel in lower and higher level positions and responsibilities,
particularly senior managers

e strong facilitation and interviewing skills

e an effective working knowledge of the scope area (organization, operational unit, de-
partment)

e an effective working knowledge of the organizationis mission, purpose, vision, values,
goals, and objectives

e strong analytical skills

e an ability to control biases and to think in the abstract, independent of the current operat-
ing environment and organizational structure
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The selection of a team to conduct a CSF activity is highly dependent on the organizationis
culture. Certain organizational groups, such as internal auditors, are potential candidates for
performing a CSF activity based on their skill sets. However, consideration must be given to
the groupis core roles and responsibilities in the organization to ensure that this would not
affect the activity. For example, auditors certainly have many of the skills necessary to per-
form the CSF activity, but they may be biased or could portray a false perception of the activ-
ity as an assessment or audit.

Consideration should also be given to whether the personnel involved in the CSF activity
should be internal or external to the organization. There are advantages to either choice; the
aim is to ensure that the least amount of bias possible is interjected into the process.

Because of the amount of judgment that must be used in deriving CSFs, careful consideration
should be given to assembling a cross-functional team that understands the value of the CSF
activity and is willing and able to perform it.

Frequency

As with developing a CSF team, determining how often to perform a CSF activity is also
highly dependent on many factors. Above all, it is dependent on how the CSFs will be used.
For example, if the CSFs are part of the strategic planning process, they should be revisited
whenever strategic planning is performed to ensure they are current and still representative of
the organization. In addition, significant events might trigger the need to redo the CSF activ-
ity. For example, if the organization significantly changes its business focus, adds a new in-
dustry or exits an existing one, or is trying to implement an organization-wide initiative such
as software engineering process improvement, a new set of CSFs can be invaluable as a guid-
ing influence.

Finally, an organization that effectively uses CSFs to make decisions (e.g., through affinity
analysis) will find that keeping them current (reflective of the current operating and industry
environment) is very important to ensuring their validity and dependability.
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Appendix B Case Study 1: Federal
Government Agency

Introduction

This case study documents the use of the CSF method at a federal government agency of the
United States. The CSF activity was undertaken as part of an information security risk as-
sessment conducted by a team from the Networked Systems Survivability program at the
SEI. The risk assessment focused on identifying the information security risks of a publicly
available government Web service and developing a corresponding protection strategy to ad-
dress those risks. The primary motivation for the CSF activity was to ensure that the assess-
ment findings and the resulting protection strategy were aligned with the agencyis organiza-
tional goals and objectives.

Acceptance of the CSF activity by the agencyis management was not considered a criterion
for success of the overall risk assessment. Instead, it was our belief that the CSF activity
could be a catalyst for senior management support (of security activities) by characterizing IT
security and risk findings in terms of business drivers. The agencyis use of CSFs beyond this
activity was always viewed as a secondary goal because, at the time, the use of the CSF
method for the purpose of linking risk assessment and business drivers was still being re-
searched and developed by the SEI team.

The Need for a CSF-Type Activity
Background

In 2002, we conducted an initial information security risk assessment for the federal agency
presented in this case. The output of that assessment activity was a collection of information
security vulnerabilities and risks to the public Web service and a suggested protection strat-
egy. Since that time, a number of significant changes have occurred. For example, the im-
mediate sponsorship, geographic location, contractor relationships and strategic partnerships,
and architecture of the public Web service have changed. The agency also experienced a
change in senior management, including the chief technology officer and a senior administra-
tor. Similarly, some of the agencyis operational units underwent changes not only in person-
nel but also in their placement in the organizationis hierarchy. For example, the systems sup-
port and development personnel and their immediate supervisors were separated into
functional teams instead of remaining in one organizational unit.

CMU/SEI-2004-TR-010 91



Because of these significant changes and the agencyis previous assessment engagement, the
SEI was asked to once again perform an information security risk assessment and to help the
agency to develop a protection strategy. The assessment team began by conducting inter-
views with various staff members at the agency in order to get a better understanding of the
current operational environment and to develop an appropriate scope. Immediately, it be-
came apparent that there were a number of organizational disconnects. For example, the
goals and objectives of senior management appeared to be significantly different from the
goals and objectives of the operational staff. We also observed that the mission of the agency
had changed since our last engagement and that all levels of the organization did not share a
common view of the mission.

Positioning the CSF Activity

Considering these changes and challenges, it became evident that the assessment team and
the agency would benefit from developing a set of CSFs. Thus, we initially proposed the
CSF activity as a way to help us better understand the current direction of the agency and to
ensure that the risk assessment was properly focused on those areas most important to the
agency. However, the primary goal of the assessment was to identify security risks and to
develop mitigating strategies. Because risk is highly relative to those assets and processes
that are important to accomplishing the agencyis mission, we also proposed that CSFs could
help us prioritize and understand the agencyis security risk in terms of how they may impede
the accomplishment of CSFs. Thus, for these reasons, identifying CSFs became a logical
first step to properly characterizing the current relationship between information security and
the organizationis business drivers.

Specific CSFs Derived for the Agency

This section describes the specific CSFs derived at the agency as well as the supporting
themes and activity statements of each CSF. Activity statements for each CSF were logically
organized against the general, technical, or customer management focus that the statement
represented. Originally more than five CSFs and many more activity statements were de-
rived for the agency. For the sake of brevity, consistency, and sanitization of the actual de-
veloped CSFs, this report only portrays a subsection of the original information to illustrate
the type and nature of the content yielded through the activity.

The following information was broken into two subsections: first, the actual CSFs, support-
ing themes, and activity statements; and second, the threats and risks that exist or are per-
ceived as impediments to the agency in meeting the CSFs.
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Table 6: Agency CSFs

CSF 1 h Manage the Technical Production Environment

Supporting Themes

Manage production operations to provide services and achieve customer requirements.

Manage risks to production environment and impacts to customers and business partners.

Activity Statements

General Goals and Objectives

Ensure that the production environment is capable of accommodating the anticipated
requirements of customers, partners, and users.

Ensure that responsibility for the security and availability of the environment is ac-
cepted by the contractor.

Perform periodic stress testing to ensure system performance in the environment.

Customer-Specific Goals and Objectives

Ensure that heightened availability requirements are maintained for the Web service
under conditions where availability is paramount.

Maintain performance requirements for the Web service.

Maintain the accuracy and integrity of Web service content with documented proce-
dures.

Technical Goals and Objectives

Perform appropriate monitoring of the health of systems and information assets.
Patch and maintain software in the technical production environment on a regular ba-
sis.

Document, communicate, and test procedures for backup/restorative processes.

Other Related Themes

Technical/change management of the production environment is an essential func-
tion.

System monitoring services are important to overall information system health.
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CSF 2 ii Provide High Value Customer Products and Services

Supporting Themes

Maintain the integrity and availability of the Web service.
Support cross-agency portals.
Support e-government initiatives and activities.

Promote products and services to a broader audience.

Activity Statements

General Goals and Objectives

— Provide services and support to the other government initiatives.

— Develop a thorough understanding of government initiatives in order to provide ser-
vice and support.

— Clearly articulate the agency vision, goals, and objectives to remain relevant among
the growing e-government initiatives.

Customer-Specific Goals and Objectives

— Ensure that Web service content is timely and relevant.

— Maintain the appearance and availability of Web service services in accordance with
the agency priorities.

Technical Goals and Objectives

— Implement a content management system to support future growth.

— Implement effective government-wide customer relationship management capabili-
ties.

— Implement profile management capabilities.

Other Related Themes

—  Web search services are an important component of providing the Web service func-
tionality and for meeting the agencyis mission.

— Supporting cross-agency portals is a major future objective.
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CSF 3 ii Develop and Manage Human Resources

Supporting Themes
Develop, train, prepare, and support employees to participate in the growth of the agency.

Manage partner human resources to achieve the common goals of the agency.

Activity Statements
General Goals and Objectives
— Ensure that a capable, trained contractor staff is available to successfully meet con-

tract requirements and objectives.

— Ensure that the agency and agency personnel fully understand security requirements
and convey them to contractors.

— The skill and experience of subcontractorsi personnel is critical to the successful de-
livery of security services to the agency.

Customer-Specific Goals and Objectives
— Obtain senior management support for increasing the size of the Web service team to
support additional objectives.

— Ensure that time and local human resources can support increasing requirements for
the Web service development and cross-agency coordination.

Other Related Themes

— Effective technical support is essential to managing the Web service.

— Professional development and training of contractor personnel is important to provid-
ing essential services.
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CSF 4 i Manage Information Security Issues*’

Supporting Themes

Manage threats and risks to achieving agency goals and objectives.

Protect customer data and privacy.

Activity Statements

General Goals and Objectives

Implement complete and up-to-date security plans for the agency and the Web service.
Effectively manage physical security as an important component of overall system
and network security.

Restrict physical access to production environment critical assets to key contractor
personnel.

Customer-Specific Goals and Objectives

Ensure that subcontractorsi service offerings support the agencyis security require-
ments for the Web service.

Perform accurate and timely monitoring and reporting of Web service security inci-
dents.

Technical Goals and Objectives

Ensure system hardening as an essential component of security over the production
environment.

Perform periodic vulnerability scanning to ensure the security of the production envi-
ronment.

Effectively manage access privileges for terminated users or users whose need has
expired.

Other Related Themes

Data center security is an important component of overall system and network security.

CSF 5 ih Manage Business and Operational Partners

41

An interesting outcome of the critical success factors exercise for this agency is the identification
of information security as a CSF. While this technical report proposes the use of CSFs to guide
security efforts, this finding illustrates that for many organizations, managing security is a critical
success factor.
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Supporting Themes
Provide direction to business partners to achieve agency goals and objectives.
Communicate effectively with business partners.
Collaborate with business partners to maintain and improve operations.
Establish formal agreements with business partners.

Maintain effective government relationships and partnerships to promote agency goals
and objectives.

Activity Statements
General Goals and Objectives
— The agency and Web service team must provide clear, consistent, and prioritized di-

rection to contractors and other stakeholders.

— Formal agreements between contractors and the agency should be documented in
contract language that is clear and concise.

— Ensure that contractors effectively manage their relationships with subcontractors to
avoid impact on the agency production environment.

Technical Goals and Objectives

— Provide decision authority for system administration and security issues.

— Provide documentation of process or content of communications/actions required to
perform or expedite service within the agency production environment.

Other Related Themes

— Identification and communication of explicit technical goals is critical to the relation-
ship between the agency and contractor.

— A sshared i product/service visioni is essential to the relationship between the agency
and contractor.

— Effective communications among all the agency contractors and stakeholders is criti-
cal to successful service delivery.
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Relationship of Risks to CSFs

In this section, we present an alternate view of the agencyis CSFs. Instead of using the CSFs
as an alignment factor, we characterize the agencyis known or perceived vulnerabilities in
terms of how they would impede or prevent the achievement of the CSFs. In this way, we
provided the agency with another way to assess the importance of risk that was identified
through the risk assessment. This illustrates the potential use of CSFs as a metric for deter-
mining which risks to mitigate and which to accept.

As with the supporting themes and activity statements for CSFs, each CSF vulnerability is
arranged by the general, customer, or technical focus that it represents.

Table 7:  Vulnerabilities to Agency CSFs

CSF 1 i Manage the Technical Production Environment

General Vulnerabilities

— Managementis lack of understanding and past misrepresentation of the state of the
agencyis technical security sets a basis for harm to the agencyis reputation and its
ability to effectively manage and control budgetary matters.

— The agencyis statement that the mission of the agency is to i make sure that the Web
service worksi cannot be executed in the absence of tangible strategy and objectives.

— Agency management is unfamiliar with the multiple technical environments sup-
ported by the agency.

Customer-Related Vulnerabilities

— lack of a content management system and lack of effective configuration manage-
ment

— lack of trouble-ticket system (for content and system administration needs of the
agency) between contractor and the agency/the Web service to identify, track, and re-
solve business processes

Technical Vulnerabilities

— lack of specific software engineering practices to develop, manage, and mature soft-
ware and content

— necessity for informal communications based on informal relationship to perform or
expedite service in the environment

— poor notification to the agency of equipment changes for hardware in the environ-
ment
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CSF 2 i Provide High-Value Customer Products and Services

General Vulnerabilities

— lack of consistency and coordination in the management, architecture, and admini-
stration of the multiple agency technical environments

— lack of documented software engineering practices and a content release strategy

Customer-Related Vulnerabilities

— Asingle conduit (such as through the project manager) does not exist to pass cus-
tomer requests and demands to the contractor.

— Lack of a content management system hinders a collaborative workspace.

CSF 3 nh Develop and Manage Human Resources

General Vulnerabilities
— Lack of personnel and funding create the possibility for a single point of failure to
exist in the agency technical projects and support.

— Lack of personnel in critical positions is a threat to the agency technical environ-
ments.

— There is no continuity plan or procedure for dealing with the loss of key personnel.

— Agency management doesnit adequately communicate expectations to the agency.

Technical Vulnerabilities

— Lack of appropriate personnel in information security management positions is a
threat to meeting the agency technical environmentsi security requirements.

— Program management skills are lacking.
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CSF 4 ih Manage Information Security Issues

General Vulnerabilities

Lack of a documented policy stating the time requirements and detail necessary for
incident notification and management is a threat to the environment.

Lack of a security policy and plan are threats to incident response and recovery efforts.
Lack of a regular risk assessment or a risk assessment driven by events (e.g., changes

to the infrastructure, major contractual change affecting technology) poses a possible
threat to the environment and the agencyis survivability.

Technical Vulnerabilities

Subcontractorsi standards for service, administration, and implementation are, by default,
less secure than desired and may not meet the requirements for security of contractor.

Contractor system hardening does not follow procedures prescribed by subcontrac-
tors or the agency, but rather ad hoc procedures (done with ibest intentionst ).
Miscommunications between contractor and subcontractors have led to threats in the
agency production environment.

CSF 5 i Manage Business and Operational Partners

General Vulnerabilities

The agency security advisory board is not being used as a partner in the agencyis in-
formation protection and strategy formation.

Lack of documented policies, procedures, or specialized contracting vehicles (SLAs,
etc.) between contractors and the agency is a threat to the agency production envi-
ronment.

The agency is poor at describing the larger philosophy of service (and the business
requirements to be maintained) and relies on only describing the technical goals and
specifications.

Technical Vulnerabilities

The agency does not possess the technical skills to demand, require, or suggest spe-
cific hardening or administration of systems performed by contractors.

Due to contracting and funding specifications, the contractor has failed to provide
enough technical staff to support the needs of the agency.
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Conclusions and Results

As the agencyis operational model and technical architecture evolved, the information secu-
rity risk identification and analysis activities became paramount to short- and long-term deci-
sion making. The risk assessment activities performed in our engagement focused on the
agencyis ability to manage and control its operational partners and other contractors. This
capability is essential for the protection of information assets for which the agency is respon-
sible as a security and service provider.

Using the CSF method afforded a way for the SEI team to identify the links between the mis-
sion of the agency and the goals of technical operations. Thus, threats to operations could be
presented and understood in both a technical and operational context. This allowed agency
managers to broaden their view of the assessment findings to include organizational impacts
and considerations. In the end, the CSFs played an important role not only in identifying the
need for alignment of the agencyis protection strategy to operational drivers, but as a means
for communicating the importance of risk mitigation in a context that is familiar to, and on
the minds of, executive-level managers.
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Appendix C Case Study 2: Large County
Government

Introduction

This case study documents the application of the CSF method within a local (county) gov-
ernment. The CSF activity was undertaken following pilots of the OCTAVE information se-
curity risk evaluation in the county. These pilots were conducted by analysis teams in two of
the countyis operational units, with training and assistance provided by a team from the SEI.
The risk assessments were conducted in support of the countyis efforts to adopt electronic
methods of conducting business (e-government and e-commerce) and to ensure an appropri-
ate level of security for transactions with constituents. Following the completion of the risk
assessments, the two operational units encountered significant challenges in their attempts to
transform the assessment findings and results into tangible strategies, plans, and actions. The
development and analysis of CSFs were conducted to assist the county in addressing these
challenges and in focusing its mitigation strategies and activities to ensure that they directly
support the achievement of the countyis mission.

The Need for a CSF-Type Activity
Background

In 2002, pilots of the OCTAVE risk assessment methodology were conducted in two of the
countyis operational units. Two analysis teams composed of county staff from the selected
operational areas were involved in all aspects of the evaluation. A team from the SEI pro-
vided targeted on-site and hands-on assistance, guidance, and facilitation throughout the pilot
assessments to the analysis teams, the two operational units, and county management. The
assessments resulted in an initial view of the information security risks that exist in the two
targeted operational units. Protection strategies were developed by assessing the operational
units against a catalog of common security practices and identifying strengths and weak-
nesses in the countyis current practices. In addition, asset mitigation plans were developed to
address specific identified risks to selected critical assets within each operational area. The
assessment results provided the county with an initial risk-based view of its information secu-
rity posture.

The county encountered significant challenges in its efforts to complete the pilot assessments
and to develop and implement the protection strategies. The assessments were conducted on
a protracted schedule, with the analysis teams suffering numerous interruptions that required
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them to respond to organizational changes and to frequently reacquaint levels of county man-
agement with the purpose and goals of the assessments. Throughout the assessments, the
analysis teams struggled with the description and definition of several of the critical assets
that were assessed. The analysis teams also had difficulty in evaluating and prioritizing the
identified risks. Finally, the analysis teams and operational units experienced problems and
delays in analyzing and selecting risk mitigation strategies, assigning responsibility for the
selected strategies, and effecting the needed changes in policy, practice, and procedure. As a
result, after successfully completing the assessment activities, the operational units were un-
sure of the relevancy and applicability of a portion of the assessment results.

In 2003, the SEI was asked to provide continued assistance and expert guidance to the county
as it attempted to interpret the assessment findings and to implement its chosen protection
strategies and mitigation plans. The second engagement with the county began with an ex-
tensive review of the pilot risk assessment activities and results. These review activities pro-
vided the SEI team with a better appreciation for the potential barriers to successful mitiga-
tion of risks identified within the operational units and the county. The SEI team recognized
that the root cause for many of the countyis challenges was the lack of a clear tie between the
assessment activities and the countyis business drivers.

Positioning the CSF Activity

Building on emerging field experience and research results, the SEI team proposed the use of
the CSF activity to (@) confirm the criticality of the assets selected for the risk assessment, (b)
guide the selection of operational units and assets for future assessments, and (c) provide a
foundation for initiating improvements in the way that information, technical, and physical
security are addressed throughout the county. The CSFs derived would also help the SEI and
county teams to better understand the current direction of the county.

As the SEI and the county entered the second phase of their collaborative activities, the
county appointed a new chief information officer. The new CIO was approached as a poten-
tial sponsor of the CSF activity. The SEI team felt that the timing and results of the CSF ac-
tivity would provide a foundation for improvements in enterprise security and potentially
other county business processes, benefiting the office of the CIO as well as the assessed op-
erational units. The CSF activity would also identify enablers within the county that could be
used to initiate future enterprise improvements.

Deriving CSFs for the County Government
CSF Activity Scope and Participants

The application of the CSF method was originally focused on assisting one of the countyis
operational units. However, the CSF activity was initiated with several senior county manag-
ers, including the CIO. Key senior managers from other operational units were also included

104 CMU/SEI-2004-TR-010



in the process. As a result, while the derived CSFs may not fully represent the entire county
organization, they are more representative of enterprise CSFs than operational unit CSFs.

Data Collection

The countyis CSFs were derived from data collected through reviewing critical documents
and conducting interviews. The document review focused on the mission and vision state-
ments of the county and the selected operational units. In addition, the SEI team reviewed
the CSFs of several county governments in an attempt to identify industry and peer group
CSFs.

Approximately one dozen data collection interviews were conducted with county partici-
pants. In all interviews, the following questions were used to assist managers, and the SEI
team, in identifying CSFs:

e  What is your mission and role in the organization?

e  What are your most critical goals and objectives?

e What are your three greatest business problems or obstacles?
e In what areas would failure hurt you the most?

e If you were away from your job for three months, what three pieces of information (or
things you would want to know) would you need after you returned?

County Government CSFs

This section presents the specific CSFs derived at the county. The data collection and analysis
activities resulted in the generation of a significant number of activity statements for each
CSF. In the interest of brevity and anonymity, these supporting statements have been omit-
ted. The information in Table 8 is provided for all of the organizational CSFs derived for the
county: the actual CSFs, a detailed description of each CSF, the CSF type, and the summary
themes. The CSFs are numbered for reference purposes only; no priority is intended.
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Table 8: County CSFs

CSF 1 h Manage Financial Resources

Description

The County must operate with a high level of fiscal responsibility, deploying scarce re-
sources efficiently and effectively.

CSF Type: Industry

Supporting Themes

— Expend taxpayer revenues efficiently and in accordance with the law.
— Invest in high-payoff capital improvements, including information technology.

— Collect, measure, avoid, control, and recover costs.

CSF 2 ih Maximize Interlinking and Collaboration

Description

The County must encourage and promote effective communication between operational
areas and coordinate work and resources.

CSF Type: Temporal

Supporting Themes

— Maintain interfaces and communications between departments and operational areas.
— Promote information sharing and teamwork.

— Eliminate stovepipes and duplication of effort.

— Manage culture and resistance to change.

— Eliminate aversion to technology.

— Promote a shared vision of the Countyis mission, goals, and vision.

— Coordinate planning to maximize overall value to citizens.

— Avoid allowing political barriers to disable the Countyis ability to deliver core ser-
vices to citizens.

— Communicate with elected officials more effectively.
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CSF 3 i Attract and Develop Human Resources

Description

The County must attract and develop human resources to provide services to citizens ef-
fectively and efficiently.

CSF Type: Competitive-position

Supporting Themes

— Attract high-quality employees from the available workforce.

— Develop, train, and prepare employees to contribute to the growth and effectiveness
of service delivery.

— Empower employees to act and take responsibility for their actions.

CSF 4 i Improve Operational Efficiency

Description

The County must continually improve their operational efficiency to meet growing de-
mands for service delivery.

CSF Type: Industry

Supporting Themes

— Implement a higher degree of best practice throughout the County.
— Utilize technology more efficiently and pervasively.
— Streamline decision making.

— Review and re-engineer processes pervasively.
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CSF 5 ii Perform Strategic Planning

Description

Decisions made throughout the County must be focused on long-term goals, objectives,
and mission.

CSF Type: Temporal

Supporting Themes

— Conduct strategic planning.
— Move away from decisions based purely on financial constraints.
— Manage proactively instead of reactively.

— Define and prioritize long-term goals and objectives.

CSF 6 i Deliver Citizen Services

Description

The County must continually improve its core focus: delivering high-quality services to
citizens.

CSF Type: Industry

Supporting Themes

— Focus on citizen needs.
— Implement technology to service citizens better and more efficiently.

— Confront growth issues and their impact on service delivery.

CSF 7 i Manage Compliance
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CSF 7 h Manage Compliance

Description

The County must ensure that it complies with all relevant guidelines, legislation, regula-
tion, and standards in the delivery of services to citizens.

CSF Type: Environmental

Supporting Themes

— Maintain awareness of the regulatory climate.
— Comply in an effective and efficient manner.

— Monitor compliance activities.

CSF 8 ii Deploy Technology Strategically

Description

The County must gain efficiencies by enabling the achievement of its mission through
strategic deployment of information technology.

CSF Type: Competitive-position

Supporting Themes

— Align information technology with County strategic planning activities.
— Migrate from legacy systems.
— Expand services delivery through e-government.

— Automate people-intensive activities.

Analyzing the Countyis CSFs

The following information demonstrates the results of two affinity analyses performed using
the CSFs derived for the county government. The affinity analysis included in Table 9 is a
comparison of selected critical assets to CSFs. Such a comparison can be used to validate the
importance or criticality of an asset by investigating its overall significance to meeting the
organizationis mission and day-to-day business objectives.
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Somewhat in parallel with the CSF activity, the countyis security strategies and plans were
analyzed by the SEI and the analysis teams and were revised and formed into areas of im-
provement. Identified areas of improvement included enterprise security policy, security
training and awareness, human resources, collaborative security management, and business
continuity. The affinity analysis in Table 10 is a comparison of the enterprise strategies and
areas of improvement to the derived CSFs. A detailed analysis can be used to ensure that the
selected security strategies are properly aligned to the countyis business drivers. This affinity
analysis can also help the county to prioritize the strategies, identify interdependencies be-
tween selected strategies, and better prioritize the countyis enterprise security initiatives.

Conclusions and Results

This case study demonstrates a number of the ways in which the development of CSFs can
help organizations to guide, direct, and prioritize their activities to effectively manage secu-
rity across the enterprise. The countyis exposure to the CSF activity has provided it with a
management tool for making better-educated decisions regarding its strategic investments in
information security.

Identifying the CSFs helped the SEI and operational unit assessment team confirm the criti-

cality of most of the assets chosen and assessed under the OCTAVE pilots. The comparison

of assets to the countyis CSFs validated the importance of each selected asset by confirming
its overall significance to the county. The activity also identified a number of additional as-

sets that should be included in future assessments. Additional affinity analysis conducted on
the CSFs should assist the county in targeting operational areas for future information secu-

rity assessment activities.

The CSF activity resonated with the operational area managers and selected county managers.
The CSF activity served to enhance communications among the countyis management teams,
raising awareness for the pilot assessment program and the proposed mitigation strategies. The
activity made explicit a candidate set of CSFs for the county, providing a common point of ref-
erence for the operational unit and the larger county organization. All of the participants in the
CSF activity recognized the applicability of the CSFs and the supporting artifacts beyond their
intended use in developing security strategies and managing security within the county. As a
result of the initial CSF activity described above, the county is in the process of expanding the
CSF method to all key managers and the remaining operational units within the county. The
resulting organizational CSFs can be used as a benchmark against which major county initia-
tives and projects can be compared for validity and viability.
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Appendix D Glossary

activity statements

affinity analysis

affinity grouping

business drivers

competitive-position

CSF

critical success
factors

enterprise CSF

Activity statements are brief descriptions of what managers do or
should do in an organization to ensure the organizationis success.
They are one of the essential elements in creating CSFs. They are
harvested from interview notes and documents, and are the input for
performing affinity grouping activities.

Affinity analysis is an activity in which the perceived similarity
between two things is studied to understand relationships and draw
conclusions about the effect of one thing on another.

Affinity grouping is a process for organizing ideas, thoughts, con-
cepts, and so forth. For CSFs, affinity grouping is used to group
similar activity statements as an element in defining CSFs.

The mission, goals, objectives, and CSFs form the elemental busi-
ness drivers for an organization. These are sometimes referred to as
iorganizational driversi or istrategic drivers.1

A competitive-position CSF reflects the key performance factors
that arise due to an organizationis position relative to its peer group
in the industry or the environment in which it operates or competes.

The limited number of areas of performance that are essential for an
organization to achieve its goals and accomplish its mission. They
are the key areas of activity in which favorable results are abso-
lutely necessary to reach goals. Critical success factors are often
referred to as i CSFs.1

Enterprise CSFs are the set of critical success factors that represent
the top activities, concerns, strategies, and goals of upper level
management. They are derived from the top two or three layers of
management and reflect the various CSFs found throughout an or-
ganization.
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enterprise security
management

environmental CSF

goals

industry CSF

management-layer

CSF

mission

objectives

OCTAVE

operational unit CSF

supporting themes

A management- and process-oriented view of security as a business
process that is pervasive across and dependent on the enterprise.

An environmental CSF reflects the environmental factors over
which the organization has very little control or ability to actively
manage.

Specific, measurable targets of performance necessary to achieve
the organizationis objectives and ultimately its mission.

An industry CSF reflects the unique operating conditions and chal-
lenges that are inherent to the industry in which an organization
chooses to operate.

A management-layer CSF reflects the unique focus and priorities
that are inherent in a specific management layer, such as executive
management or middle management.

The mission of the organization reflects its vision and purpose. It is
the reason that the organization exists and describes what it is there

to accomplish. The mission is accomplished through the setting of

objectives and the achievement of goals.

General directional statements [Rockhart 81]. Objectives are a
more specific restatement of the organizationis mission and are the
aim of the organizationis goals.

OCTAVE is an acronym for the Operationally Critical Threat, As-
set, and Vulnerability Evaluation. It is a self-directed information
security risk assessment methodology developed by the Software
Engineering Institute. OCTAVE is available for download at
http://www.cert.org/octave.

Operational unit CSFs reflect the activities, concerns, strategies,
and goals of an organizational department, division, or subdivision.

Supporting themes are one of the essential elements in creating
CSFs. Supporting themes summarize the intent of a group of activ-
ity statements and are the final input to deriving CSFs.
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temporal CSF

A temporal CSF is one that reflects a temporary condition or situa-
tion that must be managed for a specific period of time.

CMU/SEI-2004-TR-010

115



116

CMU/SEI-2004-TR-010



References

URLs are valid as of the publication date of this document.

[Alberts 01] Alberts, Christopher J. & Dorofee, Audrey J. OCTAVE Criteria
V2.0 (CMU/SEI-2001-TR-016, ADA3399229). Pittsburgh, PA:
Software Engineering Institute, Carnegie Mellon University, 2001.
http://www.sei.cmu.edu/publications/documents/01.reports/01tr016.
html.

[Dobbins 98] Dobbins, James H. & Donnelly, Richard G.. i Summary Research
Report on Critical Success Factors in Federal Government Program
Management.i Acquisition Review Quarterly 5, 1 (Winter 1998).

[Meyer 04] Meyer, Paul J. Attitude is Everything! http://www.pauljmeyer.com
(2004).
[Rockhart 79] Rockhart, John F. i Chief Executives Define Their Own Data

Needs.i Harvard Business Review 57, 2 (March-April 1979).

[Rockhart 81] Rockhart, John F. & Bullen, Christine V. 4 Primer on Critical Suc-
cess Factors. Cambridge, MA: Center for Information Systems Re-
search, Massachusetts Institute of Technology, 1981.

CMU/SEI-2004-TR-010 117



118

CMU/SEI-2004-TR-010



REPORT DOCUMENTATION PAGE

Form Approved
OMB No. 0704-0188

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching
existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding
this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to Washington Headquarters
Services, Directorate for information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of
Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

1. AGENCY USE ONLY 2. REPORT DATE 3. REPORT TYPE AND DATES COVERED
(Leave Blank) July 2004 Final

4. TITLE AND SUBTITLE 5. FUNDING NUMBERS
The Critical Success Factor Method: Establishing a Foundation for F19628-00-C-0003
Enterprise Security Management

6. AUTHOR(S)
Richard A. Caralli

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION
Software Engineering Institute REPORT NUMBER
Carnegie Mellon University
Pittsburgh, PA 15213 CMU/SEI-2004-TR-010

9.  SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSORING/MONITORING AGENCY
HQ ESC/XPK REPORT NUMBER
5 Eglin Street ESC-TR-2004-010
Hanscom AFB, MA 01731-2116

11. SUPPLEMENTARY NOTES

12A DISTRIBUTION/AVAILABILITY STATEMENT 128 DISTRIBUTION CODE
Unclassified/Unlimited, DTIC, NTIS

13. ABSTRACT (MAXIMUM 200 WORDS)
Every organization has a mission that describes why it exists (its purpose) and where it intends to go (its di-
rection). The mission reflects the organization’s unique values and vision. Achieving the mission takes the
participation and skill of the entire organization. The goals and objectives of every staff member must be
aimed toward the mission. However, achieving goals and objectives is not enough. The organization must
perform well in key areas on a consistent basis to achieve the mission. These key areas—unique to the or-
ganization and the industry in which it competes—can be defined as the organization’s critical success fac-
tors.
The critical success factor method is a means for identifying these important elements of success. It was
originally developed to align information technology planning with the strategic direction of an organization.
However, in research and fieldwork undertaken by members of the Survivable Enterprise Management (SEM)
team at the Software Engineering Institute, it has shown promise in helping organizations guide, direct, and
prioritize their activities for developing security strategies and managing security across their enterprises. This
report describes the critical success factor method and presents the SEM team’s theories and experience in
applying it to enterprise security management.

14. SUBJECT TERMS 15. NUMBER OF PAGES
critical success factors, enterprise security management, strategic 134
planning, information security, risk management

16. PRICE CODE

17. SECURITY CLASSIFICATION 18. SECURITY CLASSIFICATION OF 19. SECURITY CLASSIFICATION OF 20. LIMITATION OF ABSTRACT

OF REPORT THIS PAGE
Unclassified Unclassified

ABSTRACT
Unclassified

uL

NSN 7540-01-280-5500

Standard Form 298 (Rev. 2-89) Prescribed by ANSI Std. Z39-18 298-102




	The Critical Success Factor Method: Establishing a Foundation for Enterprise Security Management
	Table of Contents
	List of Figures
	List of Tables
	To the Reader
	Acknowledgements
	Abstract
	1 Introduction
	2 Background
	3 History of the CSF Method
	4 A CSF Primer9
	5 Applying CSFs
	Appendix A CSF Method Description
	Appendix B Case Study 1: Federal Government Agency
	Appendix C Case Study 2: Large County Government
	Appendix D Glossary
	References


