ARCHIVE copy

National War College

Force Protection after Khobar Towers A Case Study

The National Strategy Decision Making Process
Course 5603
Matthew P Branigan, Lt Col, USAF
14 December 1998

99-E- 41

C.

|




Form Approved

Report Documentation Page OMB No. 0704-0188

Public reporting burden for the collection of information is estimated to average 1 hour per response, including the time for reviewing instructions, searching existing data sources, gathering and
maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this collection of information,
including suggestions for reducing this burden, to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington
VA 22202-4302. Respondents should be aware that notwithstanding any other provision of law, no person shall be subject to a penalty for failing to comply with a collection of information if it
does not display acurrently valid OMB control number.

1. REPORT DATE 3. DATES COVERED
1999 2. REPORT TYPE 00-00-1999 to 00-00-1999
4. TITLE AND SUBTITLE 5a. CONTRACT NUMBER

Force Protection after Khobar Towers. A Case Study £b. GRANT NUMBER

5c. PROGRAM ELEMENT NUMBER

6. AUTHOR(S) 5d. PROJECT NUMBER

5e. TASK NUMBER

5f. WORK UNIT NUMBER

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES) 8. PERFORMING ORGANIZATION

National War College,300 5th Avenue,Fort Lesley J. REPORT NUMBER

M cNair,Washington,DC,20319-6000

9. SPONSORING/MONITORING AGENCY NAME(S) AND ADDRESS(ES) 10. SPONSOR/MONITOR’'S ACRONYM(S)
11. SPONSOR/MONITOR’ S REPORT
NUMBER(S)

12. DISTRIBUTION/AVAILABILITY STATEMENT

Approved for public release; distribution unlimited

13. SUPPLEMENTARY NOTES

14. ABSTRACT

seereport

15. SUBJECT TERMS

16. SECURITY CLASSIFICATION OF: 17.LIMITATION OF | 18 NUMBER | 19a NAME OF

ABSTRACT OF PAGES RESPONSIBLE PERSON
a REPORT b. ABSTRACT c. THISPAGE 11
unclassified unclassified unclassified

Standard Form 298 (Rev. 8-98)
Prescribed by ANSI Std Z39-18



INTRODUCTION
The might of 25 June 1996 began as any other at Khobar Towers in Dhahran,

Saudi Arabia, home of the United States Air Force’s 4404" Wing (Provisional) On the
roof of building 131, an apartment building housing members of the wing, a security
police NCO was conducting a check of two sentries posted on top of the building At
approximately 2149 hours, the three noticed a late model car drive to the end of the
parking lot, face the lot entrance, and flash its headlights Moments later, a gasoline-type
tank truck entered the parking lot and drove to a position directly 1n front of building 131
As the tank truck started to back up to the fence, the security police supervisor reacted
immediately Ordering one sentry to remain behind and radio the control room to inform
them of the incident, he took the other sentry and raced to the stairwell to alert and
evacuate the building’s occupants

| Working their way from the top to the bottom, the security policemen had alerted
the top three floors of the eight-story building when a bomb hidden 1n the tank truck,
exploded The force of the blast, estimated at between three and eight thousand pounds
of explosives, tore the north wall of the building off, and left a crater 55 feet in diameter
and 16 feet deep 19 airmen were killed 1n the blast, and over 500 were wounded

The blast was heard as far as 20 miles away, but it reverberated most loudly 1n the

American press and the halls of the pentagon How could 1t happen? Was the United
States doing all 1t could to prevent such a tragic event? Was there a failure of individual
responsibility? Was this an 1solated incident or a systemic failure? Newspapers debated
these questions for weeks, while the Department of Defense searched for the same

answers
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One area that finds general agreement among members of the Department of
Defense 1s the dramatic change 1n the emphasis placed on the force protection program in
the months after the bombing Changes were made that dramatically impacted the way
all four services train and equip therr forces, as well as the methods used by unified
commanders when planmng for and undertaking military operations

An entire paper could be devoted to the process of force protection as it has
evolved since June of 1996 and actions taken This paper will instead examine the
development of force protection poiicy within the Department of Defense 1n the aftermath
of the Khobar Towers bombing Using the “Practitioner’s Framework™ provided in the
course, the bombing will serve as a case study in the national security decision making

process

THE ISSUE

The catalyst that put DoD’s force protection program on the front burner was the
report of the Dowming Task Force Within days of the bombing, the Secretary of Defense
appointed retired General Wayne Downing, the former Commander 1n Chief of US
Special Operations Command, to conduct an assessment of the facts and circumstances
surrounding the Khobar Towers bombing General Downing was directed to put together
a task force and assess the adequacy of security, security policy, intelligence

coordination, and funding and resources for secunty at Khobar Towers '

! In His letter appointing Gen Downing to assess the Khobar Towers situation, Dr Perry listed seven areas
for assessment  In addition to the four 1dentified here, Gen Downing was also asked to examine the
drvision of responsibility between the Saudi authorities and US CENTCOM for security at Khobar towers
as well as the division of responsibility between DoD and host country authonties elsewhere m the region.
the sufficiency and effectiveness of intelligence about terronism m the AOR. and the adequacy of
coordmation on mtelligence and antiterrorism countermeasures among US CENTCOM. US embassies. host
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General Downing’s report, the result of thousands of hours of research,
interviews, and visits throughout the theater, contained 26 findings Key findings, which
stung the defense department and crystallized the 1ssues facing Secretary Perry 1n this
case included a lack of a comprehensive DoD policy providing common guidance,
standards and procedures for force protection, lack of realistic standards for force
protection, inadequate command structures and lack of command emphasis on force
protection, and weaknesses in the intelligence process

The Downing report caused quite a commotion Long considered the premuer
military force 1n the world, there was now some question as to our ability to protect
ourselves during military operations Newspaper headlines and editonals questioned
military policy and leadership Congress scheduled hearings to look 1nto the situation In
a telling statement, General Shalikashvili, Chairman of the Joint Chiefs of Staff,
remarked “it just 1sn’t nght” that the US mulitary is the most powerful 1n the world 1n
every area but the ability to fight terronism *

The 1ssues, then, were clear The United States had to do better to protect 1ts
troops while deployed around the world One of our fundamental vital interests, the
physical security of citizens of the United States, had been violated In addition, this
failure had called our capability as a mulitary power 1into question 1n the eyes of the
world Failure to improve our abilities 1n this area would increase the nsk to both

mulitary and US government civilians assigned around the world Existing policies and

governments, and allies whose personnel are collocated with US forces. and finally to make
recommendations on how to prevent new attacks. or mmimuze the damage of successful attacks

2 Department of Defense, Force Protection Assessment of USCENTCOM AOR and Khobar Towers Report
of the Dowming Assessment Task Force Washington D C, 30 August 1996.p 1

3 “General Faults Military’s Anti-Terronsm Effort”. The Washington Post. 20 November 1996 section A.
p 20
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practices had proven, at the instant the bomb detonated, to be inadequate Policies,
procedures, rules, and regulations had to change to improve both our capabilities to
protect the force, and our reputation as the best military service in the world n every

area, including combating terrorism

CONTROLLING AUTHORITIES

It 1s certainly morally imperative to have a viable force protection program
Sending our Nation’s sons and daughters into harm’s way without providing every
reasonable protection would be a failure of the most reprehensible kind Without
entering the debate as to the degree and level of responsibility for the specific failure at
Khobar Towers, there was a “de facto” failure—19 airmen died

The primary directive on force protection up to this point was DoD directive
2000 12, the DoD Combating Terrorism Program, a directive that simply outlined
responsibulities for various levels of command The standards under this directive were
outlined 1n DoD handbook 2000 12-H, dated February 1993 As a handbook, measures
outlined 1n 2000 12-H were not formal guidance, but protection mitiatives that could be
constdered for evaluation and implementation There were no DoD mandated standards
for antiterrorism planning, training, or operations Commanders were left to theirr own
devices 1n determining antiterrorism requirements and structures for planning and policy

implementation



THE DECISION MAKER AND OTHER PARTICIPANTS

Immediately after the bombing, military organizations at all levels of command
took action to examine the incident and frame a response to questions being posed by
higher command elements and outside interests While there was no great outcry, the
American public was interested in understanding what exactly had happened and why
Even more concerned were some of the relatives of those killed and njured, and
Congress was pressing hard for answers as well, going as far as sending staff members to
the scene to conduct a cursory review of the incident

Even with interest at the congressional level, the key decision-maker 1n this study
was clear In a statement to the Senate Armed Services Committee 1n July 1996,
Secretary of Defense William J Perry articulated his responsibility for force protection
within the Department of Defense

“In February of 1995 when I came before you as the President’s nominee

for the position of Secretary of Defense I said “The Secretary of Defense

has the responsibility to oversee the Joint Staff and the CINC:s 1n their

direction of military operations ~ A cntically important component 1n

the oversight of military operations 1s ensuring approprate force

protection The responsibility for the safety of our military men and

women 1s mine, and I expect to be held accountable for carrying out that

responsibility

In this case, full authority was vested in the Secretary to direct force protection
policy Subordinate officials had (of course) concurrent responsibility and commensurate

levels of authonty, but to properly address the 1ssue, the direction had to come from the

tOp i

* Congress, Senate, Armed Services Commuttee. Saud: Arabian Bombing Hearing before the Armed
Services Commuttee, 104™ Cong., 2 sess , 9 July 1996
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ACTION TAKEN

The actions taken by Secretary Perry upon receipt of the Downing report were
51mpie, but extensive Secretary Perry directed force protection considerations be given
heavier weight in deployment planning than 1t had received before He required each
Commander-In-Chief to explicitly review the assignment of operational responsibility for
force protection in every overseas deployment In a major move, he designated the
Chairman of the Joint Chiefs of Staff as the principal advisor and the Department of
Defense’s focal point for all force protection matters To fulfill this responsibality, the
Chairman established J-33, the Combating Terronism Directorate The Director of J-33 1s
responsible for reviewing standards, doctrine, deployments, budgets, technology
development programs, and all other aspects of force protection policy and
programming >

In addition, the Secretary 1ssued a revision of DoD Directive 2000 12, which
more specifically delineated force protection responsibilities, and codified the structure
and actions discussed 1n the paragraph above The directive also established DoD
Handbook 2000 12-H as a standard (vice a guide) and required the approaches set forth 1n

the handbook be implemented wherever feasible
FACTORS THAT AFFECTED THE PROCESS

The single biggest influence on Secretary Perry’s decision making process was

!
the Downing Task Force report General Downing, by his very nature (no doubt

* Department of Defense, Force Protecnion, Global Interests, Global Responsibihities Secretary of Defense
Report to the President, 16 September 1996 p 3
6
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supported by the fact he had recently retired) conducted his assessment 1n a completely
independent manner Given carte blanche to interview anyone and everyone, and to
travel wherever necessary to properly complete his work, experts on s team worked
around the clock for 60 days The task force interviewed over 400 servicemen and
women, conducted security assessments at 36 sites 1n the theater, visited every major
headquarters involved, talked to the entire chain of command from the Commander-in-
Chief of US Central Command to the sentries standing post on the roof when the bomb
went off, and reviewed and analyzed literally thousands of documents 1In a classified
report of over 75 pages, General Downing 1dentified 26 findings on 1ssues ranging from
standards and funding for physical security within the Department of Defense to
application of advanced technologies and allied force protection efforts Included in the
report were 78 recommendations to assist in the resolution of 1ssues wdentified in the
findings 7

From the time of his appointment, General Downing received no direction from
the $ecretary or any member of the military chain of command His resulting report was
direct and to the point, a document that could not possibly be ignored That 1t had great
impact on the Secretary of Defense 1s apparent—as he himself stated in his report to the
President “General Downing has given me that unvarnished and independent review of

the Khobar Towers bombing and a tough critique of past practices and attitudes On the

" Department of Defense, Force Profection Assessment of USCENTCO! AOR and Khobar Towers Report
of the Downing Assessment Task Force Washington D C . 30 August 1996 p vn
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whole, I accept General Downing’s recommendations and I believe we can take effective
action to deal with each of the problems identified in lus comprehensive report **

While the Downing report was the catalyst for change, momentum came from
Congress Within days of the incident, the Senate Select Commuttee on Intelligence and
the Senate Armed Services Committee announced hearings into the circumstances
surrounding the bombing The chairman of the intelligence commuttee, Senator Arlen
Specter was reported as saying the Defense Department needed a shake-up and that he
might push for Perry’s resignation depending on the testimony his panel was to hear
House Speaker Newt Gingrich joined Specter in suggesting Perry might have to resign,
stating that if some of the security decisions “were as badly mismanaged as Somalia was
(refe!hmg to the 1993 mulitary operation in Somalia in which 18 American soldiers were
killed) thenI frankly think some people will have to resign” ?

It was clear something needed to be done both to deflect unwarranted criticism,
and to rapidly respond to identified weaknesses and problems Buying time while the
Downing Task Force conducted 1ts assessment, Secretary Perry was able to work with
advisors and senior staff from the Joint Staff and all the services to start reviews of
current force protection practices Quuckly after General Downing filed his report on 30
August 1996, the Secretary sent a report to the President, outlining his actions and
painting a strong positive picture for success in the future He was able to do the same

with Congress when he testified before both houses on 18 September 1996

¥ Department of Defense, Force Protection, Global Interests, Global Responsibilities Secretary of Defense
Report to the President, 16 September 1996, p 10

®Bradley Graham, “U S General Didn’t Tell Superiors of Saud: Refusal to Widen Buffer.” The # ‘ashington
Post, 2 July 1996 sec A,p 5



While questions remained for several months as to the specific personal
responsibility and the assessment of blame for the incident, by taking a proactive stance
Secretary Perry was able to prevent Congressional attacks on the force protection

program within the Department of Defense

SUMMARY

This case study 1s illustrative of the decision making process used in addressing a
national security 1ssue Faced with an incident that demonstrated a weakness 1n policies
and procedures designed to protect our vital interests, Secretary Perry reahized sigmficant
changes were needed These changes were important for two primary reasons First,
safety and security of deployed military men and women 1s imperative Secondly,
1dentified weaknesses in our antiterrorism program, if not quickly dealt with, would not
only result 1n undesired Congressional involvement, but undermine our military
reputation with both our allies and our potential enemies By recogmzing he was the key
deciston-maker, Dr Perry was able to institute changes that strengthened the antiterrorism
program

As one might expect, the DoD antiterrorism program 1s under constant scrutiny
from within the Department Final evaluation of the changes 1n the program will be
recorded 1n history at some point in the future, but in the two and a half years since the
bomb exploded at Khobar Towers, terrorists have not attacked a military target, and

Congress and other potential critics have been silenced
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