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ABSTRACT

The purpose of this thesis is to provide a methodological approach for conducting
a Business Case Analysis (BCA) for the Advanced Technology Ordnance Surveillance
(ATOS) Advanced Concept Technology Demonstration (ACTD). This study provides a
methodology for comparing the cost savings over time of having an ATOS infrastructure
in place at Navy Munitions Management locations compared to the base case of “as-is”
inventory management.

ATOS is a Radio Frequency Identification (RFID)-based automated system that
provides a capability to collect environmental data in near real-time and supports
munitions management tasks on stored munitions pallets. This type of data has never
before being available and is critical for Ordnance Managers and warfighters in making
more effective decisions about the shelf life and operational performance of individual
munitions throughout their service life. ATOS is not meant to be a replacement for the
status quo processes of Ordnance Management (OM). Instead, ATOS is meant to
enhance many of the current processes and add additional capabilities and dimensions to
OM.

A Business Case Analysis for a notional site, using exemplar data sets indicates
that with an initial investment of $1.3M, a Net Present Value (NPV) of $5.3M can be
obtained over a 10-year period. The payback period is less than one year, and the Return

on Investment is 214 %, or almost 11 % annual, compounded ROI.
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EXECUTIVE SUMMARY

The purpose of this thesis is to provide a methodological approach for conducting
a Business Case Analysis (BCA) for the Advanced Technology Ordnance Surveillance
(ATOS) Advanced Concept Technology Demonstration (ACTD). This study provides a
methodology for comparing the cost savings over time of having an ATOS infrastructure
in place at Navy Munitions Management locations compared to the base case of “as-is”
inventory management.

ATOS is a Radio Frequency Identification (RFID)-based automated system that

e Provides a capability to collect environmental data in near real-time, and
e Supports munitions management tasks on stored munitions pallets.

These types of data have never before being available and are critical for
Ordnance Mangers and warfighters in making more precise predictions about the shelf
life and operational performance of individual munitions throughout their service life.
ATOS is not meant to be a replacement for the status quo processes of Ordnance
Management (OM). Instead, ATOS is meant to enhance many of the current processes
and add additional capabilities and dimensions to OM.

With the assistance of Subject Matter Experts (SMEs) from Naval Surface
Warfare Center (NSWC), Indian Head Division, a Work Breakdown Structure (WBS)
with Cost Estimates (CEs) for the implementation of an ATOS infrastructure was
generated. These cost estimates were used in calculations to determine the “as-is” and
the “to-be” inventory costs. These costs were used in a Business Case Analysis to
determine the potential cost savings and benefits of implementing an ATOS
infrastructure at a notional, five magazine munitions site, which is meant to be analogous
to Navy Munitions Management locations.

This Business Case Analysis methodology only provides cost savings for this
notional base case. In order to provide realistic cost savings with a greater degree of
accuracy, a pilot program has been scheduled for later this year to assess further the

benefits, including cost impacts, of the ATOS technology.

xvil



A Business Case Analysis for a notional site, using exemplar data sets indicates
that with an initial investment of $1.3M, a Net Present Value (NPV) of $5.3M can be
obtained over a 10-year period. The payback period is less than one year, and the Return
on Investment is 214 %, or almost 11 % annual, compounded ROI.

To validate the cost estimates used, a full scale ATOS pilot project at a munitions
location, such as, Seal Beach, needs to be funded and implemented in order to collect the
required data to validate the results from previous analysis, and support and provide a
better argument as to why ATOS is the way to go in Ordnance Management.

Additionally, in order to establish an ATOS implementation plan DoD wide, a
study on optimizing the placement of ATOS needs to be initiated. The optimization will
account for both where ATOS should be implemented, as well as a time phased approach
to the implementation. These analyses will help decision makers in determining the
optimal locations that provide the greatest savings due to the large munitions stockpiles.
For example, small munitions facilities where munitions do not have a high cycle rate
may not be a high priority for the implementation of ATOS.

Finally, the RFID tags chosen to be attached to munitions pallets need the
capability to collect the environmental data that is required by QE personnel to input into
models to provide Ordnance Managers valuable information about the status of their

munitions in inventory.

xviil



l. INTRODUCTION

A. PURPOSE OF THISSTUDY

The purpose of this thesis is to analyze the potential cost savings and benefits
associated with the implementation of an Advanced Technology Ordnance Surveillance
(ATOS) infrastructure at Navy Munitions Management locations. ATOS will provide
ordnance managers the ability, on a near real-time basis, to locate accurately and to
determine continuously the environmental status of high value, low density munitions on
a near real-time basis while also updating predictions of the future condition and
performance of the ordnance. In the future, a Navy Munitions Management location will
be selected to initiate a pilot program to assess and validate the benefits of the
technology. This study provides a methodology for comparing the cost savings over time
of having an ATOS infrastructure in place compared to the base case of “as-is” inventory

management.
ATOS was chosen for this thesis for two reasons:

e Importance to the Deputy Under Secretary of Defense (DUSD) due to
its high visibility in the DOD RFID policy.

e Example of the process by which a project transitions from an
Advanced Concept Technology Demonstration (ACTD) in technology
base to a program of record in the DOD 5000 Acquisition System.

1. Potential Cost Savings and Benefits

The promise of an ATOS infrastructure for the ordnance manager is that it can
provide continuous, comprehensive, and real-time visibility of current inventories. Real-
time visibility enables ordnance managers and ammunition site managers to avail

themselves of the following potential benefits:

e Reduce inventories using more accurate data about supply and demand

of ordnance.

e Reduce out-of-stocks based on minimum thresholds

1



e Provide a foundation for event-driven optimization to enable the re-
optimization of the supply chain logistics when a problem occurs, e.g.,

an airplane carrying munitions to the theater breaks down.

e Reduce manual inventory management tasks, thereby reducing human
errors and freeing up labor to be reallocated to more mission-critical

activities
e Identify and reduce shrinkage across the munitions supply chain

e Improve efficiencies within munitions warehouses by reducing time

spent searching for specific items

e Improve asset management and more accurately validate physical

inventory with accounting data

e Improve responsiveness to munitions recalls through greater
specificity, which will pinpoint exactly which lots of items need to be

returned and where to find them

e Maintain or extend munitions shelf life due to timely preventive

maintenance or calibration

e Avoid having to replenish stolen or misplaced items since an RFID tag

can be integrated to an alarm system

B. WHAT ISRFID?

Radio Frequency Identification is an Automatic Data Collection (ADC)
technology that uses radio frequency waves to transfer data between an RFID reader and
an item of interest to which an RFID device (tag) is attached in order to identify it,
categorize it, and track it. Compared to the “as-is” inventory management system, RFID
can greatly reduce the time to conduct an inventory because it is fast, reliable, and does
not require line of sight or contact between the RFID reader and the RFID tagged item.

This non-line of sight physical characteristic means that tags can be read through a



variety of RF propagation media, to include fog, snow, dirt, grime, and other visually and
environmentally challenging conditions. In these conditions, barcodes or other optically

read technologies would be useless.

Present technology allows RFID tags to be read at very high speeds, even in
adverse weather conditions responding in less than 100 milliseconds [SAVI 2005]. Due
to its capability and reliability, RFID technology has been adopted in a wide range of
automated data collection and identification applications that would not be possible

otherwise.

1. RFID Characteristics
There are six important characteristics of RFID that impact the transfer of data
between a tag and an RFID reader: range, range adjustment, propagation, directionality,

multi-tag collection, and memory [SAVI 2005].

a. Range. Range is defined as the maximum distance for a successful
communication between the RFID tag and RFID reader. RFID
technology allows RFID readers to communicate successfully with
RFID tags in either of the following ranges:

e Very short range: Up to 60 centimeters (two feet)

e Short range: Up to five meters (16 feet)

e Long range: Greater than 100 meters (320 feet)
Frequency is one of the leading factors that effects range of a
successful tag-reader communication and determines the type of
RFID technology that should be wused for a specific
implementation. Low frequency systems have short reading range
and are most commonly used in item tracking and security access
implementations. High frequency systems offer long read ranges
and high reading rate and are commonly used for railroad car
tracking and automated toll collection. Table 1 below displays

common RFID frequencies being used in RFID readers.



Frequency Band
125 - 134 KHz
13.553 - 13.567 MHz
400 — 1000 MHz
2.45 GHz

Description Range
Low frequency To 18 inches

High frequency 3 -10 feet
Ultra-high frequency (UHF) 10 - 30 feet
Microwave 10+ feet

Table 1. Common RFID Frequencies and Passive Ranges (From Ref. Intermec

Technologies Corporation 2004).

Range adjustment. Range adjustment is the RFID reader’s ability
to automatically adjust the range at which it is being operated. Tag
reader communication is guaranteed within the specified range of
the reader and tag-reader communication outside the specified

range is impossible.

Propagation. Propagation is the ability of the RFID reader to
perform tag-reader communication through or around objects and
material. With very good propagation, the RF can penetrate
through items allowing successful data transfer between the tag
and reader. Having good propagation enhances the penetration

through water, liquids or human tissue.

Directionality. Directionality is the ability of the RFID reader to
achieve directional RF coverage using directional antennas. There
are two types of directionality: Omni-directional and Directional.
Omni-directional coverage has the same RF intensity (or coverage)
in all directions. With directional coverage, the RF intensity is

much stronger in one specific direction.

Multi-tag collection. Multi-tag collection is the ability of the RFID

reader to process more than one tag within a designated area.

Memory. Tags range from small memory size (16 bits) to large
memory (at least 512 kilobytes). Memory is an important
characteristic in RFID communication because it determines the
read only (passive RFID), read/write (active RFID), or write-once-

read-many capabilities in the tag-reader communication.
4



C. HOW DOESAN RFID SYSTEM WORK?

Figure 1 shows a typical RFID configuration, consisting of

one or more RFID tags,

two or more antennas,

one or more interrogators,

one or more host computers, and

the appropriate software to transform the raw data into useable

information.

In a basic RFID tag operation, radio waves are used to transfer data between the

RFID tag (transponder) and the read/write device (interrogator), which is tuned to the

same frequency. The interrogator sends out a signal, which is received by all tags that are

present in the radio frequency (RF) field tuned to that frequency. Tags that receive the

signal respond by transmitting their stored data. The tags can hold many types of data

about the item, such as its serial number, configuration instructions, what time the item

traveled through a certain zone, temperature and other data provided by sensors.

Tag
. RF Module
.= - i‘ Iﬂ \ !‘ \ I_'i
Reader
Host
Figure 1. RFID System Components (From Ref. Intermec Technologies Corporation

2004).



The read/write device receives the tag signal, decodes it and transfers the data to

the host computer system.

RFID tags can be attached to virtually anything — from an airplane, to a pallet, to a
case, to an item stored on a shelf. If multiple tags are present in the field of interrogation,
more efficient RFID implementations have anti-collision algorithms, which determine the

order of response so that each tag is read once and only once.

D. ACTIVE RFID TAGS

The term “active” means that there is an internal battery source installed in the tag
to provide power to send a signal on demand. Active RFID tags are wireless
transponders which can automatically identify, locate, track, monitor, and protect a
variety of items of interest. Unlike Global Positioning System (GPS) which is available
worldwide, active RFID only operates around the operation site where the RFID
infrastructure has been implemented. Active tags can be activated for transmitting when
they reach a particular location, or, they can be programmed to transmit at set intervals,
or when a change of condition occurs. Changed conditions include movement or sensor

thresholds such as temperature, humidity, shock or any number of sensor detections.

Active tags, because of their power source, also have the ability to act without an

external activation, thereby providing a number of added value functions. For example:

. A tag can be configured to alarm and send an alert signal if the tag is
removed, so (anti-tamper) active tags provide a security solution for assets

and containers.

. Tags equipped with a motion sensor can alarm in the event of

unauthorized inventory movement.

. Beaconing tags can provide an automatic inventory count. Beacon tags
send signals to a receiver at pre-determined time intervals to provide

continuous monitoring on the inventory and its location.



1. Active RFID Key Capabilities

In an August 2004 market study and end user survey by Venture Development
Corporation [Axcess 2005], active RFID systems, compared to the passive RFID
inventory management systems (i.e., non-active RFID systems) were found to have a

series of valuable characteristics, including the following:

. Enhanced dependability because of high performance, i.e., active RFID is
continuously emitting RF energy, thereby, providing the user with the

latest information

. Enhanced security/access control including theft reduction
. Provided the ability to link tags together in software for custodianship
. Provided the ability to automate identification and location by removing

human intervention

. Improved the accuracy and reliability of data
. Improved read accuracy and longer read ranges than passive RFID
. Increased data transfer rate

E. PASSIVE RFID TAGS

Unlike active tags, passive RFID tags do not have an internal battery source.
Passive RFID tags rely on capturing and re-using a small portion of the wake-up signal’s
energy to transmit its RFID tag ID and other information back to the receiver. This
requires a strong RF signal from a reader and limited available energy constrains the RF
signal strength returned from the tag. For this reason, passive RFID tags can only operate
over very short ranges and requires a line of sight for successful operation. This is a
“good news, bad news” situation [Axcess 2005]. The “good news” is that passive tags
can be manufactured and sold at much lower prices than active tags because of their
capability. This can be a critical decision point in many RFID supply chain applications
requiring literally millions of tags. The “bad news” is that passive tags are not 100%
reliable because they depend on a small amount of power to push their signal off metal

surfaces or through layers of palletized items.
7



In short, active tags therefore have an innate performance advantage over passive
tags when it comes to providing a consistently robust, penetrating signal. When
activated, active RFID tags send a signal capable of being read at much greater ranges

than passive RFID tags.

F. DEPARTMENT OF DEFENSE (DOD) RFID POLICY

Mr. Michael Wynne, Acting Under Secretary of Defense (USD) (Acquisition,
Technology and Logistics (AT&L)), announced a new RFID policy on July 30, 2004
within the DoD [USD 2004]. The DoD requires passive RFID tags on the case, pallet,
and item packaging for Class I (subsistence and comfort items), Class II (clothing,
individual equipment, and tools), Class VI (personal demand items), and Class IX
(weapon systems repair parts and components) commodities delivered on or after January
1, 2005. For about two years, DoD will accept Electronic Product Code (EPC) Class 0
(read only) or Class 1 (read/write) passive RFID tags. DoD will migrate to Ultra High
Frequency (UHF) Generation 2 tags when specification is finalized. In accordance with a
white paper [Alien Technology Corporation 2005], these Generation 2 tags will be the
tags of the future. It is expected that Generation 2 tags will have the capability to read

over 1,000 tags per second.

The following excerpts were taken from a November 12, 2005 article in New
York Times, titled “Military To Urge Suppliers To Adopt Radio ID Tags,” reported that
the Defense Department will begin prodding suppliers to use RFID tags on cartons and

pallets or goods entering DoD’s vast supply system.

Further paving the way for a type of inventory tracking technology that
Wal-Mart is already turning into a commercial standard, the Defense
Department on Monday will begin prodding suppliers to use radio-
frequency ID tags on cartons and pallets of goods entering its vast supply
system.

The tags, meant to let goods be tracked without the proximity and line of
sight required by bar-code scanners, have vast potential for military,
homeland security and commercial applications. But just as Wal-Mart is
proceeding in steps, starting only with its biggest suppliers, so will the
military adopt the radio tags in stages.



The new program will initially apply only to a range of combat-support
goods handled by the Defense Department's two largest supply centers:
the Susquehanna depot in New Cumberland, Pa., and the San Joaquin
depot in Stockton, Calif. And rather than adding the requirement to
existing contracts, the military will make it a proviso of new or renewed
contracts.

But some of the Defense Department's largest suppliers say they will tag
some goods headed to Susquehanna and San Joaquin even before new
contracts require them to do so.

It's a critical part of our effort to support the war fighter and we want to be
an industry leader, said George Ellis, who oversees radio-frequency ID at
Raytheon, which has also been testing use of the tags to track goods inside
its own operations.

While giants like Raytheon are handling the tagging of military goods
themselves, many smaller companies are using outside contractors like
SimplyRFID, a four-year-old consulting and management company based
in Warrenton, Va.

"Our traffic is up significantly in the past two weeks," said Carl Brown,
president of SimplyRFID, which charges customers shipping 5,000 items
or less to the military roughly $1 a tag.

Alan Estevez, the Defense Department logistics policy specialist who is
overseeing the program, emphasized the gradual phase-in of the
technology. "I'm not expecting a Big Bang on Nov. 14," he said.

Even so, tens of thousands of the Defense Department's estimated 60,000
suppliers could come under its requirements within a year, Mr. Estevez
said. The program calls for adding another 34 supply centers next year and
the rest of the military's distribution operations in 2007.

Supporters of the tagging technology said that the military's new rules
were the biggest step forward for radio tags since Wal-Mart Stores began
requiring its largest suppliers to use them for shipments to three
distribution centers last January. Wal-Mart, which also supported the
tagging at 150 stores served by the distribution centers, has since
expanded its program to more distribution centers and 500 stores, with
plans to double that number early next year.

In theory, the tagging will eventually wring billions of dollars in waste out
of supply chains, sharply curtail theft and counterfeiting, and reduce the
frequency of shoppers' encountering empty shelves instead of the products
they want. The tagging may also speed customers through checkout lanes
because, unlike bar-code scanners, tag readers can look for numerous
products with a single signal.
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In practice, though, figuring out where to place the readers and the tags to
get data reliably has proved to be an expensive trial-and-error process.
Compared with the military supply chain, Wal-Mart's distribution system
is in some ways more difficult to manage than the Defense Department's
because goods move through the Wal-Mart consumer pipeline so much
more rapidly. But the military has far more suppliers, along with a
complex mix of new, replacement and repaired goods, and less predictable
demands than Wal-Mart's seasonal peaks.

What is more, "the backroom of a Wal-Mart on a Saturday afternoon may
be hectic, but it's not like a mobile supply center in the desert that's being
shot at," Mr. Estevez said. The military's backing gives other users and
investors confidence in radio tags, said Kevin Ashton, vice president of
ThingMagic, a manufacturer of tag-reading devices based in Cambridge,
Mass. "You have to give people the sense that this is inevitable to have the
opportunity to work out the details," he said.

The details have been a challenge. The Defense Department and private-
sector trucking and shipping companies have plenty of experience with
battery-powered tags able to communicate with satellites to track large
containers and expensive equipment.

The microchips in the tags now being introduced by the military and Wal-
Mart, however, rely on power emitted from the scanners to provide the
energy the tags need to respond. Plans call for applying these "passive"
tags to billions of items before the end of the decade.

Researchers at the University of Arkansas reported last month that 12
Wal-Mart stores with radio tag scanners in their storerooms were able to
restock shelves at three times the speed of a control group of 12 stores that
relied on traditional methods to locate stock. The tag stores were 16
percent less likely to have empty shelves.

Wal-Mart hailed the study as proof of the technology's value. But it did
not quantify the actual savings. And AMR Research, a consulting
company, concluded from a survey of major Wal-Mart suppliers that it
would take them more than nine years to earn a payback on their
investments at current tag and reader prices - far beyond the one-to-two-
year time horizon that would make the technology financially attractive.

The military may encounter far less resistance. Unlike Wal-Mart, the
government expects to shoulder the extra costs the technology imposes on
suppliers. And the military's goals seem less likely to stir up opposition
from privacy advocates who are opposing use of the tags in commerce.

"The real payback for D.O.D. is to have the soldier on the ground have the
part needed to make a tank run or a plane fly," said Mr. Estevez.
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G. PREVIOUS RFID WORK DONE AT THE NAVAL POSTGRADUATE
SCHOOL (NPS)

There have been four Master of Business Administration (MBA) professional
reports completed at NPS that researched different approaches to the employment of
RFID within the United States military.

The first two projects considered the impact of active RFID in the supply logistics
chain. There is a current focus on supply logistics chain activities, as part of several DoD
initiatives to provide total product visibility of all cargo movements in support of the

troops.

The third study conducted a cost-benefit analysis of implementing an active RFID

infrastructure as a real-time asset management tool within a military hospital.

The fourth thesis conducted an analysis of cost and benefits associated with the
implementation of an active RFID infrastructure at a maintenance depot. These theses

are summarized below.

1 USTRANSCOM and In-transit Visibility

This NPS thesis was completed in December 2003 [Hozven 2003] and focused on
the Air Mobility Command (AMC), an organization under the United States
Transportation Command (USTRANSCOM) which is accountable for all military
transportation and is responsible for establishing the global RFID infrastructure. The
primary objective of this study was to assess the potential value of RFID to AMC if used
in its worldwide network of ports to manage the supply logistics chain. The study
concludes that there are benefits to using RFID but more pilot projects are needed to be
implemented to fully quantify the value of RFID technology. This thesis in PDF format

can be accessed at the following link:

http://stinet.dtic.mil/cgi-bin/GetTRDoc? AD=ADA420561&Location=U2&doc=GetTRDoc.pdf

2. Value of Supply Chain Logistics Information
This NPS thesis was completed in June 2004 [Corrigan 2004] and attempts to
quantify the value added by using RFID. It does this by investigating what a Supply
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Officer was willing to pay for real-time information and visibility of products in the
supply logistics chain. The report concludes that real-time logistics information is
valuable in order to effectively support the warfighter. Additionally, the thesis noted that
RFID offers tangible cost savings to include reduction in labor costs, as well as intangible
benefits of better access to information to allow for better management decisions
concerning allocation of limited resources. This thesis can be accessed in PDF format at

the following link:

http://stinet.dtic.mil/cgi-bin/GetTRDoc? AD=ADA424676&Location=U2&doc=GetTRDoc.pdf

3. Management of Medical Equipment

This NPS thesis was completed in December 2004 [Sanchez 2004], and its
primary focus was to identify the value of RFID in the management of medical
equipment at the Naval Medical Center in San Diego, California. The study concluded
that the value of RFID was two fold:

. Cost savings produced by the elimination of replacement costs caused by

lost equipment

. Increased efficiency in manpower utilization by avoiding the time required

to find lost equipment.

The study presented a Return on Investment (ROI) analysis that illustrated a
positive Net Present Value (NPV) in less than a year when RFID was implemented under

the study conditions. This thesis can be accessed in PDF format at the following link:

http://stinet.dtic.mil/cgi-bin/GetTRDoc? AD=ADA429394&Location=U2&doc=GetTRDoc.pdf

4, Management of Equipment at Tobyhanna Army Maintenance Depot

This NPS thesis was completed in June 2005 [Miertschin 2005] and its purpose
was to identify the potential value of RFID used for inventory and asset management at
the Tobyhanna Army Maintenance Depot.  This study concludes that RFID
implementation proved beneficial to increase process efficiency and reduce the number
of man-hours expended to find lost or misplaced equipment. This study “indicates a ROI

of less than one year. This result supports other research conducted on RFID as an asset
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management tool, and indicates that Tobyhanna’s investment in advancing technology
essentially paid for itself within one year when measured in labor cost savings. More
importantly, the technology yields an annual savings of 837 RCT days. Although we
could theoretically assign a monetary value to the RCT savings, we believe the statistic
adequately reflects the savings to the field.” This thesis can be accessed in PDF format at

the following link:
http://library.nps.navy.mil/uhtbin/hyperion/05Jun%5FMiertschin%5FMBA.pdf
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II.  BACKGROUND

A. ADVANCED CONCEPT TECHNOLOGY DEMONSTRATION PROCESS
1. Introduction
Budget constraints, significant changes in threats, and an accelerated pace of
technology development have challenged the ability of the Component Commanders
(COCOMs) to adequately respond rapidly to the evolving military needs. Part of the
Department of Defense response to thee challenges has been to initiate the Advanced
Concept Technology Demonstration program in early 1994 to get new technologies into

the hands of the warfighter as quickly as possible.

The ACTD program is designed to assist the DoD acquisition process adapt to
today’s economic and threat environments. ACTDs identify significant military needs
and match them to mature technologies or technology demonstration programs which are
maturing key technologies in order to solve important military needs (see Figure 2).
These technologies are then combined and integrated into a complete military capability
to provide decision makers an opportunity to understand fully the operational potential
offered by a proposed new military capability before making an acquisition or
sustainment decision. This goal is met by developing fieldable prototypes of the
proposed capability and providing those prototypes to the warfighter for evaluation of
that capability. The warfighter evaluates the capability in real military exercises and at a
scale sufficient to assess fully military utility. During the ACTD, the warfighter also
evolves the broad statement of need, which existed at the start of the ACTD, into a
definitive set of operational requirements that can support a follow-on acquisition. At the
completion of the ACTD, the prototypes used in the evaluation process are left with the
warfighter to provide an interim capability or, in some cases, to fulfill the total, current

need.

Figure 2 below displays the ACTD Development Process.
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Figure 2. ACTD Development Process (From Ref. ACTD 2004).

In a February 24, 2005 article in Inside the Pentagon, titled “DOD Plans New
Acquisition Executive Post To Champion Joint Programs,” plans were announced on

establishing the policies for ACTDs and JCTDs.

The Pentagon plans to establish a new acquisition executive to champion
technologies and concepts designed for joint operations, according to
defense officials and documents.

The creation of the new position is part of a wider effort to overhaul the
advanced concept technology demonstration program -- the Pentagon's
marquee project for rapidly fielding new technologies -- into another effort
called the joint capability technology demonstration program.

The goal is to expedite deliveries of new technologies to soldiers, sailors,
airmen and Marines by putting in place new funding mechanisms and
organizations to make sure new, proven weapons and combat technologies
are designed for use by more than one service and not orphaned by
individual services at budget time.

Beginning Oct. 1, the Pentagon plans to have in place the new acquisition
executive to ensure "cradle to grave" funding and advocacy for promising
technologies that do not have clear champions in the Army, Navy, Air
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Force or Marines. This new post would be equal in rank to the service
acquisition executives, according to Defense Department officials.

To facilitate this undertaking the Office of the Secretary of Defense has
shifted $40 million in its fiscal year 2006 budget proposal from the ACTD
budget line to initiate JCTD programs.

"This is just seed money," said Mark Peterson, head of program resources
and integration for the deputy under secretary of defense for advanced
systems and concepts, in a Feb. 22 interview. "We expect in next year's
budget that this might change."

So do senior Pentagon officials. In a late December budget decision,
Deputy Defense Secretary Paul Wolfowitz directed the under secretary of
defense for acquisition, technology and logistics and the chairman of the
Joint Chiefs of Staff to establish an improved process to transition
promising ACTDs to acquisition programs and bring forward a new
spending proposal this summer for consideration in the FY-07 budget.

Pentagon officials say the joint capability technology demonstration effort
is designed to deliver the improved transition process Wolfowitz seeks. It
is the brainchild of Sue Payton, the deputy under secretary of defense for
advanced systems and concepts, who has worked for the last 18 months to
improve the ACTD process and put in place what she calls a new business
model for rapidly fielding new technologies desired by combatant
commanders.

Beginning in 1994, the ACTD program established an alternate route to
quickly put new technologies in the hands of warfighters. The program
takes new but relatively mature technology and offers the services the
opportunity to assess prototypes in a military environment. Targeted to
address pressing requirements, ACTDs typically spend three to four years
in development, after which a handful of prototypes are delivered to
military units. They spend as many as two more years evaluating the
technology for operational usefulness.

This four- to six-year cycle is faster than the traditional acquisition cycle,
which can take between 10 and 15 years from the concept stage to
fielding.

In some cases, technologies developed through ACTDs are used primarily
by a single service. At the end of the demonstration, the service can buy
more of the capability or walk away from the project. Many ACTDs,
however, are designed expressly for commanders who are seeking to
improve the coordination and operations of service-specific technologies
that weren't designed to work together. In some cases, the objective is to
acquire a technology none of the services provides.

17



Once an ACTD is complete, the four-star combatant commanders who
sponsor them must depend on one of the services to acquire the
technology and fund its operational use, although U.S. Special Operations
Command has unique acquisition authority and is exempt from this rule.
The services, however, do not always rank ACTDs desired by combatant
commanders high in their procurement portfolios.

"Military services and defense agencies have been reluctant to fund
acquisition of ACTD-proven technologies, especially those focusing on
joint requirements, because of competing priorities," the Government
Accountability Office said in a December 2002 report.

The Pentagon's FY-06 budget request includes $40 million to kick start a
number of proposals aimed at correcting key difficulties that have surfaced
in guiding new technologies from government and commercial
laboratories to troops and into the Pentagon's acquisition and operations
accounts.

These funds will be spread across four new program elements to fund
JCTDs as well as a pilot program to establish a new defense acquisition
executive.

This new position would share rank with the service acquisition executives
and be the primary advocate in the budget process for joint capabilities
that do not have a natural place in any of the service accounts.

Key to the new approach is a change in how projects are funded. In order
to remain as responsive to the current needs of combatant commanders,
the Pentagon keeps ACTDs out of its planning, programming and budget
execution cycle, which involves a two-year delay between requesting and
receiving funds.

"So every time an ACTD starts, if a service has not already been planning,
you have to break [another] program" to find the money for the new
project, said Peterson. The net effect: "We create an instant unfunded
requirement," he said.

Under the JCTD approach, the Office of the Secretary of Defense will
provide more funds at the beginning of a project, boosting its start-up
contribution from 30 percent to at least 50 percent in order to reduce the
pressure on the services to find money for the project outside of the budget
cycle.

The JCTD process will set shorter time lines for demonstrating new
concepts or technologies.

"We would like to make that quicker by at least a year," said Peterson.
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The JCTD strategy will requires a final demonstration in two to three
years, faster than the three-year to four-year goals for most ACTDs. In the
first year, JCTD officials will be required to deliver a preliminary
capability.

After that, they must be 50 percent complete by the end of the second year
and wrap up in the third year. Payton also wants 80 percent of JCTDs to
transition at least half of their products into a permanent place in the
Pentagon's budget.

The following are some examples of FY06 ACTDs and JCTDs. These
ACTD/JCTDs have the potential to support COCOM missions, whether or not they
evolve into full-fledged programs of record. For a full list of ACTDs and JCTDs, refer to
Appendix A and the following web link.

http://www.acqg.osd.mil/actd/descript.htm

e Comprehensive Maritime Awareness (CMA) JCTD

e CHAMPION (Counter Intelligence-Human Intelligence Advanced
Modernization Program/Intelligence Operations Now) JCTD

e Extended Space Sensors Architecture (ESSA)

e Joint Modular Intermodal Distribution System (JMIDS) JCTD

e Large Data JCTD

e Multi-service Advanced Sensors to Counter Obscured Targets (MASCOT)
e Joint Enable Theater Access (JETA)

e Event Management Framework (EMF)

e Node Management And Deployable Depot (NOMADD)

e Small UAV

At the conclusion of the ACTD operational demonstration, there are three

possible outcomes.

e First, recommend acquisition of the technology.
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e Second, if the capability or system does not demonstrate military

utility, the project is terminated or returned to the technology base.

e Third, the warfighter’s need is fully satisfied by the fielded prototype
capability that remained onboard and there is no need to acquire

additional units.

2. ACTD/JCTD Transition Process
Figure 3 below outlines possible paths which the ACTD in review might follow

as it transitions to a program of record.
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Figure 3. Alternatives Following Completion of ACTD (From Ref. ACTD 2004).

Transition to the formal Defense acquisition process will be necessary when
development or production is required. The acquisition category will depend on both the
number and cost of systems required to meet the military need. The next step is to
determine at what point does the ACTD enters the acquisition process. If significantly
more development of the technology is required, the system might enter into the
development portion of the Engineering and Manufacturing Development (EMD) phase.
On the other hand, if the capability of the ACTD is sufficient and needed promptly,
entering into the Low-Rate Initial Production (LRIP) portion of EMD is an option.
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There are three generic classes of ACTDs that present significantly different

transition challenges (see Figure 4):

a. Class I ACTD. These are typically informational systems with special
purpose software operating on commercial workstations. They frequently are required in
small quantities, and that requirement can be satisfied without further development or
production using the residual ACTD system (residual ACTD systems are the systems
used during the ACTD that are left behind with the warfighter to meet his military need)
or a few additional systems [ACTD 2004].

b. Class I ACTDs. These are weapon or sensor systems similar in concept
to systems that are acquired through the formal acquisition process. In some cases a
Class II ACTD will be planned ahead of time to transition into LRIP following ACTD,
but at other times it is appropriate to plan for additional development following the

ACTD [ACTD 2004].

C. Class III ACTDs. These ACTDs are best described as “systems of
systems.” This means that an individual element within the overall system of a Class III
ACTD may be a fielded system, a system already in acquisition, or a system emerging
from the technology base. The overall ACTD may involve multiple Program Executive
Officers (PEO), and perhaps multiple Military Departments. The challenge here is to
integrate and coordinate the individual transitions to achieve the capability presented in

the ACTD [ACTD 2004].
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Figure 4. Classes of ACTDs (From Ref. ACTD 2004).

B. ADVANCED TECHNOLOGY ORDNANCE SURVEILLANCE (ATOYS)

1. Introduction

From major distributions sites, such as, Naval Surface Warfare Centereapons,
Indian Head Division, Maryland, and Crane Army Ammunition Activity, Crane, Indiana,
to the warfighter, the effective management practice of overseeing munitions has long
been hindered by labor-intensive inventory methods and stockpile inaccuracies. The
status quo (or “as-is”’) transaction process involves tedious manual data entry using
inventory sheets to track and monitor the flow of munitions. The loss of asset visibility
due to database munitions inaccuracies adds to the creation of a host of problems for the
acquisition manager, logistician, storage custodian, and most importantly, the warfighter
in the field. These problems cause the overall mission readiness to be degraded, because
needed munitions either cannot be located, or when located, their reliability is unknown
because the current surveillance methods fail to provide the critical environmental

information required to determine munitions’ serviceability and reliability. Knowing
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munitions storage conditions, specifically temperature, relative humidity, and gravity
shock, can have significant impact on munitions’ safety and reliability. By taking
advantage of the latest in Automatic Identification Technologies (AIT) and Micro-
Electromechanical Systems (MEMS), all stakeholders should have a capability that
provides near real-time environmental information and automated support for managing

their respective munitions stockpiles.

Micro-Electrical-Mechanical Systems (MEMS) are promising new technologies
that facilitate a new dimension of Focused Logistics support. As the website

http://www.memsnet.org/mems/what-is.html describes it,

MEMS is the integration of mechanical elements, sensors, actuators, and
electronics on a common silicon substrate through microfabrication
technology. While the electronics are fabricated using integrated circuit
(IC) process sequences (e.g., CMOS, Bipolar, or BICMOS processes), the
micromechanical components are fabricated wusing compatible
"micromachining" processes that selectively etch away parts of the silicon
wafer or add new structural layers to form the mechanical and
electromechanical devices. MEMS promises to revolutionize nearly every
product category by bringing together silicon-based microelectronics with
micromachining technology, making possible the realization of complete
systems-on-a-chip. MEMS is an enabling technology allowing the
development of smart products, augmenting the computational ability of
microelectronics with the perception and control capabilities of
microsensors and microactuators and expanding the space of possible
designs and applications.

Microelectronic integrated circuits can be thought of as the "brains" of a
system and MEMS augments this decision-making capability with "eyes"
and "arms", to allow microsystems to sense and control the environment.
Sensors gather information from the environment through measuring
mechanical, thermal, biological, chemical, optical, and magnetic
phenomena. The electronics then process the information derived from the
sensors and through some decision making capability direct the actuators
to respond by moving, positioning, regulating, pumping, and filtering,
thereby controlling the environment for some desired outcome or purpose.
Because MEMS devices are manufactured using batch fabrication
techniques similar to those used for integrated circuits, unprecedented
levels of functionality, reliability, and sophistication can be placed on a
small silicon chip at a relatively low cost.

Through the use of real-time sensor data, MEMS provides improved situational

awareness and asset visibility within a small and inexpensive form. MEMS technology
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uses modern electronics fabrication techniques with micro machining to provide
advanced functionality on a silicon chip. Through proof-of-concept projects, U.S. Army
Logistics Transformation Agency (LTA), a field operating agency of the Deputy Chief of
Staff, G-4, is bringing active Radio Frequency Identification (RFID) devices together
with MEMS to capture, record, and communicate temperature, humidity, shock, light and
other environmental conditions. When combined with track and trace capability of active
RFID, these prototype devices can provide stand-off asset visibility, self-reporting
communications, and data storage functions to record, alert and provide immediate
feedback to soldiers and logisticians on the condition of assets. Potential applications for
MEMS span all classes of supplies and logistics processes including perishable
subsistence, diagnostics/prognostics in maintenance, individual protective equipment,
medical supplies, ammunition, fuel, inventory and shelf life management, and weapon

system condition “health” monitoring.

The LTA is examining the application of commercially available MEMS-based
sensors with active RFID to track and report environmental factors that affect the
viability of Class VIII medical supplies. At present, hundreds of thousands of dollars are
expended annually on the cost of labor to accomplish manual processes related to
monthly visual monitoring of humidity control devices on Class VIII DEPMEDS in long
term storage at Sierra Army Depot (SIAD). Additionally, millions of dollars of Medical
Sets, Kits and Outfits (MESKOs) materiel had to be destroyed by U.S. Army Medical
Materiel Center-Europe (USAMMC-E) in 2003 due to the effects of unknown
environmental conditions that the materiel had been exposed to while in transit or
storage. LTA has developed a high level RFID/MEMS conceptual design analysis; a
Business Process Analysis (BPA) for MEMS application to Class VIII addressing high-
level analyses of Deployable Medical Systems (DEPMEDs), Medical Sets, Kits and
Outfits, and Military Vaccines; and has tested RFID MEMS technologies in a laboratory

setting.

24



2. System Description and Capabilities
ATOS is an RFID-based automated system that provides a capability to collect
environmental data in near real-time and supports munitions management tasks on stored

munitions pallets [AFOTEC 2004].

The implementation of ATOS data rich RFID tags is not meant to replace any of
the traditional business processes of Ordnance Management (OM). Rather, ATOS tags

are meant to enhance many current processes and add additional capabilities to OM.

The following are six ATOS oriented munitions management tasks which form

the foundation for inventory management of munitions:
e Munitions Receipt
e Inventory Maintenance
e Munitions Movement
e Munitions Issue
e  Munitions Transfer
e Munitions Quality Assurance (QA)

Figure 5 depicts graphically how ATOS automates these tasks
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The ATOS system consists of six major components:

System (AIS).

1.

2.

RF tag,

Handheld Reader (HHR),

Reader Control Unit (RCU),
Pre-Processor (PP),

Environmental Database (EDB), and

An interface to service ammunition Automated Information
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Radio Frequency Extenders (RFE) are used to enhance RF coverage inside larger

enclosed magazines or depots.

The RF tag is a small enclosure attached to a munitions pallet using an RF tag
holder. The RF tag contains temperature, relative humidity (RH), and gravity-shock
sensors. The temperature and RH sensors collect environmental data according to a
specified period of time. The RF tag also has a receiver, transmitter, and non-volatile
memory to receive, transmit, and store unique asset information and environmental data.
The HHR is a portable wireless barcode scanning device with the capability to read and
write asset data to and from the RF tags and reads linear and two-dimensional barcodes.
Using a keypad and touch screen, the user can upload and download asset information to
and from the RF tags using a function called roll call, which queries the RF tag to identify
itself and provide any changes to asset and environmental data. Data are stored in the
HHR as transaction records until they are transferred to the PP for analysis and archived.
The HHR can also retrieve stored RF tag data from the RCU using an Ethernet cable. The
HHR wuses a Windows Pocket Personal Computer operating system, which is a

commercial off-the-shelf technology (COTS) software.

The RCU is a fixed RF reader that collects asset and environmental data from the
RF tags. The RCU is powered by 24 volts direct current (VDC) and can be mounted
inside a munitions magazine. Depending on the size of the magazine, RFEs are connected
in series with the RCU to achieve optimal RF transmission coverage. The RCU obtains
data from the RF tags using a function called interrogation, which consists of two
independent reads (short and long). The short read determines the number of RF tags
detected, RF tag identification (ID), Department of Defense Identification Code
(DODIC), National Stock Number (NSN), consignee, any environmental sensor flags,
and a low battery flag. The time duration for a short read depends upon the number of
RFEs connected in series with the RCU, the number of RF tags detected inside the
storage facility, and the type of material (wooden crates and aluminum pallets) on which
the RF tags were attached. The long read downloads the remaining asset information and
environmental data. The duration of a long-read can take hours to days depending on the
number of RF tags being interrogated. The RCU serves as a long-term data storage unit

for receiving and storing interrogated RF tag data. The RCU stores these data until the PP
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commands it to transfer the data via a wireless local area network (WLAN), local area
network (LAN), serial cable connection with the HHR. The RCU has no direct user

interface, i.e., no keyboard or display.

The PP is an interactive command and control system designed to retrieve RF tag
data from the RCU and HHR. The PP is typically located in the central work area.
Munitions information is formatted and passed from the PP to the service ammunition
AIS, such as the Retail Ordnance Logistics Management System for the U.S. Navy local
and theater inventory management of munitions, and the EDB. Munitions experts and
analysts can use the Environmental Database to evaluate munitions performance

fluctuations due to environmental changes.

Figure 6 shows the connectivity for the ATOS system components.
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Figure 6. ATOS System Architecture (From Ref. AFOTEC 2004).
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111, ATOSBUSINESS CASE ANALYSIS

A. WHAT ISA BUSINESS CASE ANALYSIS (BCA)?

A Business Case Analysis examines and compares the benefits, costs, and
uncertainties of each alternative to determine the most cost effective means of meeting
the objective. It is a systematic approach to the problem of resource allocation,

comparing two or more alternatives in terms of cost and benefits.
The standard steps in a BCA are below:
e Objectives of the action being considered
e Specification of assumptions/constraints
e Identification of alternatives
e Listing of benefits for all feasible alternatives
e Cost estimates for each feasible alternative
e A ranking of alternatives in terms of costs and benefits
e Risk/uncertainty analysis
e Conclusions/recommendations

Decisions about mission and business planning are important because they
become the basis for deciding whether an acquisition will be funded. Budget constraints
are the main reasons that force organizations to justify their spending, because if there
were no budget constraints, then we could buy anything and everything, and not have to
engage in making choices. A BCA is a process for preparing a structured proposal that
establishes sound business decisions for proceeding with an investment/project by
providing decision makers with the insight into how the investment/project supports the
business needs and strategic goals. The BCA structures the assessment by providing
necessary information concerning the scope, alternatives considered, estimated costs and
Return on Investment (ROI), and risks necessary for decision makers to make an
informed funding decision for the investment/project. Therefore, budget constraints

cause an increase in the usage of Business Case Analysis (BCA).
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Each BCA will be different depending on its application. However, a BCA

structure should include the following as a minimum [ACC 2004].

Introduction. It presents the objectives addressed by the subject of the
case, and all the options, including the status quo, considered to

achieve the objective.

Assumptions and Methods. Outlines the rules for deciding what
belongs in the case, and what does not, along with the critical

assumptions.
Business Impacts. The main business case results.

Sensitivity and Risk Analysis. Shows how results depend on the
important assumptions (“what if”’), as well as the likelihood for other

results to surface.

Conclusions and Recommendations. Recommends specific actions

based on business objectives and the results of the analysis.

1. The BCA Process
Figure 7 displays the BCA process consisting of four steps.

Definition is the first step in the BCA process and sets the scope of the
problem. During this step, the assumptions and the constraints are
formulated which will guide the analysts of the BCA Team throughout
the process. Also in this step, alternatives to be considered are

identified, as well as the measures.

Data Collection is the second step in the BCA process and is where the
source and types of data to be collected are identified. The collection
of data may be difficult because the data may be obscured in databases

in remote locations or buried in budget documents.

Evaluation Analysis is the third step in the BCA process and is where

the “number crunching” is done. In this step, the data that was
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collected in the second step is used to build a case for each alternative,
using both qualitative and quantitative data. Each alternative is
compared against each other, in an effort to identify a best alternative.
It is important that analysts should not only seek to determine which
alternative has the lowest cost, but which alternatives provide the

optimal combination of price and performance.

Results Presentation is the fourth step in the BCA process. This is a
critical step because if the BCA Team is unable to communicate
effectively the results to the decision makers, the analysis is worthless.
Conclusions are to be organized around the objectives stated up front
in the case. The recommendation of the BCA will consist of
recommending to stay with the status quo or to adopt the alternative(s)

being considered.

Figure 7.

The Business Case Analysis Process (From Ref. ACC 2004).
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B. WHAT ISA WORK BREAKDOWN STRUCTURE (WBS)?

A Work Breakdown Structure (WBS) is a hierarchical approach to plan and
integrate the various parts of a project. The Department of Defense Handbook, MIL-
HDBK-881, defines a WBS as follows:

e A product-oriented family tree composed of hardware, software,

services, data, and facilities.

e The family tree results from systems engineering efforts during the

acquisition of a defense materiel item.

The following are a few benefits of how a WBS may assist a Program Manager

(PM) during the life cycle of a program [MIL-HDBK-881].

e Separates a defense materiel item into its component parts, making the
relationships of the parts clear and the relationship of the tasks to be

completed-to each other and to the end product-clear.

e Affects significantly planning and the assignment of management and

technical responsibilities.

e Assists in tracking the status of engineering efforts, resource
allocations, cost estimates, expenditures, and cost and technical

performance.

e Helps ensure that contractors are not unnecessarily constrained in

meeting item requirements.

By displaying and defining the efforts to be accomplished, the WBS becomes a
management blueprint for the product and reduces the likelihood of something falling

through the cracks.

1. Work Breakdown Structurefor ATOS
To be able to provide a realistic BCA of the implementation of an ATOS

infrastructure at a Navy Munitions Management location, the advice of Subject Matter

Experts (SMEs) from Naval Surface Warfare Center (NSWC), Indian Head Division, was
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seek to validate the additional sustained cost in fielding ATOS. The top level WBS is

composed of the following components:
e Investment
e QOperation and Support (O&S)
e Environmental

The ATOS infrastructure at a Munitions Management facility will consume the
biggest portion of the investment funding due to the amount of equipment/software,
installation cost, and personnel training needed for the newly fielded system. Of course,
the number of munitions magazines and the number of munitions in a facility will dictate

the true implementation cost.

Operation and Support consists of the costs needed to sustain the ATOS
infrastructure. The recurring costs are the cost incurred to continue the validation of
models and to maintain the readiness of the system, i.e., to replace equipment/software
due to damage, normal wear and tear, and system upgrades throughout the life cycle of

the system.

Critical environmental information, e.g., munitions storage conditions, is needed
to determine munitions’ safety, reliability, and performance. The status of the munitions

is critical for the following three reasons:

1. Safety. Munitions accidentally exploding in munitions magazines

or afloat without warning pose great danger to personnel and property.

2. Reliability.  Warfighter should have reliable munitions they
depend on a daily basis. When munitions is intentionally launched or fired (pulled the
trigger), the munitions should leave the canister of a Vertical Launch System (VLS) or

the muzzle of a gun without delay. The life of the warfighter may be on jeopardy.

3. Performance. When the munitions have been launched, they are
expected to perform to their specifications, i.e., fly at their intended speed and correct

altitude, for mission success and accomplishment.
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The collection of environmental data, such as time-phased histories of
temperature, humidity, and shock for the munitions under surveillance, is for munitions
incident prevention. Knowing the reliability and the shelf life of munitions are key in
munitions incident prevention. Being conscious of the storage/environmental factors
munitions are experiencing or have experienced in the field, can lead to the prevention of
munitions magazines from inadvertently exploding due to munitions instability or shelf
life expiration, thereby, saving in the clean-up effort, collateral damage to property, or

more importantly, the safety of personnel.

We spoke to Subject Matter Experts whose recollection is that incidents have
occurred only ashore, and not afloat. This is because ashore munitions management
facilities intentionally accelerate (“cook-off”) the shelf life of munitions. This serves as a
munitions plan to advise afloat units about the serviceability and reliability of their

munitions onboard.

Subject Matter Experts also say that two incidents, one in 1970 and one in 1994,
are the only incidents that have occurred in the last three decades, and that in these two
incidents, gun propellant was the common denominator. That is about one incident every

twelve years or 0.1 incidents per year.

ATOS will play a key role in Quality Evaluation (QE), also known as
Surveillance. The mission of QE is to determine the safety, reliability, and performance
of munitions. When QE is accomplished, munitions are dissected to determine the status
of similar munitions. Obviously, dissected munitions are lost munitions to the inventory.
According to Subject Matter Expert, Mr. Roger Swanson, NOSSA (N8), Director
Weapons Assessment, it is impossible to conduct QE on all DoD’s munitions stockpiles
because of funding constraints and time. For this reason, the current program only has
QE personnel conduct QE on selected munitions that have the greatest susceptibility to
the environment. For example, QE on a missile’s rocket motor is accomplished once
every three years depending on the rocket’s propellant composition. Under the current
practice, munitions are added to the QE list only when a mishap occurs. This procedure

has the disadvantage that we react after the fact, i.e., after a mishap has occurred. ATOS,

34



with its potential to collect the necessary environmental munitions data fixes this

disadvantage because QE will be done on all munitions vice just the selected few.

The RFID tags attached to munitions pallets will have the capability to collect
data on temperature, humidity, and shock of all munitions. These data, provided to QE
personnel, can be analyzed with the right models to predict with a high degree of
accuracy the safety, reliability, and the performance of the munitions the warfighters are
employing in theater on a daily basis. The funding for model development and

implementation will be a recurring cost for fielding ATOS.

C. “AS|S’ COST (A WORLD WITHOUT ATOS)

1. Ordnance M anagement Process

The current Ordnance Management process is labor intensive. It entails the
manual data entry using inventory sheets to track and monitor the Department of Defense
munitions stockpiles. In this process, personnel physically have to conduct every
munitions management task, i.e., physically count all munitions in a munitions magazine
when conducting an inventory. Many man-hours are spent doing any one task which can
be translated to hundred of thousands of dollars per year. Additionally, the manual effort

is subject to errors, which then yield an inaccurate database.

The following six munitions management tasks that form the foundation for the
inventory management of munitions used in the Military Utility Assessment by AFOTEC

demonstrates how labor intensive the current process can be [AFOTEC 2004].

1. Munitions Receipt. When munitions arrive at a Munitions
Management facility, personnel need to be available for receiving the munitions, move

the munitions to the storage location, and add the munitions to the current inventory.

2. Inventory Maintenance. Personnel physically need to count all
munitions in a munitions magazine to maintain inventory information on all magazines.

The inaccuracy of this inventory information is subject to human error.

3. Munitions Movement. When munitions are moved from one

magazine to another, personnel need to do the manual data entry that reflects the change
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to the magazine inventory. Again, the inaccuracy of this inventory information is subject

to human error.

4. Munitions Issue. When munitions are issued to the warfighter,
personnel need to update the magazine inventory and the munitions database to reflect
the current inventory. Again, the inaccuracy of this inventory information is subject to

human error.

5. Munitions Transfer. When large amounts of munitions are shipped
to another Munitions Management facility or to the warfighter in theater, personnel need
to manually conduct the data entry to reflect the munitions transfer at both the munitions
database and the magazine inventories. Again, the inaccuracy of this inventory

information is subject to human error.

6. Munitions Quality Evaluation/Surveillance. When QE personnel
remove munitions for inspection, the results of the inspection or condition of the
munitions need to be recorded in the munitions logbooks. Again, the inaccuracy of this

inventory information is subject to human error.

2. Ordnance Management Cost

The current Ordnance Management process used to manage DoD’s large
munitions stockpiles does not track the status of all munitions in the inventory, but yet is
costing DoD millions of dollars a year. The following describe why the current

management process of munitions has caught the attention of DoD.

Demilitarization of all munitions is performed and paid by the U.S. Army. The
Department of the Navy alone in FY00 generated over 16,000 tons of ordnance that
needed demilitarization and disposal at an average cost of $892 per ton of material for a
total cost of over $14M. The Army’s disposal budget would be greatly reduced if the
services found a way to expend a greater portion of its munitions before they become

obsolete and require high cost to dispose [Herb].

Corrosion is another challenge for DoD. It affects mission readiness and adds

additional cost in shipping replacement munitions. Corrosion is defined as a chemical
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reaction between a material, usually a metal, and its environment that produces a
deterioration of the material and its properties. Changes in the environment, i.e., changes
in temperature and humidity, cause munitions to corrode thereby costing DoD millions of
dollars in corrosion maintenance. While corrosion is a problem for all services, not just
the USAF, we can gain an appreciation of the magnitude of the problem reported in the
final report submitted February 16, 2005, by C* Technology, Inc, to the USAF on the cost
of corrosion. This report states that the USAF in FY04 spent $43M in munitions

corrosion maintenance.

Munitions handling can be a dangerous evolution because munitions can be
accidentally dropped and depending on the condition of the munitions, they can either
explode or they do not explode. If munitions are dropped and they do not explode, the
current procedure has these munitions shipped to a location where they can be
investigated for damages. This would be great for single munitions, e.g., a missile. If a
pallet of munitions is dropped instead, the entire pallet is being shipped to be checked for
damages because personnel cannot determine the condition of the munitions in the pallet.
Not all munitions may be damaged, but there is currently no way of determining the
condition of all munitions in the pallet. The inability to determine the condition of the
munitions affects mission readiness and adds additional cost in shipping replacement

munitions.

The purpose of the Quality Evaluation program is for DoD to continuously
monitor and track the safety, reliability, and performance of only selected munitions to
ensure these munitions stockpiles are at their highest state of readiness. As previously
mentioned, it is impossible to do QE on all munitions stockpiles. Munitions are added to
the QE list only after a fleet or ashore incident has occurred. According to Mr. Roger
Swanson, in FY08 and onwards he will receive a budget of $3M to support QE on only
surface ordnance. This $3M is used for destructive testing/inspection and to conduct
analysis to determine the service life and to revise the maintenance schedule, if
necessary, for the munitions. Additionally, he requires an additional $1.5M a year for
test equipment used in testing munitions stockpiles for bit checks. Bit checks only
indicate whether the munitions are good or bad, i.e., up or down. If it indicates down,

additional testing and maintenance is required to determine the failure. Testing
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equipment does not indicate how the munitions will perform once launched. The
destructive testing/inspection and analysis done produce the ultimate results desired to

find out how munitions will perform when launched.

Destructive testing/inspections on munitions, e.g., a missile’s rocket motor, are
done every three years depending on the rocket’s propellant composition. According to
Mr. Swanson, a complete QE costs $0.5M per rocket. This does not include the buying
of the replacement rocket required to return the missile to a state of mission readiness.
Again, depending on the rocket’s propellant composition, a rocket will cost the service

between $50,000 and $250,000.

Although munitions mishaps hardly ever occur afloat or ashore (0.1 incidents per
year), the cost they can incur cannot be overlooked. In the 1994 munitions incident, the
cost to DoD was over $1M for the destruction of the munitions magazine, $590,000 for
the lost of munitions, and $400,000 for the clean-up efforts. This does not include the

investigation cost to DoD to determine the cause of the explosion.

D. “TO-BE” COST (A WORLD WITH ATOYS)

1. Ordnance M anagement Process

The implementation of ATOS, as previously mentioned, is not meant to replace
any of the current traditional business processes of Ordnance Management. Rather,
ATOS is meant to enhance the current Inventory Management process and add additional
capabilities to Ordnance Management, e.g., the system will be capable of automatically
monitoring and reporting user defined environmental conditions experienced by the
munitions in near real-time. Additionally, by implementing ATOS the number of labor
intensive man-hours expended in accomplishing the current Inventory Management

process discussed above, can be greatly reduced.

The following is a description of how the six munitions management tasks of the
Inventory Management process used in the MUA by AFOTEC can be improved when
using ATOS so that the reduced workload can allow for other productive efforts to be
accomplished [AFOTEC 2004].
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1. Munitions Receipt. When munitions arrive at a depot, munitions
or logistics personnel attach RF tags to munitions pallets and populate RF tags with asset
information for each munitions pallet using the HHR. Next, tagged munitions pallets are
receipted and the asset information is stored on the HHR as a transaction record. Tagged
munitions pallets are moved to a storage location where the RCU retrieves the asset
information and the latest environmental data from the munitions pallets. The RCU
updates and stores the RF tag data until the PP commands it to transfer the data via
WLAN, LAN, or the HHR serial port. The PP reconciles the transaction records from the
HHR and RCU data, updates the inventory list, and graphically displays the data on the

computer screen.

2. Inventory Maintenance. The RCU maintains the munitions
inventory through periodic interrogations of the RF tags. If the RCU encounters a new or
missing RF tag, it sends a flag to the PP. When conducting inventory tasks using an
HHR, the ATOS operator first downloads the inventory list from the PP to the HHR. The
operator then takes the HHR to the magazine. The HHR queries the RF tags and
reconciles the inventory list with the tagged munitions pallets inside the magazine. Any
new or missing RF tags are flagged by the HHR and associated data are later transferred
to the PP. The operator takes appropriate actions to resolve any flags that were sent to the
PP from the HHR or RCU. Throughout this process, the RF tags continually collect and

store environmental data.

3. Munitions Movement. When tagged munitions pallets are moved
from one location to another within the same depot, the operator uses the HHR to update
the RF tag location information. On the next interrogation, the RCU automatically

updates location data on the PP inventory list.

4. Munitions Issue. The operator issues one or more individual
munitions items from tagged munitions pallets to a local field unit and uses the HHR to
update the munitions count on the RF tag. The RCU captures the munitions count change

and updates the PP inventory list.

5. Munitions Transfer. The operator ships a tagged munitions pallet

to a location outside of the depot, using the HHR to document the transfer. The operator
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uses the HHR to download the latest asset information, environmental data, and any
alarm flags. The HHR is docked to the PP and data are transferred to the PP. The RF tag
ID number is removed from the inventory list and the data are archived. The PP
automatically updates the inventory records of the losing depot when the HHR is docked
to the PP. Munitions pallets are not tracked while in transit between depots, but the RF
tags will continue to collect environmental data, which is transferred to the PP at the final

destination.

6. Munitions Quality Evaluation/Surveillance. The operator removes
one or more individual munitions items from tagged munitions pallets for
inspection/maintenance. QE personnel use the HHR to update the pallet condition code
and history to reflect the status of the individual munitions items and what QE actions
were taken upon its return to the inventory. The RCU captures the updated information
and transfers it to the PP. The PP then reconciles the RCU and HHR data and updates the

inventory list.

2. Ordnance Management Process Cost

There are many benefits in implementing an ATOS infrastructure. One of the
main objectives is to reduce the cost of the current Inventory Management process. The
initial fielding of ATOS will be the additional cost incurred in the first year. From the
second year onwards, DoD will benefit from the dividends that ATOS provides in the
inventory of munitions. For the dividends in the environmental, munitions environmental
data needs to be collected for at least a ten-year time frame. The following describe how

ATOS changes the current management of munitions.

Manpower costs are expected to be reduced because personnel no longer have to
do the wall to wall inventories that can take many man-hours. ATOS provides magazine
inventories near real-time. Additionally, many man-hours are saved in the receipt of
munitions because documents, such as DD1348-1 forms, will be obtained from the

accountable officer and uploaded directly into the handheld readers.

Demilitarization is another area in which DoD can save millions of dollars a year.

There is currently no implemented method that identifies the condition of all munitions in
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inventory. Quality Evaluation done in selected munitions is the only method that exists
that identifies the serviceability and reliability of munitions. If munitions of a specific
batch are identified as “bad” munitions, the entire batch manufactured on the same date
are removed from inventory and taken to be demilitarized. This is also true for munitions
that are accidentally dropped. If the dropped munitions tested “bad”, the entire pallet of

dropped munitions is removed from inventory without further testing.

The ability to gather environmental data munitions are experiencing or have
experienced in the magazines, in transit, or in the field, can reduce the millions of dollars
DoD is currently spending in corrosion maintenance. The environmental data collected
can be used to change the environmental conditions under which the munitions are being
stored. Additionally, this can assist personnel in revising the maintenance schedule of
munitions stored under different conditions, i.e., in the field vice being stored in a

munitions magazine.

The collection of munitions temperature, humidity, and shock/vibrations will be
used as input data for models to determine the munitions service life and to revise
maintenance schedule of all munitions, instead of just the current munitions on the QE

list. This ATOS initiative will significantly enhance the QE process.

According to Mr. Swanson, ATOS has the potential to reduce QE expenditure by
as much as 83% as there will be no need to conduct destructive testing/inspection of
munitions as the QE program currently calls for. This does not mean that destructive
testing/inspection will be terminated. This type of testing will still be required but over a
longer period of time, i.e., ten years vice three years, to validate and improve the working

models.

The cost of developing and validating models depends on the models’ complexity,
and the cost is comprised almost exclusively of labor costs which come with a decent
price tag. I anticipate that the type of model that will be required to assist in QE of

munitions will cost about $1.5M annually.
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E. METHODOLOGY FOR ASSESSING CHANGES DUE TO ATOS
IMPLEMENTATION

For each Element in the ATOS Work Breakdown Structure, a judgement is made
on what percentage reduction in the As-Is costs is caused by the implementation of
ATOS. These percentage reductions will be SME-based for this thesis and pilot-project-
data-based in the future.

The reason these percentage reductions are SME-based is because there has not
been an ATOS pilot program implemented long enough to collect sufficient data to
accurately annotate the realistic reductions. The ATOS pilot programs implemented thus
far have been programs implemented at a lower scale to collect data to conduct, e.g., a
Military Utility Assessment (MUA). These programs have been tailored to accomplish

specific objectives or answer questions posed by DoD decision makers.

The Subject Matter Experts consulted in the process of thesis, have been
personnel who have been actively involved in one way or another with ATOS and are
currently Program Mangers at NSWC, Indian Head, or Ordnance Managers/Supervisors
at Seal Beach Weapons Station. Ordnance Managers being both extremely familiar with
the ordnance inventory management processes at their munitions sites and being actively
engaged in the ATOS initiative are the most qualified personnel to perceive what steps in
the ordnance process can be automated with ATOS implementation and what percentage
reduction is realistic in the process. Of course, these are estimates and vary from
munitions site to munitions site depending on the amount of munitions stockpiles being

accountable for.

In the inventory management process, these percentage reduction estimates are
most confident because most work done thus far in ATOS has been in this area of
interest. The percentage reduction estimates in the environmental area of interest, are not
with a high degree of confidence. This is because pilot programs have not been
implemented to collect munitions environmental data to support these estimates. All
SMEs concur that it can take 10 to 12 years of munitions environmental data collection

before a rational data-supported estimate can be achieved.
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The percentage reduction estimates provided by the SMEs as stated above, are our
initial estimates that need to be validated by the results from pilot projects. This will
occur as SMEs over time have collected sufficient data to analyze and recommend more
precise estimates. At that point, the savings ATOS provides will be embraced by the

services that are not now providing their full support.

Table 2 below displays the percentage reduction estimates that are used in this

analysis.

F. COMPARISON OF “ASI1S” TO “TO-BE”

Two Return on Investment analysis are presented.

e The first ROI is on the impact of an investment in an ATOS infrastructure
on the Inventory Management process and the successful management of
DoD’s munitions stockpiles. We have access to some data for this
analysis, and the benefits from this investment are available to the analysts

relatively quickly.

e The second ROI focuses on the impact of an investment in ATOS in the
arena of munitions environmental data. This is more theoretical because
data needs to be collected and analyzed over a relatively long period of

time in order to address effectively the savings that ATOS can provide.

1 Inventory Management Process Return on I nvestment Analysis

To do the first ROI analysis of measuring the impact of an investment in ATOS
infrastructure on the Inventory Management process and the successful management of
DoD’s munitions stockpiles implementing ATOS , I had to gather cost estimates for the
Operation & Support to capture the As-Is cost. For clarification, the As-Is costs are the
costs that are occurring in the current situation, which is a world without the
implementation of ATOS. To determine the To-Be cost (that is, the costs that would

occur in a future situation, a world with implementation of ATOS I required
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e Cost estimates for the initial investment to put ATOS in place, and

e Percentage reductions in Operation & Support costs that are due to the

implementation of ATOS.

Since ATOS has not yet been implemented, I was able to gather just cost
information that has been expended thus far or planned to be expended to implement a
portion of ATOS. An example of this kind of expenditure is for, the inventory
management process. To develop, or forecast, the To-Be cost proved to be a challenge,
especially when it came to the environmental because it requires the collection of
munitions environmental data over time to determine effectively the percentage
reduction. Only the implementation of an ATOS pilot aimed to capture munitions
environmental data over a long period of time will identify a sensible percentage
reduction. After many discussions with SMEs currently working in the ATOS project, I
was able to get cost estimates that I could use to proceed with the ROI analysis. Cost
estimates for other portions of the analysis were developed on a best guess basis. Table 2
below displays the cost estimates used in the first ROI analysis for a notional five
munitions magazine. It should be noted that the implementation of these five magazines
is assumed to be what would be needed for four Hellfire Missile magazines and one

Standard Missile magazine.
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As-Is Cost | Reduction
ATOS Work Breakdown (Without (With To-Be Cost | Difference
Structure ATOS) ATOS) (With ATOS) in Cost

* Hardware/Installation
* Modelling Validation (1)

* Munitions Inventory Management
* Maintenance/Quality Evaluation

* Munitions Demilitarization

* Hardware Replacement

* Mishap Cost
* Quality Evaluation Cost
* Corrosion Maintenance Cost

(1) Modelling Validation cost of $1,250K is spread over a two-year period: $625K/Y ear .

Table 2. Estimates Used in the ROI Analysis for a Notional Five Munitions
Magazine (All Estimates are in $K).

There is no formal Navy guidance that lays out the initial investment of the
implementation of an ATOS infrastructure at a munitions facility because a fully
implemented ATOS infrastructure has yet to be implemented. What does exist are costs
of partially implemented ATOS scenarios that were done to answer questions posed by
DoD elements, such as the Air Force Operational Test and Evaluation Center (AFOTEC)
which conducted a Military Utility Assessment of ATOS to determine its utility to the

warfighter. The report from this assessment may be found in Appendix B of this thesis.

In a 30 July 2004 Memorandum, the Office of Secretary of Defense (OSD) Under
Secretary of Logistics directed the implementation of RFID across the Department of

Defense with full implementation to be competed in FY07. In an effort to meet the
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dateline, OPNAV N4 has taken the lead in the research and identification of a robust
RFID capability, which will provide the highest Return on Investment and that requires
minimal installation and out year maintenance costs. OPNAYV has identified two Naval
Weapons Stations, Seal Beach, California, and Yorktown, Pennsylvania, to implement an
ATOS pilot. Phase I of this pilot will demonstrate how inventory can be accomplished in
real time with a very high degree of accuracy and track location of sub-assembly
components of high value missiles. The extent of this implementation will be to outfit
four Hellfire Missile magazines and one Standard Missile magazine with the capability to
provide real time inventory and asset data visibility to Ammunition Distribution &
Control (AD&C). Additionally, this part of the test will demonstrate the potential ability

to change current supply chain management within and between activities.
To capture the As-Is cost, [ used a combination of the following:
e FY00 Army Demilitarization Cost
e Prior NPS work
e 1994 Incident Cost Report
e Estimate to outfit five munitions magazines
e FYO04 USAF Corrosion Maintenance Cost Report
e SME:s best guess cost estimates

SMEs want to make it clear that the figures provided are estimates and these

estimates are different from munitions facility to munitions facility.

To capture the To-Be cost of the Inventory Management process was a much
harder problem. This is because, as previously mentioned, there is not enough data to
determine the percentage reduction that ATOS would provide. The percentage
reductions that I used are best guess estimates and need to be validated once data is

collected and analyzed from a pilot project.
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a. Baseline Operation & Support ROl Analysis
This ROI analysis model is used as the baseline for the Operation &
Support of a notional five munitions magazine at a Naval Weapons Station. In this

baseline model, data is taken from Table 2 above, which includes

e §$1.327M to implement an ATOS infrastructure in this notional five munitions

magazine, time phased as follows:
o Yearl-$0.712M
o Year2-$0.625M
e $1.275 annual costs for the Operation & Support

To account for inflation, I used the inflation indices provided by the Naval
Cost  Analysis Division (NCAD). These indices are available at

http://www.ncca.navy.mil/service/inflation.cfm.

For net present value computations, I assumed a 10% discount on the
savings produced every year starting. These savings begin in YR 1, under the assumption

that implementation of ATOS occurs in YR 0.

Figure 8 below displays the cumulative Operation & Support and
Investment cost for the As-Is and the To-Be for the management of the five notional
munitions magazines. Compared to the amount invested, I calculate a break even point in
24 months. That is, the notional five munitions magazines at the Naval Weapons Station

will obtain full return on the initial investment in 24 months.
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Figure 8. Cumulative Operation & Support and Investment Cost.

Figure 9 below displays the Net Present Value (NPV) of Operation &
Support and Investment savings. I assumed a 10% discount on the savings produced
every year starting on YR 1 since I am assuming implementation of ATOS in YR 0.
With these assumptions, I calculate that the notional five munitions magazines at the
Naval Weapons Station can save approximately $5.2M (undiscounted savings) and
$2.8M (discounted savings) in a ten-year period by implementing ATOS in the Inventory
Management process. The Return on Investment is calculated at 214 %. That is, if
$1.3M was invested for 10 years at 10.8% compounded interest, one would save $2.8M

which is 214% over the 10-year period, or almost 11% annual, compounded ROI.

48



Net Present Value of Operation & Support and Investment Savings ($K)

O Undiscounted Savings
(M)

B Discounted Savings
(M)

[ [ [l [ln [l [l [l [ |

YRO YR1 YR2 YR3 YR4 YR5 YR6 YR7 YR8 YR9 YR Total
10

O & S and Investment Savings ($M)

Years

Figure 9. Net Present Value of Operation & Support and Investment Savings.

b. Baseline Environmental ROI Analysis

This ROI analysis model is used as the baseline for the Environmental cost
of a notional five munitions magazines at a Naval Weapons Station. In this baseline
model, I assumed it would cost $1.3M to implement an ATOS infrastructure in the
notional five munitions magazines. It currently costs the notional Weapons Station
$0.8M due to environmental conditions. To account for inflation, I used the inflation
indices provided by the Naval Cost Analysis Division (NCAD). 1 assumed a 10%
discount on the initial investment every year starting on YR 1 since I am assuming

implementation of ATOS in YR 0.

Figure 10 below displays the cumulative environmental costs for the As-Is
and the To-Be for the management of the munitions in the five notional munitions
magazines. Compared to the amount invested, I calculate that the notional five munitions
magazines at the Naval Weapons Station will obtain full return on the initial investment

in 38 months.
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Cumulative Environmental and Investment Cost ($K)
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Figure 10. Cumulative Environmental and Investment Cost.

Figure 11 below displays the Net Present Value (NPV) of Environmental
and Investment savings. I assumed a 10% discount on the savings produced every year
starting on YR 3 since I am assuming implementation of ATOS in YR 0 and the
collection of munitions environmental data for two years to collect the munitions
environmental data required for analysis. With these assumptions, I calculate that the
notional five munitions magazines at the Naval Weapons Station can save approximately
$2.7M (undiscounted savings) and $1.3 (discounted savings) at the end of YR 10 The
Return on Investment is calculated at 99 %. That is, if $1.3M was invested for 10 years
at 10.8% compounded interest, one would save $2.7M which is 99% over the 10-year

period, or almost 7% annual, compounded ROI.
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Net Present Value of Environmental and Investment Savings ($K)
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Figure 11. Net Present Value of Environmental and Investment Savings.

C. Baseline Cumulative Total ROl Analysis

This ROI analysis model is used as the baseline for the combination of
Operation & Support and Environmental costs of munitions at the Naval Weapons
Station. In this baseline model, I assumed it would cost $1.3M to implement an ATOS
infrastructure in a notional five munitions magazine Naval Weapons Station. It currently
costs the Weapons Station $2M for the Operation & Support of the five magazines. To
account for inflation, I used the inflation indices provided by the Naval Cost Analysis
Division (NCAD). I assumed a 10% discount on the savings produced every year

starting on YR 1 since I am assuming implementation of ATOS in YR 0.

Figure 12 below displays the cumulative total cost for the As-Is and the
To-Be for the management of the five munitions magazines. Compared to the amount
invested, I calculate that the notional five munitions magazines at the Naval Weapons

Station will obtain full return on the initial investment in less than one year.

51



Cumulative Total Cost ($K)

-

—&— Cum As-Is Cost ($M)
—ill— Cum To-Be Cost ($M)

Cumulative Total Cost ($M)

YRO YR1I YR2 YR3 YR4 YR5 YR6 YR7 YR8 YR9 YRI10

Years

Figure 12. Cumulative Total Costs.

Figure 13 below displays the Net Present Value (NPV) of cumulative total
savings. I assumed a 10% discount on the savings produced every year starting on YR 1
for the Operation & Support and YR 3 for Environmental since I am assuming
implementation of ATOS in YR 0. With these assumptions, I calculate that the notional
five munitions magazines at the Naval Weapons Station can save approximately $9.2M
(undiscounted savings) and $5.3M (discounted savings) at the end of YR 10. The Return
on Investment is calculated at 403 %. That is, if $1.3M was invested for 10 years at
10.8% compounded interest, one would save $5.3M which is 403% over the 10-year

period, or almost 18% annual, compounded ROI.
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Figure 13. Net Present Value of Cumulative Total Savings.

2. Theoretical Environmental Return on Investment Analysis

As with the case with Inventory Management, we do not have historical data on
what percentage reductions in Operation & Support costs ATOS implementation would
provide. We do not have any data to substantiate such an estimate, so we used
percentage reductions that SMEs believe that ATOS can provide over time. For those
estimates that SMEs were not comfortable in providing, we provide an estimate based on

our professional judgment coupled with the discussions we had with SME:s.

SMEs claim that it would take approximately ten years of environmental
munitions data collection to begin analysis on the data collected. We are in the analytical
position of the previous paragraph. One thing is for certain; all SMEs are in agreement
that ATOS has potential savings in Quality Evaluation, Demilitarization, and Corrosion
Maintenance. As previously mentioned, Mr. Roger Swanson, is confident that ATOS can
reduce QE expenditures as much as 83%. Additionally, ATOS would allow all munitions
to partake in the QE process vice just the current selected few. Furthermore, if during the
munitions QE process, the munitions undergoing testing are found to be faulty, the entire
batch of munitions manufactured on the same date is removed from the inventory and
taken to be demilitarized. The current QE process assumes that if a sample of a batch

53



manufactured on a specific date is bad, no further testing is done. The entire batch is
removed from inventory to prevent personnel and property damages. With the analysis
of the collection of munitions environmental data, QE personnel would be able to notify
munitions sites what munitions to remove from inventory. Mr. John Backes, NSWC,
Indian Head, Code E13A, says that the way of managing munitions in the future should
be “management by individual instead of entire lots.” The following is an excerpt from
an e-mail that recaps the points discussed with an SME on his support of ATOS.

1) I fully support ATOS or a similar system that will provide good
environmental data.

2) Management by individuals instead of entire lots should be the way of
the future.

3) We can only test a small sample (usually every 3 years) of the entire
population. We typically test about 30 samples and in many cases there
are many more lots. We also do not have good information on the
exposure of this sample and how well it represents the entire population.

4) In the future, I think we can develop a model that quantifies how much
damage occurs from each environmental stressor. The model would
predict when the unit was approaching a critical level of cumulative
damage. The units would then be removed from the population. Early
removals would be tested to verify the accuracy of the model. For items
that are susceptible to thermal damage, 1 day at 150 degrees might cause
the same amount of damage as 20 days at 120 degrees or 1 year at 70
degrees.

5) The biggest benefit of this capability would be an improvement in our
ability to accurately monitor and predict the quality of weapons and
remove defective weapons before they become a safety or reliability
problem. It is much better to predict and remove these weapons instead of
finding the problem when the fleet attempts to use the item.

In demilitarization, I speculate that DoD will be able to save as much as 90%
because munitions will only be demilitarized when it is actually known for certain that
munitions have exceeded their serviceability and pose a danger to personnel and
property. According to Mr. John Backes, when munitions are dropped, there is no testing
on the spot of the incident to determine the status of the dropped munitions. The dropped
munitions need to be shipped to a facility where testing can be done to determine the

status of these munitions. If one of the munitions is found to be damaged due to the
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dropped, the entire pallet that was dropped is demilitarized. When this occurs, munitions
need to be shipped to replace the dropped munitions costing DoD additional monies in
shipment and munitions replacement, not to mention a possible delay in mission
accomplishment.  Although incidents involved dropping of ordnance do not occur
frequently, I speculate that on the worst case, 50% reduction in cost can be saved if
personnel know what dropped munitions have received damages and need to be
demilitarized without further testing. This figure can only be validated over time with the

collection of munitions environmental data.

In corrosion control, I speculate the availability of environmental munitions data
can reduce the corrosion maintenance expense by at least 50%. As previously
mentioned, in FY04 it cost the USAF $43M in munitions corrosion maintenance. The
access to information about the environmental conditions munitions are or have been
exposed to can significantly assist maintenance personnel in revising munitions

maintenance schedules to ensure maximum munitions serviceability and reliability.

G. SENSITIVITY ANALYSIS

Sensitivity analysis is a procedure to determine the sensitivity of the outcomes of
an alternative to changes. If a small change in a parameter results in relatively large
changes in the outcomes, the outcomes are said to be sensitive to that parameter. This
may mean that the parameter has to be determined very accurately or that the alternative
has to be redesigned for low sensitivity. Sensitivity analysis helps to determine a range
of plausible inputs to be considered when there is uncertainty about the true value of an

input.

In this thesis the cost estimates used in the ROI analysis were based on personal
professional judgment. They can be validated only when an ATOS pilot is implemented,
and the data collected from this pilot are analyzed. The initial investment, for example,
will not be the same at every munitions facility because the initial investment depends on

the size of the facility and the extent of the ATOS implementation. For this reason, I
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conducted a sensitivity analysis varying the initial investment and the percentage
reductions in various Operating and Support WBS Elements, keeping all other variables

the same.

Table 3 provides the results of sensitivity analyses in which the value of the initial
investment is varied. Recall that the baseline value for the initial investment is $77K. In
these sensitivity analyses, the initial investment is raised, in a step-wise way, to $200K,
then to $400K, and finally to $600K. This latter figure represents an expansion of almost
ten times the baseline investment costs. Table 3 displays the time in months when the
notional Naval Weapons Station will reach the break even point, that is, the time it takes
to obtain full return on the initial investment in Operation & Support given initial
hardware cost of $200K, $400K, and $600K respectively. Note that while the cost of
investment expands by almost ten times the baseline investment costs, the break even
time expands by much less, not even doubling. This suggests that the attractiveness of an

ATOS investment is very robust.

Initial Hardware Cost ($K) Paybachk Period (Months
T (baseline) 24

200 26
400 3z
G000 =

Table 3. Payback Periods in Operation & Support.

To satisfy the optimistic and pessimistic use of SMEs about the Operation &
Support savings that ATOS can provide, I increased and decreased the percentage
reductions in the Operation & Support keeping all other variables constant, to calculate

the savings and the ROIs within the same time frames.

Table 4 below displays the percentage reductions that I used in the sensitivity

analyses 1 and 2.
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* Munitions Inventory Management Process Cost
* Demilitarization/Disposal Cost
*Maintenance/Quality Evaluation Cost

Table 4. Percentage Reductions in Operation & Support.

Table 5 displays the To-Be cost, savings, the payback period, and the ROI for

each case presented in Table 4.

Investment ($M)

10-Y ear As-ls Cost ($M)

10-Year To-Be Cost (5M)

10-Year Discounted Savings ($M)
Pay Back Period (Months)

Total ROI (%)

Annual Compounded ROI (%)

Table 5. Sensitivity Analysis on Changes of the Percentage Reduction in Operation
& Support.
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V. OBSERVATIONSAND RECOMMENDATIONS

OBSERVATIONS
Throughout this thesis, I have emphasized many times that ATOS is not a

replacement for the current policy of ordnance management. Rather, the
concept of ATOS is to enhance the current ordnance management processes

for the effective management of DoD’s large munitions stockpiles.

e Technology required to implement ATOS is COTS technology. There is no
time delay in obtaining the hardware for full implementation. Of course, as

requirements and security for ATOS changes,

e The methodology for doing ROI analysis associated with the implementation

of ATOS is well understood, and, with appropriate data, can be developed.

e The data to support ROI analysis associated with the implementation of
ATOS are not fully available, and they need to be developed. In some cases,

these data need to be developed over multi-year time frames.

e Based on projects done thus far (e.g., the Military Utility Assessment by
AFOTEC (Appendix B)), ATOS can provide the capability to enhance the
effective management of the large Department of Defense munitions
stockpiles. See the Recommendations section below for the logical follow-on

to this observation.

e Mr. Roger Swanson and Mr. Mark Mentikov, Subject Matter Experts, do warn
the decision makers having the final decision in making ATOS a program of
record, that ATOS savings and benefits will not be reaped in all areas of
interest simultaneously. Rather, the longer the system is implemented, the
more attractive will the dividends be, especially in the environmental data
collection. See the Recommendations section below for the logical follow-on

to this observation.

e Subject Matter Experts claim that there is not enough data on hand to

determine the savings with ATOS if the environmental condition munitions
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have experienced was known. See the Recommendations section below for

the logical follow-on to this observation.

Millions of dollars are spent every year in corrosion maintenance and Quality
Evaluation to ensure munitions are mission ready. These millions of dollars
can be reduced if QE personnel had better knowledge of the status of all
munitions in inventory. This is not currently the case. For this reason, the
RFID tags attached to munitions pallets need the capability to collect the
environmental data that is required by QE personnel to input into models to
provide Ordnance Managers valuable information about the status of their
munitions in inventory. The more information is known about the condition
of the munitions in theater, the less number of munitions, due to their

reliability, will be needed to accomplish the warfighters’ assigned missions.

B. RECOMMENDATIONS

A complete implementation of ATOS to capture munitions environmental
data to be analyzed in order to predict the serviceability and reliability of
munitions. Currently no personnel know what percentage reduction ATOS
can provide; one could only speculate. Only a pilot when implemented for a
long period of time, say 10 years, can validate our speculations. It is critical
that a commitment in implementing an ATOS pilot be made soon to

commence collecting the benefits.

A full scale ATOS pilot project at a munitions location, such as, Seal Beach,

needs to be funded and implemented in order to

collect the required data in order to validate the results from previous analysis,

and

support and provide a better argument as to why ATOS is the way to go in

Ordnance Management.

To establish an ATOS implementation plan DoD wide, a study on optimizing

the placement of ATOS needs to be initiated. This will help decision makers
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in determining the optimal locations that provide the greatest savings due to

the large munitions stockpiles. For example, small munitions facilities where

munitions do not have a high cycle rate may not be a high priority for the

implementation of ATOS.

e RFID tags attached to munitions pallets need the capability to collect the

environmental data that is required by QE personnel to input into models to

provide Ordnance Managers valuable information about the status of their

munitions in inventory.

C. RECOMMENDATIONS FOR FUTURE RESEARCH

This thesis provides an initial glimpse of the Return on Investment analysis of the

savings and benefits that ATOS has the potential of providing the Department of Defense

in managing its large munitions stockpiles. While the purpose of this thesis was to

provide a methodological approach for conducting a Business Case Analysis for the

ATOS ACTD, there are many opportunities to capture other complexities and variability

associated with ATOS, including the following.

It would be beneficial to the Department of Defense to know an ATOS
implementation location plan to guarantee savings and benefits at the
earliest stages of the ATOS implementation. An optimization model
would provide the order in which munitions sites are fielded to ensure the

sites with the highest cycle rate of munitions are implemented first.

Although models may already exist that provide limited predictability
about the conditions of only certain munitions, robust models will be
required to process the environmental munitions data collected to

effectively calculate munitions service life and reliability.

Support and participate in the implementation of the pilot project and
collect the data required to conduct a Business Case Analysis to further

assist the decision makers decision in making ATOS a program of record.
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APPENDIX A.

ACTD Acronym

ACTDSJICTDSFY95—-FY 05

ACTD Name

FY2005

ASAP

Actionable Situational Awareness Pull

FY2005

CUGR

Chemical Unmanned Ground Reconnaissance

FY2005

COSMOS

Coalition Secure Management and Information System

FY2005

EOS

Epidemic Outbreak Surveillance

FY2005

JCRE

Joint Coordinated Real Time Engagement

FY2005

JEERCE

Joint Enhanced Explosion Resistant Coating Exploitation

FY2005

JFP

Joint Force Projection

FY2005

MSAT

Medial Situational Awareness in Theater

FY2005

RARE

Rapid Airborne Reporting & Exploitation

FY2005

Sea Talon

Sea Talon

FY2005

Sea Eagle

Sea Eagle

FY2005

SLED

SOCOM Long Endurance Demonstrator

FY2005

VIPER Strike

Gunship Standoff Precision Munition

FY2005

TACSAT-2

TACSAT-2 Roadrunner

FY2005

WDL

Weapon Data Link

FY2004

AT3

Advanced Tactical Targeting Technology

FY2004

ARGCS

Agile Rapid Global Combat Support

FY2004

CORSOM

Coalition Reception Staging & Onward Movement

FY2004

COSINE

Coalition Shared Intel Network Environment - DEMO COMPLETE

FY2004

FTTS

Future Tactical Truck System

FY2004

JPADS

Joint Precision Airdrop System

FY2004

J-USC2

Joint Unmanned Sys Common Control

FY2004

MANPACK

MANPACK

FY2004

MAJIIC

Multi-Sensor Aerospace/Ground Joint ISR Interoperability Coalition

FY2004

MAGNUM

MAGNUM

FY2004

PLATO

Protected Landing and Take-Off

FY2004

PSYOP

Psychological Operations (PSYOP) Global Reach

FY2004

TEBO

Theater Effects Based Operations

FY2003

AJCN

Adaptive Joint C4ISR Node - DEMO COMPLETE

FY2003

CB2

Counter Bomb/ Counter Bomber
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ACTD Acronym

ACTD Name

FY2003

DCS

Deployable Cargo Screening

FY2003

FOPEN

Foliage Pen Syn App Rad

FY2003

GPE

Gridlock - RESID COMPLETE

FY2003

HAA

High Altitude Airship

FY2003

JBFSA

Joint Blue Force Situational Awareness - DEMO
COMPLETE

FY2003

MS

Midnight Stand (prev. IT) - DEMO COMPLETE

FY2003

Night Vision Cave & Urban Assault - DEMO COMPLETE

FY2003

oW

Overwatch

FY2003

Tactical IFSAR Mapping

FY2003

Theater Support Vessel

FY2003

Tunnel Target Defeat

FY2003

Urban Recon

FY2002

Active Denial System

FY2002

Agent Defeat Warhead

FY2002

AT

Agile Transportation

FY2002

BS

Boundary Step - RESID COMPLETE

FY2002

CIA COP

Coalition Information Assurance Common Operational
Picture

FY2002

CASPOD

Contamination Avoidance at Seaports of Debarkation -
DEMO COMPLETE

FY2002

EUAV

Expendable Unmanned Aerial Vehicle - RESID
COMPLETE

FY2002

HLSC2

Homeland Security Command and Control - DEMO
COMPLETE

FY2002

HYCAS

Hyperspectral Collection and Analysis

FY2002

JDSR

Joint Distance Support & Response - DEMO COMPLETE

FY2002

JEOD-KTOD

Joint Explosive Ordnance Disposal - DEMO COMPLETE

FY2002

LASER

Language and Speech Exploitation Resources - DEMO
COMPLETE

FY2002

MAV

Micro Air Vehicle

FY2002

PathF

Pathfinder

FY2002

SIGINT

SIGINT Processing

66



Year

ACTD Acronym

ACTD Name

FY2002

Space-Based MTI

Space-Based MTI

FY2002

SPARTAN

SPARTAN

FY2002

TB

Thermobarics - DEMO COMPLETE

FY2001

Active Network Intrusion Defense - DEMO COMPLETE

FY2001

ABA

Adaptive Battlespace Awareness - RESID COMPLETE

FY2001

ATL

Advanced Tactical Laser

FY2001

ATOS

Advanced Technology Ordnance Surveillance - RESID
COMPLETE

FY2001

ACMD

Area Cruise Missile Defense - RESID COMPLETE

FY2001

CCID

Coalition Combat ID - DEMO COMPLETE

FY2001

CTL

Coalition Theater Logistics - RESID COMPLETE

FY2001

CAPS

Coastal Area Protection System - RESID COMPLETE

FY2001

HSKT

Hunter Standoff Killer Team

FY2001

JAC

Joint Area Clearance - RESID COMPLETE

FY2001

LEWK

Loitering Electronic Warfare Killer

FY2001

NCCT

Network-Centric Collaborative Targeting (formerly
NCCIS&R) - DEMO COMPLETE

FY2001

PRESS

Personnel Recovery Extraction Survivability aided by Smart
Sensors

FY2001

TACMS-P

Tactical Missile System Penetrator - RESID COMPLETE

FY2001

TIPS

Theater Integrated Planning System - DEMO COMPLETE

FY2000

CINC 21

CINC 21 - RESID COMPLETE

FY2000

CAESAR

Coalition Aerial Survelllance and Keconnaissance - RESID
COMPLETE

FY2000

C/NOFS

Comm/Nav Outage Forecast System

FY2000

COMWX

Computerized Operational MASINT Weather - RESID
COMPLETE

FY2000

Umbrella)

Content-Based Info Security

FY2000

GMSIS

Global Monitoring of Space ISR Systems - RESID
COMPLETE

FY2000

GAPS

Ground-to-Air Passive Surveillance - RESID COMPLETE

FY2000

JISR

Jomt Intelligence, Surveillance & Reconnaissance - RESID
COMPLETE
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Year

ACTD Acronym

ACTD Name

FY2000

MLAS

Multiple Link Antenna System - RESID COMPLETE

FY2000

QBolt

Quick Bolt - RESID COMPLETE

FY2000

RestOps

Restoration of Operations - RESID COMPLETE

FY2000

TASC

Tri-Band Antenna Signal Combiner - RESID COMPLETE

FY1999

BDA in JTT

Battle Damage Assessment in the Joint Targeting Toolbox -
RESID COMPLETE

FY1999

CACE

Coherent Analytical Computing Environment - RESID
COMPLETE

FY1999

COSMEC

Common Spectral MASINT Exploitation - RESID
COMPLETE

FY1999

CEASE 11

Compact Environmental Anomaly Sensor II - RESID
COMPLETE

FY1999

FMP/D

Force Medical Protection / Dosimeter - RESID
COMPLETE

FY1999

HICIST

Human Intelligence & Counterintelligence Support Tools -
RESID COMPLETE

FY1999

JIMOT

Jomt Medical Uperations / Ielemedicie - RESID
COMPLETE

FY1999

JTL (JLCP)

Joint Theater Logistics - RESID COMPLETE

FY1999

PRMS

Personnel Recovery Mission Software - RESID
COMPLETE

FY1999

SUL

Small Unit Logistics - RESID COMPLETE

FY1999

TAMDI

I'heater Arr & Missile Detense Interoperability - RESID
COMPLETE

FY1998

ACOA

Adaptive Course of Action - RESID COMPLETE

FY1998

C41 for CW

C4I for Coalition Warfare - RESID COMPLETE

FY1998

HPM

High Power Microwave - RESID COMPLETE

FY1998

IA:AIDE

Info Assurance: Automated Intrusion Detection
Environment - RESID COMPLETE
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Year

ACTD Acronym

ACTD Name

FY1998

JBREWS

Joint Biological Remote Early Warning System - RESID
COMPLETE

FY1998

JCSE

Joint Continuous Strike Environ. - RESID COMPLETE

FY1998

JMLS (JLOTS

Joint Modular Lighter System - RESID COMPLETE

FY1998

LOSAT

Line of Sight Anti-Tank - RESID COMPLETE

FY1998

Link-16

Link-16 - RESID COMPLETE

FY1998

MDITDS

Migration Defense Intelligence Threat Data System -
RESID COMPLETE

FY1998

PTI

Precision Targeting Identification - RESID COMPLETE

FY1998

SBSSO

Space Based Space Surveillance Operations - RESID
COMPLETE

FY1998

TPSO

Theater Precision Strike Ops - RESID COMPLETE

FY1998

UGS

Unattended Ground Sensors - RESID COMPLETE

FY1997

Chem Add-On

Chemical Add-On to Bio Detection - RESID COMPLETE

FY1997

Cons Mgt

Consequence Management - RESID COMPLETE

FY1997

CP1I

Counterproliferation II - RESID COMPLETE

FY1997

ELB/JTFW

COMPLETE

FY1997

IOPT (IWPT)

Info. Operations Planning Tool - RESID COMPLETE

FY1997

ICM

Integrated Collection Mgt. - RESID COMPLETE

FY1997

JAHUMS

Joint Advanced Health and Usage Monitoring System -
DEMO COMPLETE

FY1997

MOUT (MOBA)

Military Ops in Urban Terrain - RESID COMPLETE

FY1997

RTV (RBY)

Rapid Terrain Visualization - RESID COMPLETE

FY1996

ABP Bio Det

Airbase/Port Biological Detection - RESID COMPLETE

FY1996

BADD

COMPLETE
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Year

ACTD Acronym

ACTD Name

FY1996

CID

Combat Identification - RESID COMPLETE

FY1996

CVS

Combat Vehicle Survivability - RESID COMPLETE

FY1996

CS

Counter Sniper - RESID COMPLETE

FY1996

CP1I

Counterproliferation I - RESID COMPLETE

FY1996

JL

Joint Logistics - RESID COMPLETE

FY1996

MALD (SENGAP)

Miniature Air-Launched Decoy - RESID COMPLETE

FY1996

NAVWAR

Navigation Warfare - RESID COMPLETE

FY1996

SAIP

Semi-Automated IMINT Processing - RESID COMPLETE

FY1996

THEL

Tactical High Energy Laser - DEMO COMPLETE

FY1996

TUAV (Outrider)

Tactical UAV - RESID COMPLETE

FY1995

AJP

Advanced Joint Planning - RESID COMPLETE

FY1995

BPI

Boost Phase Intercept - RESID COMPLETE

FY1995

CMD

Cruise Missile Defense, Phase 1 - RESID COMPLETE

FY1995

HAE UAV

High Alt Endurance UAVs - RESID COMPLETE

FY1995

JCM

Joint Countermine - RESID COMPLETE

FY1995

(VERTREP)

Low Life Cycle Cost Helo - RESID COMPLETE

FY1995

MAE
(Predator)

Med Alt Endurance UAV - RESID COMPLETE

FY1995

PSTS

Precision SIGINT Targeting Sys. - RESID COMPLETE

FY1995

P/RC-MRL

Precision/Rapid Counter-MRL - RESID COMPLETE

FY1995

R (FTOJN,

EFOGM)

Rapid Force Projection Initiative - RESID COMPLETE

FY1995

(JASP)

Synthetic Theater of War - RESID COMPLETE
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The Advanced Teclmology Ordnance Surveillance Advanced Concept
Technology Demonstration was mtended to demonstrate an automated
system that could be used to enhance the management of mumitions and
provide near real-time envircmmental surveillance data on stored crifical
muumtiens. This document dezcribes the results, conclusions, and recom-
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ﬁ)’q == Detachment 1 Air Force Operational Test and Evaluation Center conducted

, a military unility assessment to determine the capability of the Advanced
pee  lechnology Ordnance Surveillance system to provide reliable and accurate
environmental surveillance data on tagzed nmninons pallets and to suppert
nnmitions management tasks. Data were collected from a techmical
evaluation at the Naval Surface Warfare Center, Indian Head, MD, and
from three operational demonstrations at Miesau Amuy Ammunition Depot.
Miesau, Germany; Crane Army Ammnmition Actrvity Depot, Crane, IN; and
Norfolk Naval Station. Norfolk, VA, on owe US Navy vessels. These
events were conducted between March 2003 and August 2004.
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The Techumical Manager provided 19 detailed scenarios that were used to
assess how well the Advanced Techmology Ordnance Surveillance system
supported the mumtions management tasks at strategic and tactical depots. |
Objective data were collected to evaluate system performance in a
realistic operational environment and to determine if the numitions system
met US European Comuuand finetional requirements. Questicnnaires
were provided to the warfighters to capture their opimons of the system’s
usability and uility.
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The Advanced Teclmology Ordnance Surveillance system demenstrated
m the capability to enhanece the muminens management logistics processes
and provide the warfighter with environmental surveillance mformation an
tagged mumtions pallets. Questionnaire responses and comments from
warfighters indicated the system was effective in providing environmental
surveillance information on tagged numitions pallets and enhanced the
mmnitions management tasks.

Conclusions and Recommendations .........23

The Advanced Technology Ordnance Surveillance system demonsmated ==
military utility, but could be improved by enhancing handheld reader data |
transfer capability to support up to 1,000 records, modifying the radio

frequency tag so numitions guality assurance data can be enterad, and
evaluating the mteroperabihity of the system with service ammumition
autemated information systems.
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EXECUTIVE SUMMARY

The purpose of the Advanced Technolegy Ordnance Surveillance (ATOS) Advanced Concept Technol-
ogy Demonstration (ACTD) was to demonstrate an automated system that was designed to provide
near-real time environmental data on erifical nmudons and use the latest in antomatic 1dentification
technelogies (ATT) and micro-electrical mechamical sensors (MEMS) to enhance mumitions manage-
ment This dociment presents the results, conchusions, and recommendations denved by Detachment 1
(Deet 1) Air Force Operational Test and Evaluation Center (AFOTEC) for the military 'l:III.].'IJ:} assessment
(MUA) of ATOS.

The ATOS MUA meludes results obtained during a technical evaluation (TECEVAL) and three opera-
tional demenstrations conducted from March 2003 to Augnst 2004 at four locations. The TECEVAL
was held at Naval Sea Systems Command (NAVSEA), Indian Head, MD, between 28 March 2003
and 16 July 2004 to assess ATOS performance in a controlled laboratory emviromment. The Det 1
AFOTEC assessment team collected performance data to augment data collected during the opera-
fional demonstrations. The first operational demonstration was held at Miesau Army \f[lm.mons.Depor,
Miesan, Germany from 9 to 23 March 2004 and assessed ATOS's capability to support dismbution of
muitions from a theater-level depot. The second operational demonsration was held at Crane Army
Ammmnttion Activity (CAAA), Crane, IN, from 12 to 23 ﬂx]:lnl 2004 and assessed ATOS's capability to
support wholesale dismbuton of numitons from a strategic-level depot. The third operational demon-
siration was held at Norfolk Naval Station, MNorfoll, VA, and consisted of two events. The first event
was held en the United States Ship (1755) Ponce from 12 to 23 Apnl 2004, The second event was
conducted m two parts: the first part was held on the prer where the USS Hamry S, Tromen was docked
from 17 to 19 August 2004, and the second part was held on the USS Hamry 5. “Truman from 23 to 27
Angust 2004, These three maritime events assessed ATOS's capability to support mumtions distmbution
aboard naval vessels.

Az directed by US European Command (USEUCOM), the MUA assessed ATOS capabulity to support
emvirommental survelllance and mumitions management. The environmental surveillance focused on the
radio frequency (BF) tag's capabality to collect and store temperature and relative humidity (BH) data.
The numitions management focused on ATOS’ capability to support and enhance nmnitions manage-
ment tasks (pallet receipt, invertory mamtenance, pallet movement, pallet issue, pallet transfer, and
numiticns quality assurance [QA]). In addiion to the USECOM fimetionsl requirements, Det 1
AFOTEC charactenzed ATOS system capabilities in terms of training. component raggedness, power
reguirements, and installation requirements. A securify assessment was planned but not performed due
to lack of security expertise from the operators.

The ATOS system demonstrated potential military wtility by providing the warfighter near-real tume
envirommental survetllance data and supporting five out of the six numition management tasks during the
demonstrations. The BF tags measured and recorded temperature and BH throughout the demonstra-
tions. Although the BF tags performed well dunng the demenstrations, some of the warfighters ex-
pressed concem about the cost of the BF tag and the fact that they were not designed to be reusable on
other numitions pallets. Also, the gravity-shock (G-shock) sensor on the BF tag mmst be further devel-
oped and tested. The warfighters mdicated that ATOS enhanced mumitions management tasks and that
it was easy to install, user fiendly, easy to leamn, and easy to operate. Diata transfer problems between
the handheld reader (HHE) and the preprocessor (PP) diminished effectiveness of pallet receipt and
inventory maintenance tasks. The BF tag record requires addidonal fields to accommodate acking of
QA mspactions. The ATOS system demonsirated good suppert for pallet movement, issue, and wansfer
tasks.

Systemrecommendations fall into two categeries: envirommental surveillance and numitions manage-
ment. For the fomer, BF tags require three upgrades: time/date stamp of temperature and RH

readings that exceed limuts, rensable tags, and further development of G-shock sensors. For mumitions
management, reconmmendations focus on data wansfer capabilities and the addition of BF tag flelds to

allow tracking of QA mspections.
-
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SITUATION

Background

The affective management of the large Department of Defense (DeD) pumitions stockpile
has long been hindered by labor-intensive inmventory methods and stockpile inaccuracies. The
curTent process involves manual data entry using an inventory sheet to rack and monitor the
flow of munitions. The loss of asset vistbality due to stockpile inaccuracies also creates a host
of problems for the acquisition manager, logistician, storage custodian, and the warfighter
Owerall mizssion readiness i3 degraded because needed munifions either cannot be located, or
when located, the serviceabulity cannot be determined because the current surveillance
metheds do not previde the critical envirommental information needed to determine numitions
serviceability. Storage conditions, particularly temperature and BH profiles, and G-shock can
have significant mmpacts on mumitions’ safety and reliabality. By wilizing the latest i ATT and
MEMS, the warfighter should have a capabulity that provides near-real-time environmental
data and automated support for managing the complex DoD mummtions stockpile.

The ATOS ACTD 15 a Deparment of the Navy ACTD sponsored by USEUCOML
USEUCOM requested Det 1 AFOTEC to conduct a MUA of the ATOS system. Tlus report
deseribes the assessment of ATOS performance using data from the TECEVAL and opera-
tional demenstrations. It mcludes the assessment methodology, data collection methods, data
analysis, and MUA results.

System Description

The ATOS system 15 an automated system that provides the warfighter a capability to collect
envirgnmental data in near-real-time and supports munitions management tasks on stored
munitions pallets. The ATOS system consists of six major components: BF tag, HHE, Reader
Control Unit (RCT), PP, environmental database (EDB). and an interface fo service ammumni-
fion automated mformation system (AIS). In additton, radio frequency extenders (REE) are
used to enhance BF coverage instde enclosed magazines or depots.  The EDB and mterface
to Service Ammmnition ATS were not available to demonstrate during the ACTD. Figure 1
shows commectivity for the ATOS system components.

Syntem
CONBPE

O3

Figure 1. ATOS Sysiem: ATOS was
designed te provide emvironmenial
surveillance data and to support
munitions management tasks.
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The BF tag is a small enclosure attached to a munitions pallet using an BF tag holder. The BF
tag contains temperature, BH, and G-shock sensors. The temperature and RH sensors collect
environmental data according to a defined schedule {every 60 munutes during the ACTD).

The BF tag also has a recerver, transmutter, and non-velatile memory to receive, transmut, and
store unigue asset information and environmental data.

The HHE 15 a portable wireless barcode scanning device with the capability to read and write
asset data to and from the RF tags and read linear and 2-dimensional barcodes. Using a
keypad and touch sereen, the nsers can upload and download asset information to and from
the BF tags using a fimetion called roll call, which queries the BF tag to identify itself and
provide any changes to asset and environmental data. Data are stored in the HHE. as trans-
action records unhl they are transferred to the PP for analysis and storage. The HHE can
also retrieve stored BF fag data from the RCU using an Ethemet cable. The HHE uses a
Windows Pocket Personal Computer operating system, which is a commercial off-the-shelf
teclmology (COTS) software.

The BCU 15 a fixed BF reader that collects asset and environmental data from the BF tags.
The BCU is powered by 24 volts direct current (VDC) and can be mounted mside a munitions
magazine. Depending on the size of the magazine, BFEs are comnected in series with the
RCU to achieve optimal BF transmission coverage. The RCU obtains data from the BF tags
using a fimction called mterrogation, which consists of two independent reads (short and long).
The short read determunes the mumber of BF tags detected, BF tag identification (ID), Depart-
ment of Defense Identification Code (DODIC), National Stock Number (NSN), consignee,
any environmental sensor flags, and a low battery flaz. The time duration for a short read
depends upon the number of EFEs comnected in series with the RCU, the number of BF tags
detected mside the storage facility, and the type of matenial (wooden crates and aluminum
pallets) on which the BF tags were attached. The long read dovwnloads the remaming asset
information and envirommental data. The duration of a long read can take hours to days
depending on the mumber of RF tags being interrogated. The RCU serves as a long-term data
storage mmt for recerving and stonng mterrogated BF tag data. The BCU stores these data
umtil the PP commands 1t to transfer the data via 2 wireless local area network (WLAN), local
area network (LAN), serial cable connection with the HHE. The RCTU has no direct user
interface (1.e., no keyboard or display).

The PP 15 an interactive command and control system designed to retrieve BF tag data from
the BCUT and HHE. The PP is typieally located in the central work area. Munitions informa-
tion is formatted and passed from the PP to service ammumition AISs (e_g., Retail Ordnance
Logistics Management Svstem for US Navy local and theater mventory management of
mumitions) and the EDB. Munitions experts and analysts can nse the EDB to evaluate
mumnitions performance fluctuations due to environmental changes.

System Concept

The ATOS system provides two key capabilities to manage the DoD munitions inventory
process: enviremmental surveillance and mumitions management. To perform the envirommen-
tal surveillance capability, the RF tag collects and records temperafure and BH data from
tagged mumtions pallets. For the ACTD, the BF tags were programmed to collect and record
temperature and BH data every 60 minutes. The G-shock sensor was not demonstrated for
this assessment. The environmentz] data collected by the BF tags were downloaded to the
PP wia RCU or HHE. Table 1 describes the mumitions management tasks, Figure 2 graphi-
cally displays how ATOS automates these tasks. and Table 2 describes the ATOS automation
of each task.
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Table 1. Munitions Management Tasks: These six tasks form the foundation for invemtory management
of munitions.

mmmwmmmmmmmuﬂmﬂmmh
Invariory Maintenanca | Maintsin iweniory informeasion on munifions palies,

Pailat Movement Move munifionss pallets fram one location o encher wilinthe same depot,

Pal lssus 15308 one or mare indiidual munifons fram paleds to local fidd units and updats Ivenory:

Pallel Transier Ship murifions pallets fram one depot fo anofher and remove munifions palliets fram e rignaiioninveniory.
F— Remova ane or mare individual muniians from paliets for inspecionimanienance, update paliet inventory

rafumn individual murifons fo e same palst sher inspecionimainisnance, and update fe inventony.

Palist Transfer:
ol call with HHR
and transfar to

Recaint

Figure 2. Automared Munitions Management Funciions: ATOS iz designed ro auromare the
current labor-intensive munirions invenrory management processes by supperting six
mumitions management rasks,
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Table 2. Munitions Management Tasks using ATOS System: ATOS system automares the
currently labor-intensive munitions management processes.

[ tewe  Poes

Name Process
When munifions asive at a depot, munifions or logifics personnel attach RF tags o
munifions palists and populate RF tags with asset information for each munifions pallet using
e HHR. Naxt, tapged munitions pallets are receipied and the asset information & stored on
e HHR as a tansacion ecord. Tagged munifions pallets am moved t0a storage localion
Pallet Recaipt where the RCU refieves the assat ifonmaion and fhe latest envisonmental data from fhe
muniions palists. The RCL updates and siores the RF tag data undl he PP commands it to

iransfer the data via WLAN, LAN, or the HHR. serial port. The PP reconclles fhe transaction
records from fhe HHR and RCU data, updaies the imventory list, and graphically displays he
data on e COMpUlEr Soreen.
Tha RCL maintains the munitinns imveniony through periodic intemogations of the RF tags.
the RCU encounters a naw or missing RF tag, itsends a flag to the PP When

tasks using an HHR, the ATOS cperator first downloads fhe imentosy list from ihe
PPio fhe HHR. The operaior then takes the HHR io the magazine. The HHR queries he RF

Imveniory tags and reconciles the imveniory stwith the tagoed munilions pallets inside the
Maintenanca | Any néw of missing RF tags are fiagged by the HHR and assnciated data am laler ransiemed
o the PP. The operator takes appropriate aclions io resdve any fags thatwere sent i the PP
from e HHR or RCLI. Throughaout this process, he RF tags confinually collect and stom
emdronmental data.
Tapged muniions pallets are moved fiom one kocafion o ancther within the same depot. The
operator uses the HHR to update the RF tag locafion infommation. On the next intemogation,
e RCU aubmaically updates location data on the PP imentory st
The operatar Esues one of more Individual munilions items fiom tagged muniions pallatsto a
Palist lssue MM“MWHHRMWMMMMMFMWR{M
mrlmswﬂ InP'P H

0 [T= 1]
hdmmnlthalﬂﬁ ﬂnuprahmastlnl-HRbdmimllnhhstm
infonmation, emvironmental data, and any atarm fags. The HHR is docked to the PP and data
are ransfensd io the PP. The RF tag ID numbser is removed from the imventony Bst and the
Pallet Trangier | 8t aré archived. The PP automeaicaly updates he Iveniory records of the bbsing depot
when the HHR is docked to fhe PR Muniions pallets are not racked while in ransit beiween
depos, but he RF tags will continue io collect environmental data, which is iransfemed to he
PP at ihe final desfnafion.

The operatar ramoves one of more individual muniions Hems from tagged muniions palists
for nspecion/maintenance. (A personnel use the HHR io update the pallst condilon code
and histary i reflect ihe stats of he indhvidual muniions items and what QA actions wae
taken upon its refum io fhe inventory The RCU caphures fhis updated information and
Munitions QA | fransfersit io the PP. The PP then reconcies the RCU and HHR data and updates the
imveniory st This funciion was not supporied dusing the ACTD since the RF tag lacked
sufficient fields and tracking capabiity i record ingpeciion and maintenance perfomed on
individud munifions.
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Assessment Overview

Objective and subjective data were collected from the TECEVAL and three operational
demonstration events betwesn March 2003 and Angust 2004 to assess the ATOS system
mulitary utility n providing environmental data and sutemating the munitions management
tasks. Table 3 describes the TECEVAL and operational demonstrations used to assess the
ATOS system.

Table 3. MUA Demonstration Schedule: System performance was assessed during the TECEVAL
and three operational demonsirations.

Demonstration Schedule
Demonstration Date Location Purpose
TECEMAL 28 March 2003 MAVSEA, Indian Head, MD | Demonsirale system padormance ina
A6 July 2004 cornfrolad labomiory envimonmeant.
OCONUS Demonsiration| 923 March 2004 Missau Army Munifans Damonsiraie systam pedormance n a fisater
Depot, Mizsay, Gamany | level depot.
CONUS Demonsimfion | 12223 Aprl 2004 CAMA, Crans, N Damonsiaie systam perdormance n a sirategic-
level dapot.
Maritima Demanstrafion | 68 July 2004 Morfidk Mavd Stafion Demonsirade HHR capabiity to conduct fie
Pat1) ({comibat logisfics ship) logistics fasks withouthaving the RCU installad
imsice a shipboand magazine.
17-19August 2004 | Morfalk Naval Siafion Azsass RF tagruggadnass on munifons palss
{Part2a) (aircaft carier) Fansporied from CAAA io Noridk Naval Stafion.
2327 August 2004 | Morfdllk Maval Stafion Demonsirais system pedormance na
{Part2b) (airceaft carier) shiphoard magazine.
Custeide the Cortinantal Unibad States (OCONUS |
Contnanial Ui Stais (COMUS)

Limitations and Constraints

While a thorough assessment of the ATOS system was desirable, it was constramed by two
known limitations listed in Table 4 and five additional limitations listed in Table 5 enconntered
during the demonstration execution

Table 4. Original Limications and Constraints: These twe limitations were well known prier te
assessment team deployment.

Original Limitations and Constraints

RF tags wara placed on fhe cutside | Unabie ko record environmental Atlach RF tags bo inside of indvidual
of the munifions pale! containers. readings of the insde of muniions | munifions containars.

-
Advanced Technology Ordnance Surveillance Final Report i

For Official Use Only

89



Table 5. Addirional Limiranions and Consrrainrs: Five addirional limitarions and conzrrainis
were identified during the demonstrations.

Addirional Limitations and Constraints

FF tage do mol colect dalefims Unabbe o onrelate temperaiure and | Used TECEVAL data fo verify sensor accurany.

stamg informaiion. RH measramens io 8 spedfic ime. | Compared fin i and RH with
REL

o OA persmng svalak doring Mo s ment of runifions OA sk | Conduet OA lsfing Inthe fulurs.

peralional demonsraions. {ony review of ATOS spedications),

Mo rmilllary arlft demonstraton and | Limibed assessment of ATOS Conduet furiher fuggedness lsaing in he Liwre

o rernoval of RF tags during comgnnent ruggedness,

rrarilimes demonsiralion.

Orrfled visHity o RCU | DAfGoull 1o verily number of R age. | T

| nlemagaion perimancs. detenied wihin e saled armr logger o sssess RCU interrogation data

raquiremsenis of 145 and 15

L inales.

Mo SME sssessmenl of ATOS u ATOS puet daint o i Cenler

el sacunly. a fi ity o
ATOS.

E.E- uibjoct mator st
TM - bechrical manager

Participating Agencies

US European Command

The USEUCOM is a umified combatant conmend whoese nussion i3 to mam-
tamn ready forees to conduet the full speetum of nulitary eperations, enhance
fransatlantic security through support to the North Atlantic Treaty Organiza-
fion, promote regional stability, and advance US mterests in Europe, Affica,
and the Middle East. As the ACTD sponsor, the USEUCOM provided the
Operational Manager (OM), developed operaticnal requurements for the
emplovment of the ATOS program technologtes, developed the concept of
operatiens (CONOPS), and supported plans for the demensmanons.

Toint Munitions r"'L]_::u::lil.'l\-_:|:-\.:

The Jomt Munittons Comnmand (TMC) serves as the Army’s single manager
for producing, storing, maintaining, and demilitan=ing conventional ammmniton
far all military Services. The JMC developed the Demonstration Master Plan,
which articulated the ACTD demeonstration swategy used to evaluate the
ATOS system. Additionally, the TMC provided the Demonstration Manager,
assisted USEUCOM in developmg the ATOS system CONOPS and support
plans, and provided operators for the CONUS demonstration.

P—l]
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The MAVSEA, Maval Surface Warfare Center (IWSWC). Indian Head Divi-
stom, serves as the leading research and development organization specializing
in developing products for special weapons, explostves, pyrotechnics, and
ordnance handling. Tts primary nission is te transform military requirenients
mnto naval capabilittes. The WAVSEA was responsible for the program
management of the ATOS ACTD. During the MUA. the NAVSEA provided
traimng resources, the suppert associated with the development and demon-
stration of ATOS system technolegies, technical support for ACTD demen-
strations, and the ACTD TM. NAVSEA also provided the Transition Man-
ager, whe 15 respensible for mansiiening the technology to the warfighter.

The mussion of TUS Air Forees in Enrope is to plan, conduct, and coordinate
offensive and defensive atr operations in the European area of responsiblity
(AOR). The US Air Forces in Europe provided operators for the OCONUS
demonsmation

The mussion of US Ammy, Evrepe 15 to mamntam forward-deployed combat
forces trained and ready to conduct and support joint and multinationa] opera-
tions and conduct engagement activities to protect US interests in the Euro-
pean AOE. The US Amry. Eorope provided operatars for the OCONUS
demonsiration

The US Atlantic Fleet provides fully tramned. combat ready forces to support T
US and North Atlantie Treaty Orgamization commanders in regions of confliet %{q’l %
throughout the world. From the Adnatic Sea to the Arabian Gulf, Atlantic Fleet ! iﬂ-;
units respond to MNational Command Authority tasking. The US Atlantic Fleet % P
previded operators for the maritime demoenstrations. At ™

The Det 1 AFOTEC muission is to provide independent and tailored demonstra-
tion and utility assessments of new technologies in support of Combatant
Commander and other govermment decision makers for the purpose of rapidly
fielding warfighting capabilities. During this ACTD, Det 1 AFOTEC was the
independent assessment agency for evaluating the muhitary utility of the ATOS
system. Det 1 AFOTEC refined scenarios, developed the MUA assessment
methodology, and wrote this final MUA report.
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ExEcuTioN

Methodology

The mitial assessment methodelogy was based on characterizing the nulitary utility of indi-
vidual ATOS compenents. Det | AFOTEC developed entical operational issues (COI),
megsures of effectiveness (MOE). and measures of performance (MOP) based en the
requiraments stipulated in the USEUCOM Functional Requirements Decument (FED).
Tahle & hsts the COLs and MOEs from the approved assessment execution document.
During the Miesan demonstration, USEUCOM directed Det 1 AFOTEC to assess ATOS
system capabilities in support of envircnmental surveillance and munitions management. The
details on munitions management tasks were not available mn time to revise the COLs, MOEs,
and MOPs. Therefore, the assessment team correlated existing component-level measures to
environmental surveillance and munitions management capabilifies. As a result, MOEs 12
and 1.6 address envircnmental survetllance, MOEs 2.5 through 2.8 characterize the ATOS
system, and the remainder of the MOEs address munitions management. Appendix B
provides the carrelation of the MOEs to environmental survedllanee and individual noumitions
management tasks. A complete hist of MOP results is contained in Appendix D, while
Appendix E correlates MOP results with USEUCOM FED requirements.

Table 6. COIs and MOEs: Twe COI:s and azsociared MOEs provided a framework to assess
the military utility of the ATOS system

COls and MOEs

1. Does ATOS support| 1.1 Capabiity of ATOS system b provide ontainer location data,
assal visibility, 1.2  Capabiity of ATOS system o acourately report and maintain environ mantal
acoountability, and dala on containars.

sarvicasbiity for 13 Capabiity of ATOS RF tags to communicale with RCU or HHR.
munitians? 1.4 Capabiity of ATOS HHR and RCU to communicate and ransfer data to PP,
1.5 Capabiity of ATOS PP to interoperale with Service Ammuniion AIS.
1.6 Capabiity of ATOS PP o interoperats with EDB.

1.7  Characlarization of network bandwidth connaclivity lo ATOS PP.

1.8 Capabiity of ATOS system b protect data.

1.9 Capabiity of ATOS system lo provide sufficient data storage.

1.10 Characerization of ATOS RCU anlenna coverage.

1.11 Capabiity of ATOS RCLU to datect RF tags at initial startup.

1.12 Usabiity of ATOS HHR input devices.

1.13 Capabiity of ATOS HHR o create RF lags and barcodes.

2. 1s ATOS 21 Felabity of AT0S FF ag allachment.

supportable for miitary | 22 Usabdity of ATOS HHR and RCLU.

operations? 23 Usabidity of ATOS PP

24 [Ease of configuraton for ATOS companents.

25 Adequacy of ATOS Iraining.

26 Adaquacy of ATOS companat ruggadness.

27  Supporiabiity of ATOS power reguirements.

28 Supportabiity of ATOS installation.

Data Collection and Analysis

The assessment team collected both obyective and subjective data during the operational demon-
strations using the scenarios described in Appendix C. Det 1 AFOTEC used Microsoft Excel to
store and manage data collected durng the operanonal demonstration events.
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Objective data came from the following sources:

*  Assessment team observations (imtial BF tag detection, BF tag comuumications with
HHER/RCU/FF)

*  Kestrel 4000 portable weather station data {baseline temperature and RH data during
operational demonstrations)

+  ATOS performance data (RO performance logs, environmental histogram data)

*  Laboratory instumentation at NSWC during the TECEVAL (baseline temperature
and BH data, battery test, RCU antenna coverage, neise vibration data)

»  Extracts from RCU data (interrogation time cycle, munber of RF tags detected, PP
commmumcations with HHE/RCU)

Subjective data consisted of warfighter and SME feedback (documented en questionnaires)
and assessment team comments (documented en sbservation logs). The Det 1 AFOTEC Test
Director observed ATOS traiming and the lead analyst observed the ATOS installation. Both
the Test Director and lead analyst cbserved warfighters during operational demonstration
scenanos. Questionnaires were talored and adnunistered to SMEs based on their area of
expertise {operator, munitions, logistics, or secunty). Appendix F provides a complete listing
of questionnaire results from all operational demonstrations.

ATOS Events

The purpose of the TECEVAL was to collect performance data in a controlled laboratory
environment. The TECEVAL consisted of four visits to the NSWC, Indian Head, MD be-
tween 28 March 2003 and 16 July 2004, During thess visits, the assessment team collected
performance data on the BF tag envircnmental sensors, anterma coverage range data, and
changes to the PP software. Two end-to-end svstem tests were conducted to ensure ATOS
would be ready to support the OCONUS demonstrations. A test of ATOS auntonomous
operation was conducted from 12-16 July 2004

The purpose of the OCONUS demonstration was to collect performance data at the largest
theater-leve]l mumitions storage area i Europe. The OCONUS operational depot demonstra-
tion was conducted at Miesau Army Ammumition Depot at Miesau, Germany from 9 to 23
March 2004, Dunng the first week, the assessment team observed user traming, as well as
installation of the ATOS compenents in a 60 x 40 x 15 foot earth-coversd magazine and a 70 x
200 fzot open storage ares called the ammmition supply point (ASP) (see Figure 3). After
the installation, the TM placed 200 BF tags at both locations. The assessment team collected
observation data and administerad raining guestiomaires during the first wesk of the demon-
stration. During the second week, the warfighters performed the scenarios listed in Appendix
C. The assessment team collected observation data; administerad operator, logistics, and
mumnitions guestionnaires; and collected RCU performance data. The assessment team was
not able to collect theater-level QA data because a QA participant was not available to
support the demonstration.

-
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demonstration provided two disrincr environments for the ATOS system.

The purpose of the CONUS demonstration was to cellect perfonmance data at a strategic
whelesale depot that receives and ships conventional munitions to the Army and Navy world-
wide. The CONUS demenstration was conducted at two test sites at the CAAA depot at
Crane, IN duning 12 to 23 Apnl 2004. The assessment team observed user traumng, as well as
mstallation of the ATOS components (six RFEs, RCU, PP, and WLAN) ina 100x 50 = 10
foot earth-covered magazine (see Figure 4). This demonsmation site used a WLAN repeater
on top of 2 water tower to establish a line-of-sight comection to the PP, which was approx-
mately 1.5 miles away. The second ATOS test site was a 200 x 30 foot storage warehouse
(see Figure 5). Due to the size of the
storage warehouse and the large amownt of
conventional mumitions stored mside this
facility, the TM installed 12 REEs to ensure
maximum BF antenna coverage. The TM
installed a RCU. PE, and WLAN mside the
storage warehouse. The RCU was
hardwired to the PP via Ethemet connection.
Only 200 BT tags were used in the demon-
stration based on the approval letters re-
ceived from the Army and Navy to meet
Hazards of Electromagmetic Radiation to
Ordnance (HERQ) requirements.

The assessment team collected observation
data and administered training gquestionnaires
during the first week of the demenstration.
Durng the second week of the demonstra-
fien, the warfighters performed the 19

Figure 4. CAA4 Earth-Covered Magazine: ATOS was
rhiehs : : imstalled in thiz earth-covered magazine in Crane, IN from
scenarios listed in Appendix C. The assess- 2 15 23 4pril 2004,

ment team collected observation data;

administersd operator, logisties, numitions,

and raining questionnaires; and collected BCU performance data.
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Figure 5. CAAA Srorage
Warehouse: Twelve RFEs
were reguired io provide
complete antenna coverage
in a large srorage warehouse.

a Damanctratinm
e Llemaonsirarll

The purpose of the mantime demonstration was o collect performance data mside ship
magazines. The maritime demonstration consisted of two events conducted at Norfolk Naval
Station. The first assessment event was conducted on the USS Ponce from 6 to @ Juky 2004
to characterize system performance on a combat logistics ship. Since the magazine was very
small (10 x 22 x B feet), an RCU was not installed (Figure 6). In this demonstration, the
HHE was nsed to perform the six nunitions management tasks. During this demonstration, it
was leamed that an RCU was not required to perform numitions management tasks 1fa
HHE and PP were available. The TM staff operated the PP sinee a warfighter was not
available for tramming during the demonstration. The assessment team observed training and
warfighter performance of munitions management tasks. At the end of the first maritime
event, the assessment team adnumstered questionnaires.

]

| iy id

Figure 6. Close-in Weapons Support Storage on the USS Ponce: A HAR was used to detecr 60 BF
tags placed inside the storage facility. No RCU was installed inside the magazine.

e —
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The second maritime assessment event was conducted 17 to 27 August aboard the USS
Harry 5. Truman. This assessment was performed in two parts: the first part characterized
the miggedness, reliability, and fumetienality of 32 BF tags that were attached to mumnitions
pallets and shipped via commercial ground transportation from CAA & to Norfolk, VA the
second part characterized system performance on an aircraft camer (Le., a combar ship).
The second event installed the ATOS system in a 45 x 80 x 10 foot magazine below the flight
deck hangar (Figure 7). The assessment team observed taming and warfighter perfor-
mance of munitions management tasks. At the end of the second maritime event, the assess-
ment team adnimstered questiommaizes.

Figure 7. Ship Magazine on the USS Harry 8. Truman: 4

wstalled wiring for the RFEs

member of the TM stqff
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REsvLTS

Eesults are presented for environmental surverllance, munitions management tasks, and
system charactenizatdon. This will facilitate diseussion of military wility conclusions and
recommendations. As stated earlier, MOEs 1.2 and 1.6 support environmental surveillance,
MOEs 2.5 through 2.8 characterize the ATOS system, and the remainder of the 30Es
support munitions management. The defailed results by MOE are discussed in Appendix D.
Appendix E provides the correlation of FRD requirements to the MOP results. Appendix F
depicts the comrelation of the assessment guestiomnaires to environmental surveillance,
mumitens management, and MOPs.

Environmental Surveillance

Diata gathered duning the TECEVAL indicated that the temperaturs
semsor was accurate to within = 1° Fahrenbeit (F) of the environ-
mental chamber settings, and that the BH was accurate to within = “Mice to see the temperanive
10%. These data further indicated that the G-shock sensor was not  sensor incorporated into the RF
mature encugh to be assessed during the demonstrations becanse of  fag. It gmve an indicator if there
inadequate electromic coupling between the G-shock sensorand the  wis a problem with ammuri-

EF tag board, which cansed false sheck detections. Asaresult. the  fioms. ™
G-shock sensor was not assessed during the demonstrations.

For two days during the OCONUS, CONUS, and mantime demon-

straticns, the assessiment team recorded howrly temperature and BH

mezsures using 3 Kestrel 4000 weather monitoring station. The temperature and BH mea-
surements were compared with the environmental histogram from the BF tag and resnlts
mndicated that temperature and BH measures correlated with data captured by the assessment
team. The BF tags collected and recorded environmental data on the tagged mumitions pallets
every 50 mmutes during all demonstrations.

Warfighter comment

When the RF tags were created, the environmental sensors began collecting howrly tempera-
ture and BH measures. Most of these BF tags had more than 4700 hours of continuous
operation from March to Augnst 2004, The assessment team did not observe any failures in
the temperature and EH sensors. The TECEVAL data revealed the RF tag can record and
store envircnmental data for 43 days (1080 data points).

During the demensirations, the T randomly selected the upper and lower user-selectable
temperature and BH linuts. Many of these settings were not operationally representative, but
did allow assessment of limit flag reporting (1.e., when temperature reached the limit, a flag
was set and data were reported to the FP).

The warfighters provided comments about the BF tags’ enviromuental sensors. The
warfighters indicated that the temperature sensor capability would provide valuable mforma-
tien. A Miesan warfighter stated, “The femperaturs [user-selectable limit] was easy fo
change”™ and will be especially useful when the temperature range requirements for critical
mmmitions are defined in the fumre.

Although the BF tag performed well during the demonstration, some of the warfighters

expressed concems about the cost of the BF tag, since they were not designed to be rensable.

There were also several discussions about the BF tag envirenmental sensors. One warfighter

stated “The [RF] rags on the oniside of conrainer dont accurately give femperatire and

EH inside the munitions pallets.” Another warfighter wanted to know immediately when

environmental flags were tnpped. In addition, one SME commented that it would be useful to

know exactly when an enviromuental flag cccurred, and requested that a date/fime stamp be

added. A CAAA warfighter stated that the RH data would net provide useful information.
-]
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Warfighters indicated that having a BF tag that shows when a nmmitions pallet was dropped 1z
only beneficial if the BF tag can accurately record the distance dropped or shock received.
Finally, as stated earlier in the report, the G-shock sensor was not demonsirated durng the
MUA.

Munitions Management

Pallet receipt consisted of receiving incormng taggad numitiens pallats, creating and attaching the
FF tag to the nmminons pallets, moving the tagged munitions pallets to an minial storage location. and
adding the mmitions pallets and their content to the mventory. Dunng the demenstrations, the
warfighters were able to create new BF tags using the HHE. The warfighters stated “the creation
of a BF tag was easy and straighiforward,” however, the assessment team observed some
problems with HHE. reading asset data from the BF tags. It may require the warfighter to move
the HHF. to different angles to read the RF tags. During the demonstrations, HHE. took two to five
s to read and write to a BF tag, and many warfighters eomplained about the slow processmg
speed.

During the demenstrations, the warfighters were shown two metheds fo attach the BF tags to the
nmmitions pallets. The first attachment method used wood serews and the second attachment
method used a special double-sided adbesive tape. At the Miesan and CA4 A demonstrations. the
T uzed four BF tags and tag holders to evaluate adhesive attachment te metal and wooden
nmmmitions pallets. Tag holders remamed attached to both metal and wooden munitions pallets durng
the demonstrations, but questionnaire results mdicated that the BF tags adhered better to metal
pallets than to wooden pallets. Warfighters were concemed that the tag holder would fall off the
waooden pallets and recommended securing them with wood screws.

Drurmg the mantime demonstration, the CAAA logistics persome] attached 32 BF tags to the
bottom of the mumtons pallets for shopment to Norfolk Naval Staton, VA via commercial ground
transportation (Fignre 8). Thirty-two BF tags were placed on the mumitions pallets at CAAA TN
and shupped by commuvercial ground fo the Norfelk Naval Stagon, VA, Becanse Navy munutions
persomnel use chains to cradle the pallets from below during loading of the mumitions pallets onboard
ship, tbeRFtags“m removed from the mmumu';pa]lets upon amival to avold damage to the BF
1 tags dunng loadmg. Thirty-one of 32 EF tags
.| were removed from the numiticns pallets and
- ! % wers undamaged and finctional. The HHE.
i 1= ol B was used to locate the nussing RF tag, which
i Y was still attached o a numitions pallet when it
o was moved to the USS Hamry 5. Truman's
# magazine. The BF tag was fimctional but not
" wizble. The assessment team was not able to
venify if the TM staff was able to remeve the
mizsing BF tag.

RF tags and tag
holders were
placed hers

Figure 8. RF Tag Placement During Transport to the USS
Harry 5. Truman: Thirty-rwe RF rags were placed on the
munitions pallerz ar CA4AA, IN and shipped by commercial
ground to the Norfolk Naoval Station, 4.
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After BF tags were placed on the munitions pallets, the pallets were moved to a magazine to
be interrogated by the RCU. The RCU and BFE were effective in detecting 200 BF tags
inside the earth-coversd magazines, storage warehouse, and ship magazime. At the OCONUS
demenstration, the RCU detected 199 out of 200 BF tags (99.3%) in the earth-coversd
magazine, and 169 cut of 174 BF tags (97.1%) m the ASP. In the CONUS demonstration, the
BCU detected 197 out of 200 BF tags in the earth-coversd magazine. In both demenstrations,
the first interregation cycle was 14 minutes on the short read and two hours and 30 minutes on
the long read. During the second and third interrogation cycles, ATOS was able to detect
100% of the BF tags. At the maritime demenstration, the RCU was able to detect 200 BF
tags on the USS Harry 5. Truman on the first mterrogation cycle. Questionnaire results
indicated the RF antenna coverage was acceptable. A WLAN or LAN was used fo transfer
the interregated BF tag data (e.2., missing BF tag, environmental flags, and updated environ-
mental history data) from the RCU to the PP,

When asset information was loaded on the BF tag, the HHE. created
and stored a ransaction record for each BF tag. The transaction
record contains the asset information and the latest update in the
envirgnmental data. During the CAAS demonstration, the assess-
ment team observed that when the warfighters docked the HHE. to Warfighter comment
the PP, some transaction records did not get transferred to the PP

and other transaction records were deleted from the HHE. During the maritime demenstra-

fion, a warfighter attempted to ransfer 180 ransaction records from the HHE to the PP The

HHE. software timed out after a few nunutes during data transfer to the PP The T0M devel-

oped a workaround solution to demonsirate the pallet receipt capabality by reducing the

number of fransaction records (30 records per packet) being transmitted from the HHE. The
assessment team also observed an interoperability issue that occurred when two HHRESs were

within 20 feet of each other. causmng the HHES to lock up. Despite these 1ssues, questionnaire
results indicated that the warfighters believed the HHE. was user friendly and easy to use

during pallet receipt and that the stylus was extremely useful in data entry even when they

were wearing bulky work gloves. Questionnaire responses alse indicated that warfighters

believed the PP was easy to use for pallet receipt.

“[RF tag location] is much
easigr than the cwrvent
method wsed now. "

During the demenstrations, the RCU mamtained the mventory through interroganons of the BF
tags every 60 mmnutes. Once the imventory list reached a steady-state conditon, the ECU only
reported exceptions to the inventory. If the RCU encountered any emvirommental alarm flags, low
battery power flags, or nussmg or new BF tags, a wammg indicator was graphically displayed on
the PP computer screen. These warning mdicators remained on the computer sereen until the
ATOS operator tock action to resolve the problem or cleared the waming indicators.

When conducting an mventory using an HHE. warfighters downloaded the imventory list to the
HHE. from the PP and performed & roll call fimetion (gquery each BF tag) on the HHE. The HHE.
compared the downloaded inventory list to the EF tags located inside the magazine. The
warfizhters were able to quickly inventory 60 BF tags

inside the USS Ponce'’s magazine and identify new or “FATOS will] reduce the time nesded
missing tagged mumitons pallets using the HHE. The to conduct an mventory of a 60 x 40 x
assessment team compared the count of the handwritten 15 foot eavth-covered magazine from
inventory list, the HHE. transaction records, and the cownt six to eight hours fo an hour or less. ™
on the PP imventory. After the inrventory was completed, Warfightsr comment

the HHE. waz docked to the PP for the PP to recerve the
updated ioventory from the HHE.
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The assessment team observed that the RCU suceessfully monitored meoming and outgomg
tagged munitions pallets during the Missan and CAAA demoenstrations. The warfighters were
able to locate BF tags, verify the mventory list, and identify new and missing BF tags inside
the magazine. Assessment team observations indicated that the PP had sufficient bandwidth,
comnectivity, and data storage to perform the inventery maintenanee task. Questionnairs
results mdicated that the warfizghters believed that the BF tags. HHE, and PP were easy to
configure for nventory matntenance.

During the mantime demonstration, the PP locked up when downloading the inventory of 200
PF tags to the HHR. The TM identified this as a PP software problem. In addition, the
assessment team observed that because BICU operation could not be paused durmg 1ts
interrogation cyele, the warfighters were unable to conduet an inventory wntil the interrogation
cycle was finished.

During pallet movement, warfighters used the HHE. to update the location field on the BF tag,
and the RCU updated the location field on the PP mventory list. During the pallet movement
demonstration, ne FF tags were physically attached to the nnmitions pallets stored inside the
magazine. The assessment team selected five RF tags and had them removed from an earth-
covered magazine at Miesan and CAAA demonstrations. Two RF tags were moved to a
storage warehouse that had a different RCU. The other three BF tags were placed mside a
munitions container and moved away from the magazine to simmlate numitions pallets i
transit. The RCU detected the two BF tags mside the storage warehouse as existing mventory
and updated the BF tag location field, and the warfighter used the HHE. to update the FF tag
information. The PP identified the three missing BF tags by ID muuber. When the three BF
tags were placed back mside the magazine, the mussing BF tag notifications were removed
from the PP display during the next RCU interrogation cycle. During the maritime demonstra-
fion, the assessment team removed 20 BF tags from the ship’s magazine to stmulate a pallet
movement. The PP again identified the missing BF tags by ID number. When 10 RF tags
were placed back into the magazine, the PP identified cnly the ten remamming missing BF tags.
As long as the tagged mumitions pallets remained with the assigned ECTU ID. they could be
moved anywhere within the magazine without the PP indicating nussing RBF tags. If the
tagged mumitions pallets were removed from the assigned BCU area of coverage, the PP
notified the warfighters within 60 minutes of the last RCU interrogation cycle that the pallets
had been moved. Ifthe tagged munitions pallets were moved to a different building with a
different RCU ID, the RCTY would update the RF tag with a new RCU ID number. The
assessment team verified the location changes in the HHE. and PP. If the tagged munitions
pallet was moved bafore the start of the next mterrogation cvele, the PP does not receive a
flag waming. The assessment team observed that the PP, HHE, and RCU had sufficient
bandwidth, comectivity, and data storage to perform pallet movement. Questionnaire results
indicated that the warfighters believed the HHE. and PP were easy to configure and use for
pallet movement.

Druring pallet issue, the warfighters simnlated the 1ssue of one or more individual nomitions
itemns from tageed mumtions pallets, using the HHEE to update the nuumitions count on the BF
tag. The HHE was later docked with the PP and the inventory was updated to reflect the
new munitions comnt. The BCU interrogated the BF tags every 60 mumtes to collect any
changes in the asset data. Questionnaire responses indicated the warfighters thought the
HHE. was easy to configure and use to update the munitions count. The assessment team
observed that the HHE had sufficient data storage for pallet 1ssne.

-
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During pallet transfer, warfighters prepared the tagged mmuntions pallets for shipment outside the
depet, nsing the HHE. to download the latest asset and environment data and any emvirommental
flags. The warfighters docked the HHE. to transfer the data to the PP The BF tag ID munber
was removed from the inventory and the data archived. The assessment team observed the
warfizhters download the asset and environmental data using the HHE. The assessment team
alse observed warfighters using the HHE. keypad and stylus fo update the asset data and transfer
the information to the PP The PP. HHE. and B.CT had sufficient data storage for pallet transfer.
Questicinaire results indicated that warfighters believed the HHE. to be insrumental in transfer-
ring tagged mumitions pallets.

The Munitons QA task was not assessed during the demonstrations (see lmitations and con-
stramts secton). From a Quality Assurance Specialist Ammumition Surveillance speciahist view-
point, the current desizn does not have any applicabulity for quality control. Questigmnaire re-
sponses mdicated the BF tag does not have any fields that contain information about the inspection
luistory, recent suspense information, or condition code changes that could inpact serviceability of
the nmmtions items.

System Characterization

The warfizhters mdicated the trammg was effective in providing the necessary information to

operate the ATOS system curing the demonstrations. The raming material was easy to inderstand
and the systern was easy to operate. All of the warfighters wanted mere

hands-on time with the system during the classroom mstruction. They “For myself the hands-on training

alsowould Iike to have had a training mser manual available during the was how I really began to under-

classroom mstmecaion. stand how the units work. ™
Warfighter comment

The assessment of the ATOS component mggedness was hmuted. The

TECEVAL data revealed that the BF tags meet the ruggedness requirements stipulated in the
FRD. The assessment team collected a lnuted ameunt of handling data during shipment from the
CAAA to Norfolk Naval Station. All RF tags performed nominally during the demonstrations.
The assessment team observed two inoperable BF tags (one BE tag from the Missan demonstra-
fion and one BF tag in the manfime demonstration). The Th 1s currently mvestigating the canses
of the failures. The assessment team did net observe any HHE. or PP failures. The assessment
team observed two RCU fathaes. The first faihure ocowrred at the Miesan demonstration and was
cansed by a faulty Hash memeory card. The second failure occured at the mantime demonstration
and was caused by a faulty power supply.

No BF tags were replaced during the demonstrations due to low battery power. Question-

naire results indicated that the warfighters would prefer to be able to replace BF tag batteries

rather than throwing away the entire BF tag. The HHE used two rechargeabls batteries and

docking stations to ensure power was mamtained. The BCU was able to operate as long as

24 VD power was available. During all demenstrations, a portable gas electric generator,

High Mobihty Multipurpose Wheeled Vehicle battery, or 1200220 volts altemating current

(VAC) line power and 24 VDC step down were used to provide electrical power. The
-
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warfighters stated that the PP power requirements were straightforward and easy te accom-
modate as long as the PP was hosted in a facility that had 120220 VAC electrical power.

magazines, storage warshouse, ASE and ship magazines. The number of EFEs required to
detect 200 BF tags was determined by the size and configuration of the magazine. Typically,
the mstallation took approximately two davs to accomplish at each demonstration site. On the
third day, the TMs staff would lay out 200 BF tags and conduet several experiments to
determine the eptinmm pesition for the BFEs to detect 100% of BF tags mside the magazine.

Cuestionnaire results indicated the warfighters believed the location and accessibility of the
R.CU were acceptable for the demonstrations. Tie wraps were used to install the RFEs, while
the RCUs were mounted on portable stands. The PP installation was straightforward since the
software was pre-installed on a laptop computer.

The network: security of the ATOS system was not assessed due to the unavailability of
information security SMEs.

-
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CoNCLUSIONS AND RECOMMENDATIONS

The ATOS system demonsmated potential nulitary utility and was effective in providing
environmental surveillance and enhancing numitions management. Although there were some
techmical problems encountered durmng the demonstrations, the system was able to provide the
warfighters near real-time environmental data and support five out of the six nunitions
management tasks durmg the demonsmatons. Table 7 idennfies the environmental surveil-
lance and mumitions management ratings based on the assessment team’s findings.

Table 7. MUA Urilivy Ratings: The system was effective in providing rhe
warfighter with environmenral surveillance data and enhancing munitions
management,

ATOS System Capabhility
Environmental Surveillance
Mumitions Management

Paller Recdpt

Inwentory Maintemanoe

Pallet Movement
Paller [saue

Pallet Transfer

System Characterization

Training
Ruggerness

Povrer

SNSRI

Installation

Demaonstrated wility; deployabls now; minor improve ments recommeanded.

Potenfial ulility; minorimgs ants recommended.

Mo uiility demonsirated; posshils ullity; complete redesign nesded.

A
A
v Potenfial utiity; majorimprovements required.
v
=

Insufficient dats ornot assessed

Environmental Surveillance

The BEF tag demonstrated military utility and was effective m providing the warfighters a new
capabulity for collecting environmental data on tagged mmmitions pallets. BF tag lustegram
data correlated closely with the measurements taken by the assessment team during the
demonstrations. The warfighters would like to have the sensors embedded m the munitions so
that accurate environmental readings can be obtamned for mdividual items and for conditions

inside the pallet.
e ———————————————————————y
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Munitions Management

The consensus of the warfighters was that the ATOS system demonstrated nulitary utility and
enhaneced the logistics process for managing munitions pallets. The warfighters were im-
pressed with the automated capability to frack and momitor meoming and outgome tazged
mumnitiens pallets during pallet movement, pallet issue, and pallet ransfer. Listed below are
the conclusions for each nmnitions management task.

The ATOS system demonstrated potential nulitary utility, but will require majer improvement.
The system was effective in performing pallet receipt of 20 to 60 RF tags and reduced the
fime to receipt incoming nonitions pallets. However, the teclmical problems encountered
duning demenstrations make the system performance unacceptable. Feading and writing data
to and from the BF tag using the HHE was time consunung, there were data transfer prob-
lems between the HHE. and PF. and an mteroperability problem occurred when two HHEs
were within 20 feet of one another. This system performance was unacceptable to the
warfighter smce a depot routinely receives large mumbers of incoming mumtions pallets.

The ATOS system demonstrated potential nulitary utlity, but will require major improvement.
The system was effective in performing the inventory task and reduced the time needed to
conduct an nventory. “The HHR and RCU were usefil in tracking incoming and outgo-
ing tagged munitions pallets and idendifiing almms.” However, the PP was wmable to
dowmnload the entire inventory of 200 BF tags without locking up. This function naust be fixed
before the system 15 deploved to the warfighter.

The ATOS system demonstrated potential military utihity, but will require mumer improvement.
The system was effective in performung pallet movement, with the warfighters being able to
use the HHE to update the location field on the BF tag. However, the svstem does not alert
the PP with a flag mdicator when a BF tag has been moved to a different building and imterro-
gated by a different BCU. A waming indicator should be incorporated in the PP software
which will identify any tagzed munition pallets that were moved before the next interrogation
cycle. Otherwise, the PP was able to verify that tagged munitions pallets had been moved
from one location to ancther within the same depot.

The ATOS system demonstrated military utility and was effective in performing pallet issue,
with warfighters being able to use the HHE. to update the munitions count on the BF tag and
the RCU suecessfully capturing the numitions count changes and reconctling them with the
inventory on the PP.

The ATOS system demonstrated nulitary utility and was effective in performing the pallet
transfer. The warfighters were able to dovwnload asset and environmental data from the BF
tags using the HHE and transfer the data to the PP where the BF tag ID was removed from
the inventory and the data archived.

-
24 Advanced Technology Ordnance Surveillance Final Report

106



The Munitions QA task was not assessed by the assessment team during the demonstrations.

System Characterization

The overall feedback the assessment team received from the warfighter was that the ATOS
system tralmng was adequate and provided the necessary information to operate the system.
The warfighter indicated the raining was effective in providing the necessary infonmation to
operate the ATOS system dunng the demonstrations.

The ATOS system components performed nominally during the demonstration. The assess-
ment team did not observe any major failures that the TW could not recover in a couple of
hours. ATOS performed most of the munitions tasks with ne majer issues.

No major issues were 1dentified at the demonstration sites in providing the necessary power to
support ATOS. The warfighters wanted a capability to replace the batteries in the RF tag.

ATOS component mstallation was straightforward and easy. No major issues were identified
at the demonstrations.

Secunty was not assessed by the assessment team during the demonstrations.

Recommendations

Becommendations are based on warfighter inputs and the results from the ATOS MUA.
These recommendations were separated inte two categories: 11 reconunendations for system
improvements and two recommendations for firther testing.

+  Provide time and date stamp association to determine when a critical munitions 1tem
experienced extreme temperature and BH vanations.

+  Develop reuzable BF tags
+  Develop and demonstrate a G-shock sensor capabality
«  Attach BF tags to instde of individual mumitions containers

+  Develep envirommental sensors that are embedded in the mumitions
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*  Peduce HHE read and wiite processing spead from 3 mumates to 40 seconds or less

+  Fix the data transfer problam with the HHE. so that 12 is able to transfer the designed
number of transaction records (approximately 1,000) to the PP

+  Develop procedures or software modifications allowing the use of HHEs in close
proximity of each other

+  Develop a pause function on the RCU to allow the warfighters to perform logistical

tasks using the HHR.

+  Fix the PP data transfer preblem so that the HHR. can downlead the entire inventery
lst to the HHE

+  Modify the BF tag so that moutions QA can docnment condition codes and inspection
histery

Test Refiner

+  Evaluate the mteroperability of the Service Amumumtion AIS and EDB with ATOS
+  Evaluate network security of the ATOS system

tefinement

-
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ACTD advanced concept techmology demenstration

AFOTEC Aiar Force Operational Test and Evaluation Center

AIS automated information system

AIT automatic identification technologies
AOQOR area of responsibility

ASP ammmition supply point

ATOS Advanced Technology Ordnance Surveillance
CAAA Crane Army Ammumnition Actrvity
Cor critical operational issues

CONOPS concept of operations

CONUS continental United States

COTS commercial off-the-shelf

Det 1 Detachment 1

DD Department of Defense

DODIC DoD Identification Code

EDB environmental database

F fahrenheit

FED fimctional requirement dociment
G-shock gravity-shock

HERO Hazards of Electromagnetic Radiation to Ordnance
HHE handheld reader

1D identification

IMC Joint Munitions Conmmand

LAN local area network

LCD ligqmd erystal display

MB megabytes

MEMS miero-electromechanical systems
MHz MegaHertz

MOE measires of effectiveness

MOF measure of performance

MUA military utility assessment

mW mullivatt

NAVSEA Naval Sea Systems Command
NSN National Stock Number

NSWC Naval Surface Warfare Center
QCONUS outside the continental United States
oM Operational Manager

PP Preprocessor

QA Quality Assurance
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RCU reader control wmt

EF radio frequency

RFE radio frequency extenders
RH relative hunudity

SME subject matter expert
TECEVAL techmical evaluation

™ technical manager
USEUCOM  US European Command
Uss United States Ship

VAC volts alterating current
VDC volts direct current
WLAN wireless local area network

- 5
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CORRELATION OF

ENVIRONMENTAL SURVEILLANCE
AND Muntrions MANAGEMENT
70 MEASURES OF EFFECTIVENESS
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Table B-1 correlates MOEs addressed during the MUA with envircnmental surveillance and munitions manage-
ment tasks.

Table B-1. Correlarion of MOEs o Environmental Surveillance and Munitions Management Tasks:
The MOE:z were corrvelated to the environmental surveillance and munitions management tasks to
illusrrate the assessmenr merhodalogy.

Correlation of Munitions Management and Environmental Survelllance to MOEs

Munifions Management

1.1 Capabiity of ATOS sysiam to provide . . M . »

container location data

12 Capabiity of ATOS sysiem to accuralely

report and maintain environmeantal data on -

containars

1.3 Capabiity of ATOS RF tags to . . . . . .

communicate with RCU or HHR

1.4 Capabiity of ATOS HHR and RCU o . . . . . .

communicate and ransfer data to PP

15 Capabiity of ATOS PP to interaparate

with Senvice Ammunition AlS A i

1.6 Capabiity of ATOS PP to inleraparate Nt

with EDB

1.7 Characteri zaton of natwork bandwidth . .

connectivity to ATOS PP * * * *

1.8 Capabiity of ATOS syslam to prolect data . . . . - .

sysiam to provide

suffidient data storage * * * * * *

1.10 Charactarization of ATOS RCLU antenna

mm - - - - -

tags at initial startup . .

1.12 Usability of ATOS HHR input devices . . - - - .

1.13 Capability of ATOS HHR to oreate RF

tags and barcodes .

2.1 Reliability of ATOS RF tag atiachment . - - - - .

22 Uzabiity of ATOS HHR and RCU » . . . . .

2.3 Usability of ATOS PP - . . - . .

2 4 Easa of configuration for ATOS

compananis . - - . - .

25 Adequacy of ATOS fraining . - - - - .

:l_ﬂ M::::jrd ATOS component . . . . . .

m_qll'ul“I;'IB i power . . - - - -

2 B Suppartabiity of ATOS installation - - - - - .
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Table C-1 describes the 19 scenarios that were used to demonsirate environmental surveillance and mumutions
manzgement capabilities. Each scenario was repeated at least five times by the participants to ensure they
completely understood the ATOS system operations.
Table C-1. MUA Scenarie: Ninereen scemarios were conducred to ensure all ATOS fimetions were
assessed.

1. Demonskate capabiity to conduct the
administrator funclons of the PP and HHR.

Operators perdform administrative and sekup functions with HHR
pior to stant of the demonstration, which includes docking the HHR:
fo the PP and configuring the PP and the RCL.

2. Demonskrate FF aperafions in conjunciion
with the HHR and RCLU operations.

Operators conduct munitions management asks using the HHR,
RCU, and PR,

3. Demonskrate how to sat the sensor alarm
threshalds.

Operators set RF tag sensor alarm thresholds during initial creation
aof RF tags; thresholds for some RF tags are set above or balow
amibiant smperatures 1o rigger alarms.

4. Create new RF tags with the HHR {using
keypad).

Operators create 25 RF tags using the HHR keypad io enter asset
information.

5. Create new RF tags using data from the
PR

Operators creals five RF tags using asset infoemafion fom the PP
{downlcaded from the PP o the HHR and transferred to RF tag).

6. Creata new RF tags using data from bar
code labels.

Operators creals five RF tags using data from bar code labeds.

7. Parform inner-area of movemant tagged
munitions pallets.

Operators move RF tags from ona location io anather within the
muniions faciity.

8. Move tagged munitions pallet with a bad
RF tag (not respanding due to dead
batiary).

Operators move bad RF tags from one location to another within the
munitions faciity and replace bad RF tags with fully functional items.

9. Move tagged munitions palet with a bad
RF tag {reason other than dead battery).

Operators move bad RF tags from one location to anather within the
munifions facility, simulaie dead RF tag, and simulaied bad RF tag
with fully functional ibem.

10. Movement of asset with a tripped sensor
alarm.

Operators perform imveniory aclions o address iripped sensar
alarms.

11. Movement of tagged munifions pallet
with low battary.

Operators move an RF tag with low batery from one location to
another within the munitions faclity and replace the RF tag with one
fhat has a fully functional batery.

12 Change RF tag data. Operators edit asset information on RF tags using the HHR, read
the edited information using the RCL, and update the PP using the
HHR via docking station.

13 Asset recaipt Operators perform asset ransactions, such as palet receipt.

14. Asset is=ue (anlre pallat with RF tag).

Operators use the HHR o issue contents of an entire tagged
munifions pallat

15, Asset ssue (parial pallet - RF tag
remains).

Operators use the HHR fo issue soma of the contents from a tagged
munifions pallet, noting the quantity and typa of items issued.

16. Asset kansfer (shipment).

Operators transfer tagged munitions palet fam one locafion to
another and validals transaction {Le., detesmine if asset data
alements in the PP match thosa that were iransferrad).

17. Perform inventory of all agged munitions

Operators use the HHR roll call function o conduct munitions:

pallats in a siorage location. Inveniory.

18. Search for and identify various RF tag | Operators use the HHR roll eall function o find tagged munitions
using HHR find funclion. pallets.

18, Download RCU fles. Operators usa the HHR to download inlemrogation fles from the
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This appendix presents the detailed results for the MOEs and MOPs usad to derive the results and conclnsions
for the ATOS MUA The bar charts show aggregated responses from operators, logistics, and munitions partici-
peants. The analysis revealed no significant differences in warfizhters” opinions at the demenstrations.

MOE 1.1 Capability of ATOS system to provide container location
data

This MOE assesses the ATOS capabilicy to provide and update location data (butlding grid coerdinate) on tagged
numitions pallets. During the demenstrations, the BF tag was able to maimtain location field data and gave the
warfighter a capability to update BF tag location information.

MOP 1. 1.1 Capability af ATOS system to provide container location data

The HHE was used by the warfighters to mput bmlding coordmation grids mto the BF tag location data field and
the RCU then updated the RCU location field on the PP. At each demensmation site, the warfighters were tasked
to change the location field on 20 BF tags. The assessment team verified the location changes m the HHE and
PP. Aslong as the tagged nnmitions pallets remained within the assigned RCU ID, the fagged mumitions pallets
could be moved amywhere in the magazine and the PP would not flag 2 missing BF tag. If the tagged mumitions
pallets were moved to a different building with a different RCU ID before the 60-numute mterrogation cycle, the
new RCTU would update the BF tag with a new RCU ID number. The warfighter would not be notified when
tagged mumitions pallets were moved to & different location since the PP would reconctle the inventory and show
the tagged munitions pallets were picked up by another RCTU. Therefore, the warfighter would not know the
location of a moved tagged munition pallet without referring to the PP, One warfighter stated the BF tag location
capability is “Much easier than the current method zsed now.”

MOP 1.1.2 Operator assessment of RF tag location capability

The guestionnaire responses indicated the BF tag lecation capability was acceptable in supporting the warfighter
m locating tageed numitions pallets (Figure D-1). The warfighters believed the BF tag location capability made
their job of locating tagged numitions pallets easier. A CAAS warfighter stated, “The accuracy of the location
repors would be usefil. However, need to see ATOS work in a jam stow [munitions pallets stacked end-fo-
end] environment.”

Rate the acceptability of RF tag location capability

25
w
3 20
c
Q
g 15
&
5 104
i
5
g
0 : :
Completely Largely Surn!whit Somewhat Completely
Unacceptable  Unacceptabla  Unacceptable  Acceptable Acceptahle Acceptabla

Figure D-1. (uesnonnaire Results, RF Tag Locanion Capabilisy: 30 of 3] warfighters agreed
thar the RF rag locarion capabiliny was acceprable.
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MOE 1.2 Capability of ATOS system to accuratelyv report and
maintain environmental data on containers

This MOE assesses BF tag capability to aceurately measure temperature, BH. and G-shock; and to alert the
operator if an environmental condition exceeds the threshold of the numitions. Although the BF tags collected
environmental data, the assessment team received a few negative comments. One CAAA warfighter felt the
FH data would not provide useful information. Another warfighter stated, “Tags on the oniside of container
dees not [sic] acourately give temperanwe and RH inside the munitions pallets.”

MOP 121 Percentage of ATOS RF tags that accurately report and maintain

R nwitad Aot A tha cantainar
environmenial aala o the coniainers

During TECEVAL, 20 BF tags were placed inside an environmental chamber to detenmine if the BF tags accu-
rately recorded the temperature and BH. The hstogram data revealed all 20 BF tags (100%) accurately re-
corded the temperature and RH data. Dunng the demonstrations, the RF tag histogram data commelated with the
temperature and RH data collected by the assessment team.

MOP 1.2.2 RF tag temperature accurac)

The TECEVAL data indicated the temperature sensors on the 20 BF tags were accurate within £ 1°F readings
from the environmental chamber sethings. The assessment team was unable fo measure temperature accuracy
during the demonstrations because the method en how the RF tag collects temperature data was changed to
develop the listogram data. Therefore, the data was imavailable to the assessment team.

MOP 1.2.3 Reliability of RF tag temperature sensor

When the BF tags were inifialized, they continmed to collect howrly temperature measures. Mest of the histogram
information BF tags had more than 4,700 hours of continuous operation. The assessment team did not observe
any failures in the temperature sensor.

MOP .24 RF tag relative humidity accuracy
The TECEVAL data indicated the BH was accurate within = 10%: of the envirommental chamber settings.
TECEVAL data also indicated that the RH sensor would give ermoneous readings if the BH was above 93% or

below 10%. The assessment team was unable to measure BH acewracy during the demonstration becanse the
methed on how the BF tag collect RH data was changed to develop histogram data.

A 1 3 & Baliahi f RE # 2 | oy AN harmaidify comoenre
MOP 1.2 5 Reliability of RF fag relative humidity sensor

When the BF tags were imtialized, they continued to collect hourly BH measures. Most of the BF tags were
nittahzed 1 March 2004 {more than 4,700 hours). The assessment team did not observe any failures in the BH
SEnSOr.

MOP 1.2.6 RF Tag gravity-shock accurac)

Not assessed. The G-sheck sensor was not available to support the demonstrations.
MOP 127 Relia
Not assessed. The G-shock sensor was not available to support the demonstrations.
MOP 1.2 8 Numl
environn

Not assessed. The TECEVAL data revealed the BF tag could record and store 43 days (1080 data points) of
environmental data. Since BF tags were cleared for each demeonstration, the assessment team was not able to
assess maximum number of days the BF tag could accurately record and store envirenmental data. The assess-
ment team observed no problems with the BF tags holding all the environmental data during the demonstration.

v of RF # B T e L
ty of RF tag gravity-shock sensor

v ot deaue DI # Arrurfalt e AP e ctarac
raf aays af lag accurately records and slores

- __ ___________ _____________
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MOP 1.2.9 Frequency of temperature reports stored in RF tag

The BF tag was designed to collect temperature reperts every 60 minutes when imtialized. The results indicated
the BF tag collected and recorded temperature data every 60 minutes.

MOP 1.2.10 Frequency of relative humidity reports stored in RF tag

The BF tag was designed to collect RH reports every 60 minutes when initialized The results indicated the BF
tag collected and recorded BH data every 60 minutes.

MOP 1.2 1] Number of temperature reports above a user-selectable limit
TECEWVAL data showed 20 RF tags had their upper temperature limits set. All 20 BF tags had their environment
flags tripped at the appropriate temperature settings.

MOP 1.2.12 Number of temperature reports below a user-selectable limit
TECEWVAL data showed 20 RF tags had their lower temperature limits set. All 20 BF tags had their environment
flags tripped at the appropriate temperature settings.

MOP 1.2 13 Number of relative humidity reports above a user-selectable
limit

TECEWVAL data showed 20 BF tags had their upper BH linuts set. All 20 BF tags had their environment flags
fripped at the appropriate BH settings.

MOP 1.2.14 Number af relative humidity reports below a user-selectable
limit

TECEWVAL data showed 20 BF tags had their lower BH limits set. All 20 BF tags had their environment flags
mpped at the appropriate BH settings.

MOP 1.2.15 Number of gravity-shock sensor reports above the first limit on
the x-axis
Not assessed

MOP 1.2 16 Number of gravity-shock sensor reports above the second limit
on the x-axis

Not assessed
MOP 1.2.17 Number of gravity-shock sensor reports above the first limit on
the y-axis
Not assessed

MQP I.2 18 Number of gravity-shock sensor reparts above the second limif
on the y-axis

Mot aszessed

MOP 1.2.19 Number of gravity-shock sensor reports above the first limit on
the z-axis
Not assessed

MOP 1.2.20 Number of gravity-shock sensor reports above the second limit
on the z-axis
Not assessed
- N
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MOP 1.2.2] SME assessment of RF tag temperafure sensor

SMEs and operators indicated that the BF tag temperature sensor was acceptable for measuning tagged mumi-
tions pallets ambient temperature (Figure D-2). One mumitions SME provided this comment, “Although the
temperature sensor and itz application are acceptable, the ammunition surveillance commnmity has not
caught up to this level of applicabiliy.” One ATOS operator stated that it was “Nice fo see that this capabil-
ity was incorpovated into the tag. It gave the warfighter an indicaror if there was a problem with
ammrmitons.”  SMEs also indicated that although the BF tags on the outside of the container do not provide
temperature readings for the inside of the container, the capability was better than not having any temperature
MEASUTeImEnts.

Rate the acceptability of RF tag temperature sensor

Ped
L

8

—
r

(%5}

Mumber of Responses
=

Completaly Largely Somewhat  Somewhat Largely
Unacceptable  Unacceptable  Unacceptable  Acceptable Acceptable Acceptable
= |
Figure D-2. Questionnaire Results, RF Tag Temperarure Sensor: All respondents agreed thar the
temperature sensers were acceptable.
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SMEs mdicated the EH sensor concept was good (Figure D-3); however, the current appheation of the RH
senzor neads to be changed to be usable to the naval warfighters. The placement of the RH sensor should reflect
what 15 zoing onnside of the sealed contaner. not on the outside of the container. One warfighter mdicated “The
need to get relative humidity sensor fnside the container: ™ The guestionnaire responses indicated that the RH
sensor was acceptable for providmg BH measures on tagged nmmitions pallets.

Rate the acceptability of RF tag relative humidity sensor

—
%5 ]

v

Mumber of Responses

(1]

Completely Largely Somewhat ] C
Unacceptable  Unacceptable Unacceptable  Acceptabls Acceptable Acceptable

Figure D-3. Quesconnaire Resulrs, RF Tag RH Sensor: 23 of 25 respondents agreed rhar the RH
sensor was acceptable.

1
D-7

Advanced Technology Ordnance Surveillance Final Report
For Official Use Only

127



The SME indicated the BF tag environmental senser was reliable based on the limited amount of tme the
warfighters used the BF tags (Figure D-4). However, all warfighters indicated the BF tags performed well
durmg the demaonstrations.

Rate the reliability of RF tag environmental sensor

Murmber of Responses
=

Completely Largely Somewhat Samewhat Largely Completely
Unraliatle Unreliable Unreliable Reliable Reliable Reliable

Figure D-4. Quesnionnaire Resulrs, Tag Environmental Sensor: 100%: of warfighrers agreed rhar
the RF tag ewvironmental sensor was reliable during the demonstration.

MOP 1.2.24 SME assessment of RF tag gravity-shock sensor

Not assessed

MOE 1.3 Capability of ATOS RF tags to communicate with RCU
or HHR

This MOE assesses the RCU capability to interrogate the BF tags and the HHER. capability to query BF tags for
asset and environmental data. The questionnaire results indicated the data transfer speed for reading BT tag data
using the HHE. was too slow while conducting pallet receipt. During pallet 135ue, the BF tags were able to
commumicate the pallet content changes to the RCU and HHE. Dunng pallet transfer, BF tags were able to
comnnmicate the latest asset and environmental data to the RCU and HHF.

MOP [ 3 1 Number af ATOS RF tags that were able to cammunicate with
RCU or HHR

Miesan demonstration: Duning the first interregation cycle, the RCT detected 199 out of 200 BF tags (99.53%:) in
a 60 % 40 x 15 foot earth-covered magazme using three BFEs. The RCU detected 169 out of 174 tags (97.1%)
ina 70 x 200 foot ASP using eight RFEs. During the second interrogation cycle, 100% of the BF tags were
detected.
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CAAA demonstration: The RCU detected 197 out of 200 tags (98.5%) in both the 100 x 50 x 10 foot earth-
coverad magazine using § BFEs and the 200 x 50 foot storage warehouse using 12 RFEs. Dunng the second
mterrogation cycle, 100%: of the BF tags were detected.

Mantime demonstration: The HHE. detected 60 out of 60 BF tags (100%) ina 10 x 22 x 8 foot magazine on the
USS Poace. On the USS Harry 5. Truman, the RCU detected 200 out of 200 BF tags (100%)ina45x 80x 10
foot magazine nsing 3 REEs.

MOP 1.3.2 dutomatic reporting frequency from RF tag to RCU

A BCT performance log was used at the Miesau and CAAA demonstrations to monitor the start and stop fimes
of the RCU mterrogation cycles. The results indicated that the ROU mterrogzated the BF tags every 60 nunutes.

MOP I 3 3 On-command reporting to HHR

On-command reporting is the HHE. capabality to performroll call or find fimetions. At the Misean demonstration,
the warfighters nsed the HHE. find funetion to locate five tagged niumitions pallets. All five tagzed pallets wers
located nsing the HHR. No major problems were observed during the demonstrations. At the CAAA demon-
stration, warfighters were able to conduct an mventory of 20 BF tags in an earth-coversd magazine within 20
munntes. The warfighters indicated this funetion was a fime saver. Duning the maritime demonstration, the HHE.
was effective in perfornung a rapad tally (withm 10 nunutes) of 60 BF tags mside the USS Ponces 10x 22 x 8
storage facility. On the USS Harry 5. Truman, Det 1| AFOTEC performed a roll call of 200 BF tags within 13
munutes. “The warfighters indicated the system seemed slow, but I feel it will execute beiter when the bugs
are warked out.” Figure D-5 shows responses to the on-command reporting to the HHR gquestionnaire state-
ment.

Rate the acceptability of on~-command reporting to HHR
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|
Figure D-5. Questionnaire Resulis, On-Command Repore: All responses agreed that the HHR on-
command reporting was acceprable.
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MOP | 3 4 On-command memory reset fram HHR

During the creation of a new BF tag, the BF tag was ziven a comumand by the HHE to clear its memory. The
assessment team observed that 12 warfighters successfully cleared the BF tag’s memery before imputting asset
datz into the BF tag. This process was & one-time action that was conducted by the TM staff and ATOS
participants durmng pallet receipt. The warfighter stated that “The fag must be rewsable, we must have options
to rewrire the tag for different ftems.” Figure D-6 shows the response to the questionnaire statement about the
on-command memory reset.

Rate the acceptability of on-command memory
reset from HHR
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Mumber of Responses
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Unacceptable  Unacceptable  Unacceptable  Acceptable Acceptable Acceptable
5]
Figure D-6. Quesnionnaire Resules, On-Command Memory Reser: 17 of 20 respondents agreed the
on-command memory reset was acceprable.

MOP 1.3.5 Percentage of RF tags properly identified by their assigned ID number

Dunng the Miesan and CAAA demonstrations, the warfighters assigned ID numbers to 20 BF tags. The warfighters
were able to idenafy all 20 B tags using the EHE. Duning the maritome demenstration, the warfighters assizned I
mumbers to 60 BF tags. The warfighters were able to properly identifiv all 60 BF tags by their assigned tag TD mimbers.
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MOP 1.3.6 RF tag idemtifier humanly visible

The assessment team observed that the warfishters were able to visually identify 20 selected BF tags by their ID
nmnbers at each demonstration. No distance requirements was stipulated m the FRD. One warfighter stated that the
“ID mmbers were readable and easily located” Figure D-7 shows responses to the questiomnaires statement
about identifying BF tags vnigue ID mumber.

Rate the visibility of the RF tag 1D number
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Figure D-7. Questionnaire Results, Identifving the RF Tags' ID Number: All responses
agreed rhar the unigue ID number was identifiable on the RF rags.

MQOP [ 3.7 RF tag barcode readable

The HHE was able to read the 200 BF tag barcodes at each demenstration site, but based on assessment team
observations, the HHE. had some problems reading the BF tag barcode if the warfighter didn’t place the HHR.
close enough to the BF tag to read the barcode. Sewveral warfighters stated, “[The! HHR had some difficulty
reading rags consistently.” Figure D-8 shows responses to the questionnaire statement about the readability of
the BF fag barcode.

Rate the acceptability of the RF tag barcode

Mumber of Responsas

1
0 ' | T 5‘3 r
Completely Largely Somewhat at Largely Col
Unacceptable  Unaccepiable  Unacceptable  Acceptable HAoceptable Beceptable

I A ——————————————————
Figure D-8. Questionnaire Resulis, RF Tag Barcode Readabilicy: All responses agresd that
the RF fag barcede readability was acceptable.
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MOP 1.3.8 RF tag low battery power indication {backup battery]

The TECEVAL data revealed that 20 BF tags switched over to their backup batteries and sent battery flags to the
PP when their main cells fell below 3.2 volts. During the marnitime demonstrations, the assessment team ob-
served one BF tag transmutted 2 battery flag. Some of the warfighters indicated, “The RF rag needed a small
light emitting diode or a test port to check the amount of electrical power lgft in the bartery.”

MOP 1.3.9 Operator assessment of the RF tag low battery power indicator
The assessment team received posifive comments about the BF tag low battery power indicator (Figure D-9).
Some warfighters felt it would be beneficial to have a visual indicator on the BF tag itself that displays when the
battery has switched over to the backup [battery] rather than having to check the PP for a flag indication. This
would allow more time to change out the battery and not risk losing vital information. Other warfighters recom-
mended that the BF tags should have a visual indieator on the outside of the BF tag casing. The guestionnaire
respenses indicated the BF tag low battery power mdicator was acceptable for momtoning the battery power
level on the BF tag.

Rate the acceptability of RF tag low

battery power indication
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______________________________________________________________________________|
Figure D-9 (uestionnaire Results, RF Tag Low Batrery Power Indicaror- 23 of 27 rezpondents
agread thar the RF tag low bantery power indicator was acceprable.

MOP 1.3 10 Dertection range between RF tags and HHR

The maxmmum detection range between BF tags and the HHE was approximately 80 feet based on assessment
team chservations.

MOP 1.3.11 Detection range between RF tags and RCU

The TECEVAL data indicated the maximmm defection range for the RCU was approximately 100 feet.
MOP 1.3.12 RF tag transmitter radiation parameters

The BEF tag ransnutter power was at 240 mulliwatts (mW), which met HERO requirements.

MOP 1.3.13 RF tag transmitter frequencies

The BEF tag transnutter frequency was 433.92 Megahertz (MHz). which met HERO requirements.
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MOP 1.3.14 Anti-collision communications between RF tag, HHR, and RCU
This MOP assesses any communication conglicts between ATOS components. During the CAAA and mantime
demonstrations, the assessment team observed interoperability problems between the HHE. and RCU. The
assessment team observed that the HHE did not work while the RCU was interrogating BF tags. One HHR
would lock vp if another HHR. were in close proximity.

MOP 1.3.15 Half~duplex communications between RF fag, HHR, and RCU
The assessment team observed a few problems with data transfer between HHE and PP, During the marntime
demonstration on the USS Hamy S. Truman, the system was not successful in ransfernng 180 transaction
records from the HHE to the PP, In addition, ATOS was not successfil in mansferring an inventory list that
contained data from 200 BF tags from the PP to the HHE.

MOP 1.3.16 Operator/SME assessment af their ability to change the RF tag
user-selectable temperature limit from HHR

The questiomnaire responses indicated changing the BF tag user- | e

selectable temperature was acceptable and easy using the HHE Eazy to do it!

(Figure D-10). USS Harry S. Truman warfighter

Rate the acceptability to change the RF Tag

temperature limit settings.
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*To sccommodate the greater number of responses, the graph size was increased.
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Figure D-10. Questionnaire Resules, Change RF Tag Temperature Limir Sewtings: All respondents
agrsed that changing the RF tag temperature limits using the HHE was acceprable.
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MOP I.3.17 Operator/SME assessment of their ability to change RF tag
user-selectable relative humidity Iimit from HHR

Questionnaire responses indicated changing the RF tag user- ) I
selectable RH limit was acceptable and easy using the HHR ~“Na problems in changing limits.
(Figure D-11). Mieseau warfighter

Rate the acceptability to change the RF Tag

relative humidity limit settings.
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Figure D-11. Questionnaire Results, Change RF Tag RH Limir Sertings: All respondents agreed
thar changing the RF tags " RH limits using the HHR was acceptable,
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MOP 1.3.18 Operator/SME assessment af the reader capability to ebtain RF
tag unique ID number

Cuestionnaire responses ndicated obtaming the BF tag umgue ID mumber nsing the HHE was effective (Figure
D-12). Logistics and mumitions SMEs indicated that the HER. would sometimes have difficulty picking up the RF
tag ID nunber from the HHR tut would eventually read it. One logistics SME stated, “T think the capability is
there but needs some tmprovement [in] this area”

Rate the effectiveness of the HHR or RCU to

obtain the RF Tag unique ID
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|To accommodate the grester number of espORses, the graph scale was increassad.

Figure D-12. Questionnaire Results, Obiain RF Tag Unigue ID Number: 63 af 69 of respondeniz
agreed that using the HHE or RCU ro obtain the RF ragt unigue ID was gffective
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MQOP 1.3.19 Operator/SME assessment of RF tag/reader communications

CQuestionnaire results indicated that the HHE. and BCT were acceptable for transferring BF tag data despite
techmnical problems encountered during the demonstrations. Al-

though the results were positive (Fignre D-13), the warfighters = “Process slow at nimes. HHR had prob-
complained that the read and write processing speed of the HHE.  lams in reading RF tags. "

needs Improvement. Warfisk

Rate the acceptability of transferring RF tag data

to the HHR and RCU
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To accommodate the greater nsmaer of responses, the graph scale was mcreassd.

Figure D-13. QOuestionnaire Resules, Transfer RF Tag Dara to the HHR and RCU- 61 of 04
respondents agreed that the HHE or RCU was acceptable for tranzferring RF tag data

MOE 1.4 Capability of ATOS HHR and RCU to communicate and
transfer data to PP

This MOE assesses the capability of the RCU and HHE to transfer stored BF tag data to the PP. During pallet
receipt. the HHE. was not able to transfer a large number of mansaction records (Le., 180 out of 200 transacticn
records) to the PP, as the HHR. software would lock up after a couple minutes. During the CAAA demonstra-
tion. the assessment team observed that when the warfighters docked the HHE. some fransaction records did not
get transferred to the PP and other transaction records were deleted from the HHE. To resolve the problem, the
T reduced the mumber of ransaction records that were fransmitted to the PP to cnly 30 mansaction records at
a fime.

MOP 1 4.1 Percentage of HHRs that were able to transfer data ta PP
During the Miesau demonstrations. all four HHE s transferred transaction records to the PP dunmng pallet receipt.
The assessment team compared the count of the handwritten inventory list to the count of the PP inventory list.
This compartson was accomplished at all demonstration sites.

Duning the CAAA demonsmation. all three HHEs ransfemred transaction records to the PP during pallet receipt.
The assessment team observed techmical problems wath the data transfer of transaction records from the HHR
to the PP. This was the first time the assessment team observed a problem with the BF tags having cormpted
sentalized data on the BF tags, which required the TM to purge the PP database.

During the demonstration onboard the USS Ponee, all three HHEs fransferred fransaction records to the PP
during pallet receipt. A total of 60 out of 60 transaction records were successfully ransferred to the PP
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Four HHE: were taken to the demonstration onboard the USS Hamry 5. Truman; however ene of the four HHEs
was not fully charged and therefore not available for assessment. Of the thres remaming HHEs. all were able to
transfer records to the PP during pallet receipt. During this demenstration, the assessment team leammed that the
HHE. was not able to ransfer 180 mansaction records to the PP. The TM developed a work around zolution to
transmit smaller packets (30 fransaction records per packet) to the PP, and these fransmissions were successful
Ome warfighter stated, “There were sfill some glitcher in download process. Data mansfersniting capabili-
ties ave sluggish. Would Iike 1o have faster processing of information. ” Figure D-14 shows responses to
the effectiveness of data transfer from the HHE. to PP.

Rate the effectiveness of data transfer from HHR to PP
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Figure D-14. Questionnaire Results, Effectiveness of Data Transfer from HHR to PP: All

respondents agreed thar the dara rramsfer from the HHR ro the PP war gffecrive.
Figure D-15 shows responses to the gquestiomnaire statement about ATOS supporting data transfer from
HHR te PP.

Rate the acceptability of the ATOS system to support
data transfer from the HHR to the PP
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Figure D-15. Quesnonnaire Results, ATOS System Suppores Data Transfer from the HHR to the
PP: All respondents agreed the HHR to the PP wrangfer was acceprable.
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MOP I 4 2 Percentage af RCUs that were able to communicate and transfer
data to PP,

Both RCUs used during the Miesau demonstration were able to comnmmicate data to the PP The RCU in the
earth-coverad magazine transferred interrogated BF tag data to the PP via WLAN. The second RCU trans-
ferred data via a serial port. This RCU had a data transfer problem when communicating with the HHE. which
was resolved by a software change. The assessment team observed the transfer of the interrogated BF tag data
to the PP by using the HHE. and verified that the PP mventory matched the hst of BF tags placed inside the test
site. The assessment team zlso verified the pallet count changes were updated on the PP

Two RCUs were nsed 1n the CAA A demensmation. One RCU was mstalled m an earth-covered magazine and
the other was installed in a storage warehouse. Both RCUs were comnectad to a PP via WLAN and both were
successful in transferring interrogated BE data to the PP. The assessment team venfied that the PP inventory
matched the list of BF tags placed inside the test sites and that the pallet count chanpges were updated on the PP.
Cme BCT was used m the mantime demenstration on the USS Harry 5. Truman, and was successfil in ransfer-
rng interrogated BE tag data to the PP via a LAN. The assessment team verified that the PP mventory matched
the list of BF tags placed inside the test site and the pallet comnt changes were updated on the PP Most of the
warfighters indicated, “Slow processing speed does not always pick up the RF tag information. Overall, it
seems, fo work ok” Figure D-16 shows responses to the questionnaire statement about data transfer for
several RF tags to the RCU and PP.

Rate the acceptability of the ATOS system to support
data transfer from several RF Tags to the RCU and PP
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Figure D-16. Questionnaire Resules, ATOS Sysiem Supports Data Transfer from Several RF Tags
to the RCU and PP: All respondenis agreed the data rrangfer of the BF tags to the RCU and PP
was acceptable.
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MOP 1. 4.3 SME assessment of HHR-PP connectivity

Questionnarre responses mdicated that the HHR-to-PP comnectivity was usable dunng the demonstmations (Fig-
ure D-17); howsever, the assessment team observed several data ransfer problems duning pallet receipt. One
warfighter stated, “[Tt] seems when docking the HHR there was some problems with data mansfer.” Al-
though the HHR--to-PP data transfer process was usable, the warfighters stated it needed improvement.

Rate the usability of the HHR-PP connectivity
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Figure D-17. Questionnaire Results, HHR-PP Connectivity: All respondeniz agresd thar the HHR-
PP connectivity was usable.

MOP 1 4.4 WLAN transmitier radiafion parameiers

The WLAN power was 100mW effective 1sotropic radiated power, which meets the HERO requirement for a
COTS product.

MOP ].4.5 WLAN transmitter frequencies

The WLAN ransmitter frequency was 2.3 Gigahertz.

MOP 1 4.6 Detection range for WLAN between RCU and PP

At the Miesan demonstration, 2 line-of-sight commection was established with the RCU mside the earth-covered
magazine and the PP, which was located an eighth of a mile away. The assessment team did not observe amy
issues with RCU and PP connectivity using the WLAN.

At the CAAA demonstration, two WLANs were installed at the test sites. The first WLAN required a repeater
on top of a 73-foot water tower to establish a 1.3 nule connection to the PP The second WLAN was a line-of-

sight connection that was less than 0.5 mules away from the PP. At both test sites, the WLAN was able to
provide reliable commectivity from the ECU to the PP throughout the demonstration.
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MOP 1.4.7 Operator assessment of HHR, RCU, and PP communication and
data transfer interface

stionmaire responses indicated the comnmmnications and data
Sﬁsfer Sk face o HHR, RCU. and PP was ac- vl needs [sic] 100% assurance that
ceptable for the demonstrations (Figure D-18); however, most the HHR will work with the FE
of the warfighters believed the data mansfer interface betwesn Crane Warfighter
the HHR, RCU, and PP needs improvement.

Rate the acceptability of transferring data
to the HHR, RCU, and PP
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Frigure D-18. Questionnaire Resulis, HHR, RCU, and PP Communication and Data Transfer: All
respondents agread thar the HHR, RCU, and PP conmectivity was acceprable.

MOE 1.5 Capability of ATOS PP to interoperate with Service
Ammunition ATS

This MOE was not assessed becanse the Service Ammumition AIS was not avatlable during the demonstrations.
MOE 1.6 Capability of ATOS PP to interoperate with EDB

This MOE was not assessed because the EDB was not available duning the demonstrations.

MOE 1.7 Characterization of network bandwidth connectivity to
ATOS PP

This MOE assesses the data comnectivity of the PP from the HHE. and RCU. The HHE. docking station was
comnected to the PP by an Ethernet commection. A LAN or a WLAN were used to connect the RCU to the PP.
During the Miesan, CAAA  and mantime demonstrations, the assessment team did not observe any network
bandwidth problems that would impact data transfer from the RCU to the PP or from the HHE and FE.
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MOP 1.7.1 Bandwidth between HHR and PP

The HHE. docking station was connected to the PP by an Ethernet commection. The bandwidth was 250 Mega-
bytes (MB)second. When the HHE. was placed mto the docking station, the data were antomatically down-
loaded to the PP. As stated earlier, the TM needed to fix the software on the HHE. and PP to resolve data
transfer problems encountered during the demonstration. The assessment team did not observe any data transfer
problems mvolving network bandwidth,

MOP 1.7.2 Bandwidth between RCU and PP

The assessment team observed no problems with network bandwidth between the RCU and PE. The TECEVAL
data revealed the WLAN bandwidth was 10 MB/second, wluch i3 the conmmercial standard for @ WLAN; and
250 MB/second via Ethemet connection.

T I 7 2 ey e T R = raeie nF R awidilh hoh e T 317
MOP [.7.3 Operator assessment of bandwidth between HHR and PP

The operaters had msufficient knowledge to assess bandwidth. The assessment team did not collect any band-
width data during the demonstration.

MOP 1.7.4 Operator assessment of bandwidth between RCU and PP

The gperaters had isufficient knowledge to assess bandwidth. The assessment team did not collect any band-
width data durmg the demonstration.

MOE 1.8 Capability of ATOS system to protect data

The assessment team was unable to assess network security since 2 secunity SME was not avatlable during the
demonstrations.

MOE 1.9 Capability of ATOS system to provide sufficient data
storage

This MOE assesses the data storage capability of the HHE. RCU. and PP The assessment team did not observe
any data storage 1ssues with ATOS durmg the demonstrations. The HERO requirements for the demonstrations
restricted the number of BF tags that could be used to support the assessment; as a result, only 200 BF tags could
be nsed for each test facility per demonsation.

MOP 1.9 1 HHR siorage memory capacif)

The HHE. storage memery capacity was 64 ME of read-enly memory and 64 MB random-access memory. The
assessment team did not observe any data storage 13sues duning the demonstrations.

MOP .92 RCU storage memory capacit)

The RCU storage memery capacity was 256 MB. The assessment team did not observe any data storage 1ssues
durng the demaonstrations.

MOP 1.9 3 PP storage memory capacity

The PP storage memory capacity was based on the laptop computer hard dnve storage capacity, which was over
40 Gigabytes. PP storage capacity was never an 13sue durnng the demonstrations.
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MOP 1.9 4 SME assessment of RF tag data storage

Cuestiommarre results indicated the warfighters behieved the FF tag data storage was usable and adequate to
support munitions management (Figure D-19). Most of the warfighters agreed that having BF tags with large
memory would be useful for changing and storing additional mformation about the tagged mumtions pallets.

Rate the acceptability of the RF Tag data storage
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Figure D-19. Questiennatre Resulrs, RF Tag Dara Srorage: All respondents agreed thar the RF
rag dara storage was acceptabls.

MOP 1.95 SME assessment of data storage for HHR and RCU

Cuesticmaire results indicated the SMEs believed the HHE and R.CU data storage was usable and adequate to
support munitions management {Figure D-20). ATOS data storage capacity was never excesded during any of
the demonstrations.

Rate the acceptability of the HHR and RCU data storage
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Figure D-20. Quesrionnaire Results, HAR and RCU Dara Srorage: All the SME: agreed thar the
HHR and RCU data storage was acceptable.
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MOP ] 96 SME assessment af PP data starage

The guestionnaire results mdicated that the PP data storage was nsable and adeguate to support numitions
management at the Miesau and CAAA demonstrations (Figure D-21). Only the accountable record managers
responded to this questionnaire statement.

Rate the acceptability of the PP data storage
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Figure D-11. Questionnaire Resalts, PP Dara Sterage: All SMErs agreed thar the PP dara sterage
was adeguare

MOE 1.10 Characterization of ATOS RCU antenna coverage

This MOE assesses antenna coverage of the RCU mside an earth-covered magazine, storage warehouse, or
shipbeard magazme. The FCU and BFE were effective in providing adequate antenna coverage to detect 200
BF tags during the demonstrations.

Dunng the first mterragation cycle at the Miesau demonstration, the RCU detected 199 out of 200 BF tags
{99.3%) n a 60 x 40 x 15 foot earth-covered magazime with three RFEs; 160 out of 174 tags (97.1%) na 70 x 200
foot ASPwith eight BFEs. Dhring the second and third interrogation cycles, the RCU detected 100%: of the BF
tags. The warfighters expressed some concems about the application of ATOS in an ASFE. One Miesau warfighter
stated. “For an enclosed location the system seems to work well.  The problem I see is in what was de-
scribed a5 the ASP application. In an open aveq, the requivement could be extensive, depending on the
size af the avea to be covered ™ Another concem 1s that a “ring of antennas’ around a storage area may not be
possible due to terram restmctions.

Duming the CAAA demonstration, the RCU detected 197 out of 200 tags (98.3%) in both the 100 x 50 x 10 foot
earth-covered magazine using § FFEs and the 200 x 50 foot storage warehouse using 12 RFEs. Dunng the
maritime demonstration, the BECU detected 60 out of 60 BF tags (100%) in a 10 = 22 x & foot magazine on the
USS Ponce and 200 out of 200 BF tags (100%:) mn a 45 x 80 x 10 foot magazme using 3 BFEs on the USS Harry
5. Truman.

MOP ].10.]1 Antenna coverage between RCU and RF tag

During all demenstrations, the RCU detected approxamately 98% of the BF tags on the first interrogation cycle,
and 100% after two or three mterrogation cycles.
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MOP 1.10.2 Operator/SME assessment of antenna coverage between RCU
and RF tag

Questionnaire results indicated that the RCU and RFEs were acceptable and provided adequate antenna cover-
age nside the magazine (Figure D-11).

Rate the acceptability of the antenna coverage

between the RCU and RF Tags
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______________________________________________________________________|
Figure D-22. Questionnarre Results, Antenna Coverage between the RCU and RF Tag: All
raspondents agreed that the anfemna coverage was acceptable during the demonsirarions.

MOE 1.11 Capability of ATOS RCU to detect RF tags at initial

startup

This MOE assesses the performance of the imtial detection of the RF tags by the BCU. During the Miesau and
CAAA demonstrations, the RCT was able to detect more than 97% of 200 BF tags, and during the maritime
demonstration detected 100% of 200 BF tags.

MOP I.11.1 Initial RF tag derection using RCU within 145 minutes

The ATOS system was able to detect over 97% of the RF tags within 14 nunutes of the first mterrogation cycle
during the operational demonstrations. At the Miesau demonstration, the first RCU detected 199 out of 200 BF
tags (99.3%2) during the first nterrogation and the ASP ECU detected 194 out of 200 BF tags (97.1%). At the
CAAA demonstration, the RCU detected 197 out of 200 BF tags (98.5%) during the first inferrogation mside the
earth-coversd magazine and storage warehouse. At the mantime demonstration on the USS Hamry 5. Truman,
the RCU detected 200 out of 200 BF tags durmg the first mterrogation inside the ship magazine.

MOP I.11.2 Initial RF tag detection using RCU within 215 minutes

&

Not assessed. The assessment team was not able to venfy mussing or new RF tags were detected within 215
minmtes based cn how the ATOS system mterrogates BF tags nsing the short and long read eyeles.
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MOE 1.12 Usability of ATOS HHR input devices

This MOE assesses the operators’ ability to use the kevpad and stylus to mput data on the HHE. Durmg all
demonstrations, the operators were able to use the HHE. keypad and stylus to input asset data. Most of the
operators prefemred nsing the ligud crystal display (LCD) kevpad rather than the HHE keypad to input asset
data. Even when wearing bulky gloves, the operators were able to edit asset information and perform the
mumitions management tasks using the HHE kevpad.

MOP 1.12.1 HHR keypad input.

The questiomnaire responses indicate that the HHE. keypad was usable to all the respondents (Figure D-23).
Duming pallet receipt, pallet transfer, and inventory maintenance, warfighters preferred to nse the LCD keypad
and stylus to mput asset mformation data on the HHE. Questionnaire responses indicated the HHE. keypad was
usghle for data enay (Figure D-24).

Rate the usability of the HHR keypad
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Figure D-23. Questionnaire Resulis, Usability of HHR Keypad: All rezpondents agreed that

the HHR. keypad war usable.

Rate the usability of the HHR data entry
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Figure D-24. Ouestionnaire Resules, Usability of HHR Data Enery: All respondenis agreed

that the HHR war uzable for data enmry
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MOP 1122 HHR stylus input
The warfighters were able to use the stylus to input asset information (Figure D-25) and they found 1t especially

usaful when wearing bulky gloves.

Rate the usability of the HHR stylus
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Figure D-25. Quesnionnaire Results, Usability of HHR Seylus: 32 of 33 respondeniz agreed that
the HHR stylus was usable.
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MOE 1.13 Capability of ATOS HHR to create RF tags and
barcodes

This MOE assesses the capability to use the HHE to create new BF tags and barcodes. Durmng the demonstra-
fion, the HHE. was not used to create barcodes. Instead the barcode temaplate was created by the TM using a
barcode macline. Warfighters were able to use the HHE to mput asset information on new BF tags using
barcode templates. Most of the warfighters believed the process was easy and straightforward, although some
complamed that it took two to five munutes to transfer asset data

from the HHE to the BF tag. “Tery easy!”

MOP | 1 HHR creation af new RF tags

At each demonstration site, the warfighters were given 20 RF

tags 1o create. The warfighters were able to quickly populate the BF tags with asset data. Questionmaire re-
sponses indicated that creating a new BF tag using an HHE. was acceptable (Figure D-26). The two unaccept-
able comments did not provide any system improvement information.

Rate the capability of the HHR to create new RF Tags
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Figure D-26. Ouestionnaire Resules, HHR Crearion of New RF Tags: 31 af 33 respondeniz
agresd that using the HHR to create new RF iags was acceprable.
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MOP 1.13.2 HHR creation of replacement RF tags

At each demonstration site, warfighters replaced five BF tags using the HHE. The warfighter was sble to
mansfer the asset information from the old EF tag to the replacement BF tag using the HHE. Questionnaire
responses mdicated that creating a replacement BF tag using an HHR was acceptable (Figure D-17).

Rate the ability of the HHR to create
replacement RF Tags
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Figure D-27. HHR Creation of Replacement RF Tags Questionnaire Resulis: 31 af 33
respondenis agreed thar uzing the HHR ro creare replacemenr RF rags was acceprable.

MOP [.13.3 HHR creation of barcodes
Not assessed. The capability was not used dunng the ACTD.
MOE 2.1 Reliability of ATOS RF tag attachment

This MOE assesses the BF tag attachment method used dunng the demonstrations. Dunng the Miesau and
CAAA demonstrations, the BF tags were not attached to the mumtions pallets but were placed on the side or on
top of the nunitions pallets. A limited assessment was conducted by placing the BF tag holders on one wooden
pallet and one metal pallet. Two metheds were used to attach the BF tags on the wood and metal rumitions
pallets. The first method wsed wood screws to attach the tag holder, winle the second method used a special
double-sided adhesive tape. The adhesive tape was very effective on metal pallets. Although the adhesive tape
was used on a wooden pallet, the warfighters recommended that wooed serews be used to secure the tag holder.
TECEVAL data revealed that the RF tag could be easily separated from the tag holder if a mass of 790 grams
was placed on top of the BE tag. A sinlar shear force from either sude or the bottom also wonld cause the BF tag
to separate from the helder. Although the BF tags remained i place durning the demensrations, one warfighter
stated, “The RF ragr needed a magnetic interface to put up a flag when RF rag is vemoved from tag holder:
This would eliminate guestionable moves. "

MOP 211 Reliability af attachment method

Insufficient data were collected to assess the reliabihity of the attachment method used to attach the tag holder to
the nmitions pallet dunng transport.

MOP 2.1.2 Reliability of RF tag attachment
Insufficient data were collected to assess the reliability of the BF tag remaining antached to the tag holder dunng
transpert.

LB
D-28 Advanced Technoloegy Ordnance Surveillance Final Report

For Official Use Only

148



MOP 2 1 3 Operator assessment af RF tag attachment and attachment
method

Questionnaire responses indicated tag aftachment and attachment methods were acceptable, but needed some
improvement (Figure D-28). One USS Harry 5. Trumsan warfighter f2lt the BF tag holder should be made out
of the pallet material to improve durability. Three CAAA warfighters did not like the idea of using adhesive tape
to attach the BF tag holders to a wooden box or mumitions pallets. Warfighters strongly recommended using wood
screws to secure the BF tag holders to the wooden box or pallets to prevent the tag holder from being pulled off
durmng transport.

Rate the acceptability of the RF Tag attachments
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Figure D-28 Questonnaire Results, RF Tag Artachment and Attachment Method: 27 of 23
respondents agreed rhar the RF rag atrackmenr and artachment method were acceprable.

MOE 2.2 Usability of ATOS HHR and RCU

This MOE assesses the nsability of the HHE display, HHE data entry, HHE docking station capability, and the
RCU-PP brideging using the Ethemet commection. The warfighters felt the HHE. and R.CU were easy to use and
operate, and a time-saver for managing the movement and shipment of mummtions pallets. One Miesan warfighter
stated that, “Onee the HHR is fived, the HHR should be highly usable and user fitendly.” An operator
stated. "Display is wser fiiendly.” The warfighters were able to downlead a partial mventory list of 20 to 60 BF
tags from the PP to the HHE. The HHE. was taken to the magazine or storage location to conduct the mventory
and identified new or mussing tagged pallets within 15 mumutes. Duning the demonstrations, the assessment team
observed one data transfer problem with the HHR-RCU bridging capability and two data transfer problems with
the HHE-PP bridgmg capability mrvelving transmission of 200+ BF tag data records. The HHE-ECU bridzmg
was resolved by a software fix and demonstrated at CAAA  The HHR-PP data transfer problem occurred
during the mantme demonstration. This problem raised some concems about accuracy of the mwventory list
during the data transfer process. The warfighters also expressed some concems about the HHE. processing time
for reading and writtng data to the BF tags. All warfizhters felt it took a long time to process an BF tag.
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MOP 2.2.1 HHR display usability
The warfighters felt the HEFE. display was user fnendly and easy to use (Figure D-29).

Rate the usability of the HHR display
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Figure D-29 Questdonnaire Resules, Usability of the HHR Display: All rezpendents agreed thar
the HHE. dizsplay was usabls.
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MOP 2.2 2 HHR input usability
The warfighters stated the HHE. data enfry was easy (Figure D-30). Reference MOP 1.12.1 for the results.

Rate the HHR data input usability
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Figure D-30. Ouestionnaire Results, Usability of the HHR Data Input: All the respondents
agreed about the usability of the HHR to input dara.
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r b B | R_-RCLT brid hility
MOP 2.2 3 HHR-RCU bridge usability “Naed to be able to view RCU download

(Ethernet connection} at building by RF tag ID mmmber, DODIC
After the TN fixed the software bugs, the HHR. and RCUbndge  and NSN.*
worked well i transferning data from the RCU to the HHR Crane Warfighter

durmng the CAAA demonstration. The questionnaire responses

mdicated the HHE-RCU bridge was usable to support nmumi-

tions management (Figure 31). The wusable comments came from the Misean demonstration. These com-
ments did not provide any system improvement information.

Rate the usability of the HHR-RCU bridge
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Figure D-31. Questionnaire Resules, Usability of the HHR-RCU Bridge: 22 of 24 respondents
agread that the HHR-RCU bridge was usable.
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MOP 2 2 4 HHR-PP bridge usability

The assessment team observed data transfer problems with the HHR-PP bnidze. During the mantime demon-
stration, the HHE. ransferred all the transaction records to the PP during pallet receipt, but the PP did not transfer
the mwventory list of 200 BF tags to the HHE. During the Miesau and CAAA demonsmations, the HEE and PP
were successful in dovwnloading data from 20 to 60 BF tags. Questionnaire responses indicated the HHE-PP
bridge was usable (Figure D-31).

Rate the usability of the HHR-PP bridge
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Figure D-32. Quesconnaire Resules, Usabiliry of the HHR-PP Bridge: All respondeniz agreed
that the HHR-PP bridge waz uzable.
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MOP 2.2.5 HHR-PP docking station usability
Warfighters were able to dock the HHE. and rransfer the BF tagz data to the PP when ATOS did not enconnter
data transfer problems (Figure D-33).

Rate the usabhility of the HHR-PP docking station
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Figure D-33. Questionnaire Results, Usability of the HHR-PP Docking Staiion: All respondeniz
agreed thar the HHR-PP docking srarion was usable.
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MOE 2.3 Usability of ATOS PP

This MOE assesses the PP display and ease of data entry. The warfighters indicated the PP was easy to leam
and operate and had user-fnendly menns.

MOP 2.3.1 PP display usability

The warfighters indicated the PP display was easy to use to obtain inventery and transaction informancn (Figure
D-34).

Rate the usability of the PP display
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Figure D-34. Questonnaire Results, Usability af the PP Dhsplay: All respondents agreed that
the PP dizplay was usable.

P i e e —— )
D-35

Advanced Technology Ordnanece Surveillance Final Report
For Official Use Only

155



MOP 2.3.2 PP input usability
The warfighters stated that data entry mput using the PP was easy and had user-frendly menns (Figure D-35).

Rate the PP data input usability

45}
LR

[
[=]

-
L

Ln

Mumber of Responses
]

Completsly Largaly Somewhat Somewhat Largely Completely
Unusabla Unusable Unusakle Usable Usabla Usabla

P e  —————————————————— e ——
Figure D-35. Questionnaire Resulrs, Usabiliry of the PP Dara Enery: All respondents agreed thar
using the PP was usable ro inpur data.

MOE 2.4 Ease of configuration for ATOS components

This MOE assesses the operators” ability to easily configure the RF tags, HHE, RCU. and PP during the demon-
stration.  ATOS components were easy to confizure and coold be adjusted quickly to meet the warfizhter’s
needs. One warfighter stated. "[Hel had no problem configuring BF rags. " Another warfighter stated, “The
HHR and the PP were easy to learn and have user-fiiendly saftware inferfaces. " Although most comments
were positive about ATOS components, the assessment team received several comuments abont potential im-
provements. A Miesan warfighter stated the BF fags need o be reusable. ” Due to the cost of making the BF
tag, the warfighter wanted recyclable PF tags. Another CAAA warfighter felt the EF tags should have the
capability to read a 1348 barcode (inventory sheet). The warfighter can print a barcode and wnite directly to the
BF tag using an HHR.
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7 ), hility - "

MOP 2.4.1 Capability to configure RF tag O s vl e

The warfighters were able to use the HHE to configure the BF

tags by entering asset information and adjusting user-selectable USS Hanry 5. Truman warfighter
environmental setings (Figure D-36). The unacceptable com-

ment did net provide any system improvement information.  The unacceptable comument did not provide sny
system mmprovement regarding the configuration of the BF tags.

Rate the acceptability of configuring RF Tags
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Figure D-36. Questionnaire Resules, Configuring RF Tag: 02 of 63 respondeniz agreed that
configuring the RF tag was accepiable.
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MOP 2.4.2 Capability to configure HHR “Tery easy fo use and configure”

The warfighters were able to quickly configure the HHE. to link Warfigh
with the PP (Figure D-37). The nnacceptable comment did not
provide any system improvement information.

Rate the acceptability of configuring the HHR
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To accommodate the gresier number of responses, the gragh scale was increased.

Figure D-37. Questonnaire Results, Configuring HHR: 0l of 02 respondenis agreed thar
configuring the HHR was acceprable

MOP 2 4.3 Capability to configure RCU

The assessment team did not observe the ATOS operators making any confipuration changes to the RCU.
MQOP 2 4 4 Capability to configure PP

The assessment team did not observe the ATOS operators making any configuration changes to the PP.

MOE 2.5 Adequacy of ATOS training

Tlus MOE assesses the training received at the demonstration sites. The warfighters agreed mainimg was
adequate after using ATOS. The traming was effective in showing the warfighters how to operate the system.
Cme warfighter stated, “raining was excellent but could be a bit morve structured, Ty move visual aids (T
artach a fag to a palletbox and go through a pallet pansfer and pallet issue).” All warfighters wanted an
ATOS user’s guide and training manual to explain the svstem operation.
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MOP 2.5.1 Training for RF tag
TmmmgwasadequatetoshowTheAIﬂSparhﬂipanishnwtouselthFﬁgﬁigmeD-ﬂﬂl

Rate the effectiveness of RF Tag training
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Figure D-38. Quesnonnaire Resulrs, RF Tag Training: All respondents agreed thar the RF

Training was effective.

MOPF 2 5 2 Training for HHR

Training was adaquate fo shu-“. the ATOS participants how to use the HHE. (Figure D-39). The meffective
commeent was focused on the amount of material presented during the Taining.

Rate the effectiveness of HHR training
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Figure D-39. Questionnaire Results, HHR Training: 55 of 30 respondents agreed the HHR

training was gffective.
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MOP 2.5.3 Training for RCU
Training was adeguate to show the ATOS participants how to use the BCU (Figure D-40). The ineffective
comment was focused on the amount of material presented dunng the training.

Rate the effectiveness of RCU training
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Figure D-40. Questionnawe Results, RCU Traiming: 30 af 31 respendents agreed the RCU
fraining was gffective.

MOP 2.5.4 Training for PP

Training was adequate to show the ATOS participants how to use the PP (Figure D-41).

Rate the effectiveness of PP training
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Figure D-41. Questnonnaire Results, PP Traming: All rezspondents agreed that the PP traming
was gffective.
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MOP 2.5.5 Effectiveness of ATOS training material

The warfighters felt the traiming was effective in providing the necessary information to operate the ATOS
system duning the demonstrations (Figure D-42). The meffective comment did not provide any information on
improving the trainmg.

Rate the effectiveness of the ATOS training material
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Figure D-42 Quesnonnaire Resulis, ATOS Training Matertal: 33 of 58 respondanis agreed the
ATOS mraining marerial war gffecrive.

MOE 2.6 Adegquacy of ATOS component ruggedness

This MOE assesses the ruggedness of the RF tags, RCU, and HHE. in an operational environment. The assess-
ment of the ATOS compenent muggedness was limited; however, TECEVAL data revealad the BF tags met the
mggedness requirements stipulated in the FRD. All PF tags performed nommally except for two inoperable BF
tags (canse mmknown). The assessment team did not observe any HHE. failures due te handling by the warfizhters;
however, the assessment team observed the HHRs lock up on occasion and needed to be rebooted.  The
assessment team also observed two R.CU failures. One failure was due to a faulty flash memory card and the
second failure was due to a bad power supply. With the exception of the data fransfer preblems with the HHE
and PP, ATOS performed nomunally during the demeonstration.

MOP 2.6.1 RF tag ruggedness

TECEWVAL data revealed the BF tags met the mpgedness requirements stipulated in the FED. The BF tags can
operate between -20°F and +135°F and between 0% and 95%: relative humidity (non-condensing). The RF tags
fimetiened after a 13 kilovolt electrostatic discharge test and 4-foot drop onto concrete, The BF tags operated for
10 days at the Miesan and CAAA demonstrations where they were placed outdeors. RF tags were fimetional
when they were shipped from CAAA to Norfolk Naval Station via commercial ground transportation.

MOP 2 6 2 HHR ruggedness

TECEVAL data revealed the HHE. met the mggedness requirements stipulated in the FED. The assessment
team observed no HHE. failures durmg the demenstrations.

MOP 2.6.3 RCU ruggedness

TECEVAL data revealed that the RCU met the mggedness requirements stipulated i the FRD. The assessment
team cbserved two RCU failures during the demonstrations. The cause for the falures has not been determimed.
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MOE 2.7 Supportability of ATOS power requirements

Tz MOE assesses the power regquirements for the BF tags, HHR, RCU, and PP. The assessment team chserved no
miajor 1sses with providing electrical power to support ATOS components during the demonstrations. Some CAA S
nsers felt that providing elecmical power to remote storage magazines or faciliies could be a challenge. However, 24
WVDC battenes or gas-powered electic generators could be used to support power needs at these remote sites.

MOP 2.7.1 TVoltage for RF tag operation

No BF tags were replaced due to low battery power mdication during the demonstrations.

MOP 2.7.2 Voltage for HHR operation

The HHE used two rechargeable batteries and docking stations to ensurs power was mamtained. The assessment
team did not observe any power issues with the HHE.

MOP 2.7.3 Voltage for RCU operation

As long as the BCU was able to obtam 24 VDC, the RCU was able to operate without any problems.

MOP 2.7 4 Voltage for PP operation

The PP was hosted on a commercial laptop computer. A3 long as 1200220 VAC power was available, the PP
contimmed toweor.

MQOP 2 7 5 Detection of type of electrical input power to RCU

Durmg the demonstration, the 24 VDC power source came from a portable pas electric generator, High Mobility
Multpurpose Wheeled Velucle battery, or 120 VAC Ime power using a 24 VDC step down transformer.

MOP 2.7.6 Operator/SME assessment of RF fag power reguirements

The Miesan numitions SME indicated the RF tag batteries should

be replaceable mstead of throwing away the BF tag. The warfighter = “Need fo adapt a way fo change ouf the
wanted to see a visual mdicator on the outside of the PF tag casing  batreries. *

ta display battery strength. Chueshionnaire responses indicated the Warfih

BF tag power requirement was acceptable duning the demonsira-

tion (Figure D-43). The imacceptable comments focused on the

designing of the FF tags so that the operator can replace the batteries.

Rate the acceptability of RF Tag power requirements
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Figure D-43. Questionnaire Resulrs, RF Tag Power Reguiremenis: 51 of 50 rezpondeniz
agreed that the RF tag powsr reguiremsniz were acceprable.
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MOP 2.7.7 Operator/SME assessment of power reguirements for HHR

and RCU

The CAAA warfighter mdicated power availability at remote storage locations would be a major concern. Many
of these magazines will not have electrical power to support the HHE and RCU power requirements. Question-
naire responses indicated the HHE. and RCU power requirements were acceptable during the demonstrations
(Figure D-44). The unacceptable comument did not provide any information to improve the power requirement.

Rate the acceptability of HHR and RCU
power requirements
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Figure D-44 Questionnaire Resulis, HHR and RCU Power Reguirements: 22 of 23 respondents
agreed the HHAR and RCU power reguirements wers acceptables.
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MOP 2.7.8 Operator/SME assessment of PP power requirements

The warfighters indicated the PP power requirements were straightforward and easy to accomplish as long as
the PP was hosted in a facility that had 120220 VAC electrical power (Figure D-45).

Rate the acceptability of the PP

power requirements

8 &

—_
(%3]

W

Mumber of Responses
=

L]

Complately Largely Somewhat  Somewhat Largely Completely
Unacceptable Unacceptable  Unacceptable  Acceptable Acceptable Acceptable

Figure D-45. Questionnatre Results, PP Power Reguirements: All respondents agreed that the
PP power reguiremenis were acceptable.
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AMOE 2.8 Supportability of ATOS installation

Thiz MOE assesses the installation of ATOS components. The installation at all the demonstration sites was
quick and easy as long as there was a place to hang the BCU and RFEs and there was a 120240 VAC power
source for the RCU and BFEs.

MOP 2.8.1 Operator/SME assessment of RCU installation

The warfighters indicated the location and accessibility of the RCU were acceptable for the demonstrations as
long as there was a place to hang the BCU and BFEs (Figure D-46). Tie wraps were used to install the EFEs
and the RCUs were mounted on portable stands or a table. The unacceptable comment did not provide any
mformation that wonld mprove the RCU mstallation.

Rate the acceptability of RCU installation

g W

—_
(%3}

(%]
i

1

Completely Largely Sormewhat Samewhal Largely Complataly
Unacceptable  Unacceptable  Unacceptable Acceptable Acceptable Acceptable

Figure D-46. Questionnatre Resules, RCU Installation: 3¢ af 37 respondeniz agreed rhar the
RCU insrallation was acceprable.

Mumber of Responses
=]
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MoOP 282

The warfighter indicated the PP installation was straightforward since the software is hosted on a laptop. The
guestionnaire respenses indicated the PP installation was acceptable during the demenstration (Figure D-47).

Rate the acceptability of the PP installation

b
(]

[
(=]

-
uwn

Ln

Mumber of Responses
—
o

Completely Largely Somewhat Somewhat Largely Completely
Unacceptable  Unacceptable  Unacceptsble  Acceptable Accaptable Acceptable
= — |
Figure D-47. Questionnaire Resules, PP Installation: All respondents agresd the PP installation
was acceprable.
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As requested by USEUCOM, this appendix correlates FED requirements, assessment results, and MOPs.

Regquirements Results MOP
Data Tag
1.1 Attachment. The RF tag will be insadad Duding he demons raions, both RF lags and 1ag halders 211
info a holder, which wil be i it fo the munifions pallets. The wardighlers 213
o he pallel or conaner. indicaled the RF tag aftach 1 and altadh i e Ehod used
an he rmatal inars wadied wadl.
1.1.1 Tag hader mus! securdy attach o Al 32 RF tags parformid as designed. One RF g hokler carme 212
0 pck i il olfa munifions pallel dudng the manfme demonsraiion. 213
such 8% wood, laminates, sted, aluminum, Durding e Misesau and Crane demonsralions, bot RF lags and
fbergass and plastics. tag heldars rermained aftachad o fe metal munifons palets.
The warighters indicalad the RF 18y slichiment and sitachrmant
medhod used on the metal corainers workad well. Wardighters
Fangy e Lk den screws lo secure the RF
tag halders lo e woaden bax or palleds lo prevent e BF tag
holder om being pulled off during transpa
- il (AR FT O CAAALD MOMGIE Maval Sl 212
removalreplacerman and can survive Lypical 213
haredling and _
12 Tag Memory. The RE lag wil have The warlighiers irdicated the RE lag dot skorage was adequae | 1.9.4
sufficient nonwvolafile memory Lo slore all tag for slering assel and environmental data during the
data ilerms
13 Tag Sensors. The demansraton T @g The: EImEralire SENsar was acoarale wiknn 2 1T, TZZ
will centain twe £ ard The fotal of 400 RF tags were used during the demonsirafions. 1.23
relative humidity, with poris io suppart wo 200 RF tags were used constandy io suppor all ihe 1.24
adiitinnal fier fulure ion. Upto | dermonskrafions. Most of hase RF tags were inifalized in March 1.25
20 RF tags will contsin a shock sensor jo be 2004 (agprosirmately 4700 hours opemting time). The 1.28
wsad in parallel tesling and avaluaion al assassmant team did mel aiseve @y Biloes n e ergeaiure | 1,29
MAVSEA, Indian Haad, MD for possile fuure | sensor and reftive hurmidity sensors. 1.210
RF tag apglicafion. The RH sensor was accurale within + 10%. 121
Tha RF lag can recard and slere Tor 45 days {1080 data painis) 1.212
of emdrenmantal data. 1213
The RF lag colleciad and ded 1 lure and relaive 1.2.14
urridity data svery 60 i Canfirm by 1 e
Histagram data.
Duding e d ral the TH darmly sebesied the high
and low user-salet tablke lemperature and RH limits. Mary of
Fese seflings weme nol qperafonally representsiive. Alfhough
e PPwars able fo display bipped Nlags, he assessmend larm
didd not know hiow many RF tags were used o demaonstrate this
cagability.
Durding e demonsiraions, both RF 1ags and Lag holders
mrmained atached o the munifons pallsls. The wadighlers
indicaled the RF tag aftach 1 and altadh i e Ehod used
an e rretal inars woded wedl. 3 g wese
about g The fermp and RH inside the
individual munifions conlanens. Recommend RF lags be placed
inside these comainers rafer han on e muniios paliets.
Whern ilaki il sl shaud be embedded in
individlual runifions.
1.4 Shock Sensor. The shodk sensar wil Mol s et sad. 1.2. 15
consisl of 1takle inerial swildhes with 1.2, 16
individually presel s hodk hreshads. Thems 1217
shall be heo shock measures on each o the 1.2.18
%, y-, and z-anes . In Be evenlof e tag 1.2.19
expedendng a shock in excess of a sensor 1.2.20
hreshold, a data §ag resident on the RF tag
will b sa o indicale the avant.
1.4.1 The failure rale for shock teshold ol assessed. 1.215
excession flags being incomeclly e, or not 1.2.16
mal, shall be na greater (han 5%. 1.218
1.2
1.2.20
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Requirements Results MOP
Data Tag
1.5 Tempersture Sanser and RF Tag Memory_ | The warighter indicated he RF tag data siorage was adaquals 194
The RF tag will tally lemperaire ranges during demmsiratons.
axperiencad. Temperature talles will ba
rraintansd in an aray of memory bins
comaaling to 5 “F blocks. Memory capacily per
memary bin shal be suficent lo had all
incividual Tallies.
1.51 Temnperal shal be te fo | Tamparalure sansor was accumie witin £ 1°F 122
+5F
152 Tolal temperalure laly data less due o | The assessment leam observed no lailores in e empamione 123
%mnmm&ﬂmmnnmmﬂs‘&. SETEO. 1223
1 tive Hurmid ity and RF Tag | The Qhler ndicaled Me FF g 040 SErage was adequae 194
Mamory. The RF tagwill taly RH mnges during the demaonsirations.
axpariancad. RH talias will bs maintanad in an
array of memary bins comaiing to 5% RH
blocks. Memaorny capacily per memary bin shall
ba suffdant fo had al ndividud talies.
161 FH sananm shall b soouraie o 5% RH | BH sansor was accurale within + 0% 124
1.6.2 Tota RH taly data loss due to RH sensor | The assessment leam observed no tailures in e RH sansor 125
falum shal notexceed 5. 1223
17 Te @ Th - The| Dudng he demmsralons, hie T randomly sdected hiehigh 129
mhgnhammhdmmhh and low user-saectable lempamiure imis. Many of hass 121
mmmnmdmmmﬂ safings wam nal operatonaly representalive. Alhough the PP 1242
A it flag or indis was able o display Wpped fags, the assessment team did not 1347
agmnunmmmmmnmm kniow how many RF Bgs wans used to demons rate this
upan detection of that lempemiune. mmnemdﬂnmmnenmﬂﬁuﬁnnﬂ
had heir empemire saliings ch
T7.1 The Gilre rale for emperaire Gis on 8 | The warighler indeaed changng he 1RF by 123
sngke RF tag nolbeng sstupon e detection | lemperature limils weare sasy 1o lkam and operate fie HHR. 1225
of har lemperatune shall be 5%, TECEWAL data showed 20 RF tags had b high and low
temparature limits sst Al 20 tags had her envionment flags
Imdaneq:pnpﬂhmmngm
Thea d na tailure in he
SE0ET
1.8 RH Threshold Indicstors. The RFtag | Dudng fe demonsralions, e T randomly s<acled fiz high 1210
will have ssparate data dements o and low ussr-saectable BH limits. Many of these selings wes 115
mmhmhmdmmmm nat opemionally repressntaive. Alhough the PP was able to 1214
A it flag o indicak ding | depay Fipped fags, he assessmentieam did nol know how 1347
agmhghmmmnﬂy“nmnd many RF tags wems usad o demonzstmis this capability
upon detection of that mlative humidity leval. | The warlighter indicated changing the tag dactabie RH
linits wera easy to leam on e HHR.
181 The tailure rate for FH bits on a sngle TECEVAL data showed 20 RF tags had ther upper and lower 124
RF tag nolbeing seiupon e detection of their | BH limits set. Al 20 tags had their endronment fags irpped at 1223
pameniage shal nolexcead 5%. e sppmpdals limit saltings.
18  Tag Transmission. Once per howr, the | Athe Miesau d the RCLU d d 199 cul ol 200 129
RF tags wil be initisled by an RCU. Each RF [RF tags (99.5%) ina 60" x40 x 15" earh-coverad magazine 1240
133 will ransmiltag |0, limit flags, batlery slalue, | using Bires RFEs. RCU datected 169 outod 174 ags (97.1%)in | 132
and any updales o the assatdata and a 7 x 200 ASP using eight RFE=.
hislogmm since hie previous Imnsmission. Athe Crane demanstmion, RCU delecied 197 out of 200 tags
{58.5%) in bath fe 100 2 50° 510 earh-covered magazine
using 6 RFEs and 200" x 50° slomge warehouse using 12 RFEs.
Al Madime d Fation, HHR delectad 80 autof 60 RF
tags (100%) in a 10° £ 22" x 8° magazine m the USS Ponoe
{RCU was nat installed) and 200 out of 200 RF tagsin a 45 x 80"
rmmmussrwSTnmnmmgSHFEmdm
TTHT The Bg Wil wakeup: every oW £ 10| Qe Wats U E Ty 132
minutes. This ag “wake up® will be contraled by dmmnﬂmmmmmhnehﬂjm

a recaver counler on board he tag and will be

sal for houdy madings. The “wake up” inkereal

will be aceessble for change via an appmpdale
operalor niarace.

ackvity. The RCU data logger documented the start and slop
fmes of the RCUL The esull indcated hat he RCU
autormafcaly inlerrogated the RF ags every 60 mnules. When
e RCU datects a change in the BF ag assst nlormation, the
RCU sands a fag to e PP during e houdy interragation.

Advanced Technology Ordnance Surveillance Final Report

E-4

For Official Use Only

170




Requirements Results MOP
182 ATOS hardware configusadion must The ank aga was tional ai the d rat 1101
allow for 100% covarage {communicafion Mg e o CAiu s RCU was able fo
batasan RF g and reader) in a magazine. dadoct af least 58,59 of 200 RF tags during fhe first infermgafion
oyde atbof demons irafions and affer the third inlermogafion
ayda 1004 of fha RF fags wore detecied.
At fha maiitime demonstmtion, RCU was abis io deteciad 200
autof 200 RF tags on fha USS Hary S.Truman.
183 The unobsimcied readferile rangs The deledion rangs betseen RF tags and e HHR is 1310
Batasan the RF tag and & HH R shall ba at appraximataly 80 fast. The HHR will lock up if anofhar HHR
foat. The filure rade shall not exosad operales in dose procimity 20 fead).
hmmmm“ Wadightars ware dia (o road and woie o fa [ Ggs usng fia | Log
moaiver that will allos data fo ba bosh written HHR. Tha RF tag was abis fo imnsfer tha data o the HHR and 1240
fia, and read fram, indermal mema—y, and o RCU. Howsver, warfighters siated the RF tag mad-write 131
T ] from e HHR processing spaad nesds improvemant. 133
and RC UL Tha raceiver will be available avery Tha logsiics and i SMEs indicalad that the HHR would 13.4
5 saconds. someimes have rouble picking up fhe RF tag ID number. 1314
Tha SMEs fait g s fag 13.18
temperaue was sasy to lsam and use with fe HHR. 1317
Tha i SMEs fait ging the RF tag 1.3.18
IRH lirmid wars easy to learm and use wilh the HHRE. 13.18
llll’mmmﬂ-“jln ot assassad.
tha durafion b dad RF
fag ranomisgions can sarve 2 a mathod by
1.12 Battery Indicator. The tag shall 20 RF tags switchad over fo their badoup bafisries and sant 138
aiomaiicaly switch over io a badoup bathery batiery fags io the ROU when the main calls fall balos 3.2 volis 271
when the primary ol can no onger power the | duing TECEVAL During the demors rations, one RF tag
tag. Whan hic coours, & backup battery flag iransmitted a batfery flag.
will be set which will prvide the noification of
o dead in naad of i
G Tags g tha Na faluras coourad dunng ©a 1EGEWAL and aparatanal a8
mcuinsmen: listed in paragmph 112 (Basery damansirations. 271
Indimatior} during ihe system demansiradon shal
nod axossd
ﬂﬁﬂ%ﬁﬁlqﬂmam TAHI was desgned & d TF g = wr=mad | 115
ical idendfier on each individual tag of dsplaying fe RF g ID. The wadighiers neadad io 136
dalivarad from tha vendor. Tha ID st tha HHR fo ha PP to display tha 137
e Fu isible and b | lable on he 'FIFIthJ. During fhe Miesau and CAAA
autside of fha RF tag. i wars abls fo idenify 20 out of 20
HFHF_QII-HI-R I:h..glh.nﬁdm-d-mndﬂhn.l-
wariighiars wars ahles fo proparly idertify 60 out of 60 RF tags
(1m}bylh-:-q-dhqnmm
ware abls io y idendfy e 20 salecied RF
lvhyl-ﬂ ars at aach d dArafan. One warigh
stadad, TID] numbers [wem)] readable and sasily locaded.®
Tha HHR had soms g the tag
mdiﬁd.'lﬂdl-l-ﬂwmdl’hﬁr-dmh@
fo place the HHR closa o
ihe RF hntl [y —
o] s 10 Tt
oparaior will have fhe abiity (o ceate, or naw RF fags. 1.13.2
“burmn,” a new tag using dais siored on a Tha g ware abla fo RFquIhlnma 1133
handhald readar. dafaciva RF tag fo fha repk t RF tag. O L
HHR would have some dffioulty fransfarring the daia jo the
MRFIQ
fighiers sialed fe b lo labals were aasy and quicker
i) Hu_ltlnldthlnl-ﬁg.
1.15 Tag Transmission. The RFiag The RF iag imnsmitier power wirs ai 240 m\W, wihich mei the 13.12
frarns missions will ba within HERD HERD I 13.13

radiaied powar paramataens.
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Requirements Results MOP

1.16 Tag Frequency. The RF tags must
operats in fequencses appovabls for CONUS
and DCONUS hostnafions.

The RF tag imnamitier fequency is 433 .92 MHz. RF tags meithe
HERD requiramants.

1313

1.17 Tag Ruggedness. The tags must oparaie
between -20°F and +155° F and between 0%
and 95% relaive humidity fnon-condensing).
The RF taga must diso be operable after a 15
kilpedt elecirostaic dischame teatand 4-foat
drop onto concrate. Addifonaly, fie RF tags
mustbe environmentally ssalad =0 that
sxposure o ouldoor elements doss not cause
damage fo fhe tag. The tag should be abla fo
survive typcal handing and ransporiation. The
4-foot drop onfo concrade (abovs) addressas

2.1 HHR Data Transmissions and Recaption.
The HHR wil Fanamitinstruciions io e tag o
change tag data such as quandty values or
condifion code, and will recelve detsiied asaat
data from he RF tag.

The TECEVAL data revealad he RF lgs mel e ruggedness
requirements sipuated in the FRD.

The RF tags can operate batween -20°F and +155°F and between
0% and 95% raative humidity {non-condensing). The RF tags can
function afier a 15 kilovolt elecrostatic discharge test and 4-foot
drop ando concrete.

The RF tags operated for 10 days at Miesau and GAAA
demmsiration placed in the ASP. RF tags remained funcional
duming the transfier fom CAAA to fie Norfolk Naval Siafon via
onmmerzal ground fransportafon.

At fe Miseau demonsraion, fe warightes usad fe HHR find
function to locate fve tagged pallsts to issus munifons iema. All
fve tagoed munifions ware located using e HHR. The
warighier was abla fo execuie fe roll call funclion using the

HHR. Mo major problems were obsarved during fie
demansirations.

At CAAA cemonsraton, ATOS operator was abie to conduct an
inventary of an earh-covered magazine within 20 minuies using
e roll call function. The warfighter it fis functicnality would be
a time saver in fhe fidd.

Dwuring e maritime demansiration, e HHR was fiecive
peifomming a speedy taly of 60 RF tags nsids the USS Ponoe

10 22% ¥ storage faciity. The task was complated within 10
minuies.

On the LSS Harry 5. Truman, Det 1 AFOTEC performed a roll call
op=rafion on 200 RF taga. The HHR was able io find 199 RF
and one bad The task was within 15 minutes.

TZZHHR Display and Keypad. The HHR wil
have a display to show data received fom the
tag. it will have a keypad for manual enfry of
data info e tag mamary, and a deplay soresn
for data from the tag. The keypad design will
allow the wer o enter data while waaring
gloves. The use of a stylus, which is wired fo
the HHR, for keypad data manipulaiion iz

The wariighiers stated fe HHR keypad was easy o wse o input
assat infomation. The wariightems wears abls to uss fe styius o
input assat infomiation.  The stylus was especialy ussful whan
e warlighiers were weanng bulky gloves in fhe Missau
demamnstration. Some of e warightans indcated he styls was
fha quickast way of inputing changes o fie assst data. Mastof
e wariighiers thaught the HHR dsplay was user-Fendly and
easy to usa. The warfighlers indicated the HHR data enfry was

261

129
1.210
131
132
133
134
1316
137
1.3.18
1318

1121

224

_acospisble.

2.3 Ne'w Tag and Barcode Creation. The
HHR will be abls fo create a new tag in a field
amdrommeant. There will be free mathads o
creale RF tag - (1) by usa of he HHR keypad;
{2) from cortainer barcodes: (3) from the PP
data that is stored on the HHR.

- 5
Advanced Technology Ordnance Surveillance Final Report
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%mulﬁdlnlﬂnmmbmnhMMRF
tags. The warigites wers abie o ransfer RF tag data from a
defecive RF tag o the repl i RF tag. Occasionally, fhe
HHR would have some difficulty ransferring e data fo the
replacement RF tag. The warfighters felt using the barcode labels
was fhe easiestand quickest way of inpuiting asset daia fo e RF
iag.
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Results

2.4 HHR to PP Inerface. The HHR wil
cofmmunicale with e PP by means of a
diract roadia,
MM]MMFPMMI‘.

A the four HHRs
dala i the PP diring palet receipt aperafions. The asses sment
mmmmummmunm
eount afthe PP inveniary list. This =
e -

Ad the CAAA demonstration, thras HHR s tmnsferad recapied
mhmwnmmmmm Nate: The

taarm atihe CAAA
data fram fie HHR

with fhe of

fo the PP.

On tha LSS Poncs, fime HHRS tndared raceipled data to e
PP during palled receipt.

Ot tha LSS Hamy B Truman, Bree cul of feur HHRS transfemed
Fesdpted dat 1o he PP during pallel recaipl. Four HHRS wam
s 1o perdoam he palet ssue. The warighters were able Lo
update the palld esuntand he assessmend loam vesified the
pallat count ehanges by visual insg of the RF lags and PP.
The warfighlers stated the and dats Franste
intertane with the HHR, RCU and PP nesded some

141
143
147

o @ e reiability and

25 HHR Removable Memory. The HHR wil
have fefmovatie data slomge media such as
mmﬂm_

Nblmund. The HHR did mmamuuw
racia.

26 HHR Mulliple RF Tag Ant-collEion.

The assessnent Eam chsared e HAR 6 nal was 1 5e

1.3.14

The HHR hall have an efiecive rulipie tag | ROU was RF tage al hia same Sme. HHRS weuld
signal aicdlision featires, dse lock up If anothar HHR was in clase primily.
TETHAR Transaclons. The HAR =hal fave | ) BT 5 e [ 141 |
e ability t paarm resep), issus, and varsarton resords, and enangs assst dala o M RF Bge .
transter ransactions as well as view and A the Wiesau d Fafions. four HHRs Yansfemad receipled
ehange assel data an an exisling tag. data b the PP during palet recsipt speration. Tha assassman
team eompamd the count of the handwritien inverdory list o the
eount ofthe PP inventory list. This fisen was
@ atal
A the CAAA demonstation, three HHR £ tmnsfered recapied
mhm#dmpﬂummm Note: The
atihe CAAA
unm of data from fie HHR
fo the PP.
On the USS Ponce, hime HHRS trnsfered receipled data to ha
PP during palled receigl.
On the LSS Hamy 5. Trurmsan, free il offour HHRS Fans temed
recsipled data to fe PP during pallet receipt. Four HHRs wer
sad fo peroan he palet ssue duing the marifme
demanskaton. The warkghlers ware abie 1o update the pallel
oount and e assassmant learm verifad he paliet courd
_ _ changes by visual inspeclion of the RF lags and PP,
2.8 NHIR Sateg Gards. The FHR S e ol st tad
q oy o pr data unl
4l icaton with he PR
2.8 HHR HERD Compliance. The HHR The: HHF FArSmiter power Was 240 vy, Tl e i 1312
tmnsmissions will be witiin HERO compliant | requirements for HERO.
diatex] power
2.10 HHR Future Design. Fulure design is The TECEVAL data revesied fé HHR mel fie ruggedness 262

fer the HHIE t aperate i any military
anviranment worldwids.

requirerents slpulated in e FRD. The assessment leam
dsarved na HHR ilus during he deronsimians,
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3.1 In=tallation. The RCU will be installad on
ameunifion slorage and rainlenance
faclities andlor any olber permanant,
appraved ammunition slarage locafions. [For
ammuniion magazines, itis possitie that the
RCL b reounted oulside and fhe anlenna
cahle run inside the magazine ] The RCU
raay be nstaled using accessary Bems, such
as a Fipad, to anable the ROU 1o be instaled
i el

Results

The wadigiters indicated the beation and accass bility of the
RCL wera acceplable as hong as you have the nimsinciune
{eanduil or wonden baard) lo hang the RCU and RFEs. Tie
wrans were IEad o install the R FEs while fhe RCLs were
maunied on a ponable stand o Bbe.

32 Anenna Config uration. Mulige
antennas will be LEad for coverage of lamge
magazines and fidd slorage faciities if
AEaSSAnyY.

Al he Miesau and CAM, dermonsirations, fhe RCU was able 1o
datectal least 98.5% of 200 RF tages dudng the firel nleragation
cyde. During e sacond and third inlerrogaiion cydes, ATOS
was able o detect 100% of he RF tags.

Al Frariffme demons Falion, RCU was able fo detected 200 oul of
200 RF tags on the LSS Hery 5. Trurman.

101

3.3 RCU Communications. The RCU will

RCU nierragated ihe RF tags every 60 minules

131

inifiate hourly communications with the RF Demaneiralions ware ane or hwo weeks lng. The RCU slorage 132
tags, collect tag ID, and any limil flags, and ey capacily was 258 MB. The assessrmentleam did nol 1319
imnsmil his dats fo he PP via a WLAN. ahsarve a dals slorage issue during e demaonsiralions, butl
the avent that a WLAN cannaciion is not by was niot
available fim the RCU o the PP, the RCU
will have the capabilly to slare 30 daye of
daita from al lags within i range and Fansmit
data when connectivity is restarad. Whan a
WLAN i& not configurad of notavailatis,
oommunicalion bebwaen fe RCU and the PP
is achieved via dired] docking with e HHR.
3.4 Power Configuration. The RCU shal A long & e RCU was able to abiain 24 VIDC power, fe RCU 273
operale fram on VD C. was able ko operate Sawlessly, 275
Duting the demonsirafion, the 24 VDT power sourcs came fam 277
poriable gas aleckic generalor, High Mobilly Mutpurpos e
Wheeled Verick baflery, or 120 VDC line power using a 24 VDG
slep diown Fanslornmer.
The CAAA logistics SME fall powear avalability & remole storage
Iocalions would be a major concem. Many of these magazines
will natt have e infrasiuctune 1o haye dactrical pover 1o
support fhe HHR and RC LU power requismeanis.
TIEWLAN Operalional Range. WLAHSwll | A e Miesad demonsralon, a Ine of sghl comedon was | 148 |
b umad for data L40] with e aarih-coverad magazine and PR Thae
RCU and fhe PP dista ety e Iocal WA drmalely less than an
dght af arrile.
Al e Cmne dem aetration, fie WLAN was
comedtad o a repealer on lop of a 75 ol waler lower io
estabish a rmile and hall comeclian to he PR
Al holh demonsiration siles, fhe WLAN was shie o provide
rediabie clivily fram fhe RCU o the PP,
3.8 RCU Multiple RF Tag Anti-collision. The assestment am ok arved the HHR &d nol wark if he 1314
Thee RC U shall have an afiecive mullipe FF RCU was inferrogaiing RF tage al e same fmea.
1ag signal anf-oolision feature.
3.7 RCU HERD Compliance. The RCU The RCU received radaled anargy Fom (he RF lage. The anly 144
imansrmissions will be within HERO oompliant RCU fransmission carme from the WLAN. The WLAN powear
raciated power paramaien. radiated at 100m\W Effeclive salrapic Radialed Power, which
et the HER O mq
3.8 RCU Ruggedness. The RCU wil The TECEVAL daia revealed he RCU mel e niggedness 263

il in a fiald ansin i T
Entt e sluilly perfar in ihe ekl fe RCU
st be sealed 1o commendal standand.

requiremanis sipulated in e FRD. The assassmant leam
bwo RCU during e Causs
for he falures has not been determinad.
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4.1 PP Data Dissemination. The PP will
rmake assed data available o Servios

ritiian AlS. Envin | data will be
available on he EDS at lndian Head, MD, or
ofer central siles. Environmenial data will be
zsent io he EDB by way of secum (128-bit
internal connecions.

4.2 PP Data Visibility and Access: The PP
will have a hocal data display capalslity. Usars
will e abke o padofn userapediied data
queeries and produoce hodh hard copy and soff-
oopy repods basad on hese queries. Data
anpess and manipulation will be possible only
with systemn or dalabase adminisralor access

5.1 Environmantal Database Design. The

EDS will receive sansor data from PPz

worldwide via secume (128-h1 encryplion)

Internel connecions. Data will be accassed
and USers via fe SEme Means.

The warfighters indicated that using he PP display was easy.
Operalors weare able 1o ablan the nvenlory and tmnsaction

i Wt ded i ge he tagged munitons palles.
The warfighlers siated dats enfry on he PP was easy using he
wmer-fandy menmns.

Mot assesmed

EDB

ma Data 3
Ihave e capalslity lo slore data for the enfre
ecycle of each lagged munifion.

End +to-End Systam

6.1 System Accuracy. The overal system
will pass accurale data from the RF tags o
he PR

[RF tags were successiul in ransterring asse and emvironment
survallanos data o the PP.

112

122
124
135

.11 Dala Fom 959 o RF Bgs repating 10 8
reader will be delecled by he PPwitin wo
oonsaculive roll calls approimatay 145
minules based on hourly altemgts) from e
start ofthe lest. Data fom 99% of he RF tags
i e test magazines will be datecked by ha
PP within fhree consecutive roll calls
{approsimately 215 minutes based on hourly
allemgis ) From the starl of he lasl.

AL e Mie=a0 demansiraion, he oL was 018 1o geeel 199
oul of 200 RF tags (99.5%) while the ASP RCU delecled 194 RF
tags (97.1%).

At he Crane demonatmtion, e RCU was able lo delect 157 out
ol 200 RF tage (39.5%) inside he sath-covered magazine and
sharage warahouss.

Al e mariims demonairaiion an e USS Hamy 5. Truman, e
RCU was able to detect 200 sut e 200 RF tag (100% )inside
e ship magazing.

Al 200 RF tags were picked up dudng he second inlerrogaiion
oyde.

1111
1112
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APPENDIX F

CORRELATION OF

ASSESSMENT (QUESTIONNAIRES TO
ENVIRONMENTAL SURVEILLANCE,
Munrrions MANAGEMENT, AND
MEASURES OF PERFORMANCE
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The following table maps questionnaire statements to enviromnental survedlance, nmmition management and
MOPs. Note that the Munitions QA fask 15 nof included in the table becanse it was not assessed dusing the
demonstrations.

Munifions Management

R e accephabiity of RF Ly empembume sersoe . 122
Rt e accepiabiity of RF by relaive humidly sa o . 1272
Flats the miabiity of e FF by sermors . 1223
Fafte e Cagualn ity bo chame e RF tag ot el e e e . 1318
Rt e capablity b chamge e RF bag relafivity limil . 1317
e e oty of FF Iraining. - 251

Fafa b of HHR Irairing. 252

Rafa e ataciverass of RCU training. 253

e e atfe of PP fraining. 254

e e oty of e ATOS training 255

Fafis e axccapha biily of Ma RF g locion cap abilly. . « |« [ = [112

i e Capaiity of i P B s b caedallr 1 Crr comrend reper | o | = |« | » [133

s e Gty Of e O 62 gs b0 el @ a1 o ComeTan d e iy msal. w 134

s B aceepha biity for wisually iderfiying Lhe RF bag's urigue iden ¥ icaion number. | o | o | | e [|138

R ia accapha biily of e RF g barods padabillly L] - - L] e |147

Raha e gability o thier FUF s Lo bfery pver indicafion, o | o | »| e | & |[130

R e capabiity of e HHR or RIOU o cibbain Bie RF kg uniqu e iderScalion. | | » 1318
Rl e accephabiity of rarsbeing FF tag data o HHR and RO N 1318
e e oty of dats barsfer fom HHR o PP - . 141

Rafa tha ka bty of Lran gl ming data froem HHR or RCU Lo e PR - - - - & 147

Rt e accephabiity of Bie ATOS syshem b s pport data iranster from Bie HHR fo e PR, LRI 141

e the acceplabiity of e ATOS spsbam bo support data iransfer from several FF Bags fo - A 142

e RCU and PP

s e axceapha biily of M o berra oovemgs batwesn B RO and he FF by IR 1102
Fida e ity o Te FHR Reypad. w | ® | ® | ® | ® [1321
e the usabilily of B HHR atylus - [ - - = [1.122
Fafe the capshiity of e HHR fo ceate new RF tags. - 1131
e e capabiity of fie HHR b e ate replacement RF tage. | » s | = | » |1132
Rt e capability of e HHR ko e ale bamades. - 1133
Rt e acceghabiity of fe RF tag allachements o e cortaines. - FEE]

R e usaitilly o B HHR daglary. | & | & | & | &« 221

Pt v HH ot il usabiity. - s | s | & [222

Fiaha e usatilly of the HHR-RCU Brdge. e | = | » |= | « [223

Rifte the usabilily of e HHF-PP bridge. - - " | ® |224

Fate te usabilily of fe HHR-PP docking stalion_ - - - - e |225

Fate e usabilily of e PP dispiay. - - - L3 2351

Fafs e PP CAta irpl ity | * | = |» 332

Pl the acceptabiity of configuing FF ags. - - [H s [241

R e ascephabiity of configuing e HHR. o | o [ o |w [o |242

s e aceepiabiity of configuring e ROU. s | o | o [w [e [243

Fafes e accaphabiily of configuing Me PR (BEREREEERET

Rt e Bty of e RF kag power e« [ o [ o [ | [278

Rafa tha ta ity of Ba HHR and RCU power * - - » & |277

e the acoepha biity of PP power res . ] - . w [278

s e sxsesapia biity of Mia RCU HEAE 281

Pl the abiify of #ie PP irstala - - a | = - [282

Pt the: aceeprabiity of e RF tag data $horage mermary capaty. e« | | « |« | & |104

Rt e acceghabiity of fie HHR and RCU data siorage memory cagadly. « | « | « |« | & |[185

Fiafie e accegiabiity of Fie PP dals shorage capacly. s | & | & |® | » [155
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