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OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD MEMORANDUM FOR THE ACTING UNDER SECRETARY OF DEFENSE FOR

ACQUISITION, TECHNOLOGY, AND LOGISTICS

SUBJECT: Report of the Defense Science Board Task Force on High
Performance Microchip Supply

I am pleased to forward the final report of the Defense Science Board
Task Force on High Performance Microchip Supply. The report makes
recommendations that help ensure the long term, leading edge U.S.
performance of microchip design, development, and manufacturing. The
report also focuses on the future U.S. ability to ensure long term trusted and
secure supplies of microelectronic components to the DOD and to the U.S.
government.

The task force vision for ensuring the future of U.S. based leading edge
technology and trusted supply encompasses a broad based set of
recommendations and action.

The conclusion is a call for the U.S. government in general, and the DOD
and its suppliers specifically, to establish a series of activities to ensure that
the United States maintains reliable access to the full spectrum of
microelectronics components, from commodity and legacy, to state-of-the-art
parts, and application-specific Integrated Circuits special technologies. These
activities must provide assurance that each component’s trustworthiness
(confidentiality, integrity and availability) is consistent with that component’s
military application.

Additionally, specific efforts to protect U.S. technical leadership and
intellectual property in the microelectronics domain need to be put forth and
prioritized. This includes maintenance and nurturing the U.S. electronics
skill base through continuing, stable research funding.

I endorse the recommendations of the task force and encourage you to
review their report.

Dt Vsl L

William Schneider, Jr.
Chairman
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OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE

BOARD
MEMORANDUM TO THE CHAIRMAN, DEFENSE SCIENCE BOARD

SUBJECT: Report of the Defense Science Board Task Force on High
Performance Microchip Supply

It is clear from recent trends in the microelectronics industry that a
significant migration of critical microelectronics manufacturing from the
United States to other foreign countries has and will continue to occur. The
rate of this technology migration is alarming because of the strategic
significance this technology has on the U.S. economy and the ability of the
United States to maintain a technological advantage in the Department of
Defense (DoD), government, commercial and industrial sectors. Our greatest
concern lies in microelectronics supplies for defense, national infrastructure
and intelligence applications.

Our study has highlighted prior, current and projected microelectronic
industry trends and proposes explanations and recommendations to address
some of the current disconcerting issues.

Assured supply of trusted microelectronics components for defense
systems use requires actions well beyond the scope and magnitude of those
that can be mounted by a single defense supplier, or by the entire defense
contractor base. Addressing this problem is a uniquely government function.
DoD is charged with the defense of the United States, a mission which
depends heavily on microelectronics. The task force considers DoD the
logical steward to lead and foster a national solution to this critical problem,
regardless of which arm of government must act. The task force also sees
DoD as the logical U.S. government point to convene supplier, subsystem,
prime and government users, and commercial interests, to address the
recommendations in the conclusion of this report.

On a broad scale, economic and trade conditions for semiconductor
manufacturers operating in the United States must be as attractive as those
for manufacturers operating elsewhere. The defense department should
estimate the number and varieties of microelectronic components that require
trustworthiness as an aid to planning the size and scope of the Defense
Trusted Integrated Circuits Strategy. Access to that design and
manufacturing capability requires that the DoD purchase products and
services from leading edge semiconductor firms in a way acceptable to the
government, its systems contractors and to the component suppliers.



DoD needs a focused, tailored acquisition plan, driven by a long-term
vision of its semiconductor needs, to establish the basis, policy and operating
guidelines for DoD-enabled access to trusted foundry services by the defense
department, its contractors and others. New low volume chip manufacturing
models and fabrication equipment are required if future defense systems are
to have unique microelectronics hardware capabilities at a reasonable cost.
The same requirement for economical, modest-volume Integrated Circuits is
developing for future commercial products. A reexamination of economic
models for producing low-volume products will require a joint government /
industry program to develop new, more flexible factory technology capable
of meeting both defense and commercial needs.

The United States and its allies still maintain regimes of export controls for
defense-critical and dual-use technology and equipment as one approach for
limiting some technology transfers to potential adversaries. The task force
recommendations address specific technologies unique to use of
programmable “standard” components defense applications and assurance of
component trustworthiness, DoD-unique technologies and counter-tamper
proficiency.

Urgent action is recommended, as the industry is likely to continue
moving in a deleterious direction resulting in significant exposure if not
remedied. We urge greater than usual speed in implementing the
recommendations of our study. The nation’s security and economic well

being demands it.
(,u,,u.,% v s {

Dr. William Howard

Task Force Chairman
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EXECUTIVE SUMMARY

EXECUTIVE SUMMARY

The microelectronics industry, supplier of hardware capability
that underlies much of America’s modern military leadership
technology, is well into a profound restructuring leading to
horizontal consolidation replacing the past vertically integrated
company structure. One unintended result of this otherwise sound
industry change is the relocation of critical microelectronics
manufacturing capabilities from the United States to countries with
lower cost capital and operating environments. Trustworthiness and
supply assurance for components used in critical military and
infrastructure applications are casualties of this migration. Further,
while not the focus of this study per se, the U.S. national
technological leadership may be increasingly challenged by these
changing industry dynamics; this poses long term national economic
security concerns.

Accordingly, for the DOD’s strategy of information superiority to
remain viable, the Department requires:

= Trusted and assured supplies of integrated circuit
(IC) components.

® A continued stream of exponential improvements in
the processing capacity of microchips and new
approaches to extracting military value from
information.

Trustworthiness of custom and commercial systems that support
military operations - and the advances in microchip technology
underlying our information superiority - however has been
jeopardized. Trustworthiness includes confidence that classified or
mission critical information contained in chip designs is not
compromised, reliability is not degraded or untended design
elements inserted in chips as a result of design or fabrication in
conditions open to adversary agents. Trust cannot be added to integrated
circuits after fabrication; electrical testing and reverse engineering cannot be
relied upon to detect undesired alterations in military integrated circuits.

HIGH PERFORMANCE MICROCHIP SUPPLY 3




EXECUTIVE SUMMARY

Assured sources are those available to supply microelectronics
components, as needed, for defense applications according to
reasonable schedules and at a reasonable cost.

Pressure on U.S. IC suppliers for high return on invested capital
has compelled them to outsource capital intensive manufacturing
operations. Thus, the past decade has seen an accelerating trend
toward vertical disaggregation in the semiconductor business.
Companies whose manufacturing operations once encompassed the
full range of integrated circuit activities from product definition to
design and process development, to mask-making and chip
fabrication, to assembly and final test and customer support, even
materials and production equipment, are contracting out nearly all
these essential activities.

Most leading edge wafer production facilities (foundries), with
the exception so far of IBM and possibly Texas Instruments, are
controlled and located outside the United States. The driving forces
behind the “alienation” of foundry business from the United States to
other countries include the lower cost of capital available in
developing countries, through foreign nations’ tax, market access
requirements, subsidized infrastructure and financing incentives
(including ownership), and the worldwide portability of technical
skills, equipment and process know-how.

These changes are directly contrary to the best interests of the
Department of Defense for non-COTS ICs. The shift from United
States to foreign IC manufacture endangers the security of classified
information embedded in chip designs; additionally, it opens the
possibility that “Trojan horses” and other unauthorized design
inclusions may appear in unclassified integrated circuits used in
military applications. More subtle shifts in process parameters or
layout line spacing can drastically shorten the lives of components.
To the extent that COTS destinations in DOD systems can be kept
anonymous, the use of COTS implies less risk. However, even use of
COTS components may not offer full protection from parts
compromise. Neither extensive electrical testing nor reverse
engineering is capable of reliably detecting compromised
microelectronics components.

4 DSB TASK FORCE ON




EXECUTIVE SUMMARY

A further complication in DOD’s integrated circuit supply
problems lies in military systems” use of microelectronic components
that incorporate technologies for which there is no commercial
demand. Irreducible requirements for radiation hardening, high
power microwave and millimeter-wave circuits and special sensor, to
name but a few, lie outside widely available commercial capabilities.

Beyond the threat of IC device compromise described above,
dependence on off-shore or foreign-owned semiconductor
component production subjects the United States to several risks,
such as lack of quick response or surge capacity in time of war, that
could threaten its access to state-of-art microelectronics. As capacity
moves to potential adversary countries, the United States is
vulnerable to a governmental “reverse-ITAR” by which critical
technologies are denied to the U.S. in international trade.

A longer term risk lies in the historical fact that leading-edge R&D
tends to follow production. The most attractive positions for talented
process scientists and engineers moves with advanced production.
Additionally, a separation of design from production could render
the close collaboration between process engineers and designers
required for leading edge chip development ineffective for U.S.
defense industry.

The Defense Department does not directly acquire components at
the integrated circuit level. Individual circuits are most often
specified by designers of subsystems; even system primes have little
knowledge of the sources of the components used in their system-
level products. Any DOD acquisition plan to address IC
trustworthiness and availability must focus on defense suppliers as
much as DOD itself.

TASK FORCE CONCLUSION

The Department of Defense and its suppliers face a major
integrated circuit supply dilemma that threatens the security and
integrity of classified and sensitive circuit design information, the
superiority and correct functioning of electronic systems, system
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EXECUTIVE SUMMARY

reliability, continued supply of long system-life and special
technology components.

TASK FORCE FINDINGS AND RECOMMENDATIONS

Industry Situation

Finding: Semiconductor technology and manufacturing
leadership is a national priority that must be maintained if the U.S.
military is to continue to lead in applying electronics to support the
warfighter. An integral part of that leadership is the close coupling of
manufacturing with the development of advanced technology and
the design of leading-edge integrated circuits. This can best be
achieved if development and manufacturing are co-located.

Recommendation: To assure DOD to access leading edge trusted
manufacturing facilities, the United States needs a broad national
effort to offset foreign polices designed to encourage movement of
leading edge semiconductor manufacturing facilities to offshore
locations. A coherent U.S. policy response to counter the extensive
intervention by foreign governments to encourage local investment in
the semiconductor industry would include,

= U.S. government vigorous support for compliance
with World Trade Organization rules.

= U.S. government steps to insure that intellectual
property laws are fully enforced,

® Increased Department of Defense and intelligence
agency involvement in decisions by other agencies
of the U.S. government which have the potential to
significantly affect the U.S. defense microelectronics
industrial base,

® Increased university research funding to ensure that
the U.S. remains an attractive and competitive
location for the most talented students and faculty
from around the world to study microelectronics,

6 DSB TASK FORCE ON




EXECUTIVE SUMMARY

® Continued intelligence agency monitoring of the
global state of microelectronics technology to
determine where additional effort is required to
keep U.S. ahead of, or at least equal to, the world
state of the art in critical fields, and

® Continued DOD efforts to inventory current and
future trusted component needs as a basis for its
long-term microelectronics acquisition plans

® The federal government needs to determine its role
in assisting various States in developing their
incentive packages. States should also strive to
ensure that their permitting processes are responsive
to business timelines.

DOD Vision

Finding: On 10 October, 2003, the Deputy Secretary Wolfowitz
outlined five goals for a “Trusted Integrated Circuit Strategy:”

® Facilities Identification
®  Product Identification
®  Near Term Solutions

®  Research Initiatives

= Healthy Commercial IC Industry

The Task Force agrees with the need for a strategy and with the
elements identified in Dr. Wolfowitz’s Defense Trusted Integrated
Circuits Strategy (DTICS) memao.

Based on the presentations and information it has received, plus
the experience of its members, the Task Force perceives that DOD has
a Trusted Foundry strategy that addresses its near-term needs.
However it has no overall vision of its future microelectronics
components needs and how to deal with them. Technology and
supply problems are addressed as they arise (e.g., radiation-hardened
IC supply, sources of classified components, legacy parts). An overall
vision would enable the Department to develop approaches to

HIGH PERFORMANCE MICROCHIP SUPPLY 7




EXECUTIVE SUMMARY

meeting its needs before each individual supply source becomes an
emergency, and to preempt or diffuse the threat and risks outlined
above.

Recommendation: The Task Force recommends that DOD, directed
by the Secretary and the Undersecretary for Acquisition, Technology
and Logistics, lead in guaranteeing its needs are supported by
ensuring that the United States policy and industry together
transform and enhance the U.S. position in onshore microelectronics.
Providing for assured supplies by DOD contracts with today’s
trusted foundries helps solve the immediate problem, but is only a
temporary measure; foundry agreements will not address the
structural issue of funding research that will sustain our information
superiority. Long term national security depends upon U.S.-based
competitiveness in research, development, design and
manufacturing. DOD should advocate that these are not only DOD
objectives but also national priorities.

SIZING THE PROBLEM

Finding: The Task Force attempted to estimate DOD’s IC
requirements to size the problem facing future U.S. military
integrated circuits acquisition needs. A precise evaluation of DOD’s
IC consumption is not possible; a rough estimate is 1-2% - a small
fraction of global demand. Based on data it has gathered, the Task
Force estimates that at least 50-60 new critical part types are being
generated per year within DOD - a number that is likely to increase
over the next several years as signal processing becomes more
distributed.

Although DOD-unique IC consumption is a small fraction of the
commercial market, the functions performed by these special circuits
are essential to the nation’s defense.

Recommendation: DOD must determine classes of ICs incorporated
in its weapon systems and other key mission products that require
trusted sources and how many such circuits are needed. This
requires that DOD identify device and technology types of
microelectronics devices that require trusted sources as well as the

8 DSB TASK FORCE ON




EXECUTIVE SUMMARY

length of time it will need such special supply arrangements. This
identification must include the full range of technologies needed for
DOD as well as its suppliers.

DOD AcQuISITION OF TRUSTED MICROELECTRONIC
COMPONENTS

Finding: Throughout the past ten years, the need for classified
devices has been satisfied primarily through the use of government-
owned, government- or contractor-operated or dedicated facilities
such as those operated by NSA and Sandia. The rapid evolution of
technology has made the NSA facility obsolete or otherwise
inadequate to perform this mission; the cost of continuously keeping
it near to the state of the art is regarded as prohibitive. Sandia is not
well suited to supply the variety and volume of DOD special circuits.
There is no longer a diverse base of U.S. IC fabricators capable of
meeting trusted and classified chip needs.

DOD has initiated a Trusted Foundry Program to provide, in the
interim, a source of high performance ICs in accordance with the
overall DTICS mandate. DOD has contracted for these services on a
“take-or-pay” basis. This program is a good start addressing
immediate needs for trusted sources of IC supply, however a more
comprehensive program is needed that looks further into the future.

Recommendation: Led by the USD(AT&L), DOD and its Military
Departments/ Agencies, working with their system suppliers, must
develop a plan of action that encompasses both short- and long-term
technology, acquisition and manufacturing capabilities needed to
assure on-going availability of supplies of trusted microelectronic
components. This plan of action requires both a steady-state vision
and implementation plans for both standard and special technology
components.

cusTtom IC PRobUCTION MODELS AND TECHNOLOGY

Finding: Commercial integrated circuit production methods and
production technology has become strongly skewed to

HIGH PERFORMANCE MICROCHIP SUPPLY 9
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manufacturing commodity products. Costs of high volume standard
products have continued to fall, however this mass production trend
has dramatically raised the cost of low production volume leading-
edge custom products beyond affordability.

Since military systems very often require a few parts with unique
functions, state-of-the-art speed and low power, DOD and its
suppliers have an irreducible need for custom components. A similar
need is arising in industry. The solution to this quandary lies in
development of a new model for economic production of limited
volume custom circuits and equipment.

Developing cost-effective technology for the design and
fabrication of low production volume, leading edge technology
ASICs will require the combined efforts of DOD, the semiconductor
industry and semiconductor fabrication equipment suppliers.

DARPA attempted such a development in the mid-1990s through
its MMST program; however that program had different goals than
those required today.

Recommendation: DDR&E should take another look at ASIC
production and formulate a program to address barriers to low- to
medium-volume custom IC production. This program will require a
dedicated, joint effort by all participants in ASIC production -
designers, fabricators and equipment makers. Such an effort could be
similar to SEMATECH, the industry-initiated, DARPA supported
consortium.

EQUIPMENT EXPORT CONTROLS

Finding: Dual use technology exports which pose national
security or foreign policy concern are regulated pursuant to the
Export Administration Act of 1979. Advanced semiconductor
manufacturing equipment and technology are regarded as sensitive,
and export to destination such as China requires issuance of an
export license by the Department of Commerce (DoC). Applications
for export licenses are reviewed by DoC as well as the Department of
Defense and the State Department. Decisions to grant or not grant

DSB TASK FORCE ON
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licenses are determined on a case-by-case basis. Since the end of the
Cold War U.S. export controls have become less effective in
restricting the flow of advanced semiconductor manufacturing
equipment (SME) and design technology and equipment to China.

The strict international regime of export controls that governed
semiconductor design and production equipment exports during the
Cold War, CoCom, was replaced in 1996 by the less rigorous
Wassenaar Arrangement, a non-treaty, voluntary system for
coordinating and sharing information with respect to the export of
sensitive technologies. On several occasions, the U.S. government

has sought to persuade other Wassenaar members to restrict exports
of SME to China, but has been rebuffed.

Recommendation: The Wassenaar Arrangement covering exports
of sensitive, leading edge semiconductor manufacturing equipment
(SME) is not an effective tool for assuring that potential adversaries
do not have access to leading edge design and wafer fabrication
equipment, technology and cell libraries. The U.S. should act to
strengthen export controls by:

= Negotiating bilateral agreements or understandings
with Wassenaar members in which advanced SME
and design tools are made with the objective of
harmonizing export licensing practices and
standards,

® Concluding a similar bilateral agreement or
understanding with Taiwan.

= Giving the Department of Commerce a mandate and
resources to compile an up-to-date catalogue of the
global availability (including foreign availability) of
state-of-the-art SME and design tools in designated
foreign countries.

HIGH PERFORMANCE MICROCHIP SUPPLY 11
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STANDARD CHIPS WITH PROGRAMMABLE HARDWARE
AND/OR SOFTWARE

Finding: Detense system electronic hardware, like that used in
commercial applications, has undergone a radical transformation.
Whereas custom circuits, unique to specific applications, were once
widely used, most information processing today is performed by
combinations of memory chips (DRAMs, SRAMs, etc.) which store
data (including programs), and programmable microchips, such as
Structured ASICs, Programmable Logic Arrays (PLAs), central
processors (CPUs) and digital signal processors (DSPs), which
operate on the data. Of the two classes of parts, the latter have more
intricate designs, which make them difficult to validate (especially
after manufacturing) and thus more subject to undetected
compromise.

U.S. companies have led in design of programmable microchips
since their inception. Although U.S. design leadership does not in
and of itself assure the trustworthiness of these parts, it does put the
DOD in a superior position to potential adversaries, whose systems
rely on U.S. based suppliers and/or inferior parts procured abroad.
This advantage accrues not only to fielded weapon systems, but to all
aspects of the defense community and of U.S. national
infrastructures.

U.S. leadership cannot be taken for granted, especially in light of
the global dispersion underway in the semiconductor industry.

Recommendation: Continued development of new programmable
technologies is key to sustaining U.S. leadership. To support these
developments, DOD should:

= Partner with industry and with other government
agencies, especially the NSF and Homeland
Security, to fund university research that will ensure
the domestic supply of scientists and engineers who
are skilled in the development and use of
programmable hardware,

DSB TASK FORCE ON
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= Should foster the voluntary exchange of best
counter-tampering practices for assuring trust of
standard programmable hardware among
government and U.S. commercial semiconductor
developers, through the creation of courseware and
industry information exchange programs,

= Institute a targeted program in the area of firmware
integrity to rapidly develop, disseminate and
encourage adoption of improvements to this trust-
related aspect of programmable parts, and in
conjunction with the above, initiate a research
program on “design for trust evaluation” along the
lines of prior successful efforts on “design for
testability.”

DOD-UNIQUE TECHNOLOGIES

Finding: Defense systems, by the nature of their functions and use
environment, require some technologies for which there is no wide
commercial demand. The most widely known of these “special”
technologies is that of radiation-hardening of circuits to allow their
operation / survival through a nuclear event. Similar unique
technologies include low power and counter-tamper techniques.
Research and development for these special technologies is
supported, almost entirely, by DOD through DTRA, NSA or similar
mission agencies.

Recommendation: DOD must continue to support research and
development of the special technologies it requires. This includes on-
going radiation hardened and EMP-resistant component design and
process development. The emergence of requirements for
trustworthiness requires new efforts in technologies to embed, assure
and protect component trust. The Department will require additional
technology development efforts, including:

® Reducing barriers to radiation-tolerant “standard”
designs,

HIGH PERFORMANCE MICROCHIP SUPPLY 13




EXECUTIVE SUMMARY

® Increasing efforts to develop tamper protection
technology, and

= Developing design and production techniques for
disguising the true function of ICs.

ADVERSARIAL CLANDESTINE OPERATIONAL OPPORTUNITIES

Finding: Because of the U.S. military dependence on advanced
technologies whose fabrication is progressively more offshore,
opportunities for adversaries to clandestinely manipulate technology
used in U.S. critical microelectronics applications are enormous and
increasing. In general, a sophisticated, clandestine services develop
opportunities to gain close access to a target technology throughout
its lifetime, not just at inception.

If real and potential adversaries” ability to subvert U.S.
microelectronics components is not reversed or technically mitigated,
our adversaries will gain enormous asymmetric advantages that
could possibly put U.S. force projection at risk. In the end, the U.S.
strategy must be one of risk management, not risk avoidance. Even if
risk avoidance were possible, it would be prohibitively costly.

Recommendation: Accurate characterization and assessment of
adversaries” “dirty tricks” is essential to develop an effective U.S.
counter tamper strategy. The Task Force addressed many of these
issues relative to the security challenges of information sharing, but
opportunities, methods and threats change continuously. The
DDR&E in conjunction with the Intelligence Community should
develop risk mitigating technical approaches to support the risk
management function. DDR&E should take the lead in defining the
requirements and making the necessary investments to realize the
needed security breakthroughs

14 DSB TASK FORCE ON




INTRODUCTION

INTRODUCTION

The microelectronics industry, supplier of hardware capability
that underlies much of America’s modern military leadership
technology, is well into a profound restructuring leading to
horizontal consolidation replacing the past vertically integrated
company structure. This restructuring is driven by the need to
spread large and rapidly increasing capital risks widely, across a
broad industry base. One unintended result of this otherwise sound
industry change is the relocation of critical microelectronics
manufacturing capabilities from the United States to countries with
lower-cost capital and operating environments. From a U.S. national
security view, the potential effects of this restructuring are so
perverse and far reaching and have such opportunities for mischief
that, had the United States not significantly contributed to this
migration, it would have been considered a major triumph of an
adversary nation’s strategy to undermine U.S. military capabilities.
Trustworthiness and supply assurance for components used in
critical military and infrastructure applications are the casualties of
this migration. Further, while not the focus of this study per se, the
U.S. national technological leadership may be increasingly challenged
by these changing industry dynamics; this possibility poses long-
term national economic security concerns.

Although this study focuses on microelectronics components,
changes underway in the semiconductor industry may apply to other
critical military electronics technologies: circuit boards, subsystems
assemblies, and, especially, software. DOD cannot and should not
disengage from its allies and from seeking supply from the global
marketplace, but defense systems and other mission-critical products
designed and procured abroad need appropriate oversight and
controls to ensure trustworthiness.

The superiority of U.S. forces depends on information superiority,
which rests on having superior sensors and superior information
processing and networking capabilities. These capabilities, in turn,
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depend on sustained improvements in the performance of microchips
(see appendix D).1

Accordingly, for the DOD’s strategy of information superiority to
remain viable, the department requires:

® Trusted? and assured? supplies of integrated circuit
(IC)* components.

= A continued stream of exponential improvements in
the processing capacity of microchips and new
approaches to extracting military value from
information.

BACKGROUND

It is now taken for granted that microelectronics-based weapons,
communications, navigation, space, sensor, intelligence, and battle
management systems provide the force multipliers that made the

1. Improvements in sensors are typically linear, i.e., the fidelity of individual sensors

16

increases linearly with time. However, the “take” of raw information increases
exponentially owing to complementary growth in the diversity and number of sensors
available. This, in turn, drives exponential growth in the demand for information
processing and network capacity. The demand for processing power is also driven by the
simple observation that for every “n” bits of information that are acquired, there are 2»
permutations, only a fraction of which will be of interest. Although exhaustive
examination of all of those permutations would be intractable, the DOD has to date
excelled at combining exponential growth in the processing capacity of individual
microchips with improvements in the sophistication of the algorithms that are used to
wring “signals” from data. Note that information superiority does not simply accrue
from the use of microchips in large supercomputers but depends on the processing
performance of microchips that are embedded within a wide range of DOD systems, both
large and small.

. “Trusted” ICs and microelectronic components, in the context of this study, are those

that can be employed by a user with confidence that they will perform as expected and
are free from compromises, denials or exploitation.

. “Assured” supplies are manufacturing capabilities that are available to produce needed

quantities of microelectronics components throughout the life of their system
applications.

. Integrated Circuits (ICs) are microelectronic components that combine multiple circuit

elements on a single semiconductor chip. ICs dominate today’s electronic systems,
performing often complex, high-performance, reliable analog, digital and RF functions.
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revolution in military affairs possible. The hardware underlying
these systems incorporates many classified capabilities, accounts for
reliability, uses special technologies, and enables the long lives of
today’s military systems. Trusted and assured supplies of integrated
circuit components for military applications are critical matters for
U.S. national security, yet the defense fraction of the total integrated
circuits market is minuscule (1 or 2% now versus 7% in the 1970s)>
supplier strategies are driven entirely by economic and market
pressures affecting company health and competitiveness.

In response to the increasing commercial availability of high-
performance ICs, U.S. defense acquisition has emphasized use of
commercial off-the-shelf (COTS) components in new system designs.
Further, the military specifications (MIL-SPEC) system that drove
1970s defense hardware acquisitions was left behind, often in favor of
commercial performance and reliability specifications. Substantial
benefits have followed as a consequence of these acquisition
decisions - cost, performance, and development times of
microelectronic elements of defense systems have improved
markedly?®.

Trustworthiness of custom and commercial systems that support
military operations - and the advances in microchip technology
underlying our information superiority - have been jeopardized”.
Trustworthiness includes confidence that classified or mission-critical
information contained in chip designs is not compromised, reliability
is not degraded, and unintended design elements are not inserted in
chips as a result of design or fabrication in conditions open to
adversary agents. Trust cannot be added to integrated circuits after
fabrication; electrical testing and reverse engineering cannot be
relied upon to detect undesired alterations in military integrated
circuits. While not wholly sufficient -- circuit boards, subassemblies,

5. Military share reference. See: “Sizing the Problem” in the findings section

6. Special Technology Review on Commercial Off-the-Shelf Electronic Components, DOD
Advisory Group on Electron Devices, June 1999.

7. Ray Price, Briefing to the Defense Science Board Task Force on High-Performance
Microchips Supply, May 20, 2004.

8. Randy Goodall, SEMATECH Director, External Programs: Briefing to the Defense Science
Board Task Force on High-performance Microchip Supply, June 23, 2004 see Appendix E.
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and software may also pose concerns -- trusted electronic
components are key and necessary elements to guarantee
performance of defense systems, but are not sufficient.

Assured sources are those available to supply microelectronics
components as needed for defense applications according to
reasonable schedules and at a reasonable cost. Changes in the
semiconductor industry structure also jeopardize DOD’s ability to
procure needed microelectronic components in emergencies and
throughout the long lives of military systems.

The past decade has seen an accelerating trend toward vertical
disaggregation in the semiconductor business.? 111 Companies whose
manufacturing operations once encompassed the full range of
integrated circuit activities from product definition to design and
process development, through mask-making and chip fabrication,
through assembly and final test and customer support, and even
including materials and production equipment, are outsourcing
nearly all these essential activities. Materials and production
equipment supply developed into separate industries 20 years ago.
Company rationale for this divestiture was sound: firms that perform
capital-intensive activities for many customers divide their fixed costs
among them all. Further, the need for these firms to compete in the
open market distills the best supply sources. Next came external
mask-fabrication for lithography. Recent trends point to company
outsourcing of virtually all manufacturing operations, including chip
fabrication, assembly, and testing as well as process development.

10.

Daryl Hatano, SIA: Fab America -Keeping U.S. Leadership in Semiconductor Technology,
Presentation to the Defense Science Board Task Force on High-Performance Microchips,
March 3, 2004.

Firms that specify and design integrated circuits which are then produced under
contract foundries and assembled and tested by contractors are called “fabless.”

Fabless IC companies exhibit better financial performance than vertically integrated
firms because of their low capital investment, greater flexibility and need for less
process engineering. They are increasingly being emulated by historically vertically
integrated manufacturers (sometimes called Integrated Device Manufacturers, or
IDMs).

11. Bob Stow and George Nossaman (BAE Systems): Rad Hard Microelectronics Supply
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Presentation to the Defense Science Board Task Force on High-Performance Microchips,
March 3, 2004.
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Design and development will soon follow. Fabless IC production has
grown to 16% of the total industry (see Figure 1); the fraction fabless
production at the leading technology edge is much higher. The
prototypical integrated circuits supplier in 10 years is likely to specify
products that will then be designed, manufactured, assembled, and
tested by contractors and sold through outside representatives and
distributors. Historical vertical integration in the semiconductor
industry has been replaced by horizontal consolidation of chip
fabrication, mask making, material supply, assembly, testing, and
equipment supply. This consolidation has led to global dispersion of
manufacturing operations, removing many critical operations from

U.S. national control.

$ Billions
16

The fabless/foundry business model has grown to 16% of the
U.S. chip industry. The trend is strongest in the leading
process technology portion of the industry
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U.S. industry’s share of capital expenditures falling and in
leading edge semiconductor manufacturing capacity.
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Figure 2

The hollowing out of previously vertically integrated companies
into fabless firms is the direct result of the rapid technology progress
that characterizes the integrated circuits industry. As technology has
surged forward, the cost of building factories has risen dramatically
(now approaching three billion dollars for a full-scale, 300 mm wafer,
65 nm process chip fabrication plant). Irresistible pressures for
economies of scale, huge nonrecurring product development
expenses, and the need for sophisticated design and test techniques
have forced consolidation of leading-edge product realization
functions into huge, specialized wafer processing facilities, referred to
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as “foundries,” 12 which offer unique services to the broad industry
customer base. Foundries spread the huge costs (both skills and
money) across multiple customers, thereby attaining economies of
scale not possible in a single company’s operations. Contract
assembly started in the 1970s. Wafer fabrication foundries that accept
business from all qualified customers are a relatively new
development in the semiconductor business; they arose in the 1990s
to serve the needs of a new breed of chip companies who lacked in-
house manufacturing capability. The impressive financial
performance of these industry latecomers has put pressure on
traditional chip firms to follow suit, to become “fab-light.” As a
result, after rising to 35% in 1999 to 2004, the U.S. semiconductor
industry fraction of world-wide semiconductor capitol investment in
leading edge technology has fallen to 20% (see Figure 2)

Strategic decisions by several countries that indigenous leading-
edge integrated circuits capability is key to their economic future has
aided and abetted movement of U.S. IC manufacturing and
development abroad. These countries implement their strategies
through a wide variety of economic incentives and support.

Most leading-edge wafer foundries (with the exception so far of
IBM and possibly Texas Instruments) are controlled and located
outside the United States. Although cost of labor was the initial
consideration driving integrated circuit manufacturing off-shore,
automation and inflation has now erased much of this advantage.
Nevertheless, virtually all integrated circuit assembly and most
integrated circuit testing is performed abroad, where the greatest
competence for these activities now resides.

Today the driving force behind the “alienation” of foundry
business from the United States to other countries is the lower cost of
capital available in developing countries, made possible by foreign
nations’ tax incentives, market access requirements, subsidized
infrastructure, and low-cost financing (including ownership), in
combination with the worldwide portability of technical skills,

12. A “foundry,” for purposes of this study, is a wafer production facility that fabricates IC
designs for a broad customer clientele as a major part of its business.
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equipment and process know-how. Sophisticated process knowledge
is now provided by equipment suppliers as part of equipment
purchases. Scientists and engineers trained in U.S. graduate schools
are free to move to other nations. In some cases, students may no
longer seek education in the United States; for example, the number
of engineerin