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ABSTRACT

This review of selected scientific and technological advances occurring in the field of
biotechnology discusses their possible impact for Land Force capability development in the next
decade or two. Some studies suggest that the socio-technical impact of biotechnology may
surpass that of the Information Revolution, and it could become a major force in the 215t Century.
Its synergy with nanotechnology, materials and information technology has led to the
development of new and revolutionary applications that are likely to be adopted in agriculture,
health, environmental applications, manufacturing industries, and by the military. The
implication of this technological impact has raised complex social, political and legal issues all of
which will impact to some degree on the future Land Forces and their operational environment.
This report discusses these issues both in relation to how they may affect society and hence future
contexts, and their pertinence to the future military in terms of direct application of these
technologies.
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Overview of Biotechnology Futures: Possible
Applications to Land Force Development

Executive Summary

The report presents a review of selected scientific and technological developments in
biotechnology, and discusses their potential impact for Land Force capability development
in the next decade or two. It discusses these issues in relation to how they may affect
society and future military contexts. Given the rapid rate of development in the field, this
report is intended to be a working document to be updated regularly to incorporate new
developments.

The Convention on Biological Diversity defines biotechnology as “any technological
application that uses biological systems, living organisms, or derivatives thereof, to make
or modify products or processes for specific use”. While biotechnology applications date
back to 6000 BC, developments since the 1970s in genomics, genetics, cell and tissue
engineering have identified a range of possible novel applications and given the field new
impetus. Its facilitation through nanotechnology, materials and information technology
has fuelled research and development of new technologies with broad applications in
health care, agriculture, environment, and industrial production.

New and promising technologies include:

e Recombinant deoxyribonucleic acid (rDNA) technology, which involves artificially
joining pieces of DNA from different organisms. The technology is relatively
immature, and its future benefits are still to be realised, and in many cases
recognised. It has wide ranging applications such as agriculture (e.g. boosting yields,
plant-based pharmaceuticals); human health (e.g. DNA vaccines, xenotrans-
plantation); environmental health (e.g. GM organisms for remediation); and
industrial production (e.g. manufacture of stronger materials).

¢ Cell and tissue engineering technology promises new skin and tissues for repair,
regeneration, and restoration of human function. Stem cell tissue production is still
in early stages of development, and remains a controversial (and potentially
limiting) issue.

e  Biochip technology promises applications such as: gene and protein chips for rapid
screening and disease diagnoses; biochips for in-time detection and identification of
threat molecules in food, air, and water; and multifunctional lab-on-a-chip systems
to deliver disease targeting drugs in vivo or in vitro. Currently in the clinical trial
stage, these miniaturised devices could be commercially available in the next five to
ten years.

e Biocomputing is expected to provide miniaturised, more powerful, highly energy
efficient and potentially cheaper computers than current silicon-based ones.
Commercially viable applications are expected to appear within the next ten to
twenty years.




Alternative energy sources could be derived from biofuels (e.g. ethanol, biodiesel,
methane). These have both environmental and cost benefit advantages.

From the rr’u'litary point of view, biotechnology presents opportunities for radical changes
to a broad range of applications. The potential exploitation of these technologies for the
enhancement of outcomes and capabilities of future Land Forces include:

* Sensor technologies: to monitor health and assist in biowarfare defence by providing
added battlefield intelligence of chemical and biological threat agents in the
environment.

* Biocomputing: features such as portability, high capacity data storage, lightweight,
high energy efficiency, massive parallelism, cheap production costs, and the potential
to protect C4ISR systems against some levels of radiation.

* Cell and tissue engineering: self-replicating systems for wound healing, such as
biosealants, could help injured soldiers while further treatment is being sought.

* Bioengineered materials: to provide lightweight and durable clothing, and non-
illuminating paints for concealment and radiation protection.

* GM foods: to provide soldiers with extra nutrients, food vaccines, and biomarkers for
soldier identification. Long shelf life foods could reduce refrigeration and supply
requirements.

* Gene therapy and brain implants: to enhance mental and physical capabilities. This
may raise the prospect of soldier screening and selection for suitable tasks based on
physiological and psychological data.

* Recombinant DNA technology has increased the scope for hostile exploitation of
biotechnology. The technology can develop new or modified pathogens and toxins
with enhanced lethality capable of avoiding detection and current control measures.

In addition to the direct social and military applications, there are a number of broader
social and cultural issues that may impact on how biotechnology develops and is applied.
Issues concerning cloning, gene patents, GMOs, stem cells, and gene databases have raised
philosophical, ethical, moral and legal issues. These issues are expected to dominate future
debate, and could determine maturation or the extent of adoption of new technologies in

various countries. As such, they are likely to have some direct and indirect impacts on
future warfighting and combatants.
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1. Introduction

Biotechnology has been broadly defined as “any technological application that uses
biological systems, living organisms, or derivatives thereof, to make or modify products
or processes for specific use” [1]. Its applications date back to 6000 BC when yeast was
first used by the Sumerians and Babylonians for fermentation to make bread, cheese and
beer [2]. The current interest in biotechnology has been fuelled by technological
developments, especially in the area of information technology, which have opened up
opportunities to realise the enormous potential that genomic technologies (particularly
structural and functional genomics), advanced molecular and cellular engineering, and
the emerging fields of proteomics and bioinformatics may provide. It has been
suggested that biotechnology (especially genomics) might constitute the third great
technology driven revolution, after the Industrial and Information Technology
Revolutions [3]. In the next decade or two, it is expected to revolutionise health care,
agriculture, environmental management and national security.

We have undertaken a review of some selected developments in biotechnology to
highlight the range of technologies particularly: sensors, materials, biocomputing, health
and energy applications, and the implications they may have in influencing shaping of
the future context of Army capability development. This report aims to summarise
current developments in biotechnology and highlight some of its socio-technical
implications. As such, it provides possible future contexts for society and the military
environment.

First, this report discusses the range of applications for biotechnology. In doing so it
gives a brief overview of the science behind biotechnology. However, it is not our intent
to give detailed technical information. This may be found within the references.

This report includes a brief overview of the driving forces behind biotechnology
development and application (section 2). We have divided biotechnologies into health
(section 3) and non-health applications (section 4). However, these are not exclusive and
there is some overlap. In such cases we have discussed applications in only one section
to minimise redundant discussion. Having detailed applications, we briefly discuss
social impacts (section 5), selected possible military applications (section 6), and
conclude (section 7) with implications of biotechnology.

Of course biotechnology is a large field, constantly expanding as new discoveries are
made and applications are realised. Therefore this is intended to be a working document
to be updated regularly to incorporate new developments.
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2. Trends and Driving Forces

Taken alone, biotechnology will only have a limited capacity to deliver on its potential.
Rather, it is a combination of factors such as the integration with other technologies
especially nanotechnology and IT, market support, continued scientific discovery, and
cultural changes that will dictate biotechnology impacts and outcomes. These trends
and driving forces include:

Technological synergy. Parallel technological developments in biotechnology,
nanotechnology, materials technology, and cross facilitation with information
technology are enabling the development of new concepts and applications in
medicine, agriculture, mining, food processing, and materials design [4]. For
pharmaceutical companies, the convergence of biotechnology and information
technology has revolutionized drug discovery and design, and reduced costs. Before
the genomics revolution, drug development took approximately 15 years, and cost
approximately US$880 million. With genomic technologies, companies expect to
save approximately US$300 million and two years on drug development. The
convergence of biotechnology and information technology has assisted in the

development of biomedical applications for technologies such as imaging, sensors,
and robotics [5].

Market forces. Global economics is driving international competition among
biotechnology companies to develop new products and applications. The growing
recognition of biotechnology as an economic and social growth factor has prompted
governments in many countries to provide financial support to their local
biotechnology companies to encourage research, development and commercial-
isation of ideas and products [6]. For example, in the 2000-2001 Budget, the
Australian Government allocated $30.5 million over the 2001-2004 year period to

support its biotechnology industry initiatives under the National Biotechnology
Strategy [7].

Biomedical research and development. A considerable amount of basic research is
being undertaken within the field of biotechnology. Progress in human genome
sequencing, and scientific advances in molecular and cell engineering research are
producing new discoveries that are leading to new fields within biotechnology (e.g.
proteomics) whose full potential is yet to be recognised. Therefore, the fundamental
quest to enhance knowledge provides a significant driver for the ongoing expansion
of the field and discovery of new areas of application.

Cultural expectations. The drive to ‘beat nature’ is often considered as a driver for
biotechnology. Expectations of an aging population, untreated diseases, and
unresolved environmental problems have provided incentives for biotechnology
companies to innovate and provide quality products and services [8]. In addition,
changing public perceptions will determine when and how (if at all) current and

emerging biotechnology applications become palatable and hence established within
society.
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3. Health Related Biotechnologies and Applications

3.1 Introduction

In the next 10 to 20 years, health care is expected to shift towards molecular and
preventive medicine, and the use of recombinant DNA (rDNA) and monoclonal
technologies. Genetic testing, gene therapy, and personalised medicine may become
common practice [9]. New surgical tools and techniques such as antioplasty, laser
surgery, and hybrid imaging techniques promise to be largely non-invasive. They will
not only improve survivability, but could reduce patient costs related to lengthy
hospital stays. Advances in cell and tissue regeneration promise to develop organic and
artificial tissues for repair and replacement functions [4].

3.2 Diagnostics

Automation in genomics has made genetic testing possible, with nanotechnology
enabling the development of chip based diagnostic tools that can simultaneously screen
and analyse entire genomes on a chip with speed and accuracy. These genomic tools
include:

¢ DNA chips for rapid, efficient and simultaneous analysis of large numbers of genes
including mutations in each of these genes to identify genetic diseases [10, 11].

e Biochips to act as biosensors to monitor bacteria, viruses, and other microorganisms
in the environment, and perform biological and chemical analysis on people.

¢ Lab-on-a-chip systems to perform laboratory functions and provide fast and
accurate diagnostic information in real time [12]. The system has the potential to
deliver multiple drugs in timed and measured doses, and may become an
alternative method in drug delivery. Society could benefit from the availability of
multiple drug regimes in the treatment of various diseases [13].

¢ Protein-encrusted chips to perform various functions quickly and cheaply. They
could monitor specific microbes, disease cells, and harmful chemicals in the
environment. Soldiers could use these chips to detect chemical and biological agents
and improve battlefield data collection [14]. Tests are currently being conducted to
use protein chips to detect disease biomarkers and assess levels of toxicity of
protein-based drugs [15].

It is expected these new technologies will result in significant performance
improvements [16], and health outcomes because of their emphasis on point-of-care and
personalised treatment [17].

3.3 Treatment and Prevention
3.3.1 Recombinant DNA technology

Recombinant deoxyribonucleic acid (rDNA) is a genetic engineering technique used to
artificially join pieces of deoxyribonucleic acid (DNA) from different organisms [18]. Ina
study by the University of Toronto's Joint Centre for Bioethics, it was ranked among the
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most promising biotechnologies with potential to benefit global health within 5-10 years
[19, 20]. However, the field of rDNA technology continues to rapidly expand, so many
of its future benefits are still to be realised, and in many cases recognised. There are

many potential medical applications of this technology, although these can be
categorised in two areas:

* New forms of drugs: development of molecular based drugs such as new antibiotics
that may solve current problems associated with antibiotic resistance to treatment,

and drugs to treat complex medical conditions such as Alzheimer’s disease, diabetes
and obesity.

* New forms of administration: design and development of safer and more effective
vaccines to control infectious diseases such as HIV/ AIDS, malaria and tuberculosis.
This technology could be used to improve the effectiveness of current vaccines. The
possibility of inhalable drugs, powdered vaccines, and plant based vaccines as an
alternative to drug injection could make drug delivery cheaper and safer.

Creating improved ways of delivering medicine has a number of substantial and

immediate uses. Compared to traditional vaccines, these new vaccines offer the
following advantages [21]:

New means of delivery;

Economical to mass produce and transport;

Heat stable, eliminating the need for refrigeration;

Subunit vaccines (not attenuated) for increased safety.! These vaccines cannot
replicate in the host and are less likely to induce adverse immune reactions;
Enhanced compliance especially in children (e.g. edible vaccines); and

¢ Canbe integrated with other vaccine approaches.

For instance, from the military viewpoint, edible vaccines could solve problems
associated with production, distribution, and delivery of health care in operational
environments.

3.3.2 Transgenic animals and fish

There are many examples of animals being genetically altered to produce non-naturally
occurring products. Cows and goats have been engineered to secrete human proteinsin
their milk. Pigs could become donors of xenografts for human transplants and relieve
organ shortages [22]. Tilapia, a fish of the cichlid family, has been engineered with a
human gene to produce Factor VI, a substance vital for blood clotting [23].

! Attenuated vaccines: A disease-causing micro-organism is isolated and then attenuated (made
less virulent) by ageing it or altering its growth conditions (such as by depriving it of an essential
nutrient). Because this vaccine is actually a living microbe, it multiplies within the body and
therefore causes a strong stimulation of the immune system. Vaccines for measles, mumps, and
rubella are prepared in this way. See: Glossary, Australian Academy of Science.
http:/ /www science.org.au/nova/012/012glo.htm
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3.3.3 Pharmacogenomics

New technological advances in high throughput DNA and messenger RNA (mRNA)
analysis, and efficient processing of this data is enabling rapid generation of patient
information. This development has created ‘pharmacogenomics’, a new field that
combines pharmacology and genetics to study how individual genetic profiles
determine drug response. Pharmacogenomics will enable physicians to deliver tailored
treatment to their patients, and promises safe drugs with fewer side effects, thereby
eliminating prescription related medical errors [24, 25].

3.3.4 Cell culture technology

Cell culture technologies involve growing of stem cells outside living organisms to
produce transplantable tissues for therapeutic purposes. Stem cells have the ability to
develop into more than one form of human tissue. They may be sourced from embryos
or adult stem cells, with the former having greater scope for types of cells produced [26].
For example, adult stem cells have developed into bone and blood cells. It has been
reported that stem cells from bone marrow can also develop into brain cells. This
discovery has improved the prospects of using adult stem cells to repair damaged or
diseased brains of patients suffering neurological diseases and stroke [27].

Tests on mice using embryonic stem cells have shown promising results with potential
clinical applications in the treatment of human neurodegenerative diseases such as
Alzheimer’s and Parkinson’s disease, diabetes (type 1 Juvenile diabetes), spinal cord
injury, and haemophilia [28]; bone and cartilage diseases such as osteoarthritis, heart
conditions, cancer and immune diseases, multiple sclerosis and lupus [26]. However, the
current controversy surrounding embryonic stem cell therapy has restricted its
application. In Australia, only harvested stem cells from surplus IVF embryos can be
used for research [29], causing some constraints on the development of this field.

3.3.5 Gene therapy

Gene therapy is based on the premise that those diseases that are caused by faulty genes
can be treated when the faulty gene is replaced with a normal version. Gene therapies
could control, prevent or even cure particular diseases [30]. There are broadly, two types
of gene therapy.

Germ line gene therapy involves transfer of sperm cells and egg cells of the reproductive
system. Since the creation in 1996 of Dolly the sheep from an adult stem cell, cows,
goats, pigs and mice have all been cloned [31]. However, animal cloning has yet to
overcome a number of hurdles. Many of the cloned sheep, cattle, goats and mice are
reported to have died before birth or were born with severe abnormalities. Dolly died
prematurely in February 2003 aged six years from arthritis and lung disease [32, 33]. In
humans, this form of therapy could eliminate inherited genetic diseases before birth and
save subsequent generations. However, the prospect of engineering identical human
beings has raised moral, ethical, religious, and scientific issues. Many countries have
legislated to prohibit its human application.

Somatic cell gene transfer involves transfer of adult cells and could treat various types of
cancers, cystic fibrosis, diabetes, and acquired infectious diseases such as HIV/AIDS
and tuberculosis. Its application in human tissue transplantation could reduce organ
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rejection, as the recipient s also the cell donor. Compared to adult stem cells, embryonic
stem cells offer the greatest potential. However, due to various legal and ethical
concerns, the extent of use is currently limited.

3.3.6 Xenotransplantation

Animals such as baboons or pigs could be genetically modified and cloned to grow
organs or tissues for human transplantation. This technique could alleviate supply
shortages of human organs, save and prolong the lives of recipients. However, organ
rejection and ethical concerns of using animals to grow human organs constitute a
barrier to xenotransplantation [4].

3.3.7 Bioinformatics

Bioinformatics is a new field that has emerged to provide analytical and computational
tools for biological research. It draws elements from computer science, mathematics,
physics, medicine, and biology. These tools will store, search and analyse genomic and
other biological data [34], and provide valuable information that may lead to new drug
development, more rapid diagnosis and better health outcomes [35].

3.3.8 Genetically modified food

Genetic engineering involves a technique of altering the genetic makeup of cells or
organisms by deliberately inserting, removing, or altering individual genes [6]. In
modern agriculture, this technique is producing food crops with enhanced nutritional
and health benefit. For instance, the ‘Golden’ rice variety has been enriched with beta-
carotene and iron to overcome vitamin A deficiency and prevent blindness [36].

4. Selected Non-Health Biotechnologies and
Applications

4.1 Introduction

While there is considerable research being undertaken in the fields of health-related
biotechnology applications, it is in the field of non-health biotechnology that much of
the immediate impact will be felt. In many cases, the changes wrought by
biotechnologies are evolutionary in nature. The production of genetically modified (GM)
crops has focussed on crop improvements (through disease resistance or greater
productivity). Significantly, this area is quite mature in some areas and has a number of
commercialised products. However, in addition to this, there are a number of emerging
possible applications for biotechnology, ranging from novel approaches to computing to
the development of materials with unique and desirable properties.

4.2 Molecular computation

There is a possibility for biologically based molecular computers to replace some of the
functions currently performed by silicon-based computers in the next decade. These
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computers are expected to possess beneficial features that include: extremely dense
information storage, enormous parallelism, extraordinary energy efficiency, and
multiple switching. They will be miniaturised, more powerful and potentially cheaper
than silicon-based computers [37].

These computers could provide high-speed signal processing and communication, large
data storage, linear and non-linear memories [38]. Compared to electronic computers
that can analyse only one potential problem at a time, enormous parallelism in DNA
computers could enable simultaneous processing of possible answers. The tools of
molecular biology may be useful in solving complex problems [39, 40]. Exploiting the
chemical properties of bacteria such as bacteriorhodopsin may reduce increasing
dependence on semiconductor electronics and assist in protecting C4ISR systems against
radiation and electromagnetic pulses.? Biocomputing focuses on the hybrid field of
computer science and biology, including the computational properties of cells (e.g.
genetic regulatory circuits); DNA computations; DNA self-assembly; cellular and DNA
logic gates; computer immune systems for combating computer viruses; artificial life;
artificial neural nets; and genetic evolutionary algorithms [40].

Biocomputing could become an alternative to semiconductor-based electronic
computing. The unique photo physical properties as well as thermal and photochemical
stability of the bacteriorhodopsin protein could address some of the limitations of
semiconductor electronic computers such as: vulnerability to electromagnetic radiation,
potential limitations in memory capacity, weight, and high energy consumption
problems which could pose problems for future battlefield environments. Biological
computers could circumvent some of the problems anticipated by Moore’s law in the
next few years [40].2 It may offer significant advantages in terms of low cost, compact
size, three-dimensional (3-D) optical memories, parallel processing capacity, and high
tolerance to electromagnetic radiation.

4.3 Biomaterials engineering

Dragline spider silk is estimated to be stronger than nylon, and is elastic, waterproof,
stretchable and biodegradable. There is potential for large-scale production of spider
silk, which could be used to manufacture protective clothing, ropes and nets [41]. Nexia
Biotechnologies in Canada is reported to have successfully produced man-made spider
silk using recombinant silk proteins from the dragline spider. Nexia is also planning to
engineer goats to secrete these proteins in milk [42]. Dragline spider silk proteins have
also been engineered into tobacco and potato plants to be harvested, spun and mass-
produced [43].

Advances in cell and tissue regeneration promise biomaterials with superior advantages
to synthetic materials due to their compatibility to the human body. This technique has
already produced skin products for wound treatment, and clinical tests are being
conducted on new cartilage and functional tissue to treat heart disease. It will also
enable using stem cells to replace dead or damaged tissue, which could assist in the
treatment of wounds and accelerate healing. Artificial tissues have included bioactive

2 Bacteriorhodopsin is said to maintain its structure and function in temperatures as high as
140°C, a temperature at which most proteins can no longer function.

3Moore’s law is named for the founder of Intel. This law predicts that the density of components
possible on a computer chip will approximately double every 18 months.
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polymers to act as meshes, sponges, or hydrogels to stimulate tissue growth, and
ceramics for bone regeneration [4].

4.4 DNA Forensics analysis

The discriminating power of DNA fingerprinting technology has contributed
significantly to law enforcement, particularly in solving serious crimes such as rape and
murder. New DNA technologies can match minute biological samples to their sources.
Aided by computer technology, DNA databanks have assisted in criminal investigations
that led to prosecution in unsolved cases [44].

DNA testing has been instrumental in correcting miscarriages of justice for innocent
individuals accused of crimes. This was highlighted in the U.S. Department of Justice
Report on 28 cases reviewed where DNA tests later exonerated individuals convicted on
the basis of eyewitness testimonies. Had DNA tests been conducted on physical
evidence, their innocence would have been proven much earlier [45].
DNA testing is said to have 99 percent accuracy and has been instrumental in cases
involving disputed paternity. Fathers have used it to deny or reduce child support
payments. It has also enabled children to prove their biological heritage [46].

DNA has assisted in the identification of aircraft and war victims using personal items
containing tiny amounts of human genetic material (e.g. skin or hair). For instance, DNA
testing identified most of the victims of the World Trade Center disaster in New York in
September 2001. The US Defense Department used DNA to identify remains of missing
soldiers who died during the Vietnam War, Korean War, and World War II [47]. It was
also used to identify victims who died during the Bali bombing in October 2002 [48].

4.5 Genetic engineering

Genetic modification of natural biological systems for non-medical applications has a
large number of diverse applications, which are already in the marketplace. Indeed,
from a commercial sense, this is probably the most mature area. Some examples include:

* Food production. This technology promises crops with higher yield and quality;
improved resistance to pests and diseases; better tolerance of environmental
extremes (e.g. drought and salinity); new food stuffs; modified plants to control
water and soil pollution; and crops that can grow faster, and in competitive
production systems [49]. Corn and potato engineered with proteins from the soil
bacterium Bacillus thuringiensis enables them to develop pesticide resistance [50].
One tomato variety (Flavr-Savr) has been modified to extend its shelf life [4].

Recombinant technology is also expected to produce healthier, more productive and
disease resistant farm animals.

* Biosensors. Using recombinant techniques, plants and bacteria are being modified
to act as biosensors to detect and monitor hazardous materials in the environment
[4]. Indeed, bacteria have been modified to be sensitive to substances such as TNT,
creating opportunities for land mine detection. Environmentally, there are
significant potential benefits to engineering fish to detect pollutants like dioxin or
polychlorobiphenyl (PCB) {23].
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* Pollution control. Genetically engineered bacteria that feed exclusively on oil could
control oil slicks. Other microorganisms could also break down pesticides,
herbicides and chemical waste, and assist in environmental pollution control.
Researchers at The Institute for Genomic Research (TIGR) and the University of
Massachusetts, Amherst, have decoded and analysed the genome of the bacterium
Geobacter sulfurreducens and found that it has potential for bioremediation of
radioactive metals and electricity generation. It could assist in the clean-up of
ground water contaminated with radionuclides and metals, and in industrial sites
[51].

4.6 Power and energy

Genome sequencing of the G. sulfurreducens bacterium indicated evidence of aerobic
metabolic, one-carbon and complex carbon chemotactic behaviour. It also possessed
many two component sensors and c-type cytochromes. These characteristics provide the
bacterium with the capability to reduce metal ions or create electricity as part of its
energy-generating metabolism [52].

4.7 Fuel cells

Scientists have developed an efficient bacterial microbial cell using the unique
characteristics of the Rhodoferax ferrireducens bacterium. The bacterium was shown tobe
capable of generating electricity while feeding on simple sugars such as glucose,
fructose, sucrose, and xylose. Tests carried out reported efficiency in energy conversion
in these sugars was over 80% [53, 54].

5. Social Impacts of Biotechnological Advances

5.1 Introduction

While there may be benefits to be derived from prospective biotechnological
applications, society may be confronted with social, economic, political and legal
challenges arising from their implementation. Although these may not have direct
implications for the military, indirectly they do, as biotechnology may fundamentally
change the environment within which the future Army recruits, trains and operates.

Some of the issues that could dominate future debate include [4]:

Disparity in access to biotechnology products;
Cloning (especially of humans);

Gene patents;

Genetically modified organisms and transgenic crops;
Use of embryonic stem cells for tissue engineering;
Xenotransplantation;

Privacy of genetic databases; and

Increased risk of engineered biological weapons.
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5.2 Disparities in research and access to products

Bio-medical advances and interventions are expected to enhance health and prolong
survival rates of the global population, allowing people to enjoy more active lives than
ever before. While some of these new genomic interventions may become available,
there is concern that a new type of inequality may emerge where access to health care
will be determined by existing social and economic structures. The capacity to pay will

determine who gets quality medical care from the costly and specialised medical
techniques [55].

There is a possibility of increasing marginalisation of the health problems affecting the
developing world because the research agenda will largely be determined by the
priorities of the developed world and its market potential. As drug development
requires high capital investment, is time consuming (8-12 years) and involves high risk
taking, there are fears that this could widen the current gap in global health research
spending between developed and developing countries [56]. Already, more than 90%is
spent on the health needs of richest 10% of the world's population. The concentration of
research funding in developed countries, and largely in the private sector, may widen
this gap because research priorities will be influenced by market considerations such as
individual purchasing power in the global competitive economic environment [57].

Because of profit potential, drug companies may direct their investment to those
diseases and patients with a high rather than low profit margin. Many developing
countries in Africa, Asia and South America where infectious diseases kill more than 14
million people a year may miss out on new and effective medicines that are critical for
the survival of their populations. For life-saving drugs that are already in the market
such as for HIV/AIDS, access is limited because poor people cannot afford them.
Research and development costs, government regulations and patents have contributed
toraise prices [56]. It has been estimated that of the 1233 new drugs marketed from 1975
and 1999, only 13 were approved specifically for tropical diseases. Of these, six were
developed by the World Health Organisation (WHO), United Nations Development
Program (UNDP) and UNDP/World Bank/ WHO-supported Special program for
Research and Training in Tropical Diseases (TDR). The challenge will be how to direct
global resources into research and development to address health needs of developing
countries, and make drugs and vaccines more affordable [57].

5.3 Genetic databases and privacy issues

It is expected that bioinformatics will result in integrated databases of DNA and other
health related information including that relating to genetic predisposition to disease,
intelligence, sexuality and behavioural traits. Although genes are not the only
contributing factors for these conditions, the potential exists for excessive surveillance
and inappropriate use of this information by employers, insurance companies or
government bodies. Particular individuals, their families or ethnic groups could be
targeted and subjected to various forms of discrimination. There is concern that this may
result in the creation of a genetic underclass of undesirables in society and further widen
the current societal divide. This possibility has raised complex ethical and legal
questions. How to balance freedom of access by government bodies, private companies
and researchers for the purposes of scientific research, while maintaining confidentiality,
will require legislative protections to safeguard the rights of vulnerable populations and
ensure fairness [58]. The Iceland government has developed a national gene database of
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its entire population. Use of the database has been opposed by professional groups such
as the Iceland Medical Association and the World Medical Association, on the basis of
potential breaches of medical ethics and patient confidentiality [59].

5.4 Gene patents

As policies are not uniform across the globe, questions of ownership and control of
genetic information will have to deal with the yet unsolved issue of clarity of patents [4].
The potential for commercial monopoly of patents has raised questions among
researchers and medical professionals who are concerned that patents on disease
causing genes may restrict innovative medical research and harm public health [60, 61].
They argue that patent monopolies place data restrictions on upstream product
discoveries. This may jeopardise downstream product development where data from
upstream products could have provided useful information to enable refinement of tests
for diseases. Patent restrictions also impose high licensing fees and raised medical costs
that are passed on to patients. This may result in those patients on lower incomes being
denied access to effective treatment [62].

5.5 Human cloning

The prospect of cloned human beings challenges traditionally accepted norms of what
societies consider to be human and culturally appropriate [63]. New genetic knowledge
and reproductive technologies raise the possibility of human beings with identical DNA
and genes. Fears of designer babies and genetic enhancement have raised ethical and
moral questions with regard to the identity and dignity of cloned children in society.
Genetic enhancement could create categories of superior or inferior human species. The
fight for survival of the fittest may ultimately result in elimination of specific genes.
Cloning humans is said to constitute an ‘unnatural science’ and undermines human
dignity and liberty. It could promote genism, racism, and eugenics [64]. Many countries
have legislated to ban human cloning.

5.6 Xenotransplantation

While xenografts may solve the shortage of human organs and tissue, and improve
health and life expectancy of patients, there are theological and ethical questions on
what constitutes a human being, when transgenic animals are used to produce human
organs [4]. There may be risks of animals transmitting diseases that currently only affect
them to human recipients and the wider society. Indeed, the recent appearance of HIV
has been attributed to such a transfer. Genetic engineering of animals could also
jeopardise animal welfare and their relationship with humans.

5.7 Transgenic Crops

While there is considerable optimism regarding GM crops, questions are being asked
with regards to possible harm to human health, damage to the environment and the
unease about the 'unnatural' nature of genetic modification.

These concerns have sparked protests particularly in the United Kingdom and Europe
where environmentalists, consumers, and religious groups have pressured their

11
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governments to prevent GM crop production until potential impacts have been
evaluated [65]. Concerns include:

* The perception that powerful multinational companies will have a significant
influence on agriculture and food production, and this could undermine traditional
farming practices (e.g. farmer-saved seed). This could force subsistence farmers to
become dependent on multinationals for plant seed.

* Religious groups argue that this technology ‘tinkers with nature and breaches the
species barrier’, and would prefer conventional breeding methods [66).

¢ Consumers are concerned that gene technology could transfer compounds with
known allergens into new plants. This may adversely affect individuals sensitive to
these allergens. The reported case of allergenic reaction to proteins from the Brazil
nut in transgenic soybeans highlights this possibility. This allergen affected some

people during human trials, resulting in withdrawal of the particular soy product
[67].

* Environmentalists worry that GM crops may spread rare transgenes into natural
plant populations and destroy the genetic pool of local species. This could disrupt
the natural balance of the ecosystem in the long term. In addition, soil ecology could

be affected if GM crops destroy naturally occurring bacteria, which play important
roles in the ecosystem.

Given the range of these concerns, and in the absence of clear scientific consensus on
possible risks associated with GMOs, there are calls for governments to adopt

precautionary measures such as mandatory regulations on food labelling and risk
monitoring [65, 66].

6. Selected Possible Military Applications and
Implications

6.1 Introduction

The application of biotechnology to the military sphere is likely to provide opportunities
not available through other approaches. Indeed, a report by the Committee on
Opportunities in Biotechnology for Future Army Applications has highlighted that new
advances in biotechnology could in particular prove useful in enhancing health and
survival of troops in the battlefield. As indicated in the previous sections, this could be
in the form of novel vaccines and GM products. However, they could also alleviate

transport and logistical problems, provide efficient communications infrastructure, and
alternative energy sources [38].

6.2 Less vulnerable biomolecular electronics and computing

Biocomputing could provide a viable alternative to semiconductor based electronics and
computing. The unique photo physical properties as well as thermal and photochemical
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stability of the bacteriorhodopsin protein could address some of the limitations of
semiconductor electronic computers such as: vulnerability to electromagnetic radiation,
potential limitations in memory capacity, weight and high energy consumption, which
could pose problems for future battlefield environments. It may offer significant
advantages in terms of low cost, compact size, 3-D optical memories, parallel processing
capacity, and high tolerance to electromagnetic radiation and cosmic arrays.¢ Three
dimensional data storage can store roughly three times more information in the same
size enclosure than a two-dimensional optical disk. The computers are insensitive to
external moisture, and can be submerged under water for months without
compromising reliability of the data.

Biomolecular electronics may take many years or decades to develop. However, the
possibility of the new biological and hybrid devices being lighter, faster, and possibly
cheaper than the current computer-engineered devices used by the Army provides
opportunities for Army to harness this potential to enhance capability where necessary.

6.3 Biomaterials

The potential to exploit chemical properties of bacterial proteins may yield materials for
clothing and concealment, and increase soldier protection. The technology could be used
to make non-illuminating paints and coatings capable of absorbing radiation, to be
sprayed on tanks and aircraft and protect soldiers from enemy radar detection. It could
develop combat uniforms that change colour and blend with the environment.

There is the possibility to develop lightweight, flexible and much more durable
protective armour for soldiers, thereby reducing the load that soldiers have to carry with
them. Material from the Dragline spider is claimed to be much stronger than Kevlar
synthetic fibres and could be utilised in ballistic protection.

Approximately 55% of battlefield deaths are caused by excessive bleeding. Biosealants
could provide immediate care in the battlefield by preventing bleeding and
haemorrhaging of injured soldiers while permanent treatment or transportation is being
sought. Individual soldiers could also carry biosealants in their backpacks. Self-
replicating systems for wound healing would improve treatment of soldiers in the
battlefield and save lives.

6.4 Biosensors

Lab-on-a-chip systems could be implanted to monitor soldiers’ health for exposure to
harmful agents, and carry out fast, ultra sensitive, and low cost analysis in real time. A
lab-on-a-chip system could trigger the release of an antidote or activate a protective
mask of the combat soldier. A network of biosensors could also provide added
battlefield intelligence to commanders. They could provide early warning signals to
enable the adoption of protective measures when necessary. This technology has the
potential to produce compact devices the size of a postage stamp that could be worn like

4 Biocomputing focuses on the hybrid field of computer science and biology, including the
computational properties of cells (e.g. genetic regulatory circuits), DNA computation, DNA self-
assembly, cellular and DNA logic gates, computer immune systems for combating computer
viruses, artificial life, artificial neural nets, and genetic and evolutionary algorithms.

13
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wristwatches. These unobtrusive biosensors could perform a variety of functions in the
combat environment.

6.5 Functional foods

GM foods may assist in improving combat effectiveness, reducing logistic support
requirement needs and improving readiness. GM technology could provide foods with
extra nutrients, that require less refrigeration or storage, and foods with enhanced
digestible enzymes. A food dye or biomarker incorporated into food could assist in
distinguishing friendly soldiers from enemy forces, and enable commanders to monitor
troop movements during combat or peacekeeping operations.

Highly digestible food would reduce the amount transported to troop locations.
Vaccines incorporated into common foods such as potatoes could protect soldiers from
common ailments such as diarrhoea and other infectious diseases encountered in exotic
locations. This could simplify the need to carry vaccines that require refrigeration and
would save on energy consumption. The technology would also provide crops that can
be grown to maturity in days rather than weeks, and ensure a continuous supply of
fresh fruits or vegetables for combat soldiers.

6.6 Performance enhancement

The convergence of nanotechnology, biotechnology, information technology and
cognitive science could enhance the cognitive, behavioural and physical attributes of
soldiers. Mental and physical enhancements would have direct war zone applications.
Sensory implants to measure brain chemistry, antidote implants, and gene-based drugs
may assist soldiers during periods of critical stress. They also provide the possibility to

screen and select individuals for specific tasks based on physiological and psychological
characteristics [68].

6.7 Bioweapons

Studies on genome sequencing, molecular biology and genetic engineering have
produced large quantities of information and knowledge of the biology of plants,
animals, insects and humans. This has increased people’s understanding of genetics,
particularly that of biological function in pathogens and target hosts. There is concern
that, while this knowledge may benefit humankind by improving health, it also
provides opportunity for terrorists groups and foreign governments to use the new
biomedical methods for the development of biological weapons for military purposes.
The capability could develop enhanced biological agents to circumvent current or
planned countermeasures [4].

An official American study in 1977 reported the possibility of developing the following
novel agents [69].

benign organisms, genetically altered to produce a toxin, venom or bioregulator;
microorganisms resistant to antibiotics, standard vaccines and therapies;
microorganisms with enhanced aerosol and environmental stability;

immunologically altered microorganisms able to defeat standard identification;
detection and diagnostic methods; and

* combinations of the above four types with improved delivery systems.
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GM technology provides the capability to increase the pathogenicity of known viruses
and bacteria. For instance, while attempting to produce an effective contraceptive for
mice, Australian researchers inserted two new genes into the mouse pox virus and
created a new but lethal version of this virus that ended up killing all the mice that were
infected with it. This virus would normally cause only mild illness [70].

It is possible to synthesise simple viruses from scratch. US researchers were able to
synthesise a viable poliovirus from commercially available chemicals and the genome
sequence for polio obtained by mail order supply. The recipe was downloaded from the
Internet. This proved that these viruses could be reconstructed from blueprints [71].

Future biological agents could be engineered at the molecular level to target specific
human biological systems such as cardiovascular, immunological, neurological, and
gastrointestinal systems. They could also be used covertly to target a specific civilian
population based on genetic or cultural traits. The emerging biotechnologies pose a
threat to civilian and military populations and present challenges to biological defence
strategies [72].

Anticipated advances in microbiology, molecular biology and genetic engineering may
play a dual role. While contributing to improve the quality of human life, easy access to
the readily available information provides unlimited opportunities for individuals with
amotive to develop sophisticated biological weapons. A biological weapon attack could
result in death and economic losses to society [73].

This may mean that international conventions such as the Convention on the Prohibition
of the Development, Production and Stockpiling of Bacteriological (Biological) and
Toxin Weapons and their destruction (BTWC), may need to be modified in view of the
evolving threats posed by advances in biotechnology. Recently some in the biomedical
community have suggested strengthening of the BTWC with a legally binding protocol
to prevent potential abuse of biological warfare programs [74, 75, 76, 77].

6.8 Recruitment and retention

There is a possibility that new discoveries, techniques and tools of modern
biotechnology may increase human life span beyond the current average. In 2000, the
average life expectancy for an Australian male was 77; for females it was 83 years [78].
Longevity is expected to surpass the theoretical age limit previously set at 120 years [79].
As people become healthier and live for much longer, particularly in developed
countries, this expectation could serve to influence perceptions of working lives and
retirement plans [80]. This expectation could also alter the generally accepted concept in
the ADF of retiring at 55 years of age. There is possibility for delayed retirement for
those soldiers wishing to continue their employment in the ADF.

Given that populations in most OECD countries including Australia are aging, the
traditional pool (18 - 24 age group) of potential ADF recruits may shrink [81]. A
stronger economy and short supply of skilled young applicants could result in tough
competition for talent with other government and private industry sectors for potential
candidates. This raises the possibility of lateral recruitment of older people to the ADF,
not just those in the late teens and early twenties.

15
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7. Conclusion

Rapid developments in biotechnology promise significant health improvements
including: molecular based drugs and vaccines to control variety of infectious and
genetic diseases; advanced diagnostic tools for accurate genetic testing and risk
prevention; non-invasive surgical techniques to minimise pain; gene therapy to treat
immune and age related diseases, and enhance non-disease traits; tissue and cell based
therapies to replace damaged skin, muscle, and other body functions [9, 4]; and
implantable biochips for in vivo health monitoring and controlled drug release [15].
Genomic-based applications could eradicate many common and untreatable diseases
[20], improve the quality of human health and extend life expectancy [4], and enhance
human physical and cognitive capabilities [68].

Genetic modification could produce transgenic crops with enhanced nutritional value,
pesticide and herbicide resistance, and extended shelf storage, and crops that can grow
faster and tolerate harsh environments. Other possibilities include plant-derived
vaccines, modified plants and bacteria to monitor the environment for pollutants, and
farm animals that have been genetically engineered to resist disease, enhance
production, and produce human proteins to treat diseases. There are indications that
these new applications could be in the market by the year 2015 [4).

Some of these applications might help soldiers survive and perform better in the 21st
Century battlefield. There is potential to benefit from the possibility of a reduction in the

logistics burden, added battlefield intelligence, improved communication and decision-
making, and survivability [38].

The realisation of these applications will depend on a variety of factors such as social
and cultural acceptance of technological change, levels of technology and infrastructure
investment in respective countries, market drivers and other structural determinants.

Technological impacts may also vary between the developed and developing countries
[4, 82). '

Developments in biotechnology are also raising significant social and cultural issues and
challenges. There are concerns that some of these developments may lead to new forms
of ideology, and could threaten established social structures. Indeed, some of these

perceptions have contributed to limit the extent of certain aspects of biotechnology
research and development.

From the military viewpoint, biotechnology presents an opportunity for radical changes
to a broad range of capabilities, especially enhancement of individual soldiers’
readiness, protection of information infrastructures, and warfare defence. It could
provide the Army with significant advantages in the next decade or two. An emerging
threat from biotechnology is the potential for bioweapons development and
proliferation, which may change conventional war patterns and threaten regional
security. There is a danger for bioweapons to be incorporated into the weaponry of

terrorist organisations and states experiencing regional instability where they could be
used for social and political purposes.
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10. Glossary

Antibody

A protein found in the blood serum which is formed in response to the presence of an
antigen.

Antigen

Foreign macromolecule which does not belong in the host body and which can be bound
by antibody or by T-cell receptor.

DNA [deoxyribonucleic acid]

A double-stranded, helical nucleic acid molecule that is the carrier of genetic
information.

Functional food

Food that has properties beyond the traditional nutrients it contains, and has been
enhanced with specific nutrients or chemicals.

Functional genomics

The study of genes, their resulting proteins, and the role played by the proteins the
body's biochemical processes.
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Gene
A discrete unit of hereditary information that consists of DNA and is located on the
chromosomes.

Genomics
The study of genes and their function.

Genotype
The genetic constitution of an organism, as distinguished from its physical appearance

(its phenotype).

Messenger RNA [mRNA]
A type of RNA that relays the genetic information from the DNA in the nucleus to
ribosomes in the cytoplasm.

Monoclonal antibody
An antibody that is mass produced in the laboratory from a single clone and that
recognises only one antigen.

RNA (Ribonucleic acid)
A single-stranded nucleic acid molecule involved in protein synthesis. The structure of
RNA is determined by DNA.

Subunit vaccines
Are vaccines that use only a defined subunit of the bacterium or virus to stimulate a
strong immune response.

Structural genomics
The effort to determine the 3D structures of large numbers of proteins using both
experimental techniques and computer simulation.

DNA computing
Uses biochemical processes based on DNA.

Bioinspired computing
Applies biological laws to computer design. -
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