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Broadening the Army's Bandwidth 

The Army is transforming itself from a heavy 

Cold War force to a much more agile one, 

which it has dubbed the future force. A 

crucial part of that transformation requires 

the Army to shift its communications from being 

segmented to being networked. The difference is 

that in the former it is easy to communicate up 

and down vertical communication stovepipes but 

not across them. In the latter, any node in the 

network can communicate with any other node. 

Networked communications require considerable 

bandwidth, which facilitates the capacity to send 

and receive information. The Army is concerned 

about whether it has enough bandwidth available 

and asked RAND Arroyo Center to determine 

the nature and extent of potential bandwidth prob- 

lems for the future force. The specific concern is 

whether enough capacity exists to meet the opera- 

tional requirements spelled out for the future force. 

The results of that research appear in Future Army 

Bandwidth Needs and Capabilities. 

Bandwidth: Demand and Supply 
Demand for bandwidth has been increasing expo- 

nentially. For example. Operation Noble Anvil, 

the U.S. operation in Kosovo, is estimated to have 

used from 2 to 2.5 times the bandwidth used in 

Operation Desert Storm, a much larger operation. 

Operation Enduring Freedom in Afghanistan 

marked the largest military use of bandwidth to 

that time and exceeded that used in the Gulf War 

by a factor of 7. A recent estimate indicates that 

Operation Iraqi Freedom required roughly 10 

times the bandwidth demanded by the Gulf War. 

Demand will continue to grow, with the result 

that it will far outstrip supply. The figure shows 

an initial assessment of the requirements for band- 

width, based on preliminary requirement docu- 

ments, compared with estimated supply. The figure 

shows peak bandwidth requirements for a brigade- 

sized unit compared with what is anticipated to be 

accessible based primarily on spectrum available 

Key findings: 

• Bandwidth is critical to the Army's concept 
for its future forces 

• The demand for bandwidth will exceed 
supply 

• Bandwidth must be managed and allo- 

cated as an important combat resource 

• No single approach will solve the Army's 
bandwidth problem, so it must pursue 

several approaches 

today (in CONUS) or expected to be available in 

the near term. In rough terms, demand exceeds 

supply by hundreds of megabits. The bulk of the 

demand will be made up of sensor data needs. 

Army Options and Actions 
In broad terms, the Army's options to address 

the bandwidth problem are few: (1) get the 

most out of the hardware and software, i.e., use 

improved radios and antennas and make better 

use of allocated spectrum; (2) get the most out of 

the network's architectural options, e.g., employ 

hierarchical schemes using vertical nodes such as 

unmanned aerial vehicles; and (3) look for ways to 

hold capacity demands to only what is needed. 

In order of priority, Arroyo researchers recom- 

mend that the Army take the following actions. 

Reassess Information Demands and Needs 

As a first order of business, the Army must under- 

stand what drives its information demands. We 

have only scant data on the details of actual 

demands as well as relatively little analysis of the 

necessity and the value of proposed information 

flows at each of the various echelons. Furthermore, 
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because demand is not the same as need, the Army must reassess 

the necessity of these information requests. More experimentation is 

needed to determine how various information demands contribute 

to mission success. 

Change Application Structure 

Apphcations determine the volume and timing of much of the 

information flow. Adjusting apphcations demands, for example by 

compressing them, can radically decrease bandwidth requirements. 

Minimizing the need to send raw sensor data will also be benefi- 

cial, especially if data can be fused locally. However, explicit per- 

formance assessments must be conducted to maintain quality with 

respect to data fusion and compression. 

Manage Operational Demands to Meet Needs 

The priority afibrded a given user of a network will vary depending 

on the situation. During a battle, operational traffic should have 

priority, but logistics traffic may be more important during a repair, 

refuel, and rearm phase. Changing information needs mean that the 

network must be managed actively to ensure that important com- 

munications get priority and to smooth flow through the network. 

Increase Efficiency of Network Routing 
Army communications are increasingly network based and must 

be addressed from a network perspective. The Communication 

and Electronics Research, Development and Engineering Center 

(CERDEC), the Defense Advanced Research Projects Agency 

(DARPA), and commercial industry are attempting to increase 

capacity through more efficient routing through networks. These 

techniques take advantage of knowledge of the network state to 

improve routing efficiency. 

Increase Capacities of Links 

CERDEC and DARPA are working to increase link capacities. 

Directional antennas can increase capacity substantially, although 

more development is needed to get the full benefits of this concept. 

Directional antennas are more efficient because they transmit and 

receive in a focused way. Developed to their full potential, direc- 

tional antennas could reduce the inherent capacity limitations of 

large numbers of radios sharing a frequency channel. 

Today s allocation of available frequencies limits capacity, espe- 

cially for ground vehicles on the move. Commercial demands are 

competing for the spectrum available for use by the military. Limited 

access to the spectrum makes it difficult for Army units to train 

as they will fight, and, by some estimates, not enough spectrum is 

available to support a brigade-sized exercise. 

Spectrum reuse is key to achieving as much capacity as possible. 

Directional anrennas facilitate reuse even with fixed frequency 

allocations. Fully dynamic spectrum management could aid even 

greater reuse of the spectrum by doing away with the need for static 

channel/frequency assignments. Dynamic spectrum management 

finds available frequencies that may not be used at a particular 

time. DARPA Is developing technologies to enable dynamic access 

to radio frequency spectrum. This important technology concept 

needs to receive continued support. 

Overall Assessment and Recommendations 
Bandwidth is a limited resource that needs to be managed. New 

technologies will greatly Increase capacity, but unchecked user 

demands will probably keep pace and exceed available capacities. 

No single technique will solve the problem. The challenge Is to 

meet the right users' needs at the right time. To achieve this, 

Arroyo researchers recommend that the Army do the following. 

First, bandwidth needs to be treated as an operational resource to 

be allocated by commanders and staffs much in the way that other 

resources such as close air support are allocated. Second, the Army 

should continue to pursue all technologies that could provide ben- 

efit, because no single technology will resolve the bandwidth prob- 

lem. A single agency should synchronize technology development 

for efficiency and coordination. This Includes not only communica- 

tions systems but also systems-of-systems to reduce demands and 

create an overall information architecture. Third, the Army should 

develop and refine assessment tools; better assessment tools are 

needed to make complex tradeoffs. Last, the Army needs ro make 

a partner of DoD to avoid unnecessary redirection and to take 

advantage of DoD-wide capabilities. This is especially Important 

with respect to the DoD efforts to maintain and perhaps acquire 

new spectral allocations. ■ 
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