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OPTIMIZING ELECTRIC GRID DESIGN UNDER
ASYMMETRIC THREAT (II)

by

Javier Salmeron and Kevin Wood
Department of Operations Research
Naval Postgraduate School, Monterey, CA 93943-5219

Ross Baldick
Department of Electrical Engineering
University of Texas at Austin, Austin, TX 78712-1084

Abstract

This research extends our earlier work to improve the security of electric
power grids subject to disruptions caused by terrorist attacks. To identify critical
system components (e.g., transmission lines, generators, transformers), we devise
bilevel optimization models that identify maximally disruptive attack plans for
terrorists, who are assumed to have limited offensive resources. A new model
captures the dynamics of system operation as a network is repaired after an
attack, and we adapt an earlier heuristic for that model’s solution. We also
develop a new, mixed-integer programming model (MIP) for the problem; a
model that can be solved exactly using standard optimization software, at least in
theory. Preliminary testing shows that optimal solutions are readily achieved for
certain standard test problems, although not for the largest ones, which the
heuristic seems to handle well. However, optimal solutions do provide a
benchmark to measure the accuracy of the heuristic: The heuristic typically
achieves optimality gaps of less than 10%, but occasionally the gap reaches 25%.
Research will continue to refine the heuristic algorithm, the MIP formulation,
and the algorithms to solve it. We also demonstrate progress made towards a
graphical user interface that allows performing our interdiction analysis in a
friendly environment.
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1. INTRODUCTION

This report documents the continuing research project entitled “Homeland Security Research
And Technology Proposal (Optimizing Electric Grid Design Under Asymmetric Threat),” which
is sponsored by the U.S. Department of Justice, Office of Justice Programs and Office of

Domestic Preparedness.

This research extends our previous effort aimed at developing new optimization models and
methods for planning expansion and enhancements of electric power grids that improve
robustness to potential disruptions caused by natural disasters, sabotage and, especially, terrorist
attacks. The research reported here shows the progress made in different areas comprising

modeling, algorithms and their implementation, testing, and user interfaces.

The document is organized as follows: Section 2 presents an overview of project
accomplishments to date. Sections 3 through 7 describe this year’s activities in detail. In
particular, Section 3 describes our model of post-attack system restoration over time, and an
associated solution procedure. Section 4 focuses on a new model representation as a standard
mixed-integer program. Computational results for these models are presented in Section 5,
including comparisons with earlier results. Section 6 presents an overview of our new “VEGA”
decision-support system, which includes database and graphical user-interface tools, along with
an optimization module. Other activities are summarized in Section 7. Section 8§ presents an
overview of the work intended for year 2004. We conclude in Section 9 with the list of criteria

used to assess the value of our project to Homeland Security.

2. OBJECTIVE AND SUMMARY OF WORK COMPLETED

Our project develops new mathematical models and optimization methods for robust planning
of electrical power grids, focusing on security and reliability, with special emphasis on potential
disruptions caused by terrorist attacks. We refer to our previous proposal [Salmeron and Wood,
2002-I] and references therein for detailed background on the problem of electric power-grid

vulnerability.

A statement from the Committee on Science and Technology for Countering Terrorism
[2002] succinctly states the motivation for our work: “The nation’s electric power systems must

clearly be made more resilient to terrorist attack.” This motivation has been further strengthened



by the blackout, on 14 August 2003, in the Northeast U.S. electric power grid [U.S.-Canada
Power System Outage Task Force, 2003]. Although the blackout was not instigated by terrorists,
its cause appears to have been multiple failures of infrastructure elements in the transmission

system, and our current research addresses precisely such situations.

We also refer to our previous report [Salmeron, Wood, and Baldick, 2003-I], where we
establish the mathematical foundations for the models and algorithms that we have enhanced in

the research reported here.

The following milestones have been achieved as the result of previous and current research
(see proposals by Salmeron and Wood [2002-1], [2002-1I]). (Underlined items identify the most

recent contributions.)

(1) Formulation of mathematical models that represent the problem of optimally interdicting

an electrical power grid. A newer formulation includes system restoration over time.

(2) Development of heuristics that identify highly disruptive attack plans to a specific electric

power grid given limited interdiction resources. Newer heuristics keep pace with the

developing models and have been adapted to incorporate system restoration over time.

This algorithm has been implemented using the General Algebraic Modeling Language
software [GAMS, 1996].

(3) Incorporation of different measures of effectiveness, any of which can be optimized:

e  Short-term power disruption (MW);
o Short-term cost ($/MW) over all consumer sectors;
e Long-term energy disruption (MWh), including system restoration over time; and

e Long-term cost ($) over all consumer sectors, including system restoration over time.

(4) Development of techniques to convert models in (1) into standard mixed-integer

programs that can be solved exactly. This means that, not only we can determine “good”

attack plans, as our heuristic approach (2) does, but we can prove that these plans are

optimal. In turn, this provides us with a precise measure of vulnerability. We have

implemented and solved the converted models using GAMS [1996].



(5) Solution to cases with up to 100 electrical buses (drawn from the IEEE Reliability Test
Data [1999-1], [1999-11]).

(6) Presentations in the Homeland Security Leadership Development (HSLD) seminars:
e “Electric Power Grids Vulnerability,” CS4920, Naval Postgraduate School
(3 December 2002).
o  “Vulnerability of Electric Power Grids,” CS3660, Naval Postgraduate School
(18 June 2003).

(7) Reports:
e First-year report [Salmeron, Wood, and Baldick, 2003-I].
e Research Paper [Salmeron, Wood, and Baldick, 2003-II], accepted for publication in

IEEE Transactions on Power Systems.

(8) Thesis students involvement:

e Major Dimitrios Stathakos, Greek Army. “An Enhanced Graphical User Interface for
Analyzing the Vulnerability of Electrical Power Systems to Terrorist Attacks,”
[Stathakos, 2003], graduated in December 2003.

e LCDR Rogelio Alvarez, USN. “Interdicting Electrical Power Grids,” graduation
expected in March 2004.

(9) Graphical User Interface (GUI) Development: We realize the importance of enabling

access to this type of analysis to a number of potential users, who are not necessarily

familiar with the optimization arena. To bridge this gap, we have initiated the design and

implementation of the “Vulnerability of Electrical Power Grids Analyzer” (VEGA)
system. VEGA is an integrated tool, comprising a graphical user interface (GUI), a
supporting database (DB) and the aforementioned optimization tools. A preliminary Web
page has been set up for this project [VEGA, 2003]. VEGA 1.0 is the first prototype of

this system.

We next describe the items (1)-(9) above in more detail.



3. MODELING RESTORATION AND ALGORITHMIC IMPLEMENTATION
3.1 Previous Interdiction Model without Restoration

The mathematical model we presented in our previous report [Salmeron, Wood, and Baldick,
2003-I] attempts to maximize immediate electric power shedding by (optimally) selecting a set of
interdictions given limited resources. We refer to that report for a full description of its

formulation, which can be shortly stated as the following Max-min (Mm) problem:

(Mm) max minc'p
deA P

s.t. g(p,d)<b
p=0

Recall that, in this model, an interdiction plan is represented by the binary vector &, whose
k-th entry 6, is 1 if component & of the system is attacked and is 0 otherwise. For a given plan,

the inner problem (called DC-OPF) is an optimal power-flow model [Wood and Wollenberg,
1996, p. 514] that minimizes generation costs plus the penalty associated with unmet demand,
together denoted by ¢'p. Here, p represents power flows, generation outputs, phase angles, and
“unmet demand,” i.e., the amount of load shed; ¢ represents linearized generation costs and the
costs of unmet demand. The outer maximization chooses the most disruptive, resource-
constrained interdiction plan § € A, where A is a discrete set representing attacks that a terrorist
group might be able to carry out. In this model, g corresponds to a set of functions that are

nonlinear in (p,s).

The inner problem involves a simplified optimal power-flow model, with constraint functions

g(p.d) that are, however, linear in p for a fixed 6 =6 .

3.2 Interdiction Model with Restoration

Overview

Model (Mm) provides only a rough estimate of energy shedding and thus the true cost to
society of an attack on a power grid. This is because (Mm) is based on the system capability after
the initial return to service of non-damaged equipment following an attack, disregarding medium-

and long-term effects. The only case in which this is not important is when the outage duration of



all interdictable components in the system is the same, which seems unlikely (e.g., interdicted

substations will, in general, take much longer to repair than interdicted lines).

We have extended model (Mm) to handle the cost and timing of repairs, which allows us to
obtain interdiction plans seeking to maximize total cost as the system is restored over time.
Essentially, this model measures “total weighted energy,” where weights represent costs of lost

energy to various customer sectors and possibly other factors.

This is accomplished by using interdiction constructs to couple instances of DC-OPF, one for

each system state that represents a stage or “time period” of system repair. In outline, the model is:

(Mm'") max minZD,c'pt
ea P tel

s.t. g,(p,,8)<b VteT
20 VieT.

Model (Mm') extends (Mm) to incorporate the hourly cost of power flow, ¢'p , in each time

period £, multiplied by the period’s duration in hours D . Figure 1 shows the difference between

potential solutions provided by (Mm) and (Mm").

The model could be further extended to incorporate “sub-time periods” through load duration

curves, but we have not yet explored this possibility; all loads are held constant over time.

Following the notation and conventions in our previous report (see Appendix A), we next
describe the full model that incorporates system restoration. We first need to introduce some

additional notation:

T = set of periods, for t € T
E= L' UG UB US", set of all (directly) interdictable elements
Dur(e) = Duration (hours) of outage for element e € &, if attacked

D, =Duration (hours) of time period t, for t € T



1, if component e remains unrepaired in time period ¢ after being attacked

Bre=

> b

0, if component e is repaired before time period ¢ after being attacked

forteT,ecl.

Line Bus Gen

- Sub o
Remark: In the above notation f3,;, B°, B,;",and " denote f3,, when e=lis a line, or

e=i is a bus, or e=g is a generator, or e=s is a substation, respectively.

Power Shed g Power Shed g
(MW) (MW)

A

measure of
effectiveness
fnéasure’of
effectiveness
ki » >
time after time after
the attack the attack

Figure 1. The model without restoration provides the optimal interdiction plan according to
instantaneous power shed, after initial return to service of non-damaged equipment (left). The model
with restoration over time, accounts for energy disruption (right).

The following algorithm constructs the set of time periods, 7, based on the different outage

durations for all interdictable elements. In the course of the algorithm, D, and 77,, are also

constructed:




Algorithm “Construct Time Periods”:

Initialization: gg<— E, T D, t<0,m, <0
While & # O

t<t+1

T« Tt}

1, ifeeé
A e{ ¢

0, otherwise
m, <— min {Dur(e)‘e € f}
&« {e‘e € §~ ADur(e) = ml}
D «—m —m,_,
&\
End While

Due to different outage duration for the system components, we need to establish which
components might be out of service during each time period. For example, if a line / can be
interdicted, but it is not connected to an interdictable bus, then the line is guaranteed to be in
service after Dur(l) hours, independent of whether it is attacked or not. At this point, the

following definitions are needed:

*ok

L = Set of lines / that could be out of service in period ¢ following a direct or indirect
interdiction.
Gj "= Set of generators g that could be out of service in period ¢ following a direct or indirect

interdiction.

ﬂ,,e helps us define these sets precisely. In particular:

t

B5° =1 forsome i|l e L, or

g
B =1, or

*%k o .
lel, ifeither: w
B0 =1forsomes|leL’, or

¢ =1 for some Il |l € L]



ﬂGen =1, or

tg

ge G ifeither:{ % =1, or

Ji(g)

Sub _
ﬂt,s(i(g)) =1

Additional definitions are:

e 1, iflel e 1, iflel’
: 0, otherwise 0, otherwise

Jra ifgeG ¢ _JL ifgeG"
¢ 10, otherwise = ¢ |0, otherwise

. L ifiel
: 0, otherwise

AS =

1, ifseS
0, otherwise

(Hereafter, equations in represent final constraints in our models.)

The objective function of the interdiction problem with restoration (I-DC-OPF-R) becomes:

max min 2D -{Zhglﬁ” + Zfo,cS,,i,c} (I-R.0)
g i c

deA (P/Gerl ,ELIH(’ , teT
S,.6,)ell

where, as in the case without time periods, we attempt to minimize power generation cost plus
load shedding cost, but this time these terms are specified by time period and weighed by its

duration, in order to account for energy cost.

d e A still represents the resource-constrained interdictions that a terrorist group might be

able to carry out, and is the same as in the case without time periods. Or, explicitly:

Z MgGen 556/1 + ZMlLine 5[Line + ZMiBus é‘iBus + ZM;S'ub é‘SSub <M (I-RI)
geG* lel’ iel” seS”
‘All O -variables are binary{ (I-R.2)




(P°",P"".0,,S,)el represents the time-dependent decision variables of the inner

DC-OPF-R (DC-OPF model with restoration).

denoted as 7z with appropriate sub- and super-indices) are explicitly stated as:

These constraints (and the associated duals,

e Admittance equation for line /, subject to possibly being out of service during period

t
Pt’I;ine B( ta(l) ,,d(l))(l_ﬂvlee LmeéLme) H (l Bm&Bm
iel ‘IELE
[T a-grs™ 1 a-gire™) vive  (x)
SES*‘IEL"EHI’ UEL*‘//ELILWE
e Balance equation for the bus 7 in period :
G L L . Bal
Z lgt’gen _ Z ine Z ine _I_ZSM’C — Zdi,c VZ,t (ﬂ_ma )
c c

g€G; l‘o(l) i

l|d(ly=i

e Line / capacity, subject to possibly being out of service during period :

Rlee < })lLine

})t,ll,me < }—)lee (1- 5[Line)
Pt,Lline < I_leine (- é‘iBuS)
Pt’Lline < p]Line (1- 5Ss“b)
R,l}ine < f_;Line (- 5”Line)
Pt,Lline >_ plLine

PtLline >_ plLine (1- 5[Line)
Line (1- 5iBus )
R,Lline >_ ELine (- qub)

PLme > _

t,l =

Line DLine Line
Pz,z Z_Pz (1_511 )

vt,leL
vi,leL, B =1

vililiel , lel}™, B2 =1
‘v’t,l,sseS*,leL ,BS“b
veLilile L lle L}, ﬂ;;;’e =1
vi,le L

vtlel, Bir=1

vilLiliel , le L, B2 =1
Vt,l,sseS*,leL ﬂs“”—

veLUllle L lle L}, Bl =1

t,ll

G
(ﬂ_LCap )
(7[[ 1,i )
(7))
(77; Ll
(7]

LCap*
(”t,l v

(7 rLJIi‘ )

LS*
t,l,s )

L
(7 Ll

(7

(IDC-R.1)

(IDC-R.2)

(IDCR.3)



It is worth noting that, for the each line /, we need five constraints to specify its maximum
capacity in period ¢, and another five constraints for the minimum capacity. For example,

consider the case where a line / can be interdicted, but it is not connected to an interdictable bus

or substation. Then, /€ Lj* for some of the first periods ¢ (e.g., t=1,2,3), but since the line is

guaranteed to be back in service after Dur(/) hours, lgELj* for the rest of the periods

(e.g., t=4,5,6). Assuming also that the line has no other lines in parallel, the constraints to be used

will be:

Bﬁine < plLine t= 4, 5) 6

B’Lline < [_)lee(l _ 5]Line) t= 1’ 2’ 3

On the other hand, if the line is connected to an interdictable bus, and the bus outage covers,

for example, periods #=1,...,5, the constraints would be:

Bﬁine < phie t=6
Bl < B 51 (=123
B,l}ine < plLine (1 _ 6;BuS) = 1’ 2, 3, 4, 5

e Generator g maximum output, subject to possibly being out of service during period

t
Pt?gen < ngen vt’ g P Gr** (7[52)
Ri;n < F_;Gen (1 _ 5Gen) \v/t g | g c G ﬂGen (ﬂ-tGg)
PGen < I_)Gen 1— 5Bus i I Bus __ (IDC_R4)
t,g — g ( l(g)) t g|l(g)e ﬂ [(g) (72- )
PSS PI(1=83y) Vi,g|s(i(g)eS", B Sﬁ'(bg)_ ()
e Demand shedding at bus i for customer c:
S,,.<d, Viee  (m) (IDC-R.5)

10



e Variable sign:

Gen
F;"20 Vt, g
P"" unrestricted vt,l
’ (IDC-R.6)
S,..20 Vt,i,c
0,, unrestricted Vt,i

In summary, our interdiction model with restoration, (I-R), becomes:

(I-R): max min (I-R.0)

poen plie s 4
subject to:

(I-R.1), (I-R.2) and
(IDC-R.1) to (IDC-R.6)

3.3 Heuristic Algorithm for the Interdiction Problem with Restoration

The algorithm that we use to solve (I-R), i.e., a problem without restoration, is schematically

depicted in Figure 2.

Solve the DC-OPF for the present
grid configuration

Based on present and previous flow —
patterns, assign a “Value” to each Maximize the Value of the Assets
interdictable asset to be Interdicted (excluding

previously explored solutions)

Figure 2: Interdiction algorithm framework (without restoration).

This algorithm first solves DC-OPF assuming no attacks. The power-flow pattern is used to

assign relative values to all the components of the power grid. These values are used to maximize

11




the estimated value of the assets to be interdicted, while ensuring that the resources required for
the interdiction plan are not exceeded. With this interdiction plan, we modify the right-hand side
of DC-OPF model (disregarding restoration) and obtain its solution. In this case, we expect part
of the load to be shed. The process continues by finding alternative sets of valuable assets to
interdict that have not been identified at earlier iterations, and by evaluating load shedding for
each of these interdiction plans. More details on the algorithm can be found in Salmeron et al.

[2003-11].

We can adapt this algorithm to the model with restoration by solving the new DC-OPF

A

problem in the upper box in Figure 2, assuming that all o -variables have been fixed (say 6 =0,

satisfying (I-R.1) and (I-R.2)). That problem, denoted DC—OPF—R(S ), becomes:

DC-OPF-R(9): min  (I-R.0)
P[Gen ,Pthe >St ,(9,

subject to: (IDC-R.1) to (IDC-R.6)

DC-OPF-R(%) (called “sub-problem” in the above algorithm, for a specific interdiction plan
3), provides the joint power flow patterns for a number of system “stages”: one for each

restoration period. Notice that DC-OPF-R(® ) decomposes into | 7| sub-sub-problems, each of
which consists of an instance of DC-OPF with some subset of system components being “out of

service.” Outaged components are determined by 5 (interdictions) and by £ , which informs

te

DC-OPF about the status of interdicted components in period ¢.

In addition to this modification, our heuristic algorithm also redefines the concept of “value,”
which is used to determine which grid components appear more attractive for interdiction in each
iteration. We maintain the same concept of value (denoted as a vector V) as in our previous work
(again, see details in Salmeron, Wood, and Baldick [2003-1]), but noticing that these values must
be multiplied by Dur(e) (for a generic component, ¢) in order to account for energy-based
values. Therefore, assuming the definitions of value from previous work, the new definition of

value for every generic component e is:

\V4 Restoration(e) — Dur(e) <V No—Restoration(e)

12



With these values, the “master problem” can find potentially good interdiction plans d that

have not been explored yet. The master problem (MP-R) at a specific iteration 7 is:

MP-R(V",A"): max V-8

subject to:

Egs. (I-R.1) - (I-R.2) replacing & with §°, and:

5§€”+5f"s£1 VgeG,,iel
oFe+ 8P <1 VieL,nL,iel’
S+, <1 VI'eL" nL,lell
o * * (MP-R.1)
0. +0" <1 Viel nI',seS
ol +6%" <1 VieL NL,seS§
Z (SgGen,r' _5§en)+ z (glLine,r' _5]Linr3)+
2<G’| leL|
5gcen,r‘=1 l§lef'.T‘:1
Z (é’:iBus,r'_ é‘iBuS) + Z (551417,1'_ 5;91417) 21 VT' <r (MP-R2)
AT k)

where A7is a set that contains the information on all previously-generated interdiction plans. The
first block of constraints (MP-R.1) are valid inequalities to ensure that a system component is not
interdicted if it has been indirectly interdicted by an element to which it is connected. (Remark:
The valid inequalities (MP-R.2) also need to be adjusted when considering system restoration
because they were based on arguments that ignored repairs over time.) The second block
(MP-R.1) are super-valid inequalities that account for previously generated solutions in the

algorithm, in order to always examine alternative solutions.
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Figure 3 sketches a framework for the new algorithm.

Solve the DC-OPF-R for the given

Solve |7] DC-OPF problems

Interdiction Plan:

Based on present and previous flow
patterns, assign an (energy-based)
“Value” to each interdictable asset

MP-R: Maximize the Value of the
Assets to be Interdicted (excluding

previously explored solutions)

. 4

Figure 3: Interdiction algorithm framework (with restoration).

A more detailed version of this algorithm (I-ALG-R) follows:

I-ALG-R

max

Input: Grid data; Interdiction data; 7

(iteration limit).

Output: & is a feasible interdiction plan causing a disruption with cost y*. If the algorithm exits

because MP(V?,A") is infeasible, then all feasible plans have been enumerated, and §" is therefore

optimal.

Initialization:

_ 81 <« (SGen.l’SLinE,l’SBux,l’SSuh.l) <« (0,0,0,0) (initial attack plan).

- 8"« &' (best plan so far) and A' « (5'}.

- v <« 0 (cost of the best plan so far).

- T« 1.

Subproblem:
- Solve  DC-OPF-R(5)

131 — (ISL[ne,r’l'\)Gen,r,érjér) .

for  objective  value  y(&°) and  solution

- If y67) >y, then y" «y(5"), and & «&".

- If 7 =7™", then Print (§°, ") and halt.
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Master Problem:

- Compute estimated values:

T
(VGenJ' , VLine,r' , VBuSJ" VSub,r' ) .

7'=1

Vr = (VGcn,r , VLine,r , VBus,r , VSub,r ) <«

N | =

- Solve MP-R(V®,A") for §.

- If MP-R(V",A") is infeasible, then Print (5°, ") and halt.
- AT AT U™

- T 7+1.

- Return to Subproblem.
4. MIXED-INTEGER REFORMULATION OF THE INTERDICTION MODEL

4.1 Preliminary Ideas

We would prefer to convert the model (I-R) into a standard (minimizing or maximizing)
mixed-integer program (MIP) because a wealth of techniques exist to solve such models

efficiently. (I-R) possesses several features that make this conversion difficult, however:
e (I-R) is as a max-min problem, not a simple minimization or maximization. This
difficulty can be overcome by “dualizing” the inner minimization (DC-OPF-R). This
converts (I-R) into max-max problem, i.e., a “simple” maximization. However, as

we will see later, this conversion leads to other difficulties that must be overcome.

e (I-R) is highly non-linear due to the presence of multiple products of variables

associated with the admittance equation (IDC-R.1).

The following two ideas enable us to convert (I-R) into a MIP:

(a) Dropping equality non-linear constraints:

Consider an admittance equation for a generic line, with potential interdiction, represented as

a non-linear equality of the form:

P= B(Ha _eb)(l_é‘l)(l_é‘z)a
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along with capacity constraints:

P<P(1-6,) and P< P(1-5,)

P>-P(1-6,) and P>-P(1-5,).

Here, P, @, and 6, are continuous decision variables representing power flow on the line

and phase angles at buses a, b, respectively; O, and J, are binary decision variables representing

two possible ways to interdict the line, say, attacking the line directly and attacking one of the

buses the line is connected to.

When both 6, and O, are 0, the admittance equation and capacity constraints become:
P=B@6,-06), P <P, P>-P, which is the usual power flow admittance equation and
capacity constraint. On the other hand, if either O,0r O, equals 1, indicating an interdiction has

occurred, the above equations become: P=0, P<0, P >0, which is the desired effect—there

is no power flow on the line, while €, and 6§, may vary independently now.

Remark: It does not suffice to set P <0 and P >0 using the capacity constraints only. The

reason is that although this would imply P =0, the admittance constraint would become

0=B(8,-0,), forcing 8, =0, , which is not necessarily optimal.

To avoid the nonlinearities in the admittance equation, we can establish two constraints that

enforce P=B(6,—0,) when all J -variables are 0, and “drop” this constraint when any of the
O -variables is 1. Let gab be an upper bound on the absolute value of the maximum phase angle
difference, define: M = P+ B, , then

P-B(0.—0,)<M (5 +6,)

. (L.J)
P-B(6,-6,)>-M(5,+5,)

P=B(0,-6,)1-96)1-9,) = {

Notice that when both d,and &, are 0, the two linear inequalities (L.I) yield precisely

P—-B(0,-6,)=0. If either o,or O, equals 1, the upper and lower bound limits on the
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constraints are sufficiently large that they can never bind, i.e., the original constraints vanish as

they should.
(b) Linearizing cross-products:

In the development that follows, we encounter a number of cross-products of the form Or ,
where O is a 0-1 variable, representing interdiction, and 7 is a continuous, non-negative or

non-positive variable representing the dual variable for a line capacity constraint like those in

(IDC-R.3).

For simplicity, let us assume that 7z > 0 and that an upper bound 7 > 7 is known. The 7
bound can be established by analyzing the maximum benefit per unit that we could obtain by

increasing the line capacity. Assuming that the largest penalty for failing to meet the demand

(max f; ) is greater than the maximum generating cost (max / . ), a bound that would work in
i,c ’ g
most cases is 7 =maxf, . A more conservative, but generally valid, bound is
ic ’

7T=2-max f, —minf .
ic ’ ic §

If we define a new continuous variable v =07 , we can represent the cross product in linear

form as:

v <0

v<rm

v2r—-7(1-9) (L.IT)
0<rwm<7mw

v>0

or
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The following diagram shows the validity of this transformation:

v <o
v<7x
v2r—-z(1-0); >
0<r<rm
v>0

0<z<rxw

4.2 Linearizing Admittance Equations

v<0

vrx

0= ve2r-7x
0<rnm<rm

v>0
v
v<rx

v

v=>0

v=0
=

v=r
:{

7ze[0,7?]

ﬂe[O,ﬁ]

Using the linearizing inequalities (L.I), we can convert the admittance equations

Line
£

( o)~ ,,d([))(l_ﬂvlee LmeéLme) H (l

H (1 - ﬂtfsbé‘fub)

.
ses ‘leLf”l’

iel ‘l ELE

Bus 5Bus

H (l ﬂLmeé‘LmL ) Vl, V¢

ner et

(IDC-R.1)

()

into the following linear expressions:

R’I}mc _B (

to(l)

Line __
Pt,l ( to(l)

ld(])) < M] (ﬂ,ll_me meé‘Lme z

iel ‘/ELB

) d(/)) > —M/ (}u/Lme Lme&Lme Z

iel ‘ZELB

Bus5b’m Z
ses e
BuSé’BYAS‘ Z
sz"Ist””

Sub 5Sub

Sub 551(/1

2

//EL“//eL,L'""

)

lzsL“ueL,L“"‘

BLt6,") VLV (z))

ﬁfl’;’lﬁ’é’ﬂLi'w) VZ’ Vt (72.:; )

The revised interdiction model with restoration, (I-R"), becomes:

(I-R"):

max min (I-R.0)

Ky P[Gen ,P,L”m 5,0,

subject to:

(I-R.1), (I-R.2)
(IDC-R".1)

(IDC-R.2) to (IDC-R.6)
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Accordingly, the inner power-flow problem can be called (DC-OPR-R"):
(DC-OPF-R’): min (I-R.0)

P;GM ,P,Li”e,& ’9/
subject to:
(IDC-R".1)

(IDC-R.2) to (IDC-R.6)

A

where we assume a given interdiction plan 0 =0 .

4.3 Duality: Converting the Model into a Simple Mixed-Integer Program

If we take the dual of the inner model in (I-R"), i.e., the dual of (DC-OPF-R’), we obtain:
Model (D-I-R’):

maxmaXZMZ ALBLSI (nl - 7zt1)+ Z BLoM (ﬂ,f}—ﬂ,f’[
iel ‘IELBM
Sub ¢ Sub A At L Line A At

+ Z pro” (ml, —m )+ Z ﬁt,llé‘lln (7, -7,

seS ‘IELWJ lleL*‘leLlL,"“’
+Z(de) LD Z Plr G°+z > PC(A-6¢"x,

t geG” geG™ 1|p" =1
o) o) ub

+ > 2 PIA=simi+ ) Y, PI=85)n,

gli()el” 155, =1 gls(i(gNeS” 1AM )
+ZZP (;r,,—;z,,)+z > BrA-8/") (z)-x)))

t lel” leL" 1pH" =1
LYY B s Y Y BH-a) (- a)

iel ‘leLB”‘ 0B =1 ses ‘[ELS‘ub 1557 =1

Li Load

+ Z z P 1-0,") (ﬂ-t[ll t[l[)+zd 7

lleL*‘leL,L,m 0Bl =1 ict

(D-I-R".0)
subject to:
e Dual constraints for power generation:
Bal Gy\ G, G_G I B s B
it VA= AT+ AT+ A Bl g + AuonBlaiiarre < DOy, Vt,g (BY)
(D-I-R".1)
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e Dual constraints for power flow on lines:

A A+ L L L Lne LCap L pLine _LCap*
 +rl, 01— /”t“)(zr”+7z )+/1 ’ +A B+

+

L - 3
seS ‘leLf“b ,ﬂff;b =

2.

iel® ‘leLf’“ B =1

Ls* Ir L Bal Bal _
(77:15 )T z (7[:,1,11 +7[z,1,11) ooy Y Wrany = 0,
el ‘lleLf”" BlLire=1

LB LB*
7297, +7T )

t,l,i

V1,1 (Ph)

e Dual constraints for power shedding:

Bal Load .
72.1‘1 ttc _D(l) -f;c’ v t,l,C (St,i,c)

e Dual constraints for phase angles:

- z Bl(”fzr"'”f;)"' Z Bz(”t/,lli"'”f;):oa Vot (‘91,1)

lo(1)=i 1|d (1)=i

e Dual variable sign:

! .
7% unrestricted

A L LCap~ LB~ LS~ Ll

/A A A S S A ||
LCap™ LB* st Lt
o, 77 7" 20

e Interdiction resource (same as (I-R.1) and (I-R.2)):

Z MGLI’L é‘Gm +ZMLme 5Lzm +ZMBuS‘ 5Bm +ZMSub é‘Suh <M

geG el iel’

seS’

IAll § -variables are binary]
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In outline, this model is:

(D-I-R'): max min (D-I-R".0)

subject to:
(I-R.1), (I-R.2)
(D-I-R'.1) to (D-I-R".5)

4.4 Linearizing Cross-products in the Objective Function

The objective function (D-I-R'.0) contains cross-products of the form Ox .

Using the

linearizing technique (L.II) from Section 4.1, we can linearize the objective function as follows:

méaX n}ravx Z M[ /»{/[LﬂLme (V, [ Vt [ ) + z ﬂBm _ tB[A+ )
’ !

iel ‘IELB’”

Sub ;. SA Li
+ Z t,: (Vz,/,s_ tls)+ Z ﬂz,/l/ne(vz/u z///

seS*‘leLf”h el ‘IGL""‘
+Z(de) 72-[1 +Z Z PG” +Z Z P (ﬂ-tg tg)
t geG” geG™ 1| p7" =1
+ Z Z FgG(ﬂ-t,g _vt,g)+ Z Z P ( GS)
glig)el” 1185, =1 gls(i(g)eS™ 155 1) =1
+ZZP (7[;1_77:1)+Z z PL((”H tLl)‘(VtL;_VzL;))
t leL” leL’ 1Bl =1

+ Z Z PL((”tlz ”tlz) (thl_vtl;))

jel” ‘leL,B“ 11825 =1

+ z Z ((”tls_”tls) (ths_vt“))

ses” ‘leLf"b t\ﬂf;’b

+ Z Z PL((”zllz tLlL;l) (szzl tlll) zzzd T

el L™ 155 =1

Load
t,i,c
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In addition, we require a set of constraints of the form:

v <o
vz
v —-7(1-5) (D-I-R".1)
0<rz<rm
v2>0

for every linearized cross-product. These constraints are specified, in detail, in Appendix B.

The final model, in outline form, is:

(D-I-R"): r;iax (D-1-R".0)
subject to:

(I-R.1), (I-R.2)
(D-I-R".1) to (D-I-R".5)
(D-I-R".1)

Model (D-I-R") is the culmination of all the linearizations and dualizations described
previously. It exhibits multiple advantages: The most important one is to represent the
interdiction problem as standard, compact, mixed-integer program (MIP). That means that any of
the generic optimization techniques available for solving, bounding, or approximating the

solution to a MIP are applicable to this model.

Hereafter, we refer to model (D-I-R") as (I-MIP), i.e., “Interdiction problem in MIP form.”

S. TEST CASES

We present a summary of results to show:

(a) the benefit of incorporating system restoration into our analysis, and

(b) the potential of the MIP reformulation, which can be solved exactly.
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For item (a), we will compare the enhanced heuristic with system restoration (I-ALG-R) with
the former heuristic (I-ALG). For item (b), we will compare the heuristic solution provided by

(I-ALG-R) with the exact solution obtained by solving the MIP reformulation (I-MIP).

Our tests are carried out on the same set of IEEE reliability test networks (“One” and “Two”

Areas) described in our previous report. Assumptions regarding outage duration are summarized

in the following table:

Grid Component | Interdictable Resources M | Outage Duration (h)
(no. of terrorists)
Lines (overhead) YES 1 72
Lines (underground) NO N/A* N/A*
Transformers YES 2 768
Buses YES 3 360
Generators NO N/A* N/A*
Substations YES 3 768

*Not Applicable.

Data for outage durations (i.e., repair or replacement times) are based loosely on IEEE
[1999-1]. Outage duration for transformers is 768 hours. For overhead lines, instead of the 10 or
11 hours used in IEEE [1999-1], we are more conservative and assume 72 hours. This is justified
because (a) we expect more damage to result from the intentional destruction of a line—this would
probably involve the destruction of one or more towers [Miami Herald, 2002]—than the average
time needed to repair damage from common natural causes such as lightning, and (b) if # lines and
other grid elements are attacked, total repair time may be longer if fewer than n repair teams are
available. We also assume that a large substation requires 768 hours for repair, but buses, for

which [EEE [1999-1] provides no data, require 360 hours.

5.1 Comparing Solutions with and without System Restoration

Although in both cases below [-ALG finds better short-term disruptions (compare power
shed) over the first 72 hours following the attack, it is clear that long-term effects are better

captured by [-ALG-R:

Case/Algorithm Directly Interdicted Components. Time Power Energy
Resource: M=6 Period Shed (MW) | Shed (MWh)
RTSI'K‘:&AW‘ Lines: A11, A20, A21, A25-1, A27, A33-1 0-72h 1,373 Tol. 322222
RTS-One-Area Lines: A23 0-72 h 902 64,944
I-ALG-R Transformers: A7 72-768 h 708 492,768
Substations: Sub-A2 Total: 557,712
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Case/Algorithm Directly Interdicted Components. Time Power Energy
Resource: M=12 Period Shed (MW) | Shed (MWh)
RTS-Two-Areas Lines: A20, A21, A27, A33-1, A35-1, AB2, 0-72h 2,516 181,152
I-ALG B20, B21, B25-1, B27, B33-1, B34 Total: 181,152
RTS-Two-Areas o 0-768 | 1,416 | 1,087,488
I-ALG-R Substations: Sub-A1, Sub-A2, Sub-B1, Sub-B2 Total: 1,087.438

Although our goal is focused on long-term disruption, we recognize that the optimal solution

provided by the I-ALG model is still an insightful measure of vulnerability in the analysis of

short-term effects.

5.2 Comparing Heuristic and Optimal Solutions

First Goal:

Optimal short-term disruption.

In this case we are comparing I-ALG with a

special version of the I-MIP model, in which there is only one period “z = 1,” the duration of this

period is D, =1 hour, and the duration outage for all interdictable elements ee& is

Dur(e) =1 hour.

From the next two tables, the heuristic solution for optimal short-term disruption (provided

by I-ALG) is of good quality when compared to the best possible provided by (I-MIP):

Case/Algorithm Directly Interdicted Components. Power
Resource: M=6 Shed (MW)
RTS-One-Area L
-ALG Lines: A11, A20, A21, A25-1, A27, A33-1 1,373
RTS-One-Area | pjnes: AT1, A20, A21, A25-2, A27, A33-1 1,373
I-MIP
Case/Algorithm Directly Interdicted Components. Power
Resource: M=12 Shed (MW)
RTS-Two-Areas Lines: A20, A21, A27, A33-1, A35-1, AB2, 2516
I-ALG B20, B21, B25-1, B27, B33-1, B34 i
RTS-Two-Areas Lines: A21, A25-1, A27, A33-1, B18, B21, 2781
I-MIP B25-1, B27, B33-2 i

However, this quality deteriorates when interdiction resource increases:

Case/Algorithm Directly Interdicted Components. Power
Resource: M=24 Shed (MW)
RTS-Two-Areas Buses: 118, 123, 216, 217 3.266
I-ALG Substations: Sub-Al, Sub-A2, Sub-B1, Sub-B2 >
RTS-Two-Areas Lines: A21, A33-1, A34, B21, B27, B33-1 4142
I-MIP Buses: 113, 115, 118, 213, 215, 218 ’
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This shows the MIP optimal solution may outperform the solution provided by the

heuristic algorithm by 25% in some cases.

Second Goal: Optimal long-term disruption. In this case, we are comparing [-ALG-R with
the I-MIP configured for a total horizon of 768 hours, which is the longer time to repair for any

component in our test cases.

Again, the first two tables below show that the heuristic solution for optimal long-term

disruption (provided by I-ALG-R) is acceptable for the cases tested.

Case/Algorithm Directly Interdicted Components. Time Power Energy
Resource: M=6 Period Shed (MW) | Shed (MWh)
Lines: A23 0-72 h 902 64,944
RIS One-area Transformers: A7 72-768 h 708 492,768
Substations: Sub-A2 Total: 557,712
Lines: A23 0-72 h 902 64,944
RTS;?D‘{‘;,A“*‘ Transformers: A7 72-768 h 708 492,768
Substations: Sub-A2 Total: 557,712

Case/Algorithm Directly Interdicted Components. Time Power Energy
Resource: M=12 Period Shed (MW) | Shed (MWh)
RTS-Two-Areas L 0-768 1,416 1,087,488
I-ALG-R Substations: Sub-A1, Sub-A2, Sub-B1, Sub-B2 Total: 1,087,488
Lines: A23, B23 0-72 h 1,804 129,888
RTS'IT_IV\V{‘;;“”S Transformers: A7, B7 72-763 h 1,416 985,536
Substations: Sub-A2, Sub-B2 Total: 1,115,424

In the case below, the solution provided by the heuristic for a problem with a larger

interdiction resource value still exhibits acceptable quality.

Case/Algorithm Directly Interdicted Components. Time Power Energy
Resource: M=24 Period Shed (MW) | Shed (MWh)
RTS-Two-Areas 0-360 h 2,693 969,480
Buses: 116, 118, 215, 218 > >
I-ALG-R . P ; 360-768 h 1,416 577,728
Substations: Sub-A1, Sub-A2, Sub-B1, Sub-B2 Total: 1,547.208
Lines: A30, A33-2 0-72h 3,164 227,808
RTS-Two-Areas Transformers: A7, B7 72-360 h 2,716 782,208
I-MIP Buses: 115, 118, 215, 218 360-720 h 1,416 577,728
Substations: Sub-A2, Sub-B2 Total: 1,587,744

6. Vulnerability of Electric Power Grid Analyzer (VEGA)

6.1 Overview

VEGA is an integrated decision-support system comprising a GUI, a relational database

management system (RDBMS), an optimization module, and an administration program that
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controls all of those components (Figure 3). VEGA 1.0 is the first version of this system and has
been built on the Microsoft (MS) Windows 2000 operating system [Microsoft 2003]. This

section provides an overview of VEGA.

MODEL & SOLVER

Figure 3. VEGA decision support system.

The ultimate goals of VEGA are to enable access to our analytical techniques for a wide
range of potential users, including students in the HSLD curriculum, and to bridge the gap
between the underlying mathematical optimization methods and the decision-makers. A

preliminary Web page has been set up for this project [VEGA, 2003].

The GUI and database (DB) are key to organizing planning data, reducing clerical error
through embedded validations, completing missing details, filtering information according to
user’s needs, and displaying multiple scenarios with their results, for comparison purposes. The
GUI is also key for demonstrating the potential that optimization techniques have for planning

interdiction and interdiction defense.

The GUI helps prepare power-network data for analysis, and then displays analytical results,
by enabling easy navigation through customized tables and graphics containing problem data and
results. This gives a user easy access to the mathematical analysis of a problem even if the user

in not an expert in mathematical modeling and optimization.
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The VEGA optimization module performs the mathematical analysis of the problem
independently of the GUI. The purpose of the GUI is to prepare the case data to be analyzed and
to retrieve and display the optimization results in a user-friendly fashion. VEGA 1.0’s core is an
optimization model that assesses the maximum possible disruption a network might experience
from a terrorist attack. Naturally, this core can work as independent entity, and its operation is, in

fact, transparent to the user of VEGA.

The administration program and the GUI are implemented in the MS Visual Basic (VB) 6.0
programming language [Microsoft, 1998], supported by a RDBMS implemented with
MS Access 2000 [Microsoft, 2003]. The underlying optimization module is implemented using
GAMS [GAMS, 2003, Brooke et al., 1996]. Data transfer and synchronization of the GUI with
GAMS are performed by means of plain ASCII files, because GAMS is not available as a callable

or dynamic library; therefore, GAMS executes as an external program.

6.2 VEGA GUI Overview

The front-end application responsible for the VEGA GUI uses a Windows-based
methodology that facilitates for the user:

a. Network data input;

b. Other data input, including possible scenarios, optimization parameters, etc.;
c. Analyzing results provided by the optimization model;

d. Graphical display of the network, input data, and output results; and

e. Administration of multiple cases with several scenarios per case.
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[ Generatorbate =
GEMERATORS [ 33 recards]
Generator Code | Generator Name |4t bus [code] | Min output [Miw/]| Max. output [Mw]| Gen. cost [$4Mwh]| Interdictable?] Int. resources| Int. dL;I
p 1010201 1010201 101 0.00 20.00 105.00 False |
1010202 101020-2 101 0.00 20.00 105.00 False 200
1010761 101U76-1 101 0.00 76.00 16.00 False 200
1010762 101U76-2 101 0.00 7E.00 1E.00 False 200
1020201 1020201 102 0.00 20.00 106.00 False 200
102020-2 102020-2 102 0.00 20.00 106.00 False 200
1020761 102U76-1 102 0.00 76.00 16.00 False 2.00
1020762 1020762 i o Zcnn Tcnn ol S = Ll
P10 (1077001 =lolx|
107U7100-2 1070100-2 ETEET] ]
records]
}?;ﬂlgg? }?;ﬂlgg? Bus code  |Busname | Slack Bus?[At Substation | |z interdictable?| Int resources| Int. duration [h] Interdiction guess|[Bus load] (Mw]| (Max. G «
TEE 1301472 k(101 Abel False True 0 360.00 False! 108.00 =
FEEELE] 13014973 102 Adams False! True 3.00 360.00 False! 37.00
1745C 1745C 103 Adlt.ar Falze|Sub_11 True! 3.00 360,00 False! 180.00
115072 1150721 104 Agncola False! True 3.00 360,00 Falsz! 74.00
e S 105 Aiken False True 3.00 360.00 False 71.00
<[ T 106 Alber False True 3.00 360.00 False 136.00
107 Alder False True 300 360.00 False! 125.00
14| 4 |Generators frec. #1) 108 Alger Falkse] True, 300 36000 False! 171.00
103 Ali False|Sub_12 True 300 360.00 False 176.00
110 Allen Falze|Sub_12 True! 3.00 360,00 False! 135.00
Total Generation {max} m Anna False|Sub_12 True 3.00 360.00 False! 0.00
112 Aicher Falze|Sub 12 True! 3.00 360,00 False! 0.00
113 Ane True True 3.00 360,00 False! 265.00
114 Amold False True 3.00 360,00 Falsz! 194.00 =
Lqu At False! Tre ann R0 NN False! 21700 L'_‘

4] 4 |Buses [rec. #1]

P[M]  adams |

24
s %Y coordinates

Figure 4. Examples of VEGA data tables.

The GUI in VEGA 1.0 uses VB tables in order to import data from the database, and edit the

records associated with a problem. Figure 4 shows an example of data tables for Buses and

Generators.

Upon completing necessary data entry, the user can invoke the optimization module to

produce optimal, or near-optimal, interdiction plans. These plans can be displayed in tabular

form (Figure 5) or in graphical form (Figure 6).
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Results: Interdiction Plans
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1207368.00| 1286382616.00
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Figure 5. Interdiction plan shown in tabular form.
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Figure 6. Graphical representation of overall results by scenario (left) and by scenario and time (right).

GUI called the “One-Line Diagram (OD) GUIL”

One important, recent accomplishment has been the enhancement of a module in the VEGA

ODs are used by electrical engineers to

represent electric power grids graphically. The VEGA 1.0 (see VEGA [2003]) OD GUI had

many limitations that have been overcome through the thesis research of an NPS student

[Stathakos, 2003]. Figure 7 shows one of the new OD representations.
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: One-Line Diagram
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4

Figure 7. One-Line Diagram for an electric network under interdiction.

The above snapshots are intended to give an overview of the VEGA GUI, only, and a full

report on its capabilities will be provided in a separate, future report.

7. OTHER ACTIVITIES

7.1 Thesis Students
To date, two students have devoted their Master’s thesis research to our project,

Major Dimitrios Sthatakos (Greek Army) and LCDR Roger Alvarez (USN).

Major Sthatakos, who graduated in December 2003, enhanced the one-line diagram (OD)
interface in our VEGA GUI. The OD GUI represents the details of power flows and interdictions
graphically (Figure 7). Major Sthatakos created a highly flexible OD GUI by replacing a
prototypic OD GUI (based on standard Visual Basic objects) with an advanced OD GUI based on

state-of-the-art ActiveX controls. For more information, see Sthatakos [2003].
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LCDR Alvarez is currently working on the MIP representation of our mathematical models
(see Section 4) and on their solvability. He has been instrumental in completing many of the
refinements to the MIP described in this report, and he is exploring alternative solution
techniques for the MIP, with special focus on Benders decomposition. He is expected to graduate

in March 2004 [Alvarez, 2004].

We continue to seek the involvement of NPS students in our project.

7.2 Other Reports and Activities

In addition to our previous report [Salmeron, Wood, and Baldick, 2003-I], our first year’s
work has yielded a refereed publication: “Analysis of Electric Grid Security Under Terrorist
Threat,” [Salmeron, Wood, and Baldick, 2003-11], which will appear in /EEE Transactions on

Power Systems. The feedback from the four reviewers was highly positive.

Also, our work was presented in the CS3660 seminar (Critical Infrastructure Protection) as

part of the recently created HSLD curriculum at NPS.

7.3 Other Sources of Funding
The Department of Justice has been our sole source of funding to date. We are seeking
additional research support from the Department of Energy (proposal submitted) and the

National Science Foundation (proposal in preparation).

8. FUTURE WORK

The major challenge we face in the present year is to obtain actual U.S. power-grid data for
testing and validating our methodology. In doing so, we need to continue the development of
techniques to solve the exact models (MIPs) for those cases and other realistically sized
problems. (See the proposal, Salmeron, and Wood [2003], for more detail.) Currently, we are
acquiring data sets for different areas in the U.S. North American Electric Reliability Council
system, and we are adapting and extending those data for our purposes. We have had success in
formulating our models as MIPs, but additional development and experimentation is needed in
order to be able to solve them efficiently. In particular, we will be investigating special bounding
techniques and specialized cutting-plane techniques (Geoffrion, [1972], Israeli and Wood

[2002]).
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During the coming year, we will also:

e Continue to work on the VEGA GUI;

o Extend our models and algorithms to capture the dynamics of load variation over
time. This requires extension of the VEGA optimization module, as well as the
VEGA database and GUI (at the levels of data and result management and of
graphical representations); and

o Initiate work on trilevel models to identify optimal protection plans for power grids.

9. VALUE OF THE RESEARCH TO HOMELAND SECURITY

The call for proposals that this research addresses, asks how our research adds value to the

Homeland Security effort. We respond as follows:

Simulation software for Homeland Security (HLS):

- Attacks on critical infrastructure: Power Grids

Deliverables (this document):
- Models and algorithms (as presented)
- Case studies (as presented)
- Software (optimization algorithms and GUI under development)

- Publications (as presented)

By criterion used to fund the project:

- This research addresses an important problem in HLS

- This research adds to the body of HLS knowledge

- This research is interdisciplinary

- This research is novel and useful

- This research invites non-NPS collaborators
- Principal Investigators (PIs) have a reputation in the proposed field of study
- PIs will try to get students involved in this research and produce theses
- Results will be publishable
- Results will be useful in teaching HLS courses

- PIs believe the budget is in line with the results

32



REFERENCES

Alvarez, R. (2004). “Interdicting Electrical Power Grids,” MS thesis, Naval Postgraduate
School, Monterey, CA, in preparation.

Baldick, R., Salmeron, J., and Wood, K. (2002). “Electric Power Grids Vulnerability,”
presentation in CS4920, Homeland Security Seminar. Naval Postgraduate School,
Monterey, CA. 3 December.

GAMS (2003). Software available from www.gams.com (accessed January 2003).

GAMS-CPLEX (2003). http://www.gams.com/solvers/solvers.htm#CPLEX (accessed
January 2003).

Geoffrion, A.M. (1972). “Generalized Benders Decomposition,” Journal of Optimization Theory
and Applications, Vol. 10, pp. 237-260.

Israeli, E. and Wood, I. (2002). “Shortest-Path Network Interdiction,” Networks, Vol. 40,
pp- 97-111.

Miami Herald. (2002). “Rebel tactics cause concern,” March 6, available from DTIC.

Microsoft. (1998). Microsoft Visual Basic 6.0 Programmer’s Guide, Microsoft Press,
Redmond, WA.

Microsoft. (2003). http://www.microsoft.com (accessed 15 December 2003).

IEEE Reliability Test Data. (1999-I). “The IEEE Reliability Test System — 1996,”
IEEE Transactions on Power Systems, Vol. 14, pp. 1010-1020.

IEEE Reliability Test Data. (1999-1I). Data available from
http://www.ee.washington.edu/research/pstca/rts/pg_tcarts.htm.

Committee on Science and Technology for Countering Terrorism. (2002). “Making the Nation
Safer. The Role of Science and Technology in Countering Terrorism,” National Research
Council, National Academy Press, Washington, DC.

Salmeron, J. and Wood, K. (2002-I). “Homeland Security Research And Technology Proposal
(Optimizing Electric Grid Design Under Asymmetric Threat),” Naval Postgraduate School,
Monterey, CA. June.

Salmeron, J. and Wood, K. (2002-1T). “Homeland Security Research And Technology Proposal
(Optimizing Electric Grid Design Under Asymmetric Threat),” Naval Postgraduate School.
December.

Salmeron, J., Wood, R.K. and Baldick, R., (2003-I), “Optimizing the Electric Grid Under

Asymmetric Threat,” Technical Report NPS-OR-03-002, Naval Postgraduate School,
Monterey, CA.

33


http://www.gams.com/
http://www.gams.com/
http://www.microsoft.com/
http://www.ee.washington.edu/research/pstca/rts/pg_tcarts.htm

Salmeron, J., Wood, R.K., and Baldick, R. (2003-II). “Analysis of Electric Grid Security Under
Terrorist Threat,” IEEE Transactions on Power Systems, to appear.
http://www.nps.navy.mil/orfacpag/resumePages/Wood-
pubs/SalmeronWoodBaldick Part I.pdf.

Stathakos, D. (2003). “An Enhanced Graphical User Interface for Analyzing the Vulnerability of
Electrical Power Systems to Terrorist Attacks,” MS thesis, Naval Postgraduate School,
Monterey, CA.

U.S.-Canada Power System Outage Task Force. (2003). “Causes of the August 14™ Blackout in
the United States and Canada,” interim report.

VEGA Project. (2003). http://www.nps.navy.mil/or/research/VEGA/vega.htm.

Wood, A.J. and Wollenberg, B.F. (1996). Power Generation, Operation and Control.
Second Edition. John Wiley and Sons, New York.

34


http://www.nps.navy.mil/orfacpag/resumePages/Wood-pubs/SalmeronWoodBaldick_Part_I.pdf
http://www.nps.navy.mil/orfacpag/resumePages/Wood-pubs/SalmeronWoodBaldick_Part_I.pdf
http://www.nps.navy.mil/or/research/VEGA/vega.htm

APPENDIX A: SUMMARY OF PREVIOUS NOTATION

Indices and index sets:

iel, Dbuses
g €G, generating units

/eL, transmission lines
ceC, consumer sectors
s€S, substations

iel,, buses atsubstations

g €G,, generating units connected to bus i

leL?, lines connected to bus i

1 e’ lines connected to substation s (including transformers, which are represented by lines)
I'e L), lines I'#[ running in parallel to line /

G cG, L cL, I'cl, S cS, interdictable generators, lines, buses, and substations, respectively.
These are “interdictable components.”

Parameters (units):

o()), d(I), origin and destination buses of line /; more than one line with the same o(/), d(/) may
exist

i(g),  bus for generator g, i.e., g G,

(i),  substation forbusi, forie/ | 3s€ S where i e/,

di, load of consumer sector ¢ at bus i (MW)
Pt ,  transmission capacity for line / (MW)

P, maximum output from generator g (MW)

r, X;, resistance, reactance of line / (). (We assume x;>>r.); series susceptance is
B, =x,/(7 +x})

hg, generation cost for unit g ($/MWh)

fic » load-shedding cost for customer sector ¢ at bus i ($/MWh)

ME", MM, MP, M, resource required to interdict generator g, line /, bus i, and substation s,

respectively.
M, total interdiction resource available to terrorists.

Decision variables (units):

P, generation from unit g (MW)
pr , power flow on line / (MW)
S

ic

,  load shed by customer sector ¢ at bus i (MW)
0., phase angle at bus i (radians)

5o ,o0m, 87,5, binary variables that take the value 1 if generator g, line /, bus i or substation s,

respectively, are interdicted, and are 0 otherwise.
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APPENDIX B: LINEARIZATION OF CROSS-PRODUCTS

Explicit list of constraints for equations (D-I-R".1) in model (D-I-R"):

VA+ < 77 §Lme Vl‘ l | Z c L t c T ﬂLme 1 (7/(‘/:?1)])

t,l t,l 71

vl =zl <0, Villlel teT, B =1 (7))

v =l 2=z (1=8"), Vii|leL teT, B =1 (v(,,)
VIBIAI _72”53‘” vt,i,lliel ,lel’™, teT, ﬁB‘”—l (7 (rml)
vfii tAl <0, Vt,i,lliel,lel’,teT ﬂB"Y—l (7(”1)

A" —A Bus . . * Bus Bus
e~ 2, (1=677), Vi,illiel ,lelL”,teT,p, " =1 (y5 (”l)

t,l,s t,l

vSA* S]Z' §Sub Vt g I|S€S ZELSub T ﬂtSub_l ( (tlv)l)

vtSf: —ﬂf; <0, Vt,s,l|seS ,lel’,teT ,BS“b—l (y (t”)z)
SA* A Sub Sub Sub
Ve~ 2 (1 0."), Vt,s,l|seS, leL™,teT,p =1 (7/([,5)3)

v, <ThS, eLlllle L e L teT,BY =1 (v,

t,1ll

LA

v —ml, <0, VeLll|lleL el teT, B =1 (y,,)

LA*

v =l 2w (1=6,"), VeLll|lleL el teT,B=1 (y,)

L —L olLine * Line __

Vv, SﬁtJ@ , Vt,lel,teT, :B =1 (7/01)1)
It I * Line L

vV, — T, <0, Vt,leL,teT, ,B =1 (7/(t,l)2)

VIL;_ﬂ_tL’* (1 §LGe) VfIEL ,teT ﬂLme_l (7(tl)3)
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VE <7 53'“, Vililiel' lel® teT, =1 (72, )

t,l,i (¢,1,0),
vffl <0, Vtliliel',lel™,teT ,Bre=1 (}/éﬁ;)z)
vff; —ﬁth; 2—77&(1 581”) Vt,l z|ze] leLBm gteT ﬂB“‘ 1 ()/(Ltﬁ;)3)

v ST, Visl|seS el e T, B =1 (7))

tl,s t,l

t,l,s t,l,s

v - <0, Vi,s,l|seS,lel tel, g =1 (7<tlv>2)

VLSJr _72{_1,_5‘4r Z _7?t,l (1 _ qub)’ vt,S’Z | se S*,Z c qub T ﬂSub ( (t l Y)})

t,l,s t,l,s

v < ERS, YLl lle LIeL  teT, Bl=1 Vi)

00— el

i —zfj}l <0, VeLll|lleL el teT, B =1 (v2,)

t,1,0l

VLE _ 7Z' (1 5]7'"@)’ \v’t’ l, /] | ll e L* ,11 S lear,t el ﬂLme 1 (70 / ]1)3)

t,0,0l t l J

v 2 =EAS Vllle Lt e T, B =1 (r{,)
vf[—ﬂf[zo Vi l|lel,teTl ﬂLme_l (}/(/’1:1)2)
Vt/,lli _77;?]7 <, (1_5LGe) Vit l|l€ L 1 e r ﬂLme_l (7/(”)3)

BA~ —A o Bus . . * Bus Bus __
v 2-xm o, Villiel leLl ™, teT,p, ;" =1 (7/(”1)1)

t,l,i

v -zl 20, Veilliel lel teT,pM=1 ().)

t,l,i t,l

VBAj _xlh < ﬂ' (1_ Bu‘v), Vt,i,l | i e I*,l c Lf”v ceT IBBuv 1 (y(tll)s)

t,l,i

VSA? 2—7?/455“1)7 Vt7S91|S€S*Dl€L§ub el ﬂsub =1 ( (f“)l)

t.l,s 1,1

v -al 20, Visd|seS e e T, B2 =

t,,s t,l

( (tls)

vilmwl STLA=8), VisdlseS e e T, B =1 (7,

t,l,s t,l
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vy 270", YL el U el teT, B, =1 (V1)

vy 20, VLUl el Hell teT, B =1 (7,,)

vﬁ” 7, < 1(1 5”"6), Vt,l,ll|lleL,ZleLf‘”,teT,ﬁfZ‘e:1 (;/(ZLTII’H)})
vf, > _7[”5Lme, vi,l|lel,teT ,BLme 1 (7/({’1)1)

vf, —7[51 >0, Vt,l|lel, teT,BLlne 1 (7/({’,)2)

vtL’; xk l _77”(1—5“”) Vi, l|le L',teT ,BL‘“e—l (7(Lt:1)3)
> T, il eI g TR ()

vffl _77:11 >0, Vt,illiel JeLl™ teT, B =1 (}/(”1)2)

vff;—ﬂff <7, (1 53”5) Vtilliel leLB”steT,b’B“S 1, (}/(111)3)
v, 2-TLOM, Vs l|seS el teT, B2 =1 (v5,,)
vff;—ﬂfls >0, Vt,s,l|seS, leLS”bteT ,BS”b 1 (}/(”S)z)

vffs —ﬁffs <7r”(1 5S”b) Vt,s,l|seS, ZeLS”b teT ﬂs”b ( (tls)g)
vff”_ —TT, 5L’”e, ve,Lilllel, el ,teT, ,BL’"E 1 (7(””)1)

Vi =7y 20, YLLI el e " teT, B =1 (y,)

vff; 72'””_ 1(1 5,), VLU |lleL, lleLP"’teTﬂL’”e 1(7”11)3)
V,g 5G vt,glgeC, teTﬁGe” 1 (y(tg))

v~ 7,20, Vi,g|geG teT, B =1 (y;,)

L.g

v - <7 (1-67), Vi,.g|lgeG teT,fX =1 (v],)
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GS G oSub
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