- The Global §

- Course of the B
~ Information
Revolution

Recurring Themes and
Regional Variations

DISTRIBUTION STATEMENT A:
Approved for Public Release -
Distribution Unlimited

Richard O. Hundley

Robert H. Anderson
Tora K. Bikson .
C. Richard Neu

91 L080€00¢

National Defense Research Institute




|
i
|
l
|

The Global

Course of the
Information
Revolution

Recurring Themes and
Regional Variations

Richard O. Hundley
Robert H. Anderson
Tora K. Bikson
C. Richard Neu

ME- 1680 -Ni1c

Prepared for the
National Intelligence Council

National Defense Research Institute

RAND

‘Approved for public release; distribution unlimited




The research described in this report was sponsored by the National
Intelligence Council. The research was conducted in RAND’s
National Defense Research Institute, a federally funded research and
development center supported by the Office of the Secretary of
Defense, the Joint Staff, the unified commands, and the defense
agencies under Contract DASW01-01-C-0004.

Library of Congress Cataloging-in-Publication Data

The global course of the information revolution : recurring themes and regional
variations / Richard O. Hundley ... [et al.].
p.cm.
“MR-1680.”
ISBN 0-8330-3424-3 (pbk.)
1. Information superhighway. 2. Information technology. 3. Digital
communications. 4. Information society. I. Hundley, Richard O.

ZA3225.G56 2003
004.67'8—dc21

2003008812

RAND is a nonprofit institution that helps improve policy and
decisionmaking through research and analysis. RAND® is a
registered trademark. RAND’s publications do not necessarily reflect
the opinions or policies of its research sponsors.

© Copyright 2003 RAND

All rights reserved. No part of this book may be reproduced in any
form by any electronic or mechanical means (including
photocopying, recording, or information storage and retrieval)
without permission in writing from RAND.

Published 2003 by RAND
1700 Main Street, PO. Box 2138, Santa Monica, CA 90407-2138
1200 South Hayes Street, Arlington, VA 22202-5050
201 North Craig Street, Suite 202, Pittsburgh, PA 15213-1516
RAND URL: http://www.rand.org/
To order RAND documents or to obtain additional information
contact Distribution Services: Telephone: (310) 451-7002;
Fax: (310) 451-6915; Email: order@rand.org

»




PREFACE

RAND has just completed a multiyear effort, sponsored by the
National Intelligence Council (NIC), to explore the future of the
information revolution throughout the world.! This was a multi-
disciplinary effort with a broad range of participants from both
inside and outside RAND, with an overarching goal of mapping the
likely future of the global information revolution over the next one to
two decades.

This report focuses on the many findings of this study.

This effort included a series of international conferences on specific
aspects of the information revolution, involving experts in various
relevant areas. The proceedings of these conferences have been doc-
umented in the following RAND publications:

Richard O. Hundley, Robert H. Anderson, Tora K. Bikson, James A.
Dewar, Jerrold Green, Martin Libicki, and C. Richard Neu, The
Global Course of the Information Revolution: Political, Economic,
and Social Consequences—Proceedings of an International Confer-
ence, CF-154-NIC, 2000.

Robert H. Anderson, Philip S. Ant6n, Steven C. Bankes, Tora K. Bik-
son, Jonathan Caulkins, Peter J. Denning, James A. Dewar, Richard
O. Hundley, and C. Richard Neu, The Global Course of the Infor-

IThis effort, conducted during 1999-2002, was carried out in support of the Informa-
tion Revolution initiative of the Director of Central Intelligence’s Strategic Estimates
Program.
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mation Revolution: Technology Trends—Proceedings of an Inter-
national Conference, CF-157-NIC, 2000.

Gregory F. Treverton and Lee Mizell, The Future of the Information
Revolution in Latin America: Proceedings of an International Con-
ference, CF-166-1-NIC, 2001.

Richard O. Hundley, Robert H. Anderson, Tora K. Bikson, Maarten
Botterman, Jonathan Cave, C. Richard Neu, Michelle Norgate, and
Renée Cordes, The Future of the Information Revolution in Europe:
Proceedings of an International Conference, CF-172-NIC, 2001.

In addition to these international conferences, separate studies were
conducted on the likely course of the information revolution in the
Middle East and North Africa, and in the Asia-Pacific region, over the
next five to ten years. The results of these studies are documented in
the following RAND publications:

Grey E. Burkhart and Susan Older, The Information Revolution in the
Middle East and North Africa, MR-1653-NIC, 2003.

Nina Hachigian and Lily Wu, The Information Revolution in Asia,
MR-1719-NIC, 2003.

The findings presented in this report, and in the supporting confer-
ence proceedings cited earlier, rely heavily on the views, opinions,
and expert judgments of individuals who are knowledgeable regard-
ing the impact and course of the information revolution in their
areas of intellectual focus (e.g., technology, business and finance,
government, society and culture) and/or their areas of geographic
concentration—that is, the experts who participated in the various
RAND conferences.? These views, opinions, and expert judgments
were consensual unless otherwise noted (in this report or in the vari-
ous conference proceedings). On many key issues, we are not in a
position to verify or reject these judgments. They generally do not
represent independently verified RAND research conclusions—
unless referenced or noted. Nevertheless, RAND took on the chal-
lenge of selecting and moderating these discussions as well as pro-

ZFor a list of the experts who participated in the various RAND conferences, see the
appendix to this report.
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viding balance and a level of plausibility and quality assurance to the
presented views, opinions, and expert judgments.

This research was sponsored by the NIC and monitored by the
National Intelligence Officer (NIO) for Science and Technology. It
was conducted by the Acquisition and Technology Policy Center of
RAND’s National Defense Research Institute (NDRI). NDRI is a fed-
erally funded research and development center sponsored by the
Office of the Secretary of Defense, the Joint Staff, the defense agen-
cies, and the unified commands.
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SUMMARY

Advances in information technology (IT) are affecting most segments
of business, society, and government today in many if not most
regions of the world. The changes that IT is bringing about in various
aspects of life are often collectively called the “information revolu-
tion.” RAND has just completed a multiyear effort to explore the
nature of these changes throughout the world, painting a picture of
the state of the information revolution today and in the near- and
mid-term future. (We looked out roughly 5 to 15 years.) This explo-
ration has revealed many common themes that recur throughout the
world, as well as many regional variations.

RECURRING THEMES

New Technology Developments Will Continually Drive the
Information Revolution

In discussing these developments, we find it useful to distinguish
among fechnology, products, and services. We view technology as the
idea or intellectual property based on scientific principles that allows
creation of a product that embodies it; wireless communication
standards and protocols per se are a technology. A product (such as a
cellular telephone) may involve hardware and/or software and em-
bodies one or more technologies. Services are capabilities offered to
users, usually in a form resulting from storage, access, and manipu-
lation of information (by products).

Some technology developments can be foreseen, including continued
exponential growth in computing power for at least another 10 to 15

xxdii




XXiv The Global Course of the Information Revolution

years, reaching the foreseeable limits of silicon technology around
2015; continued convergence in voice and data communications and
another major leap in available bandwidth during the next two
decades; improvements in machine translation so that within 20
years one can have machine translation with any two of three
desiderata (high quality, general purpose, fully automatic)—for
many purposes and limited domains of discourse, this will be good
enough for useful applications; and very strong synergies developing
between info-, bio-, nano-, and material technologies.

Product developments will allow information devices to be ubiqui-
tous, wearable, and in continuous contact with one another. We
expect to see a multitude of diverse, powerful, inexpensive sensors
and other devices capable of (limited-distance) wireless communi-
cation; these devices will provide a vastly increased coupling
between the physical world and the cyber world, allowing informa-
tion systems to react much more comprehensively to changes in
their environment and vice versa. Computing and information sys-
tems will become much more ubiquitous, with convergence of wire-
less telephones, personal digital assistants (PDAs), radio, voice and
email messaging, smart home appliances, etc.; aiding in these devel-
opments will be protocols for short-range wireless communication.
Display products will undergo dramatic improvement in the coming
15 to 20 years, with “electronic paper” displays that can be rolled or
folded and perhaps contain wireless links to personal or other infor-
mation systems, digital displays that retain their content without
requiring power to continually refresh them, and large-screen, flat-
panel displays that can be “tiled” to desired sizes.

Services developments will greatly extend access to, and the useful-
ness of, information systems, with kiosks providing easy access to
some information services, entertainment being at the leading edge
of novel information services, information services playing an
increasing role in health care and telemedicine, online education
having increasing but specialized effects, and micropayment
schemes emerging to handle small online payments.

It is much easier to predict technology advances than to identify the
specific new technology-based products or services that will emerge
and be adopted in widespread use. Although technology’s progress
makes many such products and services possible, markets will
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decide which possible products and services become actual and
widespread; in this process, the emergence of “killer applications”
will greatly affect existing markets and create new markets.

Some tensions arising from these developments will affect the
growth and spread of IT-related products and services:

e Optical communications technology and Internet Protocol (IP)-
based telephony are likely to be highly disruptive to existing tele-
communications industries worldwide.

» Open source versus closed source: propriety standards battles
will continue.

» Intellectual property and digital rights issues will create major
tensions.

A period of IT consolidation, in response to the “dot-com crash” and
the implosion of the telecom industry, is both likely and healthy. This
consolidation should lead to a stronger foundation for substantial
and sustainable IT growth in the coming decades.

We elaborate on these themes in Chapter Two.

The Information Revolution Is Enabling New
Business Models That Are Transforming the
Business and Financial Worlds

Many new business models enabled by IT are arising, for the internal
organization and functioning of business enterprises and for their
external interactions with customers, suppliers, and competitors.
Many, if not most, of these new external-interaction business models
feature one form or another of electronic commerce, which is rising
in importance as a major form of economic activity. These IT-driven
changes are furthest along in the financial world.

Much of this leading-edge, IT-enabled business activity is concen-
trated in geographic “clusters,” with North America and Europe fur-
thest along in this process, and parts of the Asia-Pacific region fol-
lowing close behind.
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“Creative destruction” is a common feature of these business and
financial transformations, with new, more-efficient products and
services replacing older and less-efficient ones. This process is often,
but not always, accompanied by the economic eclipse of the com-
panies producing the old products and services.

“Information work” and “information workers” are becoming an
ever-increasing fraction of economic activity and the overall work-
force in many nations, as their business and financial worlds
undergo the transformations discussed here. Over time, this will free
many businesses in “knowledge industries” to relocate to new areas
more suited to information work than to manufacturing work, which
in turn will affect where people live. This rise in information work
will also affect the education required of people, both initially and
over their careers. Over time, this should have a significant impact on
educational establishments throughout much of the world.

These IT-enabled changes in the business and financial world have
been under way for some time, quickening in the past decade. They
are furthest along in North America, closely followed by Europe and
parts of the Asia-Pacific region. But even in North America, and even
more so in other parts of the world, much more is still to come. For
the foreseeable future, an unending series of new IT developments
will continually drive this ongoing revolution in the business and
financial world, along both current and new paths. These transfor-
mations in the business and financial world are, in turn, changing
the “playing field” for governments and societies.

We elaborate on these themes in Chapter Three.

The Information Revolution Is Affecting Mechanisms of
Governance and Empowering New Political Actors

Some traditional mechanisms of governance (e.g., taxation, regula-
tion and licensing) are becoming increasingly problematic as the
information revolution allows action beyond the reach of national
governments. In these and other areas, governments that are par-
ticularly affected will have to find new mechanisms of governance, or
create new, near-universal international control structures.
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At the same time that some traditional mechanisms of governance
are facing challenge, new governmental mechanisms are being
enabled, generally falling under the heading of “e-government.” This
usually involves the use of IT to improve and eventually transform
the manner in which governments interact with and provide public
services to their citizens, the management of governments’ supply
chains, and the conduct of internal governmental processes.

New political actors are being empowered by the information revo-
lution—in the business, social, and political realms, at the sub-
national, transnational, and supranational levels—which is changing
the distribution of political power. At the same time, advances in IT
are making new Internet-based modes of interaction possible
between citizens and their elected representatives, between candi-
dates and voters, and among citizens themselves (when discussing
political issues).

Some scholars suggest that the role of the nation-state could change
as a result of these developments. For example, a diffusion of gover-
nance activities may occur away from the centrality of the nation-
state, with some functions migrating to supranational or intergov-
ernmental organizations, some devolving to local governmental
units, and some migrating to private market and nonmarket organi-
zations (at the subnational, national, and supranational levels).
Others feel that trends in this regard are by no means clear, pointing
out the many essential functions that the nation-state will continue
to play. Considering these vastly different visions of the future pre-
sented by various “experts,” one must conclude that the future role
of the nation-state in the information age is unclear.

Different nations will take different approaches to dealing with these
changes. Smaller nations may more readily give up some preroga-
tives of the nation-state. Larger nations may be less willing to give up
any prerogatives and may try harder to preserve the traditional roles
of the nation-state.

We elaborate on these themes in Chapter Four.
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The Information Revolution Both Shapes and Is Shaped by
Social and Cultural Values in Significant Ways

The information revolution is being enabled by technology but is
driven primarily by nontechnical factors, including social and cul-
tural factors. Social and cultural change will have to take place if
individuals, organizations, and nations are to fully exploit the capa-
bilities of IT. Unintended consequences will inevitably be produced
in this process. Those that arise when social and technical influences
combine may well dominate the intended ones.

Digital divides within and between nations will persist, but their
future scope, duration, and significance are subject to debate. Within
countries, IT diffusion generally exacerbates disparities and re-
inforces social cleavages, at least until saturation has been achieved.
Moreover, the polarization between the rich and the poor is made
more acute because of its visibility in the information society. By and
large, the same sorts of growing and visible inequalities as a cause
and a consequence of differential access to and use of IT are even
sharper at the level of national states. While there is reasonable con-
sensus about the present existence of these digital divides, there is
also considerable debate over how their implications should be as-
sessed.

The ability to acquire and use knowledge will be critical for success
in the information society, as knowledge work constitutes an increas-
ing proportion of all work in the long-term future. Accordingly, de-
veloping human capital appropriately is key. A “quality education for
all” will be one of the keys to a nation’s success in the information
age. This presents different challenges in different parts of the world.

Globalization, boosted by the information revolution, will continue
to have multivalenced social and cultural effects. While its economic
effects are widely recognized, knowledgeable observers also give
considerable weight to its societal implications—both positive and
negative. These include further widening of the gap between the
political/intellectual/economic elites and others in developing
nations, and the globalization of entertainment and, consequently,
styles (or at least fads), which leads those in some countries to feel
that their own national cultures are being vitiated.
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The information revolution will stimulate greater homogeneity in the
institutional and legal infrastructures of societies networked across
nations while at the same time enhancing the heterogeneity of their
constituent cultures.

We elaborate on these themes in Chapter Five.

Many Factors Shape and Characterize a Nation’s Approach to
the Information Revolution

Some of these factors are causative and can play out in various ways:
* Rich nations are better positioned than poor nations to exploit
the information revolution (IR).

* How a society deals with change is a major factor shaping a
nation’s IR posture.

» Governments and laws can be helpful or unhelpful.
¢ The structure of capital markets is also important.
Other factors are effects, not causes. The following factors add rich-

ness to the description of a nation’s posture and serve as ways of
tracking its performance:

e The degree and nature of IT penetration into a society and the
distribution of its IT activity across the technology, product, and
service spectrum are useful descriptors of a nation’s IR posture.

e The amount of information work, information workers, and
e-commerce in a nation also serves as an important descriptor.

s The presence and number of IT business clusters in a nation are
important measures of the vigor of a nation’s IR posture.

e The amount of “creative destruction” going on in a nation can be
another important measure of the vigor of a nation’s IR posture.

* The presence of new political actors and changes in governance
are measures of IR-induced change in the political arena.

+ The movement of talented, IT-trained people can be a useful
indicator of a nation’s IR posture.
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We elaborate on each of these factors in Chapter Six.

REGIONAL VARIATIONS

North America Will Continue in the Vanguard of the
Information Revolution

The North American (i.e., U.S. and Canadian) economies and soci-
eties are well positioned to meet the challenges of the information
revolution. They have many advantages, including well-developed
physical infrastructures and human capital; economies and societies
that are generally receptive to change; governments that provide an
environment generally hospitable to business developments; legal
regimes with good intellectual property protections, well-established
contract and bankruptcy laws, and strong protections for freedom of
expression; and innovative and efficient capital markets with well-
developed venture capital communities. Both are nations of immi-
grants that attract energetic, talented, IT-trained people from all over
the world.

North America will exploit these advantages to continue in the van-
guard of the information revolution. The dot-com crash and the tele-
com implosion may slow the pace of IT-related developments in
North America, but only temporarily. Further, North America will, in
general, deal well with the stresses generated by the information
revolution.

We elaborate on the course of the information revolution in North
America in Chapter Seven.

The Information Revolution Is Following a Somewhat
Different and More Deliberate Course in Europe

In the technology arena, the European view of the information revo-
lution is similar to the American view but with more emphasis placed
on wireless technology.

While the technology underpinnings are largely the same, the social,
political, and economic climate in which the information revolution
is developing in Europe differs in important ways from that in Amer-
ica. These differences include the following:
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* Differing European and American approaches to economic and
social change, which comes easier in America than in Europe.

e The greater importance that Europeans attach to economic and
social equity.

e The European desire for convergence among the nations of Eu-
rope insofar as economic prosperity is concerned.

e Differing trade-offs between market forces and government
policies, with the United States giving markets more free rein and
Europe relying more on governments to produce socially desir-
able ends.

e A greater European emphasis on top-down planning by gov-
ernmental and business elites.

As a result of this different climate, the information revolution is
following a somewhat different course in Europe than in America,
with the Europeans’ greater risk aversion causing the creative
destruction process to proceed more slowly, the European economic
and social equity emphasis leading to a more subdued approach to
new IT-related business opportunities, and the top-down planning
mentality reinforcing this slower approach. Consequently, up to
now, the information revolution has been proceeding more deliber-
ately in Europe than in America, with the United States in the van-
guard in most, but not all, IT-related areas and Europe following
somewhat behind. This is likely to continue for at least the next few
years, if not longer.

We elaborate on the course of the information revolution in Europe
in Chapter Eight.

Many Asia-Pacific Nations Are Poised to Do Well in the
Information Revolution, Some Are Not

Asia-Pacific nations vary greatly in their information revolution
postures. Several are major IT and Internet users, with Internet pene-
tration in South Korea, Hong Kong, Japan, and Australia exceeding
even the U.S. level in 2000, and Singapore, Taiwan, and New Zealand
not far behind. In contrast to the situation in the United States, how-
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ever, most Internet usage in Asia today is by businesses—not from
the home—and this business usage is not terribly sophisticated.

Japan, Singapore, Taiwan, South Korea, Malaysia, Thailand, and thé
Philippines are all major IT producers on the world stage, with Asia
as a whole accounting for 70 to 80 percent of total world output of a
wide range of important IT materials, components, and products.
Asian IT producers have generally followed the “Japan model” of
progressively sophisticated production technology, beginning with
labor-intensive, low-value manufacturing and proceeding to higher-
value-added stages. South Korean and Taiwanese companies are
among the more technologically advanced and diversified after
Japan, but they face challenges on their road to becoming global IT
innovators. At the other end of the spectrum, most Southeast Asian
IT producers appear to be stagnating at lower rungs on the produc-
tion ladder.

Japan itself has something of a “split personality” regarding the
information revolution. There is no question that it is one of the
world’s leaders in IT today. However, much has been written in
recent years regarding the rigidities of the Japanese society, econ-
omy, and government. If this condition persists, it could lead Japan
gradually to fall behind the nations in the vanguard of the informa-
tion revolution. On the other hand, some observers have noted a
recent emergence of individualism and entrepreneurship in some
sectors of the Japanese IT industry. If this nascent trend persists and
spreads, it could ensure the future vitality of that industry, in spite of
the rigidities in the larger society. In that case, Japan would continue
as a world leader in IT, albeit with an ever-increasing fraction of its
manufacturing operations moving to Japanese-owned manufactur-
ing facilities in China. It remains to be seen which of these forces—
rigidities in the overall society or nascent individualism and entre-
preneurship in the Japanese IT industry—proves stronger.

China is of special note as a rapidly emerging IT producer. Clearly
defined clusters of IT industry are already developing there, although
IT output is far from being a major component of its economy today.
The major driving forces in China are the size and potential of its
local market and the almost endless availability of cheap labor, both
of which attract foreign investment. In recent years, China has
become the IT manufacturing base of choice for Asian, North Ameri-
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can, and even European companies—a trend that is not only likely to
continue but also accelerate now that China has joined the World
Trade Organization. As a corollary, China is also beginning to attract
a large, increasingly advanced IT knowledge base, some of it from
expatriate Chinese returning home after receiving technical training
overseas. As a result, China should continue advancing to later stages
in IT industry development and, over time, become a major IT player
not only in Asia but also in the world, while in the process possibly
leapfrogging many nations that today are more advanced but bur-
dened by the inertia created by legacy infrastructures.

South Korea, Taiwan, and the leading IT nations in Southeast Asia
achieved their current positions initially by serving as low-cost
manufacturing outposts for North American, European, and Japa-
nese electronics and IT companies and gradually working up the IT
value-added chain. This process took several decades. The emer-
gence of China as the new low-cost, mass-market manufacturing
outpost of choice in Asia changes the IT playing field on which these
other Asian nations must now operate. This will not necessarily be a
zero-sum game; China’s IT gains do not have to be losses for other
Asian nations. For these other nations to survive as viable players in
the IT world, they must redefine their business models, carving out
value-added niches that can withstand the Chinese onslaught. Some
of them may succeed by retaining design and high-level engineering
capabilities at home while outsourcing manufacturing operations to
China, but others, which have not yet advanced to the design and
high-level engineering level in their IT operations, may not.

India has three important advantages in the global IT competition: a
plentiful supply of talented IT-trained people; copious numbers of
educated, low-cost workers proficient in English; and close ties to the
many Indian entrepreneurs in Silicon Valley. As a result, IT business
clusters have developed there, it is a world leader in back-office ser-
vices and software outsourcing, and its software production has
increased fiftyfold over the past 10 years. The prosperity and growth
of the Indian software and back-office service industries should con-
tinue, at least over the near- to mid-term. However, going beyond
software into IT hardware activities may be difficult, particularly in
view of China’s growing role in this area. Also, the entire Indian high-
tech industry is a thin veneer on top of the Indian economy. Much of
the nation is still in the agricultural age, not yet having reached the
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industrial age, let alone the information age. These factors may place
any broader role in the information revolution beyond India’s reach.

Many other Asian nations are lagging well behind today; these
include Bhutan, Cambodia, Indonesia, Laos, Mongolia, Myanmar,
Nepal, Pakistan, Sri Lanka, Vietnam, and the nations of Central Asia.
These nations have low levels of Internet penetration and usage, and
little or no IT production activity, and they lack one or more essential
elements required to do well in the information revolution. Not only
are they lagging behind today, but also little is occurring to improve
their future situations insofar as the information revolution is con-
cerned.

We elaborate on the course of the information revolution in the Asia-
Pacific region in Chapter Nine.

Latin America Faces Many Obstacles in Responding to the
Information Revolution: Some Nations Will Rise to the
Challenge, Others May Not

Today, most Latin American nations are “also-rans” in the informa-
tion revolution, as they are in the global economy. Regarding the in-
formation revolution, they can be divided into “leaders,” “successful
outliers,” and the rest.

Argentina, Brazil, Chile, Mexico, and Uruguay have been Latin
America’s leaders in the information revolution in recent years,
leading Latin America in most measures of IT-penetration and usage
and in IT-related business and financial developments, and provid-
ing IT-related leadership examples to the rest of Latin America. Of
these nations, Mexico and Chile continue to do well today, whereas
Argentina, Uruguay, and Brazil have recently suffered financial diffi-
culties—in Argentina’s case, grave difficulties—that put future eco-
nomic and IT development in jeopardy.

Several of the small island states in the Caribbean—including the
Cayman Islands, the Bahamas, St. Barts, Aruba, the British Virgin
Islands, and the U.S. Virgin Islands—are successful outliers regarding
the information revolution today. These nations have per capita
incomes that are among the highest in Latin America and are much
further along in IT penetration and use. They share several precon-
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ditions: their governments are founded on trust and transparency;
they have a well-established rule of law, high literacy rates, economic
cultures in which business can prosper, populations fluent in
English, and, perhaps most importantly, political stability. In Central
America, Costa Rica is another IT outlier. Intel has based an assem-
bly plant there, which has had a major impact on Costa Rican em-
ployment and growth. In attracting Intel, Costa Rica had advantages
similar to the Caribbean islands. Even though they are doing well
themselves in the information revolution, because they are small and
removed geographically from the mainstream of Latin America,
Costa Rica and these Caribbean nations do not provide leadership
examples to the rest of Latin America; they are information revolu-
tion outliers, not leaders.

The rest of the Latin American nations lag behind these leaders and
successful outliers, often way behind. The situation is particularly
dire for the nations on the Andean ridge (e.g., Bolivia, Ecuador, Peru),
those torn by internal guerrilla conflicts (e.g., Colombia), and impov-
erished island nations of the Caribbean (e.g., Haiti).

Latin America faces many obstacles in exploiting opportunities
offered by the information revolution, including a government role
in the economy that is often more of an impediment than an advan-
tage in many Latin American nations; privileged positions for large,
old-economy firms that often impede the development of markets by
new IT-related firms; a financial system in many nations that is not
conducive to IT-related startups; shortages of skilled people because
of deficiencies in the educational systems and “brain drain” losses,
primarily to North America; a pronounced digital divide, even in the
leading Latin American nations; and a propensity for frequent fi-
nancial crises.

All in all, the business and social climate in Latin America is much
less hospitable to the information revolution than in North America
or Europe, or in many parts of Asia. As a result, the gap between this
region and the world’s IT leaders is, in the view of experts, not likely
to close.

We elaborate on the course of the information revolution in Latin
America in Chapter Ten.
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Few Middle Eastern and North African Nations Will Fully
Experience the Information Revolution, Some May Miss
It Altogether

With a few notable exceptions—Bahrain, Israel, Kuwait, Qatar, and
the United Arab Emirates (UAE)—IT penetration is below world
averages in most Middle Eastern and North African (MENA) nations,
sometimes well below. Moreover, irrespective of its magnitude, the
pattern of IT diffusion and use in the region is irregular, favoring the
wealthy and privileged. This could increase the economic and social
disparities between the richest and poorest sectors of MENA soci-
eties as time goes on.

The MENA nations can be grouped into three categories regarding
the information revolution: “fearful,” “driven,” and “best of both.”
The fearful nations include Algeria, Iraq, Libya, and Syria, countries
that have limited Internet connectivity or have prohibited it alto-
gether; they would rather forgo the potential benefits in order to
ensure that they avoid any negative consequences of joining the net-
worked world. The “best of both” nations are Iran, Saudi Arabia,
Tunisia, and the UAE, each of which has tried to develop a tightly
controlled domestic Internet network that will enable it to reap bene-
fits in commerce, academia, and government while keeping a close
watch and maintaining strict limits on what can and cannot be done
and what kinds of information are available.

The rest of the MENA nations can be characterized as “driven.” They
want what the information revolution offers, and want it badly
enough to be willing to risk some disbenefits that may arise from
more open and possibly “unacceptable” communications. The
wealthiest of these countries, including Bahrain, Kuwait, and Qatar,
have well-developed information infrastructures. The poorest coun-
try, Yemen, has achieved very little. The middle-tier countries (Egypt,
Jordan, Lebanon, Morocco, and Oman) have made interesting but
unexceptional progress.

Regarding the future, with the exception of Israel, which we discuss
separately below, only a few MENA nations—principally Bahrain,
Kuwnait, Qatar, and the UAE—are likely to fully exploit opportunities
offered by the information revolution. Most of the others will lag
behind because of inadequate physical infrastructures and human
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capital, governmental policies that hinder development, or cultural
impediments, causing this region to fall even further behind the
Organisation for Economic Cooperation and Development (OECD)
nations.

As with most everything else in the MENA region, Israel is a special
case insofar as the information revolution is concerned. During the
latter half of the 1990s, Israel developed a venture capital industry,
with investment capital flowing into the country from elsewhere in
the world, particularly from the United States. As a result, in early
2000 before the current intifada started, the number of Israeli startup
firms per capita was the highest anywhere in the world except for
Silicon Valley, and the nation ranked third in the world in the num-
ber of NASDAQ-listed companies. This led to Israeli strengths in a
number of IT areas, including Internet telephony, an industry largely
erected upon Israeli innovations. These were among Israel’s
strengths in 2000. Since then, the intifada has put all this at risk.
Clearly, Israel’s future as a world player in the information revolution
is held at least partially hostage to the outcome of the Arab-Israeli
peace process.

We elaborate on the course of the information revolution in the
MENA region in Chapter Eleven.

Most Countries of sub-Saharan Africa Will Fall Further
Behind in the Information Revolution

There are extreme disparities among African nations; as a result, few
statements apply universally. As one example of these disparities,
South Africa has roughly half of the continent’s IT infrastructure,
Nigeria and the North African region each have about one-sixth, and
all the rest of Africa accounts for only one-sixth of the infrastructure.
Even excluding South Africa, there are also dramatic disparities
among the northern, eastern, western, and southern African regions,
and within countries of those regions.

With those caveats, there are several measures that help place Africa
in context. First, mass media (i.e., radio and television) are now, and
will remain for the next decade or so at least, the predominant
information dissemination media in Africa. For every telephone in
Africa, there are 2,500 televisions and 14,000 radios. Compared with
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the rest of the world, Africa is far behind in per capita telephone
subscribers. Regarding Internet access, in 1998 Africa had just 4 per-
cent of the world’s Internet hosts and 0.22 percent of World Wide
Web sites, with more than half of these being in South Africa, even
though it has 12 percent of the world’s population. One must also
remember how poor Africa is in general: The wealthiest 15 individu-
als in the world, taken together, have a greater net worth than all of
sub-Saharan Africa.

Africa’s IT problems are not primarily technical; they involve the fol-
lowing factors of culture, competence, capital, and control:

¢ Cultural factors such as language, nationalism, stratification,
legal framework, vertical authority relationships, trust, meritoc-
racy, and concept of information complicate and impede the
spread and use of information technology in Africa.

* It takes an educated populace to know how to bring IT to those
who most need it. Africa is lacking in this area.

* In many sub-Saharan countries, financial and physical capital
(electric power and telecommunications) are lacking.

* The agencies of control in sub-Saharan African countries—gov-
ernments, militaries, religious organizations, the private sector—
often impede IT development.

In spite of these impediments, there are positive indications that the
information revolution is moving forward in Africa. However, two
additional factors may indirectly impede progress:

* The HIV/AIDS epidemic in Africa, which has become the biggest
threat to the continent’s development.

¢ Inthe post-9/11 era, much of the world’s attention and resources
will be focused elsewhere.

For all these reasons, it is likely that information technology im-
provements will continue in Africa, but the region will continue to
fall further behind much of the rest of the world during the next sev-
eral decades.
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We elaborate on the course of the information revolution in sub-
Saharan Africa in Chapter Twelve.

SOME ADDITIONAL TOPICS (A BRIEF LOOK)

Geopolitical Trends Furthered by the Information Revolution
Could Pose Continuing Challenges to the United States

While the U.S. economy and society are well poised to meet the chal-
lenges of the information revolution, there are likely to be many
losers and laggards elsewhere in the world. Many of these losers or
laggards will become disaffected—some seriously.

The information revolution better enables disaffected peoples to
combine and organize, thereby rendering them powers that must be
dealt with—in many, but not all, cases.

The existence of these disaffected and organized losers or laggards
could lead to trends in the world that may challenge vital U.S. inter-
ests. For example:

e Extreme losers in the information revolution could become
“failed states.” Such failed states could become breeding grounds
for terrorists, who could threaten vital U.S. interests.

¢ Responding to the information revolution will stress European
economies, societies, and polities, leading to laggards and losers
within Europe. This could over time put increasing stress on the
North Atlantic Alliance.

¢ The inability of Japan to change sufficiently to cope with the in-
formation revolution—if this turns out to be the case—could lead
to the failure of the Japanese economy. The failure of Japan’s
economy would in turn lead to a vacuum in Asia likely to be filled
by China. This would greatly enhance China’s position within
Asia and make it more likely that China becomes a peer competi-
tor of the United States.

These trends would pose continuing challenges to U.S. interests.

We expand on these thoughts in Chapter Thirteen.
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What Future Events Could Change These Projections?

Future “killer applications,” unclear at present, will determine the
precise nature of IT-driven transformations. They are the wild cards
that will determine the fine details of the information revolution.

Many elements can slow down or speed up the pace of IT-driven
transformations. Adverse financial events can slow things down; un-
expected killer applications can speed things up. Such unpredictable
events will occur in the future just as they have in the past.

Future geopolitical events—such as a new “cold war,” a global mili-
tary conflict, or a large-scale regional conflict—could adversely affect
how different nations and regions of the world perform. Persistent,
widespread, devastating terrorist incidents could have the same
effect on a nation or region.

No matter what happens, however, the degree to which IT eventually
transforms the world is unlikely to change. We expect these changes
ultimately to be profound.

We expand on these thoughts in Chapter Fourteen.

The Information Revolution Is Part of a Broader Technology
Revolution with Even Profounder Consequences

The information revolution is not the only technology-driven revo-
lution under way in the world today but merely the most advanced.
Advances in biotechnology and nanotechnology, and their synergies
with IT, should also change the world greatly over the course of the
21st century.

The consequences of the biorevolution will be especially profound
and quite controversial. The ability to alter plant and animal ge-
nomes has already led to considerable controversy; the ability to alter
the human genome will lead to enormous controversy.

We expand on these thoughts in Chapter Fifteen.
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Chapter One
INTRODUCTION

Advances in information technology (IT) are affecting most segments
of business, society, and government in many if not most regions of
the world. The changes that IT is bringing about in various aspects of
life are often collectively called the “information revolution.”! Many
of these changes could over time prove to be profound; some may
have already done so. A wide range of national and international
political, economic, and societal issues arise from these changes,
both now and in the future.

Understanding the various impacts that advances in IT will have and
the likely nature of future changes that IT will bring about, in differ-
ent societies all around the world, and the issues (i.e., problems and
opportunities) that will arise from these impacts and changes is very
important—and also quite difficult. It is important because IT is
likely to change the 21st-century world just as much as the steam
engine, railroad, and telegraph changed the 19th-century world, and
just as much as electricity, the internal combustion engine, automo-
bile and airplane, and the telephone, radio, and television changed
the 20th-century world.? It is difficult because, while the technology
developments that enable and drive the information revolution are
more or less the same throughout the world, a large number of fac-
tors—social and cultural, political and governmental, business and
financial—shape each society’s approach to those technology devel-
opments. These factors interact in a variety of ways, both straight-
forward and subtle, and are subject to numerous variations in
nations throughout the world, leading to many different national or
regional manifestations of the information revolution.
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RAND has conducted a multiyear effort, sponsored by the National
Intelligence Council (NIC), to explore this important, difficult sub-
ject: the likely future of the information revolution throughout the
world—in this case, over the next one to two decades.3 This was a
multidisciplinary effort with a broad range of participants from both
inside and outside RAND. This report summarizes what was learned
in this effort.

WE ADDRESSED A WIDE RANGE OF QUESTIONS

In charting the likely future of the information revolution, we ad-
dressed a wide range of questions, such as the following.

In the Technology Arena

* What advances in information technology will the world see in
the next 10 to 20 years?

* How broad and deep will IT penetration be in various regions of
the world?

* What are the main factors driving advances in IT?

In the Business and Financial Arena

* How will IT affect business and financial developments over the
next 10 to 20 years (e.g., new methods of work, e-commerce, new
business models, new paradigms for financial services)?

* What are the sources of financing for IT and for new IT-enabled
businesses and services? How do these vary from one nation to
another?

* How open are various countries to foreign investment and for-
eign roles in IT-related business?

* Who are the major players in these business and financial devel-
opments? Are they predominantly national, regional, or global?

* What characteristics of the business environment in various
countries facilitate or inhibit growth in the use of IT and in new
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IT-enabled businesses? What are the driving forces of change?
What are the main obstacles?

¢ How are issues of intellectual property, encryption, standards,
commercial and contract law, and the like being dealt with in
businesses created or transformed by IT? What are the main dif-
ferences across countries?

e Ultimately, what can be said about the impact of IT on the con-
duct of business and economic advance in various nations and
regions?

In the Governmental and Political Arena

e How different are the approaches of various governments in fos-
tering, channeling, regulating, or inhibiting the spread of IT?

¢ How may governance change in the information age (e.g.,
changes in the role of the nation-state, rise of new political ac-
tors)?

e  WIllIT facilitate the creation of nongovernmental organizations?

¢ How may politics be affected by IT? What is the future for “digital
democracy”?

e Is information technology likely to spur political integration,
disintegration, or both?

In the Social and Cultural Arena

e What social and cultural changes may the information revolution
bring about (e.g., social impacts of increasing disparities and the
“digital divide,” impact of the information revolution on national
or regional social and cultural values, e-learning)?

¢ Is the information revolution increasing economic inequalities
within or between nations? Is it increasing social inequalities in
this or other ways—for instance, by accentuating rural-urban
cleavages?

¢ How will IT affect the delivery of human service over the next
decade? How will it change health care, education, and other
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social services? How, if at all, will it change the balance between
public and private providers? What will be the implications of
these changes?

* What social or cultural factors prominent in one nation/region or
another facilitate or inhibit the diffusion of IT and advances in
IT-related industries? How common are these factors in various
areas of the world?

With Regard to Regional Variations

* How do all of the above vary from one nation to another, from
one part of the world to another?

¢ Which countries are leading, which lagging in IT developments?
What are the predominant differences across countries (and
within them)?

* Broadly speaking, how do the projections of IT patterns vary
from one region of the world to another? Where do various
regions fall on the spectrum of private-sector-dominated, bot-
tom-up versus public-sector-driven, top-down IT-related devel-
opment?

*  What are the key factors in or determinants of how the informa-
tion revolution plays out in each major region of the world?

GLOBALIZATION AND THE INFORMATION REVOLUTION
ARE CLOSELY LINKED

In addressing these and similar questions, the effects of the informa-
tion revolution are commingled with those of globalization—the
rapid advance in cross-border integration in many areas of economic
and other human activities that has been ongoing for some time,
facilitated by advances in transportation systems and communica-
tions systems and by the elimination of regulatory barriers to the
movement of money, goods, services, and people. Globalization and
the information revolution are closely linked. Indeed, advances in IT
are one of the principal enablers of globalization. Conversely, global-
ization is shaping the world in which the information revolution is
playing out.
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In most cases it is difficult, and in some cases impossible, to separate
the effects of the information revolution from those of globalization.
In almost all cases, it serves little useful purpose to do so. Accord-
ingly, in what follows we treat the information revolution and global-
ization as intimately commingled phenomena, the effects of which
we do not attempt to separate.

SOME TOPICS WE DID NOT ADDRESS—DELIBERATELY

There were some aspects of the information revolution that we did
not address, at least not in any detail. The two most important are

o The security issues raised by advances in IT, or more precisely,
by the ever-increasing fraction of human economic, political,
social, and other societal activity that is carried out via informa-
tion systems and networks. This subject is sometimes referred to
as “security in cyberspace.”

» The impact of advances in information technology on military
operations, sometimes referred to as the “revolution in military
affairs.”

We did not address these topics primarily because they already have
been covered by other investigators at considerable breadth and
great depth.4 To cover them again in our study would have dupli-
cated previous work; we judged that our resources could be better
spent elsewhere.

THE COURSE OF THIS EFFORT

This effort included a series of international conferences on specific
aspects of the information revolution, involving experts in various
relevant areas, as well as selected in-depth studies. The first step in
this effort was a conference held in November 1999 on the political,
economic, social, and cultural trends driven by the information revo-
lution as they manifest themselves globally; the proceedings of this
conference were published in Hundley et al. (2000). The second step
was a conference held in May 2000 to explore the technological
drivers of the revolution in more detail; the proceedings of that con-
ference were published in Anderson et al. (2000). The third step was a
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conference on the information revolution in Latin America, con-
ducted in November 2000; the proceedings of that conference were
published in Treverton and Mizell (2001). The fourth step was a con-
ference on the future of the information revolution in Europe, held in
Belgium in April 2001; the proceedings of that conference were pub-
lished in Hundley et al. (2001).

In addition to these conferences conducted by RAND under NIC
sponsorship, this effort has also benefited from an international
conference on the information revolution in Africa conducted by the
NIC and the State Department Bureau of Intelligence and Research
in October 2001.5

To complement these international conferences, separate studies
were conducted on the course of the information revolution in the
Asia-Pacific region and in the Middle East and North Africa.® The
results of these studies are reported in Hachigian and Wu (2003) and
in Burkhart and Older (2003), respectively.

These international conferences and in-depth studies are the pri-
mary body of information on which this report is based and are sup-
plemented by the many source documents listed in the References.

THIS REPORT

This report represents a final integration and summing up of all the
findings of RAND's multiyear effort to chart the worldwide course of
the information revolution.” It is organized in three parts:

* Part I sets out common themes that recur throughout the
world—with separate chapters on the technology dimension of
the information revolution (Chapter Two); the business/financial
dimension (Chapter Three); the government/political dimension
(Chapter Four); and the social/cultural dimension (Chapter
Five), as well as a chapter on the factors that distinguish one
region or nation from another insofar as their approach to the
information revolution is concerned (Chapter Six).

e Part II discusses regional variations in these themes, as the
information revolution proceeds differently in different regions
of the world—with separate chapters on the future course of the
information revolution in North America® (Chapter Seven); the
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future course of the information revolution in Europe (Chapter
Eight); the information revolution in the Asia-Pacific region
(Chapter Nine); the information revolution in Latin America
(Chapter Ten); the information revolution in the Middle East and
North Africa (Chapter Eleven); and the information revolution in
sub-Saharan Africa (Chapter Twelve).

¢ Part III takes a brief look at some additional topics emerging
during the course of our work: Chapter Thirteen outlines geo-
political trends furthered by the information revolution that
could pose continuing challenges to the United States. Chapter
Fourteen addresses the question of what future events could
change the projections we make here. And Chapter Fifteen men-
tions the broader technology revolution of which the informa-
tion revolution is but one part; this broader revolution should
over time have even profounder consequences than those of the
information revolution taken by itself.?

Insofar as format is concerned, each of the chapters of this report is
written (as much as possible) as a stand-alone piece that can be read
on its own, without reference to the other chapters. Notes are placed
at the end of each chapter, rather than at the bottom of each page, so
as not to break up the reading process (for those who do not want to
get into the details presented in the notes).

MUCH HAS HAPPENED SINCE WE BEGAN THIS EFFORT

This effort began in mid-1999, before the worst of the dot-com crash
and the telecom implosion. All of the international conferences that
were a major part of the effort, and on which we base many of the
findings of our study, were conducted before the events of Septem-
ber 11, 2001. These events—the dot-com and telecom crashes and
September 11—clearly changed the world. The question is, How will
this changed world affect the future course of the information revo-
lution?

In the chapters that follow, we comment on what impact we feel
these events will have on the future development of the information
revolution—on either the character or pace of that development,
over either the short or long term.
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NOTES

IThis is not the first “information revolution” that humans have experienced. The
invention of moveable-type printing, in the 15th century in Europe and earlier in
China, was one. The invention of writing several millennia ago was another. (This may
have been the greatest information revolution of them all.) And there have been other
inventions classified by some as information revolutions as well (e.g., the invention of
the telegraph, the telephone). While recognizing these earlier revolutions, this report
concentrates on the current one. (See Dewar, 1998, for a discussion of possible paral-
lels between the invention of the printing press and the current information revolu-
tion.)

2fnformation technology is not the only technology that will change the 21st-century
world. Biotechnology, nanotechnology, materials sciences, and their synergies with IT
should also transform the world greatly (see Antén, Silberglitt, and Schneider, 2001).
We come back to this issue in Chapter Fifteen.

3This effort was carried out in support of the Information Revolution initiative of the
Director of Central Intelligence’s Strategic Estimates Program.

4pCIPB (2002) provides an overview of the present state of security (and insecurity) in
cyberspace. Hundley (1999) discusses the current “revolution in military affairs,”
placing it in the historical context of past military revolutions.

SThe results of this conference on the information revolution in Africa are reported on
in NIC/State Department (2002).

6RAND originally planned to hold an international conference in Asia on the course of
the information revolution in the Asia-Pacific region. In the post-September 11, 2001
environment, this was no longer advisable.

“This report is a summary. As such, it cannot include all the supporting detail con-
tained in the various conference proceedings and other supplementary materials cited
in the References (at the end of this report), which should be consulted for additional
justification and discussion of points made in this summary.

8By North America, we mean here the United States and Canada. Mexico is discussed
as part of Latin America.

Ipart T is definitely a brief look at these issues, meant merely to introduce the sub-
jects.




PART I. RECURRING THEMES




Chapter Two

NEW TECHNOLOGY DEVELOPMENTS
WILL CONTINUALLY DRIVE THE
INFORMATION REVOLUTION

It is clear that many current information technology trends will con-
tinue, at least over the next 15 to 20 years: computing will get faster
and cheaper; communication bandwidth will increase; interesting
new products (beyond cell phones and handheld personal informa-
tion managers, or perhaps a merging of the two) will emerge—and so
on. And yet, many previous attempts to forecast future technology
developments have been woefully lacking, if not just plain wrong.
Perhaps more importantly, it is difficult to predict the adoption and
widespread use of various IT-enabled products and services, espe-
cially when their success depends on a critical mass of usage. Twenty
years ago, circa 1983, essentially no one predicted the explosive
development of the World Wide Web—indeed, although a precursor
of the Internet was a fairly robust technology, there was no HTML,
nothing like today’s “chat rooms,” and no gigahertz multigigabyte
laptop computers or cell phones. And no one knows what the next
“killer app” (discussed below) in cyberspace will be. So the “faster/
cheaper/smaller” mantra hints at future developments, but it cer-
tainly does not predict them.

IT IS USEFUL TO DISTINGUISH AMONG DEVELOPMENTS
IN TECHNOLOGY, PRODUCTS, AND SERVICES

In attempting to understand the continuing role of the information
revolution and its potential differential effects on various countries,
regions, and cultures of the world, it is nevertheless important to
understand general technology trends and the types of products and
services they will spawn. In this discussion, we find it useful to dis-

11
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tinguish among developments in technology, products (both hard-
ware and software), and services.! We view technology as the idea or
intellectual property based on scientific principles that allows cre-
ation of a product that embodies it; for example, wireless communi-
cation standards and protocols per se are a technology. A product
(such as a cellular telephone) may involve hardware or software, and
embodies one or more technologies. Services, similarly, result from
the application of technology, but in the form of capabilities offered
to users, usually in a form resulting from storage, access, and
manipulation of information. A website that helps you locate the
nearest music store might be such a service. (But note that as the
physical and cyber worlds become intertwined, so does the distinc-
tion between products [including software] and services [enabled by
such software and hardware].)

SOME TECHNOLOGY DEVELOPMENTS CAN BE FORESEEN

It is widely believed that the exponential growth in computing power
that has been seen for decades now will continue for at least another
10 to 15 years, reaching the limits of silicon technology by about
2015. That exponential growth has been referred to as “Moore’s
Law,” an observation made originally in 1965 stating that the density
of transistors on integrated circuits doubles about every 18 months.2
That trend underlies many of the other developments that are
expected.3

There will be a continuing convergence of voice and data communi-
cations, and another major jump in available bandwidth during the
next two decades. These developments will be characterized in first-
world economies by

e seamless data, voice, video sharing

* near-universal connectivity

» application convergence through the Internet Protocol (IP)
* widespread moderately wideband wireless

* optical, multiwave lines and switches, allowing bandwidths of
many thousands of gigabits per second
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» significant data storage density increases, to the point where ter-
abyte stores become practical and accessible

 increasing synergies and interrelationships between silicon, bio-,
and nanotechnologies, with some possible exploitation of quan-
tum effects for computing.

Machine translation among key natural languages is a long-sought
goal. Its availability, for example, would allow the informational
riches of the Web—predominantly in English today—to be accessed
by persons whose only language is Arabic, Japanese, Chinese, or
Spanish (for example). Predictions here are more difficult; the gen-
eral machine translation problem is unlikely to be solved in the next
20 years, but “you can have any two of the following three desiderata:
high quality, general purpose, fully automatic.”> For many purposes
and limited domains of discourse, this will be good enough for useful
applications.

We emphasize in particular the importance of the very strong syner-
gies developing between bio-, nano-, and material technologies.
Beyond semiconductors, on-chip integration of logic and other
components will include chemical sensors and components, electro-
optical devices, and biological components as well as microelec-
tromechanical systems (MEMS). The results, especially for sensor
technology—and when combined with wireless communication
developments—will be revolutionary, with an expected cornucopia
of new devices and applications.®

PRODUCT DEVELOPMENTS WILL ALLOW INFORMATION
DEVICES TO BE UBIQUITOUS, WEARABLE, AND IN
CONTINUOUS CONTACT '

Given developments in underlying computing and communication
technologies, we expect to see a multitude of diverse, powerful, inex-
pensive sensors, and other devices capable of (limited-distance)
wireless communication. Among them are tiny video cameras,
MEMS microphones, accelerometers, gyros, Global Positioning Sys-
tem (GPS) receivers providing location and timing information, smell
sensors, food spoilage sensors, biosensors, and polymer-based sen-
sors. These products will provide a vastly increased coupling
between the physical world and the cyber world, allowing informa-
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tion systems to react much more comprehensively to (changes in)
their environment, and physical systems to react to changes in the
cyber world while reacting to new information from elsewhere in the
physical world.”

Computing and information systems will become much more
ubiquitous, with convergence of wireless telephones, personal digital
assistants (PDAs), radio, voice and email messaging, smart home
appliances, etc. Precursor products in this trend are the Palm series
of PDAs and Research In Motion’s (RIM’s) BlackBerry. Developments
in such small, portable, personal devices, along with sensing tech-
nology, will make wearable computers increasingly important infor-
mational aids. Aiding in these developments will be protocols for
short-range wireless communication, such as the IEEE 802.11 or
Bluetooth standards or their successors.

Display products will undergo dramatic improvement within the
coming 15 to 20 years. The above-mentioned synergies between bio-,
nano-, and silicon technologies are expected to result in “electronic
paper” displays that can be rolled or folded and perhaps contain
wireless links to personal or other information systems, digital dis-
plays that retain their content without requiring power to continually
refresh them, and large-screen, flat-panel displays that can be “tiled”
to desired sizes.8

SERVICES DEVELOPMENTS WILL GREATLY
EXTEND ACCESS TO, AND THE USEFULNESS OF,
INFORMATION SYSTEMS

There is a major shift under way in business emphasis, from prod-
ucts to services. Increasingly, businesses see specific products as
elements or components of a broader service that the firm provides
to customers. Information technologies are central to this new busi-
ness model.

Kiosks Can Provide Easy Access to Some
Information Services

The coming availability of “good enough” machine translation of
languages and speech recognition could allow widespread deploy-
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ment of kiosks at which a question can be voiced, and the riches of
the Internet used, to provide a spoken or displayed answer. Such a
kiosk may be a small structure (either temporary or permanent) in a
public place, housing a display screen and computational power
similar to a personal computer, and linked to a telecommunication
line. It may even be reasonable to imagine the kiosk containing a
small satellite dish by which Internet and other informational ser-
vices are accessed, and solar cells and auxiliary batteries by which it
is powered as a self-sufficient informational platform. We foresee
such kiosks having more importance in developing countries, where
ownership of information system access products may remain lim-
ited.

Services available from such a kiosk might—at least initially—be tai-
lored to certain specialized areas, such as farming, weather reports,
market prices for agricultural products, and so on.? In that manner,
the complexities of translation and voice recognition might be over-
come within a limited domain of discourse. The advantages of such
“kiosk” information services over traditional media (e.g., radio) could
be the provision of on-demand information tailored to the needs of
the individual, communication in terms of maps and pictures, and
perhaps locally stored information relating to an individual user that
can help tailor his or her interactions across a series of them in the
manner that “Favorites” or “Bookmarks” tailor usage of a Web
browser to one person’s preferences.

Entertainment Will Be at the Leading Edge of Novel
Information Services

As is increasingly the case, entertainment will likely lead the way in
novel services, with business-to-business e-commerce as a strong
second force. As these information utilities grow, they will become
backbones supporting increased lifelong learning and specialized
training. Among the products and services expected to play a large
role are!®

« multiperson computer-based games, with tens of thousands ;of
people interacting online within an “environment” simultane-
ously
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* Web-mediated physical activity, such as interactive games
requiring strenuous physical responses

* ubiquitous webcameras providing entertainment, communica-
tion (improved interpersonal interaction at a distance), and
intrusive surveillance

* interactions with people of different cultures, aided by transla-
tion programs

* the ability to view athletic events from almost any vantage point
* video glasses that place images directly before a viewer’s eyes

* pornography (inevitably)

* music and movies on demand, any time, anywhere

¢ e-books.

Information Services Will Play an Increasing Role in Health
Care and Telemedicine

Health care services will increasingly be influenced by “tele-
medicine,” in which some or all of the services will be IT-mediated.
The opportunity to access information and actual care from a vastly
expanded set of providers will confront both patients and health care
professionals with a bewildering array of choices. This in turn may
generate new dynamic brokering services. Increased use of
telemedicine is one of the factors likely to increase the gap between
rich and poor societies (e.g., because high, reliable bandwidth is
often required); however, it is not the dominant factor. Other factors
tending toward an increase in health disparities include the continu-
ing spread of infectious and noninfectious diseases in developing
countries and inadequate health care capacities and spending, with
AIDS, tuberculosis, malaria, and hepatitis remaining problematic,
especially in Africa.l! Some benefits from the information revolution
will accrue to poorer countries—for example, from their improved
access to information and training materials. Other health benefits
from the information revolution will accrue from better (compu-
tationally intensive) modeling of the interactions of various
molecules and their folding patterns, allowing the tailoring of drugs
at the molecular level, and even tailoring to individuals. Access to
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such benefits, however, is likely to remain limited because of their
expense as well as various policy hurdles—at least during the coming
decade.!?

Online Education Will Have Increasing,
but Specialized, Effects

In educational services, the greatest impact of the continuing infor-
mation revolution is likely to be in lifetime learning and specialized
training. These areas are burdened with few regulatory constraints,
and there is already keen competition among providers of such edu-
cational services. Other important changes will occur in postgradu-
ate education, where online education will allow students to
customize their degree programs, enjoying lectures from and con-
sultations with professors at multiple universities.

University undergraduate studies and K-12 education are likely to be
less affected over the next 15 to 20 years because of a variety of social,
political, and other factors, but they may be dramatically affected
somewhat later. Especially at the K-12 level, inertia, entrenched
unions, unfamiliarity with and inability to use new technologies, the
costs of acquiring equipment and building infrastructure, and (for
public schools) political interference will all constitute serious barri-
ers to adoption of new IT-based teaching techniques. K-12 education
also has a significant social and emotional maturation component
that cannot yet be provided by distance learning.1?

Micropayment Schemes Will Emerge to Handle Small
Online Payments

Payment schemes such as micropayments will be increasingly impor-
tant in allowing e-commerce services to charge small amounts (less
than the cost of processing a credit card payment) for small services
performed, such as reading a document or downloading a small file.
“Dynamic brokerage” services will provide a decentralized capability
for matching highly specific customer requests for packages of ser-
vices with suitable offers of these services from a wide range of sup-
pliers. This requires creating a standard vocabulary for articulating
requests for services and for describing services offered. The avail-
ability of micropayment services is likely to cause restructuring of
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some existing businesses, such as a move toward “pay per use” for
downloading information, rather than reliance on subscriptions.
These services may also expand commerce to many small entrepren-
eurs or individuals providing access to specialized information for
pennies per transaction—perhaps the equivalent in the information
sphere of eBay’s expansion of commerce in an auction format to
millions of individuals.

MARKETS WILL DECIDE WHAT POSSIBLE PRODUCTS AND
SERVICES BECOME ACTUAL AND WIDESPREAD

Although technology’s progress makes many products and services
possible, markets ultimately decide which will become so wide-
spread as to have an effect on societies and cultures around the
world. Some important market criteria that can determine the
widespread adoption of a product or service are

* easeofuse

* backward compatibility

e perceived advantages from use

* low- or no-cost ownership

» affordability

* noncritical failures

* state of the economy (affecting disposable income)

* importance and criticality of adoption compared with viable al-
ternatives

* dependence on market penetration for a successful business
model

* dependence on critical mass of users.

But it is also important to realize that the various applications of IT
can be treated as either private goods, which are left to the market, or
as public goods. The United States tends to treat most applications of
IT as private goods. Other nations (e.g., India) are treating IT not only
as a private good but also as a public good. They are not leaving it to
the market to determine what happens regarding IT developments
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and applications. These differing approaches can lead to tensions
between countries or regions regarding intellectual property rights,
which may slow the globalization of information technology.
Observers in the United States or other Western countries should
take some care to temper their assumption of reliance on the market
with other societies’ approaches and viewpoints. As a result of these
differences in approach, other nations may use IT in different ways
than does the United States.1* Possible implications for the United
States include markets that are less global than expected for infor-
mational goods and services.

The Emergence of “Killer Apps” Can Greatly Affect Markets
and Create Markets

It is also useful to distinguish between the market for invention (e.g.,
through support of university research or research and development
budgets within corporations) and that for innovation (e.g., from
access to and availability of venture capital).!> How IT-related prod-
ucts emerge from basic research, go through revolutionary change,
become breakthrough products, or undergo gradual evolutionary
change—or do not do so successfully—depends to a large extent on
the market for invention, and for innovation, within a society:

e If a society has weak markets for both invention of new technol-
ogy and for innovation of new products, it will tend to produce
gradual evolutionary change.

* Asociety with a weak market for invention, but strong in innova-
tion, can produce breakthrough products.

e A society with a strong market for invention, but weak in innova-
tion, will likely produce basic research but no entrepreneurs.

e A society with strong markets in both invention and innovation
can produce revolutionary change.16

The wild card in applications and services is what is known as a
“killer application”—one that makes a new market because everyone
views it as a “must have” product or service. Examples are the Visi-
Calc spreadsheet that greatly stimulated purchase of Macintosh per-
sonal computers (followed by Lotus 123 that stimulated purchase of
IBM-compatible PCs), and Napster and its “peer-to-peer” cousins




20 The Global Course of the Information Revolution

that created explosive Internet sharing of MP3-formatted music files.
It is difficult to predict where future killer apps will emerge, but mas-
sive online, simultaneous, coordinated game-playing by thousands
or tens of thousands of participants is one possible candidate.

SOME TENSIONS ARISING FROM THESE DEVELOPMENTS
WILL AFFECT THE GROWTH AND SPREAD OF IT-RELATED
PRODUCTS AND SERVICES

A number of individual and societal tensions arise from the devel-
opments outlined above.

Optical Communication Technologies Are Highly Disruptive
to Existing Telecommunication Industries Worldwide, and
Other New Communications Developments Could Be as Well

It is increasingly clear that ultra-high-speed all-optical communica-
tion networks are a highly disruptive technology. It is likely that
many present-day leaders in computer and communications indus-
tries will be threatened with extinction.1718

The communication industry, especially in Europe, is also facing
massive “3G” (third-generation) investment costs (for licensing and
network infrastructure), yet the 3G wireless services promised have
not yet sparked great consumer interest. At the same time, a grass-
roots “Wi-Fi” (wireless fidelity) revolution is taking shape in portions
of the unlicensed spectrum, based on the IEEE 802.11b standard; this
is threatening to undermine parts of the business plans of traditional
telephone companies. Wi-Fi may be an enabler for a future “killer

app.”1®

The possible rise to substantial use of IP-based telephony could be
an additional disruptive influence.2°

Open Source Versus Closed Source: Proprietary Standards
Battles Will Continue

There are major battles to be waged between advocates of “open”
versus “closed” worlds of protocols and standards. It is unclear
where the balance will be found.?!
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Intellectual Property and Digital Rights Issues Are Creating
Major Tensions

Among the many social tensions are increasing threats to intellectual
property rights—for example, from new business models such as
those exemplified by Napster and Gnutella. These issues are coming
to a head with widespread sharing of songs in MP3 format and the
likelihood of increased sharing of digital movies in MP4 format—
both developments being fought with legislation and lawsuits by the
Motion Picture Association of America and the Recording Industry
Association of America. And it is likely that many of the new IT prod-
ucts and services will, as is often the case, primarily benefit those
with the resources to obtain and exploit them. How these battles are
fought (in courts, in legislatures, in the marketplace) and decided will
not substantially affect underlying technology developments, but
they will affect the types of products and services that each society or
culture will have available.?2 The major tensions arising from these
issues are likely to be between countries whose IT-based industries
and services depend on enforcement of intellectual property rights,
and other countries and regions not having comparable IT-based
industries requiring protection.

A PERIOD OF INFORMATION TECHNOLOGY
CONSOLIDATION IS BOTH LIKELY AND HEALTHY

The U.S. economy, in particular, has recently experienced a “dot-
com crash” and is currently watching the implosion of the telecom
industry. The events of September 11, 2001, created additional major
disruptions in the U.S. economy, with some effects worldwide. There
is a drastic reduction in the availability of easy venture capital money
for the establishment of new IT-related companies. Tremendous
amounts of slightly used, or even new, IT and telecom equipment are
being auctioned off and sold from companies that failed, further
depressing the market for new IT goods. All these factors compound,
resulting in a period of slower growth of new companies and consol-
idation of existing ones. Given the frenetic nature of the “dot-com
bubble,” we regard these developments as healthy, overall, for the
future development of IT technology, products, and services. During
this consolidation, there are issues to be sorted out with some ratio-
nal planning and decisionmaking: spectrum allocation for new
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wireless products; potential fundamental restructuring of the tele-
com spectrum; “fair use” policies for intellectual property being
transmitted and used in cyberspace; patenting policies for software
and business practices encoded in software; the extent to which
Microsoft’s operating system monopoly will be modified; standards
for security and various guaranteed levels of service on a next-
generation Internet; and so on. Working through these issues at
international, federal, and consortium levels will take some time but
can lead to a stronger foundation for substantial, yet sustainable, IT
growth in the coming decades.

NOTES

14 similar distinction, but one varying in some aspects—including the use of the term
“artifact” in place of “product”—was described in the proceedings of the first confer-
ence in this series. See Hundley et al. (2000), Section 10. This distinction also formed
the basis of much of the discussion within the second conference upon which much of
the discussion in this chapter is based. (See Anderson et al., 2000.)

2The original statement of Moore's Law had transistor density doubling every 12
months, but the pace has been a doubling every 18 months in the recent past, and that
is taken to be the form of the law now.

35ee, for example, the International Technology Roadmap for Semiconductors (2001
edition) at http://public.itrs.net/Files/2001ITRS/Home.htm (accessed April 7, 2003).
An overview of the technologies contributing to higher-speed, smaller computing
chips is contained in a set of briefing charts accompanying a speech, “Beyond the
Wall: Technologies for the Future,” by Karen H. Brown, National Institute of Standards
and Technology (February 26, 2001), given at the International Society for Optical
Engineering’s (SPIE’s) 2001 Symposium on Microlithography. The charts are available
at http://www.nist.gov/speeches/SPIE_022601.pdf (accessed April 7, 2003).

4See the Karen Brown charts cited in the previous endnote.

SThis quotation is from Anderson et al. (2000), p. 11. The discussion at that conference
distinguished between “shallow” translation, between sentences of actual languages,
and “deep” translation, in which the source language is translated first to some
semantically explicit interlingual representation and from there to the target lan-
guages. The shallow approach tends to use dictionary lookup of words along with
some simple cues—and the results are of relatively low quality. The deep systems can
achieve higher quality but are more expensive and require a constrained domain of
discourse, such as a kiosk with travel information in a specific locale or translation of
training manuals for a specific company’s products.

6See Antdn, Silberglitt, and Schneider (2001). See also the brief discussion in the Sci-
ence and Technology section of NIC (2000). We return to this subject in Chapter Fif-
teen.
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7See Antén, Silberglitt, and Schneider (2001).

85ee Mann (2001). Also available at http://www.technologyreview.com/articles/
mann0301.asp (accessed April 7, 2003).

9Such kiosk-based information services would also be accessible through other
devices such as home-based PCs, small portable wireless devices, etc. that have net-
work access.

10These services will depend on access devices such as those mentioned earlier.
11gee the section on Health in NIC (2000).

12Eor example, in the United States, health care policy has not yet made telemedicine
a legitimate way to deliver even the most basic services.

13These views are based on a U.S. perspective; the situation may well differ in other
nations.

l4gee the additional discussion of societal factors in adoption of technology in Chap-
ter Six of this report.

1511 this discussion, we distinguish between invention of technologies and innovation
of products and services. This is, of course, an oversimplification.

16These statements are taken from Anderson et al. (2000), p. 55.

17This process is already well under way in the telecommunications industry. The rea-
sons for the trend are documented in detail in issues of the subscription newsletter,
The Cook Report on the Internet (Cook Network Consultants, 431 Greenway Ave.,
Ewing, NJ 08618). The basic argument is that optical, multiwave transmission lines
and optical amplifiers and switches will make possible all-optical networks with a
quantum jump in communications bandwidth, to thousands of gigabits per second.
This trend, even in its early stages today, is creating a major giut of bandwidth, leading
to a “race to the bottom” of firms trying to sell this capacity in order to recoup the
investment. The bankruptcy of some existing telecom firms, and their strategy to
undercut the pricing of others to gain some revenue, is only exacerbating the situa-
tion.

1815 the computer industry, all-optical fiber and switching networks have not yet
caused major disruptions, but they will. The transmission speeds that these networks
will provide, thousands of gigabits per second, are greater than the main memory bus
speeds of current workstations. This will give rise to major changes in computer archi-
tectures, operating systems, and networking protocols. Application software will also
change, probably becoming much more distributed as communications capabilities
expand and costs decrease dramatically. These changes, potentially as disruptive as
the transition from mainframes to microcomputers in the 1970s and 1980s, will
threaten present-day leaders in the computer industry with extinction. (See the white
paper by David J. Farber, “Predicting the Unpredictable: Technology and Society,”
reprinted as Appendix A in Anderson et al., 2000.)

19g¢e Stone (2002). Also available at http://www.businessweek.com/technology/
content/apr2002/tc2002041_1823.htm (accessed April 7, 2003).
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205ee Cook Network Consultants (2003), especially pp. 15-37, for a discussion of IP-
based telephony, often termed “Voice over Internet Protocol,” or VoIP. Romero (2003)
provides a briefer description of the current situation.

21see, for example, Edwards (2001). Also available at http://www.darwinmag.com/
connect/opinion/comment.html?ID=375 (accessed April 7, 2003).

22 thoughtful analysis of intellectual property issues in the information age is
contained in Lessig (2001).




Chapter Three

THE INFORMATION REVOLUTION IS ENABLING NEW
BUSINESS MODELS THAT ARE TRANSFORMING THE
BUSINESS AND FINANCIAL WORLDS

The information revolution is enabling a variety of new business
models that over the course of time are transforming the business
and financial worlds.

MANY NEW BUSINESS MODELS ARE ARISING

Advances in IT are enabling a wide variety of new business models,
for the internal organization and functioning of business enterprises
and for their external interactions with customers, suppliers, and
competitors. These models come in many different forms. Typical
features include the following:!

e A much greater focus on the customer, becoming the dominant
factor in business today, and on competition, fundamental to the
development and progress of a business enterprise.?

» Competition dynamics that are often nonlinear, where small
initial differences between competing products or services can
lead to large divergences in final market position. (When this
occurs, it is frequently a result of network externalities, including
demand-side economies of scale and positive feedback.)?

e A customer service approach to developing everything, in which
businesses are driven by information from the real, customer
world, not the internal company world, and the entire product
cycle (including development, production, marketing, and sales)
is closely integrated and much more quickly responsive to mar-
ket changes than hitherto, leading to what some have termed
real-time, event-driven business enterprises.*

25
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* Products and services customized for small groups of customers,
and sometimes even for individual customers, with differential,
value-based pricing (rather than the previous cost-based pric-
ing).56

* Globalization, in all its manifestations, so that companies
increasingly think of themselves as operating on a global stage,
rather than a regional or national stage, regarding their suppliers
and vendors, customers, and competitors, as well as the location
of their design, development, production, marketing, and sales
operations.”

* A redefinition of basic business functions, with new paradigms
for products, services, delivery, support, and pricing.8

These new business models are transforming the business and
financial worlds. Internally, they are changing the architectural
organization of companies—often from vertical integration to hori-
zontal networks. Externally, they are creating new modes of supply
chain management and customer relationship management, cou-
pling companies much more tightly to their suppliers and customers.
Taken together, these internal and external changes are speeding up
business information cycles and decision processes, rendering com-
panies that undergo these changes much more responsive to
changing competitive situations and customer needs, with products
and services tailored to and differentiated for small groups of cus-
tomers—and often even individual customers.

Electronic Commerce Is Becoming Increasingly Important

Many, if not most, of these new business models feature one form or
another of electronic commerce, which is rising in importance as a
major form of economic activity. E-commerce is bringing with it
accompanying changes in the nature and structure of markets and
the elimination of a wide variety of middlemen heretofore facilitating
economic transitions.?

The initial stages of e-commerce adoption usually focus on cost
reduction via increased efficiencies and effectiveness within existing
business models. Later stages of e-commerce adoption frequently
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involve revolutionary changes in the business models, often initiated
by new, entrepreneurial companies.

E-commerce can be business-to-consumer (B2C) or business-to-
business (B2B); B2B transactions at present far exceed B2C (includ-
ing government-to-citizen) transactions. Today it is estimated that
only 2 percent of global B2C and B2B transactions take place online,
but this is projected by some to grow to almost 20 percent by 2005.11
North America currently leads in the dollar volume of e-commerce
transactions, with Europe and the Asia-Pacific region moving up
rapidly and other parts of the world following along behind.?

An ever-increasing use of e-commerce is expected to be one of the
dominant features of the information world.!3

IT-Driven Changes Are Furthest Along in the Financial World

Financial markets have been going electronic for the past quarter-
century. The birth of the Web has resulted in a dramatic increase in
both the speed and the breadth of change. IT-driven changes have
transformed the manner in which individual investors manage their
finances, the business models used by financial intermediaries and
other financial service organizations, and the organization and
implementation of financial markets.!*

This process, in which individual investors, financial intermediaries
and service organizations, and financial markets are all going online,
is continually reducing transaction costs and moving the current
system toward a more efficient financial market. North America and
Europe are furthest along in this process, with parts of the Asia-
Pacific region following close behind.!5

These IT-driven changes in the financial world include both dis-
intermediation and re-intermediation: a reduction in the number of
traditional intermediaries (dis-intermediation) and an emergence of
new, more-efficient intermediaries with modified organizational and
functional structures (re-intermediation).1® Taken together, this dis-
intermediation and re-intermediation are bringing about a profound
transformation in the institutional structure of global financial mar-
kets, with consequences that will affect a wide range of business
communities all over the world.
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Much of This Leading-Edge, IT-Enabled Business Activity Is
Concentrated in Geographic “Clusters”

As noted above, the later stages of e-commerce adoption often
involve revolutionary changes in the business models. This requires
skills in innovation and business change. Based on recent
experience, such skills are more likely to be found in “clusters”—
geographic concentrations of interconnected companies and institu-
tions in a particular field—than spread more or less evenly through-
out a nation.!”18 The presence of such IT business clusters in nations
around the world is becoming a common feature of the IT-
transformed business and financial world.

“Creative Destruction” Is a Common Feature of These
Business and Financial Transformations

A frequent accompaniment of these IT-driven changes in the busi-
ness and financial world is “creative destruction”—the elimination of
older and less-efficient products and services and their replacement
with new, more-efficient ones. This creative destruction of old prod-
ucts and services is often, but not always, accompanied by the eco-
nomic eclipse of the companies producing them.!? This creative
destruction process is playing a central role in the development and
application of information technology in the U.S. business and
financial community. Other regions of the world, however, may be
able to shape their information revolution course in a different way,
limiting the degree of creative destruction.20

Information Work and Information Workers Are Becoming
Increasingly Important

Much has been written about the rise in “information work” and
“information workers.”2! This is becoming an ever-increasing frac-
tion of economic activity and the overall workforce in many nations,
as their business and financial worlds undergo the transformations
discussed here. Over time, this will free many businesses in
“knowledge industries” to relocate to new areas more suited to
information work than to manufacturing work, which in turn will
affect where people live.22
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This rise in information work will also affect the education required
of people, both initially and over their careers. Regarding the latter
(i.e., life-long learning), education today in the developed world is
based on the assumption that what is learned in the first part of life
will satisfy long-term knowledge needs. But the information revolu-
tion has made for much shorter knowledge life cycles than in the
past, resulting in the need for continuous learning just to keep pace
with the moving state of the art in most professional domains. Over
time, this should have significant impact on educational establish-
ments throughout much of the world.

This IT-Enabled Business and Financial Revolution Will Be
Ongoing for Some Time

These IT-enabled changes in the business and financial world have
been under way for some time, quickening in the past decade.? They
are furthest along in North America, closely followed by Europe and
parts of the Asia-Pacific region. But even in North America, and even
more so in other parts of the world, much more is still to come. For
the foreseeable future, an unending series of new IT developments
will continually drive this ongoing revolution in the business and
financial world, along both current and new paths.

Recent Developments May Temporarily Slow the Pace of
These Transformations in the Business and Financial World
and Affect Their Near-Term Character, but Not Their
Ultimate Magnitude and Importance

The dot-com crash, which is largely over now, and the telecom
implosion, which is still under way, have muted much of the hype
that accompanied the information revolution a few years ago.?
These two events have certainly slowed down the rate of investment
in new IT-related businesses and, consequently, the pace of the
transformations discussed above.??

However, if history is any guide, this slowdown is likely to be only
temporary. Similar investment “bubbles” have been a feature of the
early stages of other transformational technologies. Once each of
these initial bubbles collapsed, a period of restrained activity ensued,
followed, in almost all cases, by a resumption of growth in the new
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technology-driven industries along more stable and enduring direc-
tions.?27 We expect IT-related industries to follow this same path
over the next one to two decades.?8

The events of September 11, 2001, are another matter. These events
could bring a heightened awareness of cyberspace security issues, as
concern regarding future terrorist attacks expands beyond using
hijacked aircraft as guided missiles to include a broader range of
attack mechanisms and targets, including cyberspace-mediated
attacks on business and financial targets.

This could lead to an increased emphasis on security considerations
in the design, implementation, and operation of new IT systems
serving the business community.?? This would affect the near-term
character of some IT-driven transformations in the business world
but not the ultimate magnitude and importance of those transfor-
mations.

These Transformations in the Business and Financial
World Are Changing the Playing Field for Governments
and Societies

These IT-enabled changes in the business and financial world are in
turn changing the underlying economic environment in which gov-
ernments operate and societies function, thereby raising new gov-
ernmental and societal challenges. We discuss these challenges,
including the demands of “electronic government,” or “e-govern-
ment,” in the next two chapters.

NOTES

IThese new business models were discussed, in general terms, at the November 1999
RAND information revolution conference. (See Hundley et al., 2000, pp. 28-32.)

2In the relationship between firms and their customers, the information revolution
has shifted the balance of power toward the customer. Consumers today can search
the Internet for products, compare prices, and find review information. The Internet is
being turned into what some economists would call a “perfect” competitive market,
with ever-lower transaction costs for an ever-increasing number of products and ser-
vices as time goes on. (See, for example, Fan et al., 2002, pp. 12-19.)
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3with many information products and services, their value to each individual user is
often proportional to the number of other users—so that their overall value is propor-
tional to the square of the number of users (Metcalfe’s Law). When this occurs, the
greater the number of users, the greater the attraction of the product or service to
additional users (demand-side economies of scale). This leads to a situation where
products or services with a larger market share gain an even greater share and those
with a smaller market share are driven to a still smaller share (positive feedback). (See
Shapiro and Varian, 1999, particularly pp. 173-225, for a discussion of these and other
economic features of the information economy.)

4Siegele (2002) describes the likely characteristics of such real-time, event-driven
business enterprises, using material originally developed by Ranadivé (1999).

5Advances in IT make it possible for companies to maintain databases on the buying
habits and preferences of individual customers. When this information is combined
with modern, IT-enabled supply- and production-chain management systems, prod-
ucts and services can be tailored for small groups of those customers, and sometimes
even for individual customers. Toffler (1970) introduced the term “mass customiza-
tion” to describe this phenomenon, which he predicted would develop over time;
NAS/CSTB (1994) describes its emergence in the early 1990s; and BusinessWeek
(2002a) provides a look at the current state of this trend.

8Many if not most information products are costly to produce (the first time) but
cheap to reproduce. Further, once the first copy of an information product has been
produced, most costs are sunk and cannot be recovered. Economists would say that
the production of information goods involves high fixed costs but low marginal costs.
When the marginal costs for additional units are very low, if not near zero, cost-based
pricing (based on those marginal costs) does not lead to a sustainable business model.
Rather, value-based pricing, based on the value to the individual (or group) customer,
is more appropriate. The key to achieving and maintaining such value-based pricing is
product differentiation. Shapiro and Varian (1999, particularly pp. 19-51) discuss the
pricing of information goods in some detail, including consideration of market struc-
tures for information goods, first-mover advantages (which do not always occur), and
personalized and group pricing. )

“Engardio, Bernstein, and Kripalani (2003) give a recent picture of how the outsourc-
ing and “offshoring” associated with globalization are moving IT-related or enabled
jobs around the world.

8Shapiro and Varian (1999) give a detailed discussion of these new paradigms for
products, services, delivery, support, and pricing in the information economy.

9symonds (1999) surveys the state of business-to-business e-commerce around the
world as of June 1999; Peet (2000) surveys the state of business-to-consumer e-
commerce as of February 2000. Fan et al. (2002) focus on the impact of e-commerce
on financial markets. Kraemer, Dedrick, and Dunkle (2002) survey how some 2,000
relatively technologically more advanced businesses in 10 countries—Brazil, China,
Denmark, France, Germany, Japan, Mexico, Singapore, Taiwan, and the United
States—are using e-commerce as of 2002.

10These stages of e-commerce were defined during the discussions at the November
1999 RAND information revolution conference. (See Hundley et al., 2000, p. 27.)
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HQakes (2002) gives the following projections for the percentage of business trans-
acted electronically:

Region 2000 2001 2002 2003 2004 2005
North America 4% 6% 11% 14% 17% 20%
Europe 1% 2% 4% 7% 13% 20%
Asia Pacific 1% 2% 4% 7% 12% 18%
Latin America 1% 2% 4% 7% 12% 20%
Eastern Europe 0% 1% 2% 3% 6% 10%
Rest of world 0% 1% 1% 3% 5% 9%
Global e-commerce 2% 3% 6% 9% 14% 19%

120akes (2002) gives the following projections for the global volume of e-commerce in
billions of dollars:

5-year

annual

growth

rate,

Region 2000 2001 2002 2003 2004 2005 1999-2004
Global
e-commerce 1,231 2,251 4,363 6,581 9,852 14,191 63%
North America 826 1,429 2,727 3,456 4,287 5,232 45%
Europe 178 372 760 1,479 2,662 4,298 89%
Asia Pacific 166 329 638 1,192 2,080 3,283 82%
Latin America 48 96 187 355 637 1,048 85%
Eastern Europe 7 15 29 56 103 182 90%
Rest of world 6 11 22 43 82 150 93%

1345 Liebowitz (2002), especially pp. 5895, has pointed out in his analysis of the eco-
nomics of B2C e-commerce, this should work well for some but not all consumer
products. He identifies the characteristics of consumer products that are likely to
determine whether or not they can be sold profitably over the Internet and lists the
types of products that should be most compatible with full-fledged e-commerce—
which he calls e-retailing, or “e-tailing"—and those products likely to be poor candi-
dates for sale over the Internet.

14Ean et al. (2002) discuss these IT-driven changes in the financial world in detail.

15This process is sensitive to public opinions or concerns that may exist in various
countries (e.g., consumer confidence in IT-mediated financial transactions) and the
closer connections between international markets and economies that exist today.

16The emergence of IT-driven dis-intermediation and re-intermediation are described
in NAS/CSTB (1994). Their current state in the financial world are discussed in Fan et
al. (2002, pp. 8-9).




Recurring Themes: Enabling New Business Models 33

17See Porter (1998) for a discussion of the dynamics of such clusters. Micklethwait and
Wooldridge (2000), pp. 210-214, describe some of the characteristics of successful IT
business clusters. Kotkin (2000) describes how they are changing the economic and
social geography of the United States. Fairlamb and Edmondson (2000) identify a
number of such clusters in Europe. Hillner (2000) identifies 46 such geographic clus-
ters of IT activity around the world. She terms these geographic “hubs” rather than
“business clusters,” but the meaning is the same. UNDP (2001, p. 45) also contains a
listing of Hillner’s clusters, terming them “global hubs of technological innovation.”

18Thjs is not a new phenomenon. The industrial revolution started in similar clusters
in England.

18gee Schumpeter (1942), particularly pp. 81-86, for the original statement of the
“creative destruction” thesis. Grove (1996) and Christensen (1997) present two of the
most recent expositions of Schumpeterian creative destruction.

20Many Europeans are hoping to proceed in this fashion; only time will tell if this is a
real possibility. (See the discussion in Hundley et al., 2001.)

21peter Drucker was one of the first to write extensively regarding information work
and information workers; he termed them “knowledge workers.” (See, for example,
Drucker 1989, 1993.) Reich (1991) postulated that three broad categories of work are
emerging: routine production services, in-person services, and symbolic-analytic ser-
vices. The latter category, constituting “information work,” represents an ever-
increasing fraction of the whole in many nations.

22This process is already well along in the United States, as predicted by Reich (1991)
and described in Kotkin (2000).

23The recent dot-com crash and telecom implosion have slowed the pace of these
changes somewhat in some sectors of the business and financial world. We view this
as only a temporary phenomenon.

24BysinessWeek (2001) provides an overview of the dot-com crash; The Economist
(2002b) describes the business and financial crisis in the global telecommunications
industry in recent years.

25The monthly “Cash Flow” column in the magazine Red Herring tracks the rate of
investment, by venture capitalists and others, in new IT-related businesses, both in
the United States and around the world. The data presented in this column over time
clearly show the marked drawdown in such investments since the venture capital
investment peak in 2000.

26The railroad boom and bust in the 1870s is a classic example of this phenomenon. In
the early 1870s, railroads drove economic expansion in the United States and created
wealth much like telecom and Internet investment did in the 1990s. According to
Davis (2002):

Intercontinental railroads turned the U.S. into a unified market from coast to coast.
Retailers expanded to supply immigrants building the tracks. Land values soared along
the routes. Cargo that had taken weeks to travel by boat and wagon moved in days, a
speed-up as revolutionary as the one that networked computers brought in the 1990s.
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The railroad era was riddled with miscalculation and speculation, with the speculators
growing rich—temporarily. In 1873, everything collapsed. Again according to Davis:

An over extended railroad financier .. . declared bankruptcy, setting off a panic on Wall
Street. The New York Stock Exchange closed for 10 days. A fifth of the railroads filed for
bankruptcy. The stocks sank by a third between the end of 1873 and the middle of 1877,

But then things turned around. Returning to Davis:

But then the railroads once again powered an expansion. ... By 1880, technological
gains, including mightier locomotives and better signal systems, were reducing ship-
ping costs for manufacturers and department stores. The 1881 arrival of refrigerated rail
cars helped create a national meatpacking industry. Montgomery Ward turned to rail-
roads to deliver catalogs and fill orders. As demand surged, mothballed railroads came
back into service, and more were built. Railroad stocks revived.

This resumption of growth in railroad-related industries proved to be stable and
enduring, paving the way for several decades of U.S. economic growth. (See Davis,
2002, for a longer discussion of the 1870s railroad bubble, its collapse, and the subse-
quent resumption of long-term technology-driven growth.)

27Spar (2001} describes similar phases of early euphoria, a subsequent investment
bust and industry consolidation, a period of restrained activity, and then the resump-
tion of enduring growth, during the early stages of the telegraph, radio, and television
industries.

28BusinessWeek (2001) provides a vision of how IT-related industries will recover from
their current malaise and continue to transform the business and financial world—in
its words, “unevenly and in stages.”

2 response to market forces, up until now functionality has almost always been
given much greater weight than security in the design of new IT systems and networks
and their subsequent implementation and operation. This has led to a situation where
security vulnerabilities are commonplace, security incidents are a frequent occur-
rence, and the business community—except for the financial services industry—has
treated these incidents as a “cost of doing business.” (PCIPB, 2002, gives an overview
of the state of security, and insecurity, in cyberspace today, as well as an outline of the
things that the business community, as well as other users of cyberspace [e.g., gov-
ernment, higher education, individual home users}, need to do to secure cyberspace.)




Chapter Four

THE INFORMATION REVOLUTION IS AFFECTING
MECHANISMS OF GOVERNANCE AND EMPOWERING
NEW POLITICAL ACTORS

The information age is reconfiguring some processes of governance,
as well as changing both the character and distribution of political
power.

SOME TRADITIONAL MECHANISMS OF GOVERNANCE ARE
BECOMING PROBLEMATIC

Some traditional mechanisms of governance (e.g., taxation, regula-
tion and licensing) are becoming increasingly problematic, as the
information revolution allows action beyond the reach of national
governments. For example:!

e E-commerce is making transaction taxes (e.g., sales taxes) more
difficult to collect. This could over time lead to more reliance on
other types of taxes.

» Regulations are often not keeping up with new business models,
leading in some cases to unstable excesses, in others hindering
the advance of IT-related activities.

e Regulation and licensing are becoming increasingly difficult
when service providers are beyond national jurisdictions.

e Limits on offensive or dangerous information (e.g., pornography,
hate literature, bombmaking instructions) are not always hon-
ored by others.

35
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In these and other areas, governments that are particularly affected?
will have to find new mechanisms of governance, or will have to cre-
ate new, near-universal international control regimes.3

NEW GOVERNMENTAL MECHANISMS ARE BEING ENABLED

At the same time that some traditional mechanisms of government
are facing challenge, the information revolution is also enabling new
governmental mechanisms, generally falling under the heading of “e-
government.” In general, this usually implies the use of IT to improve
and (eventually) transform

* the manner in which governments interact with their citizens
and provide public services to those citizens

* the management of governments’ supply chains

* the conduct of internal governmental processes.

The first of these is analogous to the use of IT in business to improve
and transform customer relationship management; the second, to
businesses’ use of IT in supply chain management; the third, to the
way in which businesses are using IT to speed up internal communi-
cations and process efficiency and even, in some cases, to change the
architectural organization of companies.4

These three thrusts of e-government are analogous to those in busi-
ness, but today, at least, the business world is far ahead in exploiting
IT.>8 It remains to be seen how truly transforming IT will be for gov-
ernments and how long the process will take,”# particularly in the
developing world.?

NEW POLITICAL ACTORS ARE BEING EMPOWERED

The distribution of political power is changing, as new nonstate
actors are being empowered by the information revolution, in the
business, social, and political realms, at the subnational, transna-
tional, and supranational levels. These new political actors include
transnational business organizations, sub- and transnational special
affinity groups (ranging across the religious, ethnic, professional,
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criminal, etc., spectra), other nongovernmental organizations, and,
unfortunately but most assuredly, terrorist organizations.!?

This leads to various concerns: What will the role and authority of
national governments be vis-a-vis these emerging nonstate actors?
Will there be new allocations of power? Will power be shared in new
and different ways? Who will be accountable in the future informa-
tion age? Will more and more decisions affecting nation-states be
made by actors not accountable to the citizens of those states?

Such concerns are just beginning to manifest themselves.'! How they
play out could affect the course of the information revolution.

At the same time that these new political actors are emerging,
advances in IT are making new Internet-based modes of interaction
possible between citizens and their elected representatives, between
candidates and voters, and among citizens themselves (when dis-
cussing political issues). Some have suggested that this could over
time change the dynamics of politics, much as the advent of televi-
sion did in the 1950s and 1960s. Others, however, question the
imminence of such a change in political dynamics, if not its ultimate
extent. The jury is clearly still out on this issue.!?

THE INFORMATION REVOLUTION COULD OVER
TIME CHANGE THE ROLE OF THE NATION-STATE:
THE JURY IS STILL OUT

The nation-state has been the dominant governmental organization
in much of the world for the past 400 years. Some scholars suggest
that as the information revolution increasingly allows action beyond
the reach of national governments and empowers new political
actors, the role of the nation-state could change. For example, one
leading scholar postulates that a diffusion of governance activities
may occur, away from the centrality of the nation-state, with some
functions migrating to supranational or intergovernmental organi-
zations, some devolving to local governmental units, and some
migrating to private market and nonmarket organizations (at the
subnational, national, and supranational levels).!3 Figure 4.1 illus-
trates the diffusion of governance this scholar has in mind.
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Figure 4.1—The Diffusion of Governance in the 21st Century

One scholar has termed this the “retreat of the state.”!4 Some schol-
ars go even further, foreseeing the “end of the nation state.”!5 But
others feel that trends in this regard are by no means clear, pointing
out the many essential functions that the nation-state will continue
to play.'® Considering these vastly different visions of the future pre-
sented by various “experts,” one must conclude that for now the jury
is still out regarding the future role of the nation-state in the infor-
mation age.

Further, there are (at least) two different aspects of sovereignty:

* Constitutional sovereignty—the legal authority and primacy of
national governments within their territorial domains.1?

* Operational sovereignty—the ability of governments to exercise
effective control within their territorial domains.

Constitutional sovereignty is not being challenged by the informa-
tion revolution. But operational sovereignty is, both technically and
with regard to cost.18.19
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DIFFERENT NATIONS WILL TAKE DIFFERENT
APPROACHES TO DEALING WITH THESE CHANGES

Governments will have to deal with these changes in mechanisms of
governance (both positive and negative), with these new political
actors, and with these emerging challenges to the traditional roles of
the nation-state. Different nations may take different approaches.20
How they do this will affect the future course of the information
revolution in their regions and help define the role(s) of the nation-
state in the information age. Smaller nations may more readily give
up some prerogatives of the nation-state. Larger nations may be less
willing to give up any prerogatives and may try harder to preserve the
traditional roles of the nation-state. It is early regarding these issues;
time will tell how this plays out.

In some cases, the paths that nations choose will adversely affect
their relations with other nations, including, in some cases, even
their closest allies. For example, in response to the many challenges
confronting the nation-state in recent years, Europeans have will-
ingly transferred many functions, responsibilities, and authorities
traditionally within the purview of national governments to supra-
national organizations (most notably to the European Union but also
to other supranational organizations). The United States has been
much slower to move down this path. At least one observer believes
that this differing approach may reflect a much deeper issue of prin-
ciple regarding where the ultimate source of democratic legitimacy
lies.2! If he is correct, this could well lead the United States and
Europe to define (and attempt to implement) greatly differing future
roles for the nation-state—with continuing stress resulting for the
U.S.-European relationship.??

THE EVENTS OF 9/11 MAY LEAD TO INCREASED
GOVERNMENTAL INTERVENTION INTO
IT DEVELOPMENTS

The events of September 11 should bring a heightened awareness of
cyberspace security issues, as concern regarding future terrorist
attacks expands beyond using hijacked aircraft as guided mis-
siles to include a broader range of attack mechanisms, including
cyberspace-mediated attacks on critical infrastructures.?
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This may lead to increased governmental intervention into IT devel-
opments, to ensure that greater weight is given to security consider-
ations in the design, implementation, and operation of IT systems
and networks.2

NOTES

MThese difficulties of governance in the information age were discussed in general
terms at the November 1999 RAND information revolution conference (see Hundley et
al., 2000) and are discussed in much more detail in Jones (2000).

2S0me governments will be affected more than others. For example, those that rely
heavily on transaction taxes, use regulations and licensing to closely control their
business communities, or strictly limit pornography will have increasing problems
over time. Those that practice a more laissez-faire style of governance in these (or
other) areas will have fewer problems.

3Jones (2000) discusses the pros and cons of various new modes of governance that
may prove feasible.

4These uses of IT in business are discussed in Chapter Three of this report.

5According to one authority on the status of e-government efforts in the United States
(Mechling, 2002):

The initial progress on e-government has followed a predictable pattern. As with most
technologies in most settings, the early applications have been decidedly incremental.
In essence, the Internet has been used to make services more convenient—available
twenty-four hours a day from home and work and without time-consuming trips to
government offices. So far, however, neither the Internet in particular nor computer
networking in general has been used much for dramatic improvement in service effi-
ciency, customization, and integration. In addition, we have made scant headway on
concerns about the impact of e-government on privacy, security, equity, and the very
legitimacy of our institutions of governance. The final success or failure of this trip
remains very much yet to be determined.

6Even in the developed world, the transformative power of e-government is limited by
the fact that government entities often cannot decide which customer segments to
target—they have to serve everyone; and there are many other factors that differenti-
ate governments’ ability to exploit IT from the courses that private companies can
pursue. (See Hundley et al., 2001, pp. 35-38.) In addition, revolutionary change is diffi-
cult to execute without creative destruction, and that is difficult to do in governments
because they tend to be bureaucratic organizations.

“Mechling (2002) surveys how far federal, state, and local governmental agencies in
the United States have come in using IT as an enabler to improve “bureaucratic gov-
ernment” and offers some thoughts on how IT might change the trajectory of govern-
ment’s evolution in the future. Picking up where Mechling left off in an earlier version
of his paper, Donahue (1999) makes the following “five broad predictions” regarding
the future evolution of e-government:
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« For those governmental functions that are essentially similar to business functions,
the information revolution will have essentially similar effects on cost, access, and
innovation—but with a lag.

» Among the information revolution’s most important impacts on government will be
expanding opportunities for outsourcing.

« Wherever the information revolution improves potential public performance, it will
also tend to ease privatization.

« The information revolution will tend to increase the productivity gap between public
and private organizations.

« For those governmental functions that are essentially dissimilar to business
functions, the information revolution will have real but modest effects.

Generally speaking, these look like credible predictions, with one caveat regarding the
last one: Even though warfighting is the governmental function probably most
dissimilar to business functions, IT is already clearly having a major, transformational
impact on warfare.

8The European Union has ambitious plans for e-government in Europe. The partici-
pants in the April 2001 RAND/NIC conference on the information revolution in
Europe discussed the status of these plans and their prospects for success. (See
Hundley et al., 2001, pp. 35-38.)

9PCIP (2002) provides a roadmap for e-government in the developing world, including
10 questions e-government leaders in developing nations should ask themselves
before pursuing e-government, and details many of the obstacles that governments
may encounter along the e-government path.

10international terrorist organizations such as al Qaeda are clearly empowered by
their ability, for example, to carry out financial transactions and covert communica-
tions over the Internet.

11The demonstrations at international conferences over the past few years (e.g., recent
World Trade Organization and Group of Seven meetings) may be one manifestation of
such concerns. Arquilla and Ronfeldt (2001) discuss this issue.

12ppplbaum (2002), Franda (2002), Hill and Hughes (1998), Kamarck (2002), King
(2002), Norris (2002), Simon, Corrales, and Wolfensberger (2002), and Thompson
(2002) present a sample of views on various aspects of this topic.

13gee Nye (2002), pp. 3-5.

HMgirange (1996) presents her vision of the “retreat of the state,” or more precisely the
“declining authority of states,” as a result of the fact that “the territorial boundaries of
states no longer coincide with the extent or the limits of political authority over econ-
omy and society.”

150hmae (1995) presents the case for the “end of the nation state”—as a “meaningful
aggregate in terms of which to think about, much less manage, economic activity.”

16Eor example, Jones (2000) presents a detailed examination of the traditional pur-
poses and forms of state action, the stresses that the information revolution and
accompanying globalization are placing on them, the continued needs for governance
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in a globalizing world, and alternative modes of governance to satisfy these needs. His
conclusion: Although the information revolution and accompanying globalization do
confront established states with serious challenges, the world will continue to need
something like the nation-state to perform essential public governance functions.

YThis is sometimes referred to this as “Westphalian sovereignty,” in reference to the
Treaty of Westphalia in 1648 at the conclusion of the Thirty Years War, which estab-
lished the principle that nation-states do not interfere in the internal affairs of other
nation-states.

18This point was made at the November 1999 RAND/NIC conference. (See Hundley et
al., 2000, pp. 19-20.)

191t was also pointed out at the November 1999 RAND/NIC information revolution
conference that this is not the first time national sovereignty has been called into
question. Rather, national sovereignty has been viewed as challenged by each new
communication media. See Hundley et al. (2000), p. 19.

20jones (2000, particularly pp. 200-216) identifies a number of possible approaches
that nations may take, including micro-, meso-, and macro-regionalism, various inter-
governmental modes of public governance, and various mixed modes of public-
private governance.

21According to Fukuyama (2002), which should be read in its entirety for a detailed
exposition of this view:

Americans tend not to see any source of democratic legitimacy higher than the consti-
tutional democratic nation. To the extent that any international organization has legit-
imacy, it is because duly constituted democratic majorities have handed that legitimacy
up to them in a negotiated, contractual process. Such legitimacy can be withdrawn at
any time by the contracting parties. International law and organization have no exis-
tence independent of this type of voluntary agreement between sovereign nation-
states.

Europeans, by contrast, tend to believe that democratic legitimacy flows from the will
of an international community much larger than any individual nation-state. This
international community is not embodied concretely in a single, global democratic
constitutional order. Yet it hands down legitimacy to existing international institutions,
which are seen as partially embodying it.

The Economist (2002c, p. 24) has recently endorsed this view, saying:

Americans, more than Europeans, see the nation as the ultimate repository of
sovereignty and law. They may argue about the extent of federal powers. But Americans
remain out of sympathy with European notions of international law or polled
sovereignty. Indeed, their constitution forbids the transfer of Congress’s sovereign
powers.

220n this point, Fukuyama (2002) says:

The U.S.-European rift that has emerged in 2002 is not just a transitory problem reflect-
ing the style of the Bush administration or the world situation in the wake of Sept. 11. 1t
is a reflection of differing views of the locus of democratic legitimacy within a broader
Western civilization.
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23The U.S. government has for some time been concerned regarding the cyberspace-
related vulnerabilities of critical U.S. infrastructures. (See, for example, PCCIP, 1997).
However, because most of these infrastructures are owned and operated by the private
sector and therefore outside of direct government control, the government has thus
far been unable to effect much of an improvement in their cyber security. (PCIPB,
2002, gives an assessment of the state of critical infrastructure cyber security today.)

241n response to market forces, up until now functionality has almost always been
given much greater weight than security in the design of new IT systems and networks
and their subsequent implementation and operation. This has led to a situation where
security vulnerabilities are commonplace, security incidents are a frequent occur-
rence, and the business community—except for the financial services industry—has
treated these incidents as a “cost of doing business.” (See PCIPB, 2002, for an overview
of the state of cyberspace security today.)




Chapter Five

THE INFORMATION REVOLUTION BOTH SHAPES AND
IS SHAPED BY SOCIAL AND CULTURAL VALUES IN
SIGNIFICANT WAYS

THE INFORMATION REVOLUTION IS BEING ENABLED
BY TECHNOLOGY BUT DRIVEN PRIMARILY BY
NONTECHNICAL FACTORS, INCLUDING SOCIAL

AND CULTURAL FACTORS

Outcomes of the information revolution are sometimes viewed as a
product of how market forces on the one hand and government
regulatory constraints on the other shape the deployment of
technology-driven advance. But social and cultural values should be
woven into the equation as well because they influence the course of
the information revolution directly, as well as through their effects
on both government policy and market activity.!

As evidence, note that many advanced democratic societies have
access to the same information technologies. Yet they vary substan-
tially in the extent of IT adoption, the nature of its use, and the
apparent consequences. But the other direction of causation is also
manifest. Globally networked information and communication
media are already having profound effects on almost every aspect of
society, and it is as yet unclear whether these will in general be forces
for good (e.g., greater prosperity for all) or ill (e.g., unbridgeable
social divides).?

In any case, social and cultural change will have to take place if indi-
viduals, organizations, and nations are to fully exploit the capabilities
of IT—Schumpeter’s concept of “creative destruction” was fre-
quently invoked.? Yet human practices and the technologies on

45
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which they depend are situated in institutional realms (e.g., work,
education, leisure) with embedded social norms, legal codes, shared
histories, and the like. Institutional factors, however, are not easily
changed and will limit the pace and scope of the information revolu-
tion. As one conference speaker put it, “Institutions change slowly.
Internet time is fast. This disparity breeds tensions.”#

Finally, the deployment of IT will inevitably produce unintended
consequences. Such consequences, like the use of the Internet for
communication among humans rather than for sharing remote
machine resources,5 are well known in the history of technological
advance. These surprises result not from the technologies per se but
rather from how humans use them. Moreover, the unintended con-
sequences that arise when social and technical influences combine
may well dominate the intended ones. The bottom line, then, is that
generalizations about the social and cultural dimensions of the
information revolution are exceedingly difficult to formulate.

DIGITAL DIVIDES WITHIN AND BETWEEN NATIONS WILL
PERSIST, BUT THEIR FUTURE SCOPE, DURATION, AND
SIGNIFICANCE ARE SUBJECT TO DEBATE

Within countries, IT diffusion generally exacerbates disparities and
reinforces social cleavages, at least until saturation has been
achieved. For example, returns to education are increasing because
of the growth of information work, widening the social gap between
more- and less-educated workers. As another example, those who
have connectivity can expand their social networks and can do so in
location-independent ways, enabling them to take advantage of both
strong and weak social ties.” Further, connectivity also may also
enhance factionalism; that is, individuals with very narrowly defined
interests can find like-minded others somewhere in the wired world.
Moreover, the polarization between the advantaged and the poor is
made more acute because of its visibility in the information society.?

By and large, the same sorts of growing and visible inequalities as a
cause and a consequence of differential access to and use of IT are
even sharper at the level of national states, as the discussion of
regional variations below suggests. While there is reasonable consen-
sus about the present existence of these digital divides, there is con-
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siderable debate over how their implications should be assessed. The
European view, for example, is that digital inclusiveness is both a
societal good and an economic asset; thus, a great many European
Commission initiatives aim at producing equality of outcomes at the
individual level and convergence at the national level. The prevailing
American view is generally that policy should focus on establishing
equality of opportunities, letting outcomes fall where they may.®

Whether or not these digital divides are regarded as problematic, and
how severely so, is generally seen as a function of how much inequal-
ity can be managed and over what time periods. The prevailing
American position is to downplay the consequences of the digital
divide in the United States, taking the view that policy should focus
on establishing equality of opportunities and let outcomes fall where
they may. Further, Americans generally believe that the United States
should aim at staying ahead of all other nations in the information
revolution, rather than at converging on the same plane.1?

ABILITY TO ACQUIRE AND USE KNOWLEDGE WILL BE
CRITICAL FOR SUCCESS IN THE INFORMATION SOCIETY:
DEVELOPING HUMAN CAPITAL APPROPRIATELY IS KEY

Knowledge work will constitute an increasing proportion of all work
in the long-term future. This trend is already evident in the devel-
oped world; it will continue there and will emerge as well in less-
developed parts of the world over time.!! As a result, engendering,
retaining, and nurturing intellectual resources—in particular, the
sets of competencies related to production and use of knowledge—
will be critical to global economic competitiveness. So “a quality
education for all” will be one of the keys to a nation’s success in the
information age.!?

Meeting the human capital challenge created by the information
revolution presents different problems in different parts of the world.
In the world’s poorest countries, needs for basic literacy and numer-
acy skills stand alongside other basic societal needs (e.g., for ade-
quate food, housing, and health services). Some developing areas
and transitional economies, in addition to expanding basic skills in
their labor pools, need to find ways to retain those with advanced
competencies. Parts of Latin America, Eastern Europe, and South
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Asia face the prospect of losing a significant proportion of their intel-
lectual assets to Western Europe and North America, where knowl-

edge work opportunities are growing and where the quality of life is
higher.13

Nations in the vanguard of the information revolution face quite
different sorts of challenges to human capital development for
knowledge-based work. Most notably, the United States and parts of
Western Europe are not producing an adequate supply of workforce
entrants with high-level IT-relevant competencies in science, math-
ematics, engineering, and technology.!4 Presently these shortfalls are
being remedied by in-migration from other parts of the world.!5
Another challenge has to do with providing for life-long learning.
Education today in the developed world is based on the assumption
that what is learned in the first part of life will satisfy long-term
knowledge needs. But the information revolution has made for much
shorter knowledge life cycles than in the past, resulting in the need
for continuous learning just to keep pace with the moving state of the
art in most professional domains.!6

Advances in IT can play a role in resolving some, but not all, of these
problems. For instance, globally networked information and com-
munication systems may support “virtual migration,” enabling
workers with high-level IT-related competencies to fill labor force
needs in the United States and Western Europe without having to
leave their home countries.!?

Similarly, distance learning technologies and programs can provide
on-demand training and development to help employed profes-
sionals keep up with their changing knowledge requirements. How-
ever, many knowledgeable American and Western European
observers believe the deepest problems have to do with the nature
and content of their educational systems—problems that technology
leaves untouched. One expert, for instance, called for revolutionizing
education—refocusing learning institutions to support the continu-
ous gathering and use of new knowledge in place of onetime acqui-
sition and retention of stored knowledge.!8 But prospects for timely
reform of long-established educational systems in advanced coun-
tries are not viewed as promising.
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GLOBALIZATION, BOOSTED BY THE INFORMATION
REVOLUTION, WILL CONTINUE TO HAVE
MULTIVALENCED SOCIAL AND CULTURAL EFFECTS

Globalization is generally understood as referring to the expansion of
networks of interdependence spanning national boundaries that
follows the increasingly rapid movement of ideas, money, goods,
services, and people across these borders.!® While its economic
effects are widely recognized, knowledgeable observers also gave
considerable weight to its societal implications—both positive and
negative. Among the main outgrowths of globalization, for instance,
one expert recently cited the following:20

* erosion of censorship
¢ information overload
¢ democratization of information

» empowerment of individuals with information access.

That English is the prevailing language in all these phenomena tends
further to widen the gap between political/intellectual/economic
elites and others. And even among nations on the positive side of the
digital divide, U.S. domination of the Internet in general and the
Internet Corporation for Assigned Names and Numbers (ICANN) in
particular is seen as a threat to shared and fair governance of an
internationalized and interdependent information society.?!

Further, the porosity of national borders to the flow of entertain-
ment—especially from the United States—has additional impact.
First, it fosters the globalization of styles (or at least fads), which
leads those in some countries to feel that their own national cultures
are being vitiated. Second, it makes the contrast between the rich
and the poor all the more salient, potentially leading to polarization,
unrest, hostility, and possibly a “clash of civilizations.” Experts are
uncertain about the long-term social and cultural outcomes of these
trends.??
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WILL IT-ENABLED GLOBALIZATION LEAD TO GREATER
HOMOGENEITY OR GREATER HETEROGENEITY IN
SOCIOCULTURAL TERMS? THE ANSWER IS “YES” TO BOTH

Shared norms, rights, and rules will be required for successful inter-
networking to conduct a range of political, economic, social, and
cultural activities that span national boundaries. Developed coun-
tries will not be able to go their separate ways on major issues (e.g.,
intellectual property rights, privacy rights, freedom of expression) if
they want fully to exploit the advantages of an internationalized
information society.?? Thus, the expectation is that a harmonized
and stable infrastructure of laws and policies will emerge over time
across national states.2

These shared frameworks are, however, expected to allow regional
and local differences to flourish without becoming barriers to pro-
ductive interaction. Moreover, individual creativity will be stimu-
lated by the rich intellectual and cultural resources to which net-
worked technologies give access. Further, protections for freedom of
expression plus the capabilities afforded by interactive technologies
allow individuals to produce, as well as consume, digital materials of
their own choosing. Moreover, greater diversity is expected to be a
benefit in a knowledge-based society, where there is little value
added if everyone brings the same information and ability to the
network.23

Thus, the information revolution will stimulate greater homogeneity
in the institutional and legal infrastructures of networked societies
while enhancing the heterogeneity of their constituent cultures.

THE INFORMATION REVOLUTION RAISES SIGNIFICANT
SOCIAL-CULTURAL QUESTIONS FOR WHICH WELL-
GROUNDED RESEARCH ANSWERS ARE UNAVAILABLE

What Is Effective Proximity?

Global networks are expected to facilitate location-independent
choices of work, education, and leisure pursuits—choices that in the
past would have required geographic proximity. However, it is not
clear how well connectivity can support comparable levels of per-
formance. For example, we do not know enough about the role of
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shared tacit knowledge and shared physical products in colocated
interdependent work to understand how to create equally viable
shared contexts via networked interactions—if this is possible at all
(expert opinion is divided on this issue).26 Similarly, the rise of high-
tech clusters calls implicit attention to the potential role of geo-
graphic proximity in innovation and research and development
creativity even when cluster members are at the forefront of the
information revolution.?? Finally, it is entirely possible that, in the
absence of compelling positive experiences, localism may reassert
itself over action at a distance.

What Are Viable Models for Leadership and Management in a
Networked Global Society?

As social organizations, networks have distinctive properties. For
example, group membership is partial, overlapping, permeable, and
unstable; subgroups are not clearly delineated. Further, shared
values rather than formal roles and structures are what link people.
Finally, even at the global level, there is not a hierarchical system for
action and decisionmaking; rather, leadership is negotiated among
varied actors including national states, transnational corporations,
and international nongovernmental bodies (e.g., World Trade Orga-
nization, International Monetary Fund, World Bank, World Intellec-
tual Property Organization). While the Internet is sometimes offered
as an example of distributed self-organizing collaboration, it is not
clear how well its governance will hold up and in any case whether
that model could be replicated.?®

Can the Information Revolution Contribute Meaningfully
and Measurably to Environmental Sustainability?

In Europe, in contrast to the United States, sustainability plays a big
part in discussions of the future of the information revolution. It is
hypothesized that the use of IT to reduce material consumption
could make substantial contributions to environmental sustainabil-
ity in the long run. Proponents of this view acknowledge that it would
require structural changes in both lifestyles and business practices
throughout the world; realization of these changes would demand
the commitment of both civil society and the business community.
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Others argue that opportunities to visit places virtually, to collabo-
rate at a distance, and the like may well have the effect of increasing
people’s desires to travel and to communicate in person. Knowl-
edgeable observers generally believe that at present there are very
few data to support any inferences about relationships between the
information revolution and sustainability.2

How Should Risk-Tolerance and Long-Term Planning Be
Balanced over the Course of the Information Revolution to
Yield Positive Social and Cultural Outcomes?

Societies and cultures differ considerably in their attitudes toward
risk and social change. As noted earlier in this chapter, taking advan-
tage of opportunities presented by advancing IT requires risk-taking
and change. According to knowledgeable observers from both sides
of the Atlantic, Europeans are more distrustful and risk-averse than
Americans when facing social change; on the other hand, Europeans
have a penchant for long-term planning that Americans do not
share. But coping successfully on a societal level with the informa-
tion revolution—whose end is nowhere in sight—will surely require a
balanced mix of both. A major question, then, is how to engage flex-
ibly in creative destruction. As one expert recently put it, “how can
society continue coupling, decoupling and recoupling to generate
innovative activity?”30

NOTES

1This conclusion from a plenary session in the first RAND information revolution con-
ference (Hundley et al., 2000, p. 10) was echoed throughout the remaining confer-
ences.

25ee, for instance, Hundley et al. (2001), pp. 18, 25.

3See endnote 17 in Chapter Three and endnotes 29 and 30 in Chapter Six, as well as
the discussions in Anderson et al. (2000) and Hundley et al. (2001).

4Anderson et al. (2000), p. 57. (See also Hundley et al., 2001, pp. xi, 19-20, 90.)
5This was the original purpose of the ARPANET, the predecessor to the Internet.
6Anderson et al. (2000), p- 57. For more discussion of the inevitability of intended con-

sequences from reciprocal influences of social and technological factors, see Bikson
and Everland (1998).
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“Hundley et al. (2000), pp. 7-8; Anderson et al. (2000), p. 64; Hundley et al. (2001), p.
43; Treverton and Mizell (2001), p. 44. See also Fukuyama (1995); Anderson et al.
(1995); and Bikson and Panis (1999).

8Hundley et al. (2000), p. 59; Hundley et al. (2001), p. 43.
9Hundley et al. (2000), p. 69; Hundley et al. (2001), pp. %, 5, 22.
0Hundley et al. (2000), pp. xii, 37-38; Treverton and Mizell (2001}, pp. 44-45.

11Hundley et al. (2000), p. 9; Anderson et al. (2000), pp. 59-60. Levels of educational
attainment are implicated, along with income levels, in the digital divides discussed
above.

12Treverton and Mizell (2001), pp. xi, xvii-xix, 39-40; Hundley et al. (2001), pp. xv, 5.
See also Enriquez (2001).

13Hundley et al. (2000), pp. 51-53, 71-72, 82-86; Treverton and Mizell (2001), pp. 40,
45-46. It should be noted, however, that improved conditions in the home country
{e.g., economic growth, stable governance) would likely reduce the “brain drain” and
might even induce a reverse diaspora, providing these regions with a wealth of human
resources that could put them on a fast track to the information society. There is evi-
dence of such trends in parts of India.

MHundley et al. (2001), p. 68.

157 recent RAND report notes that both private- and public-sector organizations in
the United States expect an even greater shortage of highly skilled entry-level IT
professionals with degrees in science, mathematics, engineering, and technology if it
becomes harder to employ foreign nationals (e.g., because of homeland security con-
cerns). At present, a substantial proportion of U.S. academic degrees in these fields are
earned by noncitizens (see Bikson et al., 2003).

16Hundley et al. (2001), pp. 5, 43.

17anderson et al. (2000}, pp. 63-64; Hundley et al., 2001, pp. 67-68. Some conference
participants noted that virtual mobility permits employees to engage in rewarding
knowledge work without the linguistic, familial, and cultural disruption that physical
migration often entails. At the same time, it allows the employing country to avoid
some of the strains associated with hosting immigrant populations.

18pnderson et al. (2000), pp. 68-70; Hundley et al. (2001), pp. 43, 89.

19gee Bikson et al. (2003).

20gee Hundley et al. (2000).

2lHundley et al. (2000), pp. 18-19, 35-37.

22Hundley et al. (2000), pp. xiii, 20-21, 36-39, 96; Hundley et al. (2001), pp. xvi, 96.
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2355 one participant in RAND's November 1999 information revolution conference
remarked, “national-level laws do not make sense” in a global network. (See Hundley
et al., 2000.)

24Hundley etal. (2000}, pp. 67, 97; Hundley et al. (2001), pp. 22, 33.

Z5Anderson et al. (2000); Hundley et al. (2001), pp. 60-61, 86-87.

26Hundley et al. (2000), pp. 66, 98; Anderson et al. (2000), pp. 61-64; Hundley et al.
(2001), pp. 20, 72. See also Bikson (2002).

"Hundley et al. (2000), p. 66; Hundley et al. (2001), p. 72.
Z8Hundley et al. (2001), pp. 32, 38.

Z3Hundley et al. (2001), pp. 29-33, 38-39, 69.

30Hundley et al. (2001), pp. 68-69, 90.




Chapter Six

MANY FACTORS SHAPE AND
CHARACTERIZE A NATION’S APPROACH TO
THE INFORMATION REVOLUTION

Many factors shape and characterize a nation’s or region’s approach
to the information revolution. Some of these factors are causative;
they are the underlying factors shaping a nation’s or region’s IR pos-
ture. Other factors are resultant; they help characterize a nation’s or
region’s IR posture, but are effects, not causes. Together these factors
distinguish one nation or region from other nations or regions inso-
far as the information revolution is concerned.!

SOME FACTORS ARE CAUSATIVE

Rich Nations Are Better Positioned Than Poor Nations to
Exploit the Information Revolution

As with much else in life, rich nations are better positioned than poor
nations to take advantage of advances in information technology and
meet the challenges posed by the information revolution. Rich
nations—i.e., nations with high gross domestic product (GDP) per
capita—are likely to have?

» well-developed physical infrastructures (e.g., electric power grids
and telecommunications networks), providing a strong founda-
tion for IT applications and IR developments34

* well-educated populations with high literacy rates, providing the
human capital required to readily exploit IT advances

» strong financial and institutional support for research in infor-
mation science and technology, leading to a ready supply of
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trained IT professionals and ready access to exploitable IT tech-
nologies

* legal structures permitting and enforcing rights to informational
goods.

Poor nations—i.e., nations with low GDP per capita—are likely to be
deficient in each of these areas.5 This will impede their ability to
exploit advances in information technology, thereby rendering it
more difficult for them to meet the challenges posed by the informa-
tion revolution.® Thus GDP per capita is probably the single most
important determinant of a nation’s IR posture.”

How a Society Deals with Change Is a Major Factor Shaping a
Nation’s IR Posture

The information revolution involves substantial change—in how
people live and work, in how business is conducted and governance
performed—ultimately affecting much of society. The manner in
which a society deals with change is therefore another of the impor-
tant factors shaping a nation’s IR posture. There are two aspects to
this:

* Asociety’s reaction to change. Is it generally receptive to change
or generally resistive to change? Does it see change as an oppor-
tunity or a threat?

* A society’s mechanisms for change. Are these mechanisms pre-
dominately top-down or bottom-up?

There are many cultural factors, often rooted in history, that influ-
ence how a society reacts to change. Different combinations of fac-
tors can lead to similar end states. Resistance to change is frequently
associated with a pronounced respect for authority, often found in
strongly hierarchical societies. The predominant mechanisms for
change in such societies are usually top-down. Ready acceptance of
change, on the other hand, is often associated with a comparative
disregard for authority, more often found in nonhierarchical soci-
eties. Bottom-up mechanisms for change are more common in such
societies.




Recurring Themes: Factors in a Nation’s Approach 57

The course of the information revolution in a society that is generally
receptive to change and has many bottom-up mechanisms for
change will be quite different from that in a society that is generally
resistive to change and whose change mechanisms are primarily top-
down. If nothing else, the information revolution should proceed
much faster in the first society than in the second.®1

Beyond such general cultural factors, there are a number of specific
factors that affect a nation’s ability to deal with change. These
include the following:

Support or Compensation for Losers. Change, especially major
change in technology or economic organizations, generally pro-
duces winners and losers.!! Often, the gains from change are
spread thinly among the winners, while the losses are concen-
trated among a few losers who each lose a lot. The winners may
not care enough or be well organized enough to lobby in favor of
a generally beneficial technological change. But the losers have a
lot at stake and often can find each other and organize to block
technological change.

Change will likely be easier in societies with good social safety
nets, where provision is made for supporting or compensating
those who are displaced by technological change.!>!3

Labor Mobility. Another characteristic that may be helpful in
dealing with change is a high degree of mobility in the labor
force. If a job disappears in one place, how easy is it for workers
to pick up and move to another city where there may be oppor-
tunities?!4 This varies greatly from one society to another.!5

Structure of Commercial Property Rights. The structure of com-
mercial property rights may have something to do with whether
change is generally welcomed or not. What fraction of the popu-
lation owns shares or is included in some form of profit sharing?
Will many people benefit as a result of new technologies and
their associated efficiencies? Or will these benefits be restricted
to a narrow “owner” class?

The Consequences of Failure. Almost inevitably, change involves
risk. Willingness to run the risks of innovation or change will
depend, at least in part, on the consequences of failure. In some
societies, the legal, financial, and social consequences of failure
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can be very severe; in such societies the risk-taking spirit is, to
say the least, dampened.!® In other societies, business failure is
condoned; in these societies, risk-taking is much easier.!?
Because much of the information revolution is being driven ini-
tially by changes in the business and financial world, the degree
of risk-taking mentality in a nation’s business and financial
community will be particularly important.18

* The Power of Blocking Interests. What does it take to change
things, to build things, to knock things down? Are property own-
ers free to do pretty much whatever they please with their prop-
erty? Or do they need approval from planning councils, workers
councils, environmental regulators, city planners, labor unions,
etc.? How strong are inherently conservative institutions—e.g.,
labor unions? Is the process for getting required approvals
timely, transparent, noncorrupt, and generally predictable—that
is, can you usually guess what the outcome of the process is likely
to be—or is it a matter of chance every time?

Governments and Laws Can Be Helpful or Unhelpful

The degree and nature of the control that a government exercises
over the various segments of a society is another important factor
shaping a nation’s IR posture. Government control can have both
positive and negative effects insofar as a society’s propensity to
change is concerned, depending on the nature of the control.
Nations with limited government control are, generally speaking,
much freer to change than nations with considerable government
control. However, there are historical cases where a strong degree of
government control has led to significant societal change (e.g., Rus-
sia under Peter the Great in the early 1700s, Singapore under Lee
Kuan Yew during the period 1965-1990, and China under Deng
Xiaoping in the 1980s).19

The nature of the legal regime is also important. For the IT sector of a
nation to flourish, a country needs good laws regarding intellectual
property, a sensible approach to contract law and a strong willing-
ness to enforce contracts, and a smoothly working system for han-
dling bankruptcy so that the inevitable business failures that go with
any rapidly changing technology can be managed. Also important,
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one would think, should be strong protections for freedom of ex-
pression.

The Structure of Capital Markets Is Also Important

The varying structures of capital markets in different nations repre-
sent another important differential determinant of the future course
of the information revolution in those nations.?? The availability of
funding for new IT businesses and concepts and the manner of the
funding process (i.e., the vagaries of getting funding, listings, capital,
acquisitions, etc.) directly affect the growth and development of new
IT industries in any given nation. This can be critical because new IT
concepts and businesses are often antiestablishment by their very
nature—they upset and challenge the old business models, monopo-
lies, and ways of doing things—and yet money is a very establish-
ment thing in most countries. The free and open flow of capital, the
existence of seed and venture capital, and vibrant over-the-counter
markets similar to NASDAQ (which give venture capitalists and
startup employees an exit market) are critical enabling factors for the
growth and proliferation of IT.

The ability of startups to get such funding differs greatly from one
nation to another. Some nations aggressively use equity financing for
startups. Other nations lack a strong equity culture and a secondary
market, and rely much more heavily on debt financing. But debt
financing requires a track record and punishes failure—both of
which can be detrimental to startups.

These Causative Factors Can Play Out in Various Ways

These causative factors can play out in many different ways;?! there
are a large number of different possible combinations and many
ways in which formulas can be devised attempting to predict a
nation’s performance in the information revolution.?? In one of the
more notable of these attempts, the United Nations Development
Programme has recently created a “technology achievement index”
as a “new measure of countries’ ability to participate in the network
age.” This index focuses on four factors—creation of technology,
diffusion of recent developments, diffusion of old developments, and
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human skills—and classifies nations into four categories: leaders,
potential leaders, dynamic adopters, and marginalized.23

OTHER FACTORS ARE EFFECTS, NOT CAUSES

These factors add richness to the description of a nation’s IR posture
and serve as ways of tracking its IR performance.

The Degree and Nature of IT Penetration into a Society and
the Distribution of Its IT Activity Across the Technology,
Product, and Service Spectrum Are Useful Descriptors of a
Nation’s IR Posture

The degree and nature of IT penetration into a society is obviously
one of the key resultant factors characterizing a nation’s IR posture
and tracking its performance. There are many ways of describing this
penetration, emphasizing different aspects of IT penetration, which
includes both consumption (i.e., use) and production of IT-related
items.24

In further characterizing the IT activity of a nation, beyond mere
penetration rates, some have found it useful to distinguish among?2s

* the underlying technology
* hardware and software products developed from that technology

* services performed and delivered using those products.

All nations are not equally strong and active in all three of these
areas. Some are very active in IT technology development. Others are
active in IT (hardware or software) product development but rely on
other nations to develop the underlying technology. Still others are
very active in the performance and delivery of IT-enabled services
but rely on other nations for both the underlying technology and the
products. The pattern of distribution of a nation’s IT activity across
this technology, product, service spectrum is another useful descrip-
tor of its IR posture.26
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Measures of Information Work and Workers and of
E-Commerce Are Also Important Descriptors

Much has been written about the rise in “information work” and
“information workers,” as an ever-increasing fraction of economic
activity and the overall workforce in many nations.?” The amount of
information work and information workers in a nation is another
important descriptor of its IR posture.

Much has also been written about the rise of electronic commerce as
a major form of economic activity.?8 Stage one of e-commerce adop-
tion usually focuses on cost reduction via increased efficiencies
and effectiveness within existing business models. Stage fwo of
e-commerce adoption involves revolutionary changes in the busi-
ness models, often initiated by new, entrepreneurial companies.?®
E-commerce can be business-to-consumer (B2C) or business-to-
business (B2B). The amount of e-commerce in a nation, measured
(for example) as a portion of GDP, and its general nature (e.g., distri-
bution between stages one and two, distribution between B2C and
B2B) are other important descriptors of its IR posture.

The Presence and Number of IT Business Clusters Are
Important Descriptors of the Vigor of a Nation’s IR Posture

As noted above, stage two of e-commerce adoption involves revolu-
tionary changes in the business models. This requires skills in inno-
vation and business change. Based on recent experience, such skills
are more likely to be found in “clusters”—geographic concentrations
of interconnected companies and institutions in a particular field—
than spread more or less evenly throughout a nation.303! The pres-
ence and number of such IT business clusters in a nation are still
other important descriptors of the vigor of its IR posture, particularly
in the business and financial realm.32

The Amount of “Creative Destruction” Going On in a Nation
Can Be an Important Descriptor of Its IR Posture

As Joseph Schumpeter originally postulated and others have elabo-
rated, an essential accompaniment of major innovation in capitalis-
tic societies is “creative destruction”—the perpetual cycle of destroy-
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ing the old and less-efficient product or service and replacing it with
new, more-efficient ones.3® This creative destruction of old products
and services is often, but not always, accompanied by the economic
eclipse of the companies producing them. This process has played a
central role in the development and application of information tech-
nology over the past few decades, so that the amount of such creative
destruction occurring in a nation, particularly in its technology,
business, and financial arenas, is another important descriptor of its
IR posture.34

The Presence of New Political Actors and Changes in
Governance Are Measures of IR-Induced Change in the
Political Arena

The distribution of political power is changing throughout the world,
as new nonstate actors are being empowered by the information
revolution, in the business and social arenas as well as in the political
realms itself, at the subnational, transnational, and supranational
levels. Where this process is taking the world is unclear. Some say it
portends changes in the role of the nation-state.35 Others are not so
sure.% Whichever view turns out to be correct, the presence of such
new political actors in a nation, and their number, may be one
measure of the degree to which change is occurring in its political
arena.

Also, traditional mechanisms of governance (e.g., taxation, regula-
tion and licensing) are becoming increasingly problematic, as the
information revolution allows action beyond the reach of national
and subnational governments.3” At the same time, IT advances are
enabling new mechanisms of governance, new modes for delivery of
governmental services, new ways for governments to interact with
citizens, etc.38 Again, where these processes are headed is unclear.
Nevertheless, another useful measure of change in a nation’s politi-
cal arena could be the degree to which the role and manner of gover-
nance has changed in response to such new pressures and oppor-
tunities.
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The Movement of Talented, IT-Trained People Can Be a
Useful Indicator of a Nation’s IR Posture

The process of globalization has not only removed barriers to the
movement of capital but to the movement of people as well, particu-
larly talented, IT-trained people.3®4° Such talented individuals—
information technologists, software experts, those with a creative
mind and an entrepreneurial bent, etc.—are in increasingly short
supply in all of the major geographical centers of IR development
throughout the world.#! Other nations (e.g., India), somewhat out of
the IR mainstream, have a plentiful supply of talented, IT-trained
people but fewer indigenous opportunities in the new economy.*? In
response to this supply-demand imbalance, the movement of tal-
ented IT professionals between nations has been growing through-
out the world: into some countries, not into other countries, and out
of some countries. Accordingly, a nation’s balance sheet insofar as
this talent flow is concerned is another useful indicator of its IR pos-
ture.3

NOTES

1in much of what follows, we will speak in terms of “nations.” However, most of what
we say can also apply to regions both larger and smaller than nations.

2GDP per capita as a measure needs to be balanced by considerations of distribution.
Countries with a reasonably high GDP per capita attained by virtue of the fact that a
very small fraction of the population are extremely wealthy while the vast proportion
are quite poor, will not fare well (e.g., because they will not have well-educated popu-
lations with high literacy rates and a supply of well-trained IT professionals, let alone
an abundance of people with access to electric power grids). So an extreme variance of
the GDP measure across a nation’s population will limit its usefulness as a determi-
nant of a nation’s IR posture.

3As Bill Gates (among others) has pointed out, before one can cross the digital divide,
one must cross the electricity divide. (See Verhovek, 2000.) According to UNDP (2001,
p. 42), some 2 billion people, a third of the world’s population, still do not have access
to dependable supplies of electricity.

4 well-developed telecommunications network is indeed an asset, but it also imposes
legacy costs that in many countries inhibit rapid change.

5The annual human development reports of the United Nations Development Pro-
gramme provide copious statistics on all these items and many other relevant ones,
for both rich and poor nations all over the world. See, for example, UNDP (2001).
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6Difficult, but not impossible, as UNDP (2001, p. 1) asserts, stating: “The technology
divide does not have to follow the income divide. Throughout history, technology has
been a powerful too) for human development and poverty reduction.”

7GDP per capita may be the most important determinant, but it is not the only
determinant, as the remainder of this chapter will indicate—as do the cases of China
and India, two nations with relatively low GDP per capita that are emerging as impor-
tant IT users and producers (see Chapter Nine of this report and Hachigian and Wu,
2003).

81f the central leadership in such a society has sufficient authority to overcome societal
resistance to change, significant top-down-driven change can be brought about. If the
central authority is weak, however, top-down-driven change may be slow in coming.
China is an example of the former case, Japan the latter. (Private communication,
William Overholt, RAND.)

SAl segments of a society may not be uniform in their acceptance of change. Some
may be more receptive, some more resistive. Some may have many bottom-up mech-
anisms for change. Others may have primarily top-down mechanisms.

10Given the obvious importance of cultural factors in influencing a society’s propen-
sity to accept change, the literature on this subject is surprisingly thin. Lipset (1996)
has looked at the American propensity for entrepreneurship and innovation from a
comparative cultural perspective. There is also literature regarding cultural barriers to
innovation in Japan. But beyond this, there does not appear to be any book or study
dealing with the question systematically. (There are books dealing with other aspects
of cultural influences on national behavior—for example, Fukuyama [1995], Harrison
and Huntington [2000], and Throsby [2001]—but none dealing specifically with the
way in which culture affects how a society deals with change.)

what we usually call technological progress usually produces more winners than
losers; that is why we call it “progress.”

12These provisions could take the form of retraining programs, generous unemploy-
ment insurance, help in finding new jobs, portability of employment benefits, etc.

By js possible for the social safety nets to be too good, however, so that displaced
workers feel no need to find new jobs but remain on the dole for lengthy periods of
time.

14A number of factors feed into labor mobility. Culture and tradition are important, of
course. Size of the society and linguistic and cultural homogeneity also play a role.
How far can you move without going to a distinctly different culture? Also significant
can be the character of residential property rights. Can you sell your claim to one resi-
dence and buy a claim to a new one? Family structure and family employment pat-
terns matter too. Do you have to find just one new job in a new city, or do multiple
members of a family have to find employment?

I5Europeans, for example, are notoriously immobile. Not only are they reluctant to
move from one European Union country to another (understandable because of lan-
guage and cultural differences), but they often resist moving within a nation to take a
new job. American workers, in contrast, are much more mobile.
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16Jntil very recently, for example, bankruptcy in Japan was pretty much the “kiss of
death.” Bankrupts felt shamed and ostracized. If your business failed, you had very lit-
tle chance of attracting financing for a new venture, and you would probably have a
hard time finding another job.

17The United States is one such society. Business bankruptcy is no longer seen as a
moral failing in the United States. Even if an earlier enterprise failed, entrepreneurs
are able to attract financing for plausible new ventures. Bankruptcy laws provide effec-
tive protection from creditors.

1855 Joseph Schumpeter (1934) originally showed and others have elaborated—see,
for example, Scherer (1984) and Shionoya and Perlman (1994)—individual (or, less
likely, organizational) entrepreneurs taking risks in the expectation of financial
rewards are the driving force behind most innovative changes in the business and
financial world. Therefore, the more risk-takers and entrepreneurs there are in a
nation’s business and financial community, the faster the information revolution will
progress in that nation.

1911 each of these cases, a strong, authoritative leader forced modernizing change on
his people: Peter the Great, to bring about the adoption of Western European ways in
Russia; Lee Kuan Yew, to move Singapore, in his words, “from the Third World to the
First”; and Deng Xiaoping, to introduce market forces into the Chinese economy. (See,
for example, Lee, 2000.)

20These remarks are based on discussions during the November 1999 RAND informa-
tion revolution conference. (See Hundley et al., 2000.)

21This listing is intended to cover the major causative factors that will shape a nation’s
or region’s IR posture, but it is not intended to be exhaustive; other factors could also
help or hinder the information revolution in a specific nation or region.

22During RAND’s November 1999 information revolution conference, four groups of
factors were identified as being drivers of or impediments of change in the poorer
nations of the world: culture, competence, capital and control, térmed the “four Cs.”
Hundley et al. (2000, pp. 84-87) describes what is included in each of these four fac-
tors. These factors were discussed at the 2001 NIC/State Department conference on
information technology in Africa (see NIC/State Department, 2002, pp. 10-11) and are
referred to in Chapter Twelve of this report in discussing the information revolution in
Africa.

23For a full description of the UNDP Technology Achievement Index and a tabulation
of the initial results for 72 nations from all over the world, see UNDP (2001, pp. 46-63,
246).

24por example, Wolcott (1999), focusing on Internet penetration rather than on IT
penetration construed more broadly, uses six factors to describe this penetration:
e Pervasiveness. What fraction of a nation’s population uses the Internet?

«  Geographic dispersion. How widespread geographically is Internet usage in a
nation?
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®  Sectoral absorption. How many different sectors of a nation’s society and
economy use the Internet?

*  Connectivity infrastructure. How robust is the physical infrastructure supporting
Internet connectivity in a nation?

*  Organizational infrastructure. How robust is the Internet Service Provider (ISP)
market supporting Internet access in a nation?

*  Sophistication of use. How sophisticated are the uses of the Internet in a nation?

Other authors use varying measures. For example, Larry Press (“Worldwide Informa-
tion Revolution Demographics,” paper presented at the November 1999 RAND/NIC
conference) expresses IT penetration primarily in terms of the fraction of the popula-
tion that has access to the Internet or uses a personal computer. Wolcott et al. (1997)
express a country’s IT capabilities—which are related to but not congruent with the
degree of IT or Internet penetration—in terms of five factors: proximity to the techno-
logical frontier, depth of development, sophistication of use, pervasiveness, and indig-
enization. UNDP (2001, pp. 60-63) presents IT-related data on 162 nations that can be
used to support the application of each of these approaches. OECD (2002) presents
various measures of the “information economy” in a number of nations (mostly, but
not entirely, European).

2Here we view technology as the idea or intellectual property behind a product that
embodies it, such as wireless communication technology per se. A product is an entity
involving hardware and/or software (such as a cellular telephone or a word processing
program) embodying one or more technologies. Services, similarly, result from the
application of technology but in the form of capabilities offered to users, usually in a
form resulting from storage, access, and manipulation of information. A website that
helps one locate the nearest music store might be such a service.

26gee Hundley et al. (2000) and Anderson et al. (2000) for further elaboration on the
technology, product, and service construct—termed there the “technology, artifact,
and service” construct.

27Peter Drucker was one of the first to write extensively regarding information work
and information workers; he termed them “knowledge workers.” (See, for example,
Drucker 1989, 1993.) Reich (1991) postulated that three broad categories of work are
emerging: routine production services, in-person services, and symbolic-analytic ser-
vices. The latter category, constituting “information work,” represents an ever-
increasing fraction of the whole in many nations.

28peet (2000) surveys the state of e-commerce as of February 2000. Fan et al. (2002)
focus on the impact of e-commerce on financial markets.

2These two stages of e-commerce were defined during discussions at the November
1999 RAND information revolution conference. (See Hundley et al., 2000, p.27)

30see Porter (1998) for a discussion of the dynamics of such clusters. Kotkin (2000)
describes how they are changing the economic and social geography of the United
States. Fairlamb and Edmondson (2000) identify a number of such clusters in Europe.
Micklethwait and Wooldridge (2000), pp. 210-214, describe some of the characteristics
of successful IT business clusters.
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31This is not a new phenomenon. The industrial revolution started in similar clusters
in England.

32Hillner (2000) identifies 46 such geographic clusters of IT activity around the world.
She terms these geographic “hubs” rather than “business clusters,” but the meaning is
the same. UNDP (2001, p. 45) also contains a listing of Hillner’s clusters, terming them
“global hubs of technological innovation.”

335ee Schumpeter (1942), particularly pp. 81-86, for the original statement of the
“creative destruction” thesis. Grove (1996) and Christensen (1997) present two of the
most recent expositions of Schumpeterian creative destruction.

34while the Schumpeterian creative destruction process has played a central role in
the development and application of information technology in the United States over
the past few decades, other regions of the world may be able to shape their informa-
tion revolution course in a different way, avoiding some degree of creative destruction.
(Many Europeans are hoping to proceed in this fashion; see the discussion in Hundley
et al,, 2001.) Only time will tell if this is a real possibility.

35gee, for example, Ohmae (1995) and Strange (1996) for presentations of this view-
point.

38gee Jones (2000) for a presentation of the opposing viewpoint: that the nation-state
will continue much as it is today.

37This phenomenon is also highlighted in the proceedings of the November 1999
RAND information revolution conference (Hundley et al., 2000).

38RAND’s 2001 conference on the information revolution in Europe included a con-
siderable discussion of “e-government,” the use of IT to change (and modernize) the
mechanisms of governance. (See Hundley et al., 2002, pp. 35-43.) Kamarck and Nye
(2002) present a number of additional views of democratic governance in the informa-
tion age.

39In many if not most cases, talented IT professionals are drawn to one or another of
the IT business clusters discussed previously. Nations that have vigorous IT clusters
attract IT professionals from other nations; nations that do not have such clusters do
not.

40Both Friedman (1999) and Micklethwait and Wooldridge (2000) discuss this move-
ment of talented, IT-trained people in general terms, as one of the ongoing features of
globalization. NIC (2001) discusses global migration trends more broadly, including
the movement of high-tech professionals. ACM (2001) devotes an entire issue to the
global IT workforce, including its movement between nations.

41,8, IT companies have been complaining about a shortage of trained IT profes-
sionals for many years. (See, for example, Shiver, 2000.) Recently, German companies
have joined the chorus as well. (See Meyer-Larsen, 2000, for a discussion of this and
other aspects of the current German business climate.)

42gender (2000) describes the “brain drain” of Indian IT professionals out of India into
the United States.
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“3For some nations, data on this talent flow are readily available; for others, obtaining
them is difficult. For the United States, the inward flow of IT (and other high-tech)
professionals is tracked by the H1B visa program, which in the late 1990s was running
at a level of more than 100,000 high-tech immigrants per year, and which increased to
roughly 200,000 in 2001. The Los Angeles Times (“Where the U.S. Is Getting High-Tech
Help,” 2000) presents data on the countries of origin of these immigrants in 1999,
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Chapter Seven

NORTH AMERICA WILL CONTINUE IN THE
VANGUARD OF THE INFORMATION REVOLUTION

For the foreseeable future, North America (i.e., the United States and
Canada)! will continue in the vanguard of the information revolu-
tion.

THE NORTH AMERICAN ECONOMY AND SOCIETY ARE
WELL POSITIONED TO MEET THE CHALLENGES OF THE
INFORMATION REVOLUTION

The economies and societies of the United States and Canada are
quite favorably positioned to do well in the information age because
of the following:2

They have well-developed physical infrastructures (electricity,
telecommunications, etc.), well-educated populations, a ready
supply of trained IT professionals, and ready access to exploit-
able IT technologies.

Their economies and societies are generally receptive to change,
adept at dealing with the consequences of change, and support-
ive of risk-taking, with deeply rooted entrepreneurial cultures.

They have generally market-responsive governments, at all lev-
els, that provide a basic environment hospitable to IT (and other)
business developments and then (mostly) stay out of the way.

They have legal regimes with good intellectual property protec-
tions, well-established contract and bankruptcy laws well suited
for handling the inevitable business failures that go with any
rapidly changing technology, and strong protections for freedom
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of expression—all of which allow the North American IT sector to
flourish.

e They have innovative and efficient capital markets with well-
developed venture capital communities, well attuned to the
funding requirements of new IT businesses and concepts.

» They are both nations of immigrants that attract energetic, tal-
ented, IT-trained people from all over the world.

These characteristics have placed the United States and Canada in
an advantageous position, able to respond well to the challenges
posed by the information revolution.34

NORTH AMERICA WILL EXPLOIT THESE
ADVANTAGES TO CONTINUE IN THE VANGUARD
OF THE INFORMATION REVOLUTION

Over the past few decades, the United States and Canada have
exploited these advantages to assume leading, pathbreaking roles in
most aspects of the information revolution.5 Over the next 10 years,
these nations should continue in the vanguard of the information
revolution, taking leading positions in the development of

* new information-related technologies and devices, going well
beyond what exists today®

* new products and services enabled by these IT advances, includ-
ing new “killer applications”?

* new business models, further transforming the business and
financial worlds.8

Selected nations outside North America—particularly in Europe and
Asia—will be in the vanguard as well, with leading positions in some
aspects of the information revolution, for some periods of time. But
North America will be in the vanguard in most aspects of the infor-
mation revolution, most of the time.?

“Creative destruction” will continue to accompany these develop-
ments, along with persistent increases in the role of electronic com-
merce, information work and information workers in the North
American economy, and the continued formation of IT-business
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clusters in many parts of North America.!® Also, the North American
entertainment industry will continue its leading market position
throughout much of the world.

THE DOT-COM CRASH AND TELECOM IMPLOSION MAY
SLOW THE PACE OF IT-RELATED DEVELOPMENTS IN
NORTH AMERICA, BUT ONLY TEMPORARILY

The dot-com crash, which is largely over now, and the telecom
implosion, which is still under way, have muted much of the hype
that accompanied the information revolution a few years ago.!!
These two events have certainly slowed down the rate of investment
in new IT-related businesses in North America and, consequently,
the pace of the IT-related developments discussed above.12

However, if history is any guide, this slowdown is likely to be only
temporary. Similar investment “bubbles” have been a feature of the
early stages of other transformational technologies. Once each of
these initial bubbles collapsed, a period of restrained activity ensued,
followed, in almost all cases, by a resumption of growth in the new
technology-driven industries, along more stable and enduring direc-
tions.13 We expect IT-related industries in North America to follow
this same path over the next one to two decades.

THE EVENTS OF 9/11 MAY LEAD TO INCREASED
GOVERNMENTAL INTERVENTION IN IT DEVELOPMENTS
IN NORTH AMERICA

The events of September 11, 2001, are another matter. The results of
these events could bring a heightened awareness of cyberspace
security issues, as concern regarding future terrorist attacks expands
beyond using hijacked aircraft as guided missiles to include a
broader range of attack mechanisms and targets, including cyber-
space-mediated attacks on business and financial targets and critical
infrastructures.!s

This may lead to increased governmental intervention in IT devel-
opments—particularly in North America, the region of the world
most affected by the events of September 11—to ensure that greater
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weight is given to security considerations in the design, implementa-
tion, and operation of IT systems and networks. 16

NORTH AMERICA WILL, IN GENERAL, DEAL WELL
WITH THE STRESSES GENERATED BY THE
INFORMATION REVOLUTION

Changes brought on by the information revolution have generated
stresses in North American society and will continue to do so. These
stresses include

increasing economic and social disparities brought about by the
“digital divide” between the information-rich and the informa-
tion-poor

employment disruptions associated with “creative destruction,”
as new IT-enabled products and services drive out older, less-
attractive ones and, often, cause the economic eclipse of the
companies that were producing the old products and services!?

challenges to individual privacy, as more and more personal
information is transferred into databases accessible over the
Internet or available to government agencies, and as sensors
surveilling human activity become increasingly prevalent.

In general, North American society has dealt well with these stresses;
it will continue to do so, by virtue of

a culture that readily accepts change and, generally speaking,
views it as an opportunity rather than a threat!8

a labor market that, most of the time, has created new jobs faster
than old jobs have disappeared, combined with a work force that
accepts frequent changes in employment

a culture that, for better or worse, accepts wide disparities in
income, emphasizing equality of opportunity rather than equal-
ity of outcome?9:20

a population that, at least up until now, has been willing to
accept some loss in privacy in return for personalized products
and services.?!
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NOTES

1Throughout this report, by “North America” we mean the United States and Canada.
We discuss Mexico as part of “Latin America.”

2Friedman (1999, particularly pp. 298-303) elaborates on these advantageous (for the
information revolution) characteristics of North America society.

3Canada—with the possible exception of Quebec—is becoming increasingly indistin-
guishable from the United States in most aspects of life, including its response to the
information revolution. Hurtig (2002) documents this increasing Americanization of
Canadian life (of which he disapproves) and discusses the forces driving this process.
Beatty (2002) reviews the increasing integration of the Canadian and American
economies since the Progressive Conservative government of Brian Mulroney came to
power in Canada in 1984 and reviews the forces driving further integration.

4Along with these strengths, North American has weaknesses as well: for example, its
huge legacy communications infrastructure that somewhat slows its adoption of new
technology, its tendency sometimes to go it alone regarding standards (e.g., for mobile
telephony), etc. These weaknesses will offer opportunities to other IT players outside
North America. (The authors thank William Overholt, RAND, for this observation.}

5As one measure of this leading position, UNDP (2001, pp. 45-63) creates a
“technology achievement index” measuring a country’s achievements in the “network
age.” The United States and Canada both fall into the top group of “leaders,” with the
United States placing second overall—Finland is first—and Canada eighth, out of 72
countries from all over the world that are quantitatively ranked.

6We outline some of the information technology developments that are possible over
the next 10 to 20 years in Chapter Two of this report. North America should play a
leading role in all of these.

7Chapter Two discusses the pivotal role played by “killer applications” in shaping the
course of IT developments.

8We discuss the general nature of these new business models in Chapter Three of this
report.

9While North America will continue in the vanguard of the information revolution, not
all existing North American companies that are IT leaders today will continue in their
leading position throughout the next 10 to 20 years; creative destruction will operate
in the future just as it has in the past, so that some of today’s leading IT companies will
be overcome by new developments and new competitors.

10we discuss creative destruction, electronic commerce, information work and infor-
mation workers, and IT business clusters in Chapter Three of this report.

1BysinessWeek (2001) provides an overview of the dot-com crash; The Economist
(2002b) looks at the business and financial crisis in the global telecommunications
industry in recent years.

12The monthly “Cash Flow” column in the magazine Red Herring tracks the rate of
investment, by venture capitalists and others, in new IT-related businesses, both in




76  The Global Course of the Information Revolution

the United States and globally. The data presented in this column over time clearly
show the marked drawdown in such investments since the venture capital investment
peak in 2000.

13The railroad boom and bust in the 1870s is a classic example of this phenomenon. In
the early 1870s, railroads drove economic expansion in the United States and created
wealth much as telecom and Internet investment did in the 1990s. In 1873, railroad
stocks collapsed, sinking by a third between the end of 1873 and the middle of 1877,
But then things turned around, with railroads again powering an expansion. This
resumption of growth in railroad-related industries proved to be stable and enduring,
paving the way for several decades of U.S. economic growth. (See endnote 26 in Chap-
ter Three for a longer discussion of the 1870s railroad bubble, its collapse, and the
subsequent resumption of long-term technology-driven growth.)

14BysinessWeek (2001) provides a vision of how IT-related industries will recover from
their current malaise and continue to transform the business and financial world—in
its words, “unevenly and in stages.”

I5The U.S. government has for some time been concerned regarding the cyberspace-
related vulnerabilities of critical U.S. infrastructures. (See, for example, PCCIP, 1997).
However, because most of these infrastructures are owned and operated by the private
sector and therefore outside of direct government control, the government has thus
far been unable to affect much of an improvement in their cyber security. (PCIPB,
2002, gives an assessment of the state of critical infrastructure cyber security today.)

161 response to market forces, up until now functionality has almost always been
given much greater weight than security in the design of new IT systems and networks
and their subsequent implementation and operation. This has led to a situation where
security vulnerabilities are commonplace, security incidents are a frequent occur-
rence, and the business community—except for the financial services industry—has
treated these incidents as a “cost of doing business.” (See PCIPB, 2002, for an overview
of the state of cyberspace security today.)

17Not all new IT-enabled products and services survive and prosper in the market-
place—witness the collapse of many dot-com companies in recent years. This adds to
the employment disruptions.

18] evine (2001) describes the American approach to economic change as emphasizing
ambition over security, saying, “For many Americans—particularly the most compe-
tent—the hope of getting rich is a more compelling incentive than the fear of becom-
ing poor.”

19This is somewhat less true today in Canada than in the United States, but, as men-
tioned earlier, as time goes on, Canada is becoming more and more like the United
States.

20This is in contrast to Europe, which we discuss in Chapter Eight of this report.

21This issue is discussed in Hundley et al. (2001).




Chapter Eight

THE INFORMATION REVOLUTION IS FOLLOWING A
SOMEWHAT DIFFERENT AND MORE DELIBERATE
COURSE IN EUROPE

Because of differences in the underlying social, political, and eco-
nomic climate, the information revolution is following a somewhat
different and more deliberate course in Europe than in America,
even though the underlying technology is largely the same.!

EUROPEANS PLACE MORE EMPHASIS ON WIRELESS

In the technology arena, the European view of the information revo-
lution is similar but not identical to the American view. The Euro-
peans place much more emphasis on wireless technology as enabl-
ing mobile gateways to the Internet and as an area where they feel
they are currently in the lead.

This Furopean enthusiasm for wireless has been tempered some-
what by Europeans recent experience with “third-generation” (3G)
wireless.2 Many Europeans have been counting on their current lead
in 3G technology to give Europe an edge in the next set of informa-
tion society developments.® Whether this will turn out to be true
remains to be seen, in view of the market uncertainties and financial
difficulties currently facing the leading European wireless and
telecommunications companies engaged in 3G development. Simply
put, the initial market projections for 3G telephony appear to have
been considerably overblown, and the European telecommunica-
tions companies appear to have paid excessive amounts for their 3G
licenses.4 This could well thwart Europe’s 3G ambitions.5
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THE INFORMATION REVOLUTION IN EUROPE IS
DEVELOPING IN A DIFFERENT CLIMATE

While the technology underpinnings are largely the same, the social,
political, and economic climate in which the information revolution
is developing in Europe differs in important ways from that in
America.6

Differing European and American Approaches to Economic
and Social Change

Economic and social change seems to come easier in America than
in Europe, sometimes much easier.? As individuals, Europeans are
on average much more risk averse than are Americans when it comes
to economic change.® As a society, Europe is generally distrustful of
major economic or social changes. As a result, many more obstacles
to change have arisen in Europe than in America, including a finan-
cial sector that is less supportive of small startup companies.

The Greater Importance Europeans Attach to Economic and
Social Equity

Another key difference between Europe and America emphasized in
the conference discussions is the much greater importance Euro-
peans attach to economic and social equity. Europeans place a much
greater value on equality of outcomes than do Americans, who value
equality of opportunity rather than of outcomes and are more
accepting of “winner takes all” situations. This greater European
concern for economic and social equity may be inconsistent with the
large rewards often associated with successful risk-taking in dynamic
business sectors.

The European Desire for “Convergence”

Closely related to the European desire for economic and social equity
is a desire for “convergence” among the countries of Europe, where
by convergence is meant the reduction of differences in economic
prosperity among the various European nations—including those
not yet admitted to the European Union. This is another area in
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which America clearly differs from Europe. Most American states
don’t want to “converge” with other states; they want to get ahead of
those states.

Some observers, Europeans as well as Americans, wonder if the pur-
suit of economic convergence is consistent with full exploitation of
the opportunities afforded by the new information technologies.®

Differing Trade-Offs Between Market Forces and
Government Policies

Europe and America take differing approaches to balancing these
factors: the United States gives market forces more of a free rein;
Europe leans harder on government policy to produce socially desir-
able ends. This is clearly related to the U.S. emphasis on economic
efficiency versus the European emphasis on economic and social

equity.

A Greater European Emphasis on Top-Down Planning

Closely related to this is a greater European emphasis on top-down
planning by governmental and business elites (often working in close
conjunction), both on a national basis and by the European Union.
The United States relies much more on bottom-up, market-driven,
private-sector planning, with the government role limited to
preparing the playing field and providing ground rules for com-
petition and innovation, but not trying to second-guess where the
breakthroughs and developments will occur.

The European Emphasis on Sustainability

A recurring theme in Europe today is the question of sustainability:
whether the information revolution will hinder or enhance sustain-
able—in environmental and economic terms—development.!? Most
Europeans attach considerable importance to achieving sustainable
development.!! Many also acknowledge, however, that such a future
is unlikely to come about without significant intervention by gov-
ernments and other agents of stability and social change.
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THE COURSE OF THE INFORMATION REVOLUTION IN
EUROPE IS SOMEWHAT DIFFERENT

As aresult of this different climate, the information revolution is fol-
lowing a somewhat different course in Europe than in America:

Because substantial change in the patterns of economic activity
is required to take full advantage of the new information tech-
nologies, with new companies arising and some old companies
falling by the wayside, with new jobs appearing on the scene and
some old jobs disappearing, the differing European and Ameri-
can attitudes toward such change could be quite consequential.
In particular, the process of “creative destruction” by which new
technologies and business paradigms replace their predecessors
as the information revolution progresses is likely to proceed
more slowly in Europe than in the United States.!2

The “winner takes all” mentality in the United States has led to a
very aggressive pursuit of new IT-related business opportunities,
particularly by small startup companies financed initially by
venture capital. The European economic and social equity
emphasis is leading to a more subdued approach to these same
opportunities in much of Europe.!3

The top-down planning mentality in Europe, with governments
playing a major role, reinforces this slower approach because
deliberate, top-down planning almost always takes longer, par-
ticularly when governments are involved.!4

As a corollary to all of the above, when a new technology oppor-
tunity or economic arrangement manifests itself, the American
approach is to try it out and see what happens. The European
approach is to first assess the likely consequences, to make sure
nothing bad—or at least not too bad—will happen, before trying
itout.15

All of this means that up to now the information revolution has been
proceeding more deliberately in Europe than in America, with the
United States in the vanguard in most (but not all) IT-related areas
and Europe following along somewhat behind. This is likely to con-
tinue for at least the next few years, if not longer, Europe’s current
lead in wireless telephony notwithstanding.!6
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WILL, OR MUST, EUROPE BECOME MORE LIKE AMERICA?
MAYBE YES, MAYBE NO

Given all these differences between Europe and America, what does
the future hold? Driven by the forces of the information revolution
and globalization, will Europe become more like America? To suc-
ceed in the information age, must Europe become more like Amer-
ica? There is no consensus on these questions among knowledgeable
observers, European or American.!”

Some observers—notably European—feel that although Europe is
and will likely remain attached to the ideals of social equity and
inter-European convergence, influences already afoot will inevitably
make Europe more like America: more tolerant of disparities in
income and wealth within nations and more realistic about the fact
that all nations cannot achieve similar rates of economic develop-
ment. The completion of the European market will increase compe-
tition within Europe.!® The European Union Stability Pact will limit
government deficits, and competition for employment and invest-
ment will restrain taxation. European Union enlargement will only
heighten this competition. Similarly, adoption of a common cur-
rency will speed the integration of European financial markets and
intensify competition for investment.

In this view, the result of these forces will be to limit the capacity of
European governments to pursue social equality. Although European
governments will remain officially committed to equality of outcome
among their citizens, the reality will be increasingly laissez-faire
policies that will accelerate the incentives for and increase the
rewards of successful exploitation of information technology. In
short, Europe will become more like America.!?

Other observers strongly reject this view, warning against general-
izations that suggest that Europe shares a single approach to preserv-
ing social equity. In fact, they say, there are many social-economic
models within Europe, and some of them, at least, will prove able to
withstand the American challenge.?® In these observers’ view, Europe
will be able to maintain its cherished differences.
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SOME EUROPEANS VIEW AMERICAN DOMINANCE AS PART
OF THE “DARK SIDE” OF THE INFORMATION REVOLUTION

The U.S. dominance of the information revolution is brought up fre-
quently by European observers. Many instances of this dominance
are cited, including U.S. control of the development of the Internet,
the procedures for assignment of Internet domain names, and Hol-
lywood’s dominance of film and television entertainment and its
effect on European and other non-U.S. cultures.

Directly related to this U.S. dominance are issues of trust in and
dependence on the United States—in European eyes, there is too
much need for trust and too much dependence. According to
observers, many Europeans are worried about their increasing need
to trust information systems built (or integrated) in the United States
on which their business and governmental operations and critical
infrastructures depend. Europeans wonder if deliberate security
“back doors” or flaws are inserted into these U.S.-supplied informa-
tion systems to facilitate U.S. governmental and commercial intelli-
gence collection.

Because of these trust and dependency issues, many Europeans view
the United States as part of the “dark side” of the information revo-
lution.2! This could have important implications for future U.S.-
European relations.

NOTES

IThe picture of the information revolution in Europe presented here is based largely
on material presented during the RAND/NIC conference on the information revolu-
tion in Europe, held in Belgium in April 2001. The proceedings of this conference are
presented in Hundley et al. (2001).

2First-generation (1G) wireless denotes the voice-only analog cellular phones (and
supporting networks) that have been around since the 1970s and were deployed
widely in North America, Europe, and other areas in the 1980s and early 1990s.
Second-generation (2G) wireless denotes the digital cellular phones and networks that
were deployed beginning in the mid-1990s and are widespread throughout the world
today. As well as voice, 2G wireless can provide limited data services (e.g., text messag-
ing). Third-generation (3G) wireless is the designation applied to multimedia (voice,
data, and video) cellular phones and networks that will be deployed over the next few
years. These 3G cellular phones have a much larger bandwidth than the 2G phones
and are expected to provide functionally useful Internet connectivity to mobile users.
Between 2G and 3G wireless is enhanced second-generation (2.5G) wireless; these
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cellular phones have a bandwidth between that of 2G and 3G and can provide more-
advanced data services than does 2G.

3“Information society” is a loosely defined term used to signify a society in which net-
worked information and communication media are having a profound effect on many
aspects of life.

4Several European telecommunications companies are in considerable financial diffi-
culty today because of the very large sums they paid for their 3G licenses. See, for
example, The Economist (2001) and Baker and Clifford (2002).

5See The Economist (2002a) for a discussion of this point, and Connell (2002) for a
status report on the difficulties facing Europe’s 3G efforts.

8This summary description of the social, political, and economic climate in Europe
necessarily oversimplifies, for purposes of brevity, the nuanced discussion of the many
“climatic” variations occurring across Europe that is contained in Hundley et al.
(2001).

"This was repeatedly emphasized during RAND’s European conference discussions.

8In a recent article, Levine (2001) describes the American approach to economic
change as emphasizing ambition over security, saying, “For many Americans—par-
ticularly the most competent—the hope of getting rich is a more compelling incentive
than the fear of becoming poor.”

9This point was made by some participants, European as well as American, in RAND’s
April 2001 conference.

10This was a recurring theme among the European participants in RAND’s April 2001
conference. No consensus was reached on this question.

Hgystainable development is much less of a concern today in the United States.
Hilsenrath (2002) summarizes current U.S. views, pro and con, on this subject.

12This was noted several times during RAND’s April 2001 conference.

1310 much, but not all, of Europe. During the 1990s, for example, there was an explo-
sion of startup I'T companies in Sweden and Finland.

14Not all top-down, government-directed/influenced planning is bad. Historically,
some has proven quite valuable and has actually sped up economic development: e.g.,
the U.S. interstate highway system, the benefits of the common-format VHS system in
conflict with Betamax, the systematic creation of high-tech industrial parks in various
nations, and the Asian government-directed/influenced growth rates that have aver-
aged about three times Western growth rates {and except for Japan still do). (We thank
RAND colleague William Overholt for this observation.)

15This point was made, in exactly these words, by one of the European participants in
RAND’s April 2001 conference.

16A5 noted earlier, the leading European wireless and telecommunications companies
attempting to exploit this lead face major market uncettainties and financial difficul-
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ties. This could well thwart Europe’s 3G ambitions. See, for example, The Economist
(2001 and 2002a) and Baker and Clifford (2002).

17Participants in RAND's April 2001 conference discussed these questions intensely,
with no consensus emerging among either the Europeans or Americans present.

18“Completion of the European market” is a phase that is commonly applied (in
Europe) to a constellation of public- and private-sector actions that will eventually
result in the European Union becoming a single market-~for goods, services, labor,
and finance. Most official barriers to the flow of goods, services, and labor within the
European Union were eliminated in 1992. The fixing of exchange rates in 1998
removed further barriers to intra-European transactions. The arrival of the euro in
January 2002 was yet another step in this direction. European governments continue
to harmonize national policies to make commerce and finance increasingly border-
less. And private companies are gradually realigning and relocating operations to take
advantage of the opportunities afforded by the expanded European market. The full
implications of economic and financial liberalization that has swept Europe in recent
years have not yet been felt, and it is in this sense that the single European market is
not yet “complete.”

19As an extension of this view, some participants in the April 2001 conference pointed
out that the generation that will do the most to shape the course of the information
revolution in Europe—today’s young people—was not represented at that conference.
Conference participants, they asserted, know little about the attitudes of young people
toward information technology, work, or society. They speculated that members of the
younger generation of Europeans will become (or already are) more like their Ameri-
can contemporaries than their elders are or will be.

20As an extension of this view, many European participants in the April 2001 confer-
ence believed that although IT will increase homogeneity within Europe and between
it and other developed nations in some respects, it will enhance heterogeneity in oth-
ers (e.g., harmonized laws but mass customization).

21This “dark side” aspect of U.S. dominance of the information revolution was
brought up frequently by European participants in RAND’s April 2001 conference.
This surprised many if not most of the U.S. attendees at the conference.




Chapter Nine

MANY ASIA-PACIFIC NATIONS ARE POISED TO DO
WELL IN THE INFORMATION REVOLUTION,
SOME ARE NOT

ASIA-PACIFIC NATIONS VARY GREATLY IN THEIR
INFORMATION REVOLUTION POSTURES

How goes the information revolution in the Asia-Pacific region?!
That question is best answered in two parts: To what extent do Asian
countries use information technology, and to what extent do they
produce IT hardware and software? Not surprisingly, they vary greatly
on both counts, and not all the big users are big producers and vice
versa. Figure 9.1 illustrates the latter point—showing (1) the major IT
user and producer nations, (2) China and to a lesser extent India
(rapidly emerging as important IT users and producers), and (3)
other nations that are lagging behind—and provides a reference for
the following discussion.?

Several Asia-Pacific Nations Are Doing Well Today in the
Information Revolution

Among the Asia-Pacific nations, Japan, South Korea, Singapore, and
Taiwan are today both big users and big producers of IT. Australia,
Hong Kong, and New Zealand are big users but not big producers,
whereas Malaysia, the Philippines, and Thailand are big producers
but not big users.3 All these nations can be said to be doing relatively
well today insofar as the information revolution is concerned.
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RANDMR1680-9.1
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Figure 9.1—IT Users and Producers in the Asia-Pacific Region

Regarding IT usage, in 2000 Internet penetration in South Korea,
Hong Kong, Japan, and Australia (in that order) exceeded even the
U.S. level, with Singapore, Taiwan, and New Zealand (in that order)
not far behind.45 In contrast to the situation in the United States,
however, most Internet usage in Asia today is by businesses, not from
the home.® Usage by businesses, though, is not terribly sophisticated.
Functions like email, supply chain management, and office automa-
tion dominate.”

Today the Asia-Pacific Region Is a Much More Significant
Global IT Producer Than a Consumer

Japan, Singapore, Taiwan, South Korea, Malaysia, Thailand, and the
Philippines are all major IT producers, with IT exports being a major
fraction of the total economy in all these nations except Japan.®
Indeed, the Asia-Pacific region is a much more significant global IT
producer than a consumer. It accounts for more than 80 percent of
the total world output of the following IT products: desktop PCs,
notebook PCs, cathode-ray tube (CRT) monitors, flat-panel displays,
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modems, network interface cards, hard disk drives, mouses, key-
boards, televisions, game boxes, mobile phones, PDAs, entry-level
servers, hubs, and switches.?

Asia is equally dominant in its output share of critical components
and materials used in the IT industry. For the world’s semiconductor
industry, Asia produces more than 70 percent of all bare silicon
material, more than 90 percent of epoxy resin for integrated circuitry
(IC) packaging, more than 80 percent of memory semiconductors
(DRAMs, SRAMSs, and flash memory), and more than 75 percent of
outsourced manufactured semiconductors. Other critical IT parts
made primarily in Asia include a wide range of passive components
(resistors, diodes, capacitors), connectors, sockets, switched power
supplies, liquid crystal display (LCD) panels, printed circuit boards,
and casings.10 Asia’s share of global IT hardware output is not only
large but is still on a steep upward climb, as a growing number of
ever-higher-value parts and products get outsourced to the region
for production.!!

Asian Nations Generally Follow the “Japan Model” in the
Evolution of Their IT Production Activities

Asian IT producers have generally followed the “Japan model” of
progressively sophisticated production technology, beginning with
labor-intensive, low-value manufacturing. The model, shown in Fig-
ure 9.2, can be seen as a compromise between European top-down
regulation and U.S. bottom-up entrepreneurialism.!2

Because they all follow the Japan model, the industrial sophistication
of the various Asian IT-producing countries can be compared
according to their level in that model, as shown in Table 9.1. South
Korean and Taiwanese companies are thus among the more techno-
logically advanced and diversified, after Japan, but they face chal-
lenges on their road to becoming global IT innovators. At the other
end of the spectrum, most Southeast Asian IT producers appear to be
stagnating at lower rungs on the production ladder. The reasons
include their lack of indigenous IT companies and the rise of China
(which we discuss below).13
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RANDMR 1680-9.2
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Figure 9.2—The “Japan Mode!” of the Evolution of IT Production
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Table 9.1

Sophistication of IT Producers in the Asia-Pacific Region

IT Producer Stage IT Ownership Expertise

Japan 7 Domestic Consumer electronics, advanced
materials and components, IC design
and manufacturing, computers

South Korea 6 Domestic Consumer electronics, phones,
peripherals, IC design and
manufacturing

Taiwan 5 Domestic PCs, peripherals, components, IC

design and manufacturing, some
communications equipment

Singapore 4 Domesticand  Disk drives, PC peripheral assembly,
foreign some IC manufacturing

Malaysia 3 Foreign Disk drives, PC peripheral assembly,
cell phone assembly

Thailand 2 Foreign Disk drives, disk drive component
assembly

Philippines 2 Foreign Peripherals assembly, some software
and services

Japan Has Something of a “Split Personality” Today
Regarding the Information Revolution

There is no question that Japan is one of the world’s leaders in IT
today.1* However, much has been written in recent years regarding
the rigidities of the Japanese society, economy, and government, the
difficulties this causes Japan in coping with rapid, profound change,
such as that brought on by globalization and the information revolu-
tion, and the resulting stagnation of the Japanese economy since the
early 1990s.15 This societal rigidity does not bode well for Japan’s
ability to respond effectively to future challenges posed by the infor-
mation revolution.

On the other hand, some observers have noted a recent emergence
of individualism and entrepreneurship in some sectors of the
Japanese IT industry.!6 If this nascent trend persists and spreads, it
could ensure the future vitality of that industry, in spite of the rigidi-
ties in the larger society.
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China and India Are of Special Note as Rapidly Emerging IT
Users and Producers

Clearly defined clusters of IT industry are already developing in
China and India, although IT output is far from being a major com-
ponent of either country’s economy.!7!8 Both nations are following
the early stages of the Japan model in the evolution of their IT pro-
duction activities, starting low on the value-added chain. Both gov-
ernments, especially China, have policies in place to encourage for-
eign companies to invest and produce locally, as well as incentives
and allowances to foster homegrown IT companies. An assortment of
lower-end hardware manufacturing dominates today in China, while
back-office services and software outsourcing dominate in India.!?

China will almost surely advance to later stages in IT industry devel-
opment, in the process possibly leapfrogging many nations that
today are more advanced but burdened by the inertia created by
legacy infrastructures. The major driving forces in China are the size
and potential of its local market and the almost endless availability of
cheap labor, both of which attract foreign investment.2 In recent
years, China has become the IT manufacturing base of choice, with a
number of Taiwanese and Hong Kong IT companies beginning to
transfer their manufacturing operations there—a trend that is likely
not only to continue but also to accelerate—and has rapidly attracted
a large, increasingly advanced IT knowledge base, some of it from
expatriate Chinese returning home after receiving technical training
overseas.21:22

India shares some of China’s potential; its software production has
increased fiftyfold over the past 10 years.22 However, experts assess
the environment as not being sufficiently “ripe” yet for breakout IT
development in India, pointing out that software created there has
negligible copyright protection today, services are hard to scale, the
domestic market is tiny, and IT manufacturing has not taken root.
These experts see political instability and a discouraging venture
formation environment as added hurdles.?* As a result, India faces
substantial talent outflow problems.25
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Other Asian Nations Are Lagging Well Behind

Many other Asian nations are lagging well behind (e.g., Bhutan,
Cambodia, Indonesia, Laos, Mongolia, Myanmar, Nepal, Pakistan,
Sri Lanka, Vietnam, and the nations of Central Asia).26 These nations
have low levels of Internet penetration and usage, and little or no IT
production activity. Not only are they lagging behind today; little is
occurring to improve their future situations insofar as the informa-
tion revolution is concerned.

THE IMPACT OF THE INFORMATION REVOLUTION ON
POLITICS AND GOVERNANCE IN THE ASIA-PACIFIC
REGION VARIES WIDELY FROM NATION TO NATION

The information revolution is affecting politics and governance in
the Asia-Pacific region largely through two mechanisms:

» Bottom-up actions and initiatives of citizens, civil society, non-
governmental organizations, and political parties, facilitated and
enabled by IT, ranging from organizin<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>