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Introduction

It was a hot and dusty day in the heart of the Arabian Desert.  The crew of the relay

ground station is busy dutifully executing their mission—processing the incoming stream of

data collected by the U-2.1  Quickly, the data then passes to another antenna where it is

relayed to another ground station somewhere in the United States—all in a matter of minutes.

Suddenly the shrill sounds of sirens blare out their warning…incoming missiles!  Shaken and

nervous, the crew passes the warning information to their stateside counterparts and quickly

takes cover.  The stateside counterparts reply with a cautious good luck…and hope.  One

minute later, the worried voice from Saudi Arabia is cut off…the voice line goes dead.  A

fraction of a second later, the incoming stream of data also drops out.  “Are you still there?

Is anyone on the line?  Are you all right?”  There is no response…only silence.  The theater

commander is now partially blind.2

Along with the loss of life, goes an intelligence, surveillance, and reconnaissance

(ISR) asset controlled by the theater.3  The commander is also critically lacking in near-

realtime ISR capability. 4  How did a commander get to this point?

There is a belief among commanders, combatant commanders (COCOM), and

validated by the Joint Chiefs of Staff for the transmission of data from an ISR platform

(airborne or space) directly into the theater.5  This is known as theater downlink or TDL.  Is

the movement toward TDL taking to long?  Some think so.  One only need look to General

Richard B. Meyers, when as the Vice Chairman of the Joint Chiefs of Staff he stated, “In my

view, that’s just bureaucratic slow rolling.  It’s just a cultural reluctance to move forward out

of a stubborn wish to defend home turf.  And it’s getting in the way of a very sound vision

for the future.”6
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In the example above, the commander could only gain control of the ISR process by

ensuring a ground station presence in theater.  The strong belief that theater commanders

have found that gold nugget (TDL) is not true…what looks like gold is only Fools Gold.

At the operational level of war, commanders must consider the possibilities of

different actions and tradeoffs in planning and executing a major operation.  Past articles and

papers have centered on the benefits and tradeoffs associated with the deployment of forces

and TDL—i.e. don’t move forces into theater that don’t need to be there.  This has been the

siren call of “Reachback”—the “electronic ability to exploit organic and non-organic

resources, capabilities and expertise…not located in theater.”7  Instead, the author analyzes

TDL with respect to intelligence, logistics, command and control (C2), and vulnerabilities.

 Significant in practicing operational art is understanding the impacts that capabilities have

with respect to functions at the operational level of war.8  Analyzing characteristics and

processes of ISR systems allows an analysis of TDL in a language commanders and their

staffs understand.  These factors are fundamental in assessing the value of TDL upon the

operational level of war.

Throughout this paper, specific themes will be evident:  access to data, timeliness of

intelligence, and maturity of theaters of operation.  During the research process, the author

identified “access” and “timeliness” as key reasons why commanders have pushed for TDL.

The author argues the true pursuit should not be TDL.  Instead, the ability to transmit data

from an ISR sensor to a satellite and on to a CONUS ground station should be the true goal.

At the operational level of war, TDL is not the gold nugget commanders believe it to

be.  Instead, the pursuit of TDL has become the pursuit of Fools Gold.

Operational Intelligence
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At the operational level, intelligence “…is aimed to support planning, preparation,

and execution of a major operation or campaign.”9  This process is accomplished through the

Joint Intelligence Preparation of the Battlefield (JIPB) and Battle Damage Assessment

(BDA).10  Neither is accomplished without access to data in a timely manner.

Access to data.    In remarks made by a former Vice Chairman of the Joint Chiefs of Staff

(VCJCS), the joint force commanders require access to two types of data—analyzed and

unanalyzed.11  Analyzed data are reports created from unanalyzed data by intelligence

analysts made available via “push” or “pull” architectures to the theater.12  These

architectures rely on reachback communication systems from CONUS or other out-of-theater

intelligence centers.  The reports (associated graphics, text, or voice) are made available to

the responsible HQ who in turn makes it available to the theater; therefore, the in-theater

analysts only get access to what the HQs provide—the report and not the unanalyzed data.

Commanders should expect analysis of data for JIPB will require more than a couple minutes

of studying.  The impact depends on the detailed level of analysis required varying along a

response timeline from minutes (BDA) to days (e.g. enemy traffic patterns, levels of

activity).  Assets back in CONUS or theater rear-areas are used to help formulate these

answers.  On the other hand, unanalyzed data is available on the order of minutes.13

In a quote from the same speech, the VCJCS stated, “we need access to the

unanalyzed [emphasis added] information too.”14  This means, in certain situations, the

reports take too long.  Depending upon the situation, a commander must make a decision

with the best data available; access to unanalyzed data is better than no data at all.  For

example, imagery from a U-2 (or a space asset) shows the movement of enemy forces out of

garrison or an enemy submarine has left port.  Commanders must give direction as soon as

possible and the time spent before the analyzed data arrives could lead to the friendly forces
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losing track of their adversary.  The commanders want this type of access.15  And so the

argument goes, this requires TDL.  In many theaters, data from airborne platforms is TDL’d

to a theater ground station where it is relayed back to CONUS for analysis and dissemination.

The unanalyzed data is downlinked directly into the theater and immediately transmitted to

outside the theater!  The data is available; the theaters are connected.  So why aren’t they

getting the unanalyzed data?  This implies access to unanalyzed data is not a TDL issue at

all!  Rather, it’s an issue of access—not location of the downlink.

Timely.  Data from ISR assets must be timely enough to be useful.  Gen Richard B. Meyers,

VCJCS at the time, remarked, “…I know that you understand how important it is to make

sure our combatant warfighters get precisely what they need, in time for them to use it.”16  To

paraphrase the general, late data is worthless to the commander.  The timeliness of

intelligence directly impacts the commander’s ability to make decisions.  Of course, “timely”

is a matter of perspective.  A corporal being fired upon has a much different definition of

timely than targeteers pin-pointing objectives for the next day’s bombing run.  Again, the

focus will be on the operational level of war, not the tactical level where troops need instant

or near-instant information; however, timelines from OEF have matched TDL timelines

experience in Operation Southern Watch. 17  Additionally, the type of data available

determines how timely it can be.  For example, an unanalyzed image can be made available

in a matter of minutes from a U-2.18  More than enough time to meet the JFACC’s 72-hr Air

Tasking Order (ATO) timeline or even the Marine Corps’ 48- and 24-hr timelines.19

Operational Logistics

Assets have logistic support in the form of deployment, sustainment, and/or

redeployment—including ISR operations.20  In regards to operational logistics the theme of
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the following paragraphs will focus on the maturity of a theater of operations and the impact

of a TDL ground station on logistics planning for such a theater.21  In a mature theater, forces

are already in place, including intelligence gathering assets and ground stations.  The

opposite is true for an immature theater.  In this analysis, the discussions of sustainment and

deployment to mature theaters will not be discussed since other articles and commentaries

have already done so, all in the context of “reachback.”  The arguments are stale because the

desire for TDL and the relatively small impact in deploying and sustaining operations in a

mature theater have created no great urgency.  It’s as if the only wars this nation will fight

are the one’s it plans for.  Yet, for the last 10 years, most U.S. military involvement has been

in locations far removed from connectivity or access.22  And this is where the author

focuses—on the impacts of operational logistics in an immature theater with respect to TDL

The significant difference between an immature theater and a mature theater is the

deployment of a ground station and its associated troops and supplies…i.e. deployment

planning.23  For example, the movement of a Global Hawk ground station is expected to be

one C-17, the Army’s Tactical Exploitation System (TES) can be transported with a total of

seven C-141s, and the U-2 ground station has no real plans to be moved.24  As for a satellite

ground station, expect similar numbers since collection and processing schemes are similar

for air and space reconnaissance.  This means more time to transport the load to an airfield in

CONUS, time to airlift to a sturdy runway in theater (not all runways are capable to support

C-5s, C-17s, or C-141s), time to transport to a location via trailer, time to set up the ground

station, and finally, time to verify the communications links with the information grid.

An additional consideration—how quickly could a ground station get into an

immature theater?  An immature theater assumes a hostile theater—bullets, enemy aircraft,

surface-to-air missiles, etc.  After sending in troops to secure and protect an airstrip large
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enough for a C-5 or C-17 (assuming it wasn’t already bombed by U.S. or coalition air forces)

and after convincing USTRANSCOM the airspace is secure enough to fly the national airlift

assets into theater, then the commander must convince himself to use the cargo aircraft to

move the ground station and personnel into place ahead of other higher priority tasks (such as

moving troops, tanks, vehicles).  If the commander is lucky, the Navy is off the coast and is

able to provide some ISR assets to the cause.  Of course, that requires a belligerent with

access to the ocean. 25  Again, why is TDL the answer?

When planning for the operational level of war, time is a large factor.  In this

analysis, the time for deployment and its impact on timeliness of sensor data are key. 26  The

time spent deploying an asset to an immature theater is time spent not collecting valuable

data.  This adds to the delivery timelines of intelligence products and the development of the

commander’s JIPB.  The time spent deploying TDL assets to theater leave the commander

with only a few options:  space assets transmitting data back to CONUS where it’s accessible

by all who need it; or air assets with film or collection-only capability.  Not very timely.  The

pursuit of TDL has driven the commander to plan for a mature theater, not the immature

theater.  Arguably, the topic of discussion for TDL is the C2 of ISR assets—specifically from

space.

Operational Command & Control

The joint task force commander’s means for fighting a war using “military and non-

military sources of power to accomplish assigned strategic objectives” is Operational

Command & Control, and “it binds together all other functions with the joint forces and

assets deployed in a given theater.” 27 28  Currently, the C2 of U.S. national space ISR assets

is shared among several national agencies—the National Reconnaissance Office (NRO), the
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National Imagery and Mapping Agency (NIMA), and the National Security Agency (NSA).

These agencies are normally associated with meeting military requirements.  On the other

hand, C2 of airborne ISR assets is with the task force commander.  It is believed by some the

geographic combatant commander should have similar command and control of the space

ISR sensors as he does with the airborne ISR sensors.  The argument for theater commander

C2 of the assets is the ability to affect the decision-making cycle—specifically, controlling

the ISR collection to ensure theater priorities are met.29  The argument against theater C2 of

the space assets—space ISR assets are not necessarily owned by the military nor is the

military the only user.30

Nations go to war; therefore, war is a national effort.  While the joint task force

focuses on the warfighting aspects at the operational level, other agencies within the U.S.

Government employ other instruments of national power.  These additional instruments

(diplomatic, economic, and informational) require use of the same national assets by

organizations outside the military (e.g. Central Intelligence Agency (CIA), Department of

State).31  Even a joint publication discusses the complementary application of the instruments

of national power in achieving the nation’s objectives.32  Because the space assets have many

users wielding their respective instruments of national power, the assets must remain outside

the theater C2 and at a level whose decisions can accommodate the best for achieving the

national strategy of the nation—accomplished at the national decision-maker level—and

achieve the operational objectives of the theater C2.  Since the United States Special

Operations Command (USSOCOM) was given the mission to fight the global war on

terrorism (GWOT), the theater argument follows that USSOCOM should get C2 throughout

their theater of operations.  The world is their theater of operation!



9

Some would argue that without command & control of these assets, warfighter

priorities will not be given the priority they deserve and impact the commander’s decision-

making cycle.  On the contrary.  In fact, it’s disconcerting to hear both warfighters and

national agencies voice the same concerns…but at each other!33  A possible answer to theater

concerns is an agreement between the Director of the CIA and the Secretary of Defense

called the Transfer of Tasking Authority, which “provides for final adjudication to transition

to defense under ‘wartime’ conditions, or when the President so directs.”34

Operational Vulnerabilities

What are the vulnerabilities of TDL that could impact the commander and the troops

in the field?  The author suggests they come from two aspects:  location of the ground station

and reliance on satellite relay communication links.

Location.  In overseas areas, we are more vulnerable to hostile attack and political

brinksmanship.  As a high-value asset (both in capability and scarcity), the protection of a

TDL ground station should be a high priority for the commander.  Why?  Ground stations in

theater are more susceptible to hostile attacks than those in CONUS.  Being closer to hostile

territory makes it inherently unsafe—whether from an air, missile, or terrorist attack.  What

about overseas ground stations supporting the commander but are outside the commander’s

theater?  For example, if the data is down-linked to Europe first and forwarded to the theater,

why not send it to CONUS, instead?  When did overseas locations become safer than the

CONUS?  Is the speed of light faster from different parts of the world?  Of course not.  Yet,

it is strange how relying on our own forces in CONUS is traded away for the risk of a threat

to an overseas ground station.  A more likely vulnerability—will a host-nation continue to

allow the U.S. use of its ground station on their soil?  What if the host-nation chooses to stay

out of a conflict and decides the U.S. could not use any assets on or from their soil?  Those
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ground stations are now useless.  What about Kuwait…Saudi Arabia…South Korea?35

These are some of our more nature areas of operations…areas the respective theater

commanders have come to rely on (areas the Nation has come to rely on).  The ground

stations could become worthless with a stroke of a pen and a word from the host-nation’s

leader.

Satellite Relay.  The vulnerability to communication links is common across ISR

platforms.36  Whether it’s the loss of the link between the sensor and ground station (TDL),

loss of the link between the sensor and satellite relay, or the loss of reachback to CONUS, the

vulnerabilities are the same and have been since the commander began relying on radios and

satellites to gather and disseminate information. 37  The impacts are the same—a partially-

blinded commander with no real-time intelligence from the sensor.  But the risk can be

mitigated.  The commander will continue to have use of other ISR assets depending on what

is in theater or available from space—a commander rarely has only one asset available for

use.  But if the sensor was one of the high demand sensors, the commander will be partially

blinded. The time “in the blind” could be from minutes to days.

If the issue lies with the ISR satellite or the communications relay satellite, the

impacts could have longer term impacts depending on the corrective action required.38    It

will take time to correct any problems with a satellite (hours, days, or months).  The issue is

the same for ISR or communications satellites.  The good news—built-in redundancy makes

the reliability of satellites high and makes this vulnerability a low risk.  If satellites were truly

unreliable, why do military commanders continue to use them and want more?  Why do the

theater commanders use them for communication of data and C2 throughout the theater and

to CONUS?  So this is not an ISR-only vulnerability.  The vulnerability is inherent in the

way we fight wars, today; the same vulnerability exists across all the commander’s networks.
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These are not the ramblings of a space zealot—just the facts as proven by the continued use

and reliance on the satellites by the warfighters.

Recommendations

In a short synopsis, the highlights of the above analysis are:  access to unanalyzed

data, timeliness of data, command & control of sensors, theater maturity, and location of the

ground station.  The recommendations that follow are based, in large part, on the author’s

experience and attempts to satisfy theater commander requirements.

First…data is data.  This means analyzed data and unanalyzed data can be available

via the same communications systems.  The usual drawbacks are the larger size of the

unanalyzed data file and the paradigm where warfighters should not see the data until the

expert has analyzed it.39  Both drawbacks are overcome through the use of NIMA’s Web-

based Access and Retrieval Prototype (WARP) dissemination system. 40  In use today,

authorized customers at all levels of the military and national agencies can have access to

unanalyzed data (national and theater airborne) through secure networks such as SIPRNET or

JWICS.41  Where ever users use SIPRNET or JWICS, they can have access to WARP.  The

data can be pushed to theater or pulled from CONUS or both.  The key was attaching WARP

to the same networks warfighters and theater intelligence analysts use on a daily basis.

Additionally, the same data is available, simultaneously, to analysts in CONUS and analysts

(or warfighters) in theater allowing for multiple levels of analysis at multiple levels of war. 42

This allows many users, with many different needs, to use the data as they see fit.  What does

this mean to the commander?  The faster and wider dissemination of unanalyzed sensor data

or intelligence products, a better processing backbone to allow synergistic analysis, and

creation of new and different products to answer the Commander’s intelligence questions for

JIPB.43  So, General Meyer’s wish for access to unanalyzed data (both push and pull) is
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finally here, and is working well today in supporting operations across many theaters and all

the services.44  Now that the access and timeliness issues of unanalyzed data have been

addressed, how can a commander reduce his dependence on a ground station and still

maintain C2 of assets?

The answer:  the U.S. Air Force’s Extended Tether Program (ETP).  The program

allows the capability for airborne ISR platforms to transmit collected data to a satellite for

relay back to CONUS without having to use a ground station. 45  The first airborne ISR

platform with this capability is the U-2.  In this configuration, only the aircraft (and crew)

must be deployed leaving the ground station element in CONUS.  With this ETP

configuration, the airborne asset can fly thousands of miles from a runway and is only limited

by the amount of fuel on-board and the pilot’s crew rest requirements.46  This allows ready

access to immature theaters of operations—no ground stations to bring along and set up.  The

commander still retains C2 of the airborne asset (setting all tasking priorities), and when tied

into WARP, has access to unanalyzed data in the same timelines as TDL.  Is this just the

wishful thinking of the author?  Hardly--these assets came together for the first time in

support of operations in Afghanistan for Operation Enduring Freedom (OEF).47

OEF forced commanders to think differently.  A crisis in a land-locked, immature

theater disconnected from the world.  The first imagery comes from the overhead space

assets.  But the commander requests additional assets and control over the imagery collection

in the theater—he requests airborne assets.  The only airborne asset capable of providing

ISR—in a land-locked, immature theater disconnected from the world—was the U-2 with the

extended-tether capability.  In a matter of weeks, an aircraft and its crew deployed to an

undisclosed location and quickly began operations.48  Its unanalyzed data was transmitted to

a satellite, relayed back to CONUS, and analyzed by intelligence personnel.  Simultaneously,
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the unanalyzed data was disseminated via WARP within the same timelines as TDL. 49

Access to unanalyzed data in a timely fashion, C2 of the airborne assets, access to an

immature theater, and not worrying about location vulnerabilities of a TDL ground station—

just what the commander needed.  The continued pursuit of TDL almost left the commander

in the dark.

Conclusion

Why the pursuit of TDL?  Commander’s have a requirement to ensure timely access

to unanalyzed data from ISR platforms under their command and control.  While

commanders mistakenly pursue TDL in their hunt for the gold nugget, the author contends

this is a pursuit in search of Fools Gold.

Throughout the paper, the author analyzed the concept of TDL as it pertains to

operational intelligence, operational logistics, operational command and control, and

operational vulnerabilities.  Additionally, the author highlighted specific themes:  access to

data, timeliness of intelligence, and maturity of theaters of operation.

In developing the JIPB, the commander requires analyzed and unanalyzed data in a

timely fashion.  Without it, the commander’s decision-making capability is severely

hampered.  The belief that TDL would allow theaters to get the data first instead of waiting

for their headquarters to pass analyzed products to them is the prime reason behind TDL.

The data was downlinked directly to the theater, and yet access was still unavailable.  The

timeliness of data via TDL or satellite relay is the same.  Together, in-theater and CONUS

analysts can develop a more complete JIPB through simultaneous analysis of the data.  This

can be accomplished today using WARP.

The main impact of TDL on operational logistics is the maturity of the theater.  In the

past ten years, the military has pursued TDL operations in mature theaters of operation even
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though most separate operations have occurred outside those mature areas.  The important

takeaway in analyzing the maturity of a theater of operations is the deployment of a ground

station to an immature theater in support of TDL.  As the operation in Afghanistan has

shown, a land-locked, hostile, and immature theater disconnected from the world is not

accessible to the use of TDL.

With respect to operational command and control, commanders were focused on the

belief they were not getting their ISR requirements fulfilled due to out-prioritization by other

national agencies (CIA, Department of State, etc).  From the perspective of the other national

agencies, they believe the military commanders were consistently out-prioritizing them.

Who’s right?  They both are.  A critical resource shared by all makes for difficult issues, but

nothing TDL will solve.  Because wars are fought using all the nation’s instruments of

power, the military and other national agencies will always be at odds over prioritization.

However, in some relief, the DCI and SECEF agreed to an ability to deconflict prioritization

problems via the Transfer of Tasking Authority during wartime hostilities.  These

prioritization issues have led to discussions of C2 of space assets as they orbit within the

commander’s theater of operations.  One only has to look at USSOCOM’s area of

responsibility to see the folly of such discussions.

In analyzing vulnerabilities, location of the ground station outside the CONUS and

the communication links between the ISR assets and its ground station were highlighted.

The location of a ground station outside the CONUS is inherently unsafe due to the closeness

to hostilities.  Although overseas ground stations may be sitting safely in the host-nations of

allies, the ability to use them could disappear.  The host-nation’s leader could decide the

usefulness and fate of the ground station during U.S. military operations.  Common to all ISR

systems are communication links.  The analysis showed similar vulnerabilities and risks.
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The difference between TDL and satellite relay, however, was the reliance on satellites.  But

this reliance was deemed acceptable due to the reliability and accepted practice of

commanders to use satellite relays in every part of their theater communications.  It’s

inherent in the way the U.S. fight wars.

What did this analysis prove?  TDL is no longer required.  New technologies and

concepts have removed the need for TDL.  Access to data is corrected, timeliness is

corrected, and access to immature theaters is corrected.  This was proven during Afghanistan

operations in support of Operation Enduring Freedom.  The use of WARP (to access and

disseminate unanalyzed national and theater data) and the Extended Tether Program (to gain

entry into immature theaters) is a winning combination for the commander.  Even with the

success of ISR assets in Afghanistan using relay satellites, the author wonders if the pursuit

of TDL is finally over.

It is a hot and dusty day in the heart of the Arabian Desert.  The crew of the ground

station is busy dutifully executing their mission—processing the incoming stream of data

collected by the U-2.  Suddenly the crew gets word of an incoming missile!  Calmly, the

information is relayed to the pilot who looks out his window.  One minute later, the pilot

reports a missile hit on an area very near the old ground station relay.  The crew of the

ground station sighs, “Sure glad we switched over from TDL to this new ETP equipped

Global Hawk.  We could have been killed!  CONUS is much safer.  Pilot, can you flyover to

the location of the missile strike?  We need to get an image.”

TDL is not the answer to this nation’s ISR issues—satellite relay is!  The reliance on

TDL from space or airborne ISR is the commander’s Fools Gold in the river of operational

art.
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NOTES

                                                
1 The U-2 is a United States Air Force platform for collecting imagery and signals intelligence.

2 In this example, a theater downlink from a space ISR asset is just as applicable.  Also, other assets may be
available via space reconnaissance platforms or airborne tactical platforms; therefore, only “partially blinded.”

3 Joint Chiefs of Staff, Department of Defense Dictionary of Military and Associated Terms, Joint Pub 1-02,
Joint Electronic Library CD-ROM, Washington, DC: 12 April 2001.   Intelligence is defined as “the product
resulting from the collection, processing, integration, analysis, evaluation, and interpretation of available
information concerning foreign countries or areas….Information and knowledge about an adversary obtained
through observations, investigation, analysis, or understanding.” p. 208;  Surveillance is defined as “the
systematic observation of aerospace, surface, or subsurface areas, places, persons, or things, by visual, aural,
electronic, photographic, or other means.” p. 413;  Reconnaissance is defined as a “mission undertaken to
obtain, by visual observation or other detection methods, information about the activities and resources of an
enemy or potential enemy, or to secure data concerning the meteorological, hydrographic, or geographic
characteristics of a particular area.” p. 356.

4 “Realtime” is as the data is collected, the user sees it, like the Predator video feed; however, “near-realtime”
has the connotation of the user seeing the data after it has been downlinked, processed, and forwarded to the
user.

5“Information Edge:  Imagery Intelligence and Geospatial Information in an Evolving National Security
Environment, Report of the Independent Commission on the National Imagery and Mapping Agency,” (approx
January 2001), <http://cartome.org?nima/nima-ir.htm#11.1> [1 February 2003], p. 3.  The Report states the next
generation of space reconnaissance assets will not meet the JCS requirement for TDL, “as currently baselined.”

6 Richard B. Meyers,  “Remarks to the USAF Scientific Advisory Board,” 1 November 2000,
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