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ABSTRACT

AUTHOR: Colonel Kenneth J. Lassus

TITLE: U.S.A. PATRIOT Act:  Compatriot in Arms or Enemy of American Civil Liberty?

FORMAT: Strategy Research Project

DATE: 07 April 2003   PAGES: 38 CLASSIFICATION:  Unclassified

To help ensure the physical security of the Homeland, the President requested and the

Congress passed the USA Patriot Act.  The President in his National Strategy for Homeland

Security states that this legislation is an important step in protecting America.  This strategic

means of combating terrorism and defending the homeland, however, has come under

tremendous criticism.  There is great concern this Act severely diminishes the civil rights of the

American people and violates the Constitution.  This paper will analyze the most controversial

provisions of the Act, the obstacles they face in the courts of law and public opinion, propose

alternative courses of action, and makes a recommendation that will meet the President’s

objective while maintaining public support and withstanding legal challenges.
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U.S.A. PATRIOT ACT:  COMPATRIOT IN ARMS OR ENEMY OF AMERICAN CIVIL LIBERTY?

THROUGHOUT THIS NATION’S HISTORY WE HAVE USED OUR LAWS TO
PROMOTE AND SAFEGUARD OUR SECURITY AND OUR LIBERTY. THE
LAW WILL BOTH PROVIDE MECHANISMS FOR THE GOVERNMENT TO ACT
AND DEFINE THE APPROPRIATE LIMITS OF THAT ACTION.

                                                           GEORGE W. BUSH

THEY THAT CAN GIVE UP ESSENTIAL LIBERTY TO OBTAIN A LITTLE
TEMPORARY SAFETY DESERVE NEITHER LIBERTY NOR SAFETY.

BENJAMIN FRANKLIN

The United States has historically had three core national interests: physical security of

the United States; promotion of our values; and economic well-being.1  All three of these

interests were severely challenged on September 11, 2001 when the terrorist group al Qaeda

attacked the United States.  To help ensure the physical security of the homeland, the President

requested and the Congress passed the Uniting and Strengthening America by Providing for

Appropriate Tools Required to Intercept and Obstruct Terrorism Act (USA PATRIOT Act).2 The

President in his National Strategy for Homeland Security states that this legislation is a very

important step in protecting America.3

This strategic means of combating terrorism and defending the homeland, however, has

come under tremendous criticism, particularly the sections which grant the Government broad

powers in conducting surveillances within the United States, expand surveillance authority to

include United States citizens, and create a federal crime of “domestic terrorism.”4 Also the

subject of much debate are the sections allowing “sneak and peek searches”, i.e., covert

searches of a person’s home or office without notifying the person until after the search has

been completed, and the provision authorizing the sharing without judicial supervision of certain

criminal and foreign intelligence information among the Federal Bureau of Investigation, the

Central Intelligence Agency, and the Immigration and Naturalization Service.5  There is great

concern that these changes severely diminish the civil rights of the American people and violate

the United States Constitution. This paper will give a general overview of the USA PATRIOT

Act, discuss the most controversial provisions of the Act, and analyze the obstacles those

provisions are most likely to face in the courts of law and public opinion.  It will also propose

alternative courses of action and make a recommendation that will meet the President’s

strategic objectives while maintaining public support and withstanding legal challenges.
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HISTORY OF THE USA PATRIOT ACT

On October 26, 2001, just a few short weeks after the terrorist attacks against the World

Trade Center in New York City and the Pentagon in Washington, D.C., Congress, quarantined

from its anthrax-contaminated offices, passed and the President signed into law the USA

PATRIOT Act.  The Act was passed without significant debate within the Congress and with little

floor commentary, virtually no public hearings, and was accompanied by neither a conference

nor committee report.6  Almost all of the negotiations and compromises were conducted behind

closed doors away from both the public and the media.7

The genesis of the bill began within days of the terrorist attacks when Senator Frank

Leahy, Chairman of the Senate Judicial Committee, and Mr. John Ashcroft, United States

Attorney General, pledged to work together toward a shared goal of passing an act to detect,

prevent, and investigate terrorism.8  Unfortunately, this bipartisan relationship lasted merely a

few days.  Amidst the disintegration of a working relationship between the Democratically-held

Senate and the Republican Attorney General who was representing the President’s position on

the legislation, the Senate passed on October 11, 2001, a bill introduced by Senator Leahy

known as the Uniting and Strengthening of America Act (USA Act) which lacked many of the

provisions requested by the President through the Attorney General.9  The House then moved

quickly and the next day passed its own version of the bill that contained most of the provisions

requested by the Attorney General and the White House.10  The House, however, did not

request a conference when it passed its version of the USA Act and the legislation became

stalled.  Pressure from the White House resulted in high-level discussions between Senate

Democrats and House Republicans that lead to a compromise bill which became the USA

PATRIOT Act  passed by the House on October 24, 2001 and by the Senate on the next day.11

Groups from both sides of the political spectrum vigorously objected to the USA

PATRIOT Act, contending that it would unduly sacrifice our most treasured civil rights in the

name of national security.12  The solidly liberal American Civil Liberties Union (ACLU)

vehemently expressed its view in a letter to the Senate, stating:

While it contains provisions that we support, the American Civil Liberties Union
believes that the USA Patriot Act gives the Attorney General and federal law
enforcement unnecessary and permanent new powers to violate civil liberties
that go far beyond the stated goal of fighting international terrorism.  These new
and unchecked powers could be used against American citizens who are not
under criminal investigation, immigrants who are here within our borders legally,
and also against those whose First Amendment activities are deemed to be
threats to the national security by the Attorney General.13
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Similarly, the staunchly conservative Congressman Robert L. Barr Jr., Republican from Georgia

characterized the Act in the following manner:

It seems their attitude is, 'Well, that wasn't enough so we're going to take
more . . . .  I’m not sure we can ever satisfy the federal government's insatiable
appetite for more power. This massive suspension of civil liberties . . . will likely
set precedents that will come back to haunt us terribly.14

Others, especially within the Bush administration, defended the Act by arguing that the

country will not be able to effectively defend itself from future terrorist attacks without it.15  In a

letter sent to key senators while Congress was considering this legislation, Assistant Attorney

General Daniel J. Bryant, of DOJ's Office of Legislative Affairs, openly advocated for a

suspension of the Fourth Amendment's warrant requirement in the government's investigation of

foreign national security threats. The Bryant letter brazenly declares:

As Commander-in-Chief, the President must be able to use whatever means
necessary to prevent attacks upon the United States; this power, by implication,
includes the authority to collect information necessary to its effective exercise. . .
The government's interest has changed from merely conducting foreign
intelligence surveillance to counterintelligence operations by other nations, to one
of preventing terrorist attacks against American citizens and property within the
continental United States itself. The courts have observed that even the use of
deadly force is reasonable under the Fourth Amendment if used in self-defense
or to protect others. . . Here, for Fourth Amendment purposes, the right to self-
defense is not that of an individual, but that of the nation and its citizens. . . If the
government's heightened interest in self-defense justifies the use of deadly force,
then it certainly would also justify warrantless searches.16

In the end, the vote in the Senate was 98-to-1 and in the House 357-to-66 in favor of the

USA PATRIOT Act.17  The Act is essentially 342 pages of complicated laws contained in ten

chapters known as titles.  It makes changes, some major and some minor, to 15 different

statutes.  Many of the ten titles are not controversial and have support from a very broad range

of organizations and groups. Such non-controversial provisions include those dealing with the

protection of our borders, stopping money laundering, increasing translation facilities, increasing

forensic cyber-crime capabilities, and  providing for aid to victims of terrorism.  On the other

hand, several titles have caused an uproar of dissent.  In particular, the amendments to the

Foreign Intelligence Surveillance Act of 1978 (known as FISA)18 and to the Omnibus Crime

Control and Safe Streets Act of 196819 have caused some of the greatest amount of discord.20

The amendments to these two acts clearly come into direct conflict with two highly cherished

civil liberties:  the First Amendment right of “freedom of speech”21 and the Fourth Amendment

right “. . . of the people to be secure in their persons, houses, papers, and effects, against

unreasonable searches and seizures. . . . ”22  Several other sections also raise great concerns
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under both the First and Fourth amendments, such as no-notice and roving warrants.  Finally,

the USA PATRIOT Act  allows the Attorney General to arbitrarily detain immigrants, in many

cases indefinitely, without “due process of law” under the Fifth Amendment.23

There was such concern in Congress with the broad powers conveyed to the Executive

Branch in the sections concerning surveillance authority that a few of these enactments contain

a “sunset provision” that results in expiration of the amendment on December 31, 2005.24  Most

do not, however, and all other changes contained in the USA PATRIOT Act, such as the highly

controversial arbitrary detention of immigrants and the new crime of domestic terrorism, are

permanent laws of the land.  Even Senator Leahy was not sure that the wide-ranging new

powers would withstand judicial scrutiny.  While discussing the Act before the full Senate, Leahy

stated:

I do believe that some of the provisions contained both in this bill and the original
USA Act will face difficult tests in the courts, and that we in Congress may have
to revisit these issues at some time in the future when the present crisis has
passed, the sunset has expired or the courts find an infirmity in these
provisions.25

GENERAL OVERVIW OF THE USA PATRIOT ACT

 NON-CONTROVERSIAL TITLES OF THE USA PATRIOT ACT

The USA PATRIOT Act is divided into ten separate titles containing 150 sections

amending laws throughout the entire U.S. Code.  It is not the purpose of this paper to detail

each section of the Act, but a general overview of the Act is warranted.  With a few exceptions,

Title I, III, VI, VII, and X have raised little or no concern from civil libertarians, academicians, the

legal profession, or the media.26 What follows is a brief highlight of the important sections of

these five rather non-contentious titles of the Act.

Title I establishes a new counter-terrorism fund without limitations to fiscal years,

establishes a national network of electronic crimes task force to be operated by the Secret

Service to prevent, detect, and investigate terrorist attacks against critical infrastructures and

financial institutions, and condemns discrimination against Arab and Muslim Americans.27  Title

III establishes very strict money transfer laws to abate money laundering.  It requires banks to

track identities of persons opening new bank accounts, extends jurisdiction over money

laundering laws beyond the United States, and allows the government access without civil

liability to financial records without a court order and without notice to the individual.28  Title VI
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expedites payment for public safety officers involved in the intervention, investigation, rescue, or

recovery efforts related to a terrorist attack, and provides for payments to the victims of

September 11, 2001 and future terrorist attacks.29 Title VII establishes a major initiative for a

secure information sharing system to assist all law enforcement agencies, including state and

local law enforcement agencies.30  The last of the non-contentious sections is Title X that,

among other things, provides grants for technology and equipment for intelligence gathering and

analysis to state and local fire and emergency response departments, under the “First

Responders Assistance Act,” and allows for the contracting with local and state governments for

performance of security functions at United States military installations.31

THE CONTROVERSIAL TITLES OF THE USA PATRIOT ACT

Mixed within the controversial sections of Titles II, IV, V, VIII, and IX of the USA

PATRIOT Act are a variety of Constitutional challenges under the First Amendment’s freedom of

speech and right of association, the Fourth Amendment’s search and seizures provisions, the

Fifth Amendment’s due process clause, along with the Constitutionally inherent right to privacy.

Title II contains many of the  divisive and potentially most litigious provisions of the Act.32

It mandates information sharing of criminal investigations between the intelligence and

immigrations authorities.  It also broadens the scope of foreign intelligence investigations to

include criminal investigations and allows the surveillance of United States citizens without a

probable cause determination.  In addition, it creates the “sneak and peek” searches and allows

courts under a very low standard to allow the “search” of internet sites, e-mail, and other

electronic communications.

Another highly contentious title is Title IV.33  This title creates a new and very broad

definition of “terrorist organizations” and provides for mandatory detention of immigrants, allows

a person to be held without charges, permits indefinite detention for immigrants not deportable

(while giving them no information as to why they are detained), and very limited court review of

these uncharged detentions.

Title V allows government investigators access to and production in secret of consumer

reports and education records without a court order and without civil liability.34 Another title that

contains highly objectionable sections is Title VIII.35  This title creates the new federal crime of

“domestic terrorism.”   This new crime contains a very broad definition of terrorism to include

conduct that “influence[s] the policy of a government by intimidation or coercion . . . .“36  The last
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of the contentious titles is Title IX which mandates information sharing between intelligence

agencies and law enforcement agencies.37

As will be demonstrated below, these five titles of the USA PATRIOT Act reach into

every space that Americans have always held as private and assumed protected under the

Constitution.  The government’s new and widely expanded powers under titles II, IV, V, VIII, and

IX allow law enforcement agents to arrest without probable cause, detain without due process of

law, and to conduct search and seizes without giving prior notice.  All of these protections go

back as far as the founding of America and some as far back in history as the Thirteenth

Century.38  The potential for abuse under the USA PATRIOT Act strikes at the foundation of

America’s freedom.

THE USA PATRIOT ACT VERSUS THE UNITED STATES CONSTITUTION

The amendments to the FISA and the Omnibus Crime Control and Safe Street Act of

1968 that challenge the Fourth Amendment search and seizure rights are sections 206, 213,

215, and 218 of Title II of the USA PATRIOT Act.  As mentioned above, these four sections

contain sweeping new powers that are not limited to terrorist investigations, but include criminal

and intelligence investigations.  Specifically, they relax the requirements needed to conduct

surveillances,39 allow U.S. citizens to be the subject of intelligence surveillances,40 and broadly

expand search and seizure laws,41  to include entering and searching private residences without

probable cause and without notifying the occupants of the search.42

The First Amendment protections of free speech, the right of the people to associate,

and to petition the government for a redress of grievances are challenged by section 802 of the

USA PATRIOT Act.43  Section 802 creates a new crime of “domestic terrorism.”  This new crime

includes acts “to intimidate or coerce a civilian population” or “to influence the policy of a

government by intimidation or coercion.”44  Civil rights groups are vehemently arguing that this

amendment makes any act of civil disobedience in protest against government policies a

terrorist act.45

Finally, sections 41146 and 41247 of the Act come in conflict with the Fifth Amendment

right of due process.  These two sections remove constitutional protections under the Fifth

Amendment to immigrants in denying them due process rights by allowing their arrest and

indefinite detention based on an arbitrary decision of the Secretary of State and the Attorney

General with little or no court review.
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CONSTITUTIONAL PROTECTIONS DERIVED THROUGH THE FOREIGN INTELLIGENCE
SURVEILLANCE ACT OF 1978 AND THE OMNIBUS CRIME CONTROL AND SAFE STREETS
ACT OF 1968

Since most of the controversial provisions of the USA PATRIOT Act amend the FISA

and the Omnibus Crime Control and Safe Streets Act, it is helpful to understand the history and

constitutional implications of both statutes.  FISA, itself a contentious act, was passed in 1978

as a result of a Blue Ribbon Senate Committee known as the Church Committee (named after

Idaho Senator Frank Church, its chairman).48  The Church committee was convened to

investigate the abuses by the various intelligence communities during the height of the Vietnam

antiwar protests and the race riots of the 1960s.  During that time the Federal Bureau of

Investigation, Central Intelligence Agency, National Security Agency, and the military were used

to spy on American citizens participating in lawful, but distasteful activities.49  During this

abhorrent period in our history, the government did more than collect information on U.S.

citizens; it also used the information to discredit citizens and disrupt their lawful activities.

Perhaps the most notorious example of this activity was the dissemination of alleged derogatory

information about Dr. Martin Luther King to the press, including in 1964 an effort to deny Dr.

King the Nobel Peace Prize.50  The most telling finding of the Church Committee was that “[t]he

American people need to be reassured that never again will an agency of the government be

permitted to conduct a secret war against those citizens it considers threats to the established

order.”51

Out of this abuse, the FISA was passed to force the Executive Branch to obtain a court

order before it could conduct surveillances, including wiretaps, bugging, and other

communications monitoring, against a non-U.S. citizen rather than have the Attorney General

approve such actions.52  For U.S. citizens, criminal procedures were required to be followed,

including the strict warrant requirements of the Fourth Amendment and surveillances could only

be conducted by law enforcement agencies. 53

A much lesser standard was required for foreign nationals.  The FISA merely required

that the government establish probable cause that a non-U.S citizen was an agent for a foreign

power conducting clandestine intelligence activity, sabotage, or international terrorism within the

United States.54  Finally, the FISA has very strict limitations on sharing of the intelligence

information obtained under the act with law enforcement personnel and generally prohibited

sharing of criminal surveillance information by the law enforcement agencies with the

intelligence community.55
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The Omnibus Crime Control and Safe Streets Act of 1968 is another controversial

statute grounded in a strong right to privacy foundation under the Fourth Amendment.  In a

landmark Supreme Court decision, the Court ruled that government interception of a person’s

telephone conversation, without the individual’s consent, was a search and seizure under the

Fourth Amendment and required a warrant based on a probable cause determination by a judge

or independent magistrate.56  Justice William O. Douglas stated that:

Neither the President nor the Attorney General is a magistrate.  In matters where
they believe national security may be involved they are not detached,
disinterested, and neutral as a court or magistrate must be . . . .  The President
and Attorney General are properly interested parties, cast in the role of
adversary, in national security cases . . . .  Since spies and saboteurs are as
entitled to the protection of the Fourth Amendment as suspected gamblers . . . I
cannot agree that where spies and saboteurs are involved adequate protection of
Fourth Amendment rights is assured when the President and Attorney General
assume both the position of adversary-and-prosecutor and disinterested, neutral
magistrate.57

In response, Congress enacted the Omnibus Crime Control and Safe Streets Act of

1968 authorizing law enforcement officials to engage in surveillance during criminal

investigations upon a judge’s finding of probable cause under the requirements of the Fourth

Amendment.58  The Omnibus Crime Control and Safe Streets Act includes the controversial

provision that allows for “roving wiretaps” in criminal investigations.  Where law enforcement

agents demonstrate to a judge that a suspect is purposely changing telephones to evade

government wiretaps, they can obtain a “roving wiretap” allowing the agents the ability to target

the individual rather than a particular phone.59  As a means of protecting innocent conversations

from unnecessary invasion of privacy, such a wiretap allows the agent to tap phones the subject

has used or is likely to use, but only intercept those conversations when the subject is using the

phone.  No other conversations or communications can be recorded or used as evidence

against a party not named in the warrant.

FOURTH AMENDMENT OBSTACLES TO THE USA PATRIOT ACT

Now that there is an understanding of the statutes that form the bases for many of the

most controversial sections of the USA PATRIOT Act, it is time to analyze how those provisions

may hold up under Constitutional and potential legal scrutiny.  This analysis begins with the

challenges the USA PATRIOT Act will face under the Fourth Amendment protections afforded

“the people to be secure in their persons, houses, papers, and effects, against unreasonable

searches and seizures” unless a warrant is issued “upon probable cause, supported by oath or
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affirmation, and particularly describing the place to be searched, and the persons or things to be

seized,” and to be given notice before commencing the search.60

Section 213--Sneak & Peek Search and Seizures

Section 213, one of the more troublesome amendments contained in the USA PATRIOT

Act, allows law enforcement agencies to delay giving notice when they conduct a search.61 This

means that the government could enter a private residence, apartment, or office with a search

warrant when the subject of the search is away, conduct a search, seize physical property,

including electronic communications where a court finds it reasonably necessary,  take

photographs, and not inform the subject until sometime after the search is completed. This

amendment directly violates Constitutional Law, common law, and the Federal Rules of Criminal

Procedure.  Under the Fourth Amendment’s  prohibition against unreasonable searches and

seizures, the Supreme Court has included the common law “knock and announce” rule which

requires the government to give notice to the person whose property will be searched before

beginning the search.62  This requirement is codified in Rule 41 of the Federal Rules of Criminal

Procedure.  Rule 41 states that “[t]he officer taking property under the warrant shall give to the

person from whom . . . the property was taken a copy of the warrant and a receipt for the

property taken or shall leave the copy and receipt at the place from which the property was

taken.”63 This notice requirement allows the person whose property is to be searched an

opportunity to determine if there are any deficiencies in the warrant and if so, to challenge the

search before it begins and later in the courts.  For example,  the police may have the wrong

address, the warrant may be limited to a search of a particular part of the property, for example

the garage rather than the main residence, or certain things cannot be searched within the

house, such as small closed containers, jewelry boxes, etc.  The Fourth Amendment was added

to the Constitution specifically to minimize the invasion of privacy by the government and to give

those subject to such invasions of their privacy the right to challenge the intrusion.64 Under the

new “sneak and peek” contained in section 213, these longstanding constitutional rights are

virtually taken away.

There is a very limited exception to the “knock and announce” rule codified covering the

interception of oral and wire communication.65  These forms of invasion of privacy, however, are

considered less invasive than the USA PATRIOT Act’s amendment that would allow secret

physical searches. The interception of oral or wire communications does not require the

invasion of one’s home as is allowed by this change.  But even this limited invasion has come
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under fire in the courts.  Only one of the eleven United States Courts of Appeals has ruled this

limited interception constitutional, but only where the agents did not seize any items.66  The

Supreme Court is yet to rule on “sneak and peek” searches, and although this may be an area,

at least in the short term,  where public support can be garnered  in this current terror

environment, the Justice Department will be hard pressed to convince the Supreme Court that

the Fourth Amendment needs to be reinterpreted to allow “sneak and peek’” searches as a tool

in the war on terrorism.  It is highly likely that this will be one of the first sections of the USA

PATRIOT Act to be challenged, especially since this is one of the sections that does not contain

a sunset provision.

Searches and Seizures under the FISA without Probable Cause

Section 215 makes sweeping changes to the FISA.  First, it allows the Director of the

FBI or a lower-level designee such as an Assistant Special Agent in Charge to apply for a court

order requiring the production of “any tangible things” upon his written statement that the

“tangible things” are being sought in an investigation “to protect against international terrorism or

clandestine intelligence activities,”67 a far cry from the Fourth Amendment requirement that

there exist probable cause that a crime has been committed and that the items to be seized are

evidence of that crime.  Secondly, the FISA only allowed for the collection of records in the

possession of a common carrier, public accommodation facility, physical storage facility, or

vehicle rental facility68—clearly areas with lesser expectations of privacy.  In marked contrast,

the changes in Section 215 contain no limitation on where the collection can take place, e.g., a

private residence, and it is not limited to “records”, but all “tangible things.”69  Thirdly, the judge

has no discretion to deny the request if the FBI agent meets the administrative requirements of

this section, i.e. the agent certifies that the order is needed “to protect against international

terrorism or clandestine intelligence activities.”70  The mere certification requirement is intended

to substitute for the probable cause requirement of the Fourth Amendment.

The three changes made by section 215 of the USA PATRIOT Act will allow an FBI

agent astonishing new authority.  The agent is able to avoid all the requirements of the Fourth

Amendment by merely certifying to a judge that all “tangible things” located anywhere, of an

individual who may not have done anything wrong are needed in an investigation involving the

prevention of terrorism or covert intelligence activities. These “tangible things”  could consist of

highly personal medical records, mental health records, banking records, personal diaries or

journals, DNA samples, employment records, immigration records, etc.  Furthermore,  the agent
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can get these “tangible things” without ever establishing probable cause of a crime or that the

“tangible things” would establish evidence of a crime.  Many of these records are protected

under the Privacy Act71, but more importantly, without a probable cause showing, all are

protected under the Fourth Amendment.  It is hard to imagine any court allowing such broad

seizures to be conducted without the protections guaranteed in the Fourth Amendment.  It is

even harder to imagine the American public being willing to give up their privacy rights to such

things as their personal diaries or medical records without the protections afforded under the

Fourth Amendment.

Contrary to the sweeping changes made by Section 215, Section 218 makes one small

change to the FISA.  Although this change adds but one word, that word being “significant,” it

creates a large gap in Fourth Amendment protections and directly conflicts with Title III of the

Omnibus Crime Control and Safe Streets Act of 1968 which allows law enforcement officials to

engage in surveillance during criminal investigations solely upon a judge’s finding of probable

cause under the requirements of the Fourth Amendment.72  This one word also now allows the

government to use the FISA rather than criminal procedures to  conduct electronic surveillances

not only of foreigners, but of United States citizens.  The government is able to do this by stating

that “a significant purpose of a [criminal] investigation is to obtain foreign intelligence.”73  Prior

to this amendment, the government had to show that “the purpose of the surveillance is to

obtain foreign intelligence evidence” against “a foreign power or foreign agent.”74  As a result,

section 218 permits Federal agents to obtain a surveillance order under the FISA’s lax

standards where the primary purpose of the surveillance is a criminal investigation, but the

agent certifies that gathering of  foreign intelligence is a “significant purpose” of the criminal

surveillance.  Since United States citizens are obviously subject to criminal surveillance, if the

agent certifies that there is also a foreign intelligence purpose, the United States citizen

becomes subject to the previously forbidden  intelligence surveillance.

A one-word change to the FISA now allows the government, without providing the

stringent protections guaranteed under the Constitutional and Title III of the Omnibus Crime

Control and Safe Streets Act of 1968, the right to conduct surveillance against anyone, including

United States citizens,  where it is merely alleged that foreign intelligence may likely be

gathered during a criminal investigation.  The Supreme Court ruled in 1967 that an attempt by

President Nixon to avoid the Fourth Amendment probable cause standard through warrantless

wiretaps when investigating national security threats by United States citizens was

unconstitutional.75  Section 218 appears to try to do the same thing that President Nixon tried

thirty-five years ago without success.  Once again, it is hard to imagine a court disregarding the
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Fourth Amendment and Supreme Court precedence.  And even though this may be an area

where the American public does not pick up on the subtlety of the one-word change, it most

surely will not be missed by the courts.

Section 206--Extension of Roving Wiretaps under The Omnibus Crime Control and Safe
Streets Act of 1968 to FISA

Section 206 of the USA PATRIOT Act adds the highly controversial roving wiretaps of

the Omnibus Crime Control and Safe Streets Act of 1968 to the FISA.76  But contrary to the

roving wiretap authority under the 1968 law, section 206 does not contain the restriction

protecting innocent conversations by requiring that interception take place only when the subject

of the wiretap is using the wire communication.  Consequently, pursuant to FISA authorization,

the government will be able to conduct an interception even if the subject is not using the

phone, so long as the agent certifies that the subject may visit the location sometime in the

future or has used the electronic communication device at a location in the past.  Hence, the

government will be allowed under this authority to listen to a phone in an innocent person’s

home and intercept all conversations whether the subject of the wiretap is using the phone or

not.  This means that the conversations of many individuals, where no probable cause exists

that they are involved in any wrongdoing, can be intercepted without their permission in violation

of the Fourth Amendment.  Once again, it is highly unlikely this section will survive judicial

scrutiny.

 Back to McCarthyism and Un-Americanism?

Sections 206, 213, 215 and 218 clearly raise the same concerns the Senate committee

faced in 1968 and 1975 when it passed the Omnibus Crime Control and Safe Streets Act of

1968 and the FISA.77  Today, the amount of information and the ways of collecting it far surpass

what was available 30-40 years ago.  In the 1950s, Senator Joe McCarthy and J. Edgar

Hoover’s FBI conducted unfettered surveillance of American citizens and blacklisted tens of

thousands of people as being communist or un-American.78  Every aspect of American society

was touched; people lost their jobs and some were even forced to move out of their homes.

Perhaps the most damage was done to America’s constitutionally protected liberties when what

McCarthy and Hoover labeled as left-wing or un-American organizations, for example labor

unions and civil rights group, were forced to go underground and a fair debate on many issues

was lost.79  Similarly, during the 1960s and early 1970s when unregulated surveillance of U.S.

citizens by Hoover’s FBI was the rule rather than the exception, views supporting civil rights and

opposition to the war in Vietnam were severely stifled.80  Moreover, citizens exercising their
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rights and freedoms under the Constitution were beaten, as in Chicago during the 1968

Democratic Convention,81 and in some cases even killed, as in 1970 at Kent State.82  Even a

committee in Congress was formed and named, of all things, the “House Committee on Un-

American Activity,”--all this done in the name of protecting America.

Once again, the USA PATRIOT Act revives the potential for this abuse of surveillance

authority in the name of national security. Racial profiling of Islamic and Arab-Americans is

being justified under many sections of the Act.  Since September 11, 2001, federal authorities

have begun to enlist campus police to help fight the war on terrorism and have raised the fears

among “faculty and student groups of overzealous FBI spying at colleges and universities that

led to scandals in decades past.”83  They “fear that the government is inching toward the kind of

controversial spying it used in the 1950s and 1960s.”84  Public outrage drove the hearings in the

1960s and 1970s to end the abusive behavior of the government’s law enforcement and

intelligence agencies and this is clearly beginning to happen again.85  As complaints about the

Act are flowing into congressional offices, Congress is beginning debate on whether the USA

PATRIOT Act goes too far in diminishing civil rights and whether it needs a serious overhaul to

meet constitutional standards.86  While this debate is taking place, a Federal Judge has already

ruled that Section 218 must be narrowly read and that its application by the government was

“not reasonably designed to protect the privacy rights of Americans.”87  The biggest issue facing

the Act, however, is whether circumventions of the Fourth Amendment by sections 206, 213,

215, and 218 are warranted in light of the current threat to our national security.  As the

Chairman of the Senate Judiciary Committee said, these provisions will “face [a] difficult test in

the courts. . ..”88  I concur and believe that the Fourth Amendment will carry the day for the Act’s

opponents.  There is no evidence that applying constitutional protections to terrorist

investigations and surveillances will hamper law enforcement and intelligence agencies.  There

is, however, more than ample proof in our recent history that failure to enforce these protections

leads to abuse of American citizens and a substantial weakening of our democratic values

upon which this Country is founded.

FIRST AMENDMENT OBSTACLES TO THE USA PATRIOT ACT

  In addition to the challenges the USA PATRIOT Act faces from the Fourth Amendment,

section 802 of the Act will face a stern test under the First Amendment.  The First Amendment

states that “Congress shall make no law . . . abridging the freedom of speech . . . or the right of

the people peaceably to assemble, and to petition the government for a redress of
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grievances.”89  Section 802 limits all three of these rights in its creation of a new crime of

“domestic terrorism.”

The new crime of domestic terrorism is created for the purpose of obtaining court orders,

search warrants, or surveillance authority “involving acts dangerous to human life that are a

violation of the criminal laws and appear to be intended to intimidate a civilian population [or] to

influence the policy of a government by intimidation or coercion . . . .”90  This extremely broad

and vague definition opens the door to investigate, search, and conduct surveillance of political

activists and organizations that oppose government policies.  This new crime appears to give

the Government the same powers it abused in the1950s, 1960s, and early 1970s when

investigating domestic activist groups.  It is not hard to make a case that the civil rights and anti-

war protesters of the 1960s and 1970s were guilty of “domestic terrorism” under section 802.

The Kent State University students and Martin Luther King can easily be classified as violating

this statute.  The same can be said of pro- and anti-abortion protesters and environmentalists of

today.  Any peaceful protest which is challenged by an opposition group can very easily turn

violent, and thus meet the definition of domestic terrorism.  This is true if the only crime charged

is a misdemeanor, since the broad language states that the acts need only be “a violation of the

criminal laws,”91 not felony criminal laws.

The same is true for any act of civil disobedience. This is exactly what happened at Kent

State University on May 4, 1970 when, with Hoover’s FBI watching,  Alison Krause, Jeffrey

Miller, Sandra Scheuer, and William Schroeder were killed by Ohio National Guardsmen while

exercising their First Amendment right to peacefully protest the war in Vietnam.  Some rocks

were thrown and some windows broken, but these young men and women were clearly not

terrorists. As a matter of fact, Scheuer was killed while on her way to class; Miller was killed

when taking part in the rally; Schroeder was killed while observing the fight; and Krause, who

may or may not have been taking part in the rally, was also killed.  Nine others students were

wounded. 92  According to a Justice Department study, it was determined that the demonstrators

“never came close enough to the Guard line to pose even a remote danger to the troops.”93

Under the USA PATRIOT Act, these students could easily be declared terrorists.

It seems clear that Section 802 goes too far in abridging the rights guaranteed under the

First Amendment.  Are the critics of the USA PATRIOT Act, who are being branded as

unpatriotic and labeled as “un-American,” domestic terrorists?  Under the broad definition,

nothing more would be needed to arrive at such a conclusion.  This kind of thinking is what led

to  public outcry and the passage of the FISA and the Omnibus Crime Control and Safe Streets

Act of 1968.    The same outrage will develop in the American public at large and constitutional
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challenges under the First Amendment will never allow such rights to be taken away, even in

the name of national security.

FIFTH AMENDMENT OBSTACLES TO THE USA PATRIOT ACT

The last Constitutional hurdle the USA PATRIOT Act will likely face is a challenge under

the Fifth Amendment.  Sections 411 and 412 of the Act will face a stern test under this

amendment.  The Fifth Amendment guarantees, among other rights,  that “[n]o person shall . . .

be deprived of life, liberty, or property, without due process of law. . . .”94  Due process is

perhaps the most fundamental right contained in the Constitution. It has its origin in the Magna

Carta, an agreement signed in 1215 that defined the English subjects’ rights before the king.95

Although there are two forms of due process, substantive and procedural, the challenges to the

USA Patriot Act will come under procedural due process.  Procedural due process guarantees

that all legal proceedings are conducted fairly, that notice of the proceedings be given, and that

an opportunity to be heard is afforded before the government acts to take away a person’s life,

liberty, or property.96

Section 412 removes the Fifth Amendment due process rights of immigrants and greatly

expands the class of immigrants who will be subject to detention and deportation on terrorism

grounds through section 411’s expansive definition of the term "engage in terrorist activity."97

Section 411 broadly defines “engage in terrorist activity” as an individual or member of an

organization who helps prepare a terrorist plan, solicits funds or other things of value for a

terrorist, solicits someone to join an organization prohibited by the Secretary of State, or

provides a safe house, transportation, communications, funds, weapons, or false identification

to a terrorist organization or individual so designated by the Secretary of State.98  This

designation is not limited to officially designated organizations by the government, but includes

“two or more individuals, whether organized or not [who] engage in terrorist activity.”99

Section 412 authorizes the Attorney General to detain arbitrarily immigrants he suspects

are “engaging in terrorist activities” as defined under section 411 or who “is engaged in any

other activity that endangers the national security of the United States”100 as determined by the

Attorney General.  The only requirement to jail the immigrant is a certification by the Attorney

General that he has “reasonable grounds to believe”101 that the immigrant engaged in one of the

activities defined in sections 411 or 412.  Furthermore, there is no judicial review of the Attorney

General’s decision and no requirement to notify the immigrant of the evidence used to make the

certification. The Attorney General must review his own decision once every six months.  The
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only right to contest the detention is through a habeas corpus proceeding which does not entitle

the immigrant to a right to counsel under the Sixth Amendment of the Constitution.102 This

means that, for example, immigrants lawfully in the United States will not be allowed to

associate with organizations in Palestine, even if the association’s purpose is to promote peace

between the Palestinians and Israelis or to provide humanitarian assistance to people within

Palestine.  The same could be true for immigrants who support organizations such as Doctors

Without Borders, or the Catholic Church which has missionaries supporting the poor, many of

whom are opposing their own governments, in places like Kashmir, Sudan, Somalia, Colombia,

and many other countries.

The Supreme Court has held that the Fifth Amendment’s due process clause “applies to

all persons within the United States, including aliens, whether their presence is lawful, unlawful,

temporary, or permanent.”103  Nonetheless, section 412 mandates depriving immigrants of their

“liberty” through detention, some for indefinite periods, without procedural due process of the

law guaranteed under the Fifth Amendment.

It will be all but impossible for an immigrant to receive a fair hearing required under the

Fifth Amendment since these sections allow the Attorney General to withhold all evidence used

to detain the individual and then not provide the individual with counsel, and provide him only

limited access through habeas corpus to the courts where the immigrant has the burden of

showing that his detention is unlawful.  Since September 11, 2001, the United States has

detained over 700 people on immigration charges.  The Immigrations and Naturalization Service

and the Department of Justice have refused to provide any details about these detentions, going

so far as refusing to name the detainees.104  Once again, I believe the USA PATRIOT Act has

gone too far in removing cherished liberties in the name of security.  Once detained the

immigrant is not a threat against the United States, so nothing is gained in the fight against

terrorism in denying him a right founded eight centuries ago in the Magna Carta.

WAYS TO FIX THE CONSTITUTIONAL OBJECTIONS TO THE USA PATRIOT ACT

There are several ways to fix the constitutional objections to the USA PATRIOT Act,

maintain public support, and meet the President’s objectives concerning the amendment of the

FISA.  On one end of the spectrum, the President and Congress can let the courts decide which

provisions have intruded on the Constitutional rights and then have Congress pass revisions to

the Act that will meet constitutional scrutiny.   On the other end, Congress could provide for a

constitutional amendment making the USA PATRIOT Act the XXVIII Amendment to the United
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States Constitution.  A third way is for the President to issue an Executive Order directing that

all governmental law enforcement and intelligence agencies use the new powers provided by

the USA PATRIOT Act in a way that protects the current civil rights granted under the

Constitution and suspends the use of the most controversial provisions.  Last but not least, and

the one I recommend, is the approach Congress is currently debating, i.e., the amendment of

the current Act to address the constitutional issues raised in this paper.

STATUS QUO

There are advantages and disadvantages to allowing the courts to sort out whether all

sections of the USA PATRIOT Act meet constitutional scrutiny, however, the disadvantages of

this approach unmistakably outweigh any advantages.  To use the courts as the arbiters of the

Act will take many years,  and if it is then decided that sections of the Act are unconstitutional,

anyone arrested and/or convicted under the Act for terrorism stands a good chance of going

free.  In addition, while waiting years for the Act to wind its way through the district and appellate

courts, many innocent people run the risk of having their civil liberties violated.  As mentioned

earlier, we need not look back very far in our history to find where law enforcement and

intelligence agencies violated the civil rights of thousands of innocent people in the name of

national security.  To wait years for an answer while our precious rights are violated is not the

answer.  Once the damage is done through violations of constitutionally protected civil liberties,

it is hard, if not impossible, to repair the damage; one need only reflect on the tragedy at Kent

State to find this to be true.

CONSTITUTIONAL AMENDMENT

A sure-fire way to ensure the constitutionality of all provisions of the USA PATRIOT Act

is to make it the XXVIII Amendment to the Constitution.  The obvious advantage of this

approach is that all sections of the Act could be included in such an amendment and there could

be no constitutional challenges to any provision of the Act.  Secondly, since the amendment

would have to be ratified by 38 state legislatures,105 passage of the amendment would ensure

public support.  The disadvantage to this course of action is that it is very difficult to pass such

an amendment to the Constitution.  The Act would have to first be passed by two-thirds vote in

both houses of Congress and then sent to each state legislature for approval.  Such a process

would take years and hence defeat the urgent need for such legislation.106  Moreover, there is

no guarantee, as currently written, it would even make it out of the Congress.
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EXECUTIVE ORDER

After a thorough review of the USA PATRIOT Act, the President could order that all

executive branch employees comply with current law and court precedence when acting under

the controversial sections of the Act or he could suspend the use of these sections.107  This

approach has the advantage of fixing the troublesome areas immediately.  But that being said,

the disadvantages are numerous.  First, such an order can be changed, suspended, or

abolished at the whim of the President.  Secondly, because it was the President and the

Attorney General who insisted in the first place that the controversial provisions be included in

the Act, and because they have repeatedly stated since the passage of the Act that no

provisions of the Act violate the Constitution, it is highly unlikely the President would issue such

an order.  Thirdly, even if the President was inclined to consider such an executive order, it is

extremely unlikely there would be consensus among Congress and the American public as to

which sections should be limited by the order.  This would defeat the purpose of having an

executive order since court challenges would still be raised on sections that groups or

individuals believe violate their civil liberties.  Lastly, trust in the government is itself based on

the Constitution’s highly structured checks and balances—the dialectic of federalism.  To allow

the President, without the weighing and reconciling of juxtaposed or contradictory arguments

through the Constitutional process is itself the loss of our republican form of government.

FULL DEBATE IN CONGRESS AND REVISION OF THE USA PATRIOT ACT

The final course of action, and the one I recommend, is the approach Congress is

currently debating, that is, to amend the USA PATRIOT Act.  Under this course of action, the

concerns of the public and the constitutional challenges could be overcome by simply:  (1)

requiring that all surveillances of U.S. citizens be approved by a Federal Magistrate or Judge

using the probable cause standard of the Fourth Amendment; (2) if exigent national security

circumstances require action where there is no time to obtain a warrant, a provision could be

included that would allow such surveillance where the FBI seeks approval of its actions within

24 hours of the commencement of the surveillance; (3) if the court denies the request, the

government would be forced to stop its surveillance activity and turn over to the court any

information gathered from such activity; (4) by removing from the definition of the “domestic

crime of terrorism” the phrase, “to influence the policy of a government by intimidation or

coercion;” and finally, (5) to provide for due process rights when detaining immigrants labeled as
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being “engaged in terrorist activity,” to include requiring the Attorney General to inform the

immigrant of the reason for the detention, disclose the evidence used to make the

determination, and provide for at least an administrative hearing to determine whether the

Attorney General has not acted arbitrarily or capriciously.

There is precedence for each of these proposed changes and procedures under

traditional criminal law standards and I believe that the Supreme Court would rule favorably on

each of these changes.  Under this course of action, surveillance, searches, and seizures could

proceed without delay, terrorists could be apprehended and detained without the worry of being

set free because of constitutional challenges,  and the public could be assured that their rights

are being protected while our country is made safer from terrorist attacks.

 CONCLUSION

President Bush stated in his National Security Strategy that terrorism will be defeated by

“using every tool in our arsenal . . . [including] law enforcement . . . .”108   He went further in his

National Strategy for Homeland Security, where he stated that we have historically “used our

laws to promote and safeguard our security and our liberty.  The law will both provide

mechanisms for the government to act and define the appropriate limits of that action.”109  While

the USA Patriot Act is a good start in developing effective “mechanisms” to defend the

Homeland and protect our national interests, it falls short in several areas to “safeguard. . .our

liberties”  and define the “appropriate limits.”   These liberties, the right to be secure in one’s

home, the right to free speech, the right to assemble freely, the right to petition the government

for redress, and the right to due process of the law are the heart and soul of what makes

America what it is--the greatest country in the world.  As one of the greatest statesmen of all

time, Benjamin Franklin, warned, “They that can give up essential liberty to obtain a little

temporary safety deserve neither liberty nor safety.”110   It can be said that al Qaeda has already

won the war on terrorism, if the USA PATRIOT Act stands as written.   What's more, the Act as

currently written may not achieve the President’s purpose, since it will be challenged in court

and most likely many sections will be declared unconstitutional.  If this happens, cases will be

lost, terrorists will go free, the President and Congress will lose public support, and our country

will be no safer than it was on September 11, 2001.

More than our national security has been put to the test by the tragic murders committed

by al Qaeda in New York and Washington, D.C.  Our entire way of life, our commitment to the

Constitution and to our democratic way of living are challenged, not only by terrorism, but by the
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willingness of Congress and the President to sacrifice our freedom in the name of keeping us

free.  It is highly likely that the public, even in this heightened state of terror, will demand that

Congress revisit the USA PATRIOT Act.  Even absent such Congressional action,   the courts

will surely  engage in strict scrutiny of the Act as they have always done when Constitutional

liberties are at issue.

It is not the American way to permit terrorism to destroy our way of life.  A return to

McCarthyism of the 1950s or the dreadful divisiveness in our country during the 1960s should

never be a way to fight al Qaeda and terrorism.   Rather, a few simple changes after thoughtful

debate and careful reflection can overcome the constitutional obstacles to the Act, while

providing an effective tool in our fight against terrorism and ensuring enduring freedom.  A

grateful public and a protected homeland will be the winners and terrorism will stand defeated.
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