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Foreword
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Comments on this PP should be e-mailed to Tamara Cleveland at cleveland _tamara@bah.com.



http://www.csrc.nist.gov/cc
mailto:cleveland_tamara@bah.com

DoD PKI and KMI Token Protection Profile 22 March 2002

Table of Contents

List of Tables and FiguIes ... s ss s s s s s s e s s e nnass s s s s s s e ennns vii
Conventions and Terminology ........cccccciririiiiiinrrrrrrrrr s 1
1 INtrodUCION.......ccc e 4
1.1 Identification 4
1.2 Protection Profile Overview 4
1.3 Assurance Level 5
1.4 Related Standards and Documents 5
1.5 Related Protection Profiles 6
1.6 PP Organization 6
2 1 © 1 = 0 T=X= o T o1 o T o Y 8
2.1 Token Overview 8
2.2 Types of Tokens 8
2.3 TOE Overview 9
2.4 Applications 10
2.5 TOE Identification 11
2.6 Cryptography 12
2.7 Key Management 12
2.8 Attacker Capabilities 13
2.9 Description of Token States 13
3 TOE Security ENVIronment ....... ... e 14
3.1 Secure Usage Assumptions 14
3.2 Threats to Security 15

3.2.1 Threats Addressed by the TOE .........ccooiiiiiiiee ettt ettt ettt et et e ee e e ene 16



DoD PKI and KMI Token Protection Profile 22 March 2002

3.2.1.1 Threats Associated with Physical Attack on the TOE .........c.cccccviiiiiiiiiiniiiieeciceeee e 16
3.2.1.2 Threats Associated with Logical Attack on the TOE ........ccceeiiiiiiiieiiiiieceeceece e 17
3.2.1.3 Threats Associated with Control Of ACCESS........ccuevueriiriiririiiiieieicecee e 19
3.2.1.4 Threats Associated with Unanticipated INteractions...........cccouevuerinereneneneeieieieenene e 20
3.2.1.5 Threats Regarding Cryptographic FUNCLIONS ........ccceeviiiriirinininiiieietccic et 21
3.2.1.6 Threats that Monitor INfOrmation ..........c.cccuerieriierieiieeie ettt s eseeaesneeenne e 21
3.2.1.7 MiSCellaneous TRICALS ........cceeuiruiiiiiiriiierieeteeeetet ettt ettt sttt ettt ae st st be b eaeene 22

3.2.2 Threats Addressed by the Operating Environment..........c..coccoccecercieniininininceienicneneseee et 23
3.3 Organizational Security Policies 24
4 Security ODJECHIVES ......cccooe 26
4.1 Security Objectives for the TOE 26
4.2 Security Objectives for the Environment 32
5 IT Security ReqQUIrements ... s 36
5.1 TOE Security Functional Requirements 36
5.1.1 Strength of FUNCHON CLAIMS.......cceeiiiiiiiieiieeiieeeie ettt ettt et ae et esaeessbeessseessseessseessseesnseessseesnsesnnns 36
5.1.2 Identification of Standards Compliance Methods ...........cceeiriieeciieiiiieeiieiiieeeeeiteee e sae e 36
5.1.3 Security FUNCLION POLICIES. .. .cccuiiiiieeiieiiieeite sttt sttt et e st e st e et e ettt esaaeetbeessbeessaeessseensseesnseessseesseennes 36
5.1.4 Security Functional COMPONENLS .......c..cceieeuiiiiriirieniinteneeieetetet ettt ettt et et sae st sbe et eneesaesbesaeeaeens 38
5.1.5 Cryptographic support (FCS) TEQUITEIMENLS ......cc.coueruirteriiriiniineeieetetente ettt st eeeetesbe e saesbe e eaeens 39
5.1.5.1 Cryptographic key generation (FCS CKM.1)....cccoiiriiiiiiiininiiiniieeieetene et 39
5.1.5.2 Cryptographic key distribution (FCS CKM.2) .....cccevtiiiiiiinininiinieieieneene ettt eieeeeveeieene 39
5.1.5.3 Cryptographic key access (FCS CKM.3) ....ooiiiiiiiiiiiiiinieenieeeeetetetee sttt st 40
5.1.5.4 Cryptographic key destruction (FCS CKIM.4) .....cc.ooiiiieiieieeiiiie ettt et eresve s see e esseesaessee e e 40
5.1.5.5 Cryptographic operation (FCS_ COP.1)..cccciiiiiiiieiieieeeeceeet ettt sttt ste e sbee e e saae e 40

5.1.6 User data protection (FDP) T@QUITEIMENTS ........ccueeeiuieriieeiieiiienteeeiieeiteesreesueessreessseessseessseessseessseessseesssessnne 41
5.1.6.1 Subset access CONrol (FDP_ ACC. 1) ..iiuiiiiiiiiieiieeeiteeeest ettt steesae e sbeeseaeesebeesnbeesnsaeeneees 41
5.1.6.2 Security attribute based access control (FDP_ACF. 1) ..ccccueoiiiiiiieiieieeie e 41
5.1.6.3 Basic data authentication (FDP_DAU.L)..ccccoiiiiiiiiiiiiieeiieeiie ettt e s e 42
5.1.6.4 Export of user data without security attributes (FDP_ETC.1).....cccccevininininininiiieniencnencnceceee 42
5.1.6.5 Subset information flow control (FDP_IFC.1) ....ccciiiiiiiiieiieeee et 43
5.1.6.6 Simple security attributes (FDP_IFF.1).....ociiiiiiiiiiiiei et 43
5.1.6.7 Limited illicit information flows (FDP_IFF.3)......cccooiiiiiiiieieeeeeeeee e 43
5.1.6.8 Import of user data without security attributes (FDP_ITC.1)....ccccieiiriiniiieieeeeceeeee e 44
5.1.6.9 Basic internal transfer protection (FDP_ITT.1)....ccciiiiriiiiiiiieiee e 45
5.1.6.10 Subset residual information protection (FDP_RIP.1)......ccccceiiiriiiiiieiiiiecieneeieeie e 45

5.1.7 Identification and authentication (FIA) TEQUITEIMENLS .........cccoierueeiiiieirieniiereereeeeesteesseeseeseseesseesesssessnenns 46
5.1.7.1 Authentication failure handling (FIA_ AFL.1)...cccoiiioiiiiiiiierierieeee ettt ess e ee e eene e 46
5.1.7.2 User attribute definition (FIA_ATD.1)..ccucciiiieiieiieieeie sttt ettt et eaessaesbeebeeaesseesnne e 46
5.1.7.3 Verification of SeCrets (FIA SOS.1) ittt ettt be e aessaesbeebesnaeseee e 46
5.1.7.4 Timing of authentication (FTA UAU.1) ....ccooiiiiiiiieieeiecie sttt ettt ste e eae v saaesaesnseenee e 47
5.1.7.5 Re-authenticating (FIA_ UAU.0) .....coiiiiieiieieeieee ettt ettt ettt ettt et eeae s eesseesaeeaesneeeneens 47
5.1.7.6 Protected authentication feedback (FIA UAU.7)....coouiiiiiiiiieeee et 47
5.1.7.7 User identification before any action (FIA UID.2)......cccoooiiiiiiiiieieeeeeeee e 47

5.1.8 Security management (FIMT) TeqUITEMENLS. ... .....cerieruieriieieeieriesieesie et eeeeseeetee et eteenteenaeeseesneesseeeeeneesneenns 48
5.1.8.1 Management of security functions behavior (FMT_MOF.1) ....cccccoiiiiiiiiiiiieieeece e 48
5.1.8.2 Management of security attributes (FMT _MSALL) .occuiiiiiiiiieiee ettt 48
5.1.8.3 Secure security attributes (FIMT MSA.2) c..oiciiiiiiiieieeie ettt ettt ettt et sta e e b esaesnesseesnne e 48
5.1.8.4 Static attribute initialization (FMT _MSAL3) .uioiiiiciieieciee ettt e et be b ssee s es 48

il



DoD PKI and KMI Token Protection Profile 22 March 2002

5.1.8.5 Management of TSF data (FIMT _MTD.1)....coooiiiiiiiiieeie ettt 49
5.1.8.6 Management of limits on TSF data (FMT _MTD.2).....ccccceviiiiiiiieiiieiieeciie ettt 49
5.1.8.7 Secure TSF data (FMT MTD.3) ...oiiiiiiiiieieeiieeee ettt ettt sve e st steesnbeesebeessseessbaesnseesnseeenseas 49
5.1.8.8 Revocation (FMT _REV.1) ..ottt st e s seeneeneesnne e 49
5.1.8.9 Restrictions on security roles (FMT SMR.2).....cccooiiiiiininininieicicienienceeecetce e 50
5.1.8.10 Assuming roles (FMT SMR.3) ..c.ooiiiiiiiiriiiieietctecrtee sttt sttt st 50
5.1.9 Protection of the TOE Security Functions (FPT) reqUir€ments .............cceeverueerierieseeseesieeeesieseeeseeeeeseeenne 50
5.1.9.1 Abstract machine testing (FPT AMT. 1) c..ooiriiiiiiiiiiieiece ettt 50
5.1.9.2 Failure with preservation of secure state (FPT FLS.1) ...coccociiiiiiiiiiiiiininininccecenee e 50
5.1.9.3 Inter-TSF detection of modification (FPT ITL.1)..c.cccccieriiiiiiiieiieiiieiecie e 51
5.1.9.4 Basic internal TSF data transfer protection (FPT _ITT.1)..ccccceeiiiiiiiiniiiiierieeie e 51
5.1.9.5 Passive detection of physical attack (FPT PHP.1).....cceeiiiiiiiieiieciieeiecceeeieecvce e 51
5.1.9.6 Resistance to physical attack (FPT PHP.3) ...ccoioiiiiiiieie et 52
5.1.9.7 Function recoVery (FPT ROCV.4) ..ottt sttt st st s e steesnaeesnsaeenbaesnnaeenneas 52
5.1.9.8 Non-bypassability of the TSP (FPT _RVM.1) cc.oioiiiiiiiieeieeeee et 52
5.1.9.9 TSF domain separation (FPT SEP.1)..c..cccoiiiiiiiiiiiiienineeetetcestetesie ettt 53
5.1.9.10 TSF teStiNg (FPT _TST.1) .iciecieiieierieetieieeiieiteietetesteste e eteeteeteestessesaessassesseeseeseessassessassessessensesssassans 53
5.1.10 Resource utilization (FRU) reQUITCIMENLS ........cecuieiueeieiieriiesteeieseesieeseteteeeesseeseeeseensesaesseesseeseensesnnesnnenns 53
5.1.10.1 Maximum quotas (FRU RSA.T) ..ottt 53
5.1.11 Trusted path/channels (FTP) reqUIr€mMEnNts..........ccccoieererieienienieniineneneeteteteste sttt esee e i eaeene 53
5.1.11.1 Inter-TSF trusted channel (FTP_ITC.1) ...cooociirieiieiieie ettt s 53
5.2 TOE Security Assurance Requirements 54
5.2.1 Configuration management (ACM) ........cccooiiiiiiiiiniiniini s 55
5.2.1.1 Partial CM automation (ACM_AUT. 1) ..cccririiiiiiieiienenee ettt sttt 55
5.2.1.2 Generation support and acceptance procedures (ACM_CAP.4).....ccccocevircieiiininieniiniinieicienene e 56
5.2.1.3 Problem tracking CM coverage (ACM_SCP.2) ....cccoiiiiiiniiiiiieeieetetetee sttt 57
5.2.2 Delivery and operation (ADQ) .......c.ccoouiiiiiiiieiieeee e 57
5.2.2.1 Detection of modification (ADO _DEL.2) ....cccciiiiiiiiiiieiieeie ettt et s svee s eeee e e 58
5.2.2.2 Installation, generation, and start-up procedures (ADO IGS.1) ..cccoceeoviviiniininiinininiicienccnceenene 58
5.2.3 Development (ADV) ..o 59
5.2.3.1 Fully defined external interfaces (ADV_FSP.2)....ccooiiiiiiiiiiecieieeeeeteeeee ettt 59
5.2.3.2 Security enforcing high-level design (ADV_HLD.2)....c.ccocoiiiiiieiieiieeecieeieeeee e 60
5.2.3.3 Subset of the implementation of the TSF (ADV_IMP.1) ....ccciiiiiiiieiieiiceeiee et 61
5.2.3.4 Descriptive low-level design (ADV_LLD.1) cociioiiiiiiieieciie ettt st 62
5.2.3.5 Informal correspondence demonstration (ADV_RCR.1) ....ccciociiiiiiiiiiiiieiieieeieeie e 63
5.2.3.6 Informal TOE security policy model (ADV_SPM.1)...ccccoiiiiininininicicicienteesiceeeeeeeee e 64
5.2.4 Guidance documents (AGD) ........coiuiiiiiieie ettt ettt et e e teeaeeneeneene 65
5.2.4.1 Administrator guidance (AGD ADM. 1) ..cc.ooiiiiiiieieceeeee et 65
5.2.4.2 User guidance (AGD USR.T) c.ooiiiiiiiiiiienieneetetcteestee sttt sttt sttt s 66
5.2.5 Life cycle SUpPOrt (ALC) ..ottt 67
5.2.5.1 Identification of security measures (ALC DV S.1) .iooiioiiiiiiiiiieie ettt ettt 67
5.2.5.2 Developer defined life-cycle model (ALC _LCD.1) cuoiiuiiiiiiiieieiie ettt 67
5.2.5.3 Compliance with implementation standards — all parts (ALC_TAT.3)..ccccccevieiiniieeieee e 68
5.2.6 TESES (ATE) ..o 70
5.2.6.1 Analysis of coverage (ATE COV.2) . .ccoiiiiiiiiiciieiectee ettt ettt ettt ebe s saessaesaeessesssesnne e 70
5.2.6.2 Testing: high-level design (ATE DPT.1)..cccoiiiiiieiieiicieiiesieeie ettt saesreesaeesaesseesnne e 71
5.2.6.3 Functional testing (ATE _FUNLL) ..cciooiiiiieieeieciieieeie ettt ettt ettt esve s e sssestaesseesseesseesesnnessnenns 71
5.2.6.4 Independent testing—sample (ATE _IND.2) ....ccooiiiiiiiiiiiieiiecieeie ettt ns 72
5.2.7 Vulnerability assesSmMENt (AV A .....ciiiiriiiieiieieeeee s 73
5.2.7.1 Validation of analysis (AVA MSU.2) .....cccievieiiieiiieieeieciese ettt ettt steebe b esaessaessaesseesaessnesnnenns 73
5.2.7.2 Strength of TOE security function evaluation (AVA_SOF.1)...c.cccooeiinieiiiiiicienieeeee e 74
5.2.7.3 Moderately resistant (AVA VILAL3) oottt sttt et sea et saebeessesbessnesnnens 74

v



DoD PKI and KMI Token Protection Profile 22 March 2002

6 RALIONAIE ... —————— 77
6.1 TOE Description Rationale 77
6.2 Security Objectives Rationale 77
0.2. 1 ASSUITIPLIONS ..c.entiiteitenteteete sttt ettt ettt sb et eate s e st e et e s bt eh e ebt et e st e st e et e s bt e bt eatentembenae st e nbesbeebeententeneentenbesbeeueene 80
0.2.2 POLICIES ..ttt ettt ettt h et e a e bbbt et e a bt e h et bt et ea bt ea s e ebee e bt e be e bt enaeeneesaeeae 81
0.2.3 TRICALS...ceuiiitiiiie ettt ettt et ettt e a e s bt e bt e bt e et e et e h e e bt et ea bt eat e e b e e eb e e be e bt e et eneesaeenae 82
6.3 Security Requirements Rationale 920
6.3.1 Functional Security Requirements Rationale .............ccceeiiiiiiiiiiiiieesie ettt sve e e sve e 93
6.3.2 Assurance Security Requirements Rationale............cceecuiiiiiiieiiiiiiiieiiie ittt e 100
6.4 Dependency Rationale 102
6.5 Rationale for Strength of Function Medium 105
Appendix A: ReferencCes ..........coiiiieeciiiiiiiiiniriessss s rrsssss s nees 106
Appendix B: ACIONYMS.......ccoiiiiiiiiieeiiir s rrsssss s s ssss s s s s s nnnssssssssssssennns 107
Appendix C: Glossary of Terms .........cccoiiiiimiiieeiciiiir s s s s s s s ennes 110
Appendix D: Description of Token States ... 120
D.1 Power-On State 121
D.2 Noninitialized State 121
D.3 Nonauthenticated State 122
D.4 DoD Defined States 123
D.4.1 DOD AUthentiCation STALES ........ccceeruieriieiieeieetiertieteeteete st eesteesteeeeseeeseee et eseeseesseesseenseenseesseeseeseeneennenns 123
D.4.1 DOD AUthNtICAION STALES .....eeueeuieuieietiitiitieterie ettt ettt sttt sttt seea et et e e st e st besee et enbenbeebeeseeneenes 124
D.4.1.1 DoD Host Authenticated STate..........cccueriiriiiririiiiiiiiercee ettt s 124
D.4.2 DoD Human Authenticated States.........cocceviriiiiiiiiniiiiiiencenieete ettt et s s 125
D.4.2.1 DoD SSO Authenticated State..........ccoceiviiriiriiniiiiiiereencete ettt sttt eee e saee e 125
D.4.2.2 DoD User Authenticated STate..........cccerieriiriiiiiiiiiereeneete ettt 125
D.4.2.3 Exiting a Human Authenticated State...........ccoveiierieriieiieieeiierteie ettt see e 126
D43 LOCKEA StALES ...veeiieiieiieiie ettt ettt ettt et e et e st e e bt e aeeaeesaeesaee st e et enseeneeeneeeseeaseeesee st eneeneentens 126
D.4.3.1 DOD LOCKEA StALe......ccueeieieiieiieiiieiieeeete ettt sttt ettt st e st e st e et et et e eseesse e se e seeseenseenseeneesneens 126
D.4.3.2 Totally LOCKEd StAte......cceiieieiieiieieeieeieeste ettt ettt ettt ettt e st e st et e e seenneeeeeneesneeens 126

D.5 Non-DoD States 127
D.6 Additional States 127
Appendix E: Required Supported Cryptographic Algorithms.........cc..cccccevveerrnnes 128
Appendix F: DoD PKI and KMI Specifications...........cccoumieeecciiiiniiimnnnccecsiisnennnns 129

A%



DoD PKI and KMI Token Protection Profile 22 March 2002

Application Specification for the DoD PKI and KMI Token..........oeeeciiimieenceenneee. 130
RETEIEIICES ...ttt ettt st h e sh e bt et e et et et b e sb e bt et ea et et s b sbe bt st ene 130
1 Introduction 130
2 Token Requirements 130
2.1 TOKEN OVETVIBW ...ttt sttt ettt ettt et ettt e et s bt e s bt e s bt e bt e st eatesh e e ebe et e e ebeenbeenbe e bt enaeeneeeneeeas 130
2.2 DOD VS. TON-DIOD ..ottt ettt et ettt h e bt e e bt e bt e bt e bt et et eate e 131
2.3 APPICALION IMANAGET .....cc.vieeiieiiieeiieeteeeieeetteeteeeteeeteeebeeeteesateesssaeesseeanseessseesnseesnseeasseesnsessnssesnseeanssennses 131
2.4 APPICALION SIZNALUIES ....vveeiiieiieeiieeciieerte et ertte et e estte ettt estteestbeessaeesseessseessaeesssaesseenseessseesnssesnseesssesnses 132
2.5 Future Guidance on Signature VerifiCation.........cviicuieeiueeiiienieeiieerteeieeeiee et eeaeesveeseaeessseeenseesneneenenas 132
2.6 Guidance for Secure Application DeVEIOPMENT..........coccuiiiiiiiiieiiierie ettt eee e eeeesreaeenenes 132
2.7 Summary of Application Specification REQUITEMENLES .........ccoeeerieiiiiiniinineneeeeceteeeee e 132
Key Management Specification for the DoD PKI and KMI Token........cccccccceiivinnns 133
RETETEICES ...ttt b e b ettt st s ht e s bt e bt et e et e et e eb e e s bt e sbeenbe e bt enaeentesaeenae 133
PartI. Discussion: Concept of the Cryptographic Token 133
Lo TEEOAUCTION ..ttt ettt st b et e bt et e et e bt e eb e e bt e bt eb e eb e e s b e e bt enbeenbeemaesaeesbeenne 133
2. Requirements Categories Applicable to a Cryptographic TOKEN ..........ccccvvevieiiiiiiieeiieeieeiee et 134
3. Cryptographic Material Needed by @ TOKEN .........ceviiiiiieriieiiiecie ettt sae e sereesaae s 135
4. TOKEN State DIAZIAIMN . ....ccueruirtiriirtietieiieit ettt ettt ettt et et ettt sae ettt eat et et et se e bt et ea s et et e nbesbeebeeneenne 138
T =) 0 IV TSRS 140
6. Loading Token Keys at Factory or DEPOt ......cc.coiruireriiiiiiiincienienieeeeceetetetee ettt 141
7. Loading User Keys at POINt Of ISSUAIICE. ........coeruiriiriiiiieiiicnestenenicee ettt 144
8. SuppPOTt t0 USET APPIICALIONS .....euveeiiieiiiiiniintente ettt ettt ettt ettt ebe ettt sae et et e s et enbesbesbeeaeeneen 148
9. Key Loading after Initial ISSUANCE .........ccccuiieiiiiiiiiieiie ittt sttt ettt e saee st eeaee e saeesnneessseennneens 150
Part II. Key Management Requirements for the DoD PKI and KMI Token 152
1. TOKEN SETIAHZATION ....oueiuiiiitiitietiet ettt sttt ettt ettt ekt b e a e bt e st e s et et e be st e ebeeseense s e besbeeneeneeneenes 152
R () A 10 ¢ PP PRSPPI 152
3. S0UIrCe AUtRENEICALION . ..eoutiiiiiiiiiitietietc ettt ettt st st ae e bttt et eabesbtesbaesaeenae 154
L o) A € <115 ¢ 1510 ) o N USRI 155
T 5 0 B 1T 1 T ) o (PSS 157
LT =) 20 B 136 o105 ) s W PSS 158
7. CryptographiC OPEIAtION ... ...cecuieiieiieieeetiesteerte et e et etesteeste e bt et esteesaesseesseeseensesneeeneesneenseanseenseenseeneesneesneenns 159
8. User Data Changes by KIMI Man@gET .........c.ccueueruiriiniiniriniieteiententenie ettt st it et enaesaesaesaeenees 160
9. HOSt COMMUINICATIONS ....uteeutieutieuiieeeeeteesteesteete et stesseesteenseenteenseeseesseenseenseenseensesneesseesseenseanseenseensennsesnnesneennes 160
10. TOE Protection DUINng DELIVETY ......c.ceciiiieiiieiieie ettt e st e e nteeneesneesneesnes 161
Appendix G: Comparison to the SCSUG’S PP ... e e 162
New Token PP Threats 163
Comparison of Requirements 163
Appendix H: Threat CompariSON...........cccoiiiieemcciiiiri s rssssssss s s sennes 165
Appendix I: Smart Card Vulnerabilities ..........ccoeuuneciiiiiiiieeccccce e 167

vi



DoD PKI and KMI Token Protection Profile 22 March 2002

List of Tables and Figures

Table 4-1

Table 5-1
Table 5-2
Table 5-3
Table 5-4

Figure 5-1

Table 6-1
Table 6-2
Table 6-3
Table 6-4
Table 6-5

Figure D-1
Figure D-2
Figure D-3
Table G-1

Table H-1

ReqUITEd ROIES .....eiiiiieiiiee ettt 30
ACCesS CONIOL TaABIE .....evviiiiiiiiiiiieieeee e 37
Security Functional COmMPONENLS .........cccuieeviiieeiiiieeiieerieeeriee e e eree e e svee e enes 38
ROIES .ttt ettt st a et be e et 41
Assurance Requirements: EAL(4) Augmented..........ccceeevvieeniiieeiiieeiieeeiee e 55
Directory Structure EXample.......cc.ooeciiiiiieiiiieciieeeeeeeeeee e 45
Mapping the TOE Security Environment to Security Objectives..........ccceeerveennen. 77
Tracing of Security Objectives to the TOE Security Environment............c...c..c....... 79
Requirements to Security Objectives Mapping........coccveeeeveeeiieeeiieenieeenieeenvee e 90
Security Objectives to Requirements Mapping...........ccceeeeeveeeniieniieenieenieeieeneeeeeens 92
Functional and Assurance Requirements Dependencies............ccecvevrieeeiieenneennne. 104
Token Top Level State Diagram .........c.cceecveeerieieiieeiiieeeie e 120
DoD Level State DIagram .........cc.eeoueerieeiiienieeiieieeie et 123
Role Between User, Authentication Method, and Authenticated State .............. 124
Treatment of SCSUG Threats .........cooueriiiiiiiiiiieiieeeeeeeeeee e 162
Threat Comparison Between TSRD and Token PP .........c.cccovvviiiiiininiienn. 165

Vil



DoD PKI and KMI Token Protection Profile 22 March 2002

Conventions and Terminology

Conventions

The notation, formatting, and conventions used in this protection profile (PP) are consistent with
version 2.1 of the Common Criteria for Information Technology Security Evaluation. Font style
and clarifying information conventions were developed to aid the reader.

The following label conventions are to aid in the referencing and understanding of assumptions,
threats, policies, and objectives used throughout this document.

Labeling Convention Reference Category

A.<name> Assumption

T.<name> Threat

P.<name> Organizational Security Policy (OSP)

SFP.<name> Security Function Policy (SFP)

O.<name> Objective allocated to the TOE

OE.<name> Objective allocated to the non-IT environment
of the TOE

The CC permits four functional component operations: assignment, iteration, refinement, and
selection to be performed on functional requirements. These operations are defined in Common
Criteria, Part 2, paragraph 2.1.4 as:

* assignment: allows the specification of an identified parameter;

* refinement: allows the addition of details or the narrowing of requirements;

* selection: allows the specification of one or more elements from a list; and

* iteration: allows a component to be used more than once with varying operations.

Assignments or selections left to be specified by the developer in subsequent security target
documentation are italicized and identified between brackets ("[ ]"). In addition, when an
assignment or selection has been left to the discretion of the developer, the text "ST assignment:"
or "ST selection:" is indicated within the brackets. CC assignments and selections completed by
the PP authors are underlined.

Refinements of requirements are denoted by bold text. The bolded text alerts the reader that
additional text has been added to the CC. They permit the addition of extra detail when the
component is used. The underlying notion of a refinement is that of narrowing. There are two
types of narrowing possible: narrowing of implementation and narrowing of scope.

Iteration of a component is required when an operation within a component must be completed
multiple times with differing values, or for different allocations of functions to portions of the
TOE. Iterated functional and/or assurance components are denoted by the word “iteration”
appearing in parentheses in bold italics followed by the number of the iteration, e.g., (Iteration
1). The notation of the iteration appears after the short family name.

1
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Explicit Requirements are not used in this protection profile.

Application Notes are used to provide the reader with additional requirement understanding or to
clarify the intent of the authors. These are italicized and usually appear following the element

needing clarification.

Terminology

An extensive glossary of terms appears in Appendix C of this PP. Some terms that appear often
in the PP are defined below for the reader.

Common Criteria Terms

Assets

Role

Security objective
Security Target (ST)
Target of Evaluation
(TOE)

TOE Security Functions
(TSF)

TOE Security Policy
(TSP)

TSF data

User

User data

Token Terms

Information or resources to be protected by the countermeasures of
a TOE (e.g., user data and cryptographic keys).

A predefined set of rules establishing the allowed interactions
between a user and the TOE.

A statement of intent to counter identified threats and/or satisfy
identified organizational security policies and assumptions.

A set of security requirements and specifications to be used as the
basis for evaluation of an identified TOE.

An IT product or system and its associated administrator and user
guidance documentation that is the subject of evaluation.

A set consisting of all hardware, software, and firmware of the
TOE that must be relied on for the correct enforcement of the
TSP.

A set of rules that regulate how assets are managed, protected, and
distributed within a TOE.

Data created by and for the TOE that might affect the operations of
the TOE.

Any entity (human user or external IT entity) outside the TOE that
interacts with the TOE.

Data created by and for the user that does not affect the operation
of the TSF.
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Application

Attack

DoD data

Host

Integrated Circuit (IC)

Private key

Public key

System Security Officer
(SSO)

Token

(1) An application may also be called an Executable file, Applet,
or Cardlet (for Java Cards). An application is to be run on the
token that may be downloaded onto the token during enrollment,
or just prior to execution invoked by the host.

(2) Intended final use for the token. This may include (but is not
limited to) such activities as payment, telephony, identification,
secure information storage, or access.

An attempt to gain unauthorized access to an information system’s
services, resources, or information or the attempt to compromise
an information system’s integrity, availability, or confidentiality.
There are several forms of attacks including:

Malicious attacks — virus, worm, Trojan horse, masquerading

Unintentional attacks — malfunction, human error

Physical attacks — fire, water, battle damage, power loss

All data on the TOE located below the DoD directory. These data
are owned by DoD. It includes DoD executables, DoD PINs, DoD
cryptographic keys, and DoD user personal information.

Device to which a token authenticates to establish a secure
communication path.

Electronic component(s) designed to perform processing and/or
memory functions contained on a single chip.

A cryptographic key used with a public key cryptographic
algorithm, uniquely associated with an entity and not made public.

A cryptographic key used with a public key cryptographic
algorithm, uniquely associated with an entity, and that may be
made public.

The role assumed to perform a set of cryptographic initialization or
management functions (e.g., cryptographic key and parameter
entry, and alarm resetting).

An authentication device carrier that is used to store and carry
cryptographic keys and certificates supporting user identity
authentication. This technology can consist of (but is not limited
to) smart cards, USB tokens, PCMCIA Card, and iButtons®
/] avaRing® technology.
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1 Introduction

This protection profile (PP) is the result of work done by the National Security Agency (NSA)
with guidance from the Department of Defense (DoD) community. It is based on the Smart
Card Security User Group Smart Card Protection Profile, Draft Version 2.0, May 1, 2000.

The structure for this PP was established through the use of the Common Criteria Toolbox
(version 5.0, 28 February 2000). This toolbox was developed by SPARTA, Inc., for the NSA. It
is available at http://cctoolbox.sparta.com.

A token compliant with this PP may offer security features and functionality beyond that
specified in this PP.

1.1 Identification

Title: Department of Defense Public Key Infrastructure and Key Management
Infrastructure Token Protection Profile (Medium Robustness)

Authors: Tamara Cleveland, Booz Allen Hamilton
Michael Alexander, Booz Allen Hamilton
Asok Ganguly, Booz Allen Hamilton
Brian Green, Booz Allen Hamilton
Edward Schneider, Institute for Defense Analyses

Vetting Status: N/A

CC Version: 2.1 Final

Registration: N/A

Keywords: DoD PKI, token, smart card

1.2 Protection Profile Overview

This PP specifies the information technology (IT) security requirements for a token to be used
with sensitive but unclassified (SBU) applications (Class 4) in the DoD Public Key Infrastructure
(PKI) and the Key Management Infrastructure (KMI). The Key Management Infrastructure’s
purpose is to unify existing and planned key management systems with the DoD PKI to create a
single, integrated whole. Due to the relationship between KMI and the DoD PKI, this protection
profile specifies the security requirements for a token that will be used by both infrastructures.
Tokens conformant to this PP provide adequate security services, mechanisms, and assurances to
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process sensitive information in medium robustness environments, as specified in the “Guidance
and Policy for Department of Defense Information Assurance” (GiG). Medium robustness is
defined as having a classification of SBU (DoD Unclassified), an Evalution Assurance Level
(EAL) of 4+, and an encryption requirement of FIPS 140-2 Level 2 for Subscribers/Level3 for
Registration Authorities and Certificate Authorities. The services provided by the DoD PKI and
KMI include the generation, distribution, control, tracking, and destruction of public key
certificates. The primary goal of the DoD PKI and KMI is to securely transport sensitive but
unclassified or unclassified information using unprotected networks. The DoD PKI and KMI
token carries public key certificates used to authenticate its user in public key transactions and
applications.

The security requirements in this PP apply to the DoD PKI and KMI token as issued to the token
holder. These requirements cover the token’s integrated circuit, operating software, and specific
applications when processing DoD information. This PP does not cover security requirements
for token terminals or networks interfacing with them. Throughout the requirements section in
this protection profile, references are made to requirements for FIPS 140-2 Level 2 for
Subscribers/Level 3 for Registration Authorities and Certificate Authorities. If the DoD
Common Access Card (CAC) issuing infrastructure is not capable of issuing two different levels
of cards, then all CACs will be required to meet FIPS 140-2 Level 3.

Appendix A lists references, and Appendices B and C, respectively, list acronyms and a glossary
of terms used in this PP.

1.3 Assurance Level

The assurance level for this PP is EAL4 augmented. Augmentation results from the selection of
ALC TAT.3 and AVA_VLA.3.

1.4 Related Standards and Documents

Additional input was derived from the following security documents furnished by the NSA:
Consideration of Smart Cards as the DoD PKI Authentication Device Carrier, 10 January
2000.
DoD Target Token Requirements Document, Draft, 8 March 2000.
Public Key Infrastructure Target Class 4 Token Security Requirements, Draft version 1.01,
April 10, 2000.

Policies and standards that were referenced during the development of this PP include:
Department of Defense Chief Information Officer, Guidance and Policy for Department of
Defense Information Assurance Memorandum No. 6-8510, 16 June 2000.
Draft FIPS 140-2, Security Requirements for Cryptographic Modules, 1999.
ISO 7816, Identification Cards - Integrated Circuit Cards with Contacts.
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X.509 Certificate Policy for the U. S. Department of Defense, version 5.2, 13 November
2000.

1.5 Related Protection Profiles

This PP was developed using as a foundation the Smart Card Security User Group Smart Card
Protection Profile (SCSUG-SCPP) Draft Version 2.0 (May 1, 2000). The SCSUG-SCPP can be
found at http://csrc.nist.gov/cc/sc/sclist.htm.

The SCSUG-SCPP was examined for possible use as the PP for the DoD PKI and KMI Token.
The SCSUG-SCPP defines security requirements for commercial smart cards used for sensitive
applications, such as banking industry financial payment systems. The SCSUG-SCPP allows
several of its requirements to be specified in the vendor’s security target documentation. The
DoD PKI and KMI Token will be used for applications that are unique to the DoD environment.
Furthermore, several of the requirements for this token need to be more explicit than those for
the smart cards described in the SCSUG-SCPP. Thus, this protection profile was developed in
lieu of using the SCSUG-SCPP in order to address the DoD PKI and KMI Token’s applications
and to add specificity to its security requirements.

1.6 PP Organization

Section 1 provides the introductory material for the protection profile.

Section 2 provides the general purpose of the protection profile and the Target of Evaluation
(TOE) description.

Section 3 provides a discussion of the expected environment for the TOE. This section also
defines the set of threats that are to be addressed by either the technical countermeasures
implemented in the TOE hardware or software or through the environmental controls.

Section 4 defines the security objectives for both the TOE and its environment.

Section S contains the functional and assurance requirements derived from the Common Criteria,
Parts 2 and 3, respectively, that must be satisfied by the TOE.

Section 6 provides rationale to explicitly demonstrate that the information technology security
objectives satisfy the assumptions, policies, and threats. Arguments are provided for the
coverage of each assumption, policy, and threat. The section then explains how the set of
requirements are complete relative to the objectives, and that each security objective is addressed
by one or more component requirements. Arguments are provided for the coverage of each
objective. The Evaluation Assurance Level (EAL) is then presented with its supporting
assurance requirements. Next, Section 6 addresses dependency analysis and strength of function
issues.
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The appendices contain references, an acronym list, a glossary, a description of token states, a

list of required supported algorithms, references to DoD specifications, comparisons to the
SCSUG’s PP, and additional threat information.
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2 TOE Description

2.1 Token Overview

A token is used to store and carry cryptographic keys and certificates supporting user identity
authentication. There are various types of tokens including smart cards, universal serial bus
(USB) tokens, Personal Computer Memory Card International Association (PCMCIA) cards, and
iButtons”/Java Rings”. The DoD PKI and KMI Token will contain an integrated circuit (IC) and
an operating system.

A semiconductor (silicon) IC is fabricated in a complex microelectronic process, which involves
repeatedly masking and doping the surface of a silicon substrate to form transistors, followed by
patterning metal connections, and applying a protective overcoat. This process eventually yields
a design typically comprising several hundred thousand transistors, arranged in an area of less
than 25 square millimeters. The design consists of a central processing unit, input and output
lines, and volatile and nonvolatile memory.

The IC itself is packaged in a token. The current predominant packaging method is die bonding
in a module. A module consists of a carrier board on which the IC is seated. Wire bonds are
connected from the IC’s input/output (I/O) pads to the carrier, which has contacts on its reverse
side.

The token also contains an operating system that may be stored in Read Only Memory (ROM).
The DoD PKI and KMI Token’s operating system will allow authorized applications to be added
to the token. Examples of operating systems are MultOS®, Java Virtual Machine®, and Smart
Cards for Windows" with MEL", Java®™, and Visual Basic” as their programming languages,
respectively.

2.2 Types of Tokens

A smart card is a credit card-sized token that often has a microprocessor on its IC. In a smart
card, the IC is encapsulated in a protective material (usually some type of epoxy), and this
module is adhesively embedded into a premilled hole in a plastic card. Two common examples
are the familiar payment card-sized smart cards and the smaller postage-stamp-sized subscriber
identity module (SIM) frequently used in mobile telephones. Smart cards communicate with the
outside world via a reader connected to a standard (e.g., serial, USB, or PCMCIA) interface in a
contact environment or via radio frequency (RF) electromagnetic waves in a contact-less
environment.
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Categories of smart cards include:
* Contact Cards

- Memory only (sometimes with protection features)
- Microprocessor with memory
- Microprocessor with memory and additional coprocessor

* Contact-less Cards
- As above, but with power derived from energy obtained through a contact-less interface

A smart card serving as a DoD PKI and KMI token will have symmetric and asymmetric (i.e.,
public key) cryptographic algorithm capability. Asymmetric cryptography typically requires a
math coprocessor. Additionally, the smart card will be able to hold multiple applications in
separate protected areas on the card.

USB is an interface incorporating the high-speed external bus for PCs. A USB token is a device
containing an embedded microprocessor IC that interfaces directly with a PC’s USB port without
any additional hardware, e.g., a card reader. The microprocessors used in USB tokens are just as
powerful as those in smart cards.

A PCMCIA card is a hardware device that supports specific dedicated functions. Examples of
PCMCIA card functions include memory devices, input/output devices (e.g., modems and fax
modems), and portable disk drives. PCMCIA cards are most commonly used to provide
additional computing features for portable computers such as laptops. NSA’s FORTEZZA®
Crypto Card is an example of a PCMCIA card. PCMCIA cards provide the strongest security
and largest memory storage capacity of available tokens.

Dallas Semiconductor’s iButton® is a computer chip encased in a 16-mm stainless steel case. It
can be attached to articles of clothing, wallets, etc. A Java Ring” is a ring with an iButton®
attached to it.

2.3 TOE Overview

The target of evaluation is the DoD PKI and KMI token. The DoD is implementing a PKI that
will serve as a key and certificate management infrastructure designed to support confidentiality,
integrity, availability, and authentication in computer networks. This PKI will require
authentication devices (i.e., tokens) to store and carry cryptographic keys supporting user
identity authentication. This token will be used for Class 4 applications, which refers to the
assurance level intended for applications handling high value UNCLASSIFIED information (i.e.,
Mission Critical, National Security System Information) in a minimally protected environment.
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The word “token,” as used in this PP, refers to the DoD PKI and KMI end-entity cryptographic
hardware device that houses the DoD PKI and KMI private keys and associated public key
certificates and algorithms. The TOE is an operational token platform, consisting of the
integrated circuit and on-card operating software, including DoD-provided applications and the
mechanisms that allow communication with the outside world. The TOE consists of sufficient
hardware and software elements to be capable of establishing a secure channel to a trusted source
for application loading or for other potentially privileged commands.

This PP does not include printing on the TOE, including printed security features such as
holograms. This PP also does not apply to the terminal, non-DoD applications loaded onto the
token, nor to any network with which the token interfaces.

2.4 Applications

The DoD PKI and KMI token allows for multiple applications to support the DoD mass
population (i.e., all DoD military, civilian, and contractor personnel operating in the SBU
environment). Security functions present will be of appropriate level and protection. An
application can only be used by the DoD PKI and KMI token after its signature by a DoD entity
has been validated. Typical applications for tokens within the DoD include:

* Financial-Payment schemes may include credit, debit, and stored value functions provided by
an electronic commerce (EC) application. The EC application is loaded onto the token and will
probably require a public/private key to be used. The specific EC application (Visa/MasterCard,
banking, electronic payment, etc.) will specify how that key is to be ordered and loaded.

* Secure Messaging—Secure Messaging, as it pertains to the DoD community, establishes
requirements for an integrated common-user, writer-to-reader organizational, and individual
messaging service accessible from DoD locations worldwide, tactically deployed users, and
other designated Government users with interfaces to Allied users and Defense contractors. The
DoD PKI and KMI Token will provide identification, authentication, and encryption functions
for secure messaging. Specifically, the token technology combines encryption, digital
certificates, and other PKI technologies to authenticate a user’s identity and to ensure that data
and transactions are not tampered with during transmission.

* Identification—Various public and private schemes provide identification credentials to
participants. The identification credentials are typically associated with various rights and duties
defined by the identification provider. These can include memberships, driver’s licenses, benefit
access, security access, passports, national identification, etc. Typically the identification
credentials have value because the credential holder cannot easily alter them, and assets (e.g.,
user data and cryptographic keys) in the credential must be protected against alteration by the
cardholder. Digital certificates used in public key systems fit into this category.

* Secure information storage—Information that is useful to store in a secure fashion includes
health records, health insurance, medical information, etc.

10



DoD PKI and KMI Token Protection Profile 22 March 2002

* Access Control-Tokens can hold access credentials such as passwords, biometrics, and PINs
that authenticate and verify a user’s access to a building, a sensitive controlled area, and a
computing environment and its applications (e.g., computer network, workstation, e-mail, or
Web browser) containing personal or mission-critical data (that requires signing or encrypting
data), or the right to be issued firearms/weapons.

Each of these may have somewhat different security requirements, security features, roles, and
environmental considerations (e.g., whether always on-line, always used off-line, usually off-line
with the capability of going on-line, etc.). The security requirements for operating software,
applications, and procedures for adding or deleting those applications must therefore be clearly
identified, and the security functions that are present must be appropriate to the type and
intended use of the token.

A DoD PKI and KMI Token must contain an application manager as detailed in Appendix F in
Section 2.3 of the Application Specification for the DoD PKI and KMI Token. An application
manager is a module of code embedded in the OS of a token which controls the load,
verification, selection, and execution of a token application.

Application signatures will be used to sign approved applications to control the loading of
applications onto the DoD PKI and KMI token. Valid applications must be signed by an
approved DoD entity. The requirements for the use of application signatures are detailed in
Appendix F in Section 2.4 of the Application Specification for the DoD PKI and KMI Token.

2.5 TOE Identification

Through selection of the Configuration Management Class of assurance functions, this PP
imposes the requirement that a unique reference be utilized to ensure that there is no ambiguity
in terms of which instance of the TOE is being evaluated. Labeling the TOE with this reference
ensures that users of the TOE are aware of which instance of the TOE they are using. The TOE
described herein is, however, a combination of hardware and software, each portion of which
may be composed of a further collection of components. This aggregate collection offers the
potential for confusion in identifying a unique reference for the TOE.

To further complicate identification, an IC can usually be produced with multiple features, only
some of which are enabled. The design layout of the IC (the photomask) determines the
functionality; however, as fabrication technology improves, this photomask may be used to
produce an otherwise identical chip but with a reduced feature size. Likewise, software features
may be selectively employed, depending on hardware functions. However, the presence or
absence of specific features may directly contribute to the possible introduction of
vulnerabilities. For example, the size of the IC features is directly related to the relative
difficulty of probing. A potentially unknown, but present, software feature may allow backdoors
or other routes for penetration.

It is therefore essential that the unique reference for a TOE compliant with this PP must allow
11
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the identification of at least:

* the microprocessor specification

* the memory size and allocation (ROM, EEPROM, RAM, etc.)

* the physical instantiation of the IC design regarding layout and feature size

» all hardware security features on the IC, whether they are initially enabled or not
» all enabled hardware security features

* the software specification

« all software security features present, whether they are enabled or not

» all enabled software security features.

2.6 Cryptography

A variety of cryptographic keys are typically used with smart cards, including transport keys,
personalization keys, application-specific keys, etc. Handling of these keys must be done in
accordance with the DoD key management procedures and policies as specified in the Key
Management Specification for the DoD PKI and KMI Token (see Appendix F).

Cryptography may be implemented in hardware or software, with various algorithms and various
key lengths. Many tokens have dedicated cryptographic coprocessors that execute DES, triple
DES, RSA, and other standard algorithms much faster than software implementations can. Some
applications use no cryptography, some use private key, and some use public key systems.

Any TOE claiming compliance with this protection profile must handle cryptographic functions
in accordance with applicable international, industrial, or organizational policies. This extends
to any applications using cryptography, although there may be additional applications on the
token that do not use cryptography at all.

2.7 Key Management

A token is a portable, physical device in which keys and certificates are stored. There are a host
of key management operations and procedures that dictate how keys and certificates will be
generated, loaded, removed, stored, and otherwise managed on the TOE. The Key Management
Specification for the DoD PKI and KMI Token in Appendix F establishes the key management
requirements for tokens to be used for Class 4 applications within DoD. The requirements
section of the appendix (Part II), is correlated to appropriate sections of the protection profile,
i.e., requirements stated in the specification are correlated to requirements in the protection
profile.

The adequacy of the key management approach is critical to the security of all systems that rely
on the token. Weak, ineffective key management approaches could undermine the applications
that rely on the token for cryptographic security services. But from the perspective of

12
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operational effectiveness, burdensome key management solutions could render the token
unusable. Key management approaches for the token must be able to support diverse operational
environments and the size of the DoD community to which tokens will be issued. Given a
community of millions of users, automated yet secure key distribution methods must be used that
will allow keys to be added or changed without necessitating a return to some central issuing
authority. Thus, the key management requirements applicable to a cryptographic token must
achieve a comfortable balance between the sometimes competing needs of security and
operational effectiveness. These types of issues are explored in the Key Management
Specification for the DoD PKI and KMI Token in Appendix F.

2.8 Attacker Capabilities

Attackers are assumed to have various levels of expertise, resources, and motivation. Relevant
expertise may be in general semiconductor technology, software engineering, hacker techniques,
or the specific TOE. Resources may range from personal computers and inexpensive card-
reading devices to very expensive and sophisticated engineering test and measurement devices.
They may also include software routines, some of which are readily available on the Internet.
Motivation may include economic reward, intelligence gathering by hostile nations, or notoriety
of defeating high-grade security. Given sufficient time and expertise, any token can be
compromised. The strength of function for a TOE based on this PP is medium. In the DoD, this
refers to a minimum strength of mechanism level (SML) of 2 as defined in chapter 4 of the
Information Assurance Technical Framework, which can be found at http://www.iatf.net/.

2.9 Description of Token States

Some states of the DoD PKI and KMI Token need to be defined to effectively describe the
conditions under which some of the token security requirements apply. A detailed description of
these token states is provided in Appendix D.

13
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3 TOE Security Environment

This section identifies the following:

« Significant assumptions about the TOE’s operational environment

 IT-related threats to the organization countered by DoD PKI and KMI Token PP compliant
components

«  Threats requiring reliance on environmental controls to provide sufficient protection

«  Organizational security policies for which DoD PKI and KMI Token compliant TOEs are
appropriate.

3.1 Secure Usage Assumptions

The specific conditions listed below are assumed to exist in the DoD PKI and KMI Token
environment. Each assumption is stated in bold type font. Some assumptions are followed by an
explanation, in normal font, that supplies additional information and interpretation.

A.Dev_Protect: Protection of TOE by Developer
During the development and manufacturing process, the TOE and associated
development tools are assumed to be protected by the developer from any kind of
unauthorized use, e.g., tampering or theft.

A.Key Gen: Key Exchange Key Generation

Key exchange keys are assumed to be generated off-TOE in a secure manner in
accordance with X.509 Certificate Policy.

The Key Exchange Key is critical for secure communication with the host.

A.Secure_Host Comms: Secure Host Communications

If the host establishes a secure connection between itself and the TOE that conforms
to the requirements imposed by the TOE, the host, including code and security data
it contains, is assumed to be trusted.

The host may have the capability to establish a secure communication channel
with the TOE. This is typically accomplished through shared private keys,
public/private key pairs, and/or generation of local keys derived from other stored
keys. When such a secure link is established, the TOE may assume the host to be

14
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adequately secure for trusted communications. The host is considered to be
beyond the scope of this PP.

3.2 Threats to Security

DoD PKI and KMI Token PP compliant TOEs are required to counter threats that may be
broadly categorized as:

Threats addressed by the TOE:
- Threats associated with physical attack on the TOE
- Threats associated with logical attack on the TOE
- Threats associated with control of access
- Threats associated with unanticipated interactions
- Threats regarding cryptographic functions
- Threats that monitor information
- Miscellaneous threats

«  Threats addressed by the Operating Environment
Each threat is stated in bold type font. Most threats are followed by an explanation, in normal

font, that supplies additional information and interpretation. In parentheses, a code for the
source of the threat statement is given. The key for the source codes is as follows:

SCSUG Smart Card Security User Group’s Smart Card Protection Profile
TSRD Public Key Infrastructure Target Class 4 Token Security Requirements Document
NEW Created by Token PP Team

15
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3.2.1 Threats Addressed by the TOE

3.2.1.1 Threats Associated with Physical Attack on the TOE

T.E_Manip: Electrical Manipulation of the IC (SCSUG)

An attacker may utilize electrical probing and manipulating of the TOE to modify
security-critical data so that the TOE can be used fraudulently.

This modification may include manipulation of debug lockouts, first-use
indicators, token use blocking, blocking function configuration, token block
indicators, or token disablement indicators. This threat is distinguished by the
intent to utilize a modified TOE rather than to derive information from the TOE.
The attacker may attempt to introduce faults in the TOE or change TOE assets
(PIN or biometric data, user data, certificate information, private keys, etc.) to use
the TOE in a fraudulent manner. This threat characterizes active threats. Refer
also to T.Power_Clock, T.Forced State Change, and T.Env_S