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Military Biological Weapons Programs

Geoffrey Forden

Security Studies Program, MIT
April 3, 2002

We now know what terrorists want | will examine two programs we know
from Biological Weapons, but what a lot about:
does a military want?

Voluntarily eliminated
BW program in 1969
and declassified much
information
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Forced to “eliminate”
program and much
information gained from
inspectors. 1




Combatants

Estimates of Historical Weapons

>

Effectiveness

*Precision Guided Munitions: 0.75 Casualties/ton

*\World War | Chemical Weapons: 10 Casualties/ton (0.2
deaths/ton)

lran-lraq War Chemical Weapons: ~35 Casualties/ton

Civilians

1995 Tokyo Sarin Attack (CW): ~2200 Deaths/ton
*Atomic Bomb (Hiroshima): ~100,000 Deaths/ton

*Anthrax Attacks (October Incident): ~1,000,000
Deaths/ton

Thermonuclear: ?



The U.S. Biological Weapons
Program
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Overview of Various BW weapon Systems.




Military Uses of Biological
Weapons:
Serious Suggestions, Far from
being actual war plans!
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Using Tactical BW In General War:
bluntina a Soviet Attack (ca. 1958)

SKETCH MAP A
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Using Tactical BW in General War:
Blunting a Soviet Attack (ca. 1958)

SKETCH MAP A

Resources required | |
for BW mission: '
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OVERLAY # |

Military Civilian
AW Killed 31,800 12,000
AW Injured . 31,800 12,000 -
AW Total ‘ 63,600 -~ 24,000
BW Killed 39,600 46,000
BW Incapacitated 118,800 134,500 -
BW Total 158,400 180,500
GRAND TOTAL 222,000 204,500

' -9

+thermonuclear WeaponS |n the north NOTE: Total ground troops in southern 'artfay fvront‘. '429,230.




Using “Strategic” BW in a Peripheral War:
bluntmg a Soviet Attack (ca. 1958)

Goals:

1)

2)

Block troop
transfer from
the North to
the South.

Incapacitate
enemy troops
In the South
to reduce
their
effectiveness
at defense.

m UNCLASSIFIED

Assumption:

US fights a static
defense until all
Its forces are In
place. It can then
launch an
offensive at a
time of Its
choosing, 1.e. 7
days after BW

attack.
10



Resources required
for BW mission:
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Military
Total in Area - 137,000
Total Incapacitated 68,500
Total Lethalities 0 .
Total Casualties 68,500
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Irag’s Biological Weapons
Program

12



Timeline of Iraqg’s WMD

Programs

Biological Weapons Program

Missile Development Program
p~ i i

P
Chemical Weapons Program
Nuclear Weapons Program
i i i i i i T i
1960 1965 1970 1975 1980 1985 1990 1995 2000

13



2001 —
2000 —
1999 —
1998 —
1997 —
1996 —
1995 —
1994 —
1993 —
1992 —

The Different Periods of Irag’s

1991
1990 —

Preparing forwy/ ,,,,,,,,,,,,,,,,,,,,,

1989 —
1988 —

TRC Period

1987 —
1986 —
1985 —

Muthana
Period

1984 —
1983 —
1982 —
1981 —
1980 —
1979

Silent -«

Period >

1978 —
1977 —
1976 —
1975 —
1974

Al Haithen [
Period

1973 —
1972 —
1971 —

1970 —

BW Program

Concepts of operations were formed but UNSCOM does not know much
about these since they are prohibited from inquiring about military
maters.

A procurement network was established (for importing needed items
from outside the country) and planning took place, but not much else is
known about Irag’s activities.

This period was dedicated to weapons development, with some
research.

This was primarily a training period with students sent abroad for PhDs
(mostly to the UK). Existing facility was closed. During this period,
Iraq isolated bacteria and viruses, investigated drying processes, taught
students, and built up an institute.

During this period, the goals of the program were “dirty tricks”
associated with assassination of political opponents (staining shirts with
ricin) and protection of the President (food poison testing). But the
program failed with people being sent to jail because of fraud, for
instance. However, the people who ended up leading the BW program
were associated with it at this period. 14



Weaponization of Irag’s BW
Agents

UAYV delivery of BW

Bio Warhead—Munitions
Bl Pl high seplosivi thester missile

Biological Munitions
Example—maodifying a Cardoen PM-1 submunition

Iraq tried to set up a
factory for these tactical
warheads that could be
filled with either CW or
BW. They are made to
look just like normal HE
155 mm rounds,
presumably to prevent
Iranians from taking CBW
defense measures.

Iraq tried to develop
remotely controlled Mirage
fighters with large drop
tanks filled with BW, even
into the Gulf War.

25 SCUD warheads were
filled with anthrax. These
were filled in the period
before the 1991 Gulf War.

15



Weaponization of Irag’s BW
Agents (Cont’)

These gravity bombs were
filled with CW, as indicated
by the empty circle. BW
bombs had an Arabic A in
side the circle.

CW markings,
BW bombs had an Arabic




Supergun—A new way of getting
Intercontmental Dlstances

e = A supergun (termed little -

ME: Babylon) with 350 mm : mmrb, -EEmsE—
N e« diameter, as actually built but B i
e 5 apparently not tested. This TlakEe S
X & W version was built as a fixed o N
el s, direction/launch angle. But it “LE Nl
. could have been weaponized h
',3"’4.-;::-1 to a more mobile version. e
e "
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Clandestine BW Dispersal




Anthrax and Smallpox:
Comparison of Two Outbreaks

Jeanne Guillemin
Senior Fellow
MIT Security Studies Program



Anthrax and Smallpox:
Comparison of Two Outbreaks

e 1979 Sverdlovsk anthrax epidemic,
officially explained by consumption of
Infected meat; military aerosol suspected

e 1972 Yugodavia smallpox epidemic,
started by a pilgrim returning from Mecca
via Baghdad, site of unreported outbreak



Key Problem = Late Diagnosis

1. W
2. W
3. W

Nat aret
nal are t

Nat aret

ne political causes?
ne medical/professional causes?

ne public communication causes?



1979 Sverdlovsk Epidemic

1992-1994 investigation of an
“unnatural” outbreak of 1nhalational
anthrax



Sources of Evidence

KGB list of 64 victims names and addresses
Interviews with families/neighbors of 56 victims
Cemetery data

Autopsy tissue data

Hospital records (5 survivors)

Local hospital and factory clinic lists

Veterinary documents/animal deaths
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PacnpeneneHne CONBHEX L0 JATEK C YyWeTOM HeIDeNOITEdb=
HOCTH EEKYCUaILiOHHOI'O LepEofs, NO3ABOJRI0 RCKINIETH LHENIDDOBAEIE
Wepes MEACC, GOCTYLEBWES Ha IETEHIE HSCENSHLA B LEHT 8IL30BaN-—
HOM TOpAIRe.. ficHO, WTO B 9TO0M CAYIAE CILNUBALD OINNATH BIpEBO-
odpasHO® EHBDECTaERE 3aC0NeBaEMOCTE . PacrmiyTaill xapakTep BCIELES
GPIAAdS E3-32 NLATEILHOrO XpaHeHNT MIca HacelskEneu. Tax, B
KoHIE anpens B cewuse .I'., cocrosmedl a3 2-x weno2er NEECHDEEDOE,
0 ReiuYmm MAca, KYIIeHHOTO B HaYale Mecsna, yASIOCH Y3EATH
TOJABKD B RTOTE ﬁpom:muuﬁ fecemk. hkisco B IeSHON Cay4ae
He BEIWESNO OODECEEEN, DOCKONEKY ﬂakn_gcxn.nm_pn Io0aRLLTIOCE
OpZ BADKE CTYAER. B cenbe ywuTeamERDN C. WeCcTE EIDHCTO MECa
0Ll LepeTOmNeEA MAA NONYSeHRA Cala, K0TOpOe LCIoIB30BaNoch
B mmy. OOHaxo D3 MIC2, E3BATOIO B YRASAHHEMX CewheX, Owac
ENIISeNO XBa OTalti BOSCYENTeNs cnOnpekoll saEH. Jm{opua-

IIlAs HaceJeHEs, OepelaBeBEagCs Wepe3 MeCTHOe pafsd H LewaTh

od ONBCHOCTE YnOTpeOMEeHns cXyRsfiHO KJTMEEHOTO MACE, CO3nans
YEEDEHHOCT: B TOM, WTO MICO BCe MIBATO O JH=YTOSeHD, He CCXla-
HIZOCH ¥ HACeAEHZT, 370 IO3TOMy HacTollwiEne MepH II7 ero
ENSBNeEns I S9BATHS He nNpUEmManEchk. BMecTe c TeM, HadIIne—
Hii B DSNe OUSTOR DOKSS8IN TaKEE BOIUCEHOCTS RREQLINZO38H-S

Page from Soviet report,
1988, submitted to

US State Department.

April 4-May 16,1979 cases
reported as due to eating
Infected meat over weeks.
Fatalities 64, survivors 15.



Anna Komina
Ceramics factory
worker, age 54,
resident of
affected district

Date of onset of
symptoms: April 4
Date of death: April10




Vaentin Petrovich Borisov Pyotr Pilyasov, Age 39
Age 27, Soldier, Compound 32  Construction worker



June, 1992, Hospital 20, in Ekaterinburg’ s southern Chkalovsky district.
Team members Martin Hugh Jones, veterinarian, Alexis Shelokov, virologist,
and Matthew Meselson, biochemist and team organizer, with a university host
V. A. Shpetkin, and the hospital director, Margarita Ilyenko.



Street leading towards ceramics factory (smokestack in
Center) where 18 workers died of anthrax, April-May 1979



1993.Interior of pipe shop of abandoned ceramics factory.
Large, third-story windows on |eft face northwest.



Gate of Compound 19 military base, southwest
Ekaterinburg. Soldier is allowing truck to enter.



Cottage in village southeast of Ekaterinburg where
animals died of anthrax in 1979, starting April 5-6,
and where villagers were vaccinated and quarantined.



Sverdlovsk, ¢.1985

Red dots=Nighttime

L ocations of victims.
Addresses obtained from
KGB and other lists.
Southern cluster isin
Chkalovsky rayon.
Arrows=homes off map.




Chkalovsky District Only
(note inset of entire city)

Irregular white lines show
Compounds 19 and 32.

White rectangle indicates
Ceramics factory.

Red dots=daytime locations of
66 victims and 11 survivors.




Six villages southeast of
Sverdlovsk where

1979 epizootic occurred.
Public health measures
April through May.

I nterviews conducted at
F, Abramovo, confirmed
Veterinary documents.
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Research Findings

A lethal emission of anthrax spores from Compound 19
occurred during the afternoon of April 2, 1979.

No young people under 24 or children were affected.

Approximately 80 people (of some 5000 exposed) became
Infected; 11 survived with treatment.

An estimated gram (atrillion spores) caused the fatalities;
attack rate of 1-2%; fatality rate around 80% (note late
diagnosis).

Inhalation anthrax in humans can occur as long as 43 days
after exposure. (First evidence in human cases)



Soviet Public Health Response

« Urban: lab diagnosis, screening for central
hospital intensive care and pediatric cases,
ambulance transport, autopsy team; 4000
volunteers mobilized for disinfection and
distribution of antibiotics, Moscow clinical team,
vaccine campaign for 50,000; building exteriors
washed.

e Rural: roadblocks, carcasses burnt, enforced
human vaccination, animal sheds destroyed, 3-
week village quarantine.



Incidence

Incidence

Incidence

Diagnosis 9 days post

=
=]

. e April 2 exposure

. Total 21 deaths

-

: Moscow doctors
wdind de dn e ke mes 2 ApilLR2ariva,
L April - May 1979 Total 25 deaths

: | Aomzsszons o moserTag o _ _

y 17 victims die with no
. hospital care

]

i ! I!E T AT City clean-up begun.
April 1 S _ a5 30 may S 10 15 30,000 vaccinated.
10 1 ot - nmy 257 April 16,

¢ . [ Total 42 deaths

:

4

Z Last recorded death
3 l ﬁ May 16. |

1 LTTH M!H . a5 Total 66 valid cases
April 1 S 30 Hay 5 10 18

Apr.i.]. - May 1579 11 survivors



Smallpox Epidemic
Y ugoslavia, 1972

lmported Virus Contagion
“Natural Outbreak”
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TURKEY N USSR
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Fig. 23.5. Spread of smallpox in Iran, Iraq and the Syrian Arab Republic, 1970-1972. The disease was intro-
duced from Afghanistan into Mashhad, Iran, in October 1970. There were three waves of dispersion throu;_l'l
Iran, which lasted over a period of 22 months. By the end of 1971 smallpox had crossed into Iraq, where it
spread north to Arbil and south to As Samawah. Transmission in Iraq was interrupted by June 1972. In February
1972. smallpox spread from Baghdad in Iraq to Meyadin in the Syrian Arab Republic. where a smaller outbreak
occurred that was contained by June 1971
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Fig. 48 The interval between the first possible
exposure to a case of smallipox imported into Europe
by air and the onset of symptoms in first generatwon
indigenous cases, in family and hospital environments.
(Based on Mack, 1971.)
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Fig. 23.7 Yugoslavia: number of cases of smallpox, by date of onset and locality, 1972. The first generation
of cases occurred in Kosovo province and adjacent areas; the large second generation in Kosovo, Belgrade and

some other places.



Public Health Response
Mar. 15to May 9

V accine campaign,
Quarantine, roadblocks.
Belgrade team joins
Kosavar local health staff
(rural, many migrant
workers) to begin
concentric circles of
Vaccinationsin 25 foci,
with family and village
guarantine, prohibition

of public meetings.

18 million (of 20.8
million citizens) were
vaccinated in 3 weeks.
175 cases, 35 dead (20%)
case fatality rate. 37% of
cases among previously
vaccinated.



Structural Sources of Late Diagnosis

e Political: military secrecy/religious
repression

* Medical/Professional: lack of familiarity
with disease (misdiagnosis)

e Communication: public uneducated about
risk



Solutions to Late Diagnosi's

1. Political-public health cooperation
2. Medical technology and education
3. Accurate public communication



US Preparedness for Biological
Terrorism

Gregory Koblentz
Security Studies Program
MIT
April 3, 2002



Ovearview

e Background and History
o September 11 and Anthrax Letters

* Preparedness Post-September 11



Background and History

e 1996 Nunn-Lugar-Domenici Domestic
Preparedness Program

e 1998 White House Initiative
— Pharmaceutical Stockpile
— Grants to State Public Health Agencies
— Metropolitan Medical Response System
— Research & Development



$ (Millions)

Figure 1. HHS Spending on Bioterrorism Preparedness and Research, 1998-2002
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$ (millions)

Figure 2. HHS Spending on Bioterrorism Preparedness, 1998-2002

250
200
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100
50 -
O .
FY 1998 Actual FY 1999 Actual FY 2000 Actual | FY 2001 Enacted FY 2002
Requested
@ National Pharmaceutical Stockpile (CDC) 0 51 52 52 52
National Medical Response Teams (OEP) 0 4 5 6.1 147
OPublic Health Infrastructure and Surveillance 0 62 68 91.4 105.1
(CDC)
OOther 0 4 31 5.6 16.6
Metropolitan Medical Response System (OEP) 0 14.5 16.5 17.4 24.8
@ Medical Responder Training (OEP/VA) 0 3 1 2 5.3




Bioterrorism Preparedness Prior
to September 11

o State and Local Laboratory, Survelllance
and Epidemiological Capabilities Improving
Slowly

* Pharmaceutical Stockpile in Place

 Hospitals and Healthcare Providers
Neglected



The Anthrax Letters

5 letters each with ~2 grams of anthrax
23 confirmed cases: 5 fatalities

> 10,000 on antibiotic prophylaxis
Cost of response: $250 million
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Expect the Unexpected

Doctors are the First Line of Detection
Early Treatment isKey

Lab Capacity Needs to Be More Robust

Coordination and Communication
Problems

Flawed Knowledge Assessment
|mportance of Forensics



$ (millions)

Figure 3. HHS Spending on Bioterrorism Preparedness and Research, 1998-2003
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$ (millions)

Figure 4. HHS Spending on Bioterrorism Preparedness, 1998-2003
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FY 1998 Actual | FY 1999 Actual | FY 2000 Enacted | FY 2001 Enacted | FY 2002 Enacted
Requested
@ National Pharmaceutical Stockpile (CDC) 0 51 52 52 1157 400
National Medical Response Teams (OEP) 0 4 5 6.1 51 43
O Public Health Infrastructure and Surveillance (CDC) 0 62 88 85.5 1034 1101
O Other 0 2 31 10.6 83 123
Metropolitan Medical Response System (OEP) 0 16.25 16.5 17.43 20 60
I Hospital Preparedness and Medical Responder 0 3 1 2 140 651
Training (HRSA)




Post-September 11 Preparedness

e EXisting Programs Expanded and/or Accelerated
— Public Health Infrastructure
— Pharmaceutical Stockpile
— Metropolitan Medical Response System
— Research and Development

 New Programs Established
— Hospital Preparedness
— Medical Responder Training



Assessment of Post-September
11 Preparedness

« National Strategy is Required
— Interagency
— Intergovernmental
— Interdisciplinary
— Public-Private

o Bioterrorism is NOT Another Emerging Infectious
Disease
— Mother Nature vs. Bin Laden
— Criminal and National Security Implications



Public Health Surveillance:
A local health department per spective

BOSTON

M. Anita Barry, MD, MPH
Director, Communicable Disease Control

Boston Public Health Commission




ODbjectives

Current public health survelllance

Characteristics of the ideal survealllance
system

Boston's enhanced surveillance system for
bioterrorism and mass casualty events

Future plans




Types of Surveillance

Notifiable disease reporting
Active surveillance

L aboratory based surveillance
Population based surveillance




Notifiable Disease Reporting

e Health care providers are required by law or
regulation to notify public health about:

— Named pathogens
— Specified diagnoses
— QOutbreaks or clusters of 1lIness
e Usually apassive system, but can use
enhanced passive technique

 Reporting requirements differ among states




Notifiable Disease Reporting:
Why it’sincomplete

Unaware of the requirement to report
Confused about the mechanics of reporting
Concern about confidentiality

Someone else’s job

Unconfirmed case (wrong diagnosis, no |ab)
Forgot to do it




Active surveallance

* Public health staff review records and
other data on site (for example, at a
hospital)

* Providesfairly complete data

* Very labor intensive and requires a
sustained effort - resources become a
problem




L aboratory based surveillance

| aboratories are required to report certain
positive test results to public health

 |solated laboratory data are incomplete
— False positives, false negatives
— Skewed testing (publicity, specific signs and
symptoms)
* Molecular microbiologic techniques
enhance epidemiologic investigations




Population Based Survelllance

* |lInessin closed communities (such as
Incarcerated popul ations)

e Absentealsm rates
e |nsurance clams data

o Sales of specific products (such as anti-
diarrheal medications)




Theldeal Surveillance System

Fast, cheap, and easy...




The Problem

o Traditional survelllance systems based on
the reporting of specific diseases have
limited potential for early detection of mass
casualty events such as bioterrorism or
pandemic influenza.




Milwaukee: Cryptosporidium | nfection
Related to the Public Water Supply

 Estimated 400,000 people had outbreak
assoclated diarrhea.

» 285 |aboratory confirmed cases.

« Recognition of the outbreak was delayed:
— Non-specific nature of the symptoms

_imited |aboratory testing

nfrequent use of the health care system by
neople with diarrhea




| dentification of the Outbreak

o Shortages of over the counter anti-diarrheal
medications

— pharmaceutical sales data impacted by sales &
IS unlikely to detect small case numbers
» Retrospective data indicated changesin
health care utilization patterns prior to
Identification of the outbreak




Agents of Concern:
CDC Category A

Bacillus anthracis (anthrax)
Clostridium botulinum toxin (botulism)
Yersinia pestis (plague)

variola magjor (smallpox)

Francisella tularensis (tularemia)

Viral hemorrhagic fever




Agents of Concern:
CDC Category B

Coxiella burnetti (Q fever)
Brucella species (brucellosis)
Burkholderia malle (glanders)

ricin toxin from Ricinus communis
(castor beans)

» gpsilon toxin of Clostridium perfringens




Agents of Concern:
CDC Category C

Nipah virus
hantaviruses
tickborne hemorrhagic fever viruses

yellow fever
multidrug-resistant tuberculosis




Bioterrorism Eventsin the

United States
e 1984, The Dalles, Oregon

—Samondllain salad bars
— 751 11l (45 hospitalized)
1996, Ddllas, Texas

— Shigellain micro-lab donuts

_12ill (4 hospitalized)




Anthrax Cases, 2001

Anthrax Among Outbreak-related Cases
2001
Cases FL NYC NJ DC CT Total

Inhalational 2 1 2 5 1 11

Cutaneous
Confirmed O 4 3
Suspected 0 3 1

O O
O O
Total 2 8 /5 1 22

-
4




Theldeal Survellance System

Sengitive (with enough specificity to make
It workable)

Timely
Provides complete data
Cost effective

Linked to an effective follow-up system to
Interpret initial signals




Enhanced Survealllancein Boston

Emergency department visits
Urgent care visits

Boston EMS calls
Death certificates
Poison Control Center




VOLUME SURVEILLANCE SYSTEM DESIGN: DATA SOURCES

BOSTON HOSPITALS
BOSTON

EMS

BPHC CDC




Enhanced Survealllance in
Boston: Hospitals

* Every 24 hoursvolume datais
electronically sent by SFTP to the Boston
Public Health Commission (BPHC)

 Threshold data for each site based on
historical data has been calculated

o If threshold is exceeded an initial
assessment Is automatically sent to an onsite

contact




Calculations

Binomial distribution: adjust for month and day of
the week

Number of events=average daily volume by month
n=Boston population (1990 census)
p= number of events/n

Upper Cl=p+((1-?)(sart(p)(1-p)/(n))))
Upper threshold = Upper CI(n)




Enhanced Survealllance in
Boston: Hospitals (Cont’d)

 If acluster or any unusual cases of ilIness
are identified on initial assessment, BPHC
nurses/epidemiol ogists investigate further

e Dataaretypically available within 12 hours
after the close of a 24 hour period




Enhanced Surveallancein
Boston: Other Sites

* Poison Control Center: daily volume data
being sent, thresholds being adjusted

e Boston EMS: type of calls of interest

selected, automatic data transfer being
developed

* Death Certificates. database devel oped;
timeliness of data input being addressed




Enhanced Surveillance in Boston
Preliminary Findings

o System detected morbidity associated
with a heat wave (retrospective)

 VVolume data corresponded well with
Influenza activity in 1999 and 2000

o System identified changes in health
seeking behavior post September 11




Volume data and influenza

 In 2000 there were 103 episodes of asite
exceeding threshold.

 However, 3 or more sites ssmultaneously
exceeded threshold on only 4 days and 2
siteson 17 days.

 Most of the time (N=54), only one site
exceeded threshold on a given day.




Daily volume by site
December 1, 1999 - January 31, 2000
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Volume Survelllance - 12/4 to 12/9/00
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Volume data: Findings from

0/11/02 -11/11/02




Daily volume by site
September 11, 2001 - November 11, 2001
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?Days exceeding threshold. No infectious disease clusters identified.




How many times did multiple sites exceed
threshold on a given day?

There were 22 episodes of a site exceeding
threshold in the time period.

For most (n=17) only asingle site exceeded
threshold on a given day.

On two days, two sites ssmultaneously
exceeded threshold.

On one day, four sites ssmultaneously
exceeded threshold.




Follow-Up with sites exceeding
threshold and Boston Public Health
Commission’s (BPHC) Response

Persons seeking nasal swalbs and antibiotics for
anthrax resulted in increased activity on 10/15

No anthrax cases or anthrax contaminated

environmental specimens were identified in
Massachusetts

The BPHC posted information on anthrax including
updates to BPHC' s website (www.bphc.org)

Clinical advisories on anthrax were emailed to health
care providers throughout the city




Enhanced Survealllancein Boston

Strengths
Adjusts for site case mix
Adjusts for seasonal changes
City wide coverage
Electronic
Weaknesses
Non-specific for BT events

Changes influenced by the business of health care




Conclusions
V olume based survelllance i1s afeasible method for
the early identification of a mass morbidity event

A rapid follow-up system isacritical component to
understanding initial signals
Data from this system can be used to create

educational messages for both health care providers
and the public

Additional research is needed to define the
sensitivity of the individual or combined measures
being used and the optimal combination to detect
significant activity




Enhanced Surveallancein
Boston:L essons L ear ned

Systems must be electronic

Add on systems will not be sustainable
Computers system go down (even for days)
— Develop back up plans

Don’t abandon case reporting
— No one system is perfect

The more complex data - the harder it will be to retrieve
It manually

Build communication networks into the surveillance
system




Enhanced Surveallancein
Boston: Future Plans

« Capture more granular data
— Chief complaint data

— Natural language programming

— Minimize human contact

« Add additional populations and types of health
care sites

 Enhance the surveillance feedback loop
e Syndromic surveillance




Syndromes That May Be
Associated With Bioterrorism

Pulmonary  Rash and fever
— Fever — Vesicular

— Cough — Petechial

— Myalgias  Neurologic

— Hypoxia — cranial nerve palsies,
HA, fever, confusion

~ever e Septic Shock
Nausea/vomiting — DIC
Diarr hea (+/-bloody) — Organ failure




Syndromic Surveillance

e |CD-9 code data or chief complaints to identify
potential BT-related syndromes

—How much Is to much

— Follow-up is critical

—Red time datais limited

— Sustainability

—Validity of chief complaint data - How do
different populations describe illness




Questions?




Bioterrorism Preparedness -

Laboratory Analysis

Kate Ruoff, Ph.D.
Microbiology Laboratories
Massachusetts General Hospital

kKruoff@partners.org



Bioterrorism Preparedness -
Laboratory Analysis

An account from
the “real world”
of the clinical
microbiology
laboratory




Clinical Laboratories -
The Need for Preparation

Agents likely to be used by terrorists
— Unfamiliar, rarely encountered organisms

— Potential for misidentification, mishandling of
specimens, laboratory acquired infection

Public health agency-sponsored training in
the Northeast began in 1999

Laboratory Response Network (LRN)
Were we prepared in the autumn of 20017
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LRN Level A Lab Preparedness

* Level A laboratory functions
— Rule out / refer

— Ship suspicious infectious agents to higher level
labs for further study

e Level A laboratory activities
— Formulate laboratory procedures
— Train staff
— Biosafety concerns

» Assistance from public health agencies



Activities of Clinical Micro Labs

 “Average” Labs
— Microscopic examination of specimens

— Culture of specimens and isolation of many bacterial and
fungal pathogens

— ldentification and susceptibility testing

e “Advanced” Labs
— Viruses (culture, direct detection)
— Mycobacteria (culture, susceptibility)
— Certain fungi (culture and identification)
— Molecular testing



Level A Lab Example: B. anthracis

« Gram stain* of
CSF, positive
blood culture or
wound culture
shows large gram-
positive rods

il

P

 §
*Gram stain: Differential stain, not ﬁ

specific, but can be extremely helpful

B

Jernigan, etg.

[~
[ NS

Day
1



Level A Lab Example: B. anthracis

e Culture on blood agar*. e Ty
Examine for B hcmolysis
characteristic colony - )
morphology and lack of
beta-hemolysis

Beta- q
hemolysis
*Agents of anthrax and plague are “easy” to
grow. Agents of tularemia, brucellosis are '@
harder to recover, may require special media ﬁ D;‘y



Level A Lab Example: B. anthracis

[T

e Perform identification
tests. For ?B. anthracis,

perform motility test*

Growth only near
original inoculation
stab (non-maotile)

Growth w

throughout
medium (motile) T

dangerous cultures) are recommended for Level A labs Day

3



Level A Lab Example: B. anthracis

e Ruled In?

— Bacillus species with characteristic colony
morphology, non-hemolytic, non-motile

 REFER

— Contact Level B lab
— Ship suspect isolate



Level A Lab Preparedness -
Where Are We Now?

* Bigger seems to be “better”

— Wider variety of pathogens encountered,
personnel experienced in working with
Infrequently isolated agents

— More and/or better biosafety equipment

— Institutional support for needed resources
IS more likely in larger hospitals

e Small labs can still have successful
preparedness programs



Level A Lab Preparedness
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Anthrax

Plague

Tularemia

O Slaaffer

Brucellosis

Botulism-

Specimen processing/

shipping only

Smallpox, VHF-
More guidance needed
for Level A labs

Environmental testing
for B. anthracis spores



Clinical Lab Preparedness —
Next Steps

e Extend training (category B agents)

 Enhance communication/cooperation with higher
level public health labs

— NLS

* Dissemination of some Level B procedures to select
Level A labs

— ?Rapid, specific tests/reagents
— ?BSL3 activities in select labs
— ?Surge capacity



Level A Clinical Microbiology
Laboratories

e Can be instrumental in early recognition
 Must be trained, alert and vigilant

 Form partnerships with public health labs for
BT preparedness assistance, BT response
plans, and overall improvement of the public
health system




Urban Testbed Initiative
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& Outline

* Thoughts on Urban Biodefense

* Importance of Testbeds

* MIT LL Urban Testbed Initial Approach
* MBTA subway experiments

* Algorithmic approach

* Future Work

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TJID 2



Challenges Associated with Civilian
= Biodefense

* Any high-density site (city, airport, facility, building)
represents a potential target

* Population to be protected is diverse (age, mobility, health)

* No environmental sensing systems will be tolerated that have
high false negative or false positive rates

— If they alarm too much or miss events, they will be ignored

* Current clinical diagnostic technologies and medical
Infrastructure are not suited to rapid detection of bioagent
events

— Advanced diagnostics (e.g., PCR) use is rare, even in large city
hospitals

— No medical reporting systems are in use that have real-time
detection of infectious disease patterns as their objective

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TID 3



Biodefense Components

Homeland Numerous relationships between
Biodefense portions of this hierarchy are not shown.
I
Response Health Care EnvIron_mentaI Threat
Management Monitoring Management
Training Publicity Inoculation Public Health Sample Air Food Water Intelligence Red-
Mgmt Diagnosis Surveillance Analysis teaming
Decontamination Destruction
Treatment |
Attribution
Individual Facility City-wide Base
Protection Protection defense Protection
I I
Indoor Outdoor
I | I
Aircraft Airport Arenas [ Stadium Public
Terminal Gathering
La_rg(? Subway Shopping
building mall

Biodefense development must be multi-faceted.
MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop

TID 4
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o Needed Biodefense Investments

* Point-of-care and public health not well integrated
— Health care system is the current detector
e System (multi-sensor) environmental monitoring development
— Focus has been on basic technology and devices
®* Characterization of environments of high-threat facilities
— Sensor technology not universally applicable
— Helps to set requirements
® |arge-scale urban protection
— Sparse sampling/sensing

— Low probability event with catastrophic consequences (akin to nuclear
detonation)

* Red-teaming

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TID5



& Environmental Monitors

* DoD environmental monitors designed for outdoor force
protection

— High sensitivity preference
— Current cost prohibits mass-production

— Unproven performance in urban or indoor areas where air is filled
with interferents

* Urban Civil Protection has markedly different requirements
from military use

— Low false alert rate and low cost a priority
> Lower sensitivity partial solution may be preferred

— Wide variation in environments (e.g. stadium vs. subway)
> Densely populated areas add to natural biological interferents
> Airflow, HVAC are important design considerations

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TID 6
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BAWS Ill Background Measurement Campaign

Porton Down UK
DRES, Canada 10/2000
9/2809d . (Mixed urban/coastal/rural)
(rural/arid) Boston, MA
12/17/98 - 12/23/98
1999,2000,2001
(Urban)

Washington DC
2/4/98 - 2/14/98, 1999
(Urban)

Salt Lake City
2/2001, 2002
(urban/arid)

Dugway, UT
6/10/98 - 6/30/98
10/19/98 - 10/27/98
(Arid)

Curtis Bay, MD
7/20/98-7/28/98
(Coastal)

Atlanta, GA
11/2/98 - 11/10/98

(Urban/Light Industry)
Panama City, FL

5/4/98 - 5/12/98
(Coastal)

Ft Leonard Wood, MC
4/8/98 - 4/18/98
10/6/98 - 10/13/98 o\ 1 on i o)

(Rural/Deciduous) 41000 3196/98

(Rural/Deciduous)

Hawaii 6-7/2001 Camp Doha, Kuwait 1999
(Coastal)

-« (Arid desert) —_—

MIT Lincoln Laboratory e
New England Bioterrorism Preparedness Workshop
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Testbeds as an Important Development Tool

nvironmental™ Blodefense Public
Monitoring testbed Health

Testbeds are needed for both public health and environmental
monitoring systems
— Understand the problem and set system requirements

— Improve training
— Infuse emerging technologies in realistic settings
— Understand unigue environments of various facility types

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TID 8



BAWS July
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MIT/LL Urban Testbed Project Goals

* Define a system architecture for facility defense using
environmental monitors

* Understand the natural air composition and the response of
existing instruments in those facilities

* Develop decision logic methodology that is extensible to
other urban defense problems

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TJD 10



Urban Testbed Status

Project funding began in June, 2001
Coordination with Boston-area authorities for the past 1-2 years

— MA Bay Transportation Authority (MBTA), Boston Emergency
Management Authority (BEMA),
MA Emergency Management Authority (MEMA),
MA Dept of Public Health, National Guard, Logan airport, others

BAWS measurements at Boston Marathon, July 4t celebration

Measurements in MBTA subway station; sensors being installed in a
station.

— Particle counters, airflow, temperature, humidity, train motion.

— Periodic measurements in other locations or with sensors that cannot
be installed for long periods.

Develop alerting algorithm approach
Controlled chamber releases
Discussing measurements in other Boston locations

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
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Subway Protection Considerations

* Threat has been established

— Aum Shinrikyo Tokyo Sarin gas release

— Numerous entry points and hiding places

— Train “piston effect” moves air through the system
* System is spatially distributed

— Many low cost sensors preferred over few high cost sensors

— Release point cannot be anticipated apriori
* |mportant to find dual-use applications for system
* Principal response actions

— Stop trains (plug tunnels?)

— Activate vent fans?

— Evacuate and prevent additional access

MIT Lincoln Laboratory e

New England Bioterrorism Preparedness Workshop
TJD 12
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