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Thesi s

Current doctrine, when conmbined with existing Tactics, Techniques
and Procedures (TTP), can provi de operational commanders with a neasure
of effectiveness for their information operations. Commanders nust be
able to neasure the effectiveness of their information operations (10O
in order to know if they are acconplishing their purpose. Measuring
effectiveness, however, is nore than just a function a staff perforns;
it is part of the entire process of planning and executing mlitary

oper ati ons.

I nt roducti on

Operational commnders have a wide variety of tools available to
accomplish their mlitary objectives. 10 are sinply a set of
specialized tools that can acconplish objectives on their own, or in
concert with other tools. The problem for the operational commander,
however, is that the wide variety of 10, their high degree of
speci alization, and the ever-changi ng met hods and technol ogi es they
enpl oy often present a great deal of uncertainty and unfamliarity in
their application and effects. This also neans that the technical gap
bet ween i nformation operators and their operational comanders wil |
l'ikely continue to widen, creating even greater uncertainty while
exponentially increasing the requirenment to trust operators to achieve

their assigned objectives. Trust, though, should not be blind. As with



any other tool, commanders must have a nmethod of knowing if their 10 are
effective in achieving their objectives.

Thi s paper explores current doctrinal process and techni ques
avail abl e for commanders to use in order to know if their 10 are
effective. It begins with a general discussion of what 10 entail, how
commanders deci de when to enploy them how they articulate those
decisions to their staffs, and what is meant by measures of
effectiveness (MOE). It then takes a nore detailed | ook at existing

TTPs for establishing MOE, and how this process

occurred during Operation Allied Force in order to gleam | essons
| earned. Finally, this paper provides recommendations for future

oper ati onal commanders.

Information Operations

Joint doctrine provides a seemngly sinmple definition: "Information
Operations involve actions taken to affect adversary information and
information systens whil e defending one's own information and
information systems."' 10, then, have inportant offensive and defensive
pur poses and come in many forns, naking them nore conmpl ex than that
sinple definition may | ead one to believe. To acconplish it's purpose,
| O use many varied tools. Ofensive 10 ".include, but are not linmted
to operations security (OPSEC), mlitary deception, psychol ogical
operations (PsyOps), electronic warfare (EW, physical
attack/ destruction, and special information operations (SI O, and may

i ncl ude conputer network attack."?

Defensive 1O "..are conducted through
i nformati on assurance, OPSEC, physical security, counter-deception,

count er - propaganda, counterintelligence, EW and SIO"® Furthermore, 10



"..apply across all phases of an operation, the range of mlitary
operations, and at every |evel of war."?

VWile this paper is primarily concerned with 10 at the operationa
level, it is inportant to understand the goals of 1O at all |evels of
war in order to provide nore clarity for the purpose at the operational
level. At the strategic level, 10 ".achieves national objectives by
influencing or affecting all elenments (political, mlitary, economc, or
informational) of an adversary's or potential adversary's national power

while protecting simlar friendly elenents."?®

At the operational |evel,
it "affects adversary's lines of communication (LOCs), |ogistics,
conmand and control (C2), and related capabilities while protecting
simlar friendly

capabilities."®

And at the tactical level, 10 affect adversary
information and information systens relating to C2, intelligence, and

ot her informati on-based processes directly relating to the conduct of
mlitary operations while protecting simlar friendly capabilities."’
Operati onal commnders can use this doctrine to forman idea, or set of
boundaries, for their informational "area of operations.” Their area of
i nfluence, then, includes their area of operations, as well as the areas
they can deliberately (intentionally) or unintentionally affect
operations at the tactical and strategic |levels. The staff nust then
consi der the deliberate purpose, that is, objective, for 10in the
context of their area of operations in order to determ ne the proper
measure of application. It nust also determ ne what indicators wll

exist to alert themif and when 10 fail to achieve their purpose or

uni ntentionally exceed the area of operations.



The first step in measuring effectiveness, then, is knowi ng what is
supposed to be nmeasured. Commanders nmust effectively articulate this
gui dance to the staff. The staff nust then be able to apply 10in a
manner consistent with that guidance, and nust have a neans of neasuring

its effects within their area of influence.

Commander' s Gui dance

The commander's gui dance begins with his intent statenment. The
commander's i ntent enphasizes four major points: "purpose, nethod,

ri sk, and end state."?®

When devel oping his intent statenent, the
commander typically considers his restated m ssion, based on his
essential tasks (derived during the m ssion analysis), and the desired
end-state that he expects to achieve upon conpleting those tasks. Wth

that in m nd, he devel ops a general, broad-based idea of how he expects

to achi eve the

desired end state and provides the staff with risks he is and/or is not
willing to take. The commander's intent is inportant because it
provides the staff with a starting point in their course of action
devel opnent, and a common end-point toward which they should direct the
effects of those courses of action.

The commander's intent belongs to the commander. He is free to
modi fy the format and the | evel of guidance, as well as the enphasis he
pays to any, all, or none of the various battle functions.

Additionally, he typically does not formhis intent in a vacuum It is
typically based on information he receives fromhis higher headquarters
and his own staff as they conduct their m ssion analysis. \When

integrated, 10O planners would include an eval uation of the higher



headquarters' and the adversary's planned and potential 10 as well as a
summary of his own 1O capabilities during the m ssion analysis briefing.

By doing so, the staff better prepares the conmander to include how
(generally) he intends to use IO and/or what risks he is or is not
willing to accept.

Once the conmander's intent is issued, the staff begins course of
action devel opnent. After devel oping one or nore courses of action, the
staff briefs the commander and receives his decision and additional
gui dance. While there are many nmet hods of briefing the courses of
action, nost, if not all include a discussion of how the various units
and/ or battle functions support the acconplishnent of specific
obj ectives. That is, they tell the commander the task and purpose as
t hey descri be how they support the acconplishment of objectives. This
hel ps create a common understanding, or a neeting of the m nds, between
t he commander and his staff as to the purpose of each function. A clear
under st andi ng of the purpose and risks the commander is and/or is not
willing to accept is critical, as that becones the yardstick agai nst

which staff officers wll

measure their operations while providing boundaries for the effects of
their operations. 1In short, it links specific IO tasks to operationa
obj ectives, and gives planners the purpose(s) and the boundaries of
their area of influence they require in order to determ ne the right nx
and neasure of IO The staff can then use this to develop indicators
that effectively nmeasure the effectiveness of 10 in achieving the

commander's stated tasks within the defined area of influence.

Measures of Effectiveness



Joint doctrine, then, provides a process to facilitate the
commander’s ability to consciously decide what it is he wants 10 to
accomplish and how to articulate that to his staff. It also provides a
process for staffs to foll ow when planni ng and executi ng operations.
Joi nt doctrine does not, however, provide nuch in the way of defining
how t hey should measure the effectiveness of their operations. |In fact,
nmeasures of effectiveness are not defined at all in joint doctrine.
American Heritage Dictionary defines neasure as "Di nensions, quantity,
or capacity as ascertained by conmparison with a standard."® And it

defines effect (effectiveness) as ".a result."?

For the purpose of this
paper, then, neasures of effectiveness are quantitative or subjective

i ndicators that conpare the results of 10 against their task (standard).
Joint Pub 3-13 provides a reasonable foundation for articulating those
standards in the various annexes to OPLANS.™ In it's sanple annexes to
operations plans, it requires the staff to list the specific tasks IO is
to acconplish; these tasks, as discussed previously in this paper,
shoul d come directly fromthe commander's approved course of action.

The key question for commanders and their staffs then becones what are

the appropriate "indicators" that wll

tell them what kinds of effects their 10 are having within their area of
i nfluence.

To support the stated definition of MOEs, indicators are quantitative
or subjective and nust be relevant to both the operations being enpl oyed
and the desired end state for their task. To best serve the conmander,
the indicators should typically provide increnental measures of progress

toward achi eving a goal and they should alert the commander if his



operations threaten to violate his risk criteria. So how can we
identify themand how will we know if we achieve thenf

In their article, Measuring Effectiveness of Theater |IWC2W
Canpai gns, Howard Cl ark and Saundra Wallfesh provide an interesting
met hod of identifying indicators and integrating themthroughout the
staff. In their “Reflective Practitioner” approach “.people who are
expert in certain areas use subjective judgnment, assisted where they

deem useful, with objective data.”*?

This method inplies a strong need
to integrate 10 into the plans and operations in order to identify
"sensors” and link themto "expert" assessors. But how can the
“Reflective Practitioner” approach ensure the right collection
requi renents are passed to the right sensors, and that data are assessed
by the right “experts.”

Clark and Wal |l fesh suggest the “Theater Level MOE Wrksheet” as a
TTP for ensuring better staff integration.®™ Figure 1 provides the
wor ksheet format with a sanple requirenment (Wiile fictional, such a
requi rement may have been generated had planners utilized this TTP
during Operation Allied Force). When applied in the context of
doctrinal planning, the IO planners would devel op a worksheet for each
of the tasks in their annex, and work with the staff to identify and

task the appropriate sensors and assessors. This links the “experts”

with “objective data” in order to provide nore

accurate and consi stent assessnents. The assessor then also knows the

relative inportance of the task and who to pass his assessnments to.




Figure 1 (Theater Level MOE

Figure 1 (Theater Level MOE Worksheet)

The MOE Wor ksheet can be a manual card or automated. Regardless of the
medi a used, this systemoffers a nethod of ensuring 10 indicators are
tasked to sensors in accordance with the commander’s priorities, are
assessed by qualified personnel, and that the assessnents make it back
to the 10 planners. That is, it provides integration during the

execution phase to provide a nore tinely and accurate MOE.

Do Doctrine and TTPs Really Matter?

The first half of this paper focused on the doctrinal processes and
TTPs avail able to provide commander’s with a MOE. But joint 10 doctrine
is still relatively new (Joint Pub 3-13 was published in Cctober
1998) ..how do we know if the doctrinal processes and TTPs di scussed above
really work? Operation Allied Force in Kosovo is our only conpl eted

Theater | evel combat



action since our doctrine was published. Does our experience in Kosovo
provi de any insights to whether or not current doctrinal processes

and/ or other TTPs work?

Anal ysis of Information Operations In Operation Allied Force

The wide variety of functions that constitute 10 are too nunerous to
study within the limted scope of this paper. Additionally, how we used
and measured many of the functions, such as cyber-attacks and el ectronic
surveillance and C2 counter-neasures is classified. For that reason, |
limted the research to a study of public records and the analysis to
Public Affairs (PA) and PsyOps. While PA and PsyOps enconpass only a
fraction of 10, they do provide insights to the process of neasuring
effectiveness. Such "process" insights arguably have applicability
across the spectrum of 10,

The discussion that follows indicates that planners did not utilize
current doctrine to integrate and assess their 1O during Operation
Allied Force. They did not fully include 10in their initial planning
efforts and, while they had Iimted success in establishing indicators,
they generally failed to reliably nmeasure themin a tinmely and accurate
manner. The poor record is primarily due to poor integration |leading to
unclear 10O objectives, as well as the inherent difficulty in conducting
subj ective analysis. While Operation Allied Force does not provide nany
positive exanples of how to successfully neasure the effectiveness of
IO, it can provide us with a better understanding of why the processes
and indicators they did use failed to tell key | eaders what they needed
to know. Such an understanding is necessary in order to help validate

and/ or inprove our current processes.



Obj ectives in Operation Allied Force

Operation Allied Force provides a good case study in the first step
of measuring effectiveness - establishing clear objectives. 10 planners
were not integrated into the initial plan and did not, therefore, have
specific objectives for which they could devel op nmeasures of
ef fectiveness and relevant indicators.®™ This is blamed, in part, on
the fact that planners believed Ml osevic would return to the
negotiating table after a few days of air strikes.™ |In fact, the IO
cell was not even initially |located with the pl anners.

M | osivec, provides a nore positive exanple in that he did
incorporate 10 in his initial plans. Ml osevic controlled the ground
and was able to direct and orchestrate nedia access to sites where NATO
had i nadvertently killed innocent civilians. At the same tinme, he
prevented their access to areas where his forces had intentionally
conmmtted far worse atrocities in their deliberate ethnic cleansing
canpaign.'” As a result, pictures of the deaths NATO accidentally
inflicted were exponentially nore influential on donestic and
international opinion than nere statenents NATO nade about Serbia's
et hni ¢ cl eansi ng canpaign.*® They created such a threat to the alliance
that, eventually, President Clinton personally approved each target. '
General Clark comented that the media enabled small, tactical actions
to have significant effects at the political (strategic) level.?* In
hi s book Wagi ng Modern War, Clark |aments that “..public opinion was

doing to us what the Serb air defense had failed to do: limt our

strikes.”?

NATO s stated objectives were "..stopping the violence in Kosovo;

withdrawing Serb mlitary police and paramlitary fromthe province;



stationing an international mlitary province there; allow ng al
Kosovar Al bani ans safe return hone; and working on a political
settl ement based on

the tal ks outside Paris."??

Certainly 10 was not capabl e of
accomplishing any of these objectives alone, but it could, arguably,
have assisted in acconplishing themhad it been integrated throughout
the entire planning process. A key vulnerability in alliance warfare
has al ways been the fragile nature of alliances. General Clark was
fully aware of the inportance of holding the alliance together. Equally
i nportant, M osevic evidently recognized the alliance as NATO s center
of gravity and believed that if he could endure the air strikes |long
enough, he could fracture the alliance.?® His well orchestrated nedia
canpai gns indicate that he pursued that goal by shaping public opinion
t hrough aggressive and mani pul ati ve use of the press.?

Pl anners failed to devel op such an eneny course of action during the
command estimate process.? One possible explanation for why they
failed to recognize this as a |likely, indeed nost dangerous, eneny
course of action may have been that they did not include information
operators in their command esti mate process. Their inclusion would have
provi ded a person who, by their expertise and specialized function,
woul d |ikely have recogni zed potential enenmy and friendly uses of PA
Such "experts" would be better able to recognize the potential for
M |l osevic to chose such a course of action, and may have pronpted

pl anners to nore seriously consider that possibility.

Had t hey been seriously considered during the planning phase, PA

woul d |ikely have been assigned the objectives they were eventually



call ed upon to do once M| osevic's plan becanme nore apparent. Wiile not
formally nmentioned as such in any official historical accounts, PA's

eventual efforts did support the foll owi ng objectives:

1. Shape international public opinion against M| osevic and in
favor of NATO
2. Limt the negative effects civilian deaths (unintentionally
inflicted by NATO air strikes) have on public opinion.

Had t hese objectives been assigned to PA during the initial
pl anni ng, they coul d have devel oped a nore deli berate media canpaign to
shape public opinion against MIlosevic and integrated with intelligence
functions to provide graphic inmages of Serb atrocities for the press.
Addi tionally, PA would have been better able to devel op a proactive
thenme for the press to deal with the |ikelihood of unintentional
civilian deaths resulting from NATO air strikes. Such a thenme could
have begun before the first air strike (rather than well after it), and
linked Mlosevic to the reason the air strikes were occurring. Finally,
they would likely have recognized a need to integrate PA with
intelligence and current operations in order to provide tinely and
accurate press releases regardi ng such incidents before M| osevic had
the opportunity to exploit them Instead, NATO often found its self
retracting it's initial statenments and/or waiting days before comenting
on alleged targeting errors.? These problens consistently served to
further M1 osevic's goal of dimnishing public opinion in order to split
the alliance.

Failure to integrate PsyOps denied them clear objectives as well.

It was not until well after the air strikes had begun that General Clark



recogni zed that the Serbian center of gravity was not just its forces in

Kosovo, but the will of Mlosevic and his supporters as well.?®

Agai n
M | osevic provided a better exanple of howto integrate PsyOps early.
An exanple of his efforts can be found in the "Bull's Eyes" the Serbians
wore during the NATO air strikes. This tactic is credited for unifying

the Serbians in defiance of NATO. 2 NATO then found it's self with a

nor e

difficult task as it eventually sought to reduce the will of M| osevic

and his supporters.

Measures OF Effectiveness In Operation Allied Force

There is no official evidence to denonstrate that NATO ever
establ i shed formal neasures of effectiveness and rel evant indicators for
| O. The absence of such records indicates that this was not a fornal
process. That, and the fact that they were not initially integrated
into the operational plans speaks vol unes about why commanders find it
so difficult to know if their 10 are effective. Ext ensi ve readi ngs,
however, do denonstrate that NATO did informally attenpt to neasure the
ef fectiveness of their public affairs and PsyOps, but not until they had
more clearly recognized tasks, well over a nonth after the first air
strike.

Once they had recogni zed (though not formal) tasks, and were better
integrated into operational plans, PA and PsyOps officers did attenpt to
measure the effectiveness of their operations. The 10 cell was
eventually collocated with the planning staff which provided all players
with a better ability to conduct direct coordination and integrate their

actions. A key point to take away fromthe coll ective references is



where information operators went to identify and assess their

i ndi cators.

Public affairs indicators were typically friendly or neutral based.

That is they cane fromall-source public information as well as
privileged conversations between senior mlitary coalition | eaders.
This inplies a need to identify which informati on venues are nost
effective in shaping public opinion in the coalition and neutral
countries, as well as a need to have cl ose access to the commander.
Such access to the commander can provide the PAO with "perception

i nsights" the commnder receives from

ot her senior |eaders as well as help in shaping his nessage for the
press.

Various readings indicate that the public affairs cell used
prom nent newspaper editorials, cable news networks, and high vol une
internet websites and chat roons as their indicators for both
obj ectives. While this sounds easy enough, collecting and assessing the
f eedback fromthe indicators proved to be a nmonunental task. Not only
did it require linguists to interpret the nedia, but it also entailed
assessing overall success as well as the success in individual coalition
menber countries. It also meant bal ancing public affairs' limted
resources as they sought to assess their indicators, develop strategies
to inmprove their effectiveness, and respond to inquiries fromthe press.
Wth augnentation, the staff was able to follow a fairly
straightforward assessnment net hodol ogy - review the feedback fromthe

i ndi cat ors, assess success to date, and develop strategies to nmaintain



areas that are favorable to NATO while inproving areas that are | ess
favorabl e.

It al so appears that the PAO did have cl ose personal access to the
commander. In his book Waging War, General Clark states that his PAQO,
Air Commodore W I by, had become a "genuinely close menber of my team"?®

Such a relationship likely provided Air Commodore W1 by with insights
to the conversations General Clark had with other senior NATO | eaders
regardi ng potential fractures in the coalition.

PsyOps indicators, on the other hand, were typically threat-based.
That is they cane fromintelligence sensors (electronic or HUM NT) that
can track the actions of threat mlitary and civilians while their
anal ysts can help predict eneny intentions. PsyOps, therefore, relies
heavily on intelligence to help identify and assess their indicators.
Including intelligence in the process of identifying the indicators not

only

increases reliability, but it also brings the intelligence conmunity on
board in devel oping and executing a plan to nmonitor and assess them as
wel | .

Uncl assified research does not provide any official objectives
for PsyOps during Operation Allied Force. NATO actions, however, inply
that PsyOps objectives were to break the will of the Serbian people and
M |l osevic's supporters. This is further confirmed by the fact that
expanded air strikes were, in part directed towards acconplishing this
goal. In their book Wnning Ugly, Ivo Dadler and M chael O Hanlon claim
that "NATO al so showed that it was willing to turn up the heat on
M| osevic's inner circle, attacking his cronies' residences and

n 29

busi nesses as well as party headquarters. Sanctions and the expanded



air strikes also had effects on the general Serbian popul ation, raising
unenpl oyment to 50% *® General Short, the air commander stated that
"..he never felt Serbian forces in Kosovo to be a "center of gravity" and
argued that destroying assets that kept Serbian |eaders in power and in
confort was NATO s key to victory. "3

Measuring how effective NATO was at breaking the will of M osevic
and his supporters was a difficult task during Operation Allied Force
and remai ns a source of nuch controversy today. The initial air strikes
directed against mlitary targets proved difficult to execute and did
not convince Ml osevic to concede. Counting the nunber of vehicles or
conbat systens served no purpose in determ ning whether or not
M|l osevic's will, or support, was dimnishing. After the first few days
of air strikes, CGeneral Clark said ".we need better nmeans to neasure our
efforts."% And asked his staff to ".develop a system setting our
obj ectives against Ml osevic's probabl e objectives, and rating each

n 33

si de. His staff then provided a quantitative BDA assessnent in

descri bing NATO s effects. Soon

after that assessnent of their effectiveness, General Clark recognized
or determ ned that the purpose of these air strikes was not to sinply
reduce the mlitary forces, but rather, the purpose was to apply enough
force to convince M| osevic that he could not win. In comng to that
realization, General Clark concluded that the BDA driven nethodol ogy
".was too nechanical. We weren't, ultimately, in a battle of attrition,

but rather we were using military force to force Ml osevic to conply.®

Reduci ng M| osevi c's support was one of General Clark's overal

obj ectives. He believed that ".the point of the canpaign was to break



Mlosevic's will (or the will of his supporters) or, ultimtely, deny

himthe capability to continue the ethnic cleansing in Kosovo."?®

Tr oop
oriented BDA, then, was a quantitative indicator that failed to tell the
commander what he really wanted to know. Unfortunately, it was the only
i ndi cat or set avail abl e because i nformati on operators were not yet
i ntegrated and, therefore, |acked the ability to measure intangibles
like “will” or “support”. Wthout clear tasks, 10 planners |acked the
MOE and appropriate indicators. Sensors and expert assessors were not
| ooking for and eval uating the “non-mechanical” kinds of information
General Clark intuitively knew he needed. As a result, General Clark's
guestions, that required non-nechanical" kinds of assessnments, went
| argel y unanswer ed.

VWi le there are no formal accounts of indicators to nmeasure
M | osevic's support, there is evidence that they did eventually attenpt
to establish indicators and that they integrated their efforts within
the staff. For exanple, in late April, the expanded air strikes spared
Serbia's tel ephone network, presunmably to "eavesdrop on conversations of
the Serb elite."®* Such conversations woul d provide a neasurenent of

how effective NATO was at breaking the will of Ml osevic's supporters.

Sparing the tel ephone |ines

and i npl ementi ng eavesdroppi ng capabilities also inplies some
i ntegration anong the staff.

Recommendati on

Commanders and staffs should utilize joint doctrine and current TTP

to develop 10 tasks and measure their effectiveness in acconplishing

those tasks. As Clark and Wal |l fesh point out “..doctrine is guidance



rather than directive, deviation is at the risk of the comuander.”?®

Operation Allied Force is a case study in which the conmander and his
staff deviated from current doctrine and previously studied TTP. As a
result, the commander was in the dark regarding his second eneny center
of gravity — the will of MIlosevic and his supporters.

| O indicators are subjective and objective; accordingly, their
nmeasurenents of effectiveness will always entail sonme degree of
uncertainty. Current doctrine and TTPs can minimze that uncertainty by
provi ding nore effective processes. Process is inportant because
successful neasurenment of effectiveness requires full staff integration,
clear 10 objectives (tasks), and reliable indicators. Indicators nust
be assigned to appropriate sensors that are linked to “expert
assessors,” capable of providing tinely feedback. While current joint
doctrine provides the process required to ensure planners pursue clear
| O obj ectives in a manner consistent with the conmander’ s gui dance, it
does not provide a process to produce reliable indicators and expert
assessnments.

I n devel oping and nmeasuring indicators, staffs should experinent
wi t h

the “Reflective Practitioner” approach, utilizing the MOE Wrksheets

forwarded by Clark and Wallfesh. Such a technique can provide the
critical

I i nkages required to focus the right sensors and assessors on the right
indicators in order to nore accurately tell the conmmander if his 10 are

effective.
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