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Abstract of

BEYOND STI CKY FOAM THE OPERATI ONAL USE OF NON- LETHAL TECHNOLOG ES

The begi nning of the 21% Century has found U.S. strategists
grappling for effective mlitary options to retain operational
flexibility in an anmbi guous security environment. Since the fall of the
Sovi et Union, evolving political, societal, and operational factors have
shifted the focus and nature of warfare that often |imts the use of a

traditional mlitary response.

Higoricaly, U.S. drategists have sought to refine the lethdity of wegpons to better achieve objectives and
military success. However, in the current strategic environment this gpproach has demongtrated not to be the most
effective solution. In essence, no matter how accurate the conventiona weapons are, aforce armed with traditiona
military responses has two options for affecting compliance in acriss maintaining a presence (athreat of lethd force) or
actualy employing letha force. These two options are a extremes with no middle ground creating an operationa gap
between diplomacy and lethdity. Combined with the U.S.” aversion for human casualties (noncombatant and military)
and reluctance to impose our will through the use of letha force has created a critica vulnerability our adversaries have
quickly discerned.

Clearly, mlitary strategists and conmbatant commanders nust think
asymmetrically about future mlitary instrunments to retain operational

flexibility and utility. Non-lethal technologies can effectively fill

t he gap between di plomacy and | ethal and act as an effective force

mul tiplier for traditional mlitary warfare across the spectrum of

crisis.



BEYOND STICKY FOAM: OPERATIONAL EMPLOYMENT OF NON-LETHAL TECHNOLOGIES

I ntroduction

The begi nning of the 21% Century has found U.S. strategists
grappling for effective mlitary options to retain operational
flexibility in an anmbi guous security environment. Since the fall of the
Sovi et Union, evolving political, societal, and operational factors have
shifted the focus and nature of warfare that often |limts the use of a
traditional mlitary response. The problemconfronting U S. strategists
is the need for additional mlitary options that provide an effective
means of realizing U S. security objectives and mlitary success across
the spectrum of conflict.® At the heart of the issue is full-spectrum

crisis dom nance and non-|ethal technol ogies.

Higoricaly, U.S. drategists have sought to refine the lethdity of wegpons to better achieve objectives and
military success. However, in the current strategic environment this gpproach has demonstrated not to be the most
effective solution. In essence, no matter how accurate the conventiona weapons are, aforce armed with traditiona
military responses has two options for affecting compliance in acriss maintaining a presence (athreet of deadly force)
or actualy employing deadly force. These two options are at extremes, with no middle ground, creating an operationd
gap between diplomacy and lethdity. Combined with the U.S.” aversion for human casudties (noncombeatant and
military) and reluctance to impose our will through the use of letha force has created a critical vulnerability our
adversaries have quickly discerned. Military operationsin Haiti, Somaia, Rwanda, Bosnia and Kosovo have served to

highlight this operationd gap and the difficulties of adapting traditiona military warfare to the new drategic setting.
General Wesley K. Clark, Supreme Allied Commander Europe,
articulated the limtations of current mlitary options when he called
for a conplete rethink of traditional Western Strategy during a 2000
Senate Armed Services Commttee session on mlitary operations in

Kosovo. General Clark noted that NATO could have used | egal neans to



bl ockade the Danube and the Adriatic ports, and could have used “other
met hods to isolate Ml osevic and his political party.” Cl ark added,
“The [traditional] military instruments m ght have never been used”.?

In a recent article, Mchele A Flournoy, director of the DoD
wor ki ng group that produced the 2001 Quadrenni al Defense Review (QDR),
commented, “.that one of the Gulf War | essons | earned by our adversaries
is not to challenge the U.S. with a conventional force, but rather
asymretric ways that try to undermne U S. strengths or exploit our
vulnerabilities.” She further remarked that our “opponents have | earned
t hey have the freedom of maneuver beneath the threshold of conventional

war fare.”®

Clearly, mlitary strategists and combatant commanders mnust think
asymetrically about future mlitary instrunents to retain operational
flexibility and utility. Non-Ilethal technol ogies can effectively fill
the gap between di pl omacy and | ethal and act as an effective force
multiplier for traditional mlitary warfare across the spectrum of
crisis.

A Call for New Options

The end of the Cold War brought a new strategic environment
characteri zed by increasing anbiguity, the rise of non-state actors,
weapons of mass destruction (WMD), coalition warfare and greater calls
for U S. intervention to maintain order in a turbulent international
envi ronment.* Unmi stakably, the Gulf War dempnstrated the Untied
States’ capacity to wage traditional warfare with overwhel m ng | et ha
power that could be wthstood by few adversaries. Yet, the new
environment has placed the U.S. in a strategic dilemm -- Traditional

US mlitary responses that are less than effective in neeting energing



political objectives, and a strong national aversion to casualties and
human suffering.?®

The problemw th traditional mlitary responses is they afford two
options: presence (do nothing) or the enploynent of |ethal force. These
two responses are at extrenes with no options between “zero” and “one
hundred.” This has created an operational gap beneath the threshold of
lethality. The second-half of the dilenmma is America’s increasing
aversion to civilian casualties and human suffering. This is not a new
phenonenon nor unwarranted. By the 1980s, nonconbatants accounted for
80 percent of all war casualties.® This alarmng trend has continued in
the 1990s with increasing nunbers of refugees, inm grants, and
nonconbat ants caught in the crossfire of civil and ethnic strife.
Anerica’ s aversion to casualties is often intensified by the “CNN
effect” when the horror of war is delivered |live to hones across
Anerica. These two issues culmnate to create a critical vulnerability
that underm nes the U S. “national will” to engage because of the
inability to apply an appropriate and credible force.’

Qur adversaries have discerned this vulnerability and will attenpt
to engage beneath the U S. lethal threshold where the use of
conventional weapons is too costly in terns of casualties, collateral
damage and world opinion. Traditionally, the Unites States has
attempted to retain flexibility and utility by increasing the lethality
and precision of conventional weapons. Lethality alone may no | onger be
sufficient to ensure support for sustained mlitary operations by our
allies or potential coalition menmbers.?

The future calls for a willingness to act, but with neans
cali brated and proportional to the political objective. For CINCs to

remain viable in the future they nust have new mlitary options that



offer operationally flexibility and utility. The characteristics of
t hese new options nust allow the CINC to engage the eneny beneath the
threshold of lethality, mnimze casualties and coll ateral damage, and
conpl enment conventional responses across the spectrum?®
History of Non-Lethals

The application of non-lethal technologies is not newto America’s
mlitary and can be traced throughout its history.® However, the
catal yst for the devel opnent of current technol ogi es began late in the
20'" Century. In 1991, the U.S. denpnstrated the | andmark enpl oynent of
NLWs during the Gulf War when “special carbon-fibers” were used to
di sabl e power grids, blinding Iragi command and control (C2), and air
defense systems.' This event was closely followed by another operation
that would gain the attention of strategists and becone the vehicle for
a coherent NLWs program — Sonali a.

An operation that began as humani tarian under the Bush
Adm nistration turned disastrous under the policy change of the newy
el ected Clinton Adm nistration. Before it was over, U N forces were
responsi bl e for the deaths of over 7,000 Sommli civilians.' At the
request of the operational conmander to minimze further civilian
casualties, U'S. forces (the 13'"" Marine Expeditionary Unit) were
trai ned and equi pped to enploy NLWs (e.g., chem cal adhesives, barriers
and irritants; non-penetrating projectiles; and optical nunitions)
during the withdrawal of U N. forces from Somalia.*

Thr oughout history, NLWs have proven useful and effective in the
tactical environment. However, a new class of non-Ilethal technol ogies
has emerged with direct applications at the operational and strategic

| evel s.



Defining Non-Lethal Weapons

Recent years have created a list of definitions that belies the
nature of the technology. Even the term nol ogy devel oped reflects the
diversity: sub-lethal, less-lethal, pre-lethal, |ess-than-Ilethal, soft
kill, disabling.™ 1t was the recognition of the emerging strategic
environnment and the utility of NLWs that Departnent of Defense Directive
3000.0, Policy for Non-Lethal Wapons, was pronulgated in 1996 and

defi ned:

Non-L etha Weapons. Wegpons that are explicitly designed and primarily employed so as to incapecitate
personnd or materid, while minimizing fatdities, permanent injury to personne, and undesired damage to
property. Unlike conventiond weapons that destroy their targets principaly through blast, penetration and
fragmentation, non-letha weapons employ means other than gross physical destruction to prevent the target
from functioning. Non-lethal wegpons are intended to have one, or both, of the following characteristics They
have relatively reversble effects on personnd or materia, and/or, they affect objects differently within their area
of influence.

Implicit in this definition are three important points. Frg, it isthe intent of non-lethals that separates this class of
wegpons from conventiona munitions. NLWs, when properly employed should significantly reduce letha effects.
However, there is no guarantee of “zero” fatalities or permanent injuries™

Second, non-letha technologies include communications, information, and psychologicd warfare.
Communication warfare can involve jamming, interrupting, or destroying enemy communications, and trangmitting
desired radio and tdlevison programs. Information warfare generdly refers to destroying or interfering with computer
systems, including financia and credit facilities. Psychologica warfare isthe use of propaganda and other psychologicd
actions to influence the opinions, emotions, and behavior of hostile populationsin support of national objectives.™

Thethird point is non-letha employment is not limited to the lower spectrum of criss such as Peacekeeping,
Peace Enforcement, and Humanitarian missions. They apply across the full spectrum of military operations.”

The Joint Non-Lethal Wapons Directorate’ s 2001 “Technol ogy
Taxonomnmy Docunent” has defined NLWs in five broad categories that are

briefly described bel ow *®



- Electromagnetic technol ogi es cover a wi de range and i ncl ude
directed energy in the ultraviolet, visible and infrared |ight spectrum
as well as electromagnetic energy in the mllineter wave, m crowave,
radi o frequency and direct current bands.

- Chem cal technol ogies include organic and inorganic conpounds
devel oped to react with other conpounds/substances and/or produce
desired effects in counter-personnel as well as counter-materi al
applications.

- Acoustic technologies refer to “sound” energy at both the audible
and inaudi ble frequencies transmtted through specific nedia for the
pur pose of producing desired effects on human targets and or nmaterial.

- Mechanical / Kinetic refers to technol ogi es using nmechani cal
structural properties of materials and the effects due to their notion,
such as barriers or devices that produce blunt force traunma due to their
mass and velocity.

- Ancillary groups a variety of technol ogi es that can enabl e or
augnent the storage, delivery, deploynent, and dispersion of payload
technologies. It also includes classes of devices or payl oads that
overlap several of the categories |isted above.

NLWs Characteristics

NLWs have uni que characteristics that differentiate them from
preci si on-gui ded nunitions (PGvs) or conventional weapons: selectivity,
preci sion and radius. For conventional weapons or PGWs, there are two
met hods of controlling the ampbunt of coll ateral damage incurred —

i nprove the precision of delivery and the size of the warhead. For
exanpl e, conventional weapons or PGVs indiscrimnately destroy

everything within the kill radius of the selected warhead. To mnin ze



coll ateral damage, PGMs attenpt to control their destructiveness by the
preci se delivery of the warhead kill radius on the desired target. In
nmost cases, the target to be destroyed will determ ne the size of the
war head. So in essence, the only nmethod left to mnimze collateral
damage is the precision of the delivery. However, as recently as Bosnia
and Kosovo, even if the right target was identified, |less than 50
percent of PGVs hit their intended mark.'® The unintended consequences
of hitting the wong target or extensive collateral damage can prove
politically devastating. The bonbing of the Chinese Enbassy proves case
and poi nt.

Conversaly, NLWs can attack selected components of the enemy’ s infrastructure or military force and control
the effective radius of the wegpon. For example, an eectromagnetic pulse (EMP) can defeat C2 e ectronic equipment
within alarge radius while having minima impact on other infrastructure or people. The ability to select specific
components (not indiscriminate destruction) within a selectable radius alows the combatant commander the precison to
target areas where the risk of casudties or collateral damage is too great for conventiona weapons. Joseph Siniscachi
shows the rdlative advatanges of NLWs compared to conventiona methodsin 11 potentid missons outlined in Table 1,
Appendix A. Thekey characteristic of NLWSs istheir “rheodtatic or tunable’ nature® It alows the combatant
commander to tailor the pressure to obtain his objectives
Peacetime Operations (From Diplomacy to...)

The 2001 QDR defines Peacetine Operations as those m ssions short
of major theater war that execute the U. S. National Security Strategy
(NSS).** It is essential to recognize that the use of NLW is an act of
force -- an attenpt to inpose the U S. “national will” on an adversary.

Therefore, NLW can support the CINC s requirenents of shaping,
respondi ng and preparing by providing a credi ble and proportional force
across the spectrumof conflict. NLW offer a significant advantage

over conventional responses especially between diplomcy and lethality



and at the | ower end of conflict.??

They can provide flexible options
to avert energing crisis by creating tinme, space and control the | evel
of violence. NLWs can provide an environnent nore favorable for
di pl omatic resol ution and favorable world opinion by mnim zing
casual ties and permanent collateral damage.?®

Emerging Conflicts and Fl exi ble Deterrent Options (FDOs). The
prem se behind early intervention with NLWs is the potential to avert
crisis and the basic principle that NLWs will | eave an adversary nore
vul nerable to lethal attack if the adversary continues his actions.?
Non- | ethal FDOs represent a visible denonstration of intent or
di sruption of warfighting preparations w thout significant casualties
and material damage to the enemy.?* NLW can inhibit further novenent
toward conflict by raising the costs of aggression w thout putting U S.
personnel at significant risk.?

NLWs can substantially increase the effectiveness of economc
sanctions. NLW can provide an effective means to stop or inspect
shi pping and posses the ability to selectively distrupt key ports and
transportation networks. These tasks can be acconplished in close
proximty to nonconbatants w thout unnecessary risk to the civilian
popul ati on. For exanple, commanders coul d enpl oy EMPs via airburst or
m nes to disrupt shipping in designated areas. Selected ports and their
activities can be disrupted by EMPs to disable electronic conponents of
the infrastructure and the electronic ignition of port related vehicles.

Key transportation networks can be further disrupted by the enpl oynent

of anti-traction agents or super-adhesives to selected roadways or rai
net wor ks.

NLWs al so create a new category of sanctions available to the

conmander. John Siniscalchi refers to these as “technol ogi cal



sancti ons, and it’'s the ability to disrupt public power grids,
conmuni cations, or transportation systenms in selected areas or the
entire region.? These “technol ogical sanctions” acting alone or in
conmbi nation with econom c sanctions can prove decisive by denying
critical infrastructure and isolating the | eadership with greater speed.
For exanple, disrupting radio, television and comerci al comruni cati ons
can quickly isolate the adversary’ s |eadership, or denying electrical
producti on can crush an econony. General Clark speaks of these issues
in his address to the Senate Arnmed Services Commttee (SASC) on Kosovo.
The advantage of technical sanctions is the immediate increase in
econom ¢ cost and vulnerability to the adversarial force. To escal ate
t he sanctions the conmander only needs to expand the radius of effects.

Non-| et hal options can provide a firewall between adversaries
m nimzing conflict, thus allow ng space and tine for diplomacy.?® In
this scenario, NLW coul d be enployed to interdict the marshaling of
mlitary resources and personnel, thus keeping adversaries separated.
For exanple, an EMP could deny essential communications or navi gational
control at airports, railheads or ports. To increase the effects, the
EMP attack could be conbined with agents making the runways or road
surfaces unusabl e for normal operations.

NLWs can facilitate effective conflict term nation. Current
operational doctrine enphasizes the destruction of eneny |eadership,
infrastructure, and war-nmaking capabilities to achieve an operati onal
paral ysis. Assum ng post-conflict that the CINC s objective is to re-
establish regional stability, it will become necessary to assist the
failed state in restoring economc and political stability.?® A non-
| ethal strategy provides a viable option. The reversibility of nost

non-lethal effects limts the duration of “danage” incurred. Wen



conpared to conventional weapons, the “reversibility of effects” wl
facilitate a quicker, less costly recovery of the failed state. This
ability to support a faster recovery will enhance a quicker return of
regional stability

Major Theater War (MTW).

At the higher end of the spectrum of conflict, NLWs provide a sgnificant complement to letha force during
MTW and Peacetime Operations thet utilize lethal force. Often thereisathin line that separates the characteristics of
Peacetime Operations involving force-on-force (combat) and MTW. Generdly, the primary difference between the
two is only separated by the size and scope of the operation. It cannot be overlooked that if not checked, some
Peacetime Operations have the potentia to escdate into MTW. As previoudy mentioned, what makes NLWs unique is
the “rheogtatic or tunable’ qudlity. In thisregard, what can be applied to MTW can dso be de-tuned and tailored to the
specific requirements of Peacetime Operations.

NLWs provide a natural conplenent in attacking the adversary’s
center of gravities — |leadership, infrastructure and war-nmaki ng
capabilities. The precise effects and tunable nature of NLW can
support a synergistic attack against high value targets, while |limting
t he physical violence. The larger radius of NLW can enable
devastating, simultaneous effects on a countryw de scale. For exanple,
a sea-launched ballistic mssile armed with EMP nunitions could achieve
substantial disruption to a nation’s centers of gravity with a single
strike. During OPERATI ON DESERT STORM to achieve the sanme results
requi red numerous sorties neasured in days.*®

The enploynent of NLWs will allow a smaller conventional force to
apply overwhel mng force to an eneny’s | eadership and warfighting
capabilities with mnimal risk to U S. forces. In several mssion areas
(see Table 1, Appendix A) NLW have a significant advantage over

traditional neans. The ability of NLWs to delay, disrupt and disorient



can make enemy forces highly vulnerable to a followon |ethal attack.

For exanple, air delivered EMPs and conductive particle nunitions can
neutralize power grids that support mlitary facilities and | ogistics.
Ot her EMPs could neutralize satellite comunications along with command
and control (C2) nodes to distrupt military actions.3 Additionally,
EMPs can neutralize conputer systens, disable aircraft and vehicle
el ectronics, and render other sophisticated el ectronic equi pnent
usel ess. Ot her non-lethal enbrittling substances and corrosive agents
could be applied to bridges, aircraft, vehicles and weapons systens.

EMP munition’s greater radius of effects offer a significant
capability over conventional nethods for electronic attack or
suppressi on of eneny air defenses. The greater radius of effects
provides an ability to disable dispersed air defense equi pnent nore
efficiently than PGs. An EMP attack on air defense system can achieve
a hard electronic kill of all radar and support equi pnent associ at ed
with an air defense site. The attack would be equivalent to multiple
m ssions with conventional weapons and provi des nore sustained results
than electronic janm ng. Also, NLW offer a greater flexibility in
targeting. Since the risk of collateral damage is reduced, NLWs can
attack the “higher risk” targets usually |ocated in popul ated areas. In
this scenario, NLW provide an acceptable alternative m nim zing
col | ateral damage.
The use of NLWs is not limted to |land, air or space, but can also

make significant contributions against maritime forces. EMPs coul d
render navigational, conmunication, fire control and ship’s directional
control systens inoperable. Enbrittling substances, corrosive agents,
adhesi ves and anti-traction agents could be useful against a ship’'s

external structures such as deck surfaces, gun platfornms, mssile



| aunchers and radar or conmmunication masts. Fracturing or corroding key
weapons systens, sealing vital openings, disrupting automated systens or
fouling rail track surfaces would significantly conplicate the ability
to enploy the weapons platform

NLWs can significantly contribute to counter-proliferation of Wegpons of Mass Destruction (WMD). One of
the mgor dilemmasin counter-proliferation is the ability to act early when there may be inadequate domestic or
international support for lethal options. Operating beneeth the threshold of lethaity, NLWs can provide a meansto
counter thethreat. An Unmanned Aerid Vehicle (UAV) delivered EMP and/or corrosive agents could destroy
navigation, guidance and detonation circuitsin the WMD munitions or their delivery sysems. In coordination with the
EMP grike, multiple UAV's could ar-deliver polymer foam agent to render the facility temporarily inaccessible. In this
case, the denial of WMD is temporary, but sufficient to deter an immediate or near-term drike.

The operational applications for a MIWare significant. NLW
present nore than an adjunct to |l ethal options because they provide the
ability to strike early, significantly disrupt mlitary actions, and
increase the vulnerability of the adversary’'s mlitary force. The
conmbi nati on of these elenents will enable decisive intervention with a
smaller mlitary force. |In essence, the attributes of NLW may all ow
technol ogy to substitute for mass. The new Adm ni stration has call ed
for a nore effective and flexible force to neet the demands of U. S.

security interest.?

The current and future capabilities of NLW and
the ability to intervene earlier may help resolve the issues of

insufficient resources to neet the nation’s security requirenents.
NLWSsin Perspective

There are many m sconceptions regardi ng NLWs, especially anong
t hose who argue against their use. Their argunents have remai ned
consistent. Some believe they offer the prom se of bloodl ess war while

others see them as a neans of intervention where mnimal U S. interests



are of concern. There is also a group that voices concern that NLW can
pose excessive pain and suffering. |Issues of |egality abound. Few of
t hose articul ati ng opposition have bothered carefully to think through
their positions. Research would indicate both those espousi ng panaceas
and gl oom are equally wong.? Mssing fromnost arguments is educated
and deli berate discourse about the factual versus enotional issues
related to non-1ethal weapons.® The intent of NLWs is to preserve
lives while using the mnimal force necessary.

The Council on Foreign Relations 1995 | ndependent Task Force has
captured the six significant problens or inherent risks related to
NLW . °

- Legal Precedence. For all their horror and devastation, |ethal

weapons have a | ong and established history of |egal precedence. The
sanme cannot be applied to NLWs. There are uni ntended consequences of
previous treaties and | aws that may prevent the use of sone NLWs. From
a societal and |egal perspective, things chem cal and biol ogical are bad
by definition. Several treaties, including the 1925 Geneva Protocol,
the 1972 Bi ol ogi cal Weapons Convention, and the 1993 Chem cal Wapons
Convention, prohibit or strictly limt the use and stockpiling of
chem cal and bi ol ogi cal substances. The early treaties were a result of
t he devastation and indiscrimnate use of chemcal warfare in WNVWI. The
treaties in the latter half of the 20'™ Century were a means to linmt or
eradi cate potential chem cal and biol ogi cal weapons of mass destruction.
Technologically limted at the time of recent treaties, little thought
was given to the human treatnent or intent to mnimze casualties
t hrough use of NLWs. There are hosts of conplicating factors regarding
NLWs, sonme of which nake no sense. For exanple, riot control agents may

be used in a donmestic situation, but are outlawed in mlitary conflict.



According to the law of land warfare it is legal to use a weapon
agai nst an appropriate adversary provided the intent is to kill
Weapons that mai m or cause “needl ess suffering” are precluded from use.
VWil e incineration has been deened appropriate, perforation of eyes
with a |laser is unacceptable. Totally mssing fromthe | egal debate is
the issue of intent to mnimze casualties. In nost cases, NLW are
used when the intent is to preserve lives while using the mninml force
necessary. |If America’s mlitary is to maintain its utility,
policymakers need to revisit the validity of applicable treaties and
consi der nodifications where appropriate.® |f the wong |aw exists —
change it.?3®

- The Slippery Slope. NLWs can enable intervention at earlier

stages of a crisis. Acritical elenent of the debate is whether this
represents a nore effective neans to manage a crisis or if it is a
“slippery slope” to nore frequent interventions in areas of marginal
national interest. While this is possible, intervention and force

enpl oynent is a separate matter for policymakers. Clearly, a
conprehensi ve under standi ng of non-|lethal capabilities and |imtations;
careful, coherent, and integrated planning; congressional consultation;
and clear identification of the enemy can obviate these concerns.*®

- Proliferation and Retaliation in Kind. The argunment goes that

reliance on non-lethal technol ogies for operational use will generate
continuing research and refinenent of existing concepts. As second and
third generati on weapons are fielded, current generation non-| et hal
capabilities will diffuse throughout the world and be targeted agai nst
U. S. personnel and interests. However, no restraint the U S. adopts

wi ||l prevent the appearance of NLWs el sewhere. Russia, China, U K

France, Italy, and Israel have been aggressively pursing non-|ethal



t echnol ogi es.* The real danger nmy be Anmerican vulnerabilities. The
heavy reliance on advanced technol ogy and sophisticated el ectronics
makes the U S. nore susceptible to a non-lethal attack by a variety of
hostile actors. The protection of American resources and interests wll
require the devel opnent of effective counternmeasures or the adoption of
appropriate protective measures. The devel opnent of these protective
means nmust be concurrent with the devel opnent and acquisition of NLWs.
The U.S. can either |ead the way with non-1| ethal technol ogies and
devel op suitable counter-technol ogies, or face their wath w thout the
ability to defend.

- Unrealistic Expectations and Conparative Cost-Effectiveness.

There is a perception by sonme that NLW could produce bl oodl ess battles
and therefore the public would insist that NLW al ways be used before

| et hal neans. This expectation would | ead to di sappoi nt nent and
unnecessary exposure to danger. On the other hand, in the proper
setting NLWs enpl oynent could certainly increase the safety of U S
troops and the effectiveness of Anerican policy. Exanples would include
Somal i a where the adversarial force utilized wonen and children as human
shields to engage U.S. forces.* The use of NLWs in this case would
allow U. S. forces to separate belligerents fromits civilian popul ace.
As to expense, sone have proposed that the casualty-limting benefits of
NLWs coul d be achi eved nore quickly and at | ess cost by increasing the

precision of |ethal weapons. As discussed previously the size of the

PGM kill radius will be determ ned by the target and the size of the
conventional warhead to destroy it. Even with absolute accuracy, the
size of the warhead required for a mssion kill my still cause
excessive col | ateral damage. In the final analysis, non-letha

technol ogi es and their potential benefits are not expensive when



conpared to the devel opnent, procurenent, training, and operation of
ot her weapon systens. The ability to intervene effectively w thout the
| oss of legitimcy brought about by civilian casualties and coll ateral
damage are sufficient inducement for their continued devel opnent. *
Conclusion

The scope and conplexity of military operations in the 21° Century
requires providing conmbatant commanders with every possible instrunent
with which to acconplish national security objectives. The advantages
gai ned by applying non-lethal technol ogies are clearly worth pursuing.
While they do not promse to yield “war wi thout death,” they can
significantly contribute to the CINC s national security requirenments to
effectively shape, respond and prepare. The relationship of non-I|ethal
capabilities and the enmerging strategic environnent suggests that future
non-| et hal technol ogi es could be decisive. The elenents of the new
environment are significantly different and demand new tool s that
operate between diplomacy and lethality. Operational use of these
technol ogi es can neet the new chall enges. NLW properly enployed can
create significant advantages across the spectrum of conflict by
facilitating diplomacy, enhancing operational flexibility, and adding
strategic options for national decision makers. Further, NLW nmay
represent a capable force nmultiplier by significantly increasing the
vul nerabilities of eneny’s forces while creating the neans for their
effective destruction by a smaller conventional force.
Recommendations

First, it is inportant to invest in research and devel opnent of
non-1 et hal weapons and their delivery systens. Since investnent yields
i nnovati on, appropriate funding levels sufficient to maintain research

of non-Ilethal technol ogies nust be expanded. Consideration should be



given to reflect a broader m ssion and inpact of non-I et hal
technologies. At a mninmum the executive agent nust ensure core
research areas maintain appropriate priority and funding to accelerate
devel opnment efforts.

Second, the U.S. nust establish confidence in non-Iethal
technol ogi es. The future integration of non-|ethal weapons in a
war fighting role depends on building confidence in the reliability and
repeatability of effects in conbat. The |evel of confidence can only be
achi eved through extensive operational testing, exercises, and
si mul ati ons of NLW concepts to build an objective database.

Third, it is time to advance the state of operational doctrine.

Al t hough Joint Doctrine is starting to take shape, services are |agging
in their respective areas. History has shown that it takes twenty years
to devel op operational doctrine after the introduction of a new

technol ogy.*® W thout deliberate effort, the evolution of non-Iethal
technol ogi es may suffer the same fate.

Finally, the US. can ill-afford to neglect its conventi onal
weapons capabilities. NLWs are only a valid deterrent if backed by
credible lethal means. |If the capability or will to use lethal force is
not present, then the enploynent of NLW will be ineffective in

deterring our enem es.
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APPENDI X A

Non-L ethal Missions

Table 1

MISSION TARGET NLWS ADVANTAGES

El ectronic Attack - Disable Radar and - EMP - Reduced
Casual ties
- Greater Radius
- Disable C3 of Effects

- Mre effective
t han jamm ng
Fl exi bl e
targeting

Targeting Systems

Ai rborne Personnel - Disable C3 - EPM - Disrupt
Recovery - Disabl e Pursuers - Anti - El ectronics
per sonnel and nore
- Opti cal effective than
Muni ti ons Janmmi ng
- Acoustic - Limt
Proj ection Vul nerability
of Friendly
Forces.




Ground Attack - Disable Vehicles EMP; - Reduce
- Disable C3 and Adhesi ves; Casual ties
Radar Lubricants; - Flexible
- Tenporarily Combusti on Targeting
Di sabl e or Modi fiers
Di sperse EMP
Per sonnel Anti - personnel
M crowave;
Acoustic
Proj ecti on;
Adhesi ves
Of f ensi ve Count er - Disable Aircraft on the Anti-Materi al -  Reduce Dammge
Air Ground Chem cal to
Agent s Infrastructure
- Disable Aircraft Systems EMP - Reduce
. EMP Casual ties
- Disupt €3 - Disruption Mre
effective than
Tradi tional
Means
Of f ensi ve Counter - Disabl e Space Lasers; EMP - Disruption More

Space

Based Systens

Effective than
Traditional Means

Strategic Attack

Di sabl e
Transportation
Infrastructure

Di sabl e
I ndustri al
Infrastructure
El ectri cal
Grids

Anti-Material
Chem cal
Agent s
(Lubricants;
Adhesi ves,
Corrosives);
EMP M nes or
Muni ti ons;
Conbusti ons
Modi fiers

See Above
EMP munitions
or conductive

Reduced Damage
to
Infrastructure
Reduced

Casual ties
Greater Radius
of Effects
Flexibility in
Targeting

Devi ces
Suppr essi on of - Disable Sensors Lasers - Disruption Mre
Enenmy Air Defense (optical Ef fective than

sensors); EMP
(el ectronics)

Tradi tional

Means
Flexibility in
Targeting
Reduced

Casual ties

Ai r Defense - Disable EMP - More Effective
Sensors, Lasers t han Jamm ng
Navi gati on (optical) - Limt
Syst ens, Vul nerability
Gui dance Systens of Friendly
Forces (to
det ecti on)
Advance Force - Disable C3 EMP - Limt
Oper ati ons Syst ens Vul nerability
of Friendly
For ce
Force Protection - Deny Access Anti - personnel - Reduced

EMP; Acoustic
Weapons;

Opti cal
Weapons;

Ent angl enent ;
Adhesi ves

(foam

Casual ties




Interdiction - Disable - Anti-Materi al - Reduced Damage
Shi ppi ng and Chemi cal to
Transportation Agent s; Infrastructure
Combusti on -  Reduced
Modi fi ers; Casual ties
EMP; - Flexible
Lubricants Targeting
Sour ce: Joseph Siniscal chi, “Non-Lethal Technol ogies: Inplications For Mlitary Strategy,”

Maxwel | Air Force Base, AL: Air War
Col | ege, Center For Strategy and Technol ogy, 1998.





