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Abstr act

While not a part of the operational factor trinity,
information increasingly and profoundly affects the
factors of space, time, and force, both individually and
i n conmbi nati on. Space has becone perhaps the key enabl er
for operational information for both the United States
and its potential enemes. Wile defense of our
capabilities in space is a well-understood and accepted
course of action, the offensive use of space is still
hotly debated as a part of U S. space policy. This paper
di scusses of fensive counterspace operations and
specifically how informati on weaponi zati on of space wll
all ow the operational planner to obtain informtion
superiority in the battlespace. Information

weaponi zati on can acconplish the task, and consequently
it provides a capability to attack and degrade or deny an

eneny’ s picture of the battl espace.



“Fundamentally, the concept of operationd factors rests on the commander’s

ability to bring into rough baance the definable factors of space, time, and force

versus the assigned operationa or strategic objective. The baancing means that

shortcomings or deficiencies in a factor of space, time or force is countered by

advantages or surplus vaue of another factor so that the assigned objective can

be accomplished. While not a part of operationd factor trinity, information

increasngly and profoundly affects the factors of space, time, and force, both

individudly and in combination. Information isin fact an integra part of each of

them because the proper evauation of forces, space, and time is possible only if

based on precise information.”*

Introduction

Space has become perhaps the key enabler for operationa information for both the
United States and its potentia enemies. While defense of our capabilitiesin spaceisawdl-
understood and accepted course of action, the offensive use of space is ill hotly debated asa
part of U.S. space policy. Space control, or offensive counterspace operations, isatool to help
shape the battlespace that has been considered and planned for, but has been set asde asa
matter of policy. One reason isthat it istoo difficult to accomplish without serious
consequences. This paper discusses offensive counterspace operations and specifically how
information wegponization of space will alow the operationd planner to obtain information
superiority in the bettlespace. Thiswill greatly enhance our ability to conduct strategic
operations in any theater around the globe.

Of the countless articles written on how to achieve space superiority by using offensve
counterspace tools, most rely on destructive methods, notably anti-satellite systems (ASATYS),
lasers, eectromagnetic pulse (EMP) weapons, and other examples of “interesting” approaches.

These arguments have been discussed in greet detail, and this paper will not address them.



Regardless, as the world becomes more dependent on space assets, i.e., satdllites, (commercial
and military), information, and networks, these sysems will become a critical vulnerability.
Snceitisrdatively impractica to physcdly attack satdlites, we should use methods that are
capable, practica, and deniable to some extent.  Information weaponization, can accomplish
the task, and consequently it provides a capability to attack and degrade or deny an enemy’s
picture of the battlespace. Thus, the operationa planner gains another tool to help shape and

prepare the battlespace.

Defense Strategy

In the “ Defense Strategy” section, the 1996 Quadrennid Defense Review (QDR) identifies
severd vitd U.S. nationd interests, including “ ensuring freedom of the seas and security of
international sealines of communication, airways, and space.”® To protect these interests, this
report notes that the ability to deter aggression and coercion rests, among severa factors, on
having “ conventiond warfighting capabilities that are credible across the full spectrum of military
operations.”® These capabilities need to be “ strategically stationed” or “rapidly deployable” so
that the United States has the capability of reacting quickly to any contingency.* This report
dates that responses could include “limited strikes,” which would need to be conducted “in any
environment, including one in which an adversary uses asymmetric means, including nuclear,
biologica, and chemica (NBC) weapons.”™

This report aso identifies three requirements associated with the strategy of fighting and
winning two mgjor regiona contingencies. Thefirg isto be “able to rapidly defest initid enemy

advances short of their objectives in two theatersin close succession, one followed dmost



immediately by another.”® The other two requirements call for forces able to operate against
asymmetric threets, such as NBC weapons, and the ability to “trandgtion to fighting major thester

n7

wars from a posture of globa engagement.”” The QDR plans to achieve the required military
cgpabilities, in part, with the new technologies emerging from the revolution in military affairs
(RMA) by harnessing “new technologies to give U.S. forces grester military capabilities through
advanced concepts, doctrine, and organizations so that they can dominate any future
battlefield.”® Finaly, near the end of the “Defense Strategy” section, the QDR identifies critical
enablers for the strategy.® Space is one of those critical enablers, and information
wegponization may emerge as a key dement of the RMA.
Information Protection

Since information has become a key dement of government, business, and defense
activities, DOD must provide leadership on the current U.S. and internationa use of space. The
extengve use of space for dl manner of nationa activities— civil, commercid, military, and
intelligence — has greetly enhanced the effectiveness of U.S. efforts. However, this use of space
has crested anew vitd interest, and presented a huge chalenge to the military to protect the key
elements of the nationd infrastructure that are beyond the physical borders of U.S. territory. At
the same time, increasing the use of space by other nations has also enhanced the effectiveness
of these nations, while creating new vulnerabilities aswell.

With the increasing number of countries (and even non-state actors) that have accessto
gpace — not to mention other technologies that alow power to be projected into space —the
likelihood of earth-bound conflicts spreading into space is growing. However, given the present

Stuation and current trends, our country gains the most from space and thereby has the most



vulnerability to losing space capabilities. This fact, more than any other, will persuade potentia
U.S. adversaries to develop capabilities to combat America s asymmetric space advantage.
The prospect of these potential adversaries— Irag, Iran, Libya, etc — agreeing to arms control
tregties, much less complying with them, is not encouraging. Once this redlity is acknowledged
and appropriate conclusions drawn about the U.S. Situation, decision-makers will be more
inclined to pursue countervailing capabilities both to defend U.S. space assets as well asto
project power against the space — and terrestrial — assets of potential adversaries. Spaceisone

of those criticd enablers.

Space Control

Space control capabilities (also known as counterspace or control of space capabilities)
protect the use of space and deny its use to an adversary. Space control is necessary to
preserve the force multiplying effect that space assets generate for terrestrid military forces
through intelligence/surveillance/reconnai ssance (1SR), weeather, missle launch warning, and
precision navigetion data, as well as communication capabilities. At the sametime, space
control prevents an adversary from using this same militarily useful space for their own, third
party, and U.S/dlied space systems. To be useful, space control does not have to be achieved
throughout al of outer space (i.e,, it can be alocal condition over atheater or smaler areq). It
aso does not necessarily mean that an adversary has been totaly denied the use of any space
assts, dthough thisisthe highest possible god, just as ar supremacy is the highest possible god

of counterair operations. Space control is composed of four areas of space survelllance,



protection, prevention, and negation.®  Of the four areas, negation and prevention have the
most gpplicability to our offendve counterspace task.
Negation

Negation involves active operations to deny an adversary the use of space.
USSPACECOM identifiesthree key tasksin thisarear “Target Identification — complicated by
adynamic, networked environment; Wegponeering — must be precise to achieve desired
effects, and Operations Cycle —includes misson planning, execution, and combat
assessment.”™* Negation operations can be described in terms of the five“D’S’: destroy,
degrade, disrupt, deny, and deceive. Thefirst two “D’S’ —destroy and degrade — involve
physicd damage of the satellite, which usudly resultsin a permanent effect on the misson;
“destroy” completely negetes the satellite’' s misson while “degrade’ only partidly negates the
mission. The second two “D’s’ —disrupt and deny — are temporary conditions which do not
result in any permanent damage to the satellite’ s misson and likdly not to the physica sadlite;
“deny” isthe total temporary negetion of the satdlite’'s misson while “disrupt” isthe partid
temporary negation of the misson. The fifth “D” — deception — refersto actions that create fase
information within the satellite’ s data (i.e., aform of information operations). Thevarious“D’s’
can be accomplished a number of ways, including application of energy by physical contact
(kinetic energy attacks with missles or particle beams) or by some type of dectromagnetic
radiaion (including visble/infrared lasers, high power microwaves, or other radio frequency
energy). The weaponsthat deliver this energy can be earth-based or space-based. Information
wegponization addresses the last four "Ds' and consequently gives us a cgpability that should be

considered.



Negation attacks can be made againgt any dement of the satellite system, including the
pace segment, the link segment, or the ground segment (where the ground segment could
actudly be located in the air, on or under the sea, or underground as well as on the ground).
Attacks againgt the ground segment could be made by weapons in space, but aso by earth-
based weagpons. Consequently, not all negation activities involve space wegpons, since neither
the weapon nor the target of the wesgpon are in space.

One important preference would be for weapons that have temporary or reversible
effects. Thiswould help make them more acceptable internationdly and provide more flexibility
againg third party satellites being used by an adversary. Another would be for wegpons that
are highly sdlective or surgicd -- can deny specific services on asatdlite — to make these effects
more acceptable and flexible. However, kinetic energy wesapons that attack targetsin space
would be redtricted by the policy guiddines on debris and protection of U.S/dlied/friendly
satellites, which would affect peacetime testing and wartime operations.

Prevention

Prevention involves activities to deny adversaries the use of information or services from
U.S. or other nation's space assets. USSPACECOM identifies three key tasks: “Detect Use—
both unauthorized use and exploitation of U.S. and third party systems, Assess Misson Impact
—to drive course of action development; Timely and FHexible Reaction —using dl actions short
of military response”™? These activities have largdly diplomatic implications for other nation’s
satellites. For U.S. satdllites, various prevention techniques are possible, including use of
sective availability settings for navigation satdllite data or turning off satlite broadcastsin the

desired region of denia. Since USSPACECOM has defined this part of space control as using



only non-military actions, there are no parts of protection applicable to wegponization.
However, information wegponization may serve this purpose well in lieu of "normd”

wegponization.

Non-destructive Approaches to Offensive Counter space

Space-based anti-satdllite wegpons could deny an enemy the ability to useits space-
based systems. These concepts are expensive and pose many technica challenges.
Alternatives to space-based wegpons have the potentid to be equaly effective, more flexible,
more technologically feasible, and less expensive.
Diplomacy

The least expensive gpproach to denying an enemy access to space is most practical
agang nations that rely on leasing third-party assets. This condition could be prevaent as
commercid enterprise devoted to providing communications become even more common.
Consequently it may be possible to convince the corporations or nations providing the service to
cut off access during a conflict. In fact doing much more may be politically impractical, snce
direct attacks would be difficult to justify even if it could be proven that a corporation was
providing an adversary with satdllite support.

Unfortunately diplomeatic pressure may not be effective since corporations will lose
customersiif they cannot be relied upon in emergencies. This gpproach aso requires the United
States to have consderable internationd support, which would raise concernsiif the United

States acted unilaterally. ™



The potentiad problems with a diplomatic approach were highlighted during the Persan
Gulf War. TheIragi government had been buying satellite imagery from the French company
SPOT Image prior to the war, but international condemnation of Iragi actions prompted the
company to cut off access. SPOT Image aso refused to provide imagery to televison and
other media organizations, which prevented Irag from geathering information from these sources.
A potentia shortcoming of this approach isillustrated by the fact that SPOT Image retained the
option of sdling imagery to the mediaif another source started doing so. In fact, the Earth
Observation Satdllite Company (EOSAT) started sdlling directly to Irag despite the US
embargo. Fortunatdly the images available from EOSAT were of lower resolution than those
produced by SPOT (30 meter versus 10 meter resolution), which permitted SPOT Image to
hold to itsinitid dedision.*
Nondestructive Jamming

A more practica approach to denying an enemy use of his space-based assets may be
to jam the communication links between satdllites and ground stations. Since this gpproach
would not damage satellites, commercia enterprises that may own them would be less of a
concern, thus it might also make it more viable. However jamming communi cations between
satellites and ground stations may prove difficult because the large antennas used by ground
gations are highly directiona, which would require consderable amounts of power. An
additiona problem would be positioning the jamming platform within the line of aght of the
target ground station. Such an approach would depend on having totd air supremacy, which

may not always prevail. Some satellite-dependent communications systems, on the other hand,



areeader to jam. These systemsrely on lower power, non-directiona antennas on the ground,
and sengtive recavers on the satdllite.

An important objective in most conflicts is to disrupt the enemy’s command and control
system. In conventiona wars againgt smal, less sophisticated enemies (for instance Iraq), it has
usudly been essy to do this, but new developments in communications may make this more
difficult in the future. Cdlular telephone systems with globa coverage use large congtdlations of
satellitesin low orbit to carry phone cals around the world.™ A rdatively smal nation, such as
Iragq or Yugodavia, could easly purchase sufficient capacity on these syslems to provide military
communications throughout its country. While such a service would be expensive, it would cost
much less than building an entire satellite communication sysem. The problemsit crestes for
any country atempting to disrupt this type of communication syssem may make it a particularly
attractive option.

When attempting to disrupt an enemy’s command and control network it could be
problematic for the United States to destroy the third-party commercia satellites that comprise
it. Destroying dl of the satellites would not only be very expensive in terms of wegpons
required, but aso the corporations that own those satellites and other nations would probably
condemn such actions. While the United States could ignore internationa opinion if the reason
isimportant, aless controversa solution would be preferable. 1dedly it would be possible to
persuade the corporation running the system to deectivate service to an opponent, but this may
not always bethe case. The best method for interrupting these communications may be

conventiond jamming of the handheld phones used by fiedld commanders. While thisis not an



elegant solution, it isfeasble snce any large-scale interference with a satellite-based tel ephone
system would have globd implications.

If an adversary owns and maintains its space-based assets, then the United States
would have freer reign in disrupting them. One method would be to prevent the satellites from
receiving commands from the ground. While jamming the large, highly directiona antennas of
the ground gtations might be difficult, satellite antennas, conversaly are vulnerable. The results of
jamming these sgnaswould vary from dow degradation of the orbit, to disrupting SATCOM
networks, to preventing reconnai ssance satdllites from being tasked. This later effect may be
ussful, but its effectiveness would be difficult to verify, snce it might not be obviousthat a
reconnaissance satdlite is no longer performing its misson.

Ancther type of jamming possble against reconnai ssance satellites that take visud or
infrared (IR) pictureisto use portable devices that track a satellite while it is overhead and train
alaser onit. Experiments have shown that even low-power lasers can temporarily blind optical
sensors.’® Even rdatively low-power lasers have demonstrated the capability to damage the
optical sensors of satellites. An engineering experiment was conducted a White Sands, New
Mexico that directed a 30-wait laser at an orbiting tet satellite. Even this low-powered laser
caused enough damage to create “alot of panic,” at the Pentagon.*’

Command Override

Rather than jamming, another gpproach may be to take command of a problem satdllite
via brute force (very high wattage) override. 1t may be possible to bresk the codes used to
command the maneuvers of a satellite and send spurious ingructions. If transmitters were

placed so that they could grestly overpower legitimate commands, or send commands when the

10



legitimate transmitters are out of range, a satellite could be prevented from performing its
mission. In contrast to jamming a satellite, the reactions of the satellite would make it possible
to verify the attack had been successful. It isunlikdly that a brute force command override
would go undetected by an enemy; therefore the "plausible deniability” aspect would be logt.
Space Tug

Another dternative would be to develop a satdlite capable of physicaly moving an
uncooperative satellite. This*space tug” has been proposed for regaining control of
malfunctioning satdllites that are trapped in useless orbits or do not respond to maneuver
commands. The same device could be used to disrupt control of athird party or enemy saellite
by maneuvering it so that it could not take pictures of the designated area. If the satdllite’s
owners were unable to monitor other spacecraft in orbit, then this assault could possibly be
made surreptitioudy. The chalenges of launching a"space tug” and surreptitioudy maneuvering
into pogition make this option difficult to accomplish. An enemy would doubtlesdy regard this,
at the least, an act of piracy, and at the most an act
of war.
Nondestr uctive Offensive Counter space Summary

Alternativesto physcaly destroying an enemy’ s space-based assets offer the least
controversia approaches to denying an enemy’s access to space. From diplomatic efforts with
third party providers, to jamming command and control links, nondestructive methods could be
both effective and inexpensive. These gpproaches would be most effective againgt aless
capable foe, while a peer competitor probably could counter them. Considering the potentia

implications of an enemy’s unhindered access to space, it is aso prudent to consder more
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definitive measures for space control. Information wegponization can be that more definitive

measure.

Information Weaponization

While each of the above mentioned space control counter measures has advantages and
disadvantages, the disadvantages are substantia enough to force usto consider other methods.
Informeation wegponization has the potentid to provide an offensive counter measure that is
acceptable to politica and operationd planners. Direct attacks on an enemy’s satellitesin
peacetime as part of a pre-emptive operation could aert an opponent that an attack is eminent,
and could trigger a counter attack on U.S. satellite sysems. Since the United Statesis more
dependent on its satdllite systems, this may prove prohibitive to operationd planners. If an
enemy was probed or “attacked” by an undetectable cyber weapon, there would probably be a
lower likelihood of a counter atack or an derting of their forces. However, information warfare
wegpons could be restricted by policy guiddines that define satellites as sovereign territory and
interpret any interference with their operations as an infringement on those rights.*® Thisisdue
to theimportance of determining potentia information warfare atack paths and its likely effects
prior to awartime atack. A policy consderation would have to be made to accommodate this
need.

There have been countless probes and “ cyber attacks’ on government and non-
government computer systems in recent years. The Pentagon has been under attack by an
unknown assailant for severa years by a program dubbed “Moonlight Maze”*® 1t seems

reasonable that the United States military might develop smilar capabilities that permit smilar
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probes or attacks. It follows that this cgpability could be atool the operationd planner could
use when planning course of action.

There are two aspects of every satdlite, the command and control and mission
elements. The command and contral portion is, in generd, the atitude control, orbital postion,
power management, and overdl disposition of the satellite. The misson portion isthe
communications, inteligence, navigation, or early warning missons (among others) thet the
satellite was designed to do. Both “ends’ of the satdllite are dectronicaly vulnerable with
different results from aitack.

The misson end of a satellite can theoreticaly be spoofed, jammed, or fed incorrect
information, which could induce a"psychologica operdions' effect. The enemy thinksthat it
has a clear picture of the battlespace, when in fact it has been given a picture that has been
manipulated. Obvioudy, if the enemy is relying on information that has been dtered, it will
deploy forces and plan actions that could be advantageous to the United States. This could
alow usto mass or maneuver without detection, and provide ameasure of security for U.S.
forces.

Conversdly, instead of attacking the misson end of the enemy’ s satellite, we could
attack the command and control end. This effect could be best described as causing aloss of
the basic hedlth of the satellite. A command that turns on thrusters could cause a satellite to
tumble. Turning off the satellite’ s battery recharging capability could causeit to “black out.”
We could dso turn off arecelver that was used to input commands causing it to drift into an

unusable orbit or into a different dtitude. The effect of these efforts would be a usdess rather
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than a spoofed satellite. The enemy would have areduced picture of the battlespace. Againa
semi-blinded enemy would permit operationd planners gregter latitude of options of action.
Information warfare operators are likely to be on the ground and use transmittersin space
to relay indructionsto targets. This Situation reinforces the point that there are no space-based
versons of information warfare (disregarding the case of an astronaut in the shuitle, the
international space station, or some future space plane acting as the information warfare
operator, sncethisis unlikely in the foreseesble future). However, one could envison an
information warfare atack that uses a space-based transmitter as arelay in an anaogous fashion
to aground-based laser using an orbiting mirror to direct the laser beam to aremote target. In
both the IW and laser cases, the space-based element that directs the attack against the remote

target becomes a space weapon.

Conclusion

As space becomes even more important in providing information to operationd
commanders, we must find better ways to exploit it. Information and its influence on the
operationa factors of time, space, and forces will become even more critical in the future.
Information warfare as a part of offensve counterspace operations will dlow usto affect the
enemy’s ability to receive information. Whether the information is corrupted, manipul ated,
reduced, or diminated does not matter because the advantage will be a matter of degree. The
effects that information has on the operationd factors will determine the overal advantage we

gan from an information weaponization of space.
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