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Abstract

The concept of Network Centric Warfare (NCW) is advertised to significantly change the way
the military operatesin the future. The proliferation of information technology and its ability to
provide for centralized control while decentralizing execution are but two foundations for these
changes. Those concepts, however, are not novel. In fact, the evolution of the Joint Air Operations
Center (JAOC) demonstrates a continua effort to achieve those same objectives. Unfortunately,
the JAOC 4ill falls short in achieving the expediency of execution so necessary in modern warfare.
The ability to support significantly increased operationa tempo will be required not only in the
JAOC'sdomain of airgpace, but on the ground and a seaaswell. Given the adherence to the
manner in which the JAOC currently organizes and functions, thereis only so far technology can go
to improve timely and efficient execution. With the advent of NCW, the JAOC has an opportunity
to metamorphose again, achieving improvements to support vastly increased operationa tempo.
Limitations of organization, function and execution can be resolved by applying the NCW concepts
of shared awareness, salf-synchronization and massing effect. By rethinking the current function and
execution methodology of the JAOC and melding them into a Joint Operations Center (JOC)
organized by capability rather than operational medium, we will provide for the efficiency inherent in

NCW and amore robust and high tempo at dl levels of military operations.



Introduction

The concept of Network Centric Warfare (NCW) is advertised to sgnificantly change the way
the military operatesin the future. The praliferation of information technology and its ability to
provide for centrdized control while decentralizing execution are but two foundations for these
changes. Those concepts, however, are not novd. In fact, the evolution of the Joint Air Operations
Center (JAOC) demongtrates a continua effort to achieve those same objectives. Asareault, the
effectiveness of the JAOC has progressively improved since the concept originated during the
Vietnam War in the form of the Tactical Air Control Center (TACC). Unfortunately, the JAOC
dill fdls short in achieving the expediency of execution o necessary in modern warfare. The ability
to support sgnificantly increased operationd tempo will be required not only in the JAOC's domain
of argpace, but on the ground and a seaaswell. Given the adherence to the manner in which the
JAQOC currently organizes and functions, thereis only so far technology can go to improve timely
and efficient execution. Simply put, “efforts to speed up the process so that more responsive plans
can be developed are fast approaching the laws of diminishing returns’. With the advent of NCW,
the JAOC has an opportunity to metamorphose again, achieving improvements to support vastly
increased operaiond tempo. Judt as the organization, function and execution of military operations
asawholewill change sgnificantly, so must the organization, function and execution of the JAOC

change in the realm of NCW.

Background
The JAOC is primarily thought of as the command and control (C2) center, which controls

piloted, “air breasthing”, combat and supporting aircraft. 1n addition to that function, the JAOC has



coordinated unmanned aerid vehicle (UAV) sorties, and with the advent of Combined Air
Operations Center -X (CAOC-X), will aso include air mobility and space system integratior?.
CAOC-X isproof that the organization, function and execution of the AOC (Combined or Joint)
areimproving with current technology in typicd linear fashion. Unfortunately, “linear extensons of
current concepts and practices will not be truly innovative™ and provide for the maximum benfit of
NCW. In order to redize the changes, which can occur to the JAOC in the relm of NCW, the
current organization, function and execution methodology of today’s JAOC must be reviewed. For

amore in depth discussion of the JAOC, see Joint Pub 3-56.1.

Organization, Function and Execution of the JAOC

The joint force structure organization outlines how the JAOC fits to support the Joint Force
Commander (JFC) intent. Asdirected by the Nationd Command Authority, the Joint Chiefs of
Staff (JCS) provide specific guidance to the JFC in regards to strategic objectives. The JFC then
determines the theater objectives and provides determination on the prioritization of effort,
apportionment of resources and delegation of authority®. As delineated in Joint Pubs 3-0 and 1-02,
the JFC further delegates authority and responsibility to component commanders. These can be
service and/or functional component commanders. When functional component commanders are
chosen, these include the Joint Force Land Component Commander (JFLCC), Joint Force
Maritime Component Commander (JFMCC), Joint Force Air Component Commander (JFACC)
and Joint Force Specia Operations Component Commander (JSOCC). Note that in cases where
aconflict is of limited duration, scope, and/or complexity, the JFC staff may be able to handle the

responsibilities of a JFACC and therefore not need to assign a component commander®. Working



directly for the JFACC or JFC gaff in developing plans and directing operations of ar power isthe
JAOC. The JAOC is supported by other servicesto coordinate their air power requirementsin the
form of the land component’ s Battlefield Coordination Element (BCE) and maritime component’s
Nava and Amphibious Liaison Element (NALE).

The JAOC performs functions, which provide for the planning and systematic gpplication of ar
power with implications from the Strategic to tacticd level. Generdly, these functions have been
categorized into severd sequentia areas, which must be accommodated by the JAOC. They
include the planning, coordination (to include ar space and air defense coordination),
alocation/gpportionment and tasking of air assets. In addition, the JAOC must dso perform the
functions of directing and monitoring. The two subdivisons of the JAOC, which are primarily
respongible for performing these tasks are the combat plans and combat operations divisons,
Findly, the JAOC must ensure sufficient connectivity or communications exist to complete dl the
aforementioned tasks’.

Once planning is completed, the JAOC provides for the specific and detailed tasking of assgned
units using an Air Tasking Order (ATO). ATO deveopment begins 36 hours (or more depending
on the szelimportance of the misson) in advance of execution. The god isto distribute the ATO 12
hours prior to execution to alow sufficient time for planning by tasked units. ATOs generdly cover
a 24-hour period of operation. Following distribution of the ATO, the JAOC directs and monitors
its execution. JAOCs are equipped and manned through the combat operations division to adjust
operations as changes occur in the battlefidd to some degree depending on timeliness of information
and asst avalability. These adjusments may occur within the ATO cycle “by diverting a sortie

from a preplanned target or waiting for the next cydle’® (i.e., deferred to a subsequent ATO).



Limitations of Today’s JAOC

Upon scrutiny of the JAOC, there are severd limitations to its current organization, function and
execution, which will be discussed in detall separately. In generd, the organization of the JAOC is
hindered by its footprint (sze/location) and command structure. 1ts current function has limitations
dueto rigidity of doctrine affecting target engagement methodology. Findly, the JAOC islimited in

speed of execution.

Limitations of Organization

In the pag, the Sze of the JAOC in terms of human requirements was immense. In fact, during
Desert Storm the JAOC was comprised of over 2,000 specidized personnd requiring up to thirty-
seven C-141 sorties to transport the personnel and AOC structure®. With the advent of CAOC-X,
technology has facilitated a sgnificant downsize of those requirements. The JAOC will become
much more portable and this will ease the burden on lift and space at bed down sites. However,
even asmaller more portable JAOC isaliability if it is necessary that it be forward deployed, aither
onland or a sea. Land sites may be restricted by political congtraints, aswasthe casein El
Salvador™®. U.S. support in that conflict was limited by the Reagan Administration to atotal of 55
advisorsin the AOR to "assuage public and congressiond fears of asecond Vietnam'**.
Additiondly, forward deployed personnd may be at risk in high threat areas or pose a problem of
operationa security, asthe Joint Force Commander may need to minimize pre-hostilities moves to
keep alow profile'. Consider therisk U.S. forcesin Saudi Arabia, Bahrain or afloat on the

Arabian Seawould be at if Irag possessed and were willing to use wegpons of mass destruction



(WMD) equipped with improved precison capability. Future technology will dlow aforward
deployed JAOC to be located in an arcraft. While such innovation would be useful in diminating
issues of footprint, it &ill involves agregter leve of risk than if the JAOC could smply be located on

U.S. territory.

I ntegration of Multi-Service Assets

In its current organization, the JAOC incorporates Navy, Army and Marine Corps assets through
the use of the BAC and NALE. However, sncethereisadivison dong service lines (regardless of
the fact that they are operating jointly), the tendency isto prioritize the alocation of those air assets
to their repective servicesfird, leaving the remaining portion for dlocation to the requirements of
the overdl ar campaign. An obvious exampleis carrier aircraft operating in the Arabian Gulf. The
carrier will dlocate a percentage of sorties toward battle group defense and the JAOC will
coordinate and account for those ar operationsin the ATO. However, while some of these “battle
group allocated” assets may be equipped and available to complete dternate missons, thereis
rigidity in their assgnment, which prevents such action. Consder an example where acredible
arborne threat to surface vessals exigts, requiring a continuous/rotational combat air patrol (CAP)
with supporting tanker and eectronic warfare (EW) assets. If a power projection strike is diverted,
current operations provide no means for the JAOC to quickly reassgn the CAP and supporting
arcraft to drike the original target even if the current threet Stuation dlows.  The opportunity to

flexibly usethemislog.

Limitations of Function



Limitations to the function of the JAOC have lead to target engagement rigidity. The ATO pre-
assgns targets to specific platforms, but only partidly compensates for dynamic changesto the
battlefield. The combat operations division of the JAOC attempts to make the process more
responsve by directing changes redl time, but its ability to do so requires an intelligence input be
relayed to them, a decision be made to divert an asset from a pre-planned target, and an ability to
communicate that direction to the gppropriate asset. To compound matters, support assets such as
electronic warfare, suppression of enemy air defense, and reconnai ssance assets may dso have to
be redirected. The amount of time necessary to complete that process may be too great and an
opportunity will belogt, or worse, friendly forces will be jeopardized by delayed action. Even
waiting until the next launch of arrcraft, with new misson in hand, may be too late.

Severd attempts have been made to shrink the decision cycle known as the Observe, Orient,
Decide, Act (OODA) loop™. Thefirgt is assgnment of aternate targets to provide aflex targeting
option. However, flex targeting can only accomplish o much snceit relies on ardatively datic
baitlefield and will not be able to predict dl unanticipated changes in adynamic environment. The
inception of “kill boxes’ is another attempt to adleviate this problem, but it is geographicdly limited
and assets may be wasted awaiting tasking. Airborne Battlefield Command and Control Centers
(ABCCC) have dso been used as an extension to the JAOC by providing divert information to
drike packages en route to target'. While these aircraft may provide some reduction in time, they
gl require sufficient time for the intelligence-decision-reassgnment processto occur. Consider an
observation from the Kosovo conflict, which discussed the ingbility of aircraft to strike mobile
targets. The reason given wasthe delay in “reaction time required to pass data from EC-130

(ABCCQC) aircraft to NATO's CAOC at Vicenza, Italy, and then on to strike assets’™. Also, ina



dynamic environment, the ABCCC operators may be inadequate due to the shear volume of
changes. “Beyond some threshold, a human decison maker is overwhemed, resulting in sub-
optimal assgnments, or worse, unacceptable delays in alocating fires™®.

Findly, the inability to use assets not assigned to the JFACC limits the JAOC s options. Target
dlocation may shift, not just changing the target a specific platform prosecutes, but shifting the
platform “type’ which is most suitable to engage a specific target. For example, the JAOC has no
means of reactively assgning shipborne wegpon systems. Avallable assats such as radars, jamming
equipment, surface to air missiles, and surface to surface missiles cannot be alocated by the JAOC
even if one can be used instead of an airborne platform’s sensors or wegpons. With the exception

of satic targets, an ATO iniits current form quickly becomes cumbersome.

Limitation of Execution

Plan formulation and execution does not provide for maximized operationd tempo. Lessons
learned from Desart Storm included the fact “that moving or time-sengtive targets posed a problem
when the JFC and his targeting cdll begin discussng target priorities 36 to 48 hours before misson
execution”’. Unfortunately, regardless of how quickly aplan and ATO can be formulated and
transmitted, even a one hour delay from target identification to destruction may be too long.
Modern warfare requires reaction to immediate changes in the battlefield. Potentid enemies may
not be as cooperative asthe Iragis. In fact, other adversaries have aready used our delayed target
identification to destruction process to their advantage. Consider the recent Kosovo conflict in
which it was determined that “trikes on fake targets indicated that the Serbs let NATO daytime

reconnaissance flights see redl targets and then replaced them at night™8. Time delays between



detection and targeting resulted in Sgnificant expenditure of ordnance againg fake targets or

Jettisoned ordnance when no target was found at the directed location.

What doesNCW Bring to the Fight

The JAOC of today and near future has definite limitations in organization, function and
execution. Some will argue that these limitations can be reduced or negated by improved
technology, which will decrease the JAOC footprint, improve connectivity and increase speed of
command. While these changes will certainly be helpful, they can only achieve so much since no

change to the overal function and execution methodology will occur. In other words, these will only

be linear improvements. The JFC will till provide hisintent to the JFACC. The JFACC will il
determine defined gpportionment percentages. The JAOC will till develop plans based on the
gpportionment of “JFACC controlled” assets, distribute an ATO in delayed/cyclical fashion,

monitor execution and hold authority for most dynamic changes. Given the technologica advances
expected within the next few decades, the only meansto effectively utilize them will be to modify our
methodology and doctrine. One way to do o is to incorporate the concept, which has been termed
NCW. NCW isdefined as “an information superiority enabled concept of operations that
generates increased combat power by networking sensors, decison makers and shooters to achieve
shared awareness, increased speed of command, higher tempo of operations, greater lethdity,
increased survivability and a degree of sdf synchronization”®. Once you regain your breath after
reading that definition, what NCW redlly boils down to isimproved organization, function and

execution through the use of information superiority. The manner in which that superiority is gained



in each of those areasis through the networking of sensors for the purposes of both gaining and
digributing information.

Making sgnificant changes in methodology and doctrine first requires some concept of the
capabilities NCW will purportedly provide. Some basdline assumptions arein order on the
capabilities of future technology through explanation of abstract terms as “shared awvareness’, “ sdf
synchronization” and “massing effect”. Given these assumptions, ascertaining both improvements
and vulnerahilities will be possible. While these improvements are futurigtic, there needs to be an
acceptance that technology will eventudly facilitate development and gpplication of these

improvements to the way we conduct military operations.

Shared Awareness

Shared awarenessis the first result of networking sensors. The need for improvementsin this
area has been recognized in the aftermath of Kosovo operations. The Defense Advanced Research
Projects Agency (DARPA) has intengfied efforts to improve methods to “combine and pass target
data through networks to aircraft or wegpons’ to include not just overhead sensors, but piloted and
remotdy piloted vehides®. Given future advancements in automated analysis and display systems,
the network of sensors will provide for a“common operationd picture (COP). A COP will include:
location data on friendly and enemy forces; satus of forces; available courses of action and
predicted actions for enemy forces; and information on the environment”?. Thisinformation will be
available dl the way down to the tacticdl level including specific actor entities and will only be
modified by “filters’ implemented by the actors. Shared avareness dlows for the lowest actor with

a COP to make a decison since information necessary to make that decison no longer restswith



just the C2 organization. As such, the JAOC/JFACC no longer has to be the hub for dispensing
information and consequently, making al dynamic decisons. These can be delegated through a

process known as saf synchronization.

Sdf Synchronization

Sdf synchronization is defined as “amode of interaction between two or more entities: two or
more robustly networked entities, shared awareness, arule set, and a value-adding interaction. The
combination of arule set and shared awareness enables the entities to operate in the absence of
traditional hierarchical mechanisms for command and control”?. Consider that arule set is
determined from the JFC's intent and applied by the JAOC. Examples could be apriority logic
pre-assigned to specific types of targets and between targets of smilar type, or smply the
assgnment of a protected entity for agiven set of actors. Such rule sets would dlow dynamic
changes in action by specific actorsin the battlespace without the need to seek directed action from
higher authority. Given proper rule sets and automated agorithms, both piloted and unmanned
vehicles can modify their actions without first requesting permission of the JAOC/JFACC. The
decision-to-execute process is compressed not because of increased speed of data transfer, but by
removing decison nodes like the JAOC from the process when possible. Thismay not be desirable

indl gtuations. Whenit is not, JAOC/JFACC control can be retained through redtrictive rule sets.

Massing Effect
Massng effect is smply ameans of optimizing time, space and force to achieve the desired result

in the most expedient and efficient manner. Given our current mode of operation with platform-

10



centric warfare, problems occur in trying to coordinate the efforts of different functiona component
forces. “The entire effort is held hostage to the speed of the dowest combat cycle, dl other units
being ddiberately kept from achieving their optimum operationa tempos S0 as to mass effects or be
mutually supportive’®. Massing effect through networked actors alows for the application of force
more quickly with fewer assets by utilizing forces that would otherwise not be considered or not be
capable. Improved wegpons with advanced precision guidance capability and extended range will
facilitate our capability to mass effect from actors operating in different molecular conduits. Massing
effect will be aresult of “shared avareness’ and “ sdlf-synchronization” in that the JAOC or just the
actorsindividualy will adjust to dynamic scenarios to bring the best combination of resources to

bear.

Combining Shared Awar eness, Self-synchronization and Massing Effect

Given these three capabilities gpplied in concert, they would speed operations by diminating the
need for airborne assets to depend on the JAOC for information and new tasking whenever
dynamic changes occur. In other words, they “permit aflattened, decentrdized command
structure, with decisions made a the lowest practical level of command.”®*  Optimization of force
occurs because decison to execute timeis sgnificantly reduced and adl JAOC forces, which can
contribute to a pecific effort, are able to do so. Optimizing force execution will have the added
benefit of minimizing totd force requirement to achieve a specific objective. Unfortunately, the

problem that till remainsisthat the JAOC 4till operates with finite forces reducing its potential

capatility.
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Recommendations

A clean sheet of paper needs to be brought out to adapt current JAOC functions into the
doctrine of NCW. We must dispense with stovepipe organizations, which even when operating in a
joint environment, do not alow for the optimd effort and effect. We must dispense with
organizations, which function exclusvely to asngular service or component commander’s
interpretation of JFC guidance. Findly, we must dispense with execution methods, which inhibit the
massng of effect, and inhibit an ability to not only react in adynamic environment, but aso provide

for dynamic proactive measures.

Network Centric Organization

Hexibility islimited by the manner in which we organize and hence, command our forces.
Generd Krulak suggeststhat “by defaulting to functiond componency we leave congderation of the
mission completely out of the process’®. The JAOC, while having liaison with other component
commanders, operates under the concept that its control is limited in space and force. Given that
limitation, there is aso alimitation to the operationd flexibility with which the JFACC, and
subsequently the JFC, can respond to specific dynamic Situations. Such limitations made sense
when our ability to network was limited. In the relm of NCW, that will no longer be the case.
NCW will provide “operationd flexibility which will enable commandersto plug and play sensors,
shooters, command and control, and support capabilities into task-organized combat packages,
including appropriate collections of sensors and weapons®. For that reason, it makes sense to
reorganize under the J=C to provide for unfettered access to al those capabilities in whatever

sarvicethey exist. Expertsin each of the service capabilities will till serve to appropriately assgn
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capahilities within the organization, but the focus should not be service cgpability dlocation. The
organization “should be designed to facilitate the flow of information and materias needed to carry
out the tasks at hand with no organizational barriers or speed bumps that degrade performance’?’.
The JAOC operating in its current doctrine has become one such organizational barrier. Assuch,
the JAOC organization and method of function and execution as it currently exists should be
terminated. A new approach to the control of assets, regardless of the environment from which or
within which they operate, must be developed.

A proposed organization schematic is provided in Appendix A, Figure 1. In this proposd, the
JFC remains the head decision maker and devel oper of courses of action. However, rather than
having functional component commanders working for him, it has been suggested that the
organization be developed using the concept of the Mission Capability Package (MCP)®. NCW
describes an MCP as “conssting of a concept of operations, command approach, organization,
systems and people with a prescribed level of expertiss’®. Therefore, working directly for the JFC
will be Mission Capability Package Commanders (MCPC) in charge of specific missons, which
define agiven operation. . The tota number of MCPCs will be dependant on the size of the
operation and the number of coincident or sequentid missons, which will be phased into the
operation. Each of these MCPCs will have experts from the services (Navy/USMC, Air
Force/Space, and Army) to advise on plan formulation and asset requirements. Working for the
MCPCswill be a Joint Operations Center (JOC). Specidigts of today’s JAOC will be
incorporated into the JOC. The difference will be that their expertise, dong with other
sarvice/functional component experts, will be divided among capabilities (sensor, actor/shooter,

network), deconfliction ( zone) and support, rather than the medium (air, land, sea) in which
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platforms operate. Based on the aforementioned issues of footprint/location, improved technology
and networking, the JOC can function equally well on U.S. territory or forward deployed if security

permits.

Network Centric Function

The functions of the JAOC are aso subsumed inthe JOC.  The JOC will perform planning,
coordination (to include zones or space of operation), alocation/apportionment and tasking. Unlike
the JAOC, which islimited by asset dlocation, the JOC has the advantage of assgning any as,
regardless of its service orientation (massing effect). The MCP plans (MCPP) for each MCPC will
be developed and deconflicted within the JOC. Not only will these plans include battlespace focus
and desired timelines of execution, but since al assets will receive a COP (shared avareness), the
plans will provide guidance on decison processes by stipulating/delegating levels of sdlf-
gynchronization. An example scenario of how this organization may function is contained in

Appendix B.

Network Centric Execution

Execution must provide for the fastest operationd tempo feasible. An ahility to respond
immediatey to changes on the battlefield kegps the enemy off baance and prevents his ability to
predict actions. Codlition forcesfailed at this during Allied Force, dlowing “Milosavic' sar defense
personnd to template US and NATO air operations based on their performance during the Gulf
War and in Bosnia™. The result was an ability to predict our operations and, at least to some

degree, control the operationa tempo. While plans or tasking orders will still be required from the
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MCPC to provide units with necessary guidance, there should be severd digtinct differences.

Firgt and foremogt, tasking should be provided on amore dynamic and less cyclica nature
preventing an adversary’ s capability to predict our operations. Certainly, an initid tasking plan will
be implemented and humar/platform limitswill have to be constantly considered. However, sncea
COPisprovided & al levelswithin the operationd organization from the J=C to the platform, the
ability to react dynamicdly will beimproved. For example, the same picture studied by the JFC
and MCPCs in the JOC will be the same asin a squadron ready room. With pilot controlled filters,
the same picture less extraneous information will be provided in the cockpit. Codition partners
without the need to know dl information contained on the COP will be provided with gpplicable
information that they too can filter as necessary. Planning, which has dready legpt from grease
board to computers, will become completdy automated. Since the origination point of a
platform/actor is now irrdlevant asisits operating medium (seg, land, or air), the solutionsto
dynamic changes will be reedily avallable and optimized (massing effect). All of these innovations
will dlow for continuous vice cydicd operaions and planning.

While tasking based on new and modified MCPPs will till come from the JOC. They will be
digtributed just to the affected tactical commands and units as needed. In addition, the tasks will be
less detailed with the required mission specifics provided through automated processes and the
COP. Additiond filters a the receive station, whether an information center or weapons platform,
will diminate extraneous information as desired by the recipient. Cydlicd tasking orderswill no
longer be necessary or desired, as changes in tasking not inherent to the rule sets will occur on a
more timely and dynamic basis to specified units (air, land or sea) based on MCPC direction.

Finally, a decrease in directed tasking from the MCPCs through the JOC will occur with

15



increased sdlf-synchronization. This ability to self-synchronize will dlow the JOC to spend more
time monitoring and analyzing execution, alowing for formulation of proactive responses rather than
being engulfed in making reactive changes (something today’ s JAOC strugglesto accomplishina
much less dynamic environment). Of course, there must be acceptance of the rule set if JOC
directed dynamic re-tasking isto be minimized. In cases where the rule set is purposely redtricted
to prevent specific automatic re-tasking, the JOC can provide new tasking through the network.
Deveoping acomprenensve rule st is key to minimizing JOC intervention. (Appendix B, Figure

(2) provides an example rule-set).

Vulnerabilities’Challenges

Electronic warfare and e ectro-magnetic superiority are very dynamic and flegting capabilities.
Systems, which are considered not jammable or not exploitable one day are found to be so the
next. It would be amistake to base operations and asset availability (i.e., force structure) on the
presumption that connectivity will never be interrupted. Therefore, backup systems and graceful
degradation of operations must be planned and trained toward. Platforms need to retain sufficient
sensors to continue operations if the network isinterrupted. Force structure should accommodate
the possibility of occasondly reverting to platform centric operations. Findly, while a JOC would
best be supported at secure CONUS ingtdlations, there will be a need to forward deploy a
portable JOC for periods when connectivity isinterrupted. In this case, an airborne unit would be
required as it could best facilitate line-of-sight communications between sensors and actors when
satellite communications are interrupted.

A second vulnerability isthat sensors are prone to error and deception. Even multiple sensors of
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different type, applied to a specific detection problem using neurd networking and parale
processing, will not be impervious to error and deception. Certain levels of probability, telling an
operator or automated system the rdliability of sensor information, will have to be assgned and
incorporated into rule-sets and automated dgorithms.  The consequence of not doing so will be

extensve wasted expenditure of weapons, or worse.

Conclusion

We are currently tripping over operationa speed bumps by maintaining the same doctrine and
methodology of today’s JAOC. New technology done will not diminate this problem. However,
there is promise that these limitations can be bypassed with the inception of NCW. Limitations of
organization, function and execution can be resolved by gpplying the NCW concepts of shared
awareness, self-synchronization and massing effect. By rethinking the current function and execution
methodology of the JAOC and melding them into a Joint Operations Center organized by capability
rather than operationd medium, we will provide for the efficiency inherent in NCW and amore
robust and high tempo at dl levels of military operations. Correct adaptation of NCW will require
doctrina changes, education, training and modeling to ensure the methods employed will work on
the battlefidd*. Promoting such changes now will give industry guidance on how to meet the

technological needs of a JOC and supporting units so we can begin the adaptation process as soon

aspossible.
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APPENDIX A
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APPENDIX B
Author’s Note. The following scenario is provided for consderation of how the JAOC will be
incorporated into the JOC and how the latter will function under the proposed command structure.
Only generd information regarding the dispogtion of forcesis provided in order to focus more on
the function of the JOC and the application of rule sets. Rule sets provided are dso considered
rudimentary. Theintent isonly to provide sufficient information on how rule setswill facilitate
reduced decison cycles through self-synchronization and optimized asset dlocation through massing
of effect.
Scenario.

Country X has invaded coastal country Y. X troops have control over most of the country
including mgor seaand airports. However, asignificant number of country Y refugees and freedom
fighters are bottled up in asmal section of country Y and are dowly and systematicdly being
attacked by country X forces. The JFC, through direction from higher authority, determinesthat he
has three specific missons:. fird, to protect the refugees and freedom fighters of country Y'; second,
to force country X forces out of country Y'; and third, to destroy country X forces such that they no
longer pose a credible threet. Given the rapidity with which events are unfolding and the mohility of
country X forces, the JFC is directed to complete these missions near coincidentaly but main effort
should be focused on protecting the refugees/freedom fighters of country Y.

The JFC assigns these missions to three MCPCs who coordinate plans (MCPP) to complete the
tasks. Each MCPC uses the JOC to ascertain the necessary assets to complete their mission given
the forces available to the JFC. In this scenario, air, land and sea forces are available for JOC

coordination. Since the JOC focuses on available sensors, actors and
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APPENDIX B

support assets, they provide information on asset alocation cgpable of assisting in completing the
mission in those terms, regardless of service orientation. Where gpportionment becomes an issue,
recommendations of asset dlocation and phasing are made by the JOC. The MCPCs determine if
the force avallability and phasing isin accordance with JFC intent and review their MCPPs with the
JFC. Tacticd units are provided the plans and the execution phase begins. At this point, planning
and execution occur near smultaneoudy with both the MCPCs (through the JOC) and tectica units
maintaining the same COP (shared awareness). Sensors are alocated and shifted based on MCPC
coordinated determination. MCPPs include provisons for saf-synchronization and massng of
effect by providing actors the authority to adjust targets as necessary to support their MCPP or to
assist with other MCPPsif able under certain preset conditions (rule sets). When rule set conditions
do not permit such changes, actors may be dynamicaly shifted by MCPC direction through the
JOC.
Rule Sets

The following rule st is an example, which would be recommended by the JOC and endorsed
by the MCPC to facilitate the optimization of assets in support of the JFC'sintent. All rule setswill
have two common factors. A level of confidence will have to be assigned to the fused sensor data
to provide the actors with criteriafor shifting targets. Also, adecision on “availahility” of actorswill
have to be made usng severd criterion. Firdt, determination is made that they have sufficient
wegpons. Second, they are not currently engaged in target prosecution, which would be adversely
affected by target reassgnment (i.e., a some point awegpon or arcraft cannot be reassgned).

Findly, they are physicdly able (time, distance) to prosecute the new target. Figure (2) isasample
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Protected Entity/Targeted Entity rule set for
APPENDIX B

ar-to-surface and surface-to-surface actors. Thisrule set alows actors to shift priority of assigned
targets or change targets based on a threat to a protected entity or the detection of higher priority
targets. Protected entities are formations of troops, tanks, ship(s), and aircraft.

Scenario Play

As previoudy mentioned, three MCPCs are assigned. MCPC #1 provides for protecting

country Y freedom fighters and refugees and has the highest priority MCPP. MCPC #2 provides
for the remova of X forces from country Y and is the second priority MCPP. MCPC #3 provides
for destruction of X forces such that they no longer are a credible threat and is the lowest priority
MCPP. Asthe execution phase gets underway, sensors determine with necessary confidence level
that two unexpected actions have occurred. Firgt, country X special forces are detected leaving an
underground tunnel and are massing in preparation to atack country Y freedom fighters. Second, a
mobile surface to air missile has been detected providing protection for the massing specid forces.
MCPP #1 does not have sufficient assets to counter the specia forces or destroy the SAM.
However, snce MCPC #1 has priority, forces are diverted via rule-set logic from MCPC #2 and
#3. Two drike aircraft are diverted from a 6-plane strike in support of MCPP #3. However, Since
support arcraft of that strike are still needed to protect the remaining aircraft, a sea based UAV
jammer is launched in support of the two arcraft and ATACM fireis directed from assets
supporting MCPP #2 againgt the pop-up SAM. Diversion of aircraft and redirection of ATACM
fire occurs automatically. Sincethe UAYV is not dready arborne, its launch was directed by the

JOC,
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which was provided severd options of jamming support from which to choose. Misson complete,

reassgned assats return to their origind mission or return to base.

APPENDIX B
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Figure (2)
Rule Set Decision Process for Air-to-Surface and Surface-to-Surface Actors
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