Technologies Underlying Weapons of Mass
Destruction

December 1993
OTA-BP-1SC-115

NTIS order #PB94-126984
GPO stock #052-003-01361-4

' UNDERLYING

WEAPONS
oF

N Mass

& DESTRUCTION




Recommended Citation:
U.S. Congress, Office of Technology Assessment, Technologies Underlying

Weapons of Mass Destruction, OTA-BP-1SC-115 (Washington, DC: U.S.
Government Printing Office, December 1993).

For sale by the U.S. Government Printing Office
Supermtendent of Documents, Mail Stop: SSOP. Washington, DC 20402-9328
ISBN 0-16-043022-4



Foreword

ontrolling the spread of weapons of mass destruction depends on how

hard it is to manufacture them and on how easy such weapon programs

are to detect. This background paper, a companion volume to OTA’s

report Proliferation of Weapons of Mass Destruction: Assessing the
Risks, reviews the technical requirements for countries to develop and build
nuclear, chemical, and biological weapons, along with the systems most capable
of delivering these weapons to distant or defended targets: ballistic missiles,
combat aircraft, and cruise missiles. It identities evidence that might indicate the
production of weapons of mass destruction, and technical hurdles that might
provide opportunities to control their spread.

Of the weapons considered here, nuclear weapons are the most difficult and
expensive to develop-primarily due to the difficulty of producing the required
nuclear materials. These materials, and the equipment needed to produce them,
have quite limited civilian applications and are tightly controlled. States have
produced nuclear weapon materials indigenously by evading international
controls, but at great cost and with substantial opportunity for detection. For
chemical and biologica weapon materials, in contrast, most of the equipment
needed also has civilian applications and has become widely available, making the
capability to produce such weapons much more difficult to monitor and control.

The level of technology required to produce weapons of mass destruction is
relatively modest: ballistic missiles and nuclear weapons date back to World War
I1, and basic chemical and biological weapons predate even that. Since export
controls ultimately cannot block the spread of general technological capability, an
effective nonproliferation regime must supplement them with other
nonproliferation policy measures. Nevertheless, export controls can prevent states
from pursuing the easiest or most direct routes to weapons of mass destruction, and
they will remain an important component of nonproliferation policy.

1 U.S. Congess, Office of Technology ASSESSMeENt, Proliferation of Weapons of Mass Destruction: Assessing
the Risks, oTA-IsC-559 (Washington DC. U.S. Government Pri nting Office, August 1993).
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| ntroduction

his background paper explores the technical pathways by

which states might acquire nuclear, chemical, and

biological weapons and the systems to deliver them. It

also assesses the level of effort, commitment, and
resources required to mount such developments. The paper is a
companion to the OTA report Proliferation of Weapons of Mass
Destruction: Assessing the Risks, which describes what nuclear,
chemical, and biological weapons can do and how they might be
used.' That report also analyzes the consequences of the spread
of such weapons for the United States and the world, surveys the
array of policy tools that can be used to combat proliferation, and
identifies tradeoffs and choices that confront policymakers. A
forthcoming report will analyze specific sets of nonproliferation
policy optionsin detail.

The technical hurdles that must be surmounted to develop
nuclear, chemical, and biological weapons are summarized in
table 1-1, which also appeared in OTA'’s earlier report.” Those
steps that are particularly time-consuming or difficult for
proliferants to master without outside assistance can be exploited
to control proliferation. Conversely, steps that are relatively easy,
or that make use of widely available know-how and equipment,
make poor candidates for control efforts. Understanding the
extent to which ‘‘dual-use’ technologies or products—those
also having legitimate applications-are involved in the devel-
opment of weapons of mass destruction isimportant, since both
the feasibility of controlling dual-use items and the implications
of doing so depend on the extent of their other applications.

1 U.S. Congress, Office of Technology Assessment, Proliferation of Weapons of
Mass Destruction: Assessing the Risks, OTA-ISC-559 (Washington DC: U.S. Govern-
ment Printing Office, August 1993).

2 ..

Ibid., pp. 1011.
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2 | Technologies Underlying Weapons of Mass Destruction

Table |-l—Technical Hurdles for Nuclear, Biological, and Chemical Weapon Programs

Nuclear

Biological

Chemical

Nuclear materials or lethal
agents production

Feed materials

Scientific and technical
personnel

Design and engineering
knowledge

Equipment

Uranium ore, oxide widely
available; plutonium and
partly enriched uranium dis-
persed through nuclear power
programs, mostly under inter-
national safeguards.

Requires wide variety of ex-
pertise and skillful systems
integration.

Varies with process, but spe-
cific designs for producing
either of the two bomb-grade
nuclear materials can be diffi-
cult to develop:

«» Separation of uranium
isotopes to produce
highly enriched uran-
ium;

. Reactor production
and chemical pro-
cessing to produce
plutonium,

Varies with different processes
but difficulties can include fab-
rication, power consumption,
large size, and operational
complexity:

s Electromagnetic
separation equipment
can be constructed
from available, mul-
tiple-use parts;

= Equipment for other
processes is more
specialized and diffi-
cult to buy or build.

Potential biological warfare a-
gents are readily available lo-
cally or internationally from nat-
ural sources or commercial sup-
pliers.

sophisticated research and de-
velopment unnecessary to pro-
duce commonly known agents.

industrial microbiological per-
sonnel widely available.

Widely published; basic tech-
niques to produce known agents
not difficult.

Widely available for commer-
cial uses.

Special containment and waste-
treatment equipment may be
more difficult to assemble, but
are not essential to production.

Many basic chemicals avail-
able for commercial purposes;
only some nerve gas precur-
sors available for purchase,
but ability to manufacture them
is spreading.

Organic chemists and chemi-
cal engineers widely available.

Widely published.

Some processes tricky (Iraq
had difficulty with tabun cyana-
tion, succeeded at sarin alkyla-
tion; however, sarin quality was
poor).

Most has legitimate industrial
applications.

Alkylation process is somewhat
difficult and is unusual in civil-
ian applications.

Special containment and waste
treatment equipment may be
more difficult to assemble, but
are not essential to production.

Monitoring the proliferation of weapons of
mass destruction, or conversely monitoring compli-
ance with nonproliferation agreements, depends
on detecting and identifying various indicators or

This paper aso identifies signatures that, if
detected, might reveal the existence of or progress

in programs to develop weapons of mass destruc-

tion and their delivery systems.

signatures associated with the development, pro-
duction, deployment, or use of such weapons.

OTA'’s earlier report summarized the material
included in chapters 2 through 5 of this report.’

3Ibid., pp. 33-43.
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1-1-(Continued)

Nuclear

Biological

Chemical

Plant construction and
operation

Overall cost

Weaponization
Design and engineering

Production equipment

Costly and challenging.

Research reactors or elec-
tric power reactors might be
converted to plutonium pro-
duction.

Cheapest overt production
route for one bomb per year,
with no international con-
trols, is about $200 million;
larger scale clandestine
program could cost 10 to 50
times more, and even then
not be assured of success
or of remaining hidden.

Black-market purchase of
ready-to-use fissile materi-
als or of complete weapons
could be many times cheaper.

Heavier, less efficient, lower
yield designs easier, but all
pose significant technical
challenges.

Much (e.g., machine tools)
dual-use and widely avail-
able,

Some overlap with conven-
tional munitions production
equipment.

With advent of biotechnology,
small-scale faclities now capa-
ble of large-scale production.

Enough for large arsenal may
cost less than $10 million.

Principal challenge is maintain-
ing the agent’s potency
through weapon storage, deliv-
ery, and dissemination.

Broad-area dissemination not
difficult; design of weapons that
effectively aerosolize agents for
precision delivery challenging
(but developed by U.S. by’60s).

Must be tightly contained to
prevent spread of infection, but
the necessary equipment i snot
hard to build.

Dedicated plant not difficult.

Conversion of existing com-
mercial chemical plants feasi-
ble but not trivial.

Arsenal for substantial military
capability (hundreds of tons of
agent) likely to cost tens of
millions of dollars.

Advanced weapons somewhat
difficult, but workable munition
designs (e.g., bursting smoke
device) widely published.

Relatively simple, closely re-
lated to standard munitions pro-
duction equipment.

SOURCE: Office of Technology Assessment, 1993.

For those readers who do not have a copy of that
publication, the summary is repeated below.

NUCLEAR WEAPONS

Material Production

In terms of costs, resources required, and
possibility of discovery, the difficulty of ob-
taining nuclear weapon materials—plutonium
or highly enriched uranium—today remains
the greatest single obstacle most countries

would face in pursuing nuclear weapons. Even
straightforward methods of producing such ma-
terial indigenously (such as building a small
reactor and a primitive reprocessing facility to
produce plutonium and recover it from irradiated
reactor fuel) would require at least a modest
technological infrastructure and hundreds of mil-
lions of dollars to carry out. Moreover, once such
a facility became known, it could generate
considerable pressure from regional rivals or the
international community. The costs of a full-scale
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indigenous nuclear weapon program-especially
if clandestine-can be substantially higher than
for a program largely aimed at producing just one
or two bombs and carried out in the open. Irag
spent 10 to 20 times the cost of such a minimal
program-many billions of dollars-to pursue
multiple uranium enrichment technologies, to
build complex and sometimes redundant facili-
ties, to keep its efforts secret, and to seek afairly
substantial nuclear capability. Few countries of
proliferation concern can match the resources that
Iraq devoted to its nuclear weapon program. (Iran,
however, probably could.)

Since production of nuclear materials is
generally the most difficult and expensive part
of producing a nuclear weapon, the leakage of
significant amounts of weapon-grade material
from the former Soviet Union would provide a
great advantage to potential proliferants. In-
deed, the possibility of black-market sales of
weapon-usable materials may represent one of the
greatest proliferation dangers now being faced.
Even the covert acquisition of low-enriched
uranium, which can fuel nuclear reactors but is
not directly usable for nuclear weapons, could be
advantageous to a proliferant by enhancing the
capacity of its isotope separation plants.

This ominous prospect notwithstanding, nu-
clear materials suitable for weapon purposes
have to date been extremely difficult to obtain
from countries that already possess them.
There is no reliable evidence that any militarily
significant quantities of nuclear weapon material
have been smuggled out of the former Soviet
Union. The vast mgjority of nuclear material in
nonnuclear weapon states is safeguarded by a
comprehensive system of material accountancy
and control administered by the International
Atomic Energy Agency (IAEA). These safe-
guards are not perfect, but they provide high

levels of confidence that significant quantities of
nuclear material have not been diverted from
safeguarded nuclear reactors. Diversion would be
more difficult to detect from facilities such as fuel
fabrication plants, uranium enrichment plants,
and plutonium reprocessing facilities that process
large quantities of nuclear material in bulk form,
as opposed to handling it only in discrete units
such as fuel rods or reactor cores. At present,
however, there are no large facilities of this type
under comprehensive |AEA safeguards in coun-
tries of particular proliferation concern.’At least
in the short run, the diversion of safeguarded
materials poses less of a threat to the nonprolif-
eration regime than the black-market pur-
chase or covert indigenous production of nu-
clear materials.

Under current European and Japanese plans
for reprocessing and limited reuse of plutonium
from commercial reactor fuel, the current world-
wide surplus of some 70 tonnes of safeguarded,
separated reactor-grade plutonium-the type pro-
duced by commercial nuclear reactors in normal
operation-will likely continue to grow through
the 1990s by more than 10 tonnes per year.
Reactor-grade plutonium is more radioactive and
more difficult to handle than weapon-grade
plutonium, which is produced specifically for use
in nuclear weapons, but it can still be used to
make a crude nuclear weapon of significant
(though probably less predictable) yield. Never-
theless, the states that have sought nuclear
weapons have gone to great lengths to produce
weapon-grade materials-either highly enriched
uranium or weapon-grade plutonium-rather than
reactor-grade plutonium. (Note that some types of
nuclear power reactors, including ones in India,
South Korea, and North Korea, can produce either
reactor-grade or weapon-grade plutonium, de-
pending on how they are operated.)

4 Brazil has a medium-sized fue] fabrication facility under IARA safeguards, and South African enrichment facilities are coming under
safeguards with South Africa’s announced destruction of its nuclear weapons and its accession to the NPT. Neither state is considered an active

proliferation threat at present.



Other Technical Barriers

Unlike chemical and biological weapons, whose
lethality is roughly proportional to the amount of
agent dispersed, nuclear weapons will not pro-
duce any yield at al unless certain conditions are
met: a minimum “critical mass’ of nuclear
materials must be present, and that material must
be brought together with sufficient speed and
precision for a nuclear chain reaction to take
place. A proliferant must master a series of
technical hurdles in order to produce even a single
working weapon.

Nuclear weapons are so destructive that they
place few requirements on the accuracy of deliv-
ery systems for any but the most protected targets.
Most proliferants would likely be able to design
frost-generation nuclear weapons that were small
and light enough to be carried by Scud-class
missiles or small aircraft. Given additional tech-
nical refinement, they might be able to reduce
warhead weights to the point where the 500 kg
(1,100 pound) delivery threshold originaly estab-
lished by the Missile Technology Control Regime
no longer provides a reliable barrier to nuclear-
capable ballistic or cruise missiles.’

Although nuclear weapons were first devel-
oped 50 years ago and the basic mechanisms are
widely known, much of the detailed design
information, and particularly the knowledge
gleaned by the nuclear weapons states from
decades of design and testing, remains classified.
Much of this information can be reconstructed by
a dedicated proliferant, but it will take time and
money. Moreover, ‘‘weaponizing” a nuclear
warhead for reliable missile delivery or long
shelf-life creates additional hurdles that could
significantly increase the required development
effort. Therefore, having access to key individuals-
such as those from the former Soviet nuclear
weapon program---could significantly accelerate

Chapter |-Introduction and Summary | 5

a nuclear program, primarily by steering it away
from unworkable designs. Specific individuals
could fill critical gaps in a given country’s
knowledge or experience, adding greatly to the
likelihood that a program would succeed.
High-performance computers (so-called “su-
percomputers” in the 1980s) are not required to
design first-generation fission weapons. Thus,
placing strict Limits on their exports would be of
minimal importance compared with limiting tech-
nologies for nuclear materials production.

Monitoring Nuclear Proliferation

Production of nuclear materials provides many
signatures and the greatest opportunity for detect-
ing a clandestine nuclear weapon program. Even
S0, alarge part of the Iragi program was missed.
Since members of the Nuclear Non-Proliferation
Treaty (other than the acknowledged nuclear
weapon states) are not permitted to operate
unsafeguarded facilities handling nuclear materi-
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Iragi electromagnetic isotope separation (EMS)
equipment, uncovered after having been buried in the
desert to hide it from United Nations inspectors. Iraq's
EMIS program to enrich uranium for nuclear weapons
had not been detected by Western intelligence agencies
prior to the GuJf War.

3 Broadening its focus, the Missile Technology Control Regime now covers missiles capable of delivering chemical and biological weapons
aswell as those that could be used to deliver nuclear weapons. Consequently, missiles with payloads below 500 kg are included as well.
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as, the existence of any such facilities would
probably indicate an illegal weapon program.’
Nuclear tests at kiloton yields or above would
probably be detectable by various means, espe-
cialy if multiple tests were conducted. However,
such tests are not necessary to field a workable
weapon with reasonably assured yield. Simi-
larly, the deployment of a very small nhumber of
nuclear weapons might not be easily detected.

Implications of Old and New Technologies

Low- and medium-level gas centrifuge tech-
nology for enriching uranium may become in-
creasingly attractive to potential proliferants for a
variety of reasons, including availability of infor-
mation about early designs, difficulty of detec-
tion, ease of producing highly enriched uranium,
and potential availability of equipment from the
former Soviet Union. Modern, state-of-the-art
centrifuges could lead to even smaller, more
efficient, and relatively inexpensive facilities that
would be diffificult to detect remotely.

In the longer run, laser isotope separation
techniques and aerodynamic separation may
have serious proliferation potential as means of
producing highly enriched uranium for nuclear
weapons. Openly pursued by more than a dozen
non-nuclear-weapon states, laser enrichment tech-
nologies use precisely tuned laser beams to
selectively energize the uranium-235 isotope
most useful for nuclear weapons and separate it
from the more common uranium-238 isotope.
Laser facilities would be small in size and could
enrich uranium to high levelsin only afew stages.
They could therefore prove to be difficult to
detect and control if successfully developed as
part of a clandestine program. Nevertheless,
considerable development work remains to be
done before this method can be made viable or

can compete with existing enrichment technolo-
gies. Even for the advanced industrialized coun-
tries, constructing operational facilities will re-
main very difficult Some aerodynamic techniques—
which use carefully designed gas flows to sepa-
rate the lighter uranium-235 from the heavier
uranium-238-require fairly sophisticated tech-
nology to manufacture large numbers of precision
small-scale components, but they do not other-
wise pose technical challenges beyond those of
other enrichment approaches.

CHEMICAL WEAPONS

The technology used to produce chemical
weapons is much harder to identify unambiguously
as weapons-related than is that for nuclear materi-
as production technology, and relevant know-
how is much more widely available. Although
production techniques for major chemical weapon
agents involve some specialized process steps,
detailed examples can be found in the open
literature and follow from standard chemical
engineering principles. Unlike nuclear prolifera-
tion, where the mere existence of an unsafe-
guarded nuclear facility in an NPT member state
could be sufficient evidence of intent to produce
weapons, many legitimate chemical facilities
could have the ability to produce chemical agent.
Intent cannot be inferred directly from capa-
bility.

Agent and Weapon Production

Certain chemical agents such as mustard gas
are very simple to produce. Synthesis of nerve
agents, however, includes some difficult process
steps involving highly corrosive or reactive ma-
terials. A sophisticated production facility to
make militarily significant quantities of one class
of nerve agents might cost between $30 and $50

§ The exception to this statement would be unsafeguarded facilities dedicated to military purposes unrelated to nuclear weapons, such as
nava nuclear propulsion. Such uses are not prohibited by the Nuclear Non-proliferation Treaty. They fall outside IAEA jurisdiction however,
since |IAEA safeguards pertain only to peaceful-e. g., nonmilitary-applications of nuclear power, See Ben Sanders and John Simpson,
Nuclear Submarines and Non-Proliferation: Cause for Concern, PPNN Occasional Paper Two (Southampton, England: Centre for
International Policy Studies, University of Southampton, for the Programme for Promoting Nuclear Non-Proliferation 1988).



million, although dispensing with modem waste-
handling facilities might cut the cost in half. Some
of the equipment needed may have distinctive
features, such as corrosion-resistant reactors and
pipes and specia ventilation and waste-handling
equipment, but these can be dispensed with by
relaxing worker safety and environmental stand-
ards and by replacing hardware as it corrodes.
Moreover, production is easier if a proliferant
country is willing to cut corners on shelf-life,
seeking only to produce low-quality agent for
immediate use.

Chemical-warfare agents can be produced
through a wide variety of alternative routes, but
relatively few routes are well-suited for large-
scale production. Just because the United States
used a particular production pathway in the past,
however, does not mean that proliferant countries
would necessarily choose the same process.

In general, commercial pesticide plants lack
the precursor chemicals (materials from which
chemical agents are synthesized), equipment,
facilities, and safety procedures required for
nerve-agent production. Nevertheless, multipur-
pose chemical plants capable of manufacturing
organo-phosphorus pesticides or flame retardants
could be converted in a matter of weeks or months
to the production of nerve agents. The choice
between converting a commercial plant in this
manner and building a clandestine production
facility would depend on the urgency of a
country’s military requirement for a chemical
weapon stockpile, its desire to keep the program
secret, its level of concern over worker safety and
environmental protection, and the existence of
embargoes on precursor materials and production
equipment.

Agent production, however, is several steps
removed from an operational chemical weapon
capability. The latter requires design and devel-
opment of effective munitions, filling the muni-
tions before use, and mating them with a suitable
delivery system.

Chapter I-Introduction and Summary | 7
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Portable gas chromatograph/mass spectrometer (GCl
MS) developed to support onsite analysis for the
Chemical Weapons Convention. This equipment can
detect and identify minute quantities of organic
chemicals controlled by the CWC.

| Monitoring Chemical Weapon
Proliferation

Direct detection of chemical warfare agentsin
samples taken from a production facility would be
a clear indicator of weapon activity, since these
agents have almost no civil applications.”"How-
ever, considerable access to production facilities
is required to ensure that appropriate samples
have been collected. Moreover, some of the
substances produced when chemical agents break
down in the environment are also produced when
legitimate commercial chemicals break down, so
detection of final degradation products does not
necessarily indicate agent production. Neverthe-
less, the suite of degradation products associated
with a given chemical agent production process
would provide a clear signature.

Other than the agent itself, or an ensemble of
degradation products, chemical agent production
has few unequivocal signatures. Moreover, highly
reliable technologies to detect chemical agent
production from outside the site are not currently

’Nitrogen mustards have some use in cancer chemotherapy, and phosgene and hydrogen cyanide have industrial applications.

AHOLVHOSY TYNOLLYN JHOWHIAN JONIHMYT
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available. Unlike nuclear weapon facilities, which
generally exhibit fairly clear signatures, civilian
chemical plants have multiple uses, are hundreds
of times more numerous than nuclear facilities,
and are configured in different ways depending
on the process involved. Moreover, many of the
same chemicals used to make chemical agents are
also used to make pharmaceuticals, pesticides,
and other commercia products. Since many
different types of equipment are suitable for
chemical agent production, plant equipment per
se does not provide a reliable means of distin-
guishing between legitimate and illicit activities.
Nevertheless, some potential signatures of chemi-
cal weapon development and production exist,
and a set of multiple indicators taken from many
sources may be highly suggestive of a production
capability.

Indicators at suspect locations that may con-
tribute to such an overall assessment include:
visual signatures such as testing munitions and
delivery systems; distinctive aspects of plant
design and layout, including the use of corrosion-
resistant materials and air-purification systems;
presence of chemical agents, precursors, or degra-
dation products in the facility’s production line or
waste stream; and biochemical evidence of chem-
ical agent exposure (including that due to acci-
dental leaks) in plant workers or in plants and
animals living in the vicinity of a suspect facility.
Nevertheless, the utility of specific signatures
depends on how a given weapon program oper-
ates, including the choice of production process
and the extent of investment in emission-control
technologies. Detection capabilities that are deci-
sive under laboratory conditions may be rather
inconclusive in the field—particularly if the
proliferant has been producing related legitimate
chemicals (e.g., organophosphorus pesticides) in
the same facility and is willing to expend time,
effort, and resources to mask, obscure, or other-
wise explain away chemical agent production
activities. Testing of chemica agents and training
troops in their use might be masked by experi-
ments with or training for the use of smoke

screens. A robust inspection regime must there-
fore comprise an interlocking web of inspections,
declarations, notifications, and data fusion and
analysis, al of which a cheater must defeat in
order to concea his violations. Focusing monitor-
ing efforts at a single point-even one thought to
be a crucia chokepoint-would allow the cheater
to focus his efforts on defeating them.

Keeping a production program covert forces
other tradeoffs. Some of the simplest production
pathways might have to be avoided since they use
known precursors or involve known production
processes. Purchasing equipment from multiple
suppliers to avoid detection, or jury-rigging
facilities from used equipment, might increase
hazards to the workforce and nearby populations.

BIOLOGICAL WEAPONS

Biologica-warfare agents are easier to produce
than either nuclear materials or chemical-warfare
agents because they require a much smaller and
cheaper industrial infrastructure and because the
necessary technology and know-how is widely
available. Moreover, it would not be difficult to
spread biological agentsindiscriminately to pro-
duce large numbers of casualties, although it is
much more difficult to develop munitions that
have a predictable or controllable military effect.

Agent and Weapon Production

The global biotechnology industry is information-
intensive rather than capital-intensive. Much of
the data relevant to producing biological agents is
widely available in the published literature and
virtually impossible for industrialized states to
withhold from potential proliferants. A wide-
spread support infrastructure of equipment manu-
facturers has also arisen to serve the industry.
Therefore, producing biological agents would
be relatively easy and inexpensive for any
nation that has a modestly sophisticated phar-
maceutical industry. Moreover, nearly all the
equipment needed for large-scale production of
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United Nations inspectors assessing the biological
weapon potential of Iraqgi fermenters and other
bioprocess equipment.

pathogens and toxins is dual-use and widely
available on the international market.

One technical hurdle to the production of
biological weapons is ensuring adequate contain-
ment and worker safety during agent production
and weapons handling, although the difficulty of
doing so depends on the level of safety and
environmental standards. A government that
placed little value on the safety of plant workers
or the civilian population might well take mini-
mal precautions, so that a biological-weapons
production facility would not necessarily be
equipped with sophisticated high-containment
measures, Another challenge is *‘weaponizing’
the agents for successful delivery. Since micro-
bial pathogens and toxins are susceptible to
environmental stresses such as heat, oxidation,
and dessication, to be effective they must main-
tain their potency during weapon storage, deliv-
ery, and dissemination.
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A supply of standard biological agents for
covert sabotage or attacks against broad-area
targets would be relatively easy to produce and
disseminate using commercially available equip-
ment, such as agricultural sprayers. In contrast,
the integration of biological agents into precise,
reliable, and effective delivery systems such as
missile warheads and cluster bombs poses com-
plex engineering problems. Nevertheless, the
United States had overcome these problems by
the 1960s and had stockpiled biological warfare
agents.

Monitoring Biological Weapon Production

Detection and monitoring of biological and
toxin agent production is a particularly chal-
lenging task. Even use of biological weapons
could in some cases be difficult to verify un-
ambiguously, since outbreaks of disease also take
place naturally. Thanks to advances in biotech-
nology, including improved fermentation equip-
ment as well as genetic engineering techniques,
biological and toxin agents could be made in
facilities that are much smaller and less conspicu-
ous than in the past. Moreover, the extreme
potency of such agents means that as little as a few
kilograms can be militarily significant. Since
large amounts of agent can be grown from a
freeze-dried seed culture in a period of days to
weeks, large stockpiles of agent are not required,
although some stocks of the munitions to be filled
with these agents would be.

There are no signatures that distinguish clearly
between the development of offensive biological
agents and work on defensive vaccines, since
both activities require the same basic know-how
and laboratory techniques at the R&D stage.
Moreover, amost all the equipment involved in
biological and toxin weapon development and
production is dual-use and hence will not typi-
cally indicate weapons activity. Indeed, the
capacity to engage in illegal military activities
is inherent in certain nominally civilian facili-
ties. Some legitimate biologica facilities can also
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convert rapidly to the production of biological
warfare agents, depending on the degree of
sophistication of the plant and on the required
scale of production, level of worker safety, and
environmental containment. At the same time,
however, legitimate applications of biological or
toxin agents (e.g., vaccine production and the
clinical use of toxins) are relatively few at
present. With the exception of a few vaccine
production plants, such activities are largely
confined to sophisticated biomedical facilities not
normally found in developing countries, and
these facilities generally do not engage in produc-
tion except on a small scale. Moreover, given that
the global biotechnology industry is still in its
infancy, the number of” legitimate activities-
from which the illegitimate ones would have to be
distinguished-is still relatively small.

Sensitive analytical techniques such as polym-
erase chain reaction { PCR) analysis or use of
monoclinal antibodies can identify trace quanti-
ties of biological agents and might be able to do
so even after the termination of illicit activities.
However, the existence of such sensitive labora-
tory techniques does not necessarily translate into
a negotiated verification regime that might be
instituted to monitor compliance with the Biolog-
ical Weapons Convention, the international treaty
that bans biological weapons. Other factors that
must be assessed in establishing such a regime
include the likelihood of detecting clandestine
production sites, the ability to distinguish prohib-
ited offensive activities from permitted defensive
efforts, and the risk of divulging sensitive na-
tional security or proprietary information during
inspections of U.S. facilities.’

Because of the difficulty of detecting clandes-
tine biological and toxin weapon development
and production, effective tracking of such pro-
grams will require integrating data from many

sources, with a particular emphasis on human
intelligence (agents, defectors, and whistle-
blowers). Some weaponization signatures (stor-
age of bulk agents, preparation of aerosol dispens-
ers, field testing, etc.) would probably be easier to
detect than production signatures, but many such
signatures could be concealed or masked by
legitimate activities such as biopesticide R&D or
use. Production and storage of components for
BW munitions might also be masked by activities
associated with conventional weapons, such as
production of high explosives, bomb casings, or
artillery shells. Since excessive secrecy might
itself be indicative of offensive intent, greater
transparency would tend to build confidence in a
country’s lack of offensive intentions.

Implications of New Technology

Genetic engineering is unlikely to result in
‘“* supergerms’ significantly more lethal than the
wide variety of potentially effective biological
agents that already exist, nor is it likely to
eliminate the fundamental uncertainties associ-
ated with the use of microbial pathogens in
warfare. However, gene-splicing techniques might
facilitate weaponization by rendering microor-
ganisms more stable during dissemination (e.g.,
resistant to high temperatures and ultraviolet
radiation). Biological agents might also be genet-
ically modified to make them more difficult to
detect by immunological means and insusceptible
to standard vaccines or antibiotics. At the same
time, genetic engineering techniques could be
used to develop and produce protective vaccines
more safely and rapidly.

Cloning toxin genes in bacteria makes it
possible to produce formerly rare toxins in
kilogram quantities. Moreover, molecular engi-
neering techniques could lead to the development
of more stable toxins. Even so, for the foreseeable

8 The United States has already determined that inspection procedures under the Chemical Weapons Convention, which allow the inspected
party to negotiate the level of access to be provided to international inspectors, are sufficient to protect national security information and trade
secrets, However, it is not necessary the case that the same inspection procedures would be suitable for the Biological Weapons Convention

should aformal verification regime be instituted.



future, toxin-warfare agents are unlikely to pro-
vide dramatic military advantages over existing
chemical weapons. It is possible that bioregula-
tors and other natural body chemicals (or syn-
thetic analogues thereof) might be developed into
powerful incapacitants, but means of delivering
such agents in a militarily effective manner would
first have to be devised. Moreover, if warning of
their use were provided, chemical weapon protec-
tive gear would blunt their impact.

DELIVERY SYSTEMS

Although military delivery systems such as
ballistic missiles, cruise missiles, and combat
aircraft are not essential to deliver weapons of
mass destruction, they can do so more rapidly,
more controllably, and more reliably than rudi-
mentary means such as suitcases, car bombs, or
civilian ships or planes. Controlling the spread of
advanced delivery systems by no means would
eliminate the dangers posed by weapons of mass
destruction, particularly in terrorist applications.
However, limiting the availahility of these deliv-
ery systems would make it harder for states to use
weapons of mass destruction for military pur-
poses, particularly against well-defended, fore-
warned adversaries.

Unlike nuclear, chemical, or biological weap-
ons themselves, which are not traded openly due
to treaty constraints or international norms, deliv-
ery systems such as aircraft and short-range
antiship cruise missiles are widely available on
international arms markets. Since the late 1980s,
the United States and other Western industrial-
ized countries have had some success at delegit-
imizing the sale of longer range ballistic and
cruise missiles by creating the Missile Technol-
ogy Control Regime (MTCR), the participantsin
which refrain from selling ballistic or cruise
missiles with ranges over 300 kilometers, or with
any range if the seller has reason to believe that
they may be used to carry weapons of mass
destruction. However, missiles with ranges up to
300 km-and to a lesser extent, up to 600-1,000
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United Nations inspector measuring an Iraqi Al-
Husayn (modified Scud) missile in Baghdad.

km-are already deployed in many Third-World
countries. Combat aircraft are possessed by al-
most all countries of proliferation concern. Cruise
missiles or other unmanned aerial vehicles with
ranges much over 100 km are not yet widespread
outside the acknowledged nuclear weapon states,
but large numbers of cruise missiles, including
antiship missiles, are available at lesser ranges.
In terms of payloads that can be carried to
specfied ranges, the combat aircraft of virtualy
al countries of proliferation concern far surpass
their missile capabilities. However, aircraft and
missiles have different relative strengths—
particularly in their ability to penetrate defenses—
and the two systems are not fully interchangeable.
Piloted aircraft have significant advantages over
other delivery systems in terms of range, payload,
accuracy, damage-assessment capability, and dis-
persal of chemical or biological agents. They can
be used many times, usually even in the presence
of significant air defenses. Missiles, however, are
harder to defend against, and they offer distinct
advantages for a country wishing to deliver a
single nuclear weapon to a heavily defended area.
Since missiles are not restricted to operating from
airfields, they are also easier to hide from
opposing forces. The wide range of motivations
for acquiring ballistic missiles-prestige, diversi-
fying one's forces, their psychological value as
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terror weapons, lack of trained pilots, and tech-
nology transfer and export opportunities-will
continue to make missile technology very attrac-
tive for several countries of proliferation concern.

| Barriers to Missile and Aircraft
Proliferation

The spread of ballistic missiles around the
world was greatly facilitated by the export in the
1970s and 1980s of Scud-B missiles from the
former Soviet Union. With an increasing number
of countries abiding by the MTCR, the number of
potential missile suppliers has declined dramati-
cally. Of the principal missile exporters, only
North Korea has not agreed to comply. However,
Ukraine poses future export concerns, since it
contains much of the former Soviet missile
production infrastructure, yet has not agreed to
comply with the MTCR. Moreover, additional
countries have learned to copy, modify, extend
the range of, and produce their own missiles, and
a small number have developed long-range systems—
often in conjunction with space-launch programs
and foreign technical assistance. Even so, MTCR
constraints can slow the acquisition by develop-
ing countries of technologies associated with
more advanced missiles--those having ranges in
excess of 1,000 km or guidance errors of less than
roughly 0.3 percent of their range.

Given the complex set of technologies and
expertise used in advanced aircraft, especially
high-performance jet engines, it remains virtually
impossible for developing countries to acquire
these systems without assistance. However, no
internationally binding restrictions limit trade in
combat aircraft, and such arms transfers continue
to be used as an instrument of foreign policy.
Moreover, overcapacity in Western defense in-
dustries, and the economic difficulties facing
newly independent Soviet republics and Eastern
European states, provide great incentive to de-

velop arms export markets. Therefore, states can
and probably will continue to acquire high-
performance aircraft easily, without having to
build them. Moreover, other options short of
buying aircraft or building them from scratch are
available to states wishing to acquire or mod@
combat aircraft, such as engaging in licensed
production.®

If they have sufficient payload and range-and
if they can be procured despite export controls—
commercialy available unmanned aerial vehicles
can be adapted to deliver weapons of mass
destruction without much difficulty. Developing
cruise missiles requires greater technical capabil-
ity. Even so, technologies for guidance, propul-
sion, and airframes are becoming increasingly
accessible, particularly with the spread of li-
censed aircraft production arrangements to many
parts of the world. The most difficult technical
challenges to developing cruise missiles—
propulsion and guidance-do not pose much of a
hurdle today. The highest performance engines
are not required for simple cruise missiles, and
many sources are available for suitable engines.
Guidance requirements can be met by satellite
navigation services such as the U.S. Globa
Positioning System (GPS), possibly the Russian
Glonass system, or commercia equivalents. Inex-
pensive, commercialy available GPS receivers
are becoming available to provide unprecedented
navigational accuracy anywhere in the world.
Although GPS receivers would have only limited
utility to emerging missile powers for ballistic
missile guidance, they could be used to reduce
uncertainty in the launch location of mobile
missiles.

| Monitoring Delivery Vehicles

Although individual missiles can be very
difficult to detect, a program to develop ballistic
missiles is much more visible. Test firing and

9 The routes various states around the world have taken to develop defense industries, including aircraft industries, are discussed in U.S,
Congress, Office of Technology Assessment, Global Arms Trade, OTA-ISC-460 (Washington, DC: U.S. Government Printing Office, June

1991).



launching ballistic missiles can be readily seen.
Development of intermediate and long-range
ballistic missiles requires extensive flight testing,
making it particularly noticeable. Although states
pursuing both military and civil space technology
may wish to hide their military programs, civilian
space-launch programs are usually considered a
source of national prestige and proudly adver-
tised.

Even a purely civilian space-launch program
provides technology and know-how useful for
ballistic missiles. The most important aspects of
amissile capability for weapons of mass destruction-
range and payload-can usually be inferred from
a civil program. (A civil space-launch booster
does not need to have high accuracy, but neither
does a missile carrying weapons of mass destruc-
tion for use against populations.) On the other
hand, certain attributes desired for military appli-
cations, such as reliable reentry vehicles, mobil-
ity, and ease of operation in the field, suggest
distinct technical approaches for military and
civil applications. Although solid-fueled boosters
are in some ways more difficult to develop and
build than liquid-fueled boosters, they are easier
to use in mobile and time-urgent applications.
Liquid-fueled boosters were the first used in
military applications and are still more common.
(The seemingly ubiquitous Scud missile and its
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modifications, such as were launched by Iraq
against targets in Israel and Saudi Arabia, are
liquid-fueled.)

Since combat aircraft are widely accepted as
integral to the military forces even of developing
countries, there is no reason to hide their exis-
tence. Individua planes, however, can be hidden.
Moreover, modifications made to aircraft to carry
weapons of mass destruction, or training given to
pilots for their delivery, might be difficult to
detect without intrusive inspections.

Of the three delivery systems, cruise missile
development and testing will be the hardest to
detect. Several types of unmanned aerial vehicles
are being developed and marketed for civil
purposes, and without inspection rightsit will be
difficult to discern whether such vehicles have
been converted to military purposes. Therefore,
monitoring of delivery systems capable of
carrying weapons of mass destruction will
continue to be an uncertain exercise, having
most success with missiles and highly capable
aircraft. Nevertheless, the risk posed by
other delivery systems cannot be dismissed.
The full range of delivery technology must be
taken into account when evaluating a coun-
try’s overall proliferation capabilities and
behavior.



Technical
ASpects

of Chemical

Weapon

Proliferation

f the three categories of weapons of mass destruction,
chemical weapons are the most likely to be used in
warfare, and they remain a serious threat in regional
conflicts despite the end of the Cold War. Although
well-equipped troops can defend themselves against existing
chemical agents with detectors, decontamination equipment, gas
masks, and protective garments (albeit at a some cost in military
effectiveness), chemical weapons can still have devastating
effects when employed against defenseless civilians or poorly
equipped (or unprepared) armies or guerrilla fighters. This fact
was starkly demonstrated during the 1980s by Irag's use of
chemical weapons against Iran and its own Kurdish population.

The prospects for halting the proliferation of chemical
weapons are mixed. On the one hand, several states are currently
believed to possessor to be actively pursuing a chemical-warfare
(CW) capability. On the other hand, the international community
recently achieved a major step forward by concluding the
Chemical Weapons Convention (CWC) after more than two
decades of arduous negotiations. This treaty, which is expected
to enter into force in January 1995, enacts a comprehensive
global ban on the development, production, stockpiling, transfer
to other countries, and use of CW agents and delivery systems.
The CWC also provides for a highly intrusive verification regime
that will provide a legal framework for enforcement. However,
a number of key countries of concern have not yet signed the
treaty.

This chapter describes the chief technical hurdles associated
with the process of acquiring a militarily significant CW
capability and discusses detectable signatures’ associated with
each of these steps that might be used for monitoring or
verification purposes. A separate report explains the tactical and
strategic uses of chemical weapons, and the extent and

115
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consequences of their spread.' The analysis here
focuses on mustard and nerve agents because they
are militarily the most effective and have been
weaponized and stockpiled by several countries.

SUMMARY

CW capabilities can vary greatly in sophistica-
tion. Although hundreds of tons of chemical agent
would be required for large-scale use in a mgjor
conflict, smaller quantities could be effective for
tactical engagements in regional wars or to
terrorize population centers. An advanced CW
capability would entail production of several
agents with differing toxicities and physical
characteristics, mated to different types of muni-
tions, but a crude CW arsena might contain only
one or two agents and a simple delivery system
such as an agricultural sprayer. The Iran-lrag War
of the 1980s saw the first protracted use of
chemical weapons since World War | and the first
use of nerve agents. According to Iranian sources,
Iragi chemical weapons accounted for some
50,000 Iranian casualties, including about 5,000
deaths.’

The growing availability of chemical know-
how and production equipment, combined with
the globalization of chemical trade, have given
more than 100 countries the capability-if not
necessarily the intent-to) produce simple chemi-
cal weapons such as phosgene, hydrogen cyanide,
and sulfur mustard. A smaller number have the
capability to produce nerve agents such as GA
(tabun), GB (sarin), GD (soman), and VX. The
reason is that whereas mustard-gas production is
very simple-particularly if thiodiglycol is avail-
able as a starting material—making nerve agents
involves more complex and difficult reaction
steps. Technica hurdles associated with the
production process include the cyanation reaction
for tabun and the akylation reaction for the other

nerve agents. Alkylation requires high tempera-
tures or highly corrosive reagents.

Chemical plants capable of manufacturing
organic phosphorus pesticides or flame retardants
could be converted over a period of weeks to the
production of CW agents, although this would not
be a simple process. Multipurpose plants would
be easier to convert than single-purpose plants.
The hurdles to acquiring a CW production capa-
bility are lower if a proliferant country seeks only
to produce low-quality agent for immediate use
and is willing to cut comers on agent shelf-life,
safety, and environmental protection. Even so,
CW agent production is still severa steps re-
moved from an operational CW capability, which
also requires the design and development of
effective munitions, the filling of the munitions
before use, and mating with a suitable delivery
system.

| Indicators of CW Proliferation Activities

Many different types of precursor chemicals
and equipment, many of them dual-use, are
suitable for CW agent production. As a result,
plant equipment or precursor chemicals per se do
not provide a reliable means of distinguishing
between legitimate and illicit production. Since
most chemical facilities are relatively simple and
multiuse, nonproliferation policies will need to
focus on judgments of intent as well as capability.

Detection of CW proliferation-either within
or outside the framework of an international
treaty regime requires the correlation of multi-
ple indicators and intelligence sources, ranging
from satellites to human defectors. The probabil-
ity of detecting a clandestine CW capability must
therefore be evaluated in the context of the on-site
inspection regime established by the Chemical
Weapons Convention, as well as unilateral intelli-

'U.S. Congress, Office of Technology Assessment Proliferation of Weapons of Mass Destruction: Assessing the Risks, OTA-ISC-559

(Washington, DC: U.S. Government printing Office, August 1993).

’Mike Eisenstadt, The Sword of the Arabs: Iraq’s Srategic Weapons, Washington Institute Policy Papers No. 21 (Washington DC:

Washington Institute for Near East Policy, 1990), p, 6.
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gence-gathering capabilities outside the treaty
regime,

Specific indicators, or “signatures,” of CW
acquisition activities may be detected through
remote or on-site inspection of a suspect facility.
Potential signatures include aspects of plant
design and layout, testing of chemical munitions
and delivery systems, presence of agents, precur-
sors, or degradation products in samples from the
production line or waste stream; and presence of
“biomarkers’ indicative of CW agent exposure
in plant workers or in wild plants and animals
living in the vicinity of a suspect facility. The
utility of any given signature depends on the
precise pathway taken by a given proliferant,
including the choice of production process, the
investment in emission-control technologies, and
the amount of effort taken to mask or otherwise
obscure the signature.

The production of both mustard and nerve
agents results in long-lived chemical residues that
can persist for weeks-in some cases years—
after production has ceased. Such telltale chemi-
cals can be detected in concentrations of a few
parts per trillion with sensitive analytical tech-
niques such as combined gas chromatography/
mass spectrometry. For this reason, the ability to
concedl illicit CW agent production in a known
facility is probably limited, although a number of
possible circumvention scenarios have been sug-
gested. Existing analytical capabilities can be
fully exploited, however, only if the inspectors
are given intrusive access to a suspect site.
Confidence in a country’s compliance may,
therefore, diminish if such access is not forthcom-
ing, or if the number of sites to be inspected is
impracticaly large. Furthermore, because chemic-
a anaysis has the potentia to yield “false
positive’ results when in fact no violation has
occurred, chemical detection should not be seen
as unequivocal evidence of CW production but
rather as a key element in a broader array of
indicators suggesting aviolation.

While detection of CW production with near-
site monitoring techniques (such as laser spect-

roscopy) appears promising, current technology
cannot provide a high probability of detection—
particularly for plants equipped with sophisti-
cated emission-control systems. Nevertheless,
rapid improvements in the sensitivity and speci-
ficity of analytical devices, combined with the
rapid evolution of computer processing and
data-storage technologies, promise to improve
the utility of near-site monitoring in the not-too-
distant future.

Finally, detection capabilities that are very
impressive in certain circumstances maybe rather
inconclusive in others-particularly if the prolif-
erant is willing to expend time, effort, and
resources to mask, obscure, or explain away his
CW production activities. Thus, good detectabil-
ity in principle does not necessarily mean high-
confidence detection in practice. A robust inspec-
tion regime must comprise an interlocking web of
inspections, all of which a cheater must pass in
order to conceal his violations. Focusing inspec-
tions at a single point-even one believed to be a
crucial chokepoint-would alow the cheater to
focus his efforts on defeating the inspections.

| Alternative Proliferation Pathways

Chemical-warfare agents can be produced
through awide variety of aternative routes. Just
because the United States used a particular
production pathway in the past does not mean that
a proliferant country would not chose another
route, although only relatively few are suited to
large-scale production. For example, the United
States and Iraq used different processes for the
production of G-category nerve agents.

A proliferant country would either build a
dedicated clandestine production facility or con-
vert a commercia (single-purpose or multipur-
pose) chemical plant to CW agent production. In
general, commercial pesticide plants lack the
precursor materials, equipment, facilities, han-
dling operations, and safety procedures required
for nerve-agent production, and would therefore
require weeks to months to convert. Binary
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agents-consisting of two relatively nontoxic
chemical components that when mixed together
react to form a lethal agent-might be attractive
to a proliferant because they are easier and safer
to produce and handle, although they may be
more complex to use in combat.

Each of the possible proliferation pathways
involves tradeoffs among simplicity, speed, agent
shelf-life, and visibility. The choice of pathway
would therefore be affected by the urgency of a
country’s military requirement for a CW stock-
pile, its desire to keep the program secret, its level
of concern over worker safety and environmental
protection, and the existence of embargoes on
precursor materials and production equipment.

ACQUIRING A CW CAPABILITY

Although hundreds of thousands of toxic chem-
icals have been examined over the years for their
military potential, only about 60 have been used
in warfare or stockpiled in quantity as chemical
weapons.’Physical properties required of CW
agents include high toxicity, volatility or persis-
tence (depending on the military mission), and
stability during storage and dissemination. Lethal
agents that have been produced and stockpiled in
the past include vesicants such as sulfur mustard
and lewisite, which bum and blister the skin, eyes,
respiratory tract, and lungs; choking agents such
as phosgene and chlorine, which irritate the eyes
and respiratory tract; blood agents such as hydro-
gen cyanide, which starve the tissues of oxygen;
and nerve agents such as sarin and VX, which
interfere with the transmission of nerve impulses,
causing convulsions and death by respiratory
paralysis.

Unlike nuclear weapons, which require a
large, specialized, and costly scientific-
industrial base, CW agents can be made with
commercial equipment generally available to

Part of the U.S. Army’s Phosphate Devel opment
Works, located on the grounds of Tennessee Valley
Authority’s National Fertilizer Development Center in
Muscle Shoals, Alabama. Between 1953 and 1957, this
facility met the Army’s need for dichlor, a precursor
needed to produce the nerve agent sarin.

any country. Indeed, few military technologies
have evolved as little as chemical weapons over
the past half-century.’Current-generation mus-
tard and nerve agents are based on scientific
discoveries made during and between the two
World Wars, and there have been few major
innovations since then in either basic chemicals
or manufacturing methods. The vast mgjority of
the U.S. stockpile (in terms of tonnage) was
produced during the 1950s and 1960s, when the
United States managed to produce high-quality
CW agents with what is now 30- to 40-year-old
technology. Moreover, production techniques for
the major CW agents have been published in the
open patent or chemical literature, including data
on reaction Kkinetics, catalysts, and operating
parameters. According to one analyst, “The
routes of production are generally known, and
they can be pursued with relatively primitive

*World Health Organization@ Health Aspects of Chemical and Biological Weapons: Report of a WHO Group of Consultants (Geneva:

WHO, 1970), p, 23,

“In this respect, there is a significant difference between manmade chemical agents and biological toxins, whose production has been

transformed by advances in biotechnology. See ch. 3.
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equipment, especialy by those who are not overly
concerned with worker headth and safety or
environmental impacts.

As the commercial chemical industry has
spread around the world in response to the urgent
needs of developing countries for chemica fertil-
izers, pesticides, and pharmaceuticas, the availa-
bility of chemicals and equipment required to
produce CW agents has increased. At the same
time, thousands of applied organic chemists and
chemical engineers from developing countries
have been trained in related production technolo-
gies at universities in the United States, Europe,
and the former Soviet Union.’ According to Rear
Adm. Thomas A. Brooks, former Director of
Naval Intelligence:

The substantial pool of Western or Western-

trained scientists, engineers and technicians has

successfully been tapped for years by Third

World states eager to acquire their expertise for

missile development, nuclear, chemical and other

weapon projects.’

The dual-use nature of many chemical technol-
ogies has made CW proliferation ‘*an unfortunate
side effect of a process that is otherwise beneficia
and anyway impossible to stop: the diffusion of
competence in chemistry and chemical technol-
ogy from the rich to the poor parts of the world.
Nevertheless, CW agent production is only one
step on the path to acquiring a full capability to
wage chemical warfare. A supertoxic agent,
despite its lethality, does not become a usable
weapon of war until it has been integrated with
some form of munition or delivery system and
made an integral component of a nation’s military
planning and doctrine.

| Acquisition Steps

The following steps are required for a prolifer-
ant country seeking to acquire a fully integrated
CW capability (see figure 2-1):

1. acquire equipment and materials needed for
CW agent production and the relevant
expertise;

2. produce agentsin small quantities at a pilot
facility to work out technical details of the
synthetic process, and then scale up to a
production plant;

3. purchase suitable munitions and delivery
systems (or design, prototype, test, and
produce them indigenously);

4. fill the munitions with agent;

5. establish bunkers (or other storage facili-
ties) and logistical support networks for the
stockpiling, transport, handling, and use of
bulk agents and munitions;

6. deliver chemical munitions to the military
logistics system for storage and transport to
the battle zone;

7. acquire individual and collective chemical
defenses and decontamination equipment,
and train troops how to fight in a chemical
environment; and

8. develop strategic and tactical battle plans
for CW use, and practice them in opera-
tional tests and field exercises.

To save time or money, a state seeking a more
rudimentary CW capability might cut corners on
some of these steps, for example, by omitting
rigorous safety and waste-treatment measures
during the production process. Proliferant states
might also settle for a less robust logistical
infrastructure than that developed by the United

°*Kyle Olson, “Disarmament and the Chemical Industry, ” Brad Roberts, cd., Chemical Disarmament and U.S. Security (Boulder, CO:

Westview Press, 1992), p. 100.

6 In 1990, for example, foreigners accounted for a large fraction of full-time graduate students at U.S. universities studying chemistry (32
percent) and chemical engineering (42 percent). Commission on Professionals in Science and Technology, “ Foreign Graduate Students”
(table), Scientific-Engineering-Technical Manpower Comments, vol. 29, No. 6, September 1992, p. 13.

"Michael R. Gordon, ‘‘ The Middle East’s Awful Arms Race: Greater Threats from Lesser Powers, ' The New York Times, Apr. 8, 1990,

sec. 4,p. 3.

8 Julian Perry Robinson, “Chemical Weapons Proliferation: The Problem in Perspective, * Trevor Findlay, cd., Chemical Weapons and

Missile Proliferation (Boulder, CO: Lynne Rienner, 1991), p. 26.
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Figure 2-1—Chemical Weapon Acquisition
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States and other nations with a broad, integrated
military establishment. Finaly, proliferants might
forego protection and decontamination capabili-
ties if the opponent lacks a CW capability and the
losses resulting from “friendly free” are consid-
ered an acceptable cost of war.’

AGENTS AND PRODUCTION PROCESSES

| Sulfur Mustard

Sulfur mustard (H), the main blistering agent
used in warfare, is an oily liquid at room
temperature that smells of garlic and ranges in
color from clear to dark brown depending on
purity.”It is readily absorbed by the skin and
most clothing. Sulfur mustard is fairly persistent
in the environment, presenting a hazard for days
or even weeks depending on the weather. Com-
pared with the more toxic nerve agents, sulfur
mustard is relatively easy to produce and load into
munitions, and it can be stockpiled for decades—
especially when distilled-either as bulk agent or
in weaponized form. The primary drawbacks of
sulfur mustard as a CW agent are that:

« it must be used in relatively high concentra-
tions to produce significant casualties;

« it freezes at arelatively high temperature—
about 14 degrees Celsius (57 degrees Fahr-
enheit) for distilled mustard; and

« if not distilled to high purity, mustard tends
to polymerize when stored for long periods,
forming solids that precipitate out of solution
and reduce the efficiency of dissemination.

Sulfur mustard has diffuse toxic effects on the
body that may take as long as 3 hours or more to
manifest themselves. The primary effect of an
attack with sulfur mustard is to produce painful
skin blistering and eye and lung irritation, result-
ing in alarge number of wounded casualties who
place an enormous burden on medical services.
Heavy exposure to an aerosol of mustard or
mustard vapor causes the lungs to fill with fluid,
“drowning” the victim from within." Neverthe-
less, only 2 to 3 percent of hospitalized American
and British mustard casualties in World War |
died, and a similar low death rate was reported for
Iranian mustard casualties during the Iran-Irag
War.”Seven to 10 days after exposure, sulfur
mustard can aso cause a delayed impairment of
immune function that increases vulnerability to
bacterial infection and may lead to serious
medical complications.

PRODUCTION OF SULFUR MUSTARD

Nine production processes for sulfur mustard
have been documented in the published chemical
literature. During World War |, thousands of tons
of mustard gas were produced from alcohol,
bleaching powder, and sodium sulfite. During
World War II, the two largest producers of
mustard gas, the United States and the Soviet
Union, used two common industrial chemicals-
sulfur monochloride and ethylene----as starting
materials. A mustard-gas plant based on this
method could be located at an oil refinery, which
is an excellent source of ethylene and could aso
extract the necessary sulfur from petroleum or
natural gas.”

9 U.S. Congress, Office of Technology Assessment, Who Goes There: Friend or Foe?, OTA-1SC-537 (Washington DC: U.S. Gov ernment

Printing Office, June 1993).

10 Sulfur mustard may be produced in either crude form (H) or washed and vacuum-distilled (HD).

11 Most of the Iranian fatalities caused by Iraqi use of sulfur mustard during the Iran-Iraq War were caused by liquid on clothing being inhaled
over along period in the hot desert sun. William C. Dee, U.S. Army Chemical-Biological Defense Command, personal communication 1993.

12 Seth Schonwald, “Mustard Gas,” The PSR Quarterly, vol. 2, No. 2, June1992, p- 93.
13 Gordon Burck et a., Chemical Weapons Process Parameters, Vol. I: Main Report (Alexandria, VA: EAI Corp., Report No.

DNA-TR-91-217-V1, November 1992).

14 Gordon M. Burck and Charles C. Flowerree, | nternational Handbook on Chemical \Weapons Proliferation New York, NY: Greenwood

Press, 1991), p. 50.
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Today, the precursor of choice for any large-
scale production of mustard gas is thiodiglycoal, a
sulfur-containing organic solvent that has com-
mercial applications in the production of ball-
point pen inks, lubricant additives, plastics, and
photographic developing solutions, and as a
carrier for dyes in the textile industry. Thiodigly -
col isjust one step away from production of sulfur
mustard, requiring only a reaction with a chlorin-
ating agent like hydrochloric acid (HC1), a widely
available industrial chemical.”(See figure 2-2.)
Known as the Victor Meyer-Clarke Process, the
chlorination of thiodiglycol was developed by
Germany during World War | and adopted in the
1980s by Irag. It does not require a particularly
sophisticated chemical industry and could, in-
deed, be performed in a basement laboratory with
the necessary safety precautions.

Sulfur mustard can be produced on an indus-
trial scale on either a batch or continuous basis.
Given the extreme corrosiveness of hot hydro-

Plant that produces the “ dual-use” chemical
thiodiglycol, which is both a key ingredient of
ballpoint pen ink and an immediate precursor of
chloric acid, it is advisable-but not essential-to  mustard agent.

Figure 2-2—Production of Sulfur Mustard
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SOURCE: Stephen Black, “Vesicant Production Chemistry,” In Black, Benoit Morel, and Peter Zapf, Technical Aspects
of Verification of the Chemical Weapons Convention, Internal Technical Report, Carnegie-Mellon Program on
International Peace and Security, 1991, p. 56.

15See Ronald G. Sutherland, ‘‘Thiodiglycol,“ in S. J. Lundin, cd,, Verification of Dual-Use Chemicals Under the Chemical Weapons
Convention; The Case of Thiodiglycol, STIPRI Chemical & Biological Warfare Series No. 13 (Oxford, England: Oxford University Press,
1991), pp. 24-30,
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use corrosion-resistant reactors and pipes. This
requirement might be reduced by substituting a
less corrosive chlorinating agent for HC1 or by
replacing the production equipment as often as
necessary. In order to improve the purity and
stability of sulfur mustard in storage, corrosive
byproducts can be removed by distillation or
solvent extraction.

There are five U.S. producers of thiodiglycol
and about eight foreign producers in five coun-
tries."Most of these companies do not sell the
chemical but use it internally in the manufacture
of other products. In addition, about 100 firms
worldwide purchase thiodiglycol for the synthesis
of specialty chemicals and other industrial uses.”
When Iragq began mustard-gas production in the
early 1980s, it was unable to make thiodiglycol
indigenously and ordered more than 1,000 tons
from foreign sources, 18 In response to the threat-
ened embargo on exports of thiodiglycol from
Western countries, however, Iraq developed an
indigenous production capability based on react-
ing ethylene oxide with hydrogen sulfide. Both of
these ingredients are widely available. Hydrogen
sulfide can be extracted from natural gas or crude
oil, where it is often present as an impurity, or
derived from elemental sulfur. Ethylene oxide is
readily produced from ethylene, a magjor product
of petroleum refining.

In sum, the production of mustard gas is
relatively easy from a technical standpoint and
could probably be concealed. While export
controls on thiodiglycol might initially create a
major hurdle for new proliferants, the effective-
ness of controls will diminish as these countries

acquire an indigenous capability to produce it.
Furthermore, just because synthesis from thiodigly-
col is the ‘‘best’ process does not mean that it
will be used by a proliferant. Any of the other
synthetic pathways could work just as well for a
developing country and might be used to circum-
vent export controls.

| Nerve Agents

Nerve agents are supertoxic compounds that
produce convulsions and rapid death by inactivat-
ing an enzyme (acetylcholinesterase) that is
essential for the normal transmission of nerve
impulses. The nerve agents belong to the class of
organophosphorus chemicals, which contain a
phosphorus atom surrounded by four chemical
groups, one of which is a double-bonded oxygen.
Although many organophosphorus compounds
are highly toxic, only a few have physical
properties that give them military utility as nerve
agents, 19 The difference in toxicity between
pesticides and nerve agents derives from the
nature of the chemical groups surrounding the
phosphorus atom. In generd, nerve agents are 100
to 1,000 times more poisonous than organo-
phosphorus pesticides.”

Two classes of nerve agents, designated G and
V agents, were produced in large quantities in the
1950s and '60s by the United States and the
former Soviet Union. (See figure 2-3.)

The G-series nerve agents are known both by
informal names and military code-names: tabun
(GA), sarin (GB), GC, soman (GD), GE, and GF.
This class of compounds was discovered in 1936
by Gerhard Schrader of the German firm IG

16 Leo Zeftel, personal communication, 1992; U.S. Department of Commerce, Bureau of Export Admifisiration, Office of Foreign
Availability, Foreign Availability Review: 50 CW Precursor Chemicals (I1) (Washington, DC: Department of Commerce, Nov. 8, 1991), p.

54.
17 Giovanni A. Snidle,

* *United States Effortsin Curbing Chemical Weapons Proliferation, * World Military Expenditures and Arms

Transfers 1989 (Washington, DC: U.S. Arms Control and Disarmament Agency, October 1990), p. 23.
18 W. SethCarus, TheGenieUnleashed: Iraq's Chemical and Biological Weapons Program, Policy Papers No. 14 (Washington, DC: The

Washington Institute for Near East Policy, 1989), p. 13.

19 Benjamin Witten, The Search for Chemical Agents (Aberdeen, MD: Edgewood Arsenal Special Technical Report, 1969).
20 Alan R. Pittaway, “The Difficulty of Converting Pesticide Plants to CW Nerve Agent Manufacture, ” Task IV, Technical Report No. 7

(Kansas City, MC): Midwest Research Institute, Feb. 20, 1970), p. 1.
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Figure 2-3-Nerve Agents
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Farben during research on new pesticides. Al-
though tabun is relatively easy to produce, it is not
as toxic as the other G agents. After World War
I, details of German research on the G agents
were published, and sarin and soman emerged as
preferred agents for military purposes.

All the various G agents act rapidly and
produce casualties by inhalation, although they
also penetrate the skin or eyes at high doses

(particularly when evaporation is minimized and
contact is prolonged by contamination of cloth-
ing).21 Sarin evaporates faster than it penetrates
the skin, but soman and GF are less volatile and
pose more of a skin-contact hazard.

The V-series nerve agents include VE, VM,
and VX, athough only VX was weaponized by
the United States. These agents were originaly
discovered in 1948 by British scientists engaged
in research on new pesticides. Military develop-
ment was then conducted by the United States and
the Soviet Union, both of which began large-scale
production of V agents in the 1960s.*VX is an
oily liquid that may persist for weeks or longer in
the environment. Although not volatile enough to
pose a mgor inhaation hazard, it is readily
absorbed through the skin. The lethal dose of VX
on bare skin is about 10 milligrams for a 70
kilogram man.”

PRODUCTION OF NERVE AGENTS

From the standpoint of production processes,
the nerve agents can be clustered into three
groups. tabun; sarin/soman, and VX.

Tabun

The first militarized nerve agent and the
simplest to produce, tabun (GA), is made from
four precursor chemicals: phosphorus oxychlo-
ride (POCL,), sodium cyanide, dimethylamine,
and ethyl alcohol. Most of these ingredients are
widely available. Ethanol and sodium cyanide are
commodity chemicals that are manufactured and
sold in vast quantities; dimethylamine and phos-
phorus oxychloride are produced by companies in
several countries for commercia applications in
the production of pharmaceuticals, pesticides,
missile fuels, and gasoline additives.

21Col. Michael A. Dunn and Frederick R. Sidell, “Progress in Medical Defense Against Nerve Agents, * Journal of the American Medical

Association, vol. 262, No. 5, Aug. 4, 1989, p. 649.

22 Manuel Sanches et a., Chemical Weapons Convention (CWC) Signatures Analysis (Arlington, VA: System Plannin ; o, Fing|

Technical Report No. 1396, August 1991), p. 68.
23 Witten, op. cit., footnote 19, pp. 92, 100.
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The basic production process for tabun was
developed by Germany during World War 11 and
was later employed by Saddam Hussein's Irag.
Tabun synthesis does not require the use of
corrosive starting materials and does not produce
highly reactive intermediates. The two-step proc-
ess involves mixing the ingredients and a carrier
solvent in a reaction vessel equipped with a
sodium-hydroxide scrubbing system to neutralize
the gaseous hydrochloric acid (HC1) byproduct. A
relatively simple air-tight enclosure is a'so needed
to prevent the escape of toxic vapors. The
ingredients must be added in the correct order,
without heating, and the vessel cooled to keep the
reaction from building up too much heat. Little or
no distillation equipment is required, although the
purity of tabun can be increased to more than 80
percent by removing the carrier solvent and the
off-gasses by vacuum distillation.” In sum, tabun
production is relatively easy because it does not
include the difficult alkylation reaction needed to
make the other nerve agents. The major techni-
ca hurdle in tabun synthesis is the cyanation
reaction (in which a cyanide group is added to
the central phosphorus), because of the diffi-
culty of containing the toxic hydrogen cyanide
HCN gas used as the reagent.

During World War |1, Germany manufactured
tabun in large quantities but never used it in
combat. In early 1940, the Germans began
construction of a huge tabun factory with the
capacity to produce 3,000 tons of agent a month.
Because of technical problems, however, it took
the Germans over 2 years, until April 1942, to get

the plant operational.” The Iragis also had
difficulties with the manufacture of tabun, al-
though they managed to produce a material with
about 40 percent purity that was used in the
Iran-lraqg War.”

Sarin/soman

Sarin (GB) and soman (GD) are both made in
a batch process with the same basic reaction steps,
but they contain different acohol ingredients:
isopropy! alcohol for sarin and pinacolyl alcohol
for soman. (The choice of alcohol changes the
toxicity and volatility of the product but does not
affect the difficulty of production.) Phosphorus
trichloride (PCl,) is the basic starting material for
the synthesis of both agents and, depending on
which of severd aternative synthetic pathways is
chosen, two to five steps are required to make the
final product. The alternative syntheses all in-
volve the same four reaction steps, which can be
carried out in several different sequences.” Dur-
ing the 1950s, new production methods overcame
the technical difficulties that had prevented the
Germans from engaging in the large-scale pro-
duction of sarin and soman during World War I1.
The introduction of these new methods enabled
the U.S. sarin plant at Rocky Mountain Arsenal in
Colorado to produce 10 tons of agent per day.

The synthesis of G agents entails three major
technical hurdles. First, the production process
involves the use of hot hydrochloric acid (HC1)
and hydrogen fluoride (HF), both of which are
extremely corrosive. The use of these compounds
in reactors and pipes made of conventional steel

4 8. Black, B. Morel, and P, Zapf, *“Verification Of the Chemical Convention” Nature, vol., 351, June 13,1991, p.516.
25 Robert Harris and Jeremy Paxman, A Higher Form of Killing: The Secret Story of Germ and Gas Warfare (London: Chatto & Windus,

1982), pp. 55-56.
26 Dee, Op. cit., footnote 11.

27 For example, the United States used the so-called ‘‘Di-Di’’ process to produce sarin. In this process, methylphosphonic dichloride (DC),
or CH,POCL,, is partially reacted with hydrogen fluoride (F) gas to make aroughly 50:50 mixture of DC and methylphosphonic difluoride
(DF). The DC-DF mixture is then reacted with isopropyl acohol. This reaction displaces chlorine atoms preferentialy, resulting in the
formation of sarin and hydrochloric acid (HCI) gas, which must be removed rapidly by distillation to avoid degradation of the nerve-agent
product. (Pure DF is not used because the reaction with isopropy!l alcohol would liberate HF gas, which is soluble in G agent and virtually

impossible to degas, resulting in a highly corrosive mixture.)
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results in corrosion measured in inches per year.”
During World War 11, the Germans lined their
reactors with silver, which is resistant to HCl and
HF. Today, corrosion-resistant reaction vessels
and pipes are made of aloys containing 40
percent nickel, such as the commercial products
Monel and Hastalloy.” Although it is possible to
manufacture sarin and soman without corrosion-
resistant reactors and pipes, the chance of major
leaks is significantly increased compared with
using corrosion-resistant equipment.

The second hurdle in the production of G
agents is the akylation reaction, in which a
methyl group (-CH.) or an ethyl group (-CH,CH,)
is added to the central phosphorus to form a P-C
bond. This step is rarely used in the production of
commercia pesticides and is technicaly difficult.

The third hurdle is that if high-purity agent
with along shelf-life is required, the supertoxic
fina product must be distilled-an extremely
hazardous operation. Distillation is not necessary
if a country plans to produce nerve agents for
immediate use rather than stockpiling them.
During the Iran-Iraqg War, for example, Iraq gave
priority to speed, volume, and low cost of
production over agent quality and shelf-life. Asa
result, the sarin in Iragi chemical munitions was
only about 60 to 65 percent pure to begin with and
contained large quantities of hydrogen fluoride
(HF), both because of the synthesis process used
and the deliberate omission of the distillation
step. Although the Iragis could have distilled their
sarin to remove the excess HF, they chose not to
do so because the batches of agent were intended
to be used within a few days. To retard the rate of
deterioration, sarin-filled shells were stored in

refrigerated igloos. Thus, whereas the distilled
sarin produced by the United States in the early
1960s has retained a purity of more than 90
percent for three decades, the agent content of
Iragi sarin after 2 years of storage had generally
degraded to less than 10 percent and in some cases
below 1 percent.”

VX

The persistent nerve agent VX has a phosphorus-
methyl (P-CH,) bond and a phosphorus-sulfur
bond but contains no fluorine. There are at least
three practical routes to V-agents that might be
used by proliferant countries. As with G agents,
production of VX involves a difficult alkylation
step.31 Because the VX manufacturing process
avoids the use of HF gas, however, it is less
corrosive than the production of sarin and soman.
Indeed, after the alkylation step has been com-
pleted, the rest of the synthesis is straightforward.

PRODUCTION HURDLES
In summary, the technologies required for the
production of mustard and nerve agents have been
known for more than 40 years and are within the
capabilities of any moderately advanced chemical
or pharmaceutical industry. The technical hurdles
associated with nerve-agent production are not
fundamentally different from those associated
with commercia products such as organophospho-
rus pesticides. The most technically challenging
aspects include:
= the cyanation reaction for tabun, which
involves the containment of a highly toxic
gas,

28 Stephen Black, Benoit Morel, and Peter Zapf, Technical Aspects of the Chemical Weapons Convention: Interim Technical Report
(Pittsburgh, PA: Carnegie Mellon University, Program on International Peace and Security, 1991), p. 70.
29 Although glass-lined reactors and pipes resist HCI corrosion, HF attacks glass and hence can only be used in metal reactors.

3 United Nations Special Coramission, Second Report by the Executive Chairman of the Special Commission Established by the
Secretary-General Pursuant to Paragraph 9 (b) (i) of Security Council Resolution 687 (1991 ),” UN Security Council document No. $/23268,

Dec. 4, 1991, P. 5.

31 The u.s. production method for VX, known as the Newport process, involved high-temperature methylation, in which phosphorus
trichloride (PCL,) is reacted with methane gas (CH,) at a high temperature (500 degrees C) to form au alkylated intermediate, with ayield of

only about 15 percent,
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s the akylation step for sarin, soman, and VX,
which requires the use of high temperatures
and results in corrosive and dangerous bypro-
ducts such as hot hydrochloric acid;

= careful temperature control, including cool-
ing of the reactor vessel during heat-
producing reactions, and heating to complete
reactions or to remove unwanted byproducts;

= intermediates that react explosively with
water, requiring the use of heat-exchangers
based on fluids or oils rather than water; and

» a distillation step if high-purity agent is
required.

While some steps in the production of nerve
agents are difficult and hazardous, they would
probably represent more of a nuisance than a true
obstacle to a determined proliferant. The final
distillation step can also be avoided if a prolifer-
ant country seeks to manufacture low-purity
agent for immediate use and is prepared to cut
corners on safety, environmental protection, and
the life-span of the production equipment. Indeed,
the United States produced nerve agents very
effectively with 1950s technology and without
the stringent safety and environmental standards
that would be required today. In an attempt to
conceal a CW production effort, a proliferant
country might also resort to less-well-known
production processes that had earlier been dis-
carded because of their high cost, inefficiency,
hazards, or need for unusual precursors or cata-
lysts.

Ccosts

A sulfur-mustard production plant with air-
handling capabilities might cost between $5
million and $10 million to build, In contrast, a
more sophisticated G-agent production facility

would cost between $30 and $50 million. Since
waste-handling facilities would account for more
than 50 percent of the cost of a G-agent plant, a
““no-frills’ production facility that did away with
waste handling might cost about $20 million.*
Construction of a large-scale plant and equipment
would be amost impossible for a developing
country without outside assistance, but cost aone
is unlikely to be the deciding factor for a
determined proliferant.

| Implications of New Technology

Given the well-understood production path-
ways of mustard and nerve agents and their record
of use in warfare, a developing country that
sought to acquire a CW capability would not need
to develop and weaponize new agents. The
development and production of novel CW agents
would probably be undertaken only by nations
with an advanced scientific-industrial base; even
then, a mgjor investment of time and resources
would be required. During the 1930s, it took an
advanced industrial country like Germany 6 years
to put the first nerve agent, tabun, into produc-
tion.®

Even so, the development of entirely new
classes of CW agents remains a real possibility. In
late 1992, a Russian chemist alleged that a
military research institute in Moscow had devel-
oped a new binary nerve agent more potent than
VX; he was subsequently arrested by the Russian
Security Service for disclosing state secrets.™
Another cause for concern is that some laborato-
ries working on chemical defenses are studying
the mode of action of nerve agents at the
molecular level. Although the purpose of this
research is to develop more effective antidotes, it
could also assist in the development of novel

32 Dee, op. cit., foomote 11.

33 Gordon M. Burck, **Chemical Weapons Production Technology and the Conversion of Civil Production,”” Arms Control, vol.11, No.

2, September 1990, p. 145.

34 «“Mirzayanov, Fedorov Detail Russian Cw Production,”” Novoye Vremya (Moscow), No. 44, October 1992, pp. 4-9 (translated in
FBIS-SOV-92-213, Nov. 3, 1992, pp. 2-7). See also, Will Englund, ‘‘Ex-Soviet Scientist Says Gorbachev’s Regime Created New Nerve Gas

in‘91,” Baltimore Sun, Sept. 16, 1992, p. 3.
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compounds more deadly than existing nerve
agents. 35 A more potent agent would not neces-
sarily trandate into greater military effectiveness,
however, unless the dissemination system were
improved as well.

Some experts are also concerned that even
though the Chemical Weapons Convention (CWC)
bans the development of any toxic chemical for
warfare purposes, some countries might seek to
circumvent the CWC verification regime by
modifying existing agents to avoid detection or
by weaponizing a “second string” of known but
less effective poisons. The carbamates, for examp-
le, are a class of toxic pesticides that resemble
organophosphorus nerve agents in that they
inactivate the enzyme acetylcholinesterase. To
date, the carbamates have not been developed as
CW agents because they have a number of
operational drawbacks: they are relatively unsta-
ble, are solids at room temperature (posing less of
an inhalation threat), and are relatively easy to
treat or pretreat with antidotes.” Even so, such
chemicals might become more attractive as an
aternative to standard nerve agents. Also of
potential concern as novel CW agents are toxins
of biological origin, which might be produced in
militarily significant quantities with biotechnol-
ogical techniques. Some toxins are thousands of
times more potent than nerve agents, athough
they also have operational limitations. (See next
chapter.)

Another potential threat is the use of penetrant
chemicals to defeat chemical defenses, such as

“mask-breakers’ capable of saturating gas-mask
filters made of activated charcoal.” Defensive
equipment has long been modified to deal with
certain small molecules of this type and is still
being improved.” Although a variety of other
means for penetrating masks and protective
clothing have been examined over a period of
many years, all of them have operational short-
comings.*Even so, penetrants remain a serious
potential threat. If a new concept for penetrat-
ing CW defenses emerged that lacked the
existing drawbacks, it could have a major
impact on the overall military significance of
chemical weapons. As one analyst has pointed
out, the long-term danger is that “some future
technological development might reverse the
present ascendancy of the defense (i.e., antichem-
ical protection) over the offense, thereby destroy-
ing a major incentive for deproliferation. "*
Since such a technological breakthrough could
trigger renewed competition in chemica weap-
ons, measures to constrain research and develop-
ment would be of mgjor value in halting CW
proliferation.

| Precursor Chemicals for CW Agents
Chemicals that serve as starting materials in the
synthesis of CW agents are known as * ‘precur-
sors. During the two world wars, the major
powers produced CW agents from indigenous
precursors. In World War |, for example, Ger-
many manufactured chlorine and phosgene gas in
huge volumes with existing chemical facilities.

35 External Affairs and International Trade M@ Verification Research Unit, Verification Methods, Handling, and Assessment of Unusual
Events in Relation to Allegations of the Use of Novel Chemical Warfare Agents (Ottawa, Canada: External Affairs, March 1990), p. 10.

36 There js, however, another side to the coin. The reversibility of carbamate poisoning (e.g., With atropine treatment) would offer an
advantage to the attacker in the case of accidental leaks or spills. Similarly, the relative instability of carbamates would result in less persistence

in the environment, facilitating occupation of attacked territory.

37 Walter J. Stoessel, Jr., chairman, et al., Report of the Chemical Warfare Review Commission (Washington, DC: U.S. Government Printing

Office, June 1985), p. 32.

38 Telephone interview with Tom Dashiell, consultant, U.S, Arms CONtrol and Disarmam ent Agency, Feb. 9, 1993,
39 J, Perry Robinson, e¢d., The Chemical Industry and the Projected Chemical Weapons Convention, Vol. Z: Proceedings of a SIPRI/Pugwash

Conference (New York, NY: Oxford University Press, 1986), p. 70.

40 Julian Perry Robinson, “The Supply-Side Control of the Spread of Chemical Weapons,” Jean-Francois Rioux, cd., Limiting the
Proliferation of Weapons: The Role of Supply-Sde Strategies (Ottawa, Canada: Carleton University Press, 1992), p. 70.
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Table 2-I—Dual-Use Chemicals

Dual-use chemical

CW agent

Commercial product

Thiodiglycol
Thionyl chloride
Sodium sulfide

Phosphorus oxychloride Tabun
Dimethylamine Tabun
Sodium cyanide Tabun
Dimethyl methylphosphonate G Agents
Dimethyl hydrochloride G Agents
Potassium bifluoride G Agents
Diethyl phosphite G Agents

Sulfur mustard
Sulfur mustard
Sulfur mustard

Plastics, dyes, inks
Pesticides
Paper

Insecticides
Detergents
Dyes, pigments,
gold recovery

Fire retardants
Pharmaceuticals
Ceramics

Paint solvent

SOURCE: Giovanni A. Snidle, “ United States Efforta in Curbing Chemical Weapons Proliferation,” U.S. Arms Control
and Disarmament Agency, WorldMilitary Expenditures andArms Transfers 7939 (Washington, DC: U.S. Government

Printing Office, October 1990), p. 23.

Today, however, the globalization of the chemi-
cal industry has led to large internationa flows of
dual-use chemicals.

Many of the basic feedstock chemicalsused in
the production of nerve agents (e.g., anmonia,
ethanol, isopropanol, sodium cyanide, yellow
phosphorus, sulfur monochloride, hydrogen fluo-
ride, and sulfur) are commodity chemicals that are
used in commercial industry at the level of
millions of tons per year and hence are impossible
to control. Monitoring their sale would aso be of
little intelligence value because the imprecision
of international-trade data would make it imprac-
tical to detect the diversion of militarily signifi-
cant quantities. Hydrogen fluoride, for example,
is used at many oil refineries and can be pur-
chased commercially in large quantities; it is also
easily derived from phosphate deposits, which
usually contain fluorides.

Most of the key precursors for nerve-agent
production also have legitimate industrial uses,
but the fact that they are manufactured in
much smaller volumes makes them somewhat

easier to control These chemicals include phos-
phorus trichloride (with 40 producers world-
wide), trimethyl phosphite (21 producers), and—
for tabun only—phosphorus oxychloride (40
producers).  phosphorus oxychloride, for examp-
le, is used extensively in commercial products
such as hydraulic fluids, insecticides, flame
retardants, plastics, and silicon. Similarly, di-
methyl methylphosphonate (DMMP), an interme-
diate in nerve-agent production, is produced as a
flame retardant by 11 companies in the United
States and 3 in Europe (Belgium, United King-
dom, and Switzerland) .42 (See table 2-1.)
Developing countries seeking a CW capabil-
ity generaly lack the ability to manufacture
key precursor chemicals and must purchase
them from foreign sources, typically at well
above normal market rates. Because of this
dependency, Western governments have attempted
to slow CW proliferation by establishing a
committee known as the Australia Group, which
coordinates national export-control regulations to
restrict the sale of key CW precursors to sus-

41 u.s. Department of Commerce, op. cit., footnote 16, pp. 39, 58, 36, respectively.

421bid., pp. 22-23. Lists of sources of CW precursors vary, since some lists include only those companies with an annual production volume

greater than 4,500 kilograms or 5,000 pounds.
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pected proliferants.43 Nevertheless, the export
controls coordinated by the Australia Group
cannot prevent countries that are outside this
body from selling precursor chemicals. Indeed, as
Western countries have tightened CW-related
controls, exports from developing nations such as
India have increased. Of the 54 precursor chemi-
cals whose exports are regul ated by the Australia
Group countries, Indian companies export about
15, only 4 of which are subject to Indian
government export controls.”

Furthermore, to the extent that immediate
precursors for mustard and nerve agents are
controlled by the Australia Group, a proliferant
might seek to circumvent such export controlsin
the following ways:

a Substituting an uncontrolled precursor
chemical for one that is controlled. For
example, athough thionyl chloride is subject
to export controls as a chlorinating agent for
producing nerve agents, a proliferant could
easily substitute some other chlorinating
agent (e.g., phosgene, sulphuryl chloride)
that is not on any export-control list. Thus,
the technical means may exist to bypass any
particular technology-transfer barrier.”

s Purchasing relatively small amounts of
the same or different precursor chemi-
cals from multiple sources, instead of
obtaining large quantities from a single
source. For example, a country might pur-
chase several different types of chlorinating
agent for the conversion of thiodiglycol to
sulfur mustard. Such a purchasing strategy
would reduce the visibility of CW produc-
tion, although it would also increase the
complexity of the production process.

» Producing more obscure (but still effec-
tive) CW agents whose precursors are
still available. For example, production of
the nerve agent soman (GD) requires pinaco-
Iyl acohol, which has no commercial uses
and whose export is restricted by the Austra-
lia Group. Because of this embargo, Iragi
military chemists chose instead to produce a
60:40 mixture of sax-in and GF (a less
common nerve agent of intermediate persis-
tence). “ Sarin is made with isopropyl alco-
hol (ordinary rubbing acohol), while GF is
made with cyclohexyl alcohol (an industria
decreasing agent). Unlike pinacolyl alcohal,
both isopropyl acohol and cyclohexyl alco-
hol are common industrial chemicals that are
not subject to export controls.

s “Back-integrating,” or acquiring an in-
digenous capability to manufacture pre-
cursor chemicals from simpler compounds
whose export is not controlled or that are
available from domestic sources. For ex-
ample, thiodiglycol, the immediate precur-
sor of sulfur mustard, can be produced in a
batch process by reacting ethylene oxide
with hydrogen sulfide. Both of these ingredi-
ents can be derived from oil or natural gas.
Before the Persian Gulf War, Iraq built a
huge production line at its Basra petrochemi-
cals complex that was capable of manufac-
turing 110,000 tons of ethylene per year.”

In the case of nerve agents, al of the key

precursors can be made from the most basic
starting materials,; including phosphorus, chlo-
rine, and fluorine. The production facilities
needed to make these precursors from raw materi-
als are not particularly large and could be

43 Julian Perry Robinson, <The Australia Group: A Description and Assessment,”” Hans Guenter Brauch et al., eds., Controlling the
Development and Spread of Military Technology (Amsterdam: W University Press, 1992), pp. 157-176.

44 Michael R. Gordon, “U.S. Accuses India on Chemical Arms,” New York Times, Sept. 21, 1992, p. A7.
45 Robinson, ‘*The Supply-Side Control of the Spread of Chemical Weapons, ” 0p. cit., footnote 40, p. 68.
46u.s. Department of Defense, The Conduct of the Persian Gulf War: Final Report to Congress (Washington, DC: Department of Defense,

April 1992), p. 18.

47 Kenneth R Timmerman, The Death Lobby: How the West Armed Irag (BOSLON: Houghton-Mifflin, 1991), p. 35.
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embedded in an existing industrial complex,
although large amounts of energy would be
required. During the Iran-lrag War, for example,
the Australia Group made a concerted effort to
prevent Irag from obtaining supplies of phospho-
rus oxychloride (POCI,), a key precursor of
tabun. In response, Baghdad built a plant to
manufacture phosphorus oxychloride indigenously,
using raw phosphate ore from its huge phosphate
mine at Akashat, so that it was no longer
vulnerable to supplier embargoes of this precur-
sor.”

Iraq also tried to apply back-integration to sarin
production. In 1988, the Iragi government con-
tracted two West German companies to build
three chemical plants at Al Fallujah, 60 miles
west of Baghdad, for the conversion of elemental
phosphorus and chlorine into phosphorus trichlo-
ride (PCl,), a key sarin precursor.”Baghdad also
planned to produce hydrogen fluoride (HF),
another essential ingredient in sarin production,
by extracting it from phosphate ore with sulfuric
acid. By the time of the August 1990 invasion of
Kuwait, Irag was on its way to building an
indigenous capability to produce all of the mgjor
precursors of tabun and sarin, athough it ulti-
mately did not achieve this objective.”

The Iragi case suggests that a country with
large deposits of phosphate ore, a well-developed
petrochemical industry, plentiful energy supplies,
and access to the necessary technical know-how
can develop an indigenous capability to produce
al the major precursors of mustard and nerve
agents. This* ‘back-integration’ strategy would
enable such a country to circumvent any foreign
export-control regime designed to deny it access
to CW agent precursors. Nevertheless, develop-
ing a back-integration capahility is a large and
costly undertaking, and may therefore be

beyond the means of al but the richest and
most ambitious states of the developing world.

| Containment and Waste Treatment

Because of the toxicity of CW agents, contain-
ment measures may be taken to ensure the safety
of the plant workers and the nearby population.
Such measures include air-quality detectors and
alarms, specia ventilation and air-scrubbing sys-
tems, protective suits and masks, and chemical
showers for rapid decontamination. The safety
and ventilation measures at the Irag’s Al Muthanna
CW production plant included measures compa-
rable to U.S. procedures in the 1960s, when most
of the U.S. chemical weapon stockpile was
produced.”

For this reason, one should not use current
U.S. safety and environmental standards as the
norm when judging the likely proliferation
paths of developing countries. If a ruthless
government is willing to tolerate large numbers of
injuries or deaths among production workers, CW
agents can be manufactured in a very rudimentary
facility with few, if any, systems in place to
protect worker safety or the environment. In the
former Soviet Union, for example, closed CW-
agent production facilities were only introduced
in the 1950s; before then the production process
was entirely open to the atmosphere. According
to a Russian scientist, production of blister agents
during World War 11 took place under horrifying
conditions:

In Chapayevsk we sent many thousands of
people “through the mill” during the war.
Soldiers who had been deemed unfit worked at
the plant. Production was completely open:
mustard gas and |lewisite were poured into shells
from kettles and scoops! In the space of afew
months the *‘workers in the rear’ became inva-
lids and died. New people were brought into

48 |bid., p. 52.
49 Carus, op. cit., footnote 18, pp. 22-27.

50 +“News Chronology: August through November 1991, « Chemical Weapons Convention Bulletin, No. 14, December 1991, p. 8.

s1Dee, Op. cit., footnote I1.
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production. Once during the war a train bringing
reinforcements was delayed for some reason, and
the plant stopped work. There was simply no one
there to work! In nearby villages and hamlets
there is probably no family which has not had a
relative die in chemical production.”

If a proliferant country is concerned about
protecting its environment or population (or
wishes to cover up telltale evidence of its CW
activities), the treatment and disposal of wastes
from CW agent production poses a technical
challenge. The waste stream contains hot acids
contaminated with lethal agents and a large
guantity of phosphates. Cleaning out the produc-
tion line also requires large quantities of decon-
tamination fluid, which becomes mixed with
chemica agent and must be chemically or ther-
mally destroyed to dispose of it an environmen-
tally sound manner. In the most modem plants,
many spent or unused chemicals (e.g., DMMP,
thionyl chloride) are recycled back into the
production process. With the effective use of
recycling, about one-half ton to 1 ton of wasteis
generated for each ton of nerve agent produced;
without recycling, the ratio of waste to product is
much higher.”

| Weaponization of CW Agents
The weaponization of CW agents involves
three steps:
1. the use of chemical additives to stabilize or
augment the effects of a cw agent;
2. the design and production of munitions for
dispersal of agent; and
3. the filling, storage, and transport of muni-
tions.
Each of these steps is discussed in detail below.

CHEMICAL ADDITIVES

The principal military requirements of a CW
agent are that it be sufficiently toxic to produce
large numbers of casualties, and thermally and
mechanically stable enough so that it can survive
explosive dissemination or passage through a
spray device. Several chemicals may be added to
CW agents to allow long-term storage or to
enhance their military effects against personnel:

s Sabilizers (e.g., amines) prevent the degra-
dation of CW agents exposed to hot tempera-
tures or stored for long periods by absorbing
acids released by chemical decomposition.
Although CW agents filled into munitions do
not require a long shelf-life if they are used
immediately in combat, stockpiled muni-
tions require stabilizers to prevent deteriora-
tion over a period of years.

» Freezing-point depressants lower the freez-
ing point of liquid CW agents primarily
mustard) to permit use under winter condi-
tions.

m Thickeners increase the viscosity and persis-
tence of liquid agents.

» Carriersincrease the airborne concentration
of an agent like sulfur mustard, which is not
very volatile at norma temperatures. During
World War 1l, Germany did research on the
potential use of silica powder as a potential
carrier for mustard agents. A large quantity
of sulfur mustard can be absorbed onto the
powder and dispersed as a dust cloud.
Because it contains a higher concentration of
agent, ‘‘dusty mustard’ produces more seri-
ous and rapid casualties than droplets of
liquid agent.”

‘?*‘Mirzayanov, Fedorov Detail Russian CW production” op. cit., footnote 34, p. 4.
53 Crawford & Russell, Inc., Selection and Demonstration of the Most Suitable Processor the Production Of Methylphosphonic Dichloride
(Aberdeen Proving Ground, MD: U.S. Army Chemical Research, Development and Engineering Center, Dec. No. CRDEC-CR-87086, June

1987).

54 3. Perry Robinson and Ralf Trapp, ‘' ~uction and Chemistry of Mustard Gas, " S.J. Lundin, cd., Verification of Dual-use Chemicals
under the Chemical Weapons Convention: The Case of Thiodiglycol, SIPRI Chemical & Biological Warfare Studies No, 13 (New York Oxford

University Press, 1991), p. 8.
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« Antiagglomerants, such as colloidal silica
prevent caking of powdered agent.

Although stabilizers are added routinely to CW
agents, thickeners and carriers are more difficult
to use. Thickeners, for example, do not readily go
into solution and may take several hours to
dissolve. Countries that do not require agents with
high effectiveness or a long shelf-life may simply
choose not to use additives, thereby simplifying
the production process.

FILLING OPERATIONS

Ina CW agent production facility, the toxic
material may flow directly from the production
reactors to a munitions filling plant, where it is
loaded into artillery shells, rockets, bombs, or
spray tanks. Alternatively, the agent may be
stored in bulk so that military missions can be
considered when matching agents to munitions,
or in the expectation that new delivery systems
will be developed.

Because the filling operation is extremely
hazardous, it is typically performed inside a
sedled building with a controlled atmosphere; the
filling machines themselves are totally enclosed
and sedled from the external environment. The
primary technical challenge is to sea the super-
toxic liquid inside the munition without leakage
and then to decontaminate the external surfaces.
Iraq filled its unitary CW munitions on an
enclosed, automated assembly line at the Al
Muthanna production complex near Samarra.
Such filling and sealing operations typically take
about 2 to 3 minutes per projectile.”

A proliferant country might also fill CW
munitions manually, although this operation would
be labor-intensive and extremely dangerous. (Re-
call the quote above describing the manua filling
of shells at a Soviet mustard plant during World
War 11.) During manual filling, a plant worker
wearing a gas mask and protective clothing

transfers the agent through a hose from a storage
vessel to the munition, which must then be
plugged and sealed without any vapor loss or
spillage. In wartime, filled munitions would be
transported from stockpiles to positions on the
battlefield from which they would be used. Other
preparatory activities, such asinserting fuses and
bursters, would also be required.

MUNITIONS DESIGN

Chemical munitions are designed to convert a
bulk payload of liquid or powdered agent into an
aerosol of microscopic droplets or particles that
can be readily absorbed by the lungs, or a spray
of relatively large droplets that can be absorbed
by the skin.”An aerosol consists of droplets
between 1 and 7 microns (thousandths of a
millimeter) in diameter, which remain suspended
in the air for several hours and are readily inhaed
deep into the lungs. In contrast, a spray capable of
wetting and penetrating the skin consists of
droplets at least 70 microns in diameter.”

A volatile agent like sarin is disseminated as a
fine aerosol to create a short-term respiratory
hazard. More persistent agents like sulfur mustard
and VX are dispersed either as an aerosol (for
respiratory attack) or as a coarse mist (for skin
attack or ground contamination). After dissemi-
nation, nonvolatile agents may remain in puddles
on the ground for weeks at a time, evaporating
very slowly. The quantity of agent required to
accomplish a particular military objective de-
pends on the toxicity of the material involved and
the efficiency of dissemination.

Many of the design specifications for chemi-
cal munitions can be found in the open patent
literature, and suitable munitions production
plants exist in many parts of the world. An
aerosol or spray of CW agent may be dissemi-
nated by explosive, thermal, pneumatic, or me-
chanical means. The simplest device for deliver-

55 Dee, Op. Cit., footnote 11.

S6 J. H. Rothschild, Tomorrow' s Weapons: Chemical and Biological (New York, NY: McGraw-Hill, 1964), p. 66.
57 Edward M. Spires, Chemical Weaponry: A Continuing Challenge (New York, NY: S¢. Martin’s Press, 1989), p. 21.
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ing CW agentsisaliquid spray tank mounted on
an airplane or helicopter; such systems are
commercially available for the dissemination of
agricultural chemicals. To deliver an aerosol or
spray of agent close enough to the ground to
produce casualties, however, an aircraft must fly
at low altitude and is thus vulnerable to air
defenses, if they exist.

CW agents can also be delivered with a wide
variety of munitions. During the Iran-lrag War,
for example, Iraq delivered mustard and tabun
with artillery shells, aeriad bombs, missiles, rock-
ets, grenades, and bursting smoke munitions.* A
bursting-type munition is packed with chemical
agent and a high-explosive burster, a fuse, and a
detonator; the use of more explosive produces a
freer aerosol but may destroy much of the agent
in the process. The fuse may be designed either to
explode on impact with the ground or, using a
proximity fuze, at an altitude of about 15 feet to
enhance the formation of the aerosol cloud.”
Sarin does not burn, but VX does and is therefore
disseminated nonexplosively from a spray tank or
by simple injection into the air stream from an
aircraft or glide bomb.

Binary munitions

Chemical munitions can be either unitary or
binary in design. Unitary munitions are filled
with CW agent at a loading facility (often
colocated with the production plant) before being
stored and transported, so that only a fuse need be
added before use. Binary munitions, in contrast,
contain two separate canisters filled with rela-
tively nontoxic precursor chemicals that must

react to produce a lethal agent. The two compo-
nents are either mixed together manually immedi-
ately before firing or are brought together auto-
matically while the binary bomb or shell isin
flight to the target. Contrary to general belief,
the chemicals produced in binary weapons are
not novel CW agents but rather well-known
ones, such as sarin, soman, and VX. (For
technical reasons, tabun cannot be produced
in a binary system).

The United States developed three binary
chemical munitions. a 155mm artillery shell to
deliver sarin against enemy troop concentrations
on the battlefield; the BIGEYE spray bomb to
deliver VX against fixed targets deep behind
enemy lines, and a warhead for the Multiple
Launch Rocket System (MLRS) containing a
mixture of intermediate-volatility agents.” The
binary artillery shell is a liquid/liquid system: one
of the two precursor chemicals is isopropyl
alcohoal (rubbing alcohol), while the other, meth-
ylphosphonic difluoride (DF), is less toxic than
tear gas.” In contrast, the BIGEY E spray bomb is
a solid/liquid system: after the bomb is released,
a pyrotechnic gas cartridge mixes particulate
sulfur with aliquid precursor code-named QL to
form VX. After the reaction has occurred, the
bomb glides across the target, dispersing VX in its
wake as a spray. 62 The development Of advanced
binary munitions entails considerable engineer-
ing challenges, both to accommodate the two
components in a ballistically sound package and
to effect the necessary chemical reaction during
the flight of the shell or bomb.

58 Harvey J. MacGeorge, ‘Iraq's Secret Arsenal,” ' Defense & Foreign Affairs, January/Feruary 1991, p. 7: MacGeorge, ' The Growing
Trend Toward Chemical and Biological Weapons Capability,” Defense and Foreign Affairs, April 1991, p. 6.

59 Burck and Flowerree, op. cit., footnote 14, p- 506-507.

80 Dan Boyle, “AnEnd to Chemical Weapons: What Are the Chances? International Defense Review, vol. 21, September 1988, p. 1088.
Although the 15smm shell and the BIGEYE bomb were produced, the MLRS System was termina ted in the final stages of development.

61 In air, DF has an LD, (lethal dose iN 50 percent of a population) of 67,000 mg/min/m?, compared With 63,000 mg/min/m? for CS (tear
gas). DF and isopropyl alcohol are oaded into the munition in separate canisters; when the round is fired, the forces of acceleration rupture
the wall between the canisters and allow the two reagents to mix. By the time the shell strikes the earth, the reaction is complete; the fuze
detonates a burster charge, which disseminates a cloud of aerosolized sarin. Deg, op. cit, footnote 11.

62 pee, OP. Cit., footnote'1.
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Nevertheless, binary CW weapons do not
necessarily require sophisticated munition de-
signs, since the two precursor chemicals can be
premixed manually on the ground immedi-
ately prior to use. Irag, for example, developed
crude binary nerve-agent bombs and missile
warheads because its DF precursor was very
impure, causing the sarin product to decompose
rapidly. As aresult, the Iragis planned to mix the
binary precursors at the last possible moment
before firing. At the Al Muthanna CW production
facility, Iragi workers half-filled 250-kilogram
aerial bombs and Scud missile warheads with a
mixture of isopropyl and cyclohexyl alcohals,
and stored the DF component separately in plastic
jerry cans. The operational plan was that just
before the bombs and missiles were prepared for
launch, a soldier wearing a gas mask would open
a plug in the bomb casing or warhead and pour in
the contents of four jerry cans of DF; the ensuing
reaction would result in a 60-40 mixture of sarin
and GF (a more persistent nerve agent).”

Binary weapons offer advantages in terms of
ease and safety of production, storage, and
transport, and hence might be attractive to poten-
tial proliferants. Nevertheless, binary weapons
create operational drawbacks on the battlefield.
The two precursors must either be premixed by
hand-a dangerous operation----or separate can-
isters containing the two ingredients must be
placed inside each munition immediately before
firing.

Cluster bombs

One way to increase the area coverage of an
aerial bomb or missile warhead is by means of
cluster munitions, in which the chemical payload
is broken up into many small bomblets (submuni-
tions) that are released at dtitude and scatter over
a large “footprint’ on the ground. During World
War Il, the United States developed chemical
cluster bombs that carried 100 bomblets, each
containing 5 kg of mustard, Such weapons were

3
United Nations inspector sampling DF, a nerve
agent precursor that had been dumped into a pit in
Irag. The Iraqgis stored DF separately from their
chemical munitions, intending to add it just before use
to form the nerve agents sarin and GF.

designed to release the bomblets in a random
pattern at an altitude of 1,000 feet; individua
parachutes slowed the descent of the bomblets so
they would not bury themselves in the ground.

MISSILE DELIVERY SYSTEMS

Ballistic missile systems such as the Soviet-
designed Scud-B (with a range of 300 km) and
FROG-7 (with a range of 67 km) can deliver
warheads bulk-filled with chemical agent. Irag
developed bulk chemical warheads for its Al-
Hussein modified Scud missiles (with an ex-
tended range of 500 to 600 km), athough there is

63 Terry J. Gander, “lrag--The Chemica Arsenal,” June's Intelligence Review, vol. 4, No. 9, September 1992, p. 414.
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Iraqi wofker preparing to open up for inspection a
chemical warhead developed for Irag’s modified Scud
missile.

no evidence that they were actualy tested.”
United Nations inspectorsin Irag were shown 30
CW missile warheads, of which 16 had unitary
sarin warheads. The other 14 were of the “bi-
nary” type and were partialy filled with a
mixture of alcohols pending the addition of DF
stored in jerry cans nearby.

During the 1950s, the United States also
developed CW cluster warheads for a series of
rockets and missiles, including the Honest John,
Sergeant, Improved Honest John, and the devel-
opmental LANCE warhead. A cluster warhead,
however, cannot cover an area large enough to
ensure that a missile as inaccurate as a Scud will
deliver chemical agent to a particular target.
Moreover, the area covered by a cluster warhead
is somewhat unpredictable, since it depends to a
large extent on the terrain and weather in the
target zone.

Cruise missiles and remotely piloted vehicles
(RPVs) are also potential CW delivery systems.
During World War 11, the Germans considered

filling the warhead of the V-1 flying bomb with
phosgene gas instead of the norma 800kilograms
of high explosive. They decided against this
proposal, however, after calculating that high
explosives would actually produce more casual-
ties than gas.” Nevertheless, a cruise missile or
long-range RPV fitted with a 500 kg spray tank
would be a cheap and effective delivery system
that could lay down a linear spray cloud of CW
agent.

In sum, systems suitable for delivering CW
agents are widely available, and even the devel-
opment and production of crude (manually mixed)
binary weapons does not require a sophisticated
industrial base. These observations suggest that
the weaponization step does not pose a major
technical bottleneck to the acquisition of a CW
capability.

INDICATORS OF CW PROLIFERATION
ACTIVITIES

Verification of the international ban on chemi-
cal weapons will require the capability to detect
militarily significant production of CW agentsin
a timely manner. Even a small production facility
could manufacture militarily significant quanti-
ties of CW agent if it is operated for severd years.
Over a decade, a pilot-scale plant producing 10
tons of agent per year would accumulate 100
tons-a militarily significant quantity under cer-
tain contingencies.” Such long-term accumula-
tion would, however, require distilling the agent
to ensure a long shelf-life, thereby increasing
complexity and cost; otherwise the total quantity
of agent would be reduced by deterioration over
the lo-year period. Increasing the number or scale
of the production plants would reduce the length
of time needed to accumulate a militarily signifi-
cant stockpile.

64 Declan McHugh, ‘' ~wW Conference,” Trust and Verify, No. 35, January 1992, p. 2.

65 Harris and Paxman, op. cit., footnote 25, p. 59.

66 Manuel L. Sanches et a1, Analysis of Signatures Associated With Noncompliance Scenarios, Report No. DNA-TR-92-74 (Arlington, VA:

System Planning Corp., January 19'93), p. 7.
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Monitoring measures designed to detect illicit
CW production may be cooperative, within the
framework of the Chemical Weapons Convention
(CWC), or noncooperative, based on intelligence
agents, remote sensing, and covertly placed
monitoring devices that are not part of a negoti-
ated regime. The cooperative monitoring regime
established by the CWC requires participating
countries to submit declarations, which will then
be checked through *‘routine’ onsite inspections;
discrepancies may suggest illicit activities. To
deter clandestine CW agent production, the treaty
also provides for “challenge” inspections at
government or private facilities, declared or
undeclared. The advantage of the cooperative
regime is that it permits direct access to produc-
tion facilities, albeit in a tightly circumscribed
manner. In contrast, unilateral intelligence-
gathering efforts have the advantage that they are
not constrained by agreed restrictions on data
collection. The two approaches are not mutually
exclusive and can be employed in a complemen-
tary manner.

Several potentia indicators, or “signatures,”
of CW development, production, and weaponiza
tion are discussed below. Although each signa-
ture taken in isolation is probably inadequate to
prove the case, a “package’ of signatures from
various sources may be highly suggestive of a
CW capability. Evaluating the effectiveness of
the verification regime for the Chemical Weapons
Convention must take into the account the speci-
ficity and sensitivity of these various signatures
and how much confidence one might have in
them. The following analysis does not attempt a
full assessment of the CWC verification regime
(e.g., detailed procedures for inspections) but
focuses more narrowly on the utility of the
various signatures that might be monitored.

A separate but related issue is the quality of the
evidence needed to * ‘prove’ to the international
community that a country has violated its treaty
obligations, and the consequences of detecting a
violation. This issue of the standard of proof has
been a long-standing problem of verification.

Although there may be sufficient evidence to
convince some countries that a violation has
occurred-particularly if they are suspicious to
begin with-the case may not be unassailable in
the face of the accused party’s plausible denials.
At the same time, the accusing party may not wish
to release all of its supporting evidence to a larger
audience because of the risk of compromising
sensitive sources and methods of intelligence.
The standard-of-proof problem has no simple
solution and should be kept in mind during the
following discussions of ‘signatures’ of chemi-
cal weapon acquisition.

| Research and Development Signatures

The frost stage in the acquisition of a CW
capability is laboratory research and devel opment
of offensive agents, athough this step is not
necessary if standard agents and known produc-
tion processes are to be employed. The following
step is pilot-scale production to work out prob-
lems in the manufacturing process. Because of the
small scale of these operations, they can be very
difficult to detect.

SCIENTIFIC PUBLICATIONS

One way of tracking a country’s research and
development activities relevant to CW is to read
its contributions to the chemical literature. The
fact that leading academic chemists suddenly stop
publishing may bean indicator of military censor-
ship or the diversion of civil scientists into
defense work. Publication tracking can also
produce red herrings, however, since changesin
scientific productivity may result from many
factors. During World War 11, for example, the
Germans read great significance into the fact that
references to new pesticides suddenly disap-
peared from U.S. scientific journals. German
intelligence analysts deduced correctly that mili-
tary censorship was responsible for the cut-off,
but they wrongly assumed that the United States
had independently discovered nerve agents. The
Germans' faulty intelligence assessment led them
to fear U.S. retaiation in kind if they initiated the
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use of nerve agents, and was one of severa factors
that deterred them fiorn resorting to chemical
warfare.”

While publication tracking might provide clues
to technologically advanced CW developments, it
would be much less useful in the case of a
developing country like Iraq that is simply
attempting to produce standard agents with known
production processes. Such a country would
employ mainly industrial. chemists and chemical
engineers, who publish very little in the open
literature. For this reason, publication tracking
is likely to be of only secondary value in
monitoring CW proliferation.

HUMAN INTELLIGENCE (AGENTS OR
DEFECTORS)

Human agents, defectors, or even leaks to the
press in more open societies can be of value in
revealing the existence of secret chemical-
warfare R&D activities. In October 1992, for
example, Vil Mirzayanov, a Russian military
chemist, gave interviews to the pressin which he
stated that scientists at the State Union Scientific
Research Ingtitute of Organic Chemistry and
Technology in Moscow had developed a new
binary nerve agent that, in terms of its combat
characteristics, was “five to eight times supe-
rior' to the most toxic of the VX-type agents now
in existence. Mirzayanov aso aleged that a batch
of between five and 10 metric tons of the new
agent had been produced.”He was subsequently
arrested by the Russian Security Ministry (the
successor to the KGB) and charged with revealing
state secrets.”Because human-intelligence reports--
particularly those based on hearsay or indirect
evidence—may be misleading, however, they
typically need to be confirmed with other, more

objective forms of evidence before being used to
support final conclusions.

| External Production Signatures

Since so much of CW agent production in-
volves dual-use technologies, it is necessary to
distinguish clearly between illicit and legitimate
production. Unfortunately, there are few, if
any, specific, unambiguous external signa-
tures of CW production. A number of potential
indicators are discussed below.

PATTERNS OF MATERIAL AND EQUIPMENT
IMPORTS

Developing countries seeking to acquire a CW
capability are nearly always dependent on outside
assistance, at least in the initial stages. During the
1980s, numerous companies from Western Eu-
rope and Japan sold chemical plants to proliferant
countries, which then converted them into CW
production facilities. Different suppliers provided
the laboratories and production plants, sold chem-
ical precursors, and furnished maintenance equip-
ment. Irag, for example, was able to purchase 7
turnkey chemical plants and to order thousands of
catalogue parts on the international market, along
with all the necessary precursor chemicals for the
production of CW agents. Similarly, the Libyan
CW plant at Rabta was designed by the West
German firm Imhausen-Chemie and built by
companies from ‘‘nearly a dozen nations, East
and West, ' according to Robert M. Gates, then
d%p%ty director of the National Security Coun-
cil.

Because of the initial reliance of proliferants on
outside assistance, suspicious exports and im-
ports of production equipment and chemical

157 Harris and Paxman, op. cit., footnote 25, p. 64. For a discussion of other factors that convinced the Germans not to use chemical weapons,
see Frederick J. Brown, Chemical Warfare: A Sudy in Restraints (Princeton, NJ: Princeton University Press, 1%8); and John Ellis van
Courtland Moon, “Chemical Weapons and Deterrence: The World War || Experience,” International Security, vol. 8, No. 4, spring 1984, pp.

3-35.

68 ‘‘Mirzayanov, Fedorov Detail Russian CW Production,’’ Op. Cit., footnote 34, P. 2.

69 Serge Schmemann, «g G B.’s Successor Charges Scientist,” New York Times, Nov. 1, 1992, p. 4.
70 William Tuohy, “‘U.S. Pressing Allies on Libya Chemical Plant,”” Los Angeles Times, Jan. 3, 1989, p. 10.
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precursors may indicate the acquisition of a CW
production capability. For this reason, monitoring
exports of materials considered critical for CW
production, such as glass-lined pipes and corrosion-
resistant alloys, could prove useful.” Since much
of this equipment is dual-use, however, its
acquisition is not necessarily proof of an intent to
produce CW agents. Moreover, tracking such
transactions is difficult because proliferants like
Iraqg and Libya take care to set up elaborate
networks of ‘front’ companies, paper subsidiar-
ies, and middlemen to hide their purchases.

Precursors of CW agents are also difficult to
track. Unlike weapon-grade fissionable materials
(e.g., highly enriched uranium and plutonium),
which are produced in relatively small quantities
and have quite restricted civil uses, most CW
precursors have legitimate commercia applica-
tions and are traded internationally in volumes
that make precise accounting impossible. A
useful case study is that of thiodiglycol, the
immediate precursor of sulfur mustard. Since a
limited number of companies and countries man-
ufacture this chemical, it was initialy believed
that calculating the agreement between its pro-
duction and consumption, or material balance,
might provide a way to detect diversions from
legitimate commercial uses to illicit mustard
production.

In 1989-91, a working group of the interna-
tional scientists' organization Pugwash studied
the feasibility of such a monitoring effort. They
found that since thiodiglycol could be produced
secretly or diverted from legitimate uses with
relative ease, an effective control regime would
require; 1) continuous monitoring of al chemica
plants capable of producing it, and 2) establishing
a materials balance between starting materials
and products at all stages of its life-cycle. The
Pugwash team concluded that such a monitoring
system would be extremely difficult and costly to

implement. Moreover, standard inaccuracies in
data-gathering on feedstock chemicals could
mask the diversion of significant quantities of
thiodiglycol for the production of mustard agent,
rendering mass-balance calculations of question-
able utility .72

Tracking phosphorus-based compounds used
to make nerve agents is even more difficult.
Billions of pounds of these chemicals are bought
and sold for commercia purposes, so that militar-
ily significant quantities would be lost in the
‘‘noise’ of international trade. Because the pro-
duction of many basic commodity chemicals is
shifting from the industrialized countries to the
developing world, some precursor chemicals are
produced at multiple locations in several coun-
tries, greatly complicating the difficulty of ma-
terial accounting. Moreover, given the long inter-
val between order and delivery, it is difficult to
account for materialsin transit.

At the level of an individual plant, calculating
the material balance between the feedstocks
entering a plant and the products coming out is
only possible to an accuracy of 2 to 3 percent—a
margin of error too large to prevent a militarily
significant diversion of precursors to CW agent
production. Calculating a precise material bal-
ance would also require extensive access to a
company’s production records and might there-
fore jeopardize legitimate trade secrets. As a
result, materials-balance calculations cannot
provide a reliable indicator that precursor
chemicals are being diverted to CW agent
production.

Some analysts have suggested that the ratios of
starting materials and catalysts needed for CW
agent production might provide reliable signa-
tures because they are distinctive from those used
in commercial production. For example, a plant
producing 10 tons of sarin per day would need
large quantities of precursors and catalysts in

71 Robert Gillette, “Verification of Gas Plant a Murky Task,” Los Angeles Times, Jan. 5, 1989, p. 5.

72 Martin M. Kaplan et a., ** Summary and Conclusions, ' Verification of Dual-Use Chemicals Under the Chemical Weapons Convention:
The Case of Thiodiglycol, S. J. Lundin, ed. (Oxford, England: STPRI/Oxford University Press, 1991), pp. 124-136.
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specific proportions. Nevertheless, many com-
plex factors influence the quantities of precursor
chemicals consumed by a chemica plant, includ-
ing the stoichiometry of the reactions used for
agent production, the number of production steps,
and the yield of each step.” Some reactants might
be used in excess to boost yield or to increase
reaction rates, and feedstocks could be deliber-
ately stockpiled to distort the calculated ratios.
For these reasons, ratios of starting materials
are unlikely to provide a reliable indicator of
CW agent production.

The presence of key additives (e.g., stabilizers,
thickeners, or freezing-point depressants) in asso-
ciation with precursor chemicals may be indica-
tive of CW agent production. Because the use of
additives is generally optional, however, their
absence would not necessarily rule out illicit CW
agent production.

ECONOMIC DISLOCATIONS

The clandestine diversion of a large commer-
cia chemical plant (and associated precursor
materials) to CW production might have a notice-
able impact on the local economy in a small,
underdeveloped country with relatively little
economic activity. For example, temporarily
ceasing civilian production might create observa-
ble shortages of consumer goods normally pro-
duced by the plant, such as pesticides or drugs.
Whether such economic dislocations would be
observable, however, depends on the extent to
which the chemical plant was integrated into the
local economy. In more industrialized countries
such as India, South Korea, and Taiwan, such
relatively small economic effects would be ob-
scured by the ‘‘noise” of fluctuating output
within the overall economy. Moreover, in some
developing countries, chemical production is

entirely for export, so that one would have to
monitor foreign sales rather than domestic mar-
kets. A proliferant country might also stockpile a
portion of its output for several months or years
and use it to make up for shortfalls in normal
production. As a result, economic dislocations
are unlikely to be a reliable signature.

VISUAL SIGNATURES

Unlike nuclear weapon facilities, which are
single-use, limited in number, and easy to iden-
tify, civilian chemical plants are two orders of
magnitude more numerous, have multiple uses,
and are configured in different ways depending
on the chemical process. Moreover, there are no
unique features or external markings that would
distinguish a facility capable of CW agent pro-
duction from an ordinary chemical plant.”A
clandestine military production facility might be
hidden underground or inside a mountain, or
embedded within alegitimate chemical complex,
making it essentialy invisi