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INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2884

June 28, 1996

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER) AND CHIEF
FINANCIAL OFFICER
ASSISTANT SECRETARY OF THE NAVY (FINANCIAL
MANAGEMENT AND COMPTROLLER)
DIRECTOR, DEFENSE FINANCE AND ACCOUNTING SERVICE
DIRECTOR, DEFENSE SECURITY ASSISTANCE AGENCY

SUBJECT: Audit Report on Internal Controls and Compliance with Laws and Regulations for
the FY 1995 Financial Statement of the Defense Security Assistance Agency

(Report No. 96-187)

We are providing this report for your review and comment. Financial statement audits are
required by the Chief Financial Officers Act of 1990, as amended. Office of Management and
Budget Bulletin No. 93-06, "Audit Requirements for Federal Financial Statements," January 8,
1993, requires the Inspector General, DoD, to report on the adequacy of internal controls and
compliance with laws and regulations and express an opinion on the fairness of the presentation of
the financial statements. Management comments on a draft of this report were considered in
preparing the final report.

DoD Directive 7650.3 requires that all recommendations be resolved promptly. We
request that the Under Secretary of Defense (Comptroller) provide additional comments on
Recommendations A.l.a., A.1.b., C.2.b., and E.1. by August 30, 1996.

We were unable to render an opinion on the statement of financial position for the Defense
Security Assistance Agency, because the internal control structure was not effective to provide
reasonable assurance that material misstatements would be prevented or detected in a timely
manner. Our disclaimer of opinion was based on the statement of financial position as of
September 30, 1995. Our disclaimer of opinion and the financial statements audited are included
in Appendix A.

We appreciate the courtesies extended to the audit staff. If you have any questions about
this audit, please contact Ms. Evelyn R. Klemstine, Audit Program Director, at (703) 604-9172
(DSN 664-9172) or Mr. Hassan A. Soliman, Audit Project Manager, at (703) 604-9615
(DSN 664-9615). See Appendix G for the report distribution. The audit team members are listed

inside the back cover.

David K. Steensma
Deputy Assistant Inspector General
for Auditing




Office of the Inspector General, DoD

Report No. 96-187 June 28, 1996
(Project No. 5L.G-2029.01)

Internal Controls and Compliance with Laws and Regulations
for the FY 1995 Financial Statements of the Defense Security
Assistance Agency

Executive Summary

Introduction. The Defense Security Assistance Agency (DSAA) administers the
security assistance program under the Foreign Assistance Act of 1961, as amended; the
Arms Export Control Act, as amended; and other statutes, Executive Orders, and
Directives. The September 30, 1995, principal financial statements of DSAA reported
$27.4 billion of assets, of which $15.8 billion was for the Foreign Military Sales
(FMS) trust fund, $8.5 billion for the Foreign Military Loan Liquidating Account,
$2.4 billion for the Foreign Military Financing Direct Loan Financing Account, and
$0.7 billion for the Special Defense Acquisition Fund. Generally, funds in the FMS
Trust Fund are owned by foreign customers, and managed by the U.S. Government in
a fiduciary capacity. We limited our detail review to the FMS Trust Fund that
represented about 58 percent of the DSAA reported assets. DSAA, as the funds
manager, is responsible for establishing and maintaining an internal control structure
and complying with laws and regulations applicable to those funds. The Defense
Finance and Accounting Service, Denver Center (DFAS-DE) is responsible for
maintaining the accounting system for the funds managed by DSAA.

Audit Objectives. The primary audit objective was to express an opinion on whether
the financial statements were presented fairly in accordance with Office of Management
and Budget Bulletin No. 94-01, "Form and Content of Agency Financial Statements,"
November 16, 1993. As part of that process, we reviewed internal controls and
compliance with laws and regulations. We also followed up on corrective actions
resulting from previous audits of the financial statements of DSAA.

Disclaimer of Opinion. We were unable to render an opinion on the financial
statements of DSAA because DSAA did not ensure that DFAS-DE had established
adequate audit trails from the account balances to underlying transactions used to
support the FY 1995 statement of financial position for the FMS Trust Fund.

Internal Controls. The DSAA and DFAS-DE internal control structure for the FMS
Trust Fund needed improvement because it did not provide reasonable assurance that
material misstatements would be prevented or detected in a timely manner. Also,
controls over transaction processing and general ledger recording did not provide
reasonable assurance of accurate account balances reported.

o DoD policy does not permit DFAS-DE to account for the revenues and
expenses in the FMS Trust fund financial statements. As a result, those financial
statements were noncompliant with Office of Management and Budget Bulletin
No. 94-01, and there was no assurance that those statements presented fairly the
financial condition of the fund (Finding A).




o The DFAS-DE did not have reasonably accessible audit trails to track
$13.4 billion of disbursements, and $370.5 million of undistributed disbursements to
supporting source documents. As a result, there was no assurance that the $5.5 billion
reported in the fund balances with the treasury were accurate (Finding B).

o The DFAS-DE did not have an adequate audit trail for the accounts payable
and unearned revenue accounts. As a result, there was no assurance that the reported
$182 million accounts payable and $13.1 billion unearned revenue were
accurate (Finding C).

o The DFAS-DE erroneously classified overcollections from customers as
receivables and did not age accounts receivable. As a result, there was no assurance
that the reported accounts receivable balance of $2.5 billion was accurate (Finding D).

o The DFAS-DE did not adequately restrict user and programmer access to the
accounting system, and did not follow up to verify that all transactions rejected by the
Defense Integrated Financial System were corrected. As a result, unauthorized users
had access )to sensitive financial information, which may affect the integrity of the data
(Finding E).

Findings on Compliance With Laws and Regulations. Instances of noncompliance
with laws and regulations that materially affected the reliability of the statement of
financial position for the FMS Trust Fund existed. Except for laws and regulations
dealing with the form and content of financial statements, all instances of material
noncompliance and their effect on the statement of financial position are discussed in
Part I.A. Part I.B. contains our report on compliance with laws and regulations.

Summary of Recommendations. We recommend that the Under Secretary of Defense
(Comptroller) and Chief Financial Officer require the recognition of the FMS Trust
Fund revenues and expenses, or obtain a waiver from compliance with Office of
Management and Budget Bulletin No. 94-01. Additionally, we recommend that DSAA
adjust the surcharge rates and redistribute the account balances annually. We
recommend that DFAS-DE establish reasonably accessible audit trails and subsidiary
ledgers to support the processing and recording of transactions of the FMS Trust Fund,
report accounts receivable with credit balances as a liability of the FMS Trust Fund,
age accounts receivable, and strengthen the general application controls regarding
electronic data processing access to the Defense Integrated Financial System by limiting
access to the financial management ledger software and implementing its Departmental
Instruction 177-39. We recommend that the Navy report FMS accounts payable to
DFAS-DE for inclusion in the DSAA financial statements.

Management Comments. The Under Secretary partially concurred with obtaining a
waiver from compliance with the Office of Management and Budget requirement to
prepare, and have audited, financial statements for the FMS Trust Fund; disclosing the
attrition account balance as U.S. Government equity; and analyzing the surcharge
accounts. The Under Secretary of Defense (Comptroller) concurred with retaining the
disbursement date and voucher number in the applicable Defense Integrated Financial
System feeder subsystems, and establishing procedures to control the undistributed
disbursements including a time-phased resolution plan and identification of applicable
foreign customers or surcharge accounts before payment. The Under Secretary also
concurred with DFAS-DE including the Navy accounts payable in the financial
statements, maintaining and reconciling subsidiary ledgers for the accounts payable and
the unearned revenue - advances from public - other non-Federal (government) account
as part of the audit trail. The Under Secretary stated that the audit trail existed for the
accounts payable and the unearned revenue account, and additional information can be
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obtained from the installation level accounting systems. The Under Secretary also
partially concurred that DFAS-DE request, and analyze, accounts payable aging
information from DoD organizations implementing Letters of Offer and Acceptance,
and to accrue accounts payable associated expenses. Finally, the Under Secretary
partialty concurred with aging accounts receivable, stating that although accounts
receivable are being aged, applicable policy will be clarified. The Under Secretary
concurred with DFAS-DE recording country level credit accounts receivable as a
liability, limiting programmers access to production and test versions of applications
software, and monitoring suspended performance transactions.

The Navy agreed to report the Navy FMS accounts payable. The DSAA concurred
with adjusting the surcharge rates and redistributing the balances as required by the
DoD policy, and with establishing a time-phased plan to resolve the undistributed
disbursements. See Part I for a complete discussion of management comments and
Part IIT for the complete text of those comments.

Audit Response. = Management comments were generally responsive. However,
additional information is needed on requesting a waiver from the Office of
Management and Budget, improving accounts payable audit trails, and restructuring
programmer access. We request that the Under Secretary and the DSAA provide the
additional information by August 30, 1996
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Audit Results

Audit Background and Objectives

Audit Background. The Chief Financial Officers Act of 1990 (the Act),
Public Law 101-576, requires executive departments and agencies to prepare
financial statements for each of their trust funds, revolving funds, and
commercial activities. The Act also requires Inspectors General to audit or
arrange for the audit of all financial statements prepared under the Act. The
resulting audit reports must include an audit opinion of the statements, a report
on the adequacy of internal controls of the reporting entity, and a report on
compliance with laws and regulations that could have a material effect on the
financial statements. The Act, as amended by the Federal Financial
Management Act of 1994, prescribes the responsibility of management
regarding the financial statements, internal controls, and compliance with laws
and regulations. The Defense Security Assistance Agency (DSAA), as the
funds manager, is responsible for establishing and maintaining an internal
control structure and complying with laws and regulations applicable to those
funds. The Defense Finance and Accounting Service, Denver Center
(DFAS-DE), is responsible for maintaining the accounting system! for the funds
managed by DSAA.

The principal financial statements of DSAA comprised statements for four funds
with total assets of $27.4 billion. The $27.4 billion included $15.8 billion for
the Foreign Military Sales (FMS) Trust Fund, $8.5 billion for the Foreign
Military Loan Liquidating Account, $2.4 billion for the Foreign Military
Financing Direct Loan Financing Account, and $0.7 billion for the Special
Defense Acquisition Fund. We performed our audit on one of those four funds,
the FMS Trust Fund. On September 30, 1995, the FMS Trust Fund assets
comprised 58 percent of the overall financial statement of DSAA.

1An accounting system includes the methods and records established to identify,
assemble, analyze, classify, record, and report an entity's transactions and to
maintain accountability for the related assets and liabilities.
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Audit Results

Table 1 shows the FMS Trust Fund balances of assets and liabilities reported as
of September 30, 1995.

Table 1. FMS Trust Fund Statement of Financial Position
Account
Balance
Assets (billions)
Fund balances with the treasury $5.500
Cash 7.800
Accounts receivable - transactions with non-Federal
(governmental) entities - 2.500
Total Assets $15.800
Liabilities
Accounts payable - transactions with Federal
(governmental) entities $ .065
Accounts payable - transactions with non-Federal -
(governmental) entities 117
Liability for deposit funds/suspense account
other non-Federal (governmental) liabilities 2.500
Unearned revenue - advances from public-
other non-Federal (governmental) liabilities 13.100
Total Liabilities $15.800

Audit Objectives. The primary audit objective was to express an opinion on
whether the financial statements were presented fairly in accordance with Office
of Management and Budget (OMB) Bulletin No. 94-01, "Form and Content of
Agency Financial Statements,” November 16, 1993. As part of that process,
we reviewed internal controls and compliance with laws and regulations. An
additional objective was to provide positive assurance on compliance with laws
and regulations for the items tested, and provide negative assurance on
compliance with laws and regulations for items not tested. We also followed up
on corrective actions resulting from previous audits of the financial statements
of DSAA. See Appendix C for a discussion of the scope and methodology, and
Appendix D for a discussion of prior audit coverage related to the audit
objectives.
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Part I.A. - Review of Internal Control
Structure
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Review of Internal Control Structure

Introduction

Management Responsibilities. The DSAA and DFAS-DE management are
jointly responsible for establishing and maintaining a management control
structure.  In fulfilling that responsibility, estimates and judgments by
management are required to assess the expected benefits and related costs of
management control structure policies and procedures. Specifically, DoD
Financial Management Regulation 7000.14, volume 15, "Financial Management
Regulation; Security Assistance Policy and Procedures,”" March 1993. (DoD
Financial Regulation, volume 15), states that DFAS-DE is responsible for
conducting an annual review of the DoD security assistance accounting system,
including the development of an annual Management Control Program to test
internal controls and measure the quality of DoD security assistance accounting
systems and the operations of DoD organizations performing security assistance
functions. DSAA, as the funds manager, is responsible for establishing and
maintaining an internal control structure and complying with laws and
regulations applicable to those funds; however, DFAS-DE is responsible for
maintaining the accounting system for the funds managed by DSAA.

Control Structure Elements and Objectives. The internal control structure
for management's accounting of financial information comprises the accounting
and related systems, control environment, and control procedures. The
objectives of a management control structure (United States Code, title 31,
section 3512) are to provide management with reasonable but not absolute
assurance that the following are met:

. o Transactions are properly recorded and accounted for to permit the
preparation of reliable financial statements and maintain accountability over
assets.

o Funds, property, and other assets are safeguarded against loss,
misappropriation, unauthorized use, and waste.

o Transactions, including those related to obligations and costs, are
executed in compliance with laws and regulations that could have a direct and
material effect on the financial statements, and any other laws and regulations
that OMB, entity management, or the Inspector General, DoD, have identified
asa‘i)eirt;g}1 significant for which compliance can be objectively measured and
evaluated.

o Data that support reported performance measures are properly
recorded and accounted for to permit preparation of reliable and complete
performance information.

o Performance measures exist and are adequate to enable the fund's
management to identify and correct problems.




Review of Internal Control Structure

Controls Reviewed. Wg reviewed the internal control structure for the fund
balances with Treasury,” cash, accounts receivable, accounts payable, and
unearned revenue - advances from public (unearned revenue) of the FMS Trust
Fund to express an opinion on the financial statements for the year ended
September 30, 1995. We were unable to review the statement of operations and
changes in net position for the FMS Trust Fund because the statement reported
zeros for all accounts.

Reportable Conditions not Noted. Our review provides a reasonable basis for
conclusion on the internal control structure, and compliance with laws and
regulations as they relate to the financial statements of DSAA. Our review
would not necessarily disclose all internal control and compliance reportable
conditions that might also be considered material weaknesses.

Reportable Conditions and Material Weaknesses. Reportable conditions are
matters coming to our attention relating to significant deficiencies in the design
or operation of the management control structure that, in our judgment, could
adversely affect the organization's ability to effectively control and manage its
resources and ensure accurate and reliable financial information needed to
manage and evaluate operational performance. A material weakness is a
reportable condition in which the design or operation of the management control
structure does not reduce to a relatively low level the risk that errors or
irregularities could occur. Such errors would be in amounts that would be
material to the statements being audited, or material to a performance measure
or aggregation of related performance measures, and would not be detected
within a timely period by employees in the normal course of performing their
functions. Material internal control weaknesses existed in the internal control
structure at DSAA and DFAS-DE.

2The FMS Trust Fund had two cash accounts in the statement of financial
position, fund balances with the Treasury, which is cash with the
U.S. Treasury; and cash, which is cash on deposit with commercial banks and
the Federal Reserve Bank.




Finding A. Accounting for Revenues and
Expenses

The DFAS-DE did not account for revenues and expenses in the FMS
Trust Fund. The statement of operations and changes in net position, as
of September 30, 1995, reported zeros for all revenue and expense
accounts. The revenues and expenses were not accounted for because
DoD Financial Regulation volume 15, did not allow revenue and
expense recognition. As a result, the FY 1995 financial statements for
the FMS Trust Fund were noncompliant with OMB Bulletin No. 94-01,
and there was no assurance that those statements presented fairly the
financial condition of the FMS Trust Fund. Specifically,

o the overall performance of the FMS Trust Fund could not be
measured,

o analyzing the unearned surcharge revenues and expenses and
redistributing the balances were not accomplished, and

o profits and losses to the U.S. Government from the attrition
fees paid by the foreign customers were not disclosed in the financial
statements.

Regulatory and Legal Requirements

OMB Bulletin No. 94-01 and General Accounting Office (GAO) "Policy and
Procedures Manual for Guidance of Federal Agencies," Title 2,
"Accounting," November 14, 1984. The OMB Bulletin No. 94-01 requires
Federal agencies to prepare annual financial statements, which includes a
statement of financial position and a statement of operations. The bulletin
allows a variance in implementing the guidance if the operations of the agency
or the program warrant a variance to allow the financial statements to reflect
more fully financial operations and condition to improve disclosure. GAO
title 2 requires that financial statements be prepared and issued in accordance
with the accounting standards promulgated by the guidance. Further, it requires
that independent agencies prepare a statement of operations that reports
expenses, losses, gains, and financing sources (including revenues).

Arms Export Control Act (Public Law 90-629) and the Letter of Offer and
Acceptance® Provisions. Sections 21 and 22 of the Arms Export Control Act
require the foreign customer to pay the full cost of the articles or services

3A Letter of Offer and Acceptance is a contract between the U.S. Government
and a foreign government, in which the foreign government agrees to allow
U.S. Government representatives to act on its behalf to procure defense articles
and services.




Finding A. Accounting for Revenues and Expenses

provided. Provisions of the Letter of Offer and Acceptance further state that the
U.S. Government will execute the offer and acceptance on a non-profit basis.
Section 21 of the Arms Export Control Act also requires that after
September 30, 1976, letters of offer shall include appropriate charges for
administrative services, calculated on an average percentage basis to recover the
full estimated costs, excluding a share of fixed base operations costs.

FMS Surcharges

In providing FMS goods and services, the U.S. Government incurs costs that
are directly identifiable to 2 country, case, and line in a Letter of Offer and
Acceptance, and surcharges® that are charged based on a predetermined standard
rate. The funds recovered through standard surcharge rates were expected to
approximate, but not equal, the actual costs incurred and, therefore, a difference
between the cost charged to the customer and the cost incurred by the
U.S. Government is expected. The surcharge accounts comprise administrative
surcharge; transportation surcharge; contract administration services; General
Services Administration packing, crating, and handling; and attrition
surcharges.

Administrative Surcharge. The administrative surcharge is added to
the cost of Defense articles and services to recoup the full cost associated with
the administration of FMS. Standard clauses of a Letter of Offer and
Acceptance require the initial deposit from a foreign customer to include
50 percent of the total estimated administrative surcharge, and the remaining
50 percent included within each of the scheduled payments at equal percentages.
The administrative surcharge is also intended to recoup the administrative costs
of providing FMS logistics support, such as spares and other items required to
maintain a weapon system.

Transportation Surcharge. The transportation surcharge applies when
Defense Transportation Service is approved and used.  Transportation
surcharges do not apply to items drawn from a stock fund or the Defense
Business Operation Fund. The transportation surcharge rates applied are based
on the delivery terms code and the destination. For items such as an airplane,
for which actual transportation costs would be significantly different from the
estimated charge using the standard rate, DSAA established special tables to
provide a more accurate estimate.

4A FMS surcharge is used to recover an expense incident to issues, sales, and
transfers of materiel that are not included in the standard price or contract cost
of materiel.




Finding A. Accounting for Revenues and Expenses

Contract Administration Service. The contract administration service
surcharge is applied to all FMS procurements to cover the cost of contract
administration services functions. Those functions include quality assurance and
inspection, contract audits, and other contract administration services. DSAA
may waive all or part of those charges.

General Services Administration Packing, Crating, and Handling,
The packing, crating, and handling surcharge is designated by the General
Services Administration to recoup the costs associated with shipments from the
General Services Administration inventories.

Attrition Surcharge. The U.S. Government charges foreign countries
procuring training services an attrition surcharge to cover potential damage to
the training equipment. As a result, the risk of damage or loss for training
equipment was with the U.S. Government.  Before October 1, 1995, the
attrition charge for FMS training was 4 percent for flying and 1 percent for
nonflying training. Effective October 1, 1995, the attrition rate was changed to
1 percent for all FMS training. When equipment is damaged beyond repair due
to FMS student error, a report of the loss and request for attrition funds to
cover gocurement of the replacement items are submitted to DSAA for
approval.

Revenue and Expense Account Balances

DoD policy does not permit DFAS-DE to account for revenues and expenses of
the FMS Trust Fund. As of September 30, 1995, the statement of operations
and changes in net position reported zeros for all revenue and expense accounts.

DSAA earned revenues and incurred expenses of at least $10 billion each, for
the FMS Trust Fund during the fiscal year, which should have been reported

The FMS customers made payments in advance of receipt of the Defense
articles and services. Revenues were earned when delivery of a service or item
was made. Expenses were incurred when payments were made, or when a
liability was established for acquired Defense articles or services. However,

instead of recognizing revenues and expenses in accounts in the statement of
operations and changes in net position, DFAS-DE recorded the affect of
revenue and expense transactions (such as changes in unearned revenue account)
in the statement of financial position accounts.

Accounting Entries Under the Present System. DoD Financial Regulation,
volume 15, does not require a complete accounting system for the FMS Trust
Fund where revenues, expenses, and net results are readily determinable.
Paragraph 030207 states:

The Arms Export Control Act requires that the FMS program be
operated at no cost to the U.S Government. The provisions of the
Letter of Offer provide that USG [U.S. Government] will execute the
Offer and Acceptance on a non-profit basis. Therefore, recognition of

10




Finding A. Accounting for Revenues and Expenses

an equity balance in the FMS Trust Fund is prohibited. The Foreign
Military Sales Trust Fund Financial Statements will not include
equity, revenue or expense accounts.

Collections of the FMS Trust Funds were credited to the unearned revenue
account of the statement of financial position, and disbursements were debited
to that same account. Examples of transactions and the corresponding entries
under the present accounting system are in Appendix B.

Accounting Entries Under the Recommended System. Because we are
recommending recognition of the FMS Trust Fund revenues and expenses,
revisions are required to the present accounting system. The unearned revenue
account would not be used to accumulate expenses and earned revenues. The
new accounting entries would include, for example, accounts for expenses,
costs, revenues, and sales. Examples of transactions and the corresponding
accounting entries are in Appendix B.

Accounting and Related Systems

The FY 1995 financial statements were noncompliant with OMB
Bulletin No. 94-01, which requires that revenues, expenses, and net position be
accounted for and presented in the financial statements. The Under Secretary of
Defense (Comptroller) and the Chief Financial Officer had not obtained a
waiver from the requirements of OMB Bulletin No. 94-01. DFAS-DE did not
have features of an effective accounting system for the FMS Trust Fund to
ensure presentation of a fair financial statement. Also, that accounting system
did not ensure timely measurement of the FMS Trust Fund overall
performance, analysis of the unearned surcharge revenues and expenses and
redistributing the balances, and proper disclosure of the U.S. Government
profits or losses from the attrition fees paid by the foreign customers.

Measurement of the FMS Trust Fund Overall Performance.
Identifying the net operating results of the FMS Trust Fund would be in
consonance with the principles of an effective control environment.
Management control methods that identify the status of actual performance and
exceptions from planned performance, as well as communicating them to the
appropriate level of management, is one of those factors. Management would
have better information to judge the overall performance of the FMS Trust
Fund, in addition to examining the reasonableness of the standard surcharge
rates. When revenues and expenses are matched, net result of operations would
be identified, examined, and corrective actions taken if the net result is found
unreasonable. Lack of revenue and expense recognition was first reported as a
material internal control weakness in our audit of the FY 1992 financial
statements of DSAA (see Appendix D).

Existence and Ownership of a Residual or Deficit. We believe

achieving a breakeven in performing the FMS Trust Fund under the existing
system may not occur. At case closure, DFAS-DE did not make adjustments

11




Finding A. Accounting for Revenues and Expenses

for the difference between the surcharges collected at standard rates, and the
actual surcharge costs incurred by the U.S. Government. We further believe
that generally, the ownership of that residual or deficit belongs to the foreign
customer based on the breakeven requirement included in the Arms Export
Control Act and the DoD Financial Regulation volume 15.

Analysis of the Surcharge Accounts. The DFAS-DE did not
maintain subsidiary accounts for the revenues and expenses applicable to the
FMS surcharges, thus the required analyses of the surcharge subsidiary accounts
were not accomplished. Collections and matching disbursements for those FMS
surcharges were to be recorded in subsidiary accounts in the unearned revenue
account, general ledger account 2312, as required by DoD Financial Regulation
volume 15. Instead, DFAS-DE maintained subsidiary cash accounts for the
receipts and disbursements of the surcharge accounts.  According to
DoD Financial Regulation volume 15, DFAS-DE is required to analyze the
surcharge subsidiary ledgers in the general ledger account 2312, and
recommend to the DSAA rate changes and redistribution of surcharge account
balances. To satisfy the requirement in DoD Financial Regulation volume 15,
the surcharges residual or deficit must be determined. Table 2 shows the
surcharge account balances as of September 30, 1995.

Table 2. FMS Trust Fund Surcharge Cash Account Balances

Surcharge Surcharge Balance as of
Category Account September 30, 1995
(million)
Administrative 978242.00 $642.8
Transportation 978242.1.0 25.9
Contract administration
service 078242.80 115.1

General Services Administration
packing, crating,

and handling 078242.81 3.2
Attrition 978242.82 47.3
Total _ $834.3

Attrition Surcharge Profit or Loss Disclosure. Because
DFAS-DE was prohibited from recording the FMS Trust Fund revenues and
expenses, DFAS-DE did not measure and disclose the net position of the
attrition surcharge account. We believe that the net result of that surcharge
belongs to the U.S. Government because the customer pays a fixed fee in
exchange for transferring the risk of damage or loss of training equipment to the
U.S. Government. The financial condition of the attrition surcharge was not
disclosed in the financial statements.
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Finding A. Accounting for Revenues and Expenses

Materiality and Impact on Financial Statements

The management controls over revenues, expenses, and residual or deficit were
materially deficient. DoD Financial Management Regulation 7000.14,
volume 1, "Financial Management Regulation; General Financial Management
Information, Systems, and Requirements,” May 1993 (DoD Financial
Regulation volume 1) contains guidance on what constitutes a material
deficiency in an accounting system. That regulation provides 13 key accounting
requirements that systems must comply with to meet standards established by
the General Accounting Office, OMB, the Department of the Treasury, and
DoD.

First Key Accounting Requirement. The first key accounting requirement
states that the general ledger accounts structure must include the general ledger
accounts for equity, expense, losses, gains, and financing sources (including
revenues). In addition, full financial disclosure, accountability, adequate
financial information, and reports must be provided for management purposes,
and for necessary external reporting to the OMB and the Treasury.

Calculating Material Deficiency. According to the regulation, a departure
from a key accounting requirement is considered a material deficiency if it
could result in loss of control over 5 percent or more of the measurable
resources for which the accounting system is responsible. For the fiscal year
ending September 30, 1995, the published FMS Trust Fund statement of
operations reported zeros for all revenues and expenses accounts. Although
there was no mathematical base against which to apply the regulation's
materiality criteria of 5 percent, the zero balances represent a material
deficiency.

Material Deficiencies in Revenues, Expenses, and Residual or Deficit. The
DSAA did not report revenues, expenses, and residual or deficit in the FY 1995
Statement of Operations. In addition to not reporting the revenue and expenses
of normal operations, DSAA did not report $47.3 million of U.S. Government
equity in the attrition account. Therefore, the internal control structure was
materially deficient.

Under Secretary of Defense (Comptroller) and Chief Financial
Officer Opinion

The Director for Accounting Policy, Office of the Under Secretary of Defense
(Comptroller) and Chief Financial Officer, believed the FMS Trust Fund did
not have revenues and expenses because those revenues and expenses were
realized and recorded at the Letter of Offer and Acceptance implementing
agencies. Additionally, there was no cost accounting system to capture detailed
expenses at the central accounting locations at DFAS-DE. Further, reporting
net fund residual or deficit would not be an advisable management decision.
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The Director stated that a waiver to exempt the FMS Trust Fund from the
requirement to prepare financial statements would be sought from OMB because
the funds involved were not owned by DoD and should not be consolidated with
other DoD financial statements.

Recommendations, Management Comments, and Audit
Response

A.1. We recommend that the Under Secretary of Defense (Comptroller)
and the Chief Financial Officer revise DoD Financial Management
Regulation 7000.14, volume 15, "DoD Financial Management Regulation;
Security Assistance Policy and Procedures," March 1993, to:

a. Require recognition and accounting for the revenues and
expenses of the Foreign Military Sales Trust Fund, or obtain a waiver from
compliance with the Office of Management and Budget Bulletin No. 94-01,
"Form and Content of Agency Financial Statements."

Management Comments. The Under Secretary partially concurred. The
Under Secretary stated that a waiver from the Office of Management and
Budget requirement to prepare, and have audited, financial statements for the
FMS Trust Fund would be requested.

Audit Response. We request that the Under Secretary provide the completion
date for the planned action in response to the final report.

b. Require recognition and proper reporting of the U.S.
Government equity in the attrition surcharge fund balance as a footnote to
the financial statements, in a separate fund, or by other means of
disclosure.

Management Comments. The Under Secretary partially concurred. The
Under Secretary stated that if the Office of Management and Budget determines
that the FMS Trust Fund should have audited financial statements, applicable
guidance will be modified to provide for amounts in the attrition surcharge
account to be disclosed as U.S. Government equity.

Audit Response. We request that the Under Secretary provide an estimated
completion date for the planned action in response to the final report.
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A.2. We recommend that the Director, Defense Finance and Accounting
Service, Denver Center, analyze the surcharge subsidiary ledgers in the
unearned revenue - advances from public account to recommend to the
Defense Security Assistance Agency rate changes and redistribution of
surcharge account balances.

Management Comments. The Under Secretary partially concurred. The
Under Secretary stated that in February 1996, an agreement was reached with
the Principal Deputy Under Secretary of Defense (Policy) that DSAA would
conduct analyses of surcharge subsidiary ledgers in the unearned
revenue - advances from public account. '

A.3. We recommend that the Director, Defense Security Assistance
Agency, adjust the surcharge rates and redistribute the surcharge account
balances annually in coordination with the Under Secretary of Defense
(Comptroller) and the Chief Financial Officer, using the actual surcharge
data and analyses performed by the Defense Finance and Accounting
Service, Denver Center to ensure the Foreign Military Sales Trust Fund
operates at no cost or profit to the U.S. Government.

Management Comments. The Under Secretary and the DSAA Comptroller
concurred. The DSAA Comptroller stated that DSAA will continue to analyze
and monitor the surcharge account balances, and annually, review the rates for
recommended rate adjustments or account balance redistribution.
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Finding B. Fund Balances With the
Treasury

The DFAS-DE did not have reasonably accessible audit trails to track
about $13.4 billion of disbursements, and $370.5 million of
undistributed disbursements. Audit trails were inadequate because the
Defense Integrated Financial System (DIFS) did not have disbursement
voucher numbers and dates traceable to DFAS, Columbus, records.
Additionally, DFAS-DE did not follow up and research undistributed
disbursements, and DSAA had not established a time-phased plan to
resolve the undistributed disbursements. As a result, DFAS-DE internal
controls were not adequate to provide reasonable assurance that the
$5.5 billion reported in the fund balances with the Treasury was
accurate; therefore, that account balance may be materially misstated.

Regulatory Requirements

Internal Control Standards and DoD Guidance. The specific internal control
standard of documentation, included in GAO title 2 requires that support for
transactions be readily available for examination, and easily accessible to allow
tracking of a transaction through completion. Additionally, DoD Financial
Management Regulation 7000.14, volume 5, "Financial Management
Regulation; Disbursing Policy and Procedures,” December 1993 (DoD
Financial Regulation, volume 5), establishes the standards, responsibilities, and
procedures for disbursements and requires that disbursement vouchers contain
complete and accurate data to be considered valid. DoD Financial Regulation,
volume 15, establishes the accounting, financing, and billing procedures for
transactions of the FMS Trust Fund. That regulation requires, at a minimum,
that the heads of the DoD implementing agencies identify disbursements to a
specific FMS case and such other information as necessary to match
disbursements to the applicable delivery transaction.

Under Secretary of Defense (Comptroller) and Chief Financial Officer
Guidance. = A memorandum from the Under Secretary of Defense
(Comptroller), "DoD Accounting Policy and Procedures for Researching and
Correcting Unmatched Disbursements and Negative Unliquidated Obligation
Transactions,” June 1995, includes policy and procedures for researching and
resolving undistributed disbursements. That guidance requires charging the
unmatched disbursements to the FMS administrative surcharge clearing account
if, witl?tcig 180 days from the start of the required research, the error was not
corrected.
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Disbursement Account Balance

The DSAA did not ensure that DFAS-DE had reasonably accessible audit trails
to track about $13.4 billion of disbursements, and $370.5 million of
undistributed disbursements. We attempted to test $13.4 billion of FMS Trust
Fund disbursements using stratified random sampling techniques. Of the
$13.4 billion, DFAS, Columbus, disbursed $6.6 billion. Agditionally, we
attempted to test the validity of the process used by DFAS-DE to account for
the cash reported and reconciled with the Department of the Treasury through
identifying the countries on whose behalf the payments were made. We were
unable to readily obtain the documentation needed to validate the sample
transactions. We concluded that the fund balances with the Treasury for the
FMS Trust Fund balance may be materially misstated.

Accounting and Related Systems

Audit Trail and Validity of Recorded Transactions. The audit trail for the
FMS Trust Fund disbursements was not readily available, and reliability of the
accounting system was not assured. The specific internal control standard of
documentation requires that support for transactions be readily available for
examination, and easily accessible to allow tracking of a transaction through its
completion. Additionally, a reliable accounting system should capture valid
transactions.

Funds Disbursed. Disbursements of about $13.4 billion for the FMS
Trust Fund were made through 1,203 of the DFAS-controlled disbursing
stations. Through intermediate accounting systems, the disbursing stations input
disbursement data into DIFS, which is the central security assistance accounting
system used by DFAS-DE. For our sample, we selected DFAS, Columbus,
because it accounted for the majority of the disbursements in the universe.
However, documents to support FMS Trust Fund disbursement transactions
needed to validate the 350 items contained in our sample of 1,750 vouchers
were not readily available at DFAS, Columbus. Representatives of DFAS,
Columbus, informed us that they did not have the resources to retrieve the
supporting documents. The representatives indicated that the voucher numbers
or the disbursement day, month, and year were needed to retrieve the
supporting documents. Absence of the disbursing day, required DFAS,
Columbus, to identify the voucher numbers manually and would require manual
examination of an approximately 11,000-page report.  Although DFAS,
Columbus, reported the data to DFAS-DE through intermediate accounting
systems, the DIFS truncated the disbursement day and did not capture the
voucher number. As a result, we were unable to validate the accuracy of the
funds disbursed reported by DFAS-DE in the fund balances with the Treasury
account in the FMS Trust Fund statement of financial position.
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Undistributed Disbursements. As of September 30, 1995, DFAS-DE
did not have adequate controls or audit trails for $370.5 million of undistributed
disbursements. Disbursements are made from the FMS Trust Fund in response
to requests by the Military Departments and the State Department.”> DFAS-DE,
however, was unable to identify the specifics of $370.5 million of
disbursements, to include voucher numbers and source, or how long those
disbursements were outstanding. Neither could those undistributed
disbursements be identified to a gpeciﬁc FMS country or surcharge account.
The DoD implementing agencies® were responsible for assigning the correct
foreign country or the surcharge account to be charged. However, some of the
assigned codes did not represent a bona fide country or surcharge account.
DFAS-DE was responsible for the FMS Trust Fund cash management;
however, DFAS-DE management stated that they did not emphasize the
research and follow up of undistributed disbursements because often they were a
result of a timing difference and would self-correct within a few months. The
undistributed disbursements have been steadily increasing as shown in Table 3.

Table 3. FMS Trust Fund Annual Balance of Undistributed
Disbursements

($Million)
End of FY 1989 $43.8
End of FY 1990 71.2
End of FY 1991 102.8
End of FY 1992 59.9
End of FY 1993 146.2
End of FY 1994 225.6
End of FY 1995 370.2

As of February 1996, the undistributed disbursements had decreased to
$278 million. The reduction appeared in the Air Force share of the unmatched
disbursements. DSAA did not establish a time-phased plan to resolve the
undistributed disbursements; however, on February 6, 1996, DSAA requested
that the Chief Financial Officer, DoD, provide a waiver for complying with the
requirement to research and resolve undistributed disbursements recorded in the
FMS Trust Fund, because the applicable funds were owned by foreign
countries. DSAA requested that if after 180 days the research did not resolve

5The State Department incurred costs for support of overseas activities
performed by the Security Assistance Organization/Office.  Those costs
included, but were not limited to, administrative charges to the FMS surcharge
account, and direct charges (for example, payroll; temporary duty; and office
support) to FMS cases.

6For the purposes of this report, the DoD implementing agencies include the

Army, the Navy, the Air Force, and any other DoD organization that executes a
Letter of Offer and Acceptance.
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the undistributed disbursements, then the amount (valued at $10,000 or less)
would be charged to the FMS administrative surcharge fund. Charging the
unresolved, undistributed disbursements to the administrative fund, results in
charging countries that do not benefit from the unresolved disbursements. In
response to the DSAA request for a waiver, the Chief Financial Officer in a
May 6, 1996 memorandum, stated that a delay until September 30, 1996, for
complying with the requirement to research and resolve undistributed
disbursements would be granted. However, an exemption from the requirement
for the FMS Trust Fund to obligate amounts for problem disbursements that are
in excess of 180 days would not be authorized.

Control Procedures

The undistributed disbursements for the FMS Trust Fund were not included as
an action item in the annual Management Control Program prepared by
DFAS-DE. DoD Financial Regulation volume 15, states that DFAS-DE, as the
central site for security assistance accounting within DoD, is responsible for the
development of an annual Management Control Program to test internal controls
and to measure the quality of DoD security assistance accounting systems and
operations of the DoD implementing agencies. That regulation also requires
DoD implementing agencies to fully support the DFAS-DE Management
Control Program, and that tests or reviews involving the DoD implementing
agencies shall be jointly accomplished by DFAS-DE and the agencies involved.
DFAS-DE personnel informed us that they have authority over neither the DoD
implementing agencies and the disbursing stations nor all the Defense
Accounting Offices.

Materiality and Impact on Financial Statements

The internal accounting controls over fund balances with Treasury were
materially deficient. DoD Financial Regulation volume 1, contains guidance on
what constitutes a material deficiency in an accounting system. That regulation
provides 13 key accounting requirements that systems must reasonably comply
with to meet standards established by the GAO, OMB, the Department of the
Treasury, and DoD.

Key Accounting Requirements. The seventh key accounting requirement
states that the system must have good fund control procedures to prevent
untimely liquidation of obligations, unmatched expenditures, and undistributed
disbursements. The eighth key requirement deals with audit trails and provides
that a system should ensure that transactions are correctly classified, coded, and
recorded in all affected accounts. Also, the financial transactions that the
system is accounting for must be adequately supported with pertinent documents
and source records. All transactions, including those that are computer-
generated and computer-processed, must be traceable to individual source
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records. The ninth key accounting requirement deals with cash and specifies
that a system should be designed to ensure timely payments based on properly
approved disbursement documents.

Calculating Material Deficiency. According to the regulation, a departure
from a key accounting requirement is considered a material deficiency if that
departure could result in loss of control over 5 percent or more of the
measurable resources for which the accounting system is responsible. As of
September 30, 1995, the statement of financial position reported a cash balance
of $5.5 billion in the fund balances with Treasury for the FMS Trust Fund.
Applying the regulation's materiality criteria of 5 percent to the fund balances
with Treasury would mean that a material deficiency would occur if cash were
- $275 million more or less than the reported amount.

Material Deficiencies in Fund Balances With Treasury. The inability of
DFAS-DE to provide supporting documentation to allow us to audit
$13.4 billion of disbursements for the FMS Trust Fund, and the missing
original voucher numbers in the accounting system were reasons for concern.
The internal control structure was materially deficient, because the potential loss
of control due to inadequate audit trails and computer interface may exceed the
$275 million criteria for materiality, especially given that the balance includes
$370.5 million of undistributed unidentifiable disbursements. As such, the cash
balance of $5.5 billion presented in the statement of financial position cannot be
relied upon.

Additional Data Provided by DFAS-DE

Disbursements Audit Trails. On March 15, 1996, after we completed our
audit field work, DFAS-DE provided new data to support availability of
disbursements audit trail. The DFAS-DE accounting director stated that using
the data he provided required a sampling plan different from the one our
statisticians designed. The proposed sampling plan required a smaller sample,
and the selection would be by month. The accounting director also stated that
directions had been given to add the voucher number to a report that would
facilitate tracking the disbursement vouchers in the future. Our examination of
the data DFAS-DE provided showed no evidence to support auditability of the
FMS Trust Fund disbursements of FY 1995. However, for future audits,
including the voucher number and the complete disbursement date should make
it possible to attempt the disbursement verifications.

On April 15 and 16, 1996, DFAS-DE provided additional data to support
availability of disbursements audit trail. DFAS-DE personnel stated that they
were able to track about 250 of the 350 vouchers in the initial sample using the
existing audit trail. Three DFAS-DE personnel retrieved the documents in
3'% days. However, those personnel identified the supporting vouchers through
the process of trial and error and elimination whenever identical amounts were
disbursed. We believe voucher numbers, as unique identifiers of transactions,
should represent the audit trail leading to the disbursement supporting
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documents. DFAS-DE initiated an action to ensure the voucher numbers are
reported in the accounting systems of the Army, the Navy, and the Air Force.
DFAS-DE actions are commendable because the changes should result in a
reasonably accessible audit trail for future audits.

Undistributed Disbursements Audit Trails. On April 15 and 16, 1996,
DFAS-DE provided additional data that showed that efforts were underway to
address vigorously the issue of the problem disbursements. Those efforts
included the assignment of a special project office in May 1995 to contact the
implementing agencies to resolve the undistributed disbursements. However,
DFAS-DE personnel believed that they did not have the authority to enforce
corrective actions over all the Defense Accounting Offices because not all those
offices were part of DFAS-DE. As a result of DFAS-DE efforts, the balance of
the undistributed disbursement was reduced from $370.2 million at the end of
September 1995, to $278 million as of February 1996. However, DFAS-DE
personnel believed that although they can provide the detailed transactions
comprising the $370.2 million reported as of September 1995, the detailed
transactions occurred over several years and were comprised of numerous
positive and negative transactions with little to relate them to each other, which
could make a reconciliation impractical.

Management Comments on Finding and Audit Response

Management Comments. The Under Secretary disagreed with our finding that
the balance of the Fund Balances With the Treasury account may be materially
misstated, because the account was reconciled to the Treasury to the penny.
The Under Secretary stated that the fact that some disbursements were not
distributed to a specific country or case for a period of time, and the lack of an
easily accessible audit trail, did not support the conclusion that the account
balance may be materially misstated.

Audit Response. Reconciling the Fund Balances With the Treasury account
with the Treasury by itself would not preclude misstatement because the
reconciliation was completed with the undistributed disbursements included.
The $370.5 million of undistributed disbursements represented a material
problem because it was the net difference between an unknown large number of
positive and negative transactions, propriety of the disbursements was not
established, DFAS-DE was unable to provide reliable records to identify how
long transactions were outstanding, and the records provided by DFAS-DE
disclosed that those undistributed disbursements occurred annually beginning in
1988.  Additionally, because we were unable to obtain the supporting
documents for the disbursements, we believe the account balance may be
materially misstated.
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Recommendations, Management Comments, and Audit
Response ]

B.1. We recommend that the Director, Defense Finance and Accounting
Service, Denver Center:

a. Modify the applicable subsystems of the Defense Integrated
Financial System to retain the disbursement voucher number and the
disbursement day that are transmitted to the Defense Finance and
Accounting Service, Denver Center by disbursing stations.

b. Establish management controls to ensure that the Defense
Finance and Accounting Service, Denver Center identify the agencies
causing the undistributed disbursements, follow up with those agencies to
resolve the amounts in suspense, and implement guidance contained in the
memorandum from the Under Secretary of Defense (Comptroller) "DoD
Accounting Policy and Procedures for Researching and Correcting
Unmatched Disbursements and Negative Unliquidated Obligation
Transactions."

B.2. We recommend that the Director, Defense Finance and Accounting
Service, establish management controls to ensure that disbursing stations
identify a valid foreign military sales country, case, or surcharge account
before processing a disbursement to the Foreign Military Sales Trust Fund.

Management Comments. The Under Secretary concurred with the
recommendations. The Under Secretary stated that DIFS supporting feeder
subsystems will be modified to retain the voucher number and disbursement
date. In addition, actions were being taken to resolve problem disbursements,
and policy guidance will be issued to disbursing activities directing that all FMS
disbursements be identified to a valid foreign customer or surcharge account.
Further, DSAA and DFAS were tasked in May 1996 to develop specific plans
to better identify and resolve undistributed disbursements. Actions taken in
response to the recommendations will be completed by September 30, 1996.

B.3. We recommend that the Director, Defense Security Assistance
Agency, establish a time-phased plan to resolve the undistributed
disbursements.

Management Comments. The DSAA Comptroller concurred, stating that as a

minimum, final reconciliation of cost (including disbursements) and
performance will be conducted at case closure.
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Audit Response. The DSAA Comptroller did not specify the completion date
for the time-phased plan. Therefore, we request that the DSAA Comptroller
provide the completion date in response to the final report.
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The DFAS-DE did not have an adequate audit trail to track the accounts
payable - transactions with Federal (governmental) entities, accounts
payable - transactions with non-Federal (governmental) entities, and
unearned revenue - advances from public - other non-Federal
(governmental) liabilities, and did not properly accrue accounts payable.
The audit trail was inadequate because DFAS-DE did not ensure
inclusion of the Navy accounts payable in DIFS, maintain subsidiary
ledgers for the accounts payable and the unearned revenue account, and
perform monthly reconciliation with the general ledger. Additionally,
DFAS-DE did not accrue incurred expenses because it was not required
to maintain expense accounts for the FMS Trust Fund. As a result,
DFAS-DE internal controls were not adequate to provide reasonable
assurance that the $182 million of accounts payable, and $13.1 billion of
unearned revenue were accurate; therefore, those account balances may
be materially misstated.

Regulatory Requirements

Accounts Payable. DoD Financial Management Regulation 7000.14,
volume 4, "Financial Management Regulation; Accounting Policy and
Procedures," January 1995 (DoD Financial Regulation, volume 4), establishes
the accounting policy for accounts payable. It requires that amounts recorded as
payable be supported with proper documentation that clearly shows the basis for
the amounts recorded and the terms by which payments are to be made. The
balances in the accounts payable are to be reconciled to the supporting
documentation at least annually. DoD Financial Regulation, volume 15,
requires DFAS-DE to perform a continuous analysis of balances in accounts
payable, to include aging, to ensure that timely payments are made. If
payments are untimely, DFAS-DE is required to review internal payment
procedures and implement necessary corrective action. Also, DFAS-DE is
required to maintain a subsidiary ledger that is reconciled monthly with the
general ledger, in addition to providing an audit trail for all posting in the
system.  GAO title 2 requires that accounts payable for goods and services be
recorded as a liability after the goods or services are received. The liability
reported in annual financial statements should reflect invoices received, and the
estimated amounts for invoices not yet received.

Unearned Revenue. For the FMS Trust Fund, DoD Financial Regulation,
volume 15, requires that the unearned revenue account includes subsidiary
ledgers for each of the FMS surcharges. To provide an audit trail of all
posting, the subsidiary ledgers are maintained in the DIFS. Extracts of the
ledgers are made available to the Security Assistance Program Managers as
required for management purposes. DoD Financial Regulation, volume 15,
requires that DFAS-DE analyze activity in the surcharge accounts. The analysis
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should include recommendations on rate changes and redistribution of surcharge
account balances for DSAA coordination with the Under Secretary of Defense
(Comptroller) and Chief Financial Officer.

Accounts Payable and Unearned Revenue Account Balances

The DFAS-DE did not have an adequate audit trail to track the accounts
payable - transactions with Federal (governmental) entities, accounts
payable - transactions with non-Federal (governmental) entities, and unearned
revenue - advances from public - other non-Federal (governmental) Liabilities.
Of the $15.8 billion total liabilities shown in Table 1, $13.3 billion was
attributed to those three accounts. To determine the accuracy of the
$182 million accounts payable balance as of September 30, 1995, we requested
a subsidiary ledger by vendor, listing unpaid vouchers to support the yearend
adjustments, and the accounts payable reconciliation records. DFAS-DE was
unable to provide the detail by vendor and the accounts payable reconciliation
records. To establish the reasonableness of the $13.1 billion reported in the
unearned revenue account as of September 30, 1995, we requested DFAS-DE to
provide an analysis of the subsidiary ledgers for that account. DFAS-DE
attempted a number of times but was unable to provide the detail for the
unearned revenue. In addition to the unauditability of those accounts, there was
no assurance that the DSAA was using accurate information in its management
of the surcharges. The unearned revenue account should be used to review the
surcharge accounts as required by the DoD Financial Regulation, volume 15.

Accounting and Related Systems

The DFAS-DE did not comply with the attributes of an effective accounting
system because the FMS Trust Fund accounting system did not record all valid
accounts payable transactions, maintain adequate audit trails, and capture
transactions on the accrual basis of accounting.

Navy Accounts Payable. Accounts payable of the FMS Trust Fund
were incomplete. Specifically, the Navy accounts payable related to FMS were
not included in the statement of financial position for FY 1995. DIFS and the
Navy system, the Management Information System for International Logistics,
and the Standard Accounting and Reporting System were not compatible to
capture the accounts payable of the Navy. The Navy did not submit its accounts
payable data to DFAS-DE. Additionally, DFAS-DE management had not
required the Navy to report its FMS accounts payable manually to allow
incorporation of those payable into the DFAS-DE accounting system.
DFAS-DE management stated that the Navy did not have a separate tracking
system for the FMS accounts payable from its normal accounts
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payable, which made it difficult to separate the FMS portions. Without such a
break-out, we would be unable to identify the universe to test the fairness of the
accounts payable presented in the financial statements.

Audit Trail for Accounts Payable. The FMS Trust Fund accounts
payable were unauditable because DFAS-DE did not have an audit trail by
vendor or major command, and the reports provided by DFAS-DE did not agree
with the accounts payable general ledger balance. DFAS-DE personnel stated
that their responsibilities only required them to compile data provided by the
DoD implementing agencies. The specific internal control standard of
documentation, included in the GAO title 2, requires that support for
transactions be readily available for examination and easily accessible to allow
tracking a transaction through its completion. DoD Financial Regulation,
volume 15, requires DFAS-DE to maintain audit trails between source
documents and entries to the mechanized accounting system. That audit trail is
to be used to track and verify the origin of the data.

To validate the accuracy and completeness of accounts payable at the
implementing agency level, we requested from DFAS-DE a schedule of
accounts payable by vendor. DFAS-DE had access to the Case Management
Control System’ which handled the Air Force case performance data.
DFAS-DE was unable to provide the schedule of accounts payable by vendor.
We then contacted one of the DFAS field offices, the Defense Accounting
Office (which supported the Air Force operating agencies at Bolling Air Force
Base), to inquire about the availability of the data by vendor. The
representatives of that DFAS Defense Accounting Office stated that to provide
the data by vendor, they would need the element of expense data. The listing
we had obtained from DFAS-DE did not contain the element of expense.
DFAS-DE could not provide the Air Force accounts payable by element of
expense because the Case Management Control System could not produce a
report with the element of expense code information. As a result of the
nonavailability of an adequate audit trail, we were unable to verify the asserted
completeness and accuracy of the $182 million accounts payable reported in the
statement of financial position.

Audit Trail for Unearned Revenue. The DFAS-DE did not have
adequate audit trails to identify the contents of the unearned revenue account.
Subsidiary ledgers for that account were not maintained and the audit trail was
never tested. The general ledger balance did not agree with either the detail
extract provided by DFAS-DE or the corresponding surcharge cash account
balances. That condition occurred because DFAS-DE did not maintain
subsidiary accounts and could not identify an appropriate audit trail between
source documents and entries to the mechanized accounting system, as required
by DoD Financial Regulation volume 15. As a result, we were unable to
review $13.1 billion of the $15.6 billion reported for unearned revenue in the
statement of financial position.

TThe Case Management Control System is an Air Force interactive financial
management system designed to manage and control Air Force FMS operations.
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Accrual Basis of Accounting. The DFAS-DE did not properly accrue
the cost of known accounts payable at the end of each month. The accounts
payable of the Navy were not accrued. Further, based on our review of the
disbursed contract administration costs for October and November 1995 and the
actual period of performances for the services provided, $24.3 million was not
accrued in FY 1995. That occurred because no local procedures existed at
DFAS-DE to implement the requirement of DoD Financial Regulation volume
15 to ensure that the accounting system be conducted on the accrual basis of
accounting.

Control Procedures

One of the features of an effective internal control structure is the existence of
control procedures that ensure independent checks on performance and proper
valuation of recorded amounts. Those procedures include reconciliations and
management review of reports that summarize the detail of account balances,
such as an aged accounts payable listing. DFAS-DE did not maintain effective
control procedures.

Accounts Payable Reconciliation. The DFAS-DE did not test audit
trails for the accounts payable and did not reconcile or age balances before the
preparation of the trial balance, as required by DoD Financial Regulation
volume 15. DFAS-DE personnel stated that neither monthly nor yearly
reconciliations were performed. The only time a reconciliation of detailed and
general ledger accounts payable had been performed was during the initial
conversion of the accounts payable data into DIFS.  Because those
reconciliations and analysis were not performed, accounts payable balances
cannot be relied upon. Additionally, DFAS-DE did not perform the accounts
payable aging and analysis required by DoD Financial Regulation volume 15 to
ensure timely payments were made to the implementing agencies and
contractors. DFAS-DE personnel informed us that they cannot perform
accounts payable aging and analysis because the source documents were
maintained by the implementing agencies. We believe DFAS-DE can discharge
its assigned responsibilities by requesting the needed accounts payable data from
the implementing agencies and then performing the required analysis.

Unearned Revenue Reconciliation. The DFAS-DE did not implement
DoD Financial Regulation volume 15, which requires that the account be
supported by subsidiary ledgers and reconciled monthly with the control account
in the general ledger. Maintaining those subsidiary ledgers and performing
monthly reconciliations provide required accurate audit trails. Without such
reconciliations, there was no assurance that this account accumulated accurate
financial data. DFAS-DE did not maintain audit trails to identify the contents
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of the unearned revenue account and did not analyze the account. DFAS-DE
used the unearned revenue account as a contraaccount® in a number of
transactions:

o Cash was debited and the unearned revenue account was credited as a
contraaccount when cash was collected from a customer.

o Cash was credited and the unearned revenue account was debited as a
contraaccount when cash was paid to an implementing agency for its
administrative expenses.

o Accounts payable were credited and the unearned revenue account
was debited as a contraaccount when funds were payable to an implementing
agency or a defense contractor.

Materiality and Impact on Financial Statements

The internal accounting controls over the liabilities were materially deficient.
DoD Financial Regulation, volume 1, contains guidance on what constitutes a
material deficiency in an accounting system. That regulation provides 13 key
accounting requirements that systems must reasonably comply with to meet
standards established by the GAO, OMB, the Department of Treasury, and
DoD.

Key Accounting Requirements. The first key states that the system must list
control and subsidiary general ledger accounts by title and numbers along with a
definition of each account. Subsidiary accounts are to be reconciled to the
control accounts at least monthly. The eighth key accounting requirement
pertains to audit trails and states that the accounting system should ensure that
transactions are correctly classified, coded, and recorded in all affected
accounts. Also, the financial transactions that the system is accounting for must
be adequately supported with pertinent -documents and source records. All
transactions, including those that are computer-generated and computer-
processed, must be traceable to individual source records. The ninth key
accounting requirement pertains to accounts payable and specifies that payables
should be recorded in the proper accounting period and that the liability
reported in annual financial statements shall reflect amounts due for goods and
services received.

Calculating Material Deficiency. According to the DoD Financial Regulation,
volume 1, a departure from a key accounting requirement is considered a
material deficiency if that departure could result in loss of control over
5 percent or more of the measurable resources for which the accounting system

8Under the double entry accounting concept, an accounting entry must have a
debit and a credit side. DFAS-DE used contraaccounts to provide the balancing
side of the accounting entries, not to provide usable accounting information.
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is responsible. As of September 30, 1995, the statement of financial position for
the FMS Trust Fund reported a balance of $15.8 billion in total liabilities.
Applying the regulation's materiality criteria of 5 percent to that balance would
mean that a material deficiency would occur when liabilities were $790 million
more or less than the reported amount.

Material Deficiencies in Liabilities. The DFAS-DE failure to report the Navy
FMS accounts payable, report accrued accounts payable, and maintain and
reconcile subsidiary ledgers were reasons for concern. The internal control
structure was materially deficient, because the lack of an accurate and reliable
audit trail in DIFS; the potential loss of control from not adhering to the DoD
Financial Regulation volume 15; and not conducting an annual reconciliation
may result in exceeding the $790 million criteria for materiality. The
unauditable accounts payable and unearned revenue accounts reported
$182 million and $13.1 billion, respectively. As such, $13.3 billion of the
$15.8 billion of liabilities presented in the statement of financial position of the
FMS Trust Fund may not be relied upon.

Additional Data DFAS-DE Provided

Audit Trail for Accounts Payable. On March 15, 1996, after we completed
our audit field work, DFAS-DE provided new data to support completeness of
the accounts payable balance reported in the September 30, 1995, financial
statements for the FMS Trust Fund. The additional data included accounts
payable reconciliation with trial balance, a list of accounts payable at case and
country levels, December 1995 accounts payable summary by command code,
and December 1995 accounts payable summary by country. Our examination of
that data showed no evidence to support completeness and auditability of the
FMS Trust Fund accounts payable. The total provided did not match the total
in the financial statements, and the Navy accounts payable were still missing.

On April 15 and 16, 1996, DFAS-DE personnel provided additional data to
support availability of audit trails for accounts payable. DFAS-DE personnel
also believed that the DoD Financial Regulation, volume 15, should be changed
to relieve DFAS-DE from the requirement to age accounts payable to ensure
timely payments to vendor because the supporting documents were maintained
at the installation level accounting systems. We do not expect the vendor
supporting documents, such as contracts and delivery reports, to be available at
DFAS-DE. However, summary level reports should be available at DFAS-DE.
We still believe that neither a complete universe, nor adequate audit trails of the
accounts payable, were available to allow tracking the balances from DIFS to
the Military Departments accounting systems, to the installation level accounting
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systems, and finally to the supporting source documents. The Navy accounts
payable were not available, and the reports provided by DFAS-DE did not agree
with the general ledger balances.

Audit Trail for Unearned Revenue. On March 25, 1996, DFAS-DE provided
us additional information to support availability of an audit trail for the
unearned revenue account. The data provided were a summary reconciliation
including the sum of cash with the Treasury account balance and cash with
commercial banks, subtracting the accounts payable balance, thus producing the
unearned revenue account balance. The data DFAS-DE provided did not show
the applicable subsidiary accounts. Instead, balances of four asset and liability
accounts reported in the FMS Trust Fund statement of financial position were
added together to derive the balance reported for unearned revenue in the
statement of financial position. On April 15 and 16, 1996, we met with
DFAS-DE personnel to further discuss the audit trails for the unearned revenue
account. We explained to DFAS-DE personnel our concerns about the audit
trail, considering DoD Financial Regulation, volume 15, requirement of
maintaining reconcilable subsidiary ledgers for that account. DFAS-DE
personnel maintained their position that the account was only a contraaccount.
We believe the resolution of the issue of recognizing the FMS Trust Fund
revenues and expenses would result in a different purpose for the unearned
revenue account. For example, the unearmned revenue account would not be
debited by funds payable to the implementing agencies and defense contractors,
instead an expense account would be debited.

Management Comments on Finding and Audit Response

Management Comments. The Under Secretary stated that audit trails for the
accounts payable were in place and were adequate, and the auditors attempted to
audit the accounts by looking only at the Departmental level systems and not the
feeder systems. The auditors were given a list of summary accounts payable
transactions that identified payables to country, case, line, and activity where
the detail data were located. Also, the auditors were given a reconciliation of
the unearned revenue - advances from public-other non-Federal (governmental)
liabilities account that reconciled to the penny.

Audit Response. The audit trail for the accounts payable was not adequate
because the data that DFAS-DE provided during the audit, and on two
subsequent occasions, did not prove that an adequate audit trail existed. The
data provided were incomplete thus unreliable. The totals did not agree with
the trial balance, and the data did not have a unique identifier to follow the audit
trail through the supporting documents. In all the accounts we attempted to
verify, including the accounts payable, we requested the amounts reported in the
trial balance (Departmental level) be detailed to ultimately identify the
organizations holding the supporting documents regardless of the number of the
intermediate organizations involved between the Departmental level and the
source documents. Although the reconciliation that DFAS-DE provided agreed
with the trial balance, it did not provide the universe of each subsidiary
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surcharge accounts involved. DFAS-DE derived the balance of the unearned
revenue account by calculating the difference between the asset and liability
accounts excluding the unearned revenue account. DFAS-DE was unable to
provide the audit trails for the accounts payable and the unearned revenue
accounts. :

Recommendations, Management Comments, and Audit
Response

C.1. We recommend that the Assistant Secretary of the Navy (Financial
Management and Comptroller) report to the Defense Finance and
Accounting Service, Denver Center, the Navy's foreign military sales
accounts payable applicable to transactions with Federal (governmental)
entities, and transactions with non-Federal (governmental) entities, in
compliance with DoD Financial Management Regulation 7000.14,
volume 15, "Financial Management Regulation; Security Assistance Policy
and Procedures," March 1993.

Management Comments. The Principal Deputy Assistant Secretary of the
Navy (Financial Management and Comptroller) concurred. Actions to meet the
recommendation will be completed by July 30, 1996.

C.2. We recommend that the Director, Defense Finance and Accounting
Service, Denver Center:

a. Report the Navy accounts payable in the Defense Integrated
Financial System, and in the financial statements.

Management Comments. The Under Secretary concurred, stating that action
is being taken to receive the Navy accounts payable data by
September 30, 1996.

b. Maintain a subsidiary ledger for the accounts payable to allow
identification and testing of audit trails, as required by DoD Financial
Management Regulation 7000.14, volume 15.

Management Comments. The Under Secretary concurred, stating that an audit
trail exists for the accounts payable, and by September 30, 1996, DoD Financial
Management Regulation 7000.14, volume 15 will be changed to recognize that
vendor identification is at the installation level.

Audit Response. We maintain that, based on the documents reviewed,
adequate audit trails leading to the source documents at accounting systems
below DIFS did not exist at DFAS-DE. We request that the Under Secretary
provide additional comments in response to the final report.
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¢. Request accounts payable aging lists by vendor from those DoD
organizations implementing Letters of Offer and Acceptance, summarize
those lists at the FMS Trust Fund level, and perform needed analysis to
ensure fulfillment of the task assigned by DoD Financial Management
Regulation 7000.14, volume 15. :

Management Comments. The Under Secretary partially concurred. The
Under Secretary stated that accounts payable aging information can be obtained
from the installation level accounting systems, and by September 30, 1996,
DoD Financial Management Regulation 7000.14, volume 15, will be changed to
recognize that aging of the accounts payable is an installation level function.

Audit Response. Changing DoD policy to assign the task of aging accounts
payable to installation level organizations satisfies the intent of the
recommendation.

d. Reconcile accounts payable balances with the supporting
documentation or subsidiary records before the preparation of the trial
balance as required by DoD Financial Management Regulation 7000.14,
volume 15.

Management Comments. The Under Secretary concurred, stating that
procedures have been changed to ensure that the accounts payable account is
reconi:iglgg to supporting subsidiary data on a regular basis beginning in
May .

e. Implement the DoD Financial Management Regulation 7000.14,
volume 15, requirement that subsidiary ledgers be maintained and
reconciled monthly for the unearned revenue-advances from public-other
non-Federal (governmental) liabilities account.

Management Comments. The Under Secretary concurred, stating that
beginning in June 1996, the unearned revenue account will be reconciled with
the existing subsidiary data.

Audit Response. The Under Secretary comments met the intent of the
recommendation. If the Office of Management and Budget will not grant a
waiver from preparing, and have audited, financial statements for the FMS
Trust Fund, DoD will account for surcharge revenues and expenses in the FMS
Trust Fund. When that happens, the function of the unearned revenue advances
from public-other non-Federal (governmental) liabilities account will have to be
determined (see management comments on Recommendation A.l.a.). The
existing DoD policy requires that the account include subsidiary ledgers for the
surcharge accounts.
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f. Establish procedures at the Defense Finance and Accounting
Service, Denver Center, to properly accrue the anticipated expenses
attributable to the accounts payable at the end of each month.

Management Comments. The Under Secretary partially concurred, stating
that DoD policy is that there are no expenses in the FMS Trust Fund. DFAS
will take action to obtain data on accrued accounts payable at each month end.
Procedures will be issued and implemented by September 30, 1996.

Audit Response. The Under Secretary comments met the intent of the
recommendation. Under the existing DoD policy, the unearned
revenue - advances from public-other non-Federal (governmental) liabilities
account is charged, instead of an expense account, when DFAS-DE recognize
accounts payable. If the Office of Management and Budget will not grant the
waiver from preparing, and have audited, financial statements for the FMS
Trust Fund, DoD will account for surcharge revenues and expenses in the FMS
Trust Fund as stated in management comments on Recommendation A.l.a. If
that occurs, expense accounts will be used to properly capture accrued expenses.
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The DFAS-DE erroneously classified overcollections from customers as
negative accounts receivable - transactions with non-Federal
(governmental) entities, and did not age accounts receivable. The
conditions occurred because DFAS-DE did not periodically review
country accounts receivable balances to identify credit balances, and did
not implement DoD Financial Regulation volume 15, regarding aging of
receivables. As a result, DFAS-DE internal controls were not adequate
to provide reasonable assurance that the $2.5 billion of accounts
receivable reported in the FY 1995 statement of financial position was
accurate; therefore, that account balance may be materially misstated.

Regulatory Requirements

DoD Financial Regulation. DoD Financial Regulation volume 15, includes
guidance on billing case performance costs. DD Form 645, "Foreign Military
Sales Billing Statement," represents the official claim for and an accounting of
costs incurred on behalf of the FMS customers. That FMS billing statement
also is the source document for entries into the accounts
receivable - transactions with non-Federal (governmental) entities account. The
FMS billing statement is produced quarterly.

DoD Financial Regulation, volume 4 and volume 15, require DFAS-DE to age
delinquent accounts receivable. A delinquent account receivable is defined by
the DoD Financial Regulation volume 15, as that receivable which remains
unpaid after its due date, and for which total accrued costs exceed total available
cash. A delinquent account receivable becomes in arrearage when the amounts
for delivered materiels, performed services, and progress payments made to
contractors on behalf of a customer are past due.

GAO Title 2. The GAO title 2 requires that accounts receivable balances are
analyzed to determine collectibility. If accounts receivable are not collectible
within 1 year of the date of the financial statements, that amount will be
disclosed 1n a footnote to the financial statements.

Accounts Receivable Balance

For the FMS Trust Fund, DFAS-DE erroneously classified overcollections from
customers as accounts receivables, and did not age delinquent accounts
receivable. The DFAS-DE management control structure over transaction
processing and general ledger recordings in the FMS Trust Fund did not provide
reasonable assurance of an accurate accounts receivable balance. To establish
the reasonableness of the FMS Trust Fund accounts receivable, we compared
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the general ledger figures with supporting subsidiary ledger balances. We also
verified DFAS-DE and DSAA process of aging accounts receivable. The
accounts receivable balance was understated by the overcollections, and aging of
the accounts receivable was not performed. We concluded that the accounts
receivable balance of $2.5 billion may be materially misstated.

. Accounting and Related Systems

Proper Measurement of Transactions Value and Presentation in the
Financial Statements. The DFAS-DE actions to classify overcollections from
customers as accounts receivable, and to not age delinquent accounts receivable
were not in consonance with the attributes of an effective accounting system.
An effective accounting system has the ability to properly measure the value of
transactions in a manner that permits recording their proper monetary value in
the financial statements along with proper disclosure.

Country Overpayments. The DFAS-DE inappropriately reduced the
FMS Trust Fund accounts receivable balance in the statement of financial
position by the excess of customer payments over total performance costs. In
cases where collections from customers exceed their accounts receivable, the
FMS billing statement reported zero as the amount receivable, and DFAS-DE
reduced the accounts receivable balance by the overcollection in the general
ledger based on other DIFS reports. Some countries have net negative accounts
receivable across all cases. On September 30, 1995, DFAS-DE reduced the
accounts receivable balance by $930 million for overpayments from 12 FMS
customers. Those overpayments should have been recorded as a liability of the
FMS Trust Fund to properly reflect the financial position of the fund. The
practice of netting payables and receivables by DFAS-DE distorted the
statement of financial position because the true balance of the DoD receivables
from the foreign customers and the liabilities of the Trust Fund were obscured.

Aging of Accounts Receivable. The DFAS-DE did not age accounts
receivable as required by DoD Financial Regulation volume 15, and GAO
title 2 to determine collectibility and proper valuation. Aging of the accounts
receivable is a feature of an effective accounting system, as it assists in
determining the proper monetary value of that asset in the financial statements.
DoD Financial Regulation volume 15 requires aging of delinquent accounts
receivable with accrued expenditures less than the cash available from all
sources. Aging of those accounts receivable commences at the beginning of the
month following the date the payment was due. DFAS-DE personnel believed
that the accounts receivable were always current because every 3 months, the
accounts receivable balances were recalculated to include cumulative incurred
costs, estimated termination liability,” and payment forecast for the next
3 months less cumulative collections. We believe recalculating the accounts
receivable every 3 months does not guarantee that customer payment of the
billed amount would be in full and on time, and that the accounts receivable
would always be current.
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Control Procedures

Procedures for Independent Checks on Performance and Proper Valuation
of Recorded Amounts. One aspect of an effective internal control structure is
to properly design and execute procedures that provide reasonable assurance that
the objectives of a specific entity will be achieved. A category of those
procedures is designed to verify proper valuation of recorded amounts. We
noted material internal control weaknesses that made existing procedures
ineffective in handling accounts receivable. The procedures available for DSAA
and DFAS-DE were included in DoD Financial Regulation volume 15. Our
tests of those procedures on aging showed that DFAS-DE did not implement
those procedures.

Materiality and Impact on Financial Statements

The internal accounting controls over accounts receivable were materially
deficient. DoD Financial Regulation volume 1, contains guidance on what
constitutes a material deficiency in an accounting system. It provides 13 key
accounting requirements that systems must reasonably comply with to meet
standards established by the GAO, OMB, the Department of the Treasury, and
DoD.

Third Key Accounting Requirement. The third key accounting requirement
covers accounts receivable. It states that accounts receivable shall be recorded
accurately to provide reliable financial status. Uncollectible accounts must be
established to provide full financial disclosure.

Calculating Material Deficiency. According to DoD Financial Regulation
volume 1, a departure from a key accounting requirement is considered a
material deficiency if that departure results in a loss of control of 5 percent or
more of the measurable resources for which the accounting system is
responsible. As of September 30, 1995, the statement of financial position of
the FMS Trust Fund reported an accounts receivable balance of $2.5 billion.
Applying the regulation's materiality criteria of 5 percent to the accounts
receivable balance would mean that a material deficiency would occur if
accounts receivable were $127 million more or less than the reported amount.

Material Deficiencies in Accounts Receivable. The DSAA and DFAS-DE
internal control structure was materially deficient, because the potential loss of
control may well exceed the $127 million criteria for materiality. The
customers overcollections recorded in the accounts receivable instead of a
liability account was $930 million, and aging the accounts receivable may
disclose that part of those receivables should be written off. As such, the
accounts receivable balance of $2.5 billion presented in the statement of
financial position may not be relied upon.
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Management Comments on Finding and Audit Response

Management Comments. The Under Secretary nonconcurred with the finding,
stating that DFAS-DE did age accounts receivable. The aging technique, as
described in DoD Financial Management Regulation 7000.14, volume 15,
needed to be changed to more clearly identify a true receivable and a delinquent
receivable. Estimates for future cash needs were always current and should not
be aged or considered as part of a delinquent account. The Under Secretary
further stated that there were only two delinquent countries whose debts were
aged and reported as of September 30, 1995.

Audit Response. The DoD Financial Management Regulation 7000.14,
volume 15, requires two types of aging covering delinquent accounts and
accounts in arrears. DSAA determined the countries in arrears; however,
DFAS-DE did not age delinquent accounts receivable. We agree that estimates
for future cash needs are always a current period value.

Recommendations, Management Comments, and Audit
Response

D. We recommend that the Director, Defense Finance and Accounting
Service, Denver Center: :

1. Review the accounts receivable - transactions with non-Federal
(governmental) entities subsidiary balances periodically, as required by
DoD Financial Management Regulation 7000.14, volume 15 "DoD Financial
Management Regulation; Security Assistance Policy and Procedures,"
March 1993, to ensure net overcollections from customers are reported as a
{iability of the Foreign Military Sales Trust Fund at the general ledger
evel.

Management Comments. The Under Secretary concurred with the
recommendation, stating that DFAS will post credit accounts receivable at the
country level as a liability, effective June 1996, but adjustments will be made
within a country account when some cases show negative accounts receivable.

2. Implement DoD Financial Management Régulation 7000.14,
volume 15, requirement to age accounts receivable.

Management Comments. The Under Secretary partially concurred, stating
that a policy change will be reflected in DoD Financial Management
Regulation 7000.14, volume 15, by September 30, 1996, to clarify the aging
criteria. :
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Audit Response. The proposed change and clarification of DoD policy meet
the intent of the recommendation (see management comments on the finding and
audit response).
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Controls

The DFAS-DE did not adequately restrict user and programmer access to
the accounting system, and did not follow up to verify that ail
transactions rejected and suspended by a performance control subsystem
of the DIFS were corrected. The review and follow-up were inadequate
because DFAS-DE did not periodically review eligibility for access, and
because managers in charge of monitoring case performance did not
implement the policy requiring follow up and resolution of suspended
transactions. As a result, unauthorized users had access to sensitive
financial information, which may diminish the ability of the internal
control structure to provide reasonable assurance of financial and case
data processing integrity. Additionally, there was no assurance that
reported case performance data were accurate.

DFAS-DE Electronic Data Processing Environment

The internal control structure for electronic data processing systems takes many
forms. One form is access to the computer system itself and functions within
the computer system. Another form is subsystems within the computer system
used to edit transactions before they are processed by the system. DIFS is the
computer system used to record financial information for the FMS program.
The Deputate for Security Assistance, DFAS-DE, is responsible for the
day-to-day operation of DIFS. The Financial System Agency-Denver is an
organization located at DFAS-DE, but organizationally reports to DFAS
Headquarters. The Financial System Agency-Denver is responsible for
programming the DIFS, for managing user access, and for entering user
information into the DIFS security software.

Access to the Electronic Data Processing System. The Defense Information
Technology Services Organization Regulation 630-230-19-R, "Automated
Information Systems Security," June 1993, implements DoD Directive 5200.28,
"Security Requirements for Automated Information Systems,” March 21, 1988,
(DoD Directive 5200.28), and governs security for automated information
systems at DFAS-DE. One of the major concepts of DoD Directive 5200.28 is
the least-privilege principle, which means that users should have access to only
the minimum amount of information needed to successfully perform their
duties. The DIFS handbook also describes the functions accessible by various
categories of users.

Transaction Validation by the DIFS. The Positive Transaction Control
subsystem of DIFS edits transactions submitted by the DoD implementing
agencies before DIFS processes those transactions. DIFS transactions include
budget, cash, performance reporting, and case initialization and control
functions. If the transaction does not successfully pass through the Positive
Transaction Control subsystem, it is written to a suspense file where the
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transaction remains until the implementing agency submits a transaction that
either corrects or deletes the rejected transaction. If the implementing agency
does not correct or delete the rejected transaction, the rejected transaction
remains suspended indefinitely. Only the originating implementing agency can
correct or delete the rejected transaction. DFAS-DE Departmental Operating
Instruction 177-39, "Suspended Disbursement, Budget, Performance, and
Notification Transactions,” March 4, 1992, establishes responsibility within
DFAS-DE for monitoring reports that list transactions suspended by the Positive
Transaction Control subsystem, and for contacting the originating implementing
agency for clearing the rejected transactions.

Control Environment and Procedures

An attribute of an effective internal control structure is adequate control
procedures that provide reasonable assurance that specific entity objectives will
be achieved. Another attribute is a control environment that enhances the
effectiveness of those control policies and procedures. An element of the
control procedures is the segregation of duties that reduce the opportunities to
allow any person to be in a position to perpetrate and conceal errors or
irregularities during the normal course of their duties. An element of the
control environment that makes that control procedure effective is the methods
of assigning authority and responsibility in the electronic data processing area.
Those methods include computer systems documentation, indicating the
procedures for authorizing transactions, and approving systems changes.
Electronic data processing controls regarding the access privileges, and the
segregation of duties in the electronic data processing area at DFAS-DE needed
improvement.

Controls Over Access to DIFS. The DFAS-DE did not periodically review
eligibility of user and programmer access to the DIFS, which resulted in
unauthorized access by remote users and application software programmers. To
test the adequacy of controls over access to DIFS, including adequacy of
application-related general controls, we obtained a listing of users for selected
DIFS functions involved in financial management. @ We evaluated the
appropriateness of access for those users by using the access criteria in the DIFS
handbook. We also determined the appropriateness of the programmers access
to the test and production versions of the application software.

Access to the Electronic Data Processing System. The DFAS-DE did
not apply the least-privilege principle for user and programmer access to DIFS.
For instance, remote users had access to the DIFS financial management ledger
inquiry function, which allowed those users to inquire about the financial status
of every FMS customer's cases. According to the instructions in the DIFS
handbook, no remote users were to be allowed access to the financial
management ledger function of DIFS. Further, programmers at the Financial
System Agency-Denver had access to update the test and production versions of
application programs of DIFS. The nonrestricted access occurred because
DFAS-DE did not periodically review eligibility for access to the DIFS. Access
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to both versions of the program weakens electronic data processing security
controls because those programmers can alter the actual data. As a result, there
was no assurance that unauthorized personnel did not have access to sensitive
information.

Management Actions Taken. Management at DFAS-DE agreed to
clarify written policies and procedures goveming the granting of access to
functions within DIFS by remote users, including periodic reviews of eligibility,
and instructed the Financial System Agency-Denver to remove the financial
management ledger inquiry function from the functions accessible by the remote
users. However, DFAS-DE management stated that they needed to grant
programmers access to both the test and production versions of application
software to assist in resolving program execution problems promptly.

Controls of the Positive Transaction Control Subsystem. The DFAS-DE did
not follow up to ensure transactions rejected and suspended by a control
subsystem of the DIFS were corrected. To evaluate the effectiveness of the
DIFS Positive Transaction Control subsystem, we examined DFAS-DE
Departmental Operating Instruction 177-39 for sufficiency, and reviewed
suspended transaction reports for the four functions tested by the Positive
Transaction Control subsystem to determine the length of time the rejected
transactions remained uncorrected.

Effectiveness of the DIFS Positive Transaction Control Subsystem. The
DFAS-DE did not follow up to ensure that all transactions rejected and
suspended by the performance” control subsystem of the DIFS were corrected.
As of January 25, 1996, the Army had 114 suspended performance transactions,
and the Navy had 223 suspended performance transactions that were more than
15 months old. The Air Force did not have any suspended performance
transactions. Since these transactions were not corrected, there was no
assurance that the controls expected from the DIFS Positive Transaction Control
subsystem were effective in ensuring that the recorded case performance data
were accurate or complete. Performance data directly impacted cash and
receivables management. DFAS-DE personnel were aware of the requirement
in DFAS-DE Departmental Operating Instruction 177-39 that they follow up
those suspended performance transactions. However, those personnel did not
monitor rejected performance transactions or contact the DoD implementing
agencies to request that the rejected transactions be either corrected or deleted.
DFAS-DE personnel stated that they did not have the resources to monitor the
rejected transactions, and made no commitment to do so in the future.

9Performance transactions processed by the performance (delivery) reporting
include reporting of materiel, services, or progress payments that demonstrate
deliveries or performance against FMS cases by the Military Departments.
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Management Comments on Finding and Audit Response

Management Comments. The Under Secretary nonconcurred with the finding,
stating that trusted employees do have limited access to production data files for
the purpose of providing production support. The Under Secretary also stated
that only 10 remote users access the DIFS financial management module.
Those 10 users were high level DSAA employees.

Audit Response. We discussed the finding with management at DFAS-DE
during our audit field work. As a result of those discussions, DFAS-DE
management took action to determine the proper number of programmers who
needed access to production data. Regarding the need for remote users to
access DIFS, our discussion with DFAS-DE management and our review of
documents we obtained during the audit disclosed that a significant number of
remote users, other than DSAA personnel, had access to the DIFS financial
management module. However, during our audit, DFAS-DE management
. removed remote users' access to the module, including DSAA employees.
Subsequently, DFAS-DE reinstated DSAA employees' access permission; a
move that we agree with.

Recommendations, Management Comments, and Audit
Response

E. We recommend that the Director, Defense Finance and Accounting
Service, Denver Center establish control procedures to:

1. Limit the number of programmers at the Financial System
Activity, Denver, with access to the production version of the application
software of the financial management ledger, to the minimum number
needed to service the software as required by DoD Directive 5200.28,
"ggtszurity Requirements for Automated Information Systems," March 21,
1988.

Management Comments. The Under Secretary concurred, stating that DIFS
programmers at the Financial Systems Activity, Denver, are restricted from
general access to both production program source code and production data sets.

Audit Response. After we discussed the issue of programmers' access to
production data with DFAS-DE supervisory personnel, DFAS-DE removed
programmers' access to those data sets. The issue that remained was a
determination by DFAS-DE on the limited number of programmers that should
have access to production data sets to assist in resolving processing problems.
We do not know whether DFAS-DE had reversed its action of removing
programmers' access to production data. We request that the Under Secretary
provide additional comments on this issue in response to the final audit report.
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2. Ensure implementation of Departmental Operating Instruction
177-39, "Suspended Disbursement, Budget, Performance, and Notification
Transactions," March 4, 1992, to monitor lists of suspended transactions
and contact and follow up on actions by DoD implementing agencies to
clear performance transactions rejected by the Positive Transaction Control
subsystem of the Defense Integrated Financial System.

Management Comments. The Under Secretary concurred, stating that

procedures are being changed to ensure that performance rejects are monitored
and corrected by September 30, 1996.
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Introduction

Management Responsibilities. The DSAA administers the security assistance
responsibilities of the Secretary of Defense under the Foreign Assistance Act of
1961, as amended; the Arms Export Control Act, as amended; and other
applicable statutes, Executive orders, and directives. DSAA is primarily a
policy and management oversight organization; and the Military Departments
actually implement and execute the FMS program. DFAS-DE, has provided
centralized accounting services for DSAA since March 1993. Compliance with
laws and regulations is the responsibility of the Chief Financial Officer of the
Department of Defense; the Director, DSAA; the Director, DFAS; the
Directors of other Defense agencies; and the Secretaries of the Army, the Navy,
and the Air Force.

Objective and Scope of Review. The audit was conducted under the Chief
Financial Officers Act of 1990, as amended. We reviewed DSAA and
DFAS-DE compliance with provisions of laws and regulations that may directly
affect the financial statements to obtain reasonable assurance that the financial
statements were free of material misstatements. Our objective was not to
provide an opinion on overall compliance with such provisions. The statement
accounts on which we based our evaluation are presented in the statement of
financial position, and the statement of operations and changes in net position of
the FMS Trust Fund, as of September 30, 1995. The statements were
submitted to us on January 31, 1996. The FY 1995 combined statement of
financial position of the DSAA reported assets of $27.4 billion, of which
$15.8 billion was for the FMS Trust Fund. A list of laws and regulations
reviewed is in Appendix E of this report.

Reportable Conditions

Material instances of noncompliance are failures to follow requirements and
violations of prohibitions in laws and regulations. Such failures and violations
caused us to conclude that the aggregation of the misstatements resulting from
those failures and violations is material to the principal statements, or those for
which a sensitive nature would cause them to be perceived as significant.
Instances of noncompliance with laws and regulations that materially affected
the reliability of the statement of financial position existed. The instances of
noncompliance were considered when forming our disclaimer of opinion on the
DSAA financial statements. The results of our test of the FMS Trust Fund
accounts disclosed the following instances of noncompliance.

United States Code, Title 31, Section 3512, and DoD Directive 5010.38,
“Internal Management Control Program," April 14, 1987. United States
Code, title 31, section 3512, and DoD Directive 5010.38 were not fully
complied with in establishing and assessing internal controls. United States
Code, title 31, section 3512, requires agencies to establish internal accounting
and administrative controls in accordance with standards instituted by the
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Comptroller General. United States Code, title 31, section 3512, also requires
agencies to establish a comprehensive system of internal control management to
properly record and account for revenues and expenditures, prepare reliable
financial and statistical reports, and maintain accountability over assets. DoD
Directive 5010.38 provides the management control system for achieving the
objective of United States Code, title 31, section 3512.

Implementation of the Management Control Program. The DSAA
and DFAS-DE reported that they achieved the objectives of United States Code,
title 31, section 3512, in their FY 1995 Annual Assurance Statement. The
positive assurance provided by their annual statements did not represent the true
control environment of the FMS Trust Fund. DSAA did not ensure that
DFAS-DE had implemented an effective management control program that
assessed the adequacy of management controls over the assets and liabilities of
the FMS Trust Fund. For example, DFAS-DE identified accounting and

rting as a high risk assessable unit. Management control reviews,
conducted by DFAS-DE for that unit, reported that controls were in place for
two major functions. Those functions were the general ledger analysis and
reconciliation of cash collections and disbursements.

Material Weaknesses not Reported by DSAA and DFAS-DE. We
identified internal control weaknesses in that the FMS Trust Fund revenues and
expenses were not reported, $370.5 million in disbursements were not matched
with applicable customers, accounts payable and $930 million in accounts
receivable were not properly recorded and reported, and the unearned revenue
general ledger account was not supported by subsidiary ledgers. None of those
weaknesses were identified during the DSAA and DFAS-DE management
control reviews. Consequently, the weaknesses we identified were not reported
in the DSAA and DFAS-DE annual statements of assurance.

OMB Bulletin No. 94-01, "Form and Content of Agency Financial
Statements," The DSAA and DFAS-DE did not fully comply with OMB
Bulletin No. 94-01. The Bulletin requires that revenues, expenses, and net
position be accounted for and presented in the financial statements. DSAA did
not ensure that DFAS-DE accounted for the FMS Trust Fund revenues and
expenses, and reported all zeros in the applicable statement of operations
because the two organizations were precluded from such action by DoD
Financial Regulation volume 15.

GAO "Policy and Procedures Manual for Guidance of Federal Agencies,"
Title 2, "Accounting" and DoD Financial Management Regulation, 7000.14.
The requirements of GAO title 2 are incorporated in the DoD Financial
Management Regulation. The accounts affected by the noncompliance were
cash disbursements, accounts receivable, liabilities, and revenues and expenses.

Cash Disbursements. The GAO title 2 and DoD Financial Regulation
volume 5, were not fully complied with in maintaining an audit trail for
disbursements. GAO title 2 and DoD Financial Regulation, volume 5, require
that financial transactions be supported with pertinent documents and source
records. Both further require that transactions be referenced to individual
source records. Referencing must be achieved in a manner that enables tracking
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or replicating a transaction from the resulting record or report to the source, or
by tracking indirectly to source records through summaries contained in the
general and specific journals. Supporting documents for $13.1 billion of the
FMS Trust Fund disbursements were not readily available at DFAS, Columbus,
because DIFS omitted the voucher number and the day of the disbursement
when processing the data DFAS, Columbus transmitted. Without the voucher
number and day, tracking the disbursements at DFAS, Columbus, was not
efficiently feasible (see Finding B).

FMS Trust Fund Liabilities. The GAO title 2 and DoD Financial
Regulation, volume 15 were not fully complied with in accounting for accounts
payable and unearned revenue transactions. DoD Financial Regulation,
volume 15, requires that subsidiary ledger records for reconciling with the
general ledger accounts and supporting documentation are to be maintained.
However, DFAS-DE did not maintain subsidiary records and did not perform
monthly reconciliations. The GAO title 2 and DoD Financial Regulation,
volume 4, require invoices received and estimated amounts for invoices not yet
received to be reported in annual financial statements. However, DFAS-DE did
not report the Navy FMS accounts payable, and did not accrue contract
administrative services costs applicable to FY 1995. The noncompliance
resulted in the general ledger accounts for accounts payable and unearned
revenue being unverifiable and potentially materially misstated (see Finding C).

FMS Trust Fund Accounts Receivable. The GAO title 2 and DoD
Financial Regulation, volume 15, were not fully complied with in recording
accounts receivable. Accounts receivable were required to be recorded and
accounted for properly to disclose their net realizable value, and allow for the
preparation of reliable financial statements. DoD Financial Regulation,
volume 15, also defines a delinquent account receivable as a receivable that
remains unpaid after its due date. DSAA did not ensure that DFAS-DE
implemented the aging policy in the DoD regulation to determine the accounts
receivable value. Noncompliance with DoD Financial Regulation volume 15,
for accounts receivable and the general ledger accounts may materially misstate
those accounts (see Finding D).

DoD Accounting Policy and Procedures for Researching and Correcting
Unmatched Disbursements and Negative Unliquidated Obligation
Transactions. The DSAA and DFAS-DE did not comply with DoD policy to
research and correct unmatched disbursements. DFAS-DE did not follow up on
the accumulated undistributed disbursements, and DSAA did not provide
DFAS-DE the policy and guidance for notifying the fund holder and for
assigning undistributed disbursements to the FMS administration surcharge
account. DoD policy requires DSAA to establish notification and approval
procedures when an undistributed disbursement has not been resolved within
120 days. The policy also requires DFAS-DE to notify the fund holder to
resolve problem transactions.  Additionally, the policy requires that
undistributed disbursements be assigned to the FMS administration surcharge
account when the transaction has not been resolved within 180 days. DSAA has
not provided the required policy and guidance because it was waiting for the
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Under Secretary of Defense (Comptroller) and Chief Financial Officer response
to its request for a waiver from complying with the DoD policy on resolving
undistributed disbursements (see Finding B).

- Reportable Conditions Noted in Prior Audit

The reportable conditions identified during this audit for the FMS Trust Fund,
which were also identified in prior audits, are lack of recognition of the
revenues, expenses, and net position; nonreporting of the accounts payable for
the Navy in the financial statements; and the need for improvements of the
internal management control program. Those conditions were identified in the
Inspector General, DoD, Report No. 93-123, "Consolidating Financial
Statements of the Foreign Military Sales Trust Fund - FY 1992," June 24,
1993 (see Appendix D).

Reportable Conditions Not Noted

Our evaluation of laws and regulations would not necessarily disclose all
instances of noncompliance considered to be material and reportable. With
respect to items not tested, nothing came to our attention that caused us to
believe that DSAA and DFAS-DE had not complied, in all material respects,
with those laws and regulations identified above.
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Appendix A. Disclaimer of Opinion and
Financial Statements Audited

INSPECTOR GENERAL
DEPARTMENT OF DEFENSE
400 ARMY NAVY DRIVE
ARLINGTON, VIRGINIA 22202-2684

February 29, 1996

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (COMPTROLLER)
AND CHIEF FINANCIAL OFFICER
DmSERVIOCRé DEFENSE FINANCE AND ACCOUNTING

DIRECTOR, DEFENSE SECURITY ASSISTANCE
AGENCY

SUBJECT: Disclaimer of Opinion on the Defense Security Assistance Agency
Financial Statements for FY 1995 (Project No. SLG-2029)

Introduction

The Chief Financial Officer (CFO) Act of 1990, as amended by the Federal
FinancialIMa.nagcmeél:ﬂ A;;l of ‘}1;92: zeqmres ﬁmnc:al_b“ ﬂxe staternent audits fby
statutory Inspectors . Ct prescril responsibility o
management and auditors with respect to the financial statements, internal
controls, and compliance with laws and regulations. The Defense Security
Assistance Agency (the Agency), as the funds manager, is responsible for
establishing and maintaining an internal control structure and complying with
laws and regulations applicable to those funds. The Defense Finance and
Accounting Service, Denver Center is responsible for maintaining the
accounting system for the funds managed by the Agency. Our mcponsxbxla;?
was to express an opinion on the financial statements based on our audit
determine whether internal controls were adequate and whether the Agency
complied with applicable laws and regulations.

Disclaimer of Opinion

We were unable to render an opinion on the 's financial statements
because the Agency did not have sufficient audit trails to identify the contents of
the $13.1 billion (83 percent of total labilities) n?.ol:d as Other Non-Federal
(Government) Liabilities of the Foreign Military Trust Fund. § i
documentation to aliow us to audit $13.4 billion of disbursemeats for

Foreign Military Sales Trust Fund was unavailable. Additionally, the reported
accounts payable of the Foreign Military Sales Trust Fund was unauditable
because the Agency did not have an audit trail by veador or major command.
Although a Management Representation Letter was to us, the Agency
could not attest to the accuracy or completeness of the financial data.
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Our review provides a reasonable basis for conclusion on the internal contro}
structure, and compliance with laws i

sonsidered material weaknesses. Reportable internal control
conditions are summarized in this report and will be further in our
internal control and compliance report to be published.

Internal Controls

We reviewed the internal control structure of the and obtained an
understanding of the internal control policies and . In addition, we
reviewed the implementation of the t Program by the
Agency managers. We performed icable tests of the internal control
structu; to determine w the controls were effective and working as
designed.

The internal control structure was not effective in accounting for and managing
resources, ensuring compliance with laws and regulations, and ensuring that the
financial statements are of material misstatements. Management actions are
needed to improve the internal controls relating to cash disbursements including
transportation disbursements and unmatched disbursements, supporting the
general ledger by subsidiary accounts, recording and reporting accounts
receivable and accounts payable, accounting for revenues and expeases, follow
up on errors reported by the Positive Transaction Coatrol system (a module that
verifies the validity of processed transactions), strengthening the electronic data
processing security controls, and implementing the Management Coatrol
Program.

The Aafency and the Defense Finance and Accounting Service, Denver Center
Annual Statements of Assurance did not identify any material weaknesses as
related to the Agency's activities. Some of the internal control weaknesses or
noncompliance with laws and regulations that we identified may result in
material misstatements in the financial statements.

Compliance with Laws and Regulations

We tested compliance with material provisions of laws and regulations, such as
the Arms Export Control Act, the Federal Managers* Financial Integrity Act,
the CFO Act of 1990, and DoD Financial Management Regulations, as they
pertain to the accuracy of the financial statements. Compliance issues identified
during our review may have a material i on the financial statements.
Thoscissmpamnwacoounﬁnzformnmimysmmmnd
accounts recelvable, accounts payable, and revenues and expenses and
implementing Management Control .

Program
At
Robert J. Lieberman

Assistant Inspector General
for Auditing
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DEFENSE SECURITY ASSISTANCE AGENCY
WASHINGTON, DC 20301.2000

26 HB 13

In reply referto
1-002506/96

MEMORANDUM FOR ASSISTANT INSPECTOR GENERAL FOR AUDITING

SUBJECT: Management Assurance Concerning Defease Security Assistance Agency
Financial Statement for FY 1995

Reference: DoDIG Memorandum dated January 18, 1995, Subject: Management
Assurance Concerning Defense Security Assistance Agency Financial
Statement for FY 1995

In response to the referenced memorandum, we assure the Financial Statement for
this Agency is presented in the format and content as described by the Office of
Management and Budget (OMB) Bulletin No. 94-01, "Form and Content of Agency
Financial Statement,” November 16,1993, and other guidance issued by the Office of the
Under Secretary of Defense, Comptroller (OUSD{(C)) as described in the footnotes
accompanying the statement.

We have concems with the accuracy of the Defense Security Assistance Agency
(DSAA) FY 1995 Financial Statement(s) as its accuracy may be in question. To the best
of our knowledge the following is a fair representation of the Financial Statement(s) as
prepared by Defense Finance and Accounting Service (DFAS).

- Although DSAA is responsible for the presentation of the Agency Financial
Statement according to OMB Bulletin No. 94-01 and other DoD policies, we cannot attest
to the accuracy or completeness of the data presented as prepared by DFAS.

- The Financial Statement for DSAA is prepared by DFAS from their Defense
Integrated Financial System (DIFS). The DIFS is a repository of data that is as accurate
and complete as the data supplied by multitude of financial and logistical systems
throughout the Department. Numerous GAO, DoDIG and Departmental andits and
reports, and reviews by DSAA have identified deficieacies within these systems and/or
operating procedures which also affect the accuracy and completeness of the DSAA
Financial Statement.

- Although DFAS has attested to the accuracy of the various account balances
maintained for the Services which were used to prepare the DSAA Financial Statement,
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there have been communications received from regulatory agencies, DFAS, and auditors,
as well as DSAA internal reviews., concerning noncompliance with, or deficiencies in,
financial practices that could have a material effect on the Financial Statement,

- There are material transactions not properly recorded in the accounting and/or
logistical records and subsequently reflected in the DSAA Financial Statement(s).

- Based on information provided by DFAS, we are not aware of any other material
liabilities or gain or loss contingencies that are required 1o be accrued or disclosed by
Financial Accounting Standards Board Statement No. 5, “Accounting for Contingencies,”
March 1975.

- All financial records and related data available to DSAA were provided to you.

- There are no plans or intentions, other than those previously discussed with you,
that will materially affect the value or classification of assets and/or liabilities.

- There are no irregularities involving DSAA management or employees who
have significant roles in the internal management control structure.

- There are no irregularities that could materially affect the Financia) Statement
involving other employees or management.

- There are no violations or possible violations of laws or regulations that should
be considered for disclosure in the Financial Statement or for recording a loss
contingency.

- There are no unasserted claims or assessments that our legal representative
believes must be disclosed in accordance with the Financial Accounting Standards Board
Statement No. 5.

- There are no liens or encumbrances on fund assets, nor have any assets been
pledged. The Fund has satisfactory titie 10 all assets.

- There were no events occurring after the balance sheet date that require
adjustments to. or a disclosure in, the Financial Statement.

- All adjustments that DSAA or the DFAS made 10 account balances are fully
documented and were made in accordance with applicable accounting standards and DoD
policies.
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Attached is the FY 1995 Legal Representation Letier for the DSAA Financial

Statement(s).
H. Diehl McKalip
Acting Director
Attachments:
As Stated
cC:
OUSD(C)
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DEFENSE LEGAL SERVICES

CENERAL COUNBEL
DEPEMLE SLCUAITY ABMETANCT AGINGY
WABHINGTON D¢ 3030+ 3800

February 5, 1996

MEMORANDUM FOR ASSISTANT INSPECTOR GENERAL FOR AUDITING
DEPARTMENT OF DEFENSE

SUBJECT: Legal Representation Letter

During the period September 30, 1995 to February 2, 1996, in the course of
performing legal services for the Defense Security Assistance Agency, I have become
aware of no legal claims or assessments against the agency nor of any legal claims or
assessments which probably will be asserted.

While in 1981 the Government of Iran filed a claim against the Government of the
United States concerning unresolved issues involved in Iran’s Foreign Military Sales
program, the claim is not against the Defense Security Assistance Agency. The extent of
the liability of the FMS Trust Fund in that claim will be the same as if there were no
claim - at the final closure of Iran’s FMS program, the residual amount in Iran’s FMS
Trust Fund account will be returned to Iran. Any additional sums which might be
adjudged due to Iran by the Iran-U.S. Claims Tribunal at the Hague would only be
payable from the Judgment Fund, just as the settlement of one piece of said claim has
already been paid. The Department of State represents the United States before the

Tribunal. W (' ﬂz m

Susan C. Ludlow-MacMurray
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FY 1995 ANNUAL FINANCIAL STATEMENT
DEFENSE SECURITY ASSISTANCE AGENCY

PART1 - OV EW OF POR NT
A. OVERVIEW

The Defense Security Assistance Agency (DSAA) administers the security
assistance responsibilities of the Secretary of Defense under the Foreign Assistance Act
(FAA). of 1961 as amended. the Arms Expornt Control Act (AECA). as amended. and
other applicable statutes. Executive Orders. and Directives

SECURITY ASSISTANCE DEFINED

defense equipment. services. and training to national governments and international

allies deter and defend against aggression. contribute to sharing the common defense
burden and participate in multinational security efforts. such as coalition warfare and
peacekeeping operations

Security assistance also promotes the national military strategies for active

friends. while demonstrating U S commitment to defending common interests. As an
integral part of forward presence. security assistance programs enhance deterrence.
encourage defense responsibility sharing. support U.S readiness. and increase
interoperability with potential coalition defense pariners

Defense Anticies (EDA). Presidentially-directed drawdowns of defense inventories. and

capability to respond to the needs of friends and allies by addressing their security
concerns while supporting U.S. armed forces and promoting U.S. foreign policy and
national security interests  Security assistance programs promote regional stability
through arms transfer controls on the volume and types of weaponry provided to
recipients and foster respect for human rights. democratic values. and institutions

Overview

Security assistance is an instrument of foreign policy that supports U.S nationa!
security by providing a broad range of programs employing both authorizations 10 transfer

organizations. as well as providing funding to pay for such transfers. Security assistance is
authorized by the FAA. and the AECA  The security assistance program helips friends and

engagement and forward presence by improving the defense capabilities of our allies and

" Programs included in the military segment of security assistance include Foreign
Military Sales (FMS), Foreign Military Financing (FMF), Internationa) Milnary Education
and Training (IMET). Military-to-Military Comtact Program (MMCP), grants of Excess

Special Defense Acquisition Fund (SDAF). The structure of esch program provides the

.
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A brief description of each of the above programs follows
Foreign Military Sales (FMS)

The FMS program is the government-to-government channel for selling U.S
defense equipment, services, and training FY 1995 sales were $9.1 billion and FY 1994
sales totaled $12 9 billion Sales in FY 1993 exceeded $33 0 billion. the larges: sales year
inLU S fustory and significantly above the historical annual average (See Table I-1. page
13 ) Future FMS levels for the remainder of the decade are expected to average under
$10 0 billion annually

FMS provides direct benefits by enhancing U.S armed force's readiness posture
and by supporting and encouraging interoperability among potential coalition defense
panners  Additional national benefits derived from these sales include 2 more favorable
balance of trade. sustainment of highly skilied jobs. and generation of revenue for LS
companies Department of Defense (DoD) benefits from FMS through extension of
production lines and lowering of unit costs for kev weapon systems. such as the MjaA>
1ank. F-16 and F. A-18 aircraft. and AH-64 (Apache) helicopters

Foreign Military Financing (FMF)

F\F is the pnman financing program for militan security assistance The
Congress appropniates funds in the Foreign Operations Appropriation Act and DoD
executes the program  The majority of FMF grants are designated to meet the continuing
securty needs of allies in the Middie East. but funding is also provided 1o suppont security
assistance initiatives in Central Europe (CE) and assist counternarcotics and demining
efforis FMF in FY 1995 totaled $5 154 billion. roughty equal to the FY 1994 level
After funding Israel and Egypt (53 | billion) and other earmarked programs. less than $32
millien in discretionary FMF funding was distributed to Jordan. counternarconic coumn
programs. Haiti, demining. and the Baltic Peacekeeping Battalion Greece and Turkey
receir ed market rate loans through FAMF

International Military Education and Training (IMET)

The IMET program is a low cost grant program that provides professional military
education and training to nationa! military and civilian personnel This training. through
atiendance at IMET sponsored courses in the United States and programs conducted in-
country by various training teams. exposes future leaders of defense and related
establishments to our values regard for human rights, democratic institutions. and civilian
control of a professional military'  Over 3.000 military and civilian personnet from over
100 countries panticipated in IMET in FY 1995 at an end-of-vear program value of
$2t 35 milhon  Over 3,000 participated in the FY 1994 IMET program
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To meet the challenges posed by recent transitions to democracy in countries in the
former Sovier Union. CE. Africa. the Pacific, and Latin America. IMET has been
expanded to include programs focusing on human rights, effective defense resources
management, military justice. and civil-military relations The IMET program remains one
of the least costly and most effective programs for maintaining U S influence and assisting
countries in their transition to and maintenance of democracy During the last three
decades over half a million foreign personne! have received training through IMET
sponsorship

Military -10-Military Contact Program (MMCP)

The MMCP was designed to encourage a democratic orientation of defense
establishments and military forces of other countries  While IMET focuses on individual
rraining. the MMCP is directed 1owards foreign defense establishments as institutions to
assist them in understanding the role of military forces in a democratic societv To
accomplish this goal. MMCP relied on direct. in-country interaction between small. well-
trained L' S contingents and their host-nation counterparts The MMCP process began
with a Militany Liaison Team (MLT). assigned 1o the national Ministry of Defense.
working in-country to determine the functional needs of the host gavernment Traveling
Contact Teams were then organized and sent in-country to provide expertise in specific
funcional needs identified by the MLT and the host coumtry The MMCP also provided
familiarization tours. conferences. and exchange of military and civilian personne! 10
accomplish its objectives For FY 1995, Congress appropriated $12 0 million in the 15¢
budyer function for this program. of which S2 0 million was earmarked to initiate
programs under the US Pacific Command’s area of responsibility. and the balance to
conunue programs in CE traditionally funded with DoD or CINC funds The
Administration did not request funding for the MMCP in FY 1996 MMCP tvpe activities
will be continued in the future as pan of a broader program of traditional CINC military-
to-milntary programs. outside of securiry assistance channels

Eacess Defense Articles (EDA)

EDA are equipment (other than military construction equipment) which are in
excess of the Approved Force Acquisition Objective and Approved Force Retention Stock
at the time such articies are dropped from the DoD inventory These articles may be sold
1o eligible countries and intemational organizations under the FMS program. or
transferved under the provisions of Sections 516 through 520 of the FAA During FY
1995, $504 0 million in current value of EDA grant and sale transfers were notified to
Congress. compared to the FY' 1994 total of $267 0 million Bahrain. Turkey, Greece.
Egvpt. and Spain were the largest recipients of EDA  Several CE countries are now
eligible to receive non-lethal EDA grants. trucks and uniforms were provided 1o Estonia.
Latvia. Lithuania. and Albania under the program
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Emergency Drawdown Authorities.

Section 506. FAA authorizes the President. on a grant basis. to draw down defense
anticles from DoD inventories and to provide defense services to nationa! governments and
international organizations in response o military emergencies or to provide assistance for
international narcotics control. international disaster relief. or refugee assistance InFY
1995, Section S06(a)(1) FAA. drawdowns for military emergencies totaling $32 0 million
were executed 10 provide equipment and transportation in support of the UN Rapid
Reaction Force in Bosnia Section 552(cX2). FAA authorizes drawdowns for
Peacekeeping Operdtions InFY 1995, Section 552 Peacekeeping Drawdowns for
commodities and services were S5 0 million to equip the Palestinian Police Force. and
$7 0 million to support accelerated training of the new Haitian National Police Force

Special Defense Acquisition Fund (SDAF)

SDAF is a revolving fund used 1o acquire defense articles and services in
anticipation of later sales through FMS 10 national governments and internationa!
organizations The Administration decided to phaseout the SDAF program beginning in
FY 1994 and use incoming sales receipts 10 further reduce the budget deficit Due to the
decapitahization of the fund. $282 0 million was returned 10 the Treasury (Revolving Fund
Capital Transfer Account. 112814) in FY 1993

Peaceheeping Operations

The number of situations requiring peacekeeping operations has fisen dramatically
in the past few vears and can be expected to increase further in the years ahead Militany
equipment and services may be provided to individual countries or international
organizations participating in selected regional peacekeeping operations through securin
assistance sale and lease programs or grant authorities During FY' 1995, militan
equipment was provided to member nations of the Economic Community of West African
States imvolved in a peacekeeping effont in Liberia. and to the nations comprising the
Baltic Peacekeeping Banalion. using FMS procedures and funding provided by the
Depariment of State  The United Nations (UN) has also obtained a variety of military and
support equipment on reimbursable lease and purchase agreements in support of
peacekeeping programs in Somalia. Rwanda. Bosnia. and Haiti
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i : N 1

Within the Executive Branch, the National Security Council. the Office of
Management and Budget (OMB), the Department of the Treasury, the Department of
Commerce. and others have responsibilities related to security assistance. However, the
principal responsibilities fall 1o the Departmen of State and the DoD

The Secretary of State has statutory responsibility for security assistance policy
The State Department has overall responsibility and authority for security assistance
programs and determines what security assistance will be provided or what sales will be
made 1o which countries or international organizations The Secretary of Defense has
statutory responsibility for determining what defense articles or services are available for
sale or transfer abroad and for impiementing the military segment of security assistance
programs The DoD also has significant input into the Department of State’s policy
decision making The security assistance functions delegated to the Secretary of Defense
have been redelegated 1o the Director. DSAA. The Director. DSAA reports to the
Secretan of Defense and Deputy Secretary of Defense through the Assistant Secretan\ of
Defense for International Security Affairs and the Under Secretary of Defense for Policy

DSAA is primarily a policy and management oversight organization: the Miliary
Depantments actualiv implement and execute programs DSAA functions include the
following supervise formulation and execution of security assistance within DoD.
including the development of DoD regulations governing security assistance programs and
the DoD position on security assistance budget and legislative matiers. monitor major
weapons system sale competitions and technology transfer issues. manage all budgetary
and financial arrangements associated with FMS on a cash or FMF basis. manage the
IMET program. maintain the FMS and IMET data bases. implement drawdown authorin
transfers to countries from DoD stocks and transfers of excess defense articles: manage
the SDAF, serve as DoD focal point for liaison with other Executive Branch agencies. and
supervise the organization. training. administrative suppon and staffing of DoD eiements
in countries which are responsible for managing security assistance programs
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Accomplishing DSAA’s management responsibilities with notable effectiveness
would not be possible without clearly focused centralized program management supported
by the decentralized logistics and services organizations of DoD. Security assistance is
muhi-functional. requiring extensive interagency and intradepartmental coordination and
management outside of the security assistance management structure  DSAA provides
the central focus. working directly with Congress. OMB, Department of State.
Depantment of Treasury. National Security Counci} and other Executive Agencies This
central management is supported by decentralized operational activities The respective
Military Department program office provides a subordinate structure to manage the
interface for logistics. training. transportation. technology and program management of
Militan, Department-unique weapons system and organizationa! performance  These
program offices work directly with over 100 FMS customers and with their counterparnt
field activities to structure the respective Military Department ‘s security assistance
program within DSAA guidance.

IMPLEMEANTATION OF U.S. SECURITY AS ANCE
POLICY AND OBJECTIVES

DSAAs position and role in the U S Government is unique DSAA is positioned
to convert defense-related national security policy goals into reality. as evidenced by the
broad array and large quantities of fielded weapons systems in friendiy and allied militan
umits. the ongoing execution of logistical support. defense training. and other senvice
proiects. and the myriad of cooperative programs which foster continuous interaction
among the U S and other countries  The iinkages between broad nationa) policy goals.
militany-10-military relationships. and consequential development and implementation of
concrete plans can only be accomplished through the centralized management.
coordinanon. and control capabilities offered by DSAA

DSAA continues to play a central role in suppornt of Administration policies and
Congressional legislated actions for international security assistance In addition to
ongoing support to long established countries and international organizations. more recent
examples include United Nations peacekeeping efforts in various regions of the world.
such as efforts in the former Yugoslavia, Haiti. and Rwanda and support to emerging
democracies in CE  DSAA has also been a key player in the establishment of the Baltic
Peacekeeping Battalion, consisting of troops from Estonia. Larvia, and Lithuania. In
critical international situations, past and ongoing international security relationships have
proven to be essential in providing the foundation for implementation of U § foreign
policy and national security objectives
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FMS sales for FY 1995 totaled $9.1 billion. over $3.0 billion less than FY 1994,
The decrease is attributed to the fact that ongoing changes in worldwide defense budgets
that have emerged following the end on the Cold War InFY 1995, $2 4 billion (26%)
consisted of sales of Major Defense Equipment. (See Table 1.1 page 13, for the FMS
sales history for the past five years.)

Major aircraft system sales made up more than 20% of the FY 1995 sales These
were the sale of 12 AH-64s to Egypt for $256.1 million. 30 AH-64s to the Netherlands for
$669 4 million, 8 AH-1Ws 1o Taiwan for $101 1 million, 2 E2-Cs to France for $561 8
million. and 7 refurbished KC-135s 10 Turkey for $299.0 million. and 30 F/A-18As to
Spain for $275 8 million (EDA).

In FY 1995, Congress funded the full Administration request for IMET resuhing in
a modest increase 10 $25 S million  An additional $850 0 thousand was added 1o IMET
during the vear. for an end-of-year total value of $26 35 million InFY 1994, the IMET
program appropriation was reduced drastically from FY 1993 funding This required
major restructuring of the IMET program and very close focus on the utility of our
funding allocations W'e distributed program shortfalls as equitably as possible 10 maintain
viable security assistance relationships:

DSAA continued 10 manage the EDA program during FY- 1995 This program
sa\es the American taxpayer money by transferring excess defense equipment 10 other
countries, saving the U'S Government the cost of transponting. demilitarizing. and
disposing of the equipment At the same time. it furthers the national security and foreign
pohicv interests of the United States by enhancing the defense capabilities of our friends
and allies  DSAA notified Congress of potential transfers of over $504 0 million in
current value duning FY 1993

During FY' 1995, the Foreign Military Loan Liquidating Account (FALLA)
disbursed $42) 9 million of loan funds on behalf of national purchases and $72 6 million in
guaranty payments on defaulted loans During the same period. $1.699 3 million in
principal. interest and late charges on all receivables was coliected $1,052 8 million was
returned 10 the Treasury $613 O million was paid to the Federal Financing Bank (FFB).
and $33 3 million of collections into 11X4121 was disbursed for new default pavments
$330 1 million in accrued interest and penalty revenue was recognized

Based on audits of the FMF direct commercial contract program, through which
approximately $1 0 billion of FMF funds are used each year, changes were made 10 the
program in FY 1995 DSAA took steps to use FMF funds through the FMS program.
which utilizes the DoD acquisition rules and regulations to purchase FMS customer
requirements  Afier consulting with customers. Congress. industry. and others concerning
the proposed changes, revised guidelines for continuing the program on an exception basis
were issued in January 1995
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The drawdown of U S forces and increasing emphasis on disposal of assets. led
DSAA 10 sponsor a Logistics Management Institute study of DoD disposal policy
Preliminary results indicate substantial net dollar returns 1o the Defense Business
Operations Fund can be realized through a business-based approach 10 retention. with
concurrent improvement of support to both DoD and security assistance customers The
study was completed in FY 1994 and action was taken in FY 1995 to test the conclusions
reached and refine DoD spare pans retention policies DSAA will continue consultations
with other DoD offices to implement changes which will improve supportio U'S and 10
security assistance customers.

DSAA'S EVOLVING INTERNATIONAL SECURITY

ASSISTANCE ROLE

DSAA is working closely with other DoD components 1o develop a coherent
strategy with respect 1o conventional arms transfers  The laws. policies. regulations and
procedures governing the current L' S system of arms expon controls are being carefully
examined 10 determine the changes necessan to enhance their relevance to new world
realines As the DoD focal point for administering the multi-billion dotlar secunty
assistance program. DSAA is uniquely qualified 10 provide valuable advice 10 senior DoD
policy makers on security assistance matters

During FY 1995, DSAA successfully managed two major attack helicopter
competiions in the Netherlands and the United Kingdom with an aggregate value of
appronimately $2 ) billion  Such sales are enitical to the maintenance of a prudent leve! of
milnan production during a period of reduced DoD budgetary resources

DSAA has provided essential leadership in maintaining the bridge between foreign
nation security assistance requirements and maimenance of U S production capability
The continued long-term operation of numerous production and rebuild lines for major
items of defense equipment are heavily impacted by. or dependent on. continued
international security agreements  The following list of systems for which sales totaled
over $2 26 billion in FY 1995 are representative of those programs which tangibly extend
U S production lines

AH-64 Attack Helicopters
AR-1W Attack Helicopters
ADM-120 AMRAAM Missiles
E2-C Aircraft

F/A-18 Aircraft

Multiple Launch Rocket Systems
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The final FY 1995 FMS sales totaled $9.1 billion as compared 1o the FY 1994
FMS sales of $12 9 billion The FY 1995 major defense equipment sales were 26%. or
$2 4 billion. of the $9 1 billion total (see Table I-1, page 13 for prior year FMS Sa