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Executive Summary
The concept of Ubiquitous Communication and Convergence Technology is a global trend, which will
influence tactical military communications and make impact on the military acquisition programs
throughout the world. During recent operations in the Gulf War and in Bosnia, there was a need to
support the military units with more information than ever before and during an international military
operation. The security risk involved in using civilian telecommunications services was continuously
traded against the use of slow and reliable military services. In the future, these differences will be
smaller. During the cold war military products were developed first and were technologically advanced
and expensive. Now the situation is different since military products will need to adapt to civilian
standards due to budgetary constraints. Mobile civilian systems will influence the future of tactical
military communication systems.
Progress in command and communication systems interconnected with new sensors calls for more and
better communications links. There is a need to support higher data rates. This is a problem in terms of
available frequencies and possible area of coverage. Higher frequencies are used to permit higher
bandwidths to be used. Military systems will use both spread spectrum techniques to achieve
robustness to jamming, and a low-density transmitted spectrum to make it difficult to detect.
Higher frequencies in particular, along with the need for higher bit-rates, will limit the maximum .range
between the communicating parties. Multipath. propagation, and the desire to use higher bit-rates,
represent engineering challenges.
Military effectiveness requires the ability to acquire and assimilate intelligence in real time and to
communicate this effectively on a wide front in the command chain. This is also a very important
requirement of operations as demonstrated by the recent conflicts. With increasing NATO
responsibilities in joint military operations involving many different national Communications and
Information System environments, the need for a unified approach to support information / data
transfer services becomes more crucial.
This symposium covers this large but very important operational area from all aspects; system
characteristics, internetworking, spectral efficiency, propagation, security, and other relevant factors.
The symposium
The event attracted 150 participants. 19 Partners for Peace nations were represented. The technical
program was focused on Personal communications & COTS, Protocols and Networks, Propagation,
Speech & Signal processing, and H.F. and comprised oral presentations as well as a poster session. The
topics of the poster sessions could quite easily have been included in the following sessions and are
therefore not addressed separately.
Personal Communication Systems & COTS
There are several papers, which cover the possible military applications of existing and emerging PCS
technologies. The area is very interesting and there is a clear trend in military industry, as well as in
civil, for using COTS products in system design.

Protocols and Networks
Protocols and networks are gaining more interest within the communications community. The impact
of the Internet, together with continuously increasing needs for high-speed data communication, has
made networking one of the key areas in communication technology.
Propagation
Wave propagation is an important subject of never-ending interest. The usage of higher frequencies
and the demands for higher data rates call for continuing research on, and measurements of, wave
propagation.
Speech & Signal processing
Speech & signal processing is a topical subject, not least regarding the ongoing selection work in
NATO on new speech coding algorithms. This was also the focus for the majority of papers in the
session, although results on image coding also were presented. In total, three papers were, presented.
The papers summarise the algorithms of interest and indicated the increased performance available
offered by new, improved algorithms.
HF
The H.F. spectrum is of high importance for military applications. In this session, principles and
applications for data communication at HF frequencies were presented in four papers. The papers are
mainly of tutorial character, and do not focus on scientific research results.
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Synthe'se
Le concept de la technologie des communications omnipr6sentes et de la convergence, qui est
universellement accept6, aura une influence appreciable sur les communications tactiques militaires et
se r6percutera sur les programmes d' approvisionnement militaires dans le monde entier.
Lors des operations r6centes de la guerre du Golfe et en Bosnie, le besoin s'est fait sentir de soutenir
les unites militaires en leur fournissant plus de renseignements que jamais, tant avant que pendant les
op6rations militaires internationales. Les risques au niveau de la s6curit6 Uis Al'utilisation des services
de t6l6communications ont dfi 8tre en permanence contrebalanc6s par le recours aux services militaires
moins rapides mais plus fiables. A l'avenir, ces diff6rences diminueront. A l'6poque de la guerre
froide, les produits militaires 6taient d6velopp~s en priorit6. 11 s'agissait de produits technologiquement
avanc6s et chers. Aujourd'hui la situation est diff~rente, car les produits militaires doivent se
conformer aux normes civiles h cause des contraintes budg6taires actuelles. Les syst~mes mobiles
civils auront ainsi un effet sur I'6volution des syst~mes de communications militaires tactiques.
Le d~veloppement des syst~mes de commandement et communications interconnect6s Ade nouveaux
capteurs n~cessite d'envisager des liaisons de communications meilleures et plus nombreuses. Hl va
aussi falloir supporter des d6bits de plus en plus grands, ce qui pose un probl~me de disponibilit6 de
fr6quences et de couverture possible. Des fr~quences plus 61ev~es sont utilis~es pour disposer de
bandes passantes plus larges. Les syst~mes militaires tireront avantage A la fois des techniques
d'6talement du spectre pour assurer la protection contre le brouillage, et d'un spectre 6mis de faible
densit6 pour rendre leur d6tection plus difficile. En particulier, des fr~quences plus 6lev~es, associ~es A
la demande de debits plus grands, auront pour effet de limiter la port6e maximale entre deux
interlocuteurs. Aussi, la propagation multitrajets et le souhait d'utiliser des d6bits plus grands,
repr~sentent des d6fis techniques importants.
L'efficacit6 militaire d6pend de la capacit6 d'acqu6rir et d'assimiler le renseignement en temps reel et
de le communiquer avec efficacit6 Aune grande partie de la chaine de commandement. Cette capacit6
est aussi l'une des principales conditions requises pour les op6rations, comme en t~moignent les
conflits r6cents. Avec l'implication croissante de l'OTAN dans des op~rations interarm6es mettant en
jeu de nombreux environnements nationaux de communications et d'information diff6rents, le besoin
d'une approche unifi6e pour appuyer les services de transfert de donn~es et de renseignements se fait
de plus en plus sentir.
Ce symposium a couvert tous les aspects de ce large et tr~s important domaine op6rationnel, en prenant
en compte les caract6ristiques op~rationnelles, 1'efficacit6 spectrale, la propagation, la s~curit6, ainsi
que d'autres facteurs pertinents.
Le Symposium
Cent cinquante personnes ont particip6 ii cette manifestation. Dix-neuf pays partenaires ont W
repr~sent~s. Le programme technique a port6 sur les communications personnelles et les produits sur
6tag~re (COTS), les protocoles et les r6seaux, la propagation, le traitement du signal et de la parole et
la HE. Ces sujets; ont 6t6 trait~s par le biais de presentations orales et d'une exposition d'affiches. Les
sujets de cette exposition auraient tr~s bien pu 6tre pr~sent6s lors des sessions pr~sent6es ci-apr~s. Par
consequent, nous nWen donnons pas ici une description distincte.

Les syst~mes de communications personnelles et les produits COTS
Les applications militaires possibles des technologies des syst~mes de communications personnelles
existantes et 6mergentes ont fait 1'objet de plusieurs presentations. Ce domaine est d'un grand int6r~t,
car une tendance nette se dessine tant dans l'industrie militaire que civile, en faveur des produits COTS
pour la conception des protocoles, des r6seaux et des syst~mes.
Les protocoles et les r6seaux sollicitent de plus en plus d'int~r&t de la part des sp~cialistes en
communications. L'impact de l'Lnternet, associ6 Ala demande de plus en pius pressante de syst~mes de
transmission de donn6es h grande vitesse, a fait du travail en r~seau l'un des domaines cl6s des
technologies de communication.
Propagation
La propagation des ondes est un sujet important d'int~r&t permanent. L'utilisation de fr~quences plus
6lev~es et la demande de debits plus grands n~cessitent d'engager des travaux de recherche continus et
des mesures sur la propagation des ondes.
Le traitement du signal et de la parole
Le traitement du signal et de la parole est un sujet d'actualit6, en particulier en ce qui concemne les
travaux en cours Al'OTAN sur le choix de nouveaux algoritlimes de codage de la parole. La majorit6
des communications pr6sent6es lors de cette session ont trait6 de ce sujet, meme si des r~sultats de
travaux. sur le codage de l'image ont 6galement 6te' pr6sent6s. En tout, trois communications ont W
pr~sent6es. Elles ont r~sum6 les algorithmes int6ressants et ont soulign6 1'amelioration des
performances autoris~e par de nouveaux algorithmes am6lior~s.
HF
Le spectre HF est d'une tr~s grande importance pour les op6rations militaires. Les principes et les
applications de la transmission de donn~es A des fr~quences HF ont Wt pr6sent~s dans quatre
communications. 11 s'agissait de presentations de nature plut~t p6dagogique, n'ayant pas pour objet
d'exposer des r6sultats de travaux de recherche scientifiques.
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Theme
Mobile communications are an important military requirement. Recent operations in the Gulf War and in Bosnia
have made this requirement even more obvious. Such communications are naturally also a very important part of
civil sector needs from the viewpoint of value added "wireless access solutions" to connect itinerant users to the
proliferating fixed, primarily fiber-optic/photonic, networks. As a result many COTS products are available and
under development, exemplified particularly by such systems as GSM, LEO/MEO satellite systems, TETRA,
TDAB, wireless LANs, LAN bridges, low power SS microwave links, etc. The emerging PSC, UMTS concepts
and systems will embody integrated mobile communications in the coming decade.
At the same time there is a need to support higher data rates. This is a problem in terms of available frequencies,
transmitted power needed especially in non line of sight conditions in non-flat and vegetated terrain. Higher
frequencies are used to permit higher bandwidths to be used. Military systems will use some spread spectrum
technique to achieve robustness to jamming and a low density transmitted spectrum to make it difficult to detect.
Higher frequencies, in particular along with the need for higher bit rates, will limit the maximum range between
the communicating parties. Multipath propagation and the desire to use higher bit rates, represent engineering
challenges.
This Symposium will cover the following topics:
* use of present PCS systems for military crisis management operations,
* characteristics and use of emerging PCS, UMTS systems,
• wireless radio, wide area communication,
* mobile networks for land, air and maritime applications,
* wireless LANs,
* terrestrial and satellite network services,
* adaptive modem, antenna techniques.
with emphasis on:
• system characteristics,
* system management,
* internetworking and interoperability,
* spectral efficiency, efficient modulation schemes, propagation & antenna issues,
* security.

Theme
Les t6l~communications mobiles sont un besoin militaire important. Les r~centes op~rations de la guerre du
Golfe et en Bosniie n'ont fait que souligner l'utilit6 de ces moyens. Naturellement, de telles t06communications
rdpondent en grande partie aux besoins du secteur civil en mati~re de <<solutions d'acc~s sans fil >»,repr~sentent
une valeur ajout6e pour les connexions et pour les tr~s nombreux r~seaux fixes photoniques o-6 Afibres optiques
des abonn~s itin6rants. En cons~quence, plusieurs produits sur 6tag~res (COTS) sont disponibles ou en cours de
d6veloppement, comme par exemple, le syst~me global pour tdl6phones mobiles (GSM), les syst~mes utilisant
les satellites A orbite basse terrestre et A orbite terrestre moyenne (LEO/MEO), le syst~me radio terrestre A
commutation automnatique de canaux (TETRA), la radiodiffusion num6rique terrestre (TDAB) les r~seaux locaux
(LAN) sans fil, les passerelles LAN, les liaisons hyperfr~quences A6talement de spectre (SS) de faible puissance
etc. Les concepts et syst~mes de communications personnelles par satellite (PS C), et syst~mes universels de
t~l~cominunications mobiles (IJMT) naissants seront dot6s de td6communications mobiles int~gr6es au cours de
la prochaine d6cennie.
En meme temps, apparait un besoin de d6bits de plus en plus grands. II existe un problhme en ce qui concemne le
nombre de frdquences disponibles et la puissance 6mise demand~e, en particulier dans des conditions autres que
celles de visibilit6 directe en terrain accident6 etlou recouvert de vdg6tation. Des fr~quences plus 6lev6es
permettent d'utiliser des bandes sup~rieures. Les syst~mes militaires tireront avantage de certaines techniques
d'6talement du spectre pour assurer la protection contre le brouillage, avec un spectre 6mis de faible densit6 pour
rendre ces communications plus difficiles ý ddtecter. Les fr~quences plus Oleves, associ6es Ala demande de
debits plus grands, auront pour effet de limiter la distance maximale entre deux. interlocuteurs. La propagation
multitrajets et la decision d'utiliser des ddbits plus grands, reprdsentent des d~fis techniques Arelever.
Ce symposium traitera des sujets suivants:
"*utilisation des syst~mes PSC actuels adapt~s Ala gestion d'op6rations militaires en temps de crise,
"*caract~ristiques et utilisation des syst~mes PSC,UMTS naissants,
"*radio sans fil, t06communications en r6seau 6tendu,
"*rdseaux mobiles pour applications terre, air et mer,
"*services de r~seaux terrestres et par satellite,
"*modems adaptatifs, techniques d' antenne.
l'accent 6tant mis sur :
"les caract6ristiques des syst~mes,
"*la gestion des syst~mes,
"*l'interconnexion des rdseaux et leur interop6rabilit6,
"*le rendement spectral, les sch~mas de modulation performants, la propagation et les types d'antennes,
"*la sdcurit6.
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Technical Evaluation Report
RTO Symposium on Tactical Mobile Communications
Lillehammer, Norway, June 14-16, 1999
Dr. Bengt-Arne Molin
Lund University
Dept. of Applied Electronics
Box 118, SE-221 00 Lund
Sweden
bam@tde.lth.se

SUMMARY
In this report I briefly summarize the activities at the
RTO symposium on Tactical Mobile Communications in Lillehamnmer, Norway, June 14-16, 1999.
FurtermreI
wll iscss m viw o th evnt nd
present some possible ways for improvements,

Furthermore, the need to support higher data rates
civil.rthe
nindustry s within
wilcetasawellga
inutyawelswthnhecv.
Thsypiucoedteflowntpc:
use of present PCS systems for military, crises
management operations,

sysaratemisisadueofeegn
The technical program at the symposium was focused
sywireessrai, wd-racmuiain
on Personal communications & COTS, Protocols and
0 moirles network foe-reland aomuiratindaitm
Networks, Propagation, Speech & Signal processing,
frlnaradmrtm
appoblcaetionks,
and HF and comprised oral presentations as well as a
poster session. My general impression was that theaplctos
0 wireless Local Area Networks (LANs),
conference was well organized and of high quality.
0 terrestrial and satellite network services, and
the
The oral presentations were in general good but
0 adaptive modem and antenna techniques.
believe
I
also
better.
been
have
poster session could
a
more
would
gain
on
having
that the symposium
This report will summarize my findings from
clear focus, for example through a somewhat more
attending the conference. I have briefly read the
narrow scope of the research areas presented.
papers sent to me in advance (some of them in
detail). Furthermore, I have attended all sessions at
INTRODUCTION
1
the conference. I have also talked with several
NATO's Research and Technology Organization
attendees during the event, regarding their views on
(RTO) is the single focus in NATO for Defense
the symposium. Finally, I have studied the evaluation
Research and Technology activities. Its mission is to
forms filled in by the attendees.
conduct and promote cooperative research and
information exchange. The objective is to support the
I start with presenting an overview of the technical
development and effective use of national defense
program, followed by some comments on the
research and technology and to meet the military
organization of the event. Then I summarize the
needs of the Alliance, to maintain a technological
views put forward in the evaluation forms. Finally,
lead, and to provide advice to NATO and national
my conclusions from evaluating the symposium will
decision-makers. RTO's scientific and technological
be given, together with some recommendations for
work is carried out by Technical Teams, operating
future meetings.
for six panels covering different areas of research and
technology. The symposium on Tactical Mobile
2
TECHNICAL PROGRAM
Communication in Lillehammer was organized by
The technical program consisted of five oral sessions
the Information and Systems Technology Panel
and one poster session, all described in more detail
(IST).
below. The papers could mainly be categorized as
0 tutorials,
Mobile communication is an important military
0 scientific research results, and
requirement, not least shown by recent operations in
a reports from system design activities and field
the Gulf War and former Yugoslavia. There are many
trials.
Commercial Off The Shelf (COTS) products
Although the topic for the conference was Tactical
available and under development, that might be
Mobile Communications, many of the presented
suitable for military applications. The emerging 3rdpapers were more generic and could have been
generation mobile communication systems may also
presented at any communications conference. This
offer services for tactical and strategic systems.
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was probably due to the dominance of papers
presenting research results,
In general, the papers were of high quality and
clearly comparable to an international scientific
conference. However, the quality of the papers varied
a lot and a few of them, I would judge, were not
suitable for publication. Furthermore, from the
content of the papers it was in many cases hard to
identify the overall theme of the conference.
Personalcommunication systems & COTS
In this session four papers were presented, covering
possible military applications of existing and
emerging PCS technologies. The area is very
interesting and there is a clear trend in military
industry, as well as in civil, for using COTS products
in system design.
The presentations gave a good overview of the
governing ideas for the various projects started.
However, it was hard to extract any substantial
information regarding the suitability of the presented
technologies; this might be due to the early stage the
projects seemed to be in.
ProtcolsandNetwrksAlthough
ProtcolsandNetwrksA4
Protocols and networks are gaining more interest
within the communications community. The impact
of the Internet, together with continuously increasing
needs for high-speed data communication, has made
networking one of the key areas in communication
technology. The session comprised eight papers,
presults.

ytmdsritosa
results.advance

el ssinii

The session was very heterogeneous and the papers
had hardly any connections with each other. Still,
some of the papers were of very high quality
scientifically and the presentations on system design
were also of high standards.
Propaationthe
Propaationabout
Wave propagation is an important subject of neverending interest. The usage of higher frequencies and
the demands for higher data rates call for continuing
-research on and measurements of wave propagation.
In this session five papers were presented, covering
various aspects of the topic.

focus for the majority of papers in the session,
although results on image coding -also were
presented. In total, three papers were presented.
The presentations summarized the algorithms of
interest and indicated the increased performance
available offered by new, improved algorithms.
HF
The HF spectrum is of high importance for military
applications. In this session, principles and
applications for data communication at HF
frequencies were presented in four papers.
The presentations were mainly of tutorial character,
and did not focus on scientific research results.
PosterSession
The poster session comprised twelve papers, the
topics of which covered a wide range of research
areas and applications. The poster session was
organized as two different events where the authors
were available for comments and discussions.
In general, the quality of the posters was low.
some of them were good the majority was
pages pinned on a wall, rather than real posters.
Furthermore, it was not easy to get contact with the
authors at the announced times.
3
ORGANIZATION
The symposium was held at Quality Hotel, Hafjell,
jutosieLlhamrweealacvtesok
place. Information about the event was available in
on the symposium web site. The
bresnaksiors thre poster
otrssin
bek o h
Tuesday.

onwonayan
sessions
nplnr
n
nMna

AsawoethornitonasfhghqltyTe
facilities were well suited for this type of event and
practical arrangements were excellent. Although
150 people were gathered at the symposium,
the meeting rooms were never crowded. Also, there
were plenty of possibilities for the attendees to get
acquainted with each other, which I judge was one of
the primary aims of the event.
4

EVALUATION FORMS

The papers gave a good overview of problems in the
area
n cocree
Hoeve, reult cold e etrated
from. tHeopeserntations.t eut oudb xrce
fromthe
resetatins.information:

In total 66 evaluation forms were handed in,
corresponding to approximately half of the attendees.
The form prompted mainly for the following

Speech & Signal processing

*

Speech & signal processing is a topical subject, not
least regarding the ongoing selection work in NATO
on new speech coding algorithms. This was also the

0

*
0

affiliation of the attendee,
overall value of the event,
the impact of the event with respect to some
specific areas, and
recommendations for future events.

T-3

There was an overwhelming representation of
governmental employees. There were also some
participants from industry, while only a few came
from academia. The overall value of the event was
judged in a scale from 1 to 6, representing "Not
worth the effort" as I and "Extremely valuable" as 6.
The average judgement was 4.1 with a standard
deviation of 1.1.
Regarding the impact of the event, I followed up the
judgements "Substantial" and "Highly significant" in
more detail. The greatest impact of the event was, not
surprisingly, described as "Expands personal contacts
for potential future collaboration". However, two
other areas were clearly of substantial and significant
importance, namely "Provided valuable new
perspective in your work" and "Provided new
insights and considerations for organizational long
term planning". The recommendations for future
events, finally, didn't provide any coherent guidance.

bit too restrictive. Mobile communications in the
future will be part of a distributed information
structure. Thus, it is necessary to look at information
management as a whole, and not just the mobile
communication part. For military applications, this
implies that tactical communications will be
coordinated with strategic information management,
thus including for example information centers and
communication backbones. Although this might
seem contradictory to my request for focus, I believe
that the focus should be stronger scientifically, while
application areas could be covered more broadly.
Finally, I will give my comments on the concrete
activities at the symposium, thus putting forward
some possible ways for improvements.

5 DISCSSIONthe
5 DISCSSIONwould
My general impression of the symposium is very
positive. I found the program both interesting and
relevant. Also, the high quality of the conference
facilities and the beautiful surroundings made the trip
to Lillehammer well worth while.

Oral presentations
In general, the quality of the oral presentations was
satisfactory. However, there was no clear line on how
papers were related to each other in a session. I
suggest that the sessions be more thoroughly
planned. I also call for a more active roll of the
session chairs. I would have appreciated a summary
of each session topic (and why not the papers) given
by the session chair, rather than the mandatory
biographies.

There are some things that I believe can be improved
at future events, of which the main issue is a more

Poster sessions
I rnil,1tikpse

esosaeago

a
for allowing people to get detailed information about
a paper through talking with the authors. However, at
the symposium I had a feeling that the poster session
did not succeed very well. 1 have three suggestions
making the poster session more successful at the
next RTO event (I do believe that you should keep on
offering poster sessions):
0 Be more precise on how a poster should be
romthediffren caegoiesareprepared, regarding available space, font sizes,
Clealypeole
etc.
ap cs o tcicateg oriesae
different
ople frmnh

clafommunicAtions,
tavgetea feelingcthcat thbie
symmposiumatriednto cohver to much.n Ashar ase
unestandiu
thiedauiec consistedmainly osfatasee
categristn, nheamdely
osstdmilyohe
cateorie,
naelyfor
"* military representatives (i.e., users),
"* defense industry, and
"* researchers.
intear ye

workls
theirue
andh
potrssinsauthr
the
presentatoso
communications. I have a feeling that the scientific
thorce
s awarofthatrisrbeing
the au
theenatioso
presentations were too technical for the military
representatives, while generally not technical enoughththeadnciswreowatsbig
presented.
*
for the researchers. Similarly, reports about system
0 Don't mix the poster session with other activities
omeextet nt cocree
desin ativiieswereto
enough for satisfying the needs from users andanbesrtomkthssinaralvn.
researchers.
Ognzto
The solution would be to have a more clear focus for
the symposium. This could be realized through a
more narrow scope for the areas presented. Another
possibility would be to select papers and sessions
more thoroughly, thus creating a balanced mapping
of the paper categories on the audience categories,
Regarding the selection of topics for the symposium,
I believe that tactical mobile communications was a

As a whole, the organization was very good. The use
of the web is very efficient and I strongly recommend
that the papers be published at the web site.
Regarding future improvement, I only have a minor
comment: I would have appreciated a final program
giving an overview of the activities at the symposium
(as a complement to the detailed final program that
was distributed at the conference).
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Emerging Personal Communications for Military Applications
2

Paul Wells', Dr Paul Thorlby

1

Introduction

mobile
revolution
in
The
technology
communications combined with the widening of
military roles during the 1990's continues to
present new opportunities for civil systems to be
used by the military.
The new global political context requires a
military capability that can function in concert
with other nations and respond rapidly to a wide
variety of situations (ranging from humanitarian
aid, through peace keeping and peace enforcement
to coalition intervention). Many of these
operations may occur 'out of area' (OOA).
The response to this situation is exemplified in
the creation of the UK Joint Rapid Reaction Force
(JRRF), the ACE Rapid Reaction Corps (ARRC),
and the NATO Combined Joint Task Force
(CJTF) concept. These forces require flexible,
and
scalable
communications
deployable,
information systems (CIS) often to areas where
the indigenous infrastructure cannot be assumed.
The significant new 'mobile communications'
market sector is beginning to challenge the
dominance of the fixed telecommunications
infrastructure for the provision of services to the
end user. This technology revolution is generally
known as Personal Communications Services
(PCS) and includes a number of system standards;
terrestrial and satellite based.
Most notably in the provision of public service is
GSM (65% global digital market). The emerging
TETRA system (digital trunked mobile radio) is
of particular interest to law enforcement and
paramilitary users since it offers features
specifically required by that user community. The
emerging satellite PCS systems (e.g. Iridium,
Globalstar and ICO) are also of interest due to the
global geographical coverage they provide with a
relatively sparse ground infrastructure. Future
terrestrial PCS, so called '3rd Generation' (or 3G)
systems (e.g. UMTS) and satellite (S-UMTS) are

promising high data rates (up to 2Mbit/s) and
advanced service concepts.
This paper presents an overview of the major
system standards (current and emerging) and
discusses the potential for military use of each.
Regional standards (such as AMPS, ACeS or
Thuraya) have not been considered.
PCS systems are the subject of ongoing study and
test-bed activity by DERA (UK) and NC3A-NL.
The latter is the subject of a separate paper at this
conference.
2

Operational Roles

These PCS systems aim to offer global coverage
whilst providing voice and data connectivity.
This allows an ideal opportunity for NATO to
cost
global
relatively
low
provide
communications, achieve interoperability and in
some cases provide communications from
mobile/tactical deployments that have not been
possible in the past. The opportunities for
position reporting and alerting allow for better
situational awareness.
It must be stressed that these civil systems have
been developed for maximum throughput to earn
revenue for their owners. This may be at odds
with the military's need for assured levels of
fixed
on
non-reliance
communications,
infrastructure, operation in stressed environments
and the need to minimise the visibility of some
operations.
The roles in which M-PCS may play a role
include:
Strategic Rear Link. The initial liaison troops
will require infrastructure free (i.e. not transported
in by the troops) communications back to the
permanent headquarters. This could use satellite
systems or existing commercial terrestrial systems
(e.g. GSM).

SCommunications Department, DERA Defford, Worcester, WR8 9DU, UK. DERA is an Agency of the UK MoD
2Communications Systems Division, NATO C3 Agency, The Hague, The Netherlands. (Seconded from DERA UK)

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, andpublished in RTO MP-26.
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Initial

Mobile

Communications.

Troops

deployed
in theatre
will
require
basic
communications that can be rapidly established.
This may include 'all informed' Combat Net
Radio (CNR) communications that provide a
simplex broadcast voice service to all network
subscribers. CNR doesn't require infrastructure.
The key advantage of wireless communications is
that wide area coverage can be rapidly provided
with relatively simple infrastructure requirements,
to cover for example a port of entry
Mobile Sub-system.
As the deployed force
builds up there is a requirement for the
commanders to be able to establish point to point
duplex communications between themselves, the
fixed HQ and (depending on the mission type)
other organisations (such as embassies, nongovernmental organisations, host nation civil
administration and government bodies).
3

GSM

3.1

System Description
GSM is a terrestrial cellular PCS operated by over
240 network operators in over 118 countries. The
number of subscribers to GSM systems
worldwide is growing exponentially and passed
the 150 Million mark during early 1999 [1]. It
offers duplex voice, short messaging, fax, data
and an extensive range of supplementary services
between the personal handset and other mobile
users, PSTN (Public Switched Telephone
Network ) users and ISDN (Integrated Services
Digital Network) users. Recently standardised
extensions to the system include 'all-informed'
group calls (half duplex, press to talk), and
enhanced multi-level priority and pre-emption to
support the 'professional' market. At least one
manufacturer is now offering equipment with
these features (including improved specification
handsets). The GSM system has an advanced (in
the civil context) security architecture, including
user authentication and air interface encryption.
The GSM network [2] comprises a number of
elements - the mobile or personal subscriber
terminals (MS); a cellular base station transceiver
(BTS) and controller (BSC); mobile switching
centre (MSC) and interfaces (interworking
functions) to other systems (such as the PSTN).
Key internal system interfaces are standardised,
the most important being that between the MSC
and BSC (the 'A' interface) and the mobile station
and the BTS ('Urn' interface). This allows the

choice of different suppliers for different subsystems.
A number of fixed base station transceivers
provide radio coverage over a number of cells to
allow direct radio links to the mobile terminal.
These links are currently standardised in the 900,
1800 or 1900 MHz frequency bands and the air
interface between the mobiles and base use both
frequency division and time division multiple
access (FDMA/TDMA). Each frequency channel
occupies 200kHz of spectrum, is modulated at
270 kbps using Gaussian Minimum Shift Keying
(GMSK) and supports up to eight time division
full rate (approximately 13kbit/s protected) traffic
channels. (Some channels may be allocated for
signalling). Data is currently supported in a full
rate channel at rates of 2.4, 4.8, 9.6 (and in some
cases 14.4) kbps. Each cell has a maximum range
of 35km which is determined by system timing
constraints (this can be doubled to 70kmn at the
expense of traffic capacity). Traditional cellular
engineering is used to provide wide area
coverage. Advanced cellular concepts (such as
hierarchical cell structures) are used to achieve
very high traffic density. The GSM system allows
seamless handover between cells (including
hierarchical cells) and frequency bands.
The 'heart' of a GSM system is the Mobile
Switching Centre (MSC). This entity not only
switches traffic calls, but also manages the
supplementary services and is the host for the
interfaces and interworking functions to other
types of network. Attached to the MSC are the
key databases; the home location register (HLR)
and visitor location register (VLR). These
databases hold all subscriber related information
including current (or last known) location. The
only exception to this is the subscribers secret
key, which is the cornerstone of the authentication
and encryption systems. This information is held
in the authentication centre (AuC), normally a
separate (secure) facility associated with the
MSC. The GSM sub-system components would
normally be connected using 2Mbit/s El links,
using either leased PTT lines or microwave line of
sight links.
The air interface encryption operates between the
BTS and the MS only and is under the control of
the network. Currently 3 algorithms are possible;
no encryption (A5/0), A5/1 and A5/2. The latter
was developed to overcome export restrictions
which apply to A5/1. The system can support
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more (up to 7) algorithms, but the others are not
defined at this time. The standard was recently
modified to forbid A5/0 (no encryption), but to
what extent this has been implemented is not
known. User authentication is done by a network
specific algorithm (since it needs only be
implemented on the network operator provided
SIM (subscriber identity module) and in the
network operator owned AuC). In practice most
operators choose the 'example' algorithm
available to bone fide operators from the GSM
Association. The authentication process is
standardised in that the sequence and size of
signalling messages is determined. The suitability
of the A5 algorithms for NATO operations is
subject to
national COMSEC
authority
recommendations, and would be unlikely to be
approved for more than (possibly sensitive)
UNCLASSIFIED
information.
Given
this
situation however, the privacy provided is
significantly enhanced over analogue radio
systems. All communication links within the
network are in the clear.
GSM continues to evolve in terms of new
technical features. The most significant of which
include high rate data (EDGE and HSCSD)
potentially up to 384kbit/s in favourable radio link
conditions and a packet data system (GPRS)
(projected to be commercially launched late 1999)
designed to support efficient internet access for
the MS.
3.2 Military Utility of GSM
GSM offers the military a low cost handheld, land
mobile or close to shore maritime mobile toll
quality voice, short messaging, data and fax
services. GSM provides a widely accepted and
used standard that is readily available for NATO
interoperability.
Wide land based geographic coverage is provided
subject to limited availability in remote areas
(coverage is focussed on high population density
areas). GSM requires fixed infrastructure and
there is very significant existing civil investment
in this already. Military owned tactical
transportable base transceivers and connection to
a tactical MSC is possible. If this is planned
where an existing civil infrastructure exists,
frequency planning and co-ordination is required
with the existing operators and this may impose
unacceptable planning constraints.

A national COMSEC authority approved
encryption mechanism is required which is
compatible with GSM for classified information
exchange. GSM provides a potentially strong
privacy mechanism provided this is enabled and
proper protection is made of the infrastructure
links.
If military users take advantage of the civil
infrastructure there are some potential drawbacks;
monthly bills, no guaranteed access to the system
(priority in the event that the system is busy),
susceptible to interception (for example by the
national authority). The system may also be used
to geo-locate a user.
In the case of using a civil system, or a deployed
NATO owned system, GSM is susceptible to
denial of service, through for example being
jammed.
GSM is not readily suitable for use on airborne
platforms due to its cellular architecture (a mobile
station may 'see' and hence interfere with a very
large number of cells from an airborne position)
and Doppler limits (eg. on fast moving aircraft the system was designed for high speed trains, up
to 250km/h).
4

TETRA

4.1 System Description
TETRA is an emerging ETSI standard for a
digital trunked radio system, targeted at both the
PMR (private/professional mobile radio) and
PAMR (public access mobile radio) markets. Like
GSM it provides wide area coverage using
cellular technology.
The system is based around a radio switch and
associated databases which form the heart of the
SWMI (switch and management infrastructure).
The radio interface uses 4 TDMA traffic channels
in a 25kHz FDMA radio channel. The traffic
channels can support speech and data. Various
modes of operation enable simultaneous speech
and data, full duplex speech, half duplex (press to
talk) speech, group and broadcast calls. The data
modes include circuit (from 2.4-7.2 kbps in a
single timeslot with up to 28.8 kbps with four
concatenated timeslots) and a packet mode. The
system also supports short messages.
The TETRA radio interface has been specified to
work in several frequency bands; including
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around 400MHz and 900MHz. Manufacturers
have built systems in frequency bands where they
have customers, which (in Europe) is principally
the 380-400MHz band (portions of which have
been released by NATO for emergency services
use) and the frequency band allocated to Dolphin
(which has PAMR licenses in many European
countries).
TETRA has some system features which
differentiate it from similar systems (e.g. GSM).
These include fast call set up (less than 300ms),
direct mode (mobile to mobile without
infrastructure) and dual watch (operation in direct
mode with the ability to receive calls from the
normal infrastructure supported communications).
TETRA also has features which are judged
essential for PMR markets; priority, pre-emption
and dispatcher control of communications and
user groups. The equipment is also manufactured
(in particular the mobile stations) to withstand a
harsher physical environment than the typical
consumer GSM phone. This makes the terminals
larger and heavier than the more recent mobile
telephones. Small 'cellphone like' TETRA
terminals are planned by some manufacturers to
address the PAMR market.
TETRA has an advanced security architecture
facilitating mutual authentication and air interface
encryption. The system specification also
provides a framework for a manufacturer to
implement a proprietary end to end encryption
system. The latter requires further specification
work to guarantee interoperability. The system
appears to allow over the air re-keying (OTAR)
through different forms of implementation
although this is not yet fully specified.
The internal structure and interfaces within the
SWMI are beyond the scope of the standards. The
air interface and external system interfaces are
standardised.
The TETRA standard is almost complete. Trial
systems have been in operation at various sites in
the world for over a year, and the first truly
operational systems are expected soon. It is
noteworthy that as GSM has attempted to
incorporate PMR features (embodied in the
advanced call speech items-ASCI specifications)
to address the PMR market (e.g. the recently
launched Ericsson Pro GSM products), so TETRA

is adopting cellular telephony style handsets to
address the public access mobile market.
4.2 Military utility of TETRA
TETRA has obvious attractions to the military
user; supporting from the outset (rather than as a
late addition) essential features such as priority,
pre-emption and fast call set-up. The 'ruggedised'
handsets also appear more attractive to a military
customer than regular consumer grade cellphones. TETRA also offers a ready opportunity to
integrate military grade end to end encryption
systems to provide COMSEC.
The utility of direct mode, which it could be
argued emulates some of the military combat net
radio (CNR) functionality (squad/section radio),
depends on the operational role TETRA is being
considered for. It could also be argued that this
provides a backup mode of communication in the
absence of infrastructure (or in the event of
infrastructure failure). Repeaters and gateways
can be used to enhance the capability.
TETRA is susceptible to EMC in the same way as
other commercial
systems.
It has
no
electromagnetic protection mechanisms (EPM)
built in.
The smaller PMR market compared to the
enormous consumer mobile telephony market
tends to encourage manufacturers to consider
customising a TETRA system in a way that
would not be cost effective for (e.g.) GSM.
There currently is no global TETRA infrastructure
to take advantage of. There are some small private
networks for which access might be negotiated in
the event that the coverage coincided with an
operational requirement, however this seems
unlikely (except possibly for trials). There will be
'public' TETRA networks in various part of
Europe and elsewhere where a service level
agreement could be negotiated. The military user
community then shares the infrastructure with
other user communities. The segregation of users
(and information about users) is in the hands of
the network operator.
TETRA could be procured and deployed by the
military to provide mobile access. The size and
scale of the infrastructure equipment supports this.
PMR systems may be sold to relatively small user
communities and so the equipment is typically
designed to scale from a small base. This is not
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true for systems like GSM where systems are
typically sold (and scaled) for nation-wide
coverage, making the infrastructure large and
heavy. Deployable versions of GSM infrastructure
do however exist.
5

TETRAPOL

5.1 System Description
TETRAPOL has many similarities to TETRA. It
specifically addresses the security market, law
enforcement and emergency services and the
PMR (rather than PAMR) markets.
Technically it has some fundamental differences
to TETRA; it is based on a single channel FDMA
(in a 10 or 12.5 kHz channel allocation) and end
to end (rather than air interface) encryption.
The specification was developed by Matra-Nortel
Communications for the French Authorities, but is
now offered as a publicly available specification
(PAS) by the TETRAPOL Forum and several
manufacturers can supply the equipment. The
TETRAPOL Forum recently failed to have the
PAS endorsed as an ETSI standard, primarily
because the ETSI membership considered it too
close (and therefore in competition with) the
TETRA standard. So whilst it remains an open
standard, it is not an ETSI standard.
5.2 Military Utility of TETRAPOL
Much of the above discussion concerning TETRA
applies equally to TETRAPOL. The TETRAPOL
proponents cite advantages over TETRA for wide
area coverage where there is low traffic density
(due to the FDMA radio access technology),
cheaper infrastructure (less of it required due to
the inherently simpler system design) and lower
protection measures required for the base stations
(since there is no encryption technology placed
here).
TETRAPOL networks have been operational in
France for several years (the National Police and
railway system) and more recently have been
deployed elsewhere in Europe. There are no
public access TETRAPOL networks planned in
the authors' knowledge.

6

Iridium

6.1 System Description
Iridium [3] is based on a low earth orbit satellite
constellation of 66 satellites and provides global
low rate voice communications between handheld
and fixed PSTN users as well as paging. The
system has recently become operational and
currently there are 74 active satellites in orbit (8
in-orbit spares). Each satellite provides a 48 beam
cell coverage of the earth with each cell of
nominal 700 km diameter. The satellites beam
pattern is fixed and users are handed from beam to
beam within the satellite and then between
satellites as the satellites fly over.
The satellite constellation comprises 6 orbits of 11
satellites and the network connectivity is base on
on-board switching of user circuits using intersatellite links (four 23GHz links per satellite).
User connection is achieved at L-band (1621.35 1626.5 MHz) in the spot beams between the
handheld and the satellite. The FDMA/TDMA
user link (4 uplink and downlink channels per
TDM frame) is switched on board the satellite and
routed via the inter-satellite links to either another
handheld or via a gateway earth station (at Kaband) for connection to the PSTN.
Full global coverage is provided, including the
poles and oceans, and the system supports a
variety of land, maritime and airborne platforms.
Handsets and mobile terminals are currently
manufactured by Motorola and Kyocera with
airborne terminals by Allied Signal. The US DoD
has its own gateway in Hawaii and is planning
secure handsets later this year. A low rate data
service was not available at the time of writing but
initial testing is underway for a 2.4kbps async
service.
Dual mode cellular /satellite handsets are
available e.g. Iridium,/GSM, Iridium/AMPS etc.
The system routinely carried out position location
of the handsets to allow for accurate billing and
prevent operation from countries not agreeing to
service.
6.2

Military Utility of Iridium

Iridium offers a moderate cost solution for near
global low rate handheld and mobile voice
communication.
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DERA has been actively involved in both Beta
and full service evaluation of the voice system
and is continuing to evaluate its performance and
use for UK MoD. A clear advantage is the ability
to offer an interoperable communications bearer
for wide geographic displacements as has been
demonstrated in recent TTCP (The Technical Cooperation Programme) interoperability trials
between Australia, Canada, UK and US.
The voice quality offered is near toll quality and
user voice recognition is not guaranteed but is
good for a low rate voice coder. Operating from
land, maritime and airborne mobile platforms has
been demonstrated including use of the TDMA air
interface through rotating helicopter blades. The
paging or alerting service has proved very useful,
but is limited by the need to specify three
'message delivery areas' (of country/state size)
rather than global page.
Operation in buildings and built up areas is
limited for handhelds with a reasonable line of
sight radio path to the satellite being required.
The pager service (with a higher 35 dB margin)
has proved more effective within buildings and
built up areas. Use under foliage is possible but
use under dense, wet foliage has proved difficult.
Reliance on the Iridium satellite and fixed
infrastructure is required and assured levels of
access are not currently available. A higher
precedence level is available for certain users
(emergency service, airborne etc) and the system
is not fully available in all countries. The system
user links could easily be denied (eg. via
jamming), is susceptible to interception and the
user terminals location is known within the
system.
even a fall
A shared NATO Gateway (possibly
back facility for the US Gateway) would be
termination of NATO
allowing direct
possible
posersib allomowng
tresterminalitchiong c N s O
users in a common terrestrial switching centres with the possibility of lower costs by virtue of
bulk user negotiations. A transportable gateway
may be an option,
The use of separate encryption is essential and coordination of this across NATO would be
red
to alowintroprablity
Th USDoDare
funding development of encryption for Iridium.

7

Globalstar

7.1 System Description
Globalstar [4][5] is a low earth orbit mobile
satellite service that is currently being deployed
with 20 satellites launched (May 99) out of the 48
constellation required. Initial service is planned
for October 99. The system is based on user
terminals (handheld, mobile and fixed phone
booth) communicating via one or more satellites
to a regional gateway where routing into PSTN is
achieved. The satellites provide L-Band (1610 1621.35 MHz uplink and S-Band (2483.5 - 2500
MHz) down links via 19 beams per satellite.
FDMA/CDMA is used as the air access with the
combination of two or more signals via different
satellites in the regional gateway. Transparent
transponders are use on the satellite (no
switching) with the fixed beams moving over
terrestrial users and the signal switching being
handled in the gateway. No inter-satellite links
are used.
Globalstar is only offering service between 70'N
and S and although ocean coverage is available
this is not seen as their prime market and coverage
to the nearest land base gateways is not always
available.
Dual mode Globalstar/GSM handsets will be
available. Globalstar have offered a transportable
gateway facility for military use. Although no
Globalstar secure handset is available the US is
investigating an IS95 (regional cellular) version
that may be modified to provide Globalstar
capability. Use of Civil encryption similar to
GSM will be used allowing a certain degree of
privacy.

7.2

Military Use of Globalstar

Globalstar will offer low cost handheld and land
mobile voice and short messaging service. Use as
a common standard for NATO interoperability is
possible but this will probably be limited to
regional coverage. Operation from land-mobile
and possibly helicopter platforms should be
feasible. The system will probably have limited
use in buildings, built up areas and wet dense
foliage due to the requirement for a reasonably
clear radio line of sight path to the satellite (see
Iridium) and propagation at L and S bands.
verifyng ondth
n
thi wi
H r
However this will need verifying on the
operational system when available.

1-7

Reliance on the Globalstar satellite infrastructure
and regional gateways is required and assured
levels of access are not available.
The system user links could be easily denied (eg.
by jamming), calls intercepted and the user
terminals position will be known in the regional
gateway and the Globalstar system.
NATO approved encryption will be required.
There is potential for a NATO transportable
gateway to allow regional use with direct
connection to deployed NATO communications
facility.
8

8.2 Military use of ICO
ICO offers the military a low/medium cost
handheld and mobile voice and data capability.
Although not yet evaluated the voice coder
proposed (4.8 kbps) would offer tall quality
speech and good potential for user recognition.
Wide geographic coverage appears possible but
the day to day allocation of satellite power may
leave coverage holes - this will require further
investigation for military use. ICO offers a
standard for allowing NATO interoperability.
Reliance must be made on the ICO satellite and
fixed infrastructure and assured levels of access
would not be available.

ICO

8.1
System Description
[6][7]
aim to provide a mobile satellite
ICO
service based on a 10 satellite (2 planes of 5
satellites) medium earth orbit (-10,300 kin)
constellation. An initial capability is planned for
early 2000 with full service in September. 2000.
Each satellite provides a fixed 163 beam/cell user
coverage at S-band (using the UMTS mobile
satellite service bands of 1980-2010 MHz uplink
and 2170-2200 MHz downlink). A user terminal
satellite
nearest
the
via
communicates
Node
Access
Satellite
to
a
fixed
(FDMA/TDMA)
a
routed
via
is
The connection
(SAN's).
twelve
'terrestrial' backbone connecting the
SAN's to an appropriate connection into the
PSTN. The cells formed by the multiple beams
move over the user as the satellite orbit progresses
and user handover between beams is achieved in
the SAN. Each SAN is capable of tracking 4
satellites so is able to use diversity on the uplink
signal to choose the strongest signal from a user
terminal at any one time.
land, air
The service plans to offer handheld and
and maritime mobile services with near global
coverage but with the satellite capacity being
adaptively adjusted over the oceans and poles to
meet the high demand from higher population
density areas. ICO aim to use a privacy key
similar to that used in GSM. The government
sector is clearly defined by ICO as one of their
target 'vertical' market segments.
Dual mode satellite/cellular handsets will be
A low rate data service will be
offered.
introduced. The US DoD are believed to be
funding the development of encryption to be used
over ICO.

The system user links could be easily denied (eg.
jamming), calls intercepted and the position of the
user terminals will be known within the ICO
network.
Use within buildings, built up areas and under
dense wet foliage would be limited (see Iridium)
but use on tactical mobile platforms would prove
valuable.
Civil encryption (commercial privacy) is provided
but NATO level encryption would be needed requiring co-ordination across NATO for
A dedicated SAN may be
interoperability.
feasible.
9

ORBCOMM

System Description
9.1
ORBCOMM [8] has just entered service
providing global store and forward data
messaging capability. 24 out of the full 32
satellites have been launched and the service is
operational.
The VHF 137-138/148-149.9 MHz based system
allows a user terminal to send and receive short
data message (128 chars) to the nearest satellite
when in range. The messages are stored on-board
until the satellite overflies the appropriate
downlink gateway whereby the information is fed
via PSTN connectivity typically into Internet
sites/servers for onward delivery to the recipients
e-mail address.
The majority of the user terminal systems provide
a GPS reporting capability which is integrated
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with the messaging system to provide remote
position reports.
9.2 Military use of ORBCOMM
The use of ORBCOMM for position reporting of
military equipment/stores is possible with global
coverage being available. There is little link
margin available and a well sited VHF antenna is
required for successful use - particularly for
mobile platforms. Operation inside buildings and
built up areas is severely limited,
This is a good opportunity for a tactical
transportable NATO gateway for non-critical
position reporting and situational awareness.
However, the service is not under military control
and assured access is not under military control
and assured access is not provided. Encryption of
data will be required and an acceptable file
encryption system adopted for widespread use and
protection of the data is needed. The system user
links could easily be denied.
10

UMTS and S-UMTS

10.1 System Description
Mobile
[9]
(Universal
The
UMTS
Telecommunications System) is an emerging
standard which aims to provide the 3rd generation
(3G) mobile telecommunication system. UMTS
was originally being developed within ETSI (the
Telecommunications
Standards
European
Institute) but is now the subject of (an ETSI
initiated) ' 3 rd Generation

Partnership

wide-scale roll out by 2005. There is a satellite
component planned called S-UMTS which is
expected to be the next generation of mobile
satellite systems.
The key features of UMTS are high data rates
(terrestrial handheld services up to 2 Mbps and
384kbit/s for wide area mobile users) supporting
internet services and electronic commerce.
Advanced service concepts (such as the 'virtual
home
environment')
and
new
network
architectures are being considered. Security and
government usage will be key market
opportunities for valued added services to UMTS
operators.
10.2 Military use of UMTS and S-UMTS
Clearly UMTS has the potential to offer great
value to NATO for military use for handheld and
tactical mobile deployments. The NATO coordinated customer base may have a sufficiently
large niche market to be able to influence the
standards or offer added value in terms of security
and system protection to the commercial markets
being focussed upon. Whilst the standards are in
development the opportunity exists for NATO to
support their formulation to enhance the
subsequent systems performance. However it
must be stressed that the military and
governments are only a small market sector and
the added value of may enhancements must
provide improved service for the larger
commercial users.

Project'

(3GPP). This is a collaboration of regional
standards bodies which includes the major global
markets (Europe, North America, the Far East)
which is striving for a common standard, based on
the original ETSI (GSM core network and CDMA
radio access based) UMTS work. The regional
UMTS proposals will also be submitted to the
ITU as candidate members of its 'family' of
IMT2000 standards.
Spectrum has been identified and allocated for 3G
systems ('Cordless Home and in buildings use':
1900-1920 and 2010-2025 MHz, 'Terrestrial
Cellular use': 1920-1980 and 2110-2170 MHz,
'Satellite use' 1980-2010 and 2170-2200 MHz).
Some countries have already started issuing
licenses for UMTS and other countries (e.g. the
UK) are in the advanced stages of industry
consultation over the license issuing process. The
target initial service offering date is 2002 with

Use of the new UMTS frequency bands and
higher data rates will cause some limited use in
buildings and built up areas where no fixed
infrastructure exists. The potential combination
of UMTS and S-UMTS in a single handset or
mobile will offer the military a go anywhere
capability.
Compatibility with NATO accredited INFOSEC
systems would significantly enhance the utility of
this system to NATO commanders.
11

Conclusions

The emerging systems offer small, hand-portable
or mobile equipment providing wide coverage
voice and data communications. The systems
offer the military a number of communications
services allowing interoperability by use of a
particular commercial standard and offer wide
geographical coverage. In addition, the drive by
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commercial markets for improved performance
and added selling advantage forces technology
refresh at rates way in excess of classic military
communications procurement.
The systems offer the potential for global reach
voice and data for reporting roles into and from
tactical locations. They also offer communications
from mobile platforms and can be used in several
roles where military communications may not be
appropriate or affordable.
Being driven by commercial markets by necessity
keeps the cost of use and ownership low when
compared to military systems. The military user
could also consider other models than outright
procurement, for example leasing equipment.
Use of the systems for diverse applications from
situation awareness, reach-back for global
broadcast services, engineering links for military
systems, easy interface to internet and email,
alerting and many others in addition to the typical
roles of reporting and command and control.
However these systems are designed for
commercial use and operation in stressed
environments would only be possible using a "use
it until you lose it" approach. Certainly peace time
operations and even use in low level conflicts may
be possible but how the service providers would
react to military use of their systems is unclear!
The level of assured access and control of the
systems by third parties are of concern as are the
ease of denial of use and limits on capacity in
regions with some of the systems. The equipment
is not ruggedised to meet the harshness of some
military environments but should survive general
military use.
Use of external - or embedded encryption is
required with external encryption being preferred
to allow technology refresh. However this would
require two packages to be carried with the
resulting physical vulnerability of connecting
cables in rugged environments. Encryption for
both voice and data is required as well as a
method for key distribution.
UMTS (with S-UMTS) offer the potential for a
common handheld providing both short range
cellular and long range global satellite access.
Higher levels of priority use for NATO operations
is desirable with the added advantage that if

NATO is using the system there is less chance of
the denial occurring! There is potential for a
multi-system mobile (or even handheld) with a
common antenna for use on mobile platforms.
Using intelligent networking overlaid on this
multi-system
mobile/handset
would allow
adaptive use of the systems for lowest cost, best
connection or best survivability.
There could be potential for a dedicated NATO
Gateway to some of the satellite based systems possibly with enhanced service capability.
There are good opportunities for NATO use of the
emerging systems to provide added value and
enhanced capability. This should clearly be
explored
with a
series
of pan-nation
interoperability trials/demonstrations to show the
benefits and identify the optimum systems for use.
12
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ABSTRACT
The increasing need for military requirements to be met
wherever possible by commercial off the shelf (COTS)
equipment makes the use of modern civil mobile radio
systems by the military of strong current interest. One
system of particular note is TETRA (TErrestrial Trunked
RAdio). This is a new digital Private Mobile Radio
(PMR) system which has been standardised by the
European Telecommunications
Standards
Institute
(ETSI). TETRA has been designed to include the
requirements of public safety users, and provides a
number of features particularly suited for that purpose,
some of which make the use of TETRA of particular
interest for possible military use. This paper gives an
outline of the TETRA system, and concludes that
TETRA has a role to play in some military scenarios.
INTRODUCTION
Private Mobile Radio (PMR) systems have been
PrvatopedMoprobietheRdo(mR)nsstems
hsed bsee
developed to provide the communications for closed user
groups such as the police and other public safety users,
public utilties and by vehicle fleete operators. Major
characteristics of typical PMR systems include:
*
*
*
*
*
*
*
*

Dispatcher type operation
Infrastructure sharing to aid spectrum efficiency
Fast call set up
Short messages
Low cost (equipment and call charges)
Reliable
Primarily voice communications
Short data messages

Provision of circuit mode data in older, usually analogue,
PMR systems has often been limited.
TETRA (TErrestrial Trunked RAdio) is a new digital
PMR
system
standardised
by
the
European
Telecommunications Standards Institute (ETSI). TETRA
systems are now being deployed worldwide. A
description of some aspects of TETRA may be found in

D.J. Taylor
Marconi Communications,
New Street, Chelmsford, Essex, CM1 1PL
United Kingdom

[1], [2]; for full details the complete TETRA standards
may be consulted; these can be found on the world wide
web [3].
TETRA offers a number of advantages over the previous
TeTra of a numbe ofcadvnge
generation of PMR systems, including:
a Greater spectrum efficiency
* Single standard for voice and data
* Higher data rates giving more data services
e Simultaneous voice and data transmission
e Message security
* Higher quality and reliability
e Faster call set up times
e Wide range of supplementary services
COTSTECHNOLOGY
There are a number of benefits for the military by their
procurement of commercial off the shelf (COTS)
technology such as TETRA. Primarily there will be
significant cost savings compared with the procurement
of a bespoke system. It is likely that a COTS system will
not meet all the military requirements but the cost
savings may be so great that some lack of non-critical
functionality may be acceptable. A COTS system that is
an open standard (such as TETRA) will lead to the
situation of the military being able to procure systems
and equipment from multiple suppliers thus again leading
to cost reductions. This can also ease the opportunity for
interoperability between international forces and between
different services. COTS systems by their nature are also
likely to be available in shorter timescale than bespoke
systems. Other advantages include compatibility with
civil systems in public safety use and future proofing by
following expected standards developments.

TETRA is a system consisting of a number of
interconnected elements with interfaces between them.
There are two basic system architectures considered in
this paper. The architecture of the first, the Voice plus

© 1999 MARCONI ELECTRONIC SYSTEMS LIMITED. The copyright in this published document is the property of Marconi
Electronic Systems Limited. Unless Marconi Electronic Systems Limited has accepted a contractual obligation in respect of the
permitted use of the information and data contained herein such information and data is providedwithout responsibility and Marconi
Electronics Systems Limited disclaims all liability arisingfrom its use.

Paperpresented at the RTO IST Symposium on "TacticalMobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, andpublished in RTO MP-26.
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Data (V+D) system, is described below. The architecture
of the second, Direct Mode Operation (DMO), including
repeater and gateway operation, is also described below.
A third architecture, the Packet Data Optimised (PDO)
system is not discussed in this paper; note that the
TETRA V+D system offers a number of packet data
facilities.

network by mobile is also provided. Related functions
include the option for Over The Air Rekeying (OTAR).

Services
A TETRA system may offer a range of services to the
user. These include:

from a system using a single base station to, for example,
a national system. Various types of handover are
supported between base stations including "seamless"

*

*
*
*
*

Circuit mode speech using an ACELP codec at a
rate of 4.567 kbit/s uncoded (7.2 kbit/s with
dedicated channel coding)
Circuit mode data at 7.2 kbit/s (unprotected)
Circuit mode data at 4.8 kbit/s (with low protection
error control coding)
Circuit mode data at 2.4 kbit/s (with high protection
error control coding)
Connection oriented and connectionless packet data
with convergence to IP (these may be replaced by IP
packet data only)

Higher data rates for the circuit mode data services are
supported by the use of multiple timeslots. The
maximum data rate which can be supported is 28.8 kbit/s
by using four unprotected timeslots. Multiple timeslot
protected circuit mode data is also supported, for
example up to 9.6 kbit/s with high protection.
These services, voice and data, can be provided in the
following ways:
*
*
*
*

As an individual (one to one) call
As a group call (one to many)
As an acknowledged group call
As a broadcast (one to many, one way only) call

Various supplementary services are provided by the
TETRA standard, including:
*
*
*
*
*
*
*

•

Telephony type supplementary services such as call
forwarding, call barring and call holding
Call authorised by dispatcher
Area selection
Access priority
Priority call
Late entry
priority call
PPre-emptive
Discreet listening
D
Ambience listening
DAmbiencegroupnu e aradio
Dynamic group number assignment
SRemote temporary or permanent disabling of
mobiles
Remote re-enabling of temporarily disabled mobiles

Finally some key security features are also provided,
These include air interface encryption and "hooks" for
adding end to end encryption. In addition the capability
for mutual authentication of mobile by network and

System Architecture - Voice plus Data
The TETRA V+D system is a cellular type system where
communications between radios is via a base station. The
TETRA system is designed to be economically scalable

handover. The TETRA V+D system has a number of
interfaces some of which are standardised, where ETSI
has specified the form and detail of the interface and thus
these interfaces are in the public domain. Other
interfaces are proprietary to a manufacturer. The TETRA
V+D system architecture is shown in Figure 1, indicating
which interfaces are standardised.
The standardised interfaces are:
II
13
17

Air Interface
Inter-System Interface
Gateway Interfaces

Interfaces which it is planned will have some
standardisation, but at present are manufacturer specific
are:
12 Line Station Interface
16 Network Management Interface
Interfaces which are proprietary to each
manufacturer
are:
14 Interface between switches which
comprise a single
15

TETRA system
Interface between a remote base station site and a
central switch

An Example TETRA System
Owing to the existence of proprietary interfaces within a
TETRA system, manufacturers are free to adopt a range
of different system architectures for their TETRA
systems. As an example the main features of the Marconi
Communications ELETTRA TETRA system [41, [5] are
presented. This shows an example of a scaleable
architecture with decentralised switching capability.
Other manufacturers may adopt a similar approach, or a
more centralised hierarchical structure.
The ELETTRA system has an architecture based on a
two level hierarchy (see Figure 4). The first level is the
Base Station (BS) which provides the air interface
to the Mobile Station (MS) as well as multiplexing and
interfacing with the second level Switching and Control
Node (SCN). The SCN is the main network node which
manages call processing and switching of voice and data
traffic, including circuit mode and packet data. The SCN
thus interfaces to internal network elements such as BSs,
other SCNs and any central databases. It also interfaces
to Line Connected Terminals (LCTs), other TETRA
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networks and the Network Management Centre (NMC).
It provides gateway facilities to other types of network.
The architecture is flexible and scaleable, so that small to
medium sized systems can be configured around
switching base stations. These can operate either
which
with, SCNs,
of, or in conjunction
independently
are the main switching
centres of larger
networks.
A
larger network may contain only a single SCN or else a
network of SCNs, which may be interconnected in a
netwrk

f my
S~swhih
beintrconeced

Some of the other key features of the air interface are as
follows:
The frequency bands used by a given TETRA
system and their separation will be specified for that
system and allocated by the appropriate National
Regulatory Administration (NRA). The TETRA
system has been designed to work in the frequency
range from 150 MHz (currently standardised from

n a300

MHz) to I GHz. A number of frequency bands

resilient configuration (with a range of possible network
topologies). In terms of the architecture presented above,
the SCN provides all the interfaces other than the air
interface (I1). The interface between SCNs is 14. The
proprietary interfaces in the ELETTRA system are based
on standard protocols; for details see below,
TETRA V+D Air Interface
The main air interface between the BS and the MS is that
used to transmit both voice and data, which may include
packet data. The TETRA air interface is specified, as is
usual, by a protocol stack which, in this case, covers the
lower three layers of the standard OSI reference model:
physical, data link and network layers (see Figure 5).
This protocol stack includes, as is also typical,
subdivisions of these layers. The various layers are now
briefly described from bottom to top (layer 1 to layer 3).
The physical layer (layer 1) is concerned with radio
aspects such as frequency use, duplexing, power control
implementation, burst building and multiplexing,
modulation, and frequency and symbol synchronisation.
The data link layer (layer 2) is divided into a lower
sublayer handling Medium Access Control (MAC) and a
higher sublayer concerned with Logical Link Control
(LLC). The MAC layer is also divided into two, a lower
MAC layer and an upper MAC layer. The lower MAC
layer includes channel coding (including interleaving and
scrambling) and decoding (including descrambling and
deinterleaving) and mapping logical channels to the
appropriate physical channels. The upper MAC layer
frame and multiframe building and
includes
synchronisation, random access control and organisation
of logical channels. The LLC layer includes data
transmission and retransmission and logical link
handling,
The network layer (layer 3) is divided into a lower
sublayer, the Mobile/base Link control Entity (MLE),
and a number of separate upper layers, the Sub-Network
handling
Mobility
(SNAF),
Functions
Access
Management (MM), Circuit Mode Control Entity
(CMCE) and Packet Data (PD). The CMCE is
subdivided into three entities, Call Control (CC),
Supplementary Services (SS) control and the Short Data
Service (SDS). Packet data is provided by two services,
the Connection Oriented Network Protocol (CONP) and
the TETRA Specific ConnectionLess Network Protocol
(SCLNP).

300 Mez)
1
to
iGhz
number ofnfequenc bad
have been allocated within this range, including for
public safety use, from 380 MHz to 390 MHz and
with a 10 MHz duplex separation. TETRA
equipment
is available covering a number of
frequency bands.
a

Carriers have a separation of 25 kHz (in both uplink
and downlink bands). There are four physical
channels per carrier, using Time Division Multiple
Access (TDMA). Timeslot length is approximately
14.17 ins. A TDMA frame thus consists of 4
timeslots, one per physical channel, lasting
approximately 56.67 ins.
To allow duplex use, with the MS both transmitting
on the uplink and receiving on the downlink, but
without doing both simultaneously, the start of an
uplink TDMA frame is delayed by two timeslots
after the start of the corresponding downlink TDMA
frame. This also permits access information about an
uplink timeslot to be transmitted on the
corresponding downlink timeslot, for use by the
mobile access mechanism.
Transmission
uses
i/4-shifted
Differential
Quaternary Phase Shift Keying (,7/4-DQPSK). The
modulation rate is 36 kbit/s (18 ksymbol/s).
i/4-DQPSK is a linear modulation method, used
because of its reasonably high spectral efficiency,
which requires a linear transmitter; the TETRA
frame structure provides suitable opportunities for
transmitter linearisation algorithms to be used.
Every 18th TDMA frame is reserved for control
information, in particular including information
broadcast to all mobiles using, or attempting to use,
a base station. In usual use one or more channels
(timeslots on a single carrier) are also reserved for
control signalling to individual mobiles. For fast
signalling timeslots may be "stolen" from traffic
channels; this mechanism may be used to implement
synchronisation for end to end encryption.

Other Interfaces
As described above most of the interfaces in a TETRA
V+D system other than the air interfaces are not
standardised. Details of some of these interfaces are
illustrated here by indicating the approach taken in the
Marconi Communications ELETTRA system described
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above. It is expected that other manufacturers' TETRA
systems will have some similarities, some differences are
expected also.
Line Station Interface (12)
This is a digital interface to the switch allowing the
connection of a Line Station (LS), e.g. a dispatcher
terminal, to the system. This interface will support voice
and data calls to subscribers, usually at a higher priority
than a radio user. The interface will also permit features
such as regrouping and radio unit disabling,
Manufacturers may include access into the subscriber
management system at the line station interface.
This interface is manufacturer specific, but is likely to be
64 kbit/s G.703 or basic rate ISDN. The Marconi
Communications ELETTRA system uses a 64 kbit/s
circuit, with four 8 kbit/s sub-multiplexed traffic
channels, and a higher speed control link. Four TETRA
codecs are fitted at the dispatcher, on an interface card
which is inside the dispatcher terminal. This avoids the
need for transcoding, and would allow end to end
encryption to be carried through to the dispatcher
terminal, if required.
The dispatcher is able to access certain functions relating
to subscribers, such as configuring and regrouping, and
needs to have access security before the operator can log
on to the system, and then to access the databases. It is
possible to apply a form of the air interface encryption
on the control link to the dispatcher.
Inter-System Interface (13)
This is a standardised interface permitting TETRA
systems from different manufacturers to be linked, either
to provide a larger coverage area, or to link two
disciplines. An example would be where different police
authorities independently purchase TETRA systems;
these systems could interoperate, but would need to do
so via the interface 13 if the two authorities were not to
be constrained to use the same manufacturer. The intersystem interface allows users to be able to roam onto the
other system, and operate as though they were on the
home system. This in turn means that database
information and subscriber details will travel across the
interface.
Physically the interface is built on the top of Private
Signalling System 1 (PSS1), also known as Q-SIG, and
will normally be implemented as a 2 Mbit/s G.703
circuit. The inter-system interface (ISI) supports
authentication, allowing a mobile on a visited system to
be authenticated without revealing the original
authentication key of the MS. A migrated subscriber can
also authenticate the visited infrastructure implicitly by
authenticating the home system using the visited system
as an agent. The ISI also includes a mechanism to
support the synchronisation of synchronous stream
ciphers, for end to end encryption over the ISI.

Inter-Switch Interface (14)
This is an interface between switches of the same
manufacturer, when those switches are being
used to
a single
with
available
that
than
larger
provide a system
switch. The physical and logical protocol for this
interface is proprietary, but provides as a minimum the
functionality of interface 13, with the addition of full
roaming and network management capabilities.
The Marconi Communications ELETTRA system uses a
2 Mbit/s circuit for this interface, similar to the ISI,
although the traffic channels may be carried in a
compressed form, such as 8 kbitls submultiplexing.
Base Station to Switch Interface (I5)
This interface may be, for example, between a remote
hilltop base station and a centrally located switch. The
interface s
tati o a
ch manufacter.
The Marconi Communications ELETTRA system
implements this link as a number of 64 kbit/s circuits,
typically one for each carrier on a site, and the links
either being several discrete links or timeslots in an El
2 Mbit/s circuit. The 64 kbit/s circuit has traffic (voice or
data) channels sub-multiplexed at 8 kbit/s into the circuit,
plus a higher speed control and supervisory circuit.
Network Management Interface (16)
This provides an interface for access to the TETRA
system for network management activities, including
configuration management, subscriber management,
alarm management and security management. This
interface may be standardised by ETSI, but is currently
proprietary for each manufacturer, but based on industry
standard networking and managementprotocols.
The Marconi Communications ELETTRA system has a
LAN/WAN connection with Ethernet between the
Switching and Control Node (SCN) and the Network
Management System (NMS). There will be a NMS
server with a number of client PCs, all operating under
Windows NT, and standard network management
protocols.
PABX/PSTN and Other Gateway Interfaces (17)
These standardised interfaces include normal telephony
interfaces, which may be analogue or digital, and
interfaces to data networks. These telephony interfaces
will provide an alternative means of providing gateways
to other systems, which need not be other TETRA
systems. These could be 4 wire PABX trunk interfaces,
with simple signalling and facilities, or digital Q-SIG or
other high level interfaces.
The Marconi Communications ELETTRA system has
both analogue and digital interfaces. While digital
interfaces are preferred, evidence from customer
enquiries shows that there is still demand for analogue
interfaces. The system will have transcoders between the
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TETRA signal and the analogue or PCM interfaces. If
traffic on the system is to use end to end encryption,
there will also be encryption gateways.

likely to offer most of the requirements. Another scenario
where TETRA could play a part is in Military Aid to the
Civil Authorities (MACA) including times of disaster or
when the military take the place of civil operatives, for
Direct Mode Operation
example replacing unavailable civilian fire brigades. At
the "harder" end of the scale of scenarios there will
n
a
efied
(MO)is
Opraton
TETR DiectMod
operations where the threat to communications could be
TeTarat Diect Moftnade Oprtion (DM0 iERstdefnedainsa
significantly greater and therefore great care would be
sietandards.
VbD
sadardsttodte TETlA
separat sipest fofm
needed before deciding upon the use of a system such as
airo
mdirietl
be
wttouill
model
mnbits staimpletformdrc
TETRA, which might however be appropriate for
air
uigamdfe
station,
tou
to mobilabae
moiltrae statind
specialised uses, in particular in rear support 'areas.
casb
aobaersation,
using
inluterfaced 18ind wiue2ithout
Intermediate scenarios of interest could be evacuation
baewa
can
opraiong
Diranetmde
2.d
illutrated uing Figrepetr
and peacekeeping roles in other countries. TETRA direct
aodgateway
m
enacduingc
and
extendeovdeusin arepeatvter
mode is likely to be of particular application to a wide
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and the interfaces they use, are illustrated in Figure 3.'
The main purpose of direct mode is for two or more MSs
to be able to communicate directly with each other, or in
a group, without using any additional infrastructure (i.e.
BSs). A TETRA MS may be able to use either V+D or
DM0, or both; in the latter case it may or may not be
capable of operating dual watch. This is a feature where
either an MS may monitor a BS whilst using direct mode
but be able to switch to using the BS if a call is indicated
by the BS for the MS, or an MS using a BS may switch
to direct mode if a direct mode call is indicated.
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At the lower levels of the TETRA protocol stack the
direct mode air interface is similar to the V+D air
interface. At the higher levels of the TETRA protocol
stack direct mode is much simpler. Direct mode also
supports a much simpler set of services, principally
circuit mode speech or data at up to 7.2 kbitls, and short
data messages. Direct mode permits only simplex
operation. Security is weaker than the V+D system.
Direct mode can support air interface encryption, and
includes the same "hooks" for end to end encryption.
However owing to the absence of an infrastructure, and
hence a user database, air interface encryption has to use
static cipher keys, which are available to all appropriate
users, rather than an individualised system. In addition
authentication is principally that if the other party can
decrypt messages it is authenticated.

9
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Standard and adapted products
Development time
0 Cost
These issues are now considered in turn.

SCENARIOS

Voice Service

There are a range of military scenarios where TETRA
may be suitable. These could range from relatively
benign scenarios where operations are being carried out
in peacetime, to "harder" scenarios where the threats to
the communications system could be greater and where
the need for secure communications is greater.

As noted above TETRA uses an ACELP speech codec
which with its dedicated channel coding uses a data rate
of 7.2 kbit/s. This was designed and tested to operate
under the high noise and interference conditions
sometimes typical of public safety operations and thus
may be expected to be suitable for many military uses.

At the lower end of the scale there are scenarios such as
providing the communications at a static site', such as an
army barracks, where in peacetime the threat to such a
site is relatively low and thus a TETRA system is likely
to provide most of the communication requirements and
features required. There are also some roles, such as the
military police, where the communications needs are so
similar to their civil counterparts that again TETRA is

This codec is not in m-ilitary use, hence in many
scenarios speech would have to be transcoded.
Transcoding is a potential system performance limiting
factor, and appropriate testing would be required.

MLTR
EEISO
ER
MLTR
EEISO
ER
There are a number of issues that can be identified as key
to the consideration of TETRA (or any other radio
system) being acceptable in a military role. These
include the following:
Vocseve
Data services
Supplementary services
"Architecture" issues
Frequencies of operation
Coverage and cell size issues
Security issues
* ECMIESM vulnerabilities
* EMC considerations
e Interoperability
* Deployment
*Evrnetlise
*
*
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Data Services
The range of TETRA data servic .es (2.4 kbit/s up to
28.8 kbitls, depending on bandwidth and error
protection, plus short data messages and packet data) are
described above. Such data rates may be used by civilian
systems to offer features such as still image and slow
scan video. Automatic position reporting is not included
in the TETRA standard, but it is expected that some or
most manufacturers will offer mobiles (including
handheld units) incorporating a GPS receiver, with the
facility to use this to send short messages at appropriate
intervals.

preferentially
.

*

The various data services (other than short messages,
which can be directly displayed on a mobile unit) will
typically be output from a standard data port on the
mobile which may be connected to a standard laptop or
palmtop computer.

* Dynamic Group Number Assignment. This
enables either authorised or served users to create,
miodify or delete groups even if the calls are in
progress. This tool could be valuable during
operational
scenarios,
for
example
when
neighbouring units had to perform a common task

Supplementary Services
TETRA offers a number of other supplementary services
and features that may be either indirectly or directly
applicable to military use.

"* Call Authorised by Dispatcher. This restricts user
access to certain facilities, and means that users can
only perform these functions when authorised by the
dispatcher (control station or operations room). This
could be used by the military to, for example, restrict
user access to the PSTN.

allocated network resources (i.e.
everything except the uplink).
Pre-Emptive Priority Call. This allows privileged
users to have the ability to make individual or group
calls, even if this results in users with lower
priorities having their calls disrupted. This could be
an important feature of a military system. It could be
used by commanders and other key personnel to
force transmrissions through to other users when
operationally required to do so.
Lt
nr.Ti
losuest
onagopcl
Lt
nr.Ti
losuest
onagopcl
after it has started. This will be useful in a military
scenario since it allows users who were suffering
from a poor signal or other problem at the beginning
of the call to subsequently join it. This mim-ics the
operation of a conventional radio net.

*

along a boundary.
Ambience Listening. This allows a control point to
monitor the activity of a selected MS or LS. It does
this by causing the MSILS to transmit without the
user's knowledge. This could be used by the military
in situations were the user was unable to transmit by

"* Area Selection. This allows an authorised user tooprtnthpestoalbuo.
define areas and allows other users to select those
areas as the basis for establishing calls. This
effectively creates an all-informed group that could
be used as the basis for the dissemination of
information relevant to that area. This feature could
be a particularly useful in military scenarios when
information has to be transferred rapidly from
headquarters to troops on the ground. The
mechanism allows this function to be peiformed
quickly and avoids subordinate stations in the chain
of command having to relay the information,

Listening. This enables an authorised user
to monitor a conversation between other users. This
feature could be used by communications security
(COMSEC) monitoring teams. It should be noted
that this feature will probably not be compatible with
end to end encryption.
Rmt
ial.Ti
losacnrlsaino
Rmt
ial.Ti
losacnrlsaino
dispatcher to disable, either temporarily or
permanently, a TETRA radio. This would be
extremely useful in the event of a m-ilitary radio

*Discreet

*

"* Access Priority. This enables a user to gain accessbenlotrcaued
to a TETRA system uplink in order to make a call
during periods of heavy traffic. This is achieved by
assigning an access priority level to individuals or
groups. TETRA provides 8 priority levels,
Individuals or groups of users with the highest
priorities will be given preferential uplink access in
the event of there being insufficient radio channels.
"* Priority Call. This enables a user to gain
preferential access to TETRA network infrastructure
assets to make a call during periods of heavy traffic,
Like access priority, this is achieved by assigning a
priority level to individuals or groups. Individuals or
groups with the highest priorities will be

*

Remote Enable. This allows a control station or
dispatcher to re-enable a temporarily disabled
TETRA radio. A permanently disabled TETRA
radio will require some other action to re-enable it,
typically requiring physical access to the radio to
reprogram erased data.

"Acietr"Iss
TeTTAsse
rhtcuehsbe
ecie
ecie
rhtcuehsbe
TeTTAsse
above. A number of features are particularly relevant to
possible military use. Implementations which take full
advantage of the network scaleability options of the
TETRA standard to permit efficient single base station
operation, as well as large network operation, will be
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most appropriate for military use where a range of
network sizes is expected. TETRA direct mode,
including repeaters and gateways, is of particular
importance, since it may be used to match a number of
military requirements, such as communications within
small units. It is likely that direct mode mobiles will be
handeld wih
ndrpeatrs
ateays ehile

ouned.

Freqiuencies of Operation

employed to implement end to end encryption of circuit
mode voice and data. This may be for some or all users;
the infrastructure (base stations) would be unmodified.
TETRA offers the facility for over the air rekeying for air
interface encryption, depending on appropriate key
mngmn nrsrcueadpoeue.Ti
slkl
to be useful for miilitary use, if permitted. OTAR may
also be implementable for end to end encryption.

The frequencies issue is more complex than purely a
question of optimising coverage. There are several other
frequency related issues that need to be considered pir
to the procurement of a TETRA system. TETRA is
currntl spcifed
rom300M~z to 15 M~z. hAih
former figure intended to be reduced t15M z.A
specific TETRA system will operate in a band within that
range, such as from 380 MHz to 430 MHz. Equipment
operating in a number of such bands is already available,
more will become available according to customer
demand.

ECMIESM Vulnerabilities
CT ytm r o eind
ngnrl
ohnl
deliberate ECM and ESM threats, although some
consideration has been given to these for public safety
use, which may make TETRA at least as capable as other
COTS systems. Obvious threats include jamming and
exploiting broadcast information, however it is not
possible, in an unclassified paper, to describe details of
the vulnerabilities of a TETRA system or What might be
done to counter these.

If the system is designated for use worldwide then effort
would need to be applied in order to identify optimum
frequency bands. It is unlikely that a single frequency
band will fulfil all requirements. Implementation of a
new reqenc
bya mnufctuer
bad
wll e epenive
and time consuming, although this additional cost will
reduce as more bands are implemented. It is expected
that multiple band radios will become available if there is

EMC Considerations
The EMC performance of TETRA equipment is
esnilyta
facmeca
pcfcto
n
a
esnotimalytcha ofl awcommerctigialitrspecificationsad.a
There is likely to be a requirement for the military to
update these to cater for modern communications
eupet
oee
eadeso
h pcfctos
tequpent Holawayever regairdless
fofthespeifgTicatios,

suffcien

demnd.expensive

Coverage and Cell Size Issues

and, due to the wide range of military vehicles,
and other installations, complex. It may therefore be the
case that the integration of TETRA mobile terminals into
combat vehicles already fitted with other radio
equipment will be the exception rather than the rule. This
still leaves a large class of users for whom TETRA,
particularly using handheld units, is appropriate, giving
them realistic mobile functionality.
A particular issue would be the requirement for airborne
ue
aymltr cnro nld newrigwt

Cellular networks are not entirely straightforward to plan
and this can lead to a requirement for a significantly
greater expenditure on infrastructure than perhaps would
be expected. As terrain gets progressively rougher and/or
more highly developed, the problem escalates in
magnitude. In the urban area military users are probably
more likely to be on foot using handheld terminals than
cov uerag ociissuetok.
Therfoe
thecothe ofminfrastutues toe
coveageisse.
herfor, te cst f ifratrutur to
support a community of users will depend critically on
the terrain in which the equipment will be used. In these
circumstances the use of direct mode and repeaters may
assist in reducing the number of base stations required to
provide suitable coverage across an area. Use of alternate
frequencies may also be of benefit, however the costs of
eqipmet to e asesed.issues
rebadinwuldnee
rebadin
wuldnee
eqipmet to e asesed.TETRA,

helicopters in particular. Airborne use of a system such
as TETRA is particularly difficult due to the greater
inefrcetaamoleutcncus(tisikytob
cand, eispecially, th e
ofsihat of manybase sntcatins
intelirne
of baesatirorne) patform Thpeilaytter
costin ofEMCgtetinmany
cotfEM teinofaarbneptom.Teltr
consideration would appear to make airborne use of
TETRA unlikely. However it may be noted that similar
apply to public safety users, and airborne use of
or at least airborne interworking with a TETRA

Security Issues

network, is the subject of active consideration.

The suitability of TETRA for military use depends on the
grades of traffic that will be permitted to use the system,
which will be the decision of appropriate national
authrites.
execte ttht
i a iliarysystm wuld
use TETRA air interface encryption and mutual
authentication between mobile and base station.
Increased security, and hence permitted grades of traffic,
ETR "hoks"are
i etheappoprate
pssibe
may

Interoperability
TER
sytm (psilprcedfo
dfeen
TmTanu
systuems) (possbelyne procuedn ofromedifferen
system interface. This means that different elements of a
national force could procure TETRA systems from
different manufacturers which could then be linked by
means of the ISI interface to form a "single" network; in
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addition different TETRA networks from different parts
of a coalition force could also be linked together.
iterace wil pe-ni inerfcin to
StanardTETA
ng
sytom
will permitu infcivii
StandrdTETRA insterfcs

most manufacturers will support this facility, which may
even include the possibility of a vehicle mounted moving
base station (working in isolation, not connected to a
network). A short timescale to deploy such equipment is

(PSTN, ISDN). Interfacing to almost any system is
possible using a TETRA interface to ISDN or to a
PABX, to which the other system may be interfaced. The
degree of interoperability will vary according to the other
system. Two TETRA systems (without nonstandard
enhancements) should be able to fully interoperate,
however this is a configuration and management issue for
both systems, particularly with regard to encryption.
Nonstandard features (such as end to end encryption note that the capability to add this is standard, the
method of addition is not) will only interoperate if
implemented compatibly by both systems. Between other
systems interoperability of simple voice calls and
possibly data connections should be possible; voice
transcoding will probably be required at the interface
(othr
ulikly
sstes t aebeempoyig te TTRA
speech codec) and hence a secure gateway may be
needed. Within the UK the emergency services are
expected to move to a TETRA system (PSRCP) and
interfacing with this should be possible (including
military TETRA radios being able to access the PSRCP
network directly - this is principally a management
issue).

essential and expected to be feasible. A base station
capable of independent operation fitted in a vehicle could
be deployed simply by driving to or air dropping at the
required location, setting up an antenna and switching
on. Establishing a link to the rest of the network would
take a little longer, depending on the nature of the link
and positional knowledge.
Reconfiguration within a network (such as a change of
frequencies) is expected to be reasonably straightfor ward
(at least by a manual management change, this could
probably be made automatic if such a facility were
required).

Interfaces to many military systems can use the above
IDN I mayals be ossble
a ABX.
methdr (ia
sPys tema alo berrpossibl
a
mthod (via IkDN oiitry
T y Ras
ysemlto csusarry
Smilarintary
ntworuek trunked.
instemsihamrperabikliy issesdfo applyuas
netork trffc.Silarn
e dfrasc r
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fora ivila yn st m, wt.
gateway.expected
TETRA equipment should be able to interface to the
PSTN, ISDN and PABXs and, via one or more of these,
to other mobile networks. It is also possible that other
PMR systems will be modified to comply with the
TETRA ISI. This ability to interconnect can allow a
degree of interoperability with other organisations even
though the communications systems are different. There
may be performance limitations but it is certainly an
improvement on no communications at all. In addition, it
permits calls to and from fixed public networks and also
gives the potential for public bearer services to
interconnect islands of TETRA coverage in a low density
operational scenario,
Deployment
Many civilian TETRA systems will not require frequent
physical configuration changes, other than (in some
cases) addition of otherwise fixed base stations. Major
reorganisation of such a network configuration is likely
to be an infrequent event. However some civilian,
particularly emergency service, systems require
configuration changes, such as including transportable
parts of the infrastructure (for example to cover major
events or fill in gaps in propagation) and hence some or

Environmental Issues
.Alcmuiain
qimncvla
n
iiay a
to handle a range of environmental conditions covering
such aspects as temperature, water resistance and shock
and vibration considerations. The range of conditions is
usually wider for military equipment than it is for COTS
civilian equipment, and this may limit the deployment of
unmodified COTS equipment.
q~
A typical COTS system will operate over a temperature
range such as -10 'C to +55 OC, with limited water
resistance. (Storage may be over a wider temperature
range.) A wider temperature range requirement will have
implications for the use of COTS equipment. Some
civilian systems will require a greater degree of water
resistance than will be available as standard and it is
that some manufacturers will provide for this,
however this will have some limiitations.
Public safety use is likely to have one of the most
dmnigcvla niomna eurmns
dmnigcvla niomna eurmns
Standard and Adapted Products
In a number of circumstances noted above there may be
restrictions on the deployment of unmodified COTS
products. However in many cases the advantages of a
TETRA system may still be achieved by considering the
possible adaption of otherwise standard COTS TETRA
products. Potential adaptations include physical product
packaging (for more difficult environmental and EMC
requirements) and communications security (such as
using TETRA "hooks" to implement end to end
encryption).
DvlpetTm
DvlpetTm
TETRA systems are currently being deployed
worldwide, demonstrating that TETRA technology is
already available. However the TETRA standards
contain a wide range of options, not all of which may
have yet been implemented by manufacturers.
Development of such features is generally market driven,
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and the market (especially public safety use) is already
driving the development of most of the options which are
likely to be required, and in a timescale which is short
compared to typical military procurement programme
timescales. Development timescales are likely to be
longest for any secure network required.
Cost
The primary motivating factor for the consideration of
TETRA or other COTS systems is cost. TETRA would
offer substantial cost savings compared to specialised
military systems,
particularly
when thefolowp
advantages
of
ope(ot
prcuemet
intillyandfo
rdes)
open procurement (both initially and for followup orders)
are taken into consideration. The main exception to this
would be that a TETRA radio would be more expensive
(due to its greater functionality) than a simple personal
role radio, although a cost saving would be possible if
combined with other functions, such as radio access to a
military trunked network.

noted above. In particular because of cost considerations
a system such as TETRA may offer the option for a
facility that could otherwise not be afforded.
Overall
it is concluded
that of
where
military
budgets are
constrained,
and the use
COTS
communications
equipment is being considered, that TETRA has a part to
play.
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CONCLUSIONS
COTS systems offer a number of advantages to military
users. The primary advantage is cost compared to
specialised military equipment, but other advantages
include standardisation and independence from single
manufacturers and expected upgrade paths, as well as
potential advantages in development and procurement
timescales.
TETRA is a COTS system developed for professional
users, including public safety users, whose requirements
were part of the TETRA design process. Consequently
TETRA includes a number of features of potential
military interest including a wide range of services and
supplementary services, an architecture which is
scaleable from a single base station to a national
network, direct mode operation without infrastructure
and the ability to select from a wide range of frequency
bands.
The principal drawbacks to the use of TETRA are those
inherent in COTS systems, that they are not designed to
handle the full range of military requirements. This
applies in particular to ECM/ESM considerations.
TETRA is not however believed to be especially
vulnerable. (Note that consideration of this topic in this
paper is limited by its classification.)
The applicability of TETRA to specific military
requirements depends on expected usage scenarios.
TETRA is able to meet most, if not all, of the
requirements of a peacetime, low threat, relatively low
security scenario such as barracks security or use on
training ranges. At the other end of the scale TETRA is
not suitable for use in forward positions in a war-fighting
operation, however it may be suitable for rear area
support functions. Between these extremes there is no
simple answer as to where TETRA is or is not
applicable, although key factors in such a decision are

[5]
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Summary
The military environment poses a challenge for the support
of high levels of subscriber mobility. The requirement for
an increasingly fluid infrastructure further compounds this
problem. Additionally, these requirements have to be met
by an infrastructure that is resilient to fault and loss, but
constrained by limited link capacity. This paper indicates
techniques that are being examined in DERA's research
programme to help overcome these issues. These ideas
centre on the use of prediction techniques to position
appropriate information for resilience and responsiveness,
and then slowly adapt the location to the changing
infrastructure.
Introduction
This paper focuses on the efforts to close the gap between
commercial capabilities and military aspirations for
manageable, secure and robust tactical communications.
To this end, we address the characteristics of military
mobility and identify the disparity with commercial
systems and standards.
Finally, we describe the
mechanisms that we are examining in an effort to close the
differential.

Stress on the infrastructure may be caused by attack, at the
physical, electronic or even information level. Stress may
also result from equipment failure, RF interference and
inadequate planning. The latter may be due to the paucity
of information from which to plan.
This environment poses an exciting and significant
challenge to the communications system designer. The
system design must be able to support users that are
constantly on the move and either require communications
services whilst on the move, or have rapid access to
services once stationary. These services not only have to
be resilient to the stress mentioned, but must also protect
against unintentionally revealing valuable information to an
adversary. Therefore security is a key requirement in any
military system.
To add to the designer's challenge there is no guarantee of
the availability of a high bandwidth, low error and reliable
optical infrastructure. This may not exist, have been
damaged beyond use or simply be in the control of the
wrong hands. Therefore there is a requirement for a
transportable, secure and resilient commun'ications
infrastructure. Extensive use has to be made of radio
frequency bearers, usually providing a mix of terrestrial
and satellite capability.

The Military Environment
The conduct of warfare has evolved from the relatively
static deployments of the First World War, through the
mobile engagements of the Second World War to the
highly manoeuvrable exercise of the Gulf War. The ability
to rapidly move combat forces, by land, sea or air, is a
central part of modern military doctrine. As well as the
high degree of mobility, military communications
infrastructure supporting these forces must be able to
tolerate high levels of loss and stress, respond rapidly to
changes in demand, be flexible in use and manageable by
soldiers in adverse conditions.

To date, the mobile user has been supported by military
bespoke systems based either on all informed netted radio,
similar to PMR', or radio access to trunk systems, similar
to pCS 2 (e.g. GSM 3). Indeed the military had these
systems before any wide scale commercial use of analogue
or digital systems.
Having got there first, military
technology has been overtaken by rapid development in the
civil world.

1'Personal Mobile Radio

2PesnlCommunications
3 Global

System
System for Mobile Communications

Paperpresented at the RTO 1ST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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Military system designers plan to, and are making, full use
of the enormous civil investment. However, commercial
systems are designed to cost constraints and functionality is
determined by the minimum requirements to make the
system
commercially
competitive,
unnecessary
functionality adds cost.
Therefore essential military
requirements are often not addressed at all or are
implemented in insufficient depth.
Additionally, user expectations are high due to the
increasing availability of flexible multimedia technology.
These new applications make ever-greater demands for
bandwidth on the supporting infrastructure. As well as
differences between the military and civil environments
there are still many technical challenges that both
communities have to face.

other label. The connection between these designations
may be via a staff list or other mapping that is not expected
to change frequently. In current military systems, role
often equates to the name. Further, these initial labels
(role, personal name, etc.) may be associated with an email address, telephone and fax numbers, and other service
oriented identifiers. These mapping functions are often
implemented using directory service mechanisms and serve
as a means for matching a user label to a service label.
User mobility is typically not handled at this level.

User mobility is a rich problem. There are many mappings
between layers in a communications system that can
change resulting in mobility or apparent mobility. Figure 1
above illustrates the complexity that can exist and indicates
some of the mechanisms used to solve the issue.

To utilise a service, it is necessary to translate from the
service label to a protocol identifier, e.g. an e-mail address
to an IP address. The protocol identifier serves as a
routeable address for the destination user or service (e.g.
voice mail server). This translation function is often
implemented using name servers: User mobility could
therefore potentially be handled at this level, however this
solution is not scaleable. The problem is that a large
number of mobile users could generate an unacceptable
load through significant update messages and service
requests. Commercial technologies therefore attempt to
hide the user mobility from the name server through a
variety of techniques.

Although this illustration is taken from the military domain,
most if not all, applies to the civil domain. At the top, the
user may be referred to using their personal name, role or

User mobility has the effect of changing some of the
mappings between layers. There are circumstances where
mappings can change without anything physically moving.

Technical Challenges
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The overall effect can be the same and could be described
as virtual mobility. A good example in the military domain
is a change of command. Headquarters normally have a
back up, ideally identical, that can take over if the need
arises, either as part of a plan or in an emergency. This
results in an exchange of roles for some subscribers
between the two HQs whilst others remain unchanged.
The issues raised so far address locating the user, this is
generally referred to as location management. Maintaining
services to that subscriber once they have been established
is the task of mobility management.
The infrastructure supporting the user can, itself, be
mobile. With current military systems, communications
nodes provide discontinuous service support, i.e. they
disconnect from the operational system whilst they are on
the move. For planned movement controlled engineering
and de-engineering of links can be used, with the
engineering process providing the stimulus to update the
stored network topology.
In the military scenario, the
unplanned movement or loss of infrastructure is also likely
to occur. This will require the network to react quickly and
minimise the impact of any disruption.
An aspiration is to provide continuous services whilst
infrastructure nodes move. Long range bearers, such as
geo-stationary satellite, can accommodate user movement
without a change in network topology. Shorter range
systems based on lower elevation platforms will demand
mobility management techniques capable of managing
handover of many multi-channel links at once; all without
any interruption to service.
Example low elevation
platforms include; terrestrial, airborne (UAV 4) and LEO'
satellite. This support to user and infrastructure mobility
must be maintained even if parts of the network are lost or
fragmentation occurs.
Existing Solutions
To date the research in DERA has focused on defining the
requirements for mobility (i.e. the problem), the issues of
location management and the user mobility aspects of
mobility management. The demanding aspects of mobility
management for mobile infrastructure are in the early
stages of investigation. Many existing civil technologies
have been examined and their shortfalls identified, an
overview of the principle mechanisms employed follows,

"4UnmannedAirborne Vehicle
5 Low

Earth Orbit

GSM
GSM location management and mobility management is
handled through the combination of a home location
register (HLR) and a visitor location register (VLR). A
subscriber will be allocated to an HLR, which stores all
necessary administrative information for him as well as an
indication of his location. This location indicator is usually
the signalling address of the VLR associated with the
subscriber's current whereabouts (local base-station). The
VLR contains a selected subset of administrative
information from the HLR to allow the VLR to provide
service to the subscriber.
A subscriber is associated with a single base-station,
adjacent base-stations may be grouped together to form a
location area. A VLR may be responsible for one or more
location areas. As a subscriber moves between location
areas, the VLR responsible for the new area is informed. If
the VLR responsible for the new area is a new VLR, then
the HLR is informed. To locate a subscriber, all the basestations within the location area associated with the
subscriber will be paged to determine exactly which basestation the subscriber is attached.
The processing load on the HLR is significantly reduced
through the usage of the VLRs to hide subscriber mobility
from the HLR. Similarly, the processing load on the VLRs
is reduced through the application of location areas and
base-station paging.
The GSM infrastructure is typically geographically fixed
with centralised management functions. The threat to
commercial operators is low and resilience is achieved
through the use of backup equipment for essential services,
this is often co-located with the primary equipment. In
addition, the infrastructure supporting GSM is not designed
to be mobile and needs to be configured with care using a
system.

.management

Unlike a GSM subscriber, the military subscriber does not
necessarily have a 'home' or fixed point of reference.
They could therefore stray and stay well away from where
subscriber and location information is maintained. This
may lead to poor call set up response times, particularly in
a narrow band network, or call failure if the required
information is inaccessible. For example, in Figure 2, if
user A wishes to call user B then he cannot as although he
is in the same fragment as user B, user A cannot contact the
remote HLR to find this out. User A and user B may even
have entries in the same VLR.
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allocation. This is because the IP infrastructure was not
designed to support mobile users. To engender routing to a
mobile user, they must be allocated (by DHCP) a new IP
address consistent with the point of attachment. Updating
the DNS with every newly allocated address would be
unscaleable as identified earlier.

Brokenhome
LikB

A
Figure2; Network FragmentationExample

The next generation of PCS, UMTS 6, will support both
circuit switched and packet switched services, albeit as
separate virtual networks. It is highly likely that the GSM
HLR / VLR mechanisms will be retained and the approach
applied independently to both the circuit and packet
switched virtual networks. This raises the possibility of
separate HLR / VLR centres for each service and
consequently separate paging /,updating for each service.
Internet Protocol (IP)
As with the GSM telephony infrastructure, an IP network
needs to be configured with care. This involves the
complex business of defining sub-nets, address structures
and sub-net masks. This issue is posing a considerable
challenge in the use of IP in mobile military systems. The
challenge is currently being met by exploiting the
topological structure that is inherent in the military
command hierarchy. Such a structure may not be as
prominent in future, more fluid, operations.

A DNS entry therefore links a name to. a fixed 'home'
address. Mobile IP enables user mobility by using this
address as an anchor point. Whenever the user is
away from home, he registers with a Foreign Agent (FA)
entity on the visited network to obtain a new local address.
The FA informs the Home Agent (HA) entity on the users
home network that it is now acting on behalf of the user.
The HA is then responsible for intercepting packets
addressed to the user and 'tunneling' them to the FA where
they are forwarded to the user. In GSM terms, the HA is
analogous to the HLR and the FA is analogous to the VLR.
With this technique, a home address could be that of a HA
service thereby creating a virtual home address. Similarly,
the FA service could be hosted by the mobile user's
terminal although this can lead to data loss when the
mobile user moves, as there is no longer a FA at the
original location to perform temporary route extension to
the new FA.
The problem with this approach is that it can result in
significantly extended non-optimal routes. The Mobile IP
mechanisms (HA, FA, and the resulting information flow
across a network) are illustrated in Figure 3.
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Location management in the IP domain is achieved using
the DNS 7 and DHCP 8 standards. Mobility management is
handled through the use of the Mobile IP standard.2
DNS was created to provide a mechanism for mapping aMoieNd
name to IP address, it was not designed to be updated
frequently and often requires manual configuration. The
use of DHCP enables the automated allocation of an jP
address to a terminal but there are currently no standard
mechanisms for informing a DNS server of a DHCP
6 Universal

Mobile Telecommunications System
7Domain Name System
8 Dynamic Host Configuration Protocol.
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Mobile infrastructure is being addressed by the IETF9
Mobile Ad-hoc NETwork (MANET) working group.
MAINET is responsible for developing standards to support
multimedia services over autonomous ad-hoc networks
constructed from mobile routers (and associated hosts).
The group is in its early stages but well supported. Much
of its initial focus has been on the creation and assessment
of new routing techniques. To date there are over ten
proposals (Internet drafts). A common theme is the
creation of routing communities; detailed routing
information is shared within a community but summarised
to outsiders to facilitate a scaleable architecture.
Current activity involves detailed modelling to promote
better understanding of the proposed techniques and allow
cross comparison. The group accepts that no single
technique will be suitable for all situations and that a suite
of mechanisms may be required.
Presently, each MANET technique proposed has used its
own (non-IP) address mechanism. Where connectivity to a
fixed backbone is required, this is likely to be via a
gateway function that would perform address translation
between the MANTET deployment and the fixed backbone.
The question of scaling has been raised but not addressed
directly, the group charter specifies scaling for hundreds of
routers.
MANET like systems are already present in the military
domain, packet radio is an example. They tend to be
limited to the support of non-real time traffic and current
algorithms do not readily scale to large networks.
Asynchronous Transfer Mode (ATM)
The ATM PNNI' protocol defines mechanisms for
exchanging topology and resource information between
switches and clusters of switches. Support for large scale
networks is possible because PNNI is a hierarchical
protocol where the address structure can reflect the
topology thereby allowing the topology information to be
aggregated. PNNI also allows address exceptions to be
advertised although excessive usage of exceptions
significantly increases bandwidth overheads because
address aggregation becomes difficult. Peer groups are an
important aspect of PNNI, routing information is
propagated in detail within a peer group and summarised to
other peer groups.

a complex configuration task placed on the management
systern. A very fluid infrastructure therefore poses a
significant challenge.
Mobility issues are also arising in the development of
ATM.
Like IP, ATM has location management
mechanisms in the form of ANS11 supported by automatic
address allocation. Similarly to IP, the ANS architecture
could be used to support the nomadic user but the same
scaleability issues apply. The approach favoured by
WATM 12 is to hide end user mobility from the ANS
through the use of intermediate functional nodes akin to the
VLRs within GSM.
Support for mobile infrastructure to allow ATM satellite
switching services are included in the WATM remit but
standards and means of supporting them have yet to be
developed. This will not be a trivial task due to the
complexity of handing over multiple calls simultaneously
without service interruption. Aspirations to ad-hoc ATM
networking exist but the work has not been started. The
WATM group is scheduled to produce a draft specification
by December 1999, currently no date is set for ratification
of the specification.
Closing the Gap
One of the principle issues is to determine where, within
the protocol layers, mobility is to be managed. A simple
model of logical mappings is shown in Figure 4. So far, we
have focused on location management, the mapping
between name and address.
No specific transport
mechanism or set of protocols is assumed. Indeed the
preferred approach is that of the Intelligent Network where
mobility management and other core network functionality
is protocol independent. The figure also shows a mapping
between name and subscriber profile. This profile could
contain security information for authentication, access
privileges, contracted tariff schemes etc.

To make a large network scaleable, a peer group structure
is required analogous to IP sub-nets but with more
flexibility. As with IP, the determination of this structure is
9Internet Engineering Task Force
10Pivt Network-Network Interface

12

ATM Name Serving
WieesATM, an ATM Forum Working Group
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well be arbitrary.

However, in the military and civil
domains, subscriber behaviour often has patterns. Civil
mobility and call patterns tend to follow cycles throughout
the day and week. Military patterns can include regular
movement of logistic assets along supply routes or the coordinated movement of many subscribers within a
Location
Maageentmanoeuvre. The former may be predictable as a pattern
Manaemet
Manaemet
Maageentdevelops, the latter may be predictable simply because it is
a planned. Therefore predictive techniques may be based
on a mix of historical behaviour and plans to aid the
positioning of subscriber information.
Subsciber

Number

Location

Profile
Figure 4; Simple Mobility Model
The subscriber profile is needed by the network to respond
to requests for subscriber connection/affiliation. Placing
this information where the subscriber is most likely to
connect to the network could improve response time and
the probability that the information is available even when
the network is fragmented. Therefore this information
should follow the subscriber around. The movement of
subscriber profile A in Figure 5 illustrates this,
B
B

The combination of these techniques therefore leads to
subscriber information migrating around the network. The
rate of location information migration may be derived from
the network configuration and need not match the actual
rate of movement of the subscribers.
Using these
techniques, locating the required information becomes an
issue. Pointers can be used to direct requests to the current
location of subscriber information. The update rate of
these pointers may be another variable, and they
themselves, can be located by yet more pointers.
Scaleability will place limits on how elaborate this pointer
system is.

~Our research is focused on developing algorithmns for

........
:.tc!ýtio-:'.resilience
...........

A

Figure 5; Distributionof Subscriber Information
The second issue is that fixed location registers cause a
problem both in terms of resilience and users who have no
home location.
Positioning location management
information where it is most likely to be needed may
mitigate this. The movement of location management
information is also shown in Figure 5. The term subscriber
information shall be used to refer to the combination of
address and profile details.
In a network where subscriber mobility and call behaviour
is random, the positioning of subscriber information may as

distributing the subscriber information around the network.
In addition, replication will be needed to achieve
requirements. The depth of replication will need
to be balanced against the overhead produced by
maintaining the information.
Intelligent caching of subscriber information can improve
resilience and responsiveness. The trade-off is between the
overheads saved by not performing the look-up and the
consequences of finding that the information is invalid. By
giving cached information a lifetime and ageing it, the
retention of invalid information can be ameliorated to a
degree. Additionally, the age of the cached information
can be used to calculate a confidence likelihood for its
validity.
These techniques could tolerate infrastructure mobility.
Unplanned or unpredictable infrastructure mobility would
need to rely on the resilience of the location management
and mobility management systems. Planned infrastructure
mobility could be used to notify the information
distribution processes described above to move the
information centres as required.
Finally, as in GSM, location areas provide a useful method
for balancing the frequency of location update against
paging attempts to search for a subscriber. These location
areas, however, need to be carefully defined. In particular,
network topology and logical structure will influence the
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capability of the network to efficiently route calls, or
packets. Logical structure is used here to describe such
attributes as peer grouping, sub-nets, masks, address
prefixes, etc., depending on the protocols used. This
logical structure will also need to be defined. For networks
with some persistence in structure this definition and
configuration task is within the managers capability. For
fluid networks this may be a too large a burden and
automated facilities may be required.
Therefore our research is also focused on those algorithms
that can determine the most suitable logical network
boundaries, and adapt these boundaries to the topology as
it evolves. Effecting these changes will, in themselves,
appear as mobility and will need to be tracked by the
location management system. These algorithms will need
to take into account numerous factors including the
richness of network meshing and link characteristics such
as total capacity, available capacity, error characteristics,
etc.
Conclusions
We have examined the mechanisms used to manage
mobility in some detail for three commercial
communications standards. The initial conclusion is that
whilst user mobility is supported well, mechanisms to
support mobile infrastructures are in their infancy.
Additionally, it can be seen that there is much commonality
in the way that user mobility is supported, and the issue of
scaleability has been comfortably demonstrated.
To close the gap between current capability and future
aspirations to a fully mobile infrastructure, we have
proposed a set of techniques, derived from current
capabilities, to support the necessary resilience and
Current work is concentrated on the
responsiveness.
analysis, development and demonstration of these
techniques.
E-mail: rdbarfoot@ dera. gov.uk
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SUMMARY- We investigate architectures where

crucial situations where military requirements con-

a tactical radio subsystem can integrate in civilian
systems. The idea is that civilian communication
infrastructure should be used wherever it is available. One such possibility may be found in the proposed next generation wireless communication system UMTS, where the definition of a Radio Network
Subsystem (RNS), encapsulating all the features of
wireless mobile communication has been proposed.
We adopt this design paradigm to see if it is possible to find a low cost military network (by maximal
use of civilian network technology and communication applications). The idea is to within the framework of an RNS, encapsulate also features specific
to tactical wireless communications, a Tactical Radio Access Network (TRAN). Based on UMTS we
describe two system concepts and architectures for
designing a TRAN. Furthermore, a feasibility investigation of the concepts is conducted.

flict to those of civilian systems and where special
solutions must be sought.

In the UMTS architecture the concept of a Radio
Network Subsystem (RNS) has been adopted. The
purpose is to make different access networks, wireless or fixed, look indistinguishable from the fixed
backbone, or core network. One example of a future RNS is the new radio access network known as
UMTS Terrestrial Radio Access Network (UTRAN).

1

Our aim is to suggest architectures where
framework can be adopted to encapsulate
features of tactical wireless communication.
architecture will open up the possibility to

Introduction

In the battlefield of the future, tremendous amounts
of information will be transported and processed at
an unprecedented speed. More and more combat information and sensor data is available at all levels of
the military hierarchy, guiding vehicle commanders
and even individual soldiers in combat in much more
detail than before. In addition, the mobile information system projected in most studies is designed to
allow low level units to make informed, autonomous
decisions in fast moving combat situations. Lightweight, reliable and inexpensive equipment based on
civilian mobile computing and communication technology, is expected to have wide spread military use.
Although civilian technology will have a major impact on future military communications, there are

A natural strategy in designing tactical communication systems is to use civilian technology and architecture to as large extent as possible and to encapsulate all features specific to tactical wireless communications in a few, well defined modules. In Europe, the Universal Mobile Telecommunication systems (UMTS), is currently being defined and standardized.

the RNS
also the
Such an
integrate

a tactical radio subsystem in civilian communication
infrastructure.
We describe two system concepts and architectures for a tactical radio access network (TRAN). The
first, called a distributed TRAN, aims to fulfill tactical requirements to as large extent as possible within
the RNS framework. The second concept, on the
other hand, aims towards, with a minimum of modifications, extending the UTRAN concept to fulfill the
most essential tactical requirements. The idea is to
have two competing concepts, one representing a true
tactical radio, still compatible with UMTS infrastructure, and one representing a cost efficient commercial
of-the-shelf (COTS) solutions using as much of the
UMTS technology as possible.

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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2

Third

generation

wireless

autonomous, that is, it can be deployed in a remote
area where no core network is available. To secure
robust command and control the network administra-

The UMTS architecture, in phase 1, is illustrated in
Fig. 1. The radio specific functionalities are encompassed in the network subsystem. A network subsystem domain may consist of existing mobile radio
technologies as well as future technologies. Examples of access networks are: GSM Base Station SubSystem (GSM BSS), Satellite Personal Communications Network (Satellite), Broadband Access Network
(BRAN), UTRAN, and the proposed TRAN. As an
example of a network subsystem consider the GSM
BSS, it consists of many base stations and a base station controller, as well as user equipment.

tion should be distributed to as large extent as possible. If all infrastructure is destroyed (or simply lacking) communication between units within good radio
coverage should be possible. Also, the TRAN should
be able to have many and redundant access points,
so called Gateways (GW), to the CN, see Fig.1.

The Core Network (CN), can of course also consist of several networks: GSM and GPRS Core network, ISDN, TCP/IP based network, and others as
well as future CN technologies. In the first phase,
the UTRAN will use a GSM and GPRS core network. The interface between a future UTRAN and
CN, denoted Iu, is to be defined in the UMTS standardisation. The same interface Iu is also assumed
for TRAN. The keep all the information about the
users, and to route messages to the destination are
main tasks of the CN.

to establish high priority logical channels, for example by using several physical connections (macro diversity) and flexible routing methods. It is assumed
that the enemy has full knowledge about the system,
except cryptographic keys. Nodes can be destroyed,
links can be jammed, and equipment can be taken by
the enemy.

system

M

UAN

Satellite

I

Core

GSM+GPRS

network
Iliability

TRAN -have

Figure 1: Simplified UMTS architecture, phase one
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Requirements

Tactical requirements demand that the TRAN can
be flexible to different types of command and control
structures. Furthermore, a TRAN must be able to be

Mobility is another critical issue, the network
must be able to handle, and ensure communication
with fast moving communication platforms. A flexible network should not only support point-to-point
communication but also efficient broadcasting and
multicasting. Furthermore, a TRAN should be able

A TRAN could embrace everything from a small
group of soldiers to some joint brigades. The first
could be deployed in an area of less than 5 kilometers radius, and the second in an area of say, 100
x 100 kilometers. The communication demands will
vary considerably and the TRAN must be able to
handle applications with different quality of service
(QoS) requirements. The requirements include realtime transmission for voice and video, and non realtime transmission for large data files. In many presumed combat situations one can foresee the need for
extremely reliable and fast communications. Therefore, the presumed TRAN should be equipped with
a priority system, in order to guarantee extreme reand/or speed for especially urgent and vital
communications.
To use many concurrent networks, each designed
with a special application in mind, is one solution.
Communication between networks could then be handled by special gateways. However, the TRAN we
in mind, can be considered as one network, at
least in terms of equipment. One multimedia radio
terminal must be able to handle all types of traffic.
A large number of platforms, with communication
needs, will be present on the future battlefield. Examples of platforms we have in mind are: vehicles
of different types, soldiers, sensors, and helicopters.
These platforms, or communication nodes, all have
interfaces to user applications, and are at least capable of storing and forwarding information packets.
Satellite communication is possible, but then we assume by using civilian systems and equipment.
In conclusion, without modifications, a commercial
cellular system, such as GSM, cannot be used. A
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TRAN must be UMTS/UTRAN compatible on an Iu
interface level. For more information see [1].

4

TRAN concepts

To design a radio network fulfilling the above requirements is a true challenge, especially with the ambition that the network should integrate with civilian
infrastructure, a structure that in many cases conflict with tactical requirements. Here, we describe
two strategies, or concepts, of designing a TRAN.
The idea is to have two competing concepts, one representing a true tactical radio, still compatible with
the UMTS infrastructure, and one representing a cost
efficient COTS solutions using as much of the UMTS
technology as possible, see Fig. 2.

;•
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node can act as an CCN. Furthermore, it is also desirable that any node can act as a GW, for connection
to the CN.
The main reason to use two types of nodes, or
hierarchical layers, is that the fully distributed management of network functions may be very difficult
and cause a lot of overhead traffic in large networks.
Whenever a flat network is large (say more than 100
nodes), the delay can be very long. Furthermore, a
lot of processing is required in every node to handle
routing, mobility management, and channel resource
allocation. The amount of processing is reduced, in
the standard nodes, by having a second layer, i.e.,
CCN:s. Also, different nodes, naturally have different communication and processing capabilities.
For channel resource allocation we investigate
Spatial Time Division Multiple Access (STDMA).
STDMA is a TDMA protocol, where nodes that are
geographically can transmit simultaneously
in the same time slots. An example of a STDMA prothat also depends on the signal to interference

ratio is given in [5]. Key problems are: to find efficient distributed algorithms for STDMA scheduling,
slot synchronization and to handle mobility. STDMA
is very efficient for stationary networks [5, 7], but a
problem is that when the mobility is high an efficient
STDMA protocol must be updated frequently [4].

Figure 2: TRAN concepts (colored grey)

Concept 2: UTRAN based network
The second concept aims to use as much of the
UTRAN architecture as possible, introducing as few

Concept 1: Distributed network
on fulfilling
In the first concept, we primarily focus
the tactical requirements described above to as large
extent as possible. What we suggest here is a distributed multihop network architecture. Such a network
can work without, or at least with a minimum of network planning. Network management functions can
be distributed and are therefore robust against hostile attacks. Traffic can quickly be re-routed to handle
topological changes. Urgent messages can be sent on
several paths simultaneously to ensure high reliability.
We assume two types of radio units, standard
nodes and Connection Control Nodes (CCN). The
CCN are to maintain and distribute access schemes
and routing tables, whereas the actual traffic can be
relayed through all nodes with respect to some routing method. How to select a CCN based on, connectivity, computational capacity, and low mobility etc.
is a still open question. The CCN may be a vehicle. A
soldier with a small hand-held radio or a sensor may
be a standard node. However, it is desirable that any

modifications as possible to fulfill the most essential
tactical requirements.

The UTRAN consists of Radio Network Controllers (RNC's), base stations and user equipments.
An RNC controls one, or several base stations. Also,
it is the RNC which handles the connection to the
CN by the Iu interface [2]. Examples of functionalities fully contained in the UTRAN are: radio channel ciphering/deciphering; radio bearer control; radio channel coding/decoding and control; initial access detection; power control/setting; data packeting;
and radio channel reservation/allocation. Furthermore, all cell-level and cell structure mobility handling is contained within the UTRAN. The handover
control functions are located in the UTRAN (RNC)
and their execution and completion is located both in
the UTRAN and the CN. The Macro-diversity function is typically located in the UTRAN (RNC).
The connection points to the CN are vulnerable
parts and may be destroyed or lost, also in some
cases, civilian infrastructure may be lacking altogether. Therefore autonomy with respect to the CN
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is one of the most essential tactical requirements in
a TRAN. However, tactical requirements for robustness against hostile attacks and flexibility to different
types of command and control structures lead naturally to a demand for autonomy also internally in
the TRAN. To fulfill this requirement in the UTRAN
based TRAN concept may be difficult. The concept
is hierarchical, each level depends on higher levels,
For autonomy each layer must be equipped with an
ability to emulate higher levels if these are lacking.
Full autonomy may have to be renounced.

5.1

Distributed network

We assume ideal mobility management. That is, the
network control protocols adapt them-selves ideally
to the current situation, and the cost of sending information over the network for such an adaption is not
considered. Thus, an optimistic estimation of the network performance at a given time (snap shot) is obtained. If not even such an optimistic estimate fulfills
the requirements, another solution must be sought.
To assess the radio network, a tactical unit, and

Full mobility, and communication on the move,
are also important tactical requirements. In UTRAN
the mobility is handled by the base stations with handover routines. However, in some cases the base stations themselves might need to be mobile.

a communication (or traffic) model are defined. The
unit is spread-out in the terrain and possible links
and their capacities are estimated. Thereafter the
communication traffic is routed, and the actual user
data rates are estimated. In this process, an access
protocol is also used. Finally, based on the obtained
radio network it is possible to assess what communication that can be accommodated. We have the
following goals.

5

1) Estimate the possible link data rates in the network.
2) Estimate the available bit rates for each connection, i.e., Origin-Destination (OD) pair.
3) Determine the services that can be provided. In
particular, what is the time availability of the services?

Concept feasibility study

Here we present a methodology to asses the feasibility
of the concepts. The aim is to judge if a concept
has the possibility to fulfill the requirements, and if
so, if it is feasible in terms of practical realization,
The main goal is to assess the following fundamental
issues:
Issue 1: Can the service requirements be fulfilled?
Issue 2: Can the robustness requirements be fulfilled? This issue includes, jamming robustness, redundancy if vital units are destroyed, and good area
coverage.
Another issue not treated further here is: how difficult and costly will it be to fulfill the compatibility
requirements? Both concepts have to be tested towards these requirements.
A distributed multihop network may have problems
*providing sufficiently high user data rates and short
transmission delays, due to poor links because of no
network planning. On the other hand, the UTRAN
based concept may be vulnerable, due to its hierarchical architecture. Therefore, we judge that Issue 1
is the most critical for the distributed multihop concept, and Issue 2 for the UTRAN based concept.
In the next part we develop Issue 1 and test it for
the multihop network. Afterwards, aspects concerning Issue 2 is treated for the UTRAN based concept.
Without sacrificing the relevancy, we try to simplify

the situation as much as possible.

Otherwise, the

analyses will be very difficult, require extensive simulations, and be difficult to interpret. A main problem
is that, routing, access, and traffic handling cannot be
treated separately. These functions depend on each
other and a joint methodology has to be adopted.

Tactical unit
The tactical unit considered is a traditional mechanised battalion aimed for rural areas. This unit is
simplified to consist of one communication platform
only, a vehicle. Roughly, a battalion consists of 6
companies, e.g., four tank companies, one artillery
company, and one pioneer (or support) company. If
we assume each company contains 12 vehicles we get
altogether 72 communication platforms in a battalion.
These 72 platforms are placed randomly within
an area of either 20x20 km (large area network), or
3x3 km (small area network), according to an uniform
distribution. Thus, no network planning is used. All
72 platforms are considered to be CCN nodes and no
hierarchy is introduced. Smaller nodes, which could
be soldiers or sensors, are not included.

Possible link data rates
To estimate the link data rates, assumptions about
the communication platforms and the propagation
environment are required. We consider the following
two alternatives.
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Carrier frequency fc = 450 MHz: antenna height
h = 3 m; transmit power Pt = 10 W; antenna gain

G =3dB; receiver noise factor F
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width B = 45 MHz.
Carrier frequency f, = 2 GHz: antenna height 3m;
transmit power Pt = 10 W; antenna gain G = 10 dB;
receiver noise factor F = 10 dB; bandwidth B = 200
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Based on these assumptions possible links can be
estimated. The radio network is modeled as a set
of platforms, called nodes, V and the link (i, j) between any two nodes (vi,vj), for i = 1,2,...,N, and
j = 1, 2, ... , N. To asses the network, firstly the possible data rates R(i,j) between any two nodes are
estim ated.
We use an advanced electromagnetic propagation
model, based on Vogler's knife edge diffraction model
[3, 7], to estimate the path loss Lij between nodes
i and j. To model the terrain a digitized map is
used. Thereafter, the data rate kij of the link (i,j)
is estimated as
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Figure 3: Example of possible link data rates; rates
between 42 Kbit/s - 2Mbit/s: dash-dotted line; rates
over 2Mbit/s: solid line.
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N), where K and To are given constants.
N
(1 < ij
We also include a diversity factor D set to 10. Then
at least some basic jamming protection is provided.
By the diversity it is also practically feasible to handle the expected multipath propagation. In (1) an
interference margin Ii" is also included. It is set to
be equal to zero when possible link data rates are
estimated. However, it is needed when the channel
resource is assigned by the access protocol and the
user data rate is estimated.
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a link is considered, transmission simultaneously on
an adjacent link cause interference and reduced data
rate on the considered link.

Figure 4: Example of spanning tree based routes for
the communication model, compare with Fig.3

In Fig.3 possible link data rates are illustrated for
a rather difficult terrain in terms of radio communication. The terrain chosen, south of Link6ping, Sweden, is hilly with mixed meadows and forest. A large
area network (20x20 km) and f, =2 GHz is tested.
The poorest link in the connected network has a bit
rate of 42 Kbit/s. Links where not even 42 Kbit/s is
possible, are not shown.

pairs (i, j) (OD-pairs) communicate with each other.
However, multicasting can be utilized since every
node sends the same data to all nodes [10]. Here, for
simplicity, no delay constraints are included. Therefore, all routes can be obtained from one spanning
tree only [9, p.2]. Fig.4 shows the spanning tree,
maximizing the sum of data rates, over all links in
the tree. The situation from Fig.3, is illustrated.

Communication model and routing
We assume a uniform broadcast traffic model. That
is, every node transmits situation awareness data, as
frequent as possible, to all other nodes. The data can
contain positions, movements and other mission data.
The uniform traffic model implies that all node-

Data rates for user connections

(OD-

pairs)
Based on the possible link rates, and the traffic flow
on each path obtained after the routing, the channel
resource is assigned by the STDMA protocol devised
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by Gr6nkvist [5]. Notice that transmission on a link is
only possible when it does not interfere to much with
another link transmission. Thus, the actual data rate
on a link, may be much lower than the possible link
rate. The fraction of time, the link (i, j) is used for
transmission, is denoted Tij. Thus, the actual used
data rate is
Rij = ijR
3 R.

35

30
425s2015

Z 10

In this way we get an used radio network defined by
a set nodes, V and data rates R(i,j) on used links.

5

Achievable data rates for every OD-pair can there-

8.5

after be obtained. Let us point out that an advanced
traffic controlled STDMA algorithm is used, where
rij is assigned according to the relative traffic load.
The communication in the network will be to a large
extent equalized, by that STDMA algorithm. That
is, all OD-pairs will get fairly similar data rates.
We have tested several different types of network
cases, i.e., different carrier frequencies, different network size and different terrain. In Fig.5 to Fig.8 four
of those cases are plotted in a histogram. Each of the
four histograms is generated based on 100 different
networks. For each network, it is the OD-connection
with the minimum data rate that is given. The terrain chosen in all cases, south of Linkhping, Sweden,
is hilly with mixed meadows and forest. It was the
most difficult terrain of those tested.
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Figure 5: Minimum data rate for OD-connections;
large area network (20x20 km) and 2 GHz carrier frequency.
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As we can see from the figures, spreading out the
platforms over the larger area (20x20 km instead of
3x3 km) reduces the OD data rates about 20-50 times.

At the high frequency, the used bandwidth is much
higher. Therefore, for the small area network, using
carrier frequency 2 GHz is clearly better than using
carrier frequency 450 MHz. On the other hand, at 450
MHz the propagation properties over difficult terrain
is much better. This fact, compensates for the smaller
used bandwidth in the large area network case.
Some remarks
In a high mobility combat situation, e.g., an attack,
the unit will probably not be spread out over a 20x20
km area. It is plausible, that it is for the small
area networks, the mobility can be the highest. On
the other hand, for those networks substantial higher
data rates can be provided than for the large area
networks, and this will give us a mobility margin.
That is, data rates will be reduced due to practically

60

80

100

120

140

kbits/s

Figure 6: Minimum data rate for OD-connections;
small area network (3x3 km) and 2 GHz carrier frequency.

lay constraint is included in our evaluation. For the
large network the transmission delay between ODpairs can be several seconds (many hops). This can
be avoided by delay constraint routing. However, this
in turn, results in a higher traffic load. Fortunately,
using just a few more links will remove the real long
delays (many hops) and this will cost very little in
terms of additional traffic load, compared to the example in Fig.4.

realizable (non-ideal) mobility management.

5.2

Tactical UTRAN based network

It is the vital links of poor quality that largely determines the network capacity. Therefore, some network planning would improve the situation considerably, in particular when the network is large. No de-

The UTRAN is designed for multimedia applications,
and the traffic flexibility requirement is acceptably
fulfilled, at least as long as the development proceeds
as expected. However, the problem with UTRAN
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25

a difficult environment. Peer-to-peer communication
judged to be more complicated than introducing a

:is

20

relay capability, as this needs the support of a base
station or a central database.

15

Due to the centralized control and management of
the civilian communication infrastructure, the UMTS
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Figure 7: Minimum data rate for OD-connections;
large area network (20x20 km) and 450 MHz carrier
frequency.

and consequently the UTRAN does not
fulfill the autonomy requirement. The procedure for
call set-up requires successful signaling through the
Core Network, that is, without the CN there will be
no traffic. Jamming, meaning signaling with the explicit purpose of disrupting the communication is not
a threat in civilian systems. Accordingly, the airinterface is not designed to be robust against that
threat. However, in a single-user case, the used 4
MHz wideband DS-CDMA waveform in UTRAN, is
at least in itself fairly robust against jamming. Further investigations are necessary, to be able to judge
whether the air-interface has to be modified.

25
Core
networks

20-

15 In

0

'2

23

24 kbits/s 25

26

27

Figure 8: Minimum data rate for OD-connections;
small area network (3x3 km) and 450 MHz carrier
frequency.

is its lack of military robustness, and possibility to
ensure good area coverage in remote areas (the second
issue). It is vital to find good solutions to compensate
for these deficiencies as far as possible.
The main robustness issues that the TRAN concept have identified are: autonomy, security and robustness against jamming. To fulfill the tactical requirements for autonomy, it is desirable to first of all
extend the functionality of the UTRAN and include
autonomous base stations. This topic will be treated
below. Other desirable extensions are, relay capability between units within range of a base station
and peer-to-peer communication between units without contact via a base station. Relay capability would
considerably increase the coverage of the network, as
it can be used to ensure radio coverage for users in

Figure 9: Additional functionality in the UTRAN
based concept to allow for autonomy.

Autonomous base stations
To make the base stations autonomous one must identify key functions, normally facilitated by the CN,
and emulate these in the base stations, by what we
call a Core Network Emulator (CNE).
The CN has a hierarchic structure, and keeps all
information about the users. All the user information
that is sent from TRAN to the CN must be kept on
a local level also (or perhaps not at all forwarded to
a central node in the CN). Some of the information
in the CN must also be kept in the CNE. If the connection to the CN is broken, the CNE is to have full
knowledge about who the reachable users are, and be
able to identify legitimate users in the TRAN.
How to make the TRAN network autonomous, is
illustrated in Fig. 9. As long as the CNE/RNC is connected to the CN, the CNE is transparent, and only
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monitors the traffic in order to update its databases.
When the connection is broken, the CNE has to substitute the CN. Note though, that the functionality
of the CN can be simplified when implemented in
the CNE. In the autonomous mode, the CNE must
only be able to handle the units within range from
the RNC, and incoming military units. These units
are quite few compared to the number of terminals
handled by the registers in the CN. The functionality
included (in terms of the GSM standard) in the CNE,
in order to make the TRAN autonomous is:

"* EIR, Equipment Identity Register, provides
identification so that lost, or stolen, equipment
can be identified when they attempt access.

"* AUC, Authentication Register, authenticates the
users. Usually integrated with the HLR.

"* HLR and VLR, Home Location Register and Visitor Location Register. HLR is a database that
manages the records of the users. It also control
services associated with incoming traffic. The
VLR has a temporary record of users that are
not included in the HLR.

"* MSC, Mobile Switching Centre. A switching

5.3

coverage have to be provided. We believe that improving the robustness as described earlier is possible
to realize. An issue is, however, if the concept still
after all the desired modifications, constitute a cost
efficient alternative as compared to the distributed
network concept.

6

Further work

At this stage, our concept study focus primarily on
network control functions, and the ability to provide
good, robust and secure bearers for the communication. Then, services and applications can be adapted
after the future demands. However, in a later stage all
network levels need to be addressed. Compatibility
issues with other networks, and future CN technologies, are important.
The aim is to continue to study these two concepts
in more detail during the next year, and thereafter to
be able to decide on a main TRAN architecture to develop further. However, taking that decision involves
a lot of issues, first of all, technical ones, but the cost
of realizing the concept is also a very important issue.

node, responsible for the coordination of mobility and the initiator of handover between loca-
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Abstract
Energy is a scarce resource in military ad hoc
networks. In this paper we address the fundamental
research issues associated with energy-efficient
networking, and we apply energy-efficient networking
techniques to the problem of multicasting. We discuss
the impact of the wireless medium on the multicasting
problem and the fundamental trade-offs that arise. We
propose and evaluate several algorithms for defining
multicast trees when transceiver resources are limited,
The algorithms select the relay nodes and the
corresponding transmission power levels, and achieve
different degrees of scalability and performance. Our
performance results demonstrate that the incorporation of
energy considerations into multicast algorithms can,
indeed, result in improved energy efficiency.
1

INTRODUCTION

In this basic research study, we consider the problem
of energy-efficient networking in ad hoc (i.e., noncellular, or infrastructureless) wireless networks. This
problem arises in applications such as the Digital
Battlefield and Littoral Warfare, as well as in other peerto-peer wireless architectures. The intent is to maximize
communication performance subject to a limit on the
available energy or, alternatively, to minimize energy
use subject to meeting given Quality-of-Service (QoS)
performance requirements. After a discussion of the
fundamental research issues that arise in this
communication environment, we apply energy-efficient
networking techniques to the problem of multicasting.
This study is perhaps the first attempt to address the
energy-related issues that arise in wireless multicasting.
Although energy conservation is clearly important in
mobile communications of any kind, it is critical in
military networks that consist (solely or partially) of
"light" mobile users (such as individual warriors). In
such networks, operation is ultimately limited by the
constraint of finite battery life at the individual users
because it may be impossible to recharge batteries during
the course of a mission. Thus, there is a need to develop
networking techniques that make efficient use of the
limited energy that is available. A novel feature of this
This work was supported by the Office of Naval Research.

study is that instead of viewing energy efficiency from
the perspective of low-power equipment or highly
efficient batteries, we address it as a network design
problem. Issues under study include choice of power
level, choice of channel-access protocol, the design of
asymmetrical protocols that minimize the energy
expenditure of light users, the impact of relaying (i.e.,
the consumption of energy to support communication
needs of others), and trade-offs between signal
processing and communications.
In view of these issues, and the interrelationships
among them, we argue that it may be necessary to
abandon the traditional layered network architecture in
favor of new approaches that permit the vertical coupling
of protocol layer functionality, thereby permitting
improved energy efficiency; e.g., the routing algorithm
should be coordinated with the choice of transmitter
power levels because the latter determine the
connectivities that are available to the former.
We have chosen the problem of multicasting (oneto-many communication) as the focus of our energyefficient networking studies. Multicasting in wireless
networks is fundamentally different from multicasting in
"wired" or "tethered" networks. In addition to node
mobility (and, hence, variable connectivity in the
network), there are additional trade-offs between the
"reach" of wireless transmission (namely the
simultaneous reception by many nodes of a transmitted
message) and the resulting interference by that
transmission. We assume that the power level of a
transmission can be chosen within a given range of
values. Therefore, there is a trade-off between reaching
more nodes in a single hop by using higher power (but at
a higher interference cost) versus reaching fewer nodes
in that single hop by using lower power (but at a lower
interference cost). By contrast, the unicast (one-to-one)
communication problem (although challenging in its own
right) is characterized by a minimum-energy solution in
which multihop relaying at low power is generally
favored over higher-power transmissions because of the
nonlinear attenuation properties of radio signals. Such
generalizations cannot be made for the multicasting
problem, however. In some of our examples it is better
to transmit at low power, whereas in other cases high
power is better.

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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Few studies have addressed the crucial problem of
-Development of protocols and architectures that
multicasting in wireless networks. For example, the
minimize power usage in mobile, energyproblem of multicast scheduling in cellular mobile
constrained nodes;
networks was studied in [1], and a forwarding multicast
-Exploration of techniques and trade-offs for
protocol for noncellular networks was studied in [2].
integrated, system-wide, architectural optimization
Virtually all multicasting studies have been limited to the
of energy consumption;
case of stationary networks that are not wireless (e.g.,
* Development of monitoring and management tools
[3], [4], [5]). Since ad hoc networks lack a fixed cellularthtealenryficntdsg.
infrastructure, they cannot effectively use multicastthtealenryficntdsg.
algorithms that are based on fixed topologies.
Also of interest is a study on "Energy-Efficient
Technologies for the Dismounted Soldier," by the
for
In this paper, we develop several algorithms
Committee on Electric Power for the Dismounted
multcasingand
ompre hei perormnce We
Commissionr onEniering andiecnicald SyTemsoloof
evaluate the trade-offs between algorithm complexity
Conci [8].hnia addition, tof
themNationa RnEsgnearchg
(and hence scalability) and performance. Our focus is on
thNainlRsrcCocl[8.Iadtono
the source-initiated multicasting of "session" or
chapters on the traditional approaches to energy
connection-oriented traffic. To assess the complex tradeefficiency, a chapter on networks, protocols, and
offs one at a time, we assume in this paper that there is
operations is included.
no mobility.'I Nevertheless, the impact of mobility can
be incorporated into our models because transmitter
A variety of networking-based approaches to
power can be adjusted to accommodate the new locations
energy-efficiency are possible. For example, protocols
of the nodes, as necessary. After a discussion of the
can be designed that minimize the occurrence of
basic issues of multicasting in wireless networks, we
destructive collisions or the transmission of unnecessary
consider the problem of broadcasting (i.e., transmission
(e.g., redundant) information. It is interesting to consider
to all nodes in the network), in which the goal is the
the case of the slotted ALOHA random-access protocol.
determination of the minimum-energy broadcast tree.
Performance of such protocols is normally defined in
We then return to the multicasting problem, in which we
terms of throughput (successful packets per time slot),
model the network's resources by means of "node
and.it is well known that the maximum throughput that
capacity" (namely by assuming finite numbers of
can be achieved by this protocol (under standard
transceivers at each node), while assuming a large
modeling assumptions) is Ile = 0.368. Operation at
number of available bandwidth resources (i.e., unlimited
maximum throughput is not very energy-efficient,
number' of frequencies or time slots or orthogonal
however, since the fraction of packets that suffer
CDMA codes, so that contention for the channel is not
collisions (at the traffic level that provides maximum
an issue). Our performance results demonstrate that the
throughput) is 1 - Ilie = 0.632. Thus, a large fraction of
incorporation of energy considerations into the multicast
the transmitted energy is wasted in the sense that it does
algorithms can, indeed, result in energy saving,
not produce successful packet reception. In situations
where energy is a precious commodity, it may be
Future studies will incorporate the impact of finite
appropriate to redefine the performance metric to be
bandwidth. We do not address the protocol issues
throughput per energy unit, rather than simply
associated with determining connectivity and reserving
throughput. Channel-access protocols should then be
resources, but instead focus on the fundamental issues
designed to minimize such energy-aware metrics. In
associated with the determnination of energy-efficient
Section 6.2 we discuss performance metrics that are
broadcast and multicast trees.
appropriate for energy-efficient multicasting
2 ENERGY-EFFICIENT
Another aspect of energy-efficient networking is the
COMMUNICATIONS
design of asymmetrical protocols that place the energy
burden on "large" users (such as vehicles and ships)
cmmuicaion is
robem
The
f eerg-eficiet
rather than "small" users (individual warfighters). In
is
l
o feenergyeffraicient communcatios
e me
Th problfa
addition to the energy used in transmission, a complete
ahi many-faete onve. Wmherasie traditionloappracest tof
design would address receiver energy as well, including
iento
tismproblmhved batremlwphasied ecthe nidevelopm
the energy expenditure to remain in the "on" state, even
elroesnics teffchiqent
coimproved batterties, low-powe
when not processing received signals. Ultimately, tradecodin andenmodultosignihasrcnlyproessng techgniquesha
offs between signal processing and communications
asreongnizedcthat
andeateoknna designitqhas rcentalyobeven
should be addressed. Although data compression can
thnetwrkigy teffchiqesncan alschav aystem.Frongximpacteo
the nery eficincyof
uch ystms.For xamle,
result in the more-efficient use of transmitter power,
energy efficiency was identified as one of several
sinlpoeigcstatherevrsreloamjr
research priorities at a recent National Science
sigen
na
processingcssathe
ovreceivnersy arpenaloiamajre
Foundation Workshop on Wireless and Mobile
cocrineautgthovaleegyxpdtr.
Communications [7].
The specific energy-related
Additionally, energy-efficient routing schemes [9]
research topics recommended were:
can be developed, in some cases in conjunction with
adaptive coding/modulation schemes that incorporate
Moblit ca beadresed
ate thouh sft-ailre nd
knowledge of link characteristics into network-level
1 Moiliy
addessd
cn b lterthrugh oftfaiureand
decisions [10].
hand-off mechanisms such as those in [6].
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eerg-eficint cmmuicaion
Our pprachto
tucommunichation
yergyeffitrci
en
Ouprtaproacthe trdtona
depats romthetraitinallayeed trutur intha we
joinly
he isue
ddrssoftrasmited owe leels
(and hence network connectivity, a Physical layer
function) and multicast tree formation (a routing
function, associated with the Network layer). We argue
that such joint decisions on connectivity and routing can
result in significant improvement in energy efficiency, as
compared to a rigid layered structure that makes these
decisions independently. Here we consider only the
energy used for transmission, neglecting for the present
the energy associated with reception and signal
processing; the joint study of all forms of energy
expenditure and the associated trade-offs are not
consiered
ere.distinction
It is clear that turning "on" and "off' the transmitter
and/or the receiver and choosing the transmission power
prescribes a schedule for the "amortization" of the stored
battery energy.' Another level of complexity is added to
the control and scheduling of the network by the fact
that, while in the "off" state, a node's transceiver cannot
participate in a distributed control algorithm. In fact, this
complication haspotentially serious consequences on the
delay performance and quality of service requirements of
the nework.omnidirectional
The generic problem of energy-efficient networking
can be loosely defined as an optimization problem as
follows:
Maxiize ommnicaionimmediate
* Maimiz comunictionnode,
- for a given quantity of energy
or
*Minimize energy
-for a given communication requirement.
-

In multihop applications, such as those considered in this
paper, a major complication arises from the fact that a
relay node's precious resources (its transceivers and its
energy) are used by other network nodes. It is a major
research challenge to develop methods to fairly use a
network's resources in this manner. We speculate that
proid useflogappraches in thismareia.
ewrk
a
provde sefun ths
aproaces
aea.fourth
3

ARCHITECTURAL ISSUES IN
ALL-WIRELESS NETWORKS

The ad-hoc wireless networks studied here are quite
different from the cellular systems that have been
developed in the commercial domain. Cellular systems
have fixed base stations, which communicate among
themselves using dedicated non-wireless lines; thus, the
only multicast problems that are new in those systems
involve tracking the mobile users. Otherwise, wireless
communication is limited to that between mobile users
and base stations. However, in ad hoc wireless networks
__________________________total

2 Recent studies have shown that the total energy capacity of a

battery is not fixed, but rather depends on the way in which the
battery energy is used. For example, more energy can be
obtained from a battery by means of pulsed, rather than
continuous, operation [11], [12].

it is possible to establish a link between any pair of
nodes, provided that each has a transceiver available for
this purpose and that the signial-to-noise ratio at the
receiving node is sufficiently high. Thus, unlike the case
of wired networks, the set of network links and their
capacities are not, determined a priori, but depend on
factors such as distance between nodes, transmitted
pwr ro-oto ceeohrue
nefrne
and background noise. Thus, even when the physical
locations of the nodes are fixed, many of the factors that
affect network topology (and hence network control
schemes) are (at least partially) influenced by the actions
of the network nodes (either those directly participating
in a link, or those contributing to the interference that
affects a link). Furthermore, in ad hoc networks no
can be made between uplink and downlink
traffic, thus greatly complicating the interference
environment.
Therefore, the wireless networking
environment poses many new challenges not
encountered in non-wireless or cellular networks, even
when mobility is not addressed.
In this paper, we focus on wireless networks with
fixed topology (i.e., the node locations are fixed, and the
channel conditions unchanging). The wireless channel is
distinguished by
its broadcast nature;
when
antennas are used, every transmission by
a node can be received by all nodes that lie within its
communication range. Consequently, if the multicast
group membership includes multiple nodes in the
communication vicinity of the transmitting
a single transmission suffices for reaching all these
receivers. Hence, there is an incentive to perform a
multicast by using maximum power (and thus maximum
communication range). Of course, doing so results in
interference with more nodes than if reduced power were
used. Thus, there is a trade-off between the long "reach"
of a single transmission and the interference (and/or
delay) effects it creates in its communication
neighborhood.
Another undesirable impact of the use of high
tasitrpwri
hti
eut nicesdeeg
transiter pwcerithepoaatitn
result iincreaedneargy
ris
with distance (at somewhere between the second and
power), in unicast applications it is best (from the
perspective of transmission energy consumption) to
transmit at the lowest possible power level, even though
doing so requires multiple hops to reach the destination.
However, in multicast applications it is not prudent to
draw such conclusions because the use of higher power
may permit simultaneous connectivity to a sufficiently
large number of nodes, so that the total energy required
to reach all members of the multicast group may be
actually reduced.
Furthermore, even for unicast
applications, the use of lower power (and, hence,
multiple hops) necessitates the complex coordination of
more signals and therefore may actually result in higher
energy expenditure.

Tutecoc
ftasitdpwrlvl
Thuens, utmthely chiceeo
transited-ower levwels
deendsg
ultimiatelyons
complhex trde-adsoff
beotween
eeg
iiain
n
h
ead
fpooo
operation. In view of the complex interdependencies
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among many aspects of network design (e.g., transmitted
power levels, signal processing considerations, spectral
efficiency, mobility effects, etc.), the traditional layered
architectures proposed for protocol design may not
provide satisfactory performance. Therefore, it may be
beneficial to design protocols that span several of the
traditional layers to address appropriately the unique
characteristics of the all-wireless environment [7], [13].
Our studies do, in fact, support this conjecture.
4

MULTICASTING IN WIRELESS
NETWORKS

To date, virtually all of the research and
development work on multicasting has centered on
tethered, point-to-point (typically high speed) networks
and on methods of bandwidth-efficient maintenance of
multicast group addresses and routing trees. There are
two basic approaches to multicast tree construction. The
first is the use of source-based trees (SBT), which are
rooted at the sender and which are designed to minimize
the number of transmissions needed to reach all of the
members of the multicast group. The second is the use
of Center-Based (also known as Core-Based) Trees
(CBT) [7], under which the same tree is used for all
communication within the multicast group. The Sparse
Mode of the Protocol Independent Multicasting (PIM)
protocol [8] can be used with either SBTs or CBTs,
whereas the PIM Dense Mode is based on the use of
SBTs.
A crucial feature of the wireless medium, which
nature
distinguishes it from wired networks, is the noisy
of the wireless channel, which can result in transmission
errors. Background noise, other-user interference, and
impairment.
jamming
contribute
to
channel
Furthermore, there may be contention for receiver
resources if a node is expected to listen to too many of its
Therefore, a multicast
neighbors simultaneously.
message may be correctly received by one multicast
group member but not by another. Thus, provisions are
needed both for wireless multicast error control and for
coordinating the multicast transmissions in an efficient
manner; the goal is to mitigate the disadvantage of
by ofexploiting
the issues
inherent
increased
interferenceMany
broadcast advantage.
these research
are
addressed in [7].
Critical multicasting requirements include reliability
and scalability.
Packet-based Internet Protocol (IP)
multicast schemes are typically based on "best effort"
service, which does not guarantee reliable delivery,
Although "absolute" reliability can be supported by TCP
at the transport layer for unicast sessions, no such
for multicast
available
is currently
capability
applications,
In this paper we focus on a single aspect of the
multicasting problem, namely the incorporation of
energy considerations into the construction of multicast
trees and the choice of transmission power levels.

4.1

A Model for Wireless Multicast

We consider source-initiated, circuit-switched,
multicast sessions. The network consists of N nodes,
which are randomly distributed over a specified region.
Any node is permitted to initiate multicast sessions.
Multicast requests and session durations are generated
randomly at the network nodes. Each multicast group
consists of the source node plus at least one destination
node. Additional nodes may be needed as relays to
provide connectivity to all members of the multicast
group.' The set of nodes that support a multicast session
(the source node, all destination nodes, and all relay
nodes) is referred to as a multicast tree.
The connectivity of the network depends on the
transmission power. We assume that each node can
choose its power level, not to exceed some maximum
value p
The nodes in any particular multicast tree do
not necessarily have to use the same power levels;
moreover, a node may use different power levels for the
various multicast trees in which it participates.
A constant bit rate (CBR) traffic model is assumed;
thus, one transceiver is required to support each active
multicast session at every node participating in the
multicast tree throughout the duration of the session.
Each node has K transceivers, and can therefore
participate in up to K multicast sessions simultaneously.
Since, as noted earlier, we assume in this paper that
ample bandwidth is available, the only hard constraints
number power
of transceivers
and the
we consider
are thetransmitter
p,,,,,,.
maximum
permitted
We assume that the received signal power varies as
r-s, where r is the range and cx is a parameter that
typically takes on a value between 2 and 4, depending on
the characteristics of the communication medium. Based
on this model the transmitted power required to support a
link between two nodes separated by range r is
proportional to r'. Without loss of generality, we set the
normalizing constant equal to 1, resulting in:
Pii

power needed to support link between nodes i & j
e ,

where r is the distance between nodes i and j. If the
maximum permitted transmitter power p,,.. is sufficiently
large, the nodes will be able to transmit
at sufficiently
4
high power so that the network is fully connected.
We assume the use of omnidirectional antennas; thus
all nodes within communication range of a transmitting
node can receive its transmission. It is important to note
how the broadcast property of wireless communication
can be exploited in multicast applications. Consider the
example shown in Fig. 1, in which a subset of the

3 Also, the use of relays (even when not absolutely necessary
to provide connectivity) may result in lower overall energy
consumption.
4 We implicitly assume that the communication medium is
uniform, i.e., (x is constant throughout the region of interest,
there are no obstacles (such as buildings or mountains), and
that the region is totally flat (hence no line-of-sight limitations
resulting from the earth's curvature).
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multicast tree involves node i, which is transmitting to its
neighbors, node j and node k. The power required to
reach node j is Pi, and the power required to reach node k
is Pk A single transmission at power Pi4(j,k) = max( Pij,
Pik} is sufficient to reach both node j and node k, based
on our assumption of omnidirectional antennas. This
situation is fundamentally difrn
rm wrd
applications, in which the cost of node i's transmission to
nodes j and k would be the sum of the costs to the
individual nodes. 5 The ability to exploit this property of
wireless communication, which we refer to as the
"wireless multicast advantage," makes multicasting an
excellent setting in which to study the potential benefits
eerg-effciet
of prtocls.situation
eerg-effciet
of prtocls.because
i
Pij
P11

Pik

k

Fig. 1I The "wireless multicast advantage:"
Pij,k) = max{(P,,, Pjk.
5

CONSTRUCTION OF MINIMUMTEES(including
Y BR
ENERADCST
BRADCST TEESbased
ENERY

Before addressing our specific multicasting problem,
we first address the problem of constructing the
minimum-energy broadcast tree for each newly arriving
Doing so involves a choice of
service request.
transmitter-power levels and relay nodes. In addition to
our assumption throughout this paper that ample
bandwidth is available, we assume in this section that
each node has a sufficient number of transceivers to
accommodate all service requests.
An insufficient
quantity of either of these resources can result in the
construction of trees that do not reach all destinations,
use more than the minimum energy (because only
suboptimal trees can be constructed), or both. In the
simulations discussed later in this paper, we incorporate
the impact of a finite number of transceivers.
We start with simple examples with two, and then
three, destinations, and discuss how our results can be
extended to larger examples by means of a recursive
technique. Our examples in this section are based on the
broadcasting problem, in which all nodes in the network
(other than, of course, the source) are destinations. In
Section 6 we return to the problem of multicasting, in
which only a subset of the network nodes must be
SIn wired networks, energy is not a concern; the cost of a linkr2
would typically be related to bandwidth and congestion (and
hence delay) considerations. The case of wireless applications
toSZ
needed
of wired0
the casehe
is similar
with hi'ghly directive antennas
beamsto may
that multiple
networks in the sense
reach multiple destinations; thus the total cost of a node's
transmissions to its neighbors would be equal to the sum of the
cost of the individual beams needed to reach each individual
destination.

reached, while non-destination nodes may be used as
relays. Including such nodes may result in reduced
overall power consumption, or perhaps in providing a
connected network where one was not achievable
without the use of such relays.
tiimoantoepszeacualdfrne
between wired and wireless networks.
In wired
networks, the broadcasting problem can be formulated as
thwelkonmiumsaigtre(S)pbe.
apostem
ofST
bpasedion theeitne
this formlatiown miisu
costo
total
netwok;thne
the
likon
eachd
with
asisfoiatedio
asoitdwhechlninheewrktettlcstf
the broadcast tree is the sum of the link costs. The
in wireless networks is different, however,
of the "wireless multicast advantage" property,
discussed in Section 4, which permits all nodes within
communication range to receive a transmission without
additional expenditure of transmitter power. Therefore,
the standard MST problem, which reflects the link-based
nature of wired networks, does not capture the nodebased nature of wireless networks. We do not know of
any scalable solutions to the node-based version of this
problem; the generalization of the MST problem to
wireless networks is a possible approach, although we do
not pursue it further here. In this paper we introduce one
heuristic for the formation of low-energy broadcast trees,
which takes into account the wireless multicast
We use low-energy broadcast trees
advantage.
versions based on both link-based and nodeversions) as the basis for some of our heuristics for
the construction of suboptimal multicast trees in wireless
networks.
Minimum-Energy Broadcasting: Two
Destinations
We consider a source node S (located at the origin)
and two destination nodes D, (located along the x-axis,
without loss of generality) and D2, as shown in Fig. 2.
The topology is specified by the coordinates of D, and
5.1

D2whcdermnteagl0.Teisnebten

S whdDich dtrmintheagee he distance betweenSanDir2ad
n 9 i 2 n
ewe
SadD srtedsac
the distance between D, and D 2 is r12. It is assumed,
without loss of generality, that r2 > r,. We define:
PI= ra=power needed to support link between S & D,
P52 = r2~'= power needed to support link between S & D,

D, &D2
P1
2 = r'= power needed to support link between
D

r,

D,

Fig. 2 - Broadcasting to two destinations.
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In this simple example, there are two alternative
stratgies:Destinations
a) S transmits using Ps,: both D, and D2 are
reached
b) S transmits using Ps,: only D, is reached
D, then transmits to D, with power P,,, resulting
in a total power of Ps + p12
We would like to choose the alternative that results in the
smaller value of total power consumption. For the case
of propagation that follows a h/r2 law, it is very simple to
derive the following result from simple geometrical
considerations:

"*Use strategy (a) if r, >

52

racsig

MnmmEeg

he

problem
broadcasting
The minimum-energy
becomes more interesting as the number of destinations
increases.
In such cases, it is harder to make
generalizations about the desirability of using the
shortest available links because the use of a higher power
transmission can often result in the ability to reach
several nodes with a single transmission, thereby
resulting in lower overall power in the complete tree.
Figure 4 shows the case of broadcasting to three
destinations. We enumerate the alternative strategies.

r2 cos 0,

D

"*Use strategy (b) otherwise.
For the general case of propagation behaving as
algebraic manipulation results in the following:

r,
D

2

" Use strate.gy (a) if xo

-

1 <(I +x

2

-2x

cosO

)2

,(1)

where x= r21r,;

"*Use strategy (b) otherwise.
180a

4 - Broadcasting to three destinations.

150 -Fig.

S transmits using
are reached.
b) S transmits using
D2 are reached by this
these nodes must then
are:

120 -a)

~S2
a-

(degree)

o= 3

60 -

a=2

P1+P1 2

30 -alternatives

0
01

2

3

4

5

6

7

8

9

*D, transmits to D3:
o D2 transmits toD13:

12
10

r/r,

Fig. 3

We acknowledge that, in practical applications, the
locations of the nodes generally will not be knownTh
precisely. Also, the propagation characteristics are often
difficult to characterize. Nevertheless, heuristics such as
the one described here, which can depend on estimates of
these quantities, are expected to provide insight into the
development of good (although suboptimal) broadcast
trees.

Ps,: Destinations D, and
transmission. One of
transmit to D,. The two

total power = P12 + P11
total power = P11+P 2 1

c) S transmits using Ps,: Only D, is reached
by this transmission. D, must then form a tree to
nodes D2 and D,. The three alternatives are:

Transmission strategies for minimum-energy
broadcasting to two destinations (r2 Žt r,).
-

This result is shown graphically in Fig. 3. For example,
in the region above the curve (for each particular value
of ac) it is best to use strategy (a). It is of special interest
to note that for cx Ž! 3 (which is characteristic of many
realistic environments) the boundary separating these
regions is quite steep; therefore a simple heuristic that
uses strategy (a) whenever 6 Ž! 900 and strategy (b)
otherwise should be expected to provide nearly optimal
performance. Thus, the incentive to use the shortest
available links increases as cx increases.

PS3: All three destinations

9 D, transmits with enough power to reach D, & D,:
total power = Ps, + max (P,,,P,}..1
* D, transmits to D2, which transmits to D,:
total power = Ps, + P12 + P2 3
o D I transmits to D3, which transmits to D2:
total power = Ps, + P, + P32.
As in the case of two destinations, the strategy that
minimizes total power is chosen.
A Recursive Formulation
nubro
aleatv staegsicess
Tailyahe number alenaiestrnateiens
of
increases.
etntosicess
h
ubro
rpdya
However, the effects of complexity can be mitigated
somewhat by means of a recursive formulation. For
example, let us consider alternative (c) in Section 5.2. If
the source transmits using power Ps1, it effectively
5.3
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delegates to D1 the responsibility of reaching D2 and D3.
This is simply the problem of broadcasting to two
destinations, which is precisely the problem solved in
Section 5.1. One can thus remap the origin to the
location of D1, and use the already obtained solution to
the problem of broadcasting to two destinations in the
evaluation of strategies for the three-destination
example. In general, the solution for ND destinations can
be expressed in terms of the solutions for various subsets
of the solutions for a smaller number of destinations,
Unfortunately, the complexity of this formulation is
high, making it impractical except for small networks,
One way to roughly estimate complexity is to evaluate
the number of times that the solution for the twodestination problem is called during the course of the
algorithm. For the case of four destinations, it is called
three times, which is certainly easy to handle. However,
the number of calls to this subproblem increases rapidly

source to it, and provided that a transceiver is available
(i.e., not already supporting another session) at each
node along the path. There are two basic aspects to the
admission-control problem, i.e., whether or not to
establish a multicast session for a particular multicast
request, and (assuming a session is, in fact, established)
which of the desired destinations to include in the
multicast tree. Most of the results presented in this paper
are based on the use of the "admit-all" admission-control
policy; under which all multicast requests are accepted as
long as one or more of the intended destinations can be
reached; furthermore, under such schemes paths are
established to all reachable destinations (i.e., the
potential energy savings from dropping a subset of the
destination nodes is not an option). In some cases,
however, we do consider admission-control policies in
which costly destinations are not included in the tree.

as N, increases; e.g., for N, = 10, more than 51,000 calls

6.2

are needed, and for N, = 13 more than 14 million calls
are needed. Nevertheless, this approach may serve as the
basis for a suboptimal heuristic that provides less than an
exhaustive search of all possible trees.
6

A MULTICASTING PROBLEM

We now address the problem of determining an
requstso
rwar
fuctio
(wichincrpoate
appropriate multicast
tree hata
for
each arriving
multicast call
request, so that a reward function (which incorporates
both throughput and energy efficiency) is maximized.
The establishment of a multicast tree requires the
specification of the transmitted power levels and the
commitment of the needed transceiver resources
throughout the duration of the multicast session. If there
is no tree that can reach any of the desired destinations
(because the needed resources are blocked), the call is
rejected. If there are trees that can reach only a portion
of the destination set, they are considered. In some cases
(depending on the admission-control policy), where one
or more of the intended destinations is costly to reach,
the "best" multicast tree may include only a subset of the
reachable destinations,
In a wired network, the determination

of the

minimum-cost multicast tree is equivalent to the Steiner
tree problem, which is NP-complete. By contrast, the
MST problem (in wired networks) is polynomial in
complexity. It would be of great interest to formulate
and develop heuristics
for the Steiner tree problem in a
6
node-based context.
6.1

Admission. Control Policies

Recall that the establishment of a multicast session
requires the allocation of a transceiver at every node
participating in the session (source, relays, and
destinations) throughout the duration of the session. A
destination can be reached if there exists a path from the
6 Although [14] addressed the multicasting problem with a
goal toward reaching efficient and near-minimum-cost
algorithms for wireless networks, their approach was linkbased, rather than node-based, and hence does not take into
consideration the wireless multicast advantage,

Performance Metrics

We define:
= # of intended destinations by ith multicast arrival.
mi= # of destinations reached by ith multicast session.
di= duration of ith multicast session (assumed to be
exponentially distributed with mean = 1).
p•= sum of the transmitter powers used by all nodes in

ith multicast session.
Ei = total energy used by ith multicast session = pi di.
v, = multicast value of ith multicast session.
Since the quantity of information delivered is
proportional to the duration of a session and to the
number of destinations reached, we define the multicast
value of session i to be:
(2)
vi = mi di.
A variety of performance measures can be defined for
the multicasting problem, including the following.
Average (per call) multicast value per unit

energy
The average (per call) multicast value per unit
energy V, observed over an interval with X multicast
requests, is7

VE =

I

E), = 1

((3)

We observed in [15] that use of this metric alone tends to
favor the hoarding of energy because this metric can
often be maximized by transmitting to only those
destinations that can be reached with very little energy
consumption. Thus, only a small fraction of the desired
destinations would typically be reached in multihop
7 Totally unsuccessful multicast arrivals, in which no
destinations are reached, do not contribute to either throughput
or energy expenditure.
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networks when this metric is used as the basis for an
admission-control policy,

which is based on the use of local (i.e., per multicast
request and/or link- or node-based) cost metrics.

Multicast efficiency

6.3.1 Link-Based Costs

Also of interest is the multicast efficiency of the ith
multicast session, which can be defined as the fraction of
desired destinations of the ith multicast service request
that are actually reached. Then, the overall multicast
efficiency can be defined as:

Consider link ij, which is established between nodes
i andj. We define

e=

.

i•=1 nMi)to

(4)

This metric is maximized when all possible destinations
are reached, without regard to the energy required to do
so.

DU = cost associated with link ij.
In this paper we define the cost of a link as the power
level needed to support it, provided that at least one
is available at both nodes.8 If Sx"transceiver
either node has
no available transceiver (i.e., all are already committed
currently active sessions), the cost of the link is
If the power required to support the link
infinite.
between nodes i andj is P,
j
D,' =

The "Yardstick" metric

•

if there is at least one transceiver
available at nodes i andj
otherwise

(8)

To take into consideration both of the criteria
The total cost of the tree can be defined (especially in
discussed above, namely reaching many destinations per
wired networks) as the sum of the costs of all links in the
unit energy and reaching a large fraction of the number
tree.
of desired destinations, we define a local yardstick
The total cost to implement the multicast tree can be
measure of multicast performance to be:Thtoacotoimlentemuiastreanb
less than the sum of the link costs,
however.: It is
sufficient for a node to transmit only once to reach all of
n
m!.
i
(5)
its neighbors. The wireless multicast advantage applies
pi
Y
ni
here, since the total power required to reach several
neighbors is the maximum power to reach any of them
individually. However, the tree is selected without the
value
of
this
Y
is
the
average
Our global yardstick
ability to exploit the wireless multicast advantage in the
quantity over the observation interval:
choice of transmitting nodes.
Y= "

.y=
• 1 = X~kpi

ni

(6)

This metric is the primary performance metric we use to
In
evaluate multicasting algorithms in this paper.
addition, we also consider the fraction of blocked calls as
another metric,
Blocking Probability
We define k, to be the number of multicast sessions
that are completely blocked during an interval with X
multicast requests, either because the resources are not
available to reach any destinations or because the
admission-control policy decides that it is not cost
effective to form paths to any destinations. The blocking
probability is defined as
PB = k-x
X
6.3

(7)

of finding the multicast tree

Since (under our assumptions of omnidirectional
antennas and no interference) a node's transmission can
be received by all of its neighbors, it would be best to
design a tree that exploits the wireless multicast
advantage. Tree formation would consist of a choice of
transmitting nodes and their transmitting powers. The
total cost of the tree is then the sum of the powers of all
transmitting nodes. A minimum-cost tree is then one
that reaches all reachable nodes. with minimum total
power. We know of no scalable algorithms for the
minimum-cost broadcast tree problem, and certainly not
for the presumably more difficult problem of minimumcost multicasting.
7

ALTERNATIVE ALGORITHMS

In this section we discuss several of the multicasting
algorithms we have studied; full descriptions are
available in [17]. In this paper we define the notion of
the cost associated with the support of a multicast tree to

"Local" Cost Metrics
The problem

6.3.2 Node-Based Costs

that

maximizes the local yardstick for each new multicast
request is highly complex, and not feasible, except for
small examples. Therefore, we have found it necessary
to take the approach of minimizing a cost function that is
related to the ultimate objective, but only indirectly, and

8 In [16] we discuss link cost functions that incorporate
congestion. In this paper, however, we focus on the use of
power (rather than congestion) as the cost metric to facilitate
the comparison of several distinct algorithms without having to
address subtle issues relating to the definition of alternative
cost functions.
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be the power required to reach all destination nodes;
thus, it is the sum of the powers at all transmitting nodes.
This is a metric that is used as the basis of some of our
algorithms. However, performance is always judged by
the "yardstick" metric, the multicast efficiency, and the
blocking probability,

circuit-switched wired applications it is difficult to
define a link cost because energy is not of concern and
because delay is not an appropriate metric (as it would be
in packet-switched applications) since resources are
reserved in circuit-switched applications. Summarizing
the above, we have:

Each transmission by a node is characterized by its
transmitter power level, as well as a designation of which
(possibly several) of the nodes receiving this
transmission are to forward it toward which of the
ultimate destination nodes. In all cases, we use greedy
algorithms, which attempt to optimize performance on a
"local" (call-by-call) basis. Such greedy algorithms do
not necessarily result in "global" (long-term average)
optimal performance, even if they maximize a
performance metric (e.g, the local yardstick yi) or
minimize, the energy associated with each arriving
session.

Algorithm 1) Least-Unicast-Cost Multicast
A minimum-cost path to each reachable destination
is established.
The multicast tree consists of the
superposition of the unicast paths. Paths to all reachable
destinations are established, regardless of the cost
required to do so. This algorithm is scalable.

D1

s

When the number of transceivers at each node (K) is
finite, it may not be possible to establish minimumenergy trees (even on a local basis) because of the lack
of resources (transceivers) at one or more nodes. In this
case, the greedy algorithms discussed here are applied to
the subset of nodes that have non-zero residual
capacity.9
7.1

D2
(a) best unicast paths

A Unicast-Based Multicast Algorithm

A straightforward approach is the use of multicast
trees that consist of the superposition of the best unicast
paths to each individual destination (see e.g., [18]). It is
assumed that an underlying unicast algorithm (such as
the Bellman-Ford or Dijkstra algorithm) provides
"minimum-distance" paths from each node to every
destination. However, the minimization of unicast costs
does not necessarily minimize the cost of the multicast

S
0
(b) best multicast tree
Fig. 5--Unicast-based vs multicast-based trees.

tree, as illustrated in Fig. 5, which shows a source and

two destinations. Figure 5a shows the best unicast paths
that reach the two destinations, and Fig. 5b shows the
best multicast tree. The use of the best unicast paths fails
to discover the path that reaches a neighbor of both
destinations over a common path, thereby resulting in
lower overall cost. Also, the use of the best unicast paths
fails to incorporate the "multicast advantage," which was
discussed in Section 2. Therefore, the trees obtained
based on unicast information are not expected to provide
optimal multicast performance. Nevertheless, they do
perform reasonably well, and with considerably reduced
complexity as compared to the calculation of truly
optimal multicast trees.
It is significant to note that, although algorithms
based on minimum-distance paths are normally used for
packet-switched applications, we are using this approach
here for session-oriented traffic. We feel that it is
appropriate to do so in wireless applications because a
cost (involving power and possibly congestion) can be
defined for each link in the network. By contrast, in
9 The residual capacity at nodej is the number of transceivers
at node j that are not currently supporting traffic, and hence are
available to support new sessions.

7.2

Algorithms Based on Pruning MSTs

One approach we have taken in the development of
heuristics for multicasting is the pruning of broadcast
spanning trees.
To obtain the multicast tree, the
broadcast tree is pruned by eliminating all transmissions
that are not needed to reach the members of the multicast
group.
We noted earlier that, for the case of wired
networks, the determination of minimum-cost broadcast
(spanning) trees is considerably easier than the
determination of minimum-cost multicast trees.
Nevertheless, the determination of minimum-cost
broadcast trees for wireless networks remains a difficult
problem for which no scalable solutions appear to be
available at this time. In small network examples we
have determined minimum-energy spanning trees by
using the recursive technique of Section 5.3; in moderate
to large networks it is necessary to use heuristics. In this
subsection we discuss the main features of three
algorithms that are based on the technique of pruning.
Further details are provided in [17].
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Algorithm 2) Pruned Link-Based MST

repeated until all nodes are covered.
provided in (17].

Multicast
This algorithm is based on the use of the standard
MST formulation in which a link cost is associated with
each pair of nodes (i.e., the power to sustain the link);
thus the "wireless multicast advantage" is ignored in the
construction of the MST. Since the MST problem is of
polynomial complexity, it is scalable. To obtain the
multicast tree, the MST is pruned by eliminating all
transmissions that are not needed to reach the members
of the multicast group. Once the MST is constructed in
this manner, the evaluation of its cost (i.e., the total
power needed to sustain the broadcast tree) does take
into consideration the wireless multicast advantage,

Full details are

The motivation behind this algorithm is that it is
beneficial to reach many nodes per unit of transmitted
power. This is similar, in principle, to the Yardstick
performance metric. Although it is easy to construct
examples in which this algorithm does not provide
optimal performance, it performs reasonably well and
converges rapidly.
7.3

Additional Algorithms with High
Complexity

The following algorithms require an exhaustive
search, and are thus not scalable. Nevertheless, they

Algorithm 3) Pruned Node-Based MST
Multicast

provide a useful benchmark that permits us to evaluate
the performance of the other algorithms.

This algorithm requires the determination of the
minimum-energy spanning tree that is rooted at the
Source node. Unlike Algorithm 2, the wireless multicast
advantage is taken into consideration in the
determination of the power needed to sustain the tree.
An exhaustive search is needed to determine the
minimum-spanning tree. Thus, this method is not
scalable. Once the MST has been determined in this
manner, it is pruned as in Algorithm 2.

Algorithm 5) Least-Multicast-Cost Multicast

Algorithm 4) Pruned Node-Based Spanning
Tree Multicast
A heuristic is used to determine a suboptimal
spanning tree, i.e., a spanning tree with low (but, in
general, not minimum) power.1° Once the spanning tree
has been determined in this manner, it is pruned as in
Algorithm 2.

As in Algorithm 1, paths to all reachable
destinations are established, regardless of the cost
required to do so. An exhaustive search of all multicast
trees that reach all reachable destinations is performed.
The tree with the lowest cost is chosen.
Algorithm 6) Local-Maximum-Yardstick
Multicast
The yardstick function Yj is computed for each
arriving multicast request i. Multicast trees are formed
to all subsets of intended destinations. The tree that
results in the maximum value of yj is chosen. This tree
does not necessarily include all reachable destinations.
8

PERFORMANCE RESULTS

Construction of the spanning tree begins at the
Source node. Its transmission power is chosen to
maximize the following metric:

We have simulated the performance of the six
algorithms for the 8-node network shown in Fig. 6. The
connectivities shown are based on a maximum permitted

Number of "new" destinations reached
Total power required to reach them

transmitter power value of p,... = 10 and ca = 2, which
result in a maximum communication range of 3.16
(where the overall dimensions of the region are 5 by 5).
The transmitter power actually used (r2) depends on the
distance (r) to the farthest neighbor to which a node is
transmitting. The same connectivities apply to the case
ofp,.... = 100 and (x = 4, in which case the power actually
used is r 4.

n
p

(9)

We refer to this as the n/p metric. In some cases, based
on this metric the Source will transmit with only enough
power to reach its nearest neighbor; in some cases, this
metric will be maximized by transmitting at sufficient
power to reach several destinations,
At the next stage, each of the nodes that has been
"covered" (i.e., the Source node plus all nodes within its
communication range based on the calculation in the first
stage) evaluates the n/p metric for all possible sets of
neighbors (however, in computing this metric, only
"new" nodes, i.e., nodes not previously covered, are
included in the number of destinations). Note that it is
possible to increase the transmission power that was
assigned to a node in an earlier stage. This procedure is

10 In small examples, this heuristic typically provides a lowerenergy broadcast tree than that produced by the link-based
method of Algorithm 2, but does not provide the true minimum
that can be obtained by means of the recursive scheme.

In our simulations, multicast requests arrive
randomly; interarrival times are exponentially distributed
with rate X. Service durations are exponentially
distributed with mean I (i.e., ji = 1). The multicast
group, which must have at least two nodes (the source
plus at least one destination) is chosen randomly at each
arrival instant as follows. In a network with N nodes,
one of the 2N - N - 1 subsets with at least two members
is chosen with probability ( 2N - N - 1y'. Then, a
uniform distribution is used to choose one of the
members of the multicast group to be the source. Each
simulation run consists of X = 1,000 multicast session
requests. We have run our simulations for numerous
values of arrival rate X.
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other hand, the fact that simple algorithms can provide
relatively good performance and the relatively small

5.
,2
4-

differences in performance among Algorithms 1 through
4 indicates a high degree of robustness in that a variety
of well-motivated algorithms can provide similar, and
possibly acceptable performance.
Figure 8 shows the multicast efficiency e as a
function of X. At low to moderate traffic levels, there is

4

3_
8

2_

1

7

0

little difference in performance among Algorithms 1 - 5;
however, Algorithm 6 provides considerably lower
values of e. The low multicast efficiency provided by
Algorithm 6 results from the fact that it, unlike the other

5

S'

3

algorithms, does not provide paths to costly destinations.

4

Thus, as expected, there is a trade-off between the
conflicting goals of providing high values of Y and high
values of e.

Fig. 6 - An example 8-node network
(p,,,,= 10, ( = 2; or p,,,,,= 100, a =4).
For all six algorithms, Fig. 7 shows the global

1

yardstick metric Y as a function of arrival rate k for the

A\o 5: Lest mnubicast cost

case of T = 4 transceivers at each node. The ordering of

0.8

Also 3: Pruned node-based MST

the algorithms in the legend of the figure is based on
their relative performance (at low to moderate traffic

0.

Abc 4: Pluned no basssd Sl
Algo 1: Least unicast cost
Algo2:Prunedlink-basedMST
Algo 6: Maximum yardstick

loads); e.g., the best performance is provided by
Algorithm 6 and the worst by Algorithm 2. It is not
surprising that the best performance is obtained by

E
W

maximize the local yardstick. The next best performance
is obtained by Algorithm 5, which (like Algorithm 6) is
based on an exhaustive search of all possible multicast
trees. Thus, the two most highly complex algorithms

provide the best performance.
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Fig. 8--Efficiency e vs?,forT=4, (x =2.
Figure 9 shows the blocking probability PB (the
probability that none of the destinations are reached) as a
function of X. Algorithm 6 (uppermost in the legend,

Algo 6: Maximum yardstick

and at the bottom of the PB curves) provides the best

Aigo 5: Least mu~ticast cost
Algo 3: Pruned node-based MST

performance based on this metric. This behavior can be
explained by the fact that since Algorithm 6 does not

Aigo 4: Prricnd nodm-ittd
A~

provide paths to costly destinations, fewer resources are
committed to support ongoing calls than with the other
algorithms (for a given traffic level X). Thus, more

Algo 1: Least unicast cost
Algo 2: Pruned link-based MST
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0.4

Although these two

algorithms are too complex for practical applications,
they are being studied because they can provide a
benchmark of the performance that is achievable through
appropriate choice of transmitter power levels and
multicast trees.
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resources tend to be available, and fewer calls are totally
blocked.
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Global yardstick Y vs X for T = 4, a = 2.
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Three of the four other algorithms are scalable. It is
interesting to compare the performance of Algorithm 6
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ased MST
3: Pr.e
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'-.:s
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with that of Algorithm 1 (the first algorithm we studied
and one of the simplest to implement). The fact that
Algorithm

6

provides

approximately

19%

better

yardstick performance than Algorithm 1 suggests that
improvement can, in fact, be obtained through the
exploitation of wireless networking properties, i.e., the
choice of transmitter powers and relay nodes. On the
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Figures 10 - 12 show Y, e, and PB for the same
network, but
e
ith cc = 4 and p = 100. Qualitatively,

generally much smaller communication ranges that can
be implemented by means of extensive relaying in the

the plots are similar to those for a = 2, in the sense that
Algorithm 6 provides the best performance on the basis
ebasis
o
rstperformanceo
Algofmrithm 6 providesan theb
of metrics Y and P 5 , and the worst performance based on

considerably denser 100-node network (since 100 nodes
are now located in the same region as eight nodes in our
earlier examples). The impact of these
=4 smaller ranges is
escilyaprnfothcsefc

e. However, the difference in performance between
Algorithm 6 and the others is much greater for a = 4. As
(x increases, the incentive to use the shortest possible
Also, as a increases, the cost of
links increases.
including distant destinations in the tree increases
rapidly. Thus, there is an incentive to exclude such

especially apparent for the case of a = 4.
0.8

0.6

costly destinations from the multicast tree, which is an

6: Maximum yardstick
Ao3.4e/d-ased MST

option only for Algorithm 6, but not for the other
algorithms we have evaluated thus far. Based on these

observations, our future studies will develop algorithms
that do not necessarily use the admit-all admission-
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A Larger Network Example: 100-node
Network

We have also applied three of the scalable
algorithms (1, 2, and 4) to a network consisting of 100
nodes. Like the eight-node network of Fig. 6, all nodes
a square region of dimensions 5
are located randomly in
by 5. Figures 13 and 14 show the global yardstick Y for
Our first
the cases of a• = 2 and 4, respectively.
considerably
are
values
yardstick
the
that
is
observation
higher for the 100-node network than for the eight-node
network. The higher yardstick values result from the
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based on the pruning of spanning trees (Algorithms 2
and 4) provide better performance than the unicast-based
algorithm, especially at low levels of offered load.
Algorithm 4 provides the best yardstick performance
over the entire throughput range, while Algorithm 1
provides the worst.
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For the case of a = 2, the two algorithms that are
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Fig. 13 -- Global yardstick Yvs XLfor
100-node network.

is
For the case of a•= 4, the best performance
link-based

provided

by

Algorithm

2

(the

pruned

spanning tree), while the performance of Algorithms 1
and 4 are virtually indistinguishable in the curves. We
suspect that the relatively poor performance of
Algorithm 4 may be a result of the implementation of
Eq. (9), which can result in long communication ranges

when their use results in reaching many destinations
of
to the construction
be helpful
may not
(many of which
of using long
The "penalty"
tree).
multicast
the eventual

communication ranges is especially severe for large
values of a. Further study is needed to provide a better
understanding of the performance of the algorithms, and
in particular the effects of pruning spanning trees.
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M. H. Ammar, G. C. Polyzos, and S. K. Tripathi,

eds. "Special Issue on Network Support for
Multipoint Communication," IEEE Journal on
Selected Areas in Communications, 15-3, April

1997.
([5] L. Zhang, S. Deering, D. Estrin, S. Shenker, and D.
Zappala, "RSVP: A New Resource ReSerVation
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Protocol," IEEE Network Magazine, pp. 8-18,
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Proceedings First Annual ATIRP Conference, pp.
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[8]
In this paper, we have addressed some of the

network architectures.

However, further study of our algorithms is needed,
including the study of additional (and larger) networks.
Additionally, further research is needed to develop
scalable algorithms that can achieve nearly optimal
performance. On the other hand, we have demonstrated
that reasonably good performance can be obtained by
using simple, scalable heuristics. Ultimately, we plan to
incorporate node mobility, as well as interference
considerations that are associated with finite bandwidth.
Additionally, we plan to address the impact of signal
processing considerations on network operation, and to
develop network control schemes that jointly address
networking and signal processing issues.
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Extending the Littoral Battlespace (ELB): Advanced Concept Technology
Demonstration (ACTD)
(June 1999)

Edwin L. Althouse
Naval Research Laboratory
Code 5520
Washington, DC 20375-5337
Summary: This paper discusses the communications
networking technology used to support a major U.S.
Department of Defense Advanced Concept Technology
Demonstration during April 1999 in support of modem
concepts of littoral operations and operational maneuver
from the sea. Commercial wireless communication
products were modified to support extension of the Navy
shipboard data networks to inland, non-mechanized
troops and to mobile command posts. Demonstrated
computer applications included IVOX "voice-over-data,"
Cu-See-Me (for multi-window laptop conferencing),
video teleconferencing to large sites, fire-support
software, command-control software, and governmentdeveloped, wearable-computer software called InCONTm
to display the common tactical picture down to the
lowest echelons
Background: The United States Navy and Marine
Corps have embarked on an ambitious effort to integrate
mature and emerging technologies to aid in the
exploration of a new operational concept. This concept
is contained in the well-publicized White Papers, "From
the Sea" and "Forward From the Sea." Through these
papers, the Navy and Marine Corps present a common
vision for a future in which naval forces would enable
the United States to project its influence wherever
national policy requires.
This vision places
unprecedented emphasis on littoral regions of the world,
requires more intimate cooperation between forces afloat
and forces ashore, introduces the concept of the Naval
Expeditionary Force, and provides the foundation for
"Operational Maneuver from the Sea."
The objective of the ELB ACTD is to demonstrate the
military utility of a revolutionary concept for joint
expeditionary warfare enabled by advanced technology
in the areas of remote sensing, communications,
command center operations, and "fires and targeting."
However, in accord with the Tactical Mobile
Communications emphasis associated with this IST
Symposium, this paper will discuss only the
communication aspect of this ACTD.
The ACTD
program objectives will be achieved through a series of
limited technical experiments leading up to two major
operational demonstrations. Phase I of the program
culminated in a major demonstration with operational

forces in April 1999. Phase II will build upon the results
and developments of Phase I to demonstrate an objective
system with more complete capabilities and improved
robustness in a major demonstration in mid-2001.
The ELB ACTD will attempt to demonstrate a
seamless command structure between afloat and ashore
units
and
shared
situational
awareness
and
understanding,
thus
allowing
peer-to-peer
communications and command by exception.
The
commander and* staff will attempt to achieve total
visibility of forces and their location and status through
the command center. As forces engage targets, they will
do so at great distances by targeting and calling for
artillery support originating from weapon and loiter
platforms at sea, on the ground, or in the air. Ground
forces will operate in widely dispersed formations and
will have the capability to mass fires rapidly and
accurately from decentralized locations. With a
communications infrastructure and fires-and-targeting
capability designed to support the smallest combat unit
deployed, a more flattened informational structure will
result, allowing increased flow of information and
greater optimization of resources. Sea-based CommandControl and Combat Operations Coordination precludes
the establishment of large cantonments ashore and
reduces the logistic footprint and vulnerabilities. Under
this new operational concept, force versatility is
increased under a variety of missions because their
effectiveness is so much greater. Enhanced operations
with coalition forces can be realized through equipping
of these forces to allow them to inter-operate with our
forces .and shore situation understanding. Units will
avoid direct firefights and rely upon remote weapons to
engage the enemy.
Survivability is increased by
employment of numerous small and stealthy teams and
because they present such a reduced target.
The objectives of the ELB project are synergistic with
Vice Admiral Arthur Cebrowski's vision of NetworkCentric Warfare (http://www.usni.org/Proceedings/
Articles98/PROcebrowski.htm) in which operational
advantage is achieved from the strong networking of a
well-informed but geographically dispersed force.

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",

held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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The communications infrastructure needed to support
the ELB concept requires the ability to support reliable
network connectivity at ranges that far exceed line-of
sight. One cannot rely on the existence of commercial
terrestrial communications infrastructure for these
operations. It may not exist in the area of operations or,
if it does, the adversary or adjacent country may be able
to selectively disable service. Low Earth Orbiting (LEO)
satellites can provide point-to-point voice, small paging
messages, and low-rate data. However, they are not well
suited to group voice sessions and cannot yet support
high-rate data communications and multicastlbroadcast
service. Like terrestrial commercial service, large-scale
usage of LEO commercial services by military forces
could result in denial of service by an unsympathetic
country who has control of the commercial services in
that area. Military satellite service is already heavily
congested among existing communication services and it
does not easily provide medium data-rate service to
Marines and dismounted soldiers in the context of the
littoral operations defined above,
Consequently, the ELB ACTD has embraced the
concept of employing a wireless network that reaches
from the Command-Control and Combat Operations
Center on Navy ships to forward-deployed Marines via
one or more airborne relays. The relay platforms chosen
for the demonstration were two Navy P-3s and two
commercial Crownair aircraft; however, for an
operational system other platforms including highaltitude UAVs will be considered. The objective was to
be able to support packetized data and voice
communications between the Combat Operations Center
and Marines and dismounted soldiers over separations of
about 300 miles without having to install massive
supporting terrestrial infrastructure. Depending on the
technology used to achieve the power-gain product
required to support communications over the link,
several airborne relays may be required to reach these
distances. The use of an airborne relay that could be
based on Navy ships (obviously not a P-3) could provide
a quickly deployable system in the future that meets the
operational needs in littoral engagements.
The desired qualities of the extended wireless
network are as follows:
a. Ability to support point-to-point, multicast, and
broadcast packet-switched communications
among large- and small-capacity users over
distances up to 300 miles.
b. Ability to support point-to-point and group
voice service across the entire extended battle
space.
c. Ability to include service to Marines and
dismounted soldiers with battery-powered radio
and computer at rates of at least 64 kbps.
d. Ability to include service to large users (ships,
mobile combat centers) at rates up to 1.5 Mbps.
e. Ability to automatically configure and
reconfigure the network topology
and

routing/switching databases as both users and
airborne platforms move.
A competitive Broad Agency Announcement (BAA)
was advertised by the Office of Naval Research in
January 1998 to attract bidders and proposals for
acquiring a prototype system. Because of the short
schedule on this project and the high risk associated with
the technology, a rapid down-select to four contractor
teams was made from the initial proposals, and a six
month competitive design process was used to pick the
winning contractor. The winning proposal by General
Dynamics was based on Lucent's WaveLAN products.
During the ensuing period of system architecture
definition and refinement, several other communications
media were added. These consisted of the Marconi
Aerospace Systems, Inc. VRC-99A network radio and
SHF and Ku-band SATCOM.
The VRC-99A was
originally included as an alternative or backup for the
WaveLAN devices, but later became the primary
communication backbone. The SATCOM service was
included to provide long-range network connectivity
among ships and transportable combat operation centers
during those periods when no communication relays
were airborne.
Communication Objective:
The communication
objective for this ACTD) was to provide the wireless
communication network that is required to meet the
operational goals defined above. It is synonymous with
providing the high-performance, information grid
described by Admiral Cebrowski's Network-Centric
Warfare doctrine. Although communication networks to
support this concept exist on land and large ships and
between ships and land via satellite links, a suitable
extension of this network into the tactical battlefield may
not exist without the prior establishment of substantial
terrestrial supporting infrastructure which is contrary to
the notion of "Operational Maneuver from the Sea."
Under this concept, troop insertion to great penetration is
intended to be achieved with minimal pre-planted
infrastructure and executed with speed and efficiency.
The success of this type of operation depends on
continuous and reliable information exchange in both
directions at all times among all elements of commandcontrol, logistics and re-supply, combat operations,
sensing and targeting. Information will have to flow
between Naval ships and dismounted soldiers and
marines over distances of 300 miles or more. Satellite
links can be used for transportable field-operation centers
but they do not accommodate highly mobile operations,
particularly at the lower echelons. Needed here is a
highly dynamic, multiply-connected wireless network
that supports mobility of the forces as well as the
mobility of the relay platforms and the changes in
network topology that this mobility introduces. The
organization and reorganization of the wireless network
topology should be automatic and without human
intervention. It should support roaming in the sense that
any node should be able to connect to the network at any
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available access point and then re-affiliate at any time to
any other access point as required by the mobility of
either the field unit or the elements of the network
(platforms containing routers or switches).
The network must be capable of supporting numerous
computer applications such as e-mail, file and image
transfer, web browsing, interactive white-board, and
collaborative voice. Video Teleconferencing is also
desired among major platforms. The basic service is
anticipated to be provided by connectionless datagrams.
Where needed, reliable link- and end-to-end-services will
be achieved by protocol overlays. Desired data rates
were estimated to be 1.5 Mbps between major platforms
and 64 kbps to the dismounted warrior. Between major
platforms the network connectivity was expected to
provide service similar to what would be achieved by
common attachment to a LAN.
ELB Communication Systems: As discussed in the
Background section, the winning industry proposal for
providing the supporting technology for this ACTD was
based on the use of Lucent's WaveLAN wireless LAN
products. However, as the system engineering for this
ACTD evolved, two other communication technologies
were admitted to the overall architecture.
These
additional systems were the Marconi Aerospace VRC99A radio and small aperture, Ku-band SATCOM. Each
of these three systems will be discussed in detail below,
SATCOM was added to the architecture to enable
communications to large sites (trucks and ships) during
those periods when there could be no airborne relay. The
VRC-99A radio was added as a risk-mitigating
alternative to WaveLAN; its major disadvantage is that
its size and weight preclude use as a manpack radio.
WaveLan/IEEE. The latest WaveLAN product, known
as
WaveLAN/IEEE
(http://www.wavelan.com/),
provides a wireless network interface to any computer
via an ISA card or a PCMCIA card, the latter being of
primary interest for this ACTD. WaveLAN/IEEE cards
have a pair of antennas embedded directly into the card
and have a miniature connector to allow substitution of
Bia
N

external main (transmit/receive) and auxiliary (receive
only) antennas.
For each incoming message,
WaveLAN/IEEE selects the antenna on which to receive
data based on how well the 802.11 physical layer
preamble is received. WaveLAN also uses this preamble
to adapt its channel-matched filters for multipath
mitigation. WaveLAN/IEEE operates in the unlicensed
Instrumentation, Scientific, and Medical (ISM) band in
the vicinity of 2.4 GHz. The normal transmit power for a
WaveLAN transmitter is about 32 mW and FCC
regulations for the ISM band in the United States require
that the power applied to an antenna (with up to 6-dB
gain) not exceed 1 W. However, because of the
extended ranges required for this ACTD, additional
power was required. Lucent requested and obtained
approval from the FCC to apply up to 30W into an
antenna (with up to 20 dB gain) for operations associated
with this ACTD. To adapt WaveLAN to higher power, a
custom electronics component, as shown in figure 1, was
developed.
This adapter contained a very fast
transmit/receive (T/R) switch, a 30W power amplifier,
and a low-noise amplifier. The purpose of the low noise
amplifier was to attempt to increase the sensitivity of the
receiver to within a few dB of the thermal noise limit.
To accommodate this adapter, the factory antenna was
bypassed and the adapter was connected to the external
connector on the WaveLAN card. The final switch on
the adapter was added to support a single transmitting
antenna and dual receiving antennas to accommodate
WaveLAN's ability to support switched antenna
diversity. RF filters and limiters were also incorporated
to protect against overload from shipboard sources of cosite interference.
For the manpack terminal, the WaveLAN PCMCIA
card was enhanced with a switched 6-W power amplifier
and an integrated low-noise amplifier and RF filter. This
device weighed about 1 kg and preserved the ability to
switch between main and auxiliary antennas.
The channel access protocol for WaveLAN/IEEE is
Carrier Sense, Multiple Access with Collision Avoidance
(CSMA/CA) as specified by IEEE 802.11. Within a
single
channel,
all

participants

Wave-WaveLAN

R

Accs
Point

Tct
<Arta

e""

a

Rx
<Aenna

Figure 1. High-Power WavePOINT Assembly (HPWPA). Custom
WavePOINT adapter to support higher output power and higher reception
sensitivity.

share the channel by the
CSMA
time-sharing
process.
Only
one
transmitter is intentionally
active
at
any
time;
otherwise, a collision will
occur
and require
a
Multiple
retransmission.
computers can exchange
data in a wireless local area
network by employing a
WaveLAN interface card at
each computer. Using the
IEEE 802.11 CSMA/CA
protocol, the exchange is

6-4

very analogous to a wireless Ethernet. A transmission by
any one unit is expected to be heard by all other units.
This supports both collision avoidance and broadcast.
However, a problem occurs when one node moves out of
communication of one or more of the remaining nodes in
the network. In this case both the broadcast and collision
avoidance properties fail to be satisfied across the entire
LAN. It is possible to configure a WaveLAN unit with
special software that will allow it to provide an intranet
relay function; however, this service has to be manually
configured and it does not lend itself well to the mobility
that will occur in military operations. A solution to this
"hidden terminal" problem, when there is a common
point of connectivity, is to use a WaveLAN access point
operating under the Request-To-Send/Clear-to-Send
(RTS/CTS) protocol. Here the CSMA/CA protocol is
still invoked to control the RTS transmissions, and in the
presence of hidden terminals, occasional RTS collisions
are possible. The RTS/CTS protocol was used for the
ELB ACTD.
The current WaveLAN card supports two data rates: I
Mbps and 2 Mbps. Future upgrades are expected to
support higher rates of 5.5 and 11 Mbps.
Each
WaveLAN link senses existing error statistics and adjusts
its data rate to one of the available rates. All signaling is
done at the 1 Mbps rate so that headers can be read
without dependence on data rate. For communications
from a manpack WaveLAN configuration to an airborne
relay WaveLAN configuration, the minimum data rate is
extremely high for supporting long range up-links. We
will show later that power (battery, linear power
amplifier quiescent power consumption) and gain
limitations limit the length of the up-link to about 32 to
48 km (with very high demand on the battery pack). The
sensitivity of the WaveLAN/IEEE receiver at 1 Mbps is 93 dBm for an average bit-error-rate of 10-5 or better.
WaveLAN provides a reliable link-level protocol
when it senses that a reliable Transport protocol, such as
TCP, is active. In this case each transmission is followed
by an acknowledgement in the reverse direction. When
an unreliable Transport protocol is used, as is common
for multicast service, no acknowledgements are sent at
the link level. End-to-end reliability can still be achieved
by a higher layer protocol, independent of WaveLAN
protocols.
A problem was anticipated with the
acknowledgement time out. The hardware counter used
to track the time out normally expects a maximum delay
comparable to a propagation range of about 6 to 7 kin,
which is far short of the propagation range required for
this ACTD. Lucent was able to make a modification to
the timer to support ranges up to 132.9 km.
Access Points. A WaveLAN access point is normally
used to provide connectivity between a wired or fiber
network and one or more WaveLAN wireless interface
units. A standard WaveLAN access point, called a
WavePOINT, provides two wireless WaveLAN
interfaces and an Ethernet interface.
The Ethernet

interface can be connected to a wide-area network via a
router. When a WavePOINT is used with two wireless
interfaces, each interface is usually operated in a
maximally separated RF band, and the antennas are
separated to achieve as much isolation as possible.
Ordinarily the Ethernet interface is used to interconnect
multiple access points. However, one of the wireless
interfaces can be used on each access point to provide
wireless network connectivity among multiple access
points. The ELB ACTD uses this mode, with a
supporting beta software release from Lucent (WDS
backbone beta-test software version 3.30), to support
point-to-point WavePOINT interconnection on the
airborne relay host platforms.
Although it was introduced too late for the ACTD,
CellWave II, a third-party software product for Lucent's
products,
adds
point-to-multipoint
wireless
interconnection of WavePOINTs through the use of a
base station access point and multiple satellite access
points. With the CellWave system, an access point may
be a satellite to two base stations (one on each of its two
radios) or may be a satellite to a base station on one radio
and be a base station itself to its own group of satellites
via its second radio.
A third wireless backbone system, not yet released, is the
IEEE 802.11 Wireless Distribution system which will
allow a WavePOINT with two radios to support
simultaneously an Ethernet port, two cellular ports on the
same or different sub-bands, and five WavePOINT links
distributed arbitrarily between the two sub-bands.
End-to-end communications between computers
interfaced to WaveLAN and WavePOINT devices are
conducted by layer-two (link-layer) switching via the
Spanning-Tree protocol. Hence, WaveLAN "networks"
desire a flat network structure in which all attached
computers have the same subnet address (but different
host address). This has the advantage of simplicity and
eliminates the need to run high-overhead router-to-router
protocols like OSPF. However, it has the disadvantage
that it does not scale well with network size. Each time
a node attaches or detaches from the wireless LAN, the
spanning tree has to be re-run. This process may become
slow and unstable as the network size grows.
Roaming of a WaveLAN from one access point to
another is also supported if the network structure stays
flat (i.e., a single subnet). If a router is inserted
anywhere in the network, spanning trees and roaming
will not be supported by intrinsic WaveLAN functions
beyond the first router.
VRC-99A. The VRC-99A is a militarized radio offered
by Marconi Aerospace. It operates in the 1300 to 1500
MHz band (various options available), uses a spreadspectrum
waveform to provide antijam and lowprobability-of-intercept features, and provides U. S.
Military Type-i COMSEC. Error control is exercised
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via Cyclical Redundancy
Check (CRC), and
Viterbi/convolutional coding. Channel access can be
controlled by a variety of TDMA, FDMA, and CDMA
techniques. The present VRC-99A units occupy 16.4
cm3 and weighs 11.4 kg. The receiver sensitivity at 1.25
Mbps is -94 dBm. The standard transmitter is rated at 10
W but an optional 50W amplifier is available. RAKE
filtering is used to provide multipath mitigation up to 6
microseconds and Doppler correction exists up to 300
knots (570 km/hr). VRC-99A radios form a
communications network capable of transferring data
from host computers or groups of host computers
connected in a LAN to remote hosts or remote LANs.
The VRC-99A has an embedded IP gateway that
functions as a primitive router and provides interfaces to
Ethernet, RS-422 serial bus, and the wireless medium.
Normally, the Ethernet port is used to host one or more
computers. Separate IP addresses are required for each
of these ports and a unique subnet identifier is required
for the wireless network and the wired LAN attached to
each radio.
Hence, there is a very fundamental
difference between the networking scheme for this radio
and WaveLAN. The VRC-99A expects unique subnets at
each radio; whereas, WaveLAN expects a single subnet
everywhere. To enable the two systems to be connected
in a network via routers, the system engineers were
forced to create WaveLAN subnets. Consequently,
roaming of a WaveLAN radio from one subnet to
another was not supported in the demonstration.
Because of a security concern on a previous large
program that used the VRC-99A radios, the embedded
VRC-99A router was configured so that it did not
support the Address Resolution Protocol (ARP), which
converts IP addresses into Medium ACcess (MAC)
(hardware) addresses. Consequently, the ARP protocol
could not be run over the ACTD network. Instead, this
information was passed to the network nodes via IP
tunneling,
SATCOM.
SATCOM systems were employed in the
demonstration to provide communications to large nodes
when aircraft were not available. The technical objective
for this aspect of the demonstration was to show that it
was possible to provide high-rate data service to the
forces with relatively small antenna apertures. This is
quite feasible at Ku Band with antenna apertures in the
range of 1 to 2.5 meters diameter. From a naval
perspective, however, there is a complication with Kuband in that there is no satellite coverage in the deep
ocean areas; hence, ships do not normally carry Ku-band
antennas. On the other hand, there is usually good Kuband coverage in the littoral areas.
The strategy
employed for the ACTD was to use SHF SATCOM from
the ships to a central hub, which provided a gateway to a
Ku-band transponder on the TELSTAR 5 satellite. The
entire capacity of a single 27 MHz transponder was
purchased to support four simultaneous carriers at 2.048
Mbps. These carriers were used to support full duplex

service from the hub to two HMMWVs equipped with
1.2-meter parabolic antennas. The 1.2-meter antenna
had a gain of about 42 dB at 12 GHz. Less than 15 watts
was required to maintain an average BER better than 10-
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Communication Platforms:
P-3. Two Navy P-3 aircraft were instrumented with
WaveLAN and VRC-99A systems to provide a wireless
network that extended from the Navy ships to the depths
of the battlefield. Because of the small size, weight, and
power consumption associated with WaveLAN, it was
best suited to linking down to small terrestrial nodes such
as a Marine or dismounted soldier with a manpack radio
configuration. While WaveLAN was also capable of
supporting long range links between aircraft and between
aircraft and large terrestrial nodes such as mobile
command posts, there was reason to believe that the
VRC-99A, with its lower RF carrier and higher transmit
power, would be better.
A major engineering concern for the aircraft was the
antenna design. Link power budget calculations for
WaveLAN indicated that a total link gain of 15 dB was
required (assuming zero implementation loss) to support
a link range of 160 km with a 9 dB system margin at a
data rate of 1 Mbps. Increasing the data rate to 2 Mbps
would either remove 3 dB from the margin or require an
additional 3 dB of antenna gain to retain the same system
margin. For the case where the communication link
terminated at a dismounted soldier, the antenna gain at
the terrestrial end of the link would be very small.
Consequently, the design should attempt to place as
much gain on the aircraft antenna as possible. An
azimuthally-symmetric gain distribution is desired so
that antenna steering of multiple beams is not required on
the aircraft. Consequently, for long ranges a toroidal or
donut pattern, similar to that produced by a stacked
dipole, is desirable. However, because of the severe
schedule constraints imposed on this demonstration and
because of ACTD rules that forbid component
development, we were not able to custom-develop a
high-gain toroidal pattern antenna package for the P-3.
The best available "stick" antenna, with advertised 6-dB
gain, exhibited a 5 dB gain when mounted on the P-3.
This type of antenna was mounted on the roof of the
aircraft and also at two locations with 0.6 meter
separation on the belly of the aircraft just behind the
wings.
The multiple antennas were installed to
experimentally investigate the advantages of antenna
diversity and alternate positions. Unfortunately, the
lower two antennas were desensitized by electromagnetic
interference believed to be caused by hydraulic pumps
internal to the aircraft. Consequently, only the roofmounted antenna was useful for receiving. Because of
its low gain, a propagation range of 160 km could be
achieved only by using a antenna gain of 9 dB at the
terrestrial end of the link.
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For the situation where the aircraft was nearly
overhead of the participating terrestrial nodes, dual
Cushcraft model SQ2303P "squint" patch antennas were
used. One antenna was used to transmit while both
antennas were used for spatial diversity during reception.
These antennas were mounted on the belly of the P-3
approximately 6 meters behind the end of the wing.
Because of its vertical polarization, this antenna provides
no coverage directly below the aircraft but because of its
"squint" characteristic, it provides lobes with 3.5 dB gain
at elevation angles lower those covered by the stick
antenna. The stick antenna and the patch antenna were
connected to two different WaveLAN cards contained in
two different WavePO1hNT access points as shown in
figure 2.
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Separate subnet addresses were used for each router port;
hence, it was not possible in this architecture for a
WaveLAN to roam from the long-range to the shortrange area of coverage without assigning a new IP
address.
Crownair. Two commercial Crownair Partenavia P68C
aircraft were also instrumented with WaveLAN and
VRC-99A communications equipment. This style of
aircraft had an overhead wing and dual wing-mounted
propeller engines.
There were fewer restrictions
associated with antenna mounting on this aircraft.
Consequently, a 9-dB stacked dipole stick antenna was
mounted on the topside of the aircraft in the vicinity of
the wing. A 6-dB stick antenna was mounted on the
bottom side, approximately
2/3 the distance from the
front of the aircraft. The
blade antenna for the VRCwas mounted on the
bottom side below the
cockpit. Components were
interconnected as in the
same manner as for the P-3.
TIirk
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Figure 2. System Configuration for the P-3 and Crownair aircraft. S ant =
stick antenna; P ant = patch antenna, B ant = blade antenna.

The VRC-99A antenna consisted of a Trivec Avant
monopole "blade" antenna that provided approximately 3
dB of gain. This antenna was located on the belly of the
P-3 approximately 10 meters behind the nose of the
aircraft.
The interconnection of communication components
on the P-3 is shown in figure 2. The box identified as
HPWPA is the high-power WavePOINT assembly
previously discussed in figure 1. One HPWPA was used
with stick antennas for long-range communications and a
second HPWPA was used with the patch antennas for
shorter range communications. Ethernet hubs were used
as a convenient way to interconnect components and to
provide on-board access points for testing and to support
voice communications to the airborne system engineer.

HMMWV There were two
types
of
HI-INMWV
configurations.
Two
HMMWVs were equipped
by NRL with
6-W
WavePOJNT and 1.2-meter
parabolic antenna Ku-band
SATCOM systems; these
were
systems
"interconnected by a router.
The WavePOINT was used
to provide a wireless
to EUTs in the
vicinity of the HMMWV.
The remaining HMMWVs
W WaveLAN and 10-W

VRC-99A. In this case one
HPWPA was used with a 9 dB dipole antenna to support
communications to the aircraft or to a surrogate-aircraft
relay and a second HPWPA was used on a different
WaveLAN RF channel to support either a wireless
terrestrial LAN or longer range connection to another
HMMWV. The VRC-99A could also be used to connect
to aircraft or support a terrestrial connection to another
HMMWV.
Ships. WaveLAN and VRC-99 antennas were installed
on the ship mast yard-arms on the USS Coronado
(AGFl1), USS Bonhomme Richard (LHD6), and the
USS John Paul Jones (DDG53). The WaveLAN stick
antenna, low-noise-amplifier, and T/R switch were also
located on the yard arm; the power amplifier was located
below deck. All transmit/receiver electronics for the
VRC-99A were located below deck.
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End-User Terminal (EUT). The computing, display, and
communication system used by the individual Marine
was called the EUT. This equipment was built into a
body harness containing a GPS receiver and a Toshiba
model 1OOCT Libretto Laptop computer with a
WaveLAN interface that was modified to support dual
shoulder-mounted stub antennas with a 6-W external
power amplifier. By positioning one antenna vertically
and the other horizontally, reception was relatively
insensitive to body position. The Libretto had a 166
MHz MMIX processor, 64 MB of RAM, and supported
two Type-II PCMCIA card slots. Non-rechargeable
lithium and standard SINCGARS batteries were used for
power.

system margin.
The calculation assumes zero
implementation loss and neglects any performance
improvement provided by the added low-noise amplifier.
The antenna gain parameter is the product of the gains at
both ends of the link. The system margin is a design
safety factor to allow for additional loss mechanisms
The link will be
such as uncompensated fading.
unreliable at zero margin and will become increasingly
more reliable as more system margin is realized. If one
considers a system margin of 3 dB to be an absolute
minimum for consideration, then the maximum ranges
are shown in Table 1.

User Applications.
Applications supported for this ACTD included
networked voice via an application called IVOX; the
calculated
Common Tactical Picture displayed via InCONTM
Considerations:
The
Propagation
propagation range is shown in figure 3 for both the
software;
CU-See-ME
for tactical
distributed
collaboration; video teleconferencing and whiteWaveLAN and VRC-99 systems as a function of power
(delivered to the antenna terminals), antenna gain, and
boarding; Advanced Combat System (ACS) for
generating
the
Common
1000
.Tactical
Picture
and
:_EH.supporting
planning, analysis,
"T-:
and response execution; and
Land-Attack Warfare System
(LAWS) for coordinating fire
support. CU-See-ME is a
well-known
commercial
E
.software
package that allows
RC,lOdB 50
video teleconferencing via
desktop and laptop computers
C
-CU
VR"..........and
a reflector. Information
VF
L,12dB,30
_
Vý : ,
', t
on CU-See-ME can be found
at
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ahttp://www.trey.com/cuseeme
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Figure 3. Calculated range for WaveLAN and VRC-99 systems as a function
of power, antenna gain and system margin. The data rate was 1.0 Mbps for
WaveLAN and 1.25 Mbps for the VRC-99
System

Power
(Watts)

Gain Product
(dB)

Range (km)

WaveLAN
WaveLAN
WaveLAN
WaveLAN
VRC-99A
VRC-99A

6
6
30
30
10
50

6
12
6
12
10
10

48
96
107
214
188
420

Table 1. Calculated range for WaveLAN and VRC99A at 3 dB system margin,

16

/. Information on InCON can
be
obtained
at
http://www.systech/sri.com.
Interactive VOice eXchange
(IVOX)
is
a
tactical,
networked,
voice-over-IP
application
that
was
developed at the Naval
Research Laboratory (NRL)
(ftp://manimac.itd.nrl.navy.m
il/Pub/ivox/). It was used in
this project to provide a voice

capability over WaveLAN networks that would
otherwise be data only. IVOX provides selectable
vocoding rates of 600, 800, 1200, 2400, 13,000 and
32,000 bps and provides a dynamic, self-optimizing
buffering scheme that automatically adjusts for end-toend network delays. IVOX supports multiple calls
simultaneously, including point-to-point and group or
conference calls. Group calls can be supported by
multicast, multiple unicasts, or a combination of both.
IVOX also contains an interface to the RSVP signaling
protocol that can be used to request flow-based qualityof-service reservations for packet-switched networks
with RSVP-enabled routers.
Although IVOX was
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initially selected for supporting WaveLAN-to-WaveLAN
voice, a gateway is presently in development to support
ACS and
WaveLAN-to-telephone communications.
LAWS are US military software used for commandcontrol and combat direction and will not be discussed in
this paper.
Security: The original intent for the ACTD was to
include communication security in the demonstration.
The system design included the use of Network
Encryption System (NES) encrypters at command posts.
Native WaveLAN encryption was intended to be used to
cover sensitive-but-unclassified
traffic to nonmechanized forces. At the time of initial planning,
WaveLAN/IEEE was not available and the older
WaveLAN units included Data Encryption Standard
(DES) encryption, which is approved for sensitive-butunclassified U.S. military use. When WaveLAN/IEEE
products were released, no encryption was available for
the initial products that were purchased for the ACTD.
In addition, Lucent decided to support an IEEE security
standard of RSA RC4 for WaveLAN/IEEE. (This is an
example of a potential difficulty of using commercial
products for military use: the commercial vendor
determines the security architecture and can change it to
something that is not backward compatible). The VRC99A supports U.S. military Type-i encryption.
It
became clear to the system engineers that an integrated
security solution and implementation was too difficult
and schedule.
existing conditions
under the
Consequently, no encryption was included and all
participating shipboard systems were hosted on
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separated, unclassified networks.
System Demonstration: The ELB demonstration was
fit into a larger set of operational exercises identified as
"Kernel Blitz," which spanned the period of March 22 to
May 14, 1999. During the period of 22 - 30 March a set
of demonstrations associated with the "Urban Warrior"
advanced warfighting exercise were conducted. From 19
- 30 April a supporting arms coordination exercise and
amphibious landing occured. During 5 - 16 April, the
ELB demonstration was conducted. During 3 - 14 May a
fleet excercise occured.
By including the ELB
demonstration with the Kernel Blitz exercise, a one-time
opportunity was possible to involve a large base of Navy
and Marine participation. On the negative side, this
forced the project into a "non-slidable" window of
opportunity. There was no possibility to repeat events in
the occurance of an unanticipated technical problem, and
there was very limited time in advance of the exercise for
extensive testing and force training. Another potential
impediment was that much of the ELB equipment was
also used in the Urban Warrior exercise and there were
only five days between the two exercises to reconfigure
the systems. Since the system did not support ARP, all
IP and MAC addresses had to be manually reconfigured.
The littoral region chosen for the demonstration was
Southern California, including the specific areas of the
U. S. Marine Corps. Camp Pendleton; Spawar Systems
Center, San Diego California; the Naval Air Facility at
El Centro near the southwest comer of the Salton Sea;
the Anza Borrego desert area west of the Salton Sea; and
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Yuma, Arizona. Figure 4 shows this area with the
exclusion of Yuma, which is east of the Salton Sea.
Camp Pendleton is along the shoreline, midway between
San Diego and Los Angeles, and consists of very
mountainous, rugged terrain. Camp Pendleton was used
to host the initial phase of reconnaissance and assault
missions from support ships positioned off the coastline,
These ships included the USS Coronado, the USS
Bonhomme Richard, and the USS John Paul Jones. The
USS Coronado was equipped with 30-W WaveLAN and
10-W VRC-99 communications equipment as, well as
SHF SATCOM. The sixth deck of the Coronado housed
the ELB Enhanced Combat Operations Center (ECOC).
The USS Bonhomme Richard carried similar
communication equipment (but only 6-W WaveLAN)
and hosted applications such as IVOX for digitized
voice, ACS for providing the Common Tactical Picture,
and a Collaboration workstation. The USS John Paul
Jones (also 6-W WaveLAN and 10-W VRC-99A) was
equipped with IVOX, ACS, a Collaboration Workstation,
and LAWS. Only the USS Coronado had SATCOM
service.
Several High Mobility Multi-Wheel Vehicles
(HMMWVs) were used as mobile command posts. Two
of HMMWVs were specially configured by NRL with
Ku-band SATCOM and 6-W WavePOiNT systems. The
other HMMWVs carried 6-W WaveLAN and 10-W
VRC-99 communications equipment and hosted IVOX,
ACS, and a Collaboration Workstation. The HMMWVs
were repositioned at various locations throughout various
"snapshots" of the demonstration scenario.
The Crownair and two P-3 aircraft were used to
provide a wireless communication network that extends
from the ships to shore sites at Camp Pendleton and to a
"deep penetration" site in the Anza Borrego desert,
northwest of the El Centro Air Station. Because of the
long communication distances involved and shadowing
effects in the mountainous terrain, more than one
airborne relay was required to complete communications
between the ships and various land sites. For those
situations where an inadequate number of airborne relays
could be put into flight, pre-placed "surrogate airborne
relays" were activated at places such as San Onofre, in
the Camp Pendleton area. These "surrogate airborne
relays" were actually communication towers positioned
on mountain tops and were configured to act as if they
were an airborne relay. A disadvantage of these sites
was the low elevation compared to the 4.6 km altitude
achievable with the P-3, thereby experiencing more
trouble with shadowing; an advantage was that the
direction to the next site was usually well known so that
directional antennas (9 to 14 dB) could be used to
increase the link power-gain product for WaveLAN
point-to-point links.
When airborne, the P-3 and Crownair platforms were
used to complete the network between the ships at sea
and various areas of operation at Camp Pendleton and in
the Anza Borrego desert. Frequently, a racetrack pattern
of 32 km by 16 km was flown. When aircraft were not

available, the surrogate relay at San Onofre was used
instead to extend the network to the Camp Pendleton
area. In some cases the P-3 and Crownair relays were
used in conjunction with the surrogate land-based relays
to achieve a deep reach. Also, at times the WaveLAN
and VRC-99 communications systems were used in a
line-of-sight mode to support direct communications
among ships.
A high-level description of the network configuration
for the demonstration is shown in figure 5. The VRC99A links were used as the primary long-range
interconnection among ships and aircraft and from
aircraft to HMMWVs. WaveLAN was used to connect
from the aircraft to the EUTs and also to support
terrestrial LANs centered around a HMMWV
WavePOINT.
Test Results: The following range performance was
observed during full-system tests prior to the final
demonstration at aircraft speeds up to 740 km/hr.
WaveLAN (30Watts, 5 dB aircraft antenna, nominal
9 dB HMMWV antenna):
- 1 Mbps out to 185 km (becoming marginal)
- 2 Mbps out to 60 to 90 km (reliable link)
WaveLAN (EUT with 6 Watts and 3 dB antenna to
3.5 dB aircraft patch antenna,)
- 1 Mbps out to 37 km (becoming marginal)
- 2 Mbps out to 18 km (reliable link)
VRC-99A (1OWatts, 3 dB antenna at each end of
link)
- 625 kbps out to 204 km (reliable link)
- 1.25 Mbps out to 185 km (reliable link)
- 2.5 Mbps out to 148 km (reliable link)
- 5 Mbps out to 110 to 138 km (reliable link)
- 10 Mbps out to 55 km (reliable link)
Ku-band SATCOM (<15 Watts, 1.2 meter dish)
- 2.048 Mbps full duplex service between hub
(2.4 m dish) and mobile command posts
- 99 % availability during demonstration
Summary and Conclusions:
The ELB ACTD
demonstrated that wireless networking technology can be
used successfully to extend communications and data
networking from ships in the littoral area to marines and
dismounted soldiers at deep inland penetration.
Individual wireless links were supported at ranges up to
185 km with a data rate up to 1.25 Mbps. By networking
multiple links, the distance between support ships and
terrestrial command posts and/or non-mechanized group
leaders can be arbitrarily large. Most of the detailed
link-range measurements were made prior to the final
demonstration using a 30-W enhancement of WaveLAN
and a 10-W version of the VRC-99A. For the final
demonstration, a 50-W version of the VRC-99A was
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used for long-range connections between one P-3 aircraft
and the San Onofre relay.
Because of the high power 50-W amplifier available
with the VRC-99A (versus 30 W for WaveLAN) and
because of the smaller free-space propagation loss at 1.3
GHz (versus 2.4 GHz for WaveLAN), the VRC-99A
radio was favored in this demonstration for the longest
range links. WaveLAN, with its superior size, weight,
and power characteristics, was the only radio that could
provide a direct network connection to a marine or
dismounted soldier from the airborne relay. Hence, a
heterogeneous network consisting of both WaveLAN
and VRC-99 radios was used for the final demonstration.
The WaveLAN uplink transmission from the foot soldier
was limited to 6 Watts because of battery and human
radiation-hazard considerations.
Measured ranges
corresponded closely with calculated ranges for a system
margin in the range of 4 to 6 dB. Since the calculations
assumed zero implementation loss, the 4 to 6 dB system
margin may be considered to cover cable losses and
antenna gain variations off the main beam direction.
Doppler shift of the RF waveform caused no difficulty
for either radio.
The stability of the network was marginal when
extended across large numbers of nodes.
Much
improvement needs to be done in this area. Wide
variations in success with establishing connections and
time-slot synchronization were experienced with the
VRC-99A radios. Our current conjecture is that the
interaction between control and data packets produced
some strange behavior. In particular, the network
exhibited a tendency to break into geographically
separated subnets with minimal data connectivity
between them but with enough control packet exchange

to cause problems with slot synchronization. Complete
understanding of this problem requires further analysis.
Network services were also extended from the ships
to terrestrial mobile command posts via satellite service.
Ku-band satellite service over Telstar V was used to
provide full-duplex service at 2.048 Mbps from a
terrestrial hub-site to two HMMWV mobile command
posts with 1.2-meter dishes. A 2.4 meter dish was used
at the hub site. The use of Ku-band facilitated the use of
tolerable-size field antennas. The terrestrial hub acted as
a gateway to convert the SHF SATCOM transmissions
from the ships to Ku-band for the field command posts.
Voice was supported over the network using a NavalResearch-Laboratory-developed
application
called
IVOX. IVOX provided a "voice-over-wireless-network"
capability that included the ability to support multiple,
simultaneous point-to-point and group calls using any
combination of unicast and multicast connections. An
application called InCONTM was used to display
common tactical picture information on a Toshiba
Libretto laptop computer at the field units. CU-See-Me
was used to provide multi-window laptop video
teleconferencing to the field units. VTC was used for
conferencing among major sites.
The "desired qualities (a - e)" listed in the background
material, were met in this demonstration, with the
following exceptions:
(I) Multicast was not supported because of the inability
of the VRC-99 radios to support multicast addressing.
This problem can be remedied by modifications to its
embedded router.
(2)
The "ability to automatically configure and
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reconfigure the network topology and routing/switching
databases as both users and airborne platforms move"
was not achieved. In realty, roaming was not supported
in the final architecture, and the necessity to manually
reconfigure the association between IP and MAC
addresses removed any possibilities of automatic
reconfiguration. Nevertheless, the demonstration was a
giant step forward toward the process of providing an
over-the-horizon extension of the tactical network.
Many areas need improvement for the final
demonstration in the year 200 1.
*Roaming should be supported so that a user terminal
can gain access to an alternate airborne relay without
having to change its IP address.
*Address Resolution Protocol (ARP) and router-torouter protocols (such as MOSPF) should be supported
to facilitate mobility and roaming.
*Quality of service provisions such as preferential
queuing and/or flow reservations must be added to
manage use of the limited, shared network capacity in
a near optimal way. Otherwise, small but essential
messages could get blocked by large file transfers.

J P multicast was not supported. This difficulty must
be eliminated because multicast service is essential.
*Encryption and suitable security architecture is
needed for operational use.
*EUT connectivity to the aircraft must be achieved
with less power drain on the manpack battery. This
may require the use of communications equipment that
supports data rates less than 1 Mbps. A 3-dB
advantage could be gained by dropping to 500 kbps;
another 6 dB3 could be gained by lowering the RF from
2.4 GHz to 1.2 GHz. This would also improve foliage
penetration but would increase antenna length by a
factor of two.
*Protocols need to be developed that allow the
manpack (EUT) terminal to support access to both the
airborne relay and terrestrial mobile, ad-hoc networks
at the squad and platoon levels without having to
reconfigure the terminal software.

The ACTD demonstration employed commercial
wireless products such as WaveLAN and leading-edge
military products such as the VRC-99, to allow the
military operational exercise to experiment with the
extension of data networks from Navy ships to the lower
echelons of the battlefield. While this objective was
well-satisfied in the demonstration, no one should
assume that the commercial technology is ready for the
battlefield. Commercial technology does not address the
issues of denial of service (by jamming or any other
means) or the unique needs during special operations for

low-probability-of-detection
waveforms.
While
commercial products, like WaveLAN, will soon include
encryption for privacy, data integrity, and user
authentication, it' is still an issue of whether the
commercial security will b e accepted for military use.
While
employing
commercial
communications
technology has the potential to bring an avalanche of
advancement to military tactical communications, it also
has the potential to provide an Achilles heel of
vulnerability through the relatively inexpensive use of
Information Warfare techniques. The commercial world
controls the software and security upgrades for these
products. What assurance does the military have that
future
upgrades
will
not
introduce
serious
vulnerabilities? How long will the commercial vendor
support old product versions? Will upgraded products
always be backward compatible with older products that
are in the military inventory? Will the military be
willing to make frequent software upgrades for the
complete inventory of equipment? Resolution of these
and other similar concerns will have to be obtained
before commercial technology is ready for use in lifethreatening operations. Finally, there is the issue of
spectrum ownership. Many of the systems being tested
for tactical military use are in the ISM band. While the
use of the ISM band is acceptable for experiments and
demonstrations, it was not intended for routine military
Therefore, unless the rules are changed, the
use.
commercial equipment will have to be modified to work
in a different frequency band.
This demonstration was the first of the two major
demonstrations under the ELB ACTD.
A second
demonstration is planned for the year 200 1; however,
there are no definitive plans in place at present.
Acknowledgements: The successful execution of the
ELB demonstration is the result of the program
management, planning, system engineering, training, and
field implementation efforts of a very large group of
people and organizations including the Office of Naval
Research and their support staff, Spawar Systems Center,
General Dynamics, Lucent Technologies, Naval Air
Warfare Center, Marine Corps. Combat Development
Command, USCINCPAC, LittonIPRC, Raytheon, SRI,
and Marconi Aerospace to name a few. The Naval
Research Laboratory played a roll in the initial planning
and contractor selection, and served on the
communications Integration Product Team with General
Dynamics. We also provided IVOX, the Ku-band
SATCOM services, and an engineer on a P-3 aircraft to
configure and monitor the resident communications
equipment.
Much of the material reported in this
document is a product of the team effort and should not
be attributed solely or even largely to the Naval Research
Laboratory. Much of the background material was
drawn from the ELB Overview documentation that was
made available to bidders on the Broad Agency
Announcement.
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Motivation
i AGENCY

• Traditional Military Comms Requirements
• Security, Mobility, Flexibility, Reliability, Alternatives

- Recent Trends in Military Comms
- Blurring of Tactical & Strategic Comm Requirements
- Integration of Voice & Data networks (The Internet)
- Move away from Stove-Piped single purpose systems toward multi-purpose IP networks
- Move toward COTS solutions

* Attractive Features of PCS Technology
"*Relatively Low Cost
- Interoperability Potential with NATO and non-NATO organisations

"*Some based on open standards with Global Availability
"*Earth Coverage of satellite-based systems (ICO, GlobalStar, Iridium etc.)

Paperpresented at the RTO IST Symposium on "TacticalMobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, andpublished in RTO MP-26.

NAO

7-2

CifAGENCY

"*Scenario
"*Identify

Basis of Study

developed for GSM study (update as required)

all technologies within 5 years of commercial service

"*Evaluate

those which will offer service by 2000

"*Focus

on 2-3 space-based and 2-3 terrestrial systems representing
inherently different approaches (e.g. LEO vs. MEO vs. GEO satellite
systems and CDMA vs. TETRA terrestrial systems)

C

fAGENCY

Study Methodology

* Derive Comms Requirements, Operational & Technical
- Flow from identified scenario and security architecture
* Develop Evaluation Criteria
- Mandatory & Optional/Desirable Capabilities & Features
including security
- Scheme for ranking candidate systems
* Identify candidate technologies which meet study criteria from
* Literature
-Web
* National agencies & laboratories
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Methodology (cont.)
C~AGENCY

"*Evaluate

each candidate technology against requirements

"• Produce

Study Report including:

-Overall Findings
"*
Recommendations

for potential adoption by NATO

"*
Recommendations

about acquisition strategy (i.e. lease vs. buy

options)
-Summary of emerginglpromising technologies which merit
future study

CC

'Task

Breakdown

AGENCY

1. Overall Umbrella Task
2.

Scenario, Requirements & Evaluation Plan
"*
Update

scenario developed for GSM investigation

"*
Include

all phases of scenario from CJTFIPeace Making to
Multinational ForcelPeace Keeping operations

- Comm requirements (including security) to be developed based
on scenario (i.e. J6 considerations)
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Task. Breakdown
-TAGENCY

Security Architecture

3.

- Link (RF) encryption
"*End-to-end security requirements for voice and data
"*Interoperability with other secure voice systems
"°User identification & authentication including system

management requirements
-Security requirements at interfaces & gateways to other
NATO & non-NATO voice & data networks

Task Breakdown
CfAGENCY

4.

Technology Investigation & Evaluation
a) terrestrial systems,
b) space-based systems

"*Select candidate technologies
"*Compile details sufficient for evaluation against defined comms

requirements
"*Conduct evaluation in accordance with Evaluation Plan
"• Draft respective sections of Final Study Report
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Hands-On Evaluations

CfAGENCY

"*TETRA (TErrestrial Trunked RAdio) Evaluation System

* Single Cell - one switch, one base station (380-400 MHz)
* 5 Vehicle-mount mobiles, 15 hand-held mobiles
* Management system
"*Iridium Evaluation Handsets

* 4 Handsets purchased
* Ongoing trials

Terrestrial Trunked Radio (TETRA)

TETRA Features
*Direct Mode Handset - HandsetEvlainSse
when out of range of base station
* Inherent relay capability inall mobiles
* Priority & Pre-emption of calls
Half-duplex Group Calls (simulate

bile

combat net radio)

- Robust RF link encryption provision
for end-end, securrity features

or if.

i
InternetLAIN

*Data rates up to 2818 kbps
*Simultaneous voice and data
UF•Operates
badISDN
in 380-400 MHz (NATO
UHF) band

",'rBwa

,

~N~~t

IIntemational (ETSI) open standard

Switch

D

Portable
Radios1

System
Management

Contrmnd
System

Data
Applications
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Personal Communications Services

(PCS) Study

Iridium
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Tactical Mobile Communication
using Civilian Standards
a preliminary study 2000-2003
Dipl.-Ing. Dirk Mfiller
Deputy Head of Section, Tactical Mobile Networks
BWB-FE 112
Ferdinand-Sauerbruch-Str. 1
D-56073 Koblenz, Germany

Summary: This paper describes a preliminary study
that starts in 2000 ending in 2003.
inthi stuy i toevalatethe
The askperorme
thbisestmudyisation nevauteothe
Thebiltas peformediin
neddometwok
comuniatons
ofpoes
ciiinMoiletr
usabmilitay

The disadvantages show, that in some areas military
add-ons will be necessary to meet military
requirements on tactical communication systems.
Unfortunately any change in COTS systems leads to a
special solution for the military. This may cause a

toallssfthCOSbnisepclyinotf
done improperly.
Therefore it is essential to evaluate the military
requirements for mobile communications very
carefully in order to identify the areas where add-ons,
if any, are needed. When implementing add-ons it is
essential to do it with minimized effects on the civilian
History: The Netherlands and Germany developed
standard and technology to preserve the COTS
successfully a military mobile tactical communication
benefits.
cellular system based on EIJROCOM during 1986 Mobile communication is a common need for all
1997. This SCRA-System (Single Channel Radio
military services. Up to now, Germany's services have
Access) was developed as a highly mobile extension of
tried to procure independent systems that meet their
the tactical networks AUTOKO 90 (Germany) and
special services' needs. Another difference has been
ZODIAC (The Netherlands) and fulfilled all military
made between "administrative communication" and
requirements. Main characteristics were: ECM
"tactical communication" that have their own services'
hardened by frequency hopping, fully encrypted
budged. This budged separation combined with the
connections (up to SECRET), vehicle mounted, typical
service-dependent requirement evaluation leaded into
communication range approx. 20 km from Mobile
the development and procurement of different systems
Subscriber Terminal (MST) to Radio Access Point
within the armed services. An example for this
(RAP), direct mode (MST-MST) within approx. 7 kin,
situation is the terminated SCRA program that was
Due to budgetary reasons the German Chief of Staff
developed as a special military solution without COTS
(Army) decided to delay the procurement until 2005. A
for the army only.
situation evaluation has shown, that it seems
Amnsrtv
omncto
en omncto
appropriate to look for a new solution based on modern
Admienistrrative cndommuni
fcatmiionanscommunficatio
COT oftheshlf)sysemsinseadto
(cmmecia
on TDY or on leave, mainly under peacetime
conserve technology from the 80's. For this reason, the
conditions. That means that there are no unfriendly or
German secretary of defense decided to terminate the
hostile activities that may damage or jam the system
SCRA program in 02/99.
but the risk of passive information loss by signal
A new approach with COTS: The use of COTS based
intelligence (SIGINT).
systems has significant benefits but disadvantages also.
Tactical communication means communication on the
Main benefits are: COTS systems are available at a
battlefield in an unfriendly or hostile environment with
reasonable price on the market at any time, no or low
great risks of active measures by the enemy to destroy,
in-house logistics are necessary and it is quite easy toinerpadjmco
uiatnsyesindiin
participate in the technical progress on the civilian
iterup aGnd a
omncainsses
nadto
market. Main disadvantages are: not all military
t IIT
requirements are supported necessarily. Civilian
The basic needs for mobile communications are
standards need not be implemented in full scale by a
common for all military services: The mobile
service provider or equipment manufacturer. There is
communication system shall provide Voice/Fax, Data
nearly no chance for the military to influence migration
(slow; e.g. e-mail and information services), Data (fast;
to new systems. Instead, one gets fully dependent on
e.g. video, sensor data), secure communications in all
the civilian market.
areas, where people may be deployed. The main
military requirements are to be identified. Technical
prototype solutions will be implemented and evaluated
in an experimental system.
eslt wllgiv avie fr he
ofthshe tud
Finll,
stuybillie advmuictfornh
Finalyutemresutsofaathisa
uicto
procuemein t of a tatca0oil5om
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differences lay in the area that needs to be covered and
in the environment that affects the performance of the
system. Because of the common aspects there is no
need for different communication systems for the
different services in principle. In fact there is a big
chance, that a common technical solution that meets
the requirements of all services based on COTS is
possible.
First estimate for military scenarios: Service
independent needs show the following aspects: Access
to senior people "worldwide" in any region, interrupt
free access to information and databases, access to
military networks (e.g. EUROCOM systems), access to
external and civilian networks, man portable, usable in
a vehicle, encryption of sensitive information, based on
COTS.are
For administrative purposes in a friendly environment
any of the civilian systems is applicable (e.g. GSM in
populated
areas,
IRIDIUMIGLOBALSTAR
worldwide). No enhancements or add-ons are
necessary due to the basically friendly environment.
Military owned infrastructure may be reduced to
mobile terminals if civilian service providers are used.
For tactical communications there is a need to look at
different scenarios: e.g. humanitarian task and
peacekeeping, peace enocmn.mobile
The humanitarian task and peacekeeping scenario is
quite similar to the administrative scenario but civilian
infrastructure may be damaged or simply missing.
Therefore
the
whole
infrastructure
for
a
communication system needs to be imported and built
up. The environment may be unfriendly but not hostile
(SIGINT but no fighting action). The area is well
defined and a cellular system, once operating, is
basically stationary.
enforcement scenario means: hostile
iviian
envionmnt
ithfigtingactonno
infrastructure available and massive ECM, SIGINT and
COMINT by the enemy. The whole communication
system needs to be highly mobile due to the ongoing
area changes and the physical threats. As civilian
systems are not specified for situations like these
mainly this scenario will show the needs for military
enhancements of today's COTS systems.
The

peace

Possible fields for military add-ons: No military addsenaio.Forthe
re eedd
ons
i theadmnisratve
oumnstareiedean thek andminstatiekepn scenario.o h
sceMnari
peauekConeepn
hufomantaian prtaskiand
mheasurcnes (Counterit COMIT)
inomatioenecpsrotcto
Teencanptbe dealte withCoutS
r
be neessary.
mayuct
withouti
crypnictiondvcs
n enTS
en-o-ie
fo
productsn

shelters. Therefore there is a good chance to use a
COTS System in this scenario.
The peacekeeping and fighting action scenario will
bring up the biggest challenge for military add-ons.
Possible fields are: deployment (mobility) in a highly
mobile battlefield, camouflage and concealment,
withstanding sabotage (e.g. software intrusion) and
destruction, reduction of weapons' effects (Anti
Radiation Missiles, Laser and Radio Frequency
weapons, NIEMP), withstanding SIGINT, Counter C3
measures (e.g. information gathering) and ECM. A
basic overview of military requirements is given in
EUROCOM DIO (94) and the upcoming results from
the TACOMS POST 2000 program.
Interesting standards: Current COTS standards that
of interest for military use both on the battlefield
and for administrative use are GSM + enhancements,
TETRA-25, UMTS, IS-95. These may be combined
with a low earth orbit (LEO) satellite system like
IRIDIUM or GLOBALSTAR.
First results: A study by IABG (German industry) on
behalf of the German Armed Forces Staff advises for
administrative purposes a combined GSMISATCOM
system.
GS nedehacmtsicseodply

ntna
battlefield for damage resistance, ECM,
SIGINT, infrastructure mobility (high mobility in a
mobile battlefield) and interfaces to existing tactical
networks (e.g. EUTROCOM).
It seems reasonable that other standards like TETRA25, UMTS and IS-95 need enhancements in the same
areas. This will be evaluated within the study.
High data rates, that exceed 9.6 kbitls (GSM) will be
necessary in future. As this requirement is not a unique
military task but also of great interest on the civilian
market it may be assumed, that the COTS systems will
xceptngl fortrobust terrordcorrecio
militaryadcd-o
o outerrcreto
d-necp
mltr
measures.
Another
study
concentrates
on
end-user
communication equipment. The bilateral Multirole
Multiband Radio Program is concerned with a
communication device, that works for several purposes
like CNR (combat net radio), VHIF, H-F and civilian
cellular networks' waveforms like GSM or TETRA 25.
If the armed forces are equipped with such a
multipurpose radio, there is a good chance, that there is
no need to have a military enhanced COTS cellular
network. It may be possible, that in peacetime or in a
humanitarian scenario a MMR equipped person uses

syfrstem)ur andaimpbly swviitches minitoar strictl
CtSe
necessary. Due to the fact, that a civilian infrastructure
sifpl
batleiteld condtion asrise.y
milTarsystacticalnmde
a
up
build
to
may not be available, all equipment
mobile communication system need to be brought intomiiaytcclmoefbtlfedcniinsrs.
the area. Modern COTS systems are very narrow and
Resum~e: The work performed in the upcoming study
can be loaded on trucks and operated from mobile
will be concentrated on the evaluation of military
requirements for both tactical and administrative
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purposes against the characteristics of COTS cellular
networks.
Areas for possible enhancements will be identified with
respect to the different scenarios as described before.
Technical solutions to implement enhancements with
minimized effects to COTS standards will be
implemented by prototyping with respect to estimated
lifecycle cost and tested in an experimental system.D
A possible outcome may be a military enhanced COTS
system that is applicable for all scenarios for all
services. On the other hand a COTS system without or
little enhancements (e.g. interfaces to EUIROCOM
systems) may be the key to the communication needs
for most scenarios with a very specialized equipment
for certain situations like MNvIR.
One way or the other: The time has come to leave
special military solutions in favor of COTS products to
preserve the taxpayers' money, to shorten development
cycles and to participate on the technical progress in
modern communications as part of standardized
equipment within the armed services.

M
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MANAGEMENT SYSTEM
FOR MOBILE COMMUNICATION NETWORK
USED IN THE POLISH ARMY
Krzysztof Mamcarz, Marek Malowidzki,
Robert Matyszkiel, Konrad Szczygielski
Network Management Department
Military Communication Institute
05-130 Zegrze, Poland

Abstract
This paper describes a general conception and
Mobile
the
of
details
implementation
Communication Network Management System
(MCNMS) developed for Polish Army. The
prototype of MCNMS has been finished this year
and checked in the field conditions during exercises
in November '98.

operational aspects of the tactical network. The
MCNMS supports signal officers in taking into
account the tactital situation and the network
resources to make efficient decisions. Basic
supported areas are the following:
- network planning,
contolling the deployment of the network,

The following topics will be considered in the
paper:

-

network resources monitoring,
remote configuration,

standarizations and recommendations of
international
groups taken
into account organizations
while buildingandconception
and
prototype of MCNMS,

-

raport exchange.

-

-

-

general characteristics of MCNMS in terms of
tactical aspects - hierarchy of management
system, exchanging reports between signal
officers,
the physical structure of MCNMS including its
hardware elements: management shelters,
management workstations, mediation devices
up to network elements,

-

interfaces and communication protocols
defined and used in MCNMS,
the structure of the management application,

-

interoperability issues

-

realized and planned management functions,

-

some tested functions from field exercises,

-

conclusions.

-

1 Introduction
The Mobile Communication Network Management
System (MCNSM) has been developed in Military
Communication Institute in Zegrze, Poland. The
MCNMS is designed for signal officers who are
reaponsible for proper organizing and controlling

The project took into account ISO and ITU-T
standards,
especially
those
related
to
Telecommunications Management Network
(TMN,
see [TMN]). However, full compliance with TMN
architecture and protocols used within TMN was
not possible because of hardware and network
limitations. Originally, the MCNMS was developed
for circuit-switched low rate (with basic channel of
16 kbps) network with many different network
elements coming from different vendors and
offering diverse and nonstandard interfaces for
management. At present, IP packet nodes are being
deployed; this enables the use of TCP/IP protocol
stack for communication of management system
components and, of course, causes noticeable
performance boost.
Management System Physical Structure
2
The physical structure of the MCNMS is presented
in Fig. 1.
Hardware components of the MCNMS are as
follows:
-

two
Management
Shelters
(MS),post
one and
of them
placed
in the main
command
the
a
as
post
r
the
m a command
in
placed
on the rear command post as a
second
reserve. placed
The MS is designed to be the working
esignedofie the ing
place The
place of three signal officers and includes
positions for network planning and monitoring.

Paperpresented at the RTO 1ST Symposium on "Tactical Mobile Communications",
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-

Management Workstations (WS), NT-based
computers with management software.

-

Portable Workstations (PWS), which are
intended to be used by the signal officers for
local management of the base network or
applying
allow
PWSs
nodes.
access
hierarchical management structure - the WSs
don't need to monitor local directly the local
node and its Mediation Devices (see below) but
instead they receive higher-level management
data from PWSs.

--

-

providing some kind of unification of the
management of different network elements,

-

event collecting and generation on the base
of continuous polling of the managed
devices,

-

low-level event filtering,

-

event notification for WSs and PWSs.

,M

PWS
A

""..........
Node
B

Maae

/
Shee A -

--.

,

--

AA

,

managed shelters. They control Network
Elements (NE) such as switches, radio-relays,
encryption bulk units, modems, multiplexers
etc. The MDs realize following main functions:
providing means for remote management of
the NEs,

------

NodeA
Managed

Mediation
Devices (MD), which are
management system agents placed inside

-

/

,"

-

,

Command Post
-M

_s

-

Fig. 1: The physical structure of the MCNMS
3

Management System Architecture and
Interfaces

The MCNMS architecture follows the physical
structure. Main components and interfaces used for
communications between them are presented in Fig.
2.

NE
Q

Ni.

The MD is implemented on the base of
Q2i 02i
industrial computer with QNX real-timeoMD

Q2i

Q2i

i.

NE[~jf~j

operating system.
i.e.
all
(NE),
elements
Network
telecommunication devices equipped with
management interfaces - commutation devices,
transmission devices etc. Since these interfaces
are mostly local (typical RS-232C connections)
and nonstandard, the MD is required to enable
remote management and some value-added
fuctions mentioned above.
The transport network for management information
is the managed network itself. There's no separated
network resources for the management system. The
communication between management system
elements (WSs, PWSs and MDs) is possible in both
circuit and packet-switched modes. The latter uses
IP network implemented on the top of circuitswitched connections.

.

Q0i

Q31

12i .Q2i

.

D
WS :

WSi

PWSl

Fig. 2: Management System Architecture and
Interfaces
The following interfaces were defined within the
Q2i - interfaces between MD and NE. They
correspond to Q2 interfaces in old TMN's
terminology or Q3 (see [Q3]) in the newer one.
These interfaces are vendor-specific and most
of them can be used locally only.
-

Q3i - interface between (P)WS and MD. They
serve the same goals as Q3 interface in TMN.
However, as MCMMS was originally
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developed for circuit-switched network (with
connections
established
via
low-speed
modems), only simple, nonstandard protocols
might be used. Even in packet-switched
network, because of its 16-kbps basic channels,
using of standard protocols (such as CMIP over
IP) would be problematic and resourceconsuming.

Modules for event collecting and analyzing.
Event Collecting Module (ECM) is
responsible for collecting events from MDs.
Parameter
Tracking
Module
(PTM)
periodically checks those values of NEs'
parameters, which are not reported in events.
Finally, Event Analyzer Module (EAM)
analyzes information and updates database

WSi - interface between two (P)WSs
(corresponds to Q3 interface in TMN, but is
nonstandard
and tailored
to
specific
fuctionality) - conveys reports and databases
synchronization data.

content in real time.

IPnode

Multiplexer

Network
equipment

4

Manager Applications Architecture

SLPIPPP=.era

Manager applications are designed for signal
officers who are responsible for network command
Fig. 3
and control. They run on the workstations.
presents the structure of software modules.

ip

Communication Layer, which deals with
protocols used by management applications

-

Core Services Layer, which deals with event
collecting and analyzing and provides database
(Management Information Base, MIB) which is
the central point for the whole software.
User Interfaces Layer, which is designed to
present management data for human operator
(signal officer) as well as to enable
management operations.

-

Two main components of Communication Layer
are:
Connections Server (SCS), which
angemnt
srvr
works as wors
servers fr
for allll management
for
applications and provides simple protocol
transparent and reliable data exchange over
modem connections. It also enables effective
use of the connections.
-Switched

-

Operating System's TCP/IP protocol stack

Core Services Layer includes:
Management Information Base (MIB), which
comprises relational database used for data
storage and Object Database Server (DBS),
which maps rows of database tables to objects.
Thus from applications' point of view the
database is an object one. The DBS is the
central application,

Switched
TCP

The software structure may be divided into three
layers:
-

RS-232

Event
Collecting

DP Connections
ewerscs

Parameter
Tracking

Layer

Core
Services

Even Analyzer

C

Report

Module (RM)

Cn
RCon

Main

Administra.

Presntaionrapica
toh AM
Mod. EPMeenato MGA
User Interfaces
UserInterfaces

Fig. 3: Manager Applications Structure
User Interfaces Layer is composed of many
different management applications. All the
applications
cooperate
with DBS;
some of them
ma
us
unctn
Lye.Te
ot
Layer. The most
Communication
use Co
may
important are:
Main Graphical Application (MGA), which
presents managed objects as icons on the digital
map. The colors of icons denote states and
alarms in objects and are updated in real time.
MGA provides powerful tools for network
monitoring. It also supports basic network
planning functions.
Event Presentation Module (EPM), which
presents collected events in a table. The events
are also updated in real time. EPM provides
very strong filtering facilities so the type of
events observed in a particular window may be
chosen in a very flexible way. EPM enables
also on-line examination of subscribers
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-

-

connections with all detailed information about
subscribers, connection times, priorities and
additional services,
RC) whih povids mans
- ReoteConsle
fo remoteC iaonsoe RCwhich provindes mean

parameters are established and are provided to
support signal officers with the control of the whole
network resources. The MCNMS enables on-line
database content verification with real network
configuration. It also provides means for network

may be used for network configuration.
ommnicaion
Devces
- Maaged
Co mmun wicato
DevieM
CoManagecd

monitoring as well as remote configuration.
Fault management. Alarms generated by the NEs
are collected and stored by the MDs. The ECM

bidirectionally translates protocols used by NEs
to be understandable by human operator forms.
The translation is made on the base of
in he atabse.are
tempateskep
tempateskep
in he atabse.updates

bay Mbs auortmatclypotifitem peotriodicalalyafrmbot
eidclyfrbt
~ ri a olte
b
less important alarms and other events. Then alarms
sent to EAM, which analyzes alarms and
the MIB. Operator is notified about new
alarms by both MGA (real-time update of the icon
colors) and EPM (alarms displayed in table rows).
In both cases full information about alarm source,
generation time and alarm reason explanation are
provided. Alarms can be acknowledged by the
operator to make them inactive.
Performance management. The MCNMS collects
performance-related data such as bit error rates and
quality assessments. They may be presented in a
table and graphical presentation form. Automated
functions for performance correcting are planned to
be implemented.

Reports Module (RM), which is responsible
for report generation and exchange. The
possible report types are: network state report,
network or node configuration report, alarms
report, events report, subscriber connections
report and free-content report. RM uses Lotus
Notes environment and its database for
document storage. Lotus Nodes servers are
located mainly in WS. All workstations must be
equipped with Lotus Notes clients. RM
provides tools for report generation as well as
ensures automatic notifications about received
reports. RM is fully integrated with other
management applications (especially MGA and
EPM) thus effort needed for report exchange is
minimal,
Administrator (ADM), which deals with
administering - creating user accounts and
assigning them privileges for performing
management actions.

5

Management System Functions
Adinitraton,
Opertio,
The olloing
folwng Poperaionn (AdmiPfnisrtion,
Mith nne
Mainenace
nd Poviionng OAM&) fnctons
are implemented in the MCNMS:
Planning. The MCNMS supports basic planning
facilities. Signal officer responsible for network
planning can design deployment of nodes, vehicles,
devices as well as links between them. Object
model and the relationships between objects
support configuration checking and correcting (for
example, it's not possible to connect two digital
modems with an analog link). More advanced
functions, comprising performace and fault
tolerance assessment of the planned network
project (for instance, with the use of network
simuato),
e ipleentd
ill
inthefutre.The
Configuration management. This function
follows planning process during which all network

Accounting management. The MCNMS collects
information about connections within the network,
but it's rather for control purposes. As tactical
network is not a commercial one, this function is
needless.
of
security
The
management.
Security
system
management
communications between
components is ensured by a secure network (all
trunks are encrypted by bulk encryption units). The
access control is supported by Administrator
application. All security-related data such as
incorrect login to system or events from bulk
encryption units are collected and presented to an
operator.
Interoperability with Other Management
Systems
As MCNMS is designed for the tactical level
(brigade or division), it will surely have to
cooperate with some higher level management
system and maybe some other management systems
for cooperating tactical units. Internal protocols, as
mentioned above, are nonstandard, thus they
shouldn't be used outside the MCNMS.
6

only solution is to use standard architecture
and protocol. But TIVN's OSI protocol stack based
Q3 interface seems to be obsolete and too huge to
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use in low-rate IP-based tactical network. We
propose solution based on CORBA (Common
Object Request
Broker
Architecture,
see
[CORBA]) and its HOP (Internet Inter-ORB
Protocol) protocol. The most important reason from
interoperability point of view is the presence of
CORBA-based solutions in the market of network
management and easy integration with TMN (see
[JIDM]). It's most likely that cooperating
management systems would implement TMN's Q3
or CORBA-based interface for interoperability
purposes.

- - -CORBA Intrfce • ,

•

Communication Layer
Modules
Event

Services

Interacesto

SServer

Database
(DB

Relational
Database

- - - - ----CORAinterfceUser

Interfaces

Fig. 4: Interoperability with CORBA
The CORBA Server, operating in Core Services
Layer, would map objects and services specific to
MCNMS into set of CORBA interfaces. Thus, all
MCNMS-specific solutions will be hidden. Details
are shown in Fig. 4.
7 Tests
The tests of the MCNMS were carried out during
field exercises in November '98. The network was
fiel
n Nvemer
exrcies 98.Thenetorkwas
composed of 10 managed vehicles, grouped in 5
links. The exercises
radioline
connected
nodes
following basic system
of the
testing with
included
fuctions:

-

frequency setting in radioline trunks,

The MCNMS passed the examination and was
qualified to be put into practice for Polish Armed
Forces.
8 Future Plans
The most important project for the near future is the
development of network planning application and
integration it with the MCNMS. Capabilities
offered actually by the MGA are not sufficient for
network planning. First, new application must take
into consideration technical characteristics of the
managed devices (for example, maximum range of
radio-relays), frequency compatibility etc. It should
be also integrated with network simulator in order
assess performance and fault tolerance of the
network project. Finally, verified network project
should be load to the MCNMS's MIB and sent to
vehicle crews.
The second project aims at implementation of
CORBA-based interface for interoperability with
other management systems, as mentioned above.
9

Conclussions

The MCNMS is intended to be an integrated
environment for performing all the tasks related to
the management of tactical telecommunication
network. It's the aim of this project to provide
similar functionality as is offered by commercial
management systems. The project was based on
TMN concepts, but full compliance was not
possible because of nonstandard management
interfaces implemented in network elements and
nerkaresoucslimitatin nevertheless the
Nterfa elensure
tation
iemen
implementation of CORBA interface will ensure
good interoperability capabilities and all the
nonstandard solutions will be hidden.

project of managed network and its online
verification
with
real
network
configuration,

It's also worth to mention that all protocols and
interfaces used by the MCNMS are prepared for
network development, for example, adding new

tactical network maintenance:

telecommunication
devices,
with
different
management protocol and parameters. Such an
extension would require only minimal software
update at the MD level and adding new object
definitions to the MIB.

Screating

-

monitoring of states and parameters
changes in both network elements and
links,

-

alarm detection and reporting,

remote configuration of network elements,
including:
-

setting data rates for trunks,
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Present and Near Future Tactical Air Defence Operations Requirements
K.N. Nesterov
Air Defence Department
"G.S. Rakovski" War College
"Evlogy Georgiev" str. 23
1504 Sofia, Bulgaria
N.L. Georgiev
Research and Technology Directorate-MoD
Totleben blvd. 34
1606 Sofia, Bulgaria
The Bulgarian Armed Forces are facing now a
great challenge - urgent necessity of restructuring
in order to gain higher efficiency and flexibility,
This process must go on at the same time with the
process of adopting the NATO standards. Welltimed execution of this process is a guarantee for
the integration of the Bulgarian army's structures to
the corresponding NATO structures and for
performing new possibilities in accordance with the
global political and military environment. In the
current manuscript the focus will be on these
problems and their solving in the Air Defence.
The existing Bulgarian Air Defence system is
established and developed in full correspondence
with the military science of the past. Characteristics
of it are all elements of Air Defence system that is
deep layered, is capable to cover main strategic
objects, directions and zones, and definitely is
assigned to operate in military conflict of high
intensity or in levels of geopolitical uncertainty and
tension before the end of the Cold War.
Main characteristics of the Air Defence are:
1. Strongly decentralized structure;
2. Many levels in the structure for gaining radar
information and reporting the results of the
surveillance;
3. In order to improve the survivability of the
system there are large number of equipment
and units.
It is important to notice that far from all of the
levels in the chain of links, taking part in the
process of gathering radar information, have direct,
convenient and comprehensive access to the
recognized air picture. Even more - it is impossible
to realize better organization structure unless more
sophisticated automation is applied.

Inevitably, in the future, should be worked on
several directions. According to the priority, the
modernization process should start with the reform
of the communications and modernization of the
radars.
For instance, it is necessary Air Defence units to be
familiar with NATO short-range Air Defence
(SHORAD) procedures and to be able for planning
and executing defence according with Allied
Tactical Publication - 42 (ATP-42). For fulfilling a
similar task, there will be needed assets and
manpower up to battalion with their weapon
systems, which are no compatible with adequate
NATO weapon systems. That's why it is interesting
to find out the answer of the question: "How to
gain operational interoperability without replacing
all weapon systems (it is impossible to make it at
once)?" It is obvious that we have to ensure the
operational interoperability of the control system
and unified and synonymous recognition of the
delivered and received reports and orders. On the
other hand it is obligatory to achieved a unified
recognition of the air picture in our, commanding,
neighboring and interactive command posts. It's
clear that information exchange, i.e. the existence
of the appropriate communications means, must be
realized in accordance with the Allied
Administrative Publication (AAP)-3 1.
Vital condition is the requirement for real-time
working of the information system and thus
providing the functionality of the command and
control system.
That's why the principles, on which base the
information system should be established and
developed, should be formulated as follows:
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1. Centralized control must be establish in order
to assure normal decentralized execution of the
tasks of information resource management;
2. For every one user of the information system
should be provided integrated information
console (work place) in order, to ensure
consistent, efficient and effective interaction
with the information system and to maximize
user productivity;
3. It must be implemented an open system to
optimize information system integration and to
support fuirther development;
4. An unified data standards must be establish in
order to maximize the shared use of the data
and to ensure the quality and the integrity of
the information flow;
5. Possibilities for further development (using the
module principle) to provide timely and costeffective satisfaction of the information needs
and to eliminate the effect of the constant
change of the information system components,
and thus to gain stability and flexibility in
budget funding.
The world changes set additional requirements to
the weapon systems, using automated means in
carrying out their missions. Naturally, from today's
point of view, these weapons (or weapon systems)
are at the same way users of one or another
information systems.
It could be accepted that Air Defence structure,
according the functional principle, consists from
interconnected and overlapping surveillance and
reporting subsystems, as well as surface-to-air
(SAM) coverage, air defence fighters coverage,
electronic countermeasures (ECM), logistic and
command and control subsystems.
To the Air Defence structure is inherent two variety
of links - inner and outer. The main part of the
inner links integrates in one all of the system and in
the same time surveillance and reporting subsystem
and command and control subsystems are united
for the entire system. Outer links provide the
connection of the system with the surrounded
environment, higher headquarter and interactive
units.

Let's take a look to some of the Air Defence's
system elements.

1. Command and control
Typical for the command and control system is
strong and "multifloor" architecture. Such kind of
organization chart gives the opportunity of more
flexible using, command and control of the forces,
i.e. it is related with the functional purpose. That's
why it is obligatory the system structure, from
organizational point of view, to correspond with
the functional purpose. In these terms it is
reasonable, when studying the Air Defence, to take
in to account the speciality of the organizational
chart of the structure, as well as the structure from
functional point of view.
Every one of these structures has its own
advantages and disadvantages and reflects mostly
one of the features of the complicated Air Defence
system. In practice these structures are mutual
overlapping and supplementing each other.
The greater amount of levels in the Air Defence
system is the feature that mostly explain the
significant clumsiness when is needed to react in
suddenly changed environment. The necessary time
for receiving orders and dispatching information is
relatively long and in complicated environment
could be out of real one. This fact could be more
obvious if we track the information flow in the Air
Defence system.
The basis of the Air Defence information system is
the radar surveillance system.
The existing radar surveillance system includes:
Radar sensors with their coverage zones;
First level that forms radar coverage and
has the ability to perform independent
combat missions for realizing radar
surveillance
and
information
distributing;
integration level - Control and
Reporting Center (CRC). In this place is
realizing the centralized control over the
radar surveillance and information
distribution process;
integration level - main command
and control functions.
-Second

-Third

It's possible to resume that the system is relatively
centralized, but the realized method of gathering,
processing and distribution of the information leads
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to significant delay and causes reduced information
quality,
The mentioned above four levels bring inertia and
thus forming an environment which not support
reasonable decision making process
The existing system allows decentralized control
when the centralized one is lost, but the
communication status will bring down the
effectiveness.
Command and control system is using on an
unreasonable way the existing radar resource.
The lack of automation means leads to insufficient
flexibility and timeliness of the information flow,
2. Radar Resources
The existing radar resources in the Air Defence are
mostly old-fashioned.
The coverage zone of the radar sensors
characterizes with variety type of means working in
different electromagnetic range. Thanks to that fact
it is possible to form an optimal, according to the
parameters, radar coverage over hilly terrain,
Information quality is significant factor when
estimating the performance of the radioelectronic
means in Air Defence, and thus estimating the
information system at all. Main features for
evaluation process are radar accuracy and
resolution. The result of the estimating process
shows essential need for modernization of the
means.
Nowadays, the information abilities of the radar
means are significantly important. The most of the
radar sensors have analog output and low rate of
information distribution. These radars, with few
exceptions, are incapable for automation target
tracking.

Jamming protection
is vital for radar
performance. Lessons learned from the recent
conflicts convincingly show that the use of variety
of types, intensity and methods for jamming is
obligatory. The abilities of radar sensors from this
point of view are far from desirable.

Reliability is another factor on which the radar
performance depends. It defines, in greater degree,
from the technological level of the radioelectronic
equipment. Existing radar sensors are developed on
an old technological basis, i.e. its impossible to
have high level of reliability.
As for the survivability, radar means have
relatively good parameters. There is full capability
for remote radar control. Some components are
dispersed. There are capabilities for cordless
information distribution.
In current high dynamic Air Defence operations,
the requirement of the maneuverability has great
importance for the success. Analyzing the current
status could be made a conclusion that more of the
radar sensors do not have very good abilities, thus
it is impossible to gain flexibility in combat
conditions. Maneuver with Air Defence radar
sensors is possible at the stage of prior combat
preparation, with limitation on the stage of direct
combat preparation and practically impossible in
combat operation.
It must be notice that radar
(identification friend or foe) is
incompatible with NATO standards.

interrogator
at a type

The conclusions are as follows:
sensors could be used in case of
applying digital output, distributing the
information in common format (for
instance
Asterix),
thus
gaining
interoperability with adequate NATO and
Air Traffic Control systems;
process besides acquiring
new 3 dimensional (3-D) radars, must be
supported by modernization of the
existing. This modernization process have
to consist of adding extractor units, thus
improving the informational capabilities.
-Existing

-Modernization

3.

Communications

When analyzing information system inevitably
must be stressed on the condition of the
communication system where the radar sensors
realize air surveillance.
Good quality and reliability of the communication
systems is vital prerequisite for normal functioning
of any Air Defence system.
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ability to communicate with the assigned
forces, higher headquarters and the service
units.
All these thoughts were made with clear
understanding that they serve for near Bulgarian
Air Defence future and are connected with the
NATO and adequate regional structures integration
process.
-The

The existing communication system is establish on
the base of channels with low information transfer
rate and is incapable of distribution the information
at great distance. Doubling of the information
channels does not lead to better condition. If we
notice that communication system is rigid, it is
obvious that Air Defence system is incapable of
carrying out variety of missions except war
missions. The necessity is for flexible, established
on module base communication system, capable for
changing
in
rapid
optimal
performance
environment and thus ensures the carrying out of a
large scope of missions.
unified
for
establishing
need
is
The
Air
Defence
communicational-informational
infrastructure. This infrastructure must be capable
of enlargement in accordance with the amount of
modernized and acquired sensors and to remain
adaptable to later stages of Air Defence system
development. Communication infrastructure has to
provide information and service data transfer to the
lowest possible level in the structure. At that way
will be ensure proper centralized control and
decentralized execution.
The information flow must be doubled on the main
directions while using different communication
means for distribution the information to the users.
Establishing such a communication system will
informational
lead
to communicational
environment in which every one user will have
access, will be in it and work in real time (with
adequate priority and limitations). In this
environment will be carrying out all main activities,
characteristic for any military system, as well as
those activities, specific for Air Defence system.
4.

Summary

Air Defence system modernization process can't be
selfpurpose and can't be undertaken without
serious analyzing study. This is the only way a new
system to be able to meet the up-to-date
requirements. It means that this system will
achieve:
Needful resource to plan and task the forces;
Centralized direction of the forces;
The capabilities to direct and monitor the
execution of tasking;
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Multi-Mode Radios - The Way Forward to Flexible Mobile
Communications on the Battlefield
Gerhard Hering
DaimlerChrysler Aerospace
LandshuterstraBe 26
85716 UnterschleiBheim
GERMANY
Phone: +4989-31792742, FAX: +4989-31792568
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Abstract: This paper introduces an approach to a Multi-Mode-Radio (MMR) for the use in a military
tactical environment. The approach has been investigated under a German R&D- programme. From the
required functionality a suitable architecture is derived and reasons for the design are presented.
Technology needs in the field of Analog Digital Conversion and Digital Signal Processing are
considered. Advantages and limitations which appear when operating a MMR in the field will be
discussed.

1 Introduction
In January 1995 NATO's Project Group 6 (PG/6)
released its final report [5] on Phase II of their
investigations of the Tactical Communication
System for the Land Combat Zone Post-2000. It
quickly became obvious that this report contained
two really new revolutionary concepts. The one
was the utilisation of the Asynchronous Transfer
Mode (ATM), the other was the integration of all
tactical radio communications into a Multi-Mode
Radio (MMR). Whereas for ATM, experiences
can be gained from many civil applications
nothing comparable existed for MMRs. Therefore
the German MoD launched a study [1] to
investigate the MMR concept in some more
detail. The study was contracted to a group which
teamed up from four German companies
SEL/Alcatel, DaimlerChrysler Aerospace, Rohde
& Schwarz and IABG. Three major goals were
associated with the contract:
1. Verify PG/6's requirements with respect to
feasibility.

2. Develop a modular architecture which is suitable
for both, migration of existing radios pre-2000
into a MMR and for a later full-scale MMR.
3.

Identify critical components and technology
needs.

2 Multi-Mode means ...
the combination of at least five different functions
together with some expectations regarding the
operational use (Figure 1). These functions and
expectations are:
*

Multi-Role Capability
Multi-role denotes the capability to support a
variety of different teleservices to communicate
into different nets. These services shall provide
alternative communications media for the user
and shall be available on the operator's selection
without any HW change. TACOMS Post-2000
explicitly demands for a: Combat Net Radio
Service (CNR), a Mobile Subscriber Access
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Service (SCRA), a Packet Net Radio Service
(PRN) and a Relay Service for range extension
(REN). Each of the above services itself
represents a group of different
communications means. For instance, the
Combat Net Radio Service may comprise the
classical VHF push-to-talk communication, but
also a long distance HFcommunication and the groundto-air communication in the UHF
band.
Therefore multi-role implicitly
also stands for the capability to
spread communications over
several bands. As a minimum the

accommodate digitised encrypted voice.
However with the upcoming data applications, the
requests for higher data throughput became
demanding. In the future Digitised Battlefield,
data applications will require data rates which are
far beyond what is presently feasible in tactical
radios (and maybe also for future MMRs).

Networking
Functions

Sealability

SCryPto

to different Pltr

Adaptation

%

military HF-, the VHF- and the
UHF-band shall be covered by a
modem MMR - all together
spanning over a frequency range
from 1.5 to 600 MHz. This
feature is often named multi-

NwWv om
podn
Multi Roles
covering
various bands
Backward
Interoperability
to pre-2000 radio

band. The multi-role capability
allows the MMR to be deployed
on different echelons of the
military command hierarchy.

Multi-Channel
simultaneous
operationt

Figure 1: MMR Functionalities

"Multi-ChannelCapability
Multi-channel denotes the feature to facilitate
several teleservices simultaneously. Highly
attractive is the combination of multi-role and
multi-channel capability as it opens the
principal chance to replace several singlemode-radios by just one MMR. The
advantages are obvious: It saves costs, eases
logistics and frees space in the usually fully
packed communications rack of an armoured
command vehicle.
Technically, simultaneous operation is one of
the most challenging features of the MMR.
Therefore one must carefully trade-off the
operational advantages versus the technical
implications in the design.

" High Data Rates
Today's tactical radios are really low speed
communications devices. This has not been a
major problem so far, as tactical
communications have been dominated by
voice. Advanced voice coding techniques have
continuously lowered the source data rate so
that even very low speed HF-radios could

Nevertheless an upgrade by a factor of 10 to 20
compared to legacy radios is anticipated and seem
to be realistic.
The channel capacity must be flexibly allocable
to different services, so that throughput on
demand can be provided. This enables MMRs for
new applications, like weapon control and remote
sensor links. Parametric waveforms, as for
instance the international FM3TR-waveform, will
allow the MMR to adaptively adjust the qualityof-service parameters to the varying propagation
and jamming conditions instead of falling back in
a preventive, low performance mode as present
tactical radios do.
Network Functions
A future MMR will not be considered anymore as
just a transport device for information. Internet
applications are at the dawn of the battlefield.
With the before mentioned high data rates, the
prerequisites are given. In addition, to really act
as a network node, the MMR must be
complemented with networking functions like IProuters or packet switching. Once the MMR has
become a real network node, then instantly the
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requirement for inter-working functions into
other networks (SATCOM, public safety
forces networks) will arise. As a consequence,
the MMR design must provision for a
computing power which is by numbers higher
than that of present tactical radios with all the
implications in power consumption, reliability
and SW maintenance,

*

There will not only one type of a MMR. MMRs
will need to be scaled for various platforms like a
manpack radio or a vehicular radio. Therefore,
scalability of HW building blocks and a generic
design are essential. Moreover spontaneous
configuration is required to set-up mission
specific functionality. Here, SW-programmability
is the key.

Crypto Adaptation

A radio which incorporates all the above mentioned
capabilities is becoming the "service partner" for the
multi-purpose terminals which, according to
TACOMS Post-2000, shall act as a personal
communicator to the user on various levels of the
military command hierarchy. Such terminals will
facilitate advanced multimedia services when
connected to a high capacity LAN. Because of
propagation constraints the user will need to accept
some restrictions when communicating mobile, but
services like facsimile, slow motion video and e-mail
must be supported by a MMR. As a consequence
from scalability and service adaptation, the
architecture of a future MMR must be flexible with
respect to HW, SW and functionality.

Trusted communications will remain
indispensable for future MMRs. Until now, all
cipher algorithms have to be implemented in
HW by authority regulations. Thousands of
radios are fielded with such HW ciphers to
which a future MMR must be interoperable to.
Therefore, the requirement to adopt existing
HW ciphers is mandatory for a MMR design.
However, proprietary national HW-ciphers
cannot be the answer to trusted
communications in a future MMR. Civil
applications already go for SW ciphers or
smart cards. MMRs are believed to follow this
approach. This means the national security
agencies are anticipated to provide ciphers
which can be implemented in SW and
parameterised for dedicated missions or multinational deployments. For the MMR design
this means, the radio architecture must be
flexible enough to accommodate both, existing
HW ciphers for linking up with existing radios
and future SW ciphers.

3 The Multi-Mode Architecture
What is a radio architecture? A commonly used
definition [3] explains architecture as a mapping of
functions to building blocks (antennas, DSPs,
terminals) and resources (bandwidth, frequencies,
power, etc.). Figure 2 illustrates this definition.

m BackwardInteroperability
Experts estimate the migration period
from present single-mode radios to
future MMRs may last 10 to 15 years.

Scalability

F

FCt.n

Therefore interoperability with legacy
radios is indispensable for a future
MMR. Maybe a NATO-wide
interoperability waveform will be
defined sometime which allows military

forces from different nations to
communicate among each other. In a
short-term view however, existing
tactical waveforms need to be
implemented in order to maintain
backward interoperability with tactical
radios of the generation pre-2000.

PRN

sCR:

- .R

Coie

Anitennas

Filter
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ECCM

Multimedia

processors

pto
Interoperability
Pnrotools/

Figure 2: Definition of an Architecture
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However, the mapping may not be arbitrary. It is
restricted by design criteria which in the end
define the characteristics of the device with
respect to link quality and operational
performance. The architecture we deduced from
the above mentioned functionalities by applying
this definition is shown in Figure 3.
Configurability, multi-band capability and power
consumption turned out to be the most dominant
design criteria. In a rough view the architecture
splits up into four major sections. These are the:
-

Frontend Section

-

-

General Purpose Processor Unit (GPU)
Internal Bus System

-

Antenna Interface Module

radio. Instead, we decided to foresee more dualmode
frontends instead of an allband/allmode frontend for
the following reasons:
The VHF- and the UHF-band is predestined to be
combined in one dualmode frontend, but not so the
HF-band. HF communication requires very special
signal processing, filtering and channel adaptation
methods which differ substantially from those in
V/UHF. Even if it may technically be feasible, the
combination of HF, VHF and UHF to one frontend
would tremendously increase the complexity and will
result in a suboptimal performance for all
communication modes. Thus we restrained from
allband/allmode frontends as a design option for a
MMR.

Antenna Interface Module
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~
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General Purpose Processor Unit
Figure 3: MMR Architecture acc to [1]

3.1 Frontends
The
ecton
ronend
a deicte inFigue 3may
3.1tnd
testructure
the approach of a broadband frontend which
seems obvious when targeting for a multibandul

Contrary to this, VHF-CNR service and UHF-SCRA
are rather similar with respect to bandwidth, signal
Deenen
o te
ctalpltfr
and
rotocols.
Therefore
it makes sense to
Multi Puthese two modes in a dualmode V/UHF-
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configuration, a number of these V/UHFfrontends can be incorporated in a task-dedicated
MMR. Although from a logistic point of view it
also seems quite attractive to have just one
broadband frontend module, we believe that
different platforms like a manpack radio or a
helicopter-borne radio can more optimally
equipped by using dual-band or single-band
frontends rather than a broadband frontend.
Dual- or single-band frontends match the noise
floor and the spurious free dynamic range much
better to the AD-converter's input. Filtering,
notching and interference cancellation techniques
perform more effectively narrowband than
broadband. Contrary to this, allmode frontends in
general require high linearity amplifiers and low
phase noise synthesisers. Often special supply
voltages are necessary to achieve optimum
performance. All these circumstances increase
both the complexity of the power supply and the
current consumption which can become a k.o.criterion for a radio powered from battery.
Nevertheless, the frontends - even ifjust
dualband- shall transmit and receive different
waveforms. Therefore all functional blocks
(synthesizer, transmitter, receiver etc.) must be
prepared to be parameterised by the radio control
SW. This turned out to be the key in frontend
design. In that sense, the architecture developed in
[1] rather aims for a wide range parametrisation
than for broadband reception and transmission,
A typical frontend module in this architecture
(Figure 3) includes the analogue parts of the
transmitter, the receiver (pre-amp, RF-filter, antialiasing filter, gain control) and the synthesiser.
The analogue signal feeds into an Analog/Digital
Converter (ADC) which is the first (Tx),
respectively the last element (Rx) in the signal
processing chain of each frontend module. All
frontends are controlled and monitored via a
Module Control Unit which provides a standard
interface to the Internal Bus System.
3.2 General Purpose Processor Unit
The General Purpose Processor Unit (GPU) forms
the heart of the MMR architecture. It is the core
element in which any multirole capability is
actually realised. Roles materialise as threads of

functions through the HW- and SW-resources of the
GPU. Functions can be grouped into four categories:
-

channel (IF) processing
waveform processing

-

bitstream processing
radio control processing

ChannelProcessingdeals with post-processing of
the digitised IF-signals coming in from the frontends
via the internal bus system. Typical tasks of channel
processing are IF-filtering, notching, signal shaping
and spectrum characterisation. Even if IF-signal
processing is often straight forward and not very
complex, it dominates the demand on DSP-power.
Much attention must be paid in a proper allocation of
IF-processing functions to DSP resources.
Waveform Processingrealises the modem function.
It typically includes modulation and demodulation,
equalisation, carrier tracking and clock regeneration.
These functions can be rather sophisticated but are
usually less time critical than the channel processing.
Real time requirements lie in the range of
microseconds to fractions of milliseconds when
applying appropriate buffering.
Bitstream Processingis applied to tasks like forward
error control, signalling, protocol handling and
source coding. These functions can become complex
but tolerate delays of milliseconds to fractions of
seconds. They fall into a range where
microprocessors are superior to DSPs. Very often
programmable dedicated HW-components are
utilised from the market, which perform much more
efficiently than any SW implementation on a
processor will do. Field Programmable Gate Arrays
(FPGA) can help to match the I/O-ports of these
special components to the standard interfaces of the
GPU.
Radio Control Processingis usually a low-speed
task. In a radio that shall execute multi-role and
multi-channel operations, radio control is expected to
become a rather complicated issue. Mode agility and
how to ensure a dead-lock-free interaction of all the
different modes will probably drive the complexity
of the Radio Control Software. Radio Control
Processing also must keep the Man Machine
Interface manageable for an unskilled radio operator
despite of the complicated internal interactions.
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There are already many components and COTS
solutions on the market which can be utilised in
MMR designs. For DSP a huge variety of SW for
general and special signal operations is available
from the market. A common object broker like
CORBA will make best use of COTS DSP
libraries and will ensure future upgrades. For
radio control processing, Realtime Operating
Systems are available which support open
software architectures. They already provide
runtime MMR functions, such as task switching,
interrupt handling and access control to shared
resources.
3.3 Internal Bus System

3.4 Problem Areas
•

Adaptation of Pre-2000Designsfor Backward
Interoperability

The present generation of tactical radios, to which a
future MMR shall be interoperable, was designed 5
to 10 years ago. In this period ASICs and microcontroller were the preferred components for
implementation. Their performance often depend on
highly synchronous signal processing triggered by
raising and falling edges of clocks. Sometimes even
the transit time of logic gates was used to adjust
timing. A re-implementation on the GPU for DSP
execution will be rather inefficient and risky. We
recommend to incorporate these components as they
are. FPGAs are a suitable means to adapt the time
critical, synchronous interfaces of these components
to the more asynchronous design of the GPU.

A modular architecture is nothing worth without a
flexible inter-connecting link between the various
building blocks. A communication bus was
developed in [1] based on a TDMA oriented
access scheme. The TDMA data frame is of 0,5
*
Red/Black Separation of Crypto
ms
length
and
caters
for
14
communication
channels. An organisation channel heads each
Crypto devices for NATO classified messages
frame and a request channel closes the frame.
impose the difficulty of separating encrypted data
frames ndatheqbuest channel
adminsthefredbyamfrom non-encrypted data. This is often called the
Modules on the bus are administered by a Bus
red/black separation problem. In a highly SW-driven

Operating System which automatically recognises
when a module on the bus go online or offline.
Because EMC problems were considered to
become very critical in a MMR, the experiment
investigated an optical bus system. Up to four
PC's with multimedia features were inter-linked
via an optical star coupler. The throughput and the
flexibility could be successfully demonstrated up
to a net bit rate of 112 Mbit/s. Further work needs
to
to optimise the block length
to be done in order
rae o th bu afer he
thesusainbletrasfe
the sustainable transfer rate of the bus after the
Bus Operating System has reallocated capacity.

MMR where the signal processing chain is not along

line of
of HW components
signalponess
chaa thread
thad
aaline
but rather

through SW, the red/black separation may cause a
severe problem.

For joint operations with public safety forces tactical
MMRs are epected tosupotcivilewavforms.
e TETRA 25 tatfmay
Such a wavecoudt
Such a waveform could be TETRA 25 that may
become the common Euibpean interoperability
waveform for safety forces. For all civil

In the field of internal bus systems there are a lot
communication devices, which are produced in high
of activities in the civil segment. Most promising
quantities, dedicated chip sets (Gold Chip Set GSM)
of activities
ine te civi
segment.eMostpromisexist on the market. These chip sets are extremely
is the Fire Wire Bus whichA
eeloped by
optimised and power-efficiently designed. It is does
a It dWpowr-effintlythem
Texas Instruments and Apple Computers. itotimisend
provdesup
40
Mbi/s
t
hrouhpu
make sense to re-engineer them for a SWrecently been standardised under IEEEandhasnot
1394. Its
implementation on a General Purpose DSP. The
future upgrade IEEE 1394.2 will even extend to 8
MMR architecture must allow to adopt these chip
sets and to interface them to the GPU
and the
Gbit/s. Except from being optical the Fire Wire
frontends.
Bus meets almost all the needs of an MMR
internal communications system.
*
Antennas
A multiband radio consequently requires a multiband
antenna. The attempt to cover the full frequency
band from 1.5 MHz to 600 MHz with just one
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antenna touches physical limits and will not result
in a practical antenna design. Much more
promising are smart antenna arrays from which
the Antenna Module of the MMR selects the
appropriate antenna for a distinct service.
Nevertheless this is just one option. At a manpack
radio, where an antenna array cannot be used, the
antenna problem remains unsolved [6] especially
when HF is involved.

4 Technology Needs
The investigation we performed during the study
made clear that there are two elements that really
determine the feasibility of a software radio.
These two are: the Analog/Digital Converters
(ADC) and the Digital Signal Processors (DSP).

Gain Control (AGC) and the RF-frequency must be
down-converted to an IF of some 10 MHz.
•

DSP Capacity

A precise estimate of the required DSP capacity
would actually require a complete functional SW
breakdown and an allocation of tasks to processors.
Our study did not go so far. Instead we applied a
simplified model of a SW radio [3], which allows a
rough order-of-magnitude estimate of the necessary
DSP power. From this model a formula can be
derived with which one is able to estimate the
minimum required processor power in millions of
floating point operations pre second (MFLOPS)
MFLOPs > [100 * (fs + Bc + Rb) * 4] * 10-6
whereas: fs ...sampling frequency,
Bc... channel bandwidth, Rb...bit rate

ADC-Technology
The product of sampling frequency

fs
(MHz)

(As) and the full scale dynamic range
is often used as a figure-of-merit
which characterises the ADC
performance. For contemporary
technology, this figure-of-merit is
about -135 to -146 dBc/Hz for
monolithic ADCs and -150 to -160
dBc/Hz for hybrid ADCs.
Table 1 shows this value for some of
the roles of a tactical MMR. One can

full scale
dyn. range
(dB)

figure
of merit
(dBc/Hz)

Trend
Index
L

RF
-

Mobil -Mobil (CNR, VHF)

270

80 ... 90

165 ... 175

43

-

Mobil to RAP (SCRA, UHF)

1000

70 ... 80

160 ... 175

42

-

Mobil to Mobil (CNR, HF)

75

100 ... 120

180 ... 200

46

IF

also see from Table 1 that digital RF

--HFF HFIF

is still beyond the scope of present
technology.

-

V/UHF IF

0.2...10

80... 100

130... 170

34...36

2 ... 40

60 ... 80

120 ... 156

34 ... 36

Table 1: Characteristic Demands on ADC
There is a technology trend which
follows a logarithmic rule [4] of the
For a MMR executing a VHF CNR-role, a UHF
form L = n + log2 (fs). Herein (n) is the resolution
SCRA-role and a HF-role in parallel, about 180
in bits and (fs) the sampling frequency. The bit
MFLOPs of processing power would be required.
resolution (n) can be expressed as a function of
Following a good design practice which says, do not
the full scale dynamic range (DNR) by:
load the processor more than 60% in average, about
DNR(dB) = 6.02 * n. The trend index L was L =
300 MFLOPs of processing power should be
28 in 1978 and L=37 in 1993.
installed. This is not beyond today's capacity which
a multiprocessor array can provide. The most critical
Following a linear tendency, this trend rule
problem however will become the power
prognoses L = 39 for 1997. This value coincides
consumption. Even if modern 3.3V technology will
quite well with available technology. Assuming
relax the problem, a full scale implementation on
the trend will continue as it has done over the last
General Purpose DSPs is not recommendable.
15 years, digital RF may become feasible in 6 to 8
Instead, a good mix of dedicated HW components,
years. For the time being the dynamic range needs
FPGAs, RISC Processors and General Purpose DSPs
to be reduced to about 60 dB by an Automatic
in combination with microprocessors seems more
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promising to cope with the power limitations of a
battery supplied MMR. Such a mix can be easier
realized if the architecture is dualband- and
dualmode-oriented rather than allband/allmode.

5 Operational Aspects
SW-radios with multiband capability are
undoubtedly the right approach for flexible
mobile communications on the battlefield.
However MMRs impose also new problem areas
which have not yet been thoroughly investigated
in [1]. Two of them are addressed below.
a

Radio Management

In order to manage the different roles in an MMR,
the radio needs to be pre-loaded with many
operating data like frequency sets, keys, Time-ofDay (TOD) and identifiers. This can either be
done before the radio goes operational or these
data must be downloaded from a central station
via the radio link. The Radio Access Point (RAP)
of the mobile subsystem may serve as such a
central station. In any case, configuring a MMR
will turn out to be a rather complicated job. A
soldier in a combat situation is certainly unable to
do this job. This means an enhanced facility
control as part of the network management
becomes vital for a tactical communications
network with MMRs. The problem is that such a
sophisticated facility management is unlikely to
be maintained in the chaotic circumstances of a
real battle situation. Therefore emergency modes
must be defined into which a MMR falls back in
case it is disconnected from the network
management facilities for some time.
*

to define interfaces which ease the incorporation of
building blocks for different applications but it does
not fully solve the problem. The Software-DesignRadio (SDR) Forum (former MMITS) is such a
forum which aims for architectural standards.
Contrary to this, standardisation at the level of
functions and implementations may be even contraproductive because civil technology progresses much
faster than common military standards can evolve.

6 Experimental Steps
6.1 The FM3TR Waveform Processing
System
Two companies of the study team (SEL and Rohde
& Schwarz) continued the theoretical part of the
study [1] by an experiment. The aim of this
experiment was to show how waveforms can be
represented by a set of parameters suitable to pre-set
an hardware and software accordingly. They started
with a systematic registration of parameters which
specify a waveform and found out that for complex
waveforms up to 400 parameters could be necessary
to comprehensively describe the waveform.
Based on these parameters a Waveform Processing
System (WPS) was programmed to execute the SEM
93 VHF CNR and the SATURN UHF avionics
waveform. The WPS consisted of a Digital
Waveform Modulator, a Wideband Receiver, an
Antenna Interface and a Waveform Pre-Processor.
Digital bit processing was executed in a Data
Processing Module realised with building blocks
from existing radios. The experiment could
successfully demonstrate interoperable
communication to real SEM 93 and SATURN radios
by setting the parameters in the WPS accordingly.

Configurationto Various Platforms
6.2 The Advanced MRR Demonstrator

MMRs will service in various applications on
different platforms. But as different the platform,
as varying the radio configuration usually needs
to be. For instance, a manpack-type MMR does
not need the same multimode and multiband
capability as a military commander's vehicular
based MMR. Therefore MMRs must be HWconfigurable. Ideally this could be realised by
changing modules. However mechanical,
environmental and platform specific aspects will
not allow to follow this approach strictly,
Standardisation on an architectural level can help

The next step towards a MMR will be an R&D
programme (MMR-ADM) in which a fully
functional demonstrator shall be developed. This
demonstrator (see Figure 4) will be capable of
executing nine different waveforms both for
interoperability to pre-2000 systems and future high
data rate multimedia services. It will cover the
frequency band from 2 to 600 MHz and will allow
simultaneous transmission of two modes. The
demonstrator is also to prove the adaptation of
existing HW-ciphers into a general purpose
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processor platform and how to adopt COTS chip
sets for civil waveforms. The implementation of
the international parametric test waveform
FM3TR is foreseen in both variants, the time
division duplex (TTD) and the frequency division
duplex access scheme.

Network. For the Packet Radio Network (PRN) the
MRR must provide a connectionless data protocol
and any MRR in the loop shall act as a potential
repeater to forward messages to their final
destination. Although PG/6 does not explicitly
demand simultaneous operation of different roles,
this feature becomes evident when combining PRN
The R&D programme is planned to run in three
services with other roles. This is because a MMR
steps:
must be able to receive and transmit data packages at
any time, that means also when it is presently
executing another role. PG/6 also requires a
function called Range Extension Node (REN).
Antenna System
The REN was primarily foreseen to link-up
H-PWR

H-PWR

HF-

HWPW

VIUHF

remote CNR subscribers which are out of range

Antenna
HManage-

VIUHF

----

to their comrades in the radio loop group, With
a MMR which is capable of processing
several
CNR waveforms in parallel, the REN function

----------

Low Power RF- Frontend
opt

aB

it

:e

General Purpose
Processing Unit (GPU)

Multi User

-the

u=:•

MIlpe

Control,.etc.

•The
....reemna
•=fulfilling

a
I0

Mode

I

MMR-A

structure.
architecture which has been developed in
study [1] is believed to be suitable for
the above mentioned TACOMS Post-

requirements. The architecture covers all

•2000
.....

opens a further option. It will allow for interlinking CNR nets even if they do not use a
commonly agreed interoperable signal

P

Figure 4 Advanced MMR Demonstrator
1. Demo system for interoperability to pre
2000 tactical radios

the tactical frequency bands and can

accommodate network functions. It allows for
simultaneous transmission and the
incorporation of existing crypto algorithms and
civil chip sets. The design is open for both HW and

2. Demo system with HDR waveform
3. Demo system with multiband
capability (HF, VHF, UHF + civil
waveform)

RAP
to WAS, LAS

The present time schedule presumes a start in
1999 and a duration of 4 years.

b

7 Achieving PG/6 Requirements
REN

Combat Zone
System inofthe
Communication
In the Mobile Subsystem
theLand
Tactical
Post-2000 (see Figure 5), the MRR plays a key
role. Herein it shall operate as a CNR both in the
VHF-band and the HF-band. It shall serve as
Mobile Subscriber Terminal (MST) providing
point-to-point dialled-up teleservices both netinternally and externally into the Wide Area

0•

Odo",,u".-••"
CNR
2
° -N

0
0

Figure 5: PG/6's Mobile Subsystem
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SW-configurability. Therewith in principle all
preconditions are given to build up a MMR. The
ADM programme will prove the study results by
implementing the architecture in HW and SW.

radios [2]. Interoperability, task specific
configuration of communications means and
seamless communications among all subsystems of
the Tactical Net Post-2000 can become reality with
MMRs.

8 Conclusion

In principle this is nothing knew. The Universal

A radio which incorporates all the above
mentioned capabilities is far more then just an
enhanced combat net radio. It is rather becoming
the "service partner" to the multi-purpose
terminals which, according to TACOMS Post2000, shall act as a personal communicator to the
user on various levels of the military command
hierarchy. It is believed that the overall life-cycle
cost of the equipment may drop by 40% with
MMRs compared to conventional single mode

Mobile Telephone System (UMTS) which is planned
to go in service by the year 2002 will already be a
kind of MMR. Military tactical MMRs will require
big efforts in defence industry, but technology-wise
they are not a hazardous enterprise. The joint team
which has worked on the study is convinced that
MMRs are the way forward to flexible mobile
communications on the digitised battlefield.
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Abstract
This paper gives a description of the development of a simulation model of the ZOne DIgital Automatic
Cryptographic (ZODIAC) tactical communication system of the Royal Netherlands Army (RNLA). Also,
examples of simulation results and some lessons learned will be presented. The ZODIAC tactical
communication system of the Dutch Army consists of access equipment and mobile switches. The switches
are typically interconnected via line of sight radio links. A deployment of a ZODIAC network has, like all
communication systems, a finite capacity to handle traffic. The ZODSIM simulation model was developed
to study properties of deployments and the impact of new equipment and services on the capacity and to
predict bottle necks. The introduction presents a brief description of ZODIAC, features implemented in
ZODSIM, the OPNET simulation environment used to develop the model, and some modeling techniques.
In the section thereafter, some examples of simulations of deployments of ZODIAC and obtained results
will be presented, followed by a discussion and some lessons learned.

1.

Introduction

1.1 Objective
The ZODSIM simulation model was developed at TNO to study properties of deployments and the impact of
new equipment on their capacity and to predict bottle necks in deployments of the ZODIAC tactical
communication system which might occur in future missions. The ZODIAC tactical communication system
was designed to provide voice and data communication services during defense missions of the RNLA.
Nowadays, novel equipment and data services which use ZODIAC are being tested -and deployed. The
RNLA asked TNO to develop the ZODIAC simulation model, called ZODSIM, in order to be able to study
the behavior and capacity of ZODIAC deployments under various conditions and with new equipment.
Beside testing novel ZODIAC deployments with standard voice and data traffic, ZODSIM can be used to
study the impact of future applications and services. With the ZODSIM simulation model, the impact of
changes can be studied and alterations modified before being used in the real world.
The commercial OPNET simulation environment was used to develop the model. This object oriented
environment is especially designed to develop and perform simulations of telecommunication networks.
This open environment has a Graphical User Interface (GUI) and many specialized simulation kernels which
can be used to create models of communication systems. For instance, the kernels can be used to create
models of systems that route or queue messages, model the behavior of users, or model communication
protocols. Although models of a large number of COTS equipment is included in this environment, TNO
had to develop models of the specialized ZODIAC equipment. The next section gives a brief description of
the ZODIAC system, and the relevant features and functionalities which are implemented in ZODSIM
simulation model. Also a brief description of the OPNET simulation environment, and modeling techniques
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will be presented. In the subsequent sections, some examples of simulations of deployments of ZODIAC and
obtained results will be presented and discussed, followed by conclusions and some lessons learned.

1.2 The ZODIAC system and features implemented in ZODSIM
The ZODIAC system consists of access equipment such as digital encrypted telephones, mobile switches
and Line Of Sight (LOS) radio equipment. Typically, voice and data users of ZODIAC are connected to a
Multiplexer Access Point (MAP). A MAP can handle up to 31 local users. These users use either an
encrypting telephone for voice communication or a data terminal to exchange information. In the MAP, the
user data is multiplexed and passed on to their local switch. A MAP is connected to a switch via an
S4 cable. The switches, where information is passed onto and from local users or routed to other switches,
are usually interconnected via LOS radio links (trunks). A ZODIAC switch performs tasks such as, routing
of processornet messages and call information, and for instance updating of routing and subscriber location
tables. The interconnecting trunks typically have 15 or 31 channels for switched connections, with 16 or 32
kb/s digital channel transmission speed respectively. When operating at 16 kb/s per channel, a trunk can
have 64 channels of which 31 can be dynamically allocated for switched connections and 31 channels for
dedicated sole user channels. One of the remaining channels is used for framing, the other one is a common
channel to transport system messages called processornet messages.
As for all simulation models one has to know which properties of the real system, and to what level of
detail, must be incorporated in the model to enable it to give useful answers. Only those properties of
ZODIAC were incorporated in ZODSIM to obtain useful simulation results and to avoid extensive and
unnecessary modeling effort and computations.
Basic properties of ZODIAC such as;
* Eurocom transmissionmechanisms (with a go-back-n error correction mechanism),
* switches and their relevant properties (routing, maintaining tables et cetera),
* processornetsignaling and the effect of a non-zero Bit Error Rate (BER) on it,
* channel occupation,
* properties of ZODIAC equipment (maximum capacities, data rates, et cetera),
* re-routing of connections after link failures,
and usergroup traffic modeling were included in the simulation model. The modeled network must try to setup, maintain, and disconnect requested connections. Traffic statistics from a number of basic real ZODIAC
deployments were used to validate the simulation model. Some of the implemented features shall now be
described in more detail.
A first example of a relatively straightforward approximation is to use statistical models to generate traffic.
It is not required for the traffic scenario to know the call behavior of individual users. Therefore, voice users
connected to the same MAP are treated as a usergroup whose call behavior (frequency and duration) is
simulated using a tailored statistical model so it can function as a representation of the behavior of the call
behavior of the group in reality. For useful simulation results, each tailored traffic generation model of a
usergroup has to know how many users it has, how often, for how long, and with which statistical
distribution, they will call users in other usergroups. The model for the usergroups keeps track of statistics
such as how many calls were initiated, ended successful, and how long they lasted. Traffic generation and
MAP functionalities are in ZODSIM modeled in one type of node model called usergroup.
The models of switches only mimic the behavior that is needed to study those properties of real deployments
that are of interest. For instance the switch model keeps track on how many channels are occupied in a trunk
and it tries to route a call over an alternative trunk when the channels in the preferred one are all occupied.
A switch model does not perform the routing of the actual frames of the calls. The model ignores details
below the call level. However, switch models do respond to the processornet messages they receive. The
MAP's and switches use processornetsignaling to set up, maintain, and terminate calls. For instance, when a
user hangs up, the local switch is notified with an appropriate processornet message which causes the switch
to undertake the necessary actions to release the network resources that where allocated for the call. The
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switch models keep track of the number of occupied channels as a function of time, how many calls were
routed through them, the load of processomet channels of trunks, and other statistics of interest.
In the ideal case, only abstractions of processornet messages with the necessary information and length
would suffice to obtain the required simulation results about the performance of the processornet. The
abstractions of processornet messages are called packets in OPNET. In these packets there are data fields
defined to specify the type of the message, how many bits there are in the message in reality, and other
information such as the ID of the sender, time stamp, et cetera. When an OPNET model of a transmitter
sends such a packet over a model of communication link with a specified data rate, it calculates from the
data rate of the link, the distance between the sender and receiver, and the speed of light how long it takes
for the last bit of the packet to arrive in the receiver. This way, packets don't have to be send bit by bit and
simulations run more efficient. However, errors that occur during transmission over the radio links and the
transmission protocol, call for somewhat more detailed models of message transmission. More detailed
information than present on the level of processornet messages is required to answer questions regarding the
properties and behavior of the processornet under imperfect conditions. Transmission protocols try to
correct errors in received messages and cause an increase of the load of the processomet or even the
breakdown of a link. A model of the transmission of processornet messages was created to mimic the effect
of transmission errors.
In ZODIAC, processornet messages are transmitted on a block-by-block basis of 32 bits each, of which 16
are information bits. The rest is for numbering, an OK/RQ bit, FEC bits, and one parity bit. A non-zero BER
causes error bits in transmitted blocks. The receiving side will request retransmission of a block when it can
not correct for the errors in it. ZODIAC uses a go-back-n correction mechanism with a 4 block
retransmission cycle to recover from faulty blocks. The processornet message, and ones that might be
waiting behind it, thus get an extra delay before it arrives correctly. The processornet has to carry more data
due to the retransmission of blocks. In the worst case the BER is too high to recover from corrupted blocks.
The switches then start a re-synchronization sequence to recover the link. The effect due to a non-zero BER
and the go-back-n mechanism was modeled in a separate queuing process to which a switch can pass
processornet messages. Using the BER on the link and a random number generator, the process mimics the
retransmission of blocks of messages and computes the additional delay messages get and the extra load this
gives on the load of the processomet channel in the link. The queuing process keeps track of the
processornet statistics, such as the number of bits waiting in the queue of the transmitter, the additional
delay, load, and other statistics which are of interest.
A model consists of a number of levels. The highest level is the network level. In this level the topology and
equipment is defined. An example of a ZODIAC deployment in ZODSIM at the network level is shown in
Figure 1.
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Figure 1 Example of a large ZODIAC deployment at the network level.

Figure 1 shows the various types of nodes that can be present in a ZODIAC deployment. The nodes with a
circle-bar icon are usergroups from which calls are generated. The usergroups are connected to their local
switch via a fixed duplex connection. The nodes with a circle-triangle icon are switches which can connect
to up to 16 links. The nodes with a circle-MTX icon are novel small switches which can connect with only a
small number of links. Typically, the switches are connected with a duplex LOS radio link. The radio links
are represented by the same double arrow symbol as the fixed links. However, behind them are different
models. For instance, for the fixed links it not possible to select a non-zero BER. In the radio link models
allows any value for the BER. Note that the kinks in the LOS radio link were introduced in Figure 1 purely
for graphical reasons. The nodes represented by a circle-terminal icon, are servers which can offer simple
message handling services to data-users in the usergroups. As mentioned above, nowadays novel data
services are being tested for use on ZODIAC deployments. Simulation results which offer insight in the
requirements and impact of the novel services will be discussed in the next chapter.
Models of deployments such shown in Figure 1, are made quite easily in the OPNET GUI by selecting the
required node type from a pallet, dragging it to the network area and connecting it with the required links.
Names, data rates, BER on links, and other parameters are object attributes with a default value that can be
adjusted when required. Usergroups in the deployment obtain their parameters for their statistical traffic
profile from a ASCII scenario file. This file has to be edited to fit the deployment; the traffic matrix in it
contains a set of parameters for each group that generates traffic.
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Studies of properties of deployments of the ZODIAC network can give an insight in the characteristics of
ZODIAC under conditions that are expensive, not yet possible, or difficult to achieve in reality. For
instance, creating the deployment shown in Figure 1 in reality requires a large workforce. In the order of 20
to 50 men is needed per node to operate the LOS radios, switches, Map's, access and other equipment. If not
impossible in peace time, testing such large deployments and various alternatives would be an expensive
operation. Simulation in this case offers an elegant way to get an estimate of properties of the real system.
As stated above, traffic generation and MAP functionalities are in the usergroup node. Traffic is generated
by voice- and data-users which pass their requests to an object inside the node called the
requestadministrator. This object performs the necessary MAP functionality's. The internals of the
usergroup node are displayed in Figure 2.

Figure2 Graphicalrepresentation of the objects in a usergroup node. On top are the traffic generating objects in the
node which performs the MAP functionality's.At the bottom-right is the object for transmitting requests to a
switch, on the left is the receiver.

Figure 2 is a graphical representation of the functionalities of a usergroup node at the level below the
network level in Figure 1. This lower level is easily accessed in the GUI by dubbel clicking on a usergroup
node. In the usergroup there are two traffic generators, one modeled to represent voice users and another one
to represent users which are transmitting datagrams. Frequency and duration of network resource allocation
is significantly different for these two groups, so each generator has it own appropriate statistical traffic
profile. The requestadminstrator object performs MAP functionalities and processes processornet
messages. These messages can either be received and passed on by the receiver object, called fromswitch
in Figure 2, or send to the local switch via the transmitter, called to_switch.
The transmitter and receiver objects are connected to a model of a duplex link between the usergroup node
and the local switch. The messages which arrive at the receiver objects in the switch are passed on to the
dispatcher object which processes incoming messages and generates the required responses. The internals
of the switch node are shown in Figure 3.
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Figure 3 Graphical representation of the objects in the switch node. The object in the center is the dispatcher which
performs the functionalities of the switch. The objects on the left and on top are receivers which can connect to
16 links. The objects on the right and at the bottom are the transmitter.

Figure 3 shows that a maximum of 16 links can connect to this switch model. However, models of switches
can easily be modified by adding or removing transmitter and receiver objects and connecting them with an
appropriate link. Models of the novel small MTX switches where thus simple obtained by removing
receiver-transmitter object pairs. As Figure 3 shows, the transmitter objects are connected with double links
to the dispatcher. One link represents a stream for outgoing processornet messages, the other one is a so
called statistical wire through which the transmitter is able to inform the dispatcher that it has started or
stopped transmitting. The main process residing under the dispatcher object can then send the next waiting
message, perform updates of the statistics, et cetera. A graphical representation of the dispatcher process is
shown in Figure 4.

Figure 4 Graphical representation of the process residing in the dispatcher. The process is modeled as a finite state
machine.

The process is modeled according to a finite state machine: the process can be in a finite number of states
between which can switch over to in response to arriving interrupts or other events. The states are called
INIT, DEAD, READY, et cetera. When the simulation starts the process starts in the INIT state where it
performs initializations such as finding out which transmitter and receiver pair are connected, what is on the
other side, who are its local subscribers et cetera. It then goes over to the DEAD state to wait until it
receives an interrupt to become active. The process can then transit from state DEAD to READY when the
Boolean condition dead-ready is true and wait there for arriving processornet messages and interrupts.
This main dispatcher process can be the parent of many child processes. Instances of child processes are
created each time a call has be set up. Each child keeps track of the state of a specific call and gets
processomnet messages passed on from the parent for the call that they are responsible for. Also, a child
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process monitors time out counters for the call. Kernels in OPNET can be utilized to create, communicate
with, and destroy child processes.
The GUI facilitates the design of processes as finite state machines by guiding the programmer. State
machines can easily be created by adding and connecting states and giving the transition the name of the
Boolean which must be true to allow the transition to take place. OPNET collects all the C code in the states
and creates a program with the functionality as laid out in the GUI. The programmer is responsible that the
C code in the states performs as required (get or create packets, responses to arriving packets and interrupts,
update statistics, broadcast messages to connected links et cetera) so the model mimics the functionalities
and properties of the real system.
When the simulation is started, OPNET creates for each object in the deployment an instance of the
appropriate main process, adjust their settings to the required values (names, data rates, BER's et cetera),
connects all pieces of code according to the network topology and creates the simulation program. This way
the programmer himself does not have to dig through piles of C code when program modifications are
needed: he or she can navigate graphically through it with the aid of the GUI.
The next section of this paper presents and discusses results of simulations ZODIAC deployments.

2.

Simulations and results

2.1 Large ZODIAC deployment with novel switches
ZODIAC equipment is mobile in the sense that LOS radio, switches, and other equipment are mounted on
trucks. A deployment is not mobile. Once a communication center is created by connecting access
equipment, MAP, radios, et cetera, moving it is not so easy. To be more mobile in the future, new and
lighter equipment was developed. During the development of this equipment, questions raised on what their
performance would be and whether they were properly dimensioned.
To study the traffic load on novel small more mobile switches in a large deployment, a large deployment
was created and clusters of small MTX switches were inserted. The deployment is shown above in Figure 1.
The small switches are symbolized by the circle-MTX icons. The 4 clusters with each 6 MTX-switches
represent headquarter sites with each 3 pairs of stacked switches. An estimate was made for the traffic
matrix for usergroups in the deployment. This matrix was based on the functionality of the usergroups and
their relation to each other. For instance, the number of calls between a usergroup in the frontline, at the top
of Figure 1, and a usergroup much further away from the front, can expected to be much smaller than the
number of calls between the usergroups in the frontline. Estimates for the frequency and duration of calls
under normal use was obtained from measurement in small real deployments. To study the traffic load on
the MTX switch clusters due to outside traffic, the usergroups in the headquarters did not generate any
traffic. This way an estimate for the capacity remaining for these usergroups was obtained.
To study the performance of the deployment, 3 simulations were performed with increasing network load. In
the first simulation, the average time between call requests of users in a usergroup was 523 seconds. In the
second simulation this was 105 seconds, and in the third one 19 seconds. These intervals correspond to light,
medium and heavy traffic load. The average call duration was set to 25 seconds. The results are in Table 1.
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Average time between two Calls ending successfully Calls for which called subscriber
call requests [sec]
[%]
was occupied [%]
523
90
10
105
78
22
19
66
-34
Table 1 Average time between calls and the number of successful and unsuccessful calls.

The network did not yet show signs of congestion during these simulations. There were enough channels
available to handle the calls. When a call was not successful it was because the called subscriber was
occupied.
Another result obtained from these simulations was that there was no clear correlation between the position
of a LOS radio link (trunk) in the network and its average traffic load. For instance, the trunk between
switch 041 and switch 080 had a smaller average load than the trunk between switch 033 and 071, although
they both are parallel with the mirror axis of the deployment (the dotted line in Figure 1). The histogram in
Figure 5 shows the average number of occupied channels in some of the trunks connecting switches in the
deployment during the simulation with the highest traffic load. All the trunks had 31 channels available to
connect the calls.
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Figure5 Average number of channels in the trunks occupiedduring the simulation with the highest offered traffic load.
On the horizontalaxis are the ID's ofpairs of switches which the trunks connect.

These results indicate that there are no bottlenecks and that the deployment is capable of handling the
highest offered traffic load and still has capacity left. In none of the 3 simulations there were any channels
occupied in trunks connecting an MTX switch cluster with the rest of the network. Routing calls over these
trunks was automatically avoided by the switches because there would have cost too many hops compared to
other routes. This is a desirable feature because, as stated above, the MTX clusters represent switches of
headquarter sites and routing calls over them should be avoided. Routing calls over the MTX clusters is in
this deployment only expected when the network becomes congested.
Also, apart from the initialization at the start of the simulation, processomet statistics showed that the load
of the processornet is not extremely high. At the start of the simulation all switches simultaneously
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generated a lot traffic to configure their routing tables, in reality this is not expected because they will not
configure themselves exactly at the same instance. When the transient at the beginning of the simulation had
disappeared, there was only one processornet message at the same time in the queues of the transmitters of
the switches. These messages could be send immediately then. The processornet of the MTX cluster were
not heavily loaded with external messages. Connecting switches send on average only 1 kbps to an MTX
cluster, while 16 kbps is available.
2.2 Effect of a non-zero BER
In this section an example is given of the effect of a non-zero BER on the load of the processornet. As
explained above, in ZODIAC the processornet messages are send in blocks of 32 bits. When bit errors in a
block can not be correct using a FEC, a go-back-n mechanism is used to perform a retransmission of the
previous n blocks. Subsequently, the load on the processornet channel in a trunk becomes higher when there
is a non-zero BER. As an example, simulations when performed with a cluster of MTX switches. The
deployment is shown in Figure 6.

IusjflL5.. X~

..

Figure 6 Topology of a cluster of MTX switches.

In the small cluster in this example there are 3 pairs of switches. Each stacked pair, for instance MTXI_1
and MTXI_2, are connected via a loopgroup. Also the usergroups are connected via a loopgroup to their
local switch. The stacked pairs are interconnected via a with a model of trunk with a non-zero BER. In this
simulation all 3 trunks had the same BER. Simulations where performed during which user in each group
initiated calls with an average interval between calls of 125 seconds. The length of the calls was on average
25 seconds. Note that for a usergroup, with typically 30 members, the individual user on average initiates a
call ones every hour. The total simulation time was 10 hours, during which 5200 call where initiated. On our
Sun workstation with a 333Mhz Ultra SPARC processor, a simulation took about 200 seconds to perform. In
total, about 23Mb of data was send over the processornet. The relative number of bits that had to be
retransmitted is shown in Figure 7
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As is shown in Figure 7, at a BER of 0.01 about 40% of transmitted blocks of the processornet messages had
to be retransmitted. No synchronization of the trunks were necessary.
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Figure8 Delay in transmissionsofprocessornetmessages in a trunk with a BER of 0.01.
As an example, Figure 8 shows the delay which processomet messages can get when there is a BER of 0.01
on the trunk. Only part of the trace is shown here. Some of the messages could even get a delay of
2.375 seconds. Statistics of the queue of the transmitter showed that there where at maximum 512 bits
waiting for transmission in the queue. For higher traffic loads the number of waiting bits can be higher.
The type of results discussed in this section can help the design or improvement of communication
equipment and transmission protocols.
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2.3

Novel data services on ZODIAC deployments

The RNLA asked TNO to perform a simulation study to gain insight in the requirements of a novel data
service which is nowadays tested for ZODIAC. With this service, a user can get a LAN connection to a
Central Router (CR) where data is stored and maintained. With there terminals, users can get information on
the current status of numerous aspects of the mission. Points of concern were the impact of this new service
would have on the workload of operators of ZODIAC switches and whether deployments would be able to
make and maintain the required connections.
Typically 2 or 3 CR's, and at least one backup CR, are in the deployment. The CR's keep there data
synchronized via backbone connections which are relatively high speed compared to the 16kbps LAN
connections with the users. The data of this service can be routed through ZODIAC via various types of
connections. One of them is to select the dedicated sole-user channels for the connections. These
connections have the advantage that they are rarely used at the moment and that the ZODIAC system is
designed to automatically reroute the connection when a trunk in their route fails. However, selecting the
sole user connections implies an extra work load for the operators of the switches. These operators have to
set up and monitor the sole-user connections and take action when the network can not automatically reroute
the connections due to degradation or congestion. Simulations in the study were performed for a number of
ZODIAC deployments of various sizes which might occur during missions at peace and war time. Methods
used and some results obtained with this study will be discussed briefly in this section.
Discussions with officers of the RNLA made clear what might be some worst case deployment and
scenarios under various circumstance. ZODIAC deployments were divided in deployments which can occur
during peacekeeping operations, and deployments on a grant scale which might occur during war time.
Another distinction was made in deployments which had 2 CR's and a backup CR and deployments with 3
CR's and a backup CR. Beside distinction between types of deployments, a number of traffic scenarios
where decided upon. A deployment with 2 CR's and 2 satellitelinks which might occur during a peace
keeping operation is shown in Figure 9.
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Figure 9 ZODIAC deployment with 2 satellitelinks which might occur during a peace keeping operation. Both islands
in the deployment have one active CR's each. The backup CR is in the south-east of the largest island.
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The 2 active CR's and the backup CR, called CR_1, CR_2 and CRSB respectively, are represented in
Figure 9 by the rectangular server icons. They are connected with 2 loopgroups to a switch so there are
2 x 31 channels available in the loopgroups for connections of which 2 channels are reserved for voice
channels for the operators. An active CR's can thus handle up to 60 connections. In this deployment there
are various types of users, the usergroups are again represented by the circle-bar icon and the circle-triangle
icon switches. The circle-square icons represent switches for headquarter sites. The terminal icons represent
SYSCOM usergroups which monitor the state of the ZODIAC deployment. Satellite icons, called SATI and
SAT2, are placed next to the satellitelinks.
The performance, rerouting capabilities of the deployments where studied with the use of various traffic
demands. The required connections between the CR's and between users and the CR's under standard
operation was decided upon in discussions with officers of the RNLA. For instances, usergroups get 1
connection to a nearby CR. In the deployment shown in Figure 9 this means that usergroups must connect
with the CR inside their island. Another connection rule during standard operation of the data service, is that
headquarters sites get an extra connection to a different CR in the network without routing over satellitelinks
otherwise it gets a connection to the same CR in the island. De active CR's themselves had to be connect
2 x 4 connections which then formed the backbone connection to keep the CR's synchronized, the backup
router must be connected to a nearby active CR via 2 connections. When there 3 CR's in the deployment the
backbone must have a ring topology. The SYSCOM groups are connected to 3 other SYSCOM groups via
sole user connections to form a separate network and also get a connection to a CR.
All these rules are applied to the usergroups and CR's present in a deployment and put in a traffic matrix.
The traffic matrix defines the begin and end points of the connections according to the connection rules.
When the simulation starts, the models of the usergroup in the deployment read the traffic matrix and select
the lines which define their connections and request their local switch to create these connections for them.
The switches in the deployment will try and set up the connections according their routing tables. The route
for the connections is thus decided by the switches in which the routing mechanism of ZODIAC is modeled.
The relatively simple set of connection rules are thus applied to complex deployments where the (re)routing
mechanism modeled in ZODSIM can be exploited to get an insight in potential problems that the novel data
service might cause.
The following histogram shows the distribution of the number of occupied channels in the deployment after
setting up all the, according to the traffic matrix, required connections in the LOS radio links (trunks).
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Figure 10 Distributionof the number of occupied channels in the peace time deployment with 2 CR's. The deployment
is divided in 2 islandswhich are connection via 2 satellitelinks.
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Figure 10 shows that in none of the trunk all available channels are fully occupied. Simulations in which
trunk failure occurred after all connections where setup, showed that the deployment had enough capacity
left to reroute connections as long as there where 2 trunks left to connect the local switch of the active CR's
to the network. This indicates that the workload for operators is not increased by individual link failures in
this deployment.
In the satellitelinks via SAT1 and SAT2, there where 11 and 2 channels occupied respectively by
processornet channels, connections for the SYSCOM usergroups and the backbone connections. Simulations
showed that when one of the satellitelinks failed, the network was able to reroute the required connections
over the remaining one. After rerouting, 12 channels were occupied in the remaining satellitelink. Note that
the processornet channel of the failed link is not rerouted. These results show that the data service requires
satellitelink with a data rate in the order of 12 x 16 = 2Mbps in order to cope with link failures.
When all the standard required connections where setup, the loopgroups to the active CRI and CR_2 had 7
and 35 channels free for additional connections. This is not enough to provide with the headquarters with
the additional connections which was proposed in a variation on the set of connection rules. This alternative
set of connection rules prescribed that the headquarters where connected to the CR's via double 64 kbps
links, or two set of 4 sole user links. In the large island this would require 4 x 6 channels in addition to the 2
each headquarter site already had. Note that the requirement in this variation could be fulfilled if additional
connections were allowed to make use of the satellitelinks.
Other insights where also gained when the proposed simple set of connection rules where applied to
deployments which might occur during missions. Examples of other important ones where bottlenecks
which occur when a CR has be moved to a switch elsewhere in the deployment without the users loosing
their data service and estimates of the workload that imposes on the operators.

3.

Discussion and lessons learned

The examples discussed in this paper, show that the ZODSIM simulation model can be used to estimate
various properties of ZODIAC deployments, predict their capacity and potential bottlenecks. In the
simulation model it is easy to create deployments and run simulations. The OPNET simulation environment
was used to create the simulation program and to analyze results.
Our experience shows that designing and programming of a simulation model from scratch takes a lot of the
effort and time spend in a project. It is also very important to determine at the beginning of the development
of a model which behavior, parameters, and use of the network elements are essential for the model and
which can be ignored initially but have to be implemented in future refinements of the model. When a model
which can be adapted to suit another project is present, the development time of a suitable model can be
greatly reduced. Provided that, as in all computer programs, names of parameters, subroutines et cetera,
were chosen logically and not abbreviated to a few letters of the alphabet. If programmers try to save time
by using short abbreviations for names and typing sparse comments when they are introduced in the code,
their future colleague who has to make modifications will annihilate the gain.
The GUI interface of OPNET and provided kernels shortens the development time of models and creating
deployments. Navigating through the simulation code is make easy when the finite state machines behind
the model is designed logically. We noticed that excessive use of states in a model should be avoided. When
a model becomes to complex, it might be advisable to separate the functionality of the object into separate
nodes and put these in a additional subnet layer. Using the OPNET simulation environment gives the
advantage that models of COTS equipment can be used to model the use of COTS equipment in ZODIAC in
the future. Simulating ZODIAC deployments with old an new equipment thus requires then less effort.
However, a potential user should be aware that before he or she can develop models independently, quite
some time is needed to learn the OPNET environment, the philosophy behind the way models are designed,
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and which tools and tricks are available to create them. Knowing the existence and purpose of the various
kernels and tricks of the trade which are available to create models can reduce the complexity of the
programs behind them.
During the development of the network elements for a model such as ZODSIM, it is important to keep
contact with the customer and discuss the implemented features and show intermediate results. The
developer of models of a network such as ZODIAC can in these discussions find out whether he or she
understands the features and has implemented them properly. Systems such as ZODIAC can have features
which are not well known to the present day operator. Also, information about features of switches which
are usually inaccessible to the everyday operator but are needed to tune the model, such as transmitter queue
sizes, can be hard to come by. Getting the details right from the start is very important for the model to be a
model of the real system. Not only because it can save development time and because modifying an existing
model easily induces errors, but also because it can very difficult to get data with which the model can be
verified.
With -the tools provided in the OPNET environment it is relatively easy for the programmer to create a large
amount of statistics about a simulation and create impressive graphs and animations. However, he or she
should always be aware the his customer is not accustomed to find is way is a sea of data with the wink of
an eye. The programmer and simulator should see it as a challenge to find out what is most important to the
customer and then present it in a simple way. The programmer and the persons who perform the simulations
and digest the results should always be aware that they have sometimes been working for months with
details of the problem and are used to focus in on important features and ignore the rest for the time being.
They should also act as the filter for their customers and not only for themselves. We hope we have fulfilled
that goal in this paper.
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Abstract
The presentation given here, reflects the current state
of an ongoing research project, with focus on tactical
multi-hop radio near ground networks. For terrestrial mobile networks the terrain has a large impact,
not only on radio link level, but also on network design and protocols. Our aim is to estimate and simulate network performance, and to evaluate network
designs and protocols in a real terrain environment,
Here, we describe our method and models for simulating network performance in digitized terrain. The
method is based on estimating the basic-path-loss,
It utilizes a digitized terrain and advanced electromagnetic propagation models to model the impact of
terrain. We present the proposed methods as well as
an overview of current work, including: spatial reuse
access schemes, mobility model and analyses of the
duration of an access protocol.

1

Introduction

In future military operations, the need to quickly acquire and assimilate information at all levels of the
commands hierarchy is foreseen. In many information systems projected, low level units are expected
to make well informed decisions. Combat information and sensor data must be available even at the
level of the individual soldiers.
In crucial situations, for example communications
on the battlefield itself, there will be a need for
high performance wireless communication without
the support of a preinstalled infrastructure. In these
cases, a radio network should be able to be deployed
in unknown terrain and with a minimal need of network preplanning. The radio units may be spread out
in the terrain in an ad hoc manner and line-of-sight
communications cannot be guaranteed. The terrain,

in which the network is deployed, may have a large
impact on the electro-magnetic propagation environment. Our work aims at estimating and simulate the
effects of real terrain on network performance and to
evaluate near ground radio network designs and protocols.
One method to obtain area coverage in these type
of networks is to relay messages through one or several intermediate nodes. Networks with this property
are called multi-hop networks. Multi-hop properties
offer an important advantage in robustness in tactical
radio networks. Most work on multi-hop networks
described in literature have in common that they use
very simple propagation models that do not take the
terrain into account.
In our presented network model, we use a digitized terrain representation and Vogler's multiple
knife-edge diffraction model to describe the electromagnetic propagation characteristics. The propagation model provides an estimate of the basic pathloss for each pair of units in the network. These estimates of the basic path-loss provide the possibility
to estimate and simulate the effects of real terrain on
network design problems. Also, different proposed
protocols can be evaluated in a digitized real terrain
environment.
In the following, we present an overview of accomplishments and ongoing work with the proposed
network model, including:
e Design and evaluation of terrain adaptive spatial
reuse access schedules.
e Modeling mobility in digitized terrain.
protocols.
The first topic, considers a "snapshot" view of the
network, and describes methods of obtaining spatial
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reuse access schedules in a multi-hop network. The
approach here is to reuse channel resource whenever
the terrain separates units so that little interference
is caused. The second topic, describes a mobility
model that takes the terrain into account. At last, the
described setup is used to estimate the effects of mobility on an access protocol.

2 Propagation model
An essential part of modeling an on ground or
near ground radio network is to model the electromagnetic propagation characteristics due to the terrain variation. A common approach then is to use
the basic path-loss, Lb, between two radio units.
The most simple assumption concerning the wave
propagation is that no obstacles appear between the
transmitting and receiving antennas, and no reflection or diffraction exist in the neighborhood of the
direct path between the receiving and transmitting
antennas. This model is the so called free-space assumption. For this case, the basic path-loss is given
by the following well-know equation, e.g., see [1,
Eq. (2.4), p. 18].
Lbf,

2
(47rdf)
2
C

Here we use d as the distance in meters between the
transmitter and receiver antennas, and f to denote
the center frequency of the transmitted narrow-band
signal, and c is the speed of light. This means that
if the efficient isotropic radiated power of the transmitting antenna is PEIRP, then the efficient isotropic
collectible power is given by PEiCP = PEIRP/Lb,
which for the free-space assumption yields PEICp =
PEIRp/Lbfs.

To obtain a finer model of near or on ground propagation, a single ground reflection is taken into account. Doing so, we use the two-ray plane earth assumption. In its simplest form, perfect lossless reflection is assumed. When the distance d is large
relative the antenna heights, hl, h 2 , we have the
following estimate of the basic path-loss, see [1,
Eq. (2.22), p. 25].
d4)2
(hlh 2) 2
Refined assumptions of wave propagation conditions near ground include terrain height information
and terrain type information to estimate the basic
Lbpe

path-loss.

In the digital terrain database we use,

the height is represented as terrain height samples
at equidistant square lattice intersection points, and
the terrain type is one of maximum 256 terrain types
such as fresh water, salt water, forest, wet ground,
open rocks, etc. We assign electro-magnetic ground
constants such as relative dielectric constant Er and
conductivity or for each terrain type and we also assign surface roughness for terrain types. See Parsons'
[1, Sec. 2.3] for an introductory description of the
problem. Our database has a 50 meter grid for the
terrain height samples and a 25 meter by 25 meter
terrain type area.
All our calculations are carried out using the
ground wave propagation library DetVag-9O®, [2].
Here, we use a multiple knife-edge model of Vogler
[3, 4] with five knife edges.

3 Network model
We consider a radio network consisting of N radio
units spread out in some terrain. We use the notation suggested by Jdnsson in [5], where the units
are described as nodes.. A node v is characterized
by a set of attributes, a pair of coordinates describing the location in some coordinate system z, y, the
used transmitter power P, the transmitting antenna
gain diagram Gt (0, ýp), the broadband equivalent single sided receiver noise power spectral density Nr,
the receiving antenna gain diagram Gr (0, (p), the antenna height h, and the polarization of the transmitted electrical field pol. Mainly refer to a node vi as
vi = (xi, yi) and denote the set of nodes by V.
Our model of a radio network is the set of nodes
V and the basic path-loss Lb(i, j) between any two
nodes.
For any two nodes, (vi, vj) where vi is the transmitting node and vj : vi, we define the signal to
noise power ratio (SNR), rij, as follows
Pi Gt(i, j) Gr (i, j)
=
Lb(i,j)Nr
where Pi denotes the power of the transmitting node
vi, Gt(i, j) the antenna gain of node vi in the direction of node vj, Gr(i, j) the antenna gain of vj in the
direction of vi, and Lb (i, j) is the basic transmission
path-loss between nodes vi and vj. For convenience,
we define Pij = 0 corresponding to the physical situation of a node not being able to transmit to itself.
Unless stated otherwise, we assume isotropic antennas, that is
Gt (i, j) = Gr(i, j) = 1.
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Figure 1: The figure illustrates the set of links, L, obtained with a plane earth model, for ~yo = 1 and
P/N, = 1013.5.

Figure 2: The figure illustrates the set links, L, obtained
with a terrain dependent propagation model, for
-Yo= 1 and P/NT 101'-5.

The model we propose is based on the assumption
that the SNR is a good measure of the communication quality of a radio link. This is a reasonable assumption provided that the radio link technology employed takes appropriate measures to handle multipath propagation. For the radio link, we assume that
the link provides perfect transmission for SNR values down to a certain threshold. We say that a pair of
nodes (vi, vj) form a link, (i, j), if the signal to noise
power ratio (SNR) at the receiver is not less than a
threshold, -yo. That is, the set of links, L, is defined
as follows:

3.2

L {(i, j) such that Pij > -yo}

3.1

(2)

Network examples

The examples given in Figures (1) and (2) illustrate
the difference in network topology obtained when using two different propagation models. In Figure (1),
a plane earth model, as implemented in DetVag-9®
[6,7],isuse ad i Fiur(2,positionsarelrndoml
knife edge model. The node poiin r admy
chosen according to a uniform distribution. The terrainis
mixdillywit
frestandmeadws.a
In both Figures, the center frequency is chosen to
be 450 Mffz, antenna heights 3 m, Pi and N, constant such that P/N, = 10135, and -yo = 1. The
examples show that there is a great difference in network connectivity obtained for the same transmitter
power and link threshold.

Connectivity criterion

In multi-hop networks, the cho .ice of transmitter
powers, antenna gains etc. lead to a variety of different topologies and link capacities. In network design, the problem of choosing appropriate transmitter
powers and antenna gains with respect to optimizing some cost function is a very complex procedure,
involving assumptions on access and routing procedures. One common approach, is to separate this design problem and choose the topology with respect
some connectivity criterion. Here, we describe the
connectivity criterion we use to choose transmitter
power and give some examples. Again, we compare
a plane earth model with Vogler's multiple knife edge
model.
We use a normalized 1-connectivity measure, 4D. It
estimates the probability that two arbitrarily chosen
radio units can communicate. This does not mean
that the two uni Its necessarily must be able to establs
ik
nt htcnrahec te hog
rlhayink.poeuntthtcnreaae
chnieeeach oterlhrug.
r helayngorocliedurr consetiideredeasur
well.
o
path indicator function. This function, denoted Pij,
is one if there exists a path from the source node vi
tohedsiaonoe jOhrwetiszo.A
normalized measure of the network's connectivity
wedfn
1Pij~
N(N - 1) for all ij
where N is the number of nodes in the model. This
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spatial reuse TDMA (STDMA), which is an extension of TDMA where the capacity is increased by
spatial reuse of the time slots.
The STDMA channel access schedule for multipacket radio networks was introduced in [8].
algorithms for generating STDMA schedules have been proposed. Two of these are described

,-

0.8

•hop
/Different

0.6

0

0.4

in [9, 10].
The multi-hop properties of the network intro-

0.2

duces another problem. The traffic load on the links
0010

10

1012PN 1013

1014

10'5

Figure 3: The plot shows normalized connectivity, 4', in
average. The solid line is obtained with the
multiple knife edge model and the dash-dot line
is obtained with the plane earth model. The
dashed line is a translation of the dash-dot line to
coincide with the solid line for average 4) = 0.5.

in the network can vary considerably, even if the incoming traffic to the network is uniform. Therefore
traffic sensitive, or traffic controlled access schedules, have been proposed [11, 12].
Here, we give a brief description of algorithms and
results developed by Gr6nkvist in [13, 14]. The work
presented here is based on the signal-to-interference
ratio (SIR) in each link, estimating the basic pathloss.

measure can be seen as the "probability" that two
randomly chosen nodes can communicate, i.e., there
exists a path between them.
Figure (3) shows our connectivity measure, -(, in
average, over a sequence of 1000 networks, versus
P/N, for link threshold of -yo = 1. The Figure shows
that there is a great difference in transmitter power
needed in order to achieve a certain normalized connectivity. Compare the dash-dot line with the solid
line in Figure (3).
In Figure (3), the dotted line is a translation of the
curve obtained for the plane earth assumption (dashdot line) to coincide with the curve for the terrain dependent model (solid line), at connectivity 0.5. Comparing this dashed line with the solid line we can see
that an increase in transmitter power does not totally
describe the impact of the terrain on the connectivity
measure,

This approach differs from previous work
where the network graph is used to decide if interferences occur. That approach does not capture the total
interference in the network. The use of SIR gives a
possibility to take the terrain into account in a more
realistic way.
One of the two algorithms is traffic controlled. We
investigate by simulations how the traffic controlled
schedules increase the capacity of the network. Another advantage of using SIR is that power control
and the use of directional antennas can be straightforwardly included. However, these issues will not
be investigated here.

4.1

Notation

For a set of links, L C , and for any link, (i, j) in
L, we define the interference as follows
PkGt(k,j) Gr(k,j)
(k,1)EL\(ij)

4

L

Interference based reuse schedules

One problem in a radio network is the interferences
caused by simultaneously transmitting nodes. These
conflicts occur if the received signal is too weak compared with the interfering signals. An important issue
is therefore to design access schedules that control
the use of the channel. An often used access schedule
is time division multiple access (TDMA). For multihop connected networks, however, this is usually inefficient. To increase capacity one can instead use

Furthermore we define the receiver signal to interference power ratio (SIR) as follows
Pi Gt (i, j) G, (i, j)
rIL (i, j) = Lb (i, A A + IL (i, j)
We assume that any two radio units can communicate a packet without error if the SIR is not less
than a threshold, -y". More precisely, the following
condition must hold
IL(i,j) _

Y1

for all (i,j) inL.

(3)
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(D

Further we assume that a node cannot transmit more
than one packet in a time slot and that a node cannot
receive and transmit simultaneously in a time slot.
This gives us the following condition
If (i, j) E L then no other link containing
either i or j can be in L.

2

(4)
4

If the above two conditions, (3) and (4), hold for a
set of links L we say that the set of links can transmit

10

5

simultaneously.7

4.2

The Algorithms

Here we give an outline of the algorithms used, for
more details see [13]. Roughly, the basic idea is to
loop through the time slots. For each new loop a
time slot, numbered k, is created. The algorithm first
checks to see if the links that have not yet received

a time slot can be assigned to this slot without vio-86

0

8GI
6

Figure 4: Network 1.
43

1

lating the interference requirements. In the next step7
the same check is performed on the rest of the links.2
1
Eventually, all the links will have received at least
1
one time slot and the procedure terminates.
The output of the algorithm is the sets Lk for all169
1
T where T is the period of the
slots k = 1,2,. ...
schedule. When the algorithm terminates the sets Lk
2
contain the links that are assigned to time slot k.is
55
1
idea,
basic
the
of
version
refined
a
is
1,
Algorithm
described above, where links are assigned time slots
1
12
according to a priority list. The priority of a link
is based both on the relative traffic load and on the
number of time slots passed since the link previously
Figure 5: Network 2.
was assigned a slot. With this procedure the slots assigned to each link will be spread out evenly over the
period, resulting in a decreased average delay.Rotnhabenmdbysretpthouie.
To make a traffic sensitive schedule, some links
Routingahabeteen made bysortest pillath rute, ihe.
with heavy traffic are allocated more than one time
patmessag betwieen two noeast willealasfsthesms
slot. We guarantee the links a number of time slots
paths wIch reequiresuthleastnme
of t
ranaesenthe
is-,al
depending on the traffic on the link. This is done
msios.afseealrues
btenwospcfi
th
desamelentleit
allas s
in Algorithm 11. All links will have at least this many
mhessages beutwe.Ten twrsecaivetafic
nodescwilalwaysus
time slots in the final schedule. In Algorithm I, which
thensamied
route. the relatietrafiof
rueacwherlink is
is not traffic controlled, the guaranteed number of
thncldefnd. t etenme frue
hr ti
time slots is one for each link,.nldd
The messages are assumed to be generated according to a Poisson process with intensity A. Since the
4.3 Simulation results
schedule is collision free, all messages are assumed
Simulations have been used to evaluate the average
to be perfectly received, i.e., no retransmissions in
delay, D, of a message in two different networks,
that sense are considered. The average delay of a
networks 1 and 2 described in Figures (4) and (5),
message is measured in time slots from arrival to
respectively,
the network until it reaches its destination. The two
In the simulations, additional assumptions have
STDMA schedules are also compared with a TDMA
been made:
access schedule. The average delay for networks 1
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Figure 6: The result from the simulation on Network 1.
We have plotted the average delay D measured
in time slots as a function of the throughput Ain
packets per time slot,

Figure 7: The result from the simulation on Network 2.
We have plotted the average delay D measured
in time slots as a function of the throughput Ain
packets per time slot.

and 2 can be studied in Figures (6) and (7), respectively. As can be seen, the average delay of a message
is considerably decreased for both algorithms cornpared to a TDMA schedule, though algorithm II can
achieve a much higher throughput than algorithm 1.

weight according to the characteristics of the
terrain.
Step 2: Compose network Let each square represent a "node". Neighboring squares are connected with "edges" where the weight of an
edge is the average of the connected squares.
The weight of the diagonal edges are increased

5

ntcia

Moeigmblt

Miodneligw

o

a

biiyrntatcasa

by the square root of two.

Modeling the movements of the units in a tactical radio network is another issue where the terrain has
an essential impact. Here, we outline the work of
Sterner given in [15] where a digitized terrain is used
when modeling the movements of nodes.
The main idea is to search for the shortest path,
according to some criterion, between two given positions. The path chosen between the points is obtain
by assigning different weights to different types of
terrain. The weights can be assigned according to
the difficulty of moving through the terrain, perhaps
combined with tactical considerations on movements
of units. An algorithm finding the "shortest path",
given these weights, is then applied.
The terrain is, in our case transformed into a network description, thereafter the shortest path is found
with traditional search methods. The procedure can
be described by the following three steps:

Step 3: Search path The path can now be found by
applying a "shortest path" algorithm in the network description obtained in step two.
This method gives a good path, in "shortest path"
sense, however there are problems in implementing
the method. To obtain accuracy enough the terrain
representation must be divided into small segments
and the problem of finding shortest path becomes infeasible, even with efficient algorithms.
An approach to this problem, is to relax the demand for finding the overall shortest path. Here,
we use efficient suboptimal searches described in
[16, 15]1.
The search method uses a sequence of terrain descriptions, with increasing resolution. First a path is
found according to some shortest path criterion in the
ter-rain description with least resolution. Second, this
path is refined in the next terrain description, and so
on according to the following steps:

Step 1: Assign weights Divide the terrain representation into squares and assign each square a

Step 1 Create a sequence of terrain descriptions
with increasing resolution.

15-7

Level i

S

,

Level i +
0ý
0

Figure 8: Two levels of resolution in the map search procedure.
Fnd he
horestpat
Step2

interaindesripion

level i + 1 in the sequence. Apply a new search
within the vicinity of this path. A new, more
detailed path, is obtained.
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Figure 9: Examples of paths obtain with map search

Fnd
pth
te n terai desripionmethods.
Step2
sortet
with least resolution level i, i = 1.
Step 3 Place the path found, on the next resolution

2

The dark gray areas correspond to
more difficult terrain, the light grey areas are
lakes and watercourse and white areas correspond to light weighted terrain.

This procedure is visualized in Figure (8).
Two examples on paths obtained with the search
described above are given in Figure (9). For cornparison, Figure (10) shows some examples of paths
generated from a random walk model, see [17]. The
procedure described, can be improved further by performing an iterated search. For more details see [15].

are introduced in the protocol so condition (4) will
automatically hold as time elapses. However, condition (3) will soon be violated. One simple approach
to handle this problem is to design the schedule with
a certain margin, called mobility margin 7m. This
margin will guarantee that conflicts in terms of SlR
do not appear at slightest change in interference environment. To attain a mobility margin we demand
a higher value on SIR when the protocol is designed,
yj = -g, than what we demand for operating the protocol -yp. The margin obtained is ym = _1L_

6

The mobility margin will result in an STDMA protocol which is not as tightly packed, i.e. the number

Step 4 Repeat step 3 until desired resolution is obtained.

7'op

Mobility in reuse schedules

In stationary networks, an STDMA protocol results
in a conflict free access scheme. As the radio
units move, the interference environment changes
and eventually the protocol must be updated. To estimate the duration of an STDMA protocol we need
aiterfrene
moel f te evirnmen. Aain we
use two different models for the basic path-loss to
illustrate the influence of the terrain on the performance of a mobile multi-hop network. The duration of an STDMA protocol is here defined as the
time elapsed until the interferences exceed a certain
threshold.
The reuse schedule, Lk, for k = 1, 2,... T is assumed to be fixed under its duration. No new links

of links that can use the same time slot will decrease
with increasing mobility margin. This means that the
reuse efficiency is decreased.
As a measure of the interference environment we'
study the minimum SIR for the time slots in the access
protocol.
We say
that an
protocolexceeds
is conflict free,
in terms
of SIR,
if access
this minimum
e
s n
mf
the tresoi
Further we define the duration of an STDMA protocol as the time between generation of the protocol
and the first time a conflict in terms of SIR appear in
the protocol. The duration of an STDMA protocol
can then be seen as the time it takes for the minimum
SIR of the access protocol to decrease from -y to -p.
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Figure 10: Two examples of paths generated by a random
walk model.
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Figure 11: The plot shows the average duration of an
STDMA protocol. The dashed line shows the
result where the plane earth model is used and
the solid line shows the result for Vogler's
model.

Performance evaluation

In our simulations, we estimate the average duration
for a STDMA protocol with respect to the reuse efficiency.
The simulations are run on a network with 36
nodes that move according to the mobility model described in Section 5. Furthermore, the nodes movements are constrained to an area of 10 kmf x 10 kmn.
To calculate the basic path-loss Lb between nodes we
use a plane earth model and the terrain dependent
multiple knife edge model of Vogler.

6.2 Simulation Results
To get a measure of the network's connectivity for
a simulation run, we use the time average of the
connectivity measure suggested in section 3.2. We
choose transmitter power such that this average connectivity is 0.9.
We present the simulation results in Figure (11).
As a measure of the reuse efficiency we use the average number of links that are assigned to the same
time slot. The results from the simulation with the
plane earth model are represented by the dashed line,
The results from Vogler's model is represented by the
solid line. Studying Figure (11), we can see that for a
given reuse efficiency the average duration is dramatically decreased when the terrain is considered while
estimating the basic path-loss,

7 Conclusion and Comments
Simulation results show that traffic controlled spatial
reuse of time slots, provides a substantial decrease
in delay and increase in throughput. Sometimes as
much as a factor of five in increased throughput.
Also, our simulation s show that how frequently an
STDMA protocol must be updated is highly dependent on the characteristics of the terrain.
It can be concluded that the method suggested for
handling variations in interference environment may
very well be used in a fiat and simple terrain, where
the loss in reuse efficiency is moderate. However, it
is not sufficient for handling mobility in a more difficult terrain, the loss in reuse efficiency is not acceptable and other solutions must be sought. Probably,
the demand for a strictly conflict free scheme is inefficient in this case. In our future work, the proposed
mnethod will be combined with conflict resolution.
In general, our experience while working with our
models and methods suggest that it is important to
use terrain dependent propagation models to estimate
the performance of network protocols. We feel that
this type of study, bridging over traditionally separated disciplines, are fruitful an offers mutual insight
and understanding.
We hope that this presentation has given a flavor
of the type of results and accomplishments we strive
to achieve in our project.
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Abstract
In a frequency selective fading channel where
symbol rate is higher than the coherence
bandwidth, both fading and delay spread effects are
the severe impairments that should be combated. In
this work, spread spectrum (SS) and non-spread
spectrum (NSS) techniques together with different
modulation schemes are investigated to combat
these impairments for the high-speed data
transmission in mobile environments. Simulation
results of the techniques proposed are presented and
alternative design parameters are given,
1. Introduction
In a mobile radio environment the received signal
arrives by several paths bounced from large objects
such as buildings and local paths scattered from
t sch
th
such ass goun
ground ortres.
or trees.
objects close toobjctscloe
the reeivr
receiver
In these conditions multipath delay spread that
limits performance of the system occurs. A channel
exhibits intersymbol interference (ISI) due to
multipath delay spread if the symbol rate of the
transmitted signal is greater than the coherence
bandwidth of the channel. This channel is said to be
frequency-selective and suffers from ISI. In
frequency-selective fading a portion of the band is
affected by a deep null in the channel frequency
response and the Signal-to-Noise Ratio (SNR) in
that part of the band is degraded [4, 6, 7].
The effects of frequency-selective fading can be
controlled by several means including multiple
antennas, adaptive equalization and multirate
modems. However, some of the techniques such as

H.Orkun ZORBA
Aydin Yazilim ve Elektronik San. A.$.
R & D Department 13.Cad.No. 10
Beysukent 06530 Ankara, Turkey
orkunz(cayesas.com

spread spectrum (SS) have their inherent resistance
to these deeply affected channels.
In this paper two different schemes are considered
to implement a physical layer of a high speed
outdoor Wireless Local Area Network (WLAN).
The first one uses Spread Spectrum (SS) techniques
holding some necessary facilities like security and
multiple access and a Rake receiver that optimally
combines multipath components as part of the
decision process. The second scheme is a NonSpread Spectrum (NSS) technique which uses
Quaternary Phase Shift Keying (QPSK) as the
modulation technique, equalization and diversity
combining techniques to combat the effects of
fading and ISI.
The remainder of this paper is organized as follows.
In Section 2, some general information about
different SS techniques and performance of them
ovrRyegfaigcnelsutrereie.
Rayleigh fading channel structure are given.
over
Then simulation results for SS and NSS techniques
tomomat fr equenc s elective
pen
a
in Section 4 and 5,
impairments
channel
and 5,
Section,
ints
c tivel
of this
conclusions
respectively. In the last section,
drawn.
are
study
2. Spread Spectrum
In recent years there has been a great interest in
using spread spectrum techniques for commercial
applications in addition to their use in military
communications. New opportunities like wireless
local area networks, personal communication
networks and digital cellular radios have created the
need for research on how spread spectrum systems
can be optimised for the most efficient use in these

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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environments [1, 2, 3, 4, 5, 9].
The main characteristic of spread spectrum
techniques is to spread the spectrum of the
information signal to be transmitted using
spreading codes. In Figure 1, a general model of the
spread spectrum communication system is given.
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Figure 2. The performances of a direct sequence
spread spectrum with processing gains of 10 and
100 in a Rayleigh fading channel with BPSK
modulation.
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Figure 1. A general model of spread spectrum
communication system.
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Direct sequence spread spectrum (DS-SS)
Frequency hopping spread spectrum (FH-SS)

Time hopping, chirp and hybrid spread spectrum
techniques are other methods for implementing
spread spectrum systems. In the DS-SS technique
the data bits are modulated second time with a PNcode generated by a maximal-length PN-code
generator. The length of the code generator is
changed from 10 to 100. The results of this
technique for Rayleigh fading channel are shown in
Figure 2. For the simulation, slow fading rate
fading channel is considered, i.e. BfTs = 0.1 where
Bf is fading bandwidth and T, is symbol duration in
the order of microseconds.
Three different modulation techniques are tested
with DS-SS in a Rayleigh fading channels: BPSK,
QPSK and DPSK. Performances of these
modulation techniques in a Rayleigh fading channel
without and with direct sequence spread spectrum
are given in Figure 3 and 4, respectively. As power
is increased, these 3 modulation techniques will
give almost equal performances.
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Figure 3. The probability of
bit error for BPSK,
QPSK and DPSK modulation techniques in
Rayleigh fading channels.

1,0E-01
1,OE-0

,
-

-'

-

1,OE-05 - -

-'---- I-

- - - -

1,OE-07
4

6

8

10

12

14

BPSK ---a-SK --Figure 4. The performances of BPSK, QPSK and
DPSK modulation techniques in Rayleigh fading
channels with direct sequence spread spectrum.

16-3

In hybrid spread spectrum technique which is a
combination of direct sequence and frequency
hopping, a data bits sequence is divided over N1,
frequency hopping channels to obtain frequency
hopping spread spectrum. Then a direct sequence
spread spectrum is applied by a complete PN-code
of length N 2 sequence in each frequency-hopped
channel (see Figure 5). Using the fast frequency
hopping scheme instead of the slow frequency
hopping scheme causes an increase of the
bandwidth. However this can be neglected
regarding to the enormous bandwidth already in
use.
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Figure 6. The performance of BPSK in a Rayleigh
fading channel with DS-SS and hybrid DSSS/FHSS.
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Figure 5. A hybrid direct sequence/frequency
hopping spread spectrum model.
The number of frequency hops and the length of
PN-codes are supposed to be short for simplicity. In
applications, as this number and length are
increased, system will provide a better performance
to combat multipath fading, jamming, interference,
etc. The results of a hybrid DS-SS/FH-SS system
are given in Figure 6.
The performances of DS-SS and hybrid DSSS/FHSS are almost the same in Rayleigh fading
channels with BPSK modulation. But the hybrid
model can be preferred with its advantages like
better spreading property gained by frequency
hopping and better multipath rejection property
gained by direct sequence.

3. Frequency Selective Channel
In most mobile radio communications, transmitted
signals arrive at the receiver from various directions
over a multiplicity of paths. Except for the LOS
path, all paths are going through at least one order
of reflection, transmission or diffraction before
arriving at the receiver. In a multipath environment,
the composite received signal is the sum of these
signals [4, 6].
When the coherence bandwidth of the channel,
(Ajfi9
1IT,, , is greater than the bandwidth of the
transmitted signal, the channel is frequency nonselective. In this case, intersymbol interference is
prevented. On the other hand, when the coherence
bandwidth of the channel is smaller than the signal
bandwidth, the channel is said to be frequency
selective and intersymbol interference occurs.
The impulse response of the channel must be
determined correctly to remove this interference in
the receiver. The complex envelope of this channel
can be modelled as finite impulse response (FIR)
filter by [6]:
h(t)

/_e- e

5i(t -

(1)

where 83i= Piaj , i is the path index, Pi is the
amplitude of the ith path, a, is Rayleigh or Rician
fading envelope, 0• is associated phase shift and ri
is the-delay. These parameters are randomly time
varying functions due to the characteristics of the
wireless channels. However, they can be considered
as time-invariant random variables when they are
compared with high signalling rates.
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Some of the distributions used for modelling the
channel are Rayleigh, Rician, Nakagami and Lognormal distributions. If the received signal is zeromean due to the fading caused by randomly
scattering objects
in the
environment,
channel is
chnnl.
fdin
asRayeih
modlle
modelled as Rayleigh
fading
channel. Iff tereis
there is
also line-of-sight (LOS) or fixed objects in the
as
environment, the channel may be modelled
Rician fading channel.

Msym/s or the symbol duration T, = 0.2 s) and with
maximum delay spread Tm= 0.7 s (for the rural
area), the number of paths, L can be taken as 4 [7].
For other types of modulation schemes such as 16approach is used to
64-QAM the
and numbers.
QAM
find path
For same
a general case, channel
model is given in Figure 7.

4. Spread Spectrum Techniques to Combat
Multipath Fading and Other

Impairments of Frequency Selective
Channels

P1

-,
Ricean, cc,

"---1 X --

P 2 ;r= T,

r0

T

The following analysis is done to see the effects of
multipath fading on spread signal in mobile radio
communication environment.
The transmitted baseband signal using direct
sequence spread spectrum is given by:

Rayleigh,

½2

+

+

aRff(r-nTb)

SRX,(r)=I
AWGN

(2)

n

where a, is the information digit.
co

Jf(t)f(t + i)dt

Rft (I-) =

x

p t=LT
PL

.

Rayleigh, aL

(3)

-

is the autocorrelation function of the spreading
signal.
The cross-correlation function of the transmitted
signal and the periodic PN spreading signal is

Figure 7. A frequency selective channel model
with L paths.

R,.,(t) = I a,n

Frequency selective fading channel in our case
consists of L discrete multipaths in which the first
path of the channel consists of a direct component
(non-faded component) and -several non-selective
fading components with the delays approximately
equal to the delay of the symbol duration T,. Thus
the fading on the first path is modeled as Rician
fading. Each of the remaining paths consists of
several fading components with small differential
delays. Thus the remaining L-1 paths are modeled
as Rayleigh fading. The maximum number of paths
which depends on the multipath delay spread and
symbol rate can be approximately by L = Tm/Ts+1.

and is given in Figure 8.a.
The effects of the multipath on the receiver
correlator output can be seen by comparing the
forres
output 8an b . The
by
fig (a)
figures in Figure 8.a and b. The first figure (a)
represents a single-path channel whereas the second
del a) spread is
ath
p
pth chann t
delay spread is smaller than the information bit
interval Tn.
Therefore the coherence bandwidth of the channel
is greater than the bandwidth of the transmitted
signal and the channel is frequency non-selective.
On the other hand, if the channel is frequency

As an example, with QPSK modulation for the data
rate of Rb = 10 Mbps (the symbol rate R, = Rb/2 = 5

selective, intersymbol
depicted in section 3.

L
n

i=1

Rff (t -iT - r1)eJA

interference

(4)

occurs

as
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To overcome intersymbol interference, one solution
is generating PN sequences with the chip intervals
short enough. If we operate with a chip duration
short enough to resolve individual paths, we can
design a receiver to take advantage of the multiple
paths to provide diversity and enhance the
reliability of the decision on each received
information symbol [10].

Each independent path can be received by including
a despreader on each tap.
Since most taps will contain only noise, it is
important to eliminate these taps from contributing
to the output. All information from the channel in
our
All inforeceion fr 7
chnn in
our work can be received on 5 or 7 adjacent taps.
Various numbers of paths and taps are used in this
work. The Rake receiver is used in AWGN channel
and frequency selective/non-selective Rayleigh
channels; in one-path, three-path and five-path
"channels with five-taps and direct-sequence spread
spectrum. The results are given in Figure 9 and 10.
As seen in figures lower degree of BER values can
be reached by using Rake receivers.
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Figure 8. The cross correlation function of the
transmitted direct sequence spread spectrum signal
for (a) single-path channel, b) four-path multipath
channel

--n- AWGN

Rake receiver employs a single delay line through
which the received signal is passed. The signal on
each tap is demodulated and combined in order to
increase the equivalent signal to noise ratio. Rake
receiver will have a tap for each chip in the
pseudonoise sequence with each delay on the
tapped delay line being equal to one chip time.

Frequency Nonselective

Figure 9. The performance of the Rake receiver in
AWGN channel and frequency non-selective
channel.

Another step to overcome intersymbol interference
is to use diversity combining techniques and Rake
receivers with spread spectrum techniques. In a
diversity system, the receiver obtains several copies
of the same information signal through several
different channels. It is the task of the receiver to
utilize each received copy of the signal in its
determination of the transmitted signal. Maximalratio, square-law and equal-gain diversitycombining techniques are tested and maximal-ratio
diversity combining is chosen for its optimum
performance for coherent detection in this work [3,
8, 10].
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Figure 10. The performance of the five-tap Rake
receiver in single-path, three-path and 5-path
frequency selective channel.
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5. Non-Spread Spectrum Techniques to
Combat Multipath Fading and Other
Impairments of Frequency Selective
Channels
To combat the fading, delay spread and other
effects in frequency selective channel non-spread
spectrum technique (NSS) is also considered in this
paper. Both diversity combining and equalization
systems are used to remove these impairments. In a
diversity system, several copies of the transmitted
signal through several different channels are
obtained in the receiver. Space diversity from
several diversity techniques and maximal ratio
combining from different types of diversity
combining techniques are chosen as their best
performances in this work [7].
Adaptive equalization techniques have been widely
used in mobile radio channels to counteract the
intersymbol interference produced by a form of
delay spread. Since the frequency selective channel
has severe amplitude distortion, nonlinear
equalizers, which are less susceptible to the noise
enhancement, should be used at the receiver.
Decision feedback equalization (DFE) is the most
suitable nonlinear equalization technique for this
work since it does not require the knowledge of the
statistical characteristics of the additive noise.
To improve BER performances over multipath
fading channel, the combination of an equalization
technique and a diversity combining technique
should be used. This combination is performed over
the wireless channel model given in Figure 7.
Different modulation techniques like BPSK, QPSK,
16-QAM and 64-QAM are investigated for this
system. The performance of QPSK or 4-QAM in a
frequency selective channel, which exhibits
intersymbol interference, is better than the
performance of 16-QAM or 64-QAM and the
performance of 16-QAM is better than 64-QAM.
However, our simulation results show that 16-QAM
and 64-QAM systems can also achieve low BER if
appropriate techniques to combat the fading and
intersymbol interference are used. Since these
modulation schemes have high spectral efficiency,
they can be used in a system that suffers from the
bandwidth limitation. For instance, in the case
where spread spectrum techniques have to be used
in an application with a speed of at least 10 Mbps,
16-QAM and 64-QAM can give better results.

The BER performance for 4-QAM with two and
four-branch diversities and equalization (DFE) over
a mobile channel are given in Figure 11 and 12.
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Figure 12. BER performance for 4-QAM with four
branch diversity and DFE (2,3) over the frequency
selective channel with different BfTs
6. Conclusion
Performance analysis of spread spectrum and nonspread spectrum in frequency selective fading is
investigated.
Direct sequence spread spectrum techniques can be
used in frequency selective channels with properly
designed PN codes, Rake receivers and PSK
modulation techniques.
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The key parameter of designing PN code generator
is to adjust the chip duration short enough to
prevent the effects of delay spread. Using a Rake
receiver with appropriate number of taps will also
prevent these effect of multipath. Varios kinds of
spread spectrum techniques can be used in fading
channels. But a hybrid solution using both
frequency hopping and direct sequence will provide
some advantages like better spreading property and
better multipath rejection property.
Effects of multipath fading and other impairments
of frequency selective channels can also be
removed or degraded by non-spread spectrum
diversity and
techniques with a combination of
equalization techniques. Space diversity with
maximum ratio combining is preferred for diversity
combining technique and decision feedback
equalizer is prefered for equalization technique in
this work. 4-QAM gives the best results as the
modulation scheme for non-spread spectrum
systems.
Simulation results presented here shows
spread spectrum and non-spread
techniques can be considered to have a
for the high speed data transmission in
communication environment

that both
spectrum
low BER
a mobile
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High latitude off-great circle propagation effects with reference to HF
communication systems and radiolocation
E.M. Warrington, T.B. Jones, N.C. Rogers' and A.J. Stocker
Department of Engineering
University of Leicester
Leicester, LEI 7RH
UK.

INTRODUCTION
Owing to the presence of tilts and gradients in the high
latitude electron density distribution, HF radio signals
often arrive at the receiver over paths well displaced
from the great circle direction. Deviations of a few
degrees are associated with tilts due, for example, to the
solar terminator and to travelling ionospheric
disturbances (TIDs) (see, for example, Jones and
Reynolds [1]). Very large deviations are particularly
prevalent in the high latitude regions where signals often
arrive at the receiver with bearings displaced from the
great circle direction by up to ±100' or more. These
large deviations from the great circle path are due to
electron density depletion and the associated ionospheric
tilts within the mid-latitude trough at sub-auroral
latitudes, whereas in the polar cap they are attributed to
the presence of convecting patches and arcs of enhanced
electron density.
In addition to the large scale tilts which cause gross
deviations of the signal from the great circle direction,
irregularities in the electron density distribution may be
considered as providing a rough reflecting surface for
HF radio waves. As a result of this roughness, signals
associated with each propagation mode arrive at the
receiver over a range of angles in both azimuth and
elevation. Accordingly, a single ionospheric mode is
often modelled as a single ray specularly reflected from
a smooth ionosphere surrounded by a cone of rays
produced by the roughness of the ionosphere - the
former is referred to as the specular component and the
latter as the scattered or diffracted component (see
Gething [2]). The hypothesis of a specular component
of constant amplitude and constant direction of arrival
surrounded by a cone of scattered energy is an oversimplification in practice since the model carries an
implication of a smooth ionosphere of infinite extent
upon which are superimposed the localised irregularities
leading to the scattered energy. No account is taken of
larger scale, possibly time varying, tilts in the model.
Various experimental measurements and their
interpretation by researchers at the University of
Leicester of off great-circle propagation over a range of
high latitude paths are summarised in this paper.
PATHS ALONG THE SUB-AURORAL TROUGH
The trough is a region of depleted electron density in the
night-time F-region ionosphere in which the critical
frequencies drop by a factor of at least 2 and the altitude
of the electron density peak rises by 100 km or more
(see Moffett and Quegan [3]). During the winter and

equinoctial months the trough takes the form of a band a
few degrees wide in latitude on the equatorward edge of
the auroral oval, stretching in local time from dusk to
dawn. In summer the trough is much less pronounced
and is confined to the hours around midnight. The
trough has been modelled on a statistical basis and
consequently it is possible to predict the periods during
which, on average, propagation well displaced from the
great circle direction is likely to occur for signals
propagating through this region. Moreover, it is also
possible to estimate the direction of the bearing
deviations and for how long these disturbed conditions
are likely to persist.

0

..

"

(a) AP = 0

(b) A =48
Figure 1. The Halifax to Cheltenham and Halifax to
Leitrim paths in relation to the mid-latitude trough for
(a) quiet and (b) moderate geomagnetic activity from the
model of Halcrow and Nisbet [4] for a time of 0000 UT
during the equinox months.
Presented in this paper are measurements obtained from
two propagation paths whose locations are illustrated in
Figure 1. The modelled extent the mid-latitude trough
(Halcrow and Nisbet [4]) is also indicated for midnight

'N.C. Rogers is now with DERA, Malvern, UK.
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UT for geomagnetically quiet conditions (AP = 0) in the
upper frame of this figure and for geomagnetically active
conditions (A = 48) in the lower frame on an equinox
day. These figures illustrate the extension of the trough
into earlier local times in the evening sector and also
how the trough region moves equatorwards as
geomagnetic activity increases.
Examples of measurements on various sub auroral
propagation paths which clearly illustrate the features
outlined above are presented in the following sections.
The features have, wherever possible, been related to
other parameters, such as the geomagnetic index AP, in
order to indicate how the possible presence of large
deviations from the great circle path may be estimated.
Halifax, Canada to Cheltenham, UK (4490 kin, 286'
bearing)
VOACAP [5] predictions for this path indicate that the
dominant mode is likely to be 2F on each of the three
signal frequencies monitored (the exact modal structure
will, of course, vary with time of day, season, etc.).
Figure 2 illustrates the solar control of the three
frequencies observed for this path. At night, only the
5.097 MHz signal is received as the maximum usable
frequency (MUF) is too low to support the higher
frequencies (10.945 MHz and 15.920 MHz). During the
daytime, when solar ionisation occurs and the
ionosphere is fully formed, the higher frequencies
propagate due to an increased MUF but the lower
frequency is not received as a consequence of the
enhanced D-region absorption, i.e. an increase in the
lowest usable frequency (LUF) (a good discussion of
ionospheric radiowave propagation is given by
Davies [6] and the reader is referred to this text for
background information). Note the comparatively large
bearing fluctuations on the 5.097 MHz signal during the
night.

night.~I

the trough during this period. Note also that there is
some evidence for a secondary minimum in the
occurrence of the large deviations around the 1994
winter solstice.
A correlation with Doppler spread (see Warrington et al
[7]) is also evident in these data. The increase in
Doppler spread for the days when strong bearing swings
are observed on the 5.097 MHz signal is illustrated in
Figure 5 which indicates greatly increased Doppler
spread on those days when large offsets from the great
circle path occur.
A systematic dependence on A has also been observed
on the 10.945 MHz and 15.920 MHz transmissions. For
example, Figure 3 indicates that the time of occurrence
of the change to negative bearings is correlated with A,
as is the time when the bearing reaches its minimum
value. This dependence is clearly illustrated in Figure 6
in which the time of minimum bearing on each day has
been plotted against the A, value for that day. The trend
to earlier UT for increasing AP is very clear and is
consistent with the expected extension of the sub-auroral
trough into earlier local times in the evening sector
during enhanced geomagnetic activity.
During periods of low geomagnetic activity (see, for
example, Figure 3, 20-29 March 1994) propagation at
10.945 MHz often continues throughout the night at
bearings equatorwards of the great circle path (GCP). It
is also interesting to note that following the onset of a
geomagnetic storm (e.g. see Figure 3, 7 March 1994),
propagation during the night is often observed to the
north of the GCP.

H~tif-

- C

251hO

93
5919514

3

,320

9hf

310

The occurrence and nature of propagation well displaced
from the great circle path is well correlated with the
geomagnetic activity index Ap. Typical examples of the
bearings measured for three frequencies during March
1994 are reproduced in Figure 3. Large deviations
(>10°) from the great circle path are a consistent feature
on all of these frequencies. The effect of the magnetic

disturbances is particularly noticeable on the 5.097 MHz

signal. During the more disturbed days (i.e. when AŽ
>

15), a characteristic high-to-low bearing angle swing is
evident, as for example on the 12 March 1994. On all of
these days the bearings suddenly jump to about +300
relative to the true great circle bearing (GCB) at about
0000 UT. The bearing angle then slowly decreases as
time progresses, passing through the GCB at about
1000 UT after which the signal is strongly attenuated
due to the storm enhanced daytime absorption.
However, when the signal returns there is a large
negative offset which increases to about -25' before the

sudden jump back to a positive value. Figure 4
illustrates the seasonal variation in the occurrence of this
phenomenon. During the winter and equinoctial months
(October to March) the number of days on which the

characteristic bearing changes are observed (light bars)
is closely correlated with the number of geomagnetically
active (A -e 15) days in that month (dark bars). In the
summer months however, there is a disproportionately
low occurrence of the characteristic bearing changes
which is consistent with the well documented absence of
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Figure 2. Solar control of the three frequencies
transmitted from Halifax, Canada and received at
Cheltenham, UK. Note the reduction in spread of the
bearings with increasing frequency.
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Ray tracing simulation
Observations of the bearing of the 10.945 MHz signal
during the period from 24 March 1994 at 12 UT to
25 March 1994 at 12 UT are presented in Figure 7. Prior
to about 0 UT, propagation is predicted to be via a 2F
mode and is on the great circle path. However, after
0 UT the bearing begins to turn southwards reaching a
peak deviation from the great circle path (GCP) of
around 40-50' by about 6 UT. After this time, the
southward deviation in bearing reduced, returning to the
GCP by 9 UT. The geomagnetic activity during this
interval was relatively low (daily AP was 18 and 17 for
the 24 March and 25 March, respectively). Note that
similar behaviour in bearing was also observed on a
number of days immediately before and after this
was comparable
(seeforthewhich
middlethepanel
of Figure 3).
The
particular
interval
geomagnetic
activity
interval when the trough is present, i.e. from 21 UT

At the beginning of the interval chosen for the
simulation (21 UT) the trough covers about the last third
of the GCP but the depleted electron density does not
prevent propagation along on the great circle direction.
By 0 UT, and similarly for 3 UT, the trough covers the
entire length of the GCP and so prevents GCP
propagation since the maximum usable frequency
(MUF) within the trough is reduced to below the signal
frequency. At 6 UT, although the trough closes just to
the west of the receiver, the signals are still off great
circle since the first ionospheric reflection of the 2F
mode remains within the trough. At 9 UT, less than the
first quarter of the GCP is covered by the trough and
therefore the 2F mode reflection points are outside of the
trough and the signals are received along the great circle
path.

(24 March) to 9 UT (25 March), has been simulated in a
ray tracing model.
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Figure 8. Map of relative power at ground level for the
following conditions, a) 0 UT (no trough present), b), c),
and d) 0 UT, 6 UT and 9 UT, respectively (with trough
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Figure 7. Observed and simulated bearings as a
function of time between 24 March 1994, 12 UT and 25
March 1994, 12 UT. Note that there is a data gap just
after 0 UT. The values obtained from the ray tracing
simulation are given by the symbol ®. The vertical
dashed lines indicate the earliest and latest times of
trough opening for days of low geomagnetic activity at
the end of March, 1994.
A numerical ray tracing code [8] was employed in this
study with a background electron density model
consisting of two Chapman layers, representing the E
and F regions, with a gradient in electron density from
the geographic equator. The key parameters of the
electron density model (critical frequency, critical height
and scale height of each layer) were based on values
obtained from the International Reference Ionosphere
(IRI) [9] for the selected interval. The location of the
trough was calculated according to the model of
Halcrow and Nisbet [4]. However, in the ray tracing
code a simplified version of this trough model was
implemented in which it is assumed that the trough walls
lie at constant values of geomagnetic latitude (for a
given UT and AP) and the trough ends are at constant
geomagnetic longitude (again for a given UT and A )
The electron density in the main trough is assumed to be
70% below the ambient (i.e. troughless) value, while this
perturbation decreases to zero over a few degrees of
geomagnetic latitude once outside of the main trough.

In the simulation, rays are launched from Halifax at
azimuths between 50' and 120' (for great circle path
propagation the launch azimuth is 570) and elevations
between 40 and 22'. If the trough is absent, then the
propagation between Halifax and Cheltenham is via a 2F
mode. With the trough present, great circle propagation
is no longer supported since the MUF within the trough
is considerably reduced. However, there are directions
in which propagation is supported to the south of the
trough (the locations where rays are present at the
earth's surface after both one and two hops are given in
Figure 8). When calculating the second hop the ray
tracing program assumes a specular reflection from the
ground. However, since the sea is a rough surface then
the signal is likely to be scattered in many directions.
Therefore, in order to model this, the extreme positions
of the regions of highest power (i.e. ray density) in
Figure 8 have been used as the starting points for further
ray tracing. The results of ray tracing from these regions
of seascatter indicate that a signal would often be
received at Cheltenham. The simulated direction of
arrival at Cheltenham of these seascattered rays has been
plotted as a function of time, together with the
experimental observations, in Figure 7. Generally, there
appears to be an excellent agreement between the
observed bearings and those derived from the ray tracing
simulation. The exception to this is at 0 UT, where the
simulated bearing is about 200 lower than the observed
unperturbed great circle direction. It should be noted,
however, that the trough model employed [4] is based on
the results of a statistical study and that there is some
variation in the opening times of the trough under given
conditions. Marked on Figure 7 are the earliest and
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latest times of opening of the trough inferred from the
observed southward turning in bearing during the period
22 March 1994 to 28 March 1994 (where the A, values
are roughly similar). If the simulated opening time of
the trough were to be delayed by about an hour then a
good fit to the data would be achieved.
Further experimental observations remain to be
investigated using the ray tracing simulation.
In
particular, account will be taken of the changes in trough
position with geomagnetic activity,
Halifax to Leitrim, Canada (910 kmn, 900 bearing)
.. ..
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strong dependence of the bearing error period on the
A geomagnetic index is illustrated in Figure 10 in which
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.

the dependence of the start time of the large bearing
on AP is clearly evident. The entire period of
occurrence of these large bearing errors (> + 50') can be
related to the Av value.
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positive (e.g. 24th March), negative (e.g. 27th March) or
include both directions (e.g. 19th March). During
disturbed times, the period of large bearing deviations
occurs earlier, starting at about 2200 UT. Large bearing
swings are much less of a common feature on the
10.945 MHz transmission than at 5.097 MHz. The
signal is usually lost at 0000 UT due to the low MUF
and is not reacquired until about 1200 UT. During the
disturbed days (7th to 12th March) only a limited
bearing sample could be collected for a short period
following 1200 UT (see Figure 9), presumably due to a
storm-related reduction in critical frequencies
throughout this region. During the quiet days, the most
accurate bearings were obtained during the period 1200
to 2400 UT.
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Figure 9. Large bearing deviations (- 100°),observed at
10.945 MHz (upper frame) and 5.097 MHz (lower frame)
on the Halifax to Leitrim path, March 1994. Ao values are
also shown.
For the much shorter path from Halifax to Leitrim (near
Ottawa), 1F propagation is expected to be the dominant
mode based on VOACAP predictions. This path is at
most times sub-auroral and strong effects due to the midlatitude trough are expected. The bearings recorded for
the 5.097 MHz and 10.945 MHz signals during
March 1994 are reproduced in Figure 9 together with the
corresponding AP values. At 5.097 MHz, very large
bearing deviations of up to ± 1000 are a common feature,
The period during which large bearing deviations occur
usually begins about two or three hours after midnight
UT.
It is interesting to note that even on the
geomagnetically quiet days the deviations can be either
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Figure 10. Dependence of the start time of the disturbed
bearing periods on Ap. 5.097 MHz, Halifax to Leitrim,
March 1994.
Discussion
Previous studies (Moffett and Quegan [3] and references
therein) have determined that the trough forms at high
geomagnetic latitudes near dusk and descends to midlatitudes throughout the night before returning to higher
latitudes near dawn. The results of these investigations
show that during increased geomagnetic activity the
propagation ceases at an earlier local time period on the
Halifax - Leitrim (5.097 MHz) and the Halifax Cheltenham (10.945 MHz) paths thus demonstrating the
practical consequences of the proximity of the midlatitude trough to the path reflection points. This
emphasises the importance to HF predictions of
catagorising the trough location as a function of
geomagnetic index. The time at which the trough closes
depends upon solar illumination re-forming the
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ionosphere and this does not vary with geomnagnetic
activity.
POLAR CAP PATHS
Observations over recent years have established that
large scale electron density structures are a common
feature of .the polar cap F-region ionosphere. During
periods of southward directed Interplanetary Magnetic
Field (IMF) (B.4 < 0) and the associated high levels of
geomagnetic activity, patches of plasma 100-1000 km
across with electron density enhancements of up to a
factor of 10 above the background densities have been
observed in the high latitude F-region ionosphere.
These drift antisunwards across the central polar cap at
velocities of a few kilometres per second in the high
latitude convection current flows [10], [11]. When
geomagnetic activity is low and the IMF is directed
northward (approximately 50% of the time), Sun-Earth
aligned arcs of plasma with electron density
enhancements of a factor of 2-3 above the background
can occur. These plasma striations are elongated for
thousands of kilometres in the trans-polar noonmidnight direction but are much narrower (around
100 kmn) in the dawn-dusk direction. These features can
persist for periods often in excess of one hour in the
background F-region ionosphere [12] and have been
found to be approximately twice as prevalent in the
morning sector than in the evening sector [13]. They

drift across the polar cap at velocities of a few hundred
metres per second, generally in a duskward direction

system located at Alert in the Canadian North West
Territories. Large periodic bearing variations of up to
±1000 from the great circle direction were observed.
Measurements are presented in this paper for signals
received from Thule, Greenland (670 kmn), from Halifax,
Nova Scotia (4180 kmn) and from Iqaluit, North West
Territories (2100 kin). These paths are illustrated in
Figure 11.
Halifax and Thule to Alert, November 1990
During the period 11lth to 20th November 1990 bearing
measurements were made at Alert for an 8.697 MHz
signal from Halifax and on the 18th November for an
8.050 MHz signal from Thule. The bearings measured
for the 8.697 MHz transmission are presented in the
upper frame of Figure 12. The most striking feature of
these data are the very large (±700) bearing swings
observed on the 16th, 17th and 18th November. This
period is associated with a southward turning of the IMF
on the 16th November measured by the IMP-8 satellite
and a corresponding increased level of geomfagnetic
activity (AP > 10) (see the lower frame of Figure 12).
The bearing deviations are not random, but exhibit a
periodic structure (see Figure 13 for the 18th November)
and occur during the period 0500-1100 UT (00000600 LT).

~-
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0

J,

Figure 11. Location of the transmitting and receiver
sites. A modelled position of the aurora[ zone at 0000
UIT and AP = 15 is also shown [14].
The electron density gradients associated with these
large scale electron density structures form tilted
reflection surfaces for HF radio waves which allow off
great circle propagation paths to be established between
the transmitter and the receiver. In order to investigate
this type of propagation, a series of experiments have
been undertaken in which the bearings and signal'
characteristics of a number of HF transmissions were
measured by means of a wide aperture goniometric DF

Figure 12. Upper frame: Examples of very large, rapid
bearing swings. Halifax to Alert, 8.697 MHz, 11Ith21 st November 1990. The interval between bearing
measurements, which varies throughout the above
period, is indicated.
In particular, note that
measurements were not made during the period 0400 to
1200 UT on 15th November.
Lower frame: IMP-8 satellite measurements of the
components of the IMF and the geomagnetic index, AP
for the period 11th - 20 November 1990. B~ is shown by
the thin line and B, by the thick line. IME data are not
available for the later part of this interval.
Measurements of the bearing of the signal received on
8.050 MHz over the short range (670 kin) path from
Thule on 18th November are presented in Figure 14.
Very large periodic bearing variations are observed
during the period 0530-1300 UT, which is
approximately the same period during which the large
periodic variations were observed on the path from
Halifax. Much slower but equally large magnitude
variations are present during the remainder of the day
for this path. Only during the interval 1300-1600 UT
was the measured bearing approximately along the great
circle path (GCP).
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disturbances in the ionosonde records.
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comparison between the times of occurrence of the foF2

1990

peaks and the bearing fluctuations do not indicate any
correlation between individual events, probably because
the ionosonde is not located close to the propagation
path mid point.
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Figure 13. Examples of very large, rapid bearing swings.
Halifax to Alert, 8.697 MHz, 18th November 1990.
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Figure 15. Changes in F-region critical frequency
observed at Thule during periods of blob activity (17, 18
November 1990) when large bearing errors were
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Figure 14. Examples of very large, rapid bearing swings.
Thule to Alert, 8.050 MHz, 18th November 1990.
During the morning period for the data presented in
Figure 14, the bearings swing from a low bearing angle
(reflection point to the east of the GCP) through the true
great circle position to a high bearing angle (reflection
point to the west of the GCP) in both cases. The period
between 1300 and 1600 UT is relatively undisturbed but
after 1600 UT large bearing swings are again observed.
At this time, in contrast to earlier in the day, the bearing
changes from a high bearing angle, through the great
circle position to a low bearing angle as time progresses.
Note that the number of bearing swings is fewer in the
post-noon period than in the pre-noon period.
Measurements of the critical frequencies throughout this
period have been obtained from the Digisonde operated
by the Phillips Laboratory, Hanscom AFB at Thule [15].
These measurements are reproduced in Figure 15 for the
17th, 18th and 19th November 1990. There is a very
clear difference between the F-region behaviour on the
The
geomagnetically active and quiet days.
measurements of foF2 indicate that large enhancements
in electron density occurred on the geomagnetically
active days of 17th and 18th November lasting for
periods of about 30 minutes whereas, in contrast, no
such changes were present on the 19th November, a
geomagnetically quiet day. Comparison with the
bearing measurements indicates that large bearing
swings are only present on those days when the
ionosonde records large transient fluctuations in foF2.
Propagation is always close to the great circle direction
during the geomagnetically quiet days when there are no

Iqaluit to Alert, 1994
The 2100 km path from Iqaluit to Alert is always
contained within the polar cap ionosphere. In winter, the
path remains in darkness for long periods and the reverse
is true in summer. There is, consequently, a marked
seasonal dependence of the signal behaviour on this
path, with large (-100°) bearing deviations observed
during winter and equinoctial months (see, for example,
Figure 16) and only small (<100) fluctuations for most of
the time during the summer months.
Figure 16 shows typical examples of winter
measurements for 5.832 MHz and 9.292 MHz signals.
A very large spread in measured bearings is present on
both frequencies, even during geomagnetically quiet
periods. The night time period 0000-1000 UT is
characterised by very large bearing swings, sometimes in
excess of 1000. The effect of a magnetic storm during
the period 5th to 12th February 1994 is clearly evident.
During this period, large positive bearing errors are
observed on the 5.832 MHz signal during the night and
the 9.292 MHz transmission is only received
consistently after about 1200 UT when very large and
random bearing errors are observed.
There is an underlying diurnal trend for propagation to
deviate to the west of the GCP (high bearing angles) in
the evening sector (local midnight at the GCP mid-point
is 0430 UT) with propagation returning from the east of
the GCP (low bearing angles) in the morning. This may
arise from very large scale ionospheric gradients in the
polar cap associated with the solar terminator. More
rapid bearing swings with periods of about 30 minutes
are often superimposed upon these trends and are
thought to result from the presence of convecting
patches of enhanced ionisation.
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A further geomagnetic storm is evident on 21st22nd February and examples of the rapid bearing swings
21st-24th
the period
MHz for
observed at 9.292presented
with
17 together
in Figure

In order to correlate the occurrence of bearing swings
with geomagnetic activity, the start and end times and
of recognisable
were
bearings
and minimum
measurements
the maximum
MHz bearing
in the 9.292
swings

principal bearing swings on the night of
parameters. The
the 21st-22nd - a period of southward IMF and high a1

of
average
1994.
(LT) hour
April for
- 30th
time number
January
local
25th
eachThe
recorded
swings
bearing

night - a period of northward IMF and low ap - have an
increasing bearing and occur principally in the hours
following local midnight.

predominantly during periods of high a_ and
preferentially during the hours before local midnight
(0430 UT) whereas the increasing bearing angle swings
peak in the post-midnight hours (at about 0200 LT)
during periods of low ap.

February 1994 are
values of the 3-hourlyat Aler

ary 194 and BvuIMF

values - have a decreasing bearing angle and occur in
local midnight (0430 UT)
six hour period before
whereas the principal bearing swings on the following
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Sketches of the polar cap convection flow are
reproduced in Figure 19 (reproduced from
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the pre- and post-noon periods. The bearing angle
and noon
local
period in
between
localbetween
midnightlocal
increasesand
in the
the period
decreases
and local midnight. At around local noon there is little
change in bearing which is near to its great circle value.
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conditions there is a strong two-cell convection pattern

with flows over the North magnetic pole directed
about 2100 CGT (see the upper right hand
of Figure 19). This pattern is fixed in space
_ .relative
to the sun and the earth rotates beneath these

A

f

21/02/94

One of the interesting features of the large bearing
swings observed on the Thule-Alert path is that the

Lockwood [16]) for six orientations of the IMF. On the
18th November 1990 the IMF was predominantly
southward (B,. < 0) and duskward (By > 0); under these
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wing this period are presented in Figure 18 after
current 3-hourly ap value. The
categorising data by the
decreasing bearing angle swings are found to occur

direction of rotation of the bearing angle is different in
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Figure 17. Bearings measurements for the 9.292 MHz
transmission from Iqaluit received at Alert for the period
21st-24th February 1994. Three-hourly ap values and
the IMF B. and B, values are also shown (middle and
bottom panels).

flows.

For the Thule to Alert path (mid-point is at

N CGLat), in the morning the flow is almost
orthogonal to the path (T-R) as indicated in the upper
frame of Figure 20. Patches of enhanced ionosation
detached from the dayside ionosphere (-1200 LT) will
follow the direction of the convection flow over the
polar cap as indicated by the arrow. Reflections from a
patch will thus be received first when it is in position (1)
87.10
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and the measured bearing will be smaller than the great
circle value. As the patch moves with the flow, the
bearing angle will increase to its true great circle
position and continue to increase as the patch travels
away to position (2).
IOALUIT- ALERT
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change in position of the propagation path relative

-The

to the ionospheric convection flow as the earth rotates
can account for the change in the direction of rotation of
the measured bearings between the pre and post noon
periods. The number of bearing swings will depend on
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Figure 18. The average number of bearing swings
recorded for each LT hour for 9.292 MHz signals from
Iqaluit received at Alert during the period
25th January 1994 - 30th April 1994. Increasing bearing
angles are represented by light shading and decreasing
bearing angles are represented by dark shading.
Measurements are categorised by the level of
geomagnetic activity, AP
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which can provide reflection points between the
transmitter and receiver. The period of the bearing
swing will be related to the velocity of the patch relative
to the transmission path. This will depend on several
factors including the velocity of the flow which, in turn,
depends on the magnitude and direction of the IMF and
the cross-cap potential. It is interesting to note that in
the morning the path is moving towards the flow (as a
consequence of the earth's rotation beneath the
convection pattern) whereas in the afternoon the path is
moving with the flow. This difference in relative
motions may account, to some extent, for the difference
in swing rate between the morning and afternoon
periods on the Thule-Alert path.
for the signal from Thule and about 2.7 MHz for the
from Halifax. These frequencies have been
indicated on the plots of foF2 measured at Thule and
presented in Figure 15. It is interesting to note that the

large bearing swings were observed on the Halifax

signal during the period 0500-1100 UT when the signal
frequency was close to the path MUF but not during the
afternoon period when the MUF was well above the
signal frequency. In contrast, bearing swings were
observed on the Thule signal during both the morning
and afternoon periods for which the signal frequency
was close to the path MUF throughout the day. This
demonstrates the well known increase in sensitivity of
HF propagation characteristics to electron density
changes for frequencies close to the MTJF (or to the
critical frequency at vertical incidence).

8800

\

swings in bearing were observed on the Iqaluit Alert path during 1994. For these measurements, both
positive-going and negative-going swings were
observed dependent upon the level of geomagnetic
activity (see Figure 18) and upon the direction of the
IMF. The underlying offsets observed in the bearing

ISimilar
,/'

(for example, see the data presented in

A-50.measurements

Oj0~fl(8

the number and spatial structure of the patches present

equivalent vertical frequencies are about 4.7 MHz

-The

W 0.1signal
114

Near noon, (see the middle frame of Figure 20) the flow
is approximately parallel to the propagation path,
consequently the presence of patches of enhanced
ionisation is unlikely to produce large swings in the
measured bearing. In the post noon period, the flow is
again almost perpendicular to the path but this time the
earth has rotated so that the path is in the position shown
in the lower frame of Figure 20. When reflections from
a patch are first obtained (position (1)) the bearing angle
will be larger than the great circle value. The bearing
angle will decrease as the patch moves with the
convection flow, the smallest bearing angle occurring at
position (2), when reflection from the patch ceases.

8most

L
_LT

Oh(PIM)

Figure 19. Model of the cross polar cap convection flow
(after Lockwood [16]).

Figure 16 for 20th February 1994, 0400-1000 UT) are
probably a consequence of very large scale
(> 1000 kin) ionospheric gradients across the polar cap.
Reference to the Parameterized Ionospheric Model

[17] indicates that the critical frequency at the

latitude of the path mid-point usually ranges from less
than 2.0 MHz near local midnight to over 4.5 MHz near
local noon during days in February and March 1994.
The equivalent vertical frequency of the 9.292 MHz
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signal for the Iqaluit to Alert path is about 2.9 MHz.
This implies that in the hours around local midnight the
9.292 MHz signals will not propagate along the GCP

12

and must therefore be reflected from regions of

R.1

enhanced electron density to the side of the path in the

1000 UT

06

direction of the solar terminator. It is for this reason that
the underlying trend is for signals to deviate to the west
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patches of solar produced ionisation will drift across the

When the IMF is directed northwards (B, > 0), the
principal large scale electron density structures within
the polar cap ionosphere are sun-aligned arcs. Buchau
et al [11] have reported F-region ionosonde returns in
excess of 10 MHz from such arcs and conclude that the
reflections are specular in nature. Various studies (e.g.
[11] and [13]) have established that the polar cap
ionosphere is a region of highly disordered flows during
periods of northward IMF. Arcs drift across the polar
cap at up to 250 m s', usually in a duskward direction,
although they have been observed to remain stationary
or drift dawnward. They can also break up and blobs of
plasma may detach from the arcs and move in the
convection flows. A series of arcs drifting steadily
across the polar cap from dawn to dusk would lead to
the expectation that increasing bearing swings would be
observed during the time sector 1800 to 0600 LT, with
the largest swings expected in the midnight sector.
Decreasing bearing swings would be observed in the
local time sector 0600 to 1800 with the largest swings in
the noon sector (see Figure 22). The preponderance of
swings with increasing bearing in the 1800-0600 LT
sector for conditions of positive B, (see Figure 21, lower
panels) tends to support this theory. Figure 21 indicates
that the distribution of increasing bearing angle swings
is a maximum in the post-midnight hours at about
0200 LT. This may be explained by the greater
abundance of arcs on the morning side and by the fact
that the path is offset to the east of the magnetic pole.
The differences in the distributions for B > 0 and Bx < 0
might be explained by the differences in the flow
patterns at the mid-point latitude. Where B. > 0 the
flow is predominantly westward throughout tyhe night
and would lead to increases in bearing angles whereas
when By < 0 strong eastward flows exist in the premidnight sector which would lead to decreasing bearing
angles.

T

Z06

18

preponderance of decreasing bearing angle swings in the
pre-midnight hours and increasing bearing angle swings
in the hours after midnight. Figure 12 shows this to be
the case where B < 0, although where By > 0 there is a
distinct lack of decreasing swings in the pre-midnight
sector. Reference to the convection flow diagrams of
Figure 19 indicates that for these conditions the flow
direction is skewed towards the evening sector and
dawn side of the polar cap, thus producing the likelihood
of a decreasing bearing angle swing.

Bearings E-W
(Increasing)

ZFLOW

of the GCP (higher bearing angles) before local
midnight and return from the east of the GCP (lower
bearing angles) after local midnight. In the hours
around local midnight localised regions of electron
density enhancements may drift across the path and
these would be observed as swings in the direction of
arrival of the signals, the direction of swing dependent
upon the drift direction relative to the GCP.

When the IMF is directed southward (B, < 0), patches of
ionisation drifting anti-sunwards would lead to a

0530 LT

18

2200 UT
1730 LT

FLOW

is

06
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Bearings W-E
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OLT

(

j

)

'

oOUT

Figure 20. Schematic representation of the Thule to
Alert path during the morning, noon and afternoon
periods relative to the convection flow. T and R indicate
the locations of the transmitter (Thule) and receiver
(Alert) respectively. The bearing to the reflection point
when the signal is first acquired is indicated by the
dashed line to the point labelled 1 and the bearing to the
reflection point when the signal is last heard indicated by
tedaed
linto thepinalled 2.
the dashed line to the point labelled 2.
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positions of the auroral oval (Holzworth and
Meng [14]) for a time of 15:00 UT with moderate

12
0300 LT
ARo Lfigure

10

06
oo

DRIFT
2

OOUT
S

...

i

~T

there is a small uncertainty in the precise orientation
of the antenna array.

12
ARC
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are the outermost beams of the CUTLASS
HF radar (Jones and Thomas [19]) located at
Hankasalmi in Finland, the viewing area of which
covers the first third of the Isfjord to Cricklade path.

The true bearing of Isfjord from Cricklade is
approximately 7', although it should be noted that
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(Kp = 3) geomagnetic activity. Also shown in this

21100 LT

06

I...... Jig

2. A 1383 km polar cap path from Isfjord to Alert in the
Canadian North West Territories. This path is also
illustrated in Figure 23 and the great circle bearing of
the transmitter from the receiver is 68.30. This path

ROUT

CGLT0OLT

is also within the field of view of the CUTLASS
radar at Hankasalmi, although in this case the midpoint of the path is approximately 2500 km from the
radar site.

Figure 22. Schematic representation of the Iqaluit to
Alert path relative to the drift of sun-aligned arcs. T and
R indicate the locations of the transmitter (Iqaluit) and
receiver (Alert) respectively. The bearing to the
reflection point when the signal is first acquired is
indicated by the dashed line to the point labelled 1 and
the bearing to the reflection point when the signal is last
heard indicated by the dashed line to the point labelled 2.
DIFFUSE REFLECTIONS
The directional spread in the received signal energy is an
important parameter to be considered in the design of
multi-element receiving arrays and the associated signal
processing methods used, for example, in direction
finding or adaptive reception systems. In this paper,
observations made with two super-resolution DF
systems of the direction of arrival of a narrow band
pulsed channel sounding signal received over two high
latitude paths are reported. The signals were processed
in such a way that the directional characteristics of the
received signals were determined as a function the
relative times of flight of the various propagation modes
and of Doppler frequency.
Experimental configuration
The signals employed for these experiments were
radiated by a DAMSON (Doppler And Multipath
SOunding Network) transmitter (see Davies and
Cannon [18]).
This system characterises the
propagation path using a number of sounding
waveforms which can be flexibly scheduled. Reported
in this paper are measurements of the delay-Doppler
waveform which was designed to measure the channel
scattering function (frequency / arrival time dispersion).
For this waveform, the radiated signals comprise
sequences of 13-bit Barker coded BPSK pulses
modulated at 2400 baud with a repetition rate of 80
coded pulses per second. The codes were sent 128 times
per data analysis interval giving an integration time of
1.6 seconds and a frequency resolution of 0.63 Hz.
Measurements are presented for signals received over
two paths:
1.

A 3073 km high latitude path from Isfjord, Svalbard
to Cricklade, UK. This path is illustrated in
Figure 23 together with the average statistical

Figure 23. Map showing the path from Isfjord to
Cricklade together with the mean position of the auroral
oval at 15:00 UT for Kp = 3. Also shown are the two
outside beams from the Finland CUTLASS radar and the
path from Isfjord to Alert.
Owing to the long range of the paths and the relatively
narrow bandwidth of the sounding signal, resolution of
multiple propagation modes was not always possible
since the despread pulse width was comparable with the
difference in the times of flight of the various
propagation modes. Multiple modes therefore usually
resulted in pulse broadening rather than the presence of
several discrete peaks. Consequently, where possible,
particular attention is given to those periods where the
propagation appears to be single moded (i.e. to periods
with no significant pulse broadening). It should be
noted that the DF receivers were not time-synchronised
with the DAMSON transmitter and hence whilst it was
possible to measure relative propagation delays, it was
not possible to measure absolute times of flight.
The signals were received with large sampled aperture
antenna arrays, each element of which was connected to
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bearing angles) have positive Doppler shifts imposed,
whereas signals arriving from the west of the great circle
direction (low bearing angles) have negative Doppler
shifts imposed. In this instance, the relationship
between the bearing and the Doppler frequency is
approximately linear with a gradient of about
3 Hz / degree. It is important to note that although a
bearing spread of around 10° is observed in these data,
the majority of the power is concentrated in a much
narrower bearing range. In this case, the distribution of
received power as a function of bearing has a mean of
6.20 and a standard deviation of 0.84°.

a separate receiver. The complex amplitudes of the
signals received on each antenna within the array were
sampled simultaneously many times per second and the
data processed to provide a measure of the relative times
of flight of the propagating modes and their associated
Doppler spectra (see Davies and Cannon [18]). In this
way, the signal was split into components distinguished
by time of flight, Doppler frequency and by antenna
position in the receiving array. A direction finding
algorithm (a modified version of an iterative null
steering super-resolution
direction
finding

algorithm [20] based upon the IMP [21] and DOSE [221
algorithms) was then applied to each signal component

in turn in order to estimate the directional characteristics
of the received signal. Note that when several signal
components closely separated in direction of arrival are

dam00007 14.4 MHz31/10/95 15:12:40
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present in a single delay-Doppler cell, the DF algorithm

may produce a single estimate of the direction of arrival.
This arises from the limited resolving capability of the
DF algorithm and it is expected that the estimated
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Measurements were made over this path on 7 days in
late 1995 and early 1996 during the 11:00 - 16:00 UT
time interval. A variety of signal characteristics were
observed. In particular, at times the signal did not
exhibit significant Doppler spreading, whereas at other
times large Doppler frequency spreads were apparent.
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varywith time asthe relative phases and amplitudes of
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cell change.
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Figure 24. Delay-Doppler plot for the 14.4 MHz signal
from lsfjord. 15:12 UT, 31 October 1995.
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A typical example of a single moded measurement made

at 14.4 M Hz on 31 October 1995 which exhibits
Doppler spreading is presented in Figure 24. The upper
frame of this figure shows the received pulse amplitude
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(after despreading) on a normnalised scale and on a time-•?
delay scale with an arbitrary zero (the receiver and
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figure. The time / frequency dispersion characteristics•
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(delay-Doppler) are indicated in the main part of the
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figure on a grey scale on which the amplitude of theo--•°-:
peak value is represented as 0 dBr. On the delay4 ....................
..... ....... :...................
Doppler plot, the sidelobes of the pulse compression
along the time axis have been suppressed (the despread
,

transmitter were not synchronised). The Doppler
spe ctru m o f the r ece iv ed s ig n al, also on a n o rm alis ed
amplitude scale, is given in the right hand frame of the

pulse from a Barker-13 coded sounding pulse has

sidelobes at best approximately -22 dB relative to the
peak). The measured elevation angles of arrival indicate
that propagation was probably by a 1F mode. Note,
however, that owing to the limited aperture of the
antenna array, poor accuracy was achieved in the
elevation angle measurements. For this reason, only the
azimuthal measurements are considered here in further
detail. It should also be noted that owing to differences
in the reference frequencies at the transmitter and
receiver sites there was a small apparent frequency
offset of the received signals (approximately +5 Hz for
the 14.4 MHz signal of Figures 24 and 25).
A marked relationship is evident between the Doppler
frequency and the measured bearing (see Figure 25).
Signal components arriving at the receiver from
directions to the east of the great circle path (high

-20

-15

-10o

-5

oiqe~ s

10o

16

20

Figure 25. Variation of bearing with Doppler frequency
for the 14.4 MHz signal from Isfjord.
15:12 UT,
31 October 1995.
The geomagnetic activity on 31 October 1995 was
moderate (Kp = 3) and the statistical average position of
the auroral oval relative to the path is indicated in
Figure 23 for a time of 15:00 UT.
The expected
position of this disturbed region of the ionosphere is
well to the north of the path mid-point (the expected
reflection point for a 1F mode). However, during the
DF data collection period, the CUTLASS radar detected
the presence of ionospheric irregularities moving with
the convection flow at velocities of several hundred
metres per second in an east to west direction at latitudes
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similar to the mid-point of the Isfjord to Cricklade path
(note that the CUTLASS viewing area at these latitudes
is to the east of the Isfjord to Cricklade path mid-point),
For irregularities drifting in a westerly direction,
positive Doppler shifts would be imposed on any signal
components scattered from irregularities to the east of
the great circle direction where the motion of the
scatterers was in a direction tending to shorten the path
and negative Doppler shifts imposed on those scattered
components to the west of the great circle path direction
where the motion of the scatterers was in a direction
tending to lengthen the path. The sense of the observed
relationship between bearing and Doppler frequency is
in good agreement with the CUTLASS radar
observations of the flow direction.

signal components (see Figure 27), the angular power
distribution of the received energy having a mean
bearing of 64.70 (cf. the true bearing of 68.30) and a
standard deviation of 26.30.

Larger Doppler and bearing spreads than those of the

u1

above example weeoccasionally observed.
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deviation observed for this path was approximately 2.5'.
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Again, the relationship between the bearing and the
Doppler frequency was approximately linear, in this
case with a gradient of about 1 Hz / degree.
Unfortunately, insufficient experimental data are
available for this path for a full statistical analysis to be
undertaken and for variations in the observed
characteristics to be fully related to changes in
geophysical conditions. However, with one exception,
where bearing changes related to the Doppler frequency
were observed, these were consistent with ionospheric
irregularities moving in a westerly direction and were in
agreement with the radar observations (as far as is
possible with the offset of the path mid-point from the
CUTLASS viewing area). It should, however, be noted
that the flow direction changes with time of day and
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sign and the slope of the bearing / Doppler characteristic
will vary with time of day and IMF direction. The fact
that only westerly drifts were observed in these data is
probably due to the limited UT period during which
measurements were made.
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Measurements were made over this path during the
periods 01:46 - 08:40 UT and 10:26 - 13:42 UT on
22 January 1996 and also during the period 00:06 03:38 UT on 25 January 1996. A wide range of
received propagation characteristics are evident in the
received signals and, in general, the Doppler and delay
spreads were much greater than those which had been
observed on the Isfjord to Cricklade path. Several
interesting features of the measurements made on
22 January 1996 are now discussed in detail,
-

01:55 UT, 22 January

1996)
At 2.8 MHz the signal exhibits large Doppler and delay
dispersion (see the upper frame of Figure 26). In
addition to the broad main pulse, which is probably
associated with multiple unresolved propagation modes
travelling close to the great circle direction, it is
interesting to note the slow decay of received energy
with path delay extending for approximately 4 ms after
the main peak, corresponding to an additional group
path length of around 1200 km. A marked feature of
this example is the large spread in bearing of the various

.
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Interplanetary Magnetic Field (IMF) conditions (see, forCD06

Example measurements (01:46
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example, Figure 19). It is therefore expected that the
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Figure 26. Delay-Doppler plots for the 2.8, 4.7 and
11 .2 MHz signal from lsfjord. 01:46 - 01:51 UT,
22 January 1996. Note that the delay axis has an
arbitrary zero.
The mean and standard deviations of the azimuthal
power distributions for each signal frequency which was
received during this period are summarised in Table 1.
Also given in the table is an indication-of the Doppler
spread imposed on the signal by the propagation
processes. This measure of Doppler spread is referred to
as the Doppler Spread Index (DSI) and is calculated as
the area under the normalised amplitude spectrum
multiplied by a factor of 20, less a correction for the
baseline noise level. Reference should be made to
Warrington et al [7] for further details of this metric. It
is emphasised that the DSI value is not a direct measure
of the extent along the frequency axis.
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Figure 27. Distribution of received signal power as a
function of bearing for the 2.8 MHz signal shown in the
upper frame of Figure 26.

Table 1. Variation of the mean and standard deviation of
the angular power distribution with sounding frequency.
01:46 UT, 22 January 1996 for the Isfjord - Alert path
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Similar, but slightly less pronounced, characteristics are
evident at 4.0 MHz and 4.7 MHz (see the middle frame
of Figure 26). Of particular note at 4.7 MHz is the
variation of the bearing vs Doppler frequency
characteristic as the relative path delay changes (see
Figure 28). The upper frame of this figure corresponds
to the main delay peak and clearly illustrates that the
signal components with a negative Doppler shift tend to
have a bearing angle larger than the true bearing whilst
components with a positive Doppler shift have bearing
angles less than the true bearing. This effect was also
clearly evident in the 2.8 MHz signal and is consistent
with Doppler shifts imposed by reflections from
irregularities in the ionospheric electron density moving
with a component perpendicular to the propagation
direction at the reflection points. The direction of the
drift required to produce this Doppler / direction
characteristic is from a low bearing angle direction to a
high bearing angle direction. A similar effect is
apparent at the start of the long 'tail' of the received
pulse (6.2 ms on the delay axis) but with a larger bearing
spread. At the end of the tail (8 ms on the delay axis), a
large bearing spread is still evident but with a tendency
for the bearing to increase with increasing Doppler
frequency (i.e. in the opposite sense to to that observed
earlier in the received pulse).

-1

..........

-1..
-2.1.0

5 -10 1

-

Feuecy(Hz)

10

Figure 28. Variation of bearing with Doppler frequency
for the 4.7 MHz sounding signal of Figure 26. The upper
frame is for the main peak at 4.2 ms on the delay axis,
the middle frame for the slight peak at 6.2 ms and the
lower frame for 8 ms. (Note that the delay axes in
Figure 26 have arbitrary zeros and also note the
expanded scales on the middle and lower frames.)
As the frequency of the sounding signal is increased, the
Doppler spread, the delay spread and the bearing spread
decrease and a marked difference in characteristics is
apparent between the 2.8, 4.0 and 4.7 MHz signals,
which exhibit large bearing spreads with angular power
distribution standard deviations of around 30', and the
6.8, 9.0 and 11.2 MHz signals for which the spread is
much less. Without the availability of ionosonde
measurements for the path, it is not possible to identify
the mode content of the received signals. However, a
likely scenario is that propagation was multi-moded
(probably sporadic E (Es) and various F modes) up to a
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frequency somewhere between 4.7 MHz and 6.8 MHz
and that above this frequency propagation was only via
sporadic E. This postulation is supported by the clear
elevation angle measurement of about 8' for the
11.2 MHz signal, indicating a 1-hop reflection height of
around 100 km. At the disturbed frequency of 4.7 MHz,
elevation angles of around 80 are observed at the start of
the received pulse with angles of between 200 and 300,
appropriate for F region propagation, later in the pulse.
The long 'tail' following the main received pulse may
result from scatter from ionospheric irregularities within
the auroral zone located behind the transmitter. Such a
postulation is consistent with the excess path length
required to produce the time delays associated with the
long tail.
5________

The delay-Doppler plot for the 4.7 MHz sounding made
during this interval is presented in Figure 30. The most
noticable feature of this measurement is the presence of
two distinct peaks of similar amplitude in the received
pulse separated by approximately 4.3 ins, a delay much
greater than, say, the 1 ms or so delay expected for 1 and
2 hop F mode. The signal components associated with
each of these peaks are directionally well separated - the
angular power distribution of the first mode has a mean
of 68.20, which is close to the great circle bearing,
whereas the angular power distribution of the second
mode has a mean of 349.0', offset from the great circle

_______

____

direction was anticipated and some of the characteristics
of such propagation, particularly the time varying nature
over periods of more than tens of minutes, is discussed
earlier in this paper.

direction by
4
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For the first mode, an overall trend

frequency is not apparent, although some structure is
evident. No overall variation of bearing with Doppler
frequency is evident for the second pulse. There is
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with a similar bearing and delay to that at 4.7 MHz. At
the next higher frequency (9.0 M ztodsic
directions of arrival are again evident. In this case, there
isone component with little Doppler or bearing spread
arriving close to the great circle direction together with a
second, weaker mode with an excess delay of around
2 ms and a bearing some 23' from the great circle
direction.
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Figure 29. IMF By (solid curve) and Bz (dashed curve)
parameters for 22 January 1996.
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For most of the received energy, signal components with
a negative Doppler shift tended to have a bearing angle
larger than the true bearing whilst components with a
positive Doppler shift had bearing angles less than the
true bearing.
The direction of the motion of
irregularities required to impose such Doppler shifts is
consistent with the expected anti-sunward cross polar
cap convection flow. Various flow patterns for different
Interplanetary Magnetic Field (IMF) conditions are
reproduced in Figure 19 and the IMF B and B.
parameters for 22 January 1996 are given in 1ýigure 29.
At the end of the 'tail' following the pulse there was
evidence of an increase of bearing angle with increasing
Doppler shift. If the presence of the 'tail' is due to
scatter from ionospheric irregularities from the auroral
zone behind the transmitter, then it is possible that the
imposed Doppler shifts would be in the opposite sense
to those associated with the main pulse since the
irregularities at the reflection points may be drifting with
the sunward return flows (again, see Figure 19).
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Figure 30. Delay-Doppler plot for the 4.7 MHz signal
from lsfjord. 06:18 UT, 22 January 1996.

The mean bearings and bearing spreads for each
received signal frequency for this period are summarised
in Table 2. As with the earlier period, the lower
frequencies exhibit Doppler and bearing spreads,
whereas these effects are not as evident on the higher
received frequencies. However, in contrast with the
earlier period, both Doppler and bearing spreading is
now evident on the 6.8 MHz signal. If the earlier
Propagation on paths well displaced from the great
postulation that the lower frequencies were propagated
circle direction
mainly by F modes and the higher frequencies by
sporadic E, this observation is consistent with an
During the period discussed in the previous section, the
increase in the maximum frequency supported by the F
signals arrived at the receiver over angular distributions - region during the daytime.
The angular power
approximately centred on the great circle direction to the
distributions have a lower standard deviation than during
transmitter. This was not always the case, as may be
the earlier interval. It is also interesting to note that the
illustrated by the signals received some four and a half
bearing and excess path delay of the secondary mode at
hours later during the 06:16 - 06:25 UT interval. The
9.0 MHz is not the same as those of the secondary mode
presence of large deviations from the great circle
at 4.7 and 6.8 MHz.
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Table 2. Variation of the mean and standard deviation of
the angular power distribution with sounding frequency.
06:18 UT, 22 January 1996.

It should be noted that for radio signals traversing this

________________________________________

Frequency

DSI

18 Hz
Not heard
30 Hz
62 Hz
102 Hz
6.8 MHz
128 Hz
4 Hz
9.0 MHz
138 Hz
Hz
112Mz0
2.8 MHz
4.0 MHz
4.7 MHz

Mean
68.20

Standard
deviation
5.70

-

-

68.20

7.00
7.20
8.80
2.20
0.70
1.60
0.30

349.00
69.00
351.30
69. 10
45.40

69.70

receiving stations in order to improve the accuracy of
the position estimate.

CONCLUDING REMARKS
Measurements have been presented of the azimuthal
directions of arrival of various signals made at two mid
latitude sites where the great circle paths were along the
trough. Large (5o0') bearing deviations lasting for
between 30 minutes and 5 hours were observed at both
sites during both active and quiet geomagnetic periods.,
For the short Halifax to Leitrim path, these observations
suggest deviations of the ray path both to the north and
to the south of the GCP due to reflections from the walls
of the mid-latitude trough and are consistent with the
well documented changes in the morphology of this
ionospheric feature With changes in geomagnetic
activity. For the longer Halifax to Cheltenham path, the
depleted electron density within the trough prevented
great circle propagation. In these circumstances, ray
tracing studies have indicated that propagation is via a 2
hop mode, the first hop being to the south of the trough
and the GCP. The signal is then scattered from the sea
surface and then propagates to the receiver site via a
further single hop ionospheric mode,
Irregularities in the electron density distribution of the
polar cap ionosphere can also result in propagation of
HF radio signals well displaced from the great circle
direction. Measurements have been presented of the
bearings of various signals made at Alert, a very high
latitude site close to the geomagnetic north pole. Large
swings of up to ±100' were apparent in the bearing
measurements and these have been attributed to
reflections from large, drifting electron density
structures such as patches of over-dense plasma and sunaligned arcs.
Such large deviations of the direction of arrival of the
signals from the GCP have serious implications for the
operation of radiolocation systems operating within the
HF band. These systems usually operate by measuring
the direction of arrival at several receiving sites. The
location of the transmitter is then estimated from the
intersection of the individual lines of bearing.
Deviations of individual bearings from the GCP will
therefore adversely affect the estimate of the transmitter
location. Although it is not thought possible to correct
for the type of bearing errors reported here, it is possible
to predict the periods during which the large deviations
occur. These predictions could be used to assign
ionospherically based weighting factors to the individual
line of bearing measurements from a network of DF

region of the ionosphere that the accuracy of bearing
measurements is limited by the propagation conditions
and not by the DF instrumental accuracy, which is
typically of the order of 0.10. An understanding of the
propagation characteristics is therefore essential in order
to achieve optimum DF performance for signals
propagating via the sub-auroral ionosphere.
The directional spread in the received signal energy is
also an important parameter to be considered in the
design of multi-element receiving arrays and the
associated signal processing methods used, for example,
in direction finding or adaptive reception systems. It is
often assumed in such systems that the signal
environment comprises a limited number of specularly
reflected signals arriving at the antenna array from well
defined directions. This is clearly not the case in much
of the data presented here. For the trans-auroral Isfjord
to Cricklade path, for which the ionospheric reflection
points were sub-auroral, standard deviations of up to
around 2.5' were observed in the azimuthal power
distribution of the received energy. Much more
disturbed signals were received on the polar cap path
from Isfjord to Alert for which azimuthal standard
deviations of up to 350 were measured.
The measurements presented are consistent with the
model that each propagation mode may be considered as
a large number of rays reflected from an area of a
roughly reflecting ionosphere, as opposed to a single
specular reflection. Furthermore, it should be noted that
the relative phases of the various components will
change with time since each will have a slightly
different frequency due to the Doppler effects.
Consequently, the temporal stability of a received signal
which has not been split into its various components
defined by time of flight and Doppler frequency will be
related to the Doppler spread. Large Doppler spreads
were observed, particularly so over the polar cap path to
Alert, indicating that at times such a composite received
signal is unlikely to remain stable for more that several
hundredths of a second.
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UHF MILSATCOM Systems with Emphasis on Changes Made
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Demand Assigned Multiple Access (DAMA)
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ABSTRACT
Ultra high frequency (UHF) military satellite
communication (MILSA TCOM) has been
providing service to mobile usersfor more than
twenty years, and has become the common
denominatorfor Allied communications. Prior
to 1992 there were no formal interoperability
standardsgoverning the use of the UHF satellite
system. To increase the efficiency of use of UHF
satellite communication resources and to
improve interoperability,a series of UHF satellite
communication standards were developed. The
publishing of the standards,along with a Joint
Staff mandate requiringuse of terminals certified
to the new standards, has resulted in a
tremendous surge of interest in UHF satellite
communication. As many as twenty thousand
new terminals, certified to these standards,will be
built over the next few years. This paper begins
by describing the previous and current UHF
satellite constellations and summarizes how UHF
satellite communications are being used. The
history and capabilitiesof the three main UHF
satellite communication standardsare described
along with problems that have delayed the move
to demand assigned multiple access (DAMA).
The paper also describes the initial development
decentralized
and future plans for a
communicationsplanning and management tool
that will assist with creating, approving,
allocatingand maintainingnetworks of certified
terminals. The paper concludes by describing
work being performed to increase channel
control reliability, improve the quality of secure
voice, increase data rates, and enhance the
ability to accommodate variable rate data
protocols, including internetprotocols.
BACKGROUND
The UHF spectrum allocated for US Military
satellite communications is located at the
boundary between the Very High Frequency
Uplink
(VHF) and UHF frequency bands.
frequencies are located at the lower end of the
UHF band (292 to. 317 MHz) while downlink

frequencies are located at the upper end of the
VHF band (243 to 270 MHz). A pair of UHF
Follow-On (UFO) satellites in geostationary
orbits operates over each of four overlapping
satellite coverage areas providing around-theworld coverage.
Limited polar coverage is
provided by two Package D satellites in Molniya
polar orbits and a twenty year old Lincoln
Experimental Satellite that has drifted into a
highly inclined geosynchronous orbit.
Military UHF satellites contain a mixture of
5-kHz and 25-kHz bandwidth channels, edch
The
using an independent transponder.
transponders are unprocessed (they do not
demodulate the data), simply filtering, frequency
translating and amplifying the received signal.
The use of unprocessed transponders has allowed
UHF SATCOM users to take advantage of
improved modulation techniques that have been
developed since the original UHF satellites were
launched. While twenty years ago a 25-kHz
bandwidth transponder was often used at only
2400 bps, today they can be used at rates as high
as 56,000 bps. The transponders hard limit
received signals, providing maximum gain for
weak signals, but also preventing the use of
bandwidth-efficient modulation techniques that
depend on amplitude modulation. Hard limiting
makes it difficult for simultaneous signals to share
a channel. UHF DAMA waveforms use Time
Division Multiple Access (TDMA) to share
channels since this technique doesn't require
simultaneous access.
The UHF frequency spectrum has many
characteristics that make it very suitable for
mobile communications.
The relatively low
frequencies and data rates allow use of small,
inexpensive terminals. Many current terminals
actually began as 10-watt line-of-sight UHF
radios. Non-directional antennas can be used
since no other satellites share the frequency
allocation. Directional antennas are required
only when extra gain is needed to improve link
margins. Because the satellite transponders are
hard limiting, only minimum transmit power
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control is required. The signal must be just strong
enough to overcome channel noise while not so
strong that out-of-band emissions interfere with
other satellite channels. UHF frequencies operate
through weather and under foliage much more
reliably than SHF and EHF frequencies do.
The main problem with UHF SATCOM is that
therenough
jut in'tenogh
oof it
re many
any
There are
it. Thre
there just isn't
than
SATCOM
UHF
of
users
potential
more
there are available channels, and channel capacity
is primarily limited by the UHF spectrum
allocated for military use, not by an inability to
build and launch satellites. The combination of
earth coverage and non-processed transponders
results in no anti-jam capability, and UHF is
subject to ionospheric scintillation, multipath,
and unintentional interference. By international
agreements, satellite communication is the
secondary user for the allocated UHF spectrum.
The US has no legal recourse when interference is
caused by other country's legitimate use of the
frequencies.
UHF SATELLITE CONSTELLATIONS
The UFO satellites are 23,500 miles high in
slightly elliptical geostationary orbits (e=.005),
and begin life inclined 6 degrees off the equator.
The four coverage areas are centered over the
continental United States, the Atlantic Ocean,
the Indian Ocean, and the Pacific Ocean. The
UFOs are the fifth generation of UHF satellites.

operational capability while waiting for FLTSAT
availability.
Each satellite carried three
transponders: two 25-kHz transponders and one
500-kHz transponder. The 500-kHz transponder
was designed to accommodate a jam-resistant
frequency-hop communication service. Designed
for a service life of five years, the satellites were
deactivated in 1996 after over 19 years of
service.
Beginning in 1978, eight FLTSAT satellites were
launched on Atlas Centaurs, but only six achieved
proper orbits. Each satellite carried twenty-four
transponders: twelve 5-kHz transponders, ten
25-kHz transponders, one 500-kHz transponder,
and a 25-kHz transponder using an SHF uplink
and a UHF downlink.
Seven of the 5-kHz
transponders contained onboard processing to
accommodate a jam-resistant frequency-hop
communication service used by the Air Force.
The transponder with the SHF uplink was
designed for use by the Navy Fleet Broadcasting
service and contains onboard processing for a
jam-resistant spread-spectrum uplink. FLTSATs
7 and 8 carry Fleet EHF Packages (FEPs).
FLTSATs 1, 4, 7, and 8 are still in use providing
operational communication services.
For a short time Congress mandated the use of
leased rather than purchased satellites. While the
Navy continued to work on a new generation of
five
satellites,
tactical/strategic tri-service
LEASAT satellites were launched using the Space
Shuttle. One satellite failed early and one had to

Other U.S. satellites, including Package D, DSCS
and MILSTAR, carry UHF transponders, as do
satellites owned or leased by our allies.

be repaired by a Shuttle crew while still in its
initial parking orbit. These satellites provided a
minimum capability for extending the service life
of the FLTSAT constellation. Each satellite
carried thirteen transponders: five 5-kHz
transponders, six 25-kHz transponders, one
500-kHz
transponder,
and one
25-kHz
transponder using an SHF uplink and a UHF
downlink.

LES-3 was launched in 1965 on a Titan 3C
launch vehicle. The purpose of this 35-pound
satellite was to characterize the UHF band for
military operations. LES-8&9 were launched
together in 1976. These 1000-pound satellites
were three-axis stabilized using momentum
wheels, used pulsed plasma thrusters for station
keeping, and were powered by a radio isotropic
238 Plutonium power generator. Both satellites
are still operational. LES-8 is used to help locate
interfering signals while LES-9 is providing polar
communication services.
Three MARISAT satellites were launched in 1976
on Delta 2914 launch vehicles to provide interim

The newest constellation consists of a pair of
UHF Follow-On satellites operating over each of
the four satellite coverage areas. UFO-1 was
launched in 1993 on the first commercially built
Atlas but was placed into an improper orbit. The
following eight launches were successful,
providing a complete constellation. UFO-10 is
scheduled for launch in 1999 to provide a spare
satellite. Each satellite pair operating together
provides seventy-eight transponders: forty-two
5-kHz
transponders,
thirty-four
25-kHz
using
transponders
25-kHz
two
and
transponders,
an SHF or EHF uplink and a UHF downlink.ThaThe
s
enc
u
the
portio
portion of
of the frequency spectrum that was

Lincoln Experimental Satellites (LES)
MARISAT (Gapfiller)
Fleet Satellite (FLTSAT)
Leasat Satellite (LEASAT)
UHF Follow-on (UFO)

1965Operational
1976
1978Operational
1984
1994Operational
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formally allocated to the 500-kHz transponders
is now allocated to additional 5-kHz and 25-kHz
transponders. UFOs 4-6 also carry Low Data
Rate (LDR) EHF packages while UFOs 7-10 carry
an enhanced EHF package. UFOs 8-10 carry a
Ka-Band Global Broadcast
System
(GBS)
broadcast package.
UHF MILSATCOM USERS
There is still considerable use of low rate message
services (mostly 75 bps teletype networks), but
and
networks,
messaging
voice,
secure
information exchange networks operating at
2400 bps are the major users of UHF resources.
UHF MILSATCOM is often used by early entry
forces then replaced by large SHF and EHF
communication systems as soon as possible.
Early UHF satellites had special processed
transponders
to
provide
jam-resistant
communications for a few critical communication
systems but these functions are being moved to
other satellites. The SHF uplink jam-resistant
channel is still used for the Navy Fleet Broadcast.
With thousands of new terminals becoming
available,
services
are expected to become
large users all
of UHF
MILSATCOM.

the services has continued to increased at a rate
that far outpaces the availability of these
resources. As a result, the Joint Chiefs of Staff
(JCS) mandated all UHF MILSATCOM users to
transition to DAMA operation.
In 1996-1997 the Navy and the Air Force each
fielded systems to provide Automatic Control
(AC) mode access to DAMA channels. The
Navy's DAMA Semi-Automatic Controller (SAC)
provides user access to 25-kHz DAMA channels
and the Air Force-developed Network Control
System (NCS) supports user requirements on
5-kHz DAMA channels (with 25-kHz channel
control functionality being added). These access
modes are described in more detail in the
following paragraph.

DAMA was introduced by the U.S. Navy more
than 15 years ago with the development and
fielding of the TD-1271 DAMA terminal. These
terminals operated on a limited set of 25-kHz
UHF satellite channels in DAMA Distributed
Control (DC) mode, whereby users were provided
access to predefined DAMA networks assigned to
25-kHz DAMA time slots on a relatively
permanent basis.

THE SWITCH TO AC MODE DAMA
Motorola, under contract to the Navy, developed
the first Fleet Satellite Communication System
the
UHFleet
specification Syste
(FSCS) UHF DAMA specification and the
TD-1271 terminal. Although the FSCS DAMA
specification was originally developed for
operation only
on both
5-kHz mode
and 25-kHz
satellite
channels,
the 25-kHz
has been
used.
The FSCS standard defined two DAMA
modes,
Distributed Control (DC) mode and Automatic
Control (AC) mode. DC mode operates as a
distributed time division multiplexer, allowing
multiple circuits to share a satellite channel in the
same way that a multiplexer is used to combine
circuits for transmission over a terrestrial link.
AC mode added the capability for user terminals
to control the setup of the multiplexer by
requesting a circuit when needed and giving up the
circuit when no longer needed. Both DC and AC
modes require one terminal to act as a centralized
channel controller. The main requirement for
the DC mode channel controller is to establish
frame timing. All TD-1271s are capable of
serving as DC mode channel controllers. Under
the direction of a controlling system, TD-1271 s
are also capable of serving as AC mode channel
Motorola developed a Semicontrollers.
Automatic
Controller
(SAC)
to
control
TD-127 1s in the AC mode. The Motorola SAC
was developed when microprocessors were just
emerging. Rather than use software to make the
communication resource allocation decisions,
SAC required a dedicated operator 24 hours a day
to look at and respond to every request received
from user terminals. Early in the life cycle of the
SAC, this was determined to be not operationally
feasible and all energy was directed toward DC

The demand for UHF SATCOM resources to
support the communications requirements of all

mode. The Navy used DC mode exclusively until
1996.

EVOLUTION OF DAMA
The first and still most prevalent use of UHF
MILSATCOM channels is in dedicated access
mode where the entire channel bandwidth is
communications
single
to
a
dedicated
requirement, regardless of the actual bandwidth
is a simple one-to-one
required. There
correspondence between the number of UHF
SATCOM channels available and the number of
communications requirements that can be
supported at any given time. The U.S. Navy
developed an early version of DAMA to make
more efficient use of the limited UHF SATCOM
resources by providing multiple access to a UHF
channel through the use of time-division multiple
access (TDMA), increasing circuit availability and
reducing radio requirements.
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In 1988 the Navy decided to take another look at
AC mode operation.
A small research and
development project was funded to build a new
SAC that could operate without a dedicated
operator. Originally this project was intended to
be nothing more than a demonstration of a
capability. However, several events occurred
during the development of the DAMA SAC that
resulted in major changes and a major increase in
scope for the project. The new UFO satellite
constellation was being readied for launch and
UHF MILSATCOM would now be available to all
services. With the promise of more channel
availability the Air Force started development of
the UHF Satellite Terminal System (USTS), a
DAMA system for operation over 5-kHz satellite
channels. Also at this time the services were
attempting to work closer together and found
that most of their communication systems would
not interoperate. To ensure that any new
terminals developed to operate over the new
UFO satellite constellation would be able to
interoperate, the Defense Information Systems
Agency (DISA) Joint Interoperability and
Engineering Office (JIEO) Center for Standards
developed a set of DAMA terminal waveform
standards to provide terminal interoperability and
efficient use of both 5-kHz and 25-kHz UHF
satellite channels. The original DAMA mandate
has been updated to require all UHF terminals
being fielded to be certified to operate in
accordance with MIL-STD-188-182'
when
2
operating
on
a
5-kHz
DAMA
channel
and
in
accordance with MIL-STD-188-183
when
operating on a 25-kHz DAMA channel. See
Table I for a list of the MIL-STD- 188 series,
Table I. UHF MILSATCOM STANDARDS
MIL-STD-188-181B
Interoperability Standard for Dedicated
5-kHz
and
25-kHz
UHF
Satellite
Communications Channels.
MIL-STD-188-182A
Interoperability Standard for 5-kHz UHF
DAMA Terminal Waveform.
MIL-STD-188-183A
Interoperability Standard for 25-kHz UHF
Waveform
Terminal
TDMA/DAMA
Communications Channels.
MIL-STD-188-184
Interoperability and Performance Standard
forSTheData Contrdecrease
MIL-STD-188-185
Interoperability Interface Standard for 5-kHz
and 25-kHz UHF SATCOM DAMA Control
System.

MIL-STD-188-181 3 provides interoperability for
non-DAMA users of UHF MILSATCOM. The
standard is meant to minimize interference
between users and to ensure that interoperability
exists for all users. Only a few of the operating
modes specified in the standard are mandatory.
These include 2400 and 16,000 bps digital voice
and 1200, 2400, and 16,000 bps data.
MIL-STD-188-181A added convolutional error
correction coding and Quaternary Phase Shift
Keying (QPSK) modulation to the waveform.
MIL-STD-188-181B, released in May 1999,
added multi-h Continuous Phase Modulation
(CPM), increasing the maximum data rate
supported to 9.6 kbps operation over 5-kHz
channels and 56 kbps operation over 25-kHz
channels.
The two current DAMA standards that define
operation over UHF satellite channels are
MIL-STD-188-182A for operation on 5-kHz
channels and MIL-STD-188-183A for operation
MIL-STD-188-182 protocols were originally
developed to support an Air Force requirement
for around-the-world messaging among Military
Airlift
Command
(MAC)
aircraft.
MIL-STD-188-182 can support user data rates as
high as 2400 bps and provides a messaging
capability.
MIL-STD-188-183 protocols were based on the
FSCS waveform introduced by the Navy with the
fiCn
w offormeintroducedMyLtheDNavy
wit can
the
fielding
the TD-1271. MIL-STD-188-183
support user data rates as high as 16 kbps, but
generally is used in a mode where the maximum
data rate available is 2400 bps.
During the development of MIL-STD-188-182 it
became apparent that the 5-kHz DAMA standard
was not going to meet emerging user voice
requirements. While the waveform was never
intended to provide voice service, a voice
capability was included. Because the waveform
used an 8.96-second frame, circuit setup required
18-27 seconds and round trip voice delay was
around 18 seconds, which was considered
unacceptable by the user community. To reduce
5-kHz DAMA voice delays, and to address several
other issues, DISA JIEO developed "A" revisions
MIL-STD-188-182A now
to both standards.
allows a data transmission to begin before a full
hastrip
been
can
frame ofthe
data
round
voicebuffered.
delay to anThis
average
of around 5 seconds. MIL-STD-188-183A adds
the ability to operate on 5-kHz time slots while
being controlled by a 25-kHz channel controller.
This decreases the round trip voice delay on a
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5-kHz time slot to less than 2 seconds, reduces
circuit setup to 4 seconds, and provides
interoperability between users of 5-kHz and
25-kHz channels.

Table II. DAMA Terminal Certification
Current
Manufacturer
Nomenclature
Certification

MIL-STD-188-184 4 defines an interoperable
waveform allowing the error-free transmission of

AN/PRC-117F

Harris Corp.

181

very long messages over 5-kHz and 25-kHz nonDAMA channels. Data compression, adaptive

AN/PSC-5 Spitfire

Raytheon
Systems

181,182, 183

error-correction, and packet communications
techniques are used to reliably control the flow of
data over noisy communications channels at

AN/USC-54 VICS

E-Systems
(now Raytheon)

181,183

LST-5D Transceiver

Motorola Corp.
ViaSat Corp.

181,182, 183
181, 182,183

high-throughput rates.
5

Transceiver

mandatory

MD-1324 Modem

requirements for equipment that control access to
DAMA and demand assigned single access
(DASA) UHF 5-kHz and 25-kHz channels. Since
there will only be one manufacturer of UHF
DAMA channel control equipments, this standard
Instead, the
will no longer be maintained.

MD-1333/A (LSM1000) Modem

Titan-Linkabit

181,182, 183

MD-1293 USC-42
Mini-DAMA
MST ICOM/DAMA

Titan-Linkabit

181,182, 183

Cincinnati

181

channel control requirements will be captured in

Radio (MIDR)

Electronic (now

MIL-STD-188-185

establishes

NOVA)

system specification documentation.
MXF-440 (Skyfire440)

Raytheon
Systems

181,182,183

DAMA TERMINALS
Towards the end of the development of the
standards, the Army began a competitive

MXF-460 (Skyfire460)

Raytheon
Systems

181,182,183

181,182,183
Rockwell
RT-1797/ARCdevelopment and procurement of a new man
210A(V) Terminal
pack terminal certified to the new UHF standards.
This contract was awarded to Magnavox (now
Raytheon) with ViaSat, as a subcontractor to
Currently there are three major terminal
Magnavox, providing the DAMA modems. More
than 5000 AN/PSC-5 "Spitfire" terminals are
development programs, though there are many
smaller programs building small lots of radios for
being built and all services have purchased
specific platforms. The lead program is the Joint
substantial quantities. In 1989, prior to the
Tactical Radio System (JTRS) with a mission to
development of the standards, the Navy
of
the
for
the
development
to
Titan
contracted
develop a family of affordable, high-capacity
Mini-DAMA, a FSCS-compliant terminal destined
fircraft, an Fsubomparnttes.
rminDaM
wastind tactical radios to provide both line-of-sight and
for aircraft and submarines. Mini-DAMA was
satellite
This family
offrom
radios2
started as a 25-kHz FSCS terminal, but during
is plannedcommunications.
to cover an operating
spectrum
an beoeratagsectrumifromg
is plne
tcoe and
development, the DAMA mandate required all
capable of transmitting
to
2000 MHz,
new terminals to be certified to all of the new
voice, video and data.
By building upon a
jective is
von
being denied satellite
DAMA standards
open andhdata.
architecture, ByJTRS'sb objective
acces.or risk
ini-AMAtermnalfielingwas
common
access.
Mini-DAMA terminal fielding was
t
mrv neoeaiiyb
rvdn h
to improve interoperability by providing the
delayed to allow implementation of and
ability to share waveform software between
certification to the DAMA terminal waveform
radios.
standards.
The Air Force Airborne Integrated Terminal
Many other companies have developed terminals
Group (AITG) program is under contract with
using their own funds plus funding from various
Raytheon to develop an open system
Table II lists the
Government programs.
The
architecture, reprogrammable terminal.
terminals that have been submitted to the Joint
Multiple
Raytheon
the
on
based
be
will
terminal
Interoperability Test Command (JITC) for
Output SATCOM Terminal (MOST) and will
certification to the standards.
include Line-of-Sight (LOS) and satellite
communications, Air Traffic Control protocols,
digital secure voice, and communication security
(COMSEC) for airborne applications.
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The Navy Digital Modular Radio (DMR) program
is under contract with both Motorola and
Raytheon to
develop an open system
architecture, reprogrammable terminal. While
similar to the AITG, the DMR will be designed
for a shipboard environment, providing 8 data
ports when operating on 25-kHz DAMA and
include HAVEQUICK II
and
SINGARS
capabilities. The Navy contract requires sample
radios from both Motorola and Raytheon to be
used to evaluate and select a single supplier of the
DMR.
DAMA CHANNEL CONTROL
During the development of the DAMA standards
the Navy accepted the responsibility for
developing the 25-kHz DAMA channel control
system required by the introduction of the new
DAMA standards and the change over to AC
mode operation.
The Navy was already
performing DC mode control for their own
channels and was in the process of developing the
DAMA SAC AC mode control system, although
at the time DAMA SAC was being designed to
control terminals designed to the FSCS
specification, not the new DAMA standards. The
Navy's DAMA SAC uses TD-1271 modems and
WSC-5 radios installed at the three Naval
Computer and Telecommunications Area Master
Stations (NCTAMS) and the Naval Computer and
Telecommunications Stations (NCTS) at Guam
and Stockton. These control stations are all
located in the overlap of two adjacent satellite
coverage areas. Each control station can control
satellite channels in two satellite coverage areas,
providing redundant control capability for each
coverage area. Equipments at these sites also
control many of the baseband systems operating
over the satellites and can provide data relay
between adjacent satellite areas.
The DAMA SAC, which began only as a tool to
demonstrate AC mode operation for FSCS
terminals, was redefined to become the joint
services 25-kHz DAMA control system,
providing communications resources for FSCS and
MIL-STD-188-183 terminals.
DAMA SAC
began operational service in 1996 and has
performed very reliably. Just last month, the
United Kingdom installed a DAMA SAC system
to provide AC mode control of UK satellite
resources.
The 5-kHz DAMA specification the Air Force
developed as part of the USTS program was
modified late in the program to implement the
MIL-STD-188-182
waveform
requirements.

Since MIL-STD-188-182 has no DC mode
equivalent, the original development contract
included a 5-kHz DAMA control system. Late
in 1994 the Air Force contracted with ViaSat to
design, build, install, and test a 5-kHz DAMA
control system, the NCS. The NCS was colocated with the DAMA SAC at the three
NCTAMS and NCTS Guam (the fifth DAMA
SAC site at NCTS Stockton is no longer active).
In 1996 Air Force again contracted with ViaSat
to add MIL-STD-188-183 AC mode channel
control capability to the NCS. This will be
completed in 1999.
Although developed and fielded by the individual
services, the DAMA SAC and the NCS are both
supporting
communication
capable
of
requirements for users operating terminals in
accordance with MIL-STD-188-183. The NCS
also supports 5-kHz DAMA services in
accordance with MIL-STD-l188-182 (and by the
end of this year, MIL-STD-188-182A). These
two DAMA control systems each provide user
access to a separate set of satellite channels and
the behavior of each control system, from the
terminal user's perspective, is slightly different.
From the control system operator's point of
view, the operation of each of the two systems is
completely different. The need for a single,
integrated system became clear.
As these DAMA channel control systems were
being developed, it also became evident that the
ability to support more user communications
requirements would significantly increase the
complexity of communications planning and
management.
A UHF DAMA Concept of
Operation
(CONOP)
and
Operational
Requirements Document (ORD) were developed
and accepted by the joint services to define the
requirements for the joint integrated DAMA
channel control system. This system is under
development and is known as the Joint (UHF)
MILSATCOM Network Integrated (JMINI)
Control System.
The JMINI Control System project is being led by
the U.S. Navy (Space and Naval Warfare Systems
Command), but is a joint-interest program and
will support all U.S. and allied forces.
The JMINI Control System is the integrated
5-kHz/25-kHz
DAMA
and
non-DAMA
UHF
all
non-processed
for
controller
MILSATCOM channels. The JMINI Control
System consists of three main components, the
Resource Controller (RC), the Channel Controller
(CC), and the Network Management Subsystem
(NMS). The RC does the real time processing of
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the DAMA orderwire, the CC consists of the
modem, radio, power amplifier, and antenna
system, and the NMS contains the database of
UHF
satellite,
terminal,
and
network
characteristics, and provides the user interface for
communications planning and management.

This system, known as the Automated
Communications Management System (ACMS),
did allow for some design and code reuse to begin
the development of the NMS.
The starting point for the NMS was to understand
the manual processes its tools will replace, leading

Because of its already-fielded 5-kHz capability
and its recent upgrades for MIL-STD-188-183
and MI-STD-188-182A operation, the Air Forcedeveloped NCS was selected as the starting point
for the JMINI RC subsystem.
The CC
requirement is to be able to operate every UHF
channel in a DAMA mode, which adds up to over
300 channels globally. For the remainder of the
CC requirement, the Navy will be procuring a
next generation radio, the Digital Modular Radio
(DMR): There was no direct product available to
leverage the NMS; therefore a new product is
being developed to provide the software tools to
allow decentralized communications planning and
management.

to the development of a planning/management
Concept of Operations (the NMS CONOP). As
documented in this CONOP, it was highly
desirable to utilize existing computer systems
where possible since many facilities are spaceconstrained. It was also important to implement
a familiar operator interface to simplify training
since military departments are manpower
constrained'.
The
NMS
will
enable
decentralized
communications planning and management by
covidins
pls
to:
providing software tools to:
Access and maintain databases of user
terminal descriptions,
capabilities,
and
configurations, network service definitions
and membership, satellite ephemeris data, and
MILSATCOM channel descriptions (e.g..
frequency codes, channel numbers, channel
names, uplink and downlink frequencies,
translation offsets, access mode);

COMMUNICATION PLANNING
The UHF constellation has historically operated
with only one network per channel.
Some
channels do have two networks, using frequency
division to share a channel, and there are a few
DAMA channels in each satellite coverage area.
The process of planning which users get service,
allocating networks to channels, and handling
conflicts is done via manual coordination and
manually with some rudimentary tools.
For
clarity, a network is defined as two or more user
terminals communicating together with the same
data type (voice, message, etc.) and encryption
technique. As more and more channels transition
to DAMA, and as the user population increases
and
ten-fold, the process of planning
In
management will become overwhelming.
the
requires
addition, the DAMA CONOP
management process itself to be distributed into
the battlefield to provide necessary information
required for re-planning in response to the realtime operational environment. These factors
contribute to
the need for automated
communications planning and management tools
to be provided by the JMINI Control System's
NMS.
As stated above, whereas the RC subsystem is an
enhancement to the existing NCS, and the CC
subsystem will be provided through the DMR
program, there was no product available that
could
be modified
to become
NMS. A product
that provides
planning
and themanagement
tools
used frorEFi planningandmanagmexit,
Ses
how
,
used for EHF MILSATCOM does exist, however.

0 Apportion satellite resources among CINCs,
supporting
and
components
services
echelons, and other agencies tasked to
support operational missions and exercises;
0 Allow these organizations and agencies to
define and establish the relative priorities
(ranking) of their own communications
service requirements (CSRs);
a

0

Determine best-fit communications service
allocations and preassign and schedule
critical
the
most
for
resources
communications requirements;
Monitor system performance to compare
actual against planned operations, assisting
the communications manager in finding ways
to optimize the use of the limited UHF
MILSATCOM resources; and
Automate some of the planner's manual
tasks.

f The Defense Information Infrastructure (DII) Common

OeaigEvrnet(O)etbihsasadrie
Operating Environment (COE) establishes a standardized
set of applications, hardware, and User Interfaces to
promote uniformity across DoD systems.
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It was also understood that flexibility and
modularity in software design would be extremely
important since the requirements were not
completely firm and the software would be
developed incrementally. The software design
objectives included reuse of existing modules from
ACMS, portability, and to be able to add new
functions simply. Therefore, the NMS is being
developed using a true object oriented approach
that uses a functional architecture as shown in
Figure 1.
-"-AppIi"Mions
Saftw.,:
•Modular
"Mm'•":

"Exnd~bl.

object oriented design together with the Common
Object Request Broker Architecture (CORBA).
CORBA provides the "middleware" for distributed
processing capabilities, promotes the maximum
degree of machine and language independence and
includes an interface to Java, thereby allowing
easy scalability of capabilities through time.
Objects representing satellites, terminals, or
networks, for example, can be located anywhere
within the distributed architecture and exchanged
between processes using the Internet InterOrb
Protocol (IIOP). This allows the Graphical User
~Interface (GUI) taSu
that runs on a Sun Workstation
to be ported to other computers and still
interface with the database for access and updates.
Figure 2 illustrates the machine and language
independence of CORBA.

SPlfform Independnt

Figure 1. NMS Layered Architecture
This architecture will be fielded for IOC and is
designed to be located at four main ground
control points worldwide. This configuration will
serve as the basis of a more elaborate distributed
computing architecture for FOC. For IOC there
are three main functional layers: the hardware which is a Sun SPARC workstation, the system
software - consisting of the Solaris operating
system, database and other segments as an
integrated portion of the DII COE, and the
application software - customized modules
designed for growth.
The NMS objective is to have a planning and
management capability at many different levels,
corresponding to "resource owners". A resource
owner is typically an organizational entity that
has authority to operate their network(s) over
specific channels or DAMA time slots. The
establishment of resource owners follows a welldocumented process outlined in a Chairman of
the Joint Chiefs of Staff Instruction.
In
accordance with NMS objectives, all users outside
the four main ground control points (the JMINI
Control Stations at the NCTAMS and NCTS
Guam) will connect to these systems via a secure
network using any existing computer that has
access to the secure network and a Web browser.
With modern client/server systems this method is
very practical. The IOC configuration has been
designed to allow for this expansion by using an

Figure 2. Machine and Language
Independence
By FOC, there will be perhaps dozens of NMS
users, most of which will be remote from the four
control stations. They will use Web browsers to
access and populate the database for the real-time
resource controller. These NMS users will be able
to handle the access requests, apportionment,
allocation, and other processes electronically and
rapidly, as well as perform their day-to-day
users.
in
DAMAeven
mission
with as much as a ten-fold increase

PROBLEMS WITH DAMA
While multiple access and demand assignment can
greatly expand the number of users that UHF
MILSATCOM can serve, nothing comes free.
When a 25-kHz channel is used for a single "nonDAMA" voice network, the effective modulation
rate over the satellite channel is equal to the
baseband rate of the voice service. When DAMA
is used, the modulation rate over the satellite
channel has to exceed the sum of the data rates
of all users. For example, when five users all
operating at 2400 bps share a 25-kHz channel,
each user is allocated 1/5 of the channel time and
must operate at five times the normal modulation
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rate. The increased modulation rate, along with
the requirement to break the signal into small
bursts, requires a higher quality signal than
required for single user operation. A channel that
can provide good service for a single user
communications requirement may operate poorly
when DAMA-tized.

there are 17 25-kHz channels operating in AC
mode worldwide.
While technically we are operating these 17
channels in AC mode, there is currently little or
no demand assignment being used. DAMA time
slots are still being preassigned to each
communication network. Many time slots are

None of the DAMA terminals has been designed
to provide the ease of use expected of a
commercial cellular phone system. While the
DAMA standards fully define how a terminal
must communicate to the satellite, terminal
communication to the user is not well defined or
well understood.
The requirement that the
DAMA control orderwire be encrypted adds
another level of complexity.

assigned to Navy messaging systems that require
communications 24 hour a day, 7 days a week.
Other time slots need to be preassigned because
the baseband equipments being used are not
capable of generating a DAMA request or
responding to an incoming call. For example,
voice networks are normally routed to a speaker.
Hearing a voice from the speaker is the only
indication that a "call" is coming in. Another
major limitation to the use of demand assignment
is Navy's use of single radios to operate in
multiple networks. A single DAMA radio is used
to connect to as many as eight separate
networks. To operate on eight networks requires
that no two time slots overlap in time. Since
every platform must operate on a different set of
networks, careful planning is required when
assigning networks to time slots.

In DC mode the assignment of each time slot was
fixed and the DAMA orderwire was not
encrypted. A voice network was given a Circuit
Identification Number (CIN) to identify the time
slot it was allocated to and the user terminal
operator only needed to acquire the orderwire and
enter the CIN to join the network. With the
introduction of AC mode, after acquiring the
encrypted orderwire, the terminal operator must
successfully transmit a return orderwire message
to log in, transmit another return orderwire
message to request to join a network, then wait
for an orderwire message to direct connection to
a network. If the operator has improperly set
the terminal's address, port configuration code,
or network address, the connection will be refused
and an error message will be returned by the
control system. The increased complexity of AC
mode operation as well as limited user knowledge
of the benefits and tradeoffs inherent in both
5-kHz and 25-kHz DAMA operation are two
factors contributing to the hesitancy to move to
DAMA.
The Navy was the first UHF MILSATCOM user
to make the transition to AC mode.
The
transition was made in two steps. First, orderwire
encryption was added to the existing DC mode
controllers.
Encryption of the DC mode
orderwire allowed the Navy to identify and
correct problems with orderwire encryption
before attempting the switch to AC mode. AC
mode operation requires orderwire encryption
since orderwire requests can identify users and
provide some indication of mission activity. The
switch to AC mode was not problem-free. A few
networks
immediately
experienced
communication problems and AC mode was
initially blamed and shut down. After extensive
re-testing it was determined that the problems
were not the fault of AC mode operation. Today

The transition to DAMA has progressed very
slowly. In addition to the increased complexity
that DAMA adds, and baseband equipment
limitations mentioned above, other contributing
factors are lack of terminals in the field and
limited user training. Of these two problems, user
training is probably the more serious. Despite the
efforts of the DAMA Education team and service
unique training programs, understanding of the
most basic DAMA concepts seems to be lacking.
For example, many users are not aware of the
differences between the service quality on 5-kHz
and 25-kHz DAMA channels and are, therefore,
not anxious to move their secure voice
requirements to DAMA channels.
Another problem that has kept many voice
networks from transitioning to DAMA is user
reluctance to accept the lower voice quality
provided by 2400 bps LPC-10 narrowband
vocoders.
Some users currently use CVSD
vocoders operating at 16 kbps on dedicated 25kHz channels. This data rate is too high to be
used efficiently on a DAMA channel.
CVSD
provides voice recognition and works well in the
high background noise environment found in a
helicopter and in the battlefield. LPC-10 works
very poorly in a high background noise
environment. MELP, a newly developed 2400
bps vocoder algorithm, solves both of these
deficiencies but will not be generally available for
several more years.
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Users accustomed to operating over a dedicated
channel are hesitant to accept the extra setup
time required to operate over a DAMA channel.
Users want guaranteed and immediate service
when operating under battlefield conditions.
There are many UHF MILSATCOM systems
using protocols that are incompatible with
DAMA operation. The Navy has redesigned
some of its systems to allow operation over
DAMA, but many systems have requirements or
funding problems that make it impossible to
move them to DAMA channels.
Terminal fielding has also slowed the transition
to DAMA operation. Terminals are being fielded
by organization, not by network, however every
member of a network must have a DAMA
terminal before a network can be transitioned to
DAMA operation. This problem will be resolved
over time, if not by changes to fielding plans,
then by the fielding of sufficient terminals,
However, even if we solve the equipment and
training problems, the severe interference
problems we are experiencing on UHF
MILSATCOM channels may become the limiting
factor controlling the number of channels that
can be switched to DAMA operation. As many
as half of the channels currently have
interference levels that are too high to allow
DAMA operation.
NEW SATELLITES
complete
The current UHF constellation will be
after the launch of UFO-10 later this year. To
prepare for the possible loss of one or more
satellites during the planned lifetime of the UFO
constellation, the Navy is in the process of
procuring a single gapfiller satellite. UFO-l 1 will
help ensure that adequate UHF communication
resources will be retained until the next
generation of satellites becomes available. While
all previous UHF satellites have used analog
filters and transponders, UFO-l 1 will use an alldigital design. Although this will make it possible
to adjust the bandwidth and center frequencies of
transponders after launch, the digital design may
also reduce the dynamic range of the
transponders. The Joint UHF MILSATCOM
Technical Working Group (TWG) is investigating
both the possible advantages and disadvantages of
the new digital design.
The Mobile User Objective System (MUOS) is
intended to be the next generation of satellites to
provide narrowband communication services to
mobile users.
The MUOS requirements are
performance-based and allow alternatives such as

Low-Earth-Orbit (LEO) constellations to be
considered. A key system objective is seamless
operation with existing UHF systems and
terminals, so the next generation of satellites is
expected to provide services similar to those
provided by the UFO constellation. The major
MUOS goals are to greatly increase circuit
capacity, increase the maximum data rate to
64-kbps, and to greatly improve the ability to
communicate with very portable terminals having
negative-gain antennas and very low transmit
power.
The most promising approach is the use
of a mixture
of earth coverage and spot beams.
Spot beams allow frequency reuse within a
satellite footprint while at the same time
providing greatly increased link margins.
INTEGRATED WAVEFORM
The Joint UHF MILSATCOM TWG is working
on a single integrated waveform standard that will
provide a significant improvement over the two
current DAMA waveforms now required for
operation over 5-kHz and 25-kHz UHF military
satellite channels.
While the two current
standards may have been sufficient for their
intended purpose, they are not interoperable with
each other and are not capable of satisfying all
current and developing user requirements. This
has contributed to the low user acceptance of
DAMA, greatly slowing the transition of UHF
users from dedicated access to
MILSATCOM
DAMA operation.
The TWG is presently developing a new layered
protocol to be incorporated in revisions to the
existing standards. The first revised standard will
define the interoperable modulation, errorcorrection coding and multiple access protocols
required to access the satellite channels. The
second revised standard will define higher layer
protocols, including demand assignment, required
for full voice and data interoperability.
MILSATCOM user systems not requiring
interoperable voice and data would be required to
implement only the lower layer protocols of the
first standard. The integrated waveform standard
will accommodate backward compatibility with
the present standards.
The lower level multiple access protocol will
operate much like 25-kHz DAMA DC mode,
broadcasting stable channel and time slots
assignments for all UHF SATCOM users. Setup
and maintenance of these assignments will be
performed by the NMS. At this protocol level
terminals will have no ability to directly affect
time slot assignments. A Forward Orderwire
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Message (FOW) burst located within a time slot
on a legacy 25-kHz controlled channel will be
used to broadcast the assignment information for
all channels.
Navy messaging systems that
require communications 24 hour a day, 7 days a
week would operate on a stable time slot defined
solely by this multiple access protocol, as would
many voice networks that cannot tolerate the
setup delays imposed by the higher layer demand
assigned protocols. It is anticipated that many
systems that cannot use DAMA today will be able
to operate on top of this simplified multiple
access protocol.
The higher layer protocols for voice and data
interoperability will ride on top of the multiple
access protocol layer, providing voice and data
services similar to what is provided by
commercial telephone systems. This protocol
layer will use its own addressing plan, independent
from any DAMA addressing plan, making it
possible to interface to other secure voice
systems.
The existing DAMA standards provide for fixedrate "circuit" services, and fixed-length "message"
services. Newer data protocols are generally
designed to move data asynchronously, i.e. at
variable data rates. Protocols that support the
efficient handling of Internet Protocol (IP)
datagrams will be developed to operate over the
6
lower level multiple access protocols. A paper
presented last year at MILCOM'98 describes a
proposed packet transfer mechanism, called the
Variable Rate Data Packet (VRDP) transfer
protocol, which could be used for this purpose.
CONCLUSION
In is anticipated that the increased circuit
capacity, higher data rates, and improved quality
of service that will become available with the
launch of the next generation of satellites, along
with the introduction of the integrated DAMA
waveforms, will improve user acceptance of
DAMA.
The layered protocol design of the
integrated DAMA waveform will allow the use of
Commercial communication protocols over UHF
satellite channels, providing simplified terminal
operation and improved communication services
similar to those provided by cellular phone
systems.
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Summary
Performance trends Ure reported from a simulation study of a tactical radio system for the Canadian
Army, a mobile digital packet radio system for data
transmission. The primary combat-net radio system
uses a continuous-phase frequency-shift keying modulation to achieve a transmission rate of 1600 information bits per second, and can operate at a slow
frequency hopping rate. The radio data-link protocol employs forward error-correction (FEC) coding,
which is the combination of a parity bit, a (23,12)
Golay code and a repetition code, as well as an interleaver to combat the effects of fades in the channel,
An automatic repeat-request (ARQ) scheme is also
employed for the retransmission of coded data that
cannot be corrected by the coding scheme. A description of the channel simulation, the error correction
and interleaving schemes, and the operation of the
ARQ protocol under conditions of reverse channel errors are made. Performance trends are identified.

1

Introduction

Data transmission over wireless links is making significant communications and hence computational resources available to the soldier. While military communications systems designs are driven in part by the
regulatory restrictions on the uses of spectrum, there
are fundamental differences in approaches to military
and civilian system design ([1], p.12) which are summarized in Table 1.
In this paper, a scheme for data transmission using
a combat-net VHF digital mobile radio for use on land
is described. Fixed-frequency and frequency hopped
operation are considered. The performance of the
system is evaluated by software simulation for typical
terrestrial wireless fading channels.
In addition to the degradation of the received signal from the inherent multiplicative and additive distortion caused by the channel, intentional jamming
can reduce performance. Typically the jammer will
be a continuous-wave tone, a pseudo-noise jammer
disrupting a portion of the hopping bandwidth, a
partial-band jammer which disrupts some frequency

Military
ePerformance
must comply with
military specs.
eSparse density of
users.
*Noise levels are
unique to tactical
warfare situation
*Transportable
and rugged base
stations.
oBase station siting and antennas
limited by tactical
requirements.
*Interference from
jamming
as well as unintentional sources.

oPerformancedriven solutions.

Civilian
*Performance requirements
based on conventional service.
*High density of
users.
eNoise levels are
predictable.
eFixed-location
base stations.
oBase station siting and antennas
carefully chosen.
*Interference from
unintentional
sources.
*Cost-conscious
solutions.

Table 1: Issues in military and civilian wireless communications systems design, adapted from ([1], p.12).

content of the desired signal, or a follower-jammer
which tracks and disrupts the frequency of the desired
signal. In all cases the user can reduce the negative effects of jamming by using a frequency-hopping transmission scheme. For example, in frequency hopping
operation, when a pseudo-noise jammer attempts to
disrupt a large portion of the hopping bandwidth,
the portion of that noise on any particular operating
frequency will be small. More sophisticated partialband or follower-jammers are then required, where
the jamming effectiveness is enhanced by putting
more of the jamming power at the user's frequency
when that frequency is being used.
In both fixed-frequency and frequency-hopping

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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modes the performance of the transmission suffers
due to the inherent effects of the fading channel. Deep
fades in the received signal envelope are caused by
the vectorial combining of the multipath signal components, and can cause runs of errors in the demodulator output. This can occur in a Rayleigh channel. Channels in which a fixed-path component propagates along with the multipath components, as is
common in terrestrial mobile communications, are referred to as Rician channels. When either the transmitter or receiver is in motion, the relative physical
configuration of the scatterers and reflectors is time-

100

0
.

E0 -'

varying and so is the fading.

i--5

The burstiness of the errors can be reduced by interleaving the transmitted data. The remaining short
runs of errors may be detected and possibly corrected
if the data is encoded using block codes. When there
are too many errors for correction, the detected errors
can trigger the automatic repeat-request protocol to
request a retransmission of data. This increases the
chance of error-free reception at the cost of longer
delays. These features are included in the present
system design and the performance is evaluated by
simulation.
The fading channel simulation used is based on
one described by Hashemi [2], [3], where the output
is shown to possess spectral properties predicted by
R. H. Clarke ([4], p.44) for fixed-frequency operation
and the statistical measures are shown to agree with
theoretical values.
In Section 2 the narrowband fading channel simulator is described and the method of simulating fre-

quency hopping is outlined. The communications sys-

tem and the technique used for system simulation are
described in Sections 3 and 4, respectively. The results are presented in Section 5, and the conclusions
are provided in Section 6.

2
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Figure 1: Normalized level crossing rate for both
theoretical (solid) and simulated profiles (circles) at
312.5 MHz and 96 km/h.

0
?
10,
E

Z
-

-10

-5

Signal level,dB, withrespect to

0

5

-movalue

Figure 2: Normalized average fade duration for both
theory (solid) and simulated profiles (circles) at 312.5
MHz and 96 km/h.

Channel Simulation

In this section, the simulation of a narrowband
fixed-frequency channel excitation is described, and
this is followed by an outline of the technique used for
the channel simulation under conditions of frequencyhopping.
The simulation of a narrowband system subjected
to multipath fading is accomplished using a channel
impulse-response model with specified (but not necessarily equal) amplitudes. Angles of arrival of the
multipath components are uniformly distributed, and
arrival delays deterministically computed on the basis of the velocity, maximum Doppler shift and carrier
frequency according to [3]. The received signal is of
the form
-

e

itCke

f, is the carrier frequency with wavelength A

(and
= 3 -), ck is the amplitude of the kthv contributing multipath component with phase 9 k, V is yelocity, and 4k is a uniformly distributed random angle
in the range [0, 27r). This is easily implementable and
is a slight modification of the simulation technique of
Hashemi and Turin [2].
The theoretical normalized level crossing rate for
Rayleigh fading is NR, = R e 2 , and the theoretical
normalized average fade duration is f, = - (eR2 -_ 1),
where R is the signal level normalized with respect to
the root mean-squared (rms) signal envelope. Figures
1 and 2 show a comparison of theoretical and simulated level crossing rates and average fade duration
results, respectively, as a function of fade depth. It

M

r(t)

Here

iflcs

(1)

k=O

and is available in the simulation as described in [3].

is evident from the close agreement with theoretical
values that the simulation is validated with respect
to the second-order statistics.
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Figure 3: Spectrum of simulated response at 312.5
MHz and 96 km/h.

Figure 4: Rayleigh simulator envelope pdf at 312.5
MHz and 96 km/h and analytical pdf.

In Figure 3, a portion of the baseband spectrum
around the maximum Doppler shift of fd = 27.77 Hz
is shown. The spectrum was calculated using the averaging of periodograms method, where the spectra
from 200 non-overlapping segments of the simulator
output were averaged. Each segment consisted of

the simulator results can be normalized and are applicable to any frequency and velocity combination. The
basic propagation equation (1) used in the simulation
has as the argument of the information-bearing portion of the signal an exponent equal to j/vt cos bk.
This exponent term can equivalently be expressed as

40000 samples of the simulated waveform spaced at

jtV--os Ck,where B =--

266.67 ps and an FFT of size 131072. Each frequency
bin was therefore 0.0286 Hz. In Figure 3 it is seen that
at frequencies greater than fd the spectral power decreases drastically. The spectrum possesses the characteristic shape of Clarke's two-dimensional isotropic
scattering model ([4], p.41), described in normalized
form by
A
0--_ <fd
O<f

frequency and velocity for a given B, and has time t
scaled inverselycby B. It is therefore possible to siulate a mobile channel such that it is appropriate for
appropriate oi
a frequencyandelocit by
B.
It is on the basis of close agreement with secondorder statistics, the resemblance to the Clarke spectral shape and a reasonable fit of the pdf of the enve-

(2)

lope to the Rayleigh density function, that the simulation will be taken to be an accurate representation

S(f)

=

2

0

elsewhere

esof

0

where A is a normalization constant.
In Figure 4, the probability density function (pdf)
computed from the simulation results is compared
with the analytical Rayleigh pdf, where the Rayleigh
parameter is obtained by matching the mean values
of the simulation to the theoretical Rayleigh mean.
The simulated pdf is demonstrated to resemble the
theoretical pdf (eq.1.1-14, [5])

which is independent of

short-term mobile radio channel behaviour.
2.1 Channel Simulation for Frequency
Hopping
The simulation of frequency-hopped systems
makes use of the envelope of the received signal versus
time generated from the fixed-frequency simulation.
First, correlation properties of the channel are noted.
The autocorrelation for the envelope of the received signal of the mobile-radio fixed-frequency nar-

(3)

rowband simulation is given by Jo(/VT) ([4], p.50)
where r- is the time delay variable and J,(.) is the
function of the first kind with order 0. Corre-

In a communications system, r is the envelope of the

lations of the received signals at different frequencies

received signal, i.e. the modulus of the complex base-

are i+(-A 1T2 ([5], p.50), where Aw is the frequency

band information-bearing signal.
The simulations used to generate Figures 1 - 4
were performed for a nominal carrier frequency of

separation in radians per second and Tm is the delay spread in seconds. For a frequency separation of
2
1+(Awo)
T•, and this
is
Awo, the signal correlation
shift of

(r

frAr)

= T2

-

e

2

"Bessel

312.5 MHz and a vehicle velocity of 96 km/h. Al-

though these parameters have been chosen arbitrarily as representative for a mobile UHF channel, the
specific values are not of absolute significance because

corresponds to a time

T1o 1
-V J0=

1+(Awo)2T~J

(4)
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where J,' (a) is taken to be the smallest value of the
argument A at which Jo(A) takes value a.
A frequency hop simulation which preserves correlation properties of the signal envelope is implemented using the simulation of a fixed-frequency system with the required signal wavelength and velocity,
At the end of a dwell-time, the hop is simulated by
skipping the channel simulator output corresponding
to a time To, which is derived from the size of the
frequency hop Awo, using (4). The fixed-frequency
simulation time series is then used for the duration of
the dwell-time. This is repeated whenever a hop occurs, with a different random frequency change Awo
and corresponding time T- (4). It should be noted
that the hop bandwidth is typically narrow relative
to the centre frequency, so wavelengths at the different frequencies are not appreciably different. When a
system has centre frequency 40 MHz and hop bandwidth 5 MHz, the maximum difference in wavelengths
is 11%. Therefore a simulated received signal envelope at the centre frequency is taken to be representative of the true signal at all frequencies in the 5 MHz
band.

3

Description of System

In this section, the communications system under
study is described. Issues and assumptions concerning the simulation are noted where relevant,
The VHF radio uses digital FM that is continuousphase frequency-shift keyed (CPFSK) ([4], p.175).
The radio is capable of transmitting in either fixedfrequency or slow frequency-hopped modes in the frequency range 30- 108 MHz. The data rate transmitted on air is 16 kbps, and the hop rate is 100 hops
per second [6]. Figure 5 shows a block diagram of the
coding and interleaving scheme [7] employed. Blocks
of bits are used for generation of a parity bit. The
forward error-correction code is a Golay (23,12) code
([1], p.457) which corrects three and detects four bit
errors. A frame of data is encoded into 24 bits, 23 bit
Golay codewords and the parity bit, and enters an interleaver row-wise in groups of 16 codewords. The 24
columns of 16 bits are sequentially read out, and are
bit-wise repetition coded, where the repetition factor
is an odd number, and is taken to be 5 in the present
work. The combination of the repetition factor and
the Golay-coding scheme causes 120 transmitted bits
to contain 12 bits of information, which means that
the on-air transmission rate of 16 kbps results in an
information rate of is 1.6 kbps. When the radio operates in fixed-frequency mode the bit-stream enters the
FM modulator and is transmitted. When frequency
hopping mode is used, the bit stream is further interleaved (before modulation and transmission) in the
radio interleaver, taking in 165 columns sequentially
of 16 bits each. Contents of the 16 rows are then
modulated and transmitted in a pseudo-random or-

der.
The receiver performs signal demodulation and
follows the pseudo-random hopping pattern of the
transmitter to re-assemble the contents of radio interleaver blocks. The system overhead required for
the synchronization is not considered in this simulation. The repetition decoding is performed by a
majority-decision vote. When the Golay decoding
process detects errors that cannot be corrected, a retransmission will be requested. Failure of the parity
check also causes a retransmission request. The frame
is then re-assembled from the received bit stream.
In the event that the FEC scheme is unable to
correct bit errors caused by the channel, a selectiverepeat ARQ scheme has been incorporated into the
transmission system. The acknowledgement messages consist of messages encoded in the same way
as in the forward channel. However, these acknowledgement messages are shorter, having fewer Golay
codewords. The general operation is depicted in Figure 6. When the error detection capabilities of the
FEC scheme identifies errors in the received frame
that cannot be corrected, a NACK may be returned
to the transmitter, which identifies the codeword in
error, and it is assumed that the particular codeword
is retransmitted. When the received signal is either
error-free or has corrected errors, an ACK is returned
to the transmitter. In both cases, the signals on the
reverse channels are subject to errors caused by fading on the reverse channel, as with the forward channel.
4

Simulation Technique

The inner workings of the simulation techniques
are now described. The simulation is used to obtain average frame error rates and histograms of system delays. The received signal level envelope versus
time profile of the channel simulation, in either fixed
or hopped frequency configuration, is at the heart of
the simulation. The simulations are set up identically
for fixed or hopped frequency operation; the respective received signal-level envelope versus time samples
from the channel simulation are used.
A simulation is done for a given nominal carrier-tonoise ratio (CNR). The channel simulation envelope
versus time data are denormalized so the mean power
gives the desired CNR: Each sample of this time series is then converted to an instantaneous bit error
rate (IBER) using a look-up table approach, from an
IBER versus CNR curve. This IBER versus CNR
curve describes the hardware operation of the radio,
taking into account the transmitting and receiver filters, the receiver noise and the modulation scheme.
The curve can be obtained either by a baseline radio
performance simulation, or by laboratory measurement. In [8], the simulation of a CPFSK radio has
been made, and the resulting IBER versus CNR curve
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is shown in Figure 7. In the present simulation a sixth
order polynomial which has been fitted to the curve
in Figure 7 is used.

F

Recognizing that the 16 kbps radios have symbol
periods much shorter than typical coherence times of

-r

VHF channels, the channel simulation output does
not have to be sampled at the baud rate of the radio,

but at a rate consistent with the fading rate. Received signal levels at the inverse of the baud rate can
be obtained by linear interpolation, thereby affording a significant savings in simulation time. In ([9],

Radio
Interleave

Bitwise

Repetitio

Modulate
and Hop

:.
Innon-hopping mode these
blocks contain only fixed-

frequency FM
modulator/demodulator.."

p.62) a typical Doppler spread of 4 Hz corresponds
to coherence time of .25 sec, which is many times the
16000-1 = 62.5 ps symbol period. Interpolated val-

ues of IBER for each bit in the received data stream
are therefore obtained. An error in decision for each
bit detection is declared on the basis of a compari-

son of the IBER with a uniformly distributed random
number in the interval [0, 1). An error state for each
of the bits is then known, and the de-interleaving and
decoding of the FEC scheme is done explicitly. Failure to successfully decode the Golay block code is declared on the basis of the "dependent-error" method
for block decoding, described in ([10], p.616). It
should be noted that the technique of simulation assumes that as the modulation is narrowband, hence
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Figure 5: Radio block diagram.

Send
Acknowledgement
ARQ

Rx

Ecod

Tx

Tx

ARQ

in the radio transmission there is no intersymbol interference.
A criterion for an ARQ retransmission is based
on the unsuccessful decoding of the Golay code-

words, and the state of the parity check. Simulations
are made of the time delay encountered for correct
transmission of a frame of data, where greater delays are associated with more ARQ retransmission
cycles. Simulations also show the frame reception
probability after only one ARQ acknowledge or retransmission cycle, enabling the comparison of relative performance over different parameters or channel
models. Included in the simulations are the effects
of reverse channel errors. The ARQ is a selectiverepeat scheme, where individual codewords are acknowledged or retransmitted.
The benefit of direct simulation of ARQ operation
is the ability to capture delay information. Semianalytical techniques which take possible errors in the
reverse channel into account [11] give throughput results but do not provide time-delay related results.

5

Results and Discussion

Simulation results are presented and described in
this section. First, simulation parameters are given.
A frame of data consists of a number of codewords
that have the form determined by the FEC-interleaverepetition scheme indicated in the transmitter block
diagram in Figure 5. In the simulation results, frames
consist of 15 codewords for frequency-hopping operation and 33 codewords in fixed-frequency operation.

Channel

Rx

Send codewords

Data Out

Data In

Figure 6: Transmission and acknowledgement of messages.
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These values are chosen in part from design requirements and in part on the basis of simulation time

Rician K = 4.7 dB fading, bandwidth 5 MHz, centre
frequency 40 MHz, and 1.5 dB CNR.
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constraints required to obtain results. The number
of symbols represented in a simulation run generating one frame error probability is 25 million for
fixed-frequency operation and approximately 3.1 million for frequency-hopping operation. The frames on
the reverse channel, used for ARQ signalling, are assumed to be shorter than those on the forward channel. In both the forward and reverse channels the
delay spread is taken to be 1 ps. The reverse channel
is taken to be the same type (i.e. Rayleigh, or Rias the forward channel, but with independently

-/

random behaviour.
In Figure 8 the average number of codewords re-
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for the proper reception of a frame, a measure
of delay, is shown for frames of length 15 codewords
on the ordinate axis. The abscissa contains the frame
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Figure 13: Gdf of frame transmission time, measured in codewords, for frequency hopping operation
in Rayleigh fading for different CNR values,

reception probability after one retransmission, a measure of performance after the first ARQ cycle. This
includes the effects of possible errors on the feedback
path. The scale on the ordinate axis is in terms of
codeword intervals, where one frame with no delays
will require 15 units for reception. Simulation points
are shown for operation in both Rayleigh and Rician
fading channels. The higher the probability of frame
reception after one ARQ cycle, corresponding to a
large value on the abscissa, the lower the transmission
time. This indicates that the greater the ability of the
interleaving and FEC schemes to combat transmission errors, the resulting reduction in delay, and hence
the reduction in number of retransmissions. Similarily, results for fixed-frequency operation with length
33 frames in Figure 9 indicates the same relationship.
The ratio of delays (i.e. of delay to frame length, in
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Conclusions

terms of numbers of codewords) in Figures 8 and 9
for probability of correct frame reception 0.5 is approximately three for hopping operation and six for
non-hopping operation. The results for Rayleigh and
Rician channels shown in these figures are comparable, demonstrating how the use of ARQ reduces
the sensitivity of the system to these sorts of channel
conditions, when comparing frame probabilities and
delay results.
Frame reception probability after one ARQ cycle
for different channel models versus carrier-to-noise
ratio, taking into account possible errors in the acknowledgement message on the reverse channel, is
shown in Figure 10 for hopping operation. The results for the Rician channel are clearly superior than
those for the Rayleigh channel. Also shown in the figure are results for fixed-frequency operation with the
same frame lengths of 15 codewords as the hopped
systems, giving poorer results than the comparable
frequency-hopping systems. This illustrates the beneficial effects of the frequency hopping acting effectively as an interleaver to reduce the burstiness of
errors due to fades.
In. Figure 11 the frame reception probability after one ARQ cycle for a fixed-frequency system is
sonterlealng. whith thaontforathesam syh temwthe
t n
interleaving. This demonstrfl
tomates
tha extent h
interleaver is successful in combatting the burstiness
erorsin
ofte tefaingchanel.of

6

The probabilistic behaviour of frame arrival time,
or delay, is demonstrated in Figure 12. The histogram
shows the relative frequency of arrival times for a
frame of 15 codewords in Rician fading, where the
minimum arrival time would then be 15. Notice that
the range of arrival times is from 25 codewords to
just below 50. The corresponding cdf is also shown
in Figure 12. This transmission delay is dependent
on carrier-to-noise ratio, in Figure 12 the CNR is 1.5
dB. This dependency is seen in Figure 13 for Rayleigh
fading where the delay cdf is shown for two different
CNR values, demonstrating a difference in delay of
17% for a 2 dB difference in CNR at the 0.5 probability level. The delays are caused by errors in decoding
the forward path messages and by the need for retransmissions. The CNR also affects decoding of the
reverse-path message, and errors in these messages
also contribute to delays. Increased CNR will reduce
the occurrence of decoding failures in both directions.

on the reverse channel.

The optimistic results arising from an ideal
reverse-channel assumption are observed in Figure 14.
The delay cdf is obtained for the particular ARQ
scheme used in the simulation. At the 0.5 probability
level the delay is seen to be roughly a factor of two
lower when the simplifying assumption of no reverse
channel errors is observed, an assumption often seen
in the literature.

This paper has presented the simulation of data
transmission with fixed-frequency and frequencyhopped VHF digital radios for communications in a
terrestrial mobile environment. The techniques for
the channel simulation in fixed and hopped modes
have been developed. The communications system
and the technique used for simulation have been described. Simulation results show appropriate density
and spectral properties, as well as level crossing rates
and average fade durations.
More reliable frame transmission after one ARQ
cycle corresponds to lower transmission delays, a
property followed for all channel conditions considered. Relative delays are lower for frequency-hopped
than for fixed-frequency operation. Correct frame
reception is more likely in fixed-frequency systems
in Rician rather than Rayleigh channels for given
carrier-to-noise ratios, and the use of frequency hopping is shown to improve upon this performance because of the improved distribution of errors. The use
of interleaving improves frame reception probability.
The benefit of a strong CNR on reducing delay was
shown. It was also shown that errors in the reverse
ARQ channel increase the simulated delay, with the
consequence that system design using perfect reverse
channel assumptions are optimistic in terms of delay.
Further work would include investigating the use
ofamrrbutFCcdnsheentervre
a more robust FEC coding scheme on the reverse
channel, and the minimization of the message lengths
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SUMMARY
Mobile communication is an important military
requirement. Voice communications still occupy a preeminent place in Army operations. Present-generation
digital data communications at the tactical level (below
Brigade) are often accomplished using radio systems
designed primarily with voice in mind. Data throughput
tends to be very limited
(300-600 bits/second is not uncommon) and highly
variable. If one regards the wireless communication
network as a data pipeline, there are essentially three
possible ways of improving the situation: (1) increase
the size of the pipeline (new/improved radios or
communications hardware - desirable, but often
unaffordable); (2) optimize transmission through the
pipeline (network management techniques); or (3) be as
smart and efficient as possible about what is put into the
pipeline. The potential of the third approach is often
This paper describes a testbed being
overlooked.
developed to study the impact of information
management techniques, applied at the level of the
application database in each participating node of a
simulated tactical radio network, on the quality and
timeliness of information distribution across nodes,

At the tactical level (below Brigade), units are highly
mobile and have no choice but to use a broadcast
medium (combat net radio) as the primary means of
communication. Armies of limited means do not, in
general, have the luxury of separate duplicate radio nets
for passing voice and data. One radio system serves
both roles.
Typically, individual radios have the
capability to be configured to pass voice only, data only,
or voice and data. In the latter case, because voice
communications still occupy a pre-eminent place in
army operations, the radio system usually permits a
voice transmission to pre-empt a data transmission
already in progress. The data transmission is interrupted
and resumes once the voice transmission has ended, after
a predetermined waiting period. Voice transmissions can
suffer partial loss of information and still be intelligible.
Data transmissions are much more demanding in this
regard. Loss of even a single bit of information may
render an entire message unintelligible. Moreover, the
effective data throughput will be a strong fuinction of the
varying background traffic level on the communications
network. In the extreme case where radio silence is
imposed, the data bandwidth can go to zero for a period
of time.

INTRODUCTION
Modem armies are undergoing a revolution in the way
information is managed on the battlefield. Voice-based
command, control, and communication systems are
being complemented by, and in some cases replaced by
(in whole or in part), digital command, control and
communication systems.
Digital systems offer the
promise of increased battlefield awareness through a
more systematic and automated distribution of relevant
data than is possible with a voice-based communication
system. To deliver on this promise, the communication
backbone must be capable of distributing digital data
among participating command and control nodes with
high fidelity and a timeliness appropriate to the
operational scenario. To be usefuil, critical information
must be passed quickly enough to permit the friendly
commander to stay within, and act within, the decision
cycle of the enemy commander.

The reality is that tactical command and control systems
based on digital technology for which combat net radio
is the primary communication means will have difficulty
in many situations in passing enough digital data among
participating nodes in a timely way to respond to
operational requirements. Unfortunately, they will have
most difficulty precisely in those cases where the
comprehensive up-to-date situation picture that they can
provide is most useful, i. e. when the battlefield situation
is evolving rapidly and there is a high level of
communications traffic.
In this context, to take maximum advantage of the digital
command and control system it will be necessary to
manage carefully the information in digital form that is
sent over the communications network. Some
management techniques, such as adaptive routing or
just-in-time packet construction' can be implemented in

Paper presented at the RTO 1ST Symposium on "Tactical Mobile Communications",
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the network layers. Others are best implemented in the
application layer. This paper deals with evaluation of
techniques that can be implemented in the application
layer, i.e. in the command and control nodes themselves,
CURRENT SITUATION
Field Operations Requirements and Network Topology
The* tactical battlefield imposes strong physical and
procedural constraints which largely determine how
information will be shared. Most entities, especially at
the lower echelons, are highly mobile; those entities are
dependent upon an unreliable broadcast medium (radio)
for sharing digital data. The radios can send and receive
on only one assigned frequency at a time. The entities
participate as nodes on a command and control network.
A group of nodes communicating on a common assigned
frequency is referred to as a sub-network. The nodes
have the following characteristics:
(a) nodes can come together to form temporary subnetworks;
(b) a node can participate on only one sub-network at
a time;
(c) nodes can join or leave existing sub-networks;
(d) nodes can be reassigned roles, causing them to
change sub-networks;
(e) nodes can stop receiving data for extended periods
due to physical separation, ter-rain interference,
equipment breakdown, or imposed radio silence.
An analysis of the operational requirements in a tactical
radio communications environment' leads one to several
conclusions: (1) a node needs to be as autonomous as
possible, i.e. it should have a local data set over which it
has full ownership to permit it to function when it is
temporarily disconnected from a sub-network; (2) nodes
on a sub-network need to propagate changes on a peerto-peer basis so that each node on a sub-network, at any
given moment, has the same database content (i. e.
consistent data sets in replicated databases); this is the
only model which will permit nodes to be reassigned
roles without requiring substantial one-time data
transfers between nodes; and (3) data recovery, required
when a node has been disconnected from a sub-network
for an extended period of time and wants to recover
missing data, needs to be carefuilly managed since it
implies substantial one-time data transfers between
nodes that can seriously interfere with the continual
update process required to maintain database consistency
across nodes;
Characteristics of the Communications System
The Canadian Land Forces will field in the next years a
new communications system, the TCCCS/IRIS system.

One segment of TCCCS/JRIS, the Combat Net Radio
Primary (CNR(P)) is of particular interest in this paper
because it is the means that each field element at the
tactical level will use to communicate voice and data
messages with other elements. By definition, a CNR
environment has limited bandwidth when compared to
wired local area networks (I Kbit/second versus 1-10
Mbit/second). To better understand the importance of
managing the information flow, it is worthwhile to
review the characteristics of the CNR(P) segment that
have an impact on data throughput,
In the Canadian army, the CNR(P) segment will be the
main communications 'pipe' that links together all
tactical field elements , i.e. battalion and below. The
radios involved in this segment are either deployed as
manpacks or vehicle-mounted units. They are VHF FMradios with built-in voice and data encryption and they
can be operated in fixed frequency or frequency-hopping
mode. Transmission mode is half-duplex (send and
receive but not simultaneously). Transmission type can
be voice or data but not both simultaneously, i.e., voice
is not encoded and multiplexed with digital data. Voice
transmission has priority over a data transmission in
progress, i.e. the data transmission is interrupted and
resumed later when voice transmission is terminated.
The native
bandwidth of CNR(P) is about
I 6Kbits/second but the technique for error correction
consumes considerable bandwidth. The radio uses a
'majority vote' technique for error correction that
requires each packet of digital data to be sent n times,
where n is an odd number (typically between 5 and 11).
Received packets are compared. on a bit-by-bit basis. The
transmission of the packet is successful only if a
majority of received packets have identical content. If
not, the transmission is rejected and must be repeated.
The useable bandwidth in this case is equal to the native
bandwidth of the communication system divided by n.
This technique reduces the useable bandwidth to the
range of only 3Kbits/second when n=5. When all factors
described previously are included, the effective data
throughput of a combat net radio can easily slip well
below lKbit/second. Another factor that has significant
impact on the available bandwidth is the key-up time
(time to establish a stable carrier) required by a radio
before transmitting. Key-up time for CNR(P) is about
one-half second.
All of these radio characteristics which limit data
throughput impose on the command and control
application a requirement to better manage what is put in
the 'pipeline'.
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Situation Awareness System (SAS)
The Canadian Army will also field along with the
TCCS/IRJS system a command & control application,
the situation awareness system (SAS). This system
automatically determines position using an on-board
GPS and periodically broadcasts the positional
information to friendly elements over CNR(P). It will
reduce the number of voice transmissions necessary to
pass friendly positional information but will create a
continual stream of data transmission traffic,
Some modeling of voice and data transmission traffic for
SAS operating over TCCCS/IRIS has been carried out
recently. The objective of the modeling was to determine
the average time between broadcast of each SAS
message mn order to keep the net utilization below 70%,
which is the threshold for optimal performance; going
over 70 % you get too many collisions. The general
result of interest for this paper is that, when voice traffic
plus the need to distribute additional digital tactical
information (target reports, enemy contact reports, fire
orders, etc) are factored in, the pause between friendly
position reports necessary to keep net utilization below
70% can become very long, possibly to the point of
being operationally unacceptable.

constraints of tactical communications, i.e. in the CNR
environment. It is possible to solve the distribution
problems by adding new high capacity digital radios
specifically dedicated to data networks but this approach
is costly and not all countries can afford it.
Improvements can be made in the communications layer
and in the application layer but attacking the problem in
each layer in isolation is not sufficient. Solutions in both
layers must be able to work together. The application
layer must be aware of the communications network
status in order to adjust its distribution strategy.
Communications Layer
Significant improvement can be obtained if a broadcast
protocol that has minimum data overhead, that is based
on negative acknowledgment and that is able to adapt the
data packet size in relation to the bit error rate is used
where applicable. The protocol overhead for addressing
and error checking should be kept to a minimum. For
example, a TCP/IP packet carries a 60 byte header
overhead, which can represent a significant portion of
overall message length for small messages. If positive
acknowledgement were used then the duration time of
each acknowledgement transmission, including the keyup time of the radio and the protocol overhead, would be
a significant additional expense in terms of bandwidth.

Message Exchange
Traditional military communication through use of
structured military messages in a prescribed formiat (such
as the NATO ADatP-3 format) imposes an essential
discipline on the information transfer process but also
imposes considerable communications overhead. The
message is passed as a self-contained entity consisting of
a set of data fields with separators plus metadata about
the message itself (message number, date/time group
etc). At the receiving end, the message may be parsed
into individual data fields, and the data fields stored as
individual elements within the database, tagged with an
identifier of the originating message that contained the
data field.
Under this message-based approach, databases serve as
repositories for the data fields of structured messages,
and the database organization reflects that fact. The
approach is not ideally suited to a very low bandwidth
environment because it involves communications
overhead associated with the message itself and
routinely leads to re-transmission of the same
information in consecutive messages. Both factors waste
bandwidth.
POSSIBLE IMPROVEMENTS
Among the COTS data distribution solutions currently
available, none have been shown to work within the

each
for reasons of efficiency,
Theoretically,
transmission would consist of a single packet containing
the message being transmitted. However, in an,
environment where error rates are likely to be high, long
messages would benefit from fragmentation into
multiple packets. In the event of bit errors, only
corrupted packets need to be retransmitted.
A method called 'just-in-time packet construction" that
could be applied in the communications layer, as
recommended by Chamberlain', would be the
implementation of priority queues in which are stored
single sub-packet size data updates ready to be sent over
the radio network. When the radio is ready to transmit,
the communications protocol loads into one optimal
packet those updates having the highest priority.
Finally, it is important that the communications layer
provide the application layer with average distribution
times in order to adjust the distribution strategy
according to the network state, which can vary from 0%
to 100% availability.
Application Layer
Model-Based Approach: The model-based approach to
communications on the tactical battlefield, as described
by Chamberlain', offers the potential for a substantial
improvement in the utilization of available bandwidth

20-4

and strong support for nodal autonomy. Under the
model-based approach, the database schema are
designed to support a situational model of the battlefield.
Each local node maintains its own situation model in its
database. The primary role of tactical data
communications is to update each other's database rather
than to exchange messages. Structured messages may
still be exchanged when complex sets of data such as fire
orders or situation reports need to be transmitted.
However, simpler messages such as location reports and
contact reports would be handled wherever possible as
database updates without duplication of information. The
model-based approach is better suited than the messagebased approach to the implementation of adaptive
information management techniques that are sensitive to
a changing situational picture.

Information Management Techniques:

The most

promising improvement to information distribution will
be the use of information management techniques in the
application layer These techniques can take two basic
forms - those which prepare information in the most
efficient possible form for transmission, and those which
limit what is transmitted and/or when it is transmitted.
To be useful, the techniques must satisfy three
requirements:
(a) they should be based upon accepted operational
procedure, and implemented in a form which permits
modification when operational procedures change;
(b) they should be capable of being applied
automatically, with only very occasional user
intervention;
(c) they should be sensitive to, and capable of adapting
to, both the operational context and the conditions on
the communications network.
Techniques which prepare information in the most
efficient possible form for transmission (sometimes
referred to as streamlining techniques) include the
following:
(a) classical data compression techniques for both
alphanumeric and video data;
(b) use of common lookup tables in both sending and
receiving databases;
(c) transmitting database updates in place of structured
messages wherever possible.
Techniques which limit what is transmitted and/or when
it is transmitted include the following:
(d) algorithms which prioritize information for
transmission according to user-defined rules;
(e) algorithms which scan outgoing data fields, detect
if they have been previously transmitted, and arrange
to send only those data fields not previously sent;

(f) intelligent message queuing, in which outgoing
message content is constantly examined so that
messages of higher priority are advanced in the queue
and messages with stale information are removed from
the queue.
A detailed discussion of the above techniques is beyond
the scope of this paper. Classical data compression
algorithms such as those used to transmit data over
modems or files over the internet, or to store images on
videodiscs, compress the data just prior to sending or
storage, then decompress the data upon receipt. Some
information
may
be
lost
in
the
compression/decompression process. Use of lookup
table s permits complex battlefield entities (e.g. 25th
Motor Rifle Regiment) to be assigned simple
alphanumeric codes (e.g. M25); when the entity is
referred to in an outgoing data field, it is always replaced
by its code.
These techniques can be helpful in conserving precious
bandwidth, but tend to offer fixed predetermined
compression gains. Techniques (d) through (f) in the
above lists, properly implemented, make use of data
about the battlefield situation and communications
network status contained in the local database to manage
information flow. They offer the potential for a truly
adaptive response in the application layer to fluctuating
network conditions.
IMPLEMENTATION ISSUES
Database and Data Model
To apply the adaptive information management
techniques, four things are required - (1) an up-to-date
local situational picture, (2) a means of rapidly
extracting data about pertinent aspects of the local
situational picture, (3) a means of triggering an
information management strategy based on this
information, and (4) a means of implementing that
staey
In the model-based approach, the local situation picture
is kept up to date (requirement 1) through a data
replication mechanism for the propagation of database
updates across nodes on a sub-network. Extraction of
pertinent aspects of the local situational picture
(requirement 2) is facilitated by the fact that the data
model contains all important entities found on the
tactical battlefield and accurately models their
interrelationships. The problem reduces in most cases to
one of extracting attribute and state information for
database entities that correspond exactly to battlefield
entities.
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Active database techniques'3,4,5,6 provide an ideal tool for
triggering implementation of information management
strategies based on changes in state of specific database
elements (requirements 3 and 4). In an active database,
incoming data are compared with a set of pre-defined
queries called "triggers". When a trigger "fires" (i.e.
when the conditions contained in the queries are
satisfied), an associated action is executed. Any action
may be invoked by the trigger, including actions to
control the flow of information. The utility of active
database techniques in adaptive replication of data across
tactical wireless sub-networks has been demonstrated in
the work of Chamberlain' and MacDonald Dettweiler2 .
Most major commercial vendors of database
management systems support the use of triggers. The
actions are implemented through the use of stored
procedures, often implemented as SQL scripts,
Conflict Resolution and Data Ownership
With replicated data comes the possibility that local
operators will independently and simultaneously update
the same entity in the databases at two or more different
nodes.. A conflict arises when the replication mechanism
tries to propagate these conflicting updates among the
nodes.
When a conflict is detected and resolved by an operator
or by the system, the resolution process generates system
updates that must be distributed to the other participating
nodes to ensure data integrity, thus creating additional
communications traffic. A simple method to reduce
conflict resolutions is to avoid them by assigning single
ownership to elements in the data model. Under this
scheme, at any time a given entity is 'owned' by only
one node. Only that node can modify' the value of the
entity. The modification is then replicated to other
nodes. Data ownership may be transferred, but not
shared. This strict approach to data ownership is
necessitated by the fact that, in a distributed system of
autonomous databases using peer-to-peer replication,
complex interactions with the data model make it
difficult to implement any simplistic or generic conflict
detection or resolution schemes.
Relational vs Object-Oriented Databases
Three broad types of commercial database management
systems (DBMS) are presently available - relational,
object-oriented, and object-relational.
Relational
databases organize information exclusively in the form
of tables. Relational database technology is relatively
mature (the product of twenty years of evolution) and
well entrenched in many enterprise systems. Objectoriented database technology, by comparison, is
relatively immature. It lacks the widely-accepted
rigorous approach to data structure, data integrity, and

data manipulation found in relational DBMS. Objectoriented databases command only a modest market
share. However, growing interest in distributed object
technology (as exemplified by middleware such as
CORBA and DCOM) as a basis for distributed systems
is fuielling renewed interest in object technology.
Object-relational databases, which combine the
relational and object approaches in an attempt to
capitalize on the strengths of each, is a third option
presently offered by major database vendors.
From the point of view of implementing information
management techniques, any of the above database types
can be used, provided the database management system
supports the concept of "triggers". One is not restricted,
for example, to using an object-oriented database
because the distributed command and control system is
based on object technology. It is entirely feasible to
implement relational databases in the nodes of a
distributed CCIS built on distributed object technology
(middleware). When relational tables are selected for
broadcast, they are converted to objects, transmitted as
objects using the middleware layer, and then retransformed into relational tables at the receiving end.
The choice of database type should be based on its
merits in providing support for adaptive information
management using the model-based approach, rather
than whether or not it conforms to the object paradigm.

TESTRED DESCRIPTION
Needfor a Testbed
It is possible to analyze each information management
technique individually and to project its impact on the
battlefield for certain limiting cases. However, because
the information management techniques discussed in this
paper are adaptive in nature and intended to be applied
together, the combined effect in operationally-realistic
conditions is extremely difficult to assess unless those
conditions are simulated with some degree of fidelity.
What is required is a tool which permits a) realistic
tactical scenarios to be played out, b) the information
management techniques to be applied to information and
data passed between command and control nodes
involved in the scenario, and c) data to be recorded
during the scenario which will allow the impact of the
techniques to be assessed both during and after the
running of the scenario.
After examining options
ranging from storyboarding through testbed to full-scale
simulation, the authors concluded that the most costeffective approach would be the construction of a testbed
specifically designed to assess the techniques in
question.
Concept.
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The testbed will consist of a set of workstations linked
together through a communications systems workstation.
The latter workstation will contain a software module
that simulates relevant characteristics (transmission
delay, bit error rate) of the wireless communication
system. Scripted tactical scenarios, spanning a spectrum
of tactical Army operations, will be played out which
require information to be passed between workstations
through the communications system simulator. The
information being passed will take the form of either
structured messages or database updates.
The
workstations will have just the functionality necessary to
mimic relevant functionality of true tactical command
and control workstations (e.g. a geo-referenced map
display with moveable icons). The (fixed) scenarios will
be capable of running without men in the loop through
use of automated scripts, or manually with men in the
loop stationed at the C21S node consoles.
Characteristics
Simulator

of

the

Communications

1) impose a standard delay on the information being
passed (corresponding to an assumed level of
background communications traffic);
2) impose a substantial additional delay on the
information being passed (simulating a data
transmission interrupted by a voice transmission);
3) impose a small additional delay on the information
being passed (simulating delay associated with
retransmission of packets forced by bit errors)
4) block the information being passed (simulating a
failed transmission)
The testbed architecture will also permit the alternative
of having scenarios run with inter-node communication
accomplished through the use of actual combat net
radios inserted in place of the communications
simulator. The use of radios provides a more realistic
representation of field conditions, but permits less
precise control over individual parameters than is
possible with a simulator.
of

Information

Measures of Performance, Measures of Effectiveness
Algorithms will be implemented to permit the
performnance and effectiveness of the information
management techniques to be visualized in real time
and/or evaluated through subsequent analysis.
The
quantities to be measured include, but will not
necessarily be limited to, the following:

System

The simulator will be able to:

Implementation
Techniques

before the running of a scenario. This will permit the
effectiveness of different combinations of information
management techniques in managing information flow
over the limited communications 'pipeline' to be
evaluated.
The testhed will also permit a given
information management technique to be turned 'on' or
'off during the running of a scenario, without
interrupting the running of the scenario. The scenarios
will be capable of being run in real time or at an
accelerated speed, depending upon the purpose of the
run.

Management

The information management techniques within
individual workstations will take the form of 'triggers",
i.e. rules tied to specific database elements within the
workstation database which are triggered by a change of
state of the database element and cause certain actions to
be taken.
The testbed will incorporate software
"switches" permitting the rules affecting individual
database elements to be turned 'on' and 'off selectively

(a) time delay in passing a database update or
structured message from sending node to receiving
nodes (recorded by the communications simulation
module);
(b) time since last update for certain critical
information (measured at each command and control
node; what is considered critical will be a function of
the role assigned to that node);
(c) inconsistency in database content across nodes
(measured by comparing on a continual basis, using a.
parallel high-speed connection between nodes, the
database content in neighboring nodes). Consistency
is the property that the same fact in two different
databases contains the same value.
The testbed will incorporate software tools which can
provide graphic displays of the functioning of the
communications module, display alerts when timeliness
criteria for database updates are exceeded, and display
alerts when consistency criteria for database content are
exceeded.
Proposed Architecture
The physical testbed architecture is shown in Figure 1.
Simulated command and control nodes communicate
through a combat net radio (CNR) simulator which is a
software module located on a distinct node.
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.
C21S Node

C21S Node

Combat Net Radio

Simuatorcommunications

C2LS Node

and alerts to be displayed when timeliness criteria are
exceeded. A high-speed wired link between tactical
databases, not shown on the diagram, will also permit
consistency in database content across nodes to be
monitored, with alerts being displayed when consistency
criteria are exceeded.
The CNR Simulator Node will also contain management
tools for pre-programming the effects of digital radio
transmission to be imposed by the simulator, as well as
monitoring tools to measure the impact of these
effects on the pattern of traffic through
the simulator.

COS5Node

Figure 1. Physical Testbed Architecture
The logical testbed architecture is illustrated in Figure 2.
Fixed scenarios can be played out automatically through
automated scripts linked to an event generator or
manually through people stationed at consoles at each
C21S node. In each case, a local action triggers one or
more updates to the local tactical database.
The
replication
mechanism applies the
information
management (distribution) rules for the changed
database elements and makes a decision as to whether
the update information should be broadcast immediately
to other nodes, held for later transmission, or not
broadcast at all. Regardless of the decision taken, the
local database updates are copied directly via a high
speed wired TCP/IP link to a 'truth' database residing in
This database
the central communications node.
represents the common picture that would be shared if
all local database updates were shared automatically,
instantaneously, and without error - in other words the
ideal that the system is trying to achieve. If the
replication mechanism commits to broadcasting the
database update, the data are passed through the CNR
Simulator Application Program Interface (API) to the
CNR Simulator. The Simulator broadcasts the data to the
other nodes using a broadcast protocol (User Datagram
Protocol), after applying a delay to simulate the
conditions of a digital radio transmission.
The C2IS node will also receive database updates
'broadcast' from other nodes. This information is
received via the UDP link between the CNR Simulator
and the Simulator API.
After confirmation of its
integrity, the database update is applied to the local
tactical database, triggering further local actions such as
display updates and (possibly) the sending of database
updates in response. Database monitoring and analysis
tools will permit information about the time since last
update for certain critical information to be monitored,

.
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Figure 2 Logical Testbed Architecture
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CONCLUSION
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ABSTRACT:
The tactical battlefield is now becoming a ground for
extensive digital data exchange where many systems,
sensors, weapons, command centers need to
exchange high speed data in order to perform
effectively. More so, these units need to carry out
their data exchange while on the move because the
new military doctrines heavily emphasize mobility
and flexibility,
Many tactical command control functions such as
maneuver control, fire support, SHORADS (Short
Range Air Defence System), electronic warfare,
intelligence and logistics rely on tactical mobile
radio communications. No army can afford to have
dedicated and separate radio systems to support
different applications. What is needed is a single
tactical radio system that will be able to support most
if not all the needs of the tactical area.
Considering the requirements of the future battlefield
a new concept for the future digital tactical radio has
been introduced. This new concept is called iSTAR
(Integrated Services Tactical Radio), VRC-5 100. The
iSTAR concept is based on radio networking and
packet communications. On the tactical field, iSTAR
radios automatically form a radio network where all
the network management functions are carried out in
a distributed fashion.
IN~TRODUCTION:
New requirements for tactical command control, and
rapid technological advances generate increasingly
sophisticated weapons and systems which completely
revolutionize the battlefield. All these changes
impact most heavily the area of tactical
communications which is to carry the information
required to execute the desired command control
functions.

The basic requirements which should be addressed
by a future tactical radio communication system are
summarized below:
Mobility: Technological advances reduced the
duration of combat from months and years to days
and hours. In this new environment the need for an
system
uninterruptible mobile communication
becomes very crucial. Therefore, the tactical mobile
radio system should be easy and flexible to deploy,
set-up and operate.
Today's
Measures:
Protection
Electronic
technology allows gently killing the enemy i.e.
electronically disabling the communications and
tracking capabilities. As a consequence, a modem
tactical communication system must provide a
reasonable level of protection against electronic
warfare threats. The protection should cover both
jamming and direction finding threats.
Integration of Services and Interoprability: Both
voice and data communication services are required
in the tactical area and the users cannot afford to
carry separate radios for these services. All the data
and voice communication services for the tactical
users should be integrated and provided by one
single radio system.
Mobile users also demand communication services
integrated with other available communication
infrastructures such as Tactical Area Communication
Systems, Strategic Communication Systems and the
PTT. Interoperability enhances survivability and
enables wide area networking.
Radio Networking: Computer systems will become
an essential part of the digitized battlefield. Any
future tactical radio communications system should
for
computer
explicitly
provide
support
communications. That is, the tactical radio system

Paper presented at the RTO 1ST Symposium on "Tactical Mobile Communications",
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should offer networking facilities to the users. Radio
networking also facilitates automatic relaying and
routing of data.
Automatic Relaying and Routing of Data and
Voice over Radio: Availability of radio connectivity
is always a concern for mobile communications
which can be impaired by terrain effects or jamming.
When radio connectivity degrades, setting up relays
become cumbersome and limit the mobility and
reduce the survivability of communications. For
future tactical radio systems, having the ability to
automatically relay both voice and data traffic
without affecting the quality of service to its own
users will extend the range of communications and
enhance the survivability of the system.
Near Real Time Data Communications: The
sophisticated sensor and weapon systems which are
becoming increasingly important for tactical
command and control require high speed near real
time data communications. This kind of sensor to
weapon data communication is intolerable to delays.
Thus, tight delay constraints are imposed to the
mobile radio system which has to deliver the
information to the destination in time.
Packet Switching: Efficient use of available
bandwidth in tactical communications is of great
importance. Packet switching provides the means for
efficient utilization of communication resources.
Using the virtual circuit concept, packet data
communications also facilitates point-to-multipoint
data communications which is an important
command
control
requirement
of tactical
applications.

Position Location and Distribution: Conveying
geographical position information to other friendly
units is very crucial in the tactical field. Gathering
up-to-date geographical positions of the subordinate
units is vital to the tactical commanders. A tactical
radio communication system that automatically
distributes the position information of each
individual unit over the radio network will greatly
enhance the tactical decision making process and
also reduce the voice communication traffic.

Distributed Management: Distributed network
management is the key for radio network
survivability. Centralized control approach will
create an Achilles heel in the system. The network
management functionalities of the radio units should
be uniform.
iSTAR RADIO NETWORK:
iSTAR is a new generation radio family which
combines both SCRA (Single Channel Radio Access)
and Packet Radio concepts. The iSTAR (Integrated
Services Tactical Radio) concept is based on radio
networking and packet communications. On the
tactical field, iSTAR radios use Time Division
Multiple Access technique and automatically form a
radio network where all the network management
functions are carried out in a distributed fashion.
The iSTAR radio network can provide many
simultaneous voice and data connections to the
mobile users. iSTAR radios have built-in encryption,
EPM and LPI/LPD features which enable secure
communications in the battlefield. The iSTAR radios
are also equipped with GPS (Global Positioning
System) receivers the radio system automatically
distributes the GPS information of each mobile unit
over the entire network.

TDMANET

ATM

EXTE A Interface
-- iSTAR-U
"
NETWORKFigure 1: iSTAR Radio Network
Upto 60 iSTAR radios can participate in a radio
network. The iSTAR-M radio is the gateway for the
iSTAR radio network for accessing external
networks. The iSTAR-M contains a 2 Mbit ATM
(AALl, AAL5, Q.2931 signalling) interface to
tactical, strategic and PTT systems.
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The iSTAR-M radio directs the mobile traffic into
the external network and vice versa enabling the
integration of iSTAR radio network with different
types of military networks.

*

iSTAR CONFIGURATIONS:

Voice and data services can be provided
simultaneously. X.25 Packet Data services features
ARQ (Automatic Repeat Request). Using the X.25
packet data service a single iSTAR radio can
establish 32 different virtual circuits with other radio
units simultaneously.

There are three basic iSTAR radio configurations:
VRC-5110 : A vehicular radio set for mobile
subscriber
PRC-5114
use

0
a
0

Asynchronous Data
Synchronous Data (including 64 Kbits/s video)
X.25 Packet Data
Near Real-Time X.25 Packet Data

A handheld radio for personal mobile

VRC-5115 A vehicular radio configuration for the
gateway iSTAR-M

The iSTAR system provides near real time packet
data communications and supports the X.25 user data
interface. Near Real-Time X.25 Packet Data service
is a low latency data service for sensor to weapon
communications.

MAJOR TECHNICAL FEATURES:
ISTAR SUPPLEMENTARY SERVICES:
Major technical features of the iSTAR system are
summarized below:
*
*

225- 400 MHz Operating frequency band
TDMA (Time Division Multiple Access)
technique for channel access
* Use of Spread Spectrum techniques for EPM
(Electronic Protection Measures) and LPI/LPD
(Low Probability of Intercept / Detection)
* High speed burst transmission
* Rake Receiver and Forward Error Correction for
improved reliability under multipath
* Distributed and Dynamic Routing
* Automatic relaying of voice and data
* 4.8 kbits/s CELP (Code Excited Linear
Prediction) coded speech
* Near real time packet data communications with
X.25 user data interface
* Position location (GPS) and network-wide
distribution
* 2 Mbit ATM(AAL1, AAL5, Q.2931 signalling)
interface to tactical, strategic and PTT systems.
iSTAR COMMUNICATION SERVICES:
iSTAR radios provide their users the following
communication services:
*

4.8 Kbits/s CELP Coded Voice

The following supplementary services are supported
by the iSTAR radio network:
0
0
0
0
0
0
*

0
0
0
0
*

*

Calling
Line
Identification
Presentation
/Restriction
Connected Line Identification presentation /
Restriction
Sub Addressing
Call Transfer
Call Forward
Call Waiting
Call Hold
Camp on Busy
Conference (Secure and Non-secure)
Broadcast
Closed User Group
Priority & Pre-emption
Non-secure Warning

iSTAR NETWORKING FEATURES:
iSTAR radio network, regardless of
connectivity topology each iSTAR radio:
*

radio

Continuously updates a routing table indicating
the connectivity paths to all the radios in the
network
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"* Acts as a relay to any connection in the network
while providing uninterrupted voice and data
services to its own user.
"* Establishes voice or near real time data
communications with any other radio in the
network using other units in the network as
automatic relays.
"* Provides simultaneous voice and data services to
its user.
"* Provides to its user the geographical position
information of all the radios in the network.

ISTAR PROJECT STATUS:

The iSTAR development program which has been
underway since 1996, produced the first engineering
prototypes recently. The field trials of these
prototypes are scheduled to start by the end of 1999.

Figure 2: First Engineering Prototype of the
iSTAR radio
CONCLUSION:

The modern battlefield will contain many sources of
high speed data which need to communicate on the
move. The tactical mobile radio communication
systems of the future should respond to the near real
time data communication needs of these
sophisticated equipment as well as providing the
required voice services to mobile users.
The existing tactical radio systems and concepts are
insufficient to fulfill the future needs of the

battlefield. Development of a new tactical radio
system, iSTAR (Integrated Services Tactical Radio),
has been underway to meet the future needs of the
digitized battlefield. The iSTAR solution provides a
single unique radio system to support the present and
future needs of the tactical mobile users.
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Abstract- In this paper a wireless ad hoc multihop network is described. The decentrally organized network is able

to guarantee the bandwidth contracted to a connection in
a hidden station environment by means of contention-free
data transmission on real channel connections (RCCs) that
are established and used for the duration when data have
to be transmitted, and that are released otherwise. Protocols for the air interface of the proposed network that have
been developed to support real-time oriented services with
quality of service and that support the prioritized, quick
re-establishment of real channel connections are described,
The proposed algorithms efficiently exploits the available
frequency spectrum and protects established links in a hidden and exposed station environment. Performance results
for the ad hoc network with different connectivities are presented and indicate low delay and high utilization even for
multihop operation.

Keywords-ad hoc, multihop, self-organizing network, hidden station, exposed station, dynamic channel allocation,
decentral control, quality of service, prioritized access

I. INTRODUCTION
for a long time in military tactical communication
itrs

[1
Besides, mobile ad hoc computing is becoming more attention in the commercial communication, too [2], [3]. This
has been started withl the standardisation of 802.11 [4],
2
and HIPERLANi/1 [5], [6], that rely on the MAC procollision
with
(CSMA)
access
tocols carrier sense multiple
3
avoidance (CA) and EY-NPMA , respectively, to assign
transmission capacity to competing stations within a radio
cell. Improvements with respect to collision probability
have been proposed in [7].
4
Current proposals for MAC protocols for wireless ATM
rely
systems at 5.2 GHz with data rates up to 54 Mbit/s
5
on dynamic slot assignment (DSA) TDMA/TDD MAC
schemes and the concept of nodes that centrally control

the transmission of stations [8], [9], [10], [11]. Though,
at the moment the standardisation of HIPERLAN/2 focuses on systems with central control represented by an
access point (AP) to a fixed network and one-hop communication of wireless stations to the central node, the need
for ad hoc systems, that operate in environments without
an infrastructure, will become more important. One typical future application is the connection of fixed, movable
or mobile stations to a fixed network access point across
'High Performance Radio Local Area Networks
Medium Access Control

2
3

a so-called ad hoc network, in which stations themselves
identify their current radio connectivity from their current
location and the other active stations [12]. They calculate
the route across intermediate (relay) stations over multiple one-hop connections (multihop connection) to the final destination station [13]. This application includes the
replacement of an indoor local area network (LAN) by a
wireless network. Other applications are in-house networks
that connect portable electronic devices with plug-and-play
features [14], mobile computing in conference sized ad hoc
mobile environments, and radio LAN outdoors, e.g. for
rescue missions.
Different from the protocols mentioned above the proposed network relies on self-organized stations with decentral control able to route forward (relay) packets received

according to virtual channel connections (VCC) established
beforehand, and on dynamic channel allocation (DCA) and
the concept of real channel connections (RCCs) [15]. This
Sapproach combines the advantages of decentrally controlled
channel access with reservation based collision-free transmission of packets in containers of a framed TDMA system
in a hidden station environment.
Next to the general problem of hidden and exposed stations (sec. II), protocols for the air-interface developed for
ad hoc networks are presented in section III. To guarantee quality of service the best as possible in wireless
networks, decentral scheduling and connection admission
control schemes are proposed in section IV and VI, respectively. Results for the proposed ad hoc network that have
been derived by means of stochastic event-driven simulations and that demonstrate the ability to guarantee the
QoS aimed at are summarized in section VII.
II. HIDDEN AND EXPOSED STATIONS

Ad hoc radio networks are characterized by stations that
are placed randomly over the area and built a network in
a spontaneous manner. Thus, no radio coverage planning
can be applied and in many cases not all of the terminals in
the ad hoc network have direct radio contact to each other.
A. Hidden station
In the latter case a station Si forwarding a packet to
some other station S2 is unable to control the usage of the
respective radio medium in the receive range of the station
addressed (c.f. Fig. 1).

Elimination Yield-Non-Preemptive medium access

"4Asynchronous
Transfer
5

Mode
Time Division Multiple Access/Time Division Duplexing

A so called hidden station S3 with a distance to the transmitter, that is larger than the detection range Rdet, might
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Fig. 1. Interferences for non-synchronized systems in a hidden station
environment
envirnmentthen

cause interference at the receiver at the same time since
neither the transmitter nor the interferer are aware of the
transmission process of the other station.
Hidden stations affect the system throughput severely
and tend to make a quality of service (QoS) guarantee impossible. The problem always arises when no means are
available in a system to extrapolate from the presently observed spectrum occupancy to the future usage, e.g., of a
time slot. Real channel connection (RCC) (see also sec. IIIC) based systems are potentially better suited to guarantee
an agreed transmission capacity in an ad hoc environment
than systems based on dynamic slot assignment or random
MAC protocols, since they operate with unpredictable random usage of the radio medium in the receive range of any
niode oi station involved. An RCC is synchronously used in
time-division duplexing (TDD) mode and the position in
time of the potential interference energy is therefore known
by any station within the detection range of the transmitter and receiver. Hidden stations are aware of the RCC
in use and are forced to cooperate. The channel oriented
communication has the advantage that an RCC measured
by some station to have a too high signal strength will not
be used by that station, since with a high probability it
will find the channel still occupied in the near future.

B. Erposed station
Another problem in partially meshed networks that decreases the spectral efficiency are exposed stations, as
shown in Fig. 2.
A station is called exposed if it resigns to transmit at
some time to not interfere another communication relationship but in fact could communicate without disturbing
the respective communication. E.g., a station S3 detects
a station S2 transmitting to another station S1 and defers
from transmission to avoid a collision. But if the receiver
S1
i
loctedmode
tS is located outside the interference range Rint of the potential transmitter S3,a simultaneous transmission of S3
would cause no collision at station S. With the introduction of RCCs the stations will measure the received signal
strength (RSSI6 ) of the two stations using an RCC and
6Received Signal Strength Indicator

S3

Fig. 2.

Exposed station

are able to decide whether they are exposed
stations
tr
adrt
or not.
C. Multihop operation
The aforementioned problems are typical in ad hoc networks with partial connectivity and where multihop connections have to be established to reach all stations within
the network. Therefore, stations require a radio relay function implemented to extend the one-hop connection between two stations that have radio contact by another onehop connection, and so on, to a multihop connection for
an end-to-end relation between two stations without radio
contact. Typically, only a small amount of hops is recommended to limit the end-to-end packet transmission delay
that is a critical parameter for real-time oriented traffic.
In the following protocols for the air-interface are presented that are based on RCCs. They can cope with hidden stations and can make use of exposed stations to most
efficiently use the spectrum. Because of independent operation of stations and their partial connectivity, each station has a different view of the interference situation. The
proposed protocols are designed for self-organized stations
with switching capabilities and use decentrally controlled
medium access.
III. WANET PROTOCOL STACK
The proposed wireless ad hoc network (WANET) is
aimed to be able to support the QoS known from ATM
fixed networks.
A. Frame structure
The physical channels result from dividing the given
frequency band into FDM channels and from introducing
TdM channelasdon
perioic
ts
of operation, cf. Fig.
3.
A time slot carries a burst containing fields for settling time
A t om ati ar i n control
fieldsyfonization , tim
for automatic gain control (AGC), synchronization, error
control (EC) and user data, and has some spare space called
guard period to account for the propagation delay. The example TDMA frame comprises 16 slots each having a duration of 23.2 ps for a data rate of 20 Mbit/s and 448 bit
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carried in a slot. Each burst transmitted in a slot provides transmit capacity to the MAC protocol represented
by a traffic channel (TCH). Random access with contention
(using a key) is performed on the access channel (ACH).
This channel is based on a slot structure that comprises a
contention phase of 320 bit duration and signalling burst
of 112 bit. The structure of the ACH is described in more
detail in the following Section III-C that deals with the
reservation of TCHs for one-hop connections.
B. Logical channels
Traffic channels (TCH), formed from a number of periodic
slots, provide exclusive transmit capacity on the MAC layer
for point-to-point communications as long as needed. A
TCH x/y is using a number x of slots per frame, where y is
the repetition period of these slots counted in frames. E.g.,
TCH 1/3 defines a physical channel capacity according to
1 slot/frame every third frame, whilst a TCH 3/1 uses three
slots every frame, see Fig. 4.
CH3 a

T

C

_

_

4

TCHI/3

__________

C. Reservation of transmit capacity for one-hop connections
To establish an RCC between two stations an access (ACC)
protocol data unit (PDU) is transmitted via the ACH.

of PDU, e.g. access control or network management, cf.

Fig. 5, and the addresses of the transmitting and receiving

TCH1/3 TCHl
3

V

All periodic time slots are supervised by the station's
management system by periodically measuring their signal strengths and updating a local list of usable channels.
An Organisation Channel (OCH) is used to exchange system connectivity information, parameters of the stations
and network management system and radio resource related information. A TCH x/y is used to realize an OCH
throughout the network. Depending on the number of slots
per frame the parameters x and y are chosen to provide the
required capacity for the updates.

to detect errors and contains an ID to identify the type

__

2I

C

eration and the number of slots used forward and backward can be defined during establishment and dynamically
during the data transfer phase (see also Section III-D.2).
Access channels (ACHs) are provided separately in the
TDMA-frame
to allowaccess
stations
to acquire TCHs under the
control
of a multiple
protocol.

The PDU is protected by a frame check sequence (FCS)

-

-_

An RCC is a layer 2 logical channel based on one or more
TCHs. Its range of validity is for one hop only. The
establishment of an RCC requires that a virtual channel
connection (VCC) has been established before as a layer 3
end-to-end connection. Otherwise no QoS can be guaranand the system would be able to serve connectionless
data transmission only, e.g. IP packets. A VCC might consist of a sequence of RCCs, each based on a different setting
x/y of the related TCHs, e.g. TCH 1/1 for the first hop
and TCH 2/2 for the second hop according to the available
slots per hop. Different from a VCC an RCC reserves continuous physical transmit capacity during its (short) life
time.
TCHs are used in a time-division duplexing mode of op-

Fig. 3. Frame structure (370 us)

Frame

of TCHs can be grouped to realize a so-called real channel
connection (RCC).

-

3

7_
_•,--

stations of the one-hop connection. An abbreviated unique

vcctidentifier refers to a VCC that has been previously
established (if the network does support QoS guarantee),
and a local channel list contains the proposed channels that

-

have been measured to be silent and can be used as TCHs
by the responding station to acknowledge the requested

...

RCC. Further, the PDU comprises signalling information

Fig. 4. Logical channel structure
By means of defining different slot-to-frame relations submultiplexing of the transmit capacity is possible. The
smallest traffic channel capacity available is TCH 1/y
where y is a design parameter that is chosen according

to the traffic characteristic and QoS requirements. For the
results in this paper y = 1 has been used. Any number

of higher layer protocols, e.g. the QoS that informs the
MAC layer about the throughput and delay requirements
for the requested RCC.
12 8 1661141

..............

Key

Key

50

PDUSrc.IDest.VCC
acs
Channel
ID address ID list

Fig. 5. Access PDU

116

QeS
parameter

22-4

The ACC PDU is preceded by a key, a code representing
priority numbers. In Fig. 5 the key has 40 bit per code symbol and 8 binary symbols per key. A 'one' symbol is generated by transmitting an energy burst during the equivalence of 40 bit duration whereby the 'zero' symbol carries no energy and defines an equivalent listening duration.
With the example key 28 sets of energy-burst-and-pause
combinations, called keys can be distinguished. The lowest
priority is represented by all zeros' and the highest priority
of 255 is 'all ones' symbols. A station intending to transmit
an ACC PDU uses its own key and listens during its symbol
transmit pauses. If another station is heard transmitting
the station defers from transmitting its ACC PDU in the
current slot. This access protocol, CSMA/CA 7 is known
from the ETSI/HIPERLAN/1 access protocol EY-NPMA
[5]. The key length is a design parameter. CSMA/CA

PDUs are recognized by the stations within the detection
range of S1 and S2 and all stations in the receive range of
S and S 2 are aware of the TCH being in use as soon as
station S is transmitting on the respective channel.
Besides management related information an updated channel list from station S 2 is transmitted within the data field
of the ACK PDU. This provides station $S with information to identify other free channels for communication with
station S 2 .
The key contained in the ACK PDU of station S 2 serves
to establish the TDD back-channel of station S free of
collisions. The key is able to eliminate the rare event that
another station S 4 that is close to S 2 also has decided to
transmit an ACK PDU in answer to a channel request of
a station S3, cf. Fig. 8.

serves to reduce the collision probability of an ACC PDU

(see also sec. VII).
A station, say S1, that was not forced by keys of other
stations to defer sends its ACC PDU to the destination
(Dest) S 2 , cf. Fig. 6, and all other stations in the transmit
range with radius Rt, of station S, mark the proposed
TCHs contained in that message as reserved for a time
duration Tm8 .
contention

collision free

reservation of
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new RCC
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might happen when a hidden station S 3 has success-
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ammi
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Fig. 6. Connection set-up with collision avoidance

The destination station, say S2, if reached selects one out
of the proposed channels according to a minimum required
RSSI margin value out of its local channel occupancy list
and responds to the calling station in the respective TCH
with an acknowledge PDU (ACK PDU) in the same frame,
cf. Fig. 7. By this procedure, it is guaranteed that S2
12 8
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S4 is also a hidden station for S or the ACC
PDU of $S has been captured by the ACC PDU of S3, S 4
will respond to the ACC PDU of S3.
If station S collides during its initial attempt or it will
not receive an answer of S 2 , it will repeat the ACC PDU
later. The collision probability on the ACH can be guaranteed to be very low by dynamically defining the number
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of ACHs used. Nevertheless, a decentrally controlled num-

ber splitting algorithm [16] might be applied to prevent
from potential instability and reduce RCC establishment
delays. If station S 2 has no free channel available matching the channel set proposed by S1, it will answer on the
ACH and propose another set of channels to S1. A positive, negative, or no answer of station S2 will be recognized
by the stations in the transmit range of S2. All channels
having been reserved temporarily for a duration Tes, but
one selected by S2 will now be marked free internally
in these stations. It might be that a station does not receive the answer of S2 to S and consequently will mark all
the channels proposed by S1 as free after Tes has expired.

Fig. 7. Acknowledge PDU

This does not severely harm the functioning of the network

will reach S safely and vice versa with a high probability,
(This procedure is similar to the RTS/CTS scheme used
with IEEE 802.11 where a station transmits first a requestto-send (RTS) packet to the receiving station and waits for
its acknowledge by a clear-to-send (CTS) packet.) Both

since these station soon will measure the allocated TCH in
use in a TDD mode of operation. Thereby, all stations in
the receive range of Si will detect its usage and release all
the other channels reserved for the duration Tes and mark
the used channel as occupied. The next hop, say from S2
to S3, is established in the same way. During the establishment of the next RCC on a route along a VCC, the

7

Carrier-Sense Multiple Access / Collision Avoidance

capacity of a previous hop might be increased on demand
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by signalling the respective demand inband via the existing
RCC.
For the procedure that has been described before it is assumed that on request of a new RCC at least one TCH
can be found. To support QoS even for a highly loaded
network where all TCHs are in use, established RCCs with
low priority can be interrupted in favour of connections
with higher priorities as described in Section IV-B.

reserved TCHs and respective RSSI values) are transmitted. This information is used by all receiving stations to
update their routing tables and to temporarily reserve the
proposed channels in the channel list. By this procedure,
changes of the capacity of an one-hop connection can be
performed in a very short time e.g., to allow to multiplex
traffic of multiple VCCs to an RCC and to make quality
of service re-negotiation very easy to introduce. This especially becomes important for real-time services with bursty
traffic characteristic, e.g. video applications. One possible mode of operation is to keep continuously at least a
TGH 1/y for an RCC and dynamically increase/reduce the
capacity by opening/releasing parallel TCHs.

D. Data transfer
After an RCC has been established, the data transfer is
started. The packets that have in this design the size of the
payload of an ATM cell, are transmitted transparently as
payload of the data PDU, cf. Fig. 9, and are acknowledged
on the backward channel.

D.1 Error control
To guarantee a very low residual packet error probability
the logical link control (LLG) layer applies an ARQ pro-

SDU
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tocol on a per hop basis. The data PDU contains 14 bit
for piggybacked acknowledgements and another byte for

384
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a sequence counter.

Fig. 9. Data PDU
Next to the cell counter of 8 bit and acknowledgements
(ACK) of 14 bit for the ARQ protocol, the VCC-ID is
transmitted within the PDU to allow statistical multiplex-

ing of different VCC on the same RCC. Furthermore, the
PDU comprises timing information (Timer) that determines the residual life time of the PDU and supports prioritized scheduling of urgent cells in intermediate stations
of a route.
All other stations in the receive range of the respective
stations will recognize and respect the occupancy of the
channel through measuring the signal strength and a collision free transmission with guaranteed QoS becomes possible. Time division duplexing (TDD) on the same frequency
is advantageous compared to frequency division duplexing
(FDD), since all stations in the receive range of a station
and node are able to detect the occupied channels without
scanning the system frequency bands,
The number of time slots allocated to an RCC can be dynamically changed according to the actual needs of the
communicating stations by transmitting a signalling PDU
instead of a data PDU (see Fig. 10).

12806614

50

I16

FCS PDU Src./DestVCC Channel
ID address ID
list

Fig. 10.

336

QoS

Channel

parameter

occupancy list

Inband RCC signalling PDU

This PDU contains the same information as an ACC PDU
and therefore can be used to increase the capacity of an
active RCC or set-up a new RCC to a different destination station. Instead of the access key the current view
of the station regarding the occupancy of the TCHs (e.g.

If no data has to be transmitted on

the reverse channel that can carry the ARQ information a
signalling packet is transmitted instead that carries additional ARQ information and the channel occupancy list as
described before to update the routing tables (cf. Fig. 11).
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Fig. 11. ARQ signalling PDU
To improve efficiency of ACK reception, the multiple ACK
protocol described in [173 can be used also.
D.2 Asymmetric traffic load
Under symmetric traffic load each slot is used alternating
to carry forward and reverse traffic in a TDD mode of operation. To support asymmetric traffic flows, any relation
of forward-to-reverse usage of a slot may be agreed per hop
by the communicating stations, e.g. 8:1 would assign eight
times the capacity forward, compared to backwards. To increase/decrease the relation of forward-to-reverse slots the
signalling information will be transmitted over the RCC
piggybacked with a data PDU. The receiving station will
acknowledge the next higher/lower relation inband by the
next packet. The resulting relations are given by
increase
2' : I

+

decrease

2 n+l

: 1,

n E [0;3].

(1)

If a request for an increase of the forward-to-reverse rela-

tion would reduce the capacity of the backward channel
below what is acceptable to the respective station a new
TCH is reserved instead.
A threshold for the number of packets in a queue is used to
decide whether a new TCH is needed instead a change of
the forward-to-reverse relation. This guarantees that first
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the TDD mode is optimized to the asymmetric traffic and

IV.

DECENTRAL CAPACITY ASSIGNMENT CONTROL FOR

thus the reserved capacity is fully exploited.
E. Connection release of RCCs
Bursty traffic sources tend to use a channel as can be described by the packet train model [15], [18]. After an inactive phase of the source, a train of data PDUs is generated
with the inter-car gap smaller than a specified maximum,
referred to as the maximum allowed inter-car gap (MAIG).
The inter-car gap is defined as the time between the end of
a data PDU and the time of arrival of the following one.
Consecutive trains are separated by inter-train gaps. We
propose to define a train so as to contain the MAIG as a parameter, controlled by the management system dependent
on the current load of the network. The inter-train gap is
a second parameter to control the life-time of an RCC and
to define the MAIG. It is measured by the network management system. The MAIG might be defined service class
specific.
An RCC is released either explicitly through a connect release message from one of the stations involved in a hop, or
by a decentralized decision from the other stations observing that the MAIG has been exceeded so that the respective
slots are marked as free in their local channel occupancy
list.
To adapt the reservation of capacity to the varying load
the number of ACHs is dynamically adjusted depending
on the train length observed by the management system
and is communicated via the OCH. With increasing train
length the access intensity decreases and thus the number
of ACHs can be decreased and the capacity for TCHs increased. A station is allowed to multiplex traffic of different
applications and related VCCs to a given RCC to extend
the train duration and reduce the number of accesses to
the ACH.
F. Establishment of an end-to-end VCC
To establish an end-to-end virtual channel connection, an
RCC will be requested with a new VCC-ID for an onehop connection. The destination station can be retrieved
from a station's local routing table that contains the onehop next station for an end-to-end connection. If the RCC
has been established, a connect request signalling PDU is
transmitted to the one-hop (next) station that comprises
the address of the end-to-end destination station. In case
the addresses of the one-hop station and the end-to-end
station are different, the' station stores the new VCC-ID
and the quality of service parameters and relays the connect
request to the next station on the multihop connection.
The destination station will respond with a connect confirm
PDU that will be relayed by the intermediate station(s) to
the source station and the new VCC is established then.
To protect the existing VCCs and to avoid the situation
that the network will be overloaded, each station involved
in the set-up procedure performs connection admission control, as explained in section VI, and rejects the connection
request if sufficient capacity is not available,

QoS GUARANTEE
A. Prioritizedaccess
To support both continuous and real-time variable bit rate
(CBR, rt-VBR) services, which have stringent real-time requirements, opposed to other services (available bit rate,
ABR, unspecified bit rate, UBR), which are much less sensitive to a time variance of throughput and delay, sets of
keys for access PDUs representing different priorities are
provided. The key contained in an access PDU will avoid
collisions across service classes. For real-time oriented services a set with a high priority is assigned allowing the
quick re-establishment of an RCC when the next packet
train arrives. ABR and UBR service classes are assigned
low priorities. If a station has been forced to defer during
an access trial the key priority might be increased for the
next attempt to improve the probability of success.
B. Requested release
It might be that a station S1 having established a VCC
but having released an RCC due to a pause in communication needs to re-establish an RCC to a station S2 but is
unable to name silent TCHs in its access PDU as candidate
channels to be used. Station S1 will then check all RCCs
it is currently operating for low priority service classes and
will select one and propose its TCHs for a new RCC to
station S2. To establish the new RCC to 52 the respective TCH(s) between S1 and the current neighbour station
is(are) interrupted by S1. In case no interruptable TCH is
found by station S the same procedure will be initiated
by station S2 when having received an access PDU from $S
on the ACH. Station S 2 then will check all the RCCs it is
currently operating with respect to the service classes they
are supporting. In a responding PDU from S2 transmitted
on the interrupted TCH, station S is informed about the
new RCC to be used between S, and S2. Trains with a
higher (service class related) priority thus will be able to
interrupt lower priority services on a per-hop basis. An interrupted RCC will be allowed after a service class specific
delay T, to try a re-establishment.
C. Forced release
To allow high priority services to find a free TCH whenever needed (re-establishment or increase of the number of
TCHs for an active RCC), at least one TCH per hop is
reserved for the service class with the highest priority.
When this channel will be accessed by a station with the
respective priority, a station running a connection with a
lower priority forced to release a TCH to always have one
free TCH available. A similar approach is described in [19].
This requires to decentrally organize the forced releases of
TCHs. As long as all stations involved have stored the
service classes for each reserved TCH, the TCH with the
lowest service class and with the longest life-time can be
released. This approach is equivalent to a FIFO (first-in
first-out) strategy for the lowest-priority service and tries
to serve all stations in a fair manner by avoiding that one
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station continuously transmits its low-priority data while
other stations can not find free TCHs or have to release
the TCI- after a short time in favour of requests of higher
service classes.
But as long as a station is not aware of the services classes
of the TCHs reserved before, because the respective stations are outside the decoding range, this station might
be the only station that supports the lowest service class
and therefore has to release its TCH when the last available TCB is used by a station with a higher priority. In
this case, all stations that have no knowledge of the services classes of the other TClls and support low priority
services classes have to release one TCH. Still, the released
TOCl may not be usable for another station since its view
of the interference situation is different.
From this discussion it becomes clear, that a combination of
the forced-release and requested-release approach should be
considered to support time delay sensitive service classes.
V. POWER SAVING
Power saving is important in wireless networks with mobile
stations due to their limited battery capacity. The protocol is able to support some percentage of mobile stations
unable to continuously follow what is going on and possibly not willing to relay traffic of other stations. The latter
has no impact on the functioning of the protocol but only
on the meshing, since the connectivity of stations is then
reduced. Stations that are not willing to transmit may10
switch to a sleeping mode. To enable mobile stations to be
addressed and reached even when sleeping sometimes, they
must select a nearby (fixed) station and inform it when during their next planning horizon they will power on and be
ready to receive.--------

VII. PERFORMANCE RESULTS
The protocols described above have been analyzed by
means of event-driven stochastic simulation. Different radio connectivities for 20 stations have been considered and
the impact on the performance of end-to-end connections
have been investigated. The connectivity of a radio network is defined by the mean number of stations reached in
one radio hop, normalized by the number of all the other
stations N,
1
N
c =ý
E
i
N.(N1)
__=(2
where ni is the number of neighbours to station i. For a
fully meshed network the connectivity is 1.
Stations once for ever randomly select their final destination station and service class and establish the respective
VOC. No signal fading is taken into account; the packet error ratio (for all PDUs) is set to 1 % instead. The stations
are assumed to have identical source traffic behaviour and
to generate symmetric traffic. Two traffic sources are modeled by a Poisson stream of packets with constant length
either of 53 byte (source 1) or 1590 byte (source 2).
For the simulation study, the maximum allowed inter-cell
gap is assumed to be two frames.
Figure 12 shows the payload throughput over the traffic
load for networks with connectivity 1.0, 0.77, 0.57 and 0.5
for source 2.
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VI.

CONNECTION ADMISSION CONTROL

To be able to support real-time services with an appro-0
priate QoS, these services are assumed to open a virtual
channels connection (VCC) before transmitting their user
data. Before opening a new connection the required capacity is therefore compared with the available capacity at the
station. All VCCs operated at stations within the detection radius and the new VCC are taken into account and
make up an equivalent capacity Cnew,. If this capacity is
below the total capacity 0 utaI. that can be provided by the
station involved, the new connection is accepted [20]. A
new virtual end-to-end connection will be accepted if this
procedure is successful on all the hops involved,
Non real-time services need not to apply for admission but
will be interrupted whenever real-time servic~s need the radio capacity occupied by them. Of cause it appears practical also to apply some admission rules for non real-time
services to be able to guarantee them at least some minimum average throughput.
Since routing in the network is much more efficient due to
short addresses when VCCs are used, we apply VCCs for
all types of services in the WANET.
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Fig. 12. Throughput vs. offered traffic for source 2
The offered traffic load results from the payload (ATM
cells) only and is related to the available transmission capacity of 20 Mbit/s. Owing to the protocol overhead at
the air interface the payload throughput is more limited
the lower the connectivity is. With a connectivity of 0.5
the network is saturated for an offered traffic of 50 %of the
transmission rate. A mean number of 1.9 hops per end-toend connection for this connectivity has been observed so
that the load is approx. twice the offered traffic.
Because of the long packets (source 2) and the large sojourn
times, cell trains typically consist of a continuous stream
of data PDUs and one-hop connections are released after
each packet. Throughput linearly increases with load until
saturation is reached.
The end-to-end mean cell delay of source 2 packets shown
in Figure 13 is nearly constant until the network approaches
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saturation. The number of TCHs for each RCC have been
increased dynamically with load in this simulation experiment to keep delays small. With loads approaching net50,.
c I-saturation
0.77\:'

40

E 35
E35
.

c

30

with the proposed access control protocols provide high
throughput and a small delay even when hidden and exposed stations exist.
Performance results indicate that the end-to-end mean delay of cells can be kept nearly constant until the network
is reached, when the capacity of TCHs for each
RCC is increased dynamically with its load.

c=0.57---REFERENCES

,q 25
Q " 20

c

[1]
.[2]

10
15
10
.. ......
5 7puation,"

9E

0
0.1

Fig. 13.

,257-259,
0.2
0.3

[3

0.4

0.5

Load

0.6

0.7

0.8

0.9

End-to-end cell delay vs. offered traffic for source 2

[4]

[5]

work saturation the cell delay increases substantially as

queueing in buffers is then dominating.
The delay can be reduced under small to medium load by
allocating traffic channels based on more slots, e.g. TCH
f Fig. 4.
c.

x/,

Fg. 1(DBTMA):

specification,"
[6]

:'TCH

40
S35
25

x
S

25
20 -7
15
10

Deng and Z. Haas,
"Dual Busy Tone Multiple Access
A New Medium Access Control for Packet Radio
Networks," in IEEE International Conference on Universal Personal Communication (ICUPC), Florence, Italy, Oct. 1998, pp.

5 0
0.1
Fig. 14.

F. Bauchot and et al, "MASCARA, a MAC Protocol for Wireless
ATM," in ACTS Mobile Communications Summit, Granada,
Spain, Nov. 1996, pp. 647 - 651.
[9] D. Petras, A. Kramling, and A. Hettich, "MAC protocol for
ATM: contention free versus contention based transof reservation requests," in PIMRC'96,Taipei, Taiwan,
October 1996, pp. 903-907.
[10] Y. Du et al., "System architecture of a home wireless ATM
network," in IEEE ICUPC, Sep 1996, pp. 477-481.
[11] M. J. Karol, Z. Liu, and K.Y. Eng, "An efficient demand-

TCH 3/1 v
TCH 4/1
"mission

,."

0.2

..

,10

0.3

0.4

Stephen K. Barton, "Special issue on the HIgh PErformance
Radio Local Area Network (HIPERLAN)," Wireless Personal
Communications, vol. 3, no. 4,1996.

[8]

TCH 2/1
3Wireless
"

Draft prETS 300 652, ETSI, Sophia Antipolis,

France, 1996.

[71 J.

50
45

"Milcom'97 Panel on "'Ad-Hoc NetZ.H. Haas and et al.,
works"'," in IEEE MILCOM, Monterey, California, Nov. 1997.
P. Agrawal, "Special issue on Mobile Computing," Wireless
Personal Communications, vol. 4, no. 2, Mar. 1997.
1I.Chlamtac, "Mobile Computing: When Mobility Meets ComIEEE Transactions on Computers, vol. 46, no. 3, pp.
Mar. 1997.
LAN/MAN Standard Committee of the IEEE Computer Society, "IEEE Standard for Wireless LAN Medium Access Control
(MAC) and Physical Layer (PHY) specifications ," Standard,
IEEE, June 1997.
ETSI, "Radio Equipment and Systems (RES); High PErformance Radio Local Networks (HIPERLANs) Type 1 Functional

0.5
Load

0.6

0.7

0.8

0.9

End-to-end cell delay vs. offered traffic for source 2, c = 1.0

Using a TCH 4/1 for an RCC only 4 active RCCs can be

assignment multiple access protocol for wirelss packet (ATM)
networks," Wireless Networks, pp. 267-279, 1995, J.C, Baltzer
AG, Science Publishers.
[12] C-K Toh, Wireless ATM and ad-hoc networks, Kluwer Academic
Publishers, 1997.
[13] B. Walke and R. Briechle, "A Local Cellular Radio Network
(LCRN) for digital voice and data transmission at 60 GHz," in
Cellular & Mobile Communications, Nov 1985, Online, pp. 215-

225.

supported simultaneously for a frame size of 16 slots. The

[14] J. Haartsen, "BLUETOOTH - The universal radio interface for
ad hoc, wireless connectivity," Ericsson Review No. 3, 1998.

mean delay under small load is reduced then, since arriving

[151 B. Walke, S. Bhhmer, and M. Lott, "Protocols for a Wireless-

packets are served by a high transmit capacity in a short
time.

ATM Multihop Network,"

February 1998, pp. 75-82.

in International Zurich Seminar,

[16] D. Bertsekas and R. Gallager, Data Networks, Prentice-Hall,

The delay can be further decreased by increasing the numbet of ACHs enabling a quick reservation of TCHs es-

pecially for short train durations [15]. With increasing
load the trains become longer and the number of reestablishments of RCCs decrease so that the number of

ACHs can be reduced and the protocol will continue to
operate in a stable condition.

VIII. CONCLUSION

1992.
[17] V. Brass and B. Walke, "Inforamtion Distribution for Network

Management in a Multihop Packet Radio Network," in 39th
IEEE Vehicular Technology Conference (VTC'89), San Francisco, USA, Apr. 1989, pp. 793-798.
[181 R. Jain and S.A. Routhier, "Packet Trains- Measurments and
a New Model for Computer Network Traffic,"

IEEE Journal

on Selected Areas in Communications, vol. SAC-4, no. 6, pp.
986-995, September 1986.
[19] B. Xu and B. Walke, "Protocols and Algorithms Supporting
QoS in an Ad-hoc Wireless ATM Multihop Network," in Proc.
of EPMCC'99,Paris, France, Mar. 1999, pp. 79-84.
[20] M. Lott and B. Walke,
"Performance analysis of a Wire-

A self-organized wireless ad hoc network supporting mul-

less Ad hoc Network with QoS Support,"

tihop operation with guaranteed QoS has been presented.

on Performance Evaluation and Telecommunication Systems
(SPECTS'99), Chicago, Illinois, July 1999, Accepted for publi-

Using channel connections based on a TDMA frame, con-

tention free data transmission can be realized by so called
real channel connections (RCCs). RCCs in combination

cation.

in Symposium

23-1

A Connection Level Priority/Pre-emption Service for ATM
Communication Networks
T.D. Johnson1 , Dr. G. Nourry 2, Eldon J. Mellaney 2, Dr. H. Rahman3
1

TACOMS Post - 2000
International Project Office
18, rue du Docteur Zamenhof
92131 Issy-Les-Moulineux,
France

2

Communications Research Centre Canada
P.O. Box 11490, Station "H"
Ottawa, Ontario, Canada
K2H 8S2

1.0

INTRODUCTION

Current ATM standards do not support a Connection
Level Priority/Pre-emption (CLPP) service. During
periods of congestion, connection requests may be
denied access to an ATM network. Depending on the
importance of a call/connection request relative to
other calls in the network, it may be desirable to admit
the connection to the network at the expense of
removing one or more other existing connections of
lower importance. This statement summarises the
concept of CLPP.
Although the exact implementation of the CLPP
service and the reasons underlying its requirement
differ, both the civilian and military sectors require
ATM CLPP. For military purposes, CLPP is
considered essential for combat effectiveness,
Therefore, the addition of the service to future ATMbased defence networks is considered mandatory [1,2].
For civilian purposes, CLPP is required for timecritical applications (e.g. tele-medicine) and by ATM
service providers who wish to implement pricing
frameworks based on favoured network access.
2.0

DESIRED ATTRIBUTES OF CLPP

Irrespective of whether the user is military or civilian,
the CLPP service must meet his different requirements
while ensuring the service:
*

*

pre-empts the minimum number of lowest priority
connections required to establish a higher priority
request, only when the higher priority request has
establishedan end-to-end ATM connection;
is effective in all network topologies;

Department of Electrical and Computer Engineering
Royal Military College of Canada
Kingston, Ontario, Canada
K7K 5L0
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minimises the effect on standardisation to allow
straightforward interconnection to public and private
ATM networks that do not support the service;
provides adequate network controls to minimise
effects such as cascading and malicious use, while not
severely restricting the service provided; and
minimises connection set-up delay.

3.0

EXISTING WORK

0

Abstract - The development of new services for
ATM networks continues, yet one service still
required
is
end-to-end
Connection
Level
Priority/Pre-emption (CLPP). This paper details the
CLPP requirement, presents factors affecting its
implementation, and provides a solution for the
implementation of this service in the control plane
of the ATM protocol reference model. Also
presented is an analysis of a subset of the results
obtained from over three thousand CLPP OPNET
simulations, which were continually refined over a
three-year period,

3
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To date, a number of contributions have been made to the
ATM Forum's technical committee working groups on the
matters of call re-routing, call priority, and connectionlevel priority and pre-emption.
It is important to note that re-routing and CLPP are two
different services designed to meet different requirements.
In the event of link or node failure, the re-routing service
attempts to find an alternate path for an existing call that is
affected by the failure. It cannot be used to allow a timecritical connection request guaranteed access to the ATM
network during periods of congestion. Only a CLPP
service can provide this functionality.
In terms of call priority, two main approaches have been
proposed to the ATM Forum's technical committee. The
first recommends the adoption of ITU-T Q.2959 [3] with a
modification to support three priorities per connection: one
for each of connection establishment, connection holding,
and connection re-routing. Due to its complexity, the triple
priority scheme would result in an increase in the
connection set-up time. It is unclear whether this increase
in complexity, and consequently connection set-up time,
can be justified. In contrast, the second approach
recommends the adoption of the call priority information
element specified in ITU-T Q.2959 that indicates a single
priority level for the connection - the priority of the
connection with regard to the connection's establishment
in the network. This is the same approach that is used in
the proposed CLPP service presented in this paper.

In addition to the contributions made to the ATM Forum's
technical committee on call re-routingand call priority, a
few connection-level priority and pre-emption algorithms
(CLPPA) have been proposed in the open literature [4,5].
A polynomial and exponential CLPPA are presented in [4].
However, neither is suitable, as the priority of the
connections to pre-empt is considered only after one or
two other optimisation criteria in the polynomial and

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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exponential algorithms, respectively. Similarly, the
algorithm proposed in [5] is unsuitable due to its
iterative nature which makes pre-empting a large
number of connections too computationally expensive,
As such, it is not a viable solution due to the delay it
would impose on the connection set-up time and
computational resources.
4.0

FACTORS AFFECTING IMPLEMENTATION OF
CLPP

There are many factors that will determine if, how, and
when the CLPP service is used. These factors are
described in the following sections.
4.1

4.2

Crankback

The routing mechanism called "crankback" is used to
determine an alternate routing path after an attempt to
make a connection through a previously selected route has
failed [6]. The use of crankback will decrease, but not
eliminate, call blocking in a network.
The use of
crankback can significantly increase connection set-up
delay. Therefore, crankback be used successfully in
conjunction with CLPP only where connection set-up time
is not a critical factor. The combination of these two
services allows the network to route around congestion
points when possible (thus avoiding pre-emptions) and to
use pre-emption to traverse the congested area when no
alternate routes are available.

Priority Level Assignment
4.3

There are two basic considerations with respect to
Priority Level Assignment: how many priority levels
are required and how to assign them. The number of
priority levels should be sufficient to meet the
objectives behind the decision to implement the CLPP
service. Nevertheless, it must be understood that as the
number of levels increases, calculating which
connections to pre-empt and controlling negative
effects such as cascading become much more involved.
Furthermore, as the number of levels increases, so does
the probability of pre-emption for low priority
connections.
In terms of assigning priority levels, there are two
primary options: assignment to end terminals and
assignment to users. In assigning priority levels to end
terminals, each Virtual Path Connection (VPC)
crossing a User-Network Interface (UNI) can be
configured to restrict the amount of resources used
and/or the number of connections at each priority level.
Assuming network VPCs are permanent, configuration
may be completed at network subscription. The semiwith the CLPP
framework
permanent VPC
configuration is advantageous as it improves the ability
to dimension the network to guarantee service levels to
high priority connections. However, the disadvantage
is that the service provided to the user is inflexible in
that users are tied to the capabilities of the terminals,
The alternative is to assign each user a maximum
priority level and a maximum bandwidth resource. This
a.pproach offers the user improved service flexibility,
but is much more complex to implement. Consider the
possibility that one user generates several high priority
connections on different terminals throughout the
network (i.e. a sabotage attempt). Centralised network
control is required to ensure that the service is not
abused, requiring nontrivial network resources and an
increased connection set-up delay. In addition, network
dimensioning to ensure a guaranteed network
performance is almost impossible.

Network Topology and User Requirement

Network characteristics such as traffic load, traffic
patterns, network size, and switch size, combined with user
requirements, will determine how often the CLPP service
is invoked.
For instance, the user requirement may
stipulate that crankback is not to be used, or, if it is, when
it is to be abandoned in favour of CLPP. Additionally, the
user requirement will determine how rapidly the network
pre-empts connections. High priority connections may be
regarded as a time critical. As such, when pre-emption
occurs, the switch may pre-empt using a RELEASE
COMPLETE (R.C.) message instead of a RELEASE
(REL) message, allowing immediate pre-emption and
recovery of network resources. To effectively optimise the
CLPP service, characteristics about the expected network
topology and user requirement must be incorporated into
the ATM connection control procedures.
44
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The routing and Call Admission Control (CAC) algorithms
in conjunction determine, based on one or more metrics
(e.g. additive delay) what path a connection request
follows in the network to the requested destination.
Clearly, the decisions these algorithms make will, in part,
determine when CLPP is invoked. As such, it is important
to ensure that the routing decisions are as accurate as
possible. For example, if routing tables are not updated
frequently, a connection request may be forwarded on a
link with fewer resources than the tables indicate, which
may result in unnecessary pre-emptions at downstream
nodes. It is equally important to ensure the CAC algorithm
is precise. In general, most CAC algorithms allocate more
or less bandwidth than is required [7]. As such, in a
network with CLPP, the network may pre-empt
connections unnecessarily or accept the new connection
when pre-emption should have been attempted.
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4.5

Cascading

One of the main challenges with implementing a CLPP
service is limiting cascading. Cascading refers to the
situation in which an attempt to re-establish a
connection that itself has been previously pre-empted
results in pre-emption of one or more connections. If
not controlled, a single pre-emption can cascade into a
multitude of subsequent pre-emptions, severely
disrupting communications in the network. In ATM
networks, cascading may be controlled via proactive
and reactive measures as outlined below. A fuller
explnaton
aproche
f bohapparsin 8].are
4.6

Proactive Cascade Control

number, the source and destination address, and the time
the call was pre-empted. Assume that the switch deletes
list entries after a predetermined time has elapsed from the
pre-emption time. In this manner, when the switch receives
a connection request from a local user, the request may be
compared against the list. If there is a match, the switch
may choose to reject the request as a re-establishment
attempt.
4.
MaiouUsofCP
4.
MaiouUsofCP
With respect to malicious use of the CLPP service, there
two areas that need to be addressed. First, the network
must ensure that users who are pre-empted do not try to
raise the priority level of their requirement to try to reestablish their connection. The reactive cascade control
mechanism ensures that users cannot simply raise their
priority level to force re-establishment.
Second, the
network must protect itself from attempts to flood the
network with high priority connections. As seen earlier,
this is accomplished by restricting the maximum priority
level and resources used by a user. Other security features
for user authentic ation/affiliation, etc. are beyond the
scope of this paper.

The algorithm used to determine which connections to
pre-empt is known simply as the CLPP Algorithm
(CLPPA). The CLPPA must know the priority level of
all Virtual Channel Connections (VCCs) currently
active in a switch. Assume that the ATM switch
Management Information Base (MIB) is extended to
include the priority level of each VCC for this purpose.
If the CLPPA is designed to calculate the lowest
priority connections to pre-empt, subject to certain
criteria (e.g. sustainable cell rate), the probability of
Connection Requests without Priority Indication
4.9
these connections pre-empting other connections
during a re-establishment attempt is minimised. This is
When a connection request is received from a network that
a proactive cascade control mechanism as it suppresses
does not support the CLPP service, the SETUP message
cascading before it begins. To implement this
will not indicate a requested priority. The network
mechanism, the CLPPA must consider all possible prespotn
LPms sinapirt
otecneto
emption combinations on all potential destination
reusupotin CLPP
smulst assluign apiortto
asm thetconnection
routes. When the number of combinations is small, this
orequest.n othesimpesth soltionk ise ntoassumeorthant allcls
approach is reasonable. However, in large switches, thetoe originating
outside
thernetwork
ad
areno assimprtnedthas
number of search iterations will cause the connection
thowse origrinting inside and,
sticthereoe apreaassigne the
set-up delay to rapidly exceed limitations. Clearly,
loetpro iorigtewy.A unmore
sohisiat cmaproacthe istou
some compromise must be reached between the
prvd agteyfucinhtco
aesheore
address or user authentication code, contained in a higher
complexity of the CLPPA and the effort to minimise
layer protocol data unit, to a predefined list to determine
cascading.
what priority level should be assigned to the connection
request.
4.7
Reactive Cascade Control
T

OTO
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If the CLPPA cannot control cascading .proactively due
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to time constraints, the network (not the user) must
control cascading in a reactive manner. The point of
origin of the cascading effect occurs where a user tries
to re-establish a pre-empted connection: at the UNI.
Clearly, the most advantageous place to stop the
cascading effect is where it originates. To achieve this,
the local ATM switch must be able to recognise a call
request as a re-establishment attempt. When a REL or
R.C. me~sage is received at a switch, it may analyse the
Cause Information Element (IE). If the Cause TE
indicates release due to pre-emption (a new Cause
value is required) and the message destination is across
a UNI (i.e. a local user), the switch may add the call to
a list of locally pre-empted connections. To recognise a
specific call, the list would contain the physical port

This section presents an overview of the proposed CLPP
service implementation that is simply referred to as the
ATM Control Plane Implementation. This implementation
is an extension to the standard ATM protocol. Specifically,
the extension occurs in the control plane of the ATM
Protocol Reference Model (PRM). It is assumed that the
ATM-based network uses a dynamic link state routing
method (e.g. Open Shortest-Path First).
5.1

EVC

DIINT

CLPPA - Proactive VPC Search Mechanism

The concept of the CLPPA was introduced in the section
on proactive cascade control. It is the heart of the CLPP
system. In short, the CLPPA must, for each VPC on a
route towards the destination, determine if there are
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enough lower priority VCCs on the VPC to allow the
higher priority request access to the network. The
algorithm must also determine the minimum number of
lowest priority VCCs to pre-empt. This must be
accomplished without overly increasing the call set-up
delay. For the proposed implementation, a mechanism
called the Proactive VPC Search was developed.
In addition to extending the MIB to include the priority
level of each VCC, the information regarding each
VPC is extended to include the number of VCCs and
the sum of their Peak Cell Rates (PCRs) and
Sustainable Cell Rates (SCRs) at each priority level
(i.e. all information required by the CAC algorithm),
These MIB fields must be updated every time a VCC is
accepted or released.
When routing and CAC refuse a connection request,
the CLPPA is invoked. It searches all the suitable
VPCs in the order they are ranked in the routing table.
For each VPC, the average PCR and SCR of its VCCs
are calculated for each priority level. An average VCC
is therefore defined as a VCC on a given VPC with the
average PCR for the VPC. Starting at the lowest
priority, the CLPPA determines how many average
VCCs would have to be pre-empted at each priority
level in order to accept the connection request. If the
priority level of the request is less than or equal to the
highest priority (highest priority level is numerically
smallest) that would have to be pre-empted, the VPC is
excluded. This process is completed for each VPC.
When the search is complete, the VPC that requires the
pre-emption of the smallest number of average, lowest
priority connections is selected. Once the VPC is
chosen, the SETUP message is immediately forwarded
to the next switch. At this point the CLPPA determines
and marks for pre-emption the VCCs to be pre-empted
on the selected VPC, such that the number is
minimised. It is important to note that no pre-emption
has yet occurred.
Clearly, all VCCs on the VPC with a priority level
lower than the minimum priority level to be preempted are marked for pre-emption. For the VCCs
with a priority level equal to the minimum priority
level to be pre-empted there are two possibilities. If
the number of average VCCs to pre-empt equals the
total number active, then all VCCs are to be marked
and no further determination is required. If this is not
the case, the CLPPA performs a recursive combination
search algorithm that tries all combinations of VCCs
up to a specified depth. At the end of the search, the
combination that provides the least amount of wasted
resources is chosen and marked for pre-emption. To
limit the search time, the depth is limited to the number
of average VCCs required to be pre-empted. While
this may not always yield the best combination, it can
significantly limit the number of search iterations

required. The number of possible combinations of the
restricted search is given by Equation 1.

N,

Avcc(

Nc")
Equation 1

where A,, is the average number of VCCs required to preempt at the highest priority level to be pre-empted, and
N... is the number of VCCs at that highest priority level on
the VPC.
When Avre << N.., the restricted search is many orders of
magnitude less than the unrestricted one. Moreover, when
the traffic on the VPC is fairly homogeneous, with high
probability the amount of resources between the optimal
selection and the actual selection made is minimal.
Finally, limiting the search depth to the number of average
VCCs will always produce a combination that provides the
required resources to complete the pre-emption.
Therefore, given the limited ill effect of minimising the
search depth, this approach was taken.
By using the Proactive VPC Search method, each switch
only has to determine the VPC on which the pre-emption
will occur before forwarding the SETUP message. This
significantly reduces the end-to-end call set-up delay and
still determines a VCC pre-emption combination for the
VPC that will minimise the cascading effect.

When an ATM switch receives a SETUP message, all the
information required to process the message, including the
requested priority level, is contained within. As per current
standards, the switch will perform routing and CAC for
routes with the appropriate Quality of Service (QoS) to the
desired destination. If the connection is accepted, the
SETUP message is forwarded to the next switch along the
chosen route to the destination. However, if routing and
CAC determine that there are not enough resources for the
connection, the switch initiates the CLPP system.
First, the system ensures that the request is not a reestablishment attempt. If it is not, the proactive VPC
search is used to determine if pre-emption is possible. If
pre-emption is possible, the SETUP message is forwarded
to the next switch and the CLPPA then and marks which
VCCs are to be pre-empted on the chosen VPC. At this
point the switch waits for four possible situations with
a
poit theswi tits
refurss
respect to the connection request:
0 a CONNECT message is received;
.
a RELEASE message is received;
0 a new SETUP message is received; or
0 second Expiry of timer T303 or first expiry of T310.
A logic diagram of the operation of the CLPP service for
these various events is given in Fig. 1.
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5.2.1

CONNECT Message Received

There may be a relatively long period of time between
the forwarding of the SETUP and the arrival of the
CONNECT message. During this time resources may
have been released on the VPC chosen for the preemption (i.e. a VCC not marked for pre-emption was
released). If resources have been freed, the CLPPA
determines if pre-emption is still required, and, if s0,
whether enough resources have been released such that
fewer VCCs have to be pre-empted. If pre-emption is
no longer required, all marked VCCs are cleared and
no pre-emption occurs. If sufficient resources have
been released so that not all of the marked VCCs have
to be pre-empted, the CLPPA ascertains which of the
marked VCCs will be pre-empted; otherwise, the
VCCs marked originally are pre-empted.
If pre-emption must occur and time is not a critical
factor (determined from the priority level of the
request), the switch will send a RELEASE message
towards the source and destination of each VCC
marked for pre-emption (Fig. 2a). The RELEASE
message Cause IE indicates that the connection is
being released due to pre-emption (This requires a new
value for the Cause IE for the RELEASE and
RELEASE COMPLETE messages). This information
is passed to the upper layers and provides a mechanism
to warn the user that he is being pre-empted. On
receiving a RELEASE COMPLETE from all the preempted connections, or the expiration of the network

is initiated. If the new request is a re-establishment
attempt, it is rejected. If it is not and pre-emption is
required, the CLPPA is initiated. As before, if pre-emption
is possible, the SETUP message is forwarded on the VPC
chosen for the pre-emption and the CLPPA determines
which VCCs are to be marked for pre-emption.
Should the new request mark for pre-emption the request
currently awaiting a response from the network (i.e. the
original request), a RELEASE message is immediately
sent toward the source and destination of the original
request and the VCCs marked by the original request are
cleared. Only then will the CLPPA determine which
VCCs are to be marked for the new request. The release of
the original request and the subsequent re-determination is
completed for two reasons. First, there is a possibility that
there were more available resources on the VPC when the
original request was received. When the original request is
released, these resources are returned to the VPC and, as a
result, are now available for the second, higher priority
request. Consequently, the CLPPA may now only need to
mark a smaller number of low priority VCCs for preemption. Second, the VCCs marked by the original
request will always have a lower priority than the
minimum priority required to be pre-empted by the new
request. Therefore, these connections must be the first
considered for pre-emption (i.e. marked first) if the
integrity of the CLPP system is to be maintained.
5.2.4

Timer Expiry

tmrsentonpre-mpte connecin
whc haveASnoPLTEiIf no response is received from the upstream switch within
sentONEC
essagen s
mopeeptdcn
forwharded nto
a certain timeframe (i.e. timer T310 or T303 timers
responded), the CNETmsaeifowrdto
expire), the switch clears the current request by sending a
the
surce.RELEASE
message towards the source and destination
If pre-emption must occur and time is critical, the
switch sends a RELEASE COMPLETE to the
source(s) of the VCCs marked for pre-emption (Fig.
2b). This permits the switch to immediately recover the
resources from the pre-empted connections and
instantly forward the CONNECT message to the
source. The pre-empted users are given no warning of
the pre-emption, but the reason the connection was
released may be determined from the Cause JE.
5.2.2

RELEASE or RELEASE COMPLETE
Message Received

If a RELEASE message is received from the upstream
switch, the destination, or the source, it is forwarded
either toward the source (Fig. 3a) or destination (Fig.
3b), as appropriate, and the VCCs marked for preemption are cleared,
5.2.3

New SETUP Message Received

When a new SETUP message is received (indicating a
new connection request), a parallel call control process

and all marked VCCs are cleared.
5.3

Effect on Standardisation

The addition of a new service to a standardised protocol
must endeavour to minimise its effect on the standard. The
addition of the proposed CLPP mechanism is simplified
given that steps have been taken for its introduction (e.g.
ITU-T Q.2959) although no mechanism to implement the
service has been chosen to date. Specifically, a new nonmandatory IE has been added to the SETUP message [3]1.
The IE will contain, among other things, the requested
priority level of the connection request. With bit 4 of the
IE Action Indicator set, the CLPP information can be
transparently passed through networks that do not support
the service. Irrespective of this planning, other changes
are still required. To implement the control plane CLPP
service, the following changes are required to the ATM
standards:
*

The addition of a new cause value to indicate network
release due to pre-emption will be added to the
RELEASE and RELEASE COMPLETE messages.
When a standard network finds a cause value in these
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messages that it does not recognise, it assumes a
cause value of 31: "normal, unspecified."
Therefore, the addition of the new cause IE will
not affect the operation of standard ATM
networks, but will allow networks with the service
to identify when a connection has been released
due to pre-emption.
The CLPPA algorithm must be added to private
ATM switches. This will include augmenting
many of the states in ITU-T Q.2931 [9] and the
control plane software accordingly. This will
require co-operation from the ATM switch
vendors, but does not require any hardware
modifications.
The MIB must be modified to include the changes
outlined in section 5.1. Again, this will require cooperation with the switch manufacturer. The
additions to the MIB will not prevent standard
User Management Entities (UMEs) from obtaining
required information,
5.4

Key Benefits of ATM Control Plane CLPP

The key benefits of implementing the CLPP service in
the control plane of the ATM PRM are:
a)

Any CLPP service added to the ATM PRM must
make use of the current call control procedures. As
such, the extension of these procedures to include
a CLPP service is a natural evolution;

b)

The implementation meets the stated requirements
of section 2.0 in that it:

"* pre-empts the minimum number of lower priority

"•

"*

connection required to establish a higher priority
request, only after the higher priority request has
established an end-to-end ATM connection;
eliminates network effects such as cascading,
while still allowing pre-empted connections to be
re-established if sufficient resources are available
so that re-establishment can be completed without
pre-emption; and,
minimises connection set-up delay through the use
of the Proactive VPC search mechanism

c)

The control plane CLPP service is transparent to
ATM public or private networks that do not
support the service;

d)

The control plane can readily communicate with
higher layers during call/connection control.
Therefore, information from higher layers required
to implement the service may be easily accessed
(i.e. passing connection priority information),
Similarly, information regarding pre-emption may
also be delivered to the control processes of higher
layers (e.g. the ISO OSI has 16 priority levels in
TP 0-4); and,

e)

The control plane CLPP service is implemented in
software. Therefore, any change/upgrades required by
the network with regard to CLPP can be achieved
without purchasing new hardware.

6.0

CHARACTERIZATION OF ATM CONTROL PLANE CLPP
THROUGH MODELLING AND SIMULATION

To test, refine, and characterise the proposed CLPP
service, it was modelled and simulated with OPNET
(OPtimized Network Engineering Tool). The CLPP system
was added to the standard ATM Model Suite. This
included the modification of the ATM MIB structure (to
allow the use of the Proactive VPC search algorithm) and
the network and user control states of ITU-T Q.2931 to
add the CLPPA.
Over 3000 simulations have been completed since the
models were first produced. The functionality of the CLPP
was verified. The CLPP model functionality has also been
independently tested and verified. Due to space limitations,
only a small subset of the simulation results is presented
here.
6.1

Modelling and Simulation Methodology

The aim of the simulations was to determine the effect of
the CLPP system on end-to-end connection set-up delay
and to determine the call blocking probability for each
priority level. To characterise the proposed CLPP service,
it has been simulated in three network topologies for 4, 8,
and 16 priority levels, using various call priority
distributions, with and without crankback. Each network
was simulated without a CLPP system, with and without
crankback, to provide a basis for comparison.
In each simulation, any traffic source generating a call to
the network selects its destination uniformly. The average
call duration and the average call inter-arrival time are set
to 7 s and 1 s, respectively. In all simulations, the CAC
algorithm uses the Peak Cell Rate (PCR) as it provides the
worst case scenario and pre-emption is completed via a
RELEASE COMPLETE message. To effect network
congestion, and thereby evaluate the effectiveness of the
proposed CLPP service, a traffic scaling factor is
employed: in any given simulation, the minimum and
maximum possible PCR of a connection request are
determined by the value of the load factor. In each
simulation completed, the maximum PCR is 12 000 cell/s
when load factor is 1.0. To ensure statistically valid
results, each parameterised simulation is run with nine
distinct simulation seeds. In all cases, a statistical result
presented represents the mean value of that statistic and is
always presented with the standard deviation computed for
that mean value. The simulation data presented below
captured the behaviour of the network over a 1200 s
period, which is more than sufficiently long to obtain
statistically valid results.
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7.0

SIMULATION RESULTS

The simulation results for the network topology shown
in Fig. 4 and Fig. 5 will be presented and analysed. In
each simulation, eight priority levels are used. All links
in the network have a capacity of 9000 cell/s or 3.816
Mb/s. The average time required to execute the CLPPA
at a switch, as computed in the OPNET sim ulation
a general-purpose workstation, is
running
apprunning on a50 generah-puspe wostional time
approximately
ons. 50
Thus, the additional time
imposed on the connection establishment by the CLPP
i neligile.calls
servce
service is negligible.

7.1

Uniform Call PriorityDistributionFunction

In this scenario, the effectiveness of the proposed
CLPP service is evaluated for the network when the
priority level assigned to a call is selected from a
uniform distribution. Two cases are considered: i)
crankback is not employed in the network; and, ii)
crankback is employed in the network, with a
maximum of two re-route attempts possible at a given
switch.
7.1.1

No Crankback

A plot of the call blocking probabilities, by priority
level, versus load factor clearly shows that the
proposed CLPP service ensures that high priority calls
are given preferential treatment over low priority calls
(Fig. 6). For load factors less than 0.3 there is very
little congestion in the network. Accordingly, the
blocking probability of all priorities is near 0. As the
load factor increases, so does network congestion,
causing the CLPP system to be invoked. The result of
the addition of the CLPP system is clearly reflected in
the plot of the call blocking probabilities. As expected,
the blocking probability for priority level 0 (highest)
calls increases slower than those for lower priority
calls. For example, at load factor 0.5, the absolute
difference in the blocking probabilities for priority
level 0 and 7 calls is 24.31% and 2.28% for priority 0
and 1 calls. When load factor is 1.0 (network is very
congested), the absolute difference between the
blocking probabilities for priority 0 calls and those of
priority 7 and priority 1 calls is 18.88% and 8.3%,
respectively. Overall, the effectiveness of the CLPP
system is clearly demonstrated by the graph.
7.1.2

With Crankback

The use of the CLPP service on its own reduces the
blocking probabilities for high priority calls during
network congestion (Fig. 6); however, when crankback
is employed in conjunction with the proposed CLPP
service, additional reductions in the blocking
probabilities for high priority calls are realised (Fig. 7).

At load factor 0.5, the blocking probability for priority
level 0 calls is 12.03% without crankback and 9.02% with
crankback. Similarly, for the lowest priority, the blocking
probability at load factor 0.5 is 38.18% without crankback
and 33.33% with crankback. Therefore, the use of
crankback resulted in a 25.0% and a 12.7% reduction in
the call blocking probabilities for priority level 0 and 7
and 7
is 1.0
Whenbload f or
call blocking
calls, respectively. When load factor is 1.0, i.e. much
higher levels of network congestion, the use of crankback
decreases the blocking probability for priority level 0 and 7
clsb 33
n .% epciey
by 13.3% and 1.9%, respectively.
As expected the use of crankback with the CLPP service
reduces the blocking probabilities for all calls in the
network. The most significant gains occur for higher
priority calls when network congestion is relatively low,
i.e. load factor less than 0.4. These gains result from
routing around congestion in the network, when possible,
and pre-empting connections only as required. The tradeoff for the lower blocking probabilities is an increased call
set-up delay.
7.2

Incline Call PriorityDistribution Function

In this simulation scenario, the priority of a call is
determined from an "incline" probability distribution
function (PDF). The incline PDF results in relatively few
high priority connection requests made to the network
compared to the number of lower priority ones. This call
priority PDF more accurately reflects the actual
distribution of priorities in a network that would employ a
CLPP service. In this simulation, crankback is used in
conjunction with the proposed CLPP service.
Fig. 8 shows the blocking probabilities for the calls in the
network. Clearly, compared to the previous two scenarios,
the absolute (and percentage) differences in the blocking
probabilities of high and low priority calls are greater. This
improvement is attributed to the fact that there is a
significant increase in the ratio of low to high priority
connections in the network. As a result, the probability
increases that a high priority request can be accommodated
in the network by either re-routing around congestion
points or by pre-empting lower priority calls.
8.0

CONCLUSION

A Connection Level Priority and Pre-emption (CLPP)
service for ATM-based networks has yet to be defined.
Many network, user, and technical factors must be
considered if the CLPP service is to meet the user
requirements. The proposed ATM Control Plane CLPP
implementation meets these requirements through unique
techniques like the Proactive VPC search mechanism. The
proposed service has been extensively tested and
characterised through detailed modelling and simulation in
OPNET. The simulation results conclusively demonstrate
the effectiveness of the ATM Control Plane CLPP system.
Moreover, the recent addition of a Call Priority IE to the
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SETUP message by the ATM Forum means that this
system may be added to the ATM standards with
minimal disruption.
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Mobility Management for Tactical ATM Networks
(June 1999)
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This paper evaluates the current and proposed ATM
standards for COTS equipment against tactical
It presents a set of
network requirements.
some of the schemes
describes
and
requirements
to
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mFrumito
the
ATM
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consideatio
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ATM standards that enable terminal mobility are
worthy of consideration for tactical networks, as are
those for switch mobility in a non-operational state.
However, some features, such as operational switch
mobility and connection pre-emption, require
further standards development,
1.

Introduction

COTS technology
Commercial-Off-The-Shelf (COTS) equipment is, by
definition, ready to buy and use. Ranging from small
equipment to complete systems, COTS products are
developed for a broad (commercial) market, and often
benefit from massive R & D investment. The economies
of scale result in a high performance-to-cost ratio,
though users have to accept that such a product is not
tailored to their own individual requirements.
Hence a challenge for the military is to be able to exploit
COTS. However, defence organisations are neither a
typical nor dominant COTS customer - there are special
requirements and COTS equipment may not be able to
satisfy these directly.
Therefore it is important to
investigate whether COTS equipment can be modified or
extended in order to address any shortcomings while
taking advantage of the high performance-cost ratio.

multiplexed for transmission between nodes by switch
logic.
Bringing ATM to a market of varied applications
requires much cross-vendor standardisation of interfaces,
This role is currently
protocols and frameworks.
performed by the ATM Forum and the ITU. Many
standards are in place to support static ATM networks
but the standardisation process continues as the industry
seeks to satisfy ever more complex network
requirements.
Attention is now moving towards the use of radio as a
bearer. The benefit of radio in LAN applications is
mobility and wiring freedom (thereby decreasing
installation costs) and the main motivator in WANs is
the phenomenal success of technologies such as GSM
for mobile telephony. There is an increasing need to
offer more flexible services than GSM can currently
support, e.g. high quality video services to ambulances.
However, the high error rates inherent in radio systems
are the antithesis of the original ATM drivers, so there is
now much activity investigating solutions, mainly
concentrating on error correction techniques to resolve
the radio problems below the ATM protocol layer. The
ATM Forum are developing standards in support of
ATM over radio links under groups focussed on
signalling, routing and security enhancements.
Motivation

ATM

Given this background, it is no surprise that there is
defence establishment interest in using ATM in tactical
networks. Its flexibility makes it ideal for a range of
scenarios. For such systems COTS technology offers the
prospect of cost savings, good interoperability with other
tactical and civilian systems, and well-tested standards.
Moreover, since ATM is being deployed in public
networks, the technology should be long-lived.

ATM has received considerable attention worldwide as a
technology that offers a highly flexible networking
service. It is scaleable and the Quality of Service (QoS)
options make it appropriate for voice, video, data and
other applications such as control.
is
aciitatd bcaus AT
ATM'Qo optonsare
ATMei
ncause
ATM'sctQon-optionsed ahre facilitatedcobe
terse
interommunicratehoer
ddctdconnection-ointd wher us
rahe
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tyiaTMythset arnemvrtald
phsconnTetos
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This paper summiarises the results of a study on the
suitability of ATM for tactical networks. The study was
recently conducted as a joint activity by DERA and
Marconi Research Centre. The tactical requirements
were determined, against which a COTS ATM solution
could be assessed, and any shortfalls characterised. In
order to facilitate assessment it was necessary to develop
an example deployment, referred to as an "example
corps" in this paper, incorporating projections of UK

signalling software. The Virtual Connections (VCs) are

nedarud5yrsitthftr.Tesbjcudr
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examination was principally the current and emerging
standards of the ATM Forum.
The following sections address:

must be executed with minimal disruption to the
network.
0

Tolerance

a

fragmentation.
Graceful degradation, allowing the graduated and

"* tactical requirements and assessment of ATM
technology against each of them

of network

ecessivled demand.

"* the existence of established ATM technology, and

ic

fragmentation

and

de-

riigune cniioso

evolving future ATM technologiesexsivdma.
*

Prioritisation and pre-emption where higher priority
should be preferentially allocated
pre-emptively when applicable. Where
possible, connections being displaced by those of
higher priority should be offered reduced QoS rather
than clearing the connection.

a

Scalability, guaranteeing that mobility shall be
applicable over a range of network sizes.

In a future corps, it is anticipated that communications
between assets will be provided by a network typically
composed of the following parts:

*

Radio silence, in which unidirectional connections
are allowed to equipment operating in this. mode.

"* A land-based network consisting of switches and

0

External gateways, which provide an interface to
networks.

0

Switch installation capability within an operational
network.

a

Survival of the unplanned loss of a switch or link.
Affected connections shall have the option of being
re-routed, with some traffic loss, rather than
clearing.
Spotfrdvrino
rfi
rmasic
ro
Spotfrdvrino
rfi
rmasic
ro
to a planned outage, e.g. for a non-operational move.

"* the different issues associated with terminal

mbilty.connections
mobiityandswith
mobiityandswith
mbiltycapacity,
The assistance of DERA in producing this paper is
gratefully acknowledged.
2.

Requirements of tactical networks

wireless paths, providing a trunk system

,other

"* Air or space-based switches, allowing the trunk
system to work over greater distances

"* Switches within vehicles or groups of vehicles
forming HQs. These access the trunk network via
access switches,

"* A system to allow users to access the trunk

system whilst mobile.
Access to the trunk
network is via Radio Access Points (RAPs)

"* Gateways to other communications systems.

0
*

0

Handover capability of a terminal from one RAP to
another with minimal data disruption over active
connections.

Typically, a land-based tactical network will need to
support communication between fixed HQs, mobile HQs
0 Multicast and multisource support
and various other users, some of which are mobile (e.g.
man packs) while others are stationary (e.g. unattended
0 Routing for efficient use of network resources .such
sensors). The network will cover a forward and rearasteiglinbnddhrque.
battle area, which may be as large as 80 km width byasteiglinbnddhrque.
200 kmn depth.
*
Link error rate parameters should be considered as
part of QoS for each connection.
The trunk system, based upon point-to-point radio links,
will serve to interconnect fixed HQs and RAPs, which
* Addressing by name, role or terminal identifier.
provide multidirectional coverage of an area for access
0 Lcto
aaeett
rvd
h
apn
by mbil H~s
ensos,
sttionry
tc.between
a called user and their current virtual
The main requirements of the tactical network for the
address (location), and to provide resilience in the
future corps described above are as follows:
event of loss of individual location servers, or
fragmenting of the network.
Transparency of mobility, offering seamless
communication, between stationary or mobile users
*
Authentication of user to network, network to user,
over an infrastructure of which each part may be
and switch to switch, with resilience in the event of
stationary or mobile. Types of mobility include
loss of individual authentication servers or network
offline mobility, in which a unit goes offline prior to
fragmentation.
a move and goes online again after the move, and
Mngmn o rlo
wths
As emnl
personal mobility, in which the user changes
Maae ntctrloswchRAtrmas
and connections. Logging, statistics-gathering and
terminal or changes role (as happens during a
diagnostics shall be included.
for
terminal
need
the
without
command)
in
change
or network movement. Offline/online transitions
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The topology of a PNNI network is
influenced not only by the distribution of
physical links, nodes and addresses, but also
by PNNI' s ability to summarise this
information in a hierarchical way by the
following means:

UNI

*Aggregation of addresses, where only one
entry is required to cover a set of closely
related and collocated addresses
UNI

*Grouping nodes for flooding of full
information, and flooding only an
abstraction of the topological information

NN11topological
ATM

and vice versa

networkoutside

*Aggregation of physical links.

Figure 1 - ATM network

3.

ATM background

An ATM network consists of switches, freely
interconnected according to user requirements, that is,
meshou topology
istpicalrCnnced
tothe swich eslgy
Ar
usersh terminal s (Fpigura1. Cnetdothswcesae
user'
(Fgure1).from
teminas
Users intercommunicate by placing calls to one another,
much like traditional telephony. The connections may
be set up on demand by user signalling. Multicast and
multisource connections are also possible.
As
mentioned, connections are virtual (hence VCs), in that
switching is performed by logic, which directs user data,
packaged into 53ott"el"
noteaporae
output port for multiplexing with cells of other VCs.
Resources such as buffer space are allocated to VCs at
eachswich hei
ccoringto
negtiaed oS.source
The terminal interface to the network is specified by the
ATM Forum's User-Network Interface (UNI) [2]. The
network infrastructure is given cohesion by the ATM
Forum's Private Network-Node Interface (PNNI) [1].
PNNI is an inter-switch protocol with two components: a
signalling protocol and a routing protocol.
The
signalling protocol is used to direct the setup of
connections through the network. The routing protocol
is used to propagate topology information (which
switches are connected to which, and with what spare
capacity) and reachability information (the terminal
addresses accessible through each switch) around the
switches of the network. Each switch maintains a
database of topology and reachability information, and
database changes are flooded to other switches using the
routing protocol.
Each switch is responsible for
originating the flooding of its own information, e.g.
when a new link is added to the switch.

It is this hierarchical summarisation which
allows PNNI to scale to large networks.
Without this hierarchy there is a risk that
PNNI flooding will saturate, the capacity of
large networks. The hierarchy is built from
groups of switches termed "peer groups", and in
standard PNNI version 1.0 peer group membership is
configured by management.
Pergoparnstdechavgaswchhtatss
apeer groups
larernse, eachn havting asintch-ee
tharacsua
routing protocol exchanges on behalf of the peer group.
The peer group is treated as a logical node as viewed
further up the hierarchy. Peer group leaders are
chosen as part of an ongoing PNNI election protocol,
and a new leader is appointed if the old leader fails.
Cnetosaerue
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Conncinfr
routedg
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ofprouting information
wtin itse datbae.
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exrssdch
ind detmariwt e in therso peer groupo
h nrss
thereafter. Switches in other peer groups subsequently
aedtecneto
eu
esg oicuedtiso
amenrothegconethion shetupeemesgerous inclue deta iso
routed, albeit not fully source routed in the
multiple peer group case.
We
oncinrqetarvsa
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WhenfrmaConnection request rives aotro asw tchi
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to
thddeend
coneton. swthe tcACnalogorth wiselnot standardised
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adaptvercm
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vendrseifi secfiwreesiagen.ri
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4.

User mobility issues

Users associate themselves with terminals, which are
attached to some point in the network and may be either
fixed or mobile assets. The system must identify
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location, provide authentication, and enable mobile
terminal handover.
Location management
i th meas b whch anetork
Locaionmangemet
locationtemanagemenWislte mearutns by whchpabnetwork
patole tof
PNNorotn cais bstu
lrocatengsuterm ienals Whor aie
proidig
inormtio
sffiien fo a allto e st u to
a static terminal, it is not suited to doing so for a mobile
terminal. Routing protocols can accommodate a slowly
changing network but are not generally fast enough to
keep pace with the whereabouts of a mobile terminal.

replication must be such that the risk of loss of location
service is kept to an acceptable level.
Network
fragmentation is also a threat, survival of which requires
a replicate in each potential fragment. Replication of
location databases is hence a detailed network design
issue, which must take due account of areas which run a
high risk of becoming fragmented (e.g. islands). It is
clear that a tactical network will require at least 2
replicates in a well-connected backbone plus 2 in each
area with a significant risk of fragmentation.
The
location database distribution could be as illustrated in
Figure 2.

Some
military
networks
implement
location
management with flooding techniques that are very
robust but do not scale, and have therefore not found
favour within COTS standards. Hence we consider the
only known alternative: the use of a database which
maintains the current point of attachment for each
mobile terminal. This database is updated each time a
terminal relocates to a new switch and is queried each
time a connection is to be established to a mobile
terminal. The location database works alongside the
routing database; both are needed to place a call to a
mobile terminal.
The ocaiondatbaseconeptis impl, bt tereare
They imlocatintdatabas cptoneptrits simleructuthre. are

One aid to location management is paging, which
permits a lower resolution in location tracking. If paging
is used then location management tracks the mobile
terminal by location area (a group of RAPs), rather than
a single RAP. Upon connection setup all RAPs in the
location area are commanded to attempt to contact (i.e.
page) the terminal, and the one which obtains a response
i h n hc are h oncin
i h n hc are h oncin
Paging offers a trade off: location update traffic is
reduced but connection establishment has a greater
overhead. Paging is therefore more appropriate in GSM
networks, where there is often considerable terminal
movement between calls, than it is in the tactical

database should be replicated (i.e. elements copied) and
the replicates distributed about the network to avoid a
single point of failure. Replication also has the benefit
that the average distance between a client requiring
access and the nearest replicate is reduced, thereby
improving the performance of queries. However, the
performance of the location service depends on rapid
synchronisation of location database replicates, and
updating multiple replicates is a complicated process,
leading to a performance trade-off. The degree of

rqetcneto
ntokweeteeaerltvl
set-ups, and which typically will be to the same cell as
the previous connection.
Caching is also a popular computing technique for
reducing remote access by storing the results of previous
queries, and is an obvious candidate for reducing
location database accesses. However, without detailed
studies of movement patterns, its effectiveness is
doubtful.

Figure 2 -Example of
location database
distribution. TheB
location database hasA
two replicates.

Location database

Location database

A-1,B-6,C-6,
D-8,E-3

A-1,B-6,C-6,
D-8,E-3
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Authentication

directory, is updated each time a user changes terminal
or role, and is queried whenever a connection is to be
established. As with location management, the database
ms eelctdonraeviaiiyfhsrie
must be replicated to increase availability of the service.
In principle, the name and location servers could be
combined into a single server, with a single query
returning both
the routable
permanent that
terminal
address.
However,
this hasand
thethe
disadvantage
any
of
difadcuntaue
be
woul
artitiongier,
tiof
lca
andt
namei
be
f
o
paratered,
the different characteristics of the name and location
spaces, e.g. when a name is mapped to a different
location, the new location may reside in a different
partition. Moreover, although each service operates in a

Two-way authentication between the terminal and the
network is implemented by a two- or three-way
handshake between newly associated entities where the
transfers must be encrypted and include a pseudorandom element to protect against replay attacks,
The network requires a database with information about
the privileges of all authorised terminals so that the
rights of each newly arriving terminal can be established.
of the authentication database follows the
Distribution
same considerations
as distribution of the location
database- replication is recommended but partitioning is
not.

similar way, the location service will be required to
handle a fast-changing data set that is automatically
updated by the network, whilst the role/name-to-number
mapping of directory services will alter less frequently
and may be manually updated.

Handover
Handover is concerned with re-routing existing
connections to a new RAP when the terminal relocates,
This is achieved by building a new connection segment
between the new RAP and some point on the path of the
existing connection. With appropriate handshaking and
buffering the handover operation could avoid loss of data
in transit.

ATM and user mobility
The WATM standard will specify location management,
handover and extensions to signalling (both UNI and
PNNI). WATM is the name of the group set up by the
ATM Forum to establish standards for "Wireless ATM".
The standard will also specify the Access Point Control
Protocol (APCP), the protocol for controlling an Access
Point which is a unit for adapting traditional wired ATM
interfaces to wireless. WATM is not specifying the
radio layers; this is left to groups such as ETSI/BRAN.

Handover implies a change in location, so the location
database must also be updated in the usual way when
there are connections.
Personalmobility
with a
Personal mobility is achieved as a user registers
static or mobile terminal, and subsequently re-registers
with a new terminal, typically following user movement,
Alternatively, a user may re-register with the same
terminal under a different role.

The WATM standard specifies how calls are set up to a
mobile terminal. When a mobile subscriber attaches to a
switch, it is first authenticated and then there is a
location update as illustrated in Figure 3.

Personal mobility requires a database to map user name
(or role) to terminal. This database, which is called a
Figure 3 Illustration of
authentication and
location update
for C. The "?" in
the location
database indicates
that the location
of C was
unknown before
the update. After

When a subscriber wishes to establish a connection to
another, the connection is routed towards a switch

B

....
"Fred"l

"Bill"

D

E

the update the

entry is C-6. For
simplicity the
UNI signalling is
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hosting a location database
replicate,
based
on
the
ne ccess
permanent address of the called
swtc
moving
mobile terminal. Any switch
on the path, if so equipped, can
terminal
Crsoe
query the location database to
Sic
obtain the current address of
The......
the mobile terminal.
connection request is thenote
forwarded towards the mobile
~old
access~i<~tria
terminal.
In Figure 3, for
switch
a
access
example, terminal A may wish
switch
to call terminal C. The call
might be routed through
________________________________
switches 1 and 2 to 4. Switch 4
Figure 4 - Terminal handover example
is able to perform a location
query to obtain the address C6, which is. used to route through 7 on to 6, and finally to
2. movement while operating (i.e. carrying
C.
traffic)
The WATM standard [4)1 also specifies terminal
handover, the process by which a mobile terminal
changes its RAP, and possibly the network access node,
in a co-ordinated manner while maintaining its active
connections. The ATM Forum has identified several
possible variations in the process and has pursued some
of these.
In the case of an inter-switch handover each VC to the
mobile terminal is re-routed away from the old access
switch to reach the mobile terminal via the new access
switch. At some point on the path of each VC is a
switch, termed the Change-Over Switch (COS), which is
the limit of the re-routed segment of the VC. This is
illustrated in Figure 4.
The process of handover as recommended by the ATM
Forum entails the release of the old data connection
before the new data connection is established and does
not introduce cell misordering or duplication. However,
there is the possibility of cell loss, due to asynchronous
changeover of connection segments at the terminal and
the COS, or cells being discarded along the old path if
connection release propagates faster than user cells. It
was estimated that data loss over 0. 1 seconds could
occur, corresponding to just over 1 cell on average for a
4800 b/s CBR connection and around 40 cells for a 128
kb/s CBR connection. Data loss is sensitive to the
lengths of the old and new paths of the re-routed
segment, due to the buffering effect of the network, and
also to the length of time it takes for the mobile terminal
to disassociate and re-associate with the new access
node. The possibility of cell loss may pose problems for
encrypted data that requires synchronisation.
Ntwor
5. moblitymay
5. moblityswitch
Ntwor
obiityof withesand
Netwrk obiityimpiesthe
the links that interconnect these switches.
broadly two cases of switch movement:
1. movement while not operating

There are

If a switch moves in a non-operational state then, in
general, its ports will be reconnected to different
switches following the move. The tasks involved in nonoperational movement are as follows (in order of
execution):
a

traffic blocking

0
0

diverting existing connections
cern n eann oncin

0

link closure
swth(eitalio
swthreitaaio
Traffic blocking is where new calls are prevented from
attempting to use the switch. By restricting access under
such circumstances, the subsequent task of clearing
existing calls is reduced. Moreover, the potential waste
of network resources in setting up connections that will
soon be dropped is minimised. Clearly, prediction of the
removal of a resource is sometimes impractical (e.g.
equipment failure, hostile action, etc.), but in many
instances infrastructure mobility will be a planned event.
Many connections may be in transit across a trunk
switch, and wherever possible such calls should be
diverted away from the switch prior to power-down.
Otherwise, at best, all failure-protected connections will
attempt to re-route simultaneously, whilst
connections will clear, with the likelihood of
reconnection attempts being initiated by users, possibly
from both ends, resulting in an increase in the transient
network signalling load.
When diverting connections away from a trunk switch, it
not be possible to transfer all the traffic from the
without exhausting resources in other parts of the
network. Selection according to priority and/or service
.unprotected

a encsay
tp
Existing transit connections may be diverted using EdgeBased Re-routing (EBR), shown in Figure 5. ERR is a
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means for re-routing
existing
connections within a PNNI network.
A new route is selected between the
ingress and egress switches on the
basis of the PNNI database in the
ingress switch at the time of the
reroute operation. Hence the new
route may have segments in common
with the old route.

terminal

ingres
-

terminal

er,ý
The ATM Forum is developing two
newpath
swit
forms of EBR: 'hard', which uses a
'break-before-make' approach such
as may arise in the event of link or
equipment failure, and 'soft', in
Figure 5 - EBR example
which a new route is established
alongside the existing one - a 'makea Weapon and/or logistic control systems
before-break' approach. The latter offers the prospect of
diversion of a connection path at the instigation of a
e Key patrollsoldier/appointment data terminals
management function, and is transparent to the endusers.
* Vehicle sensors (which provide information on the
state of the platform)
Clearing existing connections should be done only if
they cannot be re-routed.
Each of the elements (corps, division, brigade, BG and
coy) have a number of headquarters (HQ). Their roles
Soft EBR could be used for operational switch mobility,
and function differ. At higher levels of the organisation,
For
although further standards development is needed.
example, a mechanism for advance warning before links
a 'handover' of the command and control of the battle
become unavailable is needed.
between HQs is necessary at various times and rates. At
lower levels, the HQs command the battle whilst on the
An alternative approach to operational switch mobility is
to treat a HQ as a terminal, attached to the trunk network
via a RAP, and communicating with the nearest trunk
switch over the UNI rather than PNNI. Although this is
feasible from the location management standpoint, it
precludes the use of the HQ access switch for transiting
trunk connections.
6.

move.
Baseline of the ATM mobile network
The ATM Forum standards and work in progress used in
this study were:
a PNNI 1.0 [1]
9 UNI 4.0 [2]

Assessment against requirements

9 ILMI 4.0 [3]
The study assessed the use of ATM in mobile tactical
systems. An example corps was assumed and used for
quantitative analysis. This is described, followed by a
baseline of ATM Forum standards forming a solution.
Finally, the extent to which the solution satisfies the
tactical network requirements is indicated.

The example corps may be viewed as representative of a
large UK deployment in around 2005. The example
corps assumes over 120,000 personnel, consisting of
some combat and some support divisions. Each division
has brigades, each brigade has battle groups (BG) and
each BG has companies (coy).
Each BG has equipment acting as data sources and/or
sinks. These might include:
equipment (ESM
unattended tactical sensors)

*

PNNI Edge-Based Rerouting Extension as defined in
BTD 1.03 [5]

* PNNI Mobility Extension as defined in BTD 2.03 [6]
a ATM Security Specification vl.0 (draft) [7]

Example corps

"* Sensor

WATM
[
Capability Set 1 as laid down in BTD 1.09

equipment,

e PNNI Secure Routing Addendum as defined in BTD
2.00 [8]
e UNI Signaling 4.0 Security Addendum [9]
e PNNI Version 1.0 Security Signaling Addendum [10]
The study assumed the use of a directory service, either a
standard such as X.500 or, possibly, a proprietary service
developed with an understanding of land-based tactical

radar,

naming.
The PNNI peer group layout is shown in Figure 6. It

"* Sensor vehicles (air and ground reconnaissance

comprises 3 levels: one peer group at the top, 1 level-2
peer group in the Rear Battle Area (RBA) containing a

vehicles, unattended airborne vehicles (UAV))
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satellite-based
trunk node

Figure 6 - PNNI
peer group layout

peer group

trtrun

satellie-base
nodes

peer groups in the Forward Battle Area (FBA) each
containing a mix of around 40 HQs and trunk switches.
Each HQ is a level-i peer group and in terms of PNNI
routing appears as a single switch to other HQs and trunk
switches. Other PNNI variables, such as thresholds for
advertising changes in available bandwidth across links,
were assumed to be their default values,

product from a particular vendor, but it is not po'ssible to
be certain of this until the standard is stable and product
information is available. The key problems to be solved
are:
*Sycrnstoofepias
Sycrnstoofepias
e Finding alternative replicates after loss of access to
primary replicate

Extent of satisfaction of tacticalrequirements

*

mix of around 40 HQs and trunk switches, and 4 level-2

Transparency of
satisfied, however:

mobility The

requirements

Re-establishing authoritative information following
merger of network fragments

are

" Directory database access requires support by the
This is not
user and/or application software.
considered onerous because it is done, for example,
by Internet Web browsers which use DNS to convert
URLs to IP addresses.

"* The PNNI source route imposes a limit of 20 nodes
at each level of the PNNI hierarchy. Normally this is
not a problem, but it would be a problem if the
network was damaged to such an extent that routes,
after allowing for the PNNI peer group structure,
exced ths legth.Prioritisation
"* Legacy switches must run PNNI Vi . (or later) for
compatibility with mobile ATM.
Network tolerance of fragmentation The COTS
standards are unlikely to support the necessary
replication of the critical location and authentication
databases. It may be that a solution can be identified to
this problem, possibly using additional features in a

Note also the following:
A network fragment cannot operate unless it has at
least one replicate of the directory, location and
authentication databases. This can be mitigated by
careful network design.
* It is important that applications are designed to avoid
too frequently repeated connection attempts as this
could cause a high signalling overhead.
Graceful degradation Graceful degradation is provided
by the prioritisation and pre-emption mechanisms when
supported (see below).
*

and pre-emption Prioritisation and preemption are not supported by the standards analysed but
the ITU and ETSI are working on these features in ISDN
[11I] and GSM [ 12]. Although each connection can be
assigned a priority by extension of the signalling
protocol, pre-emption is problematic. The decision to
pre-empt is taken at each switch, and must be taken by
all switches in the path. If pre-emption is refused by a
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downstream switch due to the absence of resources in
use by lower priority calls then reservations already
made
willonhave
to becalls
relinquished.
Added
to this, the
decision
which
to pre-empt
is complex
deciionon wichcall
topre-mptis cmplx differences in call bandwidth as well as priority lead to
trade-offs between one call and another set of calls of
lower bandwidth.
Scalability
The requirements
are satisfied for
SuaaoititysThe
requirexments arepsisfhed
f networks
netorks
I

There is spare capacity in order that the connections
can be re-routed
Link failures A fast failing/recovering link could cause
a high management overhead so requires closing down
ai management oehaddso reqes clingtdon
by management. An additional management application
would be required to do this.
Handover The network overhead due to handover is
calculated to be acceptably low - less than 10% of the

up to the size of the example corps. The PNNI peer
group structure is needed for routing information
summarisation but partitioning of directory, location and
authentication databases are not required.

cpct

Radio silence Full support for radio silence by COTS
products is not expected. Power saving features are
common, but a full listen-only state, with no possibility
of location updates whilst the network continues to
transmit unidirectional traffic to the terminal, is unlikely.
Radio silence could be added to an existing product as an
extension, controlled by management or proxy
signalling.
External gateways External gateways are supported.
Communication with an external PNNI network is
seamless,
and via
in non-PNNI
future tunnelling
options may exist to
communicate
networks.
Switch installation A switch can be installed while the
network is operational. After authentication, PNNI.
enables routing data exchanges to make the switch
known to the network and vice versa. It was estimated
that
this process would typically complete within 20
seconds,
Switch loss and survival of the network Users
connected to a switch in a non-redundant manner will
obviously be impacted by switch loss. Connections
broken as a result of a lost trunk switch can be rerequested, either by hard EBR or by the application
software. Unfortunately this can cause a high peak in
signalling traffic when a large number of connections
attempt to reconnect simultaneously, and this is made
even worse by crankback (a PNNI mechanism for trying
alternative routes in the presence of congestion) due to
the possibility of several connection requests selecting
the same resources. It may be that the problem can be
reduced by careful sequencing in EBR and/or random
delays in the application software.
Switch relocation Non-operational mobility will be
possible when means are specified in the standards to
trigger soft EBR. These could be either by management
or signalling, although the latter is preferable because
signalling normally has a smaller network overhead than
equivalent management operations.
More significant changes to the standards are necessary
to support operational mobility but, in principle, soft
EBR could be used provided:

*

fec M/ rn ik
y
Further work is in progress within WATM to ensure that
QoS is preserved in the new connection segment
following handover.
Multicast and multisource Multicast and multisource
are not supported by the current WATM work, and
neither is multicast over the air supported by ETSI
BRAN.
However, these features are becoming
increasingly important for other COTS standards such as
conferencing and MPLS
(MultiProtocol Label
Switching). Future support is anticipated.
Note that multicast and multisource can be replaced by a
set of unicast connections when resources permit.
Routing The PNNJ routing overhead was estimated to
not exceed 10% of the bandwidth of 2Mb/s
trunk links
with the configuration variables set to their default
values. These include thresholds for advertising changes
in available bandwidth across links.
Link
Errorlink
Rate
Parameters
ATM standards
do
not treat
error
rates as The
a signalled
parameter.
Instead the approach is to treat link error rates
as a
network-defined property, and remove links from service
if they cannot offer the intended reliability. Extensions
to the signalling standards would be necessary to satisfy
this requirement.
Addressing Addressing by name, role or terminal
number is achievable with the assistance of directory
services, currently under development at the ATM
Forum.
Location management Location management is
provided and the overhead is a small proportion of the
link bandwidth. Call setup times are estimated to be
increased around 50% due to location management.
Location database replication introduces the problem of
synchronisation. Lack of synchronisation will result in
failed calls.
It is considered unlikely that it will be possible to inhibit
location updates in COTS equipment to support the radio
silence requirement.
Authentication management The ATM Forum are

addressing authentication in their Security Specification
[7] and in secure PNNI routing [8] and signalling [9,10].
In addition, WATM are developing a specification for
authentication of a mobile terminal to the network and
SThere is advance warning before links becomehandshake.
unavailable
vc esetiiga3wyhnsae
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Management requirements Most of the management
requirements are satisfied provided all equipment has the
full standard MIBs, including RMON in the switches.

[4]

Wireless ATM Capability Set 1 Specification Draft
ATM Forum document ref: btd-watm-01.09
October 1998

7.

[5]

Edge-Based Re-Routing for Point-to-Point
Connections
ATM Forum document ref: btd-cs-pnni-reroute01.03

[6]

PNNI addendum for Mobility Extension
ATM Forum document ref: btd-ra-pnni-mobext02.03

[7]

ATM Security Specification Version 1.0
ATM Forum document ref: af-sec-0100.000
February, 1999
Secure PNNI Routing, Security Addendum to
PNNI vi. 1
ATM Forum document ref: btd-ra-pnni-rsec02.00 draft
December 1998

Conclusions

COTS ATM technology is well supported by many
vendors. It is becoming well tested, is available at a
good price-to-performance ratio compared with nonCOTS solutions, and is future proof - the technology will
exist for a long period and is likely to evolve in
functionality and performance.
However, the full requirements of land-based tactical
networks are not yet satisfied, though standardization
Location, directory and authentication
continues.
databases, when eventually implemented, are unlikely to
satisfy the full requirements, especially for replication at
different sites. Even with extensions, they are unlikely
to be as robust as a flooding-based solution, although
they will scale better. COTS standards do not support
radio silence.
Although re-routing standards are being developed, there
are none as yet for triggering the re-routing, nor for
sequencing the re-routing to reduce overload. Further
development of COTS standards in this area may be
beneficial. In addition, there are no standards yet for
operational trunk switch mobility, but again it may be
possible to develop COTS standards in this area.
Multicast and multisource connections are not currently
supported by WATM, although there are prospects for
future standardisation. Standardisation of priority and
pre-emption is progressing, although pre-emptive routing
in multi-service networks presents many challenges.
Link error rates are not treated as signalled QoS
parameters by COTS standards. WATM still has much
work to carry out in the area of authentication.
It should be noted that the majority of the issues are not
specific to ATM and indeed apply to most technologies,
even those developed specifically for military
applications.
8.
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Proposed Concept for a Non-LOS Tactical Wireless LAN
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SUMMARY
New concepts for land warfare and the increasing use of
civilian computer and communications systems are
leading to a demand for more bandwidth on the
battlefield. The introduction of dispersed command posts
with WLAN interconnection is a tough challenge for
communications systems designers, especially when
combined with a requirement for mobility and ease of
operation. SHF-systems to be used in forest terrain will
need high antenna masts or must try to overcome the
large propagation loss caused by vegetation. We are
investigating the possibility of operating a high-capacity
SHF-based LAN-system for dispersed command posts in
typical Norwegian terrain, allowing for line of sight to be
obstructed by vegetation.

Taking into account the requirements for bandwidth, the
potential problems of radio communications is range and
the threat from electronic warfare (EW). Considering the
general technological move towards higher frequencies,
the EHF band is very promising for short range systems
within line-of-sight (LOS), with 60 GHz offering
exceptional electronic protection measures (EPM) for
local area systems, due to the strong oxygen absorption.
But the use of EHF band requires strict LOS conditions,
at the sacrifice of mobility and easy deployment in forest
terrain.
At FF1 we have studied different radio LAN concepts for
the past years. Our goal is to be able to provide high
capacity radio communications with a range of a at least
300 m allowing for vegetation to block absolute line-ofsight.

1 BACKGROUND
2 PROPAGATION MODELS
The introduction of new command & control information
(C21) systems for tactical land forces is accompanied by
an increasing demand for communication capacity. In
addition, the growing use of commercial hardware and
software products - designed for 10/100 Mbps or more
local area network (LAN) environments - in tactical
systems, contributes to this increasing demand. This is
assumed to affect both local area (command post)
communications as well as wide area (trunk)
communications in the near future.
One of the lessons learned from the Gulf War was the
growing threat from precision weapons. This may well
affect the command posts (CPs) of tomorrow. One
alternative to meeting this threat is the introduction of
dispersed command posts. With a distance of a few
hundred meters between the different cells (vehicles) a
single precision weapon or artillery attack is less able to
set the whole CP out of operation. The desired distance
between cells in a dispersed CP is about 500 m, with a
minimum requirement of 300 m. Such a dispersed CP
makes new demands to the communication system. The
use of optical fibre increases the time required to establish
and move/re-establish a CP, but gives sufficient
bandwidth. Radio communications, although being able
to offer less bandwidth, give a greater flexibility in
deployment and increased mobility.

A number of propagation models have been developed,
and some are also suited for the prediction of the
propagation loss experienced when microwaves
propagate through vegetation. ITU-R has proposed a
model [1] which is valid for the frequency range
200 MHz to 95 GHz at vegetation depths up to 400 m.
L = 0.2f

0 3

.

d° 6 ,

(1)

where f is frequency in MHz and d is distance in meters.
This model is assumed to be inaccurate at microwave
frequencies as it is based on measurements carried out
mainly at UHF. Weissberger [2] has proposed a slightly
modified model.
L = 0.187f

0 28 4

_

d°0588

(2)

Al-Nuaimi and Stephens [3] have presented another
modification to the UTU-R model based on
measurements at 11.2 and 20 GHz. This latter model, the
fitted ITU-R model (FITU-R), distinguishes between two
different foliation states: in-leaf and out-of-leaf.
Linqteaf= 0.39f°' 39 d°025

(3)

Lout-of-leaf = 0.37f 0 1 8 d 0 5 9

(4)

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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All four models are plotted in Fig. 1 as function of
frequency at our minimum required range of 300 m. The
free-space loss is included as a reference. We see that
there is a large discrepancy between the different models,
with the UTU-R model predicting the highest attenuation
at all frequencies. Note also that the FITU-R model is
probably not suited below 8 GHz where the in-leaf and
out-of-leaf curves intersect (at 300 m distance).
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Fig. 2 Total attenuation at 300m distance, and the loss
limit for a multi access system with omnidirectionalantennas.
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3 PREVIOUS WORK
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At FFI we previously studied the possibility of
developing a multi access system in the 2.4 - 2.5 GHz
IMS-band. Such a system offers the necessary range for a
wireless LAN (WLAN), as will be shown below, and
supports mobility. The work was not carried further due

Frequency (GHz)
Fig. 1 Vegetantion eu
at 300m distance as a
function offrequency.
For a system with antenna gains Gtx and Grx, output
power Pt, and a receiver sensitivity Prxmin, the maximum
allowed propagation loss is given as:
L.a = Pt + Gtx + G,

-rxmin

(5)

An affordable and technically realisable system with
omnidirectional antennas might have the following
parameters: Gtx = Grx = 7.5 dBi, Ptx = 30 dBm and
Prxmin = -9 9 dBm (for a link of 1 Mbps). This gives
L. = 144 dB, which must be used to fight both the
ordinary free space loss as well as the vegetation loss,
ignoring other effects such as diffraction and
precipitation. Combining free space and vegetation loss
in Fig. 2 we see that a range of 300 m (our minimum
requirement) is unattainable at frequencies above
approximately 3 GHz, even with the most optimistic
vegetation loss model.
Often, even higher data rates than 1 Mbps are desired for
several command post systems. And for a military
communications system EW capability is usually
required, adding additional bandwidth requirements. As a
result, it may be difficult to find sufficient bandwidth for
a military radio LAN without moving to higher
frequencies.

to the shortfalls of this concept regarding capacity and
lack of both LPI (Low Probability of Intercept) and antijam performance.
During the study we performed several measurements of
the propagation loss in this frequency band [4], [5]. A
large part of these measurements focused on foliage loss
in different types of vegetation (deciduous and mixed
deciduous/conifer forest). Some of these results are
plotted in Fig. 3, together with model predictions. We see
that our results are well below the predictions of ITU-R,
but are comparable to the predictions of Weissberger,
even though the measurements seem to be systematically
lower than the predictions. One possible reason for this
discrepancy is that the measurements are performed in
natural forest where you will find large variations in the
foliage density on a random section, while the predictions
assume a constant high density.
Fig. 3 includes two limits. One of them is the estimated
theoretical attenuation limit of the affordable and
technically realisable system mentioned in the previous
chapter. The other limit is that of a civilian COTS
product - a DS SS WLAN according to IEEE 802.11
which will be discussed in the next chapter. We see that it
should be possible to make an omnidirectional WLAN in
this band which will have a range of 300 m or more in
typical Norwegian forest (assuming only vegetation to
obstruct line of sight). But such a system may not operate
within the above mentioned IMS-band without violating
the regulations regarding output power.
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For the civilian market there is a growing range of
WLAN products, primarily intended for indoor
environments. The IEEE 802.11 standard is based on
spread spectrum (SS) techniques, but allows two different
physical layers for radio: frequency hopping (FH) and
direct sequence (DS). The direct sequence choice seems
to be the best one for use in an outdoor environment with
vegetation blocking direct sight between the network
nodes, as it can tolerate a larger propagation loss
(typically 10 dB above FH).
The IEEE 802.11 standard has no error correction
included, making the systems very vulnerable to fading
channels or marginal radio conditions. With increasing
bit error rate the re-transmission of all erroneous packets
will soon reduce the effective system capacity to an
unacceptable level. The standard also has a very limited
relaying capability as only the base station may relay,
allowing a maximum of two radio hops.
In cooperation with Thomson-CSF Norcom we have
performed some initial tests of one of these candidate
WLAN products in Norwegian forest terrain [16]. The
primary goal was to reveal the practical range in such
outdoor environments. The measurements turned out to
be in very good accordance with the predictions of
Weissberger (see Fig. 3). Our measurements determined
the practical range limit to be about 100 - 150 m, which
makes such systems unsuited for use by dispersed CPs in
forest terrain. A modification of such products to meet
our requirements may turn out to be very comprehensive
and expensive, thus impairing its greatest advantage - the
very low cost of procurement.

Users within one cell (typically a vehicle) may for

instance use a standard LAN product (e.g. Ethernet) for
user access to the communication system. For inter cell
communication (between vehicles) we propose a system
where the cells are connected by point-to-point
links. Such a communication system is
very consistent with the architecture of ATM
(Asynchronous Transfer Mode) which is a prime
for switching in future military communication
systems. As mentioned in chapter 2, high user capacity
requires the use of higher frequency bands

experience a greater attenuation from vegetation

and precipitation. At the same time, deployment in forest
is unavoidable, and even desirable due to its camouflage
effect. Due to the attenuation this normally leads to a
requirement for line-of-sight (LOS), usually achieved by
the use of high antenna masts.
We propose links to use radio transmission in the medium
to upper SHF band. In order to support flexibility in
deployment and to reduce the time to deploy and move
command post cells, we intend to avoid the requirement
for line of sight. The greatest uncertainty of our concept is
whether the necessary distance between cells may be
supported, due to the large anticipated propagation loss
with radio links traversing great vegetation depths. The
idea is to try to overcome the attenuation by using high
gain! narrow beam antennas. For the measurement
system/prototype these antennas are parabolic, but other
antenna concepts may be more appropriate for a final
system.
Using some data from our COTS-based measurement
system, we find that a possible communications system
might be realised with the following parameters: Antenna
gains of -33 dBi, output power of at least 25 dBm and a
receiver sensitivity of -90 dBm for a 10 Mbps system.
This gives an attenuation limit of about 180 dB. Fig. 4
gives the model predictions for a system range of 300 m.
From the estimated system limit we see that frequencies
above 15-20 GHz are not suited if these models are
reliable.
The primary aim of our present study is to determine
whether a WLAN system based on directional antenna
links may reach the required range of at least 30 Om in
various Norwegian forest *terrain, operating in the
frequency band above 10 GHz. Fig. 4 may indicate that
this is possible, at least if the average foliage density of a
link turns out to be lower than that assumed by the
prediction models. Previous measurements at 2.5 GHz
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have implemented a partly automatic way of doing this in
our measurement system.
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A system operating within forests may experience a link
loss varying from low to very high values. This should be
exploited by constantly adapting the link bit rate to the
available radio link quality, employing a number of
different modulation and error correction techniques.
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6 PROPAGATION MEASUREMENTS
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The three different vegetation loss models from chapter 2
are plotted in Fig. 6 for 18 GHz and Fig. 7 for 38 GHz.
-rlJ-R

Fig. 4 Total attenuation at 300m distance, and the loss
limit for a point-to-point system based on narrow
beam antennas.
may indicate that such is the case. Also, none of the
propagation models have been verified for vegetation
depths over approximately 150 m. All this indicates a
great uncertainty and our proposed concept needs further
investigation into foliage attenuation before concluding
on its potential applicability.
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We also want to investigate the possibility of operating a
link by pointing both antennas above the target. As
indicated in Fig. 5 we intend to reveal whether a lower
total attenuation loss under certain conditions may be
achieved by aiming an angle upwards. This gives a
shorter foliage depth, but introduces a large loss due to
the (two) diffractions required.
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Fig. 6 Predicted total loss at 18 GHz. The two dashed
lines indicate attenuation limits for our measure-
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level.
One drawback of a link-based system vs. a multi access
system with omnidirectional antennas is that each cell
(vehicle) must be equipped with at least two transceivers
to constitute a network (unless allowing for a base station
concept), thus increasing the cost. Another practical
drawback it that the antennas must be directed towards
each other with large precision as the beam width may be
very small in order to achieve the required gain. One
possible solution will be mentioned in chapter 7, as we

Fig. 7 Predictionmodels for vegetation loss at 38 GHz.
These are the two frequencies we have selected. This
selection is partly justified by the availability of COTS
link products which would simplify our construction (and
at the same time could be reused for future purposes). The
other justification is that the availability of bandwidth
requires the move to frequencies above 10-15 GHz. In
addition, the EW-protection generally increases with
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frequency. The 38 GHz choice is most likely unusable for
our system, but we wanted to contribute to the research
on foliage loss at higher frequencies. We chose to use
narrow beam antennas in order to be able to perform
measurements at greater foliage depths than previous
known measurements.
With our measurement system we expect to be able to
register total propagation losses up to about 210 dB at
18 GHz (190 dB at 38 GHz). From the models we find an
anticipated measurement range from 200 to 400 m at
18 GHz, and from about 100 to 200-300 m (depending on
foliage state) at 38 GHz. But the predictions disagree
largely, and the models are not supported by previous
measurements combining such high frequencies and
foliage depths.

search a certain sector (both in azimuth and elevation) to
find the (strongest) signal.
With a 2-axis electrical rotor to control the antennas this
process takes a number of seconds. The process may be
speeded up using phased array antennas. Also, the use of
such antennas will reduce the need for mechanical
antenna adjustment and will be able to quickly
compensate for vehicle motion which otherwise could
cause link dropout. A small study on phased array
antennas for our application has been performed by
SINTEF Telecom and Informatics [7]. The conclusion is
that it is possible to realise such an antenna, with many
technical and practical advantages, although the cost may
be too high. Depending on extended commercial use of
such technology the cost may fall in the future, making
use of such antennas more feasible for our purpose.

A series of field measurements are planned in Norwegian
terrain with different vegetation, both conifer, deciduous
and mixed forests. We intend to measure at different
weather conditions and seasons, considering the effects of
precipitation in the air as well as rain, snow and foliage on
the trees.

A

In addition to measuring the propagation loss using
narrow band transmission we intend to perform some
wide band measurements to study not only the mean
attenuation, but other statistical parameters such as the
fading characteristics and the delay spread. For this we
will use a channel sounder with a bandwidth adjustable
up to 200 MHz.
Due to our use of narrow beam antennas we expect to find
a flat and fast fading channel, at least at bandwidths
below 100 MHz. Since future WLAN system probably
will have capacities limited to 34 Mbps, wide band
measurements will primarily be performed at a
bandwidth of around 30 MHz. This gives a maximum
propagation loss of 175 dB at 18 GHz (155 dB at 38
GHz). According to the models we should be able to
perform wide band measurements at foliage depths of
about 150-300 m at 18 GHz (Fig. 6) and 100 m at 38 GHz
(Fig. 7).

Fig.8 Our equipment mounted in an old military allterrainvehicle (Volvo) - exterior view.

F

7 MEASUREMENT SYSTEM
A large effort has been put into the system in order to
achieve a high degree of automation. With narrow
antenna beams (1-2 degrees) and line of sight obstructed
by vegetation, a system for automatic antenna positioning
is required. Based on compass, Global Positioning
System (GPS) for precise positioning and inclination
meters for compensating non-levelled vehicle/antenna,
the system is able to point the receiver antenna towards
the transmitter antenna (and vice versa). But to
compensate for a limited accuracy the system will have to

Fig. 9 An interior view from our RX measurement
vehicle.
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Fig. 8 shows a photo of one of our two measurement
vehicles. On roof top we see a generator (220V), a
magnetic compass and an electrical rotor with two
microwave units with antennas

Microwave

Fig. 9 shows the interior of our receive vehicle, but
without the channel sounder to be mounted in the front
rack for wide band measurements. Fig. 10 shows the
outline of our measurement system with all major
components.
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Fig. 12 RF-partof measurement system - RX vehicle.
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Fig. 10 Schematic view of the measurement systems.
Fig. 1 and Fig. 12 show the RF parts of our measurement
system, both for the transmit and receive vehicle,
Csome

Fig. 11 RF-partof measurement system - 7X vehicle,
The process of pointing the two antennas towards each
other is not an uncomplicated process. Since the
vegetation will be blocking for visual contact, other
methods must be used. First, the approximate direction
must be calculated based on information from GPS and
compass and information on the position of the other
vehicle. In case the vehicle is not positioned horizontally
we also use information from the two inclinometers to
compensate for this. With a limited accuracy of both GPS
(military, but not differential) and the magnetic compass
we may not achieve an overall accuracy that matches the
antenna beam width. Due to this, there is a need for both
vehicles in turn to scan a larger angular area to locate the
strongest signal.

8 RESULTS AND CONCLUSION
The discrepancy between the different propagation
attenuation models is rather large. In addition, the models
have not been verified for the combination of high
frequency and large foliage depth that we require. Due to
this, we found it necessary to perform our own
propagation measurements to determine whether or not
our proposed WLAN concept is worth further attention.
At the time of writing (end of May 1999) our
measurement field campaign is about to start and no
results are yet available. But we hope to be able to present
preliminary results at the conference.
According to both [2] and [3] we expect to find results
that give a smaller attenuation than that indicated by the
ITU-R model [I]. Also, if the results of [5] may be
extended well above 2.5 GHz, we hope to find results
indicating that even the Weissberger model is too
conservative for our purpose in Norwegian terrain. In
addition to measurements of the mean attenuation, other
statistical parameters of the channel will be evaluated,
such as the fading characteristics and the delay spread.
With a wavelength the size of leaves and sprigs we expect
to find a fast fading channel, even at calm days.
Based on the assumption that the measurements indicate
a usable system link range of 300 - 500 m we may state a
preliminary conclusion: The military requirements for a
command post communications system (LAN) probably
are best met by two different systems, unless considering
other concepts based on airborne (or satellite) relays. The
most mobile users will have to confine with systems in
the UHF or lower SHF band with a data rate (well) below
1 Mbps. But with omnidirectional antennas such a system
offers high mobility combined with an acceptable range
(typically 1 - 2 km at a data rate of approximately
100 kbps). Users requiring higher data rates are well

25-7

served by our proposed system based on directional
antennas at 10-20 GHz, offering several Mbps but
supporting lower mobility. In addition to WLAN, much
of the concept may also be applied to LOS links for wide
area system, and a combined system is not unthinkable.
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Abstract/Summary
Spread spectrum techniques are one of the primary
technologies that have driven the proliferation of
radio (or wireless) communications. However, these
spread spectrum techniques were originally developed for overcoming
noise/interference effects.
Subsequently they were the enabling technology of
for space communications providing processing
gains essential for long distance space communications. More recently these techniques have provided, and continue to provide, one of the essential
ingredients for the proliferation of mobile and
multiple-access communications.
Shannon's fundamental work laying the foundations
of information theory has as the comner-stone spread
spectrum theory and we will first cover briefly
bandwidth expansion bounds for spread spectrum
systems derived from Shannon's capacity limits,
These show the exponential improvements possible through expanding the bandwidth of a baseband signal for transmission. In spite of the fact
that they do not provide any hints on how that could
be achieved, these results are significant for testing
known systems. An interesting conclusion from
these is that, for example, single-side-band suppressed carrier system's are optimum from this
perspective.
There are many electromagnetic propagation related
effects; reflection, diffraction, scattering, multipath,
large & small-scale fades, delay spread effects,
These effect all radio/wireless communications
and specifically mobile links (=at least one end of
the link is rapidly deployable and/or moving). With
mobility additional issues also arise from limitations in antenna size, pointing stability if directionality is required, absorption/scattering effects
in forest/foliage, extreme changes in local ground

conductivity conditions, characteristics of the mobile platform/vehicle,... etc. Spread spectrum
techniques, in general, reduce the detrimental effects of most of these, to some degree, through
primarily the averaging effects inherent in the use
of a large bandwidth for transmission. Some these
will be exemplified and elaborated in the context
of tactical/mobile radio systems, including conventional frequency hopping systems and such
systems as JTIDS, GSM, TETRA, Iridium,
wireless LANs,

Itouto
The first "spread spectrum concept" is generally
credited to Armstrong for his frequency modulation invention in the thirties. The idea that one
would intentionally increase the frequency spectrum
of a signal was considered "strange" at the time
but eventually the wisdom was recognized. Some
authors use the term "spread spectrum" to refer
only to digital coded spreading techniques. We
will use it generically to any system that increases the bandwidth of the information signal for
transmission. Spread spectrum techniques were
originally developed for overcoming noise/ interference effects. Subsequently they were the enabling
technology of for space communications providing
the large processing gains essential for long distance space communications. More recently these
techniques have provided, and continue to provide,
one of the essential ingredients for the proliferation
of mobile and multiple-access communications.
Shannon's fundamental work laying the foundations
of information theory has as the corner-stone spread
spectrum theory and this will be covered briefly
first. These indicate the exponential improvements
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possible through expanding the bandwidth of
baseband signal for transmission.
Shannon: Bandwidth Expansion
Improvement'

for

a

SIN

Claude E. Shannon, with his classic work in the
fifties, not only laid the foundations of what we
now call "information theory" but also illuminated the way for many related technological innovations. One of the most important of these is related to his well known capacity theorem which
basically states that, for a given channel, a coding
scheme exists such that information can be transmitted with no errors if the transmission rate is
below the (Shannon) capacity. From this fundamental result we can derive a relationship between
bandwidth expansion and signal to noise ratio
(S/N or SNR) which has subsequently formed the
basis for spread spectrum implementations. Although as mentioned above, others before advanced
the idea that S/N improvement can be obtained by
intentionally expanding the transmission bandwidth
of a system, it was his fundamental mathematical
analysis that really set the stage. Derivation of
these results is quite simple (based on the assumption of additive Gaussian noise as disrupting
effect of the channel) by considering the capacities of two channels with bandwidth fs for the
information signal and BW for the transmission
channel. The resulting relationship is as follows and
is shown in Figure 1.
tI + SNRi Ir
L
=-I +
f, ]we
B 1Scharacters
= [I + SNR'i /,v]'

_-1

Where SNRo is the output signal to noise ratio,
SNR, and SNR'i are the actual and normalized
input signal to noise ratios and 7 the bandwidth
expansion factor (BWEF) B/fe , with f. denoting the information signal bandwidth and B
denoting the informatiossignalbandwidth. W
ld
B
denoting the transmission bandwidth. We should
note the exponential improvement with BWEF.
From Figure 1 we note the extremely large possible improvements of output S/N ratio as the

bandwidth expansion factor is increased for the
same input S/N. For example we note that for a
BWEF of 20 (top dotted curve) we can have a
system that would provide an output S/R of 30
dB (1000 times) for an input S/R of 0 dB (1).
It should be noted that this result is an "existence"
proof just like the Shannon capacity result on
which it is based on; it simply states that such an
improvement with bandwidth expansion is possible
but does not indicate how that can be achieved.
However, with the passage of more than forty
years since the original publication of Shannon's
results and enormous developments in information/coding theory, we are now in a position to
construct codes that approach very closely the
Shannon Limit and therefore the improvements
shown in these curves.
There is a simple intuitive explanation for this improvement for the direct sequence spreading (DSS,
also called DS-SS) case. With DSS, to increase
the bandwidth of a low data rate signal we multiply
it by a high rate code or chipping signal. Take for
example the information space as 8 bits (i.e. 2'
= 256 symbols as for example in the ASCII set);
we spread each symbol, when transmitting, to 16
chips with a suitable code, doubling our bandwidth.
There are 216 = 65536 code words of length 16,
of these only 256 correspond to the symbols of our
alphabet. By choosing this very small set of 256
codewordg (0.4 %) from the large space of
65536 judiciously, i.e., well separated in code
space (= large Hamming distance), our correlator
receiver can tolerate a lot of errors and still decide on the correct received symbols. Note that
could add another orthogonal symbol set of 256
and still only be using 0.8 % of 16
2
is the basis
code divicodewords.
bit/chip
sion
multiple
access This
(CDMA)
whichforis intimately
related to Shannon's results. In practice, expansion
factors used are usually even greater. For example
in the Joint Tactical Information Distribution System (JTIDS) in use with all AWACS/NAEW
aircraft and related ground systems since mid
eighties (and soon to be introduced into other platforms), the DSS expansion is from 5 bits to 32
bits/chips. The system also provides up to 128
different orthogonal CDMA nets (alphabets of 5
bit codes). This corresponds to
2
211-

2

This section of the paper is from a presentation by the
author at the AFCEA 1997 Ankara Conference

,Chip" is normally used for bits in actual tran-

smission and "bits" for symbol alphabet, but they are
also used interchangeably. The context should clarify.
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2048 which is < 0.00005 % of all possible 32
bit/chip sequences. The Global Position System
(GPS) implements such a large level of DSS that
signals 30 dB below noise level can actually be
utilized. All space communications are also based
on these DSS techniques where spreading factor
even larger are used in communications with spacecraft exploring the solar system.

Direct Sequence
Hopping

Spreading and Frequency

Direct sequence spreading (DSS) and frequency
hopping (FH) are the two basic methods of expanding the bandwidth of an information signal.
Both techniques, individually and together provide
significant advantages from the viewpoint of propagation in mobile scenarios. Great majority of multipath effects are relatively narrow-band and both
these techniques can greatly reduce their effect.
Frequency hopping has an additional advantage that
may sometimes be useful; if the frequency separation between hops is sufficiently large it can provide
improvements that are due to the "frequency diversity" effects.
Hybrid systems which combine the two also exist
(JTIDS) and much current work in ongoing in this
area. The results presented above are, strictly
speaking valid only for the DSS case. With pure
FH a basic narrow band signal is hopped over many
frequencies to gain multiple access facilities and
some advantages against interference, jamming.
DSS was affordable only for expensive space and
military applications until recently due to the costs
of high-speed correlator receivers. With the PC
revolution driving the technological developments
required by the market place this is no longer true
and correlators for many hundreds of megachip
rates are now readily available. Digital signal
processing (DSP) chips have also improved tremendously so that such correlation operations can
be easily implemented. DSS has one significant
disadvantage and that is the near-far problem in
the CDMA application. In order for a correlator
receiver to work efficiently the received signals
must be approximately the same level. A strong
signal from a nearby transmitter, even though it
does not have the correct spreading code for the
receiver net in question, can swamp the desired
signals. For this reason, CDMA applications for

mobile operation must have some sort of power
management (also called
dynamic power control/management DPC/M) for satisfactory service. This added complexity is the primary cause
of the continuing debate comparing time division
and code division multiple access (TDMA/CDMA)
technologies. TDMA is simpler to implement as it
does not, from a receiver operation viewpoint, require dynamic power management but has a lower
theoretical capacity. However, DPC/M eases
frequency reuse, lowers hand-set power requi-rements (something TDMA systems also have to do
to make efficient us of small batteries) and improves privacy by setting the power levels to that
required for a good performance and no more.

Propagation Mechanisms
There are a number of basic electromagnetic energy propagation mechanisms. Spread spectrum
techniques reduce/remove detrimental effects that
can exist in most of these as we shall discuss.
a) Free space propagation (perfect line-of-sight LOS)
b) Surface wave propagation (energy follows a
surface which has some conductivity e.g. sea
water)
c) Reflection (propagating waves impinge on objects that are much larger than the wavelength ionosphere, land masses, mountains/hills,
buildings, walls, ...
d) Diffraction (radio path obstructed by a surface
with sharp, irregular edges - waves bend around
even with no LOS)
e) Scattering (objects smaller than the wavelength
- foliage, fence/lamp posts, .... ) Also troposcatter, meteor scatter and ionoscatter phenomena which generally result from natural
phenomena (man-made ionospheric heating is
an exception).
When at least one end of the radio link is moving
we then also have effects due to the changing nature of the path. In fact, even when both ends are
fixed there are many similar effects due to the
movement of electromagnetically significant elements in the path such as the ionosphere, meteor
trails, airplanes, trucks, cars, foliage movement in
wind .... etc. In general when mobility is involved
the channel can vary greatly with time and loca-
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tion resulting in very complex propagation modes.
There will be significant multipath effects due to
signals travelling over differing paths (also multipath scattering from relatively nearby objects) and
many other shadowing, diffraction and attenuation
effects. These can result in large and rapid fluctuations in the received power levels. These fluctuations can also be described as fast fading although
this term is more appropriately used for long distance, for example ionospheric multipath effects.
Random frequency modulation due to varying Doppler shifts over different multipath signals and time
dispersed versions of signals (echoes) are some
other significant phenomena that must also be taken
into account. Spread spectrum techniques, especially when combined (DSS & FH) are highly effective for overcoming most of the detrimental effects of the above.
The ranges over which the delays of the multipath
signals occur are termed delay spread, Figure 2.
In a typical mobile cell-phone (e.g. GSM) scenario the delay spread can range from about 0.2
pasec for open rural areas to 4 pLsec in highly
constructed urban/city centers).
A simplified, generic look at outdoor propagation
in terms of attenuation is given in Figure 3. The
path loss between the transmitter and receiver is
proportional to the square of the distance in the
simplest free space (LOS) case and can increase
up to typically the fourth or even 4.5 th power of
the distance.
Indoor propagation 3
introduces additional attenuation and complications due to the propagation
path crossing walls, floors and scattering, ducting
effects. Path loss is in general proportional to the
distance between transmitter and receiver, number
of floors and walls the signal traverses (including
loss per wall/floor factors which may or may not be
the same), other metallic scattering/reflection effects. Some relatively simple formulas for estimating first cut path losses exists but measurements are generally necessary for good overall
system performance especially for marginal locations. The tendency to use larger powers in, for
example, office wireless LANs to get good performance has to balanced with possible hostile in-

terception threat in a nearby parking lot or other
location.
Penetration of signals into buildings (outdoor to
indoor transmission) is a complex function of many
factors; frequency, building parameters (materials,
orientation, layout, height, window area and type of
glass, ... ). Received signals generally improve with
height (assuming everything else is the same) both
due to antenna cleaqrance effects and reduction of
urban clutter at upper floors. In general, normal
glass windows offer about 6 dB less loss as compared to walls but coatings/films for security and
ultraviolet screening can reduce this figure.
People moving around in buidings effect propagation much more than in outdoors and multipath induced attenuations of 10 dB due to such indoor
movements have been measured. Overall values for
the rate of signal attenution from outdoor transmitter to indoor receiver could be between 3 to 6.5
th inverse power of distance.
Some examples of models and results will be given
in the presentation (Internet is an excellent source
for up to date information: an Altavista search for
GSM and "propagation models" results in 160
hits most of which are relevant).
Performance
As with most digital systems, the most significant
performance effects are due to fades that can induce
synchronization loss and various doppler effects.
As the on-the-air bit period approaches delay spread
error rate can increase significantly. Average duration of fades are first order function of frequency,
speed of mobile and fade depth. For example at 900
MHz (e.g. GSM) with a mobile speed of 2 Km/hr
(slow walk) and fade depth of 20 dB the average
duration of fades is typically around 25 ms, if the
mobile moves at 50 Km/hr the average fade duration
becomes around 1 ms. In general, for digital voice
communications bit error rates (BER) of 10- or
better are sufficient, for data communications 10-6
or lower, is nominally accepted as sufficient.
From electronic protection measures (EPM)4
viewpoint the two spreading techniques, FH and
DSS, have significant differences. In principle, both

3 Indoor to indoor : Both transmitter and receiver indoors or

4 We use EPM to cover both electronic counter
measures (ECM) and electronic counter counter

Outdoor to indoor: Transmitter outdoors receiver indoors

measures

(ECCM).
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about half a century ago. The two basic class of
techniques, frequency hopping (FH) and direct sequence spreading (DSS) provide significant advantages, not only in the well known processing
gain sense, but also from radio propagation aspect,
especially in mobile scenarios. The primary advantage is in terms of reducing the effects of multipath and related propagation anomalies. There can
also be some beneficial diversity effects, especially
for channels which are highly time varying and
difficult to characterize. Both FH and DSS offer
such advantages but through rather different
technical routes. Hybrid systems that combine FH
and DSS can potentially offer a wider range of advantages both in terms of overcoming propagation
anomalies and denial of service (e.g. jamming)
attacks.

force the adversary to spread the available jamming
signal over a much wider band, reducing its effectiveness. However, with FH, if the hopping rate is
slow and there are a small number of hopping
nets in a given LOS volume, following the hopping signals (per net) with narrow band followerjammers may be possible. With DSS signals it
may be possible to focus on vulnerable parts of the
signal spectrum in terms of sychronization of preambles, ... etc. However, all these complicate the
task of the adversary and in most tactical scenarios simply delaying the "denial of service" type attacks is sufficient.

Conclusions
The fundamental aspects of spread spectrum techniques originated with Shannon's pioneering work
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Radio Propagation (LOS - PCS)
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Figure 2. A representative "line-of-sight" (LOS) type scenario applicable to PCS system
in an urban setting indicating the time spreading effects of multipath. With motion
(mobiles and/or moving propagation impact elements) doppler effects can also be present.

Outdoor Propagation
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Figure 3. Typical (simplified) attenuation characteristics ranging from the
well known inverse squared free-space loss characteristics to possibly as
high as inverse 4.5th power in urban environments.
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Tactical Mobile Radiocommunications

-

A Challenge for Military Frequency Management
P. Bingel, E. Trautmann and T.J. Taylor
NATO HQ C3 Staff / Frequency Management Branch
Boulevard Leopold III, B- 1110 Brussels, Belgium
INTRODUCTION
The increasing demand for information at all levels of the military places a great demand on tactical
mobile radiocommunications and the supporting radio frequency spectrum resources. Military
frequency managers have been able to operate using agreed civil/military provisions of the
frequency spectrum in close coordination with Civil Authorities. It appears, however, that civilian
radiocommunications users are demanding more and more spectrum for high value commercial
purposes. Civilian operators have been challenging the reservation of spectrum for critical military
systems for several years- and this became particularly evident at World Radiocommunication
Conferences (WRC). The military community can expect more of such challenges in the future.
These challenges often mean seeking specific agreements for spectrum based on specific systems.
This leaves little room for new military technology growth and even less for increases in spectrum
demand to meet growing information transfer requirements. This challenge increases rapidly when
considering that efficient operations are dependent on flexibility, mobility and interoperability while
being employed across international borders. Embedded in these challenges, however, are
opportunities to counter deficient military spectrum requirements through the utilisation of civilian
commercial systems.

NATO's Military Application

weapons. These new tools are highly dependent
on access to the radio frequency spectrum to
achieve success.

The applications of North Atlantic Treaty
Organisation's (NATO's) military force both
today and for the 21st Century are defined. The
threat of Global Warfare has diminished,
Although collective defence against an attack on
any Alliance member remains NATO's core
mission, the potential to conduct Peacekeeping,
Peace support and other non-article 5 military
commitments has expanded and is a lot more
likely. The difficulties in the employment of
military power are compounded, as reductions
in size are actualised due to the reduced threat of
global warfare. NATO however, has developed
new doctrine and tools to accomplish its new
tasks with fewer resources. The new tools range
from the new Combined Joint Task Force
(CJTF) doctrine to new command control and
information systems and ultimately, also, to new

The CJTF is a multinational (Combined) and
multi-service (Joint) task force. The CJTF must
have the capability to exercise command and
control of any mission assigned to a unit of up to
the size of a Corps. NATO's planning calls for
the ability to employ two land component
CJTF's and one Naval CJTF simultaneously.
The "combined" challenge to frequency
management is encountered through the
coordination of frequencies across thousands of
kilometres and several international borders to
accommodate multi-access theatre-wide
operations. This challenge is further magnified
as now these combined forces are not restricted
to just NATO nations as NATO is now
"combining" with Partnership for Peace (PfP)
Nations. The challenge to the frequency manager
is evident, as frequencies that have not

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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previously been harmonised with NATO must
be incorporated into the force plan.
The "Joint" benefit of the CJTF is that it creates
synergy through the selective application in the
capabilities of the 'joining" of forces to effect
an overall greater result than the single services
could generate independently. This 'joint"
flexibility enables a commander to select more
or less of any type service dependent upon each
mission. This also places a high demand for
flexibility within the frequency manager's tools
as the radio frequency needs of army, air force
and navy components differ significantly.
It is evident that command and control, and coordination is required by the multifaceted CJTF.
The CJTF Commander is highly dependent on
seamless information flow, which in turn
enables the force to be flexible, mobile, and
have interoperability. Additionally it helps limit
own force vulnerability. Remarkably, it is
through the radio frequency spectrum that audio
and video information is transmitted in the form
of analogue and digital data, that sensors (radar)
gather new information, navigation data is
received, electronic warfare is conducted and
that weapons systems are employed,
Raio
Miitay requncySpecrum
NATOs
rqunySetu
ai
RAquiremilitars

0 Allows systems to operate in a common
framework.
* Facilitates combined/joint exercises and
training.
0 Allows allied forces to operate their
equipment on foreign NATO territories.
a Includes frequency spectrum for day-today employment, training, exercise, and
combat readiness.
0 Supports electronic warfare training
without interfering with civil frequency
applications on own or other nations
territory.
When NATO exercises or projects its military
forces,. even with the assistance of highly
sophisticated computer aided planning tools, the
coordination required for military frequency
management remains a huge task which requires
unique understanding of each service.
Army CIS planning principally addresses the
Corps level; in some cases detailed requirements
are described down to lower echelons. Tactical
and operational exchange of information
between NATO land forces and coalition or PfP?
army forces are to be based on having available
spectrum. Although the same for navy and air
force, the army communications architecture
requirements must address:

Command and Control (C2) within and
reqencraiospctrm rquiemets
Miltar
frquecy pecrum equremntsbetween NATO and PfP? forces.
Miliaryrado
have been defined to ensure NATO forces have
* Border coordination.
the capability to execute the full range of
oNon-contiguous operations.
Alliance missions. The diversity of the military
spectrum requirements provides a great
Additionally, the Air Force units accommodate:
challenge for the military frequency manager.
* Flying units such as squadrons and wings
Military requirements vary between activities
with 20-40 combat aircraft with
and countries. In some countries military
organisational and technical support
spectrum requirements may exceed those of the
required.
NATO military harmonised bands published in
0 Ground mobile air defence units,
NATO' s Joint Civil and Military Frequency
especially anti-air artillery with surface
Agreement (NJFA). In other countries, for the
to air missiles of various types and
time being, military requirements do not exceed
ranges.
the spectrum range of the current harmonised
0 Various means of air transportation and
bands defined in the NJFA. In general, the
long range logistics support.
harmonised military bands provide the common
military frequency resource which:
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Maritime forces can comprise a variety of
command, transport and warships which, in a
tri-service scenario or amphibious operation,
would operate rather closer to the shore than
independently on open sea. Maritime forces
may also add all the requirements of the air
force and army forces into their operations.
Assessment of Frequency Requirements for
CJTF
Taking into account multinational employments
of NATO and non-NATO forces, under worst
case conditions composed of two land and one
sea CJTF simultaneously. The following
standard frequency requirements are assumed
for a single CJTF:
1. To accommodate a variety of HF/short
wave communications, using a standard 3 kHz
channel with 1 kW ERP, employment of up to
800 HF channels is required.
HF frequencies used for long distances require
international registration in accordance with
International Telecommunications Union (ITU)

The standard version of CNR has a highly
mobile character with single channel or adaptive,
automated channel selection and frequencyhopping features on the basis of 25 kHz
bandwidth. In total this requirement would
comprise 1000 single radio channels.
3. CJTF spectrum is also dedicated to
support Air/Ground/Air (A/G/A) functions and
various navy communication requirements. In
NATO, these essential A/G/A requirements are
met in the first place, in the military frequency
band 225-400 MHz, also known as the NATO
UHF band. For a CJTF deployment the present
allocation which serves day-to-day training and
readiness, however, would not be sufficient to
support the additional communications
requirements
In fact, large scale air operations, even without
the incorporation of ground manoeuvre or
helicopter assets rely on the full availability of
that
harmonised
military
expansion
by civil
systemsband.
into Future
this band would
o tions.
it
s ion straiv il
severely constrain military operations.

regulations. Also protection would be desirable
under the umbrella of national civil
administrations/frequency management
authorities. However, the highly mobile nature
of the CJTF and breadth of potential force
application makes such planning difficult, as
location of system employment is seldom
predictable.
'
Further to this the availability of precoordinated, multinational frequency pools

4. CJTF operations are also reliant upon
military satellite applications. It is not difficult
to predict that the frequency requirements for
communications, navigation, identification and
intelligence satellite services are increasing
strategically, operationally and tactically in
utilisation. These systems are not only
becoming more numerous but also designed to
handle ever increasing "stove pipes" of
ton.
handled increa
specialised information.

contributes to spectrum economy and supports
the readiness of forces as well. For this purpose
nations have agreed on a common NATO HF
land pool, which provides HF frequencies for
NATO and participating Partnership for Peace
countries.

5. Terrestrial Radionavigation,
Identification and Distress and Safety functions
also exist in radio frequency spectrum ranges
that have encountered extremely high density of
use. The availability of European or NATO
wide TACAN-channels and identification
subbands (or frequencies), the unconstrained use
of the Global Navigation Satellite System
(GNSS), in particular of the Global Positioning
System (GPS; Subsystem to GNSS), the
Instrument Landing System (ILS) and
radionavigation radars cannot be renounced.

2. The second typical CJTF spectrum
requirement is in direct support of all tasks in
and around the deployment area, known as
Combat Net Radio (CNR) VHF applications,
which increasingly include ground/air
communications.
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6. The sixth CJTF standard requirement
supports radiolocation services. A considerable
number of modem radar, exist that are
stationary, mobile and airborne and use the
typical radar bands between 1 GHz and 36 GHz.
Due to the broad radio frequency spectrum
range of these systems, maintaining harmonised
military radio frequency bands without sharing
is nearly impossible. In these cases military
frequency managers must ensure new equipment
is designed and built to be flexible to regional
frequency requirements by having alternate
modes of operation.
7. The last but not least, Telemetry and
Data Link applications, such as Multifunctional
Information Distribution System (MIDS), as
well as connectivity with NATO Airborne Early
Warning, Tactical Reconnaissance Aircraft and
Remotely Piloted Vehicles (RPV) are
increasingly important for NATO air operations.
A consideration that is not directly related to the
CJTF is the incorporation of new technologies
into our weapons and weapon systems. This
enables our military forces to achieve their
objectives with minimal combat casualties and
with little or no collateral damage. With few
exceptions nearly every modem piece of
military equipment depends on access to the
radio frequency spectrum. Adequate radio
frequency spectrum usage is critical to
maintaining and improving our military
capability,
CJTF Military Requirements

--

The new technologies that are making the
modern military forces successful from the
command and control perspective are radically
different from standard military
communications. These systems require large
spectrum allocations (bandwidths) to
accommodate everything from state-of-the-art
data links to video teleconferencing capabilities.
The advantage to frequency management that
these new systems offer is that they transmit
using commercial radio frequency spectrum. As
the systems were designed commercially the
frequency management is, in general,
coordinated prior to military adaptation of the
system.
Military frequency managers must maintain as
their key responsibility, for periods while homebased, diligence towards internationally
harmonising spectrum access. When successful
their efforts will further be included in the NJFA
and the European Table of Frequency Allocation
and Utilisation and form the foundation of
NATO's position for World
Radiocommunication Conferences.
Additional Consideration
Peace Dividend

-

The Fallacy of

There is a fallacy regarding radio frequency
spectrum requirements of NATO forces. Since
many countries have downsized their forces
many people believe that proportionally less
spectrum is required to conduct operations. This
opinion is false for primarily three reasons:

Synopsis

For NATO the standard military equipment
currently in use will remain the backbone of
military operations for most of the next several
decades. This military equipment provides
everything from rapid feed back for tactical
support to logistics. System design makes them
practical for routine frequency management. In
most cases the radio frequency spectrum that
they operate under is deeply imbedded in the
traditional harmonised NATO frequency bands.
Nevertheless frequency management for these
systems, as described earlier remains a key task.

First, fewer operators do not equate to a reduced
number of systems required to conduct
operations. The draw down in numbers of
personnel is absorbed, in part by reducing the
number of personnel in everything from a
combat squad to a Corps. Although there are
reductions of total number of personnel the
number of fighting units may remain the same.
Therefore the number of radio networks required
to relay information remains the same. In the air
force this reduction can be seen in squadrons
downsizing from 18 aircraft to 12 aircraft.
However, the number of tactical
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communications frequencies required remains
unchanged.

forecast, based on sound statistics, indicates
almost an explosion of mobile communications.
It is said that within the next 3 years Global
Second, in today's military, technology is used
System For Mobile Communication (GSM)to maintain the fighting advantage with
networks will increase to 80 million subscribers
equipmen 'treplacing personnel for performing
in Europe with a further augmentation of up to
missions. These technologies, as previously
180 million subscribers by the year 2005. The
discussed, are heavily dependent on traditional
expansion of GSM is predicted to reach 700
and new military frequency bands to operate.
million subscribers worldwide within the next 8
It is obvious that these developments will
te raio requncyyears.
s thtreaon
Thir
certainly have displacement effects on the
Thicrdmreasonisethratrterdipoyfeqencyan
frequency spectrum, as current allocations for
whcand
depoymenhts
sperctrmieqied faor lharged
frmIht wich hrgasl GSM will be barely sufficient to keep pace with
bexerchisesrihaslnotmchngtaed.
the rapid growth of the subscribers. Already
beuen thisaytoricaly neemonstrated.ngis noguabl
attempts have been made to free spectrum for
so
as
n peedfrtraiinm peiul
tremtatnday-to-daaiayl
the next generation of systems at the expense of
demontanedin oniavilabl setorumon1 asbpreviul
military allocations. I am happy to say that for
doeemosra thed Simlatoann reason 1,aove
the time being these attempts failed. But I have
final tprationin phasies of sm
howevrtheom
my doubts as to whether the military will be
siiame
hamoied
t
s quiree
oint/recmied oprtosre
successful in maintaining its position.
efreeacs.ohrm nsd mltr
ineterfer asen
It is acknowledged that soIme of the radio
frequency bands may see less utilisation on a
day-to-day basis. The equipment that utilises
those bands and the operators that train on those
systems however, still require the same
spectrum access. As stated, radio frequency
planning for modern military coalition forces
must support highly mobile, deployable
multinational maj or force units which are able
to deploy throughout NATO Europe or beyond
with their Air, Land and Maritime components.
Training and exercising each of the systems
used by the Air, Land and Maritime componerits
is required for the respective units' survival,

Re-emphasising from above: mobile
telecommunications and multimedia will
definitely govern a large portion of the radio
frequency spectrum of tomorrow. This is a
consolidated expert's view leaving no room for
any doubt. And GSM, the example above, is
only one kind of application out of a large range.
During a recent international symposium a
representative from industry described the
forthcoming situation in world-wide
telecommunications with the following key
elements:

Challenge Brought on by the Civil Radio
Telecommunication Technologies

0 Integrated and mixed terrestrial and
satellite based mobile
telecommunications.
0 Multimedia-communications spanning
across an unlimited number of different

Many international organisations, commercial
and civil are using the electromagnetic spectrum
vlualeorlwid. Te
ervies
to povie
mobile communications and broadcasting
markets are exploding into the information age.
Access to the spectrum is considered critical to
tw marets inand
tehnoogie
enabe te ofthes
akti
ftee.w
enabtcle rtheteh anolged
partcula,
t expnd.theft

networks independent from a specific
or organisation.
*location
0Global satellite communications with 2 enlaredcnuberso.GSbae
5Ailin
s nenlrvies suchbas ubfi tr-avelidc
sevcs'uha ulctae guiac
road navigation, fleet management of
transportation services (trucks, taxis etc.),
prevention of privately owned

The trend is quite clear and industry as well as
network providers are ready to follow it. One

*Internet

vehicles, etc.
in the sky.
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"* More than a total of 300 GSM networks

installed in more than 200 countries,
"* Ratio between mobile and stationary
communications reaching 50 %.
"* Mobile communication assets will
become "least cost" mass products.
What this development means in terms of
additional spectrum is easy to estimate and, in
fact, first approaches to this end have already
been observed for some time. Maybe WRC-95
could be regarded as the beginning of this new
frequency battle. At that time the United States
first undertook to seek a majority for a
resolution in support of their new sIatellite
communications system called TELEDESIC
which is presently under development by U.S.
industries. It was certainly a surprise to the
WRC participants when the US request for
additional frequency spectrum for TELEDESIC
was suddenly a key item at the Conference
although it was not scheduled on the agenda.
Just to give you an idea of the system's
magnitude: If the development schedule and
industrial planning remains unchanged about
288 satellites, so-called «<Little LEOS)> (Low
Earth Orbit Satellites), will be placed in orbit in
a constellation of 12 planes around the earth.
They will provide communications services all
over the world. Looking at the communications
networks in the Third World countries,
particularly the developing countries, satellite
communication systems might offer them a
reasonable alternative to their current terrestrial
systems. These terrestrial systems have
insufficient capacity and therefore need very
expensive extensions and technological
upgrades to match their growing
communications needs. I believe that was why
the U.S. received broad support from the Third
World although the matter was not precoordinated nor was it based on a common
proposal.
As expected, the need for more spectrum to
accommodate new Big, Little and Mega Low

Earth Orbit (LEO) systems was also one of the
most important, and controversial, items on the
agenda of the subsequent WRC in 1997. The
controversy was caused partly by the strongly

felt need of many delegations to protect existing
services occupying the bands targeted for
additional allocations, and partly by competition
within the mobile and fixed satellite service
operators. Each of the fixed satellite service
operators were keen to gain an operational
advantage for their own particular system. As a
matter of fact, the provisions for space services,
in particular enhancements to the Mobile
Satellite Services (MSS), also affected a number
of frequency bands with military applications,
mainly those used for tactical radio relay
systems below 1 GHz and for GPS navigation in
the area 1.5 -2.5 GHz.
The challenge by civil radio-telecommunications
technologies to the military is brought about due
to competition for scarce spectrum resources and
a sharp rise in the amount of radio frequency
spectrum congestion. Given the GPS - MSS
example, above, it is clear to see that in some
radio frequency spectrum bands demand exceeds
supply. The "supply and demand" competition
in some spectrum regions has generated
competition for radio frequency spectrum, which
is resulting in competitive spectrum pricing.'
Although spectrum pricing has not been brought
to every country it is considered a trend that is
inevitable and will be the next challenge to
military radio frequency spectrum as it is driving
civil users to search for new and less expensive
spectrum ranges.
Regardless of national implementation, spectrum
pricing has brought with it a high political
profile. This high political profile has gained
international recognition in the ITU, the
Conference of European Posts and
Telecommunications Administration (CEPT)
and the Inter-American Telecommunication
Commission (CITEL). These organisations,
along with the spectrum pricing efforts, are
attempting to alleviate the stress of spectrum
congestion by finding additional ways to bring
_____________

pricing, Licensing and Spectrum
Auctioning are technically different types of spectrum
management tools; however, for the sake of this
paper they will all be referred to spectrum pricing.
1Spectrum
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the supply of radio frequency spectrum into
balance with the demand. This is done by:

Encroachment on military UPS/Radionavigation
Satellite Service (RNSS) by the MSS system is a
risk. During the last WRC an attempt was made
to expand MSS. The proposed expansions
would not only provide overlap with the already
implemented UPS system but also interfere with
the proposed expansion of UPS.

0 Encouraging the development and use of
more spectrum efficient equipment.
* Encouraging the return of spectrum that
is not required, as a cost saving measure.
* Motivating consumers to move to less
As expected during the preparations for the
congested areas of the radio frequency
WRC and highlighted in the NATO Military
spectrum.
actthe al aply lsoto iliaryPosition Paper, discussions at the WRC 97 really
As materof
use of the spectrum. The last bullet in particular ofsectrme cotroveMsia in theo1.5sGd reangeaton
zrag
provides a great challenge to the militaryofsetutoMSith1.
currently reserved for radionavigation services
frequency manager. It is also closely tied to
such as the UPS. UPS provides military and
returning spectrum that is not required. Due to
capabilities, which are crucial to NATO's
civil
fequncy
rado
th
o
iregulr
fte
ue
the
hi
naeeti
cretmltr
spectrum in some military frequency ranges,
peacekeeping mission in the Former Yugoslavia
commercial mobile communications and
and also in the future. Deep concern was
broadcasters that are searching for less
expressed about the proposal to allocate further
congested radio frequency spectrum will
services in this band, which would create severe
eventually turn to military frequency bands and
seek government support for broader application degradation of UPS functions. When the
of teir
se.controversy
reached its peak, the United States
of teir se.intervened
at highest level possible. In a letter
from the White House, a strong appeal was made
Future Trends in "Going Mobile" to Heads of States and Governments of all
Opportunities and Challenges
NATO nations to join them in opposing the
spectrum sharing proposal. Finally a
Ulobal satellite communications systems such
compromise was reached at WRC 97 that no
as USM, Iridium and IMT-2000 offer great
allocation to Mobile Satellite Service was
to
the
communication
capability for expanding
included in the Table of Frequency Allocations
benefit of society. The military are also taking
advantage of these systems as much as possible. but, based on a Resolution of the Conference,
further electromagnetic compatibility studies
The tactical advantage of getting immediate
would be undertaken in order to resume the issue
communications with advanced units is
at the next WRC.
considerable, even down to the individual.
soldier who can provide instantaneous status
Iticlathtstecvlcomnyuesp
reports to a command post that is located far
Itheiscer thaiatl aspetucivil
the com
y
urnityossu
behind the visible horizon,.hi
vial pctu hywl unt
traditional military bands for new service
opportunities. The challenge presented to the
The trend of "Going Mobile" however, is at the
military frequency manager is to justifyr sole
heart of commercial encroachment into
service priority for use of the frequency band but
harmonised military bands. The encroachment
also the additional challenges for deployment as
is a threat to military systems such as Radio
nations established sharing exceptions based on
Relay, Air/Uround/Air, Air Defence
their unique frequency spectrum needs. It is the
Radar/Navigation Systems. Civil emergency
sincere individual efforts on the national level
Radio
Trunked
services, such as Trans European
within the NATO Nations, which works against
(TETRA)/TETRAPOL, are already established
the frequency manager attempting large-scale
in the NATO UHF band.
coordination efforts. National sharing locally
results in forced civil-military sharing
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internationally which in the long run leads to
loss of "on demand" spectrum access as
required by a highly mobile international
military force.

appropriate level of security for a nation. In the
future military authorities will have to justify
their property rights on the spectrum and that
military occupation of frequencies does not
hamper civil users unless strictly unavoidable.

Summary
The challenges of military frequency
management are great and change is happening
quickly. NATO's Frequency Management SubCommittee is working hard to address the
issues. As the legal situation for frequency
management is different in every country the
influence of military frequency experts also
varies significantly. This is the reason why
direct cooperation between civil and military
frequency managers is so important in the work
of the NATO Frequency Management SubCommittee and its Working Groups.
Addiionalylibealiatio ofband
hberalisation of
Adtilcmuntonallye

In other words: in order to be able to credibly
defend their position vis-d-vis the challenges of
the liberalised market military frequency
management must be as proficient as the civil
administration, with the same degree of
expertise and equipped with the same modern
frequency management tools as their civil
colleagues. Military frequency usage must
follow the same rules and procedures in terms of
efficiency and flexibility. Sharing of frequency
resources without commercially damaging
interference will also be mandatory for military
applications. The exclusive use of a frequency
for military applications will be the
exception. The standard rule will call for flexible

hrn ffeunybns
adeooi
frequency demands, and technological
developments make it more and more difficult
To deal 6effectively with this situation military
for the military to maintain adequate access to
frequency management will have to cope with
the spectrum. We are competing with the
similar tasks as their civil colleagues and follow
growing number of commercial customers
the same pattern in their work, namely:
asking for new assignments in order toDeitonfmnmufrqnc
accommodate their extended services. There is
refuirmnitio
minmu
fof
farequencltay
also an imminent danger that military power is
reunciremntsfrtevrosmltr
regarded as secondary in nature as aDeeomnadmitnncofalxbe
consequence of developments in the security
frDeveopenty andigmaintenancep oaflexvible
environmnent which lead to cooperation instead
feqouenc assigm entr
conlaplcptin
leaving
of confrontation and a strong feeling that the
paenog roomefrcvlapictosdrn
risk of war is over. NATO's current
pEaceutimgelcrmgeicoptbiyan
engagement ith FRmsintprevenon-interference of military radio
peace in the former Yugoslavia, however,
transmissions
reveals that the risk of war is not over.
0 International frequency harmonisation
Nevertheless the call for a "peace dividend" is
through cooperation within NATO and with
becoming louder and louder in many countries,
ET/C/IU
Frequency bands used for military purposes are
contributions to and qualified advisory
Open
0
sometimes looked upon as gold mines, which
support during the development of frequency
offer sufficient reserves to satisfy the growing
allocation tables
for
needed
frequencies,
demands for additional
0 Control and administration of assigned
civil applications. To counter this trend it is
frequencies
absolutely necessary that military frequency
0 Supervision and monitoring of frequency
managers demonstrate in the most proficient
usage.
for
allotted
frequencies
that
manner possible
military use are not wasted nor that they exceed
The military frequency manager must
the absolute minimum required to maintain an
understand that there is relatively less challenge
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to the military frequency management when war
occurs, as in the case of NATO Article 5
operations. In this situation the military would,
in accordance with national legislation, assume
control of the radio frequency spectrum
required. Even with the full understanding that
civil radiocommunications would have to be
restored, similar to the restoration of water and
electrical services, frequency management
would be controlled by the needs of the military.
As well the commercial systems may be vital to
the military communications. It is in nonArticle 5 operations, however, such as
peacekeeping where the challenges arise. In the
non-article 5 operations coordination prior to the
utilisation of any system is mandatory to avoid
harmful interference with existing services,
often unregistered, including civilian radio and
television broadcasting stations. The
IFORISFOR theatre stands as the most
significant example with over 44,000 frequency
coordinations required to be performed since
inception. Therefore, it is critical that the
military frequency manager remains vigilant in
his quest to harmonise key military bands
internationally and continually strive to
maintain expertise.
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Digital Communication and Multipath Propagation
Christoph Zehntner, Christian Patry, Markus Maier
Defence Procurement Agency, Electronics and Optronics Division
Stauffacherstrasse 65, CH-3000 BERN 22

reflected signal is here called echo in accordance with
the acoustic echo. Fig. 2.1 displays the general situation.

Abstract
Multipath propagation with tactical VHF radios is investigated in a mountainous terrain. Depending on transmitting frequency, echo time delay and receiver signal
bandwidth, distortion in analog and intersymbol interference in digital systems is caused. The behavior of digital
fixed frequency (FF) and frequency hopping (FH) radios
is examined.
Methods are described to measure multipath propagation
in the terrain as well as to simulate it in the laboratory.
The analysis of the multipath performance of the new
Swiss tactical radio SE-235 led to a modification to improve the synchronization characteristics.

1. Introduction
With the change from analog to digital VHF communication systems, the awareness of multipath propagation
in the Swiss central plain and alpine terrain grew continuously. Whereas analog Frequency Modulation (FM)
radios only are impaired by distortion of the voice, with
digital radios high bit error rate (BER) and synchronization problems are caused.
Considerable work has been done worldwide to investitelegate multipath behavior for cordless and wireless
phone systems as the Global System for Mobile communication (GSM). The paper presented here mainly deals
with tactical VHF radio propagation.
Measurements of the propagation paths in the real countryside have to be carried out. This is a basic requirement
in order to define and to describe the operational situation. Simulation is needed to analyze systematically the
multipath effects on the radios as well as to perform
comparative measurements.

Fig. 2.1: Transmitter, Receiver, woods in the direct path,
mountain as obstacle.
At the receiver site the signal is composed of several
single signals that result from the various propagation
paths. The combining signals have different amplitudes
and phase differences among one another. So the resulting signal varies from slightly more (signal reinforcement) to considerably less (signal cancellation) compared
signal.
as
to ngle
Echo Geometry. In order to estimate the possible echo
signal delays it is assumed that the distance r between
two radio sets is between 2 and 20km, the distance h
from the baseline to the obstacle varies 2...30km, Fig.
2.2. The detour of the echo signal is then calculated to
about 2...6Okm.

Obstacle

h=..3

2. MultipathPropagation
Multipath signals result from obstacles in the path of the
signal propagation, i.e. obstacles in the terrain where the
radios are used. If an obstacle has dimensions in the
order of the transmitted wavelength it can interfere with
the signal propagation. VHF-obstacles are e.g. large
buildings, woods, rocks, hills and mountains. They attenuate, bend and/or reflect the transmitted signal. The

Transmitter

Baseline
r = 2.. .20km

Fig. 2.2: Echo Geometry

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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This theoretical assumption corresponds to a time delay
of the echo to the direct signal of 3...200jts.
Echo signal properties. What are the properties of an
echo that can disturb a radio signal at the receiver site?
The echo signal is added or subtracted from the direct
signal, depending on its phase relative to the direct signal. With the assumption of constant amplitudes of the
direct and echo signal as well as a constant time delay of
the echo signal the superposition of the two signals at the
receiver site is only dependent on the transmitting frequency:

"

A signal maximum is obtained when the two signals
are in phase, i.e. when the delay time t is a multiple
of the signal period: r = n*1/f, n = 1, 2, 3, ... or f *t
= n, frequency-delay product.

How much a radio communication is disturbed by an
echo signal depends first of all on the relation of the
receiver bandwidth to the echo period (lit).
A short-term echo has an echo delay time c that is short
compared to the reciprocal of the receiver bandwidth B:
" << 1/B. With bandwidth B = 25kHz, ' << 40ts or r <
4ts. It can also be said that the coherence bandwidth of
the channel is wider than the receiver bandwidth. The
minimum notch or hole in the received signal is broad
compared to the transmitter bandwidth. Such echoes
originate from near obstacles as large buildings or hills.
Fig. 2.4 shows an example of a 4[ts echo. A radio working in channel A will not, in channel B will be disturbed
or disrupted. The echo signal nearly cancels the direct
signal entirely.

"* A signal minimum occurs when the signals are of
opposite phase: -t= 0.5*n*l/f, n = 1, 3, 5,
10
Therefore the signal of echo propagation is periodic in
frequency over the whole frequency range with a period
of l/t. In a real situation the propagation condition
changes with frequency and the periodic property of the
signal is only valid in a partial frequency range. Of
course, the multipath contributions form a fading pattern

not only in frequency but also in space. Fig. 2.3 shows
the frequency dependence of a signal disturbed by one
echo at different relative echo levels. This is the diagram
a spectrum analyzer would produce at the receiver site.
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Fig. 2.4: Short-term echo, delay time = 4jts
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In a fixed frequency (FF) link the short-term echo in
antiphase (minimum) attenuates the signal whereas the
in-phase echo does not disturb, independently of the
modulation principle, both analog and digital. As the
entire channel is attenuated or amplified it is arbitrary
"whetherthe channel is usable or not. In order to evade
the signal cancellation the frequency-delay-product can
be changed by a factor of 0.5. This can be done by displacing the location of the antenna by half the transmitting wavelength (1.7 - 5m for a frequency range of 88 -

30MHz) or by changing the transmitting frequency by
half the reciprocal of the delay time (125kHz for 4ps).

Fig. 2.3: Frequency dependence of a signal disturbed by
an echo, delay time = 20gts
The signal amplitude at the receiver depends on the amplitude relation of the echo to the direct signal, the echo
level. Usually only echo levels > -10dB disturb the
communication link.

When either the transmitter or receiver or both are in
moving vehicles, the relative phases of the multipath
signal components change continuously and therefore so
does the signal level. The signal fluctuates with a Rayleigh distribution.
With frequency hopping (FH) the signal hops constantly
between good and bad frequencies. Some hops get lost
but there will normally remain sufficient undisturbed
channels. The effect of multipath is averaged out and FH
is generally not susceptible to short-term echoes.
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A long-term echo has an echo delay time c that is long
compared to the reciprocal of the receiver bandwidth B:
,rt> 1/B. With bandwidth B = 25kHz, r > 4ois, e.g. c =
100ls. Now several minima will fall into the receiver
bandwidth (RBW) and the signal will be distorted, Fig.
2.5. These echoes originate from large, distant obstacles
as mountain chains. The coherence bandwidth of the
channel is smaller than the receiver bandwidth, the delayed signals are decorrelated and do not contribute to
the fade but to co-channel and intersymbol interference.

10
.e

In order to understand the effect of multipath propagation in practice it is important to know what happens in
reality: what are the technical parameters of the echoes in
our real terrain. These have to be measured if possible in
the tactical environment where the communication systems are used.
The technical requirements of such an echo measuring
system can be derived from the parameters of the communication system:
Frequency range 30-88MHz (tactical VHF radio)

_

S*

0
"01•time

Bit rate 20...25kBit/s --> bit length > 401ps: delay

resolution < 20ts.
Maximum time delay difference > 200jis (according

E -lO

to experience).

- RBW !
-20-40.00

3. Measurement of Multipath Signals in the
Terrain

40.01

40.02

40.03

40.04 40.05

Frequency/MHz
.. .0dB

3dB-

1dB

Several methods to measure a real propagation channel
are known, e.g.:
Impulse channel sounder: Carrier frequency impulses allow a direct analysis of the echo signals in
the time domain.

Fig. 2.5: Long-term echo, delay time = 100ts
This is usually a minor problem for voice communication
over analog FM (frequency modulation) FF channels.
The audio frequencies are well below the influence of
such
these delays and the human ear is not susceptible to
distortions. With digital communication systems the bit
detection is disturbed or impossible.

The frequency and phase dependence of the transfer
function of the propagation channel is measured
with a continuous wave sweep and after a Fourier
transformation the analysis in the time domain is
possibe.
possible.

channels are disturbed that fall into
With FH, only the
rage.word
the ffetedfreqenc
the affected frequency range.

The linear detection of transmitted signals allows
preserving the amplitude and time relationship of the
channel. The correlation function of of
a suitable
thepa-data
ulerson
reps tts
word
represents the impulse response of the propagation channel.

All these considerations are applicable when both, the
direct and delayed signals are present.

All methods have been used, most recently the last men-

Direct or delayed signals. The attenuation of the direct
path as well as the delay time of the echo path are frequency dependent. Consequently at the receiver site for
some frequencies the direct path may be dominant, for
others an echo path. This is not a problem for FF systems. On the other hand with FH systems this leads to bit
and/or synchronization loss when the difference between
the delay times of different frequencies is greater than
half the bit length of the transmitted signal. E.g. with a
carrier bit rate of 25kBit/s (bit length = 40ts) and a delay
time difference of greater than 20jts the delayed hops
cannot be detected: the synchronization of the bit detection is out of phase. The impairment of the FH link is
dependent on the number of delayed hops.

tioned as spin-off of transmission trials with Direct Sequence Spread Spectrum signals. The measurement setup
is made of off-the-shelf laboratory instruments as displayed in Fig. 3.1. The carrier frequency of a RF synthesizer is phase modulated with a defined data word and
amplified to 40W. The broadband rods of tactical VHF
radios are used as transmitting and receiving antennas. At
the receiver location the inphase and quadrature (I/Q)
components are measured with a vector signal analyzer.
The known transmitted data word is then correlated with
the demodulated signal sample. This yields the signal
amplitudes and relative delay times of the different
propagation paths. A computer on both sides controls the
instruments and does all the calculation off-line.
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Fig. 3.1: Setup for multipath measurements in the terrain.

The transmitted data word has a length of 1024 bit for
good autocorrelation properties (i.e. one dominant
maximum). This determines the dynamic range of the
measuring system, which is about 20dB. The data rate is
250kBit/s and thus the time resolution is 4ps (1/[data
rate]). Though the sample rate of the receiver is 1MHz
the resolution is not augmented but the graph is
smoothed.
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Fig. 3.2: Relative signal amplitude / delay time diagram
for a single frequency channel.
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The system does not measure absolute time delays be-

tween transmitter and receiver location but delay differences. The maximum measurable time delay between two
paths is 2ms (0.5 * [word length] / [data rate]). This is far
enough, 200gts being the maximum delay that has been
measured up to now.
The result of the measurement is shown in a relative
amplitude / time diagram for each frequency channel,
Fig. 3.2. The first arriving signal is considered as the
direct signal path and automatically set to O0is. The echo

signals appear subsequently as peaks with a height corresponding to their relative amplitude. The largest of the
direct and echo signals is set to 0dB. In this example two
are
large echoes with a delay time of 63gs and 69jts
registered.
In the next example, Fig. 3.3, the echoes for three frequencies are displayed, the transmitter and receiver sites
being the same. It is impressive to discover how the
relative amplitudes of the direct and the echo signals
change according to the working frequency.
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222
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Fig.3.3: Direct and echo signals at different frequencies
for the same transmitter - receiver location.
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With FH radios the propagation path interests in a whole
frequency band rather than in a single channel. Therefore
the measurement equipment can be tuned to subsequent
frequencies automatically. Start- and stop-frequency as
well as frequency step can be defined. On each frequency

lay [use]

200

0
Q 0

150

the channel propagation is measured and the result is

The result is presented in a delay time / frequency chart:
For each frequency the signal with the largest amplitude
is displayed with "x" and the signals with relative amplitudes within -5dB to the largest, with "o". The absolute
amplitudes of the largest signal at each frequency vary in
the displayed examples between 10 and 30dB0gV.
Fig. 3.4 shows an example of a communication link of
3.6km. The direct path (delay time = 0js) is dominant in
the frequency range of 33...36Mhz. In the whole frequency range large echo signals occur with a delay time
of about 60[ts. Above 40MHz the direct path is practically no more existent. The echo signals are usually not
reflected from one single spot in the terrain but from aas
mountain chain. Therefore the reflection components
mounainchan.
Tereorethe eflctin coponnts
appear in the diagram as clouds, while the direct path as
a line. The gap around 50MHz is due to a TV station
transmitting near the test site.

o0

0o0

stored. The measurement of one frequency takes 6s; the
whole band from 30 to 88MHz with half MHz steps, 12
minutes.
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Fig. 3.5: Multipath situation with 6 distinct propagation
paths, delay times up to 200 ts, "x"= largest signal per
frequency, "o" = within -5dB.
An other impressive situation is presented in Fig. 3.6:
Here the strongest signal occurs in wide frequency
well as on the echo
paths. Under these circumstances FH communication is
not possible because half of the hops can not be demodulated synchronically.
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Fig. 3.4: Two path propagation in VHF band, "x" =plitudes
largest signal per frequency, "o" = within -5dB.
Fig. 3.5 shows an extreme example of multipath propagation. It is situated in central Switzerland, near Lucerne,
with the two radio stations at a distance of 2.3km. Six
different propagation paths can be figured out with delay
times of up to 200gts.

- 70'.020
60'.000
80'.000nt
[ z

W

Frequency [MHz]

Fig. 3.6: Multipath with equally distributed signal amon direct and echo paths, "x" = largest signal per
frequency, "o" = within -5dB.

4. Multipath Simulation in the Laboratory
For the understanding of the communication systema
performance in a multipath condition environment,
laboratory simulation in a mock-up is necessary. The
following advantages are obvious:
0

Reproducibility: it allows making repeated trials
under the same conditions.
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"

The comparison of equipment of different manufacturers, types or operational conditions is possible.

"

Modifications and improvements in hard- and software can easily be controlled.

The RF channel simulator system used - the Echo Simulator - has been custom-developed by the Swiss company
CIR in 1991. The Echo Simulator has four modes: HF,
RAYLEIGH, V/UHF and FH. It allows simulating
propagation channels with reflection, fading and Doppler
properties. Up to three propagation paths in a FF channel
or two paths in a FH band can be defined. The channel
properties are digitally processed in a baseband with a
sampling rate oftechica
2MHz
and andFH
a resolution
12 bit. The
/UH
dat
ofthe
ode ofre:The

"* Bandwidth

300kHz

*

0 ... 1020jts

Delay time

"* Delay resolution

0.5fis

"* Relative level

-46... +20dB

Today there are also commercial systems available that
allow the simulation of propagation channels for FF and
FH modes.
The parameter settings are menu driven and can be
stored for subsequent use. The frequency mixing is derived from a single source for stability reasons. Appropriate filtering to avoid interference products may be
indicated.
In order to get reproducible results, the tuning position of
the simulated multipath signal has to be controlled relative to the tested radio bandwidth. Usually the signal
maximum (Tuning Maximum) or the signal notch
(Tuning Minimum) is set to the center of the bandwidth.
measured parameters to evaluate the multipath performance of a communication equipment
are normally
bit error rate (BER), synchronization capability as well
as signal distortion or speech intelligibility.
"Ofcourse simulation does not replace
a test in the terrain
but it is a great help in understanding the results of the
field tests.

"* FH: change of channel settings synchronized to
hopping signal (max hop rate: 2000Hop/s)

5. Multipath PerformanceAnalysis of the
Swiss

The block diagram of the Echo Simulator is shown in
Fig. 4.1.
Dela
Delay

Delay

Le
Level

Level

Mixer

As is well known, the Swiss country is quite hilly and
mountainous. The central plain stretches between the
Alps and the Jura Mountain chain. These rocky and limestone obstacles are very well suited to reflect radio sigand to create multipath propagation.

X

During the evaluation of the new tactical VHF radio SE235 of the Swiss army, multipath performance was a
criterion. With laboratory and field tests the radios of
different manufacturers have been investigated. The
finally chosen model - the French Thomson-CSF PR4G has been modified to improve the synchronization performance under multipath conditions.

Dnals
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6. Conclusion
Mixer•
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Fig. 4.1: Multipath Echo Simulator

The understanding of multipath propagation in the real
is mandatory for the construction and operation of
VHF tactical radios. This is even more true in the future
where higher data rates and multiple use of the frequency
spectrum will be inevitable.
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EMC Analysis on VHF Combat Net Radio (CNR)
in Airborne Applications
K. S. Kho
NATO HQ C3 Staff
Frequency Management Branch
1110 Brussels, Belgium
1.

Introduction

Usage of VHF Combat Net Radios (CNR) on
airborne platforms will be contrary to the present
co-ordination agreements with some NATO
nations. For instance, in Germany, the military
VHF band can be used without further coordination with the German Civil authority,
provided that the restriction to e.g. the antenna
height of 5 m is not violated. As a concession,
use in helicopters is also permitted, but usage in
fixed-wing aircraft requires additional coordinationthe
This paper is made to contribute to discussions
on an appropriate balance between the
interference risk from airborne use of CNR and
the operational requirement. The analysis will
first be based on co-channel interference. The
results will then be extrapolated to cases where
frequency separation plays a role and to
operation in Free Channel Search (FCS) and
Frequency Hopping (FH) modes.
2.

Characteristics of a hypothetical CNR
radio

The characteristics of ground or airborne CNR
do not differ so much except that the output
power and antenna gain of the airborne platform
are lower than the ground CNR. The output
power for the airborne is chosen to be 4 Watts
and
dBi. the antenna gain including feeder loss -15
The relevant characteristics of ground CNR are

3.

:0 dBi
"25 kb/s

Analysis

(1) Total noise level ofa ground based
and airborne CNR receiver
In order to assess the degree of interference, it
is essential to calculate the total noise level at
CNR receiver. The receiver noise level is: 10
log (k.To.B) + Nf (dB)

= -

125 dBm.

In case of:
a. Ground based CNR:
The man-made noise level is 10 log (k.To.B) +
10 = -120 dlm. The total noise level at receiver
is = -119 dBm.
is then -119 dBm.
b. Airborne CNR:
The man-made noise level is 10 log
(k.To.B) + 15 = -115 dBm. The total noise
level at receiver is then -114 dBm.
(2) Propagation model
the the
Ground
considered for
Egli (GIG)
model was
The
Ground
communications
and
IF-77Electromagnetic wave Propagation model
for Air
Ground (AIG) and Ground - Air (GIA).

as follows:

a. For GIG communications

Transmitter:
a.
Frequency (used in the calculations)

: 44 MHz

Output power (vehicle (30 km) set)

:50 W

b.

non-coherent

Modulation technique
FSK
d. Antennae:
Gain of the antenna system
Height
:2 m
Transmission bit rate
e.
c.

Receiver:

Frequency (used in the calculations)

:44 MHz

Effective IF Channel bandwidth
Noise Figure
Man-made noise level above KToB

: 25 KHz
:5 dB
10 dB

Selectivity:
1st adjacent channel rejection
2nd adjacent channel rejection
4% f, separation

55 dB
65 dB
120 dB

Pathloss(dB) = 48 + 20 log f(MHz) +
40 log D(km) + Ht(dB) + Hr(dB).
where:

Here:
Htr(dB) = 10 - 10 log h(m) for h <= 10 m
Ht,r(dB) = 20 - 20 log h(m) for h >= 10 m

f = frequency in MHz
D distance between Tx and Rx in km and
h

=

Tx and Rx antenna heights in m.

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
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b.

For
AIG
and
communications

GIA

The IF-77 program can produce prediction of
transmission losses in the format of Free Space
Loss, IF-77 50%, 5% and 95% probability
propagation losses. The values presented in this
paper were obtained by using this IF-77
program. Only the 50% values are used. The
95% values do not differ much from the 50%
values.
(3) Various Criteriaof Reception
Various criteria are used in this report. The
catagory of the criteria are as follows:
a.

C/(N+I) = 20 dB

C/(N+I) = 20 dB represent a minimal C/(N+I)
ratio for a good CNR reception. The value of 20
dB includes already some dB margin for
antenna, antenna polarisation and additional
propagation losses. The propagation loss used
in this report is based on the 50% locations
propagation loss. The threshold of a good
reception for 16 kb/s CVSD signal in CNR is
determined to be 10% BER. The relationship
between BER and C/(N+I) ratio based on a non
Cohehent FSK detection is shown in the
following figure 3.1.
BE, afucoof

CI(IN) (dBi

,o•.o,
IOE-02

.......

.taken
1.0E.05
1.OE-06

,.OE-09

C/(N+I) = 3 dB represent situations where the
BER is still severe, of the order of 20 %. At this
level of interference, the reception is still not
acceptable.
(4) Radio Horizon Distances
The propagation loss in the zone where the
communications are Line of Sight (LOS), follows
the IF-77 model. The propagation loss is a much
higher in the beyond LOS zone. Therefore,
Radio Horizon Distance (RHD) is a parameter of
interest in determining the propagation model
applied in the calculations.
Radio Horizon Distance (RHD):
SQR(RHD(km)) = 2*k*R*h
RHD = 4.12 * SQRT(h)
where h
= effective antenna height (m)
R
= 6370 km -radius of the Earth (km)
k factor= 4/3 (for west Europe)
(5) Relations between antenna height
and Radio Horizon Distance(RHD)
The probability that a CNR will interfere with
another CNR link operated in the beyond LOS
zone is assumed to be negligible. Using the
above formulae, the following figure 3.2 shows
the relationship between antenna height (aircraft
altitude) and Radio Horizon Distance. In

addition, the practical distances where the
airborne CNR signal is still 20 dB above the
noise level were calculated. The noise level of
an airborne CNR and C/(N+I) of 20 dB were
as basis.
Pr = Pt+ Gt+ Gr- LossI F77
= 21-LossIF_7FdBm
Noise level = -119dBm

Figure 3.1 BER as function of C/(N+I) ratio.
b. C/(N+I) = OdB
C/(N+I) = 0 dB represents situations where the
level of the interference signal is equal to the
level of the wanted signal. In this case, the
victim will suffer harmful interference,
c. C/(N+I) = 3 dB

C/(N+I) = 20 dB
21 - LossI F- 7 (-11
Loss IF-77 = 125 dB

9

) = 20

Using the IF-77 software, the corresponding
distances for various altitude and Rx antenna
heights were calculated. In a similar manner, the
distances where the signal level is equal to the
noise level (C/(N+I) = 0) were calculated as well.
These results are displayed in figure 3.2 at the
next page.
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a.
CNRs in airborne platforms are mainly used in
helicopters at the altitudes up to 300 m.
Sub-Conclusion:
a. The area interfered by an airborne CNR at 1
km altitude is a circle with a radius of 130
km which is comparable to the surface of a
battle field and it is much greater than the
area interfered by ground CNRs.
b. If the link availability of the CNR nets should
be 100%, the fixed frequencies used by
airborne CNRs at I km altitude should be
exclusive to the fixed frequencies used by
the ground CNRs within the RHD of the
airborne CNR used in the same operational
area.

h (m)

On
an
airborne Rx
receiving another airborne
CNR

In the case of an air-air signals, the situation is
even worst because the interfering ground CNR
output power is 16 - 50 Watts and the wanted
airborne CNR is only 4 Watts with a low antenna
gain.
b.

On
an
airborne Rx
receiving a ground CNR

Using Free Space Loss, in the case of a single
interferer, the co-channel interference from a
ground CNR will start to degrade the airborne
CNR reception (C/(N+I) < 20 dB) if:
Du / Dd < 10 (Degradation)

(6) Comparison of interference level
versus noise and receivedsignals
It can be seen in figure 3.2 that an airborne CNR
transmitting at 4 Watts output power will
produce a signal level greater than the noise
level of the ground CNRs up to the radio
horizon. Therefore, it will always degrade the
sensitivity of terrestrial CNR links working on the
same
channel
(co-channel),
even
from
distances up to 360 km depending on the flying
altitude. Therefore, frequency management
between the airborne CNRs and the CNRs used
by the land forces in the combat zone is
essential.
(7) The interference from ground VHF
CNR users to airborneVHF CNRs
The interference from ground CNR to the
airborne CNR could be more harmful due to the
fact that an airborne Rx will receive interfering
signals from all interfering sources (many) within
its Radio Horizon Distance.

and the interference will be harmful if the C/(N+I)
< 3dB which means if:
Du / Dd < 1.4 (Harmful interference)
Where: Du = distance unwanted CNR
Dd = distance wanted CNR
The above formulae are valid if the output
of the wanted transmitter equals the
power of the interferer. In principle both
power of the CNRs discussed above are
since they are both ground CNRs.

power
output
output
equal,

4. Results
The relation between the quality of a wanted link
and the distances of the wanted and unwanted
links are calculated with the above mentioned
formulae. The output power of airborne CNRs
are assumed to be 4 Watts. The possible
situations are as follows:
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a. Airborne CNR interfering GIG
CNR communications

in

wafted

d. Ground CNR interfering GIA
CNR communications

leuferene

d"1cnek

.

nk

interference

wnted link.

Figure 4.1 Schematic diagram of an airborne
interfering a land combat zone CNR communication

CNR

b. Ground CNR interfering A/A
CNR communications

_

Figure 4.4 Schematic diagram of a ground CNR interfering
an G/A CNR communications

Airborne CNR interfering GIG CNR

_____(1)
wanted

_

•_-

communications

link

.NOTE:

In the following figures of paragraphs 4.1, 4.2, 4.3

int-fn-.

and 4.4 the geographical separation for various
of victims and interferers are
combinations
calculated for C/(N+I) = 20 dB, the point where
degradation starts and C/(N+I)l = 3 dB, the point
where interference is deemed to be harmful.
Therefore, the areas where the communications are
interference-free or where they suffer harmful
interference can be derived from the geographical

Figure 4.2 Schematic diagram of a ground CNR interfering
an A/A CNR communications

c. Ground CNR interfering AIG

CNR communication

separations displayed.

The required minimum distance dag resulting in
C/(N+I) ratio of 3 and 20 dB for an airborne CNR

Sfollows
nintererenc~e

Figure 4.3 Schematic diagram of a ground CNR interfering
an A/G CNR communications
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Figure 4.5 The minimum distance of an airborne CNR as function of the length of the wanted link of
the G/G CNR communications in order to maintain a link quality better than 3 and 20 dB C/(N+I) ratio
for flying altitudes of 100, 200 and 300 m.
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(2) Ground CNR interfering A/A CNR
communications

The required minimum distance dga resulting in
CI(N+l) ratio of 3 dB and 20 dB for a ground
CNR interfering with A/A CNR communications
is as follows:

d interference ga (kin)
80___________________
70
60-

5040
3020.
10 ,F ý
01___________________

1
0

10
g~nUnit C/I=3dB, 100 m

E3
-- dga(km), Unit C/I-20dB. 100m

.A -dga

100
d wanted link (kin)

(km), Unrit C/I=3dB, 200 m

)(--dga(km), Unit C/I--20dB, 200 m

-*-dga
-9

(k"~,Unrit C/I=3dB, 300 mn
dga(kn", Unit C/I=-2OdB,300 m

Figure 4.6 The minimum distance of a ground CNR as function of the length of the wanted link of the
AlA CNR communications in order to maintain a link quality better than 3 and 20 dB C/(N+l) ratio for
flying altitudes of 100, 200 and 300 m.

(3) Ground CNR interfering AIG CNR
communications

The required minimum Egli distance dg, resulting
in CI(N+l) ratio of 3 and 20 dB for a ground CNR
interfering with A/G CNR communications is as
follows:

d irterfanrg(Inrr

180

..............

-.

.......................
......

160
140
120
100
80
60
40.
2001

10

100 dwaiajllir*(krro

-e-dng (n Unit 0/1=3dB,
100m .-dgg (knM,Unit GI=dB, 200 m .- K dgg (kni, Uit C/I=dB, 300m
-9--dgg (krTi,UinitC/II20dB, TO0m - -dgg (knt, Unit01=20dB,200m e.- dgg (kin),UnitC/l-20dB,300 m

Figure 4.7 The minimum Egli distance of a ground CNR as function of the length of the wanted link of
the A/G CNR communications in order to maintain a link quality better than 3 and 20 dB CI(N+l) ratio
for flying altitudes of 100, 200 and 300 m.
(4) Ground CNR interfering GIA CNR
communications

The required minimum Egli distance d99g
resulting
in CI(N+l) ratio of 3 dB and 20 dB for a ground
CNR interfering with G/A CNR communications
is as follows:
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Figure 4.8 The minimum Egli distance of a ground CNR as function of the length of the wanted link of
the G/A CNR communications in order to maintain a link quality better than 3 and 20 dB C/(N+I) ratio
for flying altitudes of 100, 200 and 300 m.

Sub-Conclusions I Observations
The areas where frequency co-ordination of
the ground CNRs and airborne CNRs is
required, could still be large. The size is
depending on the length of the wanted link.
The discussed area is relatively limited in
the case of ground CNRs interfering with Air
to Ground (A/G) reception.

Based on the CNR parameters considered, a
frequency separation of 25 kHz will provide an
isolation between two nets as high as 55 dB.
This frequency separation is especially useful if
the CNRs are operated in the fixed frequency
mode. This will ensure that a single interferer on
a different platform (not cosited; geographical
separation > 500m) separated by 25 kHz will not
significantly interfere with the wanted link.
(3) Time Sharing

5.

Other Parameters To Be Considered

The degree of interference actually depends on
the following three frequency management
parameters:
a. Geographical Separation
b. Frequency Separation
c. Time Sharing
The following analysis in paragraphs 5.1 and 5.2
is performed based on the requirement that the
link availability should be 100%.
(1) GeographicalSeparation
As it was discussed above, in airborne
applications, frequency re-use will only be
possible if the other CNR is almost beyond the
RHD. In practice, the RHD covers a wide area.
Therefore, frequency re-use is not practical in
this matter.
(2) Frequency Separation

The utilization of the nets is normally low. In
accordance with the questionnaire responses,
the utilization rate is between 10 - 20 %. The
probability that two nets using the same
frequency in the same area will interfere each
other is in the order of 1% to 4% (10%*10% to
20%*20%). In case of analogue CNR, this
probability will be even much lower due the
possibility for the users to listen first whether the
channel is free or not before using it. However,
manual time sharing by the users is not
effective. It should be done automatically by the
system. The Free Channel Search (FCS) mode
of CNRs is taking advantage of the fact that the
utilization rate of CNRs is low. Therefore, it is a
spectrum efficient mode allowing sharing
frequencies without interference.

6.

Frequency Management Aspects

Based on the discussions in the previous
paragraphs, it is concluded that it is necessary
to manage the usage of CNR frequencies on
airborne platforms with dedicated rules.
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In case of operation in the Fixed Frequency
mode:
The VHF CNR nets having airborne
components should be separated by 25 kHz
from the other nets operated in the same
area.
In case of operation in the Free Channel Search
(FCS) mode:
The FCS bundle allotment/assignment
algorithm used for ground VHF CNR can be
applied,
In case of operation in the Frequency Hopping
mode:
Ideally, it would be necessary to apply
hopsets with exclusive frequencies with
respect to the frequencies used for the
Fixed Frequency and the Free Channel
Search operated Land based CNRs. Due to
very limited CNR spectrum resources, the
number of exclusive frequencies for the
hopset in question should also be very
limited. There is therefore a choice between
using a common hopset with as many
frequencies as possible or an exclusive
hopset with a small number of frequencies.
The influence of this second strategy to the
Processing Gain of the Frequency Hopping
Electronic Protective Measure (EPM, ex
ECCM) is analyzed as follows:
Theoretically, the processing gain of a
Frequency Hopping system is defined as:
a. the ratio between the number of
frequencies used for frequency
hopping and the single frequency
used by fixed frequency radios
or
the totalI
b. the ratio between
bandwidth used for hopping and the
bandwidth of the base band signal.
However, in practice, the following factors
apply:
a. To jam e.g. 100 randomly
distributed channels, it would be not
practical to build a jammer which
will be able to jam simultaneously
100 distinct single channels.

b. To employ several single channel
jammers to jam the 100 channels
would be very costly because of the
number of equipment, logistical
support and man power required.
Therefore, in the example where 100
frequencies are available for hopping,
providing that they are well spread over a
spectrum width required for 1000 channels,
the Processing Gain will not be only 20 dB
but it will be close to 30 dB3. In other words,
the OPERATIONAL Processing Gain
produced by e.g. 100 frequencies used for
frequency hopping, is very close to the
Processing Gain produced by 1000
consecutive frequencies, provided that the
100 frequencies are well spread over the
whole CNR band.
Frequency
Of
7. Sharing
Between CNRs; Operating
Modes

Resources
In Different

Efficient usage of frequency resources could
also be imposed by sharing frequency resources
used by CNRs working in different modes in a
particular area e.g. in a corps area. The
situations are analyzed in the following subparagraphs:
(1) Sharing between Fixed Frequency
and Free Channel Search modes
NOTE: In all situations outlined below, it is assumed that
both systems are active and the geographical separation is
such that the cI(N+I) ratio at the victim Rx is much less than
20 dB, such that co-channel interference would occur if the
same fixed frequency was used.

If a Fixed Frequency CNR net uses a frequency
of a frequency bundle of Free Channel Search
CNR nets the following situation will occur:
If the shared frequency is being used by a Fixed
Frequency CNR, the Free Channel Search
algorithm will choose another free frequency in
the bundle. However, if the shared frequency is
being used by a Free Channel Search CNR, two
situations can occur with respect to a Fixed
Frequency user:
a. The Fixed Frequency CNR will hear
that his shared frequency is in use
and will only start to operate his
push to talk switch after the
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b.

frequency in question become free
or
The Fixed Frequency CNR user is
ignorant of the status of his
frequency and just will directly use
his Fixed Frequency CNR.

In the case of situation a, the user should
probably wait for about 15 - 30 seconds before
he can use his Fixed Frequency CNR. In case of
b, of course he will interfere with the on going
Free Channel Search CNR communications and
also he will notice interference on his
communications. It is up to the users to
determine whether the draw back of sharing
frequencies between Fixed Frequency and Free
Channel Search CNR users is acceptable.
Interference could be minimized by procedural
means developed in exercises.
(2) Sharing between Fixed Frequency
and FrequencyHopping modes
In the case where a Fixed Frequency CNR uses
a frequency in the hopset of a Frequency
Hopping CNR, burst errors with a duration of the
dwell time of the Frequency Hopping system
and an interval of size of hopset/hoprate will
occur in both systems.
For example consider:
Hopset = 1000 frequencies
Hoprate = 100 hops/sec

about 10 ms each every 10 seconds. The
average BER will be then 0.5*n*10-3 .
c.

A single Fixed Frequency CNR vs n
Frequency Hopping CNRs
(n = number of Frequency Hopping CNRs
of different nets using the same hopset)

Each Frequency Hopping CNR will suffer a burst
error of about 10 ms every 10 seconds. The
average BER at each Frequency Hopping CNR
will be then 0.5*10-3. However, at the Fixed
Frequency CNR, n error bursts of about 10 ms
each will occur every 10 seconds. The average
BER will be about 0.5*n*10-3.
d. n Fixed Frequency CNR vs m
Frequency Hopping CNRs
(n = number of Fixed Frequency
CNRs using n different frequencies in
the hopset used by m Frequency
Hopping CNR in different nets using
the same hopset)
At each Fixed Frequency CNR m burst errors
each of 10 ms will occur every 10 seconds. The
average BER at each Fixed Frequency CNR will
be about 0.5*m*10 3 . The Frequency Hopping
CNR will suffer n burst errors of about 10 ms
each every 10 seconds. The average BER will
be then about 0.5*n'*10-3.
(3) Sharing between Free Channel
Search and Frequency Hopping
modes

If both systems of CNR are on the air:
a.

A single Fixed Frequency CNR vs a single
Frequency Hopping CNR

At the Fixed Frequency as well as the
Frequency Hopping CNR, a burst error of about
10 ms will occur every 10 seconds. The average
BER will be about 0.5*10-3.
b.

n Fixed Frequency CNRs vs a single
Frequency Hopping CNR
(n = number .of Fixed Frequency CNRs
using n different frequencies in the hopset
of the Frequency Hopping CNR)

At each Fixed Frequency CNR a burst error of
10 ms will occur every 10 seconds. The average
BER at each Fixed Frequency CNR will be
about 0.5*10-3. However, the Frequency
Hopping CNR will suffer n times burst errors of

The effect of sharing of frequencies used by a
Free Channel Search bundle and a Frequency
Hopping hopset, can be derived from and is in
principle similar to the effects described in subpara 7.2. An additional aspect is, if the interval is
too short (small hopset & high hoprate), the Free
Channel Search CNR may have problems in
finding a free channel.
(4) Sharing between Fixed Frequency,
Free Channel Search and Frequency
Hopping modes
The effect of sharing the frequencies of a Free
Channel Search bundle, a hopset of Frequency
Hopping and also used by Fixed Frequency
CNR can also be derived from and in principle
similar to the effects described in sub-para 7.2.
Like in para 7.3, if the interval is too short (small
hopset & high hoprate), the Free Channel
Search CNR may have problems. in finding a
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free channel. The frequencies used by Fixed
Frequency CNR will only reduce the number of
free channels in frequency bundle of the Free
Channel Search CNR.

The character of the distribution of the burst
lengths is Poisson distributed.
Sub-conclusion:

(5)

Sharing between Frequency Hopping
CNRs operated on two different
hopsets sharingsome frequencies

a.
b.

The Frequency Hopping CNRs discussed in this
paragraph, due to the nature of their operational
usage are considered to be on different
interference
Therefore,
the
platforms.
mechanism is the co-channel interference
mechanism. Further, it is assumed that the
Frequency Hopping CNRs are made based on a
single synchronised CNR system, so that partial
overlap of dwells do not need to be considered.
Frequency Hopping CNR 1:
Hopsetl = n1 frequencies
Frequency Hopping CNR 2:
Hopset2 = n2 frequencies
Number of common frequencies = m
Hoprate = r hops/sec

(6)

Interference on Frequency Hopping CNR 1 as
well as CNR 2:
Bit Error Rate (BER) = m * 1/nl * 11n2 * 50%
Every error is a burst error with a duration of
Ilr seconds.
The design of a modern radio has already taken
NOTE:
into account the statistical distribution of the hits and bit
errors by providing adequate interleaving and data
protection schemes to protect against error rates of about
103 (modern CNR up to 10-1) and burst lengths of 10 msec.
However, to comply with the request of TWG of FMSC, the
following is also provided on the possibility of longer error

burst.

In case of frequency hopping, generally, the
instantaneous frequency is selected (pseudo)
randomly from the pool of frequencies in the
hopset.
The average probability that a frequency leading
to a collision is selected is: m*1/nl*1/n2 =
m/(nl*n2)

For example: If nl = n2 = m = 1000, the
probability of collision is

103.

The average probability
collisions is: (ml(nl*n2))2

of 2

c.

consecutive

In general:
The average probability of p consecutive
collisions is: (m/(nl*n2))P

The nature of the errors is pseudo-random
burst errors.
The length of the burst errors in number of
bits is corresponding to the number of bits
in a dwell period. The length of the burst
decreases if the hoprate increases. (The
length of burst in number of bits -defines
the size of the required buffer and the time
delay introduced by the buffer.)
The average BER increases with the
number of shared frequencies and
decreases with the increase of the size of
each hopset.
Two Frequency Hopping CNRs with
different hoprates operated on two
different hopsets sharing some
frequencies

CNR systems
Hopping
The
Frequency
discussed in this paragraph, due to the nature of
their operational usage are considered to be on
different platforms. Therefore, the interference
mechanism is the co-channel interference
mechanism.
Frequency Hopping CNR 1:
Hopseti = nl frequencies
Hopratel = rl hops/s
Frequency Hopping CNR 2:
Hopset2 = n2 frequencies
Hoprate2 = r2 hops/s
Number of common frequencies: m frequencies
The average time where all of the frequencies
are used once is:
for CNR 1: nl/rl sec
for CNR 2: n2/r2 sec
Interference on Frequency Hopping CNR 1 as
well as CNR 2:
Errors = m * 1/n1 * 11n2 * 50%
Every error is a burst error with a
the smallest between [1/rl
duration
and 1/r2] of
seconds.
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Sub-conclusion:
a.
b.

c.

The nature of the errors is pseudo-random
errors.
Each error is a burst error given by the
shorter dwell time. The length of the burst
decreases if the highest hoprate
increases.
The BER increases with the number of
shared frequencies and decreases with
the increase of the size of each hopset.

8. Summary
Summary of the results are as follows:
(1) Operational aspects
The optimal selection of frequencies for CNRs
depends on the scenario of the deployment of
the nets and on the radio modes used, since
each mode has different interference
characteristics. The military doctrine for the
change of mode is also an important input
parameter.
(2) Coverage areas
a. The LOS coverage area of airborne CNRs
at the lower altitudes typical of Close Air Support
is similar to the equivalent area under the
influence of ground CNRs in the VHF frequency
range.
b. The LOS coverage area of airborne CNRs
at higher altitudes is larger than the equivalent
area under the influence of ground CNRs. The
area interfered by an airborne CNR at 1 km
altitude is a circle with a radius of 130 km which
is comparable to the surface of a battle field.
However, due to the larger number of interfering
sources (ground CNRs) seen by an airborne
CNR, the airborne CNR is principally a victim of
interference rather than a source, when hopping
on frequencies used by fixed frequency ground
CNRs or sharing hopset frequencies with
ground CNRs.
(3) Frequency resources
a. If the link availability of the CNR nets should
be 100%, the fixed frequencies used by airborne
CNRs should be exclusive to the fixed
frequencies used by the ground CNRs within the

Radio Horizon Distance (RHO) of the airborne
CNR used in the same operational area.
b. Ideally, in the case of simultaneous use of
both hopping and non hopping systems, the
frequencies should be mutually exclusive in
order to preclude any degradation of the link
quality. Since frequency resources are quite
often limited in comparison to user
requirements, it is anticipated that this approach
will limit the number of frequencies available for
hopsets.
c. In the case of simultaneous use of hopping
and non-hopping where overlapping of
frequencies can not reasonably be avoided
because of insufficient frequency resources, the
acceptable level of link degradation, duty cycle
and priority of the CNR nets should be included
in the frequency management considerations.
d. If the airborne and ground CNRs are both
hopping, the usage of a single hopset containing
as many frequencies as possible will be
beneficial.
e. In case of the simultaneous usage of nonexclusive frequencies for the operation of fixed
frequency and Free Channel Search with
frequency hopping CNR, some interference is
expected. Large hopsets will minimise the
degree of interference.
f. A principal consideration for use of airborne
CNRs at higher altitudes (i.e., above about 300
meters) will be the tolerable level of link
degradation for the airborne user. Some modern
radios have been designed such that the likely
interference environment may be acceptable. An
additional effort related to the use of airborne
CNRs at higher altitudes is the potential need to
co-ordinate its use with adjacent operations (or
cross-border, if applicable).
g. Frequency sharin~g advantage can be made
from the fact that the utilisation rate of VHF CNR
is only up to 10% - 20% e.g. by employing Free
Channel Search mode.
(4) Frequency management aspects
a. In case of operation in the Fixed Frequency
mode:
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The VHF CNR nets having airborne components
should be separated by 25 kHz from the other
nets operated in the same area.
b. In case of operation in the Free Channel
Search (FCS) mode:
The FCS bundle allotment/assignment algorithm
used for ground VHF CNR can be applied.
(5) Effectiveness of Electromagnetic
Protection Measure (EPM)
If a hopset with a limited number of frequencies
should be used, the frequencies should be well
spread over the VHF Combat Net Radio band in
order to maximise the EPM effectiveness of the
frequency hopping.
9.
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ABSTRACT
Recent advances in speech enhancement and
noise pre-processing algorithms have dramatically
improved the quality and intelligibility of speech
signals, both in the presence of acoustic
background noise and in more benign
environments. The use of speech enhancement
algorithms combined with voice coding algorithms
and applied to secure wireless communications
systems is an area of increasing importance to the
tactical user community. This paper will present
the experience of the US. Government with
respect to the selection and subsequent
improvement of the 2.4Kbps Mixed Excitation
Linear Prediction (MELP) speech coding
algorithm. A new 1.2Kbps version of the MELP
algorithm intended for the tactical user will also
be discussed.
1. INTRODUCTION
NATO tactical forces rely on secure voice
equipment provided by the 19 member nations to
satisfy joint interoperable secure communications
requirements. NATO is currently undergoing a
competition among the nations to select the next
generation secure voice coding STANAG for the
foreseeable future.
NATO legacy tactical secure voice
communications systems use either the 2.4Kbps
Linear Predictive Coding (LPC10e) algorithm
known as STANAG 4198, or the 16Kbps
Continuously Variable Slope Delta Modulation
(CVSD) algorithm for speech compression.
These algorithms were considered the state of the
art in narrow band speech coding when introduced
20 to 30 years ago. In fact, it's a testimony to
their effectiveness that until 1996 there were no
alternative narrow band speech coding algorithms
available to the tactical user.
In March of 1996, the U.S. government DoD
Digital Voice Processing Consortium (DDVPC)
announced the selection of the 2.4Kbps Mixed
Excitation Linear Prediction (MELP) voice
coding algorithm as the next standard for narrow
band secure voice coding products and systems

[1]. The selection of the MELP voice-coding
algorithm represented a dramatic improvement in
both speech quality and intelligibility at the
2.4Kbps data rate. The concept for this new voice
coding algorithm was to provide a single high
performance speech coding algorithm for seamless
interoperability across and between the strategic,
tactical and SATCOMs communications domains.
One of the driving forces behind the selection
the
of 2.4Kbps MELP algorithm was operation in
harsh acoustic noise environments such as
HMMWV's, helicopters and tanks. In these harsh
acoustic environments, the MELP algorithm,
while providing superior performance over legacy
systems,
exhibited
somewhat
degraded
performance, thus demonstrating a need for
further improvement. Such improvement was
addressed by the development and ongoing
integration of a speech enhancement algorithm
into the front end of the MELP speech coding
algorithm.
There are a number of important transmission
channels which don't support robust speech
coding transmission at or above 2.4Kbps. These
channels include survivable strategic SATCOMs,
high latitude HF links and covert operations,
among others.
To accommodate these
requirements, a 1.2Kbps MELP algorithm was
developed which shares the 2.4Kbps core
algorithmic paradigm, but with an alternate
quantization scheme for the parameters. The
resulting combined 1.2Kbps/2.4Kbps MELP
algorithm also incorporates an integrated speech
enhancement algorithm as a front-end process to
provide superior performance in these harsh
This paper
acoustic noise environments.
combined
resulting
the
discusses
MELP algorithm suite
1.2Kbps/2.4Kbps
including the integrated speech enhancement front
end. The 1.2Kbps/2.4Kbps MELP algorithm
coupled with the speech enhancement algorithm
will be referred to in this paper as the MELPn
algorithmic suite.
The limited performance of the current
generation voice coding systems (including the
MELP algorithm as selected in 1996) in harsh

Paperpresented at the RTO IST Symposium on "TacticalMobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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estimation algorithm is used to model the noise
acoustic noise environments has given rise to the
during frames in which speech is absent. This
idea of enhancing the voice signal prior to
the
part of the algorithm uses a voice activity detector
This paper discusses
compression.
to enable the algorithm to distinguish when the
combination of one such noise pre-processing
signal is composed of speech + noise, and when it
algorithm developed at AT&T Labs Research in
Separate noise models are
is noise only.
conjunction with the US government. Performance
maintained for each frequency bin based upon
data presented in this paper will include quality
those portions of the signal, which is noise only.
and intelligibility testing, with and without speech
enhancement, and under two main scenarios. The
The algorithm minimizes the mean squared error,
(MMSE) of the log spectral amplitudes. It tracks
'first scenario tested the system performance in the
the probability of speech presence and applies an
quiet environment, while the second tested the
additional gain factor based upon these
performance in the HMMWV and CH-47 harsh
probabilities. These probabilities are also used to
acoustic noise environments. The HMMWV is a
update the noise power spectral density during
heavy-duty four-wheeled drive vehicle used for
speech. Once all of the frequency bins have been
troop transport. Due to the low gear ratios, and
adjusted, the resulting modified magnitude
acoustic
operations,
the
four-wheeled drive
spectrum is recombined with the original phase
character of the HMMWV background noise is
spectrum using an Inverse FFT to recover the
dominated by non-stationary low frequency
enhanced speech. A synchronized overlap and
rumbling with an average (over six speakers)
add, (SOLA) technique, which helps to eliminate
speech SNR of approximately 12.6 dB. The CHmany of the artifacts is then applied to the
47 is a turbine driven tandem rotor heavy lift
reconstructed signal segments to recover the
This acoustic environment is
helicopter.
composite enhanced signal. This enhanced speech
characterized by both the beat frequency of the
signal is then used as the input to the speech
rotors (quasi-stationary noise components) and the
coding algorithm, in this case the MELP
Gaussian type noise generated by the turbine
algorithm. Work is proceeding on the integration
operation. The CH-47 has an average (over six
of the speech enhancement algorithm into the front
speakers) speech SNR of approximately 13.75
end of the MELP algorithm resulting in a new
dB.
algorithmic designation of MELPn for the
2. SSTEMCONIGURTIONAND
The AT&T speech
combined algorithm.
SCONIGURTIOOAN
EM
2.SYS
DESCRPTIONenhancement algorithms used for the bulk of this
paper are versions 5 & 7, and will be designated
2.1 Speech Enhancement Algorithm
as NPP5 and NPP7 in this paper. The main
Previous and current generation noise predifference between these versions lies in the frame
processing algorithms have generally been
update rate. NPP5 operates on a 32ms frame
while NPP7 was made to synchronize with the
effective in noisy environments at the expense of
introducing objectionable structured musical
MELP voice coder basic frame rate of 22.5ms.
artifacts in the enhanced signal. An additional
To accommodate. the smaller frame size, the
drawback was the need to manually switch the
parameters of NPP7 were retuned to maintain
system performance. This tuning process actually
noise pre-processing algorithm depending upon
resulted in a higher level of overall performance.
the nature of the acoustic environment. This
switching was required due to the degradation
Initial quality and intelligibility testing of the
inherent with the application of noise preAT&T speech enhancement algorithm used in
processing algorithms to benign acoustic
conjunction with the MELP voice coders indicates
ratruhhsbe
udmna
ta
environments. These older generation noise preprocessing algorithms tended to improve the
achieved in the operation of noise pre-processing
quality, but degrade the intelligibility of the noisy
algorithms. Testing shows that speech quality and
speech signal.
intelligibility improve in both harsh acoustic noise
environments as well as the benign acoustic
The AT&T speech enhancement/noise preenvironments. The need for an algorithmic switch
processing algorithm is the culmination of several
for the noise pre-processor will be eliminated once
years of research, [2] [3] [4].
This speech
enhancement algorithm is based upon the
a more extensive test verifies these initial test
following heuristic operational description. First,
results.
the speech signal is divided into time slices of 32
mns (and later 22.Sms) in length, and an FFT is
applied to provide access to the spectral
information contained in the signal. Next, an
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2.2 2.4Kbps MELP Speech Coding Algorithm
Two subjective measures were used to
evaluate
coder*(DRT)
performance.
The toDiagnostic
measure
[5] was used
Rhyme Test
The 2.4Kbps MELP speech coding algorithm
Diagnostic
the
and
intelligibility,
speech
of
March
in
was selected by the US Government
Acceptability Measure (DAM) [61 was used to
1996 to be the primary voice coding algorithm for
Both of the tests hv
elity
meas
narrow band secure
seamlessly interoperable
measure speech quality. Both of the tests have
voic comuncatonsforstrtegc, actcaland
voice commumications for strategic, tacticaland
been used extensively in previous US Government
SATCOMs applications. The selection of
voice coder selections. Each evaluation was made
2.4Kbps MELP as the standard voice coding
with six speakers: three males and three females.
algorithm provides the first enabling technoIogyTeDTi
tococ
neliiiiyts
The DRT is a two choice intelligibility test
for seamless interoperability across the domains,
based upon the principle that the intelligibility
regardless of the points of presence of the users in
relevant information in speech is carried by a
the communications networks. In fact, the end
small number of distinctive features. The DRT
users probably will not be aware of the
was designed to measure how well information as
intermediate routing (tactical radio signals
to the states of six binary distinctive features
patched through SATCOM links which then feeds
sibilation,
sustension,
nasality,
(voicing,
the signal through Internet Protocols, etc...) used
preserved
been
have
compactness)
and
graveness,
link.
communications
end-to-end
the
to establish
by the communications system under test. The
The 2.4Kbps MELP algorithm divides the
DRT uses a suite of 96 rhyming word pairs (192
8KHz 16 bit linear sampled speech signal into
items per speaker), in which the initial consonants
22.5ms frames for analysis. Table 1 provides a
of the two words of each pair differ only with
breakdown of the parameters used by the MELP
respect to one of the distinctive features. The
algorithm with the number of bits per frame
listener must select which of the two rhyming
needed to quantize each parameter. A complete
words was spoken. With a carefully selected and
description of the MELP algorithmic paradigm
monitored panel of eight listeners, the DRT has
can be found in the MELP FIPS draft standards
extremely high resolving power and test-retest
reliability
at
publication
http://www.plh.af.mil/ddvpc/rontpage.html.reiblt
pc/fr
The DAM is a proprietary test developed and
administered by Dynastat, Inc. in Austin, Texas.
Table 1: 2.4Kbps MELP Parameter breakdown

The DAM requires the listeners to judge the

Pitch

7 Bits

Bandpass Voicing

4 Bits

detectability of a diversity of elementary and
complex perceptual qualities of the signal itself,
and of the background environment. The qualities,
which are evaluated, have been experimentally
shown to determine a listener's judgements of
speech acceptability. The DAM thus provides
multiple direct and indirect estimates of a
communication system. The DAM is designed for

2 x 4 Bits

use with small (12-16) crews of listeners, who are

Aperiodic Pulse

1 Bit

rigorously screened, trained, calibrated, and
monitored to ensure their collective response very
closely approximates that of the typical or

Sync

1 Bit

normative listener.

PARAMETER:

NUMBER OF BITS/FRAME

LSF's

25 Bit Multistage VQ

Fourier Magnitudes

Gain

8 Bits VQ

3. TESTING
3.1 Test Description
The object of this work was to measure any
for
or degradations
gains
performance
communications equipment when the 2.4Kbps
MELP voice coding algorithm is preceded by a
To do this
speech enhancement algorithm.
objectively, the test included the most benign
acoustic environment possible, that of the quiet
background, and two of the harsher acoustic noise
environments, the HMMWV, and the CH47
helicopter,

3.2 Test Results
Several tests were run to exercise the
performance of the MELP algorithms both with
and without the speech enhancement front end.
Additionally, the performance of the noise preprocessor version 5 (NPP5) without speech
coding was contrasted against that of the
unprocessed 128Kbps PCM source material for
both quiet and HMMWV acoustic noise
environments. Tables two through four present
performance data for three acoustic noise
environments quiet, HMMWV, and the CH47
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"Chinook" heavy lift helicopter. It should be noted

TABLE 4: CH47 HELICOPTER ENVIRONMENT

that the data for Tables two through four reflects

the latest available version of the speech
enhancement software for the condition tested. In
some cases, comparisons will be made with
differing versions of the enhancement algorithm.
Reporting of the 2.4Kbps MELP coder results
reflects speech enhancement algorithm version 7,
(fully optimized with 22.5ms delay) which was
implemented in a separate pre-processing stage
for this paper. In an actual implementation, the

speech enhancement process will be integrated

TEST CONDITION

DRT/SE

2.4 Kbps MELPn (NPP7)

76.9/0.77

2.4 Kbps MELP Coding Only

66.7/0.61

1.2 Kbps MELP Coding Only

69.1/0.81

TABLE 5: HISTORY OF 2.4KBPS MELP W/ NPP
(HMMWV ACOUSTIC NOISE CONDITIONS)

into the speech coding algorithm. Reporting for

the 1.2Kbps MELP coder results reflects an
incomplete integration of the speech enhancement

TEST CONDITION (test date)
Original 2.4 Kbps MELP (3/96)

DRT/SE
63.1/0.72

DAM/SE
N/A

frame rate was changed to 22.5ms and integrated

Updated MELP (1/98)

67.3/0.8

38.9/1.1

into the speech coder, but the parameters of the
enhancement algorithm were not re-optimized.
For this reason, the tests on the 1.2Kbps version
quoted
are
of
the MELP
cofsred
M relP algorithm
nalryith
qauoted below
btelw ae

MELP + NPP version 3 (6/98)

72.3/0.92

48.4/0.6

72.0/0.64
74.4/0.83

52.0/0.9

front end.

In this instance, the original 32ms

considered preliminary in nature.

After the

integration of the re-optimized version of the
speech enhancement algorithm has been
additional testing will be
accomplished,
performed.

MELP +

NPP version 5

(10/98)

MELP + NPP version 7 (1/99)

52.6/0.8

_________________

3.3 Interpretation of Test Results
Tables two and three cover the same test
conditions, but in different acoustic noise
environments, quiet and HMMWV respectively.
The first two test conditions provide a reference

for the other conditions by contrasting the

TABLE 2:QUIET ENVIRONMENT
TEST CONDITION

DRT/SE

DAM/SE

Source Material

97.8/0.23

84.1/2.1

Noise Pre-Processing Only

96.7/0.52

85.1/1.3

performance of the original source material with
that of NPP5 without the additional influence of
speech coding. Then, the data for the 2.4Kbps
MELP algorithm with and without NPP7 is
presented.

2.4 Kbps MELPn (NPP7)
2.4 Kbps MELP Coding Only

93.8/0.65
93.0/0.89

66.3/0.9
64.9/1.0

Table two presents data for testing performed
in the benign quiet acoustic noise environment.

1.2 Kbps MELPn (NPP5)

92.6/0.65

63.4/0.9

TABLE 3: HMMWV ENVIRONMENT

TEST CONDITION
Source Material

DRT/SE
91.0/0.37

DAM/SE
45.0/1.2

Noise Pre-Processing Only

80.6/0.66

54.6/1.2

2.4 Kbps MELPn (NPP7)

74.4/0.83

52.6/0.9

2.4 K bps MELP Coding Only

67.3/0.8

38.9/1.1

1.2 K bps MELPn (NPP5)

67.8/0.77

52.1/0.6

This data indicates that noise pre-processing alone
introduces minimal degradation with respect to
both speech intelligibility and quality. When the
performance of the 2.4Kbps MELP algorithm is
compared with that of the 2.4Kbps MELPn
algorithm, the difference is borderline positive for
the intelligibility measurement with a clear benefit
Of particular
for the quality measurement.
interest, is the limited degradation with respect to
quality and intelligibility for the 1.2Kbps MELPn
algorithm as compared to both the original
2.4Kbps MELP and 2.4Kbps MELPn versions.
Table three presents data for testing
performed in the harsh HMMWV acoustic noise
environment. Most notable in this data is the
simultaneous decrease in the intelligibility and
increase in quality scores for the NPP5 algorithm
without speech coding as contrasted against the
unprocessed source material. Both the 1.2Kbps
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and 2.4Kbps MELPn algorithms demonstrate
higher overall voice quality than the unprocessed
source material. Though the intelligibility scores
are considerably degraded for 2.4kbps MELPn
when compared with the unprocessed source
material, they are likewise considerably higher
than that of the original 2.4Kbps MELP
algorithm. The performance of the 1.2Kbps
MELPn algorithm out-performs the original
2.4Kbps MELP algorithm for both quality and
intelligibility, although the intelligibility scores are
within the standard error of the test.
Table four provides intelligibility scores for
This
the CH47 helicopter environment.
information provides a simple verification that the
performance gains exhibited in both the
HMMWV and quiet environments were
applicable to other acoustic environments. This
corroboration of the test results demonstrates a
consistency of operation regardless of the type of
acoustic noise. Most notable in this data is the
superior performance of the 1.2Kbps MELPn
over original 2.4Kbps MELP.
Table five presents the improvements which
have been achieved with the MELP algorithm in
the HMMWV acoustic noise environment from
the initial selection in the spring of 1996 to the
current MELPn algorithm using NPP7. Two
items are most significant to note, first that a
steady improvement was achieved in the operation
of the speech enhancement algorithm over the
course of development. Second that these test
scores demonstrate an intelligibility improvement
of 7 to 10 points and a quality improvement of up
to 14 points. Given standard errors of between
0.6 to 1.2 points, an improvement from one
condition to another of 10 points is extraordinary!
These results are further corroborated by the
CH47 helicopter scores.
4. DISCUSSION
4.1 General introduction
NATO currently depends upon two voice
coding algorithms for interoperable tactical secure
voice communications, 2.4Kbps LPC10 and
16Kbps CVSD. This section discusses the test
data for the new 1.2Kbps/2.4Kbps MELPn
algorithm in the context of the current NATO
voice coders. The MELPn speech coding
algorithm(s) represents only one example of
several algorithms which are currently competing
to become the next NATO primary voice coding
algorithm for interoperable strategic, tactical and
SATCOMs communications.

Speech enhancement algorithms have greatly
improved both the quality and intelligibility of
state of the art voice coding algorithms. In the
case of the MELPn algorithm, the introduction of
speech enhancement techniques increased both the
quality and intelligibility of the reconstructed
speech by at least 7 to 10 points in the harsh
HMMWV and Helicopter noise environments.
The MELPn test results for the HMMWV and
Helicopter environments demonstrate that the
speech enhancement algorithm is effective on both
stationary (helicopter noise) and non-stationary
(HMMWV engine & gear noise) types of acoustic
background noise.
Table six provides test results for the two
NATO voice coders in the three representative
acoustic environments of quiet, HMMWV & CH47. This data allows for a direct comparison
between the 1.2Kbps/2.4Kbps MELPn technology
and the 2 NATO voice coders.
4.2 CVSD
The 16Kbps CVSD voice coding algorithm is
predominately used in applications such as VHF
frequency hopping combat net radios.
Two
examples of this type of radio are the US Single
Channel Ground Air Radio (SINCGARS) and the
French PR4G. The most significant attribute
associated with the CVSD algorithm is that it
provides relatively high intelligibility in the
presence of harsh background acoustic noise. A
prime example of this is the performance of
CVSD in the CH-47 helicopter. Even with speech
enhancement, the 2.4Kbps MELPn algorithm only
matches the intelligibility of CVSD, a true
testimony to its effectiveness. A second data
point for harsh noise environments is that of the
HMMWV. In this case however, the performance
of 2.4Kbps MELPn far exceeds that of CVSD for
both quality (-20 points) and intelligibility (5
points).
Performance of the CVSD algorithm in
benign acoustic environments is at least seven
points lower for intelligibility and 11 points lower
for quality when compared to the 2.4Kbps
MELPn algorithm. In fact, the 2.4Kbps MELPn
algorithm exceeded the performance of the CVSD
algorithm in two of the three test conditions. It is
believed that the helicopter acoustic background
environment will remain the only environment for
which the CVSD algorithm performs on par with
the new generation of 1.2Kbps/2.4Kbps speech
coding algorithms. This conjecture is supported
by the test data from the 1996 US Government
test which originally selected the 2.4Kbps MELP
algorithm.
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TABLE 6: NATO LEGACY VOICE CODING
QUIET BACKGROUND

DRT/SE

DAM/SE

2.4 Kbps LPC10e

86.2/0.6

48.9/0.8

16 Kbps CVSD

88.5/0.85

55.1/1.0

HMMWV BACKGROUND

2.4 Kbps LPC1Oe

28.5/
31.7/2.3
.4_psP1031./2. .5/_
_

69.3/1.33

31.5/

2.4 Kbps LPC1Oe

47.6/1.2

N/A

16 Kbps CVSD

77.2/0.78

16 Kbps CVSD
Helicopter BACKGROUND

coding algorithms using speech enhancement, (the
MELPn algorithm is a good example) future
generations of NATO secure voice products and

systems will provide a greatly improved quality of
service to the users.

When the NATO voice

coding selection is complete, the algorithm which
is ultimately selected will form the core of a
(with end-to-end
interoperable
seamlessly
security) secure voice communications system
which spans the domains of strategic, tactical and
SATCOMs operations.

The end result is that

NATO will have a speech coding algorithm(s)
which exhibit higher overall performance, (quality
and intelligibility) a lower data rate (1.2Kbps) and

greater robustness to the acoustic environment for
the military user.

N/A

4.3 Linear Predictive Coding (LPC)
Linear Predictive Coding (LPC) is a 2.4Kbps
speech coding algorithm which is probably the
single most widely used speech coding algorithm
for secure interoperable government wide voice
communications systems (strategic, tactical and
SATCOMs applications). The reduced data rate
requirements for the LPC algorithm as compared
to CVSD (6.6667 to 1) allows the LPC algorithm
to operate in far more restrictive transmission
channels. Applications such as MILSATCOMs,
HF radio, strategic secure voice, etc. use the LPC
algorithm at the core of their systems. The
2.4Kbps data rate has become pervasive for
secure voice systems. LPC currently provides a
minimum level of interoperability throughout
NATO and US communications systems.
The arguments against the LPC algorithm
mirror those of the CVSD algorithm, except that
the performance data for the LPC algorithm are
uniformly lower than that for CVSD. A good
example is in the HMMWV harsh acoustic
environment, the intelligibility score for LPC is
42.7 points lower than that of the 2.4Kbps
MELPn algorithm. Likewise for the quality
measurement, the LPC score is 44.1 points lower
than that of the 2.4Kbps MELPn algorithm.
These scores are so low in fact, that for this noise
condition, the communications link would be
virtually unusable. While the scores for LPC in
the quiet are acceptable, they are still considerably
lower than those for the MELPn algorithm,
5. CONCLUSIONS
Given the limitations of the current generation
secure voice algorithms, and the availability of a
new generation of 1.2 Kbps and 2.4 Kbps voice
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ABSTRACT
The U.S. government has developed, adopted, and
promulgated a new FederalStandard vocoder algorithm
which operates at 2400 bps and is called MELP - Mixed
Excitation Linear Prediction[reference 1]. This vocoder
has reasonably good voice quality under benign error
channel conditions. However, when subjected to high
error conditions as may be experienced in vehicular
applications, correction techniques may be employed
which take advantageof the inherent inter-frame residual
redundancy of the MELP parameters. This paper
describes experiments conducted on the MELP vocoder
algorithm in combination with Viterbi convolutional error
decoding, and enhanced with Maximum A Posteriori
techniques which capitalize on the redundancy statistics,
Both hardand soft Viterbi decoding implementations are
investigated.
INTRODUCTION
Over the past two decades, a series of vocoder algorithms
have been developed and standardized for application in
U.S. government applications with strict interoperability
requirements. These include FS1016 CELP at 4800 bps
and a new vocoder at 2400 bps called MELP. Work has
been undertaken to enhance the performance of CELP
when applied over high error rate channels [reference 2],
and similar efforts have been recently pursued with
MELP. Channels that have been addressed include those
impaired by high levels of Gaussian noise and severe
Rayleigh fading as experienced in typical urban vehicular
applications. The raw channel error rates of interest are
in the vicinity of 5-13%. This would be the rate subjected
to the 4800 bps composite bit stream of 2400 bps MELP
and an associated rate 1/2 Viterbi convolutional error
coder (FEC Forward Error Correction overhead of 2400
bps).MELP is a frame-oriented parametric voice coding

algorithm. The MELP parameter set bit allocation (for
voiced frames) is described in Table 1. These include
Pitch, 2 Gains, 4 MSVQ (Multi Stage Vector Quantizer)
stages which characterize the LPC coefficient line
spectral frequencies (LSFs), FM Fourier Magnitude, BP
Bandpass Voicing, AF Aperiodic Flag, and Sync. The
results described in this paper are in a system with rate 1/
2 error correction applied fully to all of the MELP bits.
In situations where channel capacity limits one to
protecting only half of the MELP bits (i.e., 27 of 54 per
22.5 msec. frame), one would only protect the Classl
most significant frame bits as shown in Tablel.
Fortunately, results for this condition approach that of full
protection, clearly indicating the varying importance of
parameter bits even for such a low rate vocoding
algorithm.
Class 1 MSBs (27/54)

Total Bits

Pitch
Gainl

7
4

Gain2
MSVQ1
MSVQ2
MSVQ3

7
4
1

7
5
3
7
6
6

Parameter

MSVQ4
FM
BP
AF flag

1
1
1

6
8
4
I
1

Table 1. MELP Parameters
ERROR CORRECTION METHODS
As a first step to optimizing the Viterbi convolutional
decoding error correction of MELP, we investigated the
inherent redundancy characteristics of the MELP

Paperpresentedat the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.

31-2

bitstream. As would be expected, due to the non-random
nature of the human speech signal, and due to the framing
structure of MELP, the MELP bitstream is not
memoryless, equiprobable, nor uniformly distributed,
We observed the 3 high-order bits in the 7 MELP
parameters shown in Table 2 over the course of a long
(192,014 frames, or 72 minutes) training sequence, in
order to create a first-order (inter-frame) 8-state Markov
model for each parameter. The entropy rate H and
residual redundancy (3-H) were then computed. Note
that the redundancy of the pitch and gain parameters
exceeds 50%, and MSVQ1 approaches 20%. Since the
amount of residual redundancy in the remaining
parameters is minimal, it was decided to concentrate
efforts on P, G1, G2 and MSVQ1. Expending additional
computation resources on the other parameters would be
wasteful.
Pschemes:
Pitch P
Gainl 01
Gain2 G2
MSVQ1
MSVQ2
MSVQ3
MSVQ4
Total

1.62' (54%)
Gain )I 1.8
11.20
1.70 (57%)
0.58 (19%)
0.28 (9%)
0.08 (3%)
0.03 (1%)
6.09

.

1.38
20
1.30
2.42
2.72
2.92
2.97
14.91:

Table 2. Residual Redundancy of MELP

• Soft MAP - Maximum A Posteriori (MAP) technique
in which soft demod outputs are used in conjunction with
the Markov model transition probabilities to select the
valid sequence minimizing the "MAP metric" - i.e.,
fxIy(ylx), where X and Y are the channel input and output
sequences.
Note that both soft algorithms require that the receiving
system's demodulator provide the Viterbi algorithm with
bit "quality" information in addition to the hard decoded
bits. Depending upon overall system design, soft quality
metric information may or may not be available.
SIMULATION RESULTS
In order to determine how well the error correction
techniques performed, we employed three evaluation
(1) Informal subjective listening tests, (2)
quality metrics, and (3) Formal speech
speech
Objective
testing DAM (quality) and DRT (intelligibility) scores.
All of the simulation result data shown in this paper were
for a typical cellular radio channel with independent
Rayleigh fading (under noise) or with just pure Gaussian
Noise GN, BPSK receiver demodulation, and were based
upon the processing of approximately 3 minutes (7909
frames) of representative speech. The additional system
implementation delay demanded by the MAP algorithms
(in excess of that required by the strictly ML algorithms)
is one frame (22.5 msec) in order to observe interframe
redundancy.

In order to evaluate and compare the potential benefit that
could be made of the redundancy in MELP, a core
convolutional Viterbi error correction system was
implemented. All of the results shown are for a 64-state
convolutional code (constraint length or encoder memory
= 6) and generator matrix of G = [ 1 + D2 + D3 + D' + D 6,
1 + D + D' + D 3 + D 6], with free Hamming distance of
ten.
Four error correction schemes, of differing
complexities
and
external
requirements,
were
implemented:

A subset of the objective speech metrics employed is
shown in Figures 1 through 6. The Frequency Weighted
Spectral Distortion referred to by Figures 1-2 employs the
same weighting described by McCree et al in [reference
3]. The distortion of noiseless "pure" MELP was found
to be approximately 1.1 dB in the 3 minute test sequence.
The MELP algorithm encodes gain twice per frame. As
an indicator of how well the first of these performed, we
computed the mean square error (MSE) between the
receiving decoder's estimate and the unquantized value
observed at the transmitting encoder. For pure MELP and

- Hard ML - Traditional Maximum Likelihood Viterbi
decoding algorithm that minimizes cumulative decoder
trellis path Hamming distance. Hard-decision quantized
bit output from demodulator.

our sequence, the MSE is about 5.7. The results for the
Gain 2 parameter were very similar to that of Gain 1, as
would be heuristically concluded. The gain parameter
effects were most notable in the corollary informal
subjective listening tests, where uncorrected errors in the
most significant bits. caused very annoying "blasting" to
occur. Indeed, it was most fortunate that the results of our
residual redundancy measurement foundation experiment
found so much lack of interframe entropy in Gain 1 and
2. Finally, we similarly computed the MSE of the

Hard MAP - Maximum, A Posteriori (M )
technique in which hard demod outputs are used in
conjunction with the a priori Markov model transition
probabilities.Gain

encoder's
the transmitting
between
difference
Soft ML - Traditional ML Viterbi algorithm
minimizing
cumulative
decoder
path
squared
unquantized
and that
valueForprovided
by that
the
mucideanimizi
angcumulati
decisioder trellis
trellis
p atchsq
ed
receiver's errorpitch
correction
process.
pure MELP,
Euclidean distance. Soft-decision unquantized matchedMSE is about 52.1.
filter output from demodulator.
MEi bu 21
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Gaussian Noise GN Results:

Independent Rayleigh Fading Results:
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INTERPRETATION & ANALYSIS
Of course, there are no ideal objective measures of speech
quality. The performance criteria of spectral distortion,
Gain MSE, and Pitch MSE can however be useful
indicators and discriminators, especially for system
diagnostics.

t,.....
-,
9
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In all cases, it was somewhat gratifying to see an
improvement of 1-2 dB of coding gain provided by the
Hard MAP algorithm when compared against the Hard
ML, especially for Pitch and Gain. This may be
somewhat misleading, however, in that our Eb/No region
of interest is 2-5 dB, where raw channel error rates are on
the order of 10%. In this region, both methods yield
worse performance than no coding at all. This is due to
the classic cross-over effect of hard Viterbi convolutional
error correction actually doing more harm than good
(actually increasing the error rate) when the channel is
noisy enough. At only higher Eb/No values do these
respective curves plummet below the no coding case, at
which level informal listening tests reveal far fewer truly
annoying impairments such as frequent blasting. Inour25 dB Eb/No region of most interest, it is gratifying to see
the improvement demonstrated by the Soft MAP over the
Soft ML algorithm, again on the order of a 1 dB coding
gain. This improvement is definitely noticeable in
informal listening tests and corroborated by DAM and
DRT scores.
An alternate method for objectively evaluating the
performance of our MAP-enhanced algorithms would be
to compute the error rates of the various bit classes,
depending on which algorithm they are subjected to, at
the output of the channel decoder. For example, Figure 7
shows this sort of decomposition. Here we see the raw
transmission channel error rate range between about 20%
at 0 dB Eb/No and 10% at 5 dB Eb/No. The "All ML"
curve represents the average error rate of all parameters
combined when the error correction algorithm is Soft ML
applied to all bits with no MAP processing done at all.
The "ML bits" curve represents the error rate of those bits
(otherthan P, GI, G2, or MSVQ1) not specifically getting
the MAP treatment but during application of the defined
Soft MAP algorithm. Note the ancillary error rate
reducing side-benefit "placebo effect" which results.
This is due to the even more reduced error rate of the
"MAP bits" themselves reflecting through the joint and
intermingled Viterbi decoding algorithm and giving a
positive effect on all (basking in the glow of the "good
neighbor effect"). For example, at Eb/No of 3 dB, the
resulting MAP bit BERs are bounded by Pitch at 3.39%
and Gain 2 at 4.06%. This reflects positively back to an
"ML bits" BER of 5.37%, which is considerably lower
than the corresponding "All ML" bit error rate of 8.98%.
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Figure 7. Parametric BER Analysis
Finally, informal subjective listening tests are often the
true arbiter of whether a vocoder algorithm is operating
well or discernibly different from another. We conducted
listening tests of the algorithms at raw channel error rates
of 5%, 10%, 13%, and 15%. Table 3 shows the subjective
results with the following key - U = Unusable, P = Poor, F
The DAM Quality and DRT
= Fair, G = Good.
Intelligibility scores are to be compared with those of
error-free MELP (DAM = 66.1, DRT = 92.5). Note the
DAM improvement by more than 6 points (from ML's
45.6 to MAP's 52.0) in the 13% error condition. The
Diagnostic Acceptability Measure DAM and Diagnostic
Rhyme Test DRT numeric results shown in Table 3 are
the outputs of very recent extensive and controlled testing
evaluations conducted with trained listening crews and do
not appear in a companion brief workshop paper
[reference 4].

C
BER
Uncoded

5%
Poor

tk
U

13%
U

15%
U

Hard ML
Hard MAP
Soft ML
(DAM!
DRT)

Good
Good
Good
66.0/
93.3

Poor
Poor
Good
64.0/
93.0

U
U
Fair
45.6/
87.7

U
U
Poor

Soft MAP
(DAM!
DRT)

Good
Good
65.5/
66.2/
92.3 1 924

Good
52.0/
90.3

Fair

Table 3. Subjective Listening Tests

As was stated earlier, all results shown in this paper are
for a simulation with Viterbi constraint length equal to 6
and with all of the 54 bits per MELP frame protected.
Additional comparative results for constraint lengths of 3,
4, and 5 are shown in [reference 4], indicating that
constraint length is not a strong influence. Also shown in

31-5

[reference 5] is some data which indicates the relatively
small price to be paid for protecting only the 27 most
important of the 54 MELP bits per frame.

Now assume a first order Markov relationship among a
sequence of binary triples - i.e., assume the statistical
model we have been using for the high-order bits in the
MELP gains, pitch, and MSVQ1. Let {b0 , b1, b 2 , ... } be
the sequence of binary triples, then the metric that we
employ in our simplified ad hoc approach is

TURBO CODE EXPERIMENT
There has been much recent research done by others in
the area of Turbo coding as applied to data
communications [reference 6]. The Turbo coder that we
tested is shown in Figure 8, comprised of a pair of rate-1/
2 convolutional 16-state codes with puncturing in order to
bring the ensemble code rate up to 1/2 from the
unpunctured total rate of 1/3 (so that we can compare
with the prior Soft MAP results). The iterative turbo
decoding process was used at the receiver five times.

P(000Mbi+)

Here, L(bi) is the contribution computed from the Turbo
decoder's log-likelihood values and the second term
accounts for the a prioritransition probabilities computed
from the training sequence.

Data
g
MELP

Figure 9 shows the results obtained from the Turbo
coding experiments in the case of the mean square error
of the Gain 1 parameter. The testing conditions were

= D4 + D3 + D + 1
-(D)

Rate-l/2

P(biIbi-,)
I

M(bi) = L(b) + log I

Redundancy

under independent fading or the same as for Figures 1,3,
and 5, and are thus directly comparable. In the region
Encoder
Encode
Sabove
4 dB Eb/No (i.e., from 4 to 7 dB), we see that the
g2(D) = D4+ D3+ 1
Turbo coding performs about the same (even slightly
,1,
•,• •
•i ..
. V•
Redundancy •v•better than the Soft MAP decoding). However, in our
prime region of interest of 2 to 5 db Eb/No, neither the
SRate-1/2
Encoder
plain vanilla Turbo nor the enhanced Turbo decoding
(using the MELP redundancy features) perform as well as
the Soft MAP process. It is only in the region of less than
Figure 8. Turbo Coding Transmitter
I dB Eb/No where Enhanced Turbo outperforms Soft
MAP. It is generally gratifying to see the divergence
behavior of the Enhanced Turbo cluster of curves below
We conducted simulations using plain Turbo coding and
that of the plain vanilla Turbo curve cluster, in addition to
Turbo coding enhanced with MELP's residual
decoder
the fact that the Turbo decoder is not overly sensitive to
"classic"
Turbo
redundancy information. A
frame delay required at the decoder.
produces for each data bit b a "log-likelihood" ratio L(b):
--

-

L(b) = log(P(b = Ilr) / P(b = 01r))

400

Turbo
Turboi
Cluster

Here, r is the received sequence. In order to keep
complexity manageable, our (sub-optimal) approach is to
use these log-likelihood ratios produced by the Turbo
decoder in conjunction with the a priori probabilities
obtained from the training sequence to estimate the
MELP sequence (rather than using the a priori
probabilities to compute the log-likelihood ratios). Given
a random binary 3-tuple b = [boblb 2], we associate the
following reliability metric with b:
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Figure 10 shows the results obtained from the Turbo
coding experiments in the case of the mean square error
of the Pitch parameter. Notice that the divergence of the
two curve clusters is even more pronounced than in the
case of the Gain 1 parameter.
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Possible other techniques that may be applied to MELP
error correction include Turbo codes, which require a
considerable amount of additional delay (on the order of
up to 500 msec) to perform well, depending on
conditions. However, this may not be problematic in Half
Duplex operational situations.
For Full Duplex
-way) short delay communications, the
(simultaneous two
Maximum A Posteriori MAP technique shows promise.

(Turb~o.idelay~s.-i.....
(Turbo dls
20 0 5, 12 frames)

o
1

experiments. The efficacy of the developed algorithm has
been shown via objective metrics, BER performance, and
subjective listening.
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STILL IMAGE TRANSMISSION IN A LINK 16 NETWORK USING EMBEDDED ZEROTREE WAVELET
(EZW) ALGORITHM
MANUEL MARTINEZ-R UIZ. -C.LD.A.- (M• O.D). Arturo SoriaSt 28033 -MADRID -SPAIN
ANTONIO ARTF7S-RODRIGUEZ.-UNIVERSIDAD DE ALCAL4.-MADRID -SPAIN

SECTION I: SUMMARY
The transmission of tactical images via Link 16 standard is meant to be of a great operational importance.
It is necessary to reach acceptable image compression rates to optimize the Link 16 network resources: the time slots
corresponding to the TDMA architecture. These time-slots are also shared by the Link 16 tactical messages in
accordance to the STANAG 5516.
This paper addresses an application to image transmission via Link 16 Standard for tactical data communication based
on the Embedded Zerotree Wavelet algorithm, sending with higher anti-jamming and error detection and correction
(EDC) protection the parts of the image with higher impact on image quality. The Link 16 transmission protocol as
well as the Embedded Image Coding allow the development of a combined algorithm to take advantage of both
concepts.
We present a Link 16 messages type allocation algorithm matched to the multirresolution representation of images
obtained by the EZW algorithm.
A table is shown with the different messages packing limit and their corresponding data rate. It is also shown both the
different anti-jamming and the EDC capabilities. Each packing type requires an accurate data rate and this is in line
with the EZW algorithm characteristics.
The paper organization is as follows:
the operational aspects for image transmission over any data link system are presented in Section I.
Section mI dicusses the EZW algorithm. A hierarchical organization of the information is desirable in order to obtain a
multirresolution representation of the still image to be transmitted.
Section IV discusses the features of the Link 16 transmission. The Link 16 TDMA architecture is based on a time slot
structure. Several data rates are allowed in a slot-by-slot basis. The above mentioned presents operational involvement
in both the anti-jamming protection and the System ECD features.
The operational range is also related with the Link 16 message structure and therefore it depends on both the antijamming capability and the data rate..
Section V discusses the allocation algorithm of the different data rates to the image's hierarchical representation, based
on the EZW approach.
Finally, a conclusion and several areas of further research are presented.
SECTION IL OPERATIONAL ASPECTS OF IMAGE TRANSMISSIONS OVER A DATA LINK SYSTEM
Data link systems have been designed to convey tactical information between command and control systems. Special
functions such as voice and video imagery might be implemented if the data link system had enough resources. Link 16
Systems can transmit digitized voice and as well as both formatted and free text messages over the channel.
The quality of an image depends on the following parameters:
1.-The size of the image

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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2.-The "gray scale" or "color" features.
3.-The compression ratio. We need to compress the image in order to maximize the data link performance.
4.-the parameters associated with the data link protocol such as time slots allocated to image transmission, error
detection and protection features (EDC) , packing structure and time slots assigned to each platform.
The operational aspects of image transmissions over a data link channel also depend on the time and antijamming
requirements.
The "transmission time" is one of the most important constraints imposed by operational application to the data link
system. Real-time or near real-time image transmission is meant to be a strong requirement.
The anti-jamming capability of the data link system is extremely important because most of the present and near future
operations are used to take place in a jammer environment.
The image progressive transmission also allows to implement layered protection schemes.
.SECTION 1Mf EMBEDDED ZEROTREE WAVELET ALGORITHM.
For rapid transmission from a data base, it should be desirable to quickly provide a coarse signal approximation that is
progressively enhanced as more bits are transmitted. The embedded coders offer this flexibility by grouping the bits in
order of significance. This means that the coefficients are sorted and the first bits of the largest coefficients are sent
first. An image approximation can be reconstructed at any time, from the bits already transmitted.
These coders can take advantage of any prior information on the location of large versus small coefficients. Such
information is available for natural images decomposed on wavelets bases.
In a typical operational environment it should be desirable to address the problem of obtaining the best image quality
for a given bit rate in an embedded fashion.
This approach is also applicable to the transmissions over a noisy channel (jamming environments) in the sense that the
ordering of bits in order of importance leads naturally to layered protection schemes.
The EZW algorithm presents also the following properties:
-Discrete Wavelet Transform (DWT) or hierarchical sub-band decomposition which decorrelates most image
sources and provides a multirresolution representation of the image.
-Zerotree coding which provides significant coding gains. To improve the compression of significance maps
of wavelet coefficients a new data structure is defined called zerotree.The Zerotree is based on the hypothesis
that if a wavelet coefficient at a coarse scale is insignificant with respect to a given threshold, then all the
wavelets coefficients of the same orientation in the same spatial location at finer scales are likely to be

insignificant with respect to the threshold.
With this approach, the transformed coefficients can be coded as: positive symbol (PS), negative symbol (NS),

isolated zero symbol (IZS), and Zerotree root symbol (ZRS).
-Entropy-coded successive approximation quantization to perform the embedded coding. A losless scheme can
be achieved
-Prioritization protocol to establish the order of data processing. The EZW algorithm has the property that the
bits in the bit stream are generated in order of importance
By using an embedded coding algorithm an encoder can terminate the encoding process at any given time. For this
reason a target rate and a target distortion can be met exactly. The decoder can cease decoding at any point in the bit
stream and still produces image with the quality reached by the decoded bit stream.
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This is one of the most important features used by our algorithm because an exact bit rate is required in a Link 16
network to transmit the information in a time-slot (TDMA) architecture
SECTION IV. NATO LINK 16 TRANSMISSION CHARACTERISTICS
Link 16 uses the principle of time division multiple access (DMA) . The TDMA architecture uses time interlacing to
provide multiple and apparently simultaneous communication nets. All MIDS units are preassigned sets of time slots in
which to transmit their data and to receive data from other units. Each time slot is 1/128 second in duration (7.8125
msec). There are 51 frequencies available for MIDS transmissions and the frequency is changed rapidly during each
time slot, according to a predetermined pseudo-random pattern (frequency hopping spread spectrum technique).
In link 16 either 3,6,12 link 16 words can be transmitted in a time slot, depending on the data packing structure that is
being used. Each link 16 word comprises 70 bits of data and a link 16 message is composed of a variable number of
words (1,2,3, and more). Each message consists of a message header and message data. The header is not considered a
part of the message structure and specifies the type of data and the source track number of the transmitting
MIDS/JTIDS terminal. There are four types of messages:
-Fixed format: J-series messages as specified on Stanag 5516
-Variable format: user-defined messages
-Free-text: unformatted messages used for link 16 digitized voice
-Rl" : used for synchronization
We are using free-text messages because these are unformatted and there is no parity process associated to associated
them. They may or may not be Reed-Solomon encoded
The throughput, range and anti jamming features of link 16 transmissions depend on the packing structure
The throughput is determined by the density of message packing: 3, 6 or 12 words.
Range can be normal (300 nm) or extended (500 nim).
The normal range can be accommodated by all the packing structures, but the extended range can only be used with
Std and P2SP. In the extended range mode, the jitter dead-time is shortened to allow a longer period for propagation of
the signal. Some AJ capability is lost with extended range. The AJ capability of the link 16 transmissions depends on
the jitter and redundancy (DP) . For this reason, the amount of AJ margin decreases as throughput increases. With the
P4-SP packing structure the system provides the greatest throughput with the least amount of AJ margin.
The MIDS terminal selects the packing structure in the following order of preference: STD-P2SP-P2DP-P4.
The Packing limit initialization parameter specifies how much AJ margin can be given up during any time slot. The
host system can override this limit for specific time slots by means of functional input messages (Initialization data
changes). The message structures are the following:
-STD-DP: Standard double pulse. It represents 225 bits of coded information or 465 bits of uncooked data. The
redundancy of this packing structure makes it the most reliable way of transmitting tactical information.
-P2-SP: Packed-2 Single Pulse. This transmission mode is not as jam-resistant as Std-DP because the data is
transmitted only one time (Single pulse). As a result, this packing structure allows to double the data capacity.
-P2-DP: Packed-2 Double pulse. Data redundancy is like Standard-DP mode and data capacity is like P2-SP. The jitter
is eliminated so the transmission could be jammed by synchronized jammers.
-P4: Packed-4. This packing structure is the least jam-resistant of all.
The following Table shows the different parameters involved in a Link 16 transaction. The antijamming capability is
coded as follow:
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-Double pulse4 (+)
This A-J technique take advantage of the Link 16 frequency hopping spread spectrum capability and it is used to repeat
the same piece of information at a different frequency.
-Jitter-

(+)

This is an A-J technique against the jammers synchronized with the time-architecture of a Link 16 network.
-Error Detection and Correction (EDC) features: Reed Solomon Coding4(+)
The following Table presents the antijamming capability in accordance with the above mentioned code:
Time Slot
Structure

Free
Text/Fixed
Format

EDC Coded

Data bits/Time
Slot

Data Rate
(bps)

Anti
Jamming
Capability

STD

FF

Y

225

28,800

..

N/E

STD

FT

Y

225

28,800

..

N/E

STD

FT

N

450

57,600

++

N/E

P2SP

FF

Y

450

57,600

++

N/E

P2SP

FT

Y

450

57,600

++

N/E

P2SP

FT

N

930

119,040

+

N/E

P2DP

FF

Y

450

57,600

++

N

P2DP

FT

Y

450

57,600

++

N

P2DP

FT

N

930

119,040

+

N

P4

FF

Y

900

115,200

+

N

P4

FT

Y

900

115,200

+

N

P4

FT

N

1,800

238,080

The Link 16 features can be summarized as follows:
-Architecture
Time Division Mode Access (TDMA) architecture.
No critical nodes. It means that a "Net Control Station" is no longer needed
Message and transmission encryption
Spread spectrum techniques via frequency hopping and direct sequencing (CCSK)
UHF and Line of sight (LOS)
-Message types

Range
Mode

N
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Fixed Format
Free text
Variable Format
-Operational Use. The link 16 tactical information is classified in the so called "Network Participating Groups"
(NPGs). This is a useful way to design the Link 16 networks. The most common NPGs are:
Surveillance
Electronic warfare
Mission management
Weapon coordination
Air control
Fighter to Fighter
Secure voice
Navigation
Positive identification
SECTION V. TIME SLOT'S TO IMAGE ALLOCATION ALGORITHM BASED ON LINiK 16 TDMA
PROTOCOL

The Link 16 TDMA architecture is based on a time slot structure. Several data rates are allowed in a slot-by-slot basis.
The last means operational involvement in both the anti-jamming protection and the System error correction and
detection (EDC) features.
The algorithm we present is based on this protocol and it allows:
1.-To transmit firstly the "trends" of images at a given data rate and with maximum noise and ECM protection.
2.-To transmit secondly the "anomalies" at a higher data rate and with lower ECM protection.
3.-To match the coding data rate to the Link 16 network bit rate.
A decision has to be taken to match our algorithm to the Link 16 protocol, for instance:
-Free-Format messages Vs Fixed-Format messages.
-Different "Packing Limit" to transmit "trends" and "anomalies". The message package format types chosen are the
following
6(0): F-T std with EDC (225 bits per time slot)
6(1): F-T p2sp with EDC (450 bits per time slot)
2(0): F-T p2dp with EDC (450 bits per time slot)
2(1): F-T p4 with EDC (900 bits per time slot)
0(0): F-T std without EDC (465 bits per time slot)
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0(1): F-T p2sp without EDC (930 bits per time slot)
1(0): F-T p2dp without EDC (450 bits per time slot)
1(1): F-T p4 without EDC (900 bits per time slot)

-Different Anti jamming protection to each piece of image information. As we have mentioned in section IV, the
message package format types provide different antijamming protection. Our algorithm will be focussed on providing
both the maximum protection to these parts of the information that contains trends and the minimum protection and
maximum data rate to the piece of information that contents anomalies.
-Range Mode:Normal (300 miles) Vs Extended (500 miles). The range mode is imposed by the message package
format The p2dp message structure only allows normal range operation (300 miles), but it provides more anti
jamming capability than the p2sp, due to the fact that the same piece of information is repeated at different
frequencies. In our algorithm a extended range operation is allowed in order to use all the free text message package
formats.
-Error Detection and Correction features: Y/N. The bit error rate (BER) of the channel is measured considering the
systems error detection and correction features. If we initialize our system to implement EDC techniques the B.E.R of
the channel is lower than without EDC techniques.
Due to the fact that the most important part of the information is contained in the bit significance map (see section III),
we are using message structures with EDC features in the allocation of the dominant pass. The subordinate pass
contains refinement information about the magnitudes of the significant coefficients and this can be transmitted
without EDC techniques in order to send more bits per time slot.
The next step is to obtain the number of "time slots" needed to transmit a still image. Both the parameters showed in
Table I and the time constraint imposed by the operational application shall be taken into account.
The optimization criteria to obtain the "best" performance of our application is as follows:
To minimize the number of time slots required. The fact that the time slots left to image transmission is
suppose to be minimum must be taken into account.
To maximize the anti-jamming protection to the overall image.
To establish a time constraint that would be imposed by the operational environment. This means that it is
necessary to establish a time limit to receive all the image information.
Therefore, the allocation algorithm requires the following inputs:
Percentage of the Link 16 resources than will be used for transmission of images. This will have impact in the
amount of time slots allocated for tactical data information.
Time limit to transmit the compressed image that is clearly an operational input In our algorithm we are using
12 seconds because this is the Link 16 frame time-unit and it is very useful for network designers.
The steps of the allocation algorithm is as follows(see flow chart in annex 1):
Step-1. Input the percentage of time slots assigned to images transmission.
Step-2. Input the time limit to transmit the compressed image
Step-3. input the image to transmit
Step-4. Run the EZW algorithm. As a result the following information is needed to initialize our allocation
algorithm:
4.1. Number of EZW algorithm passes: (e.g.: 1..10)
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4.2. Successive-approximation quantization (SAQ) Maximum Threshold.
4.2.-For each EZW pass, save the number of bits of both the dominant and the subordinate lists.
Dominant pass 1 (1P): nl_ bits
Subordinate passl (IS): n2_bits
Dominant pass2 (2P): ml bits
Subordinate pass2 (2S): m2_bits, and so on...
At the end of step 4 we have 2 files per pass ("one data file" for the dominant and "one data file" for the
subordinate). The algorithm computes and saves the size of these files. This piece of information is needed to
initialize our time-slot allocation algorithm.
Step-5. Create the control template. The packing structure allocation algorithm is initialized by means of a
table to control the message structure assignments to the EZW encoded files. The control template contents
the maximum percentage of time slots dedicated to convey data with a given packing structure.
This table is based on the size of the files obtained in step 4.2. The percentage of time slots allocated to images
are further subdivided in accordance with the control template. For example:
x% of the TS assigned to image transmission 4packing limit: stander
y% of the TS assigned to image transmission -)packing limit: packed 2 single pulse
Z%/* of the TS assigned to image transmission 4packing limit: packed 2 double pulse
k0/oof the TS assigned to image transmission 4packing limit: packed 4
Step-6. Implement the "packing structure" allocation algorithm.
The allocation algorithm is based on the link 16 system capability to code the messages with or without error
correction and detection features in a time-slot by time-slot basis.

The link 16 system meets a communication performance requirements for both the error rates and the jamming
resistance.
For the error rates, the system B.E.R for a channel with EDC techniques is lower than the B.E.R for a channel without
these features. Due to the fact that the most important part of the information is conveyed in the dominant pass, this
pass is coded with the EDC features provided by the system.
For the anti jamming resistance, this shall be reduced as the EZW encoder codes the successive iterations. The images
trend information is obtained in the first pass, therefore it is extremely important to provide the most anti jamming
protection to the data conveyed in this iteration. As it has been mentioned before, the trade-off between the
antijamming techniques is the data rate. Therefore, the first pass file is sent at the minimum data rate (28,8 KBPS). The
subsequent iterations, conveyed image 'anomalies', are sent at higher data rates with less anti-jamming protection.
The "packing structure" allocation algorithm (step-6) can be summarized as follows:
-Dominant passes P: send the data over message package format types with EDC features:
6(0), 6(1), 2(0), 2(1)
-Subordinate passes S:: send the data over message package format types without EDC features:
0(0), 0(), 1(0),1(1).
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-The first pass is sent using a standard package format.
Pass IP: STD+EDC
Pass IS: STD-EDC
-for pass_2 to passN
If (number-of ts) > y,( z, k).
"code with p2sp,( p2dp, p4) package format"
Elseif "code with p2dp, (p4), package format"
Else "re-initialize the algorithm"
end
the transmission process ends when the number of time slots that have been used to send the image reaches the limit
imposed by the operational constraint

SECTION VI: PRELIMINARLY SIMULATION RESULTS
In this preliminary study we have implemented a more simplified algorithm (algorithm#2) to allocate time slots to the
several parts of the EZWA coded image.
There are three control tables each of them with different packing structure assignments.
Table_1: Maximum Anti-jamming capability
Passl .. Pass3 4std with EDC
Pass.. Pass64 p2sp (dominant pass: EDC, subordinate pass: NoEDC)
Pass7..PasslO 4 p4 (dominant pass: EDC, subordinate pass: NoEDC)
Table-2: Medium Anti-jamming capability
Passl & Pass2 4std with EDC
Pass3 ..Pass64p2dp (dominant pass: EDC, subordinate pass: NoEDC)
Pass7..PasslO 4 p4 (dominant pass: EDC, subordinate pass: NoEDC)
Table_3: Minimum Anti-jamming capability
PassL.Pass2 4std with EDC
Pass3 4 p2sp (dominant pass: EDC, subordinate pass: NoEDC)
Pass4..PasslO 4 p4 (dominant pass: EDC, subordinate pass: NoEDC)
As it was mentioned before, the communications performance capability for a link 16 system depends on the message
package format types.
The simulation results are based on the following assumptions
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pixels/8 bits pixel
-Imagesize= 512 X 512
-Wavelet Decomposition: Seven (7) levels of multirresolution decomposition
-Compression Rate4 Depends on the number of EZW iterations
-Number of EZW algorithm iterations: from I to 10
-Initial EZW threshold: 4096
-Time constraint: 12 sec
The figures #1 shows the different time slot allocations for each EZWA pass parameterized by
-Percentage of Link 16 timeslots allocated to images.
-fixed control table (no adaptive)4 different antijamming features.
-Compression rate.
We have also modelled the Data Link channel in order to assess the possibility to improve our allocation algorithun
To simulate the linkl6 channel the first step is to obtain the bit error rate (B.E.R) for both data channels: with EDC
and without EDC. The noise of the channel is simulated by mean of the following expressions:
Channel with EDC features: Erroredc=rand (1,word length) < B.E.R1_edc
Channel without EDC features: Error no edc=rand(1, word lengh) < B.E.R.no edc
The next step is to obtain the data package from the EZW encoder. We have used an optimized free software package
developed by Universidad de Alcali de Henares, Escuela Politdcnica (Spain).
The received data is obtained via XOR logical operator between the "transmitted data package" and the "simulated
channel noise". This data is the input for the EZW decoder and finally the received image is displayed.
The application allows to check the number of errors for each EZW iteration. Based on this information the user can
simulate the performance of the channel in order to establish a threshold to abort ( halt) the images coding process if
the errors in the dominant pass are not acceptable.
SECTION VIL CONCLUSION AND AREAS OF FURTHER RESEARCH
We have presented a new approach to transmit tactical images over a tactical data link 16 channel. The embedded
Zerotree wavelet algorithm can be used in systems that have the possibility of transmitting data at multiple bit rates.
We present a Link 16 messages type allocation algorithm that matches with the multirresolution representation of
images obtained by the EZW algorithm. Using an embedded code, an encoder can finish the encoding process when a
target rate is reached and this is in line with the layered protection scheme we propose.
There are several areas of further research
1.-To optimize the allocation algorithm matched to each specific image type
2.-Zoom-in capability on selected areas. This implies a back-channel for voice or messages.
3.-Comparative analysis of an EZW based algorithm or a SPIHT based algorithm.
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HF Serial-Tone Waveform Design
M.B. Jorgenson and K.W. Moreland
Communications Research Centre
3701 Carling Ave.
Ottawa, Canada, K2H 8S2
Summary
The intent of this paper is to provide the readerwith
an understanding of the fundamental aspects of HF
serial-tone waveform design. Factors which affect
the design of a waveform are discussed. Some factors are regulatory,for example, the availability of
bandwidth. Others are a consequence of nature,
such as the characteristicsof the HF channel. The
technology used in the detection of serial-tone signals plays a key role in the design of the waveform.
Dach of the component elements of a serial-tone
modem is briefly described. Empirical waveform
performancerules are presentedand the designprocess is illustrated with an example based on the
development of a 9600 bps HF waveform standard,
1.0 Introduction
With the increased demand for high data rate HF
services, BF waveform design is enjoying a renaissance of sorts. New HF waveforms have been developed for NILE/Link-22 and STANAG 4444, and are
being developed for STANAGs 4538, and 4539. A
serial-tone standard for data rates up to 9600 bps
was provided in STANAG 5066 Annex G as a nonmandatory component of the standard. The Annex G
waveform was a commercial success in that it was
implemented by vendors, even before adoption.
When Annex G was removed from STANAG 5066,
the same waveform, with minor modifications to the
preamble, interleaver, and the addition of another
intermediate data rate, found its way into draft MilStd 188-110B.
This paper will provide a tutorial guide to designing
an HF serial-tone waveform and is intended to give
the reader sufficient background to make judgements regarding the suitability of various proposed
waveforms. We will begin by describing the components which make up a waveform and the key factors to consider in waveform design. For reference
purposes, a brief description of the types of modula-

tion commonly used at HF will be provided before
focusing on the serial tone waveform. The essential
elements of a modem serial-tone modem will be
described, as will their impact on the design of a
waveform. Empirical relationships for predicting the
bit-error-ratio (BER) performance of serial-tone
modems in a Doppler spreading environment are
provided. Finally, the paper will conclude with a
waveform design example, based on the authors
experience in specifying Annex G of STANAG
5066.
2.0 What is a waveform?
A waveform specification is a description of the onair signalling used to transmit a digital data signal
over a radio channel. It includes a complete specification of the modulation to be used and prescribes
the known symbols, commonly referred to as initial
training (IT) or preamble, that are sent to establish
synchronization as well as any other known symbols
which may be inserted to aid in the demodulation
process. Many standards, particularly more recent
efforts, include forward error correction coding and
data interleaving as an integral part of the definition.
As a rule, waveform standards only specify the
details of the waveform to be transmitted. It is up to
vendors to determine how best to demodulate the
signal, although some standards, notably the US
Mil-Stds, specify minimum performance figures
which must be obtained in order for a vendor's
equipment to be considered compliant with the various standards.
3.0 Factors affecting waveform design
A number of factors affect the design of a waveform. One of biggest constraints for HF waveform
design, particularly in recent years as the emphasis
has shifted to higher data rates, is the channel bandwidth. For military uses, HF spectrum is typically
allocated with a 3 kHz channelization, although
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there are exceptions: some naval broadcasts operate
in a 1.24 kHz bandwidth and there are some assignments of 6 kHz for use with independent sideband
radios (typically for Link-11). 3 kHz is a respectable
bandwidth for sending a 75 bps data signal, typified
by the naval broadcasts run by many NATO nations,
but it becomes a very narrow piece of spectrum for
users who are attempting to transmit at data rates of
up to 9600 bps.
The unique characteristics of the HF channel itself
offers significant challenges. The ionospheric
refraction which allows HF radio signals to propagate over long distances is not without its shortcomings. The received sky-wave signal may suffer
distortion in the form of temporal dispersion (delay
spread) as well as fluctuation in the signal's amplitude and phase (Doppler spreading). Recent high
latitude DAMSON measurements have observed
multipath signals of more than 10 mns duration and
other signals have shown evidence of Doppler
spreading greater than 50 Hz [1,2]. More typical
mid-latitude sky-wave channels might show delay
spreads of 1 - 4 ms with Doppler spreads of 1 Hz or
less. In addition to the sky-wave channel, the HF
surface wave channel offers interesting features and
challenges. Over sea-water, the HF surface wave
propagates far beyond line-of-sight, offering intriguing capabilities for Naval forces. As the surface
wave begins to weaken at the periphery of the surface wave coverage region, a Rician channel is
observed, with the non-fading component from the
surface wave, and another, fading component, arising from a sky-wave path. The noise environment in
the HF channel is also somewhat unique. CCIR Recommendation 322 provides a model for the HF
noise environment. In general, it is much more
impulsive than additive white Gaussian noise, with a
much higher peak to mean ratio and tends to introduce burst error events.
The available bandwidth and the channel characteristics serve to limit the data rates which are achievable over HF. Until very recently most naval
broadcasts were run at 75 bps, and were often unreliable even at these rates because of the lack of forward error correction (FEC) coding. With the
adoption of the modem serial-tone modem, naval
broadcasts are moving to a 300 bps data rate and
other services are being provided at rates up tos2
bps. The demand for increased data rates imposed
by modem networking protocols has led to a determined effort to push achievable data rates upward

and has resulted in new and developing standards
for waveforms offering rates of 9600 bps and
greater. The context in which these systems are
being developed is also changing. At one time,
EMCON considerations were considered paramount
and most HF transmissions were one way, with no
acknowledgment to give away information on the
recipient's position. Increasingly, military forces are
considering options which involve radiating detectable emissions for substantial portions of the time
during operations. This evolving change in philosophy, coupled with the advent of modem automatic
repeat request (ARQ) systems, has led to the transmission of data types which require error free reception (executable computer programs, for example).

4.0 Modulation Types
One way of characterizing modulations is to
describe them as either bandwidth efficient or power
efficient. Examples of bandwidth efficient modulations are phase-shift-keying (PSK), quadrature
amplitude modulation (QAM) and multi-carrier
modulations. Power efficient modulation types
include direct sequence spread spectrum and M-ary
frequency shift keying (MFSK). It is noteworthy
that all of the above listed modulations have been
used at HB. Older naval fleet broadcasts, some of
which are still in service today, used an uncoded 75
bps 2-FSK modulation. Both STANAG 4415 and
Mil-Std 188-110A specify a 75 bps in-band direct
sequence spread spectrum modulation. The Mil-Std
188-141A Automatic Link Establishment (ALE)
standard uses an 8-FSK signalling format. Multicarrier modulations have been used for both Link11, where 16 tones are employed, and ANIDVT,
where 39 tones are used. In the past decade and a
half, PSK serial tone modulations have become the
modulation of choice for high performance HF systems, with both Mil-Std 188-110A and STANAG
4285 employing PSK modulations for user data
rates up to 2400 bps. QAM modulations have been
specified in STANAG 5066 Annex G and in draft
Mil-Std 188-1 10B for data rates beyond 2400 bps.
QAM constellations are chosen over PSK constellations
higherproperties.
rates because
theirconstellations
better signal
space for
distance
The of
QAM
fill the entire space, while the PSK constellations are
confined to the periphery. The result is, for a given
average transmitted power, the QAM modulation
offers a much better signal space distance.The
advantage to the QAM constellation becomes more

33-3

pronounced as the number of bits per symbol is
increased. Another factor which must be considered
at BE is the impact of the peak power limited amplifier. This means that it is not sufficient to consider
the performance of a system solely in terms of average power. Peak power performance must also be
considered. As well, when considering the design of
a constellation, improving the minimum distance is
not .the primary design criteria. Improving the overall BER is the aim. Simulation studies have shown
that a constellation with good minimum distance
properties and a good Gray code often outperform
other constellations with superior minimum distance
properties, but poor Gray coding structures for use
with convolutional codes. This is a function of the
FEC code employed and if, for example, a ReedSolomon code were used, the signal space distance
would again become paramount.

5.0 Synchronization and Frequency Offset
Removal
Synchronization is the process at the receiver of
identifying that a transmission is present and determining its timing with sufficient accuracy to permit
demodulation. Again, HF offers some unique challenges in this area.
The extreme fading experienced over 1HF circuits
means that it is possible that a fade could encompass
the entire duration of the preamble, making detection difficult or impossible, even in channels where
the average signal level is sufficient to permit fairly
high rate communications. Designers have tried to
mitigate this in two ways. STANAG 4285, for example, specifies an 80 symbol preamble which is reinserted every 256 symbols. This ensures that when
the signal level rises to levels which will support
communications, it can be detected and synchronized to. The disadvantage with this approach is that
the ratio of data to known symbols is decreased,
with the result that for the same data rate, the
strength of the FEC code which can be used is
deceasd.
ltenatve
he o tis s t us aniniial
long preamble to ensure synchronization, and then
only include known symbols where they are directly
required to assist in demodulation. Long preambles,
with durations of up to 4.8 s have been used. It is
very unlikely that a channel which would support
communications at a rate of 75 bps or more would
have a fade of that length with sufficient depth to
preclude detection of the signal. This is the approach
which was taken in Mil-Std 188-110QA where the

length of the preamble has been tied to the interleaver used; when short or no interleaving is
selected, a 0.6 s preamble is sent while when long
interleaving is specified, a 4.8 s preamble is used.
The degree of synchronization required depends
upon the algorithm used to demodulate the data.
Early techniques required synchronization which
was accurate to the symbol. More modem algorithms operate effectively with synchronization
which is accurate to within several symbols. This
distinction can be critical at HF, where multi-path
fading can result in a continually changing synchronization point.
The other use for the synchronization preamble is
frequency offset removal. The known symbols in the
preamble are used to estimate and remove any frequency offset in the received signal.
From a waveform design perspective, the trade-offs
which must be considered are the delay and reduced
data rate resulting from adding symbols dedicated to
synchronization versus the probability of missing a
signal which could have been successfully demodulated if an insufficient number of symbols is used for
synchronization.

6.0 Equalization
I h bec fcanlidcddsotos
ad
linithed sgabsene channbel induved disthortiontsband
limitedfesignals canhe received writnoiteriismtThrasyebo
cointerference if
th Nyquistlcieriam is mt.he raisedo
costeine resons is autyica
e
xiiample of theklindeofer
flernge
thayusedili
i
minatul
e
intpersymbch interfererssnce byatiliingpulsed
sherapes.wihhaezr
cosnsa
pcditras
Equalization provides compensation for channel
induced distortions. At HF, the equalization must be
adaptive in nature, changing as the channel itself
chnewihtm.Eulzioisrqrdfr
chraltnges with latime.sEqualizationyisorequiredofo
sericalltone6modulaios whellrelathvesymol duraxpetion
time dispersion, which is often as severe as several
milliseconds. Multi-carrier and M-FSK modulations, on the other hand, do not, as a rule, require
equalization since their symbol spacing, typically
between 8 and 13 ins, is sufficiently large as to mitigate the effect of multipath delay spread for most
channels.
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The simplest form of equalizer is based on a linear
tapped-delay-line with the coefficients adapted
directly based on some error criteria, usually a minimum mean squared error norm. An improvement on
this is the decision feedback equalizer. This is composed of a feed-forward filter and a feed-back filter
which operates on previous decisions. Again, the
coefficients are adapted directly, based on the estimated error signal. However, in this case the characteristics of the data signal are considered. Further
gains can be obtained by separating the equalization
problem into two distinct tasks. The first is to identify the channel impulse response, the second is to
compute the optimal weights for the decision feedback equalizer based on the estimated channel
impulse response. Alternatively, when the channel
impulse response is known or can be estimated a
block equalization process can be used.
Most modem HF modems use equalization which
requires estimation of the channel impulse response.
As a consequence, the waveform designer must provide sufficient opportunity to make channel estimations and to maintain and update them as required.
The main purpose of the known data segments in the
framing structure of HF serial tone waveforms is to
provide for isolated blocks of unknown data for
block oriented detection and to facilitate the maintenance of an accurate channel estimate for both block
and conventional equalizers. If the span of the
known data segments is twice the expected delay
spread, channel estimates can be made directly
using only the known data. Otherwise, an LMS
update procedure based on known data and past
decisions made on unknown data is used to track
and adjust the channel estimate.

7.1 Convolutional codes
Convolutional codes are soft decision, bit-error correcting codes which are usually decoded with a near
maximum likelihood detection process known as
Viterbi decoding. They are asymptotically optimal
in an additive white Gaussian noise environment
and, when combined with adequate interleaving,
provide good performance in the fading channels
found at HB. Convolutional codes perform poorly in
burst error environments, which makes it critical to
achieve sufficient interleaving to break up fades.
Tert /,cntan egh7cnouinlcd
The raten
1/2, consraint lengalth onvolutioal codemi
i omnyue o Fsra oedt rnms
sion. Both Mil-Std 188-1 10A and STANAG 4285
Annex E call for this code. When rates greater than
1/2 are required, they can be achieved by puncturing
the code, an exercise where selected output bits are
not transmitted and a puncturing mask is applied in
the decoding process. Rates lower than 1/2 are
achieved by repeating the bits output by the encoder.
Repeating output bits, to achieve a rate 1/4 code, for
example, incurs only a small performance loss relative to what could have been obtained with a true
rate 1/4 code. However, the advantage of the repetition strategy is that it is much simpler than developing alternate codecs for each data rate.
7.2 Reed-Solomon codes

A critical feature of any modern HF data communication system is the forward error correction coding.
There are a number of criteria which must be considered in selecting an FEC code. Performance,
complexity, compatibility and proprietary rights
issues are all significant factors in the choice of a
code.'

Reed-Solomon codes are a class of symbol error
correcting codes which provide good burst error performance, particularly when erasures are used. Reed
Solomon codes with large symbol sizes, (typically 6
bits or more) usually eliminate the need for a cyclic
redundancy check (CRC) for validating data fidelity.
code itself provides an indication of error when
is not possible to correctly decode the received
data. This feature can be very valuable in packet
data systems. Relative to other coding schemes, RS
codes work best at high rates or when the acceptable
BRtrsod
r atclrysrnet
BRtrsod r atclrysrnet
The major disadvantages associated with RS codes
are their relatively poor performance in AWGN and
in the difficulty in incorporating soft decision infor-

The relative performance of various coding schemes
varies with code rate, modulation and the acceptable
error thresholds.

mation into the decoding process in a form more
sophisticated than simple erasures.
Reed-Solomon codes are used in STANAG 4444.
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7.3 Concatenated codes
Concatenated codes attempt to use multiple encodings to overcome the shortcomings of some codes.
Powerful concatenated codes have be formed by
using convolutional inner codes with RS outer
codes. These codes are a good match for one another
when used in this way. Convolutional codes are sensitive to burst errors and, when they fail to decode
properly, often produce extended error bursts. RS
codes, on the other hand, work well with burst
errors, so the bursty errors produced by the inner
convolutional code can often be corrected by the
outer RS codec.
The main disadvantage of concatenated codes is that
they require two interleavers to be effective. This
limits the amount of interleaving which can be
applied to the inner code, with the result that for the
error rates usually considered adequate at HF, i.e., in
the 10-3 to 10-5 range, concatenated codes generally
do not perform as well as convolutional codes by
themselves. However, if a very stringent BER criteria is required, they will perform very well.
7.4 Trellis Coded Modulation (TCM)
This class of codes exploits the improved minimum
distance properties which can be obtained by combining coding and modulation. TCM has proven
very effective in wireline modems, where it is used
extensively. The large gains seen in the wireline
environment have not translated into comparable
performance in fading channels, although research
is ongoing to improve the performance of TCM in
fading channel environments. HF in particular represents a difficult environment for TCM because of
the interaction which takes place between the coding and the equalizer.
7.5 Iterative codes
Turbo codes are the best known example of iterative
codes.codesare odes arest coosed
exa l or
ierave
codes. These codes are composed of two or more
component codes and iterate back and forth between
the two codes to achieve performance which is very
close to the Shannon capacity bound. These codes
achieve results which were believed to be unobtainable with reasonable complexity until very recently.
There are three drawbacks associated with these
codes. To obtain the impressive performance that
they offer, substantial interleaving is required. The
computational complexity associated with these

codes is substantially greater than convolutional
codes, although significant strides have recently
been made in reducing the computational complexity. Most, if not all, of these codes are protected by
patents and, as such, are subject to proprietary rights
which makes their adoption for use at HF very problematic.
7.6 Interleaving
Depending on the kind of code employed, the interleaver may interleave symbols or bits. In the case of
Reed-Solomon codes, in order to preserve the burst
error capabilities of the code, Reed-Solomon symbols are interleaved. With convolutional and other
bit error correcting codes, it is the bits which are
interleaved.
Both block and convolutional interleavers are used
for HF data communications. The block interleaver
has the advantage that if the data packets are sized to
fit within an interleaver block, no flush is required.
The drawback to the block interleaver is that it is
only possible to synchronize at interleaver block
boundaries. With a convolutional interleaver, on the
hand, synchronization is possible once every cycle
through the interleaver and, for the same end-to-end
delay, better performance is achieved. The major
disadvantage to the convolutional interleaver is that
it requires a flush to clear out the interleaver at the
end of the transmission.
8.0 Predicting Performance
The performance of serial tone modems as a function of delay spread is such that there is little variation or dependence of BER on delay spread up to a
certain critical value. For delay spread values
exceeding this value, failure is usually catastrophic.
The span of this delay spread operating window is
dictated by the span of the known training segments,
(also called the probe or mini-probe). Within the
delay spread region where the modem is functioning
correctly, it is possible to develop empirical relationships between the uncoded BER as a function of
SNR and Doppler spread. The example channels
that are presented here are two path Rayleigh fading
channels. We emphasize that the results are uncoded
BERs and a further level of refinement would be
necessary to make this applicable to the output of a
modem modem which includes FEC.
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In the high signal to noise ratio case, with delay
spreads in the operating range, it has been found that
the following simple relationship results in a very
good fit to observed simulation results for the probability of uncoded bit error achieved with an
advanced block equalizer.

1
0.1

Y/I
.j 0.01

(1)

Pb =k

o0.001

where km is a modulation dependent

constant, O1)D

is Doppler spread in Hz, and Rcs is the channel
sampling rate in Hz. Thus, for high SNR, the B.E.R.
is proportional to the ratio of the channel sampling
rate divided by the Doppler spread, raised to the
fourth power, where the channel sampling rate is
simply the reciprocal of the time between successive
probe sequences. Empirically, the proportionality
constant km has been determined for BPSK, QPSK,

0.0001

1

Doppler

Figure 1 - Fourth power relationship of B.E.R.

and Doppler spread for BPSK, QPSK, 8PSK and
16QAM modulations. Simulation (dashed),
empirical relationship (solid).

Rb = (Rs

8PSK and 16 QAM. The values obtained are:

(Rs

(

(3)

RcsT)nm

kl6qam - 10
An example of the fit obtained using these parameters, in a two path Rayleigh fading channel with 1
ters,othe
ms of delay spread, for a waveform using a repeated
framing structure of 19 data symbols followed by 19
training symbols (denoted as 19-19), with BPSK,
training symbols (dn
16QAMmouas
oted
1 9n
wih iK
QPSK, 8PSK and 16QAM modulations is shown in
Figure 1. Further analysis of the simulation results
would allow refinement in the accuracy of these

and specification of waveforms expected to use
advanced block equalization techniques. The bit rate
throughput of the waveform, Rb, can be expressed
in terms of the symbol rate, RS, the channel sampling rate, the number of training symbols per probe
segment, T, and the number of bits per symbol for a

)f4

which provides the highest bit rate achievable for
specified symbol rate, modulation, bit error rate,
Doppler spread and probe sequence length. Note
that because the probe sequence length determines
maximum delay spread handling capability, this
eqainpodsaveygdaaltclolfr
equation provides a very good analytical tool for
determining what sort of throughput goals are
achievable for a specified environment. Simple alge.

.

this equation lead to formulabraic manipulations of
tions in terms of bit error probability,

numbers.

It
is possible
to use
this be
result
to derive
some design
equations
which
would
useful
in the developmentR

(

kmK 1/4
)D
7

Rb

k8psk -(2)3s

given modulation, nm .

-

Substituting (1) into (3) results in

kbpsk - 0.2
kqpsk - 0.6

(Hz)

Spread

11

DT

4

Pb = km--RbDDT
s

(5)

m.1

and Doppler spread
R
(DD =

(_ m

/
(6)

33-7

The previous relationships are valid only at high
SNR. It would be desirable to establish similar relationships which are valid over a large range of
SNR's. Such a relationship would take the form of

3..sec delay spread
1

0.1

(D s4

Pbo(NO) + f(OD, NO) +km

(7)

0.01

where, in addition to the fourth power term above,
there is a constant term dependent upon SNR (and
probably other factors such as length of data and
training segments), as well as a term which might be
dependent upon both Doppler spread and SNR. Here

0.001

b=

Pbo(No)

0.0001
.

le-0

is the bit error rate for 0 Hz Doppler

Doppler Spread (Hz)

spread and is a function of the SNR. For convenience, this dependence will not be shown in the following, but is implicit. Empirical study has shown
that a very good approximation to the bit error rate
is provided by the following:

Figure 2 - Fit of empirical B.E.R. vs. Doppler

spread relationship (solid) to simulated results
(dashed) for qpsk signalling using a 50%
efficient waveform (27-27) with Eb/No of 15,21,
and 27 dB.

S b2
Pb

-

AA[(hI

100

1i0

3 msec,

2,4,8 PSK, 16 QAM

(8)
-

0.1

A typical example of the accuracy of this fit is
shown in Figure 2 below. The solid lines are the
empirical relationship of (8), while the dashed lines
represent simulation results. Each bit error rate point
in this figure represents the simulation of 5000
modem frames, each containing 3 signalling blocks
of 27 data and 27 training (27-27). For the 27 dB
curve, this still results in a large degree of uncerfor low Doppler spread values.
tainty in the B.E.R.
titinteBERfoloDopespedvle.1
Thus, an additional run of 50000 modem frames

-

0.01
a

0.001

0.0001

0

le-00

10

100

Doppler Spread (Hz)

were run at 0 Hz Doppler spread and the Pbo values
obtained from that run are used computing the
curves shown in the figure.
The agreement between the empirically derived
relationship and the simulation results in the above
figure is quite remarkable. Figure 3 shows the fit of
the relationship to the results obtained for the 27-27
waveform with the various modulations at Eb/No =
27dB. Again, agreement is quite good. Figure 4
shows the fit to a waveform with 75% efficiency (81
data, 27 training).
It should be noted that the agreement with the relationships of (5) and (8) is not quite as good over the
ensemble of results for 8PSK and 16QAM as it is
for BPSK and QPSK. As well, waveforms with very
high efficiencies, particularly for the high delay

Figure 3 - Fit of empirical B.E.R. vs. Doppler
spread relationship (solid) to simulated results
(dashed) for various modulation techniques
using a 50% efficient waveform (27-27) with
Eb/No of 27 dB.
spread cases, show greater departures from (5) and
(8) than do those with efficiencies near 50%. In any
case, the agreement of simulation with (8) is sufficiently good that a set of design equations is proposed using (8) as a basis:
2]2

(9)

bDRb

\

n- .,
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*serial-tone approach was taken because of its better
peak-to-average performance relative to the multicarrier approaches.
13

The user data rate can be expressed as

delay spread

sec

rd =

0.1

00symbol

of data symbols to total symbols sent, nb is the

.0.001

0.0001
le-05
1

Doppler

10
Spread

100

{Hz)

Figure 4 - Fit of empirical B.E.R. vs. Doppler
spread relationship (solid) to simulated results
(dashed) for qpsk signalling using a 75 %
efficient waveform (81-27) with Eb/No of 15, 21,
and 27 dB.

=

nm Rs

m

",

m

)FTO

RPb--bb0

T)
(10)
D)

Rb,
IRST nmodem
D =

(12)

where rd is the data rate, rb is the baud rate or
rate, 1wf is the waveform efficiency or ratio

0.01

R

bT1 wfnbrc

Pb1
-

T/

(11)

jr

These equations have proven to be a useful tool in
the initial waveform design stage.
9.0 Waveform Design Example
STANAG 5066 is an HF subnet protocol developed
by NATO in support of the BRASS program. During
the development of the protocol, a requirement for
waveforms providing data rates beyond 2400 bps
was identified and the Communications Research
Cenre
wo hd
CRC,
pblshe reult ofdivrCentre (CRC), who had published results of diversity combining trials with 9600 bps waveforms [31,
were asked to submit a draft waveform to satisfy the
requirement.
In this case, increased data rate was the clear driving
factor in the design. This limited the choice of modulation to the bandwidth efficient modulations. The

number of bits per symbol, and r is the code rate.
Increased data rates can be achieved with increased
baud rate, improved waveform efficiency, increased
modulation complexity or reduced code rate.
Some initial experimentation was carried out on the
effects of increasing the baud rate above 2400 symbols per second. The result was that for typical commercial HF radios with 2.7-2.8 kHz passbands, the
increased coding which was available improved
BERs for the AWGN channel, but no improvement
was seen for a CCIR poor channel where there was
2 ms of multipath delay spread. Performance
degraded markedly as delay spread was increased
when the signal was passed through real radios. This
result has since been confirmed by Nieto, who provides strong evidence of the dangers of comparing
implementations without adequately factoring in radio effects [4].
Improving the waveform efficiency is a relatively
straightforward exercise. Neither STANAG 4285 or
Mil-Std 188-1 10A, the key HF waveform standards,
were designed with these high data rates in mind. As
a consequence, STANAG 4285 has a waveform efficiency of 50% while the Mil-Std does slightly better
with a waveform efficiency of 66.7% for the 2400
bps mode. Combinations of waveform efficiency,
number of bits per symbol and standard coding rates
which achieved user data rate of 9600 bps were considered.
Ad
A decision was made to maintain the waveform
structure regardless of the selected user data rate and
to achieve the various rates by changing the modulation. This also allowed for auto-baud to be implemented as a modulation recognition. As much as
possible, compatibility with STANAG 4285 was to
be maintained for ease of implementation.

33-9

The specification of the known data is the first major
task. The preamble must be long enough so that it
extends significantly beyond any radio induced transients and is designed to have good correlation properties to aid in signal detection and acquisition. At
the end of the preamble, a sequence optimized for
channel estimation was appended to ensure that a
good channel estimate was available to the receiver
at the beginning of the data.
The required delay spread capability is what drives
the length of the training segment. With conventional implementations where a channel estimate is
made on the preamble and only updated, not re-estimated, on subsequent known data segments, the
length of the known data segments is just slightly
more than the expected delay spread. The higher
modulation complexities contemplated in the Annex
G waveform require better channel estimates than
previous implementations. For the Annex G waveform, where it was envisioned that the user would
make a direct estimation of the channel estimate

with each known data segment, the training segment
duration needed to be more than twice the expected
delay spread. The incentive for making the training
segment short is that lengthening the training segment forces the data segment to be lengthened by a
proportionate amount in order to maintain the waveform efficiency. The bigger the data segments get,
the more susceptible the implementation is to Doppler spreading and frequency offset errors. On the
other hand, longer known data segments allow for
better channel estimates.
In the end, after simulation of several candidates, the
frame structure shown in Figure 5, along with
STANAG 4285 and Mil-Std 188-1 10A shown for
comparison, was adopted. Another feature of the
Annex G waveform. design was the inclusion of a
regularly reinserted preamble which could be used
for late acquisition or reacquisition.

STANAG 4285

Mil-Std 188-1 10A (2400 bps)

STANAG 5066 Annex G
OEM

N

R

Initial Synchronization Preamble - 200 symbols

~XZ

Data Block - 256 symbols
Mini-probe - 31 symbols of a repeated 16 symbol
Frank-Heimiller polyphase code.
Regularly Re-inserted Preamble

-

103 symbols

Figure 5 - Waveform structure.

A constellation optimization was undertaken for the
QAM modulations used in the standard. The resultant constellations are shown in Figures 6 and 7.
These clearly improve signal space distance properties relative to the conventional square constella-

tions, but what is not so readily apparent is that they
also preserve the excellent Gray-coding properties
of the square constellations.
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For comparison, STANAG 4285 2400 bps mode:

Waveform
(datatraining)

0

.
.

0

0.5

6400 bps.

1
'spreads,

.

2/3

2400

form in a benign channel. This is not surprising as

both use the same modulation, 8PSK, and the code
rates are not all that different, rate 3/4
vs. rate 2/3.
On the other hand, the Annex G waveform will fall
apart completely in the presence of large Doppler
while the STANAG 4285 waveform can

10.0 Summary

.
.

8-PSK

cope with substantial Doppler spreading.

..

..

0

User Data
Rate
(bps)

In comparing the two waveforms, it should be noted
that they are designed for different purposes and services. The Annex G 4800 bps mode requires just
slightly more SNR than the STANAG 4285 wave-

Figure 6- 16QAM constellation used to achieve

.5
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This paper has provided a tutorial overview of the

*

design of HF serial tone waveforms.
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Beyond 9600 bps at HF
M.B. Jorgenson, Robert Johnson and K.W. Moreland
Communications Research Centre
3701 Carling Ave.
Ottawa, Canada, K2H 8S2
Summary
This paperfocusses on the emergence of high data
rate HF data communications capabilitiesproviding
data rates of 9600 bps and beyond. The use of independent sideband equipment and allocationsis suggested as a feasible means of providing data rates of
up to 32 kbps, particularly in a naval environment
where surface wave propagation extends well
beyond line of sight. Results obtained with a modem
implementation and HF channel simulator are presented to substantiateclaims that the performance is
acceptablefor many naval scenarios,
1.0 Introduction
In this paper
rateHtial
potential for
9600 bps.

of high data
we look at the emergence
andconiderthe
ata
ommnicaion
rateBF
o mmfutureinicratis andaconder theyd
future increases in data rate beyond

It is only in recent times that achieving user data
rates in excess of 2400 bps over HF channels has
been seriously considered. Indeed, the era of the 75
bps uncoded FSK radio-teletype signal is only now
drawing to a close with the modernization of NATO
naval broadcasts. At the same time, military forces
of all kinds are coping with the digitization of the
battlefield. Networking services, real-time video
feeds, high resolution imagery and other applications and services are creating demands for ever
higher data rates. This evolution is requiring data
rates which have traditionally been unsupportable at
HF and, consequently, may lead to the marginalization
of HF
unless over
means
be found to
increase
the services
rates attainable
HFcan
circuits,
The authors' development of modems and signalling
strategies capable of transmitting 9600 bps using
standard 3 kHz bandwidth HF channels culminated
in a demonstration of this capability over a 1800 km
skywave link [1]. The results were sufficiently
encouraging that the signalling strategy was incorporated in draft NATO STANAG 5066 (vi.02) as a

non-mandatory Annex (G). This standard was
adopted with minor modifications to provide the
high data rate component of draft Mil-Std 188-1 10B
[2].
It is unlikely in the extreme that data rates in the
neighbourhood of 64 kbps, which are quickly
becoming minimum standards for the digital battlefield, can be attained over 3 kHz HF channels. In
order to obtain rates of this sort, it will be necessary
to revise frequency allocations to permit wider
bandwidth HF channels [3]. This is likely to be a
time-consuming process, however, and it would
seem prudent to determine what can be accomplished within the present regulatory framework.
In previous work on high data rate transmission over
toa16mkbs hveb
nelshrate oftu
3 kez HF c
3 kHz BF channels, rates of up to 16 kbps have been
demonstrated [4]. In addition to the standard 3 kHz
channels, there are currently some independent sideband (ISB) channel assignments available with
(effectively) 6 kHz bandwidth. These are currently
allocated to Link-ll circuits, where suitable radios
can make use of both sidebands to produce a diversity transmission of the tactical data link signal.
These ISB assignments are particularly interesting
when considering what data rates might be possible
with current frequency assignments and radio equipments.
In the following section, we will consider the kinds
of HF channels which could be expected to support
high data rates with conventional SSB and ISB
transmitters. We will then examine the signal flow
model of a high data rate system to identify which
aspects may be problematic for high data rate transmissions. This is followed by results obtained
in
real-time simulation tests. An Annex G implementation (up to 9600 bps) is used to provide a baseline
for comparison.

Paper presented at the RTO IST Symposium on "Tactical Mobile Communications",

held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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2.0 The HF Channel
The HF channel offers particularly intriguing challenges. We will briefly discuss three HF channels of
interest: the skywave channel, the surface wave
channel, and the Rician channel, composed of a
non-fading surface wave component and a fading
skywave component.
The skywave channel provides support for long-haul
beyond line of sight (BLOS) communications without the need for relays. However, the fading which is
experienced on these circuits can be severe, and only
a small percentage of skywave channels will support
communications at data rates of up to 9600 bps. In
our view, 9600 bps, which requires a 64QAM constellation, is the practical limit for communications
over 3 kHz HF skywave channels. A much larger
percentage will support a 6400 bps waveform using
a 16QAM constellation.

will dominate and at long range, skywave will be the
primary propagation mechanism (Rayleigh channel). At intermediate ranges, there is a transition
region where the Rician channel model is appropriate. An assessment was undertaken to obtain an
indication of:
- the received signal levels (RSL's) and signal-tonoise ratios (SNR's) that could be expected by naval
platforms at various ranges, and;
- the boundaries of the transition region between
groundwave and skywave domination.

Groundwave
Dominant

HF surface wave propagation provides beyond line
fsight communications as the wave propagatesave
over the curved surface of the earth. How far beyond
line of sight depends strongly on the composition of
R
the surface. The HF surface wave propagates for distances of several hundred kilometers over highly
conductive surfaces such as seawater, much farther
than over fresh water or land. This phenomenon
makes HF surface wave communications particularly significant for naval applications.
The noise environment for all HF channels is somewhat more impulsive than the additive white gaussian noise (AWGN) that is commonly used to test HF
modems. CCIR Rec 322 provides a recommended
noise generator for use in simulating HF channels
[5]. Interestingly, for many modem HF data communications systems, CCIR 322 noise is actually easier
to cope with than AWGN. This result is a consequence of the coding scheme employed. Although
the CCIR 322 noise is more likely to generate large
error events than AWGN of the same power, the
error events tend to be more spread out, and hence
easier for the FEC coding to cope with, as long as
interleaving is employed,
2.1 Naval Application of HF Surface Wave
Communications
In general, the relative strengths of groundwave and
skywave signals as a function of range behave as
illustrated in Figure 1. At short range, groundwave

Transition
Region

Skywave
Dominant

CCIR R~c 368-4
skywa
IONC

Range
Figure 1 - Channel model determination based
on comparing groundwave and skywave
received signal levels as a function of range.

The IONCAP [6] propagation model was used to
define HF skywave conditions for ship-to-ship communications in the North Atlantic. One ship was
located at (50 deg N, 30 deg W) and the other was
positioned due north of it at the range being tested.
The co-ordinates are important because geographic
location influences the level of atmospheric noise
and solar effects. A sunspot number of 100 was
used, as this represents an average value.
The antenna considered was a wideband monopole,
of relatively short length (I << X/4). These antennas have essentially a cosine-squared elevation
angle power gain pattern, which discriminates
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against high angle skywave signals. A 500 W transmitter was considered.
IONCAP noise levels were used after making the
adjustment for 3 kHz bandwidth. IONCAP uses the
CCIR Rep 258-4 environmental (man-made) noise
model with the addition of natural (atmospheric)
noise. For this investigation, the "Rural" environment model was selected. This has a power of -150
dBw in a 1 Hz bandwidth (-115.2 dBw in 3 kHz) at
3 MHz, with a decrease with frequency of 27.7 dB
per decade. It must be noted that the IONCAP noise
levels represent median values,
Where

Freq.

The channel models considered in this study are: the
simple AWGN channel; a Rician channel where
there is a single non-fading path and second fading
path with 6 dB lower average power; and the CCIR
poor channel which has two independently fading
paths, each with a Doppler spread of 1 Hz, separated
by 2 ms.

Skywave

Groundwave
Domination Ends
Range
(kin)

The exciter automatic level control (ALC) circuit
operates to maintain the transmitted signal within a
specified power range and the signal is upconverted
and further filter by the exciter's transmit filters.
The signal is amplified by an 1HF power amplifier
and applied to an antenna.

- SNR

(dB)

Crossover Point
Occurs At
Range
(kin)

(MHz)

-

SNR

Domination
Starts At
Range
(kin)

(0B)

SNR

(M)

2

380

42.6

600

39.0

>600

?r

4

400

37.5

500

40.5

600

30.5

7.5

385

32.0

460

36.5

550

26.5

10

395

24.7

450

31.0

520

20.0

.20

295

11.4

350

0.0

>600

N/A

TABLE 1. Range and signal levels of skywave and
groundwave signals for various frequencies.
In order to impart some idea of the noise model
impact, selecting the worst case environmental category in the CCIR noise model (industrial) results in
-10 dB increase in noise level,
The anticipated signal levels are shown in Table 1.
The extent of surface wave propagation implies that
HF signals requiring SNR's in the 30 dB range
could be used to support operations within a naval
battlegroup, which might be spread over several
hundred kilometers of ocean. The alternatives to HF
in this scenario involve aerial relay platforms or satellite communications. Both of these alternatives are
costly and may be impractical for many NATO
navies.
3.0 System Model
The system used to characterize the performance of
the high data rate waveforms considered in this
paper is shown in Figure 2. Digital data is presented
to the modem from a data source. It is then encoded,
interleaved and modulated by the modem and presented to the transmitter (exciter and power amplifier) as an audio signal centered at 1800 Hz.

After transmission through the channel, the signal is
filtered and down-converted by the receiver. An
automatic gain control (AGC) circuit operates to
maintain the received signal level within an acceptable range.
The audio signal from the receiver is passed to the
receive modem. Initially, a modem synchronization
function searches for the preamble which, when
detected, is used to remove any frequency offset
between transmitter and receiver and to establish the
timing for the frame structure. The last segment of
the preamble is used in the calculation of a channel
estimate for use in the equalization process. Soft
decisions out of the equalizer are fed to the de-interleaver and then to the decoder. Finally, data out of
the modem is passed to an external device where, in
this case, it is compared to the data which was transmitted and errors are counted.
When an ISB configuration is selected, the data
stream splits into two paths following the interleaver. From that point forward, there are effectively
two parallel signal paths, one for the upper sideband
and another for the lower sideband. Bits out of the
interleaver are passed alternately to each path. On
the receive side, the two signal paths remain separated until the soft decisions are to be de-interleaved. The only exception to this separation of USB
and LSB is that some advantage is taken of the
knowledge that both are present in the synchronization algorithm employed.
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Figure 2 - Signal flow diagram for experimental apparatus.
Surprisingly it was found that the exciter, rather than
the receiver, has presented the greatest difficulty
swith these new wavefores. In the exciter which is
employed in our testing, it was very difficult to com-

employed, no difficulty was encountered with the
radio responding to the signal level variability due to
the QAM constellations themselves.

pletely turn off the Automatic Level Control (ALC).
The front panel setting ALC-off only partially disabled the ALC and, as the ALC was designed for
voice applications, it did not tolerate 256QAM constellations well. In fact, even 64QAM constellations
cause difficulty with radio ALC circuits when the

m F radios are
The AGC and ALC circuits of legacy
designed for voice applications. They attack quickly
and, particularly in the case of receiver AGC, have
selectable decay times. While this is good for voice
and acceptable for near constant envelope data modulations, it creates problems with multi-level modu-

ALC cannot be disabled.

lations (like the QAM constellations we use). With
newer digital radios, the effect of AGC can be incorporated in the output signal, creating a signal which
appears linear throughout the dynamic range of the
radio. This will solve the ALC/AGC problems currently being experienced.

Typical receiver automatic gain control implementations have not proven to be a problem. Certainly, in
a skywave channel with the attendant fading, this
would be such a problem. However, for the kinds of
channels which these higher rate waveforms would
operate in, namely surface wave and Rician channels where the dominant path is steady, the AGC
attacks at the beginning of the transmission and
remains steady thereafter. In the radios we

Another concern which has proven to be groundless,
at least for the equipment which we have used, was
that the power amplifier might not be sufficiently
linear to support the 256QAM signal without some
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distortion. Although it is difficult to rule out entirely,
primarily because of problems observed with the
ALC, it does appear that the P/A is sufficiently linear to avoid distortion in the data signal.
When large data block sizes are used, as they are in
all high data rate HF applications, frequency offset
removal becomes a critical component of the
modem. This results because of the ambiguity which
is introduced if residual offsets of more than 1/(2 *
data block duration) are present.

Figure 4 shows the performance of the Annex G
waveforms in a Rician channel. This channel is of
particular interest when operating at the edges of the
surface wave coverage region. It is also of interest
when antennas which do not discriminate against
high-angle radiation are used. One relevant instance
of this in the naval environment would be communication to a helicopter. Performance in the Rician
channel is only degraded by approximately 2 dB
from the performance obtained with the AWGN
channel. The use of a good equalizer is the key reason why this degradation is so small.

4.0 Performance Results
4.1 Baseline: STANAG 5066 Annex G
The performance of an implementation of the Annex
G waveforms in an AWGN channel is shown in Fig-

STANAG 5066 Annex GRician (-6 dB 2nd Path) Performance

0.1

ure 3. The three modulation schemes used for, 4800

bps to 9600 bps, are 8PSK, 16QAM and 64QAM.
Note that increasing the data rate by a factor of 2
from 4800 bps to 9600 bps costs more than 7.5 dB
in required SNR. With the 64QAM waveform, we
still remain well within the predicted SNR values for
a naval force which is spread widely over the ocean.
0.1
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Figure 5 shows the performance of the Annex G
waveforms in a CCIR Poor channel. The significant
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Figure 3 - Annex G waveforms in AWGN.
Wdatavo
(datatraining)
256-31

Modulation

o Codult
dte URata
Rate
Rate
(bps)

64-QAM
16-QAM
8-PSK

3/4
3/4
3/4

9600
6400
4800

QPSK

3/4

3200

TABLE 2 - Annex G waveform parameters

21

increase in the required SNR is due to the fading
nature of this channel. The 64QAM, 9600 bps signal

requires approximately 30 dB SNR for reception.
This level of SNR is only rarely achieved over skywave links with the usual sorts of fitted HF equipment. As we believe that the 9600 bps waveform at
30 dB SNR represents the practical limit for skywave transmission, we will not consider the CCIR
Poor channel further. Rather, we will limit our discussion to the surface wave channel and the Rician
channels which we expect to see in the naval battlegroup scenario.
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STANAG 5066 Annex G CCIR Poor Measured Performance
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6400 bps ...

but with some advantages in terms of implementation complexity and block sizes. With these codes it
is quite feasible to look at code rates of 0.9 or
higher.

"4800bps.
0.01
'wave

,
0.001

0.0001

00
'•

",,

\

, I
. .. . . . . . ..
,
14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31

SNR (dB in2.4 kHz)

Figure 5 - Annex G waveforms in CCIR Poor
channel, defined as 2 fading paths, 2 ms delay
spread, 2 Hz Doppler spread.

4.2 Data Rates Beyond 9600 bps
The Annex G waveform has a waveform effi6iency
of 8/9; that is, on average, for every 8 symbols of
on-air data which are sent, a single known symbol is
added for equalizer training etc. The convolutional
code used is a rate 3/4 code. At 9600 bps, the Annex
G waveform uses a 64QAM modulation which
transmits 6 bits for every symbol. At 2400 baud, this
means that the absolute upper limit, if no training
symbols and no coding was employed, would be
14.4 kbps.
We could increase the waveform efficiency,
although at 8/9 there is not much room left for
reducing the percentage of training symbols. In
point of fact, the waveform structure of the high rate
waveforms considered in this paper vary only
slightly from the Annex G parameters.
Another alternative is to increase the code rate. To
do this substantially with a convolutional code is
difficult and incurs significant performance costs. To
avoid these problems, we have used an iterated code,
developed at CRC, called a Hyper-code [r7]. Like
turbo-codes, this class of codes works by iterating
two codes against each other to obtain performance
which is within a few tenths of a decibel of the
Shannon capacity. Hyper-codes obtain performance
essentially equivalent to turbo-codes for high rates,

The next parameter which can be changed is the
modulation. The highest modulation used in Annex
"G is 64QAM. We believe that many HF surface
channels are capable of supporting a 256QAM
"modulation and this is the modulation which we
have chosen. The 256QAM modulation used was a
"simple 16x16 square constellation. If past experi"encecan be used as a guide, it should be possible to
"improve on the performances reported here by 2 or
more dB by optimizing the constellation.
Finally, the most significant change is the use of an
independent sideband radio, which offers two 3 kHz
channels. In our implementation, the output of the
codec is interleaved and then successive bits are
passed alternately to the modulator for the upper and
lower sideband. On the receive side, the sidebands
are demodulated independently and then the soft
decisions output from two independent equalizers,
one for each sideband, are input to the de-interleaver/codec.

Modulation

Code
Rate

User Data
Rate
(kbps)

288-31
250-31

256QAM
64QAM

0.837
0.758

28.8
19.2

288-3 1

16QAM

0.837

14.4
14.4

Waveform
(datatraining)

288E3 -ISB
TABLE 3 - ISB Waveform Parameters

The consequences of these design choices are evident in Figure 6 below. With an ISB radio it is possible to send 14.4 kbps in an AWGN channel, using a
16QAM constellation, with less than 16 dB SNR
(measured in 2.4 kHz). Contrast this with the 21 dB
SNR required to send 9.6 kbps using the 64QAM
modulation specified in Annex G. The benefits of
the improved coding can be seen when comparing
the 19.2 kbps ISB implementation to the Annex G
implementation. These would be expected to be
comparable if the coding used was the same as both
employ 64QAM modulations. The Hyper-code has
improved the performance of the 19.2 kbps imple-
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mentation by approximately 2 dB. It is worth noting
that the 28.8 kbps and 32 kbps waveforms, both of
which use a 256QAM constellation, are operating
with acceptable error rates in SNRs below 30 dB.
Essentially no difference is seen in the BER curves
when various interleaving depths are used.

Rician channel, -6dB 2ms sky wave

0.1
"-.

28.8 kbps

"'...

32 kbps

0.01

LU
ISB Measured Performance
0.1

0.001

Annex G 9,.6kbpsý
SSB
0.0001

0.01

16

18

20

22

24

26

28

30

SNR (dB in 2.4 kHz)

32

34

36

38

40

Figure 7 - ISB waveforms using long

interleaver (10 s) in Rician channel.
0U001
Figure 8 shows the impact of interleaving on BER

.0001this

12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29

SNR (dB in2.4 kHz)

Figure 6 - ISB waveforms in AWGN channel
with Annex G 9600 bps waveform shown for
reference.
In the Rician channel results, shown in Figure 7, we
again see a shift of approximately 2 dB, relative to
the AWGN channel for the lower order QAM constellations. However, notice in Figure 7 that the
256QAM constellations have shifted by 3-4 dB,
reflecting the greater sensitivity of these constellations to distortion of any kind. Again, note that even
for the highest data rates, the SNR required is still in
the vicinity of 30 dB. This, in conjunction with the
SNR projections in section 2, suggests that these
data rates should be achievable in a naval scenario
between platforms spread over several hundred kilometers of ocean.

performance for the high data rate waveforms. In
in
data rate
nti from
c ostin substa
2tis case, the incrementalseentchange
28.8 kbps to 32 kbps is seen to cost substantially in

terms of the irreducible error rate when no interleaving is used. The performance of the 32 kbps waveform with short interleaving is actually comparable
to that of the 28.8 kbps waveform with no interleaving. The 28.8 kbps waveform performs fairly well as
long as some degree of interleaving (i.e. short iIs)
is used.
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Rician channel, -6dB 2mssky wave
28.8 kbps, sho rtinterleaving ,
28.8kbps, long interleaving o32 kbps, no inter eaving.

and a change in frequency assignment philosophy. A
quick look at the Shannon capacity curve reveals
that with data rates of 9600 bps or greater in 3 kHz
we are now operating well into the bandwidth efficient region of the curve. Further increases in data

"ratewill come with exorbitant increases in transmit
0.01

,

" ,'els
,'

.As

"0.001

power levels. Alternatively, if additional bandwidth
can be made available, the same transmit power levcan be used to transmit much higher data rates.
we ponder the future of HF radio in the face of
increasing competition from little-LEO satellite

"communication systems, it behooves us to consider
carefully whether it would be in the best interest of
HF users to liberalize the frequency allocation rules

"0.0001

to allow for higher data rate services.

24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 40
SNR (dB in 2.4 kHz)

6.0 Acknowledgments
Figure 8 - ISB waveforms with 0, short (1 s)
and long (10 s) interleaving in Rician channel.

This work was partially funded by the Department
of National Defence, Canada.

5.0 Recommendations
In developing the communications architecture for
future naval deployments, consideration should be
given to using high data rate HF ISB to provide coverage within a battlegroup or surface action group.
In a networked application, connectivity to the
group would likely be via satellite to one node in the
group, with distribution to the rest of the group
being passed via IHF. This would allow navies not
having indigenous satellite capabilities to keep costs
down and could even prove beneficial to those
navies with satellite assets by reducing the burden.
placed on them. If 64 kbps is a minimum required
data rate, it could be obtained by mult-channelling
two or more HF ISB circuits together.
One of the most difficult aspects of using these new
higher data rate modems to existing radio equipment
is the unwanted modulation of the data signal by the
ALC and AGC. One possible addition to HF radios
which could make this much easier would be to
incorporate an ALC/AGC trigger line under modem
control. If this were done, the modem could trigger
the ALC/AGC circuit to attack at known times with
the result that the change in signal level could be
anticipated and corrected internally by the modem.
Use of independent sideband (ISB) 3 kHz channel
assignments sis the last way available to increase
bandwidth while remaining within conventional frequency assignments and using conventional radios.
To go beyond this requires wider bandwidth radios

7.0 References
[1]

M.B. Jorgenson et. al., "Polarization diversity
for HF data transmission", Seventh International Conference on HF Radio Systems and
Techniques, Nottingham, U.K., July, 1997.

[2]

Private communication, Bill Furman, Harris
Corp. and Ron LeFever, General Atronic
Corp., March 1999.

[3] Stephen Elvy, "High data rate communications
over HF channels", Nordic Shortwave Conference, Faro, Sweden, August 1998.
[4] N.C. Davies et. al., "A 16,000 bits per second
high data rate HF modem", Nordic Shortwave
Conference, Faro, Sweden, August 1998.
[5]

International Radio Consultative Committee
(C.C.I.R.) Report 322-3. Characteristicsand
Applications of Atmospheric Radio Noise
Data.I.T.U. Geneva, 1988.

[6]

L.R. Teters, et. al., NTIA Report 83-127, US
Dept. of Commerce,1983.

[7]

A. Hunt, S. Crozier and D. Falconer, "Hypercodes:
High performance low-complexity error
correctingscodes",aPoceedingstofitheea9t
correcting codes", Proceedings of the 19th
Biennial Symposium on Communications,
Kingston, Ontario, Canada, June 1998.

35-1

THE HIGH LATITUDE PERFORMANCE AND AVAILABILITY
OF STANAG 4415 USING MULTIPLE FREQUENCIES
Torgeir Bergsvik and Vivianne Jodalen
Norwegian Defense Research Establishment (FFI)
P.O. Box 25, N-2027 Kjeller
bet@ffi.no
vio@ffi.no
Paul S. Cannon and Paul Arthur
DERA Malvern
Malvern, Worcs.
WR143PS, UK
pcannon@dera.Rov.uk
pcarthur@dera.gov.uk

SUMMARY
The high latitude HF channel has been measured and
characterised in terms of Doppler spread, delay
shreactd
andsignal-to-noiserms
Diof epperfsreaddel
spread and signal-to-noise ratio. The performance of
data modems compliant with STANAG 4285 (2400
bps mode, non-robust) and STANAG 4415 (75 bps,
robust) has been determined over a comprehensive
range of simulated channel conditions. A comparison
is made between the channel measurements and the
modem characterisations, and modem availabilities
during the measured channel conditions are
determined. The robust modem shows 50-70% higher
availability than the non-robust modem on the
measured paths. The most important factor
contributing to modem failure is low signal-to-noise
ratio.
The paper also addresses the number of frequencies
required for a HF circuit to achieve maximum
communications availability. On a 1500 km path it is
shown that the STANAG 4285 modem requires 6-8
frequencies whereas the STANAG 4415 modem
reaches maximum availability with 2-3 frequencies.
1

INTRODUCTION

High speed modems such as STANAG 4285 (NATO
(1)) (2400 bps) are unlikely to perform well on high
latitude paths that experience severe multipath, rapid
fluctuations and absorption. Under these conditions
the data rate has to be reduced, and robust coding and
modulation must be utilized in order to reduce the
error rate. The minimum signal to noise ratio (SNR),
the maximum multipath spread (MS) and Doppler
spread (DS) that a modem can tolerate whilst
meeting a required bit error performance can be
determined by measurements under simulated
channel conditions (Arthur and Maundrell (2)).
The Doppler And Multipath SOunding Network
(DAMSON) has, for many years, collected data on
multipath spread, Doppler spread and signal to noise
ratio on different paths in northern Scandinavia. In
this paper we use DAMSON data and modem

performance characterisations to infer the percentage
availability of modems if operated on the DAMSON
paths. STANAG 4285 (mode 2400 bps, long
interleaver) and STANAG 4415 (NATO (3)) (75 bps,
mode long interleaver) have been selected for
analysis being a non-robust and a robust waveform,
respectively. When the modems fail, we have tried to
determine which of the channel parameters (SNR,
MS or DS) causes the modem to fail.
Traditionally, HF users have been assigned a very
limited number of frequencies, maybe only one dayfrequency
and
one
night-frequency.
The
communications availability of such a system is then
often low,
and sometimes
there
is no
communications at all. By increasing the number of
assigned frequencies the communications availability
can increase, but not necessarily in proportion to the
number of frequencies assigned. In the second part of
this paper we determine the modem availability gain
which can be derived from a pool of assigned
frequencies. This information can be used for
frequency allocation and in the automatic channel
selection process (ACS) of automated HF systems
where a number of frequencies are sounded before
the best frequency is selected.
2
DAMSON MEASUREMENTS
The DAMSON measuring equipment is described in
Davies and Cannon (4) and previous analysis is
reported in Angling et al (5). This channel sounder
uses pulse compression sounding within a bandwidth
of 3 kHz, and after real-time processing at the
receiver the scattering function of the channel is
stored for later analysis. For the DAMSON data
collected and used in this analysis the delay
resolution of the sounding equipment was 0.6 ms, the
delay range 12.5 ms, the frequency resolution 0.65
Hz and the frequency range ±40 Hz.
From received scattering functions, channel
parameters such as Doppler spread, multipath spread
and signal-to-noise ratio are extracted. The SNR is
measured as the signal energy over all modes relative

PARTS OF MATERIAL ORIGINALLY PUBLISHED AT THE NORDIC

HF CONFERENCE 1998

Paperpresented at the RTO IST Symposium on "Tactical Mobile Communications",
held in Lillehammer, Norway, 14-16 June 1999, and published in RTO MP-26.
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to the background noise in the 3 kHz channel. The
multipath spread for this analysis is a composite
delay spread, ie the delay between the leading edge
of the first occurring mode at the receiver and the
trailing edge of the last occurring mode. The edges
are defined as the limits containing 80% of the
power.
order
determine
Dopplerandspread,
weightedInsum
of theto modes
is calculated
the 80%a
power limits determined.
The equipment runs automatically and measurements
have been taken 24 hours a day. The measurement
schedule cycles through 10 frequencies from 2.8 to
21.9 MHz in 10 minutes storing one scattering
function for each frequency. If signals have not
propagated, or have been disrupted by interference, a
scattering function is nevertheless stored, but the
instant is identified in the analysis software as
containing no signals. For each frequency the
maximum number of scattering functions is 144 in
24 hours.
In this work a DAMSON channel measurement is
considered to be a point in three dimensional space
that describes the channel conditions at the time of
the measurement. The three dimensions are SNR, DS
and MS.
3
PERFORMANCE
SATION OF MODEMS

CHARACTERI-

A procedure for deriving comprehensive modem
performance characterisations is described in Arthur
and Maundrell (2). Modems are assessed through an
automated process which employs an HF simulator
based on the standard Watterson model. A series of
tests is performed, with each test using a specific
combination of Doppler spread and multipath spread,
and the SNR being adjusted until the modem biterror rate (BER) falls within a specified range. This
value of SNR is identified as the 'threshold SNR' in
order to give acceptable performance of the modem
with the specified channel conditions. The
characterisations for this analysis employed a BER
range of 5.10.3 to 0.2. 103, Doppler spreads ranging
from 0 to 40 Hz in steps of 1 to 4 Hz and multipath
spreads ranging from 0 to 40 ms in steps of I to 4 ms.
If the Doppler spread and multipath spread were such
that the measured BER was greater than 5.10-3 when
the SNR was set to 60 dB, then in our analysis we
call these channel conditions 'saturated'. The
'threshold SNR' for various Doppler and multipath
conditions are characterised in three dimensional
space constituting a 'performance surface' for the
modem. In general low DS/MS values will require a
low SNR whereas large DS/MS values will require a
large SNR or will be saturated.

4
AVAILABILITY OF MODEMS ON
THE DAMSON PATHS
This work combines the measured channel conditions
(SNR', DS', MS') with the simulated performance
surfaces of the selected modems in order to
determine whether the modems would have worked
during the measured channel conditions. The method
used is illustrated in Figure 1. The DAMSON
point
(SNR', DS', MS') is referenced to the closest point
on the surface (SNR, DS, MS). If SNR'>SNR the
DAMSON point is above the simulated surface and
we say that the modem will work during the
measured channel condition.

DAMSON point (SNR', DS',

0
oint(SNR

"j

Dopplcrspread

Figure 1 Method of comparison between DAMSON
measurements and simulated performance
of modems
We have arbitrarily selected time periods of between
7 and 40 days of DAMSON data from each season,
and we have determined the percentage availability
of the modem when signals have propagated.
Instances of no DAMSON propagation are not
counted and so the result is not an 'overall'
availability. Each frequency has been compared
separately.
RESULTS ON THE ISFJORD-LYCKSALE
PATH
Availabilites have been calculated for day time and
nilabime, haveren casonstdiferent
A N
night time, different seasons, different DAMSON
paths (auroral paths/sub-auroral paths), etc. We show
here a few results, but more comprehensive results
can be found in Bergsvik (6).
The availability of STANAG 4285 (2400 bps) during
the period 3-13 Sept 1996, hours 19-01 UT on the
1500 km north-south Isfjord (780) - Lycksale (640)
path is shown in Figure 2. Likewise, the availability
of STANAG 4415 (75 bps) is shown in Figure 3. For
this period. the mean SNR for frequencies above 3
MHz varies between 5 and 13 dB, the maximum
mean DS on a frequency is 4.1 Hz and the maximum
mean multipath spread is 1.5 ms. The standard
deviation of the measured channel parameters is
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small. So channel conditions in this period are thus
fairly benign.
On this path for the September period, we see that
across the frequencies the robust low data rate
communication did achieve a 60-80% higher
availability than the non-robust high data rate
communication. A similar trend is observed for day
time conditions, except that the highest and lowest
frequencies show lower availability for the robust
waveform.
Isfjord-Lycks6le
Numberof measurements
aboveeachbr

1oo ......................

Bo-

S60
.

threshold, we count the channel parameter in that
dimension as being a cause of the failure. All three
parameters can be counted as causes of failure for the
same DAMSON point. The thresholds provide a
guard band which allows for the resolution of the
measurements and characterisation. The thresholds
are set to 2 dB for SNR, 3 Hz for Doppler spread and
I ms for multipath spread. If the location of a
DAMSON point is such that no distance to the
surface can be found in a given dimension, then the
respective channel parameter is deemed not to be the
cause for the failure. Further, if the DAMSON point
is located in the saturated region of the
characterisation, the SNR will generally not be
counted as being the cause of the failure. This is the
general method of determining causes of modem
failures. For the robust modem (STANAG 4415)
however, saturation is never reached within the
Doppler and multipath ranges tested, and the general
method can be simplified.
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Figure 2 Modem availability on propagating
channels for STANAG 4285 (2400 bps,
long interleaver) for period 3-13 Sept
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determined for the same data as shown in Figure 2
for the non-robust modem. In Figure 2 we saw that
there were more DAMSON channel measurements
lying below the characterisation surface than above.
(A 50% availability would indicate half the points
above the surface and half below). From Figure 4 we
see that on all frequencies more than 70% of the data
points lying below the surface are more than 2 dB
b l w iit,, aandd w
h s ssayy tthat
a low
o SINR.
N iss tthee most
m s
we thus
important factor contributing to the failure of the
modem in this period and on this path. Large Doppler
spreads and multipath spreads cause failures to a
lesser extent, but as stated previously, the selected
period was reasonably benign.

.below
519

80

,r
1

RESULTS FOR THE ISFJORD-LYCKSALE
PT

60
40
40

Isfjord-Lycks~le
20

Number of meosurments sufficiently below surface to
be includedin foilure onalysis shown obo00 each bar.
110

...
2.8

100
3.9

4.7

6.8

9.0
11.2
Frequency [MHz]

14.4

17.4

19.9

130

I•6

. . .......

126

130

............
.

140

132

...

...........

148

143

................ . . . . .

0

E

Figure 3

a4

............

21.9

Modem availability on propagating
channels for STANAG 4415 (75 bps, long
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hours 19-01 UT
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CAUSE OF MODEM FAILURES

0

.a
2.8

When DAMSON channel measurements have been
identified as lying below the characterised surface,
the modem is judged not to work. We have then
determined which channel parameters cause the
failure of the modem by comparing the distance from
the DAMSON point to the surface in each of the
three dimensions. If the distance below the surface in
one particular dimension is greater than a certain

3.9

4.7

6.8

9.0

I.I
11.2

14.4

17.4

19.9

21.9

Frequency [MHz]

Figure 4

Distribution of the cause of modem
failuresfor STANAG 4285 (2400 bps, long
interleaver) for period 3-13 Sept 1996,
hours 19-01 UT

For the robust modem there were very few data
points lying below the surface and none of the
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modem failures could be attributed to Doppler spread
or multipath spread, but purely to low SNR. There
were no DAMSON datapoints lying outside the
simulated ranges of Doppler spread and delay spread.
The trends observed for each modem were the same
for the day period. Experience indicates that for a
geomagnetically disturbed period the Doppler spread
and multipath spread would be a more important
cause of failure for the non-robust modem. For the
ranges of Doppler and delay spread measured by
DAMSON under disturbed conditions, we believe
that the robust modem would still give acceptable
performance. Further data analysis is required to
confirm this.

performance surface. This percentage availability
represents an 'overall' availability, which means that
instances of no propagation have also been
considered. We then select the two best frequencies
based on the predictions, and count the number of
instances where one or both of the frequencies have
been propagating and at the same time channel
conditions are sufficiently good that the modem
would have worked. This analysis is continued for
three, four, up to ten DAMSON frequencies. The
method is illustrated in Figure 5.

INCREASED
OF
ASSESSMENT
6
HAVING
BY
MODEMS
OF
AVAILABILITY
AVAILABLE
FREQUENCIES
MULTIPLE

The increasing 'overall' modem availability derived
from having multiple frequencies available is shown
in Figure 6 for the non-robust modem and in Figure 7
for the robust modem. The time period is the same as
for the previous analysis. For the non-robust modem
the availability continously increases to a maximum
of 71% until nine frequencies are added to the
frequency set. However, the largest gains are
achieved by adding the first two frequencies to the
set. If the frequency ranking from prediction is not in
agreement with the modem performance on the
different frequencies, this will be shown in the
figures as a lower increase in availability from one
frequency to the next than for subsequently added
frequencies.

If an HF user has only one assigned frequency, that
' frequency may not propagate at certain times of day,
or it may be disturbed by interference so that the
availability of communications is low. If the user is
allowed to use an additional frequency, then the
availability of communications may increase
considerably. Further frequencies might be expected
to provide further improvements, but it is likely that
there will be diminishing gains. Based on signal
propagation on the ten allocated DAMSON
frequencies and the simulated performance of the two
selected modems, we assess here the optimum
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Figure 5 Method
Period3-13 Sept 1996, hours
frequencies.
of
set
a
when
modems
availability of
19-01 UT. Maximum possible number of
frequencies is available. Boxes indicate
measurementsforperiod: 198
that signals have been received and the
modem test has been met
For the robust modem a maximum true availability of
90% is reached by just having two frequencies in the
First, predicted reliabilites from ICEPAC (Stewart
frequency set. Better availability is not achieved by
and Hand (7)) of all the DAMSON frequencies give
adding more frequencies.
an individual ranking of the frequencies. The
predicted best frequency is then selected, and we
For daytime conditions (hours 09-13 UT) the
assume that this is the only assigned frequency. For a
situation is similar. For the non-robust modem seven
given modem we then count the number of times this
frequencies are needed in order to read a maximum
DAMSON frequency has been propagating and at the
overall availability of 52%, whereas for the robust
same time the data point lies above the simulated
1,oItsho.m,

ew

u
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modem 77% overall availability is achieved by three
frequencies and 80% is achieved by six frequencies.
Isfjord-Lycks6le
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from performance analysis depend on factors
as antenna type and transmitting power. Due to
these reasons, availability results from the modem
analysis
will change whenever some of these
factors
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two frequencies are necessary during day and three
frequencies at night. So if frequency assignments are
made according to ICEPAC predictions, the data
analyzed here show that just three frequency
assignments are enough for this path.
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3
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5

Nomber

o

7
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9
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frequencies

are modified. But, if availability results for several
modems are compared and the data used is taken
from the same measurement campaign, the
comparisons will show the tested modems mutual
p

'Overall' availability of STANAG 4415
(75 bps, long interleaver) when the
frequency set consists of 1,2,... 10
frequencies. Period3-13 Sept 1996, hours
19-01 UT. Maximum possible number of
measurementsfor period: 198

Despite the increased use of datatransmission on HF,
voice and morse are still important methods for
establishing communication. Performance characterisation is assessed for voice and morse, and
represented as a BER surface with the method

The number of necessary frequencies found here
based on the DAMSON data may be slightly lower
than for a traditional communications system since
DAMSON uses pulse compression sounding which
suppresses interferers.

described by Arthur and Maundrell (2). In order to
show the improved availability using the robust
modem, we have compared the robust modem with
the non-robust modem, and with voice and morse.
The mutual performance is shown in Figure 8.

Figure 7

7

THE HARSTAD-KIRUNA PATH

Isfjord-Lycksale
COmprdson
bo:et.n-S90A 4415 (75bps),979A040
4285 (2400bps),.oic.(nole)0nd

This is a short, 190 km east-w est path at latitudes 670
-68 0 N. This DAMSON path shows excessive
multipath at all times and Doppler spreads in excess
of 80 Hz when the ionosphere is disturbed. Even if
the path is short, propagation exists on all DAMSON
frequencies because of off-great-circle propagation.
Seven days of data from a quiet period in April/May
96 have been analyzed.
Modem availability on propagating channels for the
non-robust modem is, for this path, extremely low;
only 20% for a few low frequencies. In general, the
modem fails because of low SNR, particularly at the
higher frequencies. During daytime, large multipath
is another cause of failure for up to 70% of the
DAMSON datapoints. During the night, Doppler
spread is the next most important factor that causes
the modem to fail (up to 50 % of data points).
For the robust modem the availability is 90-100% for
the lower frequencies, decreasing to approx 10% for
21 MHz. Low SNR is the only reason for this modem
to fail on this path.
There is a large gap between the maximum overall
availability that can be reached for non-robust and
robust modems on this path. However, the number of
frequencies necessary in order to achieve the
maximum availability is the same for both modems;

-1e.
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Comparison between STANAG 4415
(75bps, long interleaver), STANAG 4285
(2400bps, long interleaver), voice (male)
and morse for the period 3-13 Sept 1996,
hours 00-24 UT.
Availability for the robust modem is exceeding 65%
on all frequencies above 3 MHz, with morse lying in
general 10 to 20% lower. Both voice and the nonrobust modem show a significantly lower availability
on all DAMSON frequencies. All these communication methods are vulnerable for a decrease in
received SNR while an increase of Doppler and delay
spread would primarily reduce the availability of the
non-robust modem due to its low tolerance to both
Doppler and delay spread. The robust modem, voice
and morse would not experience a significantly
Figure 8
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reduction of availability due to their tolerance to high
Doppler and delay spread.
9

CONCLUSIONS

One period on each DAMSON path has been
analyzed so far. The periods have been arbitrarily
chosen'based on data availability, and they are from
different seasons. General conclusions that can be
drawn based on all the paths are as follows:
The availability of the robust modem (STANAG
4415,
bps) when
are propagating
50 %70 %75higher
thansignals
for the
non-robust ismodem
(STANAG 4285, 2400 bps).

When both modems fail, even if signals are
propagating, the most important reason is low SNR
of the received signal. Doppler spreads and delay
spreads are not seen to be the reason for failure of the
robust modem, but for the non-robust modem these
two channel parameters can significantly contribute
to the failure. On the short Harstad-Kiruna path,
Doppler spread is an important factor at night,
whereas multipath spread is more important during
day.
The ranking of frequencies based on ICEPAC
predicted reliability shows good agreement with the
experimental data.
The non-robust modem needs more assigned
frequencies (6-8) to reach a combined maximum
'overall' availability than the robust modem (3-5).
However, on the short Harstad-Kiruna path, 2-3
frequencies are enough for both modems.
The number of necessary frequencies is not different
for night and day, except on the short path where 2
frequencies are necessary during the day and 3
during the night for both modems.
Comparing a low data rate modem with a high data
rate modem may seem odd since they are intended
for different purposes. This study points out that data
rate in certains areas must be sacrificed for
availability and a limited frequency resource.
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Abstract
The phenomenal
expansion of Internet/Intranet
services/networks has been driven by six technologies:
1. Semiconductor
computer/processor and memory
developments
2. Photonic/fiber-optic transmission revolution
3. Signal processing and related software developments
4. Packet switching, protocol and related developments
5. WWW/HTML standards/developments
6. Magnetic/optical storage developments
These advances have of course also impacted many other
areas but the emergence of Inter/Intranets and the
previously unimaginable services provided by them is
definitely the most significant.
These developments now make mobile access
to
Inter/Intranets desirable and in some cases essential in
many applications. TCP/IP (IP V4) which is the
backbone of present Inter/Intranets, was not intended to
support mobile users but available/ongoing mobile IP
and IP V6 developments will soon provide some of the
additional required functionality. In the meantime useful
mobile access can be provided with suitable gateways as
has been demonstrated by various implementations by
STC/NC3A in the past three years. When considering
mobility, distinction must be made of line-of-sight1
(LOS) and non/beyond LOS access. With LOS access
capacity limitations are much less severe. With nonLOS access capacity available depends whether an active
relay (e.g. SATCOM) is available or not. The type of
satellite (GEO, MEO, LEO) will determine the size,
characteristics of the mobile transceiver. Mobile nonLOS access relying on ionospheric or other natural
phenomena has severe capacity limitations and as a
result, services/applications intended for fixed networks
are not generally suitable. However, such services as
email, browsing web sites with minimal graphics can be
highly practical. We will focus on non-LOS access as
this has important tactical applications in mountainous
terrain and for long distance access in terrain virgin
from a communications infrastructure viewpoint,

'We imply radio line-of-sight (LOS) which is in general
slightly more than visual LOS due to atmospheric refractive/bending effects which are function of frequency.

STC/NC3A has implemented a non-LOS HF access
system using the STC packet radio protocol developed
in 1991 with a single-tone modem. The system was
used in 1997 during joint trials with Norway on a
coast-guard/icebreaker ship in the Norwegian polar seas
from locations as far north as 830 . Internet
gateway/access was through the STC/NC3A remote site
at Staelduijnen. Since then this gateway has been
available for various trials and continues to be made
available on request. It has been estimated that six or
seven such gateways suitably located in NATO
member
nations
and with appropriate
frequency
management could provide Internet access essentially
from any location. Details of the system used and
some of the results of these trials will be presented. Some
information on the mobile IP activities will also be
given.

1.

Introduction

Internet revolution has its origins in the fundamental work
done for ARPA/DARPA in the sixties; USAF/Rand Corp
"Distributed Communications" edited by Dr. P. Baran,
published in 11 volumes in 1964 addressing means for
highly reliable communications in adverse conditions. The
word "packet" not having been thought of yet, the
expression "distributed adaptive message block network"
is used instead. The word "packet" replaced this
expression in the late sixties. The aim of that study was
survivable communications
under highly disrupted
environments (natural & man made), through richly
connected redundant networks through which "packets"
of data could be routed obtaining high probability of
messages delivery. In Dec 1969 first flow of "packet"
data took place in ARPANET comprising of four nodal
processors spread out in the USA. By 1975, more than
100
university
computers
were
inter-connected.
Although, the military community, in this case USAF, was
the primary sponsor of this activity, the commercial
world was far more quicker in realising the potential of
these techniques and soon exploited them for banking
services/ATMs, travel/ticketing services, ... etc. These
have subsequently lead to the present TCP/IP (V4)
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protocol stack and the Internet "revolution" that began in
the late eighties.
The phenomenal expansion of Intemet/Intranet services/
networks has also been driven by the convergence of
other technologies given below which are simply
mentioned for completeness and will not be discussed:
- Extraordinary developments in semiconductor computer/processor and memory devices
- Photonic/fiber-optic transmission revolution providing
essentially oc capacity for fixed links
-Signal processing and related software developments
- WWW/HTML standards/developments
- Magnetic/optical storage developments

beyond our scope. The possible propagation modes for
non-LOS radio communications are; ionospheric (HF-sky
wave), ground/surface wave (low-HF and below),
meteor scatter (low VHF). Troposcatter is another
possibility but is not really suitable for mobile operations
because of the large powers required and the increasingly
unwanted
spectral pollution properties.
We will
concentrate on systems based on ionospheric and surface
propagation (HF sky and surface waves).
As result of the above elaborated divergence, the mobile
user will, for the foreseeable future, always have
significantly smaller capacities available. This limitation
will be even more drastic in non-LOS environments
where some form of natural phenomena (ionospheric
reflection, refraction, ... ) or SATCOM systems capable

2. Mobile Access
With the proliferation of Intemets (and closed
networks or "Intranets" using the same basic
technology), requirements for mobile access are also
increasing. However, the practically limitless capacities
available for fixed links/networks due to the
photonic/fiber-optic revolution has no counterpart for
mobile links/networks [we define a "mobile link" as any
link with at least one end mobile]. As shown in Figure 1
the divergence between capacities available from fixed
networks to those from mobile ones is enormous and is
still increasing. Mobile links must primarily still rely on
electromagnetic (radio) propagation with some short
distance, line-of sight (LOS) possibilities with infrared
and optical propagation. From the military perspective
LOS requirement is highly restrictive as operations in
mountainous terrain and also long distance links require
non-LOS or beyond LOS mobile communications in
many cases. SATCOM systems are essentially two (or
more) LOS links with an active relay(s) that can be
geosynchronous (GEO), medium (MEO) or low earth
orbit (LEO) and provide such communications. However, at present, the cost is high, infrastructure required is
complex and as a result availability is limited in most
mobile/tactical scenarios of interest to NATO. Cellular
systems and public mobile radio systems can also be used
for mobile access as we shall cover briefly below,
There has been some improvement in the capacities
achievable with radio systems. These have been primarily
with LOS systems where, moving to higher frequencies,
signal processing, signal constellation optimization*
combined with developments in coding theory have
resulted in increases. However, these improvements are
nowhere near the increases due to the photonic revolution
where capacities available to fixed links/networks have
multiplied exponentially. There are some futuristic ideas
in research laboratories involving laser beams following
mobile platforms, soldiers in the field, ... etc., but these are

of supporting small terminals will need to be utilized.
Applications designed for the capacity rich environment of
fixed networks will clearly not perform well in the much
lower capacity environment of mobile networks. It is
therefore essential that, applications must be specifically
designed/tailored for mobile networks. The unpredicted
speedy proliferation of the Internet has, in a sense, caught
us off-guard in this respect and much work is now being
initiated and will need to be done. STC/NC3A activities
described below have focused on military applications and
particularly non-LOS scenarios.
3.

Related STC/NC3A Activities

The STC HF packet radio ARQ protocol that was
developed in 1991 was later used as the basis for the
Maritime Gateway system, HF component of the CSNI
multinational trial network and the PC-NET system a
Partnership-for-Peace (PfP) applications. The Maritime
Gateway is a demonstration system initially running on
SCO UNIX and now ported to the Windows NT platform
as a HF Mail terminal. The system can also be
configured to provide exchange of normal e-mail
messages, files to/from the Internet. A version for
NAEW applications has also been developed and is now
in use both on the ground and in the NAEW aircraft as
expanded below. Various other "flavors" of the same
basic product for HF data communications have been
developed and trialled.
is to provide e-mail like
The aim of PC-NET
communication capabilities between PfP and/or NATO
member ships as was identified during the first
peacekeeping field exercises held in the autumn of 1994.
Similar systems with certified security devices have
been developed and implemented for NAEW and a
number of land mobile applications.
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PC-NET provides a rapid deployable integrated tactical
message capability for ships at sea, especially within a
Navy Battle Group, to communicate targeting, weather,
operational tasking, and imagery information. PC-NET is a
packet-based, digital ARQ communication protocol,
supporting Navy messaging between PfP and NATO ships
and/or shore via different communications media that
include HF, VHF as well as UHF. The system is offered as
a COTS package, the package includes special software
and hardware for the Microsoft Windows PC based
platform. The system can work with any standard SSB HF
radio as was demonstrated during various exercises
including; Co-operative Partners in July 1997 in Varna
Bulgaria, Sea Breeze in August 1997 in Odessa Ukraine
and Strong Resolve in 1998 in Denmark, Norway and
Italy, and many ongoing exercises.
All these communication systems make use of a basic
automatic-repeat-request (ARQ) error-control scheme,
This method of error control is simple and provides high
system reliability.
With an appropriate
CyclicRedundancy-Check (CRC) polynomial for error detection,
virtually error-free data transmission can be attained. Basic
ARQ systems offer the best performance/complexity ratio
compared with other error-control schemes, Hybrid ARQ
schemes are much more complex to implement and only
offer advantages with high bit-error-rates (BER). Basic
ARQ schemes will give a much better performance on
channels with a fair amount of errors compared with Goback-N error-control scheme's used in AX25, an amateur
radio protocol derived from X25. In ARQ systems the
transmitted data is segmented in small segments (packets).
During transmission a number of these packets are
transmitted whereby every packet has its own CRC check
and reference number to ensure proper error detection. The
receiving node will continuously check for CRC errors and
mark packets received in error, immediately following the
transmission interval the receiver will request for a
retransmission by the transmitter of those packets that were
received in error by using the reference number.
Hybrid ARQ protocols use a different and more complex
method of error-detection and correction scheme than
basic ARQ protocols. Hybrid I ARQ schemes transmit
Forward-Error-Correction code (FEC) along with the
packet, this FEC data is only used when errors have been
detected in the packet by means of CRC check. First the
redundant FEC information transmitted together with the
packet will be used to correct errors, the normal ARQ
retransmission scheme will be employed when there are
still errors after FEC correction has been applied. The
advantage of this scheme is the reduction of
retransmissions and thereby increasing the throughput,
however the maximum throughput by low BER will be
lower due to the FEC overhead on every packet. Hybrid II
ARQ schemes transmits FEC code only when the receiving

node requests a retransmission thereby reducing the
overhead in low BER conditions. When BER increases the
node will start retransmitting more and more FEC packets,
these will be used to correct errors by applying code
combining error correction techniques. The disadvantage
of this method of error correction is that often more FEC is
transmitted than what was absolutely necessary and
thereby increasing overhead and lowering the overall
throughput. Hybrid III ARQ schemes are trying to
overcome these problems by only transmitting those parts
of FEC data that are needed to correct the segments in the
packets received in error. Thereby reducing the FEC
overhead to a minimum resulting in a much-improved
throughput even under poor channel conditions.
STC/NC3A HF data systems make use of a basic ARQ
scheme in combination with other techniques to increase
overall throughput under varying channel conditions, one
of the techniques is adaptive modem speed whereby the
effective modem speed is changed to increase effective
user throughput (Figure 2). The other technique reduces
the number of packets transmitted during a transmission
interval and thereby reducing the end-to-end delay of the
link. During studies conducted prior to the development
phase of the STC HF protocol in 1991 it was concluded
that dynamic packet length would only give a marginal
throughput
improvement
under
varying
channel
conditions. One of the conclusions of the development
phase was that dynamic transmission speed would give
much better performance improvements compared to
dynamic packet length resulting in a higher effective user
throughput. The dynamic speed decision algorithm is
constantly analyzing the link quality and based on that is
making decisions whether to select a higher or lower
modem speed (Figure 2). Link quality measurements can
be based on channel SNR and/or BER numbers, both PCNET and the Maritime Gateway make use of BER
numbers, only since information obtained from the modem
regarding SNR are not reliable enough and standardized.
A number of systems have been operational based on
above developments at STC/NC3A, the foremost of which
is the Data Terminal(Air)
[DT(A), and ground/
deployable versions DT(G)/DT(D)]
in use With the
NAEW aircraft since about two years. The system provides long-distance/non-LOS secure data communications to/from the NAEW aircraft using any one of the
HF transceivers in the aircraft; error free transmission
of binary and/or ASCII files with certified security
devices, trading off channel conditions with message
delivery time. Packet radio with ARQ, as described
above, is essential for reliable connectivity over difficult
to predict channels
and HF
sky-wave/ionospheric
channel, particularly to/from a mobile user, is certainly
in that category.
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Inter/Intra net access can also be implemented with
cellular
systems such as GSM,
DCS, ...
and
conventional VHF/UHF private mobile radio (PMR)
systems. An emerging open standard PMR system
defined by ETS12 is TETRA 3 providing data
communications for security, safety, healthcare and other
emergency services which is also suitable for certain
classes of multinational military applications, such as
crises management and peace-keeping. All these systems
require extensive infrastructure in the form of basestations, switches and high capacity interconnections
between them (TETRA does have a direct mode that
can provide LOS mobile to mobile capability without any
infrastructure). SATCOM systems such as INMARSAT,
IRIDIUM, ... , have distinct advantages from the coverage
viewpoint
but also require
costly and
complex
infrastructure, especially for lower orbit constellations.
These systems are all essentially LOS requiring
intermediate active relays in the form of base-stations
or satellites but can provide excellent service when
available. STC/NC3A has performed various tests/trials
for possible operational applications of such systems but
these can not be covered in this brief presentation (some
information may be found at
our
web
site
www.nc3a.nato.int).
4.

Mobile IP

Briefly mobile IP operation is as follows:
1) Mobile node is always addressed by it home
IP address
(i.e. messages from the
correspondent node always go via the home
network)
2) When mobile is away messages are captured
by the "home agent"
3) When mobile node is away it receives a
"care of address" from the "foreign agent" of
the foreign network
4) Mobile node send its "care of address" to its
"home agent"
5) "Home agent" forwards messages to the
mobile node
There are security some security issues (malicious home
& foreign agents and possibility of messages to home
agent changing care of addresses, etc.) that are presently
being explored. Possible solutions offering some level of
protection can be implemented but are outside our scope
in this presentation.
5. Conclusions

The tremendous proliferation of Internet during the last
decade has made TCP/IP (V4) by far the most
dominant and cost effective protocol stack for data
communications applications. The evolving mobile IP
and next generation IP(V6) activities/standards aim to
facilitate mobile access to the ever expanding Internet
Infrastructure. This technology will also apply directly to
closed Intranets. A number of initial implementations are
already available freely on the Internet and also comnmercially in parallel with much ongoing activity,
Since Internet and the present generation of protocols
(IP v4) was not developed with mobility in mind some
new elements (software agents) are required to support
mobile operation. The basic essential features are that
the Internet structure should not need to be changed;
TCP connection should be maintained as mobile node
moves without any changes to the correspondent nodes
_________________________3)

European Telecommunications Standards Institute
3GSM: Global System for Mobile cell-phone communications TETRA: TErrestrial Trunk Radio Access
system for security, health, disaster and related cornmercial PMR (Private Mobile Radio) services. Both are
ETSI standards, GSM is implemented in more than 80
nations with > 160 service providers, TETRA systems are
now becoming available.
2

with which the mobile wishes to set up connections. This
requires a "home agent", "foreign agents" and extra
functionality (software) in the mobile node.

Mobility support to Internet users is being increasingly
demanded and will need to be provided in some manner.
The large divergence between capacities available to fixed
networks (result of essentially limitless capacities from
photonic/fiber-optic networks) and mobile networks
which must still rely on electromagnetic propagation is a
significant problem and will continue to be so.
STC/NC3A has developed a number HF data systems
building upon the open HF data protocol work initiated in
1989. This activity resulted in a number of versions of
the protocol which was provided to many NATO national
institutes and companies freely from 1991 onwards, to
catalyze open data systems on HF. Subsequently, various
versions of HF data systems based on the same basic
concept comprising of:
1) HF packet radio protocol
2) Single tone modem supporting adaptive speed
A standard

PC possibly with the addition of a

standard processor card
n
fvrin
fteH
MrtmarNEln
data terminal have been implemented and some are now in
oeainlue
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Figure 1. The enormous divergence between capacities available to fixed networks/links through photonic transmission
(fiber-optic) techniques and the gradual increase in the capacity available to mobile networks/links. Note that the
vertical scale is logarithmic.
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