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ABSTRACT 

AUTHOR:   Lieutenant Colonel Herb W. Newman 

TITLE:    Digital Data Warfare Tools: Should CINCs Have Control? 

FORMAT:   Strategy Research Project 

DATE:     15 March 1999  41 PAGES Unclassified 

The meteoric explosion of information-age technologies led 

by the ongoing rapid evolution of cyberspace and microcomputers 

has brought about a revolution in Military Affairs. A new form 

of Information Operations (10) Warfare, Digital Data Warfare, 

portends enormous ramifications for the national security of the 

United States, its allies, and potential coalition partners. 

Joint Pub 3-13 provides doctrine for the execution of 10 in 

joint operations. It discusses integration and synchronization 

of offensive and defensive 10 in the planning and execution of 

combatant commanders' plans and operations to support the 

strategic, operational, and tactical levels of war. What Joint 

Pub 3-13 does not do is state that combatant commanders should 

have control of Digital Data Warfare tools. 

This paper examines and answers important strategic 

questions concerning combatant commander's control and authority 

to employ offensive Digital Data Warfare tools. The guideposts 

of this study provide a primer for understanding control and 

employment of Digital Data Warfare. 
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DIGITAL DATA WARFARE TOOLS: SHOULD CINCS HAVE CONTROL? 

Flash, breaking news! CNN is reporting the U.S. military's 

usage of a new and previously top-secret weapon: a malicious 

computer code capable of attacking digital computer data. An 

unnamed high level Department of Defense (DoD) official has 

confirmed that this weapon, developed by some of the nation's 

brilliant digital data experts, was covertly introduced into 

North Korea's nuclear reactors causing them to safely shut down 

while simultaneously destroying their computer software. 

According to sources, this operation has severally degraded 

North Korea's nuclear weapons of mass destruction program 

without physical destruction of facilities and any loss of life. 

Additionally, this operation sends a powerful message to others 

that the US possesses this capability. Official spokesmen for 

both the Whitehouse and the Pentagon have refused to comment on 

the mission but a scheduled news conference is expected. 

Although fictional, a scenario like the above is well 

within the possible and some might even say is one of the 

probable asymmetric attacks, this one cybernetic, the United 

States must be able to conduct and defend against. "The state of 

technology today makes the concept of using malicious computer 

code as a weapon very real. It is now possible to develop 

computer software viruses that target specific systems, to 



install the viruses covertly and then to have them operate in a 

manner that is advantageous and predictable to the attacker. 

There are no published incidents of computer viruses being used 

as a military offensive weapon in open source literature, but 

such attacks are not only feasible but probable."1 Additionally, 

because of the United States' dominant military position, 

Americans are more likely to be the focus of numerous asymmetric 

strategies as weaker adversaries attempt to advance their 

interest while avoiding a direct engagement with the U.S. 

military. If forced into a direct conflict with the U.S., those 

same adversaries are likely to seek ways of leveling the playing 

field.2 

One potential way of "leveling the playing field" is the 

use of Digital Data Warfare since today's modern societies are 

becoming heavily dependent upon information technology. Almost 

no business or element of society has remained untouched in this 

phase of the technological revolution. It is no surprise that a 

myriad of organizations and nation-states are investing in ways 

to attack this dependency on digital technology.3 The National 

Security Agency (NSA) is the federal agency that concentrates on 

the use of information technology and focuses on the danger that 

renegades with computers pose to America's national security 

apparatus. The agency estimates that more than 120 countries now 

have offensive computer network attack capabilities that could 
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be used in an attempt to seize control of Pentagon computers. 

The U.S. Department of Defense is no exception in its growing 

dependency on digital data, as well as its stated goal of 

conducting Information Operations aimed at affecting adversary 

information and information systems.4 

In an effort military experts say is the start of the new 

information-age era in military conflict, the U.S. Joint Chiefs 

of Staff are adopting a new doctrine for conducting computer 

warfare. For the first time, offensive computer networks attacks 

will become an operational part of U.S. warfighting doctrine, 

and even could be used in peacetime operations.5 Joint Pub 3-13, 

Joint Doctrine for Information Operations, states Offensive 

Information Operations encompass the integrated use of assigned 

and supporting capabilities to affect adversary decision makers 

and achieve or promote specific objectives. These assigned and 

supporting capabilities include operations security, military 

deception, psychological operations, electronic warfare, and may 

Include computer network attack.6  Given this reality, what does 

this mean for the geographical and functional Commander-in- 

Chiefs (CINCs)? This is an important question because the CINCs 

are charged by the National Command Authority with accomplishing 

the National Military Strategy in support of the overarching 

National Security Strategy. 
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Should CINCs control employment  of Digital Data Warfare 

(DDW) tools? If so, what DDW tools should they control and what 

authority should they have to insert and implement them toward 

accomplishment of the National Military Strategy? Though CINCs' 

involvement in Information Operations covers the spectrum from 

information relations with the media to direct kinetic weapon 

attack against information related targets, digital data warfare 

is the niche of focus. 

DIGITAL DATA WARFARE 

The true aim Is not so much to seek battle as to 
seek a strategic situation so advantageous so that if 
it does not of itself produce the decision, its 
continuation by a battle is sure  to achieve  this. 

B.   H.   Liddell Hart 

When Nazi Germany rolled its Panzer tanks into France in 

1940, they were victorious against the numerically superior 

French forces because Paris had prepared to re-fight World War 

I, while Berlin incorporated the latest technology and tactics 

into their offensive. As the world focuses ahead to the next 

major conflict, the victorious side will be the one that 

realizes what the nature of this war will be.7 Technology, ' 

combined with creativity by military thinkers around the world, 
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is leading to the development and application of new forms of 

warfare.8 

"Digital Data Warfare is malicious computer code covertly 

introduced into one or more specific computer systems or 

networks by an attacker to meet military, political, economic, 

or personal objectives."9 It is important to view this weapon as 

a tool that the information warrior uses as a means to an end, 

not an end in itself. As with our earlier fictional scenario 

involving North Korea's nuclear reactors, the digital data 

warfare attack (means) was employed to significantly degrade 

North Korea's nuclear weapons of mass destruction program; a 

U.S. national strategic objective (end). 

This new (or innovative modification of old) form of 

warfare defies traditional rules of time and distance, speed and 

tempo, and traditional military capabilities. Digital Data 

Warfare can attack key industries and utilities such as modern 

telecommunications and manufacturing, automated banking and 

finance systems, microprocessor based transportation and energy 

services, and government operations dependent upon data bases. 

Unlike the traditional overt attack, Digital Data Warfare is a 

covert campaign that can assist in overwhelming the functions of 

a modern society with the speed and employment time of an 

electronic connection from a global distance. Information 
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warfare is not linear in nature; it has no front line. Potential 

battlefields are anywhere networked systems can be accessed.10 

DIGITAL DATA WARFARE TOOLS, TYPES AND APPLICATIONS 

Digital Data Warfare tools  includes computer software codes 

used individually or in combination that target specific 

systems, for a specific objective, in a manner that is 

predictable to the attacker. These codes have the ability to 

attach themselves to computer software programs, replicate, 

reproduce themselves in other programs in the host or other 

networked systems, lay dormant until triggered, circumvent 

system security measures, and destroy themselves while 

eliminating all traces of its existence. Some of the known types 

of digital warfare tools take the form of computer pathogens or 

viruses such as logic bombs, time bombs, trap doors, Trojan 

horses, and worms (see table 1 for definitions). 
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DIGITAL DATA WARFARE TOOLS 

Computer virus: Malicious computer code that attaches itself 
to another block of code in order to propagate. Viruses have 
the following components: 

Self propagated mechanism.   Must be able to move from one 
part of a system to another. Unlike worms, viruses cannot 
propagate beyond the host system without being downloaded or 
inserted. 

Capability to replicate itself.  A virus may not necessarily 
make copies of itself if it can fulfill its mission without 
replication, but it does have that ability. 

Mission component.  Must do something (usually something bad 
from the perspective of the system's owner) 

Trigger.  Must have a mechanism to set the virus off to do 
its mission. Computer viruses begin their lives as Trojan 
horses and some remain Trojan horses throughout their 
existence. 

Flying Dutchman: A Trojan horse that erases all traces of 
itself after performing its mission. This is a common feature 
of Trojan horses that helps defeat subsequent investigation. 

Logic bomb: A type of Trojan horse that may or may not. be a 
virus. Its mission component is triggered by a true/false 
condition. Logic bombs do not propagate; they just sit and 
wait. 

Malicious computer code: Any computer code that is on a 
system without the consent of the owner. 

Time bomb: A subset of the logic bomb; its trigger is the 
date and/or time. 

Trap door: A hidden software mechanism triggered to 
circumvent system security measures. This can be a legitimate 
programming technique that allows a developer to bypass 
lengthy log-on routines or access source code directly. Its 
existence, if known by unauthorized persons, however, can be 
the source of a significant security breech. 

Trojan horse: Malicious computer code that is located 
within a desirable block of code (i.e., an application 
program, operating system software, etc.). To be a Trojan 
horse, the presence of the code must be unknown and it must 
perform an act that is unexpected by the owner of the system. 

Worm: Malicious computer code, similar to a virus, can 
replicate itself. Worms are independent operating programs 
that can mail replicas of itself outside the host system. 
Worms may or may not have a mission component or a trigger. 

Table 1 DEFINITION OF TERMS 
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Digital Data Warfare is generally applied in five phases to 

accomplish predictable results that are predetermined by the 

attacker: penetration, propagation,   dormancy,   execution,   and 

termination.   Unclassified covert penetration phase  techniques 

into the targeted system or network is achieved either through a 

peripheral device such as a printer, media such as a diskette, 

communications connection such as telephone or radio frequency 

path, electromagnetic pulses, and software programs either 

purchased or electronically accessed. During target penetration, 

the malicious code is concealed within a legitimate computer 

code of software or inserted into an infected component of the 

targeted system. An example involves the attack against the U.S. 

Air Force's Rome, New York Laboratory in 1994 when Air Force 

officials stated that hackers may have been working for a 

foreign country interested in obtaining military research data. 

Additionally, Air Force officials stated the hackers might have 

intended  to install malicious  code in software for activation 

years later.   If successful, the malicious code could have 

possibly jeopardized a weapon system's ability to perform safely 

and even threaten the lives of the soldiers or pilots operating 

the system.12 

Once penetration is accomplished, the propagation phase 

begins with the malicious code propagating its way through the 



system or network to locate its intended target. The target 

could be any of a number of system features such as software, 

hardware, files, databases, microprocessors, or separate nodes. 

The proliferation of integrated computer networks, many of which 

are local area networks (LANs) and wide area networks (WANs), 

offer pathways for the propagation of malicious computer code. 

Because of this linkage and information exchange, a network has 

to be more careful about computer viruses. You may be exposed to 

a virus although you practice safe procedures.13 A well-known 

illustration of remote entry and propagation was documented in 

1995. A Russian graduate student in St. Petersburg, Vladimir 

Levin, used sophisticated computer codes more than 4 0 times to 

break into Citicorp's computerized cash-management system. He 

transferred more than $12 million to banks around the world and 

had access to Citicorp's daily monetary transfer of $500 

billion.14 

Upon completion of penetration and target location, the 

Digital Data Warfare malicious code can lie dormant until the 

attacker's determined time of attack. The dormancy phase  may be 

short such as that intended to simply disrupt a network or it 

could be prolonged to coincide with the attacker's other 

activities. "One of the advantageous properties of Digital Data 

Warfare is that weeks, months, or even years can elapse between 
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the time the code is introduced into a system and the time it is 

triggered."15 

When the Digital Data Warfare code's triggering mechanism • 

activates the code, the all important execution phase  begins and 

the code performs the attacker's objective of denial, 

degradation, deception, and / or exploitation. The triggering 

mechanism can be the system's clock, number of machine cycles, 

remote transmission of a RF signal, certain entered keystrokes 

such as a logon, or a routine communication request such as an 

aircraft to a ground station. One of the essential aspects of 

the execution phase is the malicious code's predictability in 

order to accomplish what the attacker set out to do. 

The final phase of Digital Data Warfare application is the 

termination  phase. Once the attacker has determined that the 

malicious code has accomplished its intended affect, the code 

may then destroy all copies of itself leaving no trace of its 

existence or affect. However, if the attacker determines that a 

second penetration would be difficult and the risks of 

compromising the malicious code's existence are worth it, the 

attacker may decide to direct the code back to its dormancy 

phase. Perhaps this explains the reported British discovery that 

American intelligence agents infiltrated the computer systems of 

the European Parliament and European Commission. Allegedly, 

these agents used Internet routers to access the parliament's 
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internal network, taking advantage of the fact that American 

firms manufactured the systems' components. British officials 

claim that the American government used information from the 

electronic raid to assist them in the General Agreement on 

Tariffs and Trade (GATT). Despite a complaint by leaders of the 

European Parliament, no confession or even acknowledgement has 

been issued by the United States intelligence agency.16 

Before moving ahead, it is important to note that Digital 

Data Warfare tools are an added component to other attack 

capabilities. Digital Data warfare tools may be employed 

unilaterally or in combination with other packages designed to 

achieve the attacker's desired objectives and affects. After 

penetration has occurred, the remaining phases of Digital Data 

Warfare are controllable and should be synchronized for highest 

payoff or shock value. 

DIGITAL DATA WARFARE AT EVERY LEVEL OF WAR 

The levels of war help to amplify and add clarity to 

activities by echelons within the theater across the full range 

of military operations. The levels of war (strategic, 

operational, tactical) provide a useful construct for ordering 
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activities within AORs.17 Each level is categorized by the 

outcome intended-not by the level of command or size of the 

18 
unit.  Joint Pub 3-13, Joint Doctrine for Information 

Operations, asserts Offensive Information Operations may be 

conducted at all levels of war, inside and outside the 

traditional battlespace.19 

Strategic Level -  The level of war at which a nation, often 

as a member of an alliance or coalition, determines national or 

multinational security objectives and uses national resources to 

accomplish these objectives.20 

Strategic level Digital Data Warfare is directed by the 

National Command Authority and may be aimed at all elements of 

an adversary's national power: political, military, economic, 

information. Strategic targets, such as the entire digital 

commercial infrastructure of a nation, may be attacked while 

minimizing devastation.to the workings of a society or 

government generally associated with kinetic applications in 

conventional military operations. Strategic Digital Data Warfare 

may be planned or conducted by a combatant or subordinate 

commander within an assigned area of responsibility based on 

tasking by the National Command Authority. 

Operational -  The level of war at which major operations 

are planned, conducted, and sustained to achieve strategic 

objectives within theaters or areas of operations. These 
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activities encompass a broader dimension of time or space than 

do tactics. 21 

Operational level Digital Data Warfare is conducted by a 

combatant commander within the assigned area of responsibility, 

or the combatant commander may assign that responsibility to a 

subordinate Joint Force Commander (JFC). At this level, Digital 

Data Warfare can have strategic value and may help the Joint 

Force Commander seize and sustain the initiative and synchronize 

operational capabilities. 

Tactical -  The level of war at which battles and 

engagements are planned and conducted to accomplish military 

objectives assigned to tactical units or task forces. Activities 

at this level focus on the precise arrangement and maneuver of 

combat elements in relation to each other and to the enemy to 

22 achieve combat objectives. 

A service or functional component commander reporting to a 

JFC conducts tactical level Digital Data Warfare. The primary 

focus of Digital Data Warfare at this level is to deny, disrupt, 

destroy, or otherwise control an adversary's use of information 

and information systems. Targets include command, control, 

communications, computers, intelligence, and surveillance 

systems and other automated information-based systems related to 

conducting military operations. 
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COMBATANT COMMANDER CONTROL OF DIGITAL DATA WARFARE 

TOOLS 

Nothing is more worthy of the attention of a good 
general than the endeavor to penetrate the designs of 
the enemy. 

Niccolo Michiavelli 

Combatant Commanders plan, rehearse, and conduct 

Information Operations in support of national goals and 

objectives.23 They are to incorporate offensive and defensive 

Information Operations into deliberate and crisis action • 

planning to accomplish their assigned missions.24 Given this 

directive, the central question is whether combatant commanders 

should have control of offensive Digital Data Warfare tools and 

the authority to implement them in accomplishing the National 

Military Strategy. In order to answer this, we must consider 

several determining factors such as the target, injection 

authority, period of dormancy, triggering approval, and intended 

effects or results. 

Strategic -  The National Command Authority should have 

control over offensive Digital Data Warfare tools aimed at 

strategic level targets (elements of national power). The 

decision to inject, period of dormancy, and trigger Digital Data 

Warfare tools in strategic targets should remain at the highest 
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national level since the intended effects or results are 

strategic in nature and could potentially have ramifications 

well outside of the combatant commander's AOR. An example would 

be the unexpected interruption or manipulation of a nation's 

civilian air traffic control system resulting in international 

airplane catastrophes killing hundreds of civilians. 

Operational -  Combatant commanders should have control over 

Digital Data Warfare tools aimed at operational level targets. 

Though the NCA should withhold authority to inject tools having 

operational level effects and decide the dormancy period, 

combatant commanders should have the authority to trigger these 

tools. Again, the intended effects or results are confined to 

the combatant commander's AOR. Digital Data Warfare at the 

operational level serves to accomplish theater strategic and/or 

operational objectives. An example would be the disruption of an 

adversary's lines of communications, logistics, command and 

control, and other related capabilities associated with 

organizing, commanding, deploying, and sustaining military 

forces. 

Tactical -  Combatant commanders should withhold control and 

injection authority of Digital Data Warfare tools while 

delegating triggering authority to service or functional 

component commanders assigned tactical mission responsibility. 

The dormancy period should be relatively short since Digital 
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Data Warfare at the tactical level is aimed at specific tactical 

objectives and the effects are confined to a certain tactical 

area of responsibility. An example would be the automated 

ranging computation of a weapon system or the command and 

control of troops in an engagement. 

Control & Employment of Digital Data Warfare Tools 

Type of DDW Code Authority to Insert Code Authority to 
- Authority to  Use DDW Trigger Code 
for a Category of Targets & Authority to 

use DDW 

Strategic Commander-in-Chief Commander-in Chief 
Application 

Any Period of 
Dormancy 

Operational Commander-in-Chief CINC 
Application 

Long Periods of 
Dormancy 

Tactical CINC JTF Commander 
Application 

Short or no Dormancy 

Table 2 WHC ) SHOULD CONTROL EMPLOYMENT OF DDW 25 
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Combatant commanders should control employment of 

operational and tactical level Digital Data Warfare tools, while 

the National Command Authority should withhold control of 

strategic level Digital Data Warfare tools. The determining 

factors in assigning control of Digital Data Warfare tools are 

the target, period of dormancy, and the intended level of war 

usage will impact; strategic, operational, or tactical. The 

decision to inject strategic and operational level targets and 

the period of dormancy should also be at the NCA level. 

Injection of tactical level tools should be controlled by the 

combatant commander, while employment of tactical level tools 

should be delegated to the service or functional component 

commander assigned the tactical mission. 

WHY SHOULD CINCS HAVE CONTROL OF DDW TOOLS? 

Combatant commanders should have control of Digital Data 

Warfare tools aimed at operational and tactical level targets 

for a number of reasons. First, combatant commanders are 

responsible to the National Command Authority for successful 

prosecution of theater level warfighting, achievement of 

strategic objectives within the theater of operations, and 

attainment of the decided military end-state. 
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Second, combatant commanders' contingency target folders 

are prepared during the CINCs planning process. Offensive 

Digital Data Warfare tools applied against selected operational 

and tactical level targets' provides a unique application that 

the CINCs must have to execute full dimensional warfare. 

Third, combatant commanders sequence operational level 

warfighting activities in order to achieve optimal effects. The 

authority to trigger operational level Digital Data Warfare 

tools is one of the sequencing activities used unilaterally or 

in combination with other aspects of military power. 

Finally, Digital Data Warfare used in preparation of the 

battlespace and force on force engagements at the tactical level 

requires timely triggering of in-place malicious computer code. 

CINCs and designated Joint Force Commanders must have this 

authority in order to meet time constraints versus entering into 

a NCA approval process to trigger operational/tactical Digital 

Data Warfare. 

DIGITAL DATA WARFARE CONCEPT AND DOCTINAL DEVELOPMENT 

A major consideration in the control, triggering and usage 

of Digital Data Warfare is that of concept and doctrinal 

development. Questions surrounding responsibility for concept 
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and doctrinal development, joint operations, and the role of the 

intelligence community are all valid considerations. 

First, an overarching national policy, perhaps in the form- 

of a Presidential Decision Directive governing the usage and 

combatant commanders' control of offensive Digital Data Warfare 

tools, is required. From this national policy directive, the 

appropriate concept and doctrinal development should be 

established and be the product of an interagency process 

inclusive of government and sectors of the commercial community 

capable of providing focused expertise. 

Secondly, the organization responsible for concept and 

doctrinal development of CINCs' control of Digital Data Warfare 

tools must be uniquely capable of the requisite skill sets. 

Additionally, the organization must be situated within the 

Department of Defense (not a service) and be capable of 

integrating national-level warfighting capabilities, including 

those of the intelligence community. 

Finally, I feel the National Command Authority should have 

a CINC as the responsible official for oversight of the concept 

and doctrinal development. Given today's Unified Command Plan 

(UCP) alignment, the Commander, United States Atlantic Command 

(USACOM) is the CINC with the intellectual resource, capable 

facilities, strategic location, and responsibility for 

evolutionary concept/doctrinal development for coherent joint 
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operations. The Commander, USACOM would be an effective advocate 

for combatant commander control of Digital Data Warfare tools. 

He could do so via the Joint Staff, the Joint Requirements 

Oversight Council, the Joint Warfighting Capabilities 

Assessments, submission of CI'NC Integrated Priority List, the 

services and other CINCs. 

DIGITAL DATA WARFARE AND THE NATIONAL MILITARY STRATEGY 

In both the 1997 and 1998 National  Security Strategy 

documents, the President integrates the strategic approach 

around the terms Shape, Respond,   and Prepare Nov.   The nation's 

current military strategy is centered on these concepts and will 

provide the strategic direction of the Armed Forces over the 

next three to five years. It builds on the premise that the 

United States will continue to be globally engaged to Shape the 

international environment and create conditions favorable to US 

interest and global security. It emphasizes that U.S. Armed 

Forces must Respond to the full spectrum of crisis in order to 

protect the republic's national interest. It further states that 

as we pursue shaping and responding activities, we must also 

take prudent steps to Prepare Now for an uncertain future.26 

Offensive Information Operations may be employed in 

peacetime to promote peace, deter crisis, control crisis 
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escalation, or project power. The actual employment of offensive 

capabilities in these circumstances may require NCA approval 

with support, coordination, cooperation, and/or participation by 

other USG agencies. Military offensive 10 must be integrated 

with other USG 10 efforts to maximize synergy, to fully exploit 

capabilities and activities when needed, and to prevent 

confusion and fratricide. 

Author Brian Lewis states, "This author can muster no moral 

or ethical reasons as to why the U.S. should categorically 

exclude information warfare as opposed to other vehicles (e.g. 

diplomacy, conventional warfare, etc) for advancing U.S. policy. 

Information warfare is a decidedly, remote form of confrontation 

and if executed correctly may very well permit the United States 

to avoid the conventional deployment of troops and munitions. It 

may be morally acceptable (especially in the age of the CNN 

televised war) to disrupt the enemy's information 

infrastructure, rather than bomb them into submission with 

weapons of destruction that lead directly to the loss of human 

lives, often citizens."28 Though there are no intended human 

casualties when logic bombs destroy information infrastructure 

of another nation, they may cause significant collateral death, 

29 most likely among civilians. 

In applying Digital Data Warfare to the three concepts of 

the National Military Strategy (Shape, Respond, Prepare Now), we 
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are reminded of the five phases of Digital Data Warfare: 

penetration, propagation, dormancy, execution, termination. We 

have seen that Joint Pub 3-13 directs that offensive 10 

(inclusive of computer network attack, which is termed Digital 

Data Warfare in this work,) may be employed in peacetime as well 

as war. It further establishes that 10 may have their utmost 

impact on influencing an adversary decision maker in peacetime 

and the initial stages of a crisis.30 Combatant commanders, with 

approval and direction from the NCA, should employ Digital Data 

Warfare in support of the National Security and Military 

Strategies. The following is one possible application of Digital 

Data Warfare's integration into the National Military Strategy. 

Shape - Digital Data Warfare, with NCA approval, could be 

used as one component of the Armed Forces' inherent deterrent 

qualities. If approved, the penetration, propagation, and 

dormancy phases of Digital Data Warfare or computer network 

attack should be achieved prior to the onset of hostilities. By 

having malicious digital data code in an adversary's targeted 

automated system, the NCA has several options that may help 

prevent/reduce a conflict or perhaps deter aggression and 

coercion. Governments could use offensive digital data warfare 

to intimidate and pressure other governments just as they did 

with nuclear weapons, except that collateral damage in the 

physical sense will not be as great.31 A second example to help 
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illustrate the "shaping" attribute of Digital Data Warfare is 

Space Operations. In the same manner as products from 

intelligence satellites are used to support the shaping concept 

of the National Military Strategy, so could Digital Data 

Warfare. If conflict should occur, the "in place code" could 

serve to shape the battlespace by assisting in attacking 

strategic targets and achieving strategic surprise/deception. 

Respond - Digital Data Warfare could be used to signal US 

resolve and commitment in an effort to limit a greater US 

response. After penetration, propagation, and dormancy are 

achieved, the malicious code could be triggered into the 

execution phase in order to accomplish a predictable result. 

This usage of Digital Data Warfare would be part or all of the 

US response. An example may be the corruption of financial 

accounts of a national level decision-maker or the financial 

systems of a nation itself. Another example would be when the 

objective is to paralyze the enemy's decision-making capability. 

The enemy's automated observation capability is either flooded 

with too much information, which his system cannot digest, or is 

subtly misled by planted false information. 

Prepare Now - Digital Data Warfare could be a key component 

of this concept. Joint Vision 2010 is the conceptual template 

for joint operations and warfighting in future conflicts. It 

provides the direction for the services' visions, thus ensuring 
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the future interoperability of the joint force.33 

Joint Vision 2010's key enablers of information superiority and 

technological innovation provide the basis by which to 

transform the current concepts of maneuver, strike, protection, 

and logistics into the new operational concepts of dominant 

maneuver, precision engagement, focused logistics, and full- 

dimensional protection.34 Digital Data Warfare supports 

attainment of information superiority which is the capability to 

collect, process, and disseminate an uninterrupted flow of 

accurate and reliable information, while exploiting or denying 

an adversary's ability to do the same.35 Combatant commanders 

should make enhancement of Digital Data Warfare tools one of 

their Integrated Priority List (IPL) requirements. 

RISKS AND COSTS 

Incorporating usage of offensive Digital Data Warfare in 

accomplishing the United States' Military Strategy has some 

potential risks and costs. Several of the primary concerns 

center around risks and costs associated with reciprocity, 

perceived act of war, and world political opinion. 

The United States is by far one of the world's most 

technically advanced societies and is highly dependent upon 

automation based technologies. This dependency poses a serious 
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national security concern due to the vulnerability of America's 

critical information infrastructure to a devastating information 

warfare attack. According to testimony by the Director of 

Central Intelligence, Mr. George J. Trent, potential information 

warfare attackers range from national intelligence and military 

organizations to a host of others with criminal intent. As 

documented earlier in this work, over 120 countries are known to 

have offensive computer network attack capabilities and risk of 

reciprocity from any of these countries poses a danger if strong 

security measures are not adopted to counter computer network 

attack. 

Another risk is that Digital Data Warfare intrusions may be 

interpreted as an act of war if discovered by targeted 

countries. Active computer network attack techniques border 

between internationally recognized espionage and what some 

countries consider an act of war. This risk poses additional 

concern in that information warfare capable nations will 

probably not openly declare war and attack the United States 

symmetrically but may use malicious computer code to 

asymmetrically attack through intrusion, tampering, disrupting, 

and potentially destroying critical information infrastructure 

systems. 

Along with reciprocity and potential interpretation as an 

act of war, another risk and cost is that of world opinion. If 
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the United States' peacetime usage of malicious computer against 

a sovereign state, especially an ally, were to be discovered and 

proven, condemnation by various international organizations 

could potentially damage the country's standing in the 

international community. The costs to America's moral and 

ethical position could be undermined and some countries, 

especially those considered anti-U.S., could use the proven 

discovery as a propaganda tool. 

POLITICAL, LEGAL, AND CIVIL-MILITARY CONSIDERATIONS 

The political object-the original motive for the 
war-will thus determine both the military objective to 
be reached and the amount of effort it requires. 

Carl Von Clausewitz,   On War 

Digital Data Warfare must ultimately be viewed in a 

political context. The implications of its use, especially 

during peacetime, are matters for national level decision-makers 

to determine because of national security policy and legal 

considerations. Though this paper focuses on combatant 

commander's control and authority to employ Digital Data Warfare 

tools, a brief discussion of political, legal, and civil- 

military considerations is put forth. 
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POLITICAL CONSIDERATIONS 

The pros and cons of employing Digital Data Warfare merit 

debate. Politically and strategically there are many attractions 

to state-sponsored offensive information warfare. It is 

relatively low cost, timely, not location specific, provides no 

early warning, is not forbidden, inflicts low human life costs, 

and can be waged in complete anonymity. 

Low Cost - As compared to the ever increasing costs 

associated with today's "smart and soon to be brilliant" 

conventional weapons, Digital Data Warfare would be relatively 

cheap to wage. Development and usage of malicious computer code 

could yield positive returns without enormous investment. 

Timely and Not, Location Specific - Penetration, 

propagation, and dormancy phases accomplished, Digital Data 

Warfare could be waged immediately regardless of target and 

attacker geographic locations. There are no early warning 

indicators. 

Anonymity - Malicious computer code, if discovered and 

identified, has no identification characteristics. Covert 

employment and/or manipulation of the Digital Data Warfare tool 

is key to successful anonymity. Even if the code were 

compromised, it would be very difficult to conclusively hold 

someone or a nation-state accountable for the attack. 
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Minimal Loss of Life - Digital Data Warfare can be directed 

in such a manner as to minimize loss of human life. Attacks on 

resident data storage areas or corruption of information have 

the potential to be accomplished while causing minimal human 

casualties and structural damage. 

National level politicians must consider deterrents to 

U.S. usage of Digital Data- Warfare. Among technology dependent 

nations, there are several deterrents to waging information 

warfare. Factors such as economic interdependence, fear of 

escalation, and lack of technical expertise detract from the 

advantages of state sponsored information warfare.37 

Economic Interdependence - According to economist, 

interdependence of the financial system is now formal because 

countries have vested interest in not letting the reserves of 

foreign currencies drop below a certain threshold.38 Strategic 

and to some extent operational level Digital Data Warfare 

targeted at a nation's automated economic infrastructure could 

have negative effects on the U.S. economy due to the global 

linkage of financial markets. 

Fear of Escalation - Digital Data Warfare could escalate to 

a conventional military conflict if the attacked nation could 

identify the perpetrator and held conventional military 

dominance or capability to respond. Additionally, escalation 

could be in the form of a reciprocal Digital Data Warfare attack 
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if the attacked nation possessed the capability and judged the 

objective worthy of the risk.  After all, this type of warfare 

degrades a nation's strength, destabilizes its economy, and 

threatens its autonomy.39 

LEGAL CONSIDERATIONS 

Legal implications surrounding the usage of Digital Data 

Network attack can be discussed in the context of the Law of 

Armed Conflict. Three basic principles central to the Law of 

Armed Conflict are the principle of military necessity, 

principal of humanity, and principle of chivalry. The principle 

of military necessity states targets must have a military goal 

and be consistent with the laws of war. The principle of 

humanity is concerned with proportionality in the type and 

degree of force used. The principle of chivalry deals with the 

use of trickery—both permissible ruses and impermissible perfidy 

or treachery. None of the principles present an absolute 

prohibition to the use of information warfare concepts, tactics 

or weapons, though each may limit certain implementations of the 

.  40 concept. 

Principle of Military Necessity - Permits the application 

of that degree of regulated force, not otherwise prohibited by 

the laws of war, required for the partial or complete submission 
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of the enemy with the least expenditure of life, time and 

resources.  Digital Data Warfare can be employed in a manner to 

support operations aimed at limiting loss of human life and 

destruction of physical resources. 

Principle of Humanity - Aimed at prohibiting the employment 

of force not necessary for the prosecution of war or for the 

partial or complete submission of the enemy with the least 

possible expenditure of life, time and physical resources.42 The 

use of malicious computer code is generally not directed against 

people and thus would not be inconsistent with the laws of 

humanity. However, Digital Data Warfare could be employed in 

such a manner as to produce mass destruction and great loss of 

life that could be viewed in the comprehensive sense as 

inhumane. An example would be corruption of an airplane's 

navigational aids resulting in the catastrophic death of 

passengers and people on the ground. 

Principle of Chivalry - Its premise is that warfighting 

should be done in accord with well-recognized formalities and 

courtesies:43 Digital Data Warfare could be used consistent with 

recognized aspects of ruses, trickery, or misinformation. 

Legal considerations governing the use of Digital Data 

Warfare are yet to be internationally agreed upon but the 

principles of military necessity, proportionality and chivalry 

can be carried forward. The specifics in how these general 
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principles are to be applied to certain information warfare 

scenarios will likely require gradual refinement. As nations 

begin to agree on certain standards, these may well develop into 

a new international law. More immediate desires for regulatory 

guidance may prompt nations to seek agreement through the treaty 

44 making process. 

CIVIL-MILITARY CONSIDERATIONS 

The U.S. military has a tradition of subordination to 

civilian authority. While the evolution of modern warfare 

continues to call for new applications of technology and 

military power, civilian control of America's military has 

remained a constant. Combatant commander control and usage of 

Digital Data Warfare tools, peacetime or conflict, is an example 

of an evolution in the application military power that does not 

weaken civilian authority over the military. One method of 

ensuring oversight of this process in the Chairmen, Joint Chiefs 

of Staff (CJCS). 

Combatant commanders consider and use the CJCS as an 

advisor and information channel with the National Command 

Authority. As the senior military officer, the CJCS provides 

checks and balances between the military and civilian authority. 
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Combatant commander directed Digital Data Warfare operations 

would be accomplished under full knowledge of the CJCS and NCA 

review. 

Finally, Congress routinely engages combatant commanders 

by way of congressional testimony and various reports. Combatant 

commanders' usage of Digital Data Warfare tools could be the 

subject of Congressional scrutiny and periodic review by the 

various armed services committees. 

CONCLUSION 

Combatant commanders should have control of some Digital 

Data Warfare tools while the National Command Authority should 

retain control over others. Digital Data Warfare tools aimed at 

operational  and tactical level effects  should be controlled by 

combatant commanders while those involving strategic 

consequences  should be restricted to the National Command 

Authority. The overarching factor determining control over 

Digital Data Warfare tools is the level of war usage is to 

effect. 

Authority to inject and trigger Digital Data Warfare tools 

is a second and third order affect of control. Though the 

National Command Authority should retain inject authority over 

operational level targets, combatant commanders should have the 

authority to trigger those operational level codes. Finally, 
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combatant commanders should have the authority to inject and 

trigger tactical level Digital Data Warfare tools. 

Word count = 5,826 
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