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ABSTRACT

AUTHOR: LTC Jack N. Summe

TITLE: Information Warfare, Psychological Operations, and a
Policy for the Future

FORMAT: Strategy Research Project

DATE: 27 March 1999 PAGES: 51 CLASSIFICATION: Unclassified

There is a growing interest within DoD concerning the
advent of Information Warfare. This interest seems to center
around two competing concepts of IW. First is the asymmetrical
threat of information-based capabilities used against critical
U.S. systems, and second, the burgeoning opportunities that a
future Revolution in Military Affairs presents when based on the
geometric growth of friendly information-based capabilities.
Both analytical tracks seem to indicate that the U.S. must
boldly and firmly grasp the potentialities embedded in the
growing information age. Yet there are areas within the
information environment that have not yet been addressed. Two
such areas are a stated National policy for Information Warfare
and the future strategic requirements and capabilities for the
application of DoD Psychological Operations in support of our
new Information Warfare policy. This paper addresses both
issues and develops a point of departure for academic dialogue

in these two extremely important and sensitive areas.
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INFORMATION WARFARE PSYCHOLOGICAL OPERATIONS AND A
POLICY FOR THE FUTURE

Since 1993,‘there-haS'been_aigrowing'concern within the U.S.
Department of Defense‘(DoD); the Joint.Staff,vthe Services, and the
Unified Commands regarding the asymmetrlcal threat and latent
potentialitles,’both offen51ve and defeneive;'of‘Information
Warfare (IW). As evidence of this, we have witnessed the
development of directorates'on the Joint Staff and within several
~Unified Commands dedicated to the analysis; application, and policy
recommendations relating to Information Warfare. Further, we have
w1tnessed a 51gn1f1cant 1ncrease in books, publications, and Joint
and’Service doctrine devoted to this,subject. JOlnt Publication 3-
13,.JointvDoctrine for Information»qperatione (1998) and U.S. Army
Field Manual 100-6, Information Qperations:(l99é) are recent
doctrinalvpublications indicative of this trend. Concurrently, a
great number of National and DoD level WOrking groups, seminars,
articles, think—pieces, and documents emerged to address the
information age,and the'roles-of'ﬁarious_DoD agencies, disciplines,'
and capabiiitiee inherent in such an age. BAs the concepte and
definitions of-Information Warfare? Information Operations, and
Command and Control.Warfare'§C2W5AWorked their way_through the>
inter-agency and the Joint Staff,_many policy—makere at all leveie_
attempted to grasp the impact of the concepts and operationalize

the'terms.




Although me now have'approved joint.definitions for such terms
as Information_Warfare, Information Operations, C2W, Information
Dominance,_computerhnetwork'attack and_defense, and other related
terms there still‘seems'to be ah.ihtellectﬁal_void,lhvseveral areas
regarding the above concepts. Most significant.ls‘the apparent
lack of national policy cohcerning Informatiotharfare asrwell as
an apparent vold in doctrine concerning the:commandiand control
: relationships and strategio capahilltfesaregplreq_of_the-info“War_
“providers” on the future Joint battlefield.' Further, a review of
the literature and'doctrihelihdicates a need for a thorough
analysis of the force structmre for, the strategic impact of, and
"the'futmre application of DoD’s Psychologlcal Operations (PSYOP)
capabilities;l Accordihgly,,this paper attempts'to orient the'.
reader tovthe emerging conoepts associated with Information
Warfare, review the pertlnent llterature on the subject, and
present a proposed natlonal pollcy for Informatlon Warfare which =
will lay the groundwork for future IW strategy, resourcing, and
force structure decision making. Ih addition, this paper will
assess the role of.Psychological Operations as a critical element
of Information Warfare, and examlne the future strategic impact and.
.PSYOP capabilities requlred too meet that role. Thls,paper will
also attempt to prescribe'a future_Joint PSYOP force structure to

meet those'strategicrneeds.




BACKGROUND AND LITERATURE REVIEW

~ As stated above, in recent'yeers we have witnessed an
explosion in interest and.defense»writings'cbncerning’Information_
Warfare. Foremost of‘these books andvpublications are the Joint
Staff’s Visionifor the fﬁture, Joint Vision 2010,»which’calls-for a
concept referred to ee“‘full Speetrﬁm.Dominance,” integrating
- emerging information capabilities to_leverage.a smeller, more
mobile joint force.? The 1994 publicatien'of Winn Schwarteu’s beok.
Ihformation ﬁerfare and his concept ef.‘élass 3 Information
_Warfare? caused such a stir ameng.strategiq:thinkere_at U.s.
Spedial Operatiqnsrcommand.(UsédéoﬁiﬁEﬁggfﬁriyéeﬁrerfau was aeked
to give aﬁ_unprecedented professioﬁal'developmenf class on the
subject to the officers and eiviliane of the USSOCOM staff.>
: SimultaheoUsly;.many in DoD observedvthe:pereeived ascendency efb.
the coneepts of “The Third Wave” and “War and_Anti-War” as set
vforth in Alvin Toffler’s 1980.book, The Third Wave and Alvin and
Heidi Toffler’s 1993 book;.War'and Antiwwar. in'these-books; the
Tofflere-deecribe the future_ehyironment'ih Which fhe United Stareé
will hefe to eCt, the'impact of the information rerolution, and the
onset of fheir pestulated Third Wave and its impaet on futﬁre
w_arfare.4 As these earlier books helped stimulate academic
discourse on Information Werfare, many articles have since emerged

to deal with the specific concepts of IW.



For an excellent overview of current DoD policy, concepts, and
definitions concerning IW, one should go to a short article
entitled “Update: Information Operations” in the October 1998
edition of the USACOM Joint Warfighting Center’s newsletter.’
Similarly, Lieutenant Colonel Donald E. Ryan, like most authors
giving treatment to Information Warfare today, focuses on the
electronic battlefield, the evolution of electronic warfare into
Information-Based Warfare (IBW), and the requirement for new,
smaller, electronic-based, and more effective force structures for

the future.6

The Commandant of the U.S. Army War College also
fixes on the need to leverage electronic capability in order to
increase speed on the future battlefield. This achieves what he
believes is the true intent of combat.. “Yet the object of war is
not to kill the enemy so much as to break his will to resist.”’
Finally, recent authors have even taken the idea of IW to the next
step and have begun to call for modification of our principles of
war in light of the impact of the emerging information age. Robert
Leonhard, a former classmate at the U.S. Army Command and General
Staff College, is one such author.®

In addition to the academic interest in Information Warfare,
there is a great deal of literature focused on Psychological
Operations as a critical element in affecting the will of our

adversaries to fight. The purveyors of Psychological Operations in

the United States Army have served as a critical element of the




strategic and operationai art since the beginning of our nation.
Further, several historical sources report the successful
application of PSYOP in support of deception operations or in
support of directly achieving the goals and objectives of the force
well before the advent of the United States military.

Many view the:teachings of SUN TZU in 500 BC as the first
' codifiéation of the usé of PSYOP to achieve strategic or
operational goals; SUN TZU's admonishmenﬁm “Foi to win one hundred
victories in one hundred battles is not theé acme of skill. To
subdue the‘enemy'witﬁout fighting is the-acme of skill..” is held up
by modefnbUS Afmy PSYOPers aé evidence of the historical and
strategic significance of PSYOP énd deception in fightihg and
winniﬁg wars;'partiCularly‘ih light of our natiQn’$ growihg desire
to win with little or no casualties.9 This perspective has been'_
sﬁccessfully_implemented throughout Us.history_as military
commanders, faced with dangerous'aﬁd volatile situations,”have
: turnéd to PSYOP,teéhniquésAté éﬁbdﬁé;LAémé;Aiiié;.Qr otherwise
compel the.enémy to cease resistanée;w Further,:evidénce indicates
that PSYO? is effective in this role at the strategic level as well
as at the operational and tactical levels. Revolutionary.War |
fighters used leaflets to encourage British soldiers to drop their
arms and seék land and a new life in the néscent United States.!
Unfortunately, these successes were apparently not followed up

during the U.S. Civil War; however, many point to Abraham Lincoln’s




Emancipation Proclamétion aé»a stroké of extremely éudcessful

- strategic PSYOf.12 PSYOP leaflets were also éffectively uéed to
demoralize German frontline troops in World WarI.13 Psychological
Opéfations, as a warfighting discipline, seemed to reach its height
during World War II Where thng.S.IWitnesSed the,formafion Of
cémpaﬂyvand batfalibn sized:?SYQP‘unitsiand thelexéiemely
isuccessful intégration.of PSYOP'techniQues with deéeption
operations.14 Stephen Pease~also makes this point}as,he explores
theiapplication of PSYOP in the_Korean War.” sSimilar assertions
can be made for the succeséfﬁl applicationvof PSYOP in all modern
US interventions. Some-wdul&'asséft that US coﬁntér—insurgency_
doctrine,'cdm5ined_with the éucce;sful appii¢ation of PSYOP,
vachiéVed many:of du:ination;é.opeiationai;goals iﬁ the éarly“bhases
of our intervehfion,inVietnaI.n.16 ‘Fiﬁ#lly,.wensee‘thé extreﬁely
sﬁécéssfui application-ofipsycholbgiééliopegétions:in Supporf of
the Jointiand'Combiﬁed force dufing Operations DESERT SHIELD and
DESERT ;s'ToRM'.i'h Kuwait and SOchefn Irag.” -

It is broadly accepted within the,Dgpartmenﬁ of Defense thaﬁ
Informatioﬁ'Warfare is the glue.of an emerging Revolution in-
~Military Affairs (RMA) . ‘Similar toAhow mabhine guns and tanks
foreyer changed the face of war in World War I, Information Warfare

will foreﬁer change the face of warfare of the early 2000s and




beyondf Further, the burgeoningaliteratupeﬁidéuséd'on fnformation
Warfare uniformiy statés that PSYOP_ié an integral part of futu:é
suécess on the battlefield..«Thé'Joint CHiefs of.Staffbsponsored
exerciseé at.the'Joiht Task"Force LéVel (JTF) héve aggressiveiy
intégrated Information'Wérfare and PSYOP within approved simulation
modeis. Further, émerging Joint doctrine-on'infbfmation Warfare
and Command and Control Warfare firmly integrates PSYCP as an
element,of'the.succeésfui aftﬁinmentiofA“Fpll‘Spéctiﬁm Domin-ancé.”i8
Unfortunately,-Joiﬁt and ArﬁylESYéP &§§trine-and'force structﬁre
has not kept pace Withvthe-cpﬁcept of Information Warfare. There
is a significantxconcefn wifhin the PSYOP community over the lack
of doctriﬁe addressing the command and coﬁtrol relationships and
‘éoordination'methods between the elements of Information-Warfareb,
énd the serviqe1¢ompohénts.withih the Joint Task Force.” Further,
the emerging literature Seemé_to assume thét PSYOP capabilities
will contiﬁueito.eXpéﬁdwiﬁ step-Wiihuthe-éaﬁabilitieslof‘~b H
information:systems;and thatdﬁoD Qill,devélop:futuiéAPSYOP'
capabilities andfforce-stfudture to ensuie that PSYOP will
successfully'meet the Informatioanarféré chalienge of the next

, miliénhium, However, few'aﬁthors.have ihVéétigétedtthé strategic_‘
requifemeht fbriPSYQP in_thé~néif ééggéggfigikzé;;féadrésséd é
force'strﬁgture conéept'for ﬁhe fuﬁure. “Further; é review of the
future resource programs onithé USSOCOM approved budget priority

~lists quickly indicates that the future of U.S. Army PSYOP will not




look much different'from the-capapilities.and techniques that_were
available to. the PSYOP,commander of the Gulf.War.20 As Information .
Warfare matures as a dlSClpllne, we must now - set forth.future
polic1es for IW and develop the strategicwrole or psychological
operations_within the concept’of *Full Spectrum Dominance” as an
integralvpart of Joint Vision 2010." This must be accomplished
" while incorporating a concept for future force structure,
capabilities, and command and control'doctrine._-Within the context
of our nation’s military strategy for the next 15-20 years, thlS
paper asserts that understanding the - nature of future war and
lnculcating a firm belief that attacking_the}aduersary’svwill.to.
4fight is key to avoiding future-armed conflict’and.in maintaining -
~ the US strategic position within the world.
THE RMA AND A PROPOSED POLICY FOR IW

Concurrent with the explosion in academic writing
concerning thefemerging information‘age,'we aiSo see a great
deal of. academic treatment of an emerging. Revolution in ‘Military
Affairs (RMA) tiedvto-the growth invinformation age ’.
capabilities. ?he;genesislof this e#pldsion:seems;to be in the
underlying belief that a;certain'“critical nass”‘of information |
capabilities combined with new, technologically enhanced - weapons
systems Will ‘usher in the advent of a Revolution in Military
Affairs.21 And along w1th this predicted RMAlcomes ‘a requirement'

for U.S. policy and strategy to “get ahead” of this RMA to




ensure future'U.S;‘security.interests andvcontinued U.s.
predominancedwell into the.'2.‘1St Century in such areas as
internatdonal and econonicurelations. iThis.assertion is
strongly supported by the 1997VU.S. National Security Strategy
that-states:iA -

“We. seek to create conditions-in-thé wotld where our
interests are rarely threatened, and when they are,

. we have effective. means of addressing those threats.
In general we seek & world in which no critical
region is dominated by a power hostile to the United
States and regions of greatest importance to the
U.S. are stable and at peace. We seek a climate
where the global economy and open trade are growing,
where democratic norms and respect for human rights
are increasingly accepted and where terrorism, drug
trafficking and international crime do not undermine
stability and peaceful relations.”?

This concern for “getting in'front”-of an'emerging, information-

based RMA derlves from three of four ba51c U. S Natlonal

: Interests as identlfled by Nuechterleln; (1) defense of the

honeland, (2) economic well-being, and (3) favorable world

23

order.” "The idea is that U.S. predominance in a future RMA will

ensure the COntinued security of the U.s. and her strategic

allles throughout the world, a grow1ng “and stable economy
characterlzed by free and open trade, and a world order which
supports democratlc ideals and flnds no ‘benefit in’ 1mper1al or .
hegemonlc act1v1ty.v Further, thesezNatronal Interests support
our core Natlonal Values of freedom, democracy, security, |

capitalism,"open markets, human rights,«and rule of law.




‘In pursuit of this goaliof"riding the bow wave& of the
next RMA-few,'if any, policy-makers have attempted to grasp the
impact of these concepts and. develop a coheSive policy for_f
Information Warfare.. Some- analysts v1ew the concept of
Information Warfare as similar to the concept of Air Power in
Douhet’s time.. In other words, a concept of great potential,
but one that w1ll be mltigated by yet to be developed |
technologies and doctrine. Simply stated, these analysts
believe that Information Warfare is just another facet of the
evolution of the application of combat firepower on the
battlefield 4 Assuredly,plnformation Warfare concepts do seem
to offer great potential for'future success'on the battlefield
as well as'opportunities for success'Withinian'increasingly
complex and threatening peacetime environment. Conversely, it

seems that the u.s., arguably the most dependent on information
age technologies, must ensure the future security"of our o
.;1nformation based systems and potentially, our allies
information—based systems.- Therefore, it becomes imperative
that we explore the current policy for Information Warfare and
set forth a cohesive, integrated, and feasible policy for
-Information Warfare out to éhe‘yéaf 2015. In.accomplishing
this;'this paper will also.develop broad statements of -

information ends, ways and means for our nation to follow on its

.10




path to predominanoe in the strategic environment of the 21°¢
Century.‘ |

‘The Department of Defense in its Joint Publication 1-02 has
adopted two definitions tnat‘are helpful'to us in'understanding f
the conceptsnof Informatlon'Warfare. The. first is the
deflnltlon of Informatlon Warfare and the second is the_
definition of Command and Control Warfare. .Both_of which.are
related to the overallbsuccessfﬁl anpllcation of information on
the field ofdfnture oonflict. .Information Warfare in tne
referenced pnblication isvdetlned asf

Information Warfare .- -Actions’ taken “£67 achieve
information = superiority = by affectlng adversary
information, information-based processes, information
‘systems, and computer—based networks while -leveraging
and defending one’s own information, information-
based processes, information . systems, and computer-
based networks. Also called Iw.>2 '

While Command and Control Warfare in the same publlcatlon
is deflned as:

Command and.Control Warfare - The integrated use of
operations - security, military - deception, -
psychological operations, electronic warfare, and
-physical - destructlon,. mutually - supported by
intelligence, to deny- information to, influence,
degrade, or destroy adversary command and - control
capabilities, while protecting friendly command and
control capabilities against such actions. Command
and Control warfare is an application of information
warfare in military operations and is a subset of
information warfare. Command and control warfare
applies across the range of military operations and
all levels of conflict. Also called C2W. C2W is
both offensive and defensive: a. C2-attack. Prevent
effective C2 . of adversary forces by denying
information to, influencing, - degrading, or

11




’destroylng the adversary C2 system. ' b. C2-protect.

Maintain effective command and control of. own forces

by turning to friendly advantage or negating

adversary efforts to deny information to, influence,

degrade, or destroy frlendly C2 system.?®
As is readily evident, the two definitions are interrelated and
seem to operationalize the concepts at both the strategic and
operational levels of war. ‘A qulck analy51s of these
deflnltlons 1nd1cate that Informatlon Warfare (and its more
politically correct“and peacetime oriented synonym. ——
Information Operations or IO) is an overarching coordination of
all.facets of information to significantly"impact on an
adversary’s‘abiiity to impose his will in either a future

peacetime or:conflictvenvironment, From this point the future

_v151on and pollcy of IW becomes a bit hazy ;ﬁﬁometer, it.is
clear that Command and Control ﬁarfare‘ls a. subset of IW and its
appllcatron seems to focus at the operatlonal level of war,
coordinated and executed hy‘the appropriate Combatant Commander.
The following figure may be helpful in nnderstanding the
strategic and-operational aspects of the two concepts in

relation to the spectrum_of conflict and the three levels of

warfare.

12 .




IW, CZW and Strategic
Information Activities

Peace ~ OOTW  Conflict ~ OOTW  Peace

Figure 1:iInformé£ion Ope%gtibné in tﬁé“Sfrategi?fEnvifonment

VWiﬁh £his és our béqqudp) this-ﬁéper;ﬁill gow fo;us oﬁ the
development -of a policy for.Infofmation;Operations out to the
yeér_ZOlS;‘ |

As éﬁyffutﬁre_poliéy_mustnaddrgs§;thé§$nyirqnment-for’which
that policy wés.designéd to-shépe( tﬁié péper supports the 1998-
Sfrétegic'ASséssment and'aﬁihprs liké Sfe&én'Mefz when they
postulate variations_of a future déécribed_as a “trisected
'glbbai secu;ity” énvirénment. - This environmeht is characterized
by three distinct'“tiers” or forms, roughly‘paralleling thé
concepts‘of_thé First World, Second World, and Third World
statgs_df tbda_y.27 The implééation§'of this futufgzenviroﬁment,

as Metz postulatés, would réquire pdlicies that pursue the
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future RMA as described-earlier and which actively seeks
supremacy in information age strategy, technology, and

28 ~Accordingly, continued information age supremacy and

doctrine.
the leveraglng of a developlng RMA would be requlred to offset
asymmetrlcal threats in the third tler and contaln the growing
weapons,of mass destructlon"capabrlities~and expanding ’

- conventional armies‘of the second tier;,

Before we develop an Information Operations policy for the
future, we necessarily need to examine'our current policy for
IW; As stated earlier, con51deratlon of 1nformatlon-based
} strategles and pollc1es is a- falrly recent phenomenon. A quick.
analy51s of the extant pollcy statements regardlng IW/IO reveals
a lack of a cohes1ve and 1ntegrated pollcy. .However, 1t lS“
helpful to examlne the current pollcy, in’ whatever form, and
determine 1f it 1sfsat1sfactdrylfor the‘future-security |
interests of the United étates; 'To accomplish this, this paper -
examlnes four documents whlch should serve as pollcy or strategy-»

ltles _ These

documents for future IO concepts and capab;'
documents aref-(l) the 1997 Natlonal Securlty Strategy, (2) the
1998 Strategic Assessment, (3) the 1997"Report of the
Quadrennial'Defense Review,'and {4)-the Report of the National
Defense Panel. | |

In reviewing~ourvcurrent National Security Strategy we find

that it only dedicates a short paragraph to “information

14




infrastructure” within its Overar¢h%gg;Q@?@b@?iﬁig&-paraqraph.

Further,.this‘pafagraph‘only'focusescoh U;S. dependency on our -
ihformatiOn infraétrutture énq~the réquiremenﬁ fo ?prbtect and
defend” that_infrastructuré.29 It"féils to_addfess the broader _
reduifement_of offensive information capabilities and the
necessary “ways” and ;means” to accomplish the strategy. It
aiso féils to'develOp broad.guidance,for secu;ity strategists tb
»ﬁéllqw.inVthe_developﬁent'o?Aan inf@fmation-based;Stratégy,
Siﬁilaﬁly,'tﬁe 1998 Sﬁrétegic Assesément also focuses on
' information,defénée rélatediiésues while onlyAalluding to the
potential of offénéive—baSéd informatioﬁ capabilities.
vInitially, the 1998 strategic Assessment examines our current
'superiority:in informatioﬁvtechnplogy and- indicates how this
' superiority enhances our iﬁtélligendevSyétéms in éuch a way.thét
wé may‘aVeffiér respond ﬁo crisis in a timeiy and approbriate
manﬁér. Furthér,'the.ASseésﬁent.aﬁg;yzeSAthé'critiqai.:olé;of'
information.opefations in‘sﬁallj5cal¢A;dntingenc;eé;» Fiﬁaily,
the Assessment discusses -the stfategic “ends” of succesSfuliy
countering infqrmatioh'Warfa;e'whilelenSuring a Minimum

Essential Information Infrastructure (MEII). .To ensure a MEII, .

the Assessment discusses several “Ways” Griconcépts for the
future such as; (l),devéloping a capability to “seize control of
a portibn of the national oxr giobal'information infrastructﬁre,

to ensure continuity of military operatidns'during a Major

15




Theater War ia.Whieh aﬁ'qpponent COnducts a strategic Iw
campaign,” (2) provide “tax or other incentives to owners and
operatots df the National Strategic Infrastructure to build |
robust systems..,” and'(B) “..development of advanced silicon-
based weapons systems coupled with focused logistics produces
emerging vulnerabilities” that yet need to be addressed.30 Again
we find a significant absence of ends, ways, and means for an
offensive information capability.

In that the 1998 Strategic Assessment used the 1997
Quadrennial Defense Review (QDR) as their baseline for anaiysis,
we also assﬁme, and Subsequently find, that_the QDR fails to
>establish requirements for future offensive information—based
capabilitiesf .As e?ideneevof this we find three fairly robust
paragraphs which ine a detailed treatment of defensive
Informatien-OperatienSaproceeding the fdilowing statement on
offeﬁsivetiﬁforﬁation capabilities.‘_“Offensive aetions‘to -
disrupt.our adversary’s access.te infotmation'are also a part of
U.S. military‘capabilities.'_Such eaéabilities will be increaSed
in the future to ensure that the‘United States maintainsf |
information su_perierity‘during-conflict;”31 As.one can easily
see, this.statement gives no broad statements of “ways” aﬁd
*means” to accomplish the stated offensive “end.”
| Finally, we turn to the 1997 Report’of the NationalbDefense

Panel as an example of a proposed policy statement that attempts

16




to 1ncorporate all the required future capabillties for =
Information-Operations; Initially,-the~Report also focuses on
Iw defeﬁsé as the predominate requirement_for'the future. .
However, it—quickly moves to the-requirement for offensive
Information Operations and lays outs strategic concepts for an ;"
1nformation -based offen51ve capability Accordingly, the reportf
calls for explOitation of advancement in commerc1al 1nformation |
technology, conversion of_that technology»1nto military
capability'and'the development-of'effective,defensive and
offensive information capabilities.vvFinally, the'Report assertS'
that “significant’improvement in the»application'of military
force will be achieved by electronic strike capability We need
to develop the'ability to’insert viruses,.implant “logic bombs,”}
conduct'electromagneticvpulse and directed energy,strikes, and
"conduct.other‘offensive electronic operations.”32 Although, the .
Report-does address the reguisite_future offensive information-

based capabilities, it focuses.primarily'on’electronic offensive

means to the exclu51on of message based or perception management _

‘1nformation systems. Further, it doesn t go far enough in
establishing guidance for future offen51ve IW capabilities

In a future environment of.information'capabilitiesg
combining‘with new‘technologies to create a:RMA,that‘policy
should we pursuevto ensure -our requisite'political predominance

and military -supremacy? It seems obvious from the discussion




above that current policy statements have'not;gong far enough'té_
adequatelyvdgvélop énAeffectivé'Io.étrétegy_to address the
postulatéd trisecﬁed eﬂvirpnment of the future. From the
outset, it is necés;ary-to_enviéiéhaa policy Which'incorporéteé,
coordinatés; and ihtégrateéﬁhot £wo but.thrée facété of
Information Operationé; (1) defensive ib; (2) offensive IW, and_ :
an'areaAnot yet discuSsed,'(3)_percepfién management I0. In
écéoﬁﬁiishing this, the policy aisp neédéifo'foéus:on the
deVeiopmént df»capébilitiésbthéf é;ggﬁgiiﬁéﬂgiéiéﬁéﬁfs ofbperr
in both peace and in cdnfliét,_v
_THE POLICY

In the éfea of defénsiveblo,'the pfépbéed-policy would
advocate the establishment_of a virtual defensive information
perimeterbéround our futuré critical ecbnomic, diplomatic,
military, aﬁd civil}an info;mationfihfraétrucfuré-; This
bériﬁéfer woﬁid include thejcbmbinea énd ¢oord%na£ed efforfsjof-:]
A'our nationai iaw eﬁfbfcément~a§encieé; our nafibnél infelligence‘
ageﬁcies, our military defense capabilities, and our national
and alliedvsCiéntific and computef industries to ensure a stable
and secure inforﬁation enﬁifonmentf Simi;ar to.World War II,
: whén industry,-defense} énd-our eitizenry worked together to
achieve a strategic goal,'wé must‘agéin'dévélop a military-
industrial comﬁléng,Only this information\age cdmplex'mﬁstf

leverage the'cépab;lities of the information industry instead of
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the capabilities of the industrial revolution. Obviously, to
accomplish such integration, we must now examine the benefits
gained from actions such as harassing organizations like
Microsoft with anti-trust legislation.

The above being our defensive IO “ends,” we now need to
focus on the “ways” or conceﬁts involved in achieving these
ends. Initially, we must leverage emerging technology and apply
it to a defensive I0 mindset. This would include tax and
scholarship benefits focused on the development of defensive IO
applications. Addiﬁionally, we must build defénse and industry
partnerships focused on the development of these required
capabilities. Further, we must establish redundant critical
systems that are involved in activities that support or
guarantee our vital national interests, in all facets of life.
Finally, we must continually evolve existing Command, Control,
Coﬁmunications, Computer, and Intelligence (C4I) systems apace
with emerging, off the shelf information technology.
Eventually, we must develop a type of virtual “reactive armor”
for critical U.S. information systems. This armor would
immediately identify and respond in kind to any entity
attempting to penetrate, corrupt, or destroy a critical U.S. or
allied information system. The deterrent effect of this armor
could potentially cease the advent of new viruses or hackers

upon the publication of such a capability. The development of
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'such“ar;reactive informatfon-armorK would~also reénire changes -
to exiStingrU.S;flaws; }Fineily; we mnst leek>to integratingb'
'future cOnventionel defensive capabilities to protect wvital
»infermétion infrastructure: An example of this wouid be
adapting emerging theater-missile defense technology to protect
our fleet of Global Positioning System satellites,

In the‘realm efvoffensive IW the nroposed poliey supports'
dedieatien.ofvsignificent activities and resQurces.focnsed Qn
the develepment_Qf'tne'effensiﬁe‘iW*capébiiities aS-outlined in
the diseussion eanhe Report;ofethe_NationalfDefense Panel -
Aabove. .This represents a dood_start,insthe area of offensive -
Iw, howeVerﬁWermust not limit ourselnes‘to the development of

v1ruses, *logic bombs,”- electromagnetlc pulse and'dlrected
energy strikes, and other offen51ve eleetrgn;e eéeratlons.” >We
must go the next step and learn_how to ;ntegrate such systems as
precision guided munitions.er'SOF_with offensive IW capabilities
to affect adversarial IO/IW capabiiity Withflittle or no
signatnre.' Further, we must develop capabilities which, when
cdvertly‘integrated into adversarial sYstems, replace
adversarialtinformation with'information of oﬁr‘chQOSing without'
Aedversérial knowledge In:e-Similar Vein} we must deveiop-
_»capabllltles that can “turn off” adversarial s§stems from greet
dlstance w1thout cauSlng the actual destruction of those systems

Oor causing unnecessary destruction to non-combatants or
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resources. We must also begin to break with tradition and
explore the possibilities of unmanned aircraft and land combat
vehicles with the operators securely ensconced within a
“virtual” tank or plane somewhere deep within a Colorado
mountainside. This capability could be enhanced with extreme
long range artillery or smart bombs fired from stand-off
distance well outside the range of adversarial capability.
Finally, we must address our organizational structure, both in
the governmental and military worlds, for planning, integrating,
and conducting both offensive and defensive IW. To date, our
planning and integration efforts have been characterized by the
formation of ad hoc cells at the national, DoD, Joint Staff, or
Unified Command levels with no ability to integrate and plan for
IW capabilities. It now may be time to examine the development
of a Joint Military IO command and control structure with a
civilian equivalent at both the OSD and national levels.
Finally, we must develop a policy for message-based or
perception management Information Operations. This area,
although extremely sensitive in an open, democratic society,
promises great potential for attaining U.S. strategic
objectives. Evidence of this potential lie in the successful
application of information to achieve U.S. objectives with
little or no violence and loss of life. The U.S. ability to

“call-back” our “invasion” of Haiti serves as a recent case

21




study of this capability. Simply stated, it’s the timely and
effective promulgation of a national message and supporting
information that influences and shapes the emotions, attitudes,
beliefs, and behaviors of a strategic population or audience so
as to avoid or reduce the potential for conflict while
supporting U.S. National goals and objectives. Currently, this
is attempted at the National level by a loose confederation of
indications and messages based on press guidance or a general
understanding of U.S. objectives in a specific area. What is
needed and advocated by this paper is an integrated perception
management information structure that spans the current
Administration, Department of State, Department of Defense,
Department of Commerce, The Joint Staff, and the Unified
Commands. This integrated structure would serve as a
coordination element with the goal of “getting in front” of
potential conflict by focusing on projecting U.S. policy and
possible responses in affected areas of the world. In this
manner, “the message” becomes a tool or weapon to use in support
of U.S. National policy while serving as a deterrent to
potentially dangerous adversarial forces. In addition to this
infrastructure, DoD must further develop a joint perception
management or PSYOP infrastructure that more comprehensively

supports the NCA, the Joint Staff, and the Combatant Commanders
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as they become fully engaged i?.thﬁfﬁT?féfl ﬁemilronment.of
tomorrow | . |

In the progected future world of a’ trlsected global
security env1ronment, the need for a cogent, 1ntegrated,.and'
COmprehensive informatlon policy is essentlal;' Such a policy
must support U.S.’National.values and proteCt U.S. vital and’
important interests against potential economic encroachments of
first tier states, emerging peer competltors or weapons of mass
deStruction in second“tlerwstates, and random acts of vlolence
-_and terror from:third:tler states. ‘Leveraging emerging
information capabilities enables our future society to better
shape‘the environment, avoid future confllct, blunt threats to
‘peace and security, ensure the viability of.our economic and
governmental systems, and'serves to~enhance a‘grOWing
environment‘that encourages democracy and'free and open'trade
among natlons |

THE FUTURE ENVIRONMENT AND THE REQUIREMENT FOR JOINT
PSYOP
An analysis of the future_glObal.environment as postulated by

Metz and theé Tofflers and a quCk review of our mllltary

1nterventlons 51nce the close of the 1991 Gulf War 1nd1cates
growing NCA directed DoD-involvementVin"peacetime stability and
contingencypoperations. Somalia, Bosnia, Hurricane Mitch, and

Kosovo serve as timely evidence of this assertion. This
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phenomehon seems'tb be an outgréwth of'U;S. ascendancyvin the
internationél arena. The distinqt lack of ideologies and
governmentai.éystems openly hostiie tofUQS} béliefs andvpractiCés
has brought about the advent bfxéiﬁégﬁéﬁéiézzﬁéﬁfhéf'ié without
equal in modern hiétoiy; quéver, with this newfound ascendanc&
and centrélvworld roie,-thg'U;é. haé acceptéd thé burden owaorld
stabilizatiOn}- Many wquld“argue ﬁhat this-is not a role for the
U.S. military; However, history indicatés that the U.S. military
has served in this role between every majér'éonflict of the 20%
century,valthough not“af'thé global~leVel. Now we ére at a point
in US. history where we muét-acgépﬁAthe_dictum.“if you- warit to be
the leader{ you ﬁust-lead.;' Aﬁd in tﬁe‘iéfé Zdﬂ;Céntury and:the_
4.eariy 215t Century, we'have askéd for the role of world leadef,
and have won the title. Unfortunately fqr the U.S. ﬁilitary, the
imblicationé ofAfhis.role-are Significaht. - We can no longer hide
Vin the trainihg areas of QurAFt;"Braggs,,ft. Hoods, or our
National TrainingvCénters»and pfepére‘for‘the big, ihdustrial—'
based battle éf thé“fufure,,,Asfthe U.S. military is the only
capability Within thé U.Sf-Governmént tﬁétnéaﬁ go there'and do’thé
‘stability”Athiﬂg,;it'must aécept thatirdle;l The_ﬁ.s. peéple
expect something from.théif DoD dollar, énd withouf the monolifhié___
threat of the Soviet Union;bstability“is what they expect.
Thérefofe, as statedjabqvé, the impliégtiéﬁrﬁéfwthe~U.S.

military in this future role is great;"Firsf and foremost, we must

24




build capability to-intervene;'stahilize;‘and;create long.term.
peace on this‘21# Century peacemaking'fiela.v Further}iour current
future viSiony Joint Vision 2010 indicates that'the'decisive[
timely, and effective appllcation'of information will play a
crltlcal role in all future DoD: operations, no matter the nature of
those operatlons Concurrentlyl:a:reyreq?of;our;potentlaljfuture

| theater strategies'indicates a»requirement'for'inCreased U.S
Mllltary 1nterventlon to support peacetlme stablllty or contlngency
operations whlle malntalnlng a capablllty to prosecute a Major |
Theater.War (MTW) . Wlthln this frameworkf thrs paper asserts that
the need for new, unconventionalvskills will_evolVe to ensure"
success‘on the'stabilizationffields of the future.

Psychologlcal Operatlons is clearly recognlzed aslone such )
skill or capablllty for the future. Accordlngly, “this paper
asserts that PSYOP ‘will contlnue to serve as a crltlcal plllar of -
the Information element of NationalpStrategy. The timely,
thorough, and'effective application of Psychological Operations is
imperative to meet any successful future reglonal strategy in thls
era of declining DoD resources. Unfortunately, within the |
framework of an 1nformatlon revolution, many are uncertaln as to
the very nature of PSYOP and.how such a llmlted, 19th Century“‘“
dlsc1p11ne can a351st in the struggles of the 21St Centuryv

| Slmply stated, PSYOP .is the. Commander s ablllty (at whatever'f

level, from the NCA down to. the tactlcal) to use media techniques




to influence the attitudes,bpelieis{ emotions, and‘behavior of a
friendly foreigh; host nation, adversariél,ror eneﬁy force. It'is‘
the Comﬁander;é,only_true ébi;ity.to communiéate with thé.ene@y
withiﬁ the landﬁage-éhd_the»culturé'of the“enémy forcg;“ Whefe the
large-majprity of'treatﬁeptsMQf Ihformatibn.Warﬁar§ fbcus‘on,the
*medium” or electronic'basis of cdmmunicatibn,-PSYOP focusesvon thé
“ﬁessage” ofAcommunication.' Thg two'figﬁres below help tb clarify

| this fuhdamenfél_difference’betwéen the"élé¢£r9niC“WOrld of IWband'

the cultural and_linguistié'baééd W6}iﬁﬁ5ff§§§6§T”;“'.

| Conve'nti'nal W Targets...
(IW Tgts) A

Figuref2: Prevailing'DcD Concept of IW
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Figure 3: IW Related'PSYOR,Tapget_éets
' In addition to the aboVe,_three definitions from the DoD
B »DiCtidnary give a general idea as to the nature of psychological
operations and its use in support of the NCA, the Joint Staff, and
the Combatant Commanders.

Psychological Operations - "Planned ‘opérations to
-convey selected information and . indicators :to foreign-
audiences  to influence "their = emotions, motives, -
objective reasoning, and ultimately the behavior of
foreign governments, - organizations, groups, and
individuals. The purpose of psychological operations
is to 1induce -or reinforce foreign attitudes and
behavior - favorable to the  originator’s objectives.
Also called Psyop.* - o

Psychological Warfare - The planned use of propaganda

~and other psychological actions having the primary
purpose of  influencing the -opinions, emotions,
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,attitudes, and behav1or of hostlle foreign groups in.
such a way as to support the . achievement of national -
objectives. Also called PSYWAR 3 ’

Overt Peacetime Psychological Operations Programs -
Those programs developed by Combatant Commands, and in
coordination with the chiefs of U.S. diplomatic
missions, that plan, support, and provide for the
conduct, during military operations other than. war, of
psychological operations in support of U.S. regional
objectives, policies, 1nterests, and theater military
missions. Also .called OP3. 36 ‘ '
As can be ascertained from the above definitions, the current and
future role of:PSYOP takes on great importance in this emerging
age of peacetime stabilization and political sensitivity. ‘
However, the DoD PSYOP Force_Structureiis ektremely small and is
not designed to provide the indicated timely and dedicated support -
to. the NCA, U S. Embassies abroad and the Combatant Commanders.
The current active Army PSYOP Force Structure con51sts of one
active PSYOP brigade (or Group in Spec1al Operations Forces (SOF)
pariance) of. flve active PSYOP battalions. . 0f those five
battalions, only three, reglonally.oriented, strategic battalions
provide dedicated peacetime and wartime PSYOP:support to the
Combatant Commander. One battalion provides-worldwide tactical
PSYOP support'(loudspeakers) and one battalion provides worldwide
bprint and broadcast dissemination support. None of the five
active battalions have more - than ‘350 personnel a551gned and the"

- strategic battalionS'only average 180 personnel assigned. In

addition, one of the three strategic PSYOP battalions shares
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responsibilities for both the U.S. Pacific Command and U.S.

Central Command Areas. This structure seems particularly

untenable since our two postulated, -near simultaneous major

theater wars dccur in thesejargaé._
Concurrently, the ﬁ.S. Army resérve PSYOP force structure
conSists of two tactical PSYOP brigades of three tactical PSYOP

battalions (loudspeakers) each. The reserve PSYOP force structure

'is primarily designed to provide tactical support to all maneuver -

Corps deployed in two,'néar"Simﬁitaneous MTWs —- not»td proVide'i, 
stratégic long-term peacetime or stability/contingency support to
a theater CINC: 'Tﬁere is also a print ‘and broadcast dis#emihation
PSYOP'battaiionjinltheuresérve'féfcé'struéture forﬁfhé éﬁ;pOSe‘of‘
providiﬁg'ﬁrint‘and b;oédcqsf dissemiﬁétioﬁIASSefs for the éeéqﬁdh
near simultaneous, MTW.

| _The cuirent‘U.S. Air_FofééfPSYOP'fopce'étructgre conSists”of 

one EC-130 (COMMANDO so“L'o_)» Sp'_eci_a;Li,Qgg.;r:a,_gign;s;_: Group-in the
Pennéylvania AirvNational-Guard consisfing of sifoSYOP broadcast
piatformé'that prbvidé a deéicatéd,ﬁéirbo;ne>PSYOP broadcast
capability bnlall radio fréquencieé'aﬁdbdn worldwide color TV.
Although, this Air National Guard unit h&ds never failed"to anéwer

the call of its nation to brovide dedicated. PSYOP support

throughout the world in peace and war, we have treated this unit

_likexan a¢tiVe;dutymuhit in:terms~of repeated, long-term

deployments.
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| Finally, at the Department of State level, the U‘S has
developed a.peacetlme, strateglc PSYOP capablllty - the Unlted
Statevanformation Agency. (USIA), with the mission of providing US
Ambassadors abroad with an internal media‘capabiiity designed to
_ihfluence host.nation aUdiences_of~the benefits of UrS. objectives
ih-couhtry.b Durihgmthe‘eariy:yearsjoﬁ USIA and'Ugé. Army PSYOP,
these tﬁo organiéations,workediﬁery“ciosely-together to achieve
attitudes favorabie to U.s. objectives in a given_foreign state.
Unfortunately,etheFVietnaﬁ.War and an attempt to downsize or
eiiminate'USIA by both the State Department and.Congress has led
to a situation where USIA.ahd'PSYQP rarely,‘if ever coordinate
their efforts in—theater.

p fhe:orgahizations’and.force structure outlined abote are the’
totality ofsaii DoDTforce structure.foriPsyChological;Operatiohs.
_Further}_ all PSYOP forces are w.i_thi_n__ the leg'is_lat;e‘d. |
respOhsihilities of Uhitédhstates Special Operations Command
kUSSOCOM) ahd are normaliy'placed underxthe operational control,of
the theater Combatant Commander while supportlng a combat, |
stablllty, or peacetlme.operatlonﬁvu AT o

Flnally, there is a no jOlnt force or agency de51gned to
prov1de Joint PSYOP support to the Combatant Commander. Joint
Doctrlne calls for the appllcatlon of a Joint PSYOP Task Force
(JPQTF)-under the Combatant Commander or a subordinate Joint Task

Force Commander to provide’effective PSYOP support in peacetime,
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7
contlngency, or war.> The only peacetlme command element

B _,.~,:- -....

avallable to stand up a JPOTF,ls the actlve Army, regionally
orlented;,strateglc PSYOP Battallon.apportloned~to a specific
theater{ The above'forcejsttncture~combined with a lack of a
Joint'PSYOP-Command & Conttol element toipfovide joint training
and»integration‘indicatesba significant sho:tfall in PSYOP.forces
to support.the‘requiremente_of.DoD andvthe future Unified
Commander. Alono»wlth the.above organizational_Shortfalls,vthe o
follomlng pointe_indicate addltional concerns.regarding“the hohh»
_ PSYOP force structure‘that we are dependlng on to serve as a

crltlcal element of our future Information Warfare capablllty

e PSYOP’s organization under USSOCOM is mandated by the Nunn-
‘'Cohen Amendment to the Goldwater-Nichols Defense
Reorganization Act of 1986. This makes it extremely hard to
change command and control relatlonshlps, even if DoD and
USSOCCOM desired such a change.

e The above leglslatlon does not specify jOlnt command & control
of PSYOP forces. : .

o PSYOP forces .do not ‘seem to compete as well as Spec1al Forces
and SOF aviation units in the USSOCOM Major Force Program 11
(MFP11) appropriation. Evidence of ‘this can bée seen when one
examines the robust nature of Special Forces, SOF Aviation, -
Navy SEAL, and Civil Affairs units compared to U.S. Army PSYOP
units. : S

e The three, one of a kind, regionally oriented, -strategic PSYOP -
battalions that are apportioned- to. the four Combatant
Commanders are only authorized approx1mately 180 personnel
Of those personnel, only about 130 are PSYOP Officers or NCOs.
This causes extreme hardship when providing rotational support
to a long-term stablllty or : contlngency operation such as
Bosnla. .-
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e The Reserve PSYOP battalions, although extremely capable and:
effective, are not configured to provide long-term, regionally
oriented, strategic PSYOP. Nor were the reserve PSYOP unlts
de51gned to provide such long- term peacetlme support.

. PSYOP forces must task organize -to. prov1d
service support to the ‘theater CINC.

;eﬁ?@cﬁivequint,and

. There is no formal,'Joint-mechanism in-place to ensure
effective interoperability between USAF and U.S. Army PSYOP.
And there is no formal mechanism in place to ensure effective
coordination between the ‘U.S. Embassy,-USIA, and 1n—country
_PSYOP forces.

o 'USAF PSYOP has no dedlcated or organic product development
capablllty_ It must depend on close cooperation between
~ themselves and the reglonally orlented JPOTF in- theater.

° future DoD Informatlon Operatlons Strategy calls. for 1ncreased_
) 1ntegratlon and appllcatlon of - PSYOP to shape our strateglc .

- environment. : '
 The growind‘requirement'for_timely,veffective;“and'joint PSYOP
support to therU{S- Government, DoD, and the Geographic CiNC
indicates a}strong need for a Joint Psychological Operations
»conmand with assigned forces that are robust enough to meet the
_ needs of the NCA, the Joint"Staff,'andAthertheater CINCs out to‘
the yearv2015. Further,lDOD’s future requirements for peacetine
and'contingency PSYOP support within the framework'of;dbint;Vision
2010 1nd1cates a need for a falrly autonomous J01nt PSYOP command
with enough force structure to prov1de a dedlcated, robust, fully

capable, and effectlve J01nt PSYOP task force to any theater on a’

near continuous basis.
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| THE FUTURE PSYOP FORCE

.What form should a futureAdoint'PSYOP Command takeiif'that is
the requifenentAto suppSrt our future‘IW poifcy.asAwell as to neet
the future requirements of the‘Unified Combatant Commands? To
develop a viable Joint forcefstructurep one~must look to existing-
SOF force'structure to develop a-mode%ithat;ééets;our nationfs
future PSYOP needs; Accordingly, a few assertions are inherently
true when-examiningbsimilar-elements:in”SOF:forée structure:

1) The'-Joint PSYOP cOmahd needs Ato”attain the status of a

Component Command of USSOCOM to ensure approprlate fundlng

and budgetary consideration.

2) The command needs to be commanded at the General Officer
level to serve as a voice ‘at the USSOCOM Board of Directors
level. »

3) Forces under the Joint PSYOP Command must remain'-
"regionally and llngulstlcally orlented and apportloned to a
Geographlc CINC.. ; Lo :
4) A.peacetlme operatlonal control (OPCON) relationship
must exist between the NCA and The Joint Staff and the.
Joint PSYOP Command.
5) The Joint PSYOP Command must have adequate force
. structure to perform' long-term, peacetime stability
operations without having to unreasonably draw on the
Reserve PSYOP force structure_
With this inumind, one can now go about developing a force
structure w1th1n the USSOCOM hlerarchy that ‘meets our future
Information Warfare needs. The flgure below 1nd1¢ates a

proposed Joint PSYOP Command ‘with assigned"PSYOP”units down "to

the battalion level.
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US Army LTG - - USAF Lt Gen US Army MG . USK Vice Adm US Army MG
DoS PSYOP' Strategic Studies
PSYOP Coord |~ Etement
Element DA CIV SES
. r 1
4th PSYOP Grp (A) FLT IW CMD
US Amy COL USN CMDR
(Wortdwide) (Broadcast)
j=15t PSYOP Bn 11th PSYOP Bn 10th PSYOP Bn
{USSOUTHCOM) (Tactical)
j=3d PSYOP Bn 12th PSYOP Bn
(DissemInation) (Tactical)
e 6th PSYOP Bn 14th RSYOP Bn
’ (USEUCOM) { 1) (Facticat) ~ -
- ‘j=8th PSYOP Bn 16th PSYOP Bn 17th PSYOP 8n
| (USCENTCOM) (Tactical) - (Dissemination)*™
k= 9th PSYOP Bn
‘(Tactical)
b ## PSYOP Bn*
(IJSPACOM)

* These two units do not currem]yanstmtheDoD PSYOP force structure and would have to be created to provide adequate and
robust PSYOP support to all Combatant Commands as well as the USMC.~ -

* * These two Reserve PSYOP Battalions have functional capability instead of a tactical mission. - The 13th FSYOP Bn (EPW)
provides worldwide EPW PSYOP support and the 17th PSYOP Bn (Diss) is similar in force structure to the 3d PSYOP Bn (Diss).

Figure 4:'Proposed‘Joint PSYOP Command

Thé above éoﬁmand isvdegighed'ﬁo interface directly with the
earlier.proposed.po}icy for'Infofmatioﬁ Warfafe,by;dévelopiﬁg
 éxis£iﬁg OECOﬁ‘an direct ééorginafid@ reiétionships with fhésé‘

];elements at the'NCA/Jéiht Staff and.bepartment of.Staté level

tﬁat focﬁs on integrating our future national “perception
management” IOvcapability. In addition, this proposal
_infegrates all the DoD force sfructure fo;‘PSYOP under one
command. In fact iﬁ gbeé'fﬁrthéf in this area by”bringing in
non—traditidhal PSYOQOP ﬁnitsvsuch as fhe U}S. Navy Fleet-

Information Warfére;CommandAWhoSe mission ;s'simply that of a-
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land-basé broadcast statiop or by establishing a proposed U.S;
Marine Corps tactical PSYOP battalion whose miséion would be to
v brbvide the_U.S.:Marine Corps With'tactical PSYOP support. This =
proposed joinf_force‘stfucture would also'givé the bénefit.of a
robust férceicépablé of providiﬁg_fully trained énd highly
éffecti&evPSYOP supporf_at-all Ieyels iny?eacetime, milita:y
operations other fhén War,_gnd'éthlicttwhiie mainfaihiﬁg
Service_identitf»égd relationships.-'The‘only diéwback to.the
above proposal~Would be éhé incréased méﬁpower required}to -
ensure the cdmﬁand_had thevferces hecessary.to proyide adequatgﬂ
and éppropriate‘support to ;ong—tgngsﬁébé}EZéﬁ%gﬁrx 
intefventioné; | | . |

| CONCLUSTON -

Ahalysis_of the Joint S£afffé_vi§ion for the_fufure_quiékly
indicétes that information superiority is cfitical to the success
of~0uf natién’s militéry.in the futuféi A growing reliance on
information_syétems by both our own forcés and the enemy is the
cata%yét for this assértion;. Many-Would argue that ﬁo téke down.“
the enemies* infofmation andlﬁeaponéiéysﬁems throﬁgh the precise’l
'~applicationvof_lefhaiiand noh;lethal-fires is the key to fuﬁure
sucéeSs on the ba£tlefield; A couhtervailing argument would be
that deféatihg thé will of the enemy to fight is the true key to
‘success in battle at all ievels;”strategiq, operational, aﬁd

tactical. The teachings of SUN»TZU”, ﬁiddell Hart”,'and many .
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other great strategists would support this argument. While
Information Warfare is concerned with the electronic medium, its
protection, and its exploitation, PSYOP is concerned with the
message our nation sends to our adversaries at all levels of war.
The will to fight is a psychological manifestation of the
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adversarial soldier. In many instances throughout history,

soldiers have fought with courage and decisiveness while totally
devoid of adequate manpower, ammunition, weaponry, or nation-state
support. Such was the lot of the Jews at Masada and the Texans at
the Alamo. Their decision to continue to fight was not based on a
cost-benefit analysis of existing capabilities, their decision to
continue the fight was based solely on their will to fight and die
for a cause. During future joint intervention, PSYOP may be our
nation’s only capability to directly attack that will to fight
outside of direct conflict. And our future seems to indicate
intervention devoid of direct conflict. It seems imperative that
we now develop a cogent and effective policy for Information
Warfare as well as a future strategy and joint force structure for

PSYOP as an element of our overall Information Warfare strategy.

Word Count - 7471
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