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OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD
December 7, 1998

MEMORANDUM FOR UNDER SECRETARY OF DEFENSE (A&T)
CHAIRMAN JOINT CHIEFS OF STAFF

SUBJECT: Final Report of the 1998 Defense Science Board Summer Study
Task on Joint Operations Superiority in the letCentury

The final report of the 1998 Defense Science Board Summer Study
Task Force on Joint Operations Superiority in the 21°% Century is
attached. This 1998 Defense Science Board (DSB) Summer Study
continues a series of DSB studies that have examined key challenges
facing America’s military in the coming decade. Taken together, these
studies address a wide range of threats and challenges facing the
United States. Such threats include familiar conventional threats as
well as less traditional threats.

This report examines capabilities and technologies to underwrite
the operational concepts and goals of Joint Vision 2010 and beyond.
Its central theme is that the cornerstone of a highly effective, next-
generation force is early and continuous combat effectiveness with
dominant force. Such a capability is necessary for combat success
with the fewest casualties, at the lowest cost, and in the shortest
time. This report describes a set of critical operational challenges
and offers the Department recommendations associated with achieving
this capability.

This Summer Study and the companion 1998 study, Logistics
Transformation, have added emphasis to the close connection between
effective, next-generation military operations and focused logistics.
To have early and continuous combat effectiveness with dominant force,
it is essential to have more agile and deployable forces and to be
more responsive in theater. It also calls for a different logistics
system --one with increased speed, reliability, and precision -- that
minimizes stockpiles in the field relying on highly responsive lift.

I commend this report and its recommendations to your attention.

4

Craig I./EAelds

Attachment




OFFICE OF THE SECRETARY OF DEFENSE

3140 DEFENSE PENTAGON
WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD December 7, 1998

Memorandum for the Chairman, Defense Science Board

Subject: Final Report of the 1998 Defense Science Board Summer Study Task
Force on Joint Operations Superiority in the 21% Century

The final report of the 1998 Defense Science Board Summer Study Task Force
on Joint Operations Superiority in the 21% Century is attached. This report consists of
three volumes: Volume | presents the major findings and recommendations, Volume i
provides supporting materials, and Volume Ill contains classified papers.

As the nation moves toward the 21 century, the United States faces a dynamic
international environment that will impose new complexities in military operations.
Today's adversaries are more diverse and have increasing access to asymmetric
capabilities to offset US military strengths. Under the Chairman of the Joint Chiefs of
Staff's Joint Vision 2010, the Department of Defense has embarked on a process of
transforming the military to stay ahead of future security challenges. Our task force
focused on new capabilities, operational concepts, and force characteristics that can be
developed and integrated to underwrite Joint Vision 2010.

The task force found that the capability for early entry, and then continuous
dominant combat effects across the spectrum of conflict is central to Joint Vision 2010.
Key operational challenges underwriting such a capability include assured knowledge
superiority, the ability to out-innovate the competition, and the ability to dominate in
information operations, both offensive and defensive. We concluded that focusing on
this challenging concept should help guide the Department to a superior 21% century
military capability, with full spectrum dominance — the central goal of Joint Vision 2010.

Our primary recommendation is that Early and Continuous Combat Effectiveness
be a major organizing construct for the Department’s pursuit of Joint Vision 2010. It
addresses a central and critical challenge facing the US military and will provide needed
focus for the transformation to a 21% century force. The report identifies a set of
specific recommendations that contribute building blocks for this capability. Since
implementing the needed mix of initiatives will be a complex undertaking, exacerbated




by the many competing demands for resources, the Secretary must lead this
implementation process, with the active involvement of the Chairman, Joint Chiefs of
Staff and the Under Secretary of Defense for Acquisition and Technology.

We thank the Task Force members and the talented group of government
advisors for their hard work and valuable insights. Their dedication reflects their belief
in the importance of this challenge to the Department.

Qe “Fe QLA

Donald Latham, Co-Chair Larry Welch, Co-Chair
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Joint Operations Superiority in the 21" Century
Integrating Capabilities Underwriting Joint Vision 2010 and Beyond

Full Spectrum Dominance will be the key characteristic
we seek for our Armed Forces in the 21" century. ... we
will move toward a common goal: a joint force —
persuasive in peace, decisive in war, preeminent in any

Jform of conflict.

JOINT VISION 2010
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PREFACE

The 1998 Defense Science Board (DSB) summer studies — Joint Operations Superiority in
the 2I°' Century and Logistics Transformation — continue from a series of studies that have
examined key challenges facing America’s military in the coming decade. In the 1995 summer
study, Investments for 21* Century Military Superiority, a task force examined Department of
Defense (DoD) missions to identify where new research and development investments would be
appropriate to ensure military superiority.

The following year, in the report Tactics and Technologies for 21 Century Military
Superiority, the DSB investigated ways to achieve substantial increases in the effectiveness of
rapidly deployable forces and took a more comprehensive look at the missions identified in the
1995 report. A second report in 1996, Achieving an Innovative Support Structure for 21 Century
Military Superiority, examined the Department’s vast support system and offered
recommendations for a “revolution in business affairs,” drawing from successful business
practices in the commercial sector. The 1997 summer study task force looked at a growing
dimension of the threat — the transnational threat — in its report DoD Responses to Transnational

Threats.

The Defense Science Board has also examined many additional topics linked to specific
recommendations of the previous summer studies. These studies are highly relevant and support
the 1998 summer study efforts. Topics include Coalition Warfare, Nuclear Deterrence,
Underground Facilities, Information Warfare Defense, Ballistic and Cruise Missile Defense, and
Urban Warfare.

Taken together, these studies addressed a wide range of threats facing the United States. Such
threats include familiar conventional threats — high performance platforms, centralized command
and control, precision, and even nuclear weapons. The threat also extends to the transnational
threat: adversaries that may have no homeland; weapons that may include biological, chemical,
and information warfare; command and control systems that may include the internet and other
commercial communication networks; and means of force projection that may include
commercial carriers common throughout the business community.

This spectrum of threats is individually and collectively difficult and challenging. It is
possible for even an adversary with a relatively small budget to become a significant regional
threat. Large quantities of inexpensive missiles, even last-generation weapons, require thoughtful
counters. Underground facilities, land and sea mines, and unconventional threats like information
warfare are in the hands of many adversaries today and are likely to be available to even more in
the future. Coupled with America’s high concern for human life and the lack of concern for
human life held by many adversaries, the 21* century threat is diverse and formidable.

DSB studies have also addressed the need and the means to pay for many of the changes
needed to maintain military superiority into the 21* Century — a “revolution in business affairs.”
By improving the effectiveness and efficiency of DoD’s business operations, significant
resources can be made available to transform the Department’s military capabilities. The
Department of Defense has taken these lessons to heart as many changes in both military and
business affairs have been underway in recent years. But progress is slow.




To this legacy of studies, the 1998 summer studies have added emphasis to the close
connection between effective, next-generation military operations and focused logistics. To have
early and continuous combat effectiveness with dominant force, it is essential to have more agile
and deployable forces and to be more responsive in theater. It also calls for a different logistics
system — one with increased speed, reliability, and precision — that minimizes stockpiles in the
field, relying on highly responsive lift. Moreover, both early entry with dominant force and a
transformed logistics system depend on a common, modernized, and secure information
infrastructure.

This report, Joint Operations Superiority in the 21% Century, examines capabilities and
technologies to underwrite the operational concepts and goals of Joint Vision 2010 and beyond.
The central theme is that the cornerstone of a highly effective, next-generation force is early and
continuous combat effectiveness with dominant force. Such a capability is necessary for combat
success with the fewest casualties, at the lowest cost, and in the shortest time. This report
describes a set of critical operational challenges and offers the Department recommendations
associated with achieving this capability.
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EXECUTIVE SUMMARY

- As the nation moves toward the 21% century, the United States faces a dynamic international
environment that will impose new complexities in military operations. Today’s adversaries are
more diverse and have increasing access to asymmetric capabilities to offset US military
capabilities. The Department of Defense is embarking on a process of transforming the military
to stay ahead of future security challenges. Although the United States currently has clear
military superiority, maintaining these advantages will require a balance between maintaining
relevant legacy forces, facilities, and systems and developing new capabilities.

The Joint Chiefs of Staff have provided a vision for this transformation, Joint Vision 2010 — a
conceptual template for what America’s Armed Forces will need to be to provide new levels of
joint warfighting effectiveness in the future. At the request of the Chairman, Joint Chiefs of Staff
and the Under Secretary of Defense for Acquisition and Technology, the Defense Science Board
1998 Summer Study task force addressed integrating capabilities underwriting Joint Vision 2010
and beyond. More specifically, as stated in the terms of reference, the task force focused on
“how new capabilities, operational concepts, and different force characteristics can be developed
and integrated to underwrite Joint Vision 2010.”

FUTURE ENVIRONMENTS

While dealing with uncertainty about future circumstances is in itself a major undertaking,
trends in the international security environment and the quickening spread of technology offer
insights to specific challenges the United States will face. Particularly worrisome are countries
and groups hostile to the United States that are exploiting asymmetries that, if left unanswered,
could greatly narrow US advantages. These asymmetries include:

e Penetrating and attacking communications networks on which America’s society and
military forces depend heavily;

e Acquiring mass casualty weapons, longer-range ballistic and cruise missiles, and
access to commercial space systems;

e Shielding key assets underground, among non-combatants and at places of
international cultural importance, to protect them from aerial surveillance and attack;
and

e Creating links to transnational groups and criminal organizations whose activities blur
distinctions between law enforcement and military responsibilities.

Biological and information warfare in particular pose direct threats to America’s homeland as
adversary nations, radical movements, and criminal groups become more ambitious in their aims
and more aggressive in their pursuit. Against that backdrop, decision times will be compacted
and there will be a premium on terminating conflicts — both large and small — quickly and
decisively to minimize their consequences and chances of recurrence.
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JOINT VISION 2010

This appraisal of the future security environment highlights the need for America’s armed
forces to organize, train, equip, and operate in fundamentally new ways, a view implicit in Joint
Vision 2010. Joint Vision 2010 goes beyond providing a joint perspective on future military
capabilities. It posits objectives for future US military capabilities — the notion of full spectrum
dominance in all circumstances and environments — that are much more ambitious than
America’s cold war objectives. Thus, Joint Vision 2010 establishes full spectrum dominance as
the standard for transformation. Credible forward deployed presence coupled with the ability to
deploy quickly from peacetime bases and stations to operations worldwide are called for in
answer to the challenges of a variety of potential contingency environments.

Joint Vision 2010’s greatest power lies in the linkages and synergies among information
superiority, dominant maneuver, precision engagement, focused logistics and full-dimensional
protection. It is essential that the focus go beyond the individual boxes on the chart below.
Organizations and processes need to be constituted to exploit these linkages and synergies.
Fundamental to transformation is experimentation with innovative concepts and procedures that
take advantage of these synergies and technology’s expanding potential.

Joint Vision 2010

Dominant O V— Precision

Maneuver Engagement
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While others are exploiting asymmetries, US military forces have powerful asymmetrical
capabilities of their own that should be protected and enhanced. They include quality people
whose talents and aptitudes are sharpened by unmatched training; a force with global knowledge,
global presence, and global reach; information systems whose quality and rapid evolution lead
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the world; and an unparalleled ability to apply joint force worldwide with precision fires,
operational stealth, and dynamic maneuver.

Unstated in Joint Vision 2010, but essential, is the need for operations to be conducted with
the consent, cooperation, and support of coalition partners and hosts. Operations other than war
and smaller scale contingencies create a similar need for cooperation with federal and state
authorities and private relief organizations. Therefore, it is important that advances in US
military capabilities accommodate effective operation with other countries’ forces, other
agencies of the US government, and non-government organizations.

INTEGRATING CONCEPTS AND BROAD NEEDS

The Services are reaching similar conclusions about the future, recognizing the need to move
from peacetime bases and stations directly into action with immediately effective operations and
the need to bring decisive effects to bear quickly rather than depending on protracted and
vulnerable force and logistical buildups. Army After Next, the Air Expeditionary Force, and
Operational Maneuver from the Sea all reflect a changing security environment and emphasize
the need for fast, flexible, and decisive forces armed with the advantages technology can
provide. Still, despite considerable commonality among those concepts, there is a need for focus
beyond Joint Vision 2010 to unify them and generate the synergy they could offer.

Integrating the Services’ concepts under a unifying joint concept can provide a foundation
for the development of consensus upon which transformation depends. This DSB task force
believes that the overarching concept of early and continuous application of decisive combat
effects, across the spectrum of contingencies, can link Joint Vision 2010 to the Services’
emerging operational concepts. This concept — which the task force has called Early and
Continuous Combat Effectiveness — is the principal theme of this summer study.

The ambitious objectives of Joint Vision 2010 imply a US military that can dominate future
adversaries from the onset of any contingency. By contrast, for many contingencies today,
effective US military capabilities require months of planning, force deployments to theater, and
buildup and reconstitution of forces in theater. Early and continuous combat effectiveness is
characterized by the ability to:

e Deliver potent military power within hours, anywhere in the world;

e Follow-up with more potent capabilities, including ground forces, within 24 hours;
and

e Sustain and augment these forces, including establishing regional operating bases —
some being sea based — even when there is limited local infrastructure.

To achieve early and continuous combat effectiveness, US forces need to possess a wide
range of capabilities, some in existence today, some planned for the future, and others that are
not yet a part of the Department’s plans. Core capabilities essential to achieving it are:

e Air, space, land, and sea forces that can deploy near-simultaneously from peacetime
stations and operate from dispersed posture to minimize targets for enemy mass
casualty weapons and quickly seize control of the situation;
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¢ Joint doctrine guiding the concerted application of physical and psychological effects
including fluid fires, rapid distributed ground maneuver, and focused information
operations against opponents’ strategic centers of gravity from the onset of hostilities;

e Agile ground forces that are much more strategically, opefationally, and tactically
mobile and that require less support than today’s heavy forces but are far more potent
than today’s light forces; and

* Service support arrangements that maintain total asset visibility and make depot-to-
user deliveries to minimize theater stocks, radically reducing support force
deployments and reliance on large air and sea reception ports that are lucrative targets
for mass casualty weapons and terrorism.

CRITICAL OPERATIONAL CHALLENGES

Underwriting Joint Vision 2010 requires addressing dozens to hundreds of operational
challenges, as illustrated in the figure below. This DSB task force focused on nine critical
operational challenges — one overarching challenge of early and continuous effectiveness and
eight supporting and interlocking challenges that enable this central theme — and for each,
identified critical enablers. As shown below, successful early entry is the first phase of
continuous combat, but, in addition, the capability for early effectiveness is also a powerful
shaping and deterrent force.

Focus on Operational Challenges
Meeting the Goals of Joint Vision 2010 and Beyond

Operational l .

Challengas_ DSB geeg:;s DSB
to Underwrite Focus na Focus

To move from today’s capabilities to the dominance envisioned in Joint Vision 2010, the
Summer Study task force searched for opportunities for large leaps to “revolutionary”




capabilities to bridge the gap. But in the end, the task force confirmed that while giant leaps are
desirable, and DoD should continue to look for them, it is more likely that the road to
revolutionary capabilities will be comprised of significant, evolutionary steps. Even so, it is
essential to posit operational concepts that pull existing plans, structures, and capabilities into the
future, spurring transformation and accommodating change. Defining such paths was the
emphasis of the task force.

The eight supporting operational challenges enabling early and continuous combat
effectiveness are:

Assured Knowledge Superiority. Crucial to achieving full spectrum dominance is decision
superiority, the ability to make better and faster decisions than America’s opponents. The task
force identified these key enablers:

e Overarching is the human dimension: a command and control structure that can meet
the challenges of orchestrating globally dispersed joint and coalition forces and
operate continuously with dynamic, integrated planning and execution. This system
would exploit an integrated information infrastructure, planning tools, visualization
aids, and reach-back. Through enhanced dissemination of commander’s intent and
shared situation awareness (horizontal as well as vertical), this structure would foster
self-synchronization and robustness among forces.

e The foundation will be provided by a single integrated information infrastructure —
robust and scalable — to serve all warfighters. It will heavily leverage commercial
technology and systems and consist of multi-tier transport, distributed computing and
processing, and intelligent software agents to manage the network and assist users. '

e The information infrastructure will be supported by dynamically managed suites of
sensor systems (space, air and surface-based) to provide multi-perspective, multi-
phenomenology correlated perspectives.

e In addition to these three enablers — which are comparable to the three “grids” of the
Network Centric concept — the DSB task force elevates information operations to a
more prominent role. This includes protecting the information infrastructure,
disrupting and deceiving enemy communications, and carrying out psychological
operations.

¢ In order to project early decisive effects — that is, be effective within the first hours —
it will be necessary to devote more attention to preparing the “battlefield.” This will
include exploiting and synthesizing analytical and visualization technologies to
enable deep historical research, detection and continuous tracking of activity, and
identification and targeting of key nodes.

Responsive Global Targeting. Early effectiveness depends on a highly responsive targeting
capability able to direct fires from globally distributed shooters to hit the “right” target at the
right time — when they are most vulnerable and valuable — and to fully integrate physical and

' Four operational challenges — coalition warfare, force and infrastructure protection, theater ballistic and cruise missile
defense, and urban operations — are the topics of past or on-going DSB studies. As a result, they are covered in less detail.
Annex A contains references to these and other DSB studies referred to in this report.
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information effects. The enablers for this ambitious capability include, in addition to those
above:

* Unambiguous combat identification and a registered (submeter accuracy) battlespace
providing a common grid for targets, sensors, and shooters;

» Extended-range weapons with sub-meter precision that can engage from air, land, sea,
and, eventually, space to destroy, disable, deny, or disrupt targets central to an
opponent’s ability to direct or support the operations of his forces or carry out attacks
with mass casualty weapons; and

e “Soft kill” capabilities including offensive information operations and wide-area non-
lethal weapons for dealing with targets while minimizing collateral damage.

Exploiting Littoral Areas. With an increasingly high percentage of the world’s population
located within coastal areas, many future military operations will be conducted in, near, or across
these littoral areas. US forces need to be able to maintain control of the littoral battlespace, in
close cooperation with coalition forces and local assets. Essential to such operations are:

* Air and space forces that can attack at extended ranges to find and disable an
opponent’s air defenses and disrupt or destroy functions of strategic and operational
importance throughout the battlespace;

¢ Ground maneuver forces capable of disrupting enemy command and control, denying
an enemy the ability to employ mass casualty weapons, and paralyzing opponents by
moving so fast and so frequently that no enemy asset is safe and no counterstroke can
be marshaled fast enough; and

* Naval surface and sub-surface forces capable of operating safely in littoral waters to
conduct early and sustained offensive operations against an opponent’s strategic
centers and forces.

Flexible Inter- and Intra-Theater Mobility. Conducting early decisive operations requires
rapid, seamless movement from peacetime bases into contingency operations. US forces need
greatly improved inter- and intra-theater mobility — sea-based logistics, heavy theater airlift, and
on-time delivery. Essential to such deployments are:

* Airlift-capable sea bases to reduce dependence on theater ports and airfields;

* Super-Short Takeoff and Landing (SSTOL) theater airlift capable of operating from
sea-based ships and hastily prepared land sites;

e Fast shuttle sea lift from the sea base to the beach or small docks;
* Airlift-compatible land vehicles capable of all-terrain operations; and

 Fuel-efficient propulsion, recoverable sensors, and precision weapons to minimize
logistical burdens.
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Coalition Warfare. The Summer Study task force highlighted the importance of achieving a
Combined Task Force that is fully integrated with coalition partners as an instrument of national
power and that can be deployed, trained, and exercised as a team. Another DSB task force will
soon issue a report with detailed findings and recommendations on coalition warfare.

Force and Infrastructure Protection. As stated in the 1997 DSB Summer Study report DoD
Responses to Transnational Threats, “full dimensional protection” is essential. Such protection
requires multi-layered protection for forces and facilities: a seamless joint architecture for
protection from the theater level to the individual, including protection for non-military
installations.

Theater Ballistic and Cruise Missile Defense. The US military needs continued investments
in an array of capabilities to counter theater ballistic and cruise missiles that are finding their way
into the hands of many potential adversaries. These capabilities include ground and sea based,
point and wide area defense capabilities; ground and sea based, wide area defense against
advanced cruise missiles; and an extended range air-to-air cruise missile defense.

Urban Operations. Urban environments are no longer avoidable for US and coalition forces.
Although urban environments currently pose a challenge for targeting critical enemy nodes and
forces, they cannot be allowed as a safe haven for these nodes and forces. The ability to control
and dominate urban areas, the freedom of maneuver in urban areas, and the capability to
discriminate between non combatants and combatants are critical enablers of effectiveness in

many likely scenarios.

SUMMARY FINDINGS AND KEY RECOMMENDATIONS

The task force came to several overarching conclusions for underwriting Joint Vision 2010
and beyond:

e The capability for early entry, and then continuous dominant combat effects across
the spectrum of conflict is central to Joint Vision 2010.

e Key operational enabling capabilities include assured knowledge superiority, the
ability to out-innovate the competition, and the ability to dominate in information
operations, both offensive and defensive.

e It is essential to leverage and protect US asymmetric strength and to have integrated
operations and logistics. Quality people with superb training will be even more
important in 21% century operations.

The primary task force recommendation is that Early and Continuous Combat
Effectiveness be a major organizing construct for the Department’s pursuit of Joint Vision
2010. It addresses a central and critical challenge facing the US military and will provide
needed focus for the transformation to a 21% century force.

The task force has identified a set of recommendations, shown in the following tables, that
form the building blocks for an effective early entry and continuous combat capability. With
each recommendation, an implementing organization is identified as well as an estimate of the
level of investment required where appropriate. Many of the recommendations have low to
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modest risk, with potential payoff within the next decade. These recommendations include an
integrated information infrastructure, continued progress in chemical and biological warfare
defense, advanced munitions, bomber upgrades, Trident conversion, and a family of lightweight
vehicles, among others.

Other recommendations focus on development endeavors with longer-term payoff and, in
many cases, with higher investment costs. The task force recognizes the significant resource
implications of the long-term recommendations. To pay for these new developments, which are
vital to underwriting Joint Vision 2010, the Department needs to reprioritize its research and
development and procurement programs from 20™-century hardware to 21%-century needs. In
some cases these longer-term initiatives reflect programs that are in some stage of development
or definition but deserve more attention and support, such as an expanded MPF-2010; heavy lift,
high altitude endurance, unmanned aerial vehicle (HAE UAV) systems; and the space operations
vehicle. Others are suggestions for future replacement systems, such as the SSTOL and fast
shuttle intra-theater sea lift. The task force believes that implementing these recommendations is
achievable within the Department’s long-range budget plans, but only if there is a major shift in
priorities and clear recognition that implementing Joint Vision 2010 will not be cheap or easy.
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RECOMMENDATIONS

Early and Continuous Combat Effectiveness

Define and establish joint force packages of agile, lethal, survivable early
deploying combat forces (Joint Staff, US Atlantic Command, Services)

Develop a family of lightweight, energy-efficient vehicles (4rmy/Marine

Corps/DARPA, $500 million)

— Lightweight armored vehicle

— General-purpose  wheeled vehicle less than half the weight and
cube of the High-Mobility Multi-Purpose Wheeled Vehicle (HMMWYV) —

commercially based

Program the heavy bomber upgrades to create precision strike platforms (4ir
Force, §1 billion)

— Small, precision munitions

— Dynamic mission planning

— Command and control (C?) connectivity

— Forward-based support

Convert four Trident submarines to high-capacity, precision-strike platforms
(Navy, §1.52 billion)

For the longer term, pursue a space operations vehicle and develop common
aero vehicle payloads (4ir Force, several billion in 2000-2015)

Field the family of advanced munitions in needed numbers (USD/A&T,
8$500M-§1B)

— Current development programs

— New advanced munitions

Assured Knowledge Superiority

Explore — through experiments — command and control structures, processes,
and technologies that enable: (Joint Staff/US Atlantic Command, $30 million
annually)

— Immediate and continuous operations on the move

— Dispersed forces and dispersed C*
— Shared real-time understanding of situation and commander’s intent

— Synthesize data into knowledge, pushed to and pulled by users

Develop a single Integrated Information Infrastructure for battlespace
awareness, logistics, targeting information, and command and control based
on: (USD/A&T, 81-2 billion)

— Exploiting commercial internet technologies and practices

— Integrating legacy C*ISR systems

Protect superiority with enhanced information operations (Joint Staff/ NS4,
$100 million)
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RECOMMENDATIONS

Responsive Global Targeting

Integrate space-, air-, and surface-based sensors and associated tools

for exploitation and management (ASD/C’I, $100 million annually)

— Focus additional sensor development on continuous coverage and
obscured targets (foliage, underground, urban)

Implement a “common-grid” to register targets, sensors, and weapons
with a target location error of less than one meter (4SD/C°I, $100
million)

Develop effective, dynamic planning tools for (Joint Staff/Services/
DARPA, 350 million):

— Seamless planning and execution of continuous operations

— Targeting precision weapons and target allocation

For the longer term, expand high altitude endurance UAV plans for
heavier lift, multi-mission operations (4ir Force)

Flexible Survivable Intra-Theater Mobility

For the longer term, expand MPF-2010 to include a ship capable of
functioning as an inter-theater airlift base and a highly mobile offshore
base, with a 600 foot runway (Navy)

As the eventual C-130 replacement, initiate development of a sea and
land-based capable intra-theater SSTOL air lifter (4ir Force/DARPA)

Replace current lighterage with a fast shuttle intra-theater sea lift
(Navy)
Exploiting the Littoral Battlespace

Maintain commitment to improved mine countermeasure capabilities
(Navy, $438M in FY2000-2005)

Xvi




In summary, achieving a capability to apply early and then continuous dominant combat
effects across the spectrum of conflict is the most difficult and central of the many operational
challenges associated with underwriting Joint Vision 2010. The task force believes that the
Department of Defense is capable, both technologically and financially, of building a dominant
early-entry capability that allows for continuous combat power from “the first day” by obtaining
effective operational capabilities in the areas highlighted above. Implementing the needed mix of
initiatives will be a complex undertaking, exacerbated by the many competing demands for
resources.” The task force recommends the following overarching tasks to the Department’s

leadership:

Secretary of Defense lead implementation by:

¢ Guidance emphasizing creation of forces that achieve early and
continuous combat effectiveness

e Directing implementation of specific initiatives
Chairman, Joint Chiefs of Staff:

e Build the needed operational architecture for an early and
continuous combat capability

e Validate with a Joint Early Entry Force established for
experimentation

Under Secretary of Defense for Acquisition and Technology:

e Prioritize the research and development and procurement accounts
to ensure emphasis on these operational challenges

Underwriting Joint Vision 2010 is a significant challenge. But it is within the Department’s
ability to accomplish. At its core is the theme of early and continuous combat effectiveness
across the spectrum of conflict. Focusing on this challenging concept should help guide the
Department to a superior 21* century military capability, with full spectrum dominance — the
central theme of Joint Vision 2010.

2 Annex B offers a more detailed discussion of cost, affordability, and acquisition strategy issues.
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CHAPTER 1.

Introduction

Today the situation is far more complex ... with a wider
range of conflict from peacekeeping to major theater
wars, a wider range of adversaries from rogue nation
states to transnational adversaries and terrorists, and the
widespread proliferation of military and commercial

technologies.




CHAPTER 1.

Introduction

At the request of the Chairman, Joint Chiefs of Staff (CJCS) and the Under Secretary of
Defense for Acquisition and Technology (USD(A&T)), the Defense Science Board 1998
Summer Study task force addressed integrating capabilities underwriting Joint Vision 2010 and
beyond. More specifically, as stated in the terms of reference, the task force focused on “how
new [operational] capabilities, operational concepts, and different force characteristics can be
developed and integrated to underwrite Joint Vision 2010.”

The work of the Summer Study task force builds on recent Defense Science Board (DSB)
studies as shown in Figure 1 below. The task force reviewed the findings and recommendations
of those studies and applied them to this effort, with emphasis on highly relevant technologies
and operational capabilities that have not yet been fully assimilated by the Department of
Defense (DoD). At the same time the task force assessed the continuing evolution of
technologies and capabilities shown in the top right block as a basis for evaluating what
emerging technologies and capabilities can be most effectively used to produce a dominant force
for the 21% century.

1998 Summer Study Concept

Legacy of DSB Work:

Global Surveillance - 92

Military Operations in Built-Up Areas - 94
Technologies for 21st Century Military
Superiority - 85

Strategic Mobility - 96

21st Century Tactics & Technologies - 96
Theater Missile Defense/Cruise Missile
Defense - 94/96/97

C4ISR - 97

DoD Responses to Transnational Threats - 97

Evaluate / Assess:

Precision Indirect Fires
Space in Warfare

New Piatforms

Early Entry Operations
Emerging Surveillance Technologies
Information Technologies

Forward Looking Battle Concepts - All
Services

Joint Operations Superiority in the 21st Century: Integrating
Capabilities Underwriting Joint Vision 2010 and Beyond

o Tl 1.[

I Capabllmes k::)lIechno ogie

esk:,';l Concepts k:bl Forcé‘Characteﬁstics'I

Figure 1. 1998 Summer Study Concept

Integrating this legacy of DSB studies with the many emerging technologies and capabilities,
the task force identified new capabilities, new ideas, and new emphases which help to underwrite

>  Annex C contains the complete Terms of Reference for the Defense Science Board 1998 Summer Study.




Joint Vision 2010 and beyond and which provide the basis for new force characteristics. It is
important to note that the task force found it neither necessary nor desirable to invent new
operational concepts. There are exciting and innovative concepts being developed by the military
Services and provided in Joint Vision 2010 — the Army After Next, the Air Expeditionary
Forces, and Operational Maneuver from the Sea. Each of these overarching concepts is intended
to shape military operations in the 21* century. The task force analysis and recommendations are
built on these operational concepts applied to 21 century warfare.

CHANGING ENVIRONMENTS AND THREATS

As the nation moves toward the 21% century, the United States faces a highly dynamic
international environment within which its military forces will operate. The cold war period was
one of multi-polar adversaries and allies and was characterized by reasonably clear delineation
between protecting interests overseas, protecting the borders of the homeland, and maintaining
security within the borders. Today the situation is far more complex, as Figure 2 portrays.

Changing Environments

I 21st CENTURY 4
' Rogue Nation * Conflict Increasing . US/ Regional Allies
States [ Alliances . * Proliferation of Military and D —
Commercial Technologies (
. International Crime * - Multinational ‘
izations Corporations ‘5;‘;03‘;“?\;0;' a
} * Operations in Urban < ' '
* Transnational Actors / - Environments US [ Asian Allies.
R s * Preponderance of ~—
Coalitions T
( prorentialRegioall ™|+ Ethnic St ety
~Wond  Cos¥6on Peer * Nation-State Instability \__'US & Coalifion .~
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Figure 2. Changing Environments

Today, adversaries are more diverse. Future adversaries might include the potential
emergence of either a regional or world peer, or a coalition with similar capability. While wars in
the traditional sense may be decreasing, conflicts are increasing. The US military will operate in
an environment where coalitions are a fact of life. America’s adversaries have increasing access
to threatening asymmetric capabilities to offset US and coalition military prowess. It will be no
longer possible to bypass urban environments in the conduct of military operations. And there is
an increasing linkage between force projection, overseas force protection, infrastructure security,
and force protection at home. :




The conduct of military operations is further complicated by the fact that American military
forces will need to work not only with coalitions and allies but also with multiple departments
and agencies both within the US government and within foreign governments. Moreover, the
political environment — both foreign and domestic — has an impact on military operations at
every level, far more profoundly than in the past. In short, the 21 century environment will be
more diverse, more complex, and potentially more threatening.

THE TASK FORCE AND REPORT

To address this large and challenging issue, the Defense Science Board task force team of
members and government advisors represented a wide range of technical and operational
disciplines with subject expertise in all aspects of military operations.* The task force divided
into three Joint Vision Teams that focused on a subset of the critical challenges discussed in this
report. The teams investigated these challenges against the entire spectrum of warfare, evaluating
the implications from peacekeeping operations to major theater war, and put considerable
emphasis on identifying key technologies and capabilities where investments in research and
development would be most prudent for the Department.

The chapters that follow present the integrated results of the task force deliberations. Chapter
2 begins with a summary of elements of Joint Vision 2010 as it relates to the task force mission.
Chapters 3 through 5 discuss the critical operational challenges required for underwriting Joint
Vision 2010. Chapter 3 focuses on the core challenge of early and continuous combat
effectiveness. Chapter 4 covers four key enabling challenges: assured knowledge superiority,
responsive global targeting, inter- and intra-theater mobility, and exploiting the littoral
battlespace. Chapter 5 continues with four supporting operational challenges: coalition warfare,
force and infrastructure protection, theater ballistic and cruise missile defense, and urban
operations. The final chapter summarizes the task force recommendations and actions for the
Department’s leadership.

A SPECIAL NOTE

The 1997 Summer Study had much to say about the 21 century transnational threat. This
year’s task force continues to emphasize those issues, recognizing today’s volatile international
environment and the impact of that environment on US military and diplomatic operations. In
light of the August 1998 embassy bombings in Kenya and Tanzania that occurred as the Summer
Study deliberations were underway, the task force felt it important to emphasize several
recommendations from the 1997 study related to overseas infrastructure and personnel
protection:

e Reinforce the Director, Central Intelligence/Department of Defense initiative to create
the Transnational Threat Information Infrastructure.

e Conduct overseas coalition exercises that emphasize protection against weapons of
mass destruction and consequence management.

4 A list of task force members is in Annex D.




* Stand up a second Chemical Biological Incidence Response Force (CBIRF), capable
of operations in the continental United States (CONUS) and overseas.

e Take further steps to assure that transnational threats have minimal impact on US
ingress/egress deployments.

The first recommendation provides an important information infrastructure. The
Transnational Threat Information Infrastructure is a two-way, multi-level, secure global network
that can link from the lowest to highest levels of command and to other sources of information
such as local police stations. The network would provide a means of exchanging information on
transnational adversaries and their actions. The task force believes that it is important to conduct
coalition exercises that emphasize protection against weapons of mass destruction and
consequence management issues. In addition, the Department should stand up a second Chemical
Biological Incidence Response Force. There is currently only one such force in the United States
today, a Marine Corps unit based in North Carolina. This superb capability should be expanded,
using the National Guard, with the ability to support operations in both the United States and
overseas. Finally, the task force urges DoD to take further steps to assure that the United States
can continue to have freedom of movement to and from global conflicts as required.




CHAPTER 2.

Joint Vision 2010

Joint Vision 2010 achieves full-spectrum dominance
through the five tenets of dominant maneuver, precision
engagement,  full-dimensional  protection, focused
logistics, and information superiority. ... But the greatest
power of Joint Vision 2010 lies in the linkages and the
synergies between these thrusts.




CHAPTER 2.
Joint Vision 2010

Joint Vision 2010 is the conceptual template for how America’s Armed Forces will channel
the vitality and innovation of our people and leverage technological opportunities to achieve
new levels of effectiveness in joint warfighting. ... [T]his template provides a common direction
for our Services in developing their unique capabilities within a joint framework of doctrine and
programs as they prepare to meet an uncertain and challenging future.” Joint Vision 2010
builds on America’s core strengths of high quality and highly trained people, technologically
superior equipment, high standards of readiness, and leadership development.

The central theme of Joint Vision 2010 is full spectrum dominance — dominance at all levels
of conflict, across the full spectrum of warfare. This is achieved through the four operational
concepts of dominant maneuver, precision engagement, focused logistics, and full-dimensional
protection, all supported by information superiority. These five tenets are the basis for
operational superiority in the 21* century:

e Dominant Maneuver uses widely dispersed joint air, sea, land, and space forces in
rapid strike operations. It is based on the multidimensional application of information,
engagement, and mobility capabilities to position and employ these forces.

e Precision Engagement consists of a system of systems that enables forces to quickly
locate the objective or target, provide responsive command and control, generate the
precise desired effect, assess results, and retain the flexibility to reengage with
precision when required.

e Full-Dimensional Protection is the ability to protect forces and facilities at all levels
from adversary attacks, without impeding freedom of action during all phases of

conflict.

o Focused Logistics enables agile battlefield operations through the ability to provide
rapid crisis response, track and shift assets even while enroute, and deliver tailored
logistics packages and sustainment at all levels of operations.

e Information Superiority is the underlying key, offering the ability to collect, process,
and disseminate an uninterrupted flow of critical information while exploiting or
denying an adversary’s information flow.

This vision drives the emerging technologies, capabilities, and operational concepts shaping
defense capabilities in the 21* century.

5 Joint Vision 2010, Chairman of the Joint Chiefs of Staff, July 1996.




TRANSITION TO 21°" CENTURY WARFARE

. During the Cold War, the concept of marginal superiority was an accepted approach to
warfare. Under the theory of marginal superiority, the United States and its coalition partners
would have enough superiority in enough areas to ultimately achieve overall campaign
objectives, though with individual battle losses and some casualties during the course of the
conflict. This concept is illustrated in the lower left portion of Figure 3. The Gulf War introduced
a new and simple strategy: dominate the individual battles from the outset to quickly win the
campaign. Across the scales of level of conflict and the time in conflict, the Gulf War established
that the United States and its coalition partners could indeed dominate part of the time and at
some level of conflict. That is, with time for force buildup, the forces dominated the battlespace
and prevailed at a high level of conflict with minimum casualties.

Joint Vision 2010 embodies this Gulf War strategy, as shown in the right portion of Figure 3,
extending dominance to all levels of conflict, across the entire spectrum of warfare — major
theater war, small scale conflicts, and peacetime engagement — with the objective of achieving
dominance early in a conflict. Ultimate superiority, as shown in the lower right quadrant, is such
visible dominance that potential adversaries are deterred from actions that could precipitate
conflict with the US and its allies. :
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Figure 3. Full Spectrum Dominance

To achieve the level of dominance envisioned in Joint Vision 2010 requires addressing a
wide range of challenges. But it is also important to note that there are important challenges
involved in simply maintaining the dominance that the United States had during the Gulf War.
Over time, these military capabilities can erode. The Department of Defense needs to take action
to protect current superior capabilities from such erosion.
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Superiority will be challenged by increasing international availability of state-of-the art
commercial products and services, particularly in the area of information superiority. Potent
military arms are increasingly available on the world market. Furthermore, there are
straightforward, logical countermeasures to some of the superior capabilities that were important
to the United States during the Gulf War. Adversaries have watched US strengths, demonstrated
in Desert Storm, and can be expected to identify vulnerabilities and use countermeasures.
Example capabilities that need to be protected from erosion include: stealth, space navigation,
telecommunications, space and airborne surveillance, night vision, electronic combat, precision
weapons, simulation and training aids, and the reliability and availability of the Global
Positioning System (GPS). GPS is particularly important because many capabilities essential to
full spectrum dominance depend on the availability of GPS to the United States and its coalition

partners.®

In the area of telecommunications, it will be particularly difficult to maintain information
superiority with widespread availability of commercial sources for information. Figure 4 shows
commercial satellite launches anticipated from 1998-2008, adding up to more than 1,700
commercial satellites in orbit over the next 10 years. A significant number of nations will be
operating imaging satellites by the year 2008. This means that the United States’ future
advantage needs to come from superiority in using information — that is, “knowledge
superiority.” Knowledge superiority and decision superiority are capabilities where the United
States can continue to dominate.

Challenge to Information Superiority

More Than 1700 Commercial Satellites Will Be Orbited
Over the Next Ten Years

Includes Telecommunications, Imaging, Scientific Imaging Satellites

*  United States
* Russia

+ European Union
+ France

+  lsrael

» Japan

» China

* Brazil

» Canada

« Australia

« ltaly

» South Korea
* India

1998 1999 2000 2001 2002 2003 2004 2005 2006 2007 2008

Figure 4. Challenge to Information Superiority
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ACHIEVING DOMINANCE

Joint Vision 2010 achieves full-spectrum dominance through the five tenets of dominant
maneuver, precision engagement, full-dimensional protection, focused logistics, and information
superiority. These concepts are well rooted in proven principles beginning with the classical
principles of war: offensive mass, economy of force, movement, unity of command, security,
surprise, and simplicity. It also builds on a series of enduring operational themes: increased
precision, lethality, protection, command and control, and awareness; and decreased time,
casualties, and collateral damage.

But the greatest power of Joint Vision 2010 lies in the linkages and the synergies between the
thrusts, as illustrated in Figure 5. For example, focused logistics both benefit from and make
dominant maneuver and precision engagement possible. The same is true of the relationship
between full-dimensional protection and the other attributes since full-dimensional protection
means freedom from enemy interference while dominant maneuver means freedom to operate
anywhere, anytime. All depend on and are supported by information superiority.

Joint Vision 2010
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Maneuver Engagement
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Figure 5. Joint Vision 2010

To move from today’s capabilities to the type of dominance envisioned in Joint Vision 2010,
the DSB task force searched for “revolutionary” capabilities to bridge the gap. But in the end, the
task force found that while such giant leaps are desirable, and DoD should continue to look for
them, it is more likely that the road to revolutionary capabilities will be comprised of significant,
evolutionary steps, as illustrated in Figure 6. Defining such paths was the emphasis of the task
force.
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Achieving Battlespace Dominance
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Figure 6. Achieving Battlespace Dominance

In the area of knowledge superiority, for example, DoD’s capability moves from the separate
and lengthy planning and execution cycles of today, to a more continuous and dynamic process.
This revolutionary capability is one where information flow allows the commander to formulate
and disseminate intent based on up-to-date knowledge of the existing situation in the
commander’s sphere of the battlespace. Similarly, effective targeting and strike evolves from
successful efforts to destroy targets with fewer sorties and weapons, to the capability to have the
precisely desired impact on any target, any time. In the area of force projection, today’s forces
are reactive, require extensive tailoring and adaptation to match to scenarios, and require a large
support infrastructure. This can be improved with better presence, prepositioning, and strategic
warning. But the ultimate goal is continuous, dominant combat power from early in an operation
for whatever type of operation is required. These evolutionary steps are the most certain path to a
revolution in military force capability.

The 21% century warfare environment is often described in terms of asymmetrical capabilities
and strengths on the part of America’s opponents. But the United States also has important
asymmetric capabilities. First, the US military possesses the most skilled and highest quality
individuals who are superbly trained. Joint Vision 2010 will put increasing demands on these
individuals because more will be expected out of each person and combat element. The United
States, more than any other country, possesses global knowledge, global presence, and can
project power anywhere on earth. The United States is also a world leader in the rapid-paced
domain of information systems. America enjoys superiority in the areas of telecommunications,
space and airborne surveillance and navigation, electronic combat, GPS usage, night vision, and
simulation and training aids. With increased and innovative use of commercial practices and
technologies, DoD can stay the world leader. Perhaps most important is the virtually unique
ability of the United States to apply highly effective joint forces worldwide using high lethality




precision weapons, operational stealth, battlespace maneuverability, and a wide menu of anti-
armor capabilities. These asymmetric capabilities will be key underpinnings for implementing
Joint Vision 2010. Significant DoD attention is needed to preserve US strengths in these areas.

Underwriting Joint Vision 2010 requires addressing dozens to hundreds of operational
challenges and dozens to hundreds of enablers for any set of these challenges. It is a massive set
of technical and operational challenges. From that set, this task force focused on nine enablers:
one overarching challenge and eight supporting and inter-locking enablers, shown in Figure 7
below. The focus on this set emerged from the combination of realistic technology opportunities,
assessed uncertainties and risks in implementation, and the potential operational impacts on US
force characteristics toward achieving a dominant future combat capability.

Underwriting Joint Vision 2010 and
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Figure 7. Underwriting Joint Vision 2010 and Beyond

The overarching theme of this study is the capability to project effective, joint multi-
dimensional combat power in the first hours of conflict. This embraces the spectrum of operations
from shaping and deterring prior to conflict to post conflict operations. Adding to early combat
effectiveness a continuous combat capability leads to an affordable means — in casualties, cost, and
time — to achieve rapid dominant victory. It is important to note, as the two-way arrows in Figure 7
show, each of the operational challenges are linked and there are important synergies derived by
addressing these challenges as an integrated system of systems. For example, to enable responsive
global targeting requires a global knowledge system providing, among other things, clear
commander’s intent, precise battlespace understanding, timely targeting data, and command and
control. Exploiting the littoral battlespace requires new capabilities for intra-theater mobility.
Chapter 3 addresses the overarching theme of early combat effectiveness and enabling early entry
forces. Chapters 4 and 5 discuss the eight supporting challenges.
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CHAPTER 3.

Early and Continuous Combat Effectiveness

The DSB task force has focused on the central challenge
in underwriting Joint Vision 2010: the capability to apply
early and continuous combat effects across the spectrum

of conflict.




CHAPTER 3.

Early and Continuous Combat Effectiveness

Joint Vision 2010’s concepts of precision engagement, dominant maneuver, and full-
spectrum dominance, enabled by information superiority, grew naturally from the overwhelming
tactical dominance achieved by US and coalition forces during the 1991 Persian Gulf War.
Bringing precise, focused combat power to bear early in a distant, overseas contingency and
providing continuous combat effectiveness is essential to the overarching theme of dominance.

Early and continuous combat effectiveness is characterized by the abilities to:
e Deliver potent military power within hours anywhere in the world;
¢ Follow-up with more potent operations, including ground forces, within 24 hours; and

e Sustain and augment these forces, including establishing regional operating bases —
some being sea based — even when there is limited local infrastructure.

This chapter provides a coherent context for developing forces that can provide early and
continuous combat effectiveness. Figure 8 illustrates this context. The top of the chart defines
expected evolutionary improvements in the operational capabilities of US military forces needed
to meet this challenge, with the upper right box defining the goal for 2010 and beyond.

Early and Continuous Combat Effectiveness
Force Evolution
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Figure 8. Early and Continuous Combat Effectiveness
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The bottom of the chart shows some necessary enabling capabilities and technologies in five
functional areas: prompt systems, assured knowledge superiority, advanced munitions, rapid
deployment, and combat multipliers. These five areas are linked and interdependent. For
example, precision engagement by any platform and munition is dependent on knowledge
superiority. Prompt systems support rapid early and decisive application of precision force. As
Figure 8 shows, the enabling capabilities are many; only those highlighted are discussed in this
chapter — Joint Rapidly Deployable Early Entry Forces, Long-Range Aircraft Precision Attack
System, Submarine Precision Attack System, the Suborbital Space Operations Vehicle and
advanced munitions. While this chapter focuses on forces and systems that enable early and
continuous combat effectiveness, the eight other operational challenges, which are themselves
key enablers, are discussed in Chapters 4 and 5.’

TIME SPAN TO FIRST IMPACT

To frame the early entry aspect of this challenge, it is useful to look at the early entry forces
currently available to the US military and how those forces can be enhanced. Current capabilities
are limited to on-scene or forward-presence forces. These can frequently provide a deterrent
effect or initial crisis response. While they may curtail or cap a crisis, conflicts can erupt in
locations where US forward presence forces are not situated or where the scale of the conflict
requires decisive campaign-level capabilities.

As depicted in Figure 9, there are measures that can be taken early, such as repositioning
global assets, selected information warfare operations, and certain special forces’ missions.
However, the ability today to bring immediate strikes to bear depends on having credible
strategic warning. Based on that warning, the degree to which strike forces can be predeployed in
or near the potential theater drives the time to first combat. Under the best of circumstances, vital
targets could be attacked several hours after the decision to act by sea- and land-based tactical
aircraft already within range of the more time-urgent or critical targets. It is more likely,
however, that it would require several days to bring offensive strike forces together in theater;
even longer, perhaps three to five days, for light early elements of a ground force to arrive; and
significantly longer for greater capabilities.

Responsiveness can be improved with added capabilities, available in the near term. A
Rapidly Deployable Early Entry Force could cut days off the time the United States is able to
begin ground operations as well as bring greater combat capability — to include anti-armor
capability — against a full range of 21* century combat environments. This early entry force
would employ agile fighting and transport vehicles, a family of rapidly-deployable anti-armor
systems, and greatly enhanced command, control, and communications.

" Volume II contains supporting reports on many of the other enabling capabilities and technologies that are listed in Figure 8

and in subsequent chapters.
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Figure 9. Time Span to First Impact

The ability to deliver prompt, long-range, non-nuclear, precision fires over intercontinental
distances can also improve responsiveness. With modest investments, DoD can convert existing
heavy bombers to high capability precision attack systems. A Submarine Precision Attack
System could, if within range, attack a mixture of fixed and tactical mobile targets within a
couple of hours after a decision to act — and could be predeployed near the theater without
alerting enemies to the likelihood of imminent attack. A similar concept is the Stored Undersea
Strike Module described in Volume II. It is an uninhabited underwater missile launch platform
that could be towed to an area of interest by a nuclear submarine, moored, and then remotely
operated to provide prompt precision fires during the first hours of a conflict. Key to such early
targeting is the availability of a day/night, all-weather, global surveillance capability with
continuous surveillance. A space-based synthetic aperture radar system with the ability to detect
and track moving tactical targets, such as armor or missile transporters, could provide such a
capability.

It is possible to strike even sooner and more decisively by adding new force enablers, as
indicated in the lower half of Figure 9. There are a number of medium- to high-risk technical
approaches, such as space-based directed energy and kinetic weapons and surface-launched
hypersonic weapons, that if successfully developed, could provide the capability to strike within
minutes of a decision to do so. One example is the Suborbital Space Operations Vehicle (SOV)
carrying the Common Aero Vehicle (CAV). Reusable SOVs, based in the continental United
States, could be maintained in a ready condition and launched on short notice. The CAV could
carry a variety of precision-guided weapons, designed to attack a wide range of targets. Against
fixed or stationary targets, differential GPS guidance would enable high probabilities of kill
using small precision-guided weapons. Laser radar, or a millimeter-wave radar guidance linked
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to off-board sensors through the Integrated Information Infrastructure, could allow attacks on
moving targets using weapons such as the Low Cost Autonomous Attack System (LOCAAS).
The suborbital trajectory followed by the Common Aero Vehicle enables attacks anywhere in the
world within tens of minutes of launch. Although this system requires long-term development,
other enablers might be available in the shorter term.

These capability enablers would close the time gap between the decision to strike and force
application from days to minutes and could provide the critical first contribution of dominant
superiority in any theater.

JOINT RAPIDLY DEPLOYABLE EARLY ENTRY FORCE (JRDEEF)

Future adversaries are unlikely to allow for a protracted build up of military forces necessary
to protect vital US and coalition interests. As a result, there is a need for DoD to add a joint
rapidly deployable early entry force capability, able to engage in both defensive and offensive
combined arms operations within 24 hours.

Examples of scenarios where rapidly deployable early entry forces are essential include an
aggression by a regional peer and a strike to secure and destroy a weapons-of-mass-destruction
capability. In both cases, today’s ground forces cannot provide the agile, potent, and survivable
complement to the long-range precision firepower needed in the first hours and days of such
crises. Today’s light forces are too vulnerable and insufficiently potent to engage in a combined
arms conflict. And today’s heavy force is too bulky to be rapidly deployed in a crisis unless
heavy stocks and equipment are pre-positioned in the right location. Rapidly deployable and
decisive early entry forces need to be designed specifically for early crisis response but also will
need to have high utility in the many and diverse kinds of stability and support operations which
have become commonplace today, and may increase in the future.

Figure 10 shows a schematic of the early entry force envisioned to support Joint Vision 2010
and beyond. The JRDEEF could consist of airlift, tactical air and naval forces, and ground
forces. The first on-scene element would be a Rapid Response Liaison and Combat Support
(RRLCS) force to coordinate initial US support with the efforts of coalition partners and strategic
and tactical air units. This would be followed by a Light Infantry Response (LIR) force — Army
and/or Marine Corps — to protect vital assets needed for early entry, and a Light Mechanized
Strike (LMS) force capable of a wide range of early operations.® This force can be deployed
independently or in conjunction with forward presence forces. As an independent force, the joint
early entry strike force can deploy to permissive environments as a demonstration of US resolve .
to deter a crisis, to facilitate stability, or to conduct decisive operations against a belligerent. The
JRDEEF can also be used to reinforce the efforts of a forward-deployed enabling force
conducting forcible entry operations.’

8 Annex F contains further description of the Joint Rapidly Deployable Early Entry Force.
® Annex G and Volume II contain analytic analyses and modeling results, developed by RAND, for a notional 21 century force
engaged in a combined arms conflict.
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Figure 10. Joint Early Entry Strike Force

ENABLING TECHNOLOGIES

The successful development of this force requires continued and increased support for
technologies and systems in a number of key areas including: advanced vehicles, advanced
armament concepts, situation understanding and command and control, strategic and intra-theater
lift, and prompt precision fires from all sources. Each of these technology areas is discussed in
this report, with further detail in the annexes to Volume I and in Volume II.

Advanced Vehicles

Two new families of land combat vehicles are needed. The Rapid Response Liaison and
Combat Support and the Light Infantry Response forces need a family of vehicles with high
payload-to-weight ratio, advanced space frame architectures, enhanced energy efficiency, high
reliability, and compactness for strategic transit. Command and control, mobile weapons
systems, and combat support vehicles and their combat loads need to be transported by utility
helicopters like the current UH-60 fleet or its follow on. All assets, including logistic transports
or their loads, should be within the lift limitations of the current heavy lift helicopters (CH-47
and CH-53) or the MCV-22.

The Light Mechanized Strike force needs a family of combat vehicles with a high protection-
to-weight ratio, enhanced energy efficiency, high reliability, rapid ground mobility, and
compactness for strategic transit. This family of vehicles should provide a high degree of
mobility and protected ground fighting power tailored to exploit the special conditions
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encountered early in counter aggression campaigns or those encountered later in the fluid, non-
linear engagements in the enemy’s rear areas.

Both the LIR and LMS require a light advanced aerial attack and reconnaissance platform. It
is not clear at this time if this platform should be a conventional rotary wing aircraft — a
helicopter — or a tilt rotor. In either case, the aircraft avionics suite should include advanced
target acquisition sensors such as signals intelligence, advanced infrared imaging, and synthetic
aperture radar (SAR) with ground moving target indication (GMTI); munitions such as
LOCAAS and advanced Hellfire; and advanced aircraft survivability equipment such as
advanced radar warning receivers and jammers, missile launch detection and tracking sensors,
and an active missile sensor defeat system such as a laser to counter infrared missile seekers.
This aerial attack and reconnaissance platform is networked to the land combat vehicles and
tactical aircraft with a two-way digital data link such as the Joint Tactical Information
Distribution System (JTIDS).

Advanced Armament Concepts

The Light Infantry Response and Light Mechanized Strike forces would be capable of calling
remote fires from systems such as the Submarine Precision Attack System described later in this
chapter. Organic to both types of forces would be a follow-on to the high mobility artillery
rocket system (HIMARS) sized for emplacement by heavy lift helicopters (CH-47, CH-53, and
their follow-on) firing Moving and Stationary Target Acquisition and Recognition (MSTARS)-
type munitions at greater than 60 kilometer ranges and two configurations of “rockets in the
box,” discussed in Volume II.

Assured Knowledge Superiority

Assured knowledge superiority is a key enabler for the rapidly deployable early entry force.
The knowledge superiority system supporting these early entry forces has to be highly reliable
and credible. The most effective way to achieve these objectives is through a multi-tiered
architecture, where each layer has specific responsibilities, but also has the capability to provide
back-up functionality for adjacent layers. The layered Integrated Information Infrastructure (III),
described in Chapter 4, is the command, control and information dissemination concept to
manage and direct these forces and is the core enabler to achieving knowledge superiority.

Prompt, Precision Fires

The most elementary limit to early and continuous combat effectiveness is the speed with
which offensive systems can bring combat power to bear over intercontinental distances.
Especially in higher-end contingencies, there will be targets identified for attack in the opening
hours of the war, such as national-level command and control, telecommunications nodes, air
defense operations centers, and weapons storage sites, particularly for weapons of mass
destruction. Attacks against such targets need to be precise and minimize collateral damage and
civilian casualties. These constraints, along with the desire to dominate future combat operations
from the first hours, lead to a requirement for the kind of prompt, long-range, precision fires
called for under Joint Vision 2010’s concept of precision engagement. Several long-range
precision strike systems are discussed in the sections to follow.
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RECOMMENDATION

The DSB task force recommends that the Department define and establish, through
experimentation, joint early entry combat force packages and develop the enabling
technologies necessary for their effective operation. These air, ground, and naval forces need
to be agile, lethal, and survivable and able to operate in any contingency.

In addition, the task force supports the development of a family of lightweight, energy-
efficient vehicles to include a lightweight armored vehicle and a general purpose wheeled
vehicle that is less than half the weight and cube of the HMMWYV.

LONG-RANGE AIRCRAFT PRECISION ATTACK SYSTEM

The United States currently has programmed 208 long-range bomber aircraft in its inventory
— 93 B-1s, 21 B-2s (not yet all delivered), and 94 B-52s. In the past, long-range bombers have
been used as “trucks” to ferry and deliver large numbers of unguided gravity bombs. While these
missions have contributed to US air power successes, including psychological effects on the
morale and fighting abilities of enemy forces, effective lethality levels against targets could only
be achieved by dropping large numbers of bombs in multiple sorties from high altitudes.

This proposed initiative for a long-range aircraft precision attack system would improve the
effectiveness, operations, and sustainment of the current fleet of long-range bombers. Upgrading
the weapon carriage, communications, maintainability, and survivability of the bomber force
would enable the bombers to deliver large numbers of precision weapons against both fixed and
mobile targets.

The ability to strike from global ranges reduces some of the constraints associated with
potential theater basing restrictions and reduces the vulnerability of the force to attack.
Delivering conventional munitions, the long-range bombers have an increasingly important role
in contingency operations ranging from a show of force to engagement in a major theater war.
Some of the important force implications of this capability are:

e rapid initial response of the long-range bomber attack force;
¢ reduced numbers of forward-based US forces;
o the ability to operate from bases beyond the range of many enemy strike capabilities;

e the large payload capacity and the emerging ability to deliver precision munitions to
include long-range, stand-off precision munitions;

e the ability, with variable levels of targeting support, to hold both fixed and mobile
targets at risk anywhere in a theater of operations;

e the endurance for on-orbit, on-call mission; and

e the ability to reinforce forward-presence enabling forces.
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ENABLING TECHNOLOGIES

Precision Weapons

Precision-guided munitions extend the capabilities of all bombers and should dramatically
enhance and strengthen their role. With the addition of precision-guided munitions, this bomber
force can now attack multiple, discrete targets, both stationary and mobile, with high
effectiveness. Key weapons that can or should be able to be carried by the bombers are described
in more detail later in this chapter.

Adaptive Mission Planning and Weapon Accuracy

New computerized mission planning aids facilitate the ability to plan a strike mission that
results in minimum risk to the aircraft while providing an optimum delivery approach profile for
precision weapons. In the recent past, many hours and, in some cases, days were required to plan
an attack mission against multiple enemy targets. Advanced planning systems will reduce the
planning time to near real time, with in-the-cockpit weapon allocation in response to changing
target opportunities. If bombers or standoff missiles are equipped with global, secure data link
communications, the adaptive planning systems can update the aircraft and missile payloads
while in flight. Advanced planning aids can also incorporate the effects of enemy radar detection
and route aircraft around or through defenses that will minimize the number of possible
detections and encounters.

Advanced Seeker Technologies

Crucial to achieving high weapons lethality is high accuracy, which in tun depends on
weapon guidance and seeker technologies. Use of GPS has revolutionized weapon applications
and can put a weapon in close proximity to its target even in poor weather. Differential GPS
(DGPS) can improve delivery to sub-meter accuracy. For precise delivery, which can be defined
as less than 1 meter circular error probable (CEP) accuracy, advanced seeker technologies offer
an affordable way to equip a large array of launch and leave weapons with a precision attack
capability. Advanced seekers using multiple sensors such as millimeter wave, lasers, infrared
imaging arrays, digital scene matching, and acoustics can provide high precision and help
discriminate real targets from decoys using on-board automatic target recognition (ATR)
processing. For example, LOCAAS has the capability to discriminate armor targets from
“trucks,” employing a low cost laser radar seeker and on-board ATR.

Assured GPS and Command, Control and Communications (C3)

One of the difficult challenges associated with the long-range precision attack force is
assured GPS and C°. Relatively low-power jammers can degrade the accuracy of current
generation guided GPS weapons. With increasing dependence on GPS for accurate platform
navigation and weapon delivery, the United States needs to ensure reception of GPS signals in
the presence of jamming or deception.10 This can be achieved by using adaptive nulling
antennas, by increasing satellite transmit power levels, and by incorporating more jam-resistant
digital coding techniques in the receivers. Enemy GPS jammer sites can also be attacked directly

19 Annex E, in this volume, offers a detailed discussion of survivability of the Global Positioning System.
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during defense suppression operations if they can be located. One goal for protecting GPS is to
require enemy jammers to operate at tens of kilowatt power levels making them more costly,
physically larger, require large prime power sources, and thus easier to locate and destroy.

To command and control the precision attack force, effective global information systems
need to be in place and sustained throughout the conflict. Assured knowledge superiority is
critical for force employment, targeting, adaptive mission planning, real-time avoidance of
enemy defenses, sensor management, and weapons control through data links. Adversary
attempts to jam or disrupt US information systems and attack vulnerable C> nodes can be
expected. Advanced information technologies covering distributed networks, intelligent
terminals, adaptive routing, anti-jam communications, and other means should be incorporated
into US systems to ensure a robust and survivable command and control capability across the
spectrum of conflict. The discussion of the Integrated Information Infrastructure in Chapter 4 and
Annex K addresses these operational and technical challenges.

MAJOR UNCERTAINTIES AND RISKS

The major uncertainties and risks associated with developing a long-range aircraft precision
attack system are in the targeting and precision weapons systems, not the aircraft platform.
Potential enemies have learned lessons from Desert Storm and are burying key facilities
underground, hiding them within urban areas where collateral damage risks are high, and
developing and deploying sophisticated decoys. Other survivability measures include rapid
mobility to defeat mission planning systems — especially of surface-to-surface missiles and air
defense systems (surface-to-air missiles and anti-aircraft artillery) —~ and hiding targets in foliage
where current sensors have difficulty penetrating, especially at long range.

There is also a question of the availability of needed off-board sensors. For example, a
Discoverer II-like space-based near-continuous coverage SAR/GMTI would be a critical all-
weather, day/night targeting system to provide ingressing bombers with real-time target updates.
The large number of precision weapons that can be carried by the bomber fleet will put
significant demands on targeting and Command, Control, Communications, and Computers and
Intelligence, Surveillance, and Reconnaissance (C*ISR). Not only must the large number of
targets be processed, but the nature of the various targets will require different and new sensor
capabilities such as hyperspectral imagery to defeat camouflage and a low-frequency radar to
penetrate foliage and image and track targets.

The Air Combat Command shows planned and funded bomber upgrade costs to be about
$1.0 — 1.8 billion for the B-1, $650 million for the B-2, and $150 million for the B-52. This does

- not include other upgrades such as a relative targeting system or a Link-16 capability for the B-1,

improved low observable performance for the B-2, or integrating new weapons such as small
precision bombs (SPB) and LOCAAS on bombers.

RECOMMENDATION

The DSB Summer Study task force endorses the findings and recommendations of the
Long Range Air Power Panel and recommends that the Air Force continue its program of
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upgrading and improving the current bomber force to enable it to operate as a precision attack
system. Improvements should include the following:

 improve B-2 stealth performance and low-observables-related maintainability;
e upgrade the precision munitions payload capability of all the bombers;

* increase the responsiveness and capabilities of the on-board mission planning system
and command, control, and intelligence;

* improve real-time mission planning for the bomber force to exploit the capability to
attack multiple, high-leverage targets per sortie;

¢ install Milstar II terminals in the bomber force;

* improve the bombers’ offensive radar system to permit high delivery accuracy for the
B-1 and B-52; and

e increase bomber sortie rates to leverage the full potential of the current bomber force
to deliver dominant early and continuous combat effectiveness.

Estimated total cost of these upgrades is about $2 billion over the future years defense plan.

SUBMARINE PRECISION ATTACK SYSTEM

) The proposed submarine precision attack system, the Trident SSGN, would be covert and

able to carry a large number and variety of missile systems. In the crucial early hours of a
campaign, against high-priority targets that are critical for an integrated defense by the enemy,
covertness allows “out-of-the-blue” strikes from unexpected directions. Such strikes maximize
the chance that the enemy is in a lower state of alert, increasing the effectiveness of the strike
and the potential for success. If the undersea missile launcher has been positioned within range,
the uncertainty involved in a strike is limited to missile performance against the targets and the
effectiveness of missile defense against an attack with no warning. '

It is expected that, within the next few years, implementation of the Strategic Arms
Reduction Treaty (START) will result in removing four OHIO Class SSBNs (Trident) from the
US strategic arsenal. These four Trident submarines, with considerable service life remaining,
could be converted to non-strategic, conventional weapons, tactical mission platforms, termed
SSGNs. The proposed program of converting four Tridents would provide hundreds of missiles
on-line in six years. In a conflict, the Trident SSGN would provide prompt strike response with
vertical launch system (VLS) capable weapons (Tomahawk, ATACM, Joint Air-to-Surface
Standoff Missile (JASSM), and Standard Missile variants) and with other future development
payloads such as a conventional sea-launched ballistic missile (SLBM), air defense missiles, and
missile defense interceptors.

The proposed conversion program has low technical risk because these capable, proven ships
are available, the weapons and fire control systems are available, and ship modifications will be
minimal. Figure 11 shows details of the ship configuration.
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Figure 11. Trident Conversion

CONCEPT OF OPERATIONS

With four Trident SSGNS, two ships could be forward deployed at all times in a conventional
deterrent role. The autonomy and inherent stealth of Trident submarines would introduce a
significant unknown into the calculus of any potential adversary. Although no US surface forces
might be in a given area, an adversary could not discount the fact that there could be a Trident
SSGN within striking range.

The Trident SSGN would provide the theater Commander-in-Chief (CINC) with a covert
precision strike and special forces platform that can be positioned in a non-provocative manner.
The proposed conversion would leverage an existing platform to provide up to hundreds of
missiles and dual dry deck shelters for delivery of over 100 special operations forces (SOF) (4
full platoons). In order to fully integrate with the joint task force and provide full targeting and
communications connectivity, a SSN communications suite would be backfitted into the SSGNss.
This wideband, high data rate communications system will be compliant with the Joint Chiefs of
Staff Joint Fires Architecture and can utilize ELF, VHF, UHF, SHF, EHF and GBS joint
communications circuits.

The SSGN platform could make a significant impact early, since it can be on station, ready to
respond, without the need to first establish sea or air superiority. The submarine could operate
securely from most threats that pose a hazard to US forces operating close to enemy shores; thus
it can be present before hostilities break out. The SSGN can also provide intelligence,
reconnaissance, and warning. It can be used to map aspects of the battlespace using the planned
advanced rapid commercial off-the-shelf high-frequency sonar suite capable of providing
precision maps of the undersea battlespace including detecting mines. Recent studies and war
games have shown that early firepower can play a significant role in halting invasion forces. A
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swift attack may serve to stop escalation. In some operational concepts, sea and air superiority
are not assured early and a covert submarine platform may be the preferred source of early fire
power.

There is a growing concern about the development of layered defense systems that create an
in-depth anti-access barrier to naval operations in littoral seas and out to ranges of 1000 to 2000
miles from their shores. In such cases, the Trident offers a high probability of surveillance
penetration.

The Trident ship platform has operated reliably since it became operational in 1981. The
Trident SSGN will benefit from proven operational concepts and an existing, robust
infrastructure. Refit facilities at Kings Bay, Georgia, and Bangor, Washington, can continue to
maintain these ships at a high state of readiness. The effectiveness of the repair cycles on the
Tridents has been borne out by the fact that previously planned shipyard overhauls have been
replaced by routine homeport refit periods. After conversion and refueling, these ships will have
20 years of service life remaining.

CHALLENGES

START Implications

START I Based on START I counting rules, a submarine missile tube counts against
START warhead limits until the tube is physically cut out of the submarine. Under START I,
four Trident submarines would count for 576 warheads (4 submarines x 24 missiles per
submarine x 6 warheads per missile). However, because the START I warhead levels are
significantly greater than current US inventory, counting these “phantom warheads” on four
converted Trident submarines still maintains US warhead levels under START I limits.

The FY 1998 Defense Authorization Act limits the use of funds for retiring, dismantling, or
preparing to retire or dismantle below the limit of 18 Trident ballistic submarines unless a
START II Treaty enters into force during Fiscal Year 1998. START I Treaty language provides
latitude to move forward with a Trident SSGN conversion program. After FY 2000, the
Secretary of Defense may determine alternative force structures as appropriate.

START II. START II was signed in 1993, ratified by the Senate in 1994, but still has not
been ratified by the Russian Duma. Russian ratification of START II is uncertain. START II
requires SLBM delivered warheads be reduced to 1750 by December 31, 2003, and to 1750
accountable warheads by December 31, 2007. Subtracting the 384 phantom warheads that would
be attributed to four converted Tridents (SLBMs would be attributed 4 warheads per missile
under START II), would leave the United States with 1344 actual SLBM warheads allowed after
December 31, 2007.

According to the FY 1998 Defense Authorization Act, if the Russians ratify START II, the
Secretary of Defense may waive the 18 SSBN limit as necessary to implement the Treaty.

Trident SSGN Conversion Costs

The Trident conversion program calls for decommissioning the first of four Trident C-4
SSBNs beginning in 2002. If the SSGN conversion program is funded, a two-year lead time is
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needed in order to prepare for the conversion. Hence, for SSGN conversion and refueling to
begin in 2002, the program needs to be funded by FY 2000.

Refueling and conversion costs for a four ship SSGN program is $1.86B, detailed in Table 1
below, in addition to $155M annual operations and support costs. The Navy currently has $353M
programmed to inactivate these ships in Fiscal Years 2002 and 2003. This money could be used
to reduce the unprogrammed cost for a four-ship refueling and conversion program to $1.52B.
Since part of this conversion includes major accommodations for SOF operational capabilities,
the Commander-in-Chief of Special Operations Forces has agreed with the Navy to cost share in
this conversion, contributing $80M per ship for the SSGN configuration.'!

Table 1. Trident Conversion Costs

First Ship Costs (Non-Recurring)

Ship Design $112M
GFE Design 32M
Missile Certification 17M
Total 3161M
Per Ship Costs (Conversion)
Refueling Overhaul $269M
Ship Conversion 129M
Government Furnished
Equipment Hardware ‘ 25M
Missile Certification 3M
Total 3426 M
Operational Costs Per Ship
MPN for 2 crew (14 Officers and 127 Enlisted) $13.5M
OMN Depot Level Maintenance 1.9M
OMN Intermediate Level Maintenance 13.5M
OPTAR 1.2M
Weapons OMN 5.0M
NAVSEA 08 Annual Fuel Charge .IM
Ship Operation Support and Training 2.8M
Platform Support Equipment, NAVSEA OPN M
Total 338.7M

Trident SSGN presents a unique near-term opportunity to provide a high-capacity
precision strike capability in a low risk and affordable program. The Defense Science Board
recommends that the Department of Defense convert four Trident submarines to the SSGN
configuration.

""" The level of funds coming from the Commander-in-Chief of Special Operations Forces is still under negotiation. This was

the latest information available to the DSB task force.
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SUBORBITAL SPACE OPERATIONS VEHICLE

The SOV would provide aircraft-like access to Mach 17+ energy states for intercontinental
projection of lethal or non-lethal power using the Common Aero Vehicle and miniature
munitions technology, as depicted in Figure 12. Currently, the Air Force has Boeing and
Lockheed Martin under contract to study both the SOV and the CAV concepts. Boeing has also
developed, under an Air Force contract, the X-40A technology demonstrator of the Space
Maneuver Vehicle which was successfully air-dropped in a first flight test on August 11, 1998.'2

The concept of operations, signed by the Commander, Air Force Space Command on
February 9, 1998, envisions the SOV executing a suborbital (or “pop-up”) flight trajectory to
release payloads such as CAVs during exoatmospheric flight. The SOV could launch and recover
from dispersed locations, most likely in the continental United States, reducing the probability of
launch detection and obviating regional CONUS access challenges. The payload would continue
on a suborbital flight path, using its lifting body shape for range extension within the
atmosphere. The CAV would stay above national airspace until over the target nation or area.
Following CAV release, the SOV would return to Earth, about 2,000 nm from its launch
location, and land vertically or horizontally, depending on the final system configuration. The
vertical profile allows short or no-runway operations and si gnificantly reduces the re-fuel and re-
arm time before the next mission.

CONUS TO ANY TARGET IN LESS THAN 60 MINS

e —‘\\"\w

Sov

Figure 12. Suborbital Space Operations Vehicle and Common Aero Vehicle

The development of the Space Operations Vehicle could be a close derivative of the NASA
X-33 Single-Stage-to-Orbit (SSTO) Reusable Launch Vehicle program, thus reducing

12

The X-40A is a 90 percent scale, reusable, experimental vehicle weighing about 2,600 pounds and is 22 feet in length with a
wing span of 12 feet. It utilizes a GPS navigation system to perform autonomous approach and landing,
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development cost and risk. If the X-33 demonstration in 1999 is successful, the commercial full-
scale variant of the X-33, called VentureStarTM, 1s expected to achieve operational status in 2004.
While NASA is funding the $1B X-33 SSTO technology demonstrator, the full-scale
VentureStar™ would be commercially funded, and intended to deploy commercial satellites and
accomplish resupply of the International Space Station.

The suborbital vehicle could also deliver payloads such as a Space Maneuver Vehicle
(SMV), shown in Figure 13.” Depending on loadout, the SMV could conduct space asset
protection, satellite logistic resupply, ballistic missile defense, space-to-space, space-to-air, or
space-to-ground missions (with CAV). SMVs could boost themselves into orbit using their on-
board propulsion systems. Sensor packages could then be recovered after “once around”
missions for near-real-time reconnaissance. The SMV would overfly any location on Earth in
less than 60 minutes and collect high-resolution imagery or other intelligence.

Figure 13. Space Maneuver Vehicle

The SOV does not require a new technology start and integrates with presently programmed
programs. There is currently no funded program for the Space Operations Vehicle, Space
Maneuver Vehicle or Common Aero Vehicle to deliver capabilities at a level sufficient to
support Joint Vision 2010.

There is some support in Congress. From the National Defense Authorization Act of 1999, as
offered by the House National Security Committee: “...The committee notes that US military
forces are increasingly reliant on space-based capabilities and the Air Force has identified

3 Annex H contains additional material on the Space Maneuver Vehicle and Common Aero Vehicle.




requirements that are best met by a military space plane and an associated family of vehicles.
The committee understands that any military space plane effort should focus on military unique
requirements and leverage NASA investment in the reusable launch vehicle program. The unique
requirements are reflected in development efforts for a Space Maneuver Vehicle (SMV) that
would provide all-orbit access and extended on-orbit dwell time, a low-cost expendable upper
stage to deploy payloads to all orbits, and a common aero vehicle (CAV) that would serve as a
maneuvering reentry vehicle capable of delivering various paylaods anywhere on earth within an
hour of launch. The committee believes that a military space plane and its related elements have
the potential to contribute significantly to US military capability.”

The Defense Science Board recommends that the Air Force proceed with development of a
Space Operations Vehicle and Common Aero Vehicle Jor flight demonstrations of the SMV
and CAV payload. Every effort should be made to develop the SOV as a military derivative of
the NASA Reusable Launch Vehicle program to reduce risk and cost.

ADVANCED MUNITIONS

In future military operations, commanders will want strikes from remote systems to support
theater objectives to include distributed ground operations. The objective is to develop a suite of
systems to achieve high effectiveness from the first round of indirect fire. Key weapons in the
current inventory of conventional munitions, or in development, include:

® BAT. Brilliant Anti-Armor Submunition is an unpowered, aerodynamically stable,
self-guided submunition developed by the Army. After being dispersed, the
submunition autonomously seeks out and destroys moving and stationary targets; the
BAT preplanned product improvement offers an enhanced acquisition capability
using improved infrared, millimeter-wave, and acoustic sensors; an improved
warhead; and more robust capability in adverse weather.

® GBU-37. Formerly known as GATS/GAM, named after the B-2 bomber’s GPS-
Aided Targeting System (GATS) and the GPS-Aided Munition (GAM). Retrofits the
BLU-113 warhead (4,444 1b Desert Storm Bunker Buster) with a GPS-aided inertial
guidance kit and nose strakes for improved accuracy and adverse weather capability
against a wide range of hardened and/or deeply buried targets requiring a robust
penetrating munition with substantial high explosive volume (647 Ib). Kits were
developed/refined to handle unique control problems associated with BLU-113
weight and length (153 in.) Currently integrated for B-2 carriage only.

® JASSM. The Joint Air-to-Surface Standoff Missile is a joint Air Force and Navy
program to provide a survivable, accurate (<3m CEP), area standoff (>100nm)
capability for attack of fixed, high value, defended, soft and hardened point targets.

o JDAM. The GBU-31/32 Joint Direct Attack Munition retrofits gravity unitary
warhead bombs with a GPS-aided inertial guidance kit for improved accuracy and
adverse weather capability against a wide range of fixed, stationary, and in some
cases, mobile targets. The kits are being developed for both the 2,000 pound class
MK-84/BLU-109 (GBU-31) and the 1,000 pound class MK-83 (GBU-32) bombs.
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e JSOW. The Joint Standoff Weapon is a joint Navy and Air Force unpowered,
standoff (>15nm) glide bomb. Both unitary and cluster variants of the missile are
planned although the Navy recently announced that funding for the unitary variant
was withdrawn.

e LOCAAS. The Low Cost Autonomous Attack System is a small, lightweight
submunition with a terminal seeker and multi-mode warhead designed to be used
against ground mobile targets. LOCAAS has not yet entered the Engineering and
Manufacturing Development (EMD) phase, but has such high potential that the
Department should ensure continued support for this system. Material in Volume II
describes LOCAAS in more detail.

e SPB. The Small Precision Bomb system is to provide small warhead (250 pound
class) bombs with an inertial navigation system and differential GPS guidance kit to
yield an accurate, adverse weather capability to attack fixed or stationary targets. Due
to its small size, significant numbers of bombs could be carried by stealthy fighter
aircraft such as the F-22 and Joint Strike Fighter and as many as 300 bombs by long-
range heavy bombers — the B-1s, B-2s, and B-52s. Volume II has an expanded
discussion of SPBs.

o Tactical Tomahawk. Tomahawk is a precision strike, surface-to-surface missile
launched from ships or submarines against high value, heavily defended targets. The
Tactical Tomahawk will be a more versatile version of the system, addressing the
Navy’s requirement for a missile that can rapidly respond to “call-for-fire” against
time-sensitive targets. This upgrade will add the ability to retarget a missile in flight,
loiter over the battlefield for more than two hours waiting tasking, and provide target
assessment photos through the use of a battle damage imagery camera.

e WCMD. The Wind Corrected Munitions Dispenser provides an inertial navigation
system guidance and control tail kit to improve the accuracy and effectiveness of
Tactical Munition Dispenser cluster weapons (CBU-87/89/97).

In addition to the current and evolving inventory of conventional munitions for aircraft and
missile delivery, there are new precision weapons needed to take advantage of advances in
guidance, seeker, and warhead technologies. Figure 14 highlights new capabilities for remote
fires that can be employed under the joint early entry force concept: real-time capability to
manage ensembles of both sensor and weapon systems, in-flight weapon redirection, loitering
weapons to deal with time-urgent and mobile targets, ability to gain knowledge superiority, and
integrated battle damage assessment.
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Figure 14. Leveraging Remote Fires

As previously discussed, it will be possible in the 21 century to develop and globally deploy
a military DGPS capability to any conflict area. The DGPS will contain anti-jam and other
unique features to provide high assurance of signal availability and accuracy. In addition, the
United States will have collected and updated global digital terrain elevation data (DTED) to 1-3
meter accuracy. The combination of real-time DGPS, digital terrain data, and highly accurate,
space-based imagery (electro-optical/infrared/SAR) with ground moving target tracking
capability, would make it possible to register fixed and moving targets on the battlefield to
submeter accuracy. Rapid registration updates would also be possible using the dynamic
collection capability of space-based imaging and tracking systems augmented perhaps with high
altitude, long-endurance (HAE), unmanned aerial vehicle (UAV)-based sensor systems.

This registration and DGPS now make it possible to consider new families of high precision
munitions such as the DGPS-guided SPB. As target location error is driven to submeter
accuracy, even smaller and lighter but lethal, high-precision weapons could be possible.

Seeker and automatic target recognition technology is rapidly evolving to affordable levels
such that weapons can be cost-effectively employed to selectively attack high-leverage, high-cost
(to the enemy) tactical targets such as armor. Laser radar and millimeter wave seekers are
technically maturing and are at affordable costs to yield a rich menu of new options for launch
and leave, high-precision munitions for air or missile delivery.

Two other features are needed in future munitions. One is the ability to be launched, loiter
over or near a battlefield, and then attack a tactical target, such as a missile transporter emerging
from an underground facility. Tactical Tomahawk will loiter for a few hours and LOCAAS can
loiter for about thirty minutes. DoD needs more loiter weapon options, especially in support of
dispersed US forces, to be responsive to time-urgent calls for indirect fires.
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Another feature needed on future munitions, and especially longer-range missile systems, is
the ability to receive and process new targeting data and then adjust the trajectory in real time.
This in-flight guidance update enables long-range ballistic missiles to be used to engage moving
tactical targets. With perhaps ten to twenty minute flight times, the missile would need target
updates in flight to put moving targets within the missile payload engagement footprint. Tactical
Tomahawk will have this feature. The naval version of Tactical Missile System (TACMS) needs
this feature, as would other proposed ballistic missiles for land attack, deployed on surface ships
or Trident submarines.

The task force recommends that the Department, with the Under Secretary of Defense for
Acquisition and Technology as the lead, field a family of advanced munitions in needed
numbers. This family of munitions should include both current development programs as well
as the development of more advanced munitions.

SUMMARY

In summary, key enablers for a joint early entry strike capability are shown in the chart
below. These enablers will lead to a force that is more potent than today’s light forces and more
agile and deployable than today’s heavy forces. Combining air, naval, and ground forces — such
as those described in this chapter — and leveraging joint fires and information operations
capabilities, the joint early entry strike force will give the United States the needed response
capability to meet the demands of the range of future warfare contingencies.

e Superbly Qualified
Commanders More Potent than
e Shared Battlespace Awareness .
e Remote Precision Fires ng ht Forces
e Assured Connectivity to Fires
e Agile On-Time Logistics More Agile and
e Lightweight, Energy Efficient
Vehicles Deployable than
e Rapidly Deployable Anti- H eavy Forces
Armor
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CHAPTER 4.
Primary Operational Challenges

This chapter describes four operational challenges that enable early and continuous combat
effectiveness: assured knowledge superiority, responsive global targeting, flexible and survivable
inter- and intra-theater mobility, and exploiting the littoral battlespace.

Assured Knowledge Superiori

Perhaps the most pervasive operational challenge enabling early and continuous combat
effectiveness is knowledge superiority. With nearly two thousand commercial
telecommunications satellites on orbit by 2010, along with widespread deployment of fiber optic
terrestrial and trans-oceanic cables, the globe is rapidly becoming “wired.” Today, many nations
are developing commercial, high-resolution, space-based, electro-optical, infrared, and radar
imaging systems. These developments, coupled with the ready availability to any nation, group,
or individual of the latest technologies in network and computer hardware and software, will
make it difficult for the United States to maintain overwhelming “information superiority.”

For these reasons, this DSB task force suggests that the Department of Defense aim for
“knowledge and decision superiority,” even in those circumstances when information superiority
is not assured. DoD can do this by bringing the judgement of superbly trained military personnel
to bear on exploiting America’s superior capabilities to correlate, manipulate, and present
information created from raw data. The enabhng capabilities to develop knowledge superiority
are arrayed across the lower part of Figure 15."* Across the top of the chart, from left to right, is
the expected evolution over time to achieve knowledge superiority as noted in the box on the top
right.

This section covers four key enablers, shown in Figure 15: command and control, sensor
systems, the Integrated Information Infrastructure, and information operations.

' DoD has developed a methodology to evaluate the utility and value of C*ISR systems. The Assistant Secretary of Defense
for Command, Control, Communications and Intelligence (ASD(C31)), in support of the Quadrennial Defense Review,
conducted a C*ISR Mission Assessment (CMA) examining all aspects of C*ISR including space, airborne, and surface-based
systems at national, theater, and tactical levels. The DSB task force believes that across-the-board reviews of this nature
offer promise for acceleratmg the realization of Joint Vision 2010’s imperative to achieve information superiority and for
supporting other C*ISR objectives. Accordingly, the task force recommends that DoD institutionalize the CMA process —
Jointly sponsored by the Joint Staff and ASD(C3I) — and conduct reviews biennially in time for consideration during the
Department’s planning and budgeting process. A standing CMA committee, supplemented by individuals from OSD, the
Defense Agencies, and the military Services, would serve as the review team. The standing committee would also monitor
implementation of CMA recommendations, refine assessment methodologies and perform other tasks as directed.
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Figure 15. Assured Knowledge Superiority

COMMAND AND CONTROL

Command and control provides the direction for assigned and attached forces to accomplish
a mission. It includes planning, directing, coordinating, and controlling forces and operations.
The nature of warfare in the coming decades, and the technologies that will shape it, both
demand and enable changes in command and control and its central function — decision making.
These changes will be crucial to combat effectiveness. Future information systems should be
designed to enable continuous and faster command decisions; coordination of dispersed units and
operations; dispersal and mobility of headquarters for improved survivability and positioning;
improved coordination with coalition partners and international and non-governmental
organizations; and flexible and adaptive coordination and direction of forces and groups of
interactive sensors.

Command and control is about decision making, and the United States is aggressively
exploiting information technology to enhance this capability. As it relates to Joint Vision 2010,
the objective of information superiority is better and faster decisions. Situational awareness is a
necessary but not sole component of decision superiority. Data must be turned into relevant
knowledge, which is combined with the judgement of commanders to achieve the decision
superiority envisioned by and essential to Joint Vision 2010, as depicted in Figure 16. This
process li_s supported by tools to enable and accelerate the planning and decision-making
process. >

'*  Annex I contains an interesting exposition on applying chaos and complexity theories to command and control and combat

operations.
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Figure 16. Decision Superiority

Commanders need to evaluate relevant knowledge within the context of the current and
anticipated operational environment in order to make decisions about future actions and to
convey those decisions in ways that facilitate their proper execution. The development of the
right tools will allow the commander to focus better on those issues associated with the essence
of command. As the United States develops more and better automated tools and trains people to
use them, it will become more important to understand and educate to further the art of
command.

Command and control needs to be addressed across the full spectrum of conflict from
forward engagement designed to shape the environment, maintain alliances and ensure access; to
stability and support operations including humanitarian assistance, disaster relief, counter
terrorism, countering weapons of mass destruction, peace enforcement, peace making and peace
keeping; to actual conflict. US command and control therefore needs to be global, operate in any
terrain and on the move, and be sustained from early wamning and crisis management through
post conflict tasks.

The increase in operational tempo and the range of weapons available today demand that
planning and execution be continuous rather than cyclical, time-phased, sequential actions. As
stated in Joint Vision 2010, “Real-time information will likely drive parallel, not sequential,
planning and real-time, not prearranged, decision making.”

In the rapidly changing threat scenarios likely in the future, combat power in the first hours
will require intelligence preparation of the battlefield, planning before the first strikes or
insertions, and continuous update. Sustaining effectiveness beyond the first hours will require
continuous combat, driven by continuous planning and decision-making that is based on
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continuously refreshed information, and leading to improved understanding of the situation on
the battlefield. The Summer Study task force believes that continuous combat operations should
be an overarching objective of Joint Vision 2010. To support this objective, the Chairman of the
Joint Chiefs of Staff should emphasize continuous planning and command decision making and
evaluate all guidance and developments related to Joint Vision 2010 on this basis.

A network of communications and computers must be able to support mobile operations on
the land, in the sea, and in the air. Command posts need to be small, agile, and mobile to survive
and remain relevant. They also need to be redundant enough to support continuous operations
and still accept some losses. The United States needs to conduct dispersed command and control
operations while maintaining effectiveness.

As units reduce in size and disperse in the battlespace, sustaining cohesiveness and
engendering increased capabilities in smaller forces will be challenges. As pointed out in Joint
Vision 2010, US command and control approaches and capabilities need to “empower a degree
of independent maneuver, planning, and coordination at lower echelons, which were normally
exercised by more senior commanders in the past.” If a current company-sized land force has
the means to fight and control the space currently assigned to a battalion, how is that “company”’
provided the leadership to execute its mission? What are the qualifications for the commander?
These questions of dispersed command and control capabilities and of smaller and more
dispersed units — separating selected functions and relying on reach-back to link the elements —
need to be answered through experimentation.

One of the difficult challenges is transforming data into knowledge. More sensors will
provide more data from more locations. Access to more data may inhibit rather than support
decision superiority unless this data are transformed into useable knowledge. Unique functional
or organizational databases have limited utility. Relevant data need to be accessible throughout
the area of operations. Information needs to be provided responsively to commanders through a
combination of automatic feed (push) of information and aided query (pull) that accesses the
right knowledge without requiring detailed human sorting.

Commanders continually operate in multiple time perspectives. Commanders use the
information presented to develop a perception of the current situation. Concurrently, a
commander projects the picture of the current situation into the future. Planning tools need to
facilitate this process by providing current data and its related uncertainty, so that alternative
courses of action can be assessed and future direction determined. Common tools for planning,
rehearsal, directing, and execution monitoring are needed so that rehearsal and execution can be
compatible. This will require flexible decision support tools with variable run times — faster to
examine alternatives in the planning process, real time to monitor current operations, and slower
than real time to support detailed rehearsals.

As operations are conducted with joint and combined forces, situational knowledge,
understanding, direction, and execution need to be common across the force. Effectively
integrating the capabilities of a joint and combined force demands common knowledge, common
direction, and a reliable information infrastructure. Combined operations also require
communication and coordination with a host of non-US and non-military organizations.

To enable the command and control capabilities needed for the future, information systems
should be designed around six key information management concepts:
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e Real-time sharing, across all command levels (vertically and horizontally), of a
common dynamic view of the situation — battlespace understanding;

e Shared understanding, at all command levels, of commander’s intent;

e Providing to commanders the information they need and can use — no more and no
less — when they need it;

e Portraying, to the degree known, the uncertainties in the information provided to
commanders;

e Providing a commander the flexibility to adapt the information system to changing
needs; and

e Projecting the current situation into plausible future outcomes so courses of action
can be assessed and future direction determined.

Implementing these concepts can effect the commander's transition from awareness, to
knowledge, to understanding of the battlefield situation and its larger context. Common
understanding of the current situation and of the commander’s intent helps enable self-
synchronization of units and operations. When combined with the experience and judgement of
commanders, this leads to faster and better decision-making, which drives the impact of
command on the battle’s outcome, as depicted in Figure 16.

As previously stated, information superiority may be illusive. Yet, future force sizing and
capabilities may be determined with an assumption of information superiority. The ability to
guarantee sustained decision dominance can be uncertain and demands that information warfare
— protecting US decision superiority and the ability to attack an opponent’s decision processes —
be an essential element of this concept. Further, since commercial capabilities are available to
all, it is important that the United States be able to better integrate commercial products and be
able to rapidly accept advances in capabilities to support command and control needs.

The panoply of information technologies can be applied to create information systems for the
commander, which embody the six information management concepts listed earlier. Many of
these technologies, such as increased bandwidth and computational speed, are relevant across the
information architecture. Others are relevant to command decision making itself. Examples of
the latter are automated decision aids, automated planning tools, and advanced display and
visualization.

The task of creating command and control for the future battlefield is dominated by two
interrelated issues: 1) what kind of command structures and processes are best suited to
particular (possibly new) situations in future warfare, and 2) what information system
architectures and technologies are best suited to support them? These matters are so complex —
in part because command decision making is inseparable from the human capabilities and
limitations of the commander — that resolving issues cannot be adequately supported by
traditional analysis; experiments need to play the central role.

The task force supports the on-going process within DoD to adapt command and control
doctrine and practice to new circumstances, based on the fundamental principles of command
that have been validated by long experience. The program of recommended experiments is
intended to complement and perhaps accelerate this process by emphasizing: risk-taking
command and control concepts (for example, self-organization of dispersed operations);
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exploring innovative C? concepts that could be leveraged to gain advantage or avoid risk; and
exploring advanced information concepts, simulating potential capabilities that may be years
away from realization.

This program of experiments would emphasize maintaining and enhancing human
relationships among commanders — vertically and horizontally — in the absence of face-to-face
interaction, as might increasingly be the case in dispersed operations or with distributed C2
functions. Experiments addressing command and control would also emphasize the development
of metrics that are related to the combination of speed and quality of decision-making, the ability
to adapt to new circumstances, and survivability and robustness. The program should include
simulations (especially commanders-in-the-loop simulations), command post exercises, field
exercises, and combinations of all of these techniques. Experiments should explore command
and control concepts across a wide range of command echelons and circumstances, but with
empbhasis on Joint Task Force command.

To support such a program of experiments, the Office of the Secretary of Defense (OSD) and
the Joint Staff might consider constituting a standing group of retired military officers with
experience in combat command, and civilian engineers and scientists with experience in relevant
aspects of information technology. This group could review US Atlantic Command’s
(USACOM) ongoing work in developing C? concepts and supporting technologies, and help to
shape an experimentation program in DoD. In addition, the Defense Advanced Research Projects
Agency (DARPA) could develop a commanders-in-the-loop simulation that could be used to
rapidly explore the broad systematics of alternative command and control structures and
information architectures, as an aid in designing the program of experiments.

The DSB task force recommends that OSD, the Joint Staff and USACOM Jjointly plan and
implement a comprehensive program of experiments to explore and develop, together and
-iteratively: 1) command and control concepts, structures and processes and 2) supporting
information management concepts, architectures and technologies, to achieve situation
understanding and decision-dominance on the future battlefield.

These command and control structures should enable:

e Immediate and continuous operations on the move,

» Dispersed forces and dispersed command and control,

* Shared real-time understanding of the situation and commander’s intent, and

* Synthesizing data into knowledge, pushed to and pulled by the users.

SENSOR SYSTEMS

Comprehensive, real-time information about the battlespace and enemy actions, location, and
intentions is an expected basis for future military operations. Comprehensive battlespace
awareness relies on technical capabilities in sensors, sensor exploitation, and sensor
management. This section assesses the adequacy of current technology for achieving
comprehensive information, awareness, and knowledge about the battlespace — particularly, but
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not exclusively on the ground — and recommends a variety of actions to consolidate and enlarge
present-day technical capabilities.

In addition to an information infrastructure that is discussed in the following section, there
are three top-level elements in a system-of-systems for comprehensive real-time battlespace

awareness:

e Sensors that “see everything all the time.” This means sensors that see objects or
behaviors of interest whether stationary or moving, whether in the open or obscured
by foliage, terrain, or urban structures, and regardless of how far-flung. It results in
large amounts of data that are useful.

e Algorithms, processors, and visualization strategies for automatically reducing sensor
information into manageable proportions.

e Scaleable sensor management techniques. “Seeing everything all the time” implies
many sensors of different types that in turn implies a potential for redundancy and/or
many ways for any particular information request to be satisfied. Sensor management
needs to be responsive in real time to new intelligence or urgent changes in
commanders’ guidance.

Sensors. The current investment in remote sensing emphasizes signals intelligence, wide-
area radar imaging with moving-target indication, and short-exposure electro-optic and infrared
imaging of focused areas. Investment in local sensing emphasizes unattended ground sensors for
seeing “around the next corner” or “into the next building,” at best. These are crucial capabilities,
but they leave important gaps with respect to Joint Vision 2010’s “full spectrum” of conflict,
such as the ability to penetrate weather, sense wide areas, penetrate foliage, and see into urban
areas.

Sensor Exploitation. The task force is encouraged that ATR techniques are making their way
into demonstration systems for exploiting wide-area high-frequency SAR imagery. However,
ATR for other search sensors or modes is not quite as far along, and for some sensors remains in
quite an early state. This includes visible and infrared imagery, where contrast look down is a
problem, as well as hyperspectral imaging. Ongoing activities in ATR and sensor fusion need to
keep pace with the increased sensor richness that Joint Vision 2010 implies: a capability —
sensors, algorithms, and infrastructure — to track moving ground targets continuously.

Sensor Management. Increased progress in sensor management is needed to keep pace with
growing needs for surveillance responsiveness and sensor richness as implied by Joint Vision
2010. More focused research and development in sensor management should address the
challenge of real-time retasking, as necessitated by prosecution of “perishable” targets such as
transporter erector launchers (TELs). Additional research and development is needed to confront
the computational complexity of sensor management software when the number of sensors to be
managed becomes large. Further discussion of sensor techniques and management is found in
Annex J.

The Department needs to develop a comprehensive intelligence, surveillance, and
reconnaissance (ISR) operational architecture that covers sensors, exploitation, tasking, and
information management, in addition to communications and interface standards, and that
integrates ground, air and space systems. Such an architecture is much more than
communications, interface standards, and C*ISR force structure, which is the apparent current
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focus of ASD (C’I). The operational architecture needs to make aggressive use of advanced
technologies such as foliage penetration (FOPEN), automatic target recognition, high-resolution
GMTI, and emerging high-value platforms such as endurance UAVs, micro UAVs and
Discoverer II-like space-based radar systems. The architecture also needs to embrace the
importance of real-time, wide-area data access and sensor management.

The DSB task force supports the Joint Discoverer II program because it promises to extend
wide-area, near-continuous, all-weather sensing deep into enemy territory with near-continuous
surveillance required for more effective military applications.

DoD is urged to ensure that as many GMTI radar as possible are upgraded to high resolution
(1 meter or better) over the largest possible field-of-view. Only high resolution enables GMTI to
support the recognition of moving vehicles necessary for precision targeting, or to support
distilling moving-target detection to humanly manageable proportions. In this connection, the
DSB also encourages support for the DARPA Moving Target Exploitation (MTE) program,
which is developing automated techniques for recognizing vehicles from high-resolution GMTI
data.

To complement wide-area GMTI radar, DoD should develop moving-target techniques —
focal planes and processing techniques — for downlooking, staring electro-optic sensors. This
would enable surveillance of “urban canyons™ over relatively wide areas. Such a sensor would
not see through clouds, but it could provide valuable information on traffic patterns and
obstructions, and, when weather permits, it could provide real-time support to ongoing
operations. The technology basis for this capability is already at hand, in the ground based-
electro-optical deep space surveillance (GEODSS) sensors deployed worldwide for ground-
based satellite detection. Development is needed to contend with additional complications
presented by ground clutter.

The DSB supports the DARPA counter-camouflage, concealment and deception program,
with its emphasis on FOPEN SAR and hyperspectral sensing. It is recommended that the
program be expanded to encompass FOPEN GMTI. Without GMTI, targets that move under
trees are virtually invisible.

The task force also suggests continued research and development into sensing in even more
difficult environments, such as inside cities and underground. New emphasis should be placed on
extending the capability to larger coverage areas in order to provide the warfighter with the
biggest, most integrated picture possible. This will necessitate aggressive miniaturization to
facilitate the widest possible sensor dispersal, as well as aggressive internetting to facilitate
formulation of the “biggest possible picture.” There also is a role for disposable “one-shot”
sensors for battle damage assessment, for example, to fill niche sensing gaps where more
sustained deployment is not practical.

The DoD should develop real-time sensor-rich sensor management techniques and support
Service experimentation in sensor management. The operational tempo and comprehensiveness
envisioned by Joint Vision 2010 make it essential to develop sensor management techniques that
gracefully accommodate real-time dynamic retasking, and whose computational complexity is
guaranteed not to grow explosively as the sensor population expands. DARPA should enlarge its
program in ISR sensor management to address these issues.
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INTEGRATED INFORMATION INFRASTRUCTURE

The essential foundation for capabilities discussed in this report is information superiority.
Information, information processing, and communication networks — collectively, a distributed
information infrastructure — are the core of virtually every aspect of military activity, including
combat operations, navigation and geo-positioning, surveillance, weapons support, force
enhancement, information control, and logistics support. Figure 17 depicts these inter-
relationships. Improvements in the distributed information infrastructure enhance the conduct of
these military activities and enable the overarching goal of early and continuous combat
effectiveness. The task force, therefore, believes establishing an Integrated Information
Infrastructure is the key to realizing the knowledge superiority called for in this DSB study.
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Figure 17. The Integrated Information Infrastructure
Supports Diverse Military Activities

To realize the benefits of the enhanced operational concepts described in this report, a future
information infrastructure needs to be capable of reliable transmission, storage, retrieval, and
management of large amounts of data. Today’s systems are linked to specific communications
links, computers, and sensors that support specific functions, such as intelligence, logistics, or
fire control. Furthermore, current systems are constrained by a lack of bandwidth necessary for
high-resolution imagery transfer; processor capacity needed for target recognition and
interpretation; memory sufficient to handle massive amounts of archival data; and software to
search the many data repositories quickly in order to provide commanders with tactical
information in a timely manner. These constraints are magnified by difficulties in integrating a
myriad of legacy information systems with newly developed, service-unique and joint systems.
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These limitations can be overcome by integrating individual military C*ISR systems into an
interoperable C*ISR system-of-systems.

REQUIREMENTS

The task force vision is of a single Integrated Information Infrastructure serving all users
consisting of:

e A multi-tiered, multi-connected transport network;
e A distributed computation environment; and

» Extensive use of intelligent software agents to help manage the network as well as
empower the user.

As stated in Joint Vision 2010, military forces need to be able to receive or transmit all of the
information it needs for the successful and efficient prosecution of its mission, from any point on
the globe, in a structure capable of rapidly adapting to changing operational and tactical
environments. The information infrastructure must support these needs, while allowing force
structures of arbitrary composition to be rapidly formed and fielded. Furthermore, the
infrastructure needs to adapt to unanticipated demands during crises and to stress imposed by
adversaries.

To support the warfighter’s needs, the infrastructure needs to:
® Provide assured, robust command communications linking all echelons

* Provide facilities to move information from any source to any destination
— Sources = sensors => eyes and ears of soldiers
— Information infrastructure = processors and communications => neural system

* Provide tailored information when and where required
— Automatic data storage, retrieval, and management
— Automatic data correlation and fusion
— Intelligent information dissemination
— Multimedia (images, video, text) information

e Facilitate force-structure tailoring _
~ Ensures the interoperability of all Service C*ISR systems
— Closes existing seams between military communication systems
— Closes existing seams between C*ISR systems within and between Services

e Provide robust, reliable information services
— Survivability through replication and self adaptation
— Quality of service to meet dynamic requirements

o Not place warfighters at risk of being detected and targeted
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CHARACTERISTICS

The information infrastructure includes multiple modes of data transport including land-line,
wireless, and space-based elements. All of these media need to be integrated into a ubiquitous,
store-and-forward data inter-network that dynamically routes information from source(s) to
destination(s), transparent to the user. This data transport segment of the infrastructure needs to
be self-managing, be adaptive to node or link failure, and provide services to its users based on
quality-of-service requests. These services include bandwidths, latency, reliability, precedence,
and distribution mechanisms (point-to-point, point-to-multipoint).

The infrastructure interface will link the user to a distributed processing environment that
includes many types of computers situated at locations appropriate with their needs for power,
environment, and space. This distributed computing environment will be integrated via the
transport component of the infrastructure, thus enabling these processors to exchange data
dynamically, share computation loads, and cooperatively process information on behalf of and
transparent to the user.

The infrastructure integrates communication systems, computers, and information
management resources into an intelligent system of systems. Each component of the Integrated
Information Infrastructure exchanges state information with each other, in order to enable the
entire infrastructure to adapt to user requirements and to stresses imposed on the network by an
adversary. This adaptability also enables the infrastructure to change its scale as necessary to
support force structure or to incorporate new processing, network, and communication
technologies as they are developed. Thus, this infrastructure is a scaleable computing
_ environment.

The information infrastructure must provide tailored information services to diverse users
ranging from a single person to a collection of people, sensors, and/or weapons by means of
intelligent agents — software entities, under the general control of the user, that are goal directed,
migratory, and able to create other software entities, and provide services or functions on behalf
of the user.

One or more intelligent software agents serve each user by proactively providing and
disseminating appropriately packaged information. These agents perform such functions as
fusing and filtering information and delivering the right information to the right user at the right
time. The software agents are proactive in the sense that they are aware of the user’s situation
and needs and can provide information relevant to those needs without a specific user request.
Figure 18 provides a conceptual rendering of these agents.

Software agents multiply the personnel resources available to combat units by gathering and
transforming data into actionable information to support unit operations, just as combatants
would have to do, were the software agents not provided. Warfighters are therefore freed of
‘routine chores in favor of actual operations.

Because computing resources are distributed throughout the infrastructure, the infrastructure
can adjust the amount of processing resources given to a force entity. The entities’ processor
need only provide access to the infrastructure, provide an adequate interface to the user entity,
and enable the acquisition and presentation of information to the user. Thus, for example,
a dismounted infantry person’s information ensemble would be dedicated to supporting a rich
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human-computer interface with voice recognition, heads-up display, speech synthesis, and
communications. General computing resources would reside within the infrastructure itself.

Integrated Information Infrastructure --
Intelligent Software Agents
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Figure 18. Intelligent Software Agents

To the maximum extent feasible, the infrastructure’s transport layer takes advantage of
commercial technology and networks by utilizing open-systems standards and protocols that
minimize the use of Service or function-unique hardware and software. For applications where
military-unique capabilities (such as anti-jam, low probability of intercept, or spread-spectrum
waveforms) are required, military products will be developed or adapted to interface with the
overall architecture. Figure 19 provides a conceptual summary of the entire Integrated
Information Infrastructure.

IMPLEMENTATION AND PAYOFF

The task force believes a full-capability Integrated Information Infrastructure can be in place
within 20 years, with a two-step approach to implementation. A baseline system, available by
2010, would be comprised principally of DoD-developed resources, with substantial
augmentation of services and hardware from the commercial sector. This initial baseline can be
characterized as having “military legacy” augmented by commercial resources. The final
infrastructure, available by 2020, would incorporate significantly more commercial resources,
diminished military-developed resources, and limited DoD-funded research and development to
satisfy military-unique needs. Successful implementation will be dependent on leadership by the
DoD Architecture Coordinating Council, with the USD(A&T) playing a principal role.
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As it evolves, the Integrated Information Infrastructure will enable the following military
capabilities:
¢ Geographic separation and functional integration of command, targeting, weapons
delivery, and support functions;

e Support for split-base operations, force projection, information reach back,
combat, and force protection for large and small units;

e Common situational understanding, common operating picture, and informed and
rapid decision making for joint forces;

o Enhanced operational flexibility for commanders at all levels;
e Reduced logistics footprint in immediate combat area;
o Full exploitation of sensor, weapon, platform, and processing capabilities; and

e Real-time or near real-time responsiveness to commanders’ requests for
information, fire support, and urgent logistics support.

Integrated Information Infrastructure --
A Conceptual View
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Figure 19. A Conceptual View

| SUMMARY

A common Integrated Information Infrastructure is needed that will serve all military entities

and functions and will permit the United States to exert, to the maximum extent possible, the

j power of its military forces in future contingency operations. It is critical to realizing the promise
of Joint Vision 2010 and to achieving information superiority.

The DSB task force recommends that DoD develop, with the Under Secretary of Defense
for Acquisition and Technology as the lead, a single information infrastructure for battlespace
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awareness, logistics, targeting information, and command and control. The Integrated
Information Infrastructure:

e [sbased on a unified DoD-wide vision;

» Provides joint forces with common situational understanding; develops common
operating pictures; and supports informed and rapid decision making;

o Integrates some legacy C'ISR systems and exploits commercial information
technology such as the Internet, personal computers, and satellite sensors;

e Is secure and provides information assurance by:

— Making maximum use of commercial network and communication technologies;

— Setting responsibilities and policies for developing and publishing joint
operational, technical, and system architectures;

— Establishing policy and procedures to exploit commercial information technology;

—  Setting milestone targets for deployment; and

— Conducting evolutionary warfighter experiments leading to milestones,
developments, and goals set for 2010 and beyond.

Annex K elaborates on the vision of the Integrated Information Infrastructure by providing a
high-level perspective of several of its four layers, describing a detailed implementation strategy,
and assigning responsibility within DoD for carrying out this strategy.

INFORMATION OPERATIONS

Information superiority is an essential element of Joint Vision 2010. The situational
understanding that comes from superior information is vital in every stage of conflict — from
early phases of crisis formation, through limited deployments or engagements intended to control
events, and in fully developed, multi-dimensional regional combat. Information has always been
important in warfare. The difference today is in the quality of sensors that can produce
information, the speed with which information can be moved, the degree of reliance upon it, and
the variety of methods for interfering with an adversary’s information process.

In spite of enormous DoD investments in information systems, however, information
superiority is not always achieved and cannot be taken for granted. Potential adversaries are
likely to have a deeper insight into the complexities involved in a regional conflict. In addition,
they know how much US operations depend on moving information around a battlefield. A
variety of affordable and powerful tools are available that can enable adversaries to attack or
deceive elements of the US information infrastructure. Further, the proliferation of commercial
systems makes it possible for even smaller adversaries to employ sophisticated information
techniques for their own purposes.

It is important for today’s commanders to view the use of information, leading to knowledge
superiority, as a key challenge and approach it in an operational context. In fact, the information
domain has become an equal dimension of warfare, on par with land, sea, air, or space.
Information operations, therefore, include attacking an adversary’s information structure while
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exploiting and defending our own. It also includes actions taken to provide information to public
audiences on both sides of a conflict, shaping public perception. In other words, information
operations include the full range of information protection measures (to include defensive
information warfare), offensive information operations (which can include both hard and soft kill
measures) and countering an adversary’s propaganda messages.

A number of factors need to be considered in approaching the subject of information
operations. They include:

e Offensive and Defensive Coordination. Different disciplines are involved in
offense and defense. There are sensitivities about cross-pollination of technologies
between the two functions but, in an operational sense, there is an overriding need
to integrate both dimensions into a coherent approach.

e Strategic Operation. Offensive information operations, when conducted at the
strategic level, involve important policy considerations and often require a high
degree of inter-agency coordination. The policy and oversight processes need to be
streamlined to be responsive. Exercises will be a key factor in achieving this goal.

o Immature Operational Concepts. In spite of focus and attention on information
operations in recent years, there have been few examples where it has been
extensively and effectively integrated into major exercises or operations. In some
cases, ideas have been oversold with resulting skepticism. Only further experience
gained through experiments, exercises, and crisis operations will refine the concepts
and prove their value.

e Classification. To protect US offensive capabilities, many of the techniques and
methods need to be classified at appropriate levels. Classification, however, can
impede smooth coordination in an operational environment.

DEFENSIVE INFORMATION WARFARE

US communications networks, computer systems, the Global Position System, and many
other systems have become both powerful instruments and potential targets. As exploiting
information grows in importance, awareness of US dependency and vulnerabilities grows apace.

Vulnerability of communications circuits to exploitation or jamming is a long-standing
problem. GPS is an example of the complexity of the modern problem. US precision targeting
and communications systems will eventually depend on GPS for either navigation or timing, yet
the system is vulnerable to even simple jamming. In another modern example, Internet
technology provides powerful access to enormous amounts of information. It also provides an
avenue for intruders to gain access to US systems — or for a disloyal insider to cause disruption.
There are numerous examples of hackers successfully breaking into systems thought to be
secure. Even with no malicious intent, there is a loss of confidence in the security of US
information. A recent Computer Security Institute and FBI study documented a disturbing
number of attempts and successful intrusions into systems, and experts believe that far more
intrusions are made than are being detected and reported. Potential adversaries will realize the
importance of information and will act (and invest) accordingly. Since, for the United States,
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information superiority and knowledge superiority are key objectives, the issue of information
protection is of utmost importance.

A broad and coordinated range of solutions is required and the topic is receiving much
attention. Presidential Decision Directives 62 and 63 addressed this issue specifically. Previous
Defense Science Board reports, as well as reports from other studies, have made
recommendations.’® It is worth noting, however, that the commercial sector also has much at
stake. The banking industry is just one of many business sectors that depends on networks, and
Internet commerce can only flourish if there is widespread confidence in system integrity. As a
result, the commercial sector invests heavily in information protection technologies.
Sophisticated programs, for example, are being developed that can detect irregularities in
patterns of credit card or cellular telephone use. Since intrusion detection is an important step in
addressing the problem, some of these technologies could have military applications.

For the operational commander, the problem has become complex. Attacks against the
information infrastructure can be sophisticated and can be initiated far from the battlefield.
Commanders need to ensure they have the doctrine, tactics, expertise, and real-time detection
tools available to protect against this dimension of the threat.

Some specific suggestions for defensive information warfare include:

* In addition to actions already ongoing, ASD(C’I) should review the full scope of
protection efforts in the commercial sector with a view toward exploiting as much as
possible for military operations.

¢ The Joint Staff, J-39, should continue to develop the operational perspective through
strengthening information protection as an important element of joint exercises.

* USACOM should aggressively include information protection techniques in its joint
experimentation program.

OFFENSIVE INFORMATION WARFARE

The object of offensive information warfare is to use information to mislead opposing forces
and to leave them, at will, deaf, dumb, and blind. Also, offensive information operations could,
and likely would, be conducted covertly to leave no fingerprints or to reveal how something was
accomplished. US success in this area was a key contribution to dominance in the Gulf War.
Future adversaries, however, will have access to much more powerful information sources,
largely due to the proliferation of highly capable commercial systems. In fact, as the art of
offensive information warfare matures, it is likely to be one of the first assets required in combat
situations.

Although increasing attention has been given to individual tools in the offensive information
warfare discipline, further development is still needed in the following areas:

* A sophisticated intelligence effort focused on the information networks and systems
of potential adversaries. It should include nodal analysis techniques with a view
toward identifying key vulnerabilities.

'S Report of the Defense Science Board Task Force on Information Warfare Defense, November 1996, elaborates on this topic.
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e Increased emphasis on deception planning and execution.

e Development of software weapons and the means to have assured battle damage
assessment from an attack.

e Improved doctrine and tactics for integrating information weapons, sophisticated
jamming tools, and precision attack conventional weapons against key network
nodes.

e Better measurement and feedback methods. Deception and other indirect information
techniques were used with great success in previous wars — even though the
commanders who employed them could not be sure what effect they were having at
the time.

Considerable interest and thought have been devoted to the area of information warfare
operations by the Joint Chiefs of Staff, CINCs, Services, and selected Defense Agencies. At this
point, however, the greatest gains are to be found in approaching the problem with clear
operational objectives in mind. This approach starts with integrating the individual techniques
into an overall campaign and experimenting with various scenarios. The Joint Staff’s recent
assignment of overall responsibility for this effort in J-39 is an important first step toward
developing an effective operational capability.

Specific suggestions for further maturing information operations are:

e Consider modeling J-39 activities after the Joint Theater Air and Missile Defense
Office (JTAMDO) model, to include integrated product teams and a master plan.

e Improve and exercise the intelligence process that supports this operational discipline.
Offensive - information operations require superb knowledge of communications
networks, computers and software in use, nodal analysis, and encryption techniques.

e Increase the interplay between the National Security Agency, Defense Information
Systems Agency, Joint Warfare Analysis Center, and Joint Command and Control
Warfare Center. The latter two organizations will both report to USACOM, bringing
synergy to the overall effort.

COUNTER PROPAGANDA OR EXPANDED PSYCHOLOGICAL OPERATIONS

In the post cold war security environment, US forces are frequently deployed to regional
situations, but the mission often involves tasks other than defeating an enemy force in open
combat. Disaster relief, humanitarian operations, peacekeeping, and peace enforcement are
among the missions the military has recently been assigned. In disaster relief situations, the
ability to communicate information and instructions rapidly and effectively to local populations
in their native language is important to the success of the mission. In operations that involve
intervention in regional conflict, however, an understanding of local cultures and the ability to
communicate key messages to the various factions is even more important. Every side in a
regional conflict will use local media and attempt to influence the world press. Some factions
will try to put US forces in a bad light or incite terrorist actions against them when it serves their
purposes. Bosnia was an example of an environment in which all sides attempted to inflame local
passions in ways that made accomplishing US, UN, and NATO objectives more difficult. The
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communications methods available to local factions are also getting more sophisticated. Cellular
telephones, Internet access, and satellite TV are commonplace even in underdeveloped regions of
the world.

Commanders need to consider the effects these propaganda campaigns can have in regional
conflict. At a minimum, US commanders need the ability to counter the most damaging of the
propaganda that will be used against them in these situations. Ignoring this dimension of an
operation can contribute to a loss of local and international support, an increase in the threat of
terrorist attacks, and an overall reduction in the chances of achieving mission success.
Insensitivity to local customs and perceptions can turn otherwise neutral factions into active
enemies as the Russians learned in their Chechnian campaign. Recent concerns about the
proliferation of weapons of mass destruction bring the need for communicating key messages
into even sharper focus. If the use, or threatened use, of weapons of mass destruction were
introduced into a regional crisis, the effect it would have on all factions could be enormous and
the ability to communicate messages of assurance or deterrence to affected populations could be
pivotal.

The skills required may sound much like the missions assigned to traditional psychological
operations (PsyOps) units, but envisioned here is something more sophisticated, more
responsive, and more fully integrated into operations than today’s psychological operations
capabilities. The United States needs the ability to employ these techniques even before
deploying forces, rather than attempting to phase in a counter-propaganda effort 30-60 days after
deployment. Like other dimensions of warfare, success in counter-propaganda efforts depends
upon good intelligence and advanced planning. This is particularly important since US forces are
usually deploying to regions where adversaries will have a home-court advantage in terms of
understanding both local issues and the communications infrastructure. Policy, doctrine, and
planning disciplines need to be revitalized and counter-propaganda measures integrated into
regional contingency plans. Failure to develop responsive and effective capabilities in this
increasingly important area will limit the ability of future operational commanders to accomplish
their missions.

In the area of psychological operations, the J-39 needs to initiate a joint, top-down review of
the PsyOps mission. The review should address concepts, policies, inter-agency requirements,
training, organization, and resource allocation. Questions addressed might include:

e Isthe community keeping pacé with changing technology?
* Does the intelligence community support the community’s requirements?

e Is the doctrinal and tactical development program keeping pace with the changing
demands of Joint Force Commanders?

e Is the community properly situated in the command structure?

* Does the exercise program support effectively integrating PsyOps capabilities into
joint campaigns?

e Is funding sufficient to exploit the discipline’s potential contribution to conflict
~ resolution?

The US military is committed to the path of achieving knowledge superiority in the
operational environment. There is a tendency, however, to allow the focus of this effort to center
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disproportionately on improving battlefield sensors and information displays. In addition,
operational concepts are becoming increasingly dependent on the assured availability of critical
information. The field of information operations is focused on protecting US access to
information, denying the same access to adversaries, and aggressively countering the propaganda
that has been used effectively in a number of regional contingencies. Although a number of
innovative concepts and technologies are emerging in this area, the ability to integrate this
important dimension of warfare into a theater campaign is immature. An effective
experimentation and exercise program led by USACOM is probably the single most important
step to improve effectiveness in this critical area.

The DSB task force supports these initiatives and urges the Department to place even
greater emphasis on information operations, particularly the protection of space-based
systems and their terrestrial interfaces.
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Responsive Global Targeting

One of the critical operational challenges described in this study is responsive, precision
targeting on a global scale. The vision is the ability to unambiguously identify, classify and
precisely locate potential targets; establish priorities for engagement; determine the desired
effects; and provide the means to deliver the desired effect at the right point in space and time
anywhere in the world. This concept requires advances in command and control, tracking and
targeting, and engagement that together extend flexibility and effectiveness well beyond what
current and near-term systems will provide.

Figure 20 depicts the enablers and the capability evolution for achieving responsive global
targeting. There are significant technical and operational challenges that need to be addressed to
achieve this ambitious goal. Some of the enablers required for responsive global targeting are
also necessary to achieve early combat effectiveness and knowledge superiority.
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Figure 20. Responsive Global Targeting

This section describes several key enablers to achieving a revolutionary responsive global
targeting capability: command and control, comprehensive tracking and targeting, registered
battlespace system, engagement, and HAE UAV platforms. Other enablers are addressed
elsewhere in this report.”’ '

17" Underground targets are addressed in Volume III. Weapons of mass destruction and urban targets are covered in Chapter 5.
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COMMAND AND CONTROL

The speed and diffused nature of a responsive targeting system present commanders with
new challenges as well as new opportunities. A commander is able to be far more effective when
target tracks are produced by combining information from disparate sensors, when data
correlation is increasingly automated, and when a positive hostile identification could result from
the stream of information. In addition, the targeting system can become more agile and
responsive. Since responsive targeting information will be provided simultaneously and in near
real time to many commanders across the battlefield, a more responsive process of
apportionment — deciding which weapon in which location shoots at which target — will be
required. Automated means with high assurance, which allow the joint commander to quickly
examine alternative courses of action, are required to facilitate these decisions. New concepts of
operations need to be developed, which in turn are likely to result in modifications to command
relationships. Joint experimentation and operational exercises are the right forum in which to
examine these issues.

COMPREHENSIVE TRACKING AND TARGETING

Sensor and sensor management are expected to evolve to a point of providing near
continuous coverage, high-fidelity signatures, and multiple viewing and signature
phenomenology of all objects in the battlespace. The goal is to locate objects — to less than one
meter error — from target designation to engagement. The challenge within the sensor network
and the information infrastructure is merging many and disparate sensor data into continuous fire
control quality track files that provide sufficient target identification, precision tracking, and
supporting knowledge to a commander. The commander in turn uses this knowledge to bring the
appropriate weapons to bear on any target, at any time, in any place.

An effective comprehensive tracking and targeting capability will require a number of
improvements:

e Robust and assured availability of differential GPS and denying the same to enemies;

e Tracking algorithms that integrate multiple sensor data into all weather associations
of move-stop-move, open to hidden, movement from one side of an obstacle to

another;

e Automatic target recognition aids and tagging schemes that ensure unambiguous
identification of all objects in the battlespace; and

e “Combat engagement capability-like” control algorithms that “lock™ all participating
sensors, weapons, and objects to a common time and space grid within the area of
focus from initiating target designation through post-engagement.

DARPA’s Moving Target Exploitation program is an example of a technology initiative that
can help enable the envisioned comprehensive fire control-quality tracking of ground movers.
The MTE program explores ways to enhance the contribution of one vital class of sensors —

GMTI radar.
MTE is developing techniques to:
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¢ Automatically initiate and maintain track and project movement of vehicles and
groups of vehicles over interesting times and through complex situations, as shown in
the top half of Figure 21; and

¢ Distinguish and identify moving targets, through high-resolution MTI radars (HRR)
ID ATRs, and moving target imaging, shown in the bottom half of the figure below.
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Figure 21. Moving Target Exploitation

The assumed reference for time and position object registration is differential GPS. The
criticality of its role for supporting this and other operations throughout the conflict, such as
timing, navigation, and precision guidance, demands that the system is available and resistant to
jamming and spoofing. The global availability of GPS is introducing vulnerabilities to US and
adversary warfighting postures. Measures to mitigate US vulnerabilities and exploit those of our
adversaries will be crucial.'®

The goal of continuous tracking represents a significant evolution beyond the current state-
of-the-art of sensor exploitation and management as discussed earlier in this chapter. Linking and
handoff between sensors to handle the many complicating cases of target behavior is critical. The
sensor management system's control algorithms must recognize and act rapidly on such
situations as targets moving into or out of foliage or structures, targets moving through
mountainous terrain, targets starting and stopping and moving again, targets joining up with or
splitting off from other targets, and similar target activity. The sensor exploitation algorithms

'8 Annex E contains an expanded discussion of enhancing and protecting GPS and Annex J contains an expanded discussion

on sensors.

60




need to efficiently integrate and update track files as handoffs occur. The information
infrastructure should be able to simultaneously support the disseminating of the track files to
commanders, weapons in flight, and all intermediate users with the required information content,
accuracy, and latency to serve the individual needs of each.

The foundation of successful targeting is unambiguous combat identification and
classification — distinguishing, identifying, and classifying hostile targets from other objects in
the battlespace. Advances in automatic target recognition are needed to progress from the near-
term, SAR-based capabilities that address simple and/or stylized scenes to the more realistic
cases of large numbers of targets in complex and changing environments. Complex target
identification will place on ATR the same challenges for sensor management and fusion as for
continuous tracking, with which it is synergistic and integral. Integrating such phenomenology
as hyperspectral, video, and interferometric SAR will be required. In addition to ATR, a key
contributor to combat identification will be tagging schemes, both electronic and physical, that
should be given much more R&D and implementation attention.

At the heart of the vision for responsive global targeting is expanding the "sensor to shooter”
concept to an architecture of fully distributed sensors and shooters, that are linked by the
Integrated Information Infrastructure, and controlled through a dynamic, continuous, and
adaptive command and control interface. A key technical enabler for this new capability is the
ability to “lock™ critical objects (sensors, shooters, targets, non-targets) into a common reference
frame throughout the duration of the designation to engagement timeline. This is similar in
notion to the cooperative engagement capability (CEC) currently being introduced into
integrated surface fleet and naval air engagements. But it is dimensionally more complex with
expansion to the combined ground and air battle and consideration of additional sensor and
weapon assets that may be able to "play" in the operational context.

The DSB Summer Study task force recommends that the Department, with the Assistant
Secretary of Defense for C’I as the lead, integrate space-, air-, and surface-based sensors and
associated tools for exploitation and management. Additional sensor development should
focus on continuous coverage and obscured targets such as foliage, underground, or urban
terrain.

REGISTERED BATTLESPACE SYSTEM CONCEPT

Prompt response to any global area requires an enduring, reliable, and precise navigation
system to enable precise weapons delivery. Advanced satellite-based precision positioning
systems, capable of navigation accuracy of one meter or better, such as wide-area differential
GPS, will enable US forces to use relatively low-cost, all-weather, launch-and-leave standoff
weapons to attack fixed and relocatable targets with high accuracy. This capability can be
provided worldwide for US forces within two years of a decision to proceed. The determining
factor for weapons accuracy becomes the accuracy with which the desired aim-point can be

specified.
This capability was demonstrated during an effort undertaken in 1993 to investigate the
possibility of achieving a three-meter CEP impact accuracy for the JDAM product improvement

program. The technology inquiry pursued two possible solution sets: seeker improvements
and/or navigation guidance improvements. Given that seekers have certain limitations, the
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navigation guidance improvement path was pursued. Two possible solutions to improve
navigation error were considered: the civilian DGPS system approach or the military dual-
frequency GPS receivers. The DPGS system employs pseudorange corrections generated by a
GPS reference receiver. This approach is limited in range since the user must remain within line
of sight of the ground receiver. In contrast, the military GPS receivers are capable of using
lonosphere-free pseudorange measurements that extend the range to greater than 1,000 miles. In
this case, range is a function of maintaining visibility with the satellite that is receiving
corrections from a regional ground station.

Using the latter approach in an Air Force-sponsored Joint Direct Attack Munition System
Program entitled “Exploitation of DGPS for Guidance Enhancement (EDGE),” four ground
stations were emplaced more than 1,000nm from the Eglin Air Force Base test range. Navigation
corrections from the distant network were uploaded to a modified GBU-15 — a 2,000 pound glide
bomb. In a release at 25,000 feet above an overcast, 1.4 miles from the target, the unpowered
weapon hit within 2 meters of an aim-point.

As guided weapons use high-precision differential corrections to reduce navigation errors,
and as guidance loops are optimized for minimum guidance error, the controlling factor for the
weapon CEP becomes the accuracy of specifying the target aim-point location in three
dimensional absolute coordinates (target location error). Minimizing this error will require
integrating reconnaissance and surveillance assets that can produce DTED 4-5 level data and a
referenced battlespace. The requirement has yet to be addressed or funded.

Target positioning accuracy of approximately one meter, with weapons delivery capability to
match, will substantially alter weight-of-effort calculations, bomb damage expectation, and
revisit rates. Implications for logistics are equally dramatic, driving down quantities of weapons;
requiring much smaller stockpiles, storage, transportation and distribution needs; and lowering
procurement quantities and funds. To the extent that such weapons can be standardized among
user Services and coalition partners, smaller weapons buys can be aggregated for efficient
purchases. This also leads to potential arrangements for sharing munitions and cross leveling
stocks and other initiatives to reduce the cost of ownership while increasing availability on short
notice.

GPS satellite clock and ephemeris error correction information can be transmitted to the
military user/system/weapon through the GPS satellite’s own navigation message. With this
approach, the user’s navigation system needs no additional datalink since the correction
information is obtained using the integral capabilities of the receiver itself. This mechanism
requires the involvement of the Navstar operating authorities to modify the control segment
uplink data to the satellites. These technologies can be seen as functionally equivalent to
providing a more precise positioning service GPS signal in space to the theater GPS user. For the
near term, correction datalink schemes that do not involve alterations to the GPS control segment
procedures should be considered. A variety of datalink schemes that link theater area surveyed
GPS reference receiver networks with user receiver systems can be used, depending on the
specific capabilities of the user receiver system platform.

The principal uncertainty in the implementation of this worldwide system is unhindered and
enduring access to ground site locations outside of the United States for the surveyed GPS
reference receivers. A possible but unlikely uncertainty is restricted access to subframe 4 of the
GPS satellite constellation.
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A militarized wide area differential GPS can provide the navigation accuracy necessary to
support relatively low-cost, all-weather, launch-and-leave standoff weapons suitable for fixed
and relocatable targets. Such geocoordinate-homing weapons can have high impact accuracy and
thus achieve increased kill probabilities per sortie. This accuracy was demonstrated by a
militarized wide-area differential GPS system in the Air Force EDGE program. With the
availability of advanced techniques to provide accurate target location information in absolute
coordinates, these weapons will dramatically alter military operations by providing high
probability of kill per attack while substantially reducing the logistics pyramid for a campaign.
Other significant applications could include mine warfare, precision airdrop, improved landing
and terminal area guidance, and improved forward observer targeting.

The task force recommends implementing a military differential GPS-based “common-
grid” to register targets, sensors, and weapons to a target location error of less than one meter.

ENGAGEMENT: NETWORK CENTRIC WARFARE

A new strategy is needed for target engagement capability, consistent with and leveraged
from a new generation of integrated sensor capabilities, distributed interactive command and
control, targeting based upon desired effects rather than any particular weapon, and a ubiquitous
Integrated Information Infrastructure. This capability is achieved by providing the field
commander with a family of weapons that share certain characteristics, but that complement each
other in terms of basing requirements and delivered effects. The shared characteristics include
minimal preparation time for targeting support, flexible basing requirements, and high precision
delivery of desired disabling effects. This approach requires a departure from the “stovepipe”
approach where a given weapon is “married” to a given sensor. Rather, weapons should require
only the appropriate functional information for initiation and use, but should be virtually
independent of the sources of that information, the particular sensors used to provide it, the
Service or Services responsible for operating those sensors, or their method of basing.

The advantages of an integrated engagement capability in terms of force characteristics are
well understood. The ability to deliver damaging effects with a high degree of precision on the
desired targets translates to an overall reduction in collateral damage — important at all levels of
conflict, but particularly important at the lower levels. It also means a reduction in the required
number and aggregate tonnage of weapons that needs to be delivered to the theater. This latter
benefit is compounded by a decrease in the logistics tail required. The benefits of distributing
weapons on, near, and above the battlefield are leveraged by the disassociation of particular
weapons from weapon-specific sensors and command and control elements. When coupled with
the ability to deliver weapons from standoff ranges without compromising precision, fires from
distributed locations can be massed with devastating effects. Lastly, the ability to deliver the
appropriate weapon on the appropriate target at the appropriate time provides the commander in
the field with an unprecedented ability to respond in a timely fashion to changing events with
whatever constitutes the most suitable response. Thus commanders need access to weapons —
both hard and soft kill effects — that can be used to neutralize targets from temporary disablement
to total destruction."

1 The weapon toolkit could contain smart jammers, high-powered microwave devices as they become available, and offensive
information operations techniques as well as precision bombs, missiles, and munitions.
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Achieving an integrated engagement capability entails significant operational and technical
challenges. Delivering weapons with sub-meter precision, particularly against moving targets,
requires data networks and weapons with low latency. If the weapons are to travel long
distances, yet with engagement accuracy characteristic of “zero time of flight,” this low latency
has to be maintained continuously. The concept of distributed sensors servicing a geographic and
functional distribution of weapons through a distributed command and control network and an
integrated information infrastructure requires the precise registration, both in space and in time,
of all participating elements as discussed in the previous section. While this is not difficult to
achieve in principal, doing so automatically on or above a moving battlefield with a myriad of
multi-service warfighting assets has significant technical and organizational challenges.

A different and even broader dimension of this challenge is in the degree of interoperability
that has to be achieved among all of the participating players. Again, the challenge is partially
technological but has important organizational implications, particularly when addressing real
time micro as well as macro interoperability between coalition partners, Services, sensors,
weapons, and control elements. The objective should be to take expensive “smarts” (and cost,
size, and weight) out of the weapon, and through proper force synchronization and offboard
technologies such as GPS, allow the weapon to function using the precision built into the sensor
and information network. '

While these capabilities can be achieved in principal, it is prudent to acknowledge a number
of uncertainties. First and foremost is the degree of precise interoperability and connectivity that
can be realistically achieved across all of the dimensions discussed. Achieving such
interoperability in a controlled experiment is one thing, in a true multi-element large fighting
- force another, and in the fog and turmoil of the battlefield is still another. A second concern is
the feasibility of the planning tools necessary to provide the joint commander with a quick and
reasonably accurate assessment of his options. Along with the flexibility inherent in an integrated
engagement capability is the added burden of making and assessing far more choices than are
available today within the rapid response time frame desired.

To counter this burden, the DSB task force suggests providing the commander a force
operations tool that is equivalent to a “battle lab in a box.” How to achieve this, capturing the
scope of what is required, maintaining a realistic degree of fidelity, and providing the
information to the commander in a short time without overwhelming him with indigestible
information needs to be examined, developed, and tested. The effect of battle damage or
reliability outages of individual equipment on the continued operation, precision, and viability of
this fully networked method of fighting is also a challenge. The distribution of the individual
elements should help, as will designing the integrating architecture in a way that avoids critical
single point failure nodes. The system should be evaluated in realistic experiments to find
unintended effects and undetected failure points and identify new vulnerabilities.

The Summer Study task force urges DoD — through the Joint Staff, the Services, and
DARPA — to develop effective dynamic planning tools for: 1) seamless planning and execution
of continuous operations and 2) targeting precision weapons and target allocation. These
tools need to be developed within the network approach to warfare.
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HEAvY LIFT HAE UAV PLATFORMS

Besides the airborne reconnaissance mission now envisioned for the High Altitude
Endurance Unmanned Aerial Vehicle (HAE UAV), such as Global Hawk (TIER II Plus) and
DarkStar (Tier III Minus), there are other potential combat missions for such platforms needing
heavier and larger volume payloads.”® These new missions include: the airborne sensor platform
for a cruise missile defense system; the airborne sensor platform for a boost phase intercept
ballistic missile defense system; the airborne receiver platform for a bistatic radar [called passive
coherent location (PCL)] approach to battlefield surveillance of anything that moves; the
airborne communications node and router for the multi-tiered Integrated Information
Infrastructure described in the previous section; and a loitering weapons delivery platform to
provide rapid response calls for fires against a wide spectrum of ground or surface ship targets.
This latter mission is a high-altitude, long-endurance, precision weapons delivery system that can
perform any of the missions currently envisioned for so-called Uninhabited Combat Air Vehicles
(UCAVs). Stand-off weapons allow the HAE UAV to stay out of reach of enemy surface-to-air
missiles and guns and simplifies the real-time command and control issues in managing the UAV
platform and deconflicting the airspace.

The technology is available to develop a heavier lift HAE UAV with large volume payload
bays. Payloads of 20,000 pounds are feasible while enabling the UAV to loiter for days
depending on fly-out range from the UAV base to the combat zone. An HAE UAV in this class
was examined in the DARPA TIER II Plus program.

For 21* century warfare, with the need to minimize loss of life and expensive manned
aircraft, the DSB urges the Air Force to expand the roles and missions Jor large, high altitude
endurance, heavy lift UAV systems.

SUGGESTED DEVELOPMENT INITIATIVES

In addition to many of the advances called out in each enabler, integration among enablers
will be key to implementing a responsive global targeting capability. As such, these suggestions
touch on both selected individual enablers as well as integrating efforts.

Precision Effects Architecture Development. The fundamental basis for responsive global
targeting is the development of a precision effects architecture (operational, systems, and
technical) which needs to include the functions of joint planning, targeting, effects assignment,
and target engagement. The architecture must be consistent with, indeed serviced by, the
Integrated Information Infrastructure and integrated with evolving sensor systems. Standards for
interfaces between command and control elements, sensors, engagement systems, targets, and
the Integrated Information Infrastructure need to be established. Developing this architecture
should require about two years. Execution should be accomplished by a Joint Task Force team
staffed by the principal strike planning schools in the Services: Air Force Red Flag, Army
Battlelab at Ft. Sill, Navy Strike Weapons Center, USMC Warfighting Lab/Marine Aviation

¥ HAE UAVs are high altitude (60kft to 80kft), long flight endurance, unmanned air vehicles remotely controlied through
satellite communication links.
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Weapons and Tactics Squadron-1 (MAWTS-1) and contracting support. The team should be
directed by USACOM as part of their overall responsibility for joint experimental warfare.

Joint Precision Effects Operations Planning. To facilitate rapid joint planning, operational
planning tools are needed to allow the timely assessment of and selection among options. This
workstation-based capability is aimed at joint precision targeting for the Joint Task Force
commander. Features to support rapid options assessment include movement and positioning of
blue forces, blue force/red target ensemble pairing, built-in engagement simulators to provide
"instant” feedback and assessment measures to the planner — in effect, a “battle lab in a box.”
The tool also enables push-button tasking to subordinate levels. The task force suggests that
USACOM, with DARPA support, take the lead in developing a prototype of this tool through a
two-year effort.

Weapons Modernization. The current inventory of strike weapons needs improvement to
conform to the joint, distributed tasking and guidance environment envisioned. Many are
amendable to upgrading. A two-step assessment is suggested. The first step is to evaluate the
* requirements for each weapon to evolve from a sensor-speciﬁc interface to one reliant on the
Integrated Information Infrastructure (as specified in the Joint Tactical Architecture) and to
upgrade its munitions/effects, precision, and range to meet projected new target sets.
Implementation with respect to cost, schedule, and risk, including requirements for new
development, should also be part of this assessment. In the second step, a joint precision effects
modernization plan would evaluate and integrate the results of step one to establish evolution,
deactivation, common new development requirements, priorities among options, and funding and
schedule assignments. Ownership for the task should be assigned to the USD(A&T), and the
work executed over a one year period.

Advanced Weapon Concepts In addition to modernization, the task force suggests
developing concept(s) and technologies for a new generation of longer-range precision strike
weapons. These system concepts are to be designed from the outset to meet the goals of
responsive targeting: off-board sensors interfaced via the Integrated Information Infrastructure
to guide it to the target; GPS synchronization; minimum 100km range standoff; commonality
and flexibility for multiple basing, delivery ranges, and payloads; precision delivery to sub-meter
accuracy, and “zero time” targeting preparation. The “blank sheet” nature of this effort is well
suited for assignment to DARPA, with Air Force and Navy participation. The recommended
program would be in two phases: a two-year first phase for concept exploration and critical
technology demonstrations; a second phase of three years for a system flight demonstration of a
preferred or representative concept.

Experiments. The experiments critical to responsive targeting should focus on integrating the
pieces outlined above with many of the elements recommended for the Integrated Information
Infrastructure and dominant battlespace awareness to demonstrate joint long-range precision
targeting and engagement. The framework for the experiments should be based on the precision
effects architecture, and the experiment’s command and control element should utilize the Joint
Precision Effects Operations Planning prototype. Both existing and simulated modernized
weapons should be included. Key factors for testing and understanding are the interfaces among
the command and control, the tactical operations centers, the integrated information

21 Annex K describes the concept of the Joint Tactical Architecture.
2 . o . . .
2 Volume II contains additional material on various advanced weapon concepts.
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infrastructure, sensors and weapons, and the complexities of planning and tasking in this
distributed, networked asset environment. The value of weapon modernization features,
improvements in timelines, and the added flexibility provided to commanders are also important
to assess. The experimental environment should also allow identification of conflicts, if any,
among individual Service doctrines as they are tasked to operate in a truly joint targeting
environment.
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Exploiting the Littoral Battlespace

Influencing events overseas requires a credible, forward-deployed, power projection
capability. The United States needs to maintain the capability to project power ashore against all
forces of resistance, ranging from overcoming devastated infrastructure, to assisting a friendly
people in need of disaster relief, to countering the entire spectrum of armed threats.

Forward-deployed maritime forces provide for scaleable expeditionary forces. These forces
make a major contribution to the five key elements of the Joint Vision 2010 concept of
operations to achieve battle space dominance. They are an asymmetrical strength that can
respond expeditiously to changing and unexpected events.

Superbly trained, fully combat ready forces need to be able to globally deploy to a potential
conflict within hours of the decision to do so. The ability to dominate the littoral battlespace will
be critical to success in many likely contingency situations. This section addresses that complex
operational challenge, as depicted in Figure 22.
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Figure 22. Exploiting the Littoral Battlespace

The top half of Figure 22 describes the evolving operational capabilities that are needed for
exploiting the littoral battlespace. The enablers across the bottom of the chart build on the
enablers needed for early and continuous combat effectiveness, assured knowledge superiority,
responsive global targeting, inter- and intra-theater mobility, and other operational challenges
such as urban operations discussed elsewhere in this report.

68



This section covers several of the key enablers required to achieve this capability: offensive
naval mine warfare; mine countermeasures; and defense against high-speed, stealthy, covert
missile and electronic combat boats. The important subject of chemical and biological warfare
defense was covered in some detail in the 1997 DSB Summer Study “DoD Responses to
Transnational Threats.” Key recommendations pertaining to force and infrastructure protection
are summarized in Chapter 5.

LITTORAL WARFARE

In many scenarios, US forces can expect to meet an adversary with capable area denial anti-
access systems and operations to slow, degrade, or halt penetration to their shore from the sea.
There is an evolving strategic competition between US global power projection and future
adversaries who are enacting and projecting sea area denial and anti-access systems.

These anti-access systems include: long-range surveillance of the seas using space-based
sensors and over-the-horizon radar; quiet diesel submarines; surface combatants; naval mines;
high-speed, small boats armed with anti-ship cruise missiles; shore-based, long-range, anti-ship
cruise missiles (both mobile and concealed); ballistic missiles employing radar terminal homing
guidance to attack surface ships; and air and missile defense systems at sea and shore-based.

In a military context, littoral battlespace goes well beyond the narrow definition of the
coastal region where the sea meets land. It also includes the adjacent land area that houses over
three-quarters of the world’s population, over 80 percent of the world’s capital cities, and much
of the marketplace for international trade.”> While representing a relatively small portion of the
world’s surface, many future conflicts will be associated with the littorals, those areas
characterized by great cities, well-populated coasts, and the intersection of trade routes where
land and sea meet.

The littoral region is frequently characterized by confined and congested water and air space
occupied by friends, adversaries, and neutrals — making identification profoundly difficult. This
environment poses varying technical and tactical challenges to naval forces. It is an area where
US adversaries can concentrate and layer their defenses. In an era when arms proliferation means
some developing nations possess sophisticated weaponry, there is a wide range of potential
challenges.”* Air and missile defense of littoral areas of operation is discussed in the Theater
Ballistic and Cruise Missile Defense section in Chapter 5.

OFFENSIVE NAVAL MINE WARFARE

With the exception of some small research and development initiatives at the Office of Naval
Research, the Navy is pursuing only one new offensive mine initiative. That program is the
Improved Submarine Launched Mobile Mine (ISLMM), which is jointly funded with Australia.

As part of the US Navy “tool kit” for littoral warfare, it would seem prudent to pursue
development of modern naval mines. The 1998 DSB Summer Study task force concluded that

B US Marine Corps, Marine Corps Doctrinal Publication 3, Expeditionary Operations and US Marine Corps Concept Paper,
Operational Maneuver from the Sea.
2 Department of the Navy, White Paper, ... From the Sea.
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there is a need for more focus on the part of the Navy to equip the force with offensive naval
mines designed specifically for support of operations from the sea.

MINE COUNTERMEASURES

Future operations will place a premium on highly mobile naval forces, with a responsive,
mine countermeasure capability. With the shift in focus by naval forces from the open ocean
strategies to the littoral regions, the potential for mines to frustrate operational plans has greatly
increased. American forces need an effective mine countermeasures (MCM) capability to operate
in distant waters in the early stages of regional hostilities; to protect vital follow-on sea lift
containing supplies and equipment for the joint force; to allow swift littoral power projection
operations; and to conduct follow-on clearance for humanitarian operations. Current MCM
capabilities do not adequately support these requirements. The DSB task force urges the
Department of the Navy to focus and sustain efforts on developing a viable and robust MCM
capability. Annex L contains and amplifies on information extracted from the US Navy/Marine
Corps concept for mine countermeasures.

In the aftermath of Desert Storm, American forces have done much to understand what went
wrong with MCM. The current interest in MCM needs to be sustained to ensure support in the
next crisis. Historically, the United States has not done well in the MCM area. Mines have
dramatically demonstrated the ability to stall, disrupt, or thwart a naval force. Interest in mines
recommences when problems arise during a war or conflict, but later, when budgets and force
structure are reduced, countermine capabilities must compete for resources with higher-visibility
programs, and interest in MCM wanes. The commander of the next war will have neither the
equipment and assets of previous commanders, nor the time (reduced now to hours and days vice
weeks) to conduct MCM to detect, identify, and breach or clear an enemy minefield that may be
more sophisticated than that faced in the last war. Mines will be used in the next conflict; they
remain a serious threat to US forces.

The DSB Summer Study task force recommends the following actions be taken by the
Department to develop an effective mine countermeasure capability:

¢ Provide a commitment from DoD, the Department of the Navy, and Naval leadership
to the evolution of mine countermeasures that will enable well equipped and trained
MCM forces to be deployed in future military operations.

o Challenge the research and development community to develop a technology 'leap’
and compress the development and deployment time of a family of efficient,
affordable, and autonomous MCM sensor platforms.

e FElevate the priority of mine countermeasures:

—~ Treat MCM as a co-equal among the major warfare mission areas by providing
appropriate investment for both resources and manpower;
— Develop realistic training mockups, simulation, and live MCM training ranges;
and
— Integrate MCM into joint, fleet, and coalition partner training exercises.
e Develop both supporting and organic MCM systems which are capable of:
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— High area search rate with low false alarm generation sensors that are adaptive
to the environment.

— Rapid deployment and employment with wide area detection, classification, and
identification of mines.

— Rapid and autonomous mine clearing with minimal danger to personnel at sea
and across the surf zones.

— Clandestine mine reconnaissance.

~ Avoidance and in-stride mine and obstacle breaching from deep water to inland
objectives.

o Develop an all-source, real-time, precision database which provides a. common
environmental battlespace picture for all MCM forces. It needs to have the capability
to provide real-time environmental assessments and forecasts.

e Develop a C'I architecture that supports the full range of MCM operations including:
high data rate, near-real-time data exchange of intelligence and reconnaissance
information that must be shared among all MCM forces and relevant command

nodes.

e Develop self-protective measures including mine avoidance, signature manipulation,
and shock hardening.

DEFENSE AGAINST HIGH-SPEED, STEALTHY, COVERT MISSILE AND ELECTRONIC
COMBAT BOATS

A serious asymmetric threat against US control of the littoral sea battlespace could be the use
of swarms of fast, agile, small missile boats. At the extreme small end could be dozens of single-
man jet-ski boat-like vehicles armed with “Stinger” or anti-armor missiles deployed in a critical
straight. High-speed, small boats of this sort could pose a significant harassing threat to US ships
and helicopters. While the warhead size required to do significant damage to a surface combatant
may require a weapon larger than an anti-armor missile, something that small can be used to
attack surface logistic ships.

Another approach is to use larger boats, which are indistinguishable from local shipping
crafts, such as junks, fishing boats, and dhows. In this case, the problem is not only defense
against “swarming” attacks, but also identifying which are hostile craft, in time to destroy them.
Such tactics were played in a US Navy war game a few years ago. The at-sea combat was in the
Taiwanese Straights and the results were not favorable to US forces. Also, the junks and fishing
craft employed acoustical noise makers to degrade US sonar. Small boats could also be used as
platforms to jam communications and to jam air defense and surface defense radar and GPS
receivers at close ranges to US surface ships. It would be quite difficult to sort out which boats or
junks had the jammers.

For attacks in darkness or in poor visibility, the enemy might resort to brief use of active
radar for target identification, acquisition, and range to target and launch an anti-ship surface
skimming missile. For such threats, US surface ships need to be equipped with organic signals
intelligence intercept and direct finding capability with automated signal identification and
classification.
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Inter- and Intra-Theater Mobili

Used in the broadest sense of the term, global force projection includes logistics and inter-
and intra-theater mobility by sea, air, and land. A desired set of capability goals by 2010 and
beyond for inter- and intra-theater mobility are captured in the box in the upper right of F igure
23. The enablers shown across the bottom include several major developments that will take
sustained investment over the next ten to fifteen years.
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Figure 23. Inter- and Intra-Theater Mobility

This section discusses the following key enablers: an offshore expeditionary sea base called
MPF-2010 Plus, a C-130 replacement in the form of a Super-Short Take Off and Landing
(SSTOL) aircraft, and a fast ship-to-shore shuttle ship for off loading the MPF-2010 Plus ships.
Many of the other enabling capabilities are discussed in Volume II or have been discussed earlier
in this report.

INTER- AND INTRA-THEATER MOBILITY CONCEPT OF OPERATIONS®

Depicted in Figure 24 are current and potential future options to globally move people and
equipment to and from the continental United States to theaters of operation. Across the top,
strategic sea and airlift might move directly from CONUS into friendly, secure seaports and

# Volume II contains an expanded discussion of inter-theater airlift.
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airports of debarkation (SPOD/APOD). While this is the most desired case, it may not be the
most likely. Thus, the United States needs new capabilities such as sea-based operations and
logistics areas into which strategic sea lift delivers people and equipment for onward movement
to tactical areas. In some cases there may be a friendly third country in the littoral area with
usable APODs and SPODs, that could also be serviced with the SSTOL aircraft and fast shuttle
sea lift.

Inter/Intra Theater Mobility
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FSSL - Fast Shuttle Sea Lift

THIRD COUNTRY

Figure 24. Inter- and Intra-Theater Mobility Concept of Operations

For either alternative, SSTOL aircraft provide a means to move forces and equipment to
ashore landing areas (600 feet landing zone), and fast shuttle sea lift moves forces to the beach or
small piers. The recommended addition to the planned MPF-2010 ship is an air-capable support
platform with a 600 foot deck runway and a sea well to load and unload fast shuttle sea lift boats
for heavy and bulky cargo.

Today, C-130 and sometimes C-17 aircraft provide the primary in-theater air mobility.
However, the C-130 needs airfields with runways of at least 1,800 feet in length and 60 feet in
width. Similarly, sea lift from the continental United States is dependent on large in-theater ports
which are vulnerable to shut down by chemical or biological weapon attacks or by conventional
weapons attack. In both cases, secondary distribution by truck is employed and forces and
support must move through multiple nodes in the potential combat zone. Such land logistics
distribution is less compatible with future non-linear land warfare concepts. Direct distribution
by air from CONUS or from sea bases to terrestrial combat forces is needed.

In the mid term, logistics visibility can be improved with a combination of an improved data
system and tagging containers which can be machine read as they progress through the logistics
process. In addition, modern commercial port and airbase handling procedures can reduce trans
shipping delays. Land-based ballistic and cruise missile defense systems are being developed to

73




provide protection to airbases and seaports but these systems themselves require heavy lift that is
likely to be stressed during the first days of a conflict. However, ship-based area air and missile
defense may be possible on the first day of combat with coverage well inland, depending on a
secure littoral sea basing area and sea forces forward deployed based on strategic warning.

In the long run, an additional intra-theater logistics and mobility system is envisioned. This
system would employ a combination of in-theater littoral sea bases (ships) capable of air
operations, combined with a new SSTOL intra-theater aircraft capable of operations from sea or
land bases into short, hastily prepared areas. These, in combination, would provide more
freedom from missile threats but would still have to be protected from attack using naval forces
capable of defending against undersea, air, and missile attacks.

The sea bases could also operate with new heavy-lift, high-speed, sea-ferrying craft capable
of transporting bulky and heavy equipment and personnel ashore at high speeds. To enable this
concept, the new family of combat, supply and troop ground mobility vehicles, described in
Chapter 3 and Annex F, will also be needed. Additional reductions in logistics need to be made
by designing all vehicles to be fuel-efficient through the use of new technologies such as
improved gas turbines, fuel cells, and hybrid electric drives.

OFFSHORE EXPEDITIONARY SEA BASE: MPF-2010 PLUS

The current Maritime Prepositioning Force (MPF) is a deployment option allowing forward
Marine Expeditionary Forces (MEF (FWD)) — including a ground combat element, aviation
combat element, command element, and combat service support element — to be rapidly
deployed by air and united with prepositioned stocks of equipment and materiel stored in ships in
forward theaters. The ships offload their stored equipment and supplies at an available port or in-
stream using organic lighterage. These ships are designed for point-to-point delivery of
administratively loaded containers and rolling stock. A large area on the beach is required to
unload containers and associate the correct equipment and supplies with each unit. This process
takes about 10 days in a benign environment before the MPF Marme Air Ground Task Force
(MAGTF), a force of 17,000 Marines, is combat ready.

The goal of the MPF-2010 Plus concept is to provide a sea base from which combat-ready
Marines can be deployed and sustained with minimum host nation support facilities. The MPF-
2010 Plus ships will require capabilities that are not in the current ships, like accommodations
for embarked Marines, assembly and staging areas, and facilities for command and control. Such
a sea base permits Marines who deploy via the ships of a Maritime Prepositioning Ship Squadron
to participate in Operational Maneuver from the Sea and Ship-to-Objective Maneuver. The
forces committed ashore will be resupplied from the sea base, which will be replenished by Navy
combat logistics ships or commercial ships. Also required is the capability to reconstitute and
redeploy the MPF-2010 in theater.

THE REQUIREMENT

Four “pillars” define the requirements of future MPF operations:

e Force Closure. Provide for the at-sea arrival and assembly of the MPF-2010 Plus
ships, eliminating the requirement for access to secure port and airfields.
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e Amphibious Task Force Integration. MPF will reinforce the assault echelon by
providing facilities for tactical employment of assault support aircraft, surface assault
craft, advanced amphibious assault vehicles, and organic lighterage through sea state
three. ‘

e Indefinite Sustainment. Provide indefinite sustainment by serving as a sea-based
conduit for logistic support.

e Reconstitution and Redeployment. Conduct in-theater reconstitution and
redeployment without a requirement for extensive material maintenance or
replenishment at a strategic sustainment base.

This concept defines a requirement for a triad of functional capabilities that will provide the
revolutionary leap in performance to meet the MPF-2010 Plus concept:

o A fast deployment capability to deploy the combat-essential equipment for a battalion
landing team or similarly sized unit, along with a limited amount of palletized cargo.

e A reinforcement capability to deploy the equipment and 30 days of sustainment for a
MEF (FWD).

e A sustained sea-basing capability to furnish the full range of logistics support and
serve as a conduit from strategic bases to provide indefinite sustainment for the MPF

MAGTF.

These requirements describe a greatly expanded function for MPF ships. Force closure
implies accommodations on the ships for up to 17,000 Marines and an area on the ships for
assembly and staging. Amphibious task force integration implies interfaces for air and surface
assault craft as well as capability for selective offload of rolling stock. Indefinite sustainment
implies selective retrieval and offload of cube cargo, air-based resupply of the ground combat
forces, and replenishment of the sea base by commercial or Combat Logistics Force ships.
Reconstitution implies an intermediate maintenance capability for aircraft and vehicles on the sea

base.

THE MPF-2010 PLUS CONCEPT

The resulting ship design concept for the MPF-2010 Plus, as shown in Figure 25, is a
single hull that combines an expanded air capability over the LHD/LHA Class amphibious
assault ships, a well deck capability, and the capacity for preposition equipment as described in
the requirements.”®

2 Annex M describes the key features of this ship in more detail.
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Sea Base for Theater Power Projection

Side Elevator

Telescoping Antenna
and Bridge

Gas Turbine Generator

Electric Propulsion
Well Deck for Heavy Lighterage

Figure 25. MPF-2010 Plus

Each sea base ship will carry 10-15,000 tons of Army and Marine Corps materiel as well as
" 2,000 troops. In addition to delivering cargo by air to the beach and directly deep inland, it is
envisioned that this ship also have a wet-well from which cargo would be delivered
simultaneously by waterborne craft such as the current LCAC designs and new fast shuttle sea
lift ships. Together the air and ship delivery capability meets an offload rate of material of 400
tons per hour. Internally, the ship will be a sophisticated warehouse using modern material
handling techniques driven by automated computer controls and computer-based information
system software to achieve this desired offload rate.

To accommodate the mission requirements, a displacement of 55,000 to 65,000 long ton size
ship would be required. The principal difference, in addition to size, over the current Navy
amphibious ships is the increased sustainability built into the design. This would allow for longer
on station operation without the need for continuous resupply. The amount of fuel, stores, and
other consumables would be increased along with personnel support facilities for extended on-
board deployments. '

The ship design would take advantage of engine and computer technology — large aircraft
derivative gas turbine propulsion engines and computer-controlled cargo handling and stowage
systems — to both improve the mission capability and make it easier to construct. Today turbines
in the 68,000 horsepower range are available for shore power stations and can be modified for
marine use. Instead of the three large, maintenance-intensive boilers and two steam turbines used
on the LHD, the MPF 2010 Plus ship would have two gas turbines that could be replaced in a
matter of hours if needed.

The propulsion plant arrangement would be an element of an electrical integrated power
system. The propeller would be driven by a large electric motor located deep in the side hulls
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with the gas turbine generators located higher in the hulls. This plant arrangement eliminates one
of the major design issues for amphibious ships — the long propulsion shafts needed to
accommodate the well deck in the stern of the ship. With the gas turbine generators located
higher in the hull, the penalty from large air intakes a