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1-18. DoDD 5535.3, DoD Domestic Technology Transfer (I2) Program. The directive
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DoDI 5535.8, DoD Technology Transfer (T2) Program. The instruction identifies
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The directive and instruction replace DoD 3200.12-R-4, Domestic Technology
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1-19. To register for DTIC Services. The Registration Guide to the Defense Technical
Information Center (DTIC) has been rewritten and is now located in an electronic
format on DTIC's homepage. Go to DTIC's homepage, www.dtic.mil, and follow
the registration process.

1-20. MIL STD 1806, Marking Technical Data Prepared by or for the Department of
Defense. This canceled standard provides procedures for the marking of classified
and unclassified technical information with distribution statements and the export
control warning. It answers questions about what should be marked, where the
markings should be placed, and how to determine export-controlled data. The
standard is no longer cited on contracts as the marking authority because it was
canceled in 1995. It is available from DTIC as a guidance document.

(AD-A283 939)

1-21. AFPD 61-2, Management of Scientific and Technical Information. The policy
directive describes the Air Force STINFO Program and assigns responsibilities.
Attachment 1 lists three measures of compliance. Attachment 2 lists activities that
require full time STINFO Officers. All five implementing instructions are included
in the STINFO Documentation. The directive and implementing instructions are in
revision.

AFI161-201, The Local Scientific and Technical Information Process. The
instruction establishes the procedures, processes, and management guidelines for
local STINFO Officers. Duties are listed, including Office of Primary Responsibility
(OPR) ones. Attachments 1 and 2 are compliance checklists.

AFPD 61-2 and AFI 61-201 replaced AFR 83-1.

1-22. AF1 61-202, United States Air Force Technical Publications Program. The
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processing, and distribution of Air Force technical publications generated
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1-23. AFI 61-203, The Work Unit Information System. The instruction establishes
procedures for conducting literature searches of the Defense RDT&E Online
System (DROLS), commercial databases, and the open literature and the
preparation and reporting of work unit information summaries to DTIC.

The instruction is being revised to reflect, among other changes, the name
changes from Work Unit Information System (WUIS) to Research Summaries
(RS). AF1 61-203 replaced AFR 80-12.
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1-24. AF1 61-204, Disseminating Scientific and Technical Information. The instruction
discusses the marking of technical data with distribution statements and the export
control warning notice. It describes the contractor certification process for access to
export-controlled technical information and discusses the handling of requests for
such information. The requirement for a destruction notice is addressed. The
instruction is in revision. AFI 61-204 replaced AFR 80-30, AFR 80-34, and AFR
83-3.

1-25. AFI 61-205, Sponsoring or Co-Sponsoring, Conducting, and Presenting DoD-
Related Scientific Papers at Unclassified and Classified Conferences, Symposia,
and Other Similar Meetings. Attachment 1 is a useful checklist. AFI 61-205
replaced AFR 80-43.

1-26. AFRLI 61-201, Research and Development (R&D) Case Files. The instruction
establishes policies, responsibilities, and procedures for initiating, managing,
maintaining, and retiring Air Force Research Laboratory R&D case files. A case
file constitutes the complete history of a RDT&E or similar work effort. The
instruction was reissued in 2000 with limited distribution.

1-27. AR 70-45 (Draft), Research, Development, and Acquisition Scientific and Technical
Information Program. The regulation describes the Army STINFO Program,
assigns responsibilities, explains how it is organized and conducted, and how
STINFO resources are to be managed. STINFO Manager duties are listed.

This is the only regulation for the Army STINFO Program. It is in draft form
and will replace seven current regulations.

1-28. SECNAVINST 3900.43, Navy Scientific and Technical Information Program. The
instruction was reissued in 2002. It provides guidance on Department of the Navy
policy and concepts and assigns responsibilities for the Navy Scientific and
Technical Information Program (STIP). It requires the designation of at least one
STIP Focal Point for each command/activity.

ONRINST 3900.36, Navy Scientific and Technical Information Program (STIP).
The new instruction was issued in 1994 and implements SECNAVINST 3900.43,
Navy Scientific and Technical Information Program, and further defines
management responsibilities. It states specific actions that form the basis of the
Navy STIP and specifies the major duties of the STIP Focal Point.

1-29. AMC-PAM 70-6, Research and Development Opportunities with the U.S. Army
Materiel Command. The revised pamphlet, dated September 1999, was published in
2000 and contains information on the various Army industrial programs, such as the
Technical and Industrial Liaison Office (TILO) network. The information is of
interest to DoD-wide activities.




1-30. Naval Potential Contractor Program (NPCP) Application Guidebook. This

guidebook, dated 21 March 2001, contains basic information on the NPCP and
includes detailed instructions on how to apply. The information is of interest to
DoD-wide activities. This is the web version of the guidebook.
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2-1.

2-2.

2-3.

2-4.

DD Form 250, Material Inspection and Receiving Report. This form is used to
accept the required deliverable(s) on a contract. By signing it, the sponsoring DoD
organization acknowledges that the item(s) conform with the quality and quantity
requirements of the contract. The form was revised with a date of August 2000.
Tab 2-1 contains a blank DD Form 250. Two examples of completed DD Form 250
are included in the class training materials.

DD Form 254, Department of Defense Contract Security Classification
Specification. This form is used to specify the kind of classified information
access that is required on a contract. The form was revised with a date of
December 1999. Tab 2-2 contains a blank DD Form 254.

DD Form 1423, Contract Data Requirements List (CDRL). This form is used when
technical data is required under a contract and specifies all the required deliverables.
It is completed by the person who is responsible for the data requirements of the
contract, with the assistance of a data manager, and is processed by the contracting
office. The form was reissued with a date of February 2001. Tab 2-3 contains
examples of completed DD Form 1423 and a blank DD Form 1423.

STINT Research Summay (RS) Worksheet. This form represents the data elements
in the Research Summaries (RS) database. The name of the database has changed
over the years from Work Unit Information System (WUIS) to Technical Effort and
Management System (TEAMS) to RS. Tab 2-4 contains a blank worksheet.
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2-5.

2-6.

2-7.

2-8.

2-9.

DD Form 1540, Registration for Scientific and Technical Information Services.
This form, dated 2001, is used to register for DTIC products and services. It
determines the duration of the registration and subject fields of interest for
classified products and services. It is the only registration form required for DoD
and other U.S. Government agencies. DoD organizations must submit the actual
form for access to classified information but may register over the telephone for
access to unclassified information. Other U.S. Government organizations must
submit it for access to limited and classified information. Contractors must
submit the DD Form 1540 for access to information at DTIC. A separate form
must be completed for each contract or grant, and the registration is in force for
the length of the contract. The form is in revision. The form was revised with a
date of June 2001. Tab 2-5 contains a blank DD Form 1540 and helpful hints
sheet for completing the form.

DD Form 2345, Militarily Critical Technical Data Agreement. This form is
required for access to export-controlled technical data by contractors, including such
technical information available from DTIC. The form is submitted to the Defense
Logistics Information Service (DLIS), Battle Creek, MI for certification. Certified
contractors are eligible to receive export-controlled technical data for a renewable
period of five years, and their names are placed on the Certified Contractor Access
List (CCAL). The form was revised and reissued in 2001. Tab 2-6 contains a blank
DD Form 2345 and two helpful hints sheets for completing the form.

DTIC Form 1, Document Order Form. This form is used to order documents from
the DTIC collection. Document orders may also be placed through DROLS or by
telephone, letter, FAX, email, or via the DTIC Home Page. The form was revised
and reissued in October 1999. Tab 2-7 contains a blank Form 1 and an electronic
Document Order Form.

DTIC Form 6, Deposit Account Notification Form. This form is used to register the
National Technical Information Service (NTIS) deposit account number with DTIC.
The deposit account number must be on file at DTIC. DTIC accepts orders by
deposit account and by credit card. Tab 2-8 contains a blank DTIC Form 6 and the
NTIS Deposit Account Application form.

DTIC Form 50, DTIC Accession Notice. Contributors should include this form
when submitting documents to DTIC. The assigned accession number (AD) is
written on the form by DTIC and returned to the contributor. The form is considered
areceipt. AD notification can also be received by email through the Contributor
Feedback service. This service requires registration. Tab 2-9 contains a blank DTIC
Form 50 and a copy of the Contributors Feedback form.




2-10

2-11.

2-12.

2-13

. DTIC Form 55, Request for Release of Limited Document. This form is completed

when a requester does not meet the audience of an assigned distribution statement.
The form is submitted by DTIC to the Controlling DoD Office responsible for
determining if the specified document should be released to the requester. The form
was revised and reissued in 2000. Tab 2-10 contains a blank DTIC Form 55 and a
blank DTIC Form 55B, the Embassy Request Form.

DTIC Form 64, Request for DTIC Database Products. This form is used to request
a search of a DTIC database or to subscribe to one of the bibliography services.
Tab 2-11 contains a blank DTIC Form 64 and an electronic Request for DTIC
Database Products.

DTIC Form 530, Nonprint Form. This form is used to submit nonprint documents,
software, data files, and databases to DTIC. Formats include videorecording,
computer diskette, magnetic tape, and CD-ROM. It provides a one page summary
of the bibliographic information and physical characteristics of the particular
nonprint product and forms the basis of the DROLS record. Tab 2-12 contains an
example of a completed DTIC Form 530. A WORD version is available on the
DTIC homepage and as a template in the STINFO class.

. SF 298, Report Documentation Page. This form is used to submit paper and

microfiche documents and documents submitted electronically over the Internet to
DTIC. It replaced the DD Form 1473. It provides a one-page summary of the
bibliographic information for the particular document and forms the basis for the
DROLS record. A revised form was issued in August 1998 and is available in
various electronic formats. A WORD version is available on the DTIC Homepage
and as a template in the STINFO class. Washington Headquarters Service offers
versions in Form Flow and PDF. Tab 2-13 contains a blank copy of the revised SF
298 and one example of a completed SF 298 in the old version.

2-14. Data Item Description (DID). The DID states the required format and contents

preparation instructions for each deliverable on a contract. For example, DI-MISC-
80711A, Scientific and Technical Reports, states that ANSI Z39.18, Scientific and
Technical Reports - Elements ,Organization, and Design,, shall be used for technical
report format. The DID is referenced on the Contract Data Requirements List
(CDRL). Revision of MIL-STD-963, Department of Defense Standard Practice for
Data Item Descriptions (DIDs), removed the requirement to use the
DD Form 1664 for DIDs. DIDs are now prepared in plain paper format.
DD Form 1664 was canceled with a date of November 2, 2000. Tab 2-14 contains
DI-MISC-80711A and one other technical publication DID.

2-15. Request for Scientific and Technical Report. This letter is used by DTIC to order

documents that are not in the DTIC collection. Tab 2-15 contains an example of the
letter and a form that serves as a substitute.




2-16. Independent Research and Development (IR&D) Data Block. This document
contains the data elements for an IR&D project for inclusion in the database. The
database is now web-based. Tab 2-16 contains a blank document since the database
is proprietary.

2-17. FAR/DFARS. There are several procurement items in Tab 2-17 pertaining to
technical documents/data:

a. FAR 35.010. Research and Development Contracting--Scientific and
Technical Reports. This subpart requires that: a) a contractor furnish a report as the
permanent record of the work accomplished under a R&D contract; b) copies be
submitted to NTIS; and c) the SF 298 be submitted when agencies require that
completed reports be covered by a report documentation page.

b. Contract Provisions for Providing Technical Reports to the Defense
Technical Information Center. This DDR&E memorandum addresses the reporting
requirements of the FAR and DFARS, including the roles of DTIC and NTIS.

c. DFARS 235.010(b). Research and Development Contracting--
Scientific and Technical Reports. Among a number of provisions,
DFARS 235.010(b) establishes the requirement that DTIC is responsible for
collecting all reports that are the products of scientific and technical observations,
findings, recommendations, and results derived from DoD endeavors, including
both in-house and contracted efforts.

d. DFARS 252.235-7010. Research and Development Contracting--
Acknowledgment of Support and Disclaimer. This clause is used in research and
development contracts.

e. DFARS 252.235-7011. Research and Development Contracting—
Final Scientific or Technical Report. This clause states the requirement for the
contractor to submit the approved technical report to DTIC.

f. DFARS 227.71. DoD Rights in Technical Data (Introduction). This
is the first page of the subpart issued in 1995. The subpart describes DoD rights and
responsibilities related to the receipt of technical data marked with restricted or
protected legends by a contractor. There is also DFARS 227.72, Rights in Computer
Software and Computer Software Documentation.
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2-18. DFARs. There are two DFARS sections in Tab 2-18 pertaining to literature

searching and procurement:

a. DFARS 237.272(b), DoD Contracted Advisory and Assistance
Services--Requesting Activity Responsibilities. DEARS 237.272(b) establishes the
requirement that on the acquisition for studies, the purchase request package must
contain a signed statement that: a) DTIC and other information sources have been
queried; b) evidence of those queries are on file; and c) no existing scientific and
technical report could fulfill the requirement.

b. DFARS 235.70, Research and Development Contracting --Research
and Development Streamlined Contracting Procedures. This subpart prescribes
streamlined procedures for acquiring research and development using a standard
solicitation and contract format and the capabilities of the World Wide Web. DTIC
and literature searching are mentioned in Section H.2, Special Contract
Requirements--Scientific/Technical Information, of the standard RDSS/C format.
Section H.5, Nonstandard Clauses, includes the clause entitled Final Scientific and
Technical Report.

2-19 Notice to Accompany the Dissemination of Export-Controlled Technical Data. This

notice must accompany all export-controlled technical information that is
distributed to certified U.S. contractors. All export-controlled documents distributed
by DTIC contain the notice. Tab 2-19 contains a copy of the notice.

2-20. ANSI/NISO Z39.18-1995, Scientific and Technical Reports - Elements,

2-21.

Organization, and Design. This standard replaced MIL-STD-847B, Format
Requirements for Scientific and Technical Reports Prepared by or for the
Department of Defense, and is the recommended guideline for publishing technical
reports. DoD has adopted the standard. The copyrighted publication is part of the
STINFO Manager training class courseware and may be downloaded for free from
the Internet. A hard copy may be purchased from the NISO Press, Techstreet, 310
Miller Avenue, Ann Arbor, MI 48103 or by calling 1-800-699-9277. The standard
is in revision. Tab 2-20 contains a copy of the standard.

ANSI/NISO Z39.23-1997, Standard Technical Report Number Format and
Creation. This standard provides a uniform format for the assignment of report
numbers to technical publications of all types and formats and is the recommended
guideline. The standard was reissued in 1997. The copyrighted publication is part of
the STINFO Manager training class courseware and may be downloaded for free
from the Internet. A hard copy may be purchased from the NISO Press, Techstreet,
310 Miller Avenue, Ann Arbor, MI 48103 or by calling 1-800-699-9277. Tab 2-21
contains a copy of the standard.

2-22. DoD Information for Industry Offices/Potential Contractor Program Focal

Points/Offices of Research and Technology Applications. Tab 2-22 contains lists of
personnel in the various DoD industrial programs.
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2-23. Finding STINFO Documentation - Sampling. Tab 2-23 contains a list of sources for
DoD regulations, forms, and specifications and standards.

2-24.USAF STINFO Management Bibliography. During 1990, a series of office
management reports were produced by the office of the AF STINFO Program
Manager. Formats include paper, computer diskette, and videorecording. Tab 2-24
contains a list of the reports, including assigned AD numbers for ordering from
DTIC.

2-25.NASA/DoD Aerospace Knowledge Diffusion Research Project Publications. Started
in 1989, this study explored the diffusion of STI throughout the aerospace industry.
A book presenting the completed results was published in 1997. The study was
comprised of four phases. Phase one studied the information-seeking methods of
U.S. aerospace engineers and scientists. Phase two addressed the transfer of STI in
government and industry and the role of librarians and technical information
specialists in that transfer. Phase three looked at the use of STI in the academic
aerospace community. Phase four examined knowledge production, use, and
transfer of STI among non-U.S. aerospace organizations and aerospace engineers
and scientists. Tab 2-25 contains a list of published reports and papers, including
assigned AD numbers for ordering from DTIC. Ordering information for the book
is also included.

2-26. DTIC Products and Services Catalog. Tab 2-26 contains a copy of the 2000-2001
catalog. The up-to-date version can be found at
http://www.dtic.mil/dtic/pscatalog_sepl.pdf.

2-27. NTIS Catalog of Products. Tab 2-27 contains a copy of the NTIS catalog. An
electronic version can be found at http://www.ntis.gov.
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Department of Defense

DIRECTIVE

NUMBER 2002.3
August 15, 1985

USD(P)
SUBJECT: Clearance of Research and Studies With Foreign Affairs Implications

References: (a) DoD Directive 5100.62, "Clearance of Research and Studies with
Foreign Affairs Implications," August 19,-.1969 (hereby canceled)

(b) DoD Directive 5010.22, "DoD Contract Studies Management,"
March 25, 1982

1. REISSUANCE AND PURPOSE

This Directive reissues reference (a), updates policy and procedures, and assigns
responsibilities and authorities for clearance of foreign area research study grants and
contracts that may have potentially adverse implications for U.S. foreign relations.

2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense (OSD), the Military
Departments, the Organization of the Joint Chiefs of Staff (OJCS), the Unified and
Specified Commands, and the Defense Agencies (hereinafter referred to collectively as
"DoD Components").

3. DEFINITIONS

3.1. DoD-Sponsored Foreign Affairs Research. Research programs and studies
in the social and behavioral sciences dealing with international relations, or with
foreign areas and people, whether conducted in the United States or abroad, that are
supported by contracts or grants. In-house research is not included under this
Directive. '




DODD 2002.3, August 15, 1985

3.2. Potentially Adverse Foreign Affairs Implications. Applies to foreign affairs
research, the effect of which may create or exacerbate sensitive situations for the U.S.
Government in its relations with other governments. These possibilities are likely to
occur particularly in projects that include conduct of overseas field research by U.S.
contractors or grantees; foreign travel performed under terms of a grant or contract for
any other purpose related to foreign affairs research; conduct of foreign affairs
research by foreign contractors in foreign areas; contact with foreign nationals;
substance relating to international relations; and research or any study focusing on
contemporary characteristics of the culture, politics, or institutions of foreign countries.

4. POLICY

4.1. Itis DoD policy that foreign affairs research that may have potentially
adverse foreign affairs implications be reviewed expeditiously by the Under Secretary
of Defense for Policy (USDP) before initiation or award of a contract or grant, and that
the conduct of such research or studies be monitored and administered in such a way
as to avoid adverse effects on U.S. foreign relations.

4.2. The policy originates with a mandate from the President to the Secretary of
State to establish procedures to ensure that foreign affairs research is conducted in
such a way so as not to impact adversely U.S. foreign relations. Department of State
(DoS) guidance for the implementation of that policy is contained in enclosure 1.

4.3. DoD Directive 5010.22 (reference (b)) contains overall policy guidance for
the management of DoD contract studies, and specifically reserves the coordination of
foreign affairs research to the provisions of this Directive.

5. RESPONSIBILITIES

5.1. The Under Secretary of Defense for Policy, or designee, shall be responsible
for sensitivity review and approval of all foreign affairs research with potentially
adverse foreign affairs implications sponsored by contract or grant. In carrying out
these responsibilities, the USDP shall serve as the clearance point in the Department of
Defense and the originator of DoD requests for coordination with the DoS, in
accordance with enclosure 1. The review and approval of foreign affairs research
shall be limited exclusively to the determination of the potential adverse consequences
such research may have for U.S. foreign relations. Clearance of such projects may not
be construed as an endorsement of the need, method, or value of the project.




DODD 2002.3, August 15, 1985

5.2. Heads of DoD Components, or designees, shall establish procedures to
ensure compliance with this Directive.

6. PROCEDURES

6.1. DoD Components undertaking foreign affairs research with potentially
adverse foreign affairs implications shall request approval to do so from the USDP.
Such requests shall include the following information:

6.1.1. Title and brief description of project.

6.1.2. Project scope/purpose.

6.1.3. Names of contractor/grantee and principal researchers.
6.1.4. Estimated project cost.

6.1.5. Description of proposed field work, to include countries to be visited,
approximate dates, and extent and type of contact with foreign nationals here or abroad.

6.1.6. Any record of previous discussion of the project with U.S. diplomatic
mission personnel.

6.1.7. Project classification, if any.
6.1.8. Proposed disposition of reports.

6.2. The USDP, or designee, promptly shall review the request and initiate
clearance action, if required, with the DoS. The clearance process normally takes
about 30 days. DoD Components shall be notified promptly of the decision, and
adverse decisions may be appealed to the DoS through the USDP, in accordance with
enclosure 1.
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7. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effective immediately. All DoD Components supporting research
and studies with foreign affairs implications shall provide the Under Secretary of
Defense for Policy implementing instructions within 120 days.

/,,!z:_ A g

William H, Taft, IV
Deputy Secretary of Defense

Enclosures - 1

El. Policies and Procedures for Department of State Review and Coordination of
Government-Sponsored Research on Foreign Affairs
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El. ENCLOSURE 1

POLICIES AND PROCEDURES FOR DEPARTMENT OF STATE REVIEW AND
COORDINATION OF GOVERNMENT-SPONSORED RESEARCH ON FOREIGN

AFFAIRS

IC/FAR (Revision 3)
January, 1985

POLICIES AND PROCEDURES
FOR
DEPARTMENT OF STATE REVIEW AND COORDINATION
OF l
GOVERNMENT-SPONSORED RESEARCH ON FOREIGN AFFAIRSY/

Purpose: To state the source and nature of the Secretary of State's
responsibilities for the review and coordination of Government~
sponsored research on foreign affairs; to specify the concomitant
responsibilities and procedures agreed to by sponsoring agencies.

I. DEFINITION OF GOVERNMENT-SPONSORED FOREIGN AFFAIRS RESEARCH

Research programs and studies in the social and behavioral sciences dealing
with international relations, or with foreign areas and peoples, whether
conducted in the United States or abroad, which are supported by contracts or

grants awarded by agencies of the United States. In-house research is not
included.

II. AUTHORIZATION AND ORGANIZATION
A. Mandate

A letter from the President to the Secretary of State, dated August 2,
1965, established the respomsibility for the review for sensitivity reasons
of Government-sponsored research on foreign affairs. It said:

I am determined that no Government sponmsorship of foreign area
research should be undertaken which in the judgment of the
Secretary of State would adversely affect United States foreiga
relations. Therefore I am asking you to establish effective
procedures which will enable you to assure the propriety of
Government-sponsored social science research in the area of foreign
policy.

In addition, an April 27, 1977, memorandum to all Department and Agency
heads from the Special Assistant to the President for National Security
Affairs assigns to the Secretary of State "responsibility for

1/ This document, first issued on January 16, 1978, replaces the "Procedures for
~ Department of State Review of Government-Sponsored Foreign Affairs Research”

adopted on November 18, 1965, and published in the Federal Register (Vol. 31,
No. 7, January 12, 1966, pp. 358-60).

5 ENCLOSURE 1
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the coordination of foreign affairs external research...including informa-

tion exchange, documentation, publication and other activities required to

minimize duplication of effort; joint funding; measures to assure quality,

utility and availability; and other matters requiring interagency consulta-
tion."

This document is designed to assist in the discharge of both the
Secretary's coordination responsibilities and his responsibility to avoid
adverse effects on U.S. foreign relations. As his representative in the
discharge of these responsibilities, the Secretary has designated the
Director of the Bureau of Iantelligence and Research (INR).

B. Department of State Research Council

To implement the President's 1965 directive, the Secretary of State
created the Department of State Research Council (DSRC) and designated the
Director of INR as Chairman to assist him in formulating policies for State
Department review and clearance of project proposals submitted by other
Government agencies. In addition to its Chairman, the DSRC is composed of
the Director of the Policy Planning Staff, the Legal Adviser, and, as
appropriate, representatives of the regional and functional bureaus. The
DSRC and its Chairman are assisted by the Office of Long-Range Assessments
and Research (INR/LAR).

C. DSRC Chairman

The Chairman of the DSRC is responsible for fimal clearance of proposed
projects submitted by sponsoring agencies. The Chairman keeps the Secretary
of State informed of the DSRC's major deliberations and actions. The
Chairman may issue guidelines to aid agencies in fulfilling the requirements
of these procedures.

PURPOSE AND LIMITS OF REVIEW

The DSRC will review research projects only for the purpose of avoiding
adverse effects on U.S. foreign relations. The risks of possible adverse
effects on foreign relations will be weighed against the value of the
research project to the U.S. Government. Because the sponsoring agency is
the best judge of the value of a proposal to its own mission, its views will
be carefully considered. If the DSRC questions the propriety of any research
project, it will consult with the sponsoring agency before making a final
determination. Clearance of projects by the DSRC is not necessarily an
endorsement of the need, method, or value of the project. .

ENCLOSURE 1
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CRITERIA FOR REVIEW AND CLEARANCE

A. Military and Foreign Affairs Agency Y Projects

All foreign affairs research projects that at any stage involve foreign
travel or contact with foreign nationals in the United States or abroad, must
be submitted for review. Such other projects as the sponsoring agency
determines may have potential adverse effects on U.S. foreign relations (see
IV.D.1., below) should be submitted for review.

B. Domestic Agency 3/ Projects

Domestic agencies must determine, on the basis of potential sensitivity
as described in section IV.D., below, which of their foreign affairs research
projects should be submitted for review.

C. All Agencies--Continuing Programs and General Purpose Grants

1. Agency representatives will keep the DSRC informed about continuing
foreign affairs research programs carried out by research organizations
receiving principal support from their agencies. After consultation with an
agency, the DSRC may ask to review specific projects. In cases where such
research organizations are not required to clear their research plans or
projects with sponsoring agencies, the DSRC shall not require review of
specific projects. However, the DSRC should be kept informed of all foreign
affairs research projects undertaken as part of these programs.

2. Grants to academic institutions for general purposes (such as
expansion of facilities, faculty, or curriculum) need not be submitted to the
DSRC for review. However, the DSRC should be informed about such grants if -
any funds are to be used to support foreign affairs research by the recipient
institution. :

D. Project Sensitivity

1. Projects which involve neither foreign travel nor contact with
foreign nationals may also be semsitive if they deal with subjects under
active negotiation or currently in dispute.

Agency for International Development, Arms Control and Disarmament Agency,
Department of Defense, Central Intelligence Agency, Department of State, U.S.
Information Agency.

Grants of the National Science Foundation, the National Endowment for the
Humanities, the National Institutes of Health, and the Alcohol, Drug Abuse,
and Mental Health Administration, as well as grants awarded under the
Fulbright-Hays program or the National Defense Education Act, have been
exempted from provisions of this section.

7 ENCLOSURE 1
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2. Projects which involve foreign travel or contact with foreign nationals
are especially likely to be sensitive if they:

a. Deal with the authority, effectiveness, or policies of a foreign
government, with the nature and relationships of politically significant
internal institutions, or with the attitude of the people toward the
government (especially if the government is characterized by instability);

b. Involve large-scale or formalized surveys or interviews; or

c. Are conducted by large teams or which cover extensive or
remote areas of a foreign country.

3. Projects which involve foreign travel or contact with foreign nationals
are less likely to be sensitive if they:

a. Deal with historical rather than contemporary subjects unless there
are contemporary implications;

b. Gather information in the host country through documentary
investigation rather than interviews or questionnaires;

c. Have the approval of interested agencies of thL: host country
government;

d. Involve professional participation by host country nationals as
researchers; or

e. Are not designed to contribute specifically to the operating mission
of an agency of the U.S. Government.

REVIEW AND CLEARANCE PROCEDURES

A. Time Required

Fifteen working days are normally allotted for DSRC review of agency
projects. Projects will be considered cleared unless other DSRC action is
communicated to the agency within 15 working days after the required
information is received for review.

B. Information Required

1. Title and brief description of project.

2. Name of sponsoring agency or agencies (including information on any
funding by other agencies).

8 ) ENCLOSURE |
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3. Contractor, estimated cost, and principal researchers.

4. Detailed information on project; hypotheses to be investigated,
methods, schedules, types of findings anticipated, countries or regions
covered.

5. [If project involves field work abroad, names of researchers, indication
of time of proposed field work, and extent and types of contact with foreign
nationals.

6. Extent to which discussion with U.S. diplomatic mission has already been
held in the formulation of project proposal.

7. Classification of projects and proposed disposition of reports.

C. Types of Clearance Actions

1. Cleared
2. Cleared with conditions
3. Not cleared (with statement of reasons)

(Once a project is cleared, normally there will be no further State
Department action, although other agencies remain under obligation to
inform the DSRC of changes in the character of the research, and, in the
event of substantial changes or significant developments in the research,
the DSRC retains the option to review the project.)

D. Appeals

An agency may request'reconsideration of a decision, in which case the
DSRC will accept the agency's appeal and act promptly on it. Should the
decision still be unsatisfactory to an agency, the agency head may con-
sult with the Secretary of State.

AGENCY RESPONSIBILITIESY

A. Submission of Projects for Review

. Agency representatives will be responsible for collecting information on
projects their agencies propose to support, making determinations as

4/ To avoid duplicate reporting, or failure to report, in cases of collaborative

programs and projects involving two or more agencies, that agency which
actually signs contract or grant agreements should assume these
responsibilities.

ENCLOSURE 1
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to which projects require DSRC clearance, and submitting appropriate project
informatéyn to the DSRC for review before a contract is signed or grant
awarded.=

B. Research Coordination

Agency representatives should consult one another and colleagues in appro-
priate specialties when new projects or programs are thought to run a sub-
stantial risk of duplication or to be good candidates for other agency partici-
pation in design, funding, and utilization. Because the Department of State's
own mission and research program embraces all foreign areas and functional
aspects of international affairs, agency representatives should call upon the
staff of INR/LAR when assistance is needed in exploring either State participa-
tion or coordination with third agencies.

C. Submission of Completed Studies

Agency representatives should ensure that two (2) copies of all studies
and reports (classified and unclassified) delivered to the agency as products
of its external research projects (whether reviewed by the DSRC or not) are
sent to the Defense Technical Information Center, DTIC/DDR, Cameron Station,
Alexandria, Virginia 22314. Each paper sent to DTIC should be sent under
cover of a transmittal indicating what distribution is authorized by the agency.
Unclassified papers not restricted in their distribution will automatically be
deposited as well (by DTIC) with the National Technical Information Service,
Department of Commerce, where they will be accessible to the gemeral public.

D. Other

Agency representatives should serve as facilitators of cooperative projects,
and otherwise be available for consultation on matters of interagency coordina-
tion.

5/ This is not required in those cases where agencies use other established
procedures to clear their research projects with a policy bureau in the
Department of State (e.g., PL-480 programs) or with a U.S. Embassy (e.g.,
A.1.D. projects initiated and funded by field missions). However, the
coordination representatives should inform the Chairman of the DSRC by
memoranda of the clearance arrangements being used by their agencies in
such cases.

10 ENCLOSURE 1
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STAFF ASSISTANCE

The staff of INR/LAR is available for advance consultation on the possible
sensitivity of projects and associated foreign travel. Since topics of no
apparent sensitivity on general principle may prove to be quite sensitive in
a particular time or place, advance consultation often serves to expedite
projects and assure that a proposed study can in fact be carried out. Agency
representatives having doubts about the potential semsitivity of projects or
associated foreign travel are encouraged to seek consultation.

All submissions of information and documents and requests for assistance
should be directed to:

dffice of Long~Range Assessments and Research, INR/LAR
Attn: Coordinator for Research Review

Room 6842, NS

Department of State

Washington, DC 20520

Tel: (202) 632-2759

11
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Department of Defense

DIRECTIVE

NUMBER 3200.12
February 11, 1998

DDR&E

SUBJECT: DoD Scientific and Technical Information (STI) Program (STIP)

References: (a) DoD Directive 3200.12, "DoD Scientific and Technical Information
Program,” February 15, 1983 (hereby canceled)

(b) Title 10, Section 133, United States Code |

(c) DoD Instruction, 3200.14, "Principles and Operational Parameters of
the DoD Scientific and Technical Information Program” May 13,
1997

(d) DoD 5025.1-M, "DoD Directives System Procedures,” August 1994,
authorized by DoD Directive 5025.1, June 24, 1994

(e) through (t), see enclosure 1

1. REISSUANCE AND PURPOSE

This Directive:

1.1. Reissues reference (a) to update DoD policy and responsibilities consistent
with the general authority of the Secretary of Defense under reference (b) for
establishing the DoD STIP.

1.2. Authorizes the issuance of reference (c), consistent with reference (d), to
provide guidance on implementation of policies and principles for the DoD STIP.

1.3. Authorizes the issuance of DoD Instruction 3204.1 (reference (e)), consistent
with reference (d), to provide implementation of policy and principles for the DoD
Industry Independent Research and Development Program.

1.4. Authorizes the issuance of DoD 3200.12-R-4 (reference (f)), consistent with
reference (d) to provide guidance for the implementation of policy and principles for
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the DoD Domestic Technology Transfer Program.

2. APPLICABILITY AND SCOPE

This Directive:

2.1. Applies to the Office of the Secretary of Defense, the Military Departments,
the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Defense
Agencies, and the DoD Field Activities (hereafter referred to collectively as “the DoD
Components™). The term “Military Services,” as used herein, refers to the Army, the
Navy, the Air Force, and the Marine Corps.

2.2. Does not apply to the following:

2.2.1. DoD programs for involving day-to-day operational data used by the
warfighter unless required for scientific and technical analysis and communications
and display of information relating to the command and control of operations and
forces.

2.2.2. The DoD scientific and technical intelligence production community
and those products generated under that program, and technical documents containing
classified scientific and technical intelligence (although the concepts and principles of
the DoD STIP shall be applied when possible).

2.2.3. The DoD technical data management program, (DoD 5000-2-R,
reference (g)) for those aspects that are distinct from STI.

2.2.4. Signal intelligence and communications security information, as
defined in DoD Directives S-3115.7 and C-5200.5 (references (h) and (i)).

3. DEFINITIONS

OSD Principal Staff Assistants (PSAs). The Under Secretaries of Defense, the
Director of Defense Research and Engineering, the Assistant Secretaries of Defense,
the Director of Operational Test and Evaluation, the General Counsel of the
Department of Defense, the Inspector General of the Department of Defense, the
Assistants to the Secretary of Defense, and the OSD Directors or equivalents who
report to the Secretary or Deputy Secretary of Defense.
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4, POLICY
It is DoD policy that:

4.1. The Department of Defense shall aggressively pursue a coordinated and
comprehensive STIP, thereby providing maximum contribution to the advancement of
science and technology. The STIP shall permit timely, effective, and efficient conduct
and management of DoD research and engineering (R&E) and studies programs, and
eliminate unnecessary duplication of effort and resources by encouraging and
expediting the interchange and use of STI. Interchange and use of DoD STI is
intended to include the DoD Components, their contractors, other Federal Agencies,
their contractors, and the national and international R&E community. Acquisition,
documentation, and dissemination of STI is further described in DoD Instructions
3200.14, 3204.1, and DoD 3200.12-R-4 (references (c), (e), and (f)), and is controlled
in a manner consistent with references (j) through (r).

4.2. The STIP is a basic and integral part of the functions of the organization of
the Under Secretary of Defense for Acquisition and Technology (USD(A&T)) (DoD
Directive 5134.1, reference (s)), the functions of the Director of Defense Research and
Engineering (DoD Directive 5134.3, reference (t)), and is affected by the DoD studies
program. Managers and performers of R&E shall use and support the STIP. STI
services and processes are used to facilitate communication and enrich development
and use of STI during the planning and conduct of R&E and studies efforts.
Conversely, the performance of those R&E and studies efforts is not considered
complete until the STI, including related program management information, is
documented satisfactorily and provided to the applicable STI distribution activities.

4.3. Defense R&E programs consist of several critical elements necessary to meet
the technological needs of the Department of Defense in support of the DoD national
security mission. The DoD Components shall coordinate, sustain, and integrate those
critical R&E elements described in paragraphs 4.3.1. through 4.3.3., below, and in a
manner designed to maximize the ability to meet DoD mission requirements. These
elements are:

4.3.1. Critical facilities in the public and private sector needed to produce
world class technology;

4.3.2. Highly skilled and experienced people in Department of Defense and
defense-related academic and industrial complexes that produce and apply the
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technology needed to sustain DoD technological superiority; and

4.3.3. A well-established and sustained DoD STIP at all levels to record,
disseminate, and preserve as a critical asset the investment in and results of the other
two elements of the DoD R&E programs. While STI is often unobtrusive or taken for
granted when it is well-managed, failure to support adequately the STIP materially
impacts DoD ability to leverage significant investments in defense technology.

5. RESPONSIBILITIES

5.1. Under Secretary of Defense for Acquisition and Technology shall:

5.1.1. Manage the STIP.

5.1.2. Issue DoD Instructions 3200.14 and 3204.1, and DoD 3200.12-R-4
(references (¢), (e), and (f)).

5.2. The OSD Principal Staff Assistants shall ensure that STIP matters in their
respective areas are consistent with the policy in Section 4., above, and references (),

(e), and (f).

5.3. The Heads of the DoD Cbmnonents shall implement this Directive and the
policy and principles in references (c), (¢), and (f). That includes the responsibility to:

5.3.1. Designate a “senior-level STI director or manager” at the Military
Department or Defense Agency staff level who shall serve as a single, authoritative
point of contact for management and oversight of STIP matters.

5.3.2. Continually review their needs for STI and make proposals to the
Office of the Under Secretary of Defense for Acquisition and Technology (OUSD
(A&T)) for the initiation of new or major revisions to STI efforts or activities.

5.3.3. Establish, operate, and administer those STI functions and activities
required for the conduct of their missions, and other information activities required to
serve the Department of Defense, national R&D needs, or as assigned by the OUSD
(A&T).

5.3.4. Provide programming, budgeting, funding, and other fiscal support for
their STI activities.
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6. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures - 1
1. References
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El. ENCLOSURE 1
REFERENCES, continued

(e) DoD Instruction 3204.1, "Independent Research and Development," December 1,
1983

() DoD 3200.12-R-4, "Domestic Technology Transfer Program Regulation,"
December 1988, authorized by this Directive

(g) DoD 5000.2-R, "Mandatory Procedures for Major Defense Acquisition Programs
(MDAPS) and Major Automated Information System (MAIS) Acquisition
Programs," March 1996, authorized by DoD Directive 5000.1, March 15, 1996

(h) DoD Directive S-3115.7, "Signals Intelligence (SIGINT) (U)," January 25, 1973

(i) DoD Directive C-5200.5, "Communications Security (COMSEC) (U)," April 21,
1990

(3) DoD Directive 5230.24, "Distribution Statements on Technical Documents,"
March 18, 1987

(k) DoD 5200.1-R, "Department of Defense Information Security Program
Regulation," January 1997, authorized by DoD Directive 5200.1, December 13,
1996

() DoD Directive 5400.7, "DoD Freedom of Information Act Program," May 13, 1988

(m) DoD Directive 5400.11, "Department of Defense Privacy Program," June 9, 1982

(n) DoD Directive 5230.9, "Clearance of DoD Information for Public Release," April
9, 1996

(o) DoD Directive 5230.11, "Disclosure of Classified Military Information to Foreign
Governments and International Organizations," June 16, 1992

(p) DoD Directive 2002.3, "Clearance of Research and Studies with Foreign Affairs
Implications," August 15, 1985

(qQ) DoD Directive 5230.25, "Withholding Unclassified Technical Data from Public
Disclosure," November 6, 1984

(r) DoD Instruction 5230.27, "Presentation of DoD-Related Scientific and Technical
Papers at Meetings," October 6, 1987

(s) DoD Directive 5134.1, "Under Secretary of Defense for Acqulsltlon and
Technology (USD(A&T)) " June 8, 1994

(t) DoD Directive 5134.3, "Director of Defense Research and Engineering
(DDR&E)," August 31, 1994

6 ENCLOSURE 1
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Department of Defense

INSTRUCTION

NUMBER 3200.14
May 13, 1997

Administrative Reissuance Incorporating Through Change 3. June 28. 2001

USD(AT&L)

SUBJECT: Principles and Operational Parameters of the DoD Scientific and Technical
Information Program

References: (a) DoD Directive 3200.12, "DoD Scientific and Technical Information
Program," February 11, 1998
(b) DoD Instruction 5200.21, "Dissemination of DoD Technical
Information," September 27, 1979 (hereby canceled)

(¢) DoD 3200.12-R-1, "Research and Technology Work Unit Information
System," August 1983 (hereby canceled)

(d) DoD 3200.12-R-2, "Centers for Analysis of Scientific and Technical
Information Regulation," January 1985 (hereby canceled)

(e) through (z), see enclosure 1

1. PURPOSE
This Instruction:

1.1. Implements policy, assigns responsibilities, and prescribes procedures under
reference (a) to carry out the DoD Scientific and Technical Information Program (STIP).

1.2. Replaces references (b) through (d).

1.3. Delineates in enclosures 3 through 7, the major elements of the DoD STIP
including the specific implementation of policy, responsibilities, principles, and
operational parameters for each segment of that program as applicable.

1.4. Authorizes, consistent with reference (e), the issuance of the DoD Scientific
and Technical Information Program Procedures Manual for the inclusion of those
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procedures, practices, standards, and training guides necessary to implement a
comprehensive, efficient, and effective DoD STIP.

2. APPLICABILITY

IThis Instruction applies to the Office of the Secretary of Defense, the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the
Office of the Inspector General of the Department of Defense, the Defense .4gencies,
the DoD Field Activities, and all other organizational entities within the Department of
Defense (hereafter referred to collectively as "the DoD Components").

3. DEFINITIONS

Terms used in this Instruction are defined in enclosure 2.

4. POLICY

It is DoD policy under DoD Directive 3200.12 (reference (a)) to establish and maintain
a coordinated and comprehensive program to document the results and outcome of
DoD-sponsored and/or performed research and engineering (R&E) and studies efforts
and provide access to those efforts in an effective manner consistent with the DoD
mission. Additionally, the conduct of DoD research and engineering (R&E) and studies
efforts shall be supported by the STIP through the acquisition, analysis, storage,
retrieval, and dissemination of scientific and technical information (STI) and related
program management information.

5. RESPONSIBILITIES

5.1. The Director, Defense Research and Engineering, as the Principal Staff
Assistant to the Under Secretary of Defense for Acquisition, Technology and Logistics,
shall conduct management and oversight of the STIP, as described in reference (a), and
as further defined in this Instruction.
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| 5.2. The Deputy Under Secrctary of Defense for Science and Techunology shall:

5.2.1. Ensure the issuance of the DoD Scientific and Technical Information
Program Procedures Manual under DoD 5025.1-M (reference (e)). Approve the
general contents and assign responsibilities for preparation and issuance of specific
Volumes of the DoD Scientific and Technical Information Program Procedures Manual
under reference (e).

5.2.2. Ensure that Defense Technical Information Center (DTIC) shall assist
in implementing STIP policy and administration. The DTIC shall perform technical
|inf0rmati0n support services for the OSD Principal Staff Assistants, and operate
DoD-wide STI systems. The DTIC shall act as a central coordinating point for DoD STI
databases and systems, and investigate and demonstrate new supporting technology for
those applications.

5.3. OSD Principal Staff Assistants shall have oversight and guidance responsibility
for their respective areas consistent with the policy established in DoD Directive
3200.12 (reference (a)), and consistent with the implementation of policy,
responsibilities, principles, and operational parameters as described in this Instruction.

| 5.4. The Heads of the DoD Components shall:

5.4.1. Designate a single headquarters point of contact for all matters
involving the STIP and identify the responsible individual to the Office of the Depuzy
Under Secretary of Defense for Science and Technology/Plans and Programs
(DUSD(S&TIPP).

5.4.2. Conduct management and oversight of the STIP in their respective
organizations including definition of subordinate organization responsibilities consistent
with the functional responsibilities defined in reference (a).

5.4.3. Ensure the exercise of functional responsibilities delineated in
enclosures 3 through 6 that are necessary to implement the policies and principles of
the STIP.

5.4.4. Ensure the effective implementation of this Instruction including the
issuance of applicable DoD Component implementing documents when essential to
define explicit internal organizational responsibilities or to further define internal
principles, concepts of operation, and practices where applicable.
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5.4.5. Prepare, coordinate, and issue specified Volumes of the DoD Scientific
and Technical Information Program Procedures Manual in accordance with DoD
|5025.1-M (reference (e)) as assigned by the DUSD(S&T) in accordance with paragraph
5.2.2., above.

5.4.6. Maintain a current review and inventory of STI functions and activities
under their administrative control.

5.4.7. Encourage the use and sponsorship of technical symposia and meetings
and of participation in the symposia and meetings by DoD scientists, engineers, and
managers as an effective mechanism for STI transfer and exchange. DoD participation
shall be consistent with implementation of policies in DoD Instruction 5230.27 and the
security policies in DoD 5200.1-R (references (f) and (g)).

5.4.8. Support the DoD Domestic Technology Transfer Program requirements

as defined in DoD Directive 5535.3 and DoD Instruction 5535.8 (references (h) and (1)).

5.4.9. Ensure that all significant scientific or technological observations,
findings, recommendations, and results derived from DoD endeavors, including those
generated under contracts, grants, and other instruments that are pertinent to the DoD
mission or contribute to the DoD and/or the national scientific or technological base
are recorded as "technical documents." Internal and contractual procedures shall ensure
that copies of such documents are made available to the DoD R&E community,
including supporting technical libraries, the DTIC, and applicable DoD Information
Analysis Centers (IACs), and, under established security and other limitation controls,
and consistent with DoD Directive 5230.9 (reference (j)), to the civilian scientific and
technical community. Such documentation shall be prepared and distributed quickly and
according to established standards for document format, distribution, security marking,
and reproducibility consistent with DoD policy and STIP procedural guidance.

5.4.10. Operate and support activities for the input of data to centralized DoD
databases including full text, bibliographic, summary, and other forms of R&E
program-related information, and be responsible for the accuracy and currency of
database content and reporting, in accordance with data element standards, authorities,
and input procedures established by the DoD Component responsible for operation of
the database.

5.4.11. Consistent with the distribution constraints marked on DoD technical
information, in accordance with DoD Directive 5230.24 and the security limitations as
prescribed in DoD 5200.1-R (references (k) and (g)), promote programs to ensure
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maximum exchange of STl in the defense community. Pursue a policy to ensure that
STI, created by activities under DoD control, is provided for public use through
appropriate Federal Agencies, according to approved DoD clearance procedures
prescribed by DoD Directive 5230.9 (reference (j)). To promote this exchange, each
DoD Component shall provide technical documents and other information relevant to
R&E programs in an unclassified manner to the maximum extent possible.

5.5. The Assistant Secretary of Defense for Command, Control, Communications,
and Intelligence shall ensure that the Director, Defense Information Systems Agency,

shall exercise operational control and oversight of DTIC consistent with the mission and
functions described in enclosure 7.

6. PROCEDURES

6.1. The STIP is operated as a coordinated structure of generally decentralized
activities with overall policy direction and oversight vested in the OUSD(AT&L) in
coordination with or participation of the OSD Principal Staff Assistants, or designees.

6.2. The DoD STIP consists of many elements that facilitate and contribute to the
acquisition, production, reproduction, and dissemination of intellectual property that
result from or are of interest to the Defense R&E community. Additionally, selected
STIP functions are also capable of and shall provide support on an as needed basis to
the management of selected Defense acquisition programs and the DoD studies
program. Enclosures 3 through 7 of this Instruction describe the implementation of
policies, principles, practices, and operational parameters of one or several similar
functional concepts and further delineate the STIP as described in DoD Directive
3200.12 (reference (a)). Statements of purpose, scope, and functional responsibility
that are most relevant to a specified element of the STIP are included in enclosures 3
through 7 of this Instruction.

6.3. The DTIC shall provide centralized operation of specific STIP functions, such
as technical document access and dissemination and database and reference services;
serve as a focus for actions required to provide and enhance DoD-wide STI services; and
|provide direct information system and database support fo rhe OSD Principal Staff
Assistants in coordinating the overall STIP.
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6.4. Maximum use shall be made of existing organizations engaged in collecting,
processing, and disseminating STI such as DoD IACs, the DTIC, or other specialized STI
centers designated by the OSD. STIP functions performed by those activities shall be
coordinated to produce a coherent program providing maximum data and resource
sharing and effective service to all valid users of DoD STI services.

6.5. Aprincipal objective of the STIP is to improve both the scope and
effectiveness of collecting, processing, disseminating, and applying STI. The STIP shall
apply the latest available technologies and provide for maximum participation and
compatibility among the information programs of disparate DoD Components, other
Federal Agencies, and the private sector. Inthe collection of STI, standard data
elements should be used in accordance with DoD 8320.1-M-1 (reference (1)).

6.6. Effective coordination and liaison are necessary among the STIP and those
information programs involving technical intelligence, information security
management, foreign disclosure activities, intellectual property counsel, technical data
management, manpower, logistics, and acquisition systems to ensure maximum
compatibility, interchange of information, and avoid unnecessary duplication of effort.

6.7. The overriding priority of the STIP is to ensure timely and effective exchange
among DoD R&E and studies performers and managers of all STI generated by or
needed in the conduct of DoD R&E programs. Because of the characteristics of
defense programs, the publication and reporting of such information frequently requires
security safeguards or specific limitations on access or distribution. Requests for
|records under the "Freedom of Information Act,"5 U.S.C. 552 (reference (m)), shall be
processed in accordance with DoD Directive 5400.7 (reference (n)). For example,
transfer of classified or proprietary information (with the consent of the source) would
not be effective without safeguards to inhibit improper disclosure. Such protection is
an acceptable cost for being able to transfer or share the information freely among
certified Federal and civilian R&E communities. Additionally, STIP processes shall
support and incorporate DoD policy to prevent the unrestricted export of militarily
critical technology.
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6.8. The Department of Defense makes a significant investment in its technology
base. Activities such as DTIC, the IACs, DoD databases, and technical libraries function
as repositories, custodians, and secondary distribution activities in order to maximize
the return on investment in R&E and studies through their retention of STI. As such,
applicable plans and resources shall be made available by the affected DoD activities to
preserve essential STI when such actions as organizational realignments, consolidations,
program cancellations; etc., have the impact of eliminating in whole or in part the STI
holdings of such activities.

6.9. Every effort shall be made, under the limits of national security requirements,
to prepare technical documents and other types of defense STI in an unclassified form
and, in accordance with established clearance procedures, to provide such information
for public use through appropriate Federal Agencies. Such use of unclassified STI or of
unclassified versions of defense STI shall expedite information transfer both in the
Department of Defense and to the national scientific and technical community.

6.10. All policies and procedures governing the dissemination to the public of
|information in the STIP shall be subject to the approval of the Assistant Secretary of
Defense for Public Affairs under authority of DoD Directives 5230.9 and 5122.5
(references (j) and (0)).

6.11. One or more STI functions are needed by and shall be used by the DoD
Components to implement the policies and procedures of the DoD STIP. Those STIP
functions involve recording and transferring STI from its generator or source to the
ultimate user or beneficiary of new knowledge. Those STI functions embrace a broad
spectrum of activity from generation, publication, distribution, and storage, to access,
assimilation, and use of STI and documents. STI functions include, but are not limited
to the following:

6.11.1. The preparation, reproduction, and distribution of STI and documents.

6.11.2. The provision of document services, including acquisition, archival
functions, repositories, announcements, and various means of document dissemination,
access, or transmission.

6.11.3. The operation of technical information centers, data centers, [ACs,
technical libraries, and other similar information activities that collect, store, process,
and provide associated document, data, or information services in direct support to
information seekers or that act as intermediaries between the user and other STI
functions.
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6.11.4. The implementation and operation of database services, including
numeric, bibliographic, full-text, and management information databases, database
processes and products, and the application of electronic and telecommunications
techniques for data entry, storage, access, search, and retrieval.

6.11.5. The provision of information and decision-support systems and
services for use in management of R&E programs.

6.11.6. The operation of directory or reference services to identify and locate
available STI and R&E capabilities and resources.

6.11.7. The conduct and support of technical meetings and symposia.

6.11.8. The provision of information exchange programs to facilitate transfer
of chnological innovation and know-how from DoD R&E programs to civilian purposes.

6.11.9. The operation of programs to effect exchange of DoD technical
planning, requirements, and acquisition information with industrial or other
organizations capable of engaging in DoD programs.

6.11.10. The study of and experimentation with new methods and techniques in
handling STI and promoting the communication of new ideas or knowledge among
scientists and engineers.

6.11.11. Security aspects of information management to include systematic
review, maintenance and notification, and changing distribution statements, classification
markings; etc., up to and including public release.

6.11.12. The development and implementation of mechanisms and techniques
to foster the awareness and use of STI resources, products, and services.
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|7. EEFECTIVE DATE

| This Instruction is effective immediately.

Urder Secretary of Defense for Acquisition
and Technology )
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E1l. ENCLOSURE 1

REFERENCES, continued

|(e) DoD 5025.1-M, "DoD Directives System Procedures," August /994

(f) DoD Instruction 5230.27, "Presentation of DoD-Related Scientific and Technical
Papers at Meetings," October 6, 1987

(g) DoD 5200.1-R, "Department of Defense Information Security Program Regulation,"
January /997

(h) DoD Directive 5535.3, "DoD Domestic Technology Transfer (T2) Program," May
21,1999

I(i) DoD Instruction 5535.8, "DoD Technology Transfer (T?) Program," May 14, 1999

(j) DoD Directive 5230.9, "Clearance of DoD Information for Public Release," April 9,
1996

(k) DoD Directive 5230.24, "Distribution Statements on Technical Documents," March
18, 1987

| () DoD 8320.1-M-1, "Data Standardization Procedures," April /998

(m) Section 552 of title 5, United States Code

(n) DoD Directive 5400.7, "DoD Freedom of Information Act (FOIA) Program,"
September 29, 1997

(o) DoD Directive 5122.5, "Assistant Secretary of Defense for Public Affairs

| (ASD(PA))," Seprember 27, 2000

(p) DoD Directive 5230.25, "Withholding Unclassified Technical Data from Public
Disclosure," November 6, 1984

(q9) DoD Directive 4205.2, "Acquiring and Managing Contracted Advisory and
Assistance Services (CAAS)," February 10, 1992

|(r) DoD 5200.28-M, "ADP Security Manual," January /973

(s) CSS-STD-003-85, "Computer Security Requirements-Guidance for Applying the
Department of Defense Trusted Computer System Evaluation Criteria in Specific
Environments," June 25, 1985 !

(t) American National Standards Institute (ANSI) Standard Z39.18-1995, "American
National Standards for Information Sciences-Scientific and Technical
Reports-Elements, Organization, and Design," March 21, 1995 2

(u) DoD 5220.22-R, "Industrial Security Regulation," December 1985

(v) DoD Directive 2002.3, "Clearance of Research and Studies with Foreign Affairs
Implications," August 15, 1985

(w) DoD Directive 5230.11, "Disclosure of Classified Military Information to Foreign
Governments and International Organizations," June 16, 1992
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|(x) DoD Directive 3204.1, "Independent Research and Development (IR&D) and Bid
and Proposal (B&P) Program,"May 10, 1999

(y) DoD Directive 8910.1, "Management and Control of Information Requirements,"
June 11, 1993

(z) OMB Bulletin No. 95-01, "Establishment of Government Information Locator
Service," December 7, 1994

! Available from Superintendent of Documents, U.S. Government Printing Office, P.O. Box 371954, Pittshurgh, PA
§3250-7954

2 Available from American National Standards Institute, ATTN: Customer Service, 11 West 42nd Street, New
| York, MY 10036
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E2. ENCLOSURE 2
DEFINITIONS

E2.1.1. Analysis. A qualitative or quantitative information evaluation requiring
technical knowledge and judgment.

E2.1.2. Contractor. Anindividual or organization outside the U.S. Government,
including both prime contractors and subcontractors, who has accepted any type of
agreement or order to provide research, supplies, or services to a U.S. Government
Agency.

E2.1.3. Controlling DoD Office. The DoD activity that sponsored the work that
generated the technical document for the Department of Defense and has the
responsibility for determining the distribution of a document with such technicat
information. For joint sponsorship, the controlling office is determined by advance

|agreement and may be either a party, group, or committee representing the interested
activities or the DoD Components. (See DoD Directive 5230.24 (reference (k)).)

; E2.1.4. Defense Community. As the Department of Defense conducts its mission
i of U.S. national security it needs to share information, coordinate, and engage in a
dialogue with others outside the Department of Defense. This includes people in other
Federal Agencies, contractors, educational organizations, technical societies, State and
local governments, and foreign governments. As used in this Instruction, r4ese
collective bodies of people including DoD personnel constitute the Defense
community.

E2.1.5. Database. Aset of records collected and organized in a meaningful manner
to serve a particular purpose.

E2.1.6. Defense Industry Information. Technical planning, requirements, and
acquisition information provided to industry through various programs to enable industry
to meet defense weapons and support systems needs. Those programs include DoD
Information Analysis Centers (IACs), DTIC, potential contractor programs of the DoD
Components, DoD Component Information for Industry Offices, advance planning
briefings for industry, technical meetings on special topics, and similar activities
initiated by the DoD Components.

E2.1.7. Defense Information. Information about the mission of the Department of
Defense and DoD Component organizations.

12 ENCLOSURE 2
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E2.1.8. Distribution Statement. A statement assigned by the controlling DoD
office and used in marking a technical document to denote the extent of its availability
for distribution, release, and disclosure without additional approvals or authorizations
from the controlling DoD office. Adistribution statement marking, as described in
DoD Directive 5230.24 is distinct from and additional to a security classification
marking assigned, in accordance with DoD 5200.1-R, and an export warning notice
assigned, in accordance with DoD Directive 5230.25 (references (k), (g), and (p)).

E2.1.9. Legitimate Business Relationship. For this Instruction, a legitimate
business relationship exists when the Department of Defense has determined that a need
exists to acquire, share, exchange, or disseminate DoD technical information to anyone
other than a DoD Government employee for supporting the DoD mission. That
relationship may be established by any agreeable means such as a memorandum of
understanding, agreement, contract, grant, etc. The Department of Defense has the sole
responsibility for determining that a legitimate business relationship exists since the
only purpose is to provide access to information created by or under the control of the
Department of Defense. Such a relationship may be established with an individual or
organization in another Federal Department or Agency; contractors, grantees, potential
DoD contractors; etc., other branches of the Federal Government; State and local
governments; and foreign countries.

E2.1.10. OSD Principal Staff Assistants (PSAs). The Under Secretaries of
Defense, the Director of Defense Research and Engineering, the Assistant Secretaries
of Defense, the Director of Operational Test and Evaluation, the General Counsel of the
Department of Defense, the Inspector General of the Department of Defense, the
Assistants to the Secretary of Defense, and the OSD Directors or equivalents who
report to the Secretary or Deputy Secretary of Defense.

E2.1.11. Potential DoD Contractor. An individual or organization outside the
Department of Defense approved and certified by a sponsoring DoD activity as "eligible
for DoD technical information services under a DoD Component potential contractor
program." The sponsoring DoD activity should be reasonably ensured that this
individual or organization may benefit by their access to Defense technical information
in their understanding of and for responding to a DoD acquisition.

E2.1.12. Primary Distribution. The initial targeted distribution of or access to
technical documents authorized by the controlling DoD office.

E2.1.13. Qualified U.S. Contractor. Inaccordance with DoD Directive 5230.25
(reference (p)), a private individual or enterprise located in the United States whose
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eligibility to obtain unclassified export controlled technical data has been established
through certification procedures on the DD Form 2345.

E2.1.14. Scientific and Technical Documents. Documented result of
DoD-sponsored or defense-related R&E efforts. The work may have been performed
|either in-house or externally by contractors, subcontractors, anid grantees or by other
similar business relationships. Scientific and technical documents include, but are not
limited to, final and interim technical reports, technical notes, technical memoranda,
technical papers, special reports, conference proceedings, journal articles, test reports,
project officer reports, and other formats regardless of media.

E2.1.15. Scientific and Technical Information (STI). Communicable knowledge or
information resulting from or about the conduct and management of scientific and

engineering efforts. STIis used by administrators, managers, scientists, and engineers
engaged in scientific and technological efforts and is the basic intellectual resource for
and result of such efforts. STI may be represented in many forms and media. That
includes paper, electronic data, audio, photographs, video, drawings, numeric data,
textual documents; etc.

E2.1.16. Secondary Distribution. Distribution of or access to a document, usually
based on a request to a document repository or information center, provided subsequent
to an initial distribution performed or controlled by the authoring or sponsoring DoD
Component.

E2.1.17. Technical Data. Recorded information related to experimental,
developmental, or engineering works that can be used to define an engineering or
manufacturing process or to design, procure, produce, support, maintain, operate, repair,
or overhaul material. The data may be graphic or pictorial delineations in media, such
as drawings or photographs, text in specifications or related performance or design type
documents, or computer printouts. Examples of technical data include research and
engineering data, engineering drawings, and associated lists, specifications, standards,
process sheets, manuals, technical reports, catalog-item identifications, and related
information and computer software documentation.

E2.1.18. Technical Document. Any recorded information that conveys STl or
technical data regardless of media. For the STIP, that includes such information
documents as working papers, memoranda, and preliminary reports when such
documents have utility beyond the immediate mission requirement, or shall become part
of the historical record of technical achievements.
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E2.1.19. Technical Information Dissemination Activity. Any activity, such as
DTIC, which operates to assist individuals and organizations in the Department of
Defense to effect adequate and timely dissemination of technical information describing
planned or ongoing R&E, studies, and analysis efforts and documented results of such
efforts and to provide systems and services to assist eligible users to identify, access,
acquire, and use DoD technical information.

E2.1.20. Technical Library. An activity that acquires, organizes, houses, retrieves,
and disseminates information and information materials; and performs reference and
research in direct support of a host activity's R&E mission. It also may provide all or
any one of such services as analysis, current awareness, literature searching,
translations, and referral. Atechnical library may also be called a "technical information
center."

E2.1.21. Technical Report. Any preliminary, interim, or final technical document
prepared to record, document, or share results obtained from, or recommendations
made on, or relating to, DoD-sponsored or cosponsored scientific, technical, studies, or
analytical work.

E2.1.22. Technical Symposia and Meetings. Formally scheduled assemblies for
the presentation and discussion of topics about R&E programs.

E2.1.23. U.S. DoD Contractor. Those U.S. contractors currently holding grants or
contracts with Department of Defense, or those contractors declared eligible for DoD
information services by a sponsoring DoD activity on the basis of participation in a DoD
Potential Contractor Program.

15 ENCLOSURE 2
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E3. ENCLOSURE 3

| IDENTIFYING AND PROMOTING AWARENESS OF DoD R&E AND STUDIES
EFFORTS

E3.1. PURPOSE

E3.1.1. The DoD plans for and invests significant resources (manpower.,
facilities, and dollars, etc.) in research. development, test, and evaluation (RDT&E),
and other similar types of scientific and engineering efforts. Significant resources
are also invested in the DoD Studies and Analysis Program. The Department of
Defense shall establish systematic and coordinated efforts to identify and promote
awareness of such R&E and studies activities through a variety of information
support capabilities.

E3.1.2. The DoD RDT&E programs accomplish the above purpose through a
series of planning, programming. and budgeting processes under the oversight of
the DDR&E and in coordination with the senior science and technology (S&T)
executives of the DoD Components. These processes include the Joint Warfighter
S&T Plan, the Defense Technology Objectives, the Defense Technology Area Plans,
and the Research and Development Descriptive Summaries. Through the
development, coordination and use of these documents, the Defense Reliance
process of program reviews, coordination of investment decisions, and assessment of
program results promotes an environment of timely and cost-effective RDT&E
management and facilitates the elimination of unnecessary duplication of effort.

E3.1.3. The DoD Studies and Analysis communities accomplish the above
purpose by briefly describing the purpose, objective, approach, scope, and duration
of planned and ongoing study and analysis efforts in project summary form. This
includes Contracted Advisory and Assistance Services summaries as required by
DoD Directive 4205.2 (reference q)). The project data is then shared and
coordinated within DoD communities of interest (e.g., personnel studies,
organizational studies, program cost studies, etc).

E3.1.4. The contents of the documents/databases identified in paragraph
E3.1.2. replace the DoD Technical Effort and Management System (TEAMS)
authorized by enclosure 3 issuance of this Instruction. To maintain an awareness
of previous DoD efforts, DTIC shall retain previous TEAMS or predecessor Work
Unit Information System (WUIS) records for at least 10 years.
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E3.2. SCOPE

E3.2.1. The documents, databases, and program information activities identified
in paragraphs E3.1.2. and E3.1.3.. above, are included in the scope of this
Instruction primarily for the purpose of providing a common information support
environment to collect, organize, and make accessible to the Defense community
appropriate information necessary to meet DoD program needs. The scope as to
data content and access are specified by the DoD Components that direct the
establishment and use of various documents, databases, and program information
described paragraphs E3.1.2 and E3.1.3.. above, or other similar information
activities as prescribed by DoD Components.

E3.2.2. Consistent with the mission and functions of the DTIC as stated in
Enclosure 7, DTIC shall provide information management, operation, and support
as appropriate and as directed to the tvpes of program activities described in the
Enclosure.

E3.2.3. Do) Components Database Enhancement. Individual DoD Components
may, in coordination with DTIC and subject to ODDR&E(S&T)/PP approval, provide
Component-unique data to DTIC in order to enlance the management or exchange
of information about their programs. Access to Component-unique data shall be
specified by the contributing DoD Components or the DoD Component
Headquuarters.

E3.2.4. The DTIC shall make reasonable efforts to provide timely support to
such requirements to minimize the development of similarly redundant systems.

E3.3. RESPONSIBILITIES

E3.3.1. The Office of the Deputv Under Secretary for Science and
Technology/Plans aind Programs DUSD(S&T)PP shall:

E3.3.1.1. Approve the development and use of data efforts at DTIC in these
rypes of STI support activities bevond those specified in paragraphs E3.1.2. and
E£3.2.3., above.

E3.3.1.2. Approve the addition of DoD Component-unique data to

DTIC-supported STI svstems/darabases/documents identified in paragraphs E3.1.2.
and E3.1.3., above.
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E3.3.2. The Heads of the DoD Components shall:

E3.3.2.1. Establish input and use requirements as an integral part of their R&E
and studies functions.

E3.3.2.2. Designate focal points to coordinate with DTIC on the
establishment for appropriate input, search, and output requivements/databases

identified and as required in paragraphs E3.1.2. and E3.1.3., above.

|  E3.3.3. The Administrator, DTIC, shall:

| E3.3.3.1. Develop, maintain, and operate appropriate databases, in
accordance with the concepts stated in this enclosure in support of the coordinated and
|approved requirements of the DoD Components.

| E3.3.3.1.1. Prepare, coordinate with the DoD Components, and issue as a
Volume of DoD Scientific and Technical Information Program Procedures Manual,
consistent with DoD 5025.1-M (reference (¢)), uniform procedures, codes, data
elements, and formats for submitting records to, searching, and obtaining records from
the databases DTCI establishes, operates and/or maintains to support DoD
Components' needs.

l E3.3.3.1.2. Provide output and retrieval services to eligible users.

| E3.3.3.1.3. Provide and operate an interactive, online system for database
input, access, and retrieval.

E3.3.3.2. Ensure that all applicable security requirements are addressed, in
|accordance with DoD 5200.28-M, and #/za¢ provisions for input, access, and retrieval are
in accordance with the computer security requirements of CSC-STD-003-85
(references (r) and (s)).

|E3 4. MARKING. ACCESS, AND RELEASE

E3.4.1. A DoD Distribution Statement in accovdance with DoD Directive
5230.24 (reference (k)).

E3.4.2. A security classification marking. when required, in accordance with
DoD 5200.1-R (reference (g)).
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E3.4.3. An export warning notice, when required for export control, in
accordance with DoD Directive 5230.25 (reference (p)).

|E3.5. RELEASE OF DATA

E3.5.1. Subject to security restrictions and specific release limitations, as
identified by the originator and/or the DoD Component that controls the documents
identified in paragraph £3.1.2. or E3.1.3., above, data in these documents or
databases are releasable to the DoD Components, DoD contractors, other U.S.
Government Agencies, and their contractors. In all cases, the requester must
currently be registered with Department of Defense, in accordance with enclosure 6,
below.

| E3.5.2. (Animportant objective of the DoD STIP is to improve the efficiency and
effectiveness of the overall DoD R&E Program by sharing information about prior and
on-going DoD-supported work among the DoD in-house R&E community and the DoD
|contractor community. Therefore, records shall normally be prepared to allow access
and use by DoD contractors and grantees. When specific records or data elements
reveal planned expenditures or levels of planned obligations, those records or data
elements shall be withheld from contractor or grantee users. Budgetary planning data
|used to program funds for potential procurement actions that are competition price
sensitive are not releasable to contractor and/or grantee users until contract award by
the appropriate Government activity. Once the work effort is on-going, or the funds
for the effort are obligated, the access limitations based on competition sensitivity shall
be withdrawn. With the majority of DoD work efforts being performed by contractors
and grantees it is essential and in the best interest of the DoD to maximize their access
|t0 that type of data.)
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E4. ENCLOSURE 4
DOCUMENTATION AND DISSEMINATION OF DoD R&E AND STUDIES EFFORTS

E4.1. PURPOSE

E4.1.1. Aninherent characteristic of the DoD R&E and studies programs is the
documentation and dissemination of the results and outcomes of efforts conducted by
or for the Department of Defense. Such documentation and dissemination are
considered to be an integral part of such efforts, and those efforts are not considered
complete until documentation and dissemination are completed.

E4.1.2. R&E and studies efforts shall be documented and disseminated
expeditiously. That is intended to contribute to performance of similar efforts by
others in the DoD community.

E4.2. SCOPE

E4.2.1. R&E and studies efforts shall be documented whether or not the conduct
of the efforts result in a successful outcome. Description of all efforts provides
others in the Department of Defense with a technology base that promotes a logical
basis for the investment in and conduct of future efforts.

E4.2.2. The requirements of this enclosure apply to all of the DoD Components.

E4.3. RESPONSIBILITIES

The DoD Components shall ensure that all R&E and studies efforts are documented and
disseminated when performed by or sponsored in whole or in part by activities under
their control.

E4.4. IMPLEMENTATION OF POLICY, PRINCIPLES. AND CONCEPTS

E4.4.1. DoD R&E and studies efforts performed by or sponsored in whole or in
part by DoD activities shall be documented sufficiently to permit others to comprehend

the purpose, scope, approach, results or outcomes, and conclusions or recommendations

from the conduct of such activities.
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E4.4.2. Wide and timely dissemination of all documented efforts promote a
greater awareness of the technology base and serves in part to promote the awareness
of the expertise and capabilities of performing personnel and the organizations.

E4.4.3. Such efforts may be documented in any media or form including paper or
electronic copy, and shall include text, graphics, and audio, but shall be prepared in a
logical form and in sufficient detail to promote maximum understanding of the efforts
by those intended to receive primary distribution of the documented efforts.

E4.4.4. Documented efforts regardless of media or form shall be prepared, to the
maximum extent practical, in accordance with ANSI Standard Z39.18-1995 (reference
|(t)), which is adopted for DoD use. Additionally, « SF 298, "Report Documentation
Page,"is established for that purpose and shall be prepared for each documented effort.

E4.4.5. It is recognized that many R&E and studies efforts have the potential, when
documented, to include unclassified but sensitive, or classified information. DoD
activities have the responsibility to ensure that all documents are marked, in accordance
with DoD Directive 5230.24 and DoD 5200.1-R (references (k) and (g)). Documents
that are not restricted should be cleared for public release, in accordance with DoD
Directive 5230.9 (reference (j)), and marked with "Distribution Statement A"as required
by reference (k). While DoD contractors prepare and disseminate a significant amount
of DoD R&E and studies efforts, the DoD activity that sponsored the work shall ensure
all documented efforts regardless of media or form are marked in accordance with DoD
Directives 5230.9 and 5230.24, and DoD 5200.1-R (references (j), (k), and (g)).

E4.4.6. Inorder to protect DoD interests in the inventions that result from DoD
R&E efforts, DoD activities are encouraged to pursue the patenting and licensing of
those inventions. Additionally, DoD activities shall pursue a coordinated effort to
acquire Government rights to intellectual property developed in whole or in part at
Government expense so that such intellectual property may be utilized in current and
future DoD programs.

E4.4.7. To the maximum extent possible, documented efforts shall be prepared in
unclassified and otherwise unrestricted form in accordance with DoD Directive 3200.12
(reference (a)). When not possible, then DoD activities shall attempt to prepare
restricted versions of such efforts and/or unclassified, unrestricted bibliographic
citations and abstracts of such efforts. That is intended to promote a broad awareness
of the existence of such documents in the Department of Defense and
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the national scientific and technical community. Subsequent requests for such
documents shall be processed, in accordance with established clearance procedures.

E4.4.8. The preparation and dissemination of technical documents often involve a
number of different disciplines. Personnel responsible for printing, editing, public
affairs, data management, security, intellectual property counsel, contracting; etc., often
have a role in the preparation and dissemination of documents. The local STIP manager
shall help coordination of necessary practices and procedures with the personnel, above,
so that the people responsible for the preparation and dissemination of documents may
do so expeditiously.

E4.4.9. Primary distribution of all documents, regardless of form, shall be the
responsibility of the DoD activity that performed or sponsored the work in whole or in
part. Primary distribution shall be to the technical community having a direct and
immediate interest in the outcome of the R&E or studies efforts. The DTIC, applicable
DoD IACs, and the local DoD technical library or repository that supports the activity
responsible for sponsoring and creating the documents shall be recipients of the
primary distribution at the same time. The preparation and dissemination of R&E and
studies efforts in the form of journal articles, poster papers at a symposia, and other
means external to DoD shall not be in lieu of providing those same documents to the
DTIC, appropriate DoD IACs, and the local technical library.

E4.4.10. The posting of documented efforts on an electronic bulletin board,
homepage, the Internet or some other internal or external network does not constitute
in and of itself primary distribution of documented R&E and studies efforts. The
methods of electronic dissemination are by their very nature transient and relatively
short lived.

Primary distribution must be explicitly directed to the intended recipients. The activity
responsible for primary distribution of documents by electronic means must take
positive steps to ensure that receiving activities are capable of receiving the data by that
means and in an intelligible form. This includes individuals that are the intended
recipients of the document and secondary dissemination activities including technical
libraries, DTIC, and appropriate DoD IACs. Providing electronic documents that are
configured by computer hardware or software that are not readily available to the
recipients precludes the use of such technical information. If the recipients cannot
readily read, interpret, or convert the electronic document, then the activity shall
provide the document in some other media.

E4.4.11. DoD activities shall exercise reasonable diligence in the preparation of
technical documents in final form. Retention of technical documents as working drafts,
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Icoordination copies; etc., shall not be utilized as a method to avoid preparation and
distribution of documents in final form. Additionally, a verbal presentation at the
conclusion of an R&E effort may be given but not instead of the documentation of an
R&E effort. A verbal presentation often enhances understanding of the R&E or study
performed. At the same time the documentation of the efforts permits a more
permanent record and wider dissemination of the work and allows the Department of
Defense to leverage the resources invested in the effort to the larger Defense
community for a longer period of time. As an example the dissemination of papers
presented at a conference and/or conference proceedings to others in DoD who are
unable to attend the conference, and to the DTIC, appropriate DoD IACs, and the local
technical library broadens the awareness and retains the documented knowledge of what
was presented for future use.

E4.4.12. The DoD Components shall ensure that their contractors and grantees
have access to and utilize applicable DoD STI facilities including DTIC, relevant DoD
IACs, and relevant specialized databases and information collections at various DoD
activities consistent with security and other access restrictions.

E4.4.13. By its very nature scientific and technical information and planning
information exist in all media and forms and are represented in raw form such as data,
laboratory notes and observations as well as more cohesive forms such as reports,
articles, and presentations. Without intending to be all inclusive, the types of items
listed below shall be provided to DoD repositories and secondary dissemination
activities including DTIC, applicable DoD IACs, and local technical libraries. Those
items to be provided include the following:

E4.4.13.1. Acquisition systems planning documents such as weapons systems,
components or subsystems, technology capabilities; etc.

E4.4.13.2. Basic and advanced research planning documents.

E4.4.13.3. Science and technology planning documents to support military
mission needs and requirements.

E4.4.13.4. Defense Technology Area Plans to support the investments in DoD
technology.

E4.4.13.5. Planning, Programming, and Budgeting System documents in
support of DoD acquisition and related technology program focus areas including:

E4.4.13.5.1. Planning documents such as the National Military Strategy
Document and the Defense Planning Guidance.
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E4.4.13.5.2. Program documents such as the Chairman, JCS Program
Assessment, programmatic issue books, and Program Decision Memoranda.

E4.4.13.5.3. Budget documents such as the Budget Estimate Submission,
Program Budget Decisions, and Research and Development Descriptive Summaries.

E4.4.13.6. Acquisition Systems and Programs Life-Cycle Documents. These
include but are not limited to:

E4.4.13.6.1. Mission Needs Statements.
E4.4.13.6.2. Operational Requirements Documents.

E4.4.13.6.3. Analyses of Alternatives (previously identified as Cost and
Operational Effectiveness Analyses).

E4.4.13.6.4. Acquisition Program Baseline Documents.
E4.4.13.6.5. Annual Operational Test and Evaluation Reports.

E4.4.13.6.6. Contract management reports of a programmatic or
evaluative nature.

E4.4.13.6.7. Cost, schedule, and performance program reports related to
specific system or technology program objectives.

E4.4.13.6.8. Program deviation documents related to programmatic
changes to purpose, scope, objective, performance requirements; etc.

E4.4.13.6.9. Test and evaluation reports.
E4.4.13.6.10. Live fire test and evaluation reports.

E4.4.13.7. External management and policy information such as Presidential
Decision Directives, Executive Orders, OMB Bulletins, Congressional and GAO reports
and testimony, and science advisory board and similar advisory group reports when
related to DoD acquisition and related technology programs.

E4.4.14. Studies and analyses documents cover a wide range of typical areas and
support all aspects of the DoD mission. While many studies and analyses contain STI,
many others do not. Inorder for the DoD repositories such as DTIC, the DoD IACs,
and local technical libraries to support the Department of Defense, it is intended that

24 ENCLOSURE 4




DODI 3200.14, May 13, 1997

studies and analyses documents be provided to the repositories for retention for
secondary dissemination in a manner consistent with the approval and release constraints
of such documents. The following types of studies and analyses are examples of the
types of documents to be provided to the DoD repositories:

E4.4.14.1. Strategic operations, concepts, military strategies, force structure
alternatives.

E4.4.14.2. Technology assessments, insertion, and deployment.

E4.4.14.3. Operations research and analysis in support of operations and
operational capabilities.

E4.4.14.4. Evaluation of studies and analysis tools.
E4.4.14.5. Test and evaluation studies.

E4.4.14.6. Analyses of alternatives in support of operational and technology
program management.

E4.4.14.7. Training studies and analyses.

E4.4.14.8. Defense functional area studies and analyses for functions such as
logistics, manpower and personnel, readiness; etc.
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ES5. ENCLOSURE 5
DoD INFORMATION ANALYSIS CENTERS (IACs)

ES5.1. PURPOSE

The Department of Defense establishes IACs to acquire, digest, analyze, evaluate,
synthesize, store, publish and disseminate worldwide STI and engineering data in a clearly
defined specialized field or subject area of significant DoD interest or concern.
Additionally IACs provide advisory and other user services to their authorized user
community.

E5.2. SCOPE

E5.2.1. DoD IACs are an integral part of the DoD STIP. IACs are distinguished
from technical information centers or libraries whose functions are concerned with
providing reference to or access to technical documents themselves or technical
information databases rather than utilizing a technically expert staff to assess and
provide relevant technical information to meet a specific user need. Although an IAC
normally maintains document or database collections, a significant differentiating aspect
of anIAC is the utilization of scientists and engineers in an IAC defined field or subject
area in the performance of many of the functions of a DoD IAC.

E5.2.2. IACs are established primarily to support the Department of Defense, but
may also support others in the public and private sector consistent with security and
other constraints normally applicable to the Department of Defense and its contractors.
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E5.3. FUNCTIONS

E5.3.1. Basic or Core Activities

E5.3.1.1. Focus. IACs are staffed by scientists, engineers, and information
specialists who provide users with focused expert assistance and unbiased scientific and
technical information. They establish and maintain comprehensive knowledge databases
that include technical, scientific, and other data and information collected on a
worldwide basis in their field of interest. They identify sources and assess the
relevance of data held by others. TACs coordinate closely with their sponsoring DoD
technical communities and the DoD user community in general as a means to focus
their efforts on Defense community needs. IACs also collect, maintain and develop
analytical tools and techniques including databases, models, and simulations.

E5.3.1.2. Representative Types of Activities. IACs are staffed with subject
experts to provide in-depth analysis services and create specialized technical
information products. TAC products and services include, but are not limited to,
abstracts and indexes; technical and bibliographic inquiry services; technical
assessments; support and promotion of exchanges of information among scientists,
engineers, and practitioners of disciplines in the scope of the IAC or their field of
interest; preparation of state-of-the-art reports; handbooks; data books; data sets; critical
reviews; standards and technology benchmarks; problem definitions; alternative
technology analyses; and current awareness activities.

E5.3.2. Additional or Special Activities or Tasks. DoD IACs are established with
the explicit intent to perform additional tasks within their areas of expertise and
technical focus above and beyond the basic or core activities as described in paragraph
E5.3.1., above. The establishment of core information and specialized expertise in their
defined area of interest is in part established to respond to the needs of the Defense
technical community. That permits an effective and efficient method of leveraging the
technology base. Those additional tasks or special activities are efforts that are
specifically defined by a requiring organization as the need arises and are consistent with
the area of competence and concern that defines the technical focus of a particular
IAC. The requiring activity normally provides the funds necessary to perform the task
unless waived by the sponsoring DoD Component activity.
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E5.4. RESPONSIBILITIES

| E5.4.1. The DUSD(S&T) shall:

E5.4.1.1. Maintain management control and oversight of the IAC program
consistent with the policies and concepts of the DoD STIP, as defined in DoD Directive
3200.12 (reference (a)).

ES5.4.1.2. Approve or disapprove all proposals by the Headquarters of the DoD
Components to establish or disestablish an IAC or make major changes in an IAC's
scope or subject area.

E5.4.1.3. Designate the "Sponsoring DoD Component" for each IAC.

E5.4.1.4. Designate a DoD activity or organization to provide a technology
specialist to act as the "Technical Monitor" for each IAC.

| E5.4.2. The ODUSD(S&T) staff that exercises oversight of the STIP shall:

E5.4.2.1. Monitor the IAC program including periodic review of the
performance of each IAC in meeting the defined goals and objectives in their prescribed
area of interest.

E5.4.2.2. Provide program guidance, as necessary, to meet the intent of the
program and promote the technology objectives of the Department of Defense.

E5.4.2.3. Appoint an ad hoc review board on a periodic, as needed, basis to
review each [AC.

| ES5.4.3. The Sponsoring DoD Component s/all:

E5.4.3.1. Provide continuous administrative and operational management for
each assigned IAC. Designated "in-house DoD IACs"are assigned to the proposing
|Military Service or Defense Agency, as approved by the DUSD(S&T).
Contractor-operated IACs are assigned to an appropriate sponsoring DoD organization.

E5.4.3.2. Budget for the basic operations and core functions of assigned IACs.

E5.4.3.3. Prepare and defend programs and budgets consistent with annual
|budget cycles and DUSD(S&T) requirements for each assigned IAC.
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E5.4.3.4. Establish approved IACs through acquisition of contract services or
direct in-house establishment.

E5.4.3.5. Review performance of the IACs, in coordination with the technical
|monitor and the ODUSD(S&T)/PP staff exercising staff oversight of the IAC program.

| E5.4.4. The Technical Monitor s/all:

E5.4.4.1. Provide continuous technical direction and oversight for the
assigned IAC.

E5.4.4.2. Assess technical subject requirements and adequacy of literature and
database coverage by the IAC for users in the defense community.

E5.4.4.3. Evaluate and approve IAC proposals for products and services from
the technical standpoint.

E5.4.4.4. Be a Government employee and not a member of the IAC contractor
staff. Synonymous titles are "Technical Manager,""Government Project Engineer,"
"Contracting Officer's Technical Representative (COTR)," or other such titles that
demonstrate technical oversight of TAC activities. For contractor-operated IACs, the
technical monitor shall approve the designation of the COTR, if the technical monitor
does not function in that capacity.

E5.4.4.5. Provide the technical requirements input for the "Statement of
Work" for contractor-operated IACs.

E5.4.4.6. Assist the sponsoring DoD Components in identifying program
requirements necessary to support preparation of budget and program documents for
assigned IACs.

E5.4.4.7. Ensure that all technical documents and data produced by the DoD
contractor-operated IACs are properly marked in accordance with DoD Directives
5230.9, 5230.24, and DoD 5200.1-R (references (j), (k), and (g). For "basic"or "core"
activities of the IAC, as described in paragraph E5.3.1.1., above, the COTR shall be
identified as the controlling DoD office. For "additional" or "special"activities of the
IAC, as described in subsection E5.3.2., above, the requiring DoD activity shall be the
controlling DoD office.
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E5.4.5. The DoD Components s#all:

E5.4.5.1. Provide their technical requirements to the technical monitor, to
assist in determining the scope, focus, and conduct of an IAC's technical activities.

E5.4.5.2. Fully fund any additional IAC products and services beyond basic or
core-funded activities unless otherwise authorized by the sponsoring DoD Component.

E5.4.5.3. Utilize the DoD IACs when they may best meet the Component's
technical requirements.

E5.4.5.4. Ensure that the DoD IACs routinely receive technical reports and
data sets about the IAC's subject area of interest as part of the Component's primary
distribution of technical information.

E5.4.5.5. Invite the participation of DoD IACs in DoD-sponsored technical
symposia in the IAC's subject area of interest.

E5.5. IMPLEMENTATION OF POLICY, PRINCIPLES. AND CONCEPTS

E5.5.1. Information analysis and evaluation activities are an essential and integral
part of the scientific research and engineering processes conducted by or for the
Department of Defense. When significant requirements are recognized or benefits can
be derived through institutionalizing such efforts, the Department of Defense shall
establish a DoD information analysis center in a clearly defined, specialized field or
subject area of particular interest or concern to the Department of Defense. IACs are
formally established by the Department of Defense to acquire, digest, analyze, evaluate,
synthesize, store, publish, and provide advisory and other user services concerning
available worldwide scientific and technical information and engineering data in its
defined field or area of interest.

E5.5.2. DoD IACs shall be established primarily to support the mission of the
Department of Defense. That includes in-house activities as well as contractors and
others who provide direct and indirect support to the Department of Defense. DoD
TACs may also serve others in the public and private sector to the extent practicable and
consistent with the constraints of DoD 5200.1-R and DoD 5220.22-R (references (g)
and (u)). DoD policy on export-controlled technical data included in DoD Directive
5230.25 (reference (p)), and other restrictions on DoD information as applicable shall
be incorporated into the handling of data by the IACs.
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E5.5.3. Each DoD IAC shall have a technical program Charter. The contents of the
Charter are described in paragraph ES5.6.3., below, as part of the criteria for establishing
a DoD IAC but the criteria are equally relevant to those IACs already in existence.

E5.5.4. Classified or special category material may be received by an IAC provided
that the information supports the mission of the IAC and appropriate security measures
have been established. Additionally, IACs shall not receive, process, or disseminate
scientific or technical intelligence unless specifically authorized by appropriate DoD
intelligence activities and the DoD technical monitor. That is not intended to preclude
IAC access to such information or to scientific or technical information developed or
derived from intelligence data, but merely to prescribe that appropriate coordination and
approval incidental to conduct of IAC activities shall occur.

ES5.5.5. Each IAC shall maintain a core staff of technical experts in its field of
specialization. The IAC shall be attached to or have a working relationship with a
private sector or DoD organization engaged in technical work in its mission area and are
encouraged to seek assistance from qualified experts employed by that organization (and
others, as needed) to ensure the highest technical quality for individual products and
services.

E5.5.6. Each IAC shall be administered by a "single sponsoring DoD Component"
designated by the DUSD(S&T).

E5.5.7. Classified information shall be receipted, controlled, published, released or
distributed, disposed of, and protected from unauthorized disclosure, in accordance with
DoD 5200.1-R and DoD 5220.22-R (references (g) and (n)). Documents containing
classified information shall be issued in accordance with DoD release and security
procedures in references (g) and (u), after they have been reviewed and approved by
responsible technical and security authorities. Information and products should be
cleared for public release, in accordance with DoD Directive 5230.9 (reference (j)), if
they are released to or accessible by the general public and when applicable information
and products having potential foreign affairs implications shall be cleared in accordance
with DoD Directive 2002.3 (reference (v)). Disclosure to foreign governments and
international organizations, their contractors or representatives and other foreign
persons shall be in compliance with DoD Directive 5230.11 (reference (w)).

E5.5.8. All technical documents generated by DoD-funded R&E efforts shall be
marked with a DoD Distribution Statement, in accordance with DoD Directive 5230.24
(reference (k)), with an export warning notice when appropriate, as described in
reference (k) and as required by DoD Directive 5230.25 (reference (p)) and with
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applicable classification markings, as required by DoD 5200.1-R (reference (g)). For
contractor-operated IACs applicable markings of data shall be done by the contractor as
directed by COTR or another DoD employee, as designated by the COTR.

E5.5.9. DoD IACs shall establish mechanisms for cooperation and
cross-fertilization of ideas on management philosophy, policy, promotion or outreach,
operating procedures, and other areas of mutual interest. Periodic meetings of all DoD
IAC managers, technical monitors, and sponsors shall be held for information exchange
in those areas.

E5.5.10. Basic TAC operations, as defined by the sponsoring DoD Component, shall
be primarily supported by DoD funds.

E5.5.11. Each IAC shall assist in advancing standardization of the technology in
their technical focus and field of expertise.

E5.5.12. IACs shall make optimal use of advanced information technology and
telecommunication equipment, systems, and capabilities in the operation of their centers.

E5.5.13. TACs shall acquire, store, and disseminate subject area technical
information from all sources, domestic and foreign, including support of approved
information exchange programs with countries that have agreements with the United
States. IACs shall utilize but not duplicate the existing DoD foreign open-source
scientific and technical intelligence literature exploitation program or automated
database as part of any foreign acquisition efforts. It is not intended for DoD IACs to
replicate substantial quantities of information from other readily available sources. At
the same time, IACs are encouraged to acquire information from those sources when
the information is needed to provide timely, comprehensive, and qualitative products and
services.

ES5.5.14. While one purpose of the IACs is to collect and disseminate STI, their
performance of analytical tasks characterizes them as "R&D activities" as well as
"technical information support activities." As a routine function of the analytical
aspects of their information collection functions, IACs are expected to do the following:

E5.5.14.1. Verify and validate the technical accuracy and reliability of existing
data.

E5.5.14.2. Generate and evaluate data collection and analysis techniques
reported in the literature.
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E5.5.14.3. Develop alternative approaches to collection and/or analysis of the
same or similar forms of information for assigned technical areas.

E5.5.14.4. Identify and/or fill voids in existing data or knowledge bases when
the TAC may provide such R&D in an economical, efficient, and unbiased manner.
Those functions in paragraphs E5.5.14.1. through E5.5.14.4., above, are accomplished on
a selective basis to permit the most effective use of technology and expertise resident
in the TACs, and are the types of functions that distinguish a DoD IAC from libraries and
other types of information centers.

E5.5.15. As defined in subsection E5.3.2., above, it is the intent of the Department
of Defense to have its IACs perform additional or special activities or tasks in their
individually defined technical scopes. One of the primary purposes of acquiring and
maintaining core technical information and expertise is to maximize the utilization of
those invested efforts. The accomplishment of additional tasks based on those core
capabilities permits the Department of Defense to effectively and efficiently leverage
the technology base in its areas of interest. For those IACs operated by contract, it is
the responsibility of the sponsoring DoD Component activity to accomplish the
contracting of both the core activities and additional tasks consistent with the technical
scope of each IAC.

E5.5.16. If applicable, IACs shall participate in programs designed for the
international transfer of technology in assigned areas of technical responsibility.
Equally, they shall ensure that such participation does not lead inadvertently to
unauthorized transfer of technology.

E5.5.17. DoD IACs shall participate in and support the Department of Defense
|domestic technology transfer program, as defined in DoD /nstruction 5535.8 (reference

(1)).

E5.5.18. IAC personnel are authorized and encouraged to plan, provide technical
support for, and participate in major technical conferences, meetings, or symposia in
their area of technical specialization. IAC sponsorship and attendance at meetings shall
be consistent with DoD provisions on security and on transfer of technology. DoD
activities are also encouraged to participate and sponsor conferences in their technical
areas of interest. IAC contractors and DoD activities that sponsor or participate in
conferences shall do so in a manner consistent with DoD Directives 5230.9, 5230.24,
5230.25, 2002.3, DoD Instruction 5230.27, and DoD 5200.1-R (references (j), (k), (p),
(v), (f), and (g)). When DoD IACs sponsor a conference, meeting, or symposia, an
in-house DoD activity is not required to sponsor it as well. IAC personnel shall
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maintain contact with senior investigators and develop working relationships with
technical, professional, and trade associations and related technical groups to exchange
information. Meetings and conferences are to be used as an opportunity for making
known the products and services of the IAC, maintaining contact with senior
investigators in the specialized field of the IAC and to promote the interaction of IAC
professional staff with the technical community at large.

E5.5.19. IACs shall prepare, announce, and provide primary distribution of critical
reviews, state-of-the-art reports, handbooks, data compilations, lists of technical
experts, and other significant publications in their assigned areas of technical
specialization. IACs shall respond to inquiries from qualified users bearing in mind
applicable security controls and restrictions on transfer of technology to foreign
individuals and organizations.

ES5.5.20. The DTIC, technical library of the DoD activity that sponsored a particular
Itechnical effort and other DoD IACs with a technical interest in the subject matter of a
particular document shall be included in the primary distribution of documents formally
issued by an IAC. That excludes direct correspondence in response to inquiries and the
annual reports of the IACs unless the sponsoring DoD Component requires the reports
for management oversight of IACs it sponsors.

E5.5.21. TACs shall normally not provide secondary distribution of any documents
other than their own. Inaccordance with criteria or guidance provided by the
sponsoring DoD Component, IACs may perform secondary distribution of documents or
data in forms or media not available from other sources and IACs may perform
secondary dissemination of documents and data when they are the only known remaining
source.

E5.5.22. DoD IACs normally recover a portion of operating costs through the sale
of products and services. As such, it is not intended for the DTIC to provide
distribution services to their users of DoD IAC products and services. DTIC shall
provide microfiche copies of IAC technical reports. On a mutually agreeable basis
|DTIC may provide other distribution services to the IACs such as CD-ROM or network
services including the sharing of cost and revenues.

E5.5.23. Selected products and services provided by IACs shall include provisions
for at least partial cost recovery in accordance with guidelines provided by the
sponsoring DoD Component. The principle is to promote wide dissemination and use
by the Defense community while discouraging the excessive ordering of products or
services without recognition of the cost impact on DoD resources.
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E5.6. ESTABLISHMENT OF TACs

ES5.6.1. Proposals from the DoD Components for establishment of an IAC shall be
processed through the same channels that are used to approve and authorize any other
RDT&E program.

E5.6.2. Approval shall be based on, but not limited to, the following criteria:

E5.6.2.1. Documented evidence of a requirement to fill a void in an emerging
DoD technology thrust area.

E5.6.2.2. Clear definition of subject fields to be covered and demonstration
that other IACs or other sources do not duplicate or provide the same depth of

coverage of the proposed IAC.

E5.6.2.3. Cost and effectiveness including evaluation of whether alternate
ways of accomplishing the objectives of the IAC exist.

E5.6.2.4. Adequate financial support and plans for continuing support to
achieve the announced objectives of the IAC.

E5.6.2.5. Active support of the IAC by persons engaged in the type of
technical work to be covered by the IAC's information products and services.

E5.6.2.6. Evidence of capability to ensure proper security procedures and
controls on technology transfer.

E5.6.3. As part of the process in defining the need, purpose, and scope of a DoD
IAC, each IAC shall have a technical program Charter including the following:

E5.6.3.1. Mission and functions statement.
E5.6.3.2. Statement of need on DoD requirements.
E5.6.3.3. Statement of technical scope.

E5.6.3.4. Method of funding.

E5.6.3.5. Description of responsibilities for those DoD administrative,
procurement, and technical personnel that guide the direction and operation of the IAC.
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E5.6.3.6. Authority to establish and operate the IAC.
E5.6.3.7. Provisions for periodic review and revision.

E5.6.4. Each Charter is to be approved by the OSD Principal Staff Assistant
responsible for technical program oversight of the IAC.

E5.6.5. Subject Coverage. Subject areas covered by an IAC may be determined
from one or both of the following categories:

E5.6.5.1. Discipline Oriented Coverage. Information pertaining to all, or a
clearly defined part of, a recognized scientific or engineering discipline, which has its
own literature or professional traditions and is of particular interest to the Department
of Defense.

E5.6.5.2. Mission Oriented Coverage. Information pertaining to a military
undertaking of special interest to the Department of Defense or to a specific large
weapon or its support system or a group of such systems, and therefore, an area that
requires an interdisciplinary approach.

E5.6.6. Size and Location

E5.6.6.1. No specific limitations are imposed on the size of an IAC as long as
the types of functions described in section E5.3., above, are accomplished.

E5.6.6.2. TACs may be located at the following:

E5.6.6.2.1. DoD installations, laboratories, and other in-house technical
activities; or,

E5.6.6.2.2. Other Federal Government activities when a DoD Component
sponsors the IAC in conjunction with an applicable authority in an Agency Headquarters
for the other Government activity.

E5.6.6.2.3. Contractor installations (educational institutions, industrial
firms, and not-for-profit institutions).
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E5.6.7. Security. IACs shall satisfy all physical and document information
security requirements for the protection of classified or otherwise sensitive
information stored or held therein. For in-house operated DoD IACs, the IAC shall
adhere to all applicable policies and practices. For contractor-operated IACs all
security requirements shall be clearly specified by DoD in the contract.

E5.7. DISESTABLISHMENT OF TACS

E5.7.1. The sponsoring DoD Component, in coordination with the designated
"technical monitor" and the principal DoD-user activities, may propose the
disestablishment of a DoD IAC. Aproposal to disestablish an IAC should include an

|analysis that would permit DUSD(S&T) to evaluate or consider the types of questions
or factors described in paragraph E5.7.2., below.

E5.7.2. Acombination of factors may form the basis for a decision to recommend
|disestablishment of anIAC. Following a complete review, the DUSD(S&T)PP (with the
assistance of the OSD Principal Staff Assistant for IAC technical areas beyond the
|purview of the DUSD(S&T)PP) shall make the decision on disestablishment of an IAC.
The following are typical questions or factors that may be considered in making such a
decision:

E5.7.2.1. Ts the IAC still functioning in a major DoD technology thrust area?
E5.7.2.2. Is the IAC demonstrably useful to the Department of Defense?

E5.7.2.3. Is the IAC fulfilling a DoD need that is not duplicated by other
public, private, or Government organizations?

E5.7.2.4. What is the value of products or services to users for current DoD
programs?

E5.7.2.5. Are funds available?

E5.7.2.6. Is the IAC maintaining proper security controls and controls over
transfer of technology to foreign individuals and organizations?

| E5.7.3. After the DUSD(S&T) has decided to disestablish an IAC, the following
shall be accomplished:
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E5.7.3.1. The sponsoring DoD Component shall announce a termination date
at least 90 days in advance and shall require the managing supervisor of the IAC to
provide a documented inventory of the IAC's holdings to the sponsoring DoD
Component and DoD technical monitor.

E5.7.3.2. The sponsoring DoD Component shall decide the disposition of the
IAC's holdings with the assistance of the managing supervisor of the IAC, the DoD
|technical monitor and the approval of the ODUSD(S&7)PP.

E5.7.3.3. The technical holdings of a DoD IAC including its documents,
databases, and technical information represent a significant resource investment by the
Department of Defense. The disposition of those tangible assets must be handled in a
logical and cost-effective manner. As aresult every reasonable effort should be made
to retain those holdings for future use in the Department of Defense and if not possible,
their disposition should be handled, in accordance with the parameters of the DoD
property disposal and records management programs. One of the principle functions of
DoD technical libraries is to retain the current and future technical assets of the
Department of Defense. Transferring the IAC holdings to another DoD IAC or a DoD
technical library shall be a primary consideration in the disposition of [AC technical
holdings. Care should be taken to ensure that data restricted to DoD use for reasons
such as national security, export control; etc., is retained by the Department of Defense
before transfer of remaining holdings to others outside the Government or that
applicable controls by the Department of Defense remain in effect.
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E6. ENCLOSURE 6
ACCESS TO AND DISSEMINATION OF DoD TECHNICAL INFORMATION

E6.1. PURPOSE

The DoD Technical Information Program shall ensure the complete and timely exchange
among DoD technical activities, including both the in-house and DoD contractor
communities, of all technical information generated by or about the pursuit of DoD
technical programs with due consideration of security requirements and access
restrictions. All DoD Components responsible for dissemination of technical
information shall make a positive effort to provide users accurate and timely technical
information, utilizing the most effective media, including symposia, newsletters,
technical reports, inquiry responses, on-line data networks, consultation and other media,
and making optimum use of computer technology to store, sort, select, package, and
disseminate data and information.

E6.2. APPLICABILITY AND SCOPE

E6.2.1. The implementation of policies, principles, and practices established by
this section apply to the DoD Components consistent with the constraints established by
DoD Directives 5230.9, 5230.24, 5230.25, 2002.3, and 5230.11, DoD 5200.1-R, and
DoD 5220.22-R (references (j), (k), (p), (v), (W), (g), and (u). That not only includes
dissemination of DoD technical information internally to the Department of Defense
but also applies to other Federal Government Agencies including legislative and judicial
branch agencies, all Government contractors, grantees; etc., other governments (local,
State, or foreign), and any others for which a DoD Component activity has an approved
and established "legitimate business relationship" interest. The term "legitimate
business relationship”is defined in enclosure 2.

E6.2.2. The procedures authorized by this enclosure shall be used by DoD
technical information dissemination activities to control access to DoD technical
information. The access afforded through use of those procedures does not override
special consideration or approvals that affect the flow of controlled information, but
shall provide routine access consistent with any such controls.
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E6.3. RESPONSIBILITIES

| E6.3.1. The ODUSD(S&T)PP shall approve service charges collected by DoD
technical information dissemination activities in a manner consistent with section E6.4.,
below.

| E6.3.2. The DoD Components s/all:

E6.3.2.1. Pursue organized, coordinated, and comprehensive programs for
technical information dissemination. Those programs shall provide for the routine
interchange of technical information in the Department of Defense, between the
Department of Defense and others in the scientific and technical community including
other Federal Agencies, DoD contractors, other Federal Agency contractors, foreign
governments as applicable, and the national and international scientific and technical
community consistent with DoD Directives 5230.9, 5230.24, 5230.25, 2002.3,
5230.11, DoD 5200.1-R, and DoD 5220.22-R (references (j), (k), (p), (v), (W), (g), and

().

E6.3.2.2. Under the limits of security and access restrictions necessary to
ensure adequate intra-DoD technical information exchange, vigorously pursue a policy
that ensures that technical information generated by activities under their cognizance is
provided for public use through applicable Federal Agencies and technology transfer
programs according to approved DoD clearance procedures.

E6.3.2.3. Support the wide dissemination of technical information as part of
the primary distribution of such matter, and support and sustain DoD technical
information dissemination activities including the DTIC, DoD IACs, and DoD technical
libraries.

E6.3.2.4. Wherever possible, provide unclassified versions of technical
documents and other information to expedite the information transfer process.

E6.3.2.5. In-house DoD activities shall complete all parts of the "Registration
for Scientific and Technical Information Services," DD Form 1540, and submit it to
DTIC before requesting technical information from DoD dissemination activities.

When classified information is requested on the DD Form 1540, that form shall be
signed by the applicable security officer for that activity.

E6.3.2.6. Ensure that DoD activities under their cognizance certify access to
DoD technical information for all non-DoD users based on the determination by the
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DoD activity that the user has a legitimate business interest with the Department of
Defense, as defined in enclosure 2. DoD personnel who certify access for non-DoD
users shall have the technical competence and familiarity with the user's needs and
intended use for the information to determine that it is in the best interest of the
Department of Defense to provide access. Particular attention shall be focused on the
subject fields of interest for access to classified information. Promptly report to DTIC
any changes of certification status such as contract termination, revisions to contracts
and grants concerning levels of access or completion dates, and changes of address or
organization names.

E6.3.2.7. Routinely provide for the dissemination of DoD technical
information for domestic technology transfer.

E6.3.2.8. Identify and provide information to DTIC describing R&E and other
acquisition-related publications, databases, specialized collections, products, services,
and accessibility about DoD scientific and technical information assets of DoD
activities whether in-house or contractor supported. This information reporting
requirement supports the DTIC-developed directory of STI resources and has been
|assigned Reports Control Symbol DD-A&T(AR)]922.

E6.3.2.9. Establish and support industry information centers for ready access
to unrestricted and restricted DoD technical information, program planning information,
and requirements documents. Those centers shall also assist DoD contractors and
potential contractors in accessing DoD RDT&E activities and staff.

| E6.3.3. The DTIC shall:

E6.3.3.1. Operate and maintain a uniform, DoD-wide certification and
registration system. Applicable procedures, forms, and instructions shall be prepared
and coordinated by DTIC, as a Volume of DoD 3200.14.M, "DoD Scientific and
Technical Information Program Procedures Manual."

E6.3.3.2. Maintain a central authority file of certified and approved users.
Provide methods of access and dissemination to that file such that other DoD
dissemination activities may provide information to registered users applicable to their
authority to receive data. Also, quickly inform DoD activities of the new registrations
and changes to the timeframe, conditions, and scope of coverage.

E6.3.3.3. Establish a DoD Directory of STIresources as described in
paragraph E6.3.2.8., above.
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E6.3.4. DoD Technical Information Dissemination Activities may collect service
Icharges as approved by ODUSD(S&T)PP in accordance with the policies and principles
of this enclosure.

E6.4. IMPLEMENTATION OF POLICY AND PRINCIPLES OF OPERATION

E6.4.1. Registration for Defense Technical Information

E6.4.1.1. The DD Form 1540 is authorized for the collection of data required
by the uniform DoD registration system established by DTIC for access and
dissemination purposes.

E6.4.1.2. Classified information dissemination from a DoD dissemination
activity shall be limited to the scope of a subject area field of interest as specified and
certified on the DD Form 1540 unless otherwise authorized by the DoD classification
authority. Such a certification shall constitute an approval by an applicable DoD official
that the user's official responsibilities require access to technical information within
the specified subject fields and groups on the DD Form 1540. An applicable DoD
official shall certify the access of non-DoD users to DoD technical information based
on the DoD official's determination that the non-DoD user has a legitimate business
relationship with the Department of Defense as defined enclosure 2. Approval for
access to classified or unclassified, but sensitive, technical information shall be
conditioned on the fact that the user understands the conditions of use and may
reasonably control access to the information by others, as necessary.

E6.4.1.3. DoD activities that have approved DD Form 1540s shall take action
to notify DTIC when the classified or otherwise sensitive and/or controlled information
is accessed and used in a significantly inappropriate manner. Access or termination of
access to DoD technical information is solely under DoD authority, as determined to
meet DoD needs. That relates to the intent of the Department of Defense to
disseminate technical information to the defense community to support the DoD
mission and in no manner shall be construed to limit public access and availability of
DoD information approved for public release in accordance with DoD Directive 5230.9
or for information released by the Department of Defense in accordance with DoD
Directive 5400.7 (references (j) and (n)).

E6.4.2. Dissemination of Defense Technical Information

E6.4.2.1. The Department of Defense shall disseminate DoD technical
information in support of its technical programs and in support of similar technical
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programs in other U.S. Government Agencies consistent with the DoD mission
contained in DoD Directive 5230.11 (reference (w)).

E6.4.2.2. Requests from foreign organizations for classified or otherwise
sensitive and/or controlled information shall be made only through applicable DoD
foreign release offices under established release procedures.

E6.4.2.3. 1t is intended that registration for access to DoD technical
information shall be available to both individuals and groups of people in an
organization. If aregistration is completed for a group of people, then the individual
identified on the DD Form 1540 shall be authorized to receive all data (including
classified or unclassified but, sensitive data) consistent with the registration. That
individual is responsible for providing data to others in the organization consistent with
the "DoD Distribution Statement,"” classification markings, and export control warning
notices. That means, for example, if an in-house DoD activity requests information
from a DoD dissemination activity that is marked with "DoD Distribution Statement D
(Distribution Authorized to DoD and U.S. DoD Contractors)," then the requesting activity
may share that information with a DoD contractor including those working in that
activity or elsewhere. Dissemination to others shall only be, as approved by the
"Controlling DoD Office" as specified in DoD Directive 5230.24 (reference (k)). DoD
activities that operate DoD technical information networks may further limit access
based on network capacity constraints, but access shall be consistent with other DoD
information dissemination policies. Access to internal networks shall be consistent
with DoD marking policies including DoD Directive 5230.24, DoD Directive 5230.25,
DoD 5200.1-R, and DoD 5220.22-R (references (k), (p), (g), and (u)).

E6.4.3. Principles and Considerations for User Charges by DoD Technical
Information Dissemination Activities

E6.4.3.1. Objectives and Implementation of Policy

E6.4.3.1.1. The DoD Acquisition Program is implemented through an
extensive set of processes and procedures. The phases of the acquisition process
include the following:

E6.4.3.1.1.1. Concept exploration and development.
E6.4.3.1.1.2. Program definition and risk reduction.

E6.4.3.1.1.3. Engineering and manufacturing development.
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E6.4.3.1.1.4. Production, fielding and/or deployment, and operational
support.

(STl is an integral part of every phase of the acquisition process. Inits many forms
(including technical papers, experimentation data in raw and analyzed form, engineering
drawings, handbooks, manuals, and acquisition-related management data; etc.) STI
sustains the accomplishment of the Department of Defense acquisition mission. With
the significant investment in DoD acquisition, it is incumbent on the Department of
Defense to promote the widest possible primary and secondary dissemination of STI to
organizations that contribute to DoD mission objectives. Inthe case of secondary
distribution, technical information dissemination activities enable the Department of
Defense to recoup a portion of its technology investment by enabling the Department of
Defense to leverage past technology investments. Additionally, technology developed
in the concept exploration and development phase of acquisition becomes the
technology baseline for numerous technology applications in the follow-on acquisition
phases identified in paragraphs E6.4.3.1.1.2. through E6.4.3.1.1.4., above.)

E6.4.3.1.2. Anobjective of the DoD STI program is to promote the
efficient, effective, and timely dissemination of STI. To accomplish that objective, it is
anticipated that DoD information dissemination activities may determine that it is
necessary to impose a system of charges to preclude the potential of excessive requests
for STI by DoD users. At the same time, such a system of charges shall be so
constructed as to meet DoD acquisition objectives stated in subparagraph E6.4.3.1.1.1.,
above, to leverage past technology investments and maximize their return to the
Department of Defense. Aproper balance between direct charges to users and indirect
allocations of net additional costs to acquisition program elements must be determined
and applied accordingly.

E6.4.3.1.3. Additionally, some technical information products and
services are required to meet externally imposed requirements placed on the
Department of Defense including Federal statutes, and/or Executive Orders. Those
external requirements, while not self-imposed, are essential objectives.

E6.4.3.1.4. DoD technical information dissemination activities may
establish service charges for information products and services. Such service charges
shall be developed when there is aneed to provide a means of PARTIAL reimbursement
for products and services and, when necessary, to preclude excessive, unwarranted use
of those products and services. At the same time, the overriding intent of the
Department of Defense is to widely disseminate its technical information to leverage
the utilization of DoD-funded technology to the maximum extent. Service charges shall
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not be established at a level detrimental to the ability of the Department of Defense to
leverage its technology base. DoD activities shall adequately budget and fund their
technical information dissemination activities consistent with those principles.

E6.4.3.2. Principles. Before making a determination to impose user charges a
number of factors must be considered. The following points all require analysis and
rationale to support a system of user charges:

E6.4.3.2.1. Who are the users of the information?

E6.4.3.2.2. Who are the customers that have a vested interest in seeing
that the information is available and used?

(There is often an important distinction between a customer and user. For example, the
Department of Defense requires contractors to use technical information in
performance of a contract. While the technical information is often obtained from a
DoD technical information dissemination activity, the customer (the DoD sponsor of
the contract effort) has obligated the Department of Defense to provide
Government-furnished information to the user (the DoD contractor) for the
performance of work. Another example is an in-house DoD activity that is required to
search existing technical and related management information before the start of a new
technical effort or before proceeding to the next milestone on a major program. The
user in that instance is the activity that receives the information and evaluates its
applicability to a new effort or the next major milestone. There are several
customer(s) in that example. The organization proposing to expend DoD acquisition
resources needs the information to define the technology baseline and develop the
rationale for investing in new or continuing technology development. The
organization(s) responsible to review and approve the expenditure of resources and to
ascertain that the technical effort meets DoD acquisition requirements is also
dependent on the information. Retention of the data for program audit purposes
reflects a third customer need.)

E6.4.3.2.3. What is the most efficient method to resource an information
product or service? And why?

E6.4.3.2.4. Does amethod of cost recovery exist and how does it operate?

E6.4.3.2.5. Is a particular product or service mature enough to where the
customers and users are clearly defined and use of the product and service can be
supported by an established customer base? Development of new products and services
is an investment decision and should be resourced accordingly.
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E6.4.3.3. Practices. Periodically, DoD technical information dissemination
activities should identify the cost associated with providing their products and services.
Using that cost assessment, the DoD Components responsible for the operation and
funding of DoD technical information dissemination activities should utilize the
objectives and principles stated in paragraphs E6.4.3.1. and E6.4.3.2., above, as the basis
to determine the best method(s) to resource the products and services of those
activities. Those methods include the following:

E6.4.3.3.1. Direct mission funding of that information dissemination
activity.

E6.4.3.3.2. Block funding by customers and/or users.

E6.4.3.3.3. Subscription funding for levels or combinations of products
and services.

E6.4.3.3.4. Charge on demand to customers or users with payment from
aggregate accounts or on a transaction basis.

E6.4.3.3.5. Charges against other acquisition program accounts as a
support cost to those program elements.

E6.4.3.3.6. Combinations of the practices in paragraphs E6.4.3.3.1.
through E6.4.3.3.5., above, such as individual demand prices for users adequate to
discourage misuse with the remainder to be allocated in another manner.
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E7. ENCLOSURE 7
DTIC

E7.1. MISSION

Consistent with ODDDR&E policy guidance and program oversight, DTIC shall do the
following:

E7.1.1. Provide centralized operation of DoD services for the acquisition, storage,
retrieval, and dissemination of STI to support DoD R&D, engineering, and studies
programs.

E7.1.2. Provide centralized operation of databases, systems, or networks for the
acquisition, storage, retrieval, and/or dissemination of information to support other
DoD-related acquisition functions as approved by the DUSD(S&T). Provide other DoD
information support services as directed or approved by the DUSD(S&T).

| E7.1.3. Serve as a focus for specific actions required by the DUSD(S&T) to meet
technical information needs of the STIP.

E7.1.4. Develop and provide specialized information system support approved or
Idirected by OSD Principal Staff Assistants.

E7.1.5. Work directly with the ODDR&E to formulate objectives and programs for
STI transfer among the Military Departments, Defense Agencies, and other U.S.
Government Agencies.

E7.1.6. Participate with the OSD and Federal Agencies in formulating DoD and
Federal policies on STI transfer.

E7.1.7. Function as a central activity in the Department of Defense for applying
advanced techniques and technology to DoD STI systems and for developing
improvements in services and STI transfer effectiveness in support of STIP objectives.

E7.1.8. Represent the Department of Defense at STI meetings, conferences, or
symposia to support mission objectives.

E7.1.9. Provide liaison with other DoD and Government STI organizations (such as
the Defense Logistics and Studies Information Exchange and the National Aeronautics
and Space Administration).
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l E7.1.10. Provide planning, programming, budgeting, accounting, and reporting of
resources necessary to meet mission requirements and present PPBS submissions to
Ithe OUSD(C) Comptroller through the DUSD(S&T) exercising staff oversight of DTIC.

E7.2. FUNCTIONS

The Administrator, DTIC, is responsible for providing or executing the following
functions in support of the STIP.

E7.2.1. Centralized DoD Information Services. Those include all services for
maintaining a repository of technical and related management documents resulting from
or pertinent to DoD R&E and studies efforts, providing for their dissemination, and the
following functions:

E7.2.1.1. Acquiring technical and related management documents including
documents from outside the Department of Defense, domestic or foreign, which are of
DoD interest but not readily available from other sources in support of the DoD R&E
and studies efforts. Documents may take the form and format of any commonly
accepted media for documentation and/or presentation of STIL

E7.2.1.2. Providing prompt and effective document awareness services and
publications reflecting new acquisition in the document collection.

E7.2.1.3. Storing in reproducible form copies of acquired DoD-relevant
technical and related management documents.

E7.2.1.4. Maintaining a system of document acquisition, storage,
announcement, reproduction, and distribution methods, in accordance with DoD security
policies, standards, criteria, and procedures for classified, limited distribution, export
control and company proprietary information entrusted to the Department of Defense by
agreement.

E7.2.1.5. Developing and maintaining a timely system of document acquisition,
storage, reproduction and dissemination that promotes the maximum efficiency for
activities providing documents to and receiving data and/or documents from DTIC such
that the DoD-user community may make the most effective and efficient use of the
technology in those documents.

E7.2.1.6. Providing timely response to requests from authorized users for
technical reports and other document services consistent with DoD Directives 5230.24
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and 5230.25, DoD 5200.1-R, and DoD 5220.22-R (references (k), (p), (g), and (u)) of
this enclosure 7. Release of documents in response to requests under the "Freedom of
Information Act"(5 U.S.C.552) shall be governed by DoD Directive 5400.7 (references
(m) and (n)). DTIC shall not release any document not previously cleared for public
release without the written approval of the controlling DoD activity, as defined by DoD
Directive 5230.24 (reference (k)). Requests from foreign persons for classified
reports or services shall be processed in compliance with DoD Directive 5230.11
(reference (w)).

E7.2.1.7. Ensuring the adequacy of and preparing necessary procedures,
standards, and guidelines in applicable Volumes of DoD Scientific and Technical
Information Program Procedures Manual for preparing, acquiring, storing, distributing,
and gaining access to technical and/or management documents describing R&E efforts
and the entry of bibliographic descriptions into DoD STI databases.

E7.2.2. Centralized DoD Database Services

E7.2.2.1. Those involve the application of information, computer, and
telecommunications technology to provide authorized seekers of Defense STI
convenient access to stored files of STI about managing and conducting R&E and studies
programs. For such databases, the DTIC shall provide for the following:

E7.2.2.1.1. Database input systems and procedures to acquire and enter
data into the databases, and provide technical support for remote input to the databases
either on-line or in machine-readable form. Database input systems shall use existing
DoD standard data elements when applicable.

E7.2.2.1.2. Database output systems and procedures to support the
processes involved in formulating and executing on-line search and retrieval, formulating
output of significant segments of the databases including search and retrieval tools and
procedures utilizing applicable electronic media, and control of database output
products.

E7.2.2.1.3. Response to demand requests received by mail, on-line, and
telephone for database products (both individual products as well as downloading of
significant segments of the databases) and processing of subscriptions for recurring
database products.
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E7.2.2.2. The DTIC shall establish and operate a centralized database of
bibliographic citations of technical documents resulting from or about the DoD R&E
and studies programs. That includes support to DTIC document services functions, such
as the following:

E7.2.2.2.1. Document announcement, current awareness, selective
dissemination of information products, or bibliographic searches.

E7.2.2.2.2. Bibliographic database support to include such items as
shared cataloging and related services to technical libraries, support to DoD IACs, and
support to other information processors that operate or provide support to DoD R&E
programs.

E7.2.2.3. As resources and technology permit, DTIC shall establish and
operate a centralized computer database of full-text technical documents resulting from
and about the DoD R&E and studies programs. The database shall include, where
possible, features to enable electronic input, text search, electronic output, file transfer
capabilities; etc.

E7.2.2.4. The DTIC shall maintain and operate centralized databases of
summary technical and management-related information describing the content and
scope of R&E programs, consistent with or as required by other parts of this
Instruction, DoD Instruction 3204.1, and DoD Directives 4205.2, 2002.3, and 8910.1
(references (x), (q), (v), and (y)), and when and as further defined by applicable Volumes
of DoD Scientific and Technical Information Program Procedures Manual and other data

Ispeciﬁed or approved by the DUSD(S&T), when needed for R&E program management.

E7.2.2.5. The DTIC shall provide for maintenance of a central referral
database of the Department of Defense and relevant Federal STI activities and shall
cooperate with the Federal Agencies in maintaining such referral services.

E7.2.2.6. The DTIC shall establish and maintain an index of the unique
collections of DoD technical holdings in the DoD technical libraries and the unique
collections and database that reside at DoD R&E activities. Additionally, on a voluntary
basis DTIC may accept similar information from Defense industry and academic
institutions that have unique collections of significant interest to the Defense R&E
community.

E7.2.2.7. The DTIC shall provide the capability and capacity, as approved by
|the DUSD(S&T) to accommodate new or expanded STI databases and extended levels of
database access, system interconnection, and the establishment of networks.
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E7.2.2.8. The DTIC shall ensure the adequacy of and prepare DoD Regulations
and guidelines describing responsibilities and procedures for input to, maintenance of,
access to, and retrieval from DoD STI databases.

E7.2.2.9. The DTIC shall provide OSD functional managers with data and
document services needed to support their programs in R&E and studies areas.

E7.2.3. Related STI Support Services. The DTIC shall do the following:

E7.2.3.1. Develop and apply techniques to assess STIneeds, usage, and trends
with a view to proposing new STI products, services or programs.

E7.2.3.2. Develop and operate promotional and training programs to increase
the awareness and use of STI policy, procedures, tools, products, and services among
R&E managers, scientists, engineers, and that of the information practitioners that
support them throughout the current and potential DTIC user community with a view
increasing their efficiency.

E7.2.3.3. Provide a central DoD authority and establish a central directory for
the data elements and processes used to record, gain access to, and exchange STI or
documents and prepare DoD procedures with specific criteria and guidance for the
content and format of data elements required by those STI databases, and register data
elements with the Defense Information Systems Agency. The DTIC shall exercise that
authority in cooperation and coordination with the DoD Components and shall ensure
compatibility where practical with the STI practices of other Federal Agencies.

E7.2.3.4. Explore and acquire techniques and arrangements for access to STI
databases, on-line services, or networks on the conduct or management of R&E
programs. Those may include data, databases, or systems from other Federal,
commercial, or foreign sources that may not otherwise be readily accessible to DTIC
users, if the DTIC does not unnecessarily or unfairly compete with or detract from
services available from the private sector.

E7.2.3.5. Represent the Department of Defense in efforts of Federal and
professional STI activities involving the compatibility or standardization of STI data and
processes about improved information transfer.

| E7.2.3.6. As directed by the DUSD(S& T}, provide such centralized services as
acquisition, evaluation, or implementation of common STI resources, systems, or
devices and act as focal point in such endeavors as arranging or instituting new STI
programs, procedures, or exchange agreements.
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E7.2.3.7. Operate and maintain procedures where U.S. Government
Departments and Agencies and their contractors, subcontractors, grantees, and DoD
potential contractors may become certified and registered for access to controlled STI
available from DoD information dissemination activities, in accordance with DoD

5200.1-R and DoD Directive 5230.25 (references (g) and (p)), and enclosure 6 of this
Instruction.

| E7.2.3.8. As directed by DUSD(S&T), act as the DoD Executive Agent for the
preparation and publication of newsletters, journals (juried and unjuried), reports; etc., to
support the dissemination of defense-related STL

E7.2.4. DoD Component Headquarters Information Support. The DTIC shall
|provide information services, which utilize the appropriate information technologies to
acquire, analyze and disseminate information to support oversight and management
functions and to improve overall Department of Defense management. To accomplish
these tasks, the DTIC shall provide support in the following areas:

E7.2.4.1. Analyze and define information gathering, analysis and dissemination
requirements as requested by DoD Component Headquarters.

E7.2.4.2. Investigate and evaluate new technologies and apply them to the
requirements to meet information gathering, analysis and dissemination requirements of

supported organizations, including utilization of the Internet/World Wide Web or
similar technologies.

E7.2.4.3. Conduct liaison with DoD Component Headquarters to assure
continued support for information gathering, analysis and dissemination.

E7.2.4.4. Maintain the DoD implementation of the Government Information
Locator Service (GILS) in accordance with Office of Management and Budget Number
95-01 (reference (z)).

E7.2.5. Investigation, Experimentation, and Application of Advanced Information
Science and Technology. The DTIC shall identify, develop, and carry out programs to
perform and monitor experimentation and study for increasing its internal effectiveness
and productivity and for ensuring that the overall STIP is served by innovative and
effective information systems that take advantage of new advances in information
science and technology. It shall perform studies and experimentation to improve the
processes involved in acquiring, using, storing, retrieving, disseminating, and generating
STL. In doing so, it shall seek effective ways to employ modern information storage,
retrieval, and transmission technology and devices by acquiring and testing the
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application of existing and promising computer, telecommunications, storage, and
transmission devices and concepts. DTIC shall coordinate its program with other DoD
activities engaged in RDT&E involving information science, telecommunications, and
other enabling technologies that help the effective conduct of the DoD STIP.

E7.2.6. DoD Technical Library Support. The DTIC shall provide a focus for
developing and coordinating programs among, and providing centralized technical
support to, DoD technical libraries. To help improve their effectiveness and
capabilities, the DTIC shall provide assistance in the following areas:

E7.2.6.1. Analyze and explore applications of automation to library operations
and other services.

E7.2.6.2. Promote cooperative efforts among libraries including the
establishment of networks and resource sharing.

E7.2.6.3. Facilitate the integration of technical libraries, IACs, the DTIC, and
other components of the STIP in a coordinated STI network.

E7.2.7. DoD IAC Support. The DTIC shall:

E7.2.7.1. Provide necessary support and services for improved coordination,
planning, and integration of DoD-funded IACs. The DTIC shall establish and support a
comprehensive program in the IAC function of the STIP to improve the visibility,
effectiveness, and use of the IACs in support of DoD and Federal scientific and
technical programs.

E7.2.7.2. When functioning as the "DoD Component sponsor," provide
oversight through the contracting officer for designated "contractor-operated DoD
IACs."

E7.2.7.3. Develop and provide systems and services to assist or supplement
IAC operations or programs to effect and promote resource sharing, joint approaches to
common objectives and problems, and information exchange among the IACs, DTIC, and
other components of the STIP.
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Department of Defense

DIRECTIVE

May 10, 1999
NUMBER 3204.1

DDR&E

SUBJECT: Independent Research and Development (IR&D) and Bid and Proposal (B&P)
Program

References:  (a) DoD Instruction 3204.1, “Independent Research and Development,”

December 1, 1983 (hereby canceled)

(b) Section 2372 and 2506 of title 10, United States Code

(c) Federal Acquisition Regulation (FAR), Subpart 3 1,205-1 8, “Independent
Research and Development and Bid and Proposal Costs,” February 9, 1998

(d) Defense FAR Supplement, Subpart 231.205-18 “Independent Research and
Development and Bid and Proposal Costs,” February 23, 1999; and Subpart
242.771, "Independent Research and Development/Bid and Proposal,”
February 23, 1999

1. Purpose

This Directive:
1 .1 Supersedes reference (a).

1.2 Establishes policy and assigns responsibilities under reference (h) for both the technical
and business aspects of IR&D and B&P activities.

1.3. Establishes the ‘Technical Coordination Group (TCG) that the Director, Defense
Research and Engineering (DDR&E), under the Office of the Under Secretary of Defense for
Acquisition and Technology, shall have cognizance over to provide both oversight of the IR&D
Program and effective communications between industry and the Department of Defense and
which shall do the following:

1.3.1. Provide industry the information they need to effectively implement their IR&D
programs while maintaining their independence to conduct research and development (R&D)
activities

1.3.2. Effectively use IR&D data obtained from industry by the Department of Defense
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1.3.3. Ensure that membership in the TCG shall be from the DDR&E and from each
Military Department.

2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense (OSD), the Military Departments,
and the Defense Agencies (hereafter referred to collectively as “the DoD Components").

3. DEFINITIONS

3.1. Bid and Proposal (B&P) Activities. Effort in preparing, submitting, and supporting
Bs&Ps (whether or not solicited) on potential contracts.

3.2. Independent Research and Development (IR&D). R&D effort that is neither sponsored
by a grant, nor required in performing a contract, and which falls under any of the following four
areas:

3.2.1. Applied research.

3.2.2. Basic research.

3.2.3. Development.

3.2.4. Systems and other concept formulation studies.
4. POLICY
It is DoD policy that:

4.1. Under Section 2372 of 10 U.S.C. (reference (b)), contractors shall be encouraged to
undertake IR&D activities that may further national security in a broad sense, may lead to a
superior military capability, or may lower the cost and time required for providing that capability.
IR&D activities intended to accomplish any of the following are of potential interest to the
Department of Defense:

4.1.1. Enable superior performance of future U.S. weapon systems and their components.

4.1.2. Reduce acquisition costs and life-cycle costs of military systems.

4.1.3. Strengthen the defense industrial base and the technology base of the United
States.

4.1.4. Enhance the industrial competitiveness of the United States.
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4.1.5. Promote the development of technologies identified as critical under Section 2506
of 10 U.S.C. (reference (b)).

4.1.6. Increase development and promotion of efficient and effective applications of
dual-use technologies.

4.1.7. Provide efficient and effective technologies for achieving such environmental
benefits as improved environmental data gathering, environmental cleanup and restoration,
pollution reduction in manufacturing, environmental conservation, and environmentally safe
management of facilities.

4.2. The costs incurred by DoD contractors for IR&D and B&P activities are recognized by
the Department of Defense as necessary costs of doing business, particularly in a high-technology
environment. IR&D and B&P costs incurred in performing activities of potential DoD interest
shall be reimbursable as “indirect expenses” on covered contracts to the extent that they are
allocable, reasonable, and not otherwise unallowable by law under Subpart 31.205-18 of the FAR
and Subparts 231.205-18 and 242.771 of the DFARS (references (c) and (d)). The Department
of Defense seeks, through financial support of contractor IR&D and B&P programs, to do the
following:

4.2.1. Create an environment that encourages DoD contractors to expand knowledge in
mathematics and science, improve technology in areas of interest to the Department of Defense,
and enrich and broaden the spectrum of technology available to the Department of Defense.

4.2.2. Create conditions that allow DoD contractors the freedom to determine the focus
of their IR&D programs and especially the freedom to exploit fruitful avenues of research that, in
their judgments, may provide the greatest benefits.

4.2.3. Broaden and strengthen the industrial base for the benefit of the U.S. economy
and defense, to provide incentives for future defense-oriented R&D, and to improve the
responsiveness of industrial capabilities essential to defense needs.

4.2.4. Encourage the commercialization of dual-use technologies to ensure the efficient
and effective availability of those technologies for application to future military systems and for
the economic benefit of the United States.

4.3. The Department of Defense shall seek to enhance the efficiency and productivity of
DoD R&D, and DoD contract R&D, by considering the work and accomplishments of contractor
IR&D programs when planning, programing and budgeting for DoD R&D.

4.4. The Department of Defense shall enhance its knowledge of contractor IR&D by
reviewing summary reports of contractor IR&D efforts. Information from industry includes
research goals, progress, results, and actual and planned expenditures for projects conducted as
IR&D.
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4.5. The Department of Defense shall enhance the efficiency and productivity of contractor
IR&D and B&P activities by providing to contractors available information useful to their
planning and research in bounds set by security, intellectual property rights, fairness in
competition, and good business practice. Information to be provided includes the R&D plans,
descriptions of both in-house and funded research, mission needs, and operational requirements.
The Department of Defense shall establish effective means to communicate with industry on
R&D needs and activities. Information shall be made available through hard copy distribution
and, increasingly, through the use of public, and controlled access, World Wide Web sites.

4.6. Coordination of the technological aspects of the IR&D Program in the Department of
Defense and with contractors is achieved by the DoD Components through the following:

4.6.1. Information exchange activities.
4.6.2. Technical Interchange Meetings initiated by either DoD activities or contractors.
4.6.3. Other voluntary technical discussions or exchanges of information between the

scientific, engineering, and operational personnel of the Department of Defense and the
contractors.

5. RESPONSIBILITIES

5.1. The Director of Defense Research and Engineering, under the Under Secretary of
Defense for Acquisition and Technology, shall:

5.1.1. Issue policy and guidance for all DoD activities on the technological aspects of
IR&D and B&P.

5.1.2. Encourage the communication of contractor IR&D activities and results to the
Department of Defense.

5.1.3. Ensure the communication of DoD needs, interests, and priorities to contractors.

5.1.4. Coordinate with the Director of Defense Procurement, on any IR&D and B&P
matters affecting the procurement or business aspects of the IR&D and B&P Program.

5.1.5. Establish and appoint the Chair of, and oversee the activities of, the TCG that
shall:

5.1.5.1. Establish policy and implement and oversee activities necessary to

achieve the objectives of DoD IR&D policy.

5.1.5.2. Provide policy authority for developing and implementing the IR&D
Program to achieve the objectives of DoD policy.
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5.1.5.3. Provide policy authority for providing DoD technical and programmatic
information to contractors they need to effectively implement their IR&D program.

5.1.5.4. Support the Defense Technical Information Center (DTIC) in
establishing guidelines for requesting technical information from DoD contractors on their IR&D
programs.

5.1.5.5. Provide oversight of the DTIC IR&D database.

5.1.5.6. Provide assistance, as requested, to cognizant administrative contracting
officers to determine the potential interest to the Department of Defense of IR&D and B&P
projects.

5.1.5.7. Represent the Department of Defense on issues about IR&D with other
Federal Agencies, industry, and other non-Government bodies.

5.1.5.8. Ensure full consideration for the views of industry and the Military
Departments on the IR&D Program.

5.2. The Under Secretary of Defense for Acquisition and Technology shall ensure that the
Director of Defense Procurement shall;

5.2.1. Provide policy, guidance, and oversight for all DoD activities on the procurement
and business aspects of IR&D and B&P.

5.2.2. Represent the OSD with industry and others on all policy issues about procurement
and business aspects of IR&D and B&P.

5.2.3. Coordinate with the DDR&E on any IR&D and B&P matters affecting the
technological aspects of the IR&D and B&P Program.

5.3. The Secretaries of the Military Departments shall:

5.3.1. Support technical interaction with contractors, explaining Government interests
and needs, developing an understanding of the achievements of contractor IR&D, and
participating in Government and industry conferences in support of the IR&D Program.

5.3.2. Designate a senior science and technology manager who shall serve as the
representative for the Military Department on the TCG and who shall coordinate all Military
Department activities for the technological aspects of IR&D and B&P.

5.4. The Heads of the DoD Components shall ensure that their staffs who plan and introduce
new in-house and contract R&D projects search the IR&D database to determine whether the
proposed work duplicates substantial contractor IR&D efforts.




6. EFFECTIVE DATE

This Directive is effective immediately.
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Department of Defense

DIRECTIVE

NUMBER 4205.2
February 10, 1992

USD(A)

SUBJECT: Acquiring and Managing Contracted Advisory and Assistance Services
(CAAS)

References: (a) DoD Directive 4205.2, "DoD Contracted Advisory and Assistance
Services (CAAS)," January 27, 1986 (hereby canceled)

(b) Office of Management and Budget (OMB) Circular No. A-120,
"Guidelines for the Use of Advisory and Assistance Services,"
January 4, 1988

(c) Federal Personnel Manual, current edition

(d) DoD Directive 5105.4, "Department of Defense Federal Advisory
Committee Management Program," September 5, 1989

(e) through (n), see enclosure 1

1. REISSUANCE AND PURPOSE

This Directive:
1.1. Reissues reference (a).
1.2. Implements reference (b).

1.3. Updates policy, responsibilities, and procedures for a disciplined approach to
the management, acquisition, and use of CAAS resources to meet DoD requirements.

2. APPLICABILITY AND SCOPE

This Directive;

2.1. Applies to the Office of the Secretary of Defense, the Military Departments,
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the Chairman of the Joint Chiefs of Staff and the Joint Staff, the Unified and Specified
Commands, the Inspector General of the Department of Defense, the Defense
Agencies, and the DoD Field Activities (hereafter referred to collectively as "the DoD
Components").

2.2. Applies to advisory and assistance services acquired directly by contract
from non-governmental sources to support or improve organization policy
development, decision-making, management and administration, program and/or
project management and administration, or to improve the effectiveness of
management processes or procedures. Such services may take the form of
information, advice, opinions, alternatives, analyses, evaluations, recommendations,
training, and technical support. Examples (not to be interpreted as an exhaustive list)
of the kinds of advisory and assistance services covered include:

2.2.1. Obtaining specialized opinions and professional and technical advice
or assistance not available within the Department of Defense or another Government
Agency.

2.2.2. Obtaining outside points of view to enhance understanding or develop
alternative positions and/or solutions to various issues or problem areas.

2.2.3. Obtaining reviews, analyses, appraisals, or summaries of information
on subjects of highly specialized areas of concern.

2.2.4. Obtaining improved program and/or project management of DoD
systems or programs through advice; assistance or training to include program
monitoring; resource management, planning, and programming; and milestone and
schedule tracking.

2.2.5. Supporting or improving the management and/or administration of
DoD organizations. '

2.2.6. Providing advice for the efficient and/or effective operation of fielded
weapons, weapon support and communication systems, equipment, or components.

2.2.7. Assisting in the introduction and transfer of engineering and technical
knowledge for fielded systems, equipment, and components; for example, contracted
technical representatives providing information, instruction, or hands-on training
associated with the operation of such systems. '

2.3. Does not apply to advisory and assistance services obtained by personnel
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appointments under FPM (reference (c)) procedures or from chartered Federal advisory
committees (DoD Directive 5105.4 (reference (d))).

2.4. Does not apply to:
2.4.1. The National Foreign Intelligence Program.
2.4.2. The General Defense Intelligence Program.
2.4.3. Tactical Intelligence and Related Activities.

2.4.4. Programs managed by the Director, National Security Agency/Central
Security Service.

3. DEFINITIONS

Terms used in the Directive are defined in enclosure 2.

4. POLICY
It is DoD policy that:

4.1. The acquisition of the CAAS is a legitimate way to support DoD services and
operations. Accordingly, the CAAS may be used at all organizational levels to help
managers achieve maximum effectiveness or economy to meet mission requirements.

4.2. The CAAS shall not be:

4.2.1. Used to perform inherently governmental functions. (See definition
E2.1.9. of enclosure 2.)

4.2.2. Used to bypass or undermine personnel ceilings, pay limitations, or
competitive employment procedures.

4.2.3. Awarded on a preferential basis to former Government employees.

4.2.4. Used under any circumstances specifically to aid in influencing or
enacting legislation.

4.2.5. Procured through grants or cooperative agreements.
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4.3. The following guidelines should be used to determine when the CAAS is an
appropriate resource:

4.3.1. When suitable in-house capability is unavailable or cannot be obtained
in time to meet the needs of the DoD Component, or it is not cost-effective to establish
an in-house capability (for example, because the special or unique skills or expertise
are not required full-time).

4.3.2. When the requirement is anticipated to be of a short-term, temporary
period of time. If the requirement is for a long or continuing period, an analysis
should be performed to determine if in-house or contracting out is the most efficient
means of performance.

4.4. The DoD Component must retain the technical capability to prescribe,
monitor, and evaluate the work of the contractor.

4.5. The work to be done must be specific enough so that a contract can be
written describing the services required in clear and unambiguous terms.

4.6. The requirements of the FAR and DFARS (references () and (f)) shall be
met in the solicitation, award, and administration of all CAAS. Requirements for the
CAAS shall be identified as far in advance as possible to permit competition to the
maximum practical extent.

4.7. Contracts for the CAAS may not be continued for longer than 5 years without
review by the DoD Component CAAS Director, or designee, for compliance with this
Directive.

5. RESPONSIBILITIES

5.1. The Under Secretary of Defense (Acquisition) shall ensure compliance with
this Directive and shall designate and oversee the activities of a DoD CAAS Director
to:

5.1.1. Provide, in coordination with the appropriate DoD functional areas,
general policy guidance for the identification, acquisition, management, and use of
CAAS resources.
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5.1.2. Review any DoD Components' implementing instructions before
publication to ensure compliance with this Directive.

5.1.3. In coordination with the Comptroller of the Department of Defense (C,
DoD), ensure that adequate and consistent procedures are implemented within the DoD
Components to identify planned and actual obligations for the CAAS.

5.1.4. Promote DoD Component cooperation and coordination of
CAAS-related policy and procedures among DoD functional areas and the DoD
Component Directors of CAAS.

5.1.5. Serve as DoD focal point on all matters related to CAAS involving
other Federal Agencies, except on matters about clearance of research and studies with
foreign affairs implications (DoD Directive 2002.3, reference (g)).

5.1.6. Provide an annual assessment to the Under Secretary of Defense
(Acquisition) on DoD Component implementation of CAAS policy for the
identification, acquisition, and management of CAAS resources.

5.2. The Comptroller of the Department of Defense shall provide budget and
accounting guidance for reporting CAAS, coordinated with the DoD CAAS Director,
to ensure compliance with this Directive.

5.3. The Assistant Secretary of Defense (Force Management and Personnel) shall
provide manpower policy and guidance to assist in determining when procurement of
CAAS is appropriate to perform necessary DoD requirements.

5.4. The Head of each DoD Component shall designate and oversee the activities
of a DoD Component Director for CAAS, who shall be at the flag or general officer or
Senior Executive Service (SES) level, to ensure:

5.4.1. The DoD Component's overall CAAS process, procedures, and
practices for the identification, acquisition, and management of CAAS resources
comply with this Directive and other applicable policy guidelines.

5.4.2. Adequate controls are established at the appropriate level of
accountability so that CAAS resources are used for the purposes identified in the
CAAS operating plan. When changes to the operating plan occur, adhere to
procedures established by the DoD Component for review, approval, and reporting.




DODD 4205.2, February 10, 1992

5.4.3. CAAS operating plans are periodically reviewed at an appropriate
organizational level to identify opportunities for savings through consolidation of
similar requirements.

5.4.4. That compliance with DoD Directive 5010.38 (reference (h)) covers
CAAS through internal management control assessable units.

5.4.5. Implementation of DoD Component CAAS training for the
identification, acquisition, management, and use of CAAS.

5.4.6. The CAAS contract action is properly evaluated at its conclusion or
when otherwise deemed appropriate (e.g., prior to renewal of an option, completion of
a separate task or service, etc.) to assess its utility to the organization and the
performance of the contractor.

5.4.7. Accurate and timely reporting of appropriate CAAS contract actions
and outputs (especially studies) to the Defense Technical Information Center (DTIC)
(DoD Directive 3200.12, reference (i)), and other relevant data repositories.

6. PROCEDURES

6.1. Identifving and Reporting CAAS

6.1.1. The activity having the requirement for contractor support has the
primary responsibility for the identification and reporting of CAAS.

6.1.2. The requiring activity shall identify its CAAS requirements to the
organization and/or functional area responsible for compiling the annual CAAS budget
exhibit.

6.1.3. The functional area and/or organization compiling the DoD
Component's annual CAAS budget exhibit shall ensure that it is accurate, complete,
and coordinated with the DoD Component's CAAS Director.

6.1.4. When interdepartmental transfers of funds, such as a Military
Interdepartmental Purchase Request or Inter-Agency Cost Reimbursable Order are
used to procure CAAS, the organization issuing the funds, rather than the organization
receiving the funds, shall ensure the funds are properly reported in the DoD accounting
system and CAAS budget exhibit.
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6.1.5. In the instance where the requiring activity provides funding to another
activity and may not have knowledge whether a specific requirement will be
accomplished in-house or by contract, the organization placing the requirement is
responsible for notifying the organization requesting the service whether the
requirement was performed with in-house or contractor support to ensure accurate

recording of obligation and expenditure information into the accounting system and
CAAS budget exhibit.

6.1.6. Each proposed contract action shall be evaluated separately to
determine if the services required meet the CAAS definition.

6.1.7. The DoD Component CAAS Director, during disagreement as to
whether a specific contract action constitutes CAAS, shall make the final
determination. This determination may be delegated.

6.2. CAAS Operating Plans

6.2.1. All DoD Components shall maintain CAAS operating plans.
Operating plans shall be maintained at the appropriate organizational level as
determined by the DoD Component CAAS Director.

6.2.2. CAAS operating plans shall be kept current at all times.

6.2.3. Details of the content and format of CAAS operating plans shall be
determined by the DoD Component CAAS Director, but shall include as a minimum
the following information for each ongoing and projected CAAS requirement:

6.2.3.1. Description of the requirement.
6.2.3.2. Justification of the need.
6.2.3.3. Estimated cost.

6.2.3.4. Explanation of why contractual services are needed to satisfy
the requirements.

6.3. Procurement and Contract Administration. The project office and/or officer,
contracting officer's technical representative, and the contracting officer must all be
involved in ensuring a successful procurement. The responsibilities and duties shift
from one to another throughout this part of the overall process. The following
guidelines apply:
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6.3.1. CAAS should be procured through a separate contract action, if
possible. When CAAS is a portion of a contract action, it shall be a separately
identified contract line item number and separately priced.

6.3.2. Each purchase request package for CAAS, including task orders, shall
include the following information:

6.3.2.1. The type of CAAS being procured as defined by the CAAS
reporting categories defined in enclosure 2. (The appropriate category shall be
designated by the requiring activity to ensure proper accounting and/or object
classification.)

6.3.2.2. A statement of work describing in as clear and unambiguous
terms as possible the work to be performed, the deliverable(s), and a specified period
of performance.

6.3.2.3. Certification by the requiring activity that such services have
been reviewed for the most cost-effective or efficient means of accomplishment. If
the requirement is being met with CAAS resources but is considered long-term and
could be more cost-effective done by in-house resources, a statement citing action
being taken to hire additional resources or an explanation of why contracting out is
necessary shall be included.

6.3.2.4. Procurement requests for studies must contain a statement that
the DTIC and other applicable information sources have been queried and that no
known existing scientific, technical, or management report could fulfill the requirement.

6.3.2.5. Estimated cost and level of effort expressed in staff-years,
staff-months, or staff-hours.

6.3.2.6. Proposed evaluation and selection criteria for competitive
awards.

6.3.2.7. Surveillance plans specifying how contractor performance,
performance standards, and deduction schedules, as required, shall be assessed.

6.3.2.8. Properly chargeable funds certified by the cognizant fiscal
and/or budget office.

6.3.3. All CAAS procurement requests shall, as a minimum, be approved by
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an official at a level above the requiring activity. Additionally, approval for all CAAS
procurement requests initiated during the fourth quarter of the fiscal year, for award
during the same fiscal year, shall be by an official at a second level or higher, above
the requiring activity.

6.3.4. For proposed contract actions estimated at $50,000 or more, the
approval authority may not be delegated below:

6.3.4.1. An SES manager.
6.3.4.2. A general or flag officer.

6.3.4.3. An officer in the grade of O-6 filling a general or flag officer
position.

6.3.4.4. An officer in the grade of O-6 who has subordinate SES
personnel.

6.3.5. All CAAS obligations shall be recorded in the accounting system of
each DoD Component in accordance with DoD 7220.9-M (reference (j)).

6.3.6. A file shall be maintained by the requiring activity to include a copy of
the approved procurement request and appropriate supporting documentation, listing,
or summary of contract items delivered, and documentation of Government acceptance.
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7. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effectively immediately. Forward one copy of implementing
documents to the Under Secretary of Defense (Acquisition) within 120 days.

peps uufﬂimr«g '

Donald J. Atwood
Deputy Secretary of Defense

Enclosures - 3
El. References, continued
E2. Definitions
E3. CAAS Exemptions
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E1l. ENCLOSURE 1
REFERENCES, continued

(e) Federal Acquisition Regulation (FAR), current edition

(f) Defense Federal Acquisition Regulation (DFAR), current edition

(2) DoD Directive 2002.3, "Clearance of Research and Studies with Foreign Affairs
Implications," August 15, 1985

(h) DoD Directive 5010.38, "Internal Management Control Program," April 14, 1987

(i) DoD Directive 3200.12, "DoD Scientific and Technical Information Program,"
February 15, 1983

() DoD 7220.9-M, "Department of Defense Accounting Manual," October 1983,
authorized by DoD Instruction 7220.9, October 22, 1981

(k) DoD 71 10.1-M, "Department of Defense Budget Guidance Manual," May 1990,
authorized by DoD Instruction 7110.1, October 30, 1980

(D) Office of Management and Budget (OMB) Circular A-76, "Performance of
Commercial Activities," August 4, 1983

(m) Federal Information Resources Management Regulation (FIRMR) (Title 41, Code
of Federal Regulations, Part 201)

(n) Section 2315 of'title 10, United States Code
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E2. ENCLOSURE 2
DEFINITIONS

E2.1.1. CAAS Accounting Procedures. DoD accounting procedures to record
and report CAAS obligations and expenditures. DoD 7220.9-M (reference (j))
contains specific guidance to be followed by each DoD Component when recording
and reporting CAAS obligations, expenditures, and transactions.

E2.1.2. CAAS Budget Exhibit. The source document from which total CAAS
expenditures and estimates are derived and reported by the Department of Defense to
the Office of Management and Budget (OMB) and the Congress. DoD 7110.1-M

(reference (k)) contains specific instructions for completing the annual CAAS budget
exhibit.

E2.1.3. CAAS Exemptions. Specific kinds of services or activities exempted
from the purview of this Directive. (Enclosure 3 contains CAAS exemptions.)

E2.1.4. CAAS Operating Plan. The document maintained at the requiring
activity or a level of organization specified by the DoD Component CAAS Director
that identifies projected and ongoing CAAS actions for a specified fiscal year.

E2.1.5. CAAS Reporting Categories. Categories that group advisory and
assistance services for reporting CAAS contract actions in the annual CAAS budget
exhibit and in the DoD accounting system. CAAS reporting categories are:

E2.1.5.1. Studies Analyses and Evaluations. These services are organized,
analytic assessments to understand and/or evaluate complex issues to improve policy
development, decision-making, management, or administration. These efforts result
in documents containing data or leading to conclusions and/or recommendations.
Databases, models, methodologies, and related software created in support of a study,
analysis, or evaluation are to be considered part of the overall effort.

E2.1.5.2. Management and Professional Support Services. These services
provide engineering or technical support, assistance, advice, or training for the efficient
and effective management and operation of DoD organizations, activities, or systems.
They are normally closely related to the basic responsibilities and mission of the using
organization. This category includes efforts that support or contribute to improved
organization or program management, logistics management, project monitoring and
reporting, data collection, budgeting, accounting, auditing, and administrative and/or

12 ENCLOSURE 2
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technical support for conferences and training programs.

E2.1.5.3. Engineering and Technical Services. These services (for example,
technical representatives) take the form of advice, assistance, training, or hands-on
training (that is, direct assistance) necessary to maintain and operate fielded weapon
systems, equipment, and components (including software when applicable) at design or
required levels of effectiveness. Engineering and technical services consist of:

E2.1.5.3.1. Contract field services, which are engineering and technical
services provided on-site at DoD Defense locations by the trained and qualified
engineers and technicians of commercial or industrial companies.

E2.1.5.3.2. Contract plant services, which are engineering and technical
services provided by the trained and qualified engineers and technicians of a
manufacturer of military equipment or components in the manufacturer's own plants
and facilities.

E2.1.5.3.3. Field service representatives, which are employees of a
manufacturer of military equipment or components who provide a liaison or advisory
service between their company and the military users of their company's equipment or
components.

E2.1.6. Contracted Advisory and Assistance Services (CAAS). Those services
acquired by contract from nongovernmental sources to support or improve organization
policy development, decision-making, management and administration, program and/or
project management and administration, or to improve the effectiveness of
management processes or procedures.

E2.1.7. Contracted Services. Services that directly engage the time and effort of
a contractor to perform an identifiable task rather than furnish an end item of supply.
Includes separately identified services delivered under a contract when the primary
purpose is to provide supplies, equipment, or hardware.

E2.1.8. Contracting Action. Any written action obligating or de-obligating funds
for procuring services to meet DoD requirements, to include definitive contracts,
purchase orders, job orders, task orders, delivery orders, other orders against existing
contracts, and contract modifications, change orders or agreements, supplemental
agreements, funding changes, option exercises, and notices of termination or
cancellation. '

E2.1.9. Inherently Governmental Functions. This has the same meaning as
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Governmental functions in Section 6.e. of OMB Circular A-76 (reference (1)). That
section provides as follows: A Governmental function is a function that is so
intimately related to the public interest as to mandate performance by Government
employees. These functions include those activities that require either the exercise of
discretion in applying Government authority or the use of value judgements in making
decisions for the Government. Government functions normally fall into two
categories:

E2.1.9.1. The act of governing; that is, the discretionary exercise of
Government authority. Examples include criminal investigations, prosecutions, and
other judicial functions; management of Government programs requiring value
judgements, as in direction of the national defense; management and direction of the
Armed Services; activities performed exclusively by military personnel who are
subject to deployment in a combat, combat support, or combat service role; conduct of
foreign relations; selection of program priorities; direction of Federal employees;
regulation of the use of space, oceans, navigable rivers, and other natural resources;
direction of intelligence and counter-intelligence operations; and regulation of industry
and commerce, including food and drugs.

E2.1.9.2. Monetary transactions and entitlements, such as tax collection and
revenue disbursements; control of treasury accounts and money supply; and the
administration of public trusts. An inherently governmental function involves the
determination of policy and the direction and control of Federal employees or, in some
cases, of activities and property of private citizens. Such functions do not normally
include functions that are primarily ministerial and internal in nature, such as building
security; mail operations; operation of libraries and cafeterias; housekeeping; and the
maintenance of the physical plant, vehicles, or other electrical or mechanical
equipment. Inherently governmental functions do not encompass functions considered
"commercial," as defined in OMB Circular No. A-76 (reference (1)).

E2.1.10. Requiring Activity. The organization that identified the requirement
for CAAS.
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E3. ENCLOSURE 3
CAAS Exemptions

E3.1.1.1 CAAS Exemptions. The following kinds of services or activities are
exempted from the purview of this Directive:

E3.1.1.1.1. Activities that are reviewed and/or acquired in accordance with
the OMB Circular A-76 (reference (1)) program.

E3.1.1.1.2. Architectural and engineering services for construction and
construction management services procured in accordance with the FAR, Part 36
(reference (e)). Work not related to construction as defined by Part 36 of reference
(e), and that meets the CAAS definition under existing architectural and engineering
contracts, shall come under the purview of this Directive.

E3.1.1.1.3. Day-to-day operation of facilities (for example, the Arnold
Engineering Development Center and related facilities) and housekeeping services and
functions (for example, building and grounds maintenance, and physical security).

E3.1.1.1.4. Routine maintenance of systems, equipment, and software;
routine administrative services; printing services; and direct advertising (media)
services.

E3.1.1.1.5. Initial training services acquired as an integral part of the
procurement of weapon systems, automated data processing systems, equipment or
components, and training obtained for individual professional development.

E3.1.1.1.6. Basic operation and management contracts for
Government-owned, contractor-operated facilities (GOCOs); for example, the Holston
Army Ammunition Plant in Kingsport, TN. Any contract action meeting the CAAS
definition in item E2.1.5.2. of enclosure 2, and procured under the GOCO basic
contract, shall come under the purview of this Directive.

E3.1.1.1.7. Clinical and medical services for direct healthcare.

E3.1.1.1.8. ADP and/or telecommunication functions and related services
controlled in accordance with the FIRMR (reference (m)) and reported in Budget
Exhibit 43a, "Report on Information Technology Systems" (DoD 7110.1-M (reference

K))).
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E3.1.1.1.9. ADP and/or telecommunications functions and related services
exempted from FIRMR control pursuant to Section 2315 of title 10 United States Code
and reported in Budget Exhibit 43a, "Report on Information Technology Systems," of
DoD 7110.1-M (references (n) and (k)).

E3.1.1.1.10. Services supporting the policy development, management, and
administration of the Foreign Military Sales Program that are not paid for with funds
appropriated by the U.S. Congress. (Includes CAAS funded with appropriated funds
and reimbursed by the foreign customer.)

E3.1.1.1.11. Services (for example, systems engineering and technical
services) acquired by or for a program office to increase the design performance
capabilities of existing or new systems or where they are integral to the logistics
support and maintenance of a system or major component and/or end item of
equipment essential to the operation of the system before final Government acceptance
of a complete hardware system. Care must be exercised to avoid exempting services
acquired to advise and assist the program office and/or manager for program and/or
contractor oversight and administration processes, resource management, planning and
programming, milestone and schedule tracking, or other professional or administrative
services necessary in performing its mission.

E3.1.1.1.12. Research on theoretical mathematics and basic medical,
biological, physical, social, psychological, or other phenomena.

E3.1.1.1.13. Auctioneers, realty-brokers, appraisers, and surveyors.

E3.1.1.1.14. Services procured with funds from the Defense Environmental
Restoration Account.
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PREAMBLE

This order prescribes a uniform system for classifying, safeguarding, and declassifying
national security information. Our democratic principles require that the American
people be informed of the activities of their Government. Also, our Nation’s progress
depends on the free flow of information. Nevertheless, throughout our history, the
national interest has required that certain information be maintained in confidence in
order to protect our citizens, our democratic institutions, and our participation within
the community of nations. Protecting information critical to our Nation’s security
remains a priority. In recent years, however, dramatic changes have altered, although not
eliminated, the national security threats that we confront. These changes provide a
greater opportunity to emphasize our commitment to open Government.

NOW, therefore, by the authority vested in me as President by the Constitution and the
laws of the United States of America, it is hereby ordered as follows:

Part 1 - Original Classification

Sec. 1.1 Definitions. For purposes of this order:

(a) “National security” means the national defense or foreign relations of the United States.

{(b) “Information” means any knowledge that can be communicated or documentary material,
regardless of its physical form or characteristics, that is owned by, produced by or for, or is
Y Y
under the control of the United States Government. “Control” means the authority of the
agency that originates information, or its successor in function, to regulate access to the
information.

(c) “Classified national security information” (hereafter “classified information”) means informa-
tion that has been determined pursuant to this order or any predecessor order to require
protection against unauthorized disclosure and is marked to indicate its classified status when
in documentary form.

(d) “Foreign Government Information” means:

(1) information provided to the United States Government by a foreign government or
governments, an international organization of governments, or any element thereof, with
the expecration that the information, the source of the information, or both, are to be

held in confidence;

(2) information produced by the United States pursuant to or as a result of a joint
arrangement with a foreign government or governments, or an international organization
of governments, or any element thereof, requiring that the information, the arrangement,
or both, are to be held in confidence; or
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(e)
63)

(®

(h)
()

()

k)

i

Sec. 1.2

@)

(b)

(3) information received and treated as “Foreign Government Information” under the terms
of a predecessor order.

“Classification” means the act or process by which information is determined to be classified
information.

“Original classification” means an initial determination that information requires, in the .
interest of national security, protection against unauthorized disclosure.

“Original classification authority” means an individual authorized in writing, either by the
President, or by agency heads or other officials designated by the President, to classify

information in the first instance.

“Unauthorized disclosure” means a communication or physical transfer of classified informa-
tion to an unauthorized recipient.

“Agency” means any “Executive agency,” as defined in 5 U.S.C. 105, and any other entity

within the executive branch that comes into the possession of classified information.

“Senior agency official” means the official designated by the agency head under section 5.6(c)
of this order to direct and administer the agency’s program under which information is

classified, safeguarded and declassified.

“Confidential source” means any individual or organization that has provided, or that may
reasonably be expected to provide, information to the United States on matters pertaining to
the nartional security with the expectation that the information or relationship, or both, are
to be held in confidence.

“Damage to the national security” means harm to the national defense or foreign reations of
the United States from the unauthorized disclosure of information, to include the sensitiviry,
value, and utility of that information.

Classification Standards.

Information may be originally classified under the terms of this order only if all of the
following conditions are met:

(1) an original classification authority is classifying the information;

(2) the information is owned by, produced by or for, or is under the control of the United
States Government;

(3) the information falls within one or more of the categories of information listed in section
1.5 of this order; and

(4) the original classification authority determines that the unauthorized disclosure of the
information reasonably could be expected to result in damage to the national security and
the original classification authority is able to identify or describe the damage.

If there is significant doubrt about the need to classify informarion, it shall not be classified.
This provision does not:

(1) amplify or modify the substantive criteria or procedures for classification; or

(2) create any substantive or procedural rights subject to judicial review.

Part 1 - Original Classification




(¢) Classified information shall not be declassified automatically as a result of any unauthorized
disclosure of identical or similar informa-ion.

Sec. 1.3 Classification Leveks.

(a) Information may be classified at one of the following three levels:

(1) “Top Secret” shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause exceptionally grave damage to the national security
that the original classification authority is able to identify or describe.

(2) “Secret” shall be applied to information, the unauthorized disclosure of which reasonably
could be expected to cause serious damage to the national security that the original
classification authority is able to identify or describe.

(3) “Confidential” shall be applied to information, the unauthorized disclosure of which
reasonably could be expected to cause damage to the national security that the original
classification authority is able to identify or describe.

(b) Excepr as otherwise provided by statute, no other terms shall be used to identify United States
classified information.

(c) If there is significant doubt about the appropriate level of classification, it shall be classified
at the lower level.
Sec. 1.4 Classification Authority.
(a) The authority to classify information originally may be exercised only by:
(1) The President;
(2) agency heads and officials designated by the President in the Federal Register or

(3) United States Government officials delegated this authority pursuant to paragraph (c),
below.

(b) Ofhcials authorized to classify information at a specified level are also authorized to classify
information at a lower level.

(¢) Delegation of original classification authority.

(1) Delegations of original classification authority shall be limited to the minimum required
to administer this order. Agency heads are responsible for ensuring thar designated
subordinate officials have a demonstrable and continuing need to exercise this authoriry.

(2) “Top Secret” original classification authority may be delegated only by the President or by
an agency head or official designated pursuant to paragraph (a)(2), above.

(3) “Secret” or “Confidential” original classification authority may be delegated only by the
President; an agency head or official designated pursuant to paragraph (2)(2), above; or
the senior agency official, provided that official has been delegated “Top Secrer” original
classification authority by the agency head.

(4) Each delegation of original classification authority shall be in writing and the authority
shall not be redelegated excepr as provided in this order. Each delegation shall identify the
official by name or position title.
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(d)

(e)

Sec. 1.5

Original classification authorities must receive training in original classification as provided in
this order and its implementing directives.

Exceptional Cases. When an employee, contractor, licensee, certificate holder, or grantee of an
agency that does not have original classification authority originates information believed by
that person to require classification, the information shall be protected in a manner consistent
with this order and its implementing directives. The information shall be transmitted promptly
as provided under this order or its implementing directives to the agency that has appropriate
subject marter interest and classification authority with respect to this information. That
agency shall decide within 30 days whether to classify this information. If it is not clear which
agency has classification responsibility for this information, it shall be sent to the Director of
the Information Security Oversight Office. The Director shall determine the agency having
primarv subject matter interest and forward the information, with appropriate recommenda-
tions, to that agency for a classification determination.

Classtfication Categories.

Information may not be considered for classification unless it concerns:

(a)
(b)
©

(d
(e)
()

military plans, weapons systems, or operations;
foreign government information;

intelligence activities (including special activities), intelligence sources or methods, or
cryptology;
foreign relations or foreign activities of the United States, including confidential sources;

scientific, technological, or economic matters relating to the national security;

United States Government programs for safeguarding nuclear materials or facilities; or

(g) vulnerabilities or capabilities of systems, installations, projects or plans relating to the national

Sec. 1.6
(a)
{b)
()
(d)
4

security.

Duration of Classification.

At the time of original classification, the original classification authority shall attempt to
establish a specific date or event for declassification based upon the duration of the national
security sensitivity of the information. The date or event shall not exceed the time frame in
paragraph (b), below.

If the original classification authority cannot determine an earlier specific date or event for
declassification, information shall be marked for declassification 10 years from the date of the
original decision, except as provided in paragraph (d), below.

An original classification authority may extend the duration of classification or reclassify
specific information for successive periods not to exceed 10 years at a time if such action is
consistent with the standards and procedures established under this order. This provision does
not apply to information contained in records that are more than 25 years old and have been
determined to have permanent historical value under title 44, United States Code.

At the time of original classification, the original classification authority may exempt from
declassification within 10 years specific information, the unauthorized disclosure of which
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Sec. 1.7

could reasonably be expected to cause damage to the national security, for a period greater
than that provided in paragraph (b}, above, and the release of which could reasonably be
expected to:

(1) reveal an intelligence source, method, or activity, or a cryprologic system or activity;

(2) reveal information that would assist in the development or use of weapons of mass
destruction;

(3) reveal information that would impair the development or use of technology within a
United States weapon system;

(4) reveal United States military plans, or national security emergency preparedness plans;
(5) reveal foreign government information;

(6) damage relations berween the United States and a foreign government, reveal a
confidential source, or seriously undermine diplomatic activities that are reasonably
expected to be ongoing for a period greater than that provided in paragraph (b), above;

(7) impair the ability of responsible United States Government officials to protect the
President, the Vice President, and other individuals for whom protection services, in the
interest of national security, are authorized; ot

(8) violate a statute, treaty, or international agreement.

Information marked for an indefinite duration of classification under predecessor orders, for
example, “Originating Agency’s Determination Required,” or information classified under
predecessor orders that contains no declassification instructions shall be declassified in
accordance with part 3 of this order.

Identification and Markings.

(a) At the time of original classification, the following shall appear on the face of each classified

Part 1 - Original Classification

document, or shall be applied to other classified media in an appropriate manner:
(1) one of the three classification levels defined in section 1.3 of this order;

(2) the identity, by name or personal identifier and position, of the original classification
authority;

(3) the agency and office of origin, if not otherwise evident;
(4) declassification instructions, which shall indicate one of the following:

(A) The date or event for declassification, as prescribed in section 1.6(a) or section 1.6(c);
or

(B) the date that is ten years from the date of original classification, as prescribed in
section 1.6(b); or

(C) the exemption category from automatic declassification, as prescribed in section

1.6(d); and

(5) a concise reason for classification which, at a minimum, cites the applicable classification
categories in section 1.5 of this order.




(b) Specific information contained in paragraph (a), above, may be excluded if it would reveal

additional classified information.

(c) Each classified document shall, by marking or other means, indicate which portions are

@

(©

®

®

Sec. 1.8

(@)

(b)
()

Gy

classified, with the applicable classification level, which portions are exempt from declassifica-
tion under section 1.6(d) of this order, and which portions are unclassified. In accordance
with standards prescribed in directives issued under this order, the Director of the Information
Security Oversight Office may grant waivers of this requirement for specified classes of
documents or information. The Director shall revoke any waiver upon a finding of abuse.

Markings implementing the provisions of this order, including abbreviations and requirements
to safeguard classified working papers, shall conform to the standards prescribed in
implementing directives issued pursuant to this order.

Foreign government information shall retain its original classification markings or shall be
assigned a U.S. dlassification that provides a degree of protection at least equivalent to that
required by the entity that furnished the information.

Information assigned a level of classificationn under this or predecessor orders shall be
considered as classified at that level of classification despite the omission of other required
markings. Whenever such information is used in the derivative classification process or is
reviewed for possible declassification, holders of such information shall coordinate with an
appropriate classification authority for the application of omitted markings.

The classification authority shall, whenever practicable, use a classified addendum whenever
classified information constitutes a small portion of an otherwise unclassified document.

Classification Prohibitions and Limitations.

In no case shall information be classified in order to:

(1) conceal violations of law, inefficiency, or administrative error;
(2) prevent embarrassment to a person, organization, or agency;
(3) restrain competition; or

(4) prevent or delay the release of information that does not require protection in the interest
of national security.

Basic scientific research information not clearly related to the national security may not be

classified.

Information may not be reclassified after it has been declassified and released to the public
under proper authoriry.

Informarion that has not previously been disclosed to the public under proper authority may
be classified or reclassified after an agency has received a request for it under the Freedom of
Information Act (5 U.S.C. 552) or the Privacy Act of 1974 (5 U.S.C. 552a), or the mandatory
review provisions of section 3.6 of this order only if such classification meets the requirements
of this order and is accomplished on a document-by-document basis with the personal
participation or under the direction of the agency head, the deputy agency head, or the senior
agency official designated under section 5.6 of this order. This provision does not apply to
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classified information contained in records that are more than 25 years old and have been
determined to have permanent historical value under title 44, United States Code.

() Compilations of items of information which are individually unclassified may be classified if
che compiled information reveals an additional association or relationship that:

(1) meets the standards for classification under this order; and

(2) is not otherwise revealed in the individual items of information. As used in this order,
“compilation” means an aggregation of pre-existing unclassified items of information.

Sec. 1.9 Classification Challenges.

(a) Authorized holders of information who, in good faith, believe that its classification status is
improper are encouraged and expected to challenge the classification status of the information
in accordance with agency procedures established under paragraph (b), below.

(b) In accordance with implementing directives issued pursuant to this order, an agency head or
senior agency official shall establish procedures under which authorized holders of informarion
are encouraged and expected to challenge the dlassification of information that they believe is
improperly classified or unclassified. These procedures shall assure that:

(1) individuals are not subject to retribution for bringing such actions;
(2) an opportunity is provided for review by an impartial official or panel; and

(3) individuals are advised of their right to appeal agency decisions to the Interagency Security
Classification Appeals Panel established by section 5.4 of this order.

Part 2 - Derivative Classification

Sec. 2.1 Definitions. For purposes of this order:

(a) “Derivative classification” means the incorporating, paraphrasing, restating or generating in
new form information that is already classified, and marking the newly developed material
consistent with the classification markings that apply to the source information. Derivative
classification includes the classification of information based on classification guidance. The
duplication or reproduction of existing classified information is not derivative classification.

(b) “Classification guidance” means any instruction or source that prescribes the classification of
specific information.

(¢) “Classification guide” means a documentary form of classification guidance issued by an
original classification authority that identifies the elements of information regarding a specific
subject that must be classified and establishes the level and duration of classification for each
such element.

(d) “Source document” means an existing document that contains classified information that is
incorporated, paraphrased, restated, or generated in new form into a new document.

(e) “Multiple sources” means two or more source documents, classification guides or a
combination of both.
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Sec. 2.2 Use of Derivative Classification.

(a) Persons who only reproduce, extract, or summarize classified information, or who only apply
classification markings derived from source material or as directed by a classification guide,
need not possess original classification authority.

(b) Persons who apply derivative classification markings shall:
(1) observe and respect original classification decisions; and

(2) carry forward to any newly created documents the pertinent classification markings. For
information derivatively classified based or. multiple sources, the derivative classifier shall
carry forward:

(A) the date or event for declassification that corresponds to the longest period of
classification among the sources; and

(B) a listing of these sources on or attached to the official file or record copy.

Sec. 2.3 Classification Guides.

(a) Agencies with original classification authority shall prepare classification guides to facilitate the
proper and uniform derivative classification of information. These guides shall conform to
standards contained in directives issued under this order.

(b) Each guide shall be approved personally and in writing by an official who:

(1) has program or supervisory responsibility over the information or is the senior agency

official; and

(2) is authorized to classify information originally at the highest level of dassification

prescribed in the guide.

(c) Agencies shall establish procedures to assure that classification guides are reviewed and updared
as provided in directives issued under this order.

Part 3 - Declassification and Downgrading
Sec. 3.1 Definitions. For purposes of this order:
(a) “Declassification” means the authorized change in the status of information from classified
informartion 1o unclassified informarion.

(b) “Automatic declassification” means the declassification of information based solely upon:

(1) The occurrence of a specific date or event as determined by the original classification
authority; or

(2) the expiration of a maximum time frame for duration of classification established under
this order.

(¢) “Declassification authority” means:

(1) the official who authorized the original classification, if that official is still serving in the
same position;
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(2) the originator’s current successor in function;
(3) a supervisory official of either; or

(4) officials delegated declassification authority in writing by the agency head or the senior
agency official.

“Mandatory declassification review” means the review for declassification of classified
information in response to a request for declassification that meets the requirements under
section 3.6 of this order.

“Systematic declassification review” means the review for declassification of classified
information contained in records that have been determined by the Archivist of the United
States (“Archivist”) to have permanent historical value in accordance with chapter 33 of tide

44, United States Code.

“Declassification guide” means written instructions issued by a declassification authority that
describes the elements of information regarding a specific subject that may be declassified and
the elements that must remain classified.

“Downgrading” means a determination by a declassification authority that information
classified and safeguarded at a specified level shall be classified and safeguarded at a lower level.

“File series” means documentary material, regardless of its physical form or characteristics, that
is arranged in accordance with a filing system or maintained as a unit because it pertains to
the same function or activity.

Authority for Declassification.

Information shall be declassified as soon as it no longer meets the standards for classification
under this order.

It is presumed that information that continues to meet the classification requirements under
this order requires continued protection. In some exceptional cases, however, the need to
protect such information may be outweighed by the public interest in disclosure of the
information, and in these cases the information should be declassified. When such questions
arise, they shall be referred to the agency head or the senior agency official. That ofhicial will
determine, as an exercise of discretion, whether the public interest in disclosure outweighs the
damage to national security that might reasonably be expected from disclosure. This provision
does not:

(1) amplify or modify the substantive criteria or procedures for classification: or
(2) create any substantive or procedural rights subject to judicial review.

If the Director of the Information Security Oversight Office determines that information is
classified in violation of this order, the Director may require the information to be declassified
by the agency that originated the classification. Any such decision by the Director may be
appealed to the President through the Assistant to the President for National Security Affairs.
The information shall remain classified pending a prompt decision on the appeal.

The provisions of this section shall also apply to agencies that, under the terms of this order,
do not have original classification authority, but had such authority under predecessor orders.




Sec. 3.3 Transferred Information.

(a) In the case of classified information transferred in conjunction with a transfer of functions,
and not merely for storage purposes, the receiving agency shall be deemed to be the originating
agency for purposes of this order.

(b) In the case of classified information that is not ofhicially transferred as described in paragraph
(a), above, but that originated in an agency that has ceased to exist and for which there is no
successor agency, each agency in possession of such information shall be deemed to be the
originating agency for purposes of this order. Such information may be declassified or
downgraded by the agency in possession after consultation with any other agency that has an
interest in the subject matter of the information.

(¢) Classified information accessioned into the National Archives and Records Administration
(*National Archives”) as of the effective date of this order shall be declassified or downgraded
by the Archivist in accordance with this order, the directives issued pursuant to this order,
agency declassification guides, and any existing procedural agreement between the Archivist
and the relevant agency head.

(d) The originating agency shall take all reasonable steps to declassify classified information
contained in records determined to have permanent historical value before they are accessioned
into the Nartional Archives. However, the Archivist may require that records containing
classified information be accessioned into the National Archives when necessary to comply
with the provisions of the Federal Records Act. This provision does not apply to information
being transferred to the Archivist pursuant to section 2203 of title 44, United States Code,
or information for which the National Archives and Records Administration serves as the
custodian of the records of an agency or organization that goes out of existence.

() To the extent practicable, agencies shall adopt a system of records management thar will
facilitate the public release of documents at the time such documents are declassified pursuant
to the provisions for automatic declassification in sections 1.6 and 3.4 of this order.

Sec. 3.4 Automatic Declassification.
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(a) Subject to paragraph (b), below, within five years from the date of this order, all classified
information contained in records that (1) are more than 25 years old, and (2) have been
determined to have permanent historical value under title 44, United States Code, shall be
automatically declassified whether or not the records have been reviewed. Subsequently, all
classified information in such records shall be automatically declassified no longer than 25
years from the date of its original classification, except as provided in paragraph (b), below.

(b) An agency head may exempt from automatic declassification under paragraph (a), above,
specific information, the release of which should be expected to:

(1) reveal the identity of a confidential human source, or reveal information about the
application of an intelligence source or method, or reveal the identity of a human
intelligence source when the unauthorized disclosure of that source would clearly and
demonstrably damage the national security irterests of the United States;
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(2) reveal information that would assist in the development or use of weapons of mass
destruction;

(3) reveal information that would impair U.S. cryptologic systems or activities;

(4) reveal information that would impair the application of state of the art technology within
a U.S. weapon system;

(5) reveal actual U.S. military war plans that remain in effect;

(6) reveal information that would seriously and demonstrably impair relations between the
United States and a foreign government, or seriously and demonstrably undermine
ongoing diplomatic activities of the United States;

(7) reveal information that would clearly and demonstrably impair the current ability of
United States Government officials to protect the President, Vi.e President, and other
officials for whom protection services, in the interest of national security, are authorized;

(8) reveal information that would seriously and demonstrably impair current national security
emergency preparedness plans; cr

(9) violate a stature, treaty, or international agreement.

No later than the effective date of this order, an agency head shall notify the President through
the Assistant to the President for National Security Affairs of any specific file series of records
for which a review or assessment has determined that the information within those file series
almost invariably falls within one or more of the exemption categories listed in paragraph (b),
above, and which the agency proposes to exempt from automatic declassification. The
notification shall include:

(1) a description of the file series;

(2) an explanation of why the information within the file series is almost invariably exempt
from automatic declassification and why the information must remain classified for a
longer period of time; and

(3) except for the identity of a confidential human source or a human intelligence source, as
provided in paragraph (b), above, a specific date or event for declassification of the
information. The President may direct the agency head not to exempt the file series or to
declassify the information within that series at an earlier date than recommended.

At least 180 days before information is automatically declassified under this section, an agency
head or senior agency official shall notify the Director of the Information Security Oversight
Office, serving as executive secretary of the Interagency Security Classification Appeals Panel,
of any specific information beyond that included in a notification to the President under
paragraph (c), above, that the agency proposes to exempt from automatic declassification. The
notification shall include:

(1) a description of the information;

(2) an explanation of why the information is exempt from automatic declassification and must
remain classified for a longer period of time; and

(3) excepr for the identity of a confidential human source or a human intelligence source, as
provided in paragraph (b), above, a specific date or event for declassification of the
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information. The Panel may direct the agency not to exempt the information or to
declassify it at an earlier date than recommended. The agency head may appeal such a
decision to the President through the Assistant to the President for National Security
Affairs. The information will remain classified while such an appeal is pending,.

(e) No later than the effective date of this order, the agency head or senior agency official shall

®

®
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provide the Director of the Information Security Oversight Office with a plan for compliance
with the requirements of this section, including the establishment of interim target dates. Each
such plan shall include the requirement that the agency declassify ar least 15 percent of the
records affected by this section no later than 1 year from the effective date of this order, and

similar commitments for subsequent years until the effective date for automatic declassifica-
tion.

Informarion exempted from automatic declassification under this section shall remain subject
to the mandatory and systematic declassification review provisions of this order.

The Secretary of State shall determine when the United States should commence negotiations
with the appropriate officials of a foreign government or international organization of
governments to modify any treaty or international agreement that requires the classification
of information contained in records affected by this section for a period longer than 25 years
from the date of its creation, unless the treaty or international agreement pertains to
information that may otherwise remain classified beyond 25 years under this section.

Systematic Declassification Review.

Each agency that has originated classified information under this order or its predecessors shall
establish and conduct a program for systematic declassification review. This program shall
apply to historically valuable records exempted from automatic declassification under section
3.4 of this order. Agencies shall prioritize the systematic review of records based upon:

(1) recommendations of the Information Security Policy Advisory Council, established in
section 5.5 of this order, on specific subjecr areas for systematic review concentration; or

(2) the degree of researcher interest and the likelihood of declassification upon review.

The Archivist shall conduct a systematic declassification review program for classified
information: (1) accessioned into the National Archives as of the effective date of this order;
(2) information transferred to the Archivist pursuant to section 2203 of title 44, United States
Code; and (3) informarion for which the National Archives and Records Administration serves
as the custodian of the records of an agency or organization that has gone out of existence.
This program shall apply to pertinent records no later than 25 years from the date of their
creation. The Archivist shall establish priorities for the systematic review of these records based
upon the recommendations of the Information Security Policy Advisory Council; or the degree
of researcher interest and the likelthood of declassification upon review. These records shall
be reviewed in accordance with the standards of this order, its implementing directives, and
declassification guides provided to the Archivist by each agency that originated the records.
The Director of the Information Security Oversight Office shall assure that agencies provide
the Archivist with adequate and current declassification guides.
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(c) After consultation with affected agencies, the Secretary of Defense may establish special
procedures for systematic review for declassification of classified cryptologic information, and
the Director of Central Intelligence may establish special procedures for systematic review for
declassification of classified information pertaining to intelligence activities (including special
activities), or intelligence sources or methods.

Sec. 3.6 Mandatory Declassification Review.

(a) Except as provided in paragraph (b), below, all information classified under this order or
predecessor ordets shall be subject to a review for declassification by the originating agency if:

(1) the request for a review describes the dociment or material containing the information
with sufficient specificity to enable the agency to locate it with a reasonable amount of
effort;

(2) the information is not exempted from search and review under the Central Intelligence
Agency Information Act; and

(3) the information has not been reviewed for declassification within the past two years. If
the agency has reviewed the information within the past two years, or the information is
the subject of pending litigation, the agency shall inform the requester of this fact and of
the requester’s appeal rights.

(b) Information originated by
(1) the incumbent President;
(2) the incumbent President’s White House Staff;
(3) committees, commissions, or boards appointed by the incumbent President; or

(4) other entities within the Executive Office of the President that solely advise and assist the
incumbent President is exempted from the provisions of paragraph (a), above. However,
the Archivist shall have the authority to review, downgrade, and declassify information of
former presidents under the control of the Archivist pursuant to sections 2107, 2111,
2111 note, or 2203 of title 44, United States Code. Review procedures developed by the
Archivist shall provide for consultation with agencies having primary subject marter
interest and shall be consistent with the provisions of applicable laws or lawful agreements
that pertain to the respective presidential papers or records. Agencies with primary subject
matter interest shall be notified promptly of the Archivist’s decision. Any final decision
by the Archivist may be appealed by the requester or an agency to the Interagency Security
Classification Appeals Panel. The information shall remain classified pending a prompt
decision on the appeal.

(c) Agencies conducting a mandatory review for declassification shall declassify information that
no longer meets the standards for classification under this order. They shall release this
information unless withholding is otherwise authorized and warranted under applicable law.

. (d) In accordance with directives issued pursuant to this order, agency heads shall develop
procedures to process requests for the mandarory review of classified information. These
procedures shall apply to information classified under this or predecessor orders. They also
shall provide a means for administratively appealing a denial of a mandatory review requesr,
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and for notifying the requester of the right to appeal a final agency decision to the Interagency
Security Classification Appeals Panel.

(¢) After consultation with affected agencies, the Secretary of Defense shall develop special
procedures for the review of cryptologic information, the Director of Central Intelligence shall
develop special procedures for the review of information pertaining to intelligence activities
(including special activities), or intelligence sources or methods, and the Archivist shall develop
special procedures for the review of information accessioned into the National Archives.

Sec. 3.7 Processing Requests and Reviews.

In response to a request for information under the Freedom of Information Act, the Privacy Act of 1974,
or the mandatory review provisions of this order, or pursuant to the automatic declassification or
systematic review provisions of this order:

(2) An agency may refuse to confirm or deny the existence or non-existence of requested
information whenever the fact of its existence or non-existence is itself classified under this
order.

(b) When an agency receives any request for documents in its custody that contain information
that was originally classified by another agency, or comes across such documents in the process
of the automatic declassification or systematic review provisions of this order, it shall refer
copies of any request and the pertinent documents to the originating agency for processing,
and may, after consultation with the originating agency, inform any requester of the referral
unless such association is itself classified under this order. In cases in which the originating
agency determines in writing that a response under paragraph (a), above, is required, the
referring agency shall respond to the requester in accordance with that paragraph.

Sec. 3.8 Declassification Database.

(@) The Archivist in conjunction with the Director of the Information Security Oversight Office
and those agencies that originate classified information, shall establish a Government-wide
database of information that has been declassified. The Archivist shall also explore other
possible uses of rechnology to facilitate the declassification process.

(b) Agency heads shall fully cooperate with the Archivist in these efforts.

(c) Except as otherwise authorized and warranted by law, all declassified information contained
within the database established under paragraph (a), above, shall be available to the public.

Part 4 - Safeguarding
Sec. 4.1 Definitions. For purposes of this order:

(a) “Safeguarding” means measures and controls that are prescribed to protect classified
information.

(b) “Access” means the ability or opportunity to gain knowledge of classified information.
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“Need-to-know” means a determination made by an authorized holder of classified
information that a prospective recipient requires access to specific classified information in
order to perform or assist in a lawful and authorized governmental function.

“Automated information system” means an assembly of computer hardware, software, or
firmware configured to collect, create, communicate, compute, disseminate, process, store, or
control data or information.

“Integrity” means the state that exists when information is unchanged from its source and has
not been accidentally or intentionally modified, altered, or destroyed.

“Network” means a system of two or more computers that can exchange data or information.

“Telecommunications” means the preparation, transmission, or communication of information
by electronic means.

“Special access program” means a program established for a specific class of classified
information that imposes safeguarding and access requirements that exceed those normally
required for information at the same classification level.

General Restrictions on Access.

A person may have access to classified information provided that:

(1) a favorable determination of eligibility for access has been made by an agency head or the
agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and
(3) the person has a need-to-know the information.

Classified information shall remain under the control of the originating agency or its successor
in function. An agency shall not disclose information originally classified by another agency
without its authorization. An official or employee leaving agency service may not remove
classified information from the agency’s control.

Classified information may not be removed from official premises without proper authoriza-
tion.

Persons authorized to disseminate classified information outside the executive branch shall
assure the protection of the information in a manner equivalent to that provided within the
execurive branch.

Consistent with law, directives and regulation, an agency head or senior agency official shall
establish uniform procedures to ensure that automated information systems, including
networks and rtelecommaunications systems, that collect, create, communicate, compute,
disseminate, process, or store classified information have controls thar:

(1) prevent access by unauthorized persons; and
(2) ensure the integrity of the information.

Consistent with law, directives and regulation, each agency head or senior agency official shall
establish controls to ensure that classified information is used, processed, stored, reproduced,
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transmitted, and destroyed under conditions that provide adequate protection and prevent
access by unauthorized persons.

Consistent with directives issued pursuant te this order, an agency shall safeguard foreign
government information under standards that provide a degree of protection at least equivalent
to that required by the government or international organization of governments that
furnished the information. When adequate to achieve equivalency, these standards may be less
restrictive than the safeguarding standards that ordinarily apply to United States “Confidential”
information, including allowing access to individuals with a need-to-know who have not
otherwise been cleared for access to classified information or executed an approved
nondisclosure agreement.

Except as provided by statute or directives issued pursuant to this order, classified information
originating in one agency may not be disseminated outside any other agency to which it has
been made available without the consent of the originating agency. An agency head or senior
agency official may waive this requirement for specific information originated within that
agency. For purposes of this section, the Department of Defense shall be considered one
agency.

Distribution Controb.

Each agency shall establish controls over the distribution of classified information to assure
that it is distributed only to organizations or individuals eligible for access who also have a
need-to-know the information.

Each agency shall update, at least annually, the automatic, routine, or recurring distribution
of classified information that they distribute. Recipients shall cooperate fully with distriburors
who are updaring distribution lists and shall notify distributors whenever a relevant change in
status occurs.

Special Access Programs.

Establishment of special access programs. Unless otherwise authorized by the President, only the
Secretaries of State, Defense and Energy, and the Director of Central Intelligence, or the
principal deputy of each, may create a special access program. For special access programs
pertaining to intelligence activities (including special activities, but not including military
operational, strategic and tactical programs), or intelligence sources or methods, this function
will be exercised by the Director of Central Intelligence. These officials shall keep the number
of these programs at an absolute minimum, and shall establish them only upon a specific

finding that:
(1) the vulnerability of, or threat to, specific information is exceptional; and

(2) the normal criteria for determining eligibility for access applicable to information classified

at the same level are not deemed suffient to protect the information from unauthorized
disclosure; or

(3) the program is required by statute.

Part 4 - Safeguarding




(b) Requirements and limitasions.

(0

)
Sec. 4.5
(a)

(b)

(1) Special access programs shall be limited to programs in which the number of persons who
will have access ordinarily will be reasonably small and commensurate with the objective
of providing enhanced protection for the information involved.

(2) Each agency head shall establish and maintain a system of accounting for special access
programs consistent with directives issued pursuant to this order.

(3) Special access programs shall be subject to the oversight program established under section
5.6(c) of this order. In addition, the Director of the Information Security Oversight Office
shall be afforded access to these programs, in accordance with the security requirements
of each program, in order to perform the functions assigned to the Information Security
Oversight Office under this order. An agency head may limit access to a special access
program to the Director and no more than one other employee of the Information
Security Oversight Office; or, for special access programs that are extraordinarily sensitive
and vulnerable, to the Director only.

(4) The agency head or principal deputy shall review annually each special access program to

determine whether it continues to meet the requirements of this order.

(5) Upon request, an agency shall brief the Assistant to the President for National Security

Affairs, or his or her designee, on any or all of the agency’s special access programs.

Within 180 days after the effective date of this order, each agency head or principal deputy
shall review all existing special access programs under the agency’s jurisdiction. These officials
shall terminate any special access programs that do not clearly meet the provisions of this
order. Each existing special access program that an agency head or principal deputy validares
shall be treated as if it were established on the effective date of this order.

Nothing in this order shall supersede any requirement made by or under 10 U.S.C. 119.

Access by Historical Researchers and Former Presidential Appointees.

The requirement in section 4.2(a)(3) of this order that access to classified information may
be granted only to individuals who have a need-to-know the information may be waived for
persons who:

(1) are engaged in historical research projects; or

(2) previously have occupied policy-making positions to which they were appointed by the
President.

Waivers under this section may be granted only if the agency head or senior agency official
of the originating agency:

(1) determines in writing that access is consistent with the interest of national security;

(2) takes appropriate steps to protect classified information from unauthorized disclosure or

compromise, and ensures that the information is safeguarded in 2 manner consistent with
this order; and

(3) limits the access granted to former presidental appointees to items that the person
originated, reviewed, signed, or received while serving as a presidential appointee.
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Implementation and Review

Definitions. For purposes of this order:

(a) “Self-inspection” means the internal review and evaluation of individual agency activities and
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the agency as a whole with respect to the implementation of the program established under
this order and its implementing directives.

“Violation” means:

(1) any knowing, willful or negligent action that could reasonably be expected to result in an
unauthorized disclosure of classified information;

(2) any knowing, willful or negligent action to classify or continue the classification of
information contrary to the requirements of this order or its implementing directives; or

(3) any knowing, willful or negligent action to create or continue a special access program
contrary to the requirements of this order. ‘

“Infraction” means any knowing, willful or negligent action contrary to the requirements of
this order or its implementing directives that does not comprise a “violation,” as defined above.

Program Direction.

The Director of the Office of Management and Budget, in consultation with the Assistant to
the President for National Security Affairs and the co-chairs of the Security Policy Board, shall
issue such directives as are necessary to implement this order. These directives shall be binding

upon the agencies. Directives issued by the Director of the Office of Management and Budget
shall establish standards for:

(1) classification and marking principles;

(2) agency security education and training programs;
(3) agency self-inspection programs; and

(4) classification and declassification guides.

The Director of the Office of Management and Budget shall delegate the implementation and

monitorship functions of this program to the Director of the Information Security Oversight

Office.

The Security Policy Board, established by a Presidential Decision Directive, shall make a
recommendation to the President rhrough the Assistant to the President for National Security
Affairs with respect to the issuance of a Presidential directive on safeguarding classified
information. The Presidential directive shall pertain to the handling, storage, distribution,
transmittal and destruction of and accounting for classified information.

Information Security Oversight Office.
There is established within the Office of Management and Budget an Information Security

Oversight Office. The Director of the Office of Management and Budget shall appoint the
Director of the Informarion Securicy Oversight Office, subject to the approval of the President.
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(b) Under the direction of the Director of the Office of Management and Budget acting in

Sec. 5.4

consultation with the Assistant to the President for National Security Affairs, the Direcror of

the Information Security Oversight Office shall:
(1) develop directives for the implementation of this order;

(2) oversee agency actions to ensure compliance with this order and its implementing
directives;

(3) review and approve agency implementing regulations and agency guides for systematic
declassification review prior to their issuance by the agency;

(4) have the authority to conduct on-site reviews of each agency’s program established under
this order, and to require of each agency those reports, information, and other cooperation
that may be necessary to fulfill its responsibilities. If granting access to specific categories
of classified information would pose an exceptional national security risk, the affected
agency head or the senior agency official shall submir a written justification recommending
the denial of access to the Director of the Office of Management and Budget within 60
days of the request for access. Access shall be denied pending 2 prompt decision by the
Director of the Office of Management and Budget, who shall consult on this decision
with the Assistant to the President for National Security Affairs;

(5) review requests for original classification authority from agencies or officials not granted
original classification authority and, if deemed appropriate, recommend presidential
approval through the Director of the Office of Management and Budger;

(6) consider and take action on complaints and suggestions from persons within or outside
the government with respect to the administration of the program established under this
order;

(7) have the authority to prescribe, after consultation with affected agencies, standardization
of forms or procedures that will promote the implementation of the program established
under this order;

(8) report at least annually to the President on the implementation of this order; and
(9) convene and chair interagency meetings to discuss matters pertaining to the program

established by this order.

Interagency Security Classification Appeals Panel.

(@) Establishment and Administration.

(1) There is established an Interagency Security Classification Appeals Panel (“Panel”). The
Secretaries of State and Defense, the Attorney General, the Director of Central
Intelligence, the Archivist of the United States, and the Assistant to the President for
National Security Affairs shall each appoint a senior level representative to serve as a
member of the Panel. The President shall select the Chair of the Panel from among th-
Panel members.

(2) A vacancy on the Panel shall be filled as quickly as possible as provided in paragraph (1),

above. .
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(3) The Director of the Information Security Oversight Office shall serve as the Executive
Secretary. The staff of the Information Security Oversight Office shall provide program
and administrative support for the Panel.

(4) The members and staff of the Panel shall be required to meet eligibility for access standards
in order to fulfill the Panel’s functions.

(5) The Panel shall meet at the call of the Chair. The Chair shall schedule meetings as may

be necessary for the Panel to fulfill its funcrions in a timely manner.

(6) The Information Security Oversight Office shall include in its reports to the President a

summary of the Panel’s activities.

Functions. The Panel shall:

(1) uccide on appeals by persons who have filed classification challengcs under section 1.9 of

this order;

(2) approve, deny or amend agency exemptions from automatic declassification as provided
in section 3.4 of this order; and

(3) decide on appeals by persons or entities who have filed requests for mandatory
declassification review under section 3.6 of this order.

Rules and Procedures. The Panel shall issue bylaws, which shall be published in the Federal
Register no later than 120 days from the effective date of this order. The bylaws shall establish
the rules and procedures that the Panel will follow in accepting, considering, and issuing
decisions on appeals. The rules and procedures of the Panel shall provide that the Panel will
consider appeals only on actions in which: (1) the appellant has exhausted his or her
administrative remedies within the responsible agency; (2) there is no current action pending
on the issue within the federal courts; and (3) the information has not been the subject of
review by the federal courts or the Panel within the past two years.

(d) Agency heads will cooperate fully with the Panel so that it can fulfill its funcrions in a timely

{e)
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and fully informed manner. An agency head may appeal a decision of the Panel to the
President through the Assistant to the President for National Security Affairs. The Panel will
report to the President through the Assistant to the President for National Security Affairs any
instance in which it believes that an agency head is not cooperating fully with the Panel.

The Appeals Panel is established for the sole purpose of advising and assisting the President
in the discharge of his constitutional and discretionary authority to protect the national
security of the United States. Panel decisions are committed to the discretion of the Panel,
unless reversed by the President.

Information Security Policy Advisory Council.

Establishment. There is established an Information Security Policy Advisory Council
(“Council”). The Council shall be composed of seven members appointed by the President
for staggered terms not to exceed four years, from among persons who have demonstrated
interest and expertise in an area related to the subject matter of this order and are not otherwise
employees of the Federal Government. The President shall appoint the Council chair from
among the members. The Council shall comply with the Federal Advisory Committee Act,
as amended, 5 U.S.C. App. 2.
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(b) Functions. The Council shall:

(1) advise the President, the Assistant to the President for National Security Affairs, the
Director of the Office of Management and Budget, or such other executive branch officials
as it deems appropriate, on policies established under this order or its implementing
directives, including recommended changes to those policies;

(2) provide recommendations to agency heads for specific subject areas for systematic
declassification review; and

(3) serve as a forum to discuss policy issues in dispute.

(c) Meetings. The Council shall meet at least twice each calendar year, and as determined by the
Assistant to the President for National Security Affairs or the Director of the Office of
Management and Budger.

(d) Administration.

(1) Each Council member may be compensated at a rate of pay not to exceed the daily
equivalent of the annual rate of basic pay in effect for grade GS-18 of the general schedule
under section 5376 of title 5, United States Code, for each day during which that member
is engaged in the actual performance of the duties of the Council.

(2) While away from their homes or regular place of business in the actual performance of
the duties of the Council, members may be allowed travel expenses, including per diem
in lieu of subsistence, as authorized by law for persons serving intermittently in the

Government service {5 U.S.C. 5703(b)).

(3) To the extent permitted by law and subject to the availability of funds, the Information
Security Oversight Office shall provide the Council with administrative services, facilities,
staff, and other support services necessary for the performance of its functions.

(4) Notwithstanding any other Executive order, the functions of the President under the
Federal Advisory Committee Act, as amended, that are applicable to the Council, except
that of reporting to the Congress, shall be performed by the Director of the Information
Security Oversight Office in accordance with the guidelines and procedures established by
the General Services Administration.

Sec. 5.6 General Responsibilities.

Heads of agencies that originate or handle classified information shall:

(a) demonstrate personal commitment and commit senior management to the successful
implementation of the program established under this order;

(b) commit necessary resources to the effective implementation of the program established under

this order;

() designate a senior agency official to direct and administer the program, whose responsibilities

shall include:

(1) overseeing the agency’s program established under this order, provided, an agency head
may designate a separate official to oversee special access programs authorized under this
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order. This official shall provide a full accounting of the agency’s special access programs
at least annually;

(2

~—

promulgating implementing regulations, which shall be published in the Federal Register
1 the extent that they affect members of the public;

(3) establishing and maintaining security education and training programs;

(4) establishing and maintaining an ongoing self-inspection program, which shall include the
periodic review and assessment of the agency’s classified product;

(5) establishing procedures to prevent unnecessary access to classified information, including
procedures that: (i) require that a need for access to classified information is established
before initiating administrative clearance procedures; and (ii) ensure that the number of
persons granted access to classified information is limited to the minimum consistent with
operational and security requirements and needs;

(6) developing special contingency plans for the safeguarding of classified information used in
or near hostile or potentially hostile areas;

(7) assuring that the performance contract or other system used to rate civilian or military
personnel performance includes the management of classified information as a critical
element or item to be evaluated in the rating of: (i) original classification authorities; (ii)
security managers or security specialists; and (iii) all other personnel whose duties
significantly involve the creation or handling of classified information;

(8) accounting for the costs associated with the implementation of this order, which shall be
reported to the Director of the Information Security Oversight Office for publication; and

(9) assigning in a prompt manner agency personnel to respond to any request, appeal,
challenge, complaint or suggestion arising out of this order that pertains to classified
information thar originated in a component of the agency that no longer exists and for
which there is no clear successor in function.

Sanctions.

If the Director of the Information Security Oversight Office finds that a violation of this order
or its implementing directives may have occurred, the Director shall make a report to the
head of the agency or to the senior agency official so that corrective steps, if appropriate, may

be taken.

Officers and employees of the United States Government, and its contractors, licensees,
certificate holders, and grantees shall be subject to appropriate sanctions if they knowingly,
willfully, or negligently:

(1) disclose to unauthorized persons information properly classified under this order or
predecessor orders;

(2) classify or continue the classification of information in violation of this order or any
implementing directive;

(3) create or continue a special access program contrary to the requirements of this order; or

(4) contravene any other provision of this order or its implementing directives..
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(c) Sanctions may include reprimand, suspension without pay, removal, termination of classifica-
tion authority, loss or denial of access to classified information, or other sanctions in
accordance with applicable law and agency regulation.

(d) The agency head, senior agency official, or other supervisory official shall, at a minimum,
promptly remove the classification authority of any individual who demonstrates reckless
disregard or a partern of error in applying the classification standards of chis order.

() The agency head or senior agency official shall:

(1) take appropriate and prompt corrective action when a violation or infraction under
paragraph (b), above, occurs; and

(2) notify the Director of the Information Security Oversight Office when a violation under
paragraph (b)(1), (2) or (3), above, occurs.

Part 6 - General Provisions

Sec. 6.1 General Provisions.

(a) Nothing in this order shall supersede any requirement made by or under the Atomic Energy
Act of 1954, as amended, or the National Security Act of 1947, as amended. “Restricted Data”
and “Formerly Restricted Data” shall be handled, protected, classified, downgraded, and
declassified in conformity with the provisions of the Atomic Energy Act of 1954, as amended,
and regulations issued under that Act.

(b) The Attorney General, upon request by the head of an agency or the Director of the
Information Security Oversight Office, shall render an interpretation of this order with respect
to any question arising in the course of its administration.

(c) Nothing in this order limits the protection afforded any information by other provisions of
law, including the exemptions to the Freedom of Information Act, the Privacy Act, and the
National Security Act of 1947, as amended. This order is not intended, and should not be
construed, to create any right or benefit, substantive or procedural, enforceable at law by a
party against the United States, its agencies, its officers, or its employees. The foregoing is in
addition to the specific provisos set forth in sections 1.2(b), 3.2(b) and 5.4(e) of this order.

(d) Executive Order No. 12356 of April 6, 1982, is revoked as of the effective date of this order.
Sec. 6.2 Effective Date.

This order shall become effective 180 days from the date of its issuance.

William J. Clinton

THE WHITE HOUSE
April 17, 1995
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Title 3—Executive Order 12972 of September 18, 1995

Amendment to Executive Order No. 12958

By the authority vested in me as President by the Constitution and the laws of the United States of
America, and in order to amend Executive Order No. 12958, it is hereby ordered that the definition of
“agency” in section 1.1(i) of such order is hereby amended to read as follows: “(i) “Agency” means any
“Executive agency” as defined in 5 U.S.C. 105; any “Military department” as defined in 5 U.S.C. 102;
and any other entity within the executive branch that comes into the possession of classified

. . ”»
information.

William J. Clinton

THE WHITE HOUSE
September 18, 1995
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November 19, 1999

EXECUTIVE ORDER 13142

AMENDMENT TO EXECUTIVE ORDER 12958 --
CLASSIFIED NATIONAL SECURITY INFORMATION

By the authority vested in me as President by the Constitution and the laws of the United States of
America, and in order to extend and establish specific dates for the time within which all classified
information contained in records more than 25 years old that have been determined to have historical
value under title 44, United States Code, should be automatically declassified, and to establish the
Information Security Oversight Office within the National Archives and Records Administration, it is
hereby ordered that Executive Order 12958 is amended as follows:

Section 1. In the first sentence of section 3.4(a) of Executive Order 12958, the words "within five years
from the date of this order" are deleted and the words "within six and one half years from the date of this
order" are inserted in lieu thereof.

Sec. 2. The following new language is inserted at the end of section 3.4(a): "For records otherwise
subject to this paragraph for which a review or assessment conducted by the agency and confirmed by
the Information Security Oversight Office has determined that they: (1) contain information that was
created by or is under the control of more than one agency, or (2) are within file series containing
information that almost invariably pertains to intelligence sources or methods, all classified information
in such records shall be automatically declassified, whether or not the records have been reviewed,
within 8 years from the date of this order, except as provided in paragraph (b), below. For records that
contain information that becomes subject to automatic declassification after the dates otherwise
established in this paragraph, all classified information in such records shall be automatically
declassified, whether or not the records have been reviewed on December 31 of the year that is 25 years
from the origin of the information, except as provided in paragraph (b), below."

Sec. 3. Subsections (a) and (b) of section 5.2 are amended to read as follows:
"(a) The Director of the Information Security Oversight Office, under the direction of the Archivist
of the United States and in consultation with the Assistant to the President for National Security
Affairs and the co-chairs of the Security Policy Board, shall issue such directives as are necessary
to implement this order. These directives shall be binding upon the agencies. Directives issued by
the Director of the Information Security Oversight Office shall establish standards for:

(1) classification and marking principles;
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(2) agency security education and training programs;
(3) agency self-inspection programs; and
(4) classification and declassification guides.

(b) The Archivist of the United States shall delegate the implementation and monitorship
functions of this program to the Director of the Information Security Oversight Office."

Sec. 4. Subsection (a) and the introductory clause and item (4) of subsection (b) of section 5.3 are
amended as follows:

(a) Subsection (a) shall read "(a) There is established within the National Archives and Records
Administration an Information Security Oversight Office. The Archivist of the United States shall
appoint the Director of the Information Security Oversight Office, subject to the approval of the
President.”

(b) The introductory clause of subsection (b) shall read "Under the direction of the Archivist of the
United States, acting in consultation with the Assistant to the President for National Security
Affairs, the Director of the Information Security Oversight Office shall:".

(c) Item (4) of subsection (b) shall read "(4) have the authority to conduct on-site reviews of each
agency's program established under this order, and to require of each agency those reports,
information, and other cooperation that may be necessary to fulfill its responsibilities. If granting
access to specific categories of classified information would pose an exceptional national security
risk, the affected agency head or the senior agency official shall submit a written justification
recommending the denial of access to the President through the Assistant to the President for
National Security Affairs within 60 days of the request for access. Access shall be denied pending
the response,”.

WILLIAM J. CLINTON

THE WHITE HOUSE,
November 19, 1999.
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Department of Defense

DIRECTIVE

NUMBER 5200.1
December 13, 1996

ASD(C3)
SUBJECT: DoD Information Security Program

References: (a) DoD Directive 5200.1, subject as above, June 7, 1982 (hereby
canceled)

(b) Executive Order 12958, “Classified National Security Information,”
April 20, 1995, as amended

(c) Information Security Oversight Office Directive, “Classified National
Security Information,” October 13, 1995

(d) DoD Instruction 5230.21, “Protection of Classified National Security
Council and Intelligence Information,” March 15, 1982 (hereby
canceled)

(e) through (i), see enclosure 1
1. REISSUANCE AND PURPOSE
This Directive:

1.1. Reissues reference (a) to update policy and responsibili-ties for the DoD
Information Security Program under references (b) and (c).

1.2. Replaces references (d) through (f) .

1.3. Continues to authorize the publication of DoD 5200.1-R (reference (g)), in
accordance with DoD 5025.1-M (reference (h)).
2. APPLICABILITY

This Directive applies to the Office of the Secretary of Defense, the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the




DODD 5200.1 Dec. 13, 96

Inspector General of the Department of Defense, the Defense Agencies, and the DoD
Field Activities (hereafter referred to collectively as “the DoD Components™).

3. DEFINITIONS

3.1. Compromise. A communication or physical transfer of classified
information to an unauthorized recipient.

3.2. Information. Any knowledge that may be communicated or documentary
material, regardless of its physical form or characteristics, that is owned by, produced
by or for, or is under the control of, the Department of Defense.

3.3. National Security. The national defense or foreign relations of the United
States.

4. POLICY
It is DoD policy that:

4.1. National security information shall be classified, declassified and
safeguarded, in accordance with national-level policy issuances. Misclassification
shall be avoided.

4.2. Declassification of information shall receive equal attention with
classification to ensure that information remains classified only as long as required by
national security considerations.

4.3. The volume of classified national security information shall be reduced to the
minimum necessary to meet operational requirements.

4.4. An active security education and training program shall be established and
maintained to ensure that DoD military and civilian personnel who require access to
classified national security information in the conduct of official business are familiar
with their responsibilities for protecting such information from unauthorized disclosure.

5. RESPONSIBILITIES

5.1. The Assistant Secretary of Defense for Command, Control, Communications
and Intelligence shall:
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5.1.1. Serve as the Senior Agency Official for the Department of Defense
under subsection 5.6.(c) of E.O. 12958, as amended (reference (b)).

5.1.2. Direct, administer, and oversee the DoD Information Security Program
to ensure that the program is efficient, recognizes assigned authorities and
responsibilities, and that appropriate management safeguards are in place to prevent
fraud,waste, and abuse.

5.1.3. Approve, when appropriate, requests for exceptions to DoD
Information Security Program policies and procedures.

5.1.4. Approve and publish DoD Instructions and Publications, as necessary,
to guide, direct, or help DoD Information Security Program activities, consistent with
DoD 5025.1-M (reference (h)).

5.1.5. Encourage liaison between the DoD Components and industry;
professional associations; academia; Federal, State, and local government
organizations; and international organizations to acquire information that may be of
use in improving the DoD Information Security Program.

5.1.6. Assist the Under Secretary of Defense for Acquisition and
Technology, as required, in implementing the DoD Acquisition Systems Protection
Program, both by establishing security policy and providing technical security support
to that program.

5.2. The Under Secretary of Defense for Policy shall:

5.2.1. Direct, administer and oversee that portion of the DoD Information
Security Program pertaining to Special Access Programs, foreign government
(including North Atlantic Treaty Organization) classified information, the National
Disclosure Policy and security arrangements for international programs.

5.2.2. Approve, when appropriate, requests for exception to policy involving
any programs listed in paragraph 5.2.1., above.

5.3. The Assistant Secretary of Defense for Public Affairs shall:

5.3.1. Direct and administer a DoD Mandatory Declassification Review
Program under subsection 3.6. of E.O. 12958 (reference (b)).
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5.3.2. Establish policies and procedures for processing mandatory

. declassification review requests, including appeals consistent with subsection 3.6.(d)
of reference (b) and Section 2001.13 of the Information Security Oversight Office
Directive (reference (c)), which make maximum use of DoD Component resources and
systems established to implement DoD Directive 5400.7 (reference (1)).

5.4. The Under Secretary of Defense for Acquisition and Technology shall serve
as the office of primary responsibility and provide day-to-day direction and
management of the DoD Acquisition Systems Protection Program.

5.5. The Secretaries of the Military Departments, as Agency Heads under
reference (b), and the Heads of the Other DoD Components, shall:

5.5.1. Designate a senior agency official for their respective Departments
who shall be responsible for the direction and administration of the Department’s
information security program, to include active oversight, classification,
declassification and security education and training programs to ensure effective
implementation of reference (b) and DoD 5200.1-R (reference (g)).

5.5.2. Ensure that funding and resources are adequate to carry out such
oversight, classification, declassification and security education and training programs.

5.5.3. Consider and take action on complaints and suggestions from persons
in or outside the Government regarding the Department’s Information Security
Program.

5.6. The Director, National Security Agency, shall, as the designee of the
Secretary of Defense, when necessary, impose special requirements on the
classification, declassification, marking, reproduction, distribution, accounting, and
protection of and access to classified cryptologic information.




6. EFFECTIVE DATE

This Directive is effective immediately.

Enclosures - 1
1. References

DODD 5200.1 Dec. 13, 96

John P. While
Deputy Secretary of Defense
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El. ENCLOSURE 1
REFERENCES, continued

(e) DoD Instruction 0-5230.22, “Security Controls on the Dissemination of
Intelligence Information,” August 17, 1988 (hereby canceled)

(f) DoD Directive 5200.12, “Conduct of Classified Meetings,” July 27, 1992 (hereb
canceled) :

(g) DoD 5200.1-R, “Department of Defense Information Security Program
Regulation,” January 17, 1997 authorized by this Directive

(h) DoD 5025.1-M, “DoD Directives System Procedures,” August 1994, authorized
by DoD Directive 5025.1, June 24, 1994

(1) DoD Directive 5400.7, “DoD Freedom of Information Act Program,” May 13, 1988

6 ENCLOSURE 1
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DoD 5200.1-PH

DoD Guide to Marking Classified Documents

April 1997

Assistant Secretary of Defense
for
Command, Control, Communications and Intelligence




This Page Intentionally Left Blank




ASSISTANT SECRETARY OF DEFENSE
6000 DEFENSE PENTAGON
WASHINGTON, DC 20301-6000

COMMAND. CONTROL..

ORI o FOREWORD
This Pamphlet is reissued under the authority of DoD Directive 5200.1, “Information
Security Program,” December 13, 1996. It prescribes guidance through examples, on
the markings for classified national security information. It supersedes the 1982,
5200.1-PH guide. ’

The guidance contained is derived from the £.0. 12598, “Classified National Security
Information,” its implementing instructions, and the marking guide developed by the
Information Security Oversight Office. This pamphlet applies to the Office of the
Secretary of Defense (OSD), the Military Departments, the Chairman of the joint Chiefs
of Staff, the Defense Agencies, and the DoD Field Activities (hereafter referred to
collectively as “the DoD Components™).

Marking classified information serves several purposes in the Department of Defense. It
alerts holders to the presence of classified information, identifying the exact information
or portion that needs protection; provides guidance for downgrading and
declassification; gives the reason for the initial classification decision; and warns the
holders of any special access, controls, or safeguarding requirements. While we can not

* anticipate every marking situation, this pamphlet provides the basic ground rules that
apply to all classified information, regardless of the media used. For specific situational
needs, contact your agency’s security officer for guidance.

This Pamphlet is effective immediately for use by all the DoD Components. The Heads
of the DoD Components may issue supplementary instructions when necessary to
provide for unique requirements within their organizations.

Send recommended changes to the Pamphlet to:

Office of the Assistant Secretary of Defense for Command, Control,
‘Communications, and Intelligence

Director, Security Programs

6000 Defense Pentagon

Washington, DC 20301-6000

The DoD Components may obtain copies of this Pamphlet through their own

Publications channels. Approved for public release; distribution unlimited. Authorized
registered users may obtain copies of this Publication from the Defense Technical

Information Center.
M o
Emmett Paige, Jr. ;
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Security Reminders

Classification decisions are either original or derived.

Only individuals occupying positions specifically authorized in writing may classify

- documents originally.

Only individuals with the appropriate security clearance, who are required by their
work to generate classified source information, may classify derivatively.

There are three levels of classification, “TOP SECRET”, “SECRET” and
“CONFIDENTIAL.” Do not use other terms, such as “Official Use Only,” or
“Administratively Confidential,” to identify classified national security information.

Information shall not be classified for any reason unrelated to the protection of national

security.

Classifiers are responsible for assuring that information is appropriately classified and
properly marked. The proper markings include declassification instructions.

To have access to classified information, a person must have a security clearance at an
appropriate level, a signed SF 312, “Classified Information Nondisclosure Agreement,”
and the “need-to-know.”

Individuals who believe that information in their possession is inappropriately
classified, or inappropriately unclassified, are expected to bring their concerns to the
attention of their security manager or the classifier of the information for resolution.

Classified information shall not be discussed or read in public places. It should not be left
unattended, even for a short time in automobiles, hotel rooms, private residences or public
lockers. Only approved security containers are authorized for storage. ’

Classified information shall not be discussed on non-secure telephones. “Talking around”
is a dangerous practice and does not provide adequate protection to classified national

security information.

Notes, rough drafts, informal working papers, and other preliminary documents must be
handled and destroyed as classified information. This is especially important with
computer generated documents that often go through several revisions. Apply the
markings as the document is being created.
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SECTION 1 - Marking “Originally Classified” Documents

SECRET —— L'b.

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

date
MEMORANDUM FOR DASD (1&S) 1.a.

l.a SUBJECT: Classification Markings (U)

1. (U) This is an example of a document that contains originally classified information. Standard
markings are required for all documents as shown here. These markings include:

a. (U) Portion marking(s) for each section of a document to reflect the classification of the
information. When using subsections such as shown here, individual markings are used. When
subsections are not marked, the information is protected at the level of protection shown by the
overall section.

b. (U) Overall markings conspicuously using larger font size or bold.

¢. (U) A “Classified by™ line that includes the name or personal identifier and position of the
originator.

d. (S) A reason for classification as shown on page 8 of this guide.
e. (U) A “Declassifv on” line that indicates the following:

(1) The date or event tor declassification not to exceed 10 years.

(2) The date that is 10 years from the date of the original decision.

(3) An extension beyond the initial 10 years of classification.

(4) An authorized and app: .abie ¢ :2mption category(ies) as described on page 10 of this
guide.

2. (S) [Ifthis paragraph contained “*Secret” information, the portion would be marked with the
designation “S™ in parentheses. If the paragiuph contained “Confidential” information, the portion
would be marked with the designation “C™ in »arentheses.

l.c.
Classified by: Emmett Paige, Jr.
aspcsn ____—1l.d.
Reason: 1.5 (a) and (d) __—le
Declassify on: December 31, XXXX
SECRET

Note: A line followed by a reference number, throughout this pamphlet, cites the paragraph number found
on the same page.



Portion Markings and Overall Classification Marking

3.
SECRET—

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

date

MEMORANDUM FOR DASD (1&S)

1.
1. SUBJECT: Portion Markings and Overall Classification Marking (U)/

\
1. (U) The first step in marking a document is to identify the classification level of each
portion contained in the document. This includes each paragraph, subjects, and titles. Only
by identifying the proper classification for each portion can the overall classification level be
determined.
a. (U) The three sample paragraphs shown here contain “Unclassified,” “Secret,
and “Confidential” information, respectively. Portion markings consist of the
letters “(U)” for unclassified, “(C)” for “Confidential,” “(S)” for “Secret,” and
“(TS)” for “Top Secret.”
b. (U) These abbreviations are placed, in parentheses, before the portion, or after
the title to which they apply.
¢. (U) Whenever possible, use an unclassified title or subject line. If a classified
1.&2. title and/or subject is necessary, follow it with a short, unclassified title.

”

2. (S) The second step in classifying a document is determining the overall classification
of the document. The overall classific. **~n is determined by the highest classification level
of information contained in the docun ~* In the example shown here, “Secret” is the
highest level of classification. This is paragraph 2. If it were to contain “Secret”
information, this portion would be marked with the designation “S” in parentheses.

3. (C) “Conspicuously” place the overall classification at the top and the bottom of the
page. This is paragraph 3. If it were to contain “Confidential” information, this portion
would Le marked with the designation “C” in ~arentheses. :

Classified by: Emmett Paige, Jr., ASD(C3I)
Reason: 1.5 (a) and (d)
Declassify on:  December 31, XXXX

SECRET




Portion Markings and Overall Cléssiﬁcation Marking

SECRET—*

4. (U) Mark each internal page with the
overall classification, or with the highest
classification level of information contained on
that page. '

5. (S) This is paragraph 5. If it were to contain

“Secret” information, this portion would be
marked with the designation “S” in parentheses.

SECRET

UNCLASSIFIED

4. (U) When using overall marking on every
page of a document, ensure that extracts of the
document are remarked to reflect actual
classification and source description.

5. (U) This is paragraph 5. If it were to
contain “Unclassified” information, this portion
would be marked with the designation “U” in
parentheses.

UNCLASSIFIED

SECRET

4. (U) This is paragraph 4. Itis an
unclassified paragraph and is therefore marked
with a “U” as other portions on this page are
classified. Should this paragraph be used to
create another document, the information taken
from this paragraph from this page would remain
unclassified.

5. (S) This is paragraph 5. Should this
paragraph contain “Secret” information, this
portion would be marked with the designation
“S” as indicated at the beginning of this
paragraph. The overall classification on this
page is marked “Secret” because this paragraph
contain Secret information, which is the highest

SECRET 9

SECRET

(S) level of classification contained on the
page. When a classified or unclassified
paragraph is too long and must be carried over
to another page, the classification MUST be
carried forward as well.

6. (U) This is paragraph 6. If it were to
contain only “Unclassified” information, this
rortion would be marked with the designation
“U” in parentheses.

SECRET 10




Portion Markings and Overall Classification Marking

SECRET
i SECRET
Department of Defense ~ § 12 document contains
§ more than one page, the
Special Report “overall classification
ANX-128 (U) | marking” will be placed
at the top and bottom of
the front cover (if any),
the title page (if any),
the first page and on
the outside of the back
CLASS BY: ;
REASON: cover (if any).
DECLASS ON: __ )
[ September 1996 cbé)
SECRE ~ B
et L ae s R m o
= B

SECRET

Title Page

SECRET

{ Front Cover

SECRET

Back Cover

SECRET




Classified by: Emmett Paige, Jr.,.ASD(C3I)/

SECRET

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC ’

MEMORANDUM FOR DASD (1&S) 31 August 1996
SUBJECT: “Classified by” Line (U)

1. (S) The third step in properly marking a document is to annotate the original
classification authority on the document. This is accomplished by placing the original
classification authority on the “Classified by” line. The “Classified by” line should include
the name or personal identifier of the actual classifier and their position. If the identification
of the originating agency is not apparent on the face of the document, place it below the
“Classified by” line.

2. (U) Each original classification decision shall state a reason for classifying.
Classification may be applied only to information described in the following categories as
specified in section 1.5 of Executive Order 12958, “Classified National Security
Information” are:

a. (U) Military plans, weapons systems or operations.

b. (U) Foreign government information.

(U) Intelligence activities (including special activities), intelligence sources or
methods, or cryptology.

(U) Foreign relations or foreign activities of the U.S., including confidential sources.

(U) Scientific, technological, or economic matters relating to the national security.

(U) U.S. Government programs for safeguarding nuclear materials or facilities.

(U) Vulnerabilities or capabilities of systems, installations, projects or plans relating
to the national security.

(¢}

@™o a

3. (U) The original classifier shall identify a concise reason for classification which, ata
minimum cites the applicable classification categories in section 1.5 of E.O. 12958 as the
basis for classification. Original classifiers m st ensure that the exemption category
selected is consistent with the reason for classi“ication cited on the document.

1.

2.&3.
Reason: : Military Plans; Forcign Relations
OR 3.
Reason: 1.5 (a)and (d) =

Declassify on: December 31, XXXX SECRET

8




“Declassify on” Line

The final essential marking indicates the duration of
classification. This information is placed on the
“Declassify on” line. When determining the duration
of classification, choose one of the following three
declassification instructions: (Whenever possible,
select the declassification instruction that will result in
the shortest duration of classification.)

1. Date or Event

When possible, identify the date or event for
declassification which corresponds to the lapse of the
information’s national security sensitivity. The date or
event shall not exceed 10 years from the date of the
original classification

OR

2. Ten Year Duration

When a specific date or event cannot be determined,
identify the date that is 10 years from the date of the
original classification

OR

3. Exemptions from the Ten Year Rule

If the information has been determined exempt from
declassification at 10 years by the original classifier,
place the letter “X” plus a brief recitation of the
exemption category(ies) OR the letter “X” plus the
corresponding number to that exemption category(ies)
in section 1.6(d) of Executive Order 12958.

See next page for a list of these exemption categories




- Section 1.6(d) “Exemption Categories”
Exemption from 10-year Declassification

—_—

X1. Reveal an intelligence source, method, or activity, or a

cryptologic system or activity.

X2. Reveal information that would assist in the

development or use of weapons of mass destruction.

X3. Reveal information that would impair the
development or use of technology within a United
States weapons system.

X4. Reveal United States military plans or national
security emergency preparedness plans.

X5. Reveal foreign government information.

Xe6. Damage relations between the United States and a
foreigh government, reveal a confidential source, or
seriously undermine diplomatic activities that are
reasonably expected to be ongoing for a period greater
than 10 years.

X7. Impair the ability of responsible United States

Government officials to protect the President, the

Vice President, and other individuals for whom

protection services, in the interest of national security,

are authorized.

Violate a statute, treaty or international agreement.

. ]
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Working Papers

Working papers are documents and material accumulated or created in the preparation of finished
documents and material. Working papers containing classified information shall be:

. Dated when created.

. Marked with the highest classification of any information contained therein.

. Protected in accordance with the assigned classification. ,

. Accounted for, controlled, and marked in the manner prescribed for a finished document of the
same classification when retained more than 180 days from date of origin or released by the
originator outside the activity. This requirement extends to all classification levels.

W DN

Information Transmitted Electronically

Information transmitted electronically, and retained as permanent records, must be marked, as would
any other classified document, with the following special provisions:

1. The first item in the text must be the overall classification of the information.

2. For information printed by an automated system, overall and page markings may be applied by
the system, provided they stand out conspicuously from the text. In older systems, this may be
achieved by surrounding the markings with asterisks or other symbols.

3. Properly completed “Classified by” anf “Reason” lines or “Derived from” line, declassification
instructions, and downgrading instructions (when appropriate) must be included in the last line.
Declassification and downgrading instructions shall not be used for information containing
Restricted Data or Formerly Restricted Data.

4. The following abbreviations may be used:

“CLASS” for “Classified by”

“RSN” for Reason (only necessary 1ur originally classified information)
“DECL” for “Declassify on”

“DERV” for “Derived from”

“DNG” for “Downgrade to”

See example of an electronically transmitted message on the next page.

11




JOINT MESSAGE FORM . |*creppt o

Page DTG RELEASE TIME PRECEDENCH CLASS SPECAT LMF ORIG MSG IDENT

DRATE TIME IMONTH ACT | INFO
01 of 01 101173071 JUN PP SSSS

MESSAGE HANDLING INSTRUCTIONS

FROM: JCS WASHINGTON DC//J3//
TO: SECDEF WASHINGTON DC

SECRET
SUBJ: PREPARATION OF DD FORM 173, “JOINI MESSAGE FORM” (U)

REF DOD 5200.1-R
1. (U) THE THREE LEVELS OF CLASSIFICATION ARE DOUHLE SPACED WHEN

TYPED ON THE CLASSIFICATION LINE.

2. (S) PORI'ION MARKING REQUI REMENT S FOR MESSAGES ARE THE SAME AS FOR

OTHER DOCUMENT S.
3. (C) THE “CLASSIFIED BY” OR “DERIVED FROM” LINE MUST EE INCLUDED

IN THE LAST LINE OF THE MESSAGE.

4. (U) DECLASSIFICATION MARKINGS ARE ABBREVIATED ON THE DD FORM 173
AS FOLLOWS - A SPECIFIC DATE FOR DECLASSIFICATION (I.E. AUGUST 31,
1996), IS SHOWN AS “DECL 31 AUG 96”; A SPECIFIC EVENT FOR
DECLASSIFICATION, (I.E. THE CC .Z_ZTION O’t;' AN OPERATION) IS SHOWN AS
“DECL COMPLETION OF OPERATION”.

DERV SCG 123, DECL 31 AUG 96

DISTR

DRAFTER TYPED NAME TITLE OFFICE SYMBOL PHONE | SPECIAL INSTRUCTIONS

COL J.K. LAUER
DH COMPTROLLER 57040 1 JUN 96
TYPED NAME TITLE OFFICE SYMBOL AND PHONE

O.D.SEE. BG, USA _
SIGNATURE SECURITY CLASSIFICATION DATE TIME GROUP

SECRET

12



SECTION 2 - Marking “Derivatively Classified” Documents

SECRET

ABC Battalion Report (U)

Derivatively Classifying From a Source Document and Portion Markings (U)

1. (S) Derivative classification is the act of incorporating, paraphrasing, restating, or
generating in new form, information that is already classified, and marking the newly
developed material consistent with the markings of the source information. The source
information ordinarily consists of a classified document or documents, or a classification
guide issued by an original classification authority. This paragraph contains incorporated
information taken from the second paragraph of a source document, a paragraph
marked “Secret.” Therefore, this paragraph is marked with an “S.” This, “derivative”
document contains no other classified information. Therefore, portion mark all other
portions with a “U.” '

2. (U) When using a classified source document as the basis for derivative classification,
the markings on the source document determine the markings to be applied to the derivative
document.

(a) (U) As with documents created by original classifiers, each derivative document
must have portion markings and overall classification markings.

(b) (U) The “Classified by” line is replaced with a “Derived from” line. The “Reason”
line, as reflected in the source document(s) or classification guide, is not required to be
transferred to the derivative document. Examples are on pages 14 and 15 of this guide.

: SECRET
{ 1 September, 1996 ;

Special Repor--ANX-128 (U)

I (U) This is paragraph | which contains
“Unclassified” information. This portion will
therefore be marked with the designation “U™ in

.
b
;
i

parentheses. :
Gl

2. Sy This is paragraph 2 which contains .
1 “Secret” information. This portion will
: f therefore be marked with the designation “S™ in : :
+ w parentheses. : ECRET
. Classified by: Emmett Paige, Ir. : S
: ASD(C3D)
: Reason: 1.5 (a) and (d)
: g Declassifv on: December 31, 2000
‘A SECRET it 13




Portion Markings and Overall Classification Marking of a Derivative Document

SECRET

SECRET

ABC Battalion

If a “derivative”

§ document contains more
Special Report (U) B than one page, the

' “overall classification
marking" will be placed
at the top and bottom of
the front cover (if any),
the title page (if any),
the first page and on the
outside of the back
cover (if any).

Derived from: DoD SCG #128
Declassify on: 31 December 2000

1 November 1996
SECRET

First Page

SECRET

Title Page

SECRET

Front Cover

SECRET

O September 1. 1996
: (Date of origin) SECRET

 Subject: DoD SCG #128 (U}

Back Cover

iClassified by: Emmett Paige, Jr.
ASD(C3D

!Reason: 1.5(a) & (d)

Declassify on: 31 December, 2000

Source Document

14



“Derived from” and “Declassify on” Line

SECRET

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

MEMORANDUM FOR DASD (1&S) 26 June 1996
SUBJECT: “Derived from" and “Declassify on” Line (U)

1. (U) Identify the source used as the basis for classification on the “Derived from” line of
the derivative document

2. (S) The “Declassify on” line of the source document is carried forward to the
“Declassify on” line of the derivative document. This is paragraph 2. If it were to contain
“Secret” information, this portion would be marked with the designation “S” in parentheses.

3. (U) When the “Declassify on” line of the source document is marked “Originating
Agency’s Determination Required” or “OADR”, mark the “Declassify on” line of the
derivative document to indicate:

a. - (S) The fact that the source document is marked “OADR.”
b.  (U) The date of origin of the source document. -

4.' (U) This marking will permit future determination when classified information becomes
2% years old. If the information is determined to be of permanent historic value, provisions
of the automatic declassification program (section 3.4 of E.O. 12958) apply.

Source Document

June 25, 1994
Derived from:  ASD(C3I) Memorandur. 3 (Do ofonen)
Subj: Classification: Markings (U) - e e (U)
Declassify on:  Source document marked “OADR” 1:
Date of source 6/25/94
Classified by: ASD(C3I)
Declassify on: OADR*
SECRET

Note: “OADR” is not an approved marking for documents originally classified under E.Q. 12958.
| 15




Derivatively Classifying From Multiple Sources

Portion Marking

When using more than one classified source document in creating a derivative document, portion mark

the classified information incorporated in the derivative document with the classification level indicated
on the source documents. In the example shown, paragraph one of the derivative document incorporates

“Secret” information from paragraph one of Source 1 and paragraph two of the derivative document
incorporates “Confidential” information from paragraph one of Source 2. The remainder of the

derivative document is “Unclassified”.

(S)

Source 1

Derivative \ }

(€)

Source 2

Overall Classification Marking

(S)

- (C)

(U)

- The derivative document will be conspicuously marked at the top and bottom with the highest

classification level of information found in any portion of the document. The overall classification
shown here is “Secret.” If the derivative document contains more than one page, each page will be
marked with an overall marking. (Refer to page 6 for review.)

- SECRET
(S)

—CONFIDENTIAL
(€)

Source 1

Source 2

CONFIDENTIAL

16

Derivative

SECRET i
(S)
(©)
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SECRET i




“Derived from” Line

Enter “Multiple Sources” on the “Derived from” line of the derivative document to indicate that more
than one classified source was used. ' '

©)
(S)
(S)
~
S (©)
g Classified by: SECDEF
@2 | Declassify on: OADR )

Classified by: ASD(C3I)
Reason: 1.5(d)
Declassifv on: X6

Source 1

Derived from: Multiple Sources
Declassify on: --e--eeeeen

Derivative

Source document Marked “Multiple Sources”

A source document that is itself marked “Multiple Sources” presents a special problem in
identifying that document on the “Derived from” line of the new document. The “Multiple
Sources” notation will not be carried forward to the new document as the actual sources of
classification could not be traced. Instead, identify the source document by originator, date and
subject on the “Derived from” line of the derivative document.

SECRET SECRET

OFFICE OF THE SECRETARY OF DEFENSE @ DEFENSE INVESTIGATIVE SERVICE
WASHINGTON, DC .

MEMORANDUM FOR DASD (I&S) July 25. 1995

SUBJECT: Security Awareness of Classification
Markings (U) (S)

. (S) This is paragraph | which contains
“Secret” information  This portion will therefore be
marked with the designation “S™ in parentheses.

2. (U)  This is paragraph 2 which contains
“Unclassified” information. This portion will
therefore be marked with the designation “U" in

parentheses.
' Derived from: ASD(C3I) Memo; Subject:
ASD(C31) Security Awareness of Classified
- Markings (U)
Classified by: Multiple Sources Declassify on: Source marked OADR
Declassify on:  OADR dated July 25, 1995
SECRET » SECRET
Derivative Document used as a Source Derivative Document
Document : -

Prior to E.O. 12958, all documents carried a

“Classified by:” line.
17




Identification of all classified sources

Maintain the identification of all
classified sources with the file or
record copy of the derivative
document. If practicable, include the
list with all copies of the derivative’
document.

“Declassify on” Line

Official File Copy

Derived from: Multiple Sources

Source 1: ASD(C31) Memo dtd
Oct 15, 95; Subj:
Declassify on: X-6

- Source 2: SECDEF Memo dtd
July 1, 94; Subj: ___
Declassify on: OQADR

Prior to marking the Derivative document with the “Declassify on” Line, determine which source document
requires the longest period of classification. Once that has been determined, the derivative document
should reflect the longest period of classification as indicated here.

(To review declassification instructions, classification duration and/or exemptions, see pages 9 and 10)

SECRET

WASHINGTON. DC
Oct. 15,1995

MEMORANDUM FOR DASD (1&5)

SUBIJECT: Security Awareness of Classification
Markings (U)

(S) This is paragraph contains “Secret”

with the designation *“S” in parentheses.

Classified by: Emmett Paige, Jr., ASD(C31)
Reason: 1.5(a)
Declassify n: X6

SECRET

OFFICE OF THE SECRETARY OF DEFENSE

information This portion will therefore be marked

Source 1 Classified by: SECDEF

Declassify on: OADR

SECRET

Jul 1, 1994

SECRET

(S)

(S)

Declassify on: X-6

SECRET

Source 2

18

Derivative: Since both documents
have indefinite declassification
instructions, use the declassification
instructions with the longest period
of classification.
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Derivatively Classifying from
a Classification Guide

A classification guide is a document issued by
an original classification authority that

provides derivative classification instructions. Department of Defense
It describes the elements of information that
must be protected, and the level and duration , . cpe e
 Pro% Security Classification
of classification )
Guide - 128 (U)

Department of Defense
Security Classification
Guide

Subject Classification Instructions
Level Reason Duration

1 November 1995

1. Program Planning
2. Program Progress
3. Technical Scope
4. Vulnerability

5. Limitations

1.5(a) 4/15/05
S(g)  x-3

Sample page from the sample guide

cwuwncc

Portion Markings

Paragraph 1 of this derivative document CONFIDENTIAL
contains information that paragraph 3 Title (U)

of the classification guide specifies shall

be classified “Confidential.” Following

the guidelines of the Classification (C}  This paragraph includes information
Guide, the first paragraph has been about technical scope.

marked with a “C.” All other portions ; A . , .

are unclassified, as indicated in the © ";:sg;:::g;?;:l:?:gluqes information on

Classification Guide, and are marked

appropriately with a “U.” (U)  This paragraph includes information on

program progress.

Overal! Classification Marking

Conspicuously mark the overall
classification at the top and bottom of
the derivative document. As shown
here, the highest classification level is
“Confidential.”

Derived from:: Scty Class Guide #128
. Dated: 11/1/95
Declassify on:  April 15, 2005

CONFIDENTIAL

Derivative




SECTION 3 - Marking Special Types of Information and Material

Classification Extensions

SECRET
OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

MEMORANDUM FOR DASD (I&S) 26 August 1996
SUBJECT: Classification Extensions )

1. (U) Anoriginal classification authority may extend the duration of classification
for successive periods not to exceed ten years at a time. For information contained in
records determined to be permanently valuable, multiple extensions shall not exceed
25 years from the date of the information’s origin.

2. (S) Revise the “Declassify on” line to include the new declassification
instructions, and the identity of the person authorizing the extension and the date of
the action.

3. (U) Reasonable attempts should be made to notify all holders of a classification
extension. ’

Classified by: Emmett Paige, Jr.

ASD(C31 :
(€31 Classification extended on

R : 1.5
Diii;’;‘sify on.m&m Dec. 1, XXXX until Dec. 1,2010
' by William S. Cohen, SECDEF

SECRET
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Foreign Government Information

SECRET

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC '

MEMORANDUM FOR DEPSECDEF 27 March 1996
SUBJECT: Foreign Government Information (U)

1. (U) The U.S. Government affords protection to information provided by foreign
governments. Care must be taken to identify the source of the information.

2. (FGI-C) Mark the portions that contain the foreign government information to
indicate the country of origin and the classification level. Substitute the words
“Foreign Government Information” or “FGI” where the identity of the specific
government must be concealed. The identify of the concealed foreign source in this
example must be maintained with the record copy and adequately protected.

3. (UK-S) This paragraph contains information marked “Secret” by the government
of United Kingdom. The “Derived From” citation should cite the title of the
document provided. Declassification date, event, or exemption category is carried
forward, if known. '

Derived from: FGI Source Document or
Identify Foreign Government
Source Document datr .1
Declassify on: X5, FGI

When the identity of the country must be concealed, substitute
“Foreign Government Information (FGI)” for the name of the
specific country and note the country in the record copy of the
document.

SECRET

Include the following statement at the bottom of documents containing classified foreign
government information: “This document contains (country of origin) Information.”
Routine correspondence, such as this memorandum, does not require this statement.

21




Letters of Transmittal

SECRET

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

MEMORANDUM FOR DASD (I&S) August 27, 1996

SUBJECT: ' Letters of Transmittal

1. Information in transmittal letters are marked on the basis of content. Frequently,
unclassified transmittal letters have classified attachments. The overall marking on the
transmittal letter must reflect the highest classification of its attachments.

2. Conspicuously mark an unclassified transmittal document with the highest
classification level of any information transmitted by it. Also mark the transmittal
document with an appropriate instruction indicating that it is unclassified when
separated from classified enclosures, as shown here.

Joseph Smith
OASD(C3I)
1.
Attachments—
1. Secret C3I memorandum, dated subj:

2. Memo dated

Unclassified when separated from classified enclosures

2

SECRET

22



Letters of Transmittal

.SECRET

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

MEMORANDUM FOR DEPSECDEF August 31, 1996
SUBJECT: Letter of Transmittal With Classified Information (U)

1. (U) Ifthe transmittal document itself contains classified information, mark it as
required for all other classified information, except:

a. (U) Conspicuously mark the top and bottom of the transmittal document
with the highest classification level of any information contained in the
transmittal document or its enclosures; "

b. (C) Mark the transmittal document with an appropriate instruction
indicating its overall classification level when separated from its enclosures
as shown in this example.

2. (U) The derived from line reflects the decision applied to the transmittal letter. Page
23 of the Security Classification Guide-123 requires the paragraph above to be
Confidential.

3. (U) Inthis example, the Attachment is classified SECRET. Therefore, the overall
classification of this particular transmittal letter is marked “SECRET”.

Emmett Paige, Jr.

ASD(C3I)
Attachment :
Secret memo dtd subj
3.
Derived from: SCG-123 —

Declassify on:  December 31, XXXX

. / 1.
Downgrade to Confidential when separated from Secret enclosure

3.
SECRET —

23




Atomic Energy Information

SECRET
, Restricted Data
OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC
MEMORANDUM FOR DEPSECDEF August 31, 1996

SUBJECT: Atomic Energy Act of 1954 (U)

1. (S-RD) Documents containing “Restricted Data” or “Formerly
Restricted Data” as defined by the Atomic Energy Act of 1954,
should have abbreviated markings (“RD” or “FRD”) included with

. . . Warning Notices:
the classification marking (S-RD).
. . . RESTRICTED DATA.

a. (S-FRD) This paragraph contains “Secret” Formerly Restricted This document contains

Data only. RD markings will not be applied. RESTRICTED DATA as
.. ) . defined in the Atomic

b. (S-RD)(N) Critical Nuclear Weapon Design Information Energy Act of 1954.
(CNWDI) shall be marked with an “N” in separate parentheses Unauthorized disclosure
following the portion marking. subject to administrative

. . . . and criminal sanctions.
3. (U) Special warning notices are applied to RD, FRD, and

CNWDI. If a document combines both as depicted here, only the RD
warning notice is affixed. No declassification instructions are used. FORMERLY

. b RESTRICTED DATA.
Joseph Smlth_ Unauthorized disclosure
OASD(C3I) subject to administrative

Aﬂachmth and criminal sanctions.
Derived from: DoE CG-WS35 Warning notice Handle as RESTRICTED
(identify the classifier) Restricted Data DATA in foreign
SECRET dissemination; Section
: 144b, Atomic Energy Act
of 1954.

CNWDI

Critical Nuclear Weapon
Design Information-DoD
Directive 5210.2 applies.

E.O. 12958 does not apply to “Restricted Data” or “Formerly Restricted Data.” This example shows how to integrate
Restricted Data and Formerly Restricted Data into a DoD-generated document. The Department of Defense does not originate
RD or FRD; therefore, all documents should reflect “derived from:” byline. In this example, we are citing a Joint DoD and
DoE classification guide published by the Department of Energy. - For additional guidance, see your security officer.
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Classiﬁcatidn by Compilation

CONFIDENTIAL

OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC

MEMORANDUM FOR DASD (1&S) August 31, 1996
SUBIJECT: Classification By Compilation (U)

1. (U) When a document consisting of individually unclassified items of information is
classified by compilation, the overall classification shall be marked conspicuously at the
top and bottom of each page and the outside of the front and back covers (if any). An
explanation of the basis for classification by compilation shall be placed on the face of the
document or included in the text.

2. (U) Ifportions, standing alone, are unclassified, but the document is classified by
compilation or association, mark the portions “U” and the document and pages with the
classification of the compilation. You must also add an explanation of the classification
or the circumstances involved with association.

3. (U) Ifindividual portions are classified at one level, but the compilation is a higher
classification, mark each portion with its own classification, and mark the document and
pages with the classification of the compilation. An explanation of the classification by
compilation is required.

Emmett Paige, Jr.
ASD(C3I)

Attachment
2.
Derived from: CONOP #123. The compilation of unclassified /
training schedules reveals the impending initial
operational capability (10C) of this usit. CONOP
#123 requires that unit lOC be classified

CONFIDENTIAL.
Declassify on: Completion of Operation
OR
Classified by: ASD(C3D) 7
Reason: Compilation of unclassified Training s.nedulcs fo/ T
specific contingency plan is CONFIDENTIAL
Sect. 1.5(a).

Declassify on: August 31,2001

CONFIDENTIAL
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Special Access Programs

1. “Special Access Programs” (SAPs) are established IAW Chapter 8, DoD 5200.1-R, “Information
Security Program Regulation.” SAPs are created only when absolutely necessary to protect the
Nation’s most sensitive and critical information or when required by statues. Establishment shall be
consistent with law, policy, and regulations, and be based on a determination that the threat and/or
vulnerability (e.g. sensitivity or value of the information) warrants enhanced protection.

2. Any DoD program or activity employing enhanced security measures exceeding those normally
required for information at the same classification level shall be established, approved, and managed
as a DoD SAP. Examples of such enhanced security measures include the following:

a. use of any special terminology, including code words, other than an unclassified
nickname, to identify or control information dissemination;

b. personnel security investigative or adjudicative requirements more stringent than those
required for a comparable level of classified information;

c. specialized non-disclosure agreements;

d. exclusion of a classified contract (use of carve-out); or

e. a central billet system to control the number of personnel authorized access.

3. All DoD programs which operate under the above enhanced procedures are considered to be
SAPs, including (i) Programs managed under special delegation authorities previously approved by
the Secretary of Defense or Deputy Secretary of Defense; (ii) Programs sponsored by other
departments or agencies, but for which DoD participants manage internal DoD security controls
(e.g. DoD-managed subcompartments of larger, non-DoD SAPs; (iii) and Programs conducted in
support of, or in cooperation with, other departments, agencies, branches of government, or other
governments. SAPs may only be approved by the Secretary of Defense or Deputy Secretary of
Defense.

‘4. All marking provisions previously described in this guide apply to SAPs. Additional markings
include: (i) the use of special distribution notices such as “Special Access Required” (SAR); and/or
(i1) o assigaed program nickname(s) or code word(s)

5. To differentiate a nickname from a code word, remember that:

a. A nickname is a combination of two unassociated and unclassified words.

b. Nicknames are normally typed in ALL CAPS.

c. A code word is a single word assigned a classified meaning by appropriate authority.
d. The code word is classified Confidential or higher.

e. All nicknames and code words are issued through the DoD Components (usually SAP
channels) and strictly controlled. '

6. The unclassified examples on the following two pages, depict common markings for SAP
documents. The examples are for ILLUSTRATIVE USE ONLY. The format for markings should
be adjusted to accommodate software applications and production efficiency. For instance, the
examples show the overall classification and nickname/code word in the header and the overall
classification and special access requirement in the footer.
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SAP “NICKNAMES”

SAPs use nicknames for control of dissemination and “need-to-know.” Nicknames are assigned to the
program when the SAP is approved. Nicknames are designated by two unassociated words, which are
unclassified by themselves (i.e. TWISTED FEATHER).

*’ TOP SECRET/TWISTED FEATHER (U)

OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR
POLICY

June 25, 1996

Paragraph markings in
MEMORANDUM FOR SPECIAL ACCESS PROGRAM CENTRAL OFFICES

SAP documents shouild
Contam th_e hlgh‘esF SUBJECT: Identification and Marking of Classified Documents (U)
classification within the
_ paragraph, and be I. (U)  This paragraph contains “Unclassified” information.
followed by the SAP R _ , SAP national i informat
digraph. | \ 2. ¢y This paragraph contains non-SAP national security information.
™~ 3. (IS It This paragraph contains TOP SECRET information related to the

special access program TWISTED FEATHER (U). Portion markings are the
same as previously described in this marking guide. The exception is the addition
of the nickname digraph following the TS designation.

&ichard F. Williams, CPP
Director, Special Programs
ODUSD(P)Policy Support
Classified by: USD(P)
Reason: 1.5 (a) and (d)

Highest classification Declassify on: December 31, 2000

and program nickname
are conspicuously
placed at the top

and bottom.

Q-T— TOP SECRET/SPECIAL ACCESS REQUIREDz

! A SAP digraph or trigraph is a 2 or 3 letter desionator gwen to each SAP. In this example ‘TE™
shown here represents the nickname “"TWISTED ' tATHEK".

* A nickname, code word, trigraph, and/or digraph may be substituted for the term “SPECIAL
ACCESS” Channels. Refer to the SAP Security Procedure Guide for instructions.
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SAP Documents

SAP “CODE WORD”

In addition to nicknames, SAPs also use code words for control of dissemination and a “need-to-know”.

9

Code words, like nicknames, are assigned to the program when the SAP is approved. A code word is a
single word with a classified meaning,

| ——— TP SECRET/CODE WORD (S)

Paragraph markings in
SAP documents should
contain the highest
classification within
the paragraph, and be
followed by the SAP

digraph \

Hi_.estclassification
and program code
word are
conspicuously
placed at the top

‘ OFFICE OF THE UNDER SECRETARY OF DEFENSE FOR POLICY

MEMORANDUM FOR SPECIAL ACCESS PROGRAM CENTRAL OFFICES

SUBJECT: Identification and Marking of Classified Documents (‘U)

1. (Uy Thisis paragra’ph 1, which contains “Unclassified” information.

TS CW) This paragraph reflects Top Secret information controlled in the CODE
WORD classified program.

Richard F. Williams, CPP
Director, Special Programs
ODUSD(P)Policyv Support

CODE WORD SCG. did
Do eral. 2000

Derived from:
Declassity on:

and bottom + TOP SECRFT/SPECIAL ACCESS REQUIRED
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Section 4 - “Other”

Automatic Declassification - The 25-year rule

1. The automatic declassification provision (Section 3.4) of E.O. 12958, requires declassification of
information in permanently valuable historical records (as defined by Title 44, U.S. Code) 25 years
from the date of original classification, whether or not the records have been reviewed. Subsequently,
all classified information in such records shall be automatically declassified no later than 25 years from
the date of its original classification, with the certain exceptions outlined in the E.O.

2. Only the Secretary of Defense and the Secretaries of the Military Departments may exempt
information from this automatic declassification, and only under certain circumstances. Information
exempted from automatic declassification at 25 years remains subject to the mandatory and systematic
declassification review provisions.

3. Ifthe record is exempt from 25 year declassification, the following markings are used:

a. Site the exemption categories for number or phrase on the “Declass” line

Example: 25X .
25X, Human Sources

b. Listadate for “Declass” review .

Example: 25X
Review 4/15/10

4. Classified information, contained in records that are more than 25 years old, and which have been
determined not to have permanent historical value, and are scheduled for disposition in agreement with
the National Archives and Records Administration (NARA), is not subject to automatic
declassification. Agency retention and destruction requirements apply.

5. Consult your security officer or records manager for additional information.
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Marking Information “Other Than” Documents

Charts, maps, equipment, drawings and photographs

Information must be marked with the highest level of classification regardless of what form that
information may take. The next few pages show examples of marking situations to guide you. The
principles are the same. Portion marking, overall marking, classification byline and declassification
instruction. The legend, title and scale blocks in the following examples are treated as portions of the
document. Ensure that the overall classification of the product shows when the item is folded or rolled.

50
40

30

20

10

SECRET

Full Scale (U)

SECRET ~ .. E

[ SECRET/>
N 1 |
10 20 30 40

Figure 2: (S) Charts may have the portion marking
inside or outside the chart area. Mark to eliminate
doubt as to what the classification of the portion

mav be.

SECRET

SECRET

=

SECRET

(U) Maps may have the portion marking inside
or outside the map area. Mark to eliminate
doubt as to what the classification of the
portién may be.

SECRET

If these pages are part of a classified document, mark as indicated above. When charts and maps are
single page documents, include the required associated markings (i.e. Title, Origination Date,
“Classified by " line, “Declassify on” line, Name and address of Originating Agency, Overall
Classification, and Portion Markings). :
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Hardware and Equipment "

Hardware, software, computers, and equipment must have the required
markings applied.

SECRET - PROGRAM NICKNAME

J

Standard Form labels are
also available-see page 33,

{Hardware or Equipment Tag)

| SECRET - PROGAAM NICKNAME | SECRET-PROGRAM NICKNAME
WL
* ®© ¢ Title: Derived From:
[ - : | Cate Oniginated: Declassify on:
] & . N Name and Address of Document Control Number:
@ 0 . e Onginating Agency: (if required)
Q @900 © ¢ ¢ ‘ SECRET-PROGRAM NICKNAME

‘ /

\\~
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Continuous Form ( Fan Folded or Rolled) Documents

Continuous form/fanfold documents are unique
documents requiring specialized marking.

The required
markings must
appear on the title or
front page

1. Apply the overall classification at the top
and bottom of the first and back pages.

2. Apply the required markings on the face
page (either the first page or front cover).

3. Apply markings by either computer
software. stamps. or other methods.

4. For production efficiency. the overall
classification of interior pages may be the
overall document classification.

5. Portion markings of individual lines is not
required.

6. If separated, title pages must be applied to
each document created as a result of
breaking continuous form.

Safeguard Statement:

(This optional statement is often applied to
these products on the first page)

"HANDLE AS (enter the appropriate
classification level) INFORMATION UNTIL
REVIEWED BY THE ORIGINATOR OR
CLASSIFICATION MANAGER."

Note: The requester of the product determmes
the actual classification after receipt and may
change the classification after review and |
before storing or taking other accountability

actions.
Transparencies, Vu-Graphs, and Slides
SECRET
Title: A Name and Address
Date of Orig: of Facility of Origin:

SECRET \

Overall classification, special
control notices, and other
required security markings must
be shown on the image area and
also on the border, frame or
holder.

SECRET

Derived from; e— :
Declassify ont —e—— SECRET
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Computer Media

Basic document markings apply to all media.

Computer disc must reflect the highest level of classification
contained on the disc. Standard labels should be used for all levels
of classification.

SF706 - Top Secret
SF707 - Secret

SF708 - Confidential
SF709 - Classified
SF710 - Unclassified
SF711 - Data Descriptor
SF712 - Classified SCI

No standard form (SF) and/or label(s) exist for Compact Discs
(CDs). The SF labels prescribed for removable storage media may
be used for the marking of classified CDs and their cases.
Classification must be conspicuously marked on the CD case and
the CD itself.

Slides must have markings on the slide cover and
on the actual image so when the slide is
displayed on screen, the classification is clearly
identified. Applicable associated markings
should be applied to the lead slide.
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References
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A

Executive Order 12958, “Classified National Security Information,” April 17, 1995
Office of Management and Budget Implementing Directive to E.O. 12958, October
13, 1995

DoD Directive 5200.1, “DoD Information Security Program,” December 13, 1996
DoD 5200.1-R, “Information Security Program Regulation,” January 17, 1997
DoD Directive O-5205.7, “Special Access Program (SAP) Policy,” January 4, 1989

of Intelligence Information,” April 16, 1996
Director of Central Intelligence Directive 5/6, “Intelligence Disclosure Policy,” draft.

DoD Directive 5210.2, “Access to and Dissemination of Restricted Data,” January 12,
1978 ‘ ,

This guide does not include instructions for the marking of sensitive and/or controlled,
unclassified information. Refer to DoD 5200.1-R (Appendix C) for additional

information.
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Director of Central Intelligence Directive 1/7, “Security Controls on the Dissemination



Notes:

Security Manager:
Telephone:
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Department of Defense

DIRECTIVE

NUMBER 5220.22
December 8, 1980

USD(P)

SUBJECT: DoD Industrial Security Program

References: (a) DoD Directive 5220.22, subject as above, December 1, 1976 (hereby
canceled)

(b) Executive Order 10865, "Safeguarding Classified Information Within
Industry," February 20, 1960, as amended by Executive Order 10909,
January 17, 1961

(c) DoD Directive 5025.1, "Department of Defense Directives System,"
October 16, 1980

(d) DoD Directive 5220.6, "Industrial Personnel Security Clearance
Program," December 20, 1976

(e) DoD Directive 5122.5, "Assistant Secretary of Defense (Public
Affairs)," July 10, 1961

1. REISSUANCE AND PURPOSE

1.1. This Directive reissues reference (a) to implement reference (b) within the
Department of Defense; assigns overall responsibility for policy and administration of
the Defense Industrial Security Program (DISP); and ensures that classified
information released to industry is properly safeguarded.

1.2. This Directive authorizes the following publications to be issued in
accordance with the provisions of reference (c):

1.2.1. The Industrial Security Regulation (DoD 5220.22-R). This document
prescribes detailed policies and procedures applicable to all user agencies in carrying
out their responsibilities under the DISP.

1.2.2. The Industrial Security Manual for Safeguarding Classified
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Information (DoD 5220.22-M) and supplements thereto. This document is
incorporated by reference into the Department of Defense Security Agreement and is
part of the basic contract between the Government and those contractors who require
access to classified information.

1.2.2.1. The document also is incorporated by reference into each
contract, the performance of which requires access to classified information by the
contractor or his or her employees.

1.2.2.2. DoD 5220.22-M prescribes the specific requirements,
restrictions, and other safeguards considered necessary in the interest of national
security for the safeguarding of classified information.

1.2.3. The Industrial Security Letter. This document, which is issued as

needed, provides guidance for industry in carrying out its responsibilities under the
DISP.

1.2.4. Industrial Security Bulletin. This document, which is issued as
needed, provides guidance to those in Government having responsibilities related to
the administration of the DISP.

2. APPLICABILITY

The provisions of this Directive apply to the Office of the Secretary of Defense (OSD),
the Military Departments, the Organization of the Joint Chiefs of Staff, and the
Defense Agencies (hereafter referred to as "DoD Components™).

3. POLICY

3.1. Asprovided in E.O. 10865 (reference (b)), the Secretary of Defense is
authorized to prescribe, by regulation, such specific requirements, restrictions, and
other safeguards as are considered necessary to protect:

3.1.1. Classified information provided to or within U.S. industry that relates
to the bidding on, negotiation, award, performance, or termination of contracts with
DoD Components.

3.1.2. Other classified information provided to or within industry that the
Department of Defense has responsibility for safeguarding.




DODD 5220.22, December 8, 1980

3.2. For the purposes of this Directive, U.S. industry includes any industrial,
educational, commercial, or other entity and shall be referred to as "industry".

3.3. In addition, the Secretary of Defense is authorized to enter into agreements
with any other Department or Agency of the Executive Branch to extend the
regulations he prescribes to safeguard classified information provided to industry by
these Departments or Agencies (4.1.6., below). Such other Departments and Agencies,
as well as DoD Components, shall be referred to in this Directive as "user Agencies."

3.4. The Department of Defense shall set forth policies, practices, and procedures
to be followed by user Agencies for the effective protection of classified information
provided to industry, including foreign classified information the U.S. Government is
obliged to protect in the interest of national security.

3.5. DoD Directive 5220.6 (reference (d)) established the standard and criteria for
making security clearance determinations when persons employed in private industry
require access to classified information.

3.6. DoD Directive 5122.5 (reference (e)) established the responsibility of the
Assistant Secretary of Defense (Public Affairs) for the review of information
pertaining to classified contracts before public disclosures by DoD contractors.

4. RESPONSIBILITIES

4.1. The Deputy Under Secretary of Defense (Policy Review) (DUSD(PR)) shall:

4.1.1. Be responsible for overall policy guidance and management oversight
of the DISP.

4.1.2. Approve the issuance of changes to DoD 5220.22-M and DoD
5220.22-R.

4.1.3. Develop policies, plans, and programs for the DISP, and approve
changes before issuance by the Director, Defense Investigative Service (DIS).

4.1.4. Coordinate with other offices in the OSD, as appropriate, all proposed
policies, plans, and programs before referral for issuance by the Director, DIS.

4.1.5. Determine the effectiveness of the operation and administration of the
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DISP.

4.1.6. Upon request of other Government Departments or Agencies, under
E.O. 10865 (reference (b)), arrange, on behalf of the Department of Defense, to apply
the provisions of the DISP to contractors of such Departments or Agencies, and render
industrial security services required for the safeguarding of classified information
released by such Departments or Agencies to industry. The Director, DIS, shall be
kept currently informed of such agreements.

4.2. The Assistant Secretary of Defense (Public Affairs), unless otherwise
delegated, shall review and clear information pertaining to classified contracts before
public disclosures by DoD contractors. Contractors shall be required, as a contract
obligation, to submit information materials described above according to DoD
5220.22-M.

4.3. The Director, Defense Investigative Service, under the general supervision of
the General Counsel, DoD, shall administer the DISP as a separate program element on
behalf of all DoD Components. In this capacity, the Director, DIS, shall assume
security cognizance for all contractors and industrial facilities under the DISP on
behalf of the Department of Defense, DoD Components, and user Agencies, and shall
provide investigative support, as required, for the administration of the DISP. In
addition, the Director, DIS, shall:

4.3.1. Develop appropriate changes to maintain DoD 5220.22-R and DoD
5220.22-M, including supplements thereto, on a current and effective basis. Proposed
changes to these documents shall be forwarded to the ODUSD(PR), ATTN: Director,
Security Plans and Programs, for preliminary policy review.

4.3.2. Refer proposed changes to DoD 5220.22-R and DoD 5220.22-M to the
DUSD(PR), ATTN: Director, Security Plans and Programs and publish changes
expeditiously, upon approval by the DUSD(PR).

4.3.3. Prepare, coordinate and publish the Industrial Security Letter and
Bulletin on approval by the DUSD(PR), ATTN: Director, Security Plans and
Programs.

4.3.4. Present on an annual basis, the James S. Cogswell Award to selected
contractors in recognition of sustaining a superior security program for safeguarding
classified information.

4.3.5. Budget, fund, and administer the DISP, including the appropriate field
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extensions. (The Defense Logistics Agency shall make appropriate funds available to
DIS through FY 81.)

4.4. The Heads of DoD Components shall ensure that all their contracts requiring
contractor access to classified information come within the purview of the DISP.

4.5. The Secretaries of the Military Departments shall provide
counter-intelligence support when requested.

5. EFFECTIVE DATE AND IMPLEMENTATION

This Directive is effective October 1, 1980. Forward two copies of implementing
documents to the Deputy Under Secretary of Defense (Policy Review) within 120 days.

W. Graham Claym%/éﬂ/q
nse

Deputy Secretary of Dafe
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Department of Defense

DIRECTIVE

NUMBER 5230.9
April 9, 1996

Administrative Reissuance Incorporating Change 1, July 15, 1999

| WHS
SUBJECT: Clearance of DoD Information for Public Release
References: (a) DoD Directive 5230.9, subject as above, April 2, 1982 (hereby
canceled)
(b) DoD Directive 5110.4, "Washington Headquarters Services (WHS),"
May 10, 1999

(c) DoD Directive 5400.4, "Provision of Information to Congress,"
January 30, 1978

(d) DoD Directive 5220.22, "DoD Industrial Security Congress,"
December 8, 1980

(e) through (u), see enclosure 1

1. REISSUANCE AND PURPOSE

This Directive reissues reference (a) to update policy and responsibilities for the
security and policy review and clearance of official DoD information proposed for
official public release by the Department of Defense and its employees under reference

(b).

2. APPLICABILITY AND SCOPE

2.1. This Directive applies to:

2.1.1. The Office of the Secretary of Defense (OSD), the Military
I Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the
Defense Agencies, and the DoD Field Activities (hereafter referred to collectively as
-"the DoD Components").
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2.1.2. All DoD employees.
2.2. For provisions governing review of:

2.2.1. Prepared statements, transcripts of testimony, and other material
provided to congressional committees that may be included in the published records,
reference (c) applies.

2.2.2. Information before publication or disclosure by DoD contractors, DoD
Directive 5220.22 and DoD 5220.22-M (references (d) and (e)) apply.

2.2.3. Release of official information in litigation, DoD Directive 5405.2
(reference (f)) applies.

3. DEFINITIONS

Terms used in this Directive are defined in enclosure 2.

4. POLICY
It is DoD policy that:

4.1. Accurate and timely information is made available to the public, the
Congress, and the news media to help the analysis and understanding of defense
strategy and national security issues.

4.2. Any official DoD information intended for public release that pertains to
military matters, national security issues, or subjects of significant concern to the
Department of Defense shall be reviewed for clearance by appropriate security review
and public affairs offices prior to release.

4.3. The public release of official DoD information is limited only as necessary to
safeguard information requiring protection in the interest of national security or other
legitimate governmental interest, as authorized by references (g) through (t).

4.4. Information released officially is consistent with established national and
DoD policies and programs.

4.5. The Inspector General of the Department of Defense, as an independent and
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~objective office in the Department of Defense, is exempt from the policy review
provisions of this Directive. As necessary, information may be submitted for security
review prior to public release.

4.6. To ensure a climate of academic freedom and to encourage intellectual
expression, students (including midshipmen and cadets) and faculty members (DoD
civilian or military) of an academy, college, university or DoD school are not required
to submit for review papers or materials that are prepared in response to academic
requirements and not intended for release outside the academic institution.
Information that is intended for public release or made available in libraries to which
the public has access shall be submitted for review. Clearance shall be granted if
classified information is not disclosed, the DoD interests in nonclassified areas are not
jeopardized, and the author accurately portrays official policy, even if the author takes
issue with that policy.

4.7. Retired personnel, former DoD employees, and nonactive duty members of
the Reserve components may use the review services to ensure that the information
intended for public release does not compromise national security.

4.8. DoD personnel, while acting in a private capacity and not in connection with
their official duties, have the right to prepare information for public release through
non-DoD forums or media. Such activity is authorized if:

4.8.1. No laws or regulations are violated.

4.8.2. Ethical standards and compliance with DoD Directive 5500.7 and
DoD 5500.7-R (references (q) and (r)) are maintained.

4.8.3. The preparation activities are not done during normal duty hours or
with the use of DoD facilities, property, or personnel except as authorized by
references (q) and ().

4.8.4. The author does not use official DoD information generally not
available to the public and which would not be released under DoD 5400.7-R
(reference (m)).

5. RESPONSIBILITIES

5.1. The Director, Washington Headguarters Services, shall:
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5.1.1. Monitor compliance with this Directive.

5.1.2. Develop procedures and review guidelines for the security and policy
review of information intended for public release in coordination with offices of OSD
Principal Staff Assistants.

5.2. The Heads of the DoD Components shall:

| 5.2.1. Provide prompt guidance and assistance to the Director, Washington
| Headgquarters Services (WHS), when requested, for the security or policy implications
of information proposed for public release.

5.2.2. Establish policies and procedures to implement this Directive in their
Components.

5.2.3. Forward official DoD information proposed for public release that is
| determined to require clearance by the Director, WHS, to the Director, Freedom of
| Information and Security Review, for review, including recommendation on the
releasability of the information being forwarded.

6. EFFECTIVE DATE

- This Directive is effective immediately.

John P. While
Deputy Secretary of Defense

Enclosures - 2
1. References, continued
2. Definitions
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El. ENCLOSURE 1
REFERENCES, continued

(e) DoD 5220.22-M, "National Industrial Security Program Operating Manual,"
January 1995, authorized by DoD Directive 5220.22, December 8, 1980

(f) DoD Directive 5405.2, "Release of Official Information in Litigation and
Testimony of DoD Personnel as Witnesses," July 23, 1985

| (2) DoD Directive 5200.1, "DoD Information Security Program," December 13, 1996
(h) DoD 5200.1-R, "Information Security Program Regulation," January 1997,
authorized by DoD Directive 5200.1, December 13, 1996
(1) DoD Directive 5230.24, "Distribution Statements on Technical Documents,"
March 18, 1987
(5) DoD Directive 5230.25, "Withholding of Unclassified Technical Data from Public
Disclosure," November 6, 1984
(k) DoD Instruction 5230.27, "Presentation of DoD-Related Scientific and Technical
Papers at Meetings," October 6, 1987
‘ (I) DoD Directive 5400.7, "DoD Freedom of Information Act Program," September
29, 1997
(m) DoD 5400.7-R, "DoD Freedom of Information Act Program," September 1998,
authorized by DoD Directive 5400.7, September 29, 1997
(n) DoD Directive 5400.11, "Department of Defense Privacy Program," June 9, 1982
(o) DoD 5400.11-R, "Department of Defense Privacy Program," August 1983,
authorized by DoD Directive 5400.11, June 9, 1982
(p) DoD Directive 5205.2, "DoD Operations Security Program," July 7, 1983
(9) DoD Directive 5500.7, "Standards of Conduct," August 30, 1993

(r) DoD 5500.7-R, "Joint Ethics Regulation (JER)," August 1993, authorized by DoD
Directive 5500.7, August 30, 1993

(s) International Traffic in Arms Regulations (ITAR), Department of State, November
1989

(t) Executive Order 12958, "Classified National Security Information," April 20, 1995
(w) Title 10, United States Code

5 ENCLOSURE 1
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E2. ENCLOSURE 2
DEFINITIONS

E2.1.1. DoD Employee

E2.1.1.1. Any DoD civilian officer or employee (including special
Government employees) of any DoD Component (including any nonappropriated fund
activity).

E2.1.1.2. Any active duty Regular or Reserve military officer, warrant
officer, and active duty enlisted member of the Army, Navy, Air Force, or Marine
Corps.

E2.1.1.3. Any Reserve or National Guard member on active duty under
orders issued pursuant to 10 U.S.C. (reference (u)).

E2.1.1.4. Any Reserve or National Guard member performing official duties,
including while on inactive duty for training or while earning retirement points,
pursuant to reference (u), or while engaged in any activity related to the performance
of a Federal duty or function.

E2.1.1.5. Any faculty member in a civil service position or hired pursuant to
reference (u), and any student (including a cadet or midshipman) of an academy,
college, university, or school of the Department of Defense.

E2.1.1.6. Consistent with labor agreements and international treaties and
agreements, and host country laws, any foreign national working for a DoD
Component except those hired pursuant to a defense contract.

E2.1.2. Information. Any communication or representation of knowledge such
as facts, data, or opinions in any medium or form.

E2.1.3. Official DoD Information. All information that is in the custody and
control of the Department of Defense, relates to information in the custody and control
of the Department, or was acquired by DoD employees as part of their official duties
or because of their official status within the Department.

6 ENCLOSURE 2




Department of Defense

INSTRUCTION

NUMBER 5230.29
August 6, 1999

WHS

SUBJECT: Security and Policy Review of DoD Information for Public Release

References: (a) DoD Instruction 5230.29, same subject as above, May 6, 1996

(hereby canceled)

(b) DoD Directive 5230.9, "Clearance of DoD Information for Public
Release," April 9, 1996

(c) DoD Directive 5400.4, "Provision of Information to Congress,"
January 30, 1978

(d) DoD Directive 5230.24, "Distribution Statements on Technical
Documents," March 18, 1987

(e) DoD Directive 5230.25, "Withholding of Unclassified Technical Data
from Public Disclosure," November 6, 1984

(f) International Traffic in Arms Regulation (ITAR), Department of
State, November 1989

1. PURPOSE

This Instruction:
*1.1. Reissues reference (a).

1.2. Implements policy, assigns responsibilities, identifies information that must
be cleared before public release, and prescribes procedures under reference (b) to carry
out security and policy review of DoD information for public release.

2. APPLICABILITY

This Instruction applies to the Office of the Secretary of Defense, the Military
Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the
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Defense Agencies, and the DoD Field Activities (hereafter referred to collectively as
"the DoD Components").

3. DEFINITIONS

Terms used in this Instruction are defined in enclosure 2 of reference (b).

4. POLICY -

It is DoD policy under reference (b) that a security and policy review shall be done on
all official DoD information intended for public release that pertains to military
matters, national security issues, or subjects of significant concern to the Department
of Defense.

5. RESPONSIBILITIES

5.1. The Director, Washington Headquarters Services shall:

5.1.1. Monitor compliance with the procedures established in section 6.,
below, for the security and policy review of official DoD information.

5.1.2. Provide for the prompt security and policy review of official DoD
information proposed for public release that is originated by, in, or for the Department
of Defense, to include statements intended for open presentation before the Congress
and other material submitted to the Congress in accordance with DoD Directive 5400.4
(reference (c)). The review is made to ensure that properly classified information is
not disclosed and no conflict exists with established policies or programs of the
Department of Defense or the U.S. Government.

5.1.3. Coordinate, as necessary, with the staffs of the DoD Components
when reviewing official DoD information for public release clearance to ensure
accuracy and currency of existing policy and security guidance.

5.1.4. Respond to requests for review of information submitted voluntarily
by non-DoD sources or DoD personnel acting in a private capacity to ensure that such
material does not contain classified information. This review shall also address
technology transfer and public releasability of technical data under DoD Directives
5230.24 and 5230.25, and the ITAR (references (d) through (f)).
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5.2. The General Counsel of the Department of Defense shall conduct legal
reviews, as needed, to ensure compliance with applicable laws and regulations to
protect DoD rights and interests.

5.3. The Heads of the DoD Components shall:

5.3.1. Ensure compliance with this Instruction and issue any guidance
necessary for the internal administration of the requirements prescribed in section 6.,
below.

5.3.2. Forward official DoD information specified under subsection 6.1.,
below, which is proposed for public release to the Director, Washington Headquarters
Services, ATTN: Director for Freedom of Information and Security Review
(DFOISR), for review and clearance, as prescribed in subsection 6.2., below, with
specific recommendation on the releasability of the information being forwarded.

5.3.3. Provide prompt guidance and assistance to the Director, WHS, when
requested, on any information proposed for public release.

5.3.4. Exercise clearance authority for information not specified under
subsection 6.1., below. This authority may be delegated to the lowest level competent
to evaluate the content and implications of public release of the information.

6. PROCEDURES

6.1. Clearance Requirements. Official DoD information that is prepared by or
for DoD personnel and is proposed for public release shall be submitted to the
Director, WHS, ATTN: DFOISR, 1400 Defense Pentagon, Room 2C757,
Washington, DC 20301-1155, for review and clearance, if the information:

6.1.1. Originates or is proposed for release in the Washington, DC area;

6.1.2. Is or has the potential to become an item of national or international

- interest;

6.1.3. Affects national security policy or foreign relations;

6.1.4. Concerns a subject of potential controversy among the DoD
Components or with other Federal Agencies;
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6.1.5. Is presented by a DoD employee, who by virtue of rank, position, or
expertise would be considered an official DoD spokesperson;

6.1.6. Contains technical data, including data developed under contract or
independently developed and controlled by the ITAR (reference (f)) that may be
militarily critical and subject to limited distribution, but on which a distribution
determination has not been made; or,

6.1.7. Bears on any of the following subjects:

6.1.7.1. New weapons or weapons systems, or significant modifications
or improvements to existing weapons or weapons systems, equipment, or techniques.

6.1.7.2. Military operations, significant exercises, and operations
security.

6.1.7.3. National Command Authorities; command, control,
communications, computers, and intelligence; information operations and computer
security.

6.1.7.4. Military activities or application in space; nuclear weapons,
including nuclear weapons effects research; chemical warfare and defensive biological
warfare; and arms control treaty implementation.

6.1.7.5. Any other contemporary topic that is designated by the Head of
a DoD Component.

6.2. Submission for Review. The following procedures apply to all information
required to be submitted to DFOISR for clearance:

6.2.1. A minimum of three copies of material, in its final form, shall be
submitted, together with DD Form 1910, "Clearance Request for Public Release of
Department of Defense Information," to DFOISR.

6.2.2. Any material submitted for review shall be initialed by the speaker,
author, or other authorized individual acting for the principal to indicate approval of
the text.

6.2.3. All information submitted for review to DFOISR must first be
coordinated within the originating DoD Component to ensure that it reflects the




DODI 5230.29, August 6, 1999

organization's policy position and does not contain classified information requiring
withholding.

6.2.4. Only the full and final text of material proposed for release shall be
submitted for review. Notes, outlines, briefing charts, etc., may not be submitted as a
substitute for a complete text.

6.2.5. Abstracts to be published in advance of a complete paper, manuscript,
etc., require clearance. Clearance of an abstract does not fulfill the requirement to
submit the full text for clearance before its publication. If an abstract is cleared in
advance, that fact, and the DFOISR case number assigned to the abstract, shall be
noted on the DD Form 1910 or other transmittal when the full text is submitted.

6.2.6. The requirements of DoD Directive 5400.4 (reference (c)) shall apply
to the processing of information proposed for submission to Congress.

6.2.7. Information intended for placement on electronic bulletin boards
accessible through the INTERNET, or other publicly accessible computer servers,
requires review and clearance for public release if, it meets the requirements of
subsection 6.1., above.

6.3. Time Limits

6.3.1. Submit speeches and briefings a minimum of 3 working days before
the event. Additional time may be needed for complex or potentially controvers