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Technical Report

Petri nets are directed graphs which were designed to model discrete event systems
with concurrence and resource sharing. This makes them a useful method of
graphically representing command and control systems. In this document Petri nets
and some of their extensions are explained in detail. Coloured Petri nets, an
extension of Petri nets, with timed transitions are used to model a command and
control system.
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PETRI NETS AND THEIR APPLICATION TO COMMAND
AND CONTROL SYSTEMS

Executive Summary

Systems Simulation and Assessment group is currently developing software to be used in the
modelling of command and control systems. This software will be used for analysis of
existing and possible command and control systems.

This document introduces the concept of using Petri nets as a tool to model command and
control systems. The document first introduces Petri nets, concentrating on those aspects
that are relevant for the modelling and analysis of command and control systems. This is
followed by a study of a particular command and control system which illustrates the
applicability of Petri nets as a tool for this type of modelling.

One of the main problems with using Petri nets is the models become complex when used to
represent large systems. This has been overcome by extending the Petri net representation to
allow more complex elements to be represented in a simpler form. This extension and the
ease with which concurrence, synchronisation, and resource sharing can be represented by
Petri nets makes them an ideal method of representing command and control systems.

Systems Simulation and Assessment group plan to apply Petri nets two ways. In the
representation of nodes in an interactive simulation and as a method of analysing complete
command and control systems. As part of these aims research into analysis techniques is
being conducted as well as the development of Petri net simulation tools.
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1 INTRODUCTION

The aim of this document is to introduce the idea of using Petri nets (PN) in the modelling
and analysing of command and control (C2) systems. The work reported here was done
under task ADF 93/237, the command, control, communications and intelligence simulation
task, and also contributed to an honours thesis in applied mathematics.

The modelling of C2 systems is a rapidly expanding field, mainly motivated by the U.S.
Department of Defence over the last ten to fifteen years. In this time, many different
methods of modelling C2 have been developed:

. Time line models, {10] and [22].

. Dynamic models, in which various methods of dynamic analysis, both classical and
modern, are applied. Methods such as thermodynamics, [21], discrete state Markov
processes, [39-41), statistical mechanics, [15-17], chaos theory, [9], [11], and [46-47], and
adaptive control, [42].

. Conflict and combat models such as Lanchester models, stochastic combat models, and
game theory. These models have been used in the past to model combat and can be
further adapted to include C2 aspects, [43].

. PN, which model the data flow through the C2 system.

Before a modelling method is chosen the modeller must establish what type of model is most
applicable for the system being modelled. The U.S. Joint Chiefs of Staff in [1] define C2 as:

"The exercise of authority and direction by a properly designated
commander over assigned forces in the accomplishment of his mission.
Command and control functions are performed through an arrangement of
personnel, equipment, communications, facilities, and procedures which
are employed by a commander in planning, directing, coordinating and
controlling forces and operations in the accomplishment of his mission."

This definition illustrates that C2 systems can be thought of as complex event systems which
involve concurrent and parallel activities, synchronisation of events and resource sharing.
This makes PN ideally suited for modelling such systems as I will demonstrate.

The PN method involves the definition of each of the main components of the system and
modelling the information flow through these elements, to the required level of detail for the
study being performed. For example, this may mean modelling a decision maker as a single
process, by its exact definition, or by a generic means such as that developed by Levis in
[24].

This document comprises two parts. Section 2 introduces the theory of Petri nets (PN), and
sections 3 to 5 show how PN can be applied to a C2 system.

2 PETRI NETS

PN were originally developed by Carl Petri in his doctorial thesis in 1962 [35] for use in the
modelling of computer systems. Since their development PN have been used to model many
different systems including computer circuits, as in [34] and [36], assembly lines, see [28],
flexible manufacturing systems, [44] and more recently C2, [5], [6], [20], {23-26], [31], [37],
and [45]. In this section the basic ideas behind PN will be explained. Some of the properties
of PN are outlined, other properties may be found in references [14], [27], [31], [33-34], [36],
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and [38]. The use of reachability trees, the PN matrix representation, and the conversion of
PN into Continuous Time Markov Chains (CTMC) are explained as methods for analysing
PN. It should be noted there are other methods of analysis, such as those presented in [12]
and [38]. Finally, some extensions to PN are introduced. These include coloured tokens and
some variations to arcs.

2.1

Ordinary Petri nets

A PN is a directed graph with two types of nodes: places and transitions. Pictorially,
places are indicated by circles and represent entities such as conditions and buffers.
Transitions are displayed on the graph as bars and represent concepts in the real
system such as processors, algorithms, and events. The nodes are joined by one of two
types of directed arcs: input arcs and output arcs. An input arc goes from a place to a
transition. The set of places with input arcs going to a given transition are called the
transition’s input places. An output arc runs from a transition to a place. The set of
places with output arcs coming from a particular transition are called the transition’s
output places. It should be noted that arcs can only go from a place to a transition or
visa versa. Tokens make up the final element in a PN. Tokens are represented
graphically by identical dots and can only be found in places. The movement of
tokens between places is controlled by the transitions of the PN. In a model, the
position of the tokens defines the state of the system, defining situations, such as
availability of resources, satisfied conditions and items in a buffer. Each place is
mapped to the number of tokens in it by a function, defined as the marking. A
transition is said to be enabled if and only if all of its input places contains at least one
token for each input arc going from the place to the transition. When an enabled
transition is activated, changing marking, it is said to fire. Upon firing, the transition
removes a token from each input place and deposits one in each of its output places.

A PN with n places and m transitions can be represented by the 5-tuple
PN = {P, T, I, O, M}
where . P = {P1, P2, ..., Pn} is the set of places;
. T = {tl, t2, ..., tm} is the set of transitions;

N I is the mapping of P x T — Z' such that if there exists k input arcs
connecting Pi to tj then I(Pj, tj) = k;

. O is the mapping of T x P — Z' where if there exists k output arcs
connecting tj to Pi then O(tj, Pi) = k; and

. M, is the initial marking of the PN, that is the initial distribution of
tokens in the PN.

Consider the simple example of the PN shown in Figure 1. In this PN:
P = {P1, P2, P3, P4, P5},
T = {tl, t2, t3, t4},
I(PL,t1)=1 IP3,t2)=1 IP2,t3)=1 I(P4t3)=1 I(P5t4) =1

O(t4, P1)=1 O(t1,P2)=1 O(t],P3)=1 O(t2, P4)=1 O(t4, P4) =1
O(t3, P5) = 1

M(P1)=1  MyP2)=0 MyP3)=0 MyP4)=0 MyP5 =0
where only the non-zero values of the input and output mappings have been given.
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Figure 1: Example Petri net

Initially, transition t1 is enabled and, after it fires, the marking becomes:
M,(P1) =0 M,(P2) =1 M,(P3) =1 M,(P4) =0 M,(P5) =0

Thus the firing of t1 removes a token from P1, and places a token one in both P2 and
P3. Now transition t2 is enabled to fire. Marking M, is shown in Figure 1.

The order in which transitions of a PN fire is called a firing sequence. A PN may have
a number of different firing sequences for a given marking, this occurs if more than
one transition is enabled during the firing sequence. Consider the PN shown in
Figure 2, with the initial marking

My(P1) = 1, M(P2) = 0, My(P3) = 0.

Figure 2: Example Petri net

Some possible firing sequences for this PN are:

. {t1, £2, t1, 2, t1, £2, €1, £2, ...}
. {t1, 13, t1, t3, t1, 13, t1, 3, ...}
. {t1, £2, t1, 13, t1, 2, t1, 13, ...}

There are infinitely many firing sequences for this PN with the initial marking defined
above.
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2.2

Matrix representation of a Petri net
The structure of a PN with n places and m transitions can be represented by an n x m

matrix C, called its incidence matrix. The rows in the incidence matrix correspond to
places and the columns to transitions, where

C; = O(tj, Pi) - I(Pi, ).

The incidence matrix for the PN in Figure 1 is,

{-1001
1 0 -10
c=[1 -1 0 0
0 1 -1 1
0 0 1 -1

The PN marking can be represented by a vector of size n called the marking vector,
were the i" element of the vector M is given by M(Pi). Hence if there are I tokens in
the i place then the i element of M will take the value I. This means that the
marking vector for the initial marking shown in Figure 1 is,

M,=[10000]

If it is known which transition will fire, the resulting marking can be calculated using,
M= M;+CF

where F is the firing vector, of length m, such that F =1 if the j transition fires,

otherwise it is zero. In the example shown in Figure 1, transition 1 is enabled by the
initial marking given above, so:

1] [-1 0 0 1] : 0]
0 1 0 -10 1
M =M +CF=[0] + |1 -1 0 0 g=1
0 0 1 -1 1 0
0] o o 1—1_0 0]

This marking vector represents one token in place P2 and one in place P3. In fact any
given firing sequence can be represented by the firing vector F, where F, is the number
of times the transition i fires in the sequence. The marking which results from this
sequence of firings can now be determined from the initial marking, incidence matrix,
and firing vector. For example, in the PN in Figure 1, with the initial marking given
above, we can have the firing sequence {t1, t2, t3, t4, t1} which is represented by the
firing vector
F=1[2111]"

The resulting marking can be calculated as follows
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1 -1 0 0 1 0
0 1 0 -10 2 1
M=M+CF=O+1—1001=1
0 0 -1 1 1
0] _001—1_1 0]

2.3 Some Petri net properties
There are many different properties defined for PN. This section will briefly outline a
few. Other properties can be found in references [12], [27], [32-34], [36], and [38].

(a)

(©)

(d)

(e)

Conflict: A conflict is said to occur between transitions for a given marking, if
more than one transition is enabled at the same time and the firing of any one of
these transitions will disable the remaining enabled transitions. Figure 2 shows
a PN in which a conflict occurs between transitions t2 and t3 when the marking

M=1[011}"

occurs. When a conflict occurs in a PN, the transition which fires is determined
by the firing rules discussed in section 2.5. This is an important property, as it
indicates how the sharing of resources effects the system performance. In some
literature conflict is referred to as confusion.

Deadlock: When deadlock occurs in a PN none of the transitions can fire, halting
the execution of the PN. An example of deadlock is the PN in Figure 2 with the
marking

M = [010]

A PN which is deadlock free for a given initial marking is known as live for that
marking. For example the PN in Figure 2 is live for the marking

M = [100]

Reachability: A marking M,,, is said to be immediately reachable from a marking M,,
if there exists a transition enabled by M;, which on firing will give the marking
M,,;. For example, in the PN shown in Figure 2 the marking

M, = [011]
is immediately reachable from the initial marking,
M, = [100]

The marking M,,,, is said to be reachable from M, if there exists a firing sequence

{6, tj, tk, ..} such that after the firing of all these transitions, the resulting
marking is M;, .

Boundedness: A place of a PN is called [-bounded if the number of tokens in the
place never exceeds I. For the PN in Figure 1, with the initial marking shown in
the illustration, places P1, P2, P3, and P5 are one-bounded, however P4 is
unbounded. A PN in which all the places are bounded is called a bounded PN.
The PN in Figure 2 is a bounded PN. The boundedness of places in a PN
indicates the maximum number of tokens which can appear in a place. This

5
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may correspond to the maximum length of a queue. Hence unbounded places
are potential bottle necks. In the special case of the PN in Figure 2, all the
places are one-bounded. Such a PN is called safe. This is an important property
in the modelling of computer hardware, as it indicates that the state of each
place can be represented by a one or a zero.

Timed transitions

In section 2.1 it was stated that at an enabled transition can fire and thus change the
marking of the PN in accordance to the input and output arcs. The transitions
described earlier needed only to be enabled to fire. This is no longer the case for timed
transitions. Each transition now takes a stochastically determined period of time, T say,
before it can change the PN marking. The negative exponential distribution is usually
used to determine the life time of transition j, where each transition can have a
different parameter, 1. This is done for simplicity, as it allows the PN to be converted
to a CIMC, see section27, and analysed directly. However, any probability
distribution can be used to define the time taken for a transition to fire. Note, in this
discussion it will be assumed that a negative exponential distribution is used to
determine the firing times, but the ideas presented can be extended in most cases to
include any type of probability distribution. In a modelling context, timed transitions
represent the time taken by the system to perform a given task. Recalling what
transitions physically represent, it is also convenient to have transitions which fire in
zero time. These are called immediate transitions and fire the instant they are enabled.
These changes to the PN definition require an expansion of the PN representation to
the 6-tuple

PN = {P,T,I, O, M, Q}

where P, T, I, O, M, are as described in section 2.1 and Q is one of two things: either
an querage firing rate of the transition if it is a timed transition, or a weight if it is an
immediate transition. Thus Q has two purposes: it is used in the calculation of the
time T and it determines which immediate transition will fire, if more than one
immediate transition is enabled. Note that for some distributions Q will be defined
differently to allow for more parameters.

There are two types of timed transitions. The type used in this document, which
requires the transition to be enabled for a period of time before it fires. On firing the
transition changes the PN marking as set out in section 2.1. In some literature this
type of time delay is defined as an enabling time (see [29]). In the other method the
tokens are removed from the input places immediately a transition is enabled and the
output tokens are not placed in the output places until the specified period of time has
passed (see [29]). An alternative way of representing this second method is to use
timed places, whereby tokens are held in places and cannot be used to enable a
transition until they have been in the place for a given period of time. This document
will consider only the first method defined above.

Firing rules for resolving conflict
If conflict occurs then a number of strategies can be applied, see [13]. For the
situations considered in this document the following strategy will be used:

(@) If all the enabled transitions are timed transitions, then a T value is determined
for each enabled transition and the transition with the shortest time fires.

(b) If all the enabled transitions are immediate transitions, then the Q values, of
each of these transitions, called their weights, are used to determine which one
will fire. This is determined in the following manner:
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. Let X be the sum of the weights of all the enabled immediate transitions.
. Transition t will fire with a probability of Q(t)/X.
Thus the transition that fires is determined probabilistically using the weights.

(c) If a combination of immediate and timed transitions are enabled, then only the
immediate transitions are considered and they are dealt with as set out above in

(b)-

It should be noted that a marking in which only timed transitions are enabled is called
a tangible marking, and a marking with immediate transitions enabled is called a
vanishing marking. The distinction between these two types of markings is important in
the conversion of a PN into a CTMC.

Generating a reachability tree

A reachability tree describes the possible markings of a PN. The root of the tree is the
initial marking. Below this marking, each of the possible immediately reachable
markings are listed. Directed arcs going from the initial marking to each of the
immediately reachable markings are drawn and labelled with the transition required to
reach the specified marking. This process is then repeated for each of the markings
generated. If the marking to be generated is equivalent to one which appears earlier in
the tree, then the generating marking is connected to the earlier marking by an arc
labelled with the appropriate transition.

Consider the PN in Figure 3 with the initial marking

M, = [10000}

N

N
SHO
-
~
_/

Figure 3: Example Petri net

In this PN, the transition t6 is considered to be an immediate transition, whereas the
other four are timed transitions. When conflict occurs between immediate and timed
transitions, the firing rules set out in section 2.5 must be observed. That is, the
immediate transitions will always fire before the timed ones, so the markings which
correspond to the timed transitions are not reachable and so do not appear in the
reachability tree. The generation of the reachability graph for the PN in Figure 3 is as
follows:
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(a)

(b)

©

Step 1: Transitions t1, t2 and t3 are the only enabled transitions for initial
marking, so the immediately reachable markings are

M, =[01000]M, = [00100}'and M, =[0001 0]
thus, these three markings are listed as the children of the root. The appropriate
label is then placed on each of the arcs connecting the initial markings to the
new marking. The tree now takes the form:

ao0o0cow

t1 t3
t2

100D o100 @woo1m

Step 2: Now each of the immediately reachable markings from M,, M, and M,
are listed in the tree, these are

M,=[10000]'M; = [00001]and M, = [10100]
respectively.  Since the only marking reachable from M, is M, which is
equivalent to M, no marking is listed below M,. Instead another arc is drawn
between M, and M,, this time going from M, to M, and labelled t5. However,
markings M; and M, are added to the tree on the next level. The reachability

tree becomes:

10000 O®

te

1 0o WQo10® @001 0

t6 14

@000 D To010m®

Step 3: When the PN has the marking M; it is in deadlock, and so no more
markings can be reached. Thus, this branch of the tree has reached its end.
However, the marking

M, = [10001]

is reachable from M, so this branch continues. It should be noted that
transitions t1, t2 and t3 are enabled when the PN has the marking M;, but never
fire, as they are timed transitions, whereas t5, which is also enabled, is an
immediate transition. Thus, the markings produced by the firing of the time
transitions t1, t2 or t3 do not occur. The tree is now:
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O@o100m

16

@000D
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t6
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This process continues on and Figure 4 shows the resulting tree after eight steps. It
should be noted that, for the PN specified, this process can continue indefinitely. This
necessitates the definition of a new type of tree, the coverability tree. In a coverability
tree, any set of markings which differ only by the number of tokens found in
unbounded places, are represented by one marking. A w is placed in the unbounded
place/s indicating the number of tokens in that place to be unbounded. The w
corresponds to any element of the set Z'. This is best illustrated by an example.
Figure 5 shows the coverability tree for the PN shown in Figure 3. The coverability
tree is designed in a similar way as the reachability tree, for more details see [34].

<1 000w

t6

000D

00 1o

t4

ao0i0m

16

000

[V 1D

t4

10101

<G 000 3

ool

14

ao1roe

Figure 4: Reachability tree for the Petri net in Figure 3
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aA000 0
2\ t3
o
G160 o o100 00010
t6 t4
Woo00 D Q0100
6
4000 w
£5 1 3
£p
@160 w 0010w ©O0D1 w 6
t6 t4
0000 w 1010 w—!

Figure 5: Coverability tree for the Petri net in Figure 3

By constructing a reachability or coverability tree, the set of reachable markings is
easily obtained. A reachability tree can be used to determine safeness, boundedness,
conservation, and reachability of a PN. The process in which this can be done is
outlined in [34].

2.7 The use of the Petri net matrix representation in analysis

Linear algebra techniques can be applied to the matrix representation of a PN to solve
the problems of conservation, reachability, coverability, boundedness, and deadlock.
For example, consider the determination of whether or not a given marking is
reachable from a given initial marking, for a defined PN. That is, C (incidence matrix),
M, (initial marking) and M (desired marking) are given, and F (the firing vector) is
unknown. This problem can be solved using the following theorem, adapted from
elementary linear algebra, see [30].

Consider the system of equations
CF=M-M, = AM.
Then only one of the following must hold:

(a) If the rank of the augmented matrix [C |AM] is greater than that of C, then

10

—
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there is no solution to the system of equations.

(b) If the rank of [C |AM] is equal to the rank of C and the rank of C equals the
number of unknowns, then there is a unique solution to the system of equations.

()  If the rank of [C |AM] is equal to the rank of C and the rank of C is less than
number of unknowns, then there exists an infinite number of solutions to the

system of equations.

For the PN shown in Figure 1, with M, and C given in section 2.2 it can be determined
whether or not the markings

M, = [01110Fand M, = [0000 O]

are reachable. The rank of C is 4. Taking M, first we get,

AM, =M, - M, =[-11110]

(-1 0 0 1}-1]
1 0 -1 0l1
~[ClaMI=|1 -1 0 0|1
0 1 -1 11
0 0 1 -1f0 |

which also has a rank of 4. Thus the marking M, is reachable from the initial marking
M, via a unique firing vector F. This firing vector is

F=[2111

It should be noted that, although in this case F represents the firing sequence, {t1, t2,
t3, t4, t1}, it is not always possible to construct such a sequence from a derived firing
vector, making it impossible to reach the desired marking although algebraically it
appears to be possible. This is explained more thoroughly later in this section.
Consider now M, where

AM, =M, - M, =[-1 000 O]

-1 0 0 1]-1]
1 0 -1 0/0
[ClaM,] ={1 -1 0 0|0
0 1 -1 1|0
[0 0 1 -1j0 |

This augmented matrix has a rank of 5, which is larger than the rank of C, thus the
marking M, is not reachable from M,.

It should be noted that although matrix analysis gives the firing vector required to

11
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2.8

2.9

12

reach the desired marking, the firing sequence represented by the vector may be
impossible. Consider the marking

M =1[10100]
The above analysis gives the firing vector
F=1J1011]

which corresponds to a firing sequence involving transitions t1, t3, and t4. However,
t3 is only enabled when there is a token in both places P2 and P4. This means t2 must
fire, but t2 is not described as firing by F. Thus, there exists no possible firing
sequence corresponding to F. This downfall in matrix analysis results from the fact
that firing vectors do not represent in any way the order in which transitions fire.
Thus with this type of analysis, it is important to make sure the results make sense not
only mathematically, but also within the PN definition.

Converting a Petri net into a continuous time Markov chain

In [14] there is a short algorithm which allows a PN to be converted into a CTMC.
Defining NM as the set of new markings, RS as the reachability set, E(m) as the set of
transitions which can fire when the PN has the marking m (it should be noted that if
an immediate transition is enabled, then any enabled timed transitions are considered
not to be enabled), Q is the probability of moving between states and P the initial state
of the CTMC. The algorithm for converting the PN defined by S into the CTMC
defined by RS, Q and P(0) is:

. input:S=({P, T, I, O, M, Q)
. NM := (M}, RS = {M}
. While NM = {5} do
. let m e NM
. NM := NM - {m}
. For all t € E(m) do
. let m’ be the marking obtained after the firing of t in m
. store Q(m, m’, Q(t, m))
. if m’¢ RS Then NM =NM uU {m’}
RS =RS U {m’}
. P(0)=(100..0)

This algorithm constructs the sets RS, Q, and P(0). RS contains the states of the CTMC,
Q the probability of moving from one state to the next, and P(0) the initial probability
vector of the chain. It should be noted that only PN with a finite number of reachable
markings can be converted into a CTMC with this algorithm. The generator matrix is
constructed in such a way that the vanishing markings are listed first, and then the
tangible markings. From here the CTMC can be analysed to get information about the
PN. For more information about this type of analysis see [14].

Coloured Petri nets

In many modelling situations there is a need to distinguish between different elements
in the system. For example there may be a need to distinguish between different types
of resources, customers, information, etc. This is easily achieved by being able to
differentiate between tokens, that is, introduce coloured tokens into the PN model. Each
coloured token represents a different physical identity in the system being modelled.
This allows for varying firing modes of transitions, each mode depending on the colours
of the tokens present in the input places. These firing modes can also have different
output places and different output token colours. A PN with these properties is called
a coloured Petri net (CPN) and is defined by the 8-tuple
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{Cr P/ TI K/ q’r I/ OI MO/ Q}

where . C is the set of coloured tokens. Each token may be a complex data
structure which reflects the type of infromation stored at the places
where the token can be located;

. P is the set of places;
. T is the set of transitions;
. K maps each place into the set of possible token colours that can be

found in the place. Thus V p € p, K(p) ¢ C defines the possible
token colours of place p;

. ® maps each transition into the set of possible firing modes. That
is, V t € T ®(t) contains the possible firing modes of transition t;

. I(p,t)., is a mapping of ¢ x ¢ — Z', where c € K(p) and ¢ € P(t),
which defines the input arc inscriptions;

. O(t,p),,. is a mapping of ¢ x c = Z', where ¢ € K(p) and ¢ € d(t),
which defines the output arc inscriptions;

. M, is the mapping of K(p) - Z', which describes the initial
distribution of coloured tokens in the CPN. Thus, if initially I

tokens of colour i are present in place p, then K(p), = [; and

. Q defines either an average firing rate of the transitions firing mode
if it is a timed transition, or a weight if it is an immediate transition.

The CPN definition given above is an extension of the CPN definition given in [31]
and [18-19]. Consider now the CPN in Figure 6.

In this CPN:
C={ab,cd, e
P = {P1, P2, P3, P4, P5, P6}
T = {t1, t2, t3, t4)
K(P1) = K(P3) = {a}, K(P2) = K(P4) = {c, b}, K(P5) = {d}, K(P6) = {e}
O(t1) = {1}, (t2) = {2, 3}, B(t3) = {4}, d(t4) = {5}

I(P1,11),, = 1, I(P2A2),, = 1, I(P242),, = 1, I(P3,13),, = 1,I(P4,13),, = 1, [(P4,t4) 5 = 1,
I(P5,t5)4 = 1

O(t1,P3),, = 1, O(t2,P4),, = 1, O(t2,P4), = 1, O(t3,P5),, = 1, O(t4,P6),; = 1

M,(P1), = 1, My(P2), = 0, My(P2), = 1, My(P3), = 0, My(P4), = 1, My(P4), = 0,
M,(P5), = 0, M,(P6), = 0

13
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Figure 6: Example of a coloured Petri net

CPN have similar firing rules to PN only now the colour of the tokens in the input
places must be considered. Thus firing mode F(tj), is enabled when each of the input
places of transition tj have the correct colours, ie for all Pie P and he C(Pi)
I(PL,Yj), < M(Pi),. If this is true then the transition may fire, removing the specified
tokens from each input place, and placing the relevant coloured tokens in the output
places.

As with PN, CPN can be represented by matrix notation. The CPN with n places and
m transitions can be represented by the n x m block matrix, C, again referred to as the
incidence matrix. Note that the above notation for O and I can easily be converted
into matrix form, where for example, O(tj,Pi) is a matrix of size |K(Pi)| x |®(t)], in
which the rows represent the token colours and the columns the firing modes. Thus
the block matrix representing the change to the number of coloured tokens in Pi when
fires is defined by

C(Pitj) = O(t,Pi) - I(Pj,ti).

The marking of the CPN can be represented by the n x 1 block vector where M(Pi) is a
|K(Pi)| x 1 vector, in which each element relates to the number of the given coloured
tokens which can appear in place Pi. The firing sequence of a CPN can be represented
by an m x 1 block vector, in which each element is a |®(t)] x 1 vector, which
corresponds to the number of times a given firing mode of transition t fires, in the
firing sequence. As with PN, if we are given the CPN incidence matrix, initial
marking vector, and the firing vector, the resulting marking can be calculated from,

M= M,+CF

Consider the CPN in Figure 6. For this example

[-<C1 0 o0 0]
0 -C2 0 o0
Cl 0 -C3 0
0 C2 -C4 -C5
0 0 C3 -C5
0 0 0 C5]

where
10 1
Cl1=C3=C5=11],C2 = and C4 =
01 0

and
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M, = [M1 M2 M3 M4 M5 Mé6]'

where

M1 = [1], M2 = [ﬂ M3 = M5 = M6 = [0], and M4 = [;}

Given that firing mode 1 of transition t1 fires, firing mode 3 of transition t2 fires and
firing mode 4 of transition t3 fires, the firing vector is

F1

F2
F =
F3

F4
where

Fl =F3 =[1], F2 = E} and F4 = [0].

So the resulting marking can be calculated from

M=M, +CF

which gives the marking
M1 |
M2
M3
M'4
M5
[M'6

where

0 0
M1 = M3 = M6 = [0], M2 = L} M4 = L} and M5 = [1].

It should be noted that the extensions presented in this document are only a sample of the
many extensions which can be made to PN. More may be found in literature on PN, such as
[6], [12] and [44]. Most PN extensions can be modelled by ordinary PN. For example CPN
can be converted into PN, as shown later when the CPN in section 4, which is converted to a
PN in section 5.1.

15
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3 A COMMAND AND CONTROL SYSTEM

Consider the air defence of a significant asset. Such an asset may be an important runway or
a large storage facility. To protect the asset from air attacks the position is equipped with
two operator guided surface-to-air missile (SAM) kits, a radar, a command centre, and
communication links between the command centre and each SAM operator.

3.1

3.2

16

System layout

Consider the case when the air threat comes from a 180° arc, stretching from north to
south in a clockwise direction and the terrain surrounding the asset does not impede
either the range of the SAM or the radar. The SAM range is less than that of the
radar, so the full detection range of the radar cannot be covered. The SAM sites are
positioned to give maximum coverage of the area to protect. These positions are
shown as SAM 1 and SAM 2 in Figure 7. The SAM range, detection line and line of
weapon release are also indicated. All enemy aircraft must be destroyed before they
reach the line of weapon release or they will destroy the asset. The area surrounding
the asset has been divided into three sectors. Each sector has a unique set of SAM sites
which can effectively fire at aircraft detected in it. Note that the sectors are arranged
so that they coincide with the intercept between the line of weapon release and the
SAM range. Table 1 shows which of the different SAM sites are effective in each of
the sectors.

Sequence of events
Each time an aircraft is detected by the radar the following events occur:

(a) The command centre determines which SAM site it will be assigned to. This is
accomplished by taking into account the sector the aircraft is in and the current
availability of SAM sites. SAM sites which are assigned aircraft are considered
unavailable. If none of the available SAM sites can effectively deal with the
aircraft, then the aircraft is placed in a queue. Such an aircraft is assigned when
an appropriate SAM site becomes available.

(b) Once the command centre has determined which SAM sites will be assigned
aircraft, the aircraft flight path is passed to the chosen SAM site. This is done
through the communication link between each SAM site and the command
centre. The aircraft now becomes the sole responsibility of the SAM operator.

(c)  The SAM operator locates the aircraft and aims his weapon at it.

(d) Once the aircraft has been acquired by the SAM operator, an assessment is
carried out to determine if it is friend or foe.

(e)  If the SAM operator decides that the aircraft is not a threat to the asset, then it is
allowed to pass. The SAM site returns to its ready status, and the command
centre is informed of the SAM site’s availability.

(f)  However, if the aircraft proves to be a threat, the SAM operator tracks the
aircraft and fires at it. The operator then guides the missile to the aircraft
destroying it. Once the enemy aircraft has been destroyed, the SAM operator
reloads and returns to the ready status. He then communicates his availability.

This sequence of events is followed for each detected aircraft.
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Figure 7: Defensive layout for air defence of an asset

Table 1: Sets of SAM sites which are effective in given sectors.

Sector Number Effective SAM sites
S1 SAM 1
52 SAM 1, SAM 2
S3 SAM 2

4 THE CPN MODEL

This section will outline how a CPN can be used to model the system described in section 3.
To avoid enlarging the model, which would make it harder to understand and relate to other

17
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C2 systems, some assumptions will be made. In section 5 this model will be used to analyse
time delays in the system and look at a method of determining cost effective changes that
can be made.

4.1

4.2

18

Assumptions

As this model is intended only as a means of demonstrating the use of CPN’s as a
modelling tool for C2 systems, a number of assumptions have been made to reduce the
size of the model. These are:

(a)  All the aircraft stay in the same sector once the radar has detected them. Thus
the aircraft can be covered by the same SAM site throughout its flight, removing
the need to transfer the aircraft to a different SAM site if they move into a sector
where the selected SAM site is ineffective. ‘

(b)  All aircraft are detected by the radar when they reach the detection range. This
means the SAM operators do not have to search for aircraft that may have
evaded the radar. Thus SAM operators only search for aircraft to which they
have been assigned by the command centre.

(¢)  The probability of a kill, once a SAM site fires, is 1. Therefore if an aircraft is
fired upon before passing the line of weapon release, it will be destroyed before
it can deliver its ordinance and destroy the asset.

(d) All the aircraft fly at approximately the same altitude. This makes the SAM
range topographically equivalent for each aircraft, fixing the effective range (see
Figure 7) for each aircraft.

()  All aircraft designated as friendly are not a threat to the asset and only enemy
aircraft as shot down. This model’s purpose is to study the time delays
involved in the system, and is not concerned with friendly fire or deception
techniques.

(f)  The perceived threat of the aircraft is independent of the sector that the aircraft
is detected in.

Without these assumptions considerably more detail would be added to the model,
making it even more complicated, and harder for the reader to relate the concepts
demonstrated to other C2 systems. For example, assumption 5 can be removed by
dividing the sky around the asset into more sectors. This allows for aircraft of
different altitudes to be present in the model, as these will correspond to different
sectors. As before, each sector would contain a unique set of effective SAM sites.
There would be more sectors that needed to be considered, some of which would be
height dependent.

Model Description

The CPN of this system is shown in Figure 8. It involves 11 places, 17 transitions, and
5 different coloured tokens. The five tokens are S1, S2, S3, M1 and M2. S1, S2, and S3
correspond to an aircraft arriving in sector 1, 2, or 3, respectively. M1 and M2
represent the current process which SAM 1 and SAM 2, respectively, are performing.
To explain this CPN, a brief outline of what each transition represents in the problem
system and how they effect the distribution of the tokens among the places, is given.
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Figure 8: A coloured Petri net model of the air defence of an asset

4.2.1 The arrival of the aircraft: Transitions t1-t3
Transitions t1-t3 correspond to the detection of aircraft. ~Each transition
corresponds to the presence of an aircraft in a different sector. For example an
S2 token in place P1 corresponds to a threatening aircraft in section S2.
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4.2.2 Aircraft assignment: Transitions t4-t5

Transitions t4-t5 relate to the assigning of an aircraft to a selected SAM site, and
the passing of the flight path information. Aircraft can only be assigned to a
SAM site if there is an available site which can destroy it before it reaches the
line of weapon release. For example, if an S1 token is in place P1 then the
aircraft can only be assigned to SAM 1. Hence t4 will only fire if an M1 token is
also present in place P1. The firing of this transition removes the M1 and S1
tokens from P1 to and places an M1 token in place P2.

4.2.3 Location and investigation of aircraft: Transitions t6-t7
Transitions t6-t7 correspond to the time spent by the SAM site operator to find
the aircraft in the sky, train the weapon system on the target, investigate it, and
decide its status.

4.2.4 SAM operator assessment: Transitions t8-t11
Transitions t8-t11 are immediate transitions relating to the resulting decision
made by the SAM operator about the incoming aircraft. The firing of 8 or t11
means that the aircraft is a threat to the asset, and t9 or t10 relate to the aircraft

being allowed to pass.

4.2.5 Missile fire: Transitions t12 and t15
Transitions t12 and t15 correspond to the SAM operator firing the missile and
tracking the aircraft to guide the missile onto it.

4.2.6 Return to ready status: Transitions t13-t14 and t16-t17
- Transitions t13-t14 relate to the SAM site allowing the aircraft to pass, the SAM
site being returned to the ready status, and the communication of its readiness
to the command centre. Transition t16-t17 correspond to the SAM site reloading,
returning to the ready status, and communicating the site’s availability.

Transitions t12 and t16, and t15 and t17 have been separated, as the analysis being
carried out is concerned with the time taken to destroy the aircraft. Therefore, there
needs to be a place which represents the state in which the aircraft has just been
destroyed. For SAM 1 this state is represented in the model by a token in place P10,
and for SAM 2, a token in place P11. So, although the actions which relate to t12 and
t16 (t15 and t17) may logically be grouped together, for analysis reasons they must be
separated.

The immediate transitions t8-t11 are used as generators of information. The weights
placed on these transitions relate to the probability of the aircraft being a friend or a

foe. The timed transitions correspond to the time it takes for an event to occur or a
task to be performed.

5 MODEL ANALYSIS

The CPN model described in section 4 will now be analysed to study the efficiency of the air
defence system it represents. There are a number of packages such as Great SPN, [7], and
SPNP, [8], available, which do PN analysis. These packages concentrate on equilibrium
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probabilities. They also work on the general principle of converting the PN into a finite
CTMC, and analysing this chain. For the CPN described above, this is not possible, as place
P1 is unbounded and thus converts to a Markov chain with an infinite number states. This
can be prevented by using inhibitor arcs with a given multiplicity from P1 to t1, t2, and 3, or
by initially starting with only k tokens in a newly defined input place to transitions t1, t2,
and t3. If these restrictions are made then the above packages could be used to obtain long
term equilibrium information. Unfortunately for the analysis being carried out in this
document only transient properties are of interest. These properties are unattainable from
packages like SPNP and Great SPN. For this reason the CPN model was simulated.

There are two possible approaches which can be taken in simulating a CPN, either direct
simulation of the CPN, or conversion of the CPN into a PN and simulation of the PN. The
PN model of this C2 system is shown in Figure 9. This removes the need to have block
matrices as described in section 2.9. The simulation is used to determine which of five
possible improvements to the system is most cost effective.

51 The CPN to PN conversion
In converting the CPN given in section 4 to a PN a process of unfolding is carried out.
The representation of P1, t4, and t5 in Figure 8 were changed as follows:

(1)  Place P1 is now represented by five places: Pla, P1b, Plc, P1d, and Ple. A token
in place Pla, Pib, or Plc corresponds to an aircraft in sector 51, 52, or S3,
respectively. For example, a token in Pla means there is an aircraft in sector S1,
and this corresponds to a S1 token in place P1 of the CPN. A token in place
P1d or Ple of the PN corresponds to the availability of SAM sites one and two
respectively. Thus a token in P1d or Ple is the same as the presence of an M1
or M2 token, respectively, in P1 of the CPN in Figure 8.

(2)  Transition t4 of the CPN is represented in the PN by two transitions: t4a and
t4b. Each of these transitions correspond to one of t4’s firing modes. t4a relates
to an aircraft in sector one being assigned to SAM 1, and t4b a sector two
aircraft.

(3)  As with transition t4, t5 of the CPN is represented by two transitions in the PN:
t5a and t5b. Once again, these relate to the two firing modes of t5. t5a to an
aircraft in sector two being assigned to SAM 2, and t5b an aircraft in sector
three.

The PN shown in Figure 9 can be represented by a 6-tuple as set out in section 2.1. It
is this representation which is used in simulating the PN.

5.2 The simulation
An event-stepping simulation of the PN in Figure 9 was written in Turbo Pascal. The
Erlang-5 probability distribution was used to determine the time to fire of the timed
transitions.  This distribution was chosen as it has a coefficient of variation
considerably less than one and so it seems to model well the duration of these
activities. The immediate transitions fire in accordance with the firing rules expressed
in section 2.5.
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Figure 9: Petri net of the air defence system
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The sequence of events which the program follows is:

(1)  The program checks which transitions are enabled. As the marking of the PN is
represented in a vector, and the input arcs in a matrix, the program simply
compares the current marking with the number of tokens required in each place,
to enable the transition currently being tested. At the beginning of the
simulation there is one token in place P1d and one in place Ple, so only tl, t2,
and t3 are enabled.

(2) The program finds which transition is scheduled to fire next. Initially the newly
enabled transitions are placed in the event schedule. Then the transitions which
were disabled by the last transition fired are removed from the event schedule.
Finally, the transition which will fire next is determined using the firing rules
outlined in section 2.5.

(3) The final process is the firing of the transition. This updates the marking
according to the input and output arc matrices. This process also controls the
aircraft. The aircraft are placed in a link list as they arrive and their time of
arrival is recorded. As transitions fire, the aircraft’s position in the PN is
updated, so that if it is destroyed, the time till its destruction can be calculated.

The processes above are repeated, until the time taken to destroy an enemy aircraft is
greater than the maximum allowed time; that is the asset has been destroyed. The
total simulation run time and the number of aircraft destroyed is then recorded for
analysis.

Trial system improvements

In analysing the model six different configurations of the C2 systems were considered.
Initially data was gathered on the C2 system as it is described above. Then five
improvements to this initial system were considered to determine which would result
in the greatest system efficiency. The changes where:

1) In Trial 1 an artificial decision maker is placed in the command centre. It
decides which SAM site deals with the incoming threat. This decision is almost
instantaneous and the only time now involved in transitions t4 and t5 is the
communication of the aircraft flight information to the selected SAM site.

(i) Trial 2 corresponds to the SAM operators being given a better method of
locating the detected aircraft, such as improved aircraft flight information. This
means that the time taken by the operator to find the aircraft is reduced, thus
reducing the average firing time of transitions t6 and t7.

(iii) Trial 3 relates to the use of a missile that is about twice as fast as the original
one, reducing the post-firing guiding time, that is, changing the parameters of
t12 and t15.

(iv) In Trial 4 fire and forget missiles are used, once again reducing the mean firing
time of t12 and t15.

(v)  Trial 5 relates to the use of a multi-missile launcher. This does not mean a SAM
site can engage more than one aircraft but does remove the need for a SAM site
to reload before being assigned a new aircraft. This reduces the average firing
times of transitions t16 and t17.

The model presented in section 5.1 was analysed to determine the effect of each of

these changes to the C2 system. The transition rates are given in Table 2. Only the
changes made to the initial firing rates are shown in the case of the five different trials.
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5.4

5.5
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The critical quantity was how long it took a token to travel from place Pla, P1b, or Plc
to either place P10 or P11. That is, the time take for a detected enemy aircraft to be
destroyed. If this value was greater than 100s, the asset was considered destroyed.
The number of aircraft destroyed and current run time when the asset was destroyed
were then stored and the simulation run again. This process was continued for the six
different configurations given above. [Each trial affects the firing times of the
transitions’ firing modes. It should be noted that the times taken for the described
events to occur are arbitrary and in no way relate to any particular existing system.
They are used for illustration only.

The results of the five upgrades presented and the initial scenario, are given in the
next section.

Model Results

The results for each of the trials and the initial run are shown in Table 3. It should be
noted that each of the sets of data involves 1000 runs. A run always starts with the
same initial marking and an empty event queue, and ends when the asset is destroyed.
Included in Table 3 is a 90% confidence interval of the mean, calculated from the
standard normal distribution.

Model Conclusion

Table 3 clearly shows the effect on the system efficiency for each of the proposed
changes. Consider now, which of the changes suggested gives the best result for the
investment made in implementing the change. Table 3 shows that all of the changes
suggested above benefit the air defence system described. So the question is, which of
the changes is most cost effective. First a ranking of the changes in order of most
advantageous to least favourable must be established. Putting aside the question of
confidence intervals, this order is:

Fire and forget missiles, Trial 4.

Artificial decision maker in the command centre, Trial 1.
Better location method, Trial 2.

Faster missiles, Trial 3.

Multi-missile launcher, Trial 5.

A possible ranking of implementation costs, in order of increasing cost is:

Better location method, Trial 2.

Artificial decision maker in the command centre, Trial 1.
Multi-missile launcher, Trial 5.

Faster missiles, Trial 3.

Fire and forget missiles, Trial 4.

Carrying out a t-test with 90% confidence, Trial 1 and Trial 4 give the greatest
improvement. Combining this information with the above cost ranking would indicate
that the most cost effective change is to introduce the use of an artificial decision
maker in the command centre, Trial 1.
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Table 2: Transition firing rates for the air defence Petri net model

TRANSITION FIRING RATE (s™
Initial | Trial 1 Trial 2 Trial 3 Trial 4 Trial 5

1 0.005

2 0.005

3 0.005

4a 0.05 0.1

4b 0.04 0.1

5a 0.04 0.1

5b 0.05 0.1

6 0.05

7 0.05 0.0667

8 2

9 1

10 1

11 2

12 0.1 0.2 1

13 0.05

14 0.05

15 0.1 0.2 1

16 0.0333 0.05

17 0.0333 0.05

Table 3: Simulation results
TRIAL TIME COUNT
Mean | Confidence Standard Mean Confidence Standard
Interval for Deviation Interval for Deviation
the Mean the Mean
Initial 1761 | (1682,1840) 1518 17.21 (16.42,18.01) 15.29

1 2961 | (2815,3107) 2815 29.82 (28.34,31.30) 28.50
2 2701 | (2574,2828) 2442 27.34 (26.02,28.66) 25.33
3 2430 | (2311,2549) 2282 24.24 (22.03,25.49) 23.37
4 3124 | (2978,3270) 2813 31.59 (30.08,33.10) 28.95
5 2392 | (2281,2503) 2143 24.10 (22.95,25.25) 22.15
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6 CONCLUSIONS

This document has introduced a CPN notation that can be used to model C2 systems. The
advantages of using CPN in the modelling of C2 systems has been shown though the use of
an example. This example shows how the CPN of a C2 system can be analysed using
computer simulation. It also illustrates how easily a CPN model can be changed to test
variations to the system. It should be noted that PN were designed to model discrete event
systems with concurrence and resource sharing and so are ideal for the modelling of C2
system. The extension of PN to allow coloured tokens has meant that more complex systems
can be modelled without the graphical representation becoming unmanageable. It is the
author’s opinion that PN are the ideal tool for modelling C2 systems.

One of the main draw backs of using PN is the fact that there is not much work being
carried out in the area of transient analysis. Since in many cases C2 systems do not reach an
equilibrium state there is no way of directly analysing a C2 PN model to get the information
required. This means that simulations must be constructed to generate the results needed. It
also means that there does not exist packages that can be used to analysis the transient
nature of PN models. This is one of the areas that research is currently being pursued by
Systems Simulation and Assessment Group of Information Technology Division and it is
hoped that this research can be combined to produce a package capable of transient analysis
not only by use of simulation but also through direct methods.

Another area in which PN are being applied by Systems Simulation and Assessment Group
is in the modelling of decision processes in C2 systems. In this case PN models will be used
to supplement real decision makers, both groups and individuals, in a large distributed
interactive C2 simulation.

26




10.

11.

12.

13.

14.

15.

G. Ciardo
J. Muppala
K. Trivedi

G. Q. Coe,
J. T. Dockery
H. P. Cothier,
A. H. Levis

J. T. Dockery

H. J. Genrich,
K. Lautendach

]. M. Grevet,
L. Jandura,
J. Brode,

A. H. Levis

W. Henderson,
B. R. Haverkort

L. Ingber

DSTO-TR-0462

REFERENCES

U.S. Joint Chiefs of Staff, Publications 1, Dictionary of Military
and Associated Terms, Washington, D.C., January 1986.

Proceedings of the Ninth MIT/ONR Workshop on C°
Systems, LIDS-R-1624, M.LT., Cambridge, MA, December
1986.

Proceeding of the Command and Control Research
Symposium, JDL Basic Research Group, National Defence
University, September 1987.

Proceedings of the Command and Control Research
Symposium, JDL Basic Research Group, National Defence
University, June 1991.

"Design Methodology for Command and Control
Organisations’. 1987, 3.

'Task Sequence Planning Using Fuzzy Petri nets’. 4, 1991.

’A software package for the analysis of Generalised SPN
models’. Proceedings international workshop on timed PN,
IEECS press, Torino, Italy, July 1985.

’SPNP a Stochastic Petri Net package’. Proceedings of the
third international workshop on PN and performance
models, Kyoto, Japan, December 1989.

’OJCS Initiatives in C* Analysis and Simulation’. Science
of Command and Control: Coping with Uncertainty, AFCEA
International Press, Washington, D.C., 1988.

'Assessment of Timeliness in Command and Control’.
Proceedings of the Eighth MIT/ONR Workshop on C?
Systems, LIDS-R-1519, M.I.T., Cambridge, Ma, December 1985.

'A Fuzzy Set Treatment of Effectiveness Measures’. TM 729,

SHAPE Technical Center, The Hague, Netherlands, January
1984.

‘System Modelling with High-Level Petri Nets’. Theoretical
Computer Science, 13, 1981.

“Execution Strategies for PN Simulations’. Modelling and
Simulation of Systems, Scientific Publishion Co., 1989.

"Lecture notes from a course in Teletraffic Models’, University
of Adelaide, Australia, 1993.

‘Nonlinear Nonequilibrium Statistical Mechanics Approach to
C3 Systems’. 1986, 2.

27



DSTO-TR-0462

16. L. Ingber
17. L. Ingber,
S. Upton

18. K. Jensen

19. K. Jensen

20. I Koh,
F. DiCesare,
Rubenstein A.

21. J.S.Lawson

22.  J.S. Lawson

23. P. Lehner

24. A. H. Levis

25. A. H. Levis,

S. L. Skulsky
26. Z.Lu,

A. H. Levis
27. D. Lucic

28. C. A. Malcom

29. R. Marie,
A. Jean-Marie
30. B. Nobel,
Daniel J. W.

28

"Applications of Biological Intelligence to Command, Control
and Communications’. Computer Simulation in Brain Science:
Proceedings, University of CopenHagen, 1986.

’Stochastic Model of Combat’. 1987, 3.

‘Coloured Petri nets’, Advanced Course on Petri Nets, Lecture
Notes in Computer Science, Springer-Verlay, Berlin,
September 1986.

‘Coloured Petri Nets: A High Level Language for System
Design and Analysis’. Advanced Course on Petri Nets,
Lecture Notes in Computer Science, Springer-Verlay, Berlin,
1990.

"Modelling and Control Information Flow for a CIM System
Using Colored Petri Nets'. 4, 1991.

'The State Variables of a Command Control System’.
Proceedings for Quantitative Assessment of Utility of
Command and Control Systems, National Defence University,
Washigton, D.C., Report MTR-80W00025, January 1980.

‘The Role of Time in a Command Control System’.
Proceedings of the Fourth MIT/ONR Workshop on C°
problems, LIDS-R-1156-1159, M.LT., Cambridge, MA, October
1981.

"Towards a Prescriptive Theory of Team Design’. 1991, 4.

‘Modelling and Design of Distributed Intelligence Systems’.
An Introduction to Intelligent and Autonomous Control, Ed
Passino K. M., Kluwer Academic Publisher, 1993.

"Migration of Control in Decision Making
Organizations’. Information and Decision Technologies, Vol
16, 1990.

’A Colored Petri Net Model of Distributed Tactical Decision
Making’. 1991, 4.

‘On Exact Equilibrium Distributions of Stochastic Petri Nets’.
Ph. D. dissertation, University of Adelaide, Australia,
November 1990.

"Petri Nets for Representing Assembly Plans’. Department of
Artificial Intelligence, University of Edinburgh, 1986.

’‘Quantitative Evalueation of Discrete Event Systems: Models,
Performance and Techniques’, 5th international Workshop on
Petri Nets and Performance Models, October 1993, Toulouse,
France.

'Applied Linear Algebra’. Third Edition, Prentice-Hall Inc.,
1988.




31

32.

33.

34,

35.

36.

37.

38.

39.

40.

41.

42.

43.

D. M. Perdu

=

erdu,
evis

> U
g

as)
=

J. Peterson

]. Peterson

C. Petri

W. Reisig

P. A. Remy,
A. H. Levis,
V.Y. Y. Jin

C. Reutenauer
I. Rubin,

J. Baker,

I. Mayk

I. Rubin,
I. Mayk

I. Rubin
I. Mayk
C. Strack

H. L. Van Trees

K. P. Valavanis

DSTO-TR-0462

"'Requirements Specification with Petri Nets using the Cube
Tool Methodology’. report LIDS-R-1901, Laboratory for
Information and Decision Systems, MIT, Cambridge, U.S,
September 1989.

’Evaluation of Expert Systems in Decision Maker
Organizaions’. Science of Command and Control : Coping
with uncertainty, AFCEA International Press, Washington,
D.C., 1988.

"Petri Nets’. Computing Surveys, Vol. 9, No. 3., September
1977.

‘Petri Net Theory and the Modelling of Systems’, Prentice-
Hall, Inc., 1981.

’"Kommunikaiton mit Automaten’. Ph. D. dissertation,
University of Bonn, West Germany, 1962; Also: M.LT
Memorandum MAC-M-212, Project MAC, Massachusetts
Institute of Technology, Cambridge, Massachusetts: Also :
C. F. Greene Jr. (translator), "Communication with Automata’.
Supplement 1 to Technical Report RAC-TR-65-377, Volume 1
Rome Air Development Centre, Griffs Air Force Base New
York, January 1966.

"Petri Nets, an Introduction’. Springer Verlag, Berlin, 1985.

‘On the Design of Distributed Organizational Structures’.
Automatica, Vol 24, No 1., 1988.

"The Mathematics of Petri Nets’. Masson and Prentice Hall
International Ltd., 1990.

‘Dynamic Stochastic C3 Modelling and Their Performance
Evaluation’. 1986, 2.

‘Modelling and Analysis of Markovian Multi-force C*
Processes’. 1986, 2.

“Stochastic C* Modelling and Analysis for multi-Phase Battle
Systems’, 1987, 3.

‘Elements of C® Theory’. draft report for Defence
Communications Agency, 30 January 1985.

’Organization Theory and C¥. Science of Command and
Control : Coping with uncertainty, AFCEA International
Press, Washington, D.C., 1988

‘On the Hierarchical Modelling Analysis and Simulation of
Flexible Manufacturing Systems with Extended Petri Nets”.
IEEE Transactions on Systems, Man, and Cybernetics, Vol. 20,
No. 1, January/February 1990.

29



DSTO-TR-0462
45.  S. T. Weingaertner, ’Evaluation of Decision Aiding in Submarine Emergency
A. H. Levis Decision Marking’. 1987, 3; Also, Automatica Vol. 25, No. 3,

1989.
46. A.E. R. Woodcock, ’Application of Catastrophe Theory to the Analysis of Military
J. T. Dockery Behavior’. SHAPE Technical Center, STC: CR-56, The Hague,
Netherlands, 1984.

47.  A. E. R. Woodcock, ‘Mathematical Catastrophes and Military Victories’.
J. T. Dockery SIGNAL, April 1987.

30




DSTO-TR-0462

Petri Nets And Their Application To Command And Control Systems
Fred D.]. Bowden
(DSTO-TR-0462)

DISTRIBUTION LIST
Number of Copies

AUSTRALIA
DEFENCE ORGANISATION
Task sponsor:

Director General Force Development (Joint) 1
(Attention: DOIS)

S&T Program

Chief Defence Scientist )

FAS Science Policy ) 1 shared copy

AS Science Industry External Relations )

AS Science Corporate Management )

Counsellor, Defence Science, London Doc Control sheet

Counsellor, Defence Science, Washington Doc Control sheet

Scientific Adviser to MRDC Thailand Doc Control sheet

Director General Scientific Advisers and Trials ) 1 shared copy

Scientific Adviser - Policy and Command )

Navy Scientific Adviser 3 copies of Doc Control sheet
and 1 distribution list

Scientific Adviser - Army Doc Control sheet
and 1 distribution list

Air Force Scientific Adviser 1

Director Trials 1

Aeronautical & Maritime Research Laboratory
Director 1

Chief, Air Operations Division 1
Chief, Maritime Operations Division 1
Electronics and Surveillance Research Laboratory
Director 1
Chief Information Technology Division 1
Research Leader Command & Control and Intelligence Systems 1
Research Leader Military Computing Systems 1
Research Leader Command, Control and Communications 1
Executive Officer, Information Technology Division Doc Control sheet
Head, Information Architectures Group 1
Head, C3I Systems Engineering Group Doc Control sheet
Head, Information Warfare Studies Group 1

31



DSTO-TR-0462

32

Head, Software Engineering Group
Head, Trusted Computer Systems Group

Head, Advanced Computer Capabilities Group
Head, Computer Systems Architecture Group
Head, Systems Simulation and Assessment Group

Head, Intelligence Systems Group
Head Command Support Systems Group
Head, C3I Operational Analysis Group

Head Information Management and Fusion Group

Head, Human Systems Integration Group
Author

Dr Mike Davies

Publications and Publicity Officer, ITD

Chief, Land Space and Optoelectronics Division

(Attention: Head, Operational Analysis)

DSTO Library and Archives
Library Fishermens Bend
Library Maribyrnong
Library DSTOS
Australian Archives
Library, MOD, Pyrmont

Forces Executive
Director General Force Development (Sea),
Director General Force Development (Land),
Director General Force Development (Air),

Navy

Doc Control sheet
Doc Control sheet
Doc Control sheet
Doc Control sheet
1
Doc Control sheet
1
1
1
Doc Control sheet
1
1
1

1

N =

1
Doc Control sheet

Doc Control sheet
Doc Control sheet
Doc Control sheet

SO (Science), Director of Naval Warfare, Maritime Headquarters Annex

Garden Island, NSW 2000.
Army

ABCA Office, G-1-34, Russell Offices, Canberra

1

4

SO (Science), HQ 1 Division, Milpo, Enoggera, Qld 4057 NAPOC QWG Engineer

NBCD c/- DENGRS-A, HQ Engineer Centre
Liverpool Military Area, NSW 2174

S&I Program
Defence Intelligence Organisation
Library, Defence Signals Directorate

B&M Program (libraries)
OIC TRS, Defence Central Library

Officer in Charge, Document Exchange Centre (DEC),

US Defence Technical Information Center,
UK Defence Research Information Centre,

Canada Defence Scientific Information Service,

NZ Defence Information Centre,

1
Doc Control sheet

R R NDNR R




DSTO-TR-0462

National Library of Australia, 1

Universities and Colleges
Australian Defence Force Academy
Library
Head of Aerospace and Mechanical Engineering
Deakin University, Serials Section (M list)), Deakin University Library,

[ UG Y

[

Senior Librarian, Hargrave Library, Monash University

Librarian, Flinders University

Librarian, University of Adelaide 1
(Attention: Prof. Charles Pearce)

Librarian, University of South Australia 1
(Attention: Prof. Jonathon Billington)

Librarian, La Trobe University 1
(Attention: Arnold N. Pears)

=

Other Organisations
NASA (Canberra)
AGPS

[V

State Library of South Australia
Parliamentary Library, South Australia

OUTSIDE AUSTRALIA

Abstracting and Information Organisations
INSPEC: Acquisitions Section Institution of Electrical Engineers
Library, Chemical Abstracts Reference Service
Engineering Societies Library, US
American Society for Metals
Documents Librarian, The Center for Research Libraries, US

e ped

Information Exchange Agreement Partners
Acquisitions Unit, Science Reference and Information Service, UK 1
Library - Exchange Desk, National Institute of Standards and
Technology, US 1
National Aerospace Laboratory, Japan National Aerospace Laboratory,

SPARES 10

Total number of copies: 72

33



Page classification: UNCLASSIFIED

DEFENCE SCIENCE AND TECHNOLOGY

ORGANISATION
DOCUMENT CONTROL DATA 1. PRIVACY MARKING/CAVEAT (OF
DOCUMENT)
N/A
2. TITLE 3. SECURITY CLASSIFICATION (FOR UNCLASSIFIED
REPORTS THAT ARE LIMITED RELEASE USE (L) NEXT TO
Petri Nets And Their Application To Command DOCUMENT CLASSIFICATION)
And Control Systems
Document )
Title (9)]
Abstract (V)
4. AUTHOR(S) 5. CORPORATE AUTHOR
Fred D.J. Bowden Electronics and Surveillance Research Laboratory
PO Box 1500
Salisbury SA 5108
6a. DSTO NUMBER 6b. AR NUMBER 6c. TYPE OF REPORT 7. DOCUMENT DATE
DSTO-TR-0462 AR-009-952 Technical Report December 1996
8. FILE NUMBER 9. TASK NUMBER 10. TASK SPONSOR 11. NO. OF PAGES 12. NO. OF
N9505/10/59 ADF 93/237 DGFD (Joint) 45 REFERENCES
47
13. DOWNGRADING/DELIMITING INSTRUCTIONS 14. RELEASE AUTHORITY
N/A Chief, Information Technology Division

15. SECONDARY RELEASE STATEMENT OF THIS DOCUMENT

APPROVED FOR PUBLIC RELEASE

OVERSEAS ENQUIRIES OUTSIDE STATED LIMITATIONS SHOULD BE REFERRED THROUGH DOCUMENT EXCHANGE CENTRE, DIS NETWORK
OFFICE, DEPT OF DEFENCE, CAMPBELL PARK OFFICES, CANBERRA ACT 2600

16. DELIBERATE ANNOUNCEMENT

No limitation

17. CASUAL ANNOUNCEMENT Yes

18. DEFTEST DESCRIPTORS
Petri nets
Command and Control Systems

19. ABSTRACT

Petri nets are directed graphs which were designed to model discrete event systems with
concurrence and resource sharing. This makes them a useful method of graphically representing
command and control systems. In this document Petri nets and some of their extensions are
explained in detail. Coloured Petri nets, an extension of Petri nets, with timed transitions are used to
model a command and control system.

Page classification: UNCLASSIFIED




