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1.0 INTRODUCTION

This document summarizes work performed by Delta Information Systems,
Inc. (DIS) for the Office of Technology and Standards of the National
Communications System, an organization of the U.S. Government. The effort was
specified by Task 2, Subtask 2 of Contract number DCA100-91-C-0031 during
Option Year 3. With the ever increasing widespread use of facsimile to transfer
document information between individuals, businesses, and government facilities,
it has become apparent that a secure mode of fax transmission needs to be
available to the user. Most of the information sent via facsimile is of a non-
sensitive nature (Sales Information, News Bulletins, etc) and does not need to be
transferred securely because it is available from other sources. Other information
such as competitive bids and sensitive internal corporate information being sent
from one corporate office to another, could adversely affect the company if it is
intercepted by a competitor.

In addition to the secure transmission of the facsimile data, a second area of
concern is the authentication of the sender and receiver, i.e. the sender is the true
originator of the document and the receiver is the intended recipient of the
document. The prior year report" addressed the use of cryptosystems, both
single/secret key and public key, in providing for secure data transmission and also
authentication protocols within Group 3 and Group 4 facsimile. The current task
will review activity during the past year with regards to secure facsimile.

1.1 Report Organization
This report has six sections:

1.0 Introduction

2.0 Overview

3.0 France Telecom Contributions to Study Group 8

4.0 United Kingdom Contributions to Study Group 8

5.0 Confidentiality, Key Management and Authentication system for
Audiovisual Services - Study Group 15 Contributions

6.0 Summary and Recommendations

Section 1.0 provides background information and discusses this reports
organization.

Section 2.0 provides an review of data transmission security and the
cryptosystems currently in use.

Section 3.0 discusses in detail contributions submitted by France Telecom to
Study Group 8 regarding facsimile security. '

Section 4.0 discusses in detail contributions submitted by the United
Kingdom to Study Group 8 regarding facsimile security.
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Section 5.0 discusses in detail existing Study Group 15 Recommendations
(e.g. H.233, H.KEY) which detail confidentiality/security for Audiovisual Services.

Section 6.0 summarizes the report and reviews the current ongoing activities
with regard to secure facsimile transmissions.




2.0 SECURITY OVERVIEW

Most facsimile terminals today perform point to point communications
between a sender and receiver. The first security issue with this type of data
transmission is that it is possible for the facsimile data to be intercepted and
displayed and/or changed without either party knowing that the information has
been "stolen" and/or modified. Historically the solution to securing the data being
transmitted is by using a cryptosystem to transform/encode the data being sent
into scrambled/unintelligible data. The cryptosystem consists of encryption and
decryption functions together with a set of keys that parameterize the functions.
The encryption function scrambles the original data, also known as plaintext, into
what appears as nonsense or ciphertext, while the decryption function restores the
original data. (See Figure 2.1). The keys are not integral parts of the encryption
and decryption functions, so the same functions can be used with many different
keys. At least the decrypt key must be kept secret to prevent an unauthorized
listener from decrypting intercepted ciphertext. The encrypt and decrypt functions
may be made public because without the appropriate key the ciphertext can not be
decrypted.

Currently there are two types of cryptosystems, single/secret-key systems
and public-key systems. Prior to the late 1970's all generally known
cryptosystems were single-key systems. A single-key cryptosystem is one in which
the encryption and decryption keys are the same (or readily derived from each
other). (See Figure 2.2) These cryptosystems are also referred to as secret-key or
symmetric systems. Single-key cryptosystems provide authenticity because only
the holders of the common single or secret key are able to create ciphertext that
decrypts into meaningful plaintext. The main problem associated with
single/secret-key cryptosystems is the secure exchange of the secret-key between
the sender and receiver. If the key can not be exchanged securely then any
subsequent transmissions using the key can be intercepted and decrypted. The
generation, transmission and storage of keys is called key management and is
common to all cryptosystems.

Public-key (or asymmetric) cryptosystems (See Figure 2.3) were invented in
1976 by Whitfield Diffie and Martin Hellman'? in order to solve the key
management problem. In a public-key system, every person gets a pair of keys,
one public, one private. Everyone publishes his public key and keeps his private
key secret. The need for the sender and receiver to share a secret key is
eliminated because all communications are encrypted by the sender using the
receivers public key. No private key is ever transmitted so its security is never in
jeopardy. Anyone can send a confidential message using public information only.
This message can only be decrypted with the secret key held by the intended
recipient.




l’c 3HNOIS

H3IAIZ03Y H3AN3S
T3INNVHO
3HNOASNI
IDVSSIAN Q IDVSSIAN
1dAHD3Q )< 1dAHON3
DALV 1X31H3HAIO ﬁ DXAINIVid
A PEN
1dAHO3A 1dAHON3

W31LSASOLdAAHO

2-2




¢'¢ 34NOI4

HIAIZ03Y HIAN3S
TINNVHO
JHNOISNI
JOVSSIN AHHHHHHHHUVAI.mw<mmmz
LdAHO3Q )< 1dAHON3
IX3INIVId VT H IX3INIVId
PE N J A
134038 134038

W3LSASOLdAHO AIN-TTONIS

2-3




€¢ 34NsOId

H3AN3IS

HIAIZO3Y

pww%mw_u 1dAHO3a )<
A3 ILVAIHd
S.H3AIZO3Y

31VOI4I1H30 ww_vm__w_mwmm

IX3LH3HJIO

A

A

dOVSSIN
1dAHON3 IX3LNIVId

WILSASOLJAHO (AIX-OML) AIM-0IMand

2-4



The second security issue is authentication, that is, the sender is the true
originator of the document and the receiver is the intended recipient of the
document. As noted above, authenticity is automatically provided by a
single/secret key cryptosystem because only the holders of the secret key can
encrypt/decrypt the message. In a public-key cryptosystem, authentication can be
achieved through the use of digital signatures. A digital signature in digital
communications plays the same role as a handwritten signature for printed
documents. A digital signature is a block of data added to a digital message that
binds the message to a particular individual or entity. A digital signature can be
generated by the public-key cryptosystem itself (by using the private keys of the
sender/receiver) or by a digital signature system. (See Figure 2.4) A digital
signature system is similar to a public-key cryptosystem in that each user has a
public and private key. The sender signs a message by sending a block of data
(typically a "hash" of the message itself) encrypted with their private key,
generating the digital signature. The receiver verifies the message by decrypting
the signature block with the senders public key and comparing the contents with
it’s own "hash value of the message.

This report will review the ongoing work within Study Group 8 of the ITU as
regards secure fax for both Group 3 and Group 4 facsimile. In addition, activities
within the U.S effecting the use of cryptosystems within facsimile equipment will
be discussed.

2.1 Definitions

Authentication - the process whereby the recipient of a message is assured
that the identity of the sender and/or the integrity of the message.

Certificate - a digital document that binds a public key to an individual or
other entity in a public-key system.

Certifying Authority - a trusted organization with whom a user registers their
public key and then generates a certificate for that user.

DES - Data Encryption Standard as defined by the U.S. Government.

Digital Signature - a digital data block attached to a message that serves the
same purpose as a handwritten signature on a paper document.

DSS - the Digital Signature Standard as proposed by NIST.

Hash Function - a mathematical function that takes a variable size input and
returns a string of fixed size called the hash value.

Message-Digest Function - a one way hash function that takes a variable
length message as input and generates a fixed length "message digest” as output.
The resulting message digest can be viewed as a "digital fingerprint™ of the original
message.

PKCS - Public-Key Cryptography Standards - a set of standards for
implementing public-key cryptography issued by RSA Data Security, Inc in
cooperation with a computer industry consortium.
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Public-Key Cryptosystem - a cryptosystem in which each user has a pair of
keys, one public and one private. Also known as asymmetric systems.
RSA - a public-key encryption algorithm invented by Rivest, Shamir and

Adelman of MIT.
SHS - Secure Hash Standard - a hash function used in the Digital Signature

Standard.
Single-Key Cryptosystem - a cryptosystem in which two users share the
same key which is used for both encryption and decryption. Also known as

secret-key or symmetric systems.




3.0 FRANCE TELECOM CONTRIBUTIONS TO STUDY GROUP 8

in late 1993 and 1994, a series of contributions from France Telecom
discussing security in facsimile were submitted to Study Group 8. The primary
document, Com 8-30, describes the "security page" and other additional
information required to support security services in Group 3 and Group 4 facsimile.
This contribution also detailed its application to Group 3 facsimile and T.30.
Subsequent delayed contributions, D107 and D148, describe the application of
Com 8-30 to Group 4 facsimile and the authentication of the receiving side prior to
the message transmission respectively. It should be noted that these documents
do not discuss the use of specific key management facilities or encryption
algorithms to be used but detail the information required to allow for
authentication, data integrity, protection against replay, non-repudiation for origin
and delivery, and data confidentiality.

3.1 Com 8-30
3.1.1 Security Services

This contribution describes the "security page" and the other additional
information required in the protocol in order to offer security services. The security
services provided are the following:

Authentication

Data Integrity

Protection against replay
Non-repudiation with proof of origin
Non-repudiation with proof of delivery
Data confidentiality

Authentication was divided into two levels:

Identity of the user himself.
Identity/telephone number of the facsimile terminal.

At the sending side, it was proposed that the authentication be based on the
identity of the sending user. This identity would consist of the international
telephone number of the sending facsimile plus a four digit sub-address unique to
the user. At the receiving side, because the receiving user might not be present
when the facsimile is received, authentication was based on the international
telephone number of the receiving facsimile. Independent of whether the receiving
user is present or not, the sender must indicate the identity of the recipient he
wants to reach. This identity has the same format as the sender (international
telephone number of the receiving facsimile plus the 4 digit sub-address).




3.1.2 Mechanisms For Security Services

It was proposed by Contribution 30 that digital signatures would provide
almost all the security services required. Shown in Table 3.1 is a list of the data
units to which digital signatures are applied and the security service this provides.

TABLE 3.1

Digital signature applied to Service fulfilled

Identity of the sending user
(this parameter should be
sent by the emitting side)

Authentication of the emitting
user

Identity of the recipient (this
parameter should be sent by
the emitting side)

Integrity of the address of the
message

Facsimile pages and numbers
of the pages

Integrity of the facsimile data

Date and time the sender has
signed the message (these
parameters should be sent by
the emitting side)

Protection against replay and
agreement upon date and time
between the peers

Non-repudiation with proof of
origin

J

Acknowledgment by the
receiving terminal of the

Authentication of the
receiving terminal

Non-repudiation with proof of
delivery to the terminal

origin and the content of the
message received (this
parameter should be sent by
the receiving side)

Although no digital signature algorithm was specified in the contribution, it
was thought that it should be unique to secured facsimile. it was further stated
that if this is not achievable, the present approach is open to various algorithms
and that the specific algorithm used could be negotiated within the protocol.

It was also proposed that if data confidentiality is required then an
encipherment/encryption technique should be used. Only the facsimile page would
be encrypted and the encryption algorithm should be based on the identity of the
users (e.g. public key), thereby removing the need for the transmission of the
encryption key. If the encryption key needs to be specific to the document
(document being sent to many recipients) it is possible to encrypt the document
with a "session key" which is encrypted by the identity-based encryption
algorithm and sent during the communication.




3.1.3 Data Elements Needed for Security Services

In order to supply secure services for facsimile, additional data elements are
required. The primary data element is a "security page” which is transmitted at
the end of the facsimile document. In addition, some new data elements must be
sent prior to the document transmission.

3.1.3.1 Security Page
The security page contains the following information:

- Identity of the recipient

- Identity of the sender

- Date and Time of the signature

- Number of pages in the document

- Digital Signature algorithm name/id

- Encryption algorithm name/id

- Session Key for current communication if required

- Digital Signature of the above information

- Digital Signature of each page (content and number)

Each field is identified by a field type octet so the fields may appear in any
order within the data stream.

3.1.3.2 Additional Data Elements

In addition to the security page, other additional data elements are required.
The following data elements must be sent prior to the transmission of the
document. This information will be sent during phase B of T.30 protocol, the
negotiation phase prior to the document transmission. It is assumed that any
negotiation of security capabilities, e.g encryption enabled, will be done using the
existing DIS/DCS/DTC mechanism.

Identity of the recipient intended by the sender

Identity of the receiving entity

Identity of the sender

Relationship between the user identity and the telephone number of the
facsimile equipment (ID from a smart card etc.)

Date and time of signature

Mechanism against replay

In order to provide authentication of the receiving terminal along with non-
repudiation with proof of delivery, the following information must be sent
subsequent to the reception of the security page as an acknowledgement by the
receiving terminal.

Information Octet - O if facsimile successfully received
- Otherwise an error has occurred

3-3




Digital Signature of the following:

Id of sender

Id of recipient

Information octet

Number of pages

Signatures of the received pages

3.1.4 Security Device Requirements

Com 8-30 discussed the use of two devices and there application to secure
facsimile transmission. The devices consisted of a "security module" and a
message store. The "security module" contains the sender identity and associated
security elements (e.g. encryption keys). The message store is a method of storing
messages at the receiving and/or sending side.

Two approaches to a "security module" were listed in the contribution. The
first being a removable device (e.g. smart card) and the second being a device
embedded in the fax terminal itself. The first approach, use of a smart card, is an
inherently safe solution because all the security data elements are held by the user
and the digital signature can be processed inside the security module. In addition,
this solution also permits the use of the secured fax by multiple users via their
smart card. The second approach has the disadvantage of requiring access control
to the secured facsimile terminal.

A message store device is required to satisfy additional security services. If
confidentiality is needed at the receiving side then the message store is necessary
for each user of the facsimile terminal. If non-repudiation is needed then the
secured document (with the digital signature) must be archived. For the sending
terminal, the archived document along with the archived acknowledgement by the
receiving terminal insure non-repudiation with proof of delivery. At the receiving
terminal it insures non-repudiation with proof of origin.

3.1.5 Application to Group 3 Facsimile

In order to support a secure facsimile environment, the Group 3 facsimile
terminal must have the following capabilities:

- Error Correction Mode (ECM)

- Coding and transmittal of the security page as the last page in the
communication. All fields of the security page are coded in
conformance with Recommendation T.4 Annex D using character
mode. Each field corresponds to one line with fields being separated
by "CR LF" in conformance with T.4. Since character mode specifies
a maximum of 55 lines per page and the security page has six header
field, this limits the total number of pages in a secured facsimile to 49
pages.




- Ability to negotiate the security capabilities within the T.30 protocol.

- Ability for the sending terminal to send the additional data elements
required to support the secure services.

- Ability for the receiving terminal to send the acknowledgement upon
receipt of the secured facsimile.

3.2 Delayed Contribution 107 to Study Group 8

Subsequent to the introduction of COM 8-30 to Study Group 8 which
detailed an approach to the implementation of secure facsimile and it application to
Group 3 facsimile, Delayed Contribution 107 was introduced which details its
application to Group 4 facsimile. Although this contribution restates all the
principles of security defined in COM 8-30 which we detailed in the previous
section, only their application to Group 4 facsimile will be discussed in this section.

3.2.1 Application to Group 4 Facsimile

The following details the additions/changes needed to the Group 4 protocol
to support secure facsimile. The secure services implemented are identical to
those discussed in Section 3.1 for Group 3 Facsimile.

3.2.1.1 Negotiation of Security Facilities

Negotiation of security facilities follows the same rules that apply for all
optional characteristic of Group 4 facsimile. The facsimile terminals will indicate
their security facilities during the establishment procedure using the D-INITIATE
service. The security mode and the encryption option parameters will be added to
the Document application profile within the Application capabilities transferred
during the D-INITIATE service.

3.2.1.2 Transfer of Additional Data Elements Prior to Document

Within the Group 4 protocol the following data elements are sent by the
sending terminal:

- Identity of the intended recipient
- Identity of the sender (user)
- Date and time of the digital signature

The receiving terminal returns the following data elements:

- Identity of the receiving entity
- Signature of the three elements sent by the sending entity




Two possible solutions for sending the data elements were discussed in D 107:

- Use the Document Transfer And Manipulation (DTAM) protocol
elements with the D-CAPABILITY procedure

- Use the Open Document Architecture (ODA) facilities, during the
transmission of the document, with the Document Profile

Since it is very important to verify the identity of the receiver before sending the
document, using the DTAM protocol elements with the D-CAPABILITY procedure is
the preferred method. The sending terminal will send the data elements listed
above as part of the Application capabilities within the D-CAPABILITY Request.
Correspondingly the receiving terminal will send the data element listed above as
part of the Application capabilities within the D-CAPABILITY Response. This
provides the sending terminal the opportunity to verify the identity of the receiving
terminal prior to the sending of the document.

3.2.1.3 Initiation of the Security Mode

After completion of the negotiations, the sender can invoke the security
mechanisms. The initiation of the security mechanisms is done by specifying the
security mode and encryption option within the Document information attribute of
the D-TRANSFER service.

3.2.1.4 Transfer of the Security Page

As in Group 3 facsimile, the security page is transmitted as the last page of
the document. The coding of the security page is the same for Group 3 and Group
4. All fields of the security page are coded in conformance with Recommendation
T.4 Annex D using character mode. Each field corresponds to one line with fields
being separated by "CR LF" in conformance with T.4. As in Group 3, a secure
facsimile is limited in length to 49 pages. (Ref Sec 3.1.5)

3.2.1.5 Acknowledgement by the Receiving Terminal

The acknowledgement consists of an information octet indicating the status
of the transfer (successful or not) and the digital signature of the security page
information. This acknowledgement is sent by the receiving terminal to the
sending terminal as a one page document. The transfer of the acknowledgement is
done within the D-CONTROL-GIVE procedure which permits the receiving terminal
to send a document to the sending terminal.




3.3 Delayed Contribution 148 to Study Group 8

Submitted to Study Group 8 in Geneva in June 1994, this contribution was
an enhancement to COM 8-30. In particular, it detailed the procedures for
authentication of the receiving facsimile terminal prior to message transmission.
Although the entire content of COM 8-30 was included in this contribution, the
only other changes to the document were cosmetic in nature.

3.3.1 Security Services

This contribution added no new security services to Group 3 or Group 4
facsimile.

3.3.2 Mechanisms for Security Services

As in COM 8-30, digital signatures are the primary mechanisms used to
provide security services. In order to provide for the authentication of the
receiving terminal, Table 1 in COM 8-30 was updated to reflect the sending of the
identity of the receiver by the receiving side. Shown in Table 3.2 below is the
revised Table 1.

TABLE 3.2

Digital signature applied to Service fulfilled

ldentity of the sending user
(this parameter should be
sent by the emitting side)

Authentication of the emitting
user

Identity of the recipient (this
parameter should be sent by
the emitting side)

Integrity of the address of the
message

Facsimile pages and numbers
of the pages

Integrity of the facsimile data

Date and time the sender has
signed the message (these
parameters should be sent by
the emitting side)

Protection against replay and
agreement upon date and time
between the peers

Non-repudiation with proof of
origin

Identity of the receiving entity
(this parameter should be
sent by the receiving side)

Authentication of the
receiving entity before the
message is sent

Acknowledgment by the
receiving terminal of the
origin and the content of the
message received (this
parameter should be sent by
the receiving side)

Non-repudiation with proof of
delivery to the terminal




3.3.3 Data Elements Needed for Security Services

Added to the list of data elements required to support the security service
was the signature of the identity of the receiving terminal. It was specified that an
information octet (indicating whether the signature is from the receiving terminal or
the actual recipient) along with this signature be sent by the receiving terminal as
octets appended to the Confirmation to Receive (CFR) response. The digital
signature is applied to the following data elements:

- Information octet

- Identity of the receiving entity

- Identity of the sender

- Identity of the recipient intended by the sender
3.3.4 Application to Group 3 and Group 4 Facsimile

The application of the above additions to Group 3 Facsimile is also detailed
in Contribution D148. Specifically it defines the structure of the CFR response and
the additional octets added for the transmission of the receivers identity. Since the
transmission of the receivers identity was already present within the Group 4

protocol as part of the D-CAPABILITY procedure, no change was required to
Contribution D107.




4.0 UNITED KINGDOM CONTRIBUTIONS TO STUDY GROUP 8

During 1994, a series of contributions from the United Kingdom discussing
security in facsimile were submitted to Study Group 8. Three Contributions, COM
8-59, COM 8-60 and COM 8-61 discuss "Security Requirements for Group 3
Facsimile", "Proposed Security System for Group 3 Facsimile", "Incorporation of
Security Features into Recommendation T.30" respectively. The first of these
three contributions, COM 8-59, reviews secure facsimile requirements and
recommends the use of the Hawthorne Key Management (HKM) System. In
addition, this contribution gives a brief description of the HKM system and the
HFX40 encryption system. Contribution COM 8-60 provides a further description
of the registration and automatic modes within the HKM system. COM 8-61
proposes a method of incorporating the features needed for HKM system within
Recommendation T.30. Two delayed contributions to Study Group 8, D152 and
D153, describe in detail the HKM key management system and HFX40 encryption
system respectively. In contrast to the Contributions submitted by France
Telecom, which did not address the specific algorithms to be used to achieve
secure facsimile services, these contributions outline a specific approach to the
exclusion of others. The following is a detailed review of each of the United
Kingdom contributions.

4.1 COM 8-59

COM 8-59, "Security Requirements for Group 3 Facsimile", reviews the
security requirements for Group 3 facsimile, details the shortcomings of the
existing approaches and then proposes the use of the Hawthorne Key Management
system along with its associated encryption algorithm, HFX40, to meet the
security requirements for Group 3 facsimile. The following is a summary of COM
8-59.

4.1.1 Encryption and Key Management Systems

COM 8-59 begins with a review of the key management requirements for
the following three encryption systems:

- Private Key Encryption Systems
- RSA Public Key encryption System
- Diffie-Hellman System

It details the deficiencies with each of the above systems. The private key
encryption system’s primary problem is the management of the extremely large
number of keys to support a worldwide facsimile network. The RSA Public Key
encryption system’s primary problem is the generation of a unique set of large
prime numbers for every facsimile terminal and the high cost of generating those
prime numbers. The Diffie-Hellman system’s primary problem is that while it
provides security on line, it does not guarantee authentication of the sender. An
additional problem is that it requires prime numbers greater than 120 decimal
digits.




4.1.2 Hawthorne Key Management System

The contribution then proposes the use of the Hawthorne Key Management
(HKM) System as an alternative to the above approaches. The following
advantages of the HKM system are listed:

- Instead of large prime numbers the HKM system uses random length
strings put in the facsimile terminal by the manufacturer.

- The operation of decrypting a message authenticates both the sender
and the receiver.

- A registration procedure is used only once to exchange the
information required to secure all future transmissions.

- The key management encryption algorithm can be used as the data
encryption algorithm (HFX40) reducing the implementation
complexity.

COM 8-59 also gives a brief description of the encryption algorithm
(HFX40). The algorithm is capable of handling multiple primitives made up a set of
variables. These variables are built from the strings stored within the facsimile
terminal when manufactured and from the public facsimile numbers of the sender
and receiver. Using the primitive constructed by these variables and the HKM
algorithm a facsimile message can be transmitted securely from sender to receiver.
As stated in the contribution, the purpose of HKM is to allow two terminals with
hidden and unknown variables in each to send and receive secure messages. In
order to achieve this, the terminals must develop some mutual secret (e.g. the
above primitive) so that their message cannot become known to a third party. This
mutual secret (primitive) is developed during the above mentioned registration
procedure.

In addition, the contribution explains that the HFX40 encryption algorithm is
based on a 40 bit key which will satisfy the requirements of some Government
agencies which maintain security of state for various countries (e.g. U.S.). It also
states that a 40 bit key is considered strong enough for all commercial applications
but that the algorithm can accommodate other key strengths, for example HFX32,
HFX48 or HFX56. The conclusion of the recommendation is that the HKM system
should be adopted by Study Group 8 to provide security within Group 3 facsimile.

4.2 COM 8-60

COM 8-60, "Proposed Security System for Group 3 Facsimile” is a detailed
description of the registration and automatic modes required by the HKM system.
The registration mode is the means by which the MUTUAL PRIMITIVE is generated
and transferred between the sending and receiving terminals in a secure manner.
The automatic mode is the mode used for the actual transmission of the encrypted
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message between the sender and receiver using the predefined MUTUAL
PRIMITIVE.

4.2.1 Registration Mode
The operation of registration mode is as follows:

- In a secure environment outside the actual transmission, the sender
and receiver agree on a 6 digit secret one-time key.

- Using the UNIQUE IDENTITY STRING and the UNIQUE CRYPT STRING
embedded within the facsimile terminal by the manufacturer and the
last 6 digits of the sender’s and receiver’s facsimile numbers a 64
digit primitive of HKM is formed. The UNIQUE CRYPT STRING is then
encrypted using the 64 digit primitive generating the 16 digit MUTUAL
PRIMITIVE.

- The MUTUAL PRIMITIVE is encrypted using the 6 digit one-time key
and is sent to the receiving terminal in the form of a 19 digit
TRANSFER KEY.

- The receiver using the one-time key as primitive decrypts the
TRANSFER KEY to recover the MUTUAL PRIMITIVE.

- The receiver then encrypts the MUTUAL PRIMITIVE using its own 64
digit primitive comprised of it’s UNIQUE IDENTITY STRING, UNIQUE
CRYPT STRING, and the last 6 digits of the sender’s and receiver’s
facsimile numbers.

- The output of this encryption is a REGISTERED CRYPT STRING that
the receiver sends to the sender for use in subsequent "automatic”
transmissions.

Shown in Figure 4.1 is the flow diagram of the registration process. ltems marked
with an "*" are retained within the facsimile machine. Once the MUTUAL
PRIMITIVE has been defined, the HKM algorithm provides the means for the
selection of a secret session key and the method by which the key is sent to the
receiving terminal. This registration process defines a MUTUAL PRIMITIVE for one
direction only and must be repeated for the reverse direction.
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4.2.2 Automatic Mode

Automatic mode is the mode used for the actual transmission of the
encrypted document. Using the MUTUAL PRIMITIVE defined during the
registration mode the transmission of the document proceeds as follows:

- Sender recreates the MUTUAL PRIMITIVE.
- Sender creates a 12 digit random session key.
- The random session key is encrypted using the MUTUAL PRIMITIVE.

- The encrypted session key and the REGISTERED CRYPT STRING are
sent to the receiving terminal within the T.30 protocol.

- The receiving terminal decrypts the REGISTERED CRYPT STRING
using its 64 digit primitive recreating the MUTUAL PRIMITIVE.

- The receiving terminal then decrypts the encrypted random session
key with the MUTUAL PRIMITIVE.

- The receiving and sending terminal now both have the session key
and the encrypted document can be exchanged securely.

Shown in Figure 4.2 is the flow diagram of the automatic mode. Items marked
with an "*" are retained within in the facsimile machine.

As with COM 8-59, this contribution recommended the use of the HKM
Encryption System for Group 3 facsimile. It also mentioned that the HKM System
is patented. Chantilley Corporation LTD, the holder of the patent, has
subsequently submitted TD 3094 to Study Group 8 stating their willingness to
conform to Section 2.2 of the TSB Patent Policy.

4.3 COM 8-61

COM 8-61, "Incorporation of Security Features into Recommendation T.30"
describes how the registration mode and automatic mode required for the HKM
system can be incorporated into Recommendation T.30. The contribution also
discusses the limiting of local access to received messages. The following
sections detail the contents of the contribution.

4.3.1 Changes to Recommendation T.30

In this contribution it was proposed that two additiona! bits be added in the
Digita! identification signal (DIS) and Digital transmit command (DTC) to indicate
that a terminal has security capabilities and also the ability to store messages,
limiting local access. The associated bit in Digital command signal (DCS) would be
used to indicate the activation of the corresponding feature.
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4.3.2 Registration Mode

Registration mode requires the manual entry of a one time key previously
agreed to by the sender and receiver. Since the entry of this key and the initiation
of registration mode is manufacturer dependent, it was stated that this was
outside the scope of ITU Recommendation. It was suggested that the call be
initiated in the normal way with the Transfer Key being sent in coded character
mode. Similarly the Registered Crypt String would be sent from the receiver to the
sender in coded character mode.

4.3.3 Automatic Mode

This mode requires the transmission of the Registered Crypt String and the
Encrypted Session key prior to the message. It was proposed that the Registered
Crypt String be sent in the Password information field and the Encrypted Session
Key be sent in the sub-address information field. The encryption bit being set in
the DCS would tell the receiving terminal that security was being used and to
interpret the field accordingly.

4.3.4 local Access

When the appropriate bit is set in the DIS, the receiver indicates that it has
the ability to save messages into a memory store that will not be displayed until
the intended recipient retrieves it. In the DCS, the setting of the corresponding bit
indicates to the receiver that the message is to held in memory. The contribution
indicated that the actual operation and instructions required to use the message
store feature were outside the scope of ITU Recommendations.

4.4 Delayed Contributions D152 and D153 to Study Group 8

in support of COM 8-59, COM 8-60 and COM 8-61, The United Kingdom
submitted delayed contributions D152 and 153. Delayed contribution D152,
"Details of the HKM Algorithm and Example of its Use", describes the HKM key-
management algorithm and its use. Delayed contribution D153, "Proposed
Security System for Group 3 Facsimile - The HFX40 Algorithm”, describes the
HFX40 message encryption algorithm and it use. With these contributions, the
details of the algorithms can be studied to insure that they will fulfill the security
requirements of Group 3 facsimile. These delayed contributions have been
included in Appendix A.




5.0 CONFIDENTIALITY, KEY MANAGEMENT AND AUTHENTICATION SYSTEM
FOR AUDIOVISUAL SERVICES - STUDY GROUP 15 CONTRIBUTIONS

In 1994, a series of contributions from the United Kingdom discussing
security in facsimile have been submitted to Study Group 8. Three Contributions,
COM 8-59, COM 8-60 and COM 8-61 were discussed in detail in the previous
section. In contrast to the contributions submitted by France Telecom, which did
not address the specific algorithms to be used to achieve secure facsimile services,
these contributions outline a specific approach to the exclusion of others. In
response to the U.K. contributions, Siemens submitted delayed contribution D191,
"Comments to Incorporation of Security Features into facsimile GR.3". This
contribution mentioned the similarities between work being done within Study
Group 8 regarding security requirements for Group 3 facsimile and work within
Study Group 15 regarding security requirements for audiovisual services. This
section will review the two recommendations adopted by Study Group 15, ITU-T
H.233 - "Confidentiality System for Audiovisual Services” and ITU-T H.234 -
"Encryption Key Management and Authentication System for Audiovisual Services.

5.1 Confidentiality System for Audiovisual Services - H.233

A privacy system consists of two parts, the confidentiality mechanism or
encryption process for the data, and a key management subsystem.
Recommendation H.233 describes the confidentiality part of a privacy system
suitable for use in audiovisual services conforming to Recommendations H.221,
H.230 and H.242. Although a confidentiality system requires the use of an
encryption algorithm, H.233 does not specify one. The system allows for more
than one specific algorithm. The following reviews the confidentiality system
described in H.233.

5.1.1 Characteristics of the System’s Confidentiality
The characteristic of the systems confidentiality are as follows:
- Confidentiality is independent of the other services provided by the
system. Encryption keys are provided to the system by one of the
methods described in the draft Recommendation on Authentication

and Key Management (H.234), or may be manually entered.

- Confidentiality is given to user audio, video and data transmissions
with all signals encrypted with the same key.

- The system is independent of the encryption algorithm used.




5.1.2 Encryption Algorithm Specification

As mentioned previously, no encryption algorithm is specified in H.233. In
H.233 one byte has been defined as an algorithm identification. Currently the
following algorithm identifiers are assigned:

O - Not aliocated. Reserved for future use.

1 - "FEAL" - See Appendix II.1 of H.233

2 - "DES"™ Mode 1 - See Appendix 1.2 of H.233

3 - "Reserved for "DES" Mode 2 - See Appendix I1.2 of H.233
4 - "Reserved for "DES" Mode 3 - See Appendix 11.2 of H.233
5 - B-CRYPT - ISO/IEC 9979 algorithm register no. 0001

6 - IDEA - ISO/IEC 9979 algorithm register no .0002

7 - BARAS (ETSI) - ISO/IEC 9979 algorithm register no. xxxx

Other values are reserved for future use.

5.2 Encryption Key Management and Authentication For Audiovisual Services -
H.234

The second part of a privacy system is the key management subsystem.
Recommendation H.234 describes authentication and key management methods
for a privacy system for use in audiovisual services conforming to ITU
Recommendations H.221, H.230 and H.242. As is stated in H.234, privacy is
achieved by the use of secret keys. The keys are loaded into the confidentiality
part of the privacy system and control the way in which the transmitted data is
encrypted and decrypted. If a third party gains access to the keys being used then
the privacy system is no longer secure. The handling/maintenance of keys by the
users is thus an important part of any privacy system. Three methods of
encryption key management are described in H.234: ISO 8732, Diffie-Hellman and
RSA. Additionally, for cases where automated key management is not practical,
an alternative such as manual key management can be used. The following
reviews each of the encryption methods.

5.2.1 1SO 8732

ISO 8732 is based on manually installed keys in systems that provide a high
measure of protection, and then an automated exchange of keys encrypted under
- the manually distributed keys. The algorithm used for encrypting the automatically
distributed keys is usually the same as that used to encrypt the message itself.
The security of the automatically distributed keys is directly dependent on the
security of the manually distributed keys.

The automatically distributed keys may be used for a single session, or for
multiple sessions in a given time period (e.g. a month). ISO 8732 contains
protocols not only for the automated exchange of information between the two
terminals, but also physical protocols for ensuring the security of the manual
distribution of keys as well.
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5.2.2 Extended Diffie-Hellman

Extended Diffie-Hellman is a simple yet secure method of key management
which generates and exchanges keys automatically via the system itself (this key
exchange is itself encrypted). It requires no action from the users until the keys
have been exchanged; at which point they are asked to confirm verbally that the
same check sequence is displayed at each terminal. This method is more then
sufficient to prevent outsiders form listening in on an audiovisual call carried over a
satellite channel. To defeat the system, it would be necessary for a third party to
intercept completely the bi-directional communication before encryption has been
activated, and to exchange keys with both parties, pretending to each that it is the
other legitimate party. As was stated in Section 4.1.1, the Diffie-Hellman method
does not provide authentication.

5.2.3 RSA Method

The third method specified in H.234 is the "RSA Method" and is very similar
to the public key method specified in Recommendation X.509 and uses the RSA
algorithm. The RSA algorithm was developed by Ron Rivest, Adi Shamir, and
Leonard Adleman as a public-key cryptosystem for both encryption and
authentication. A public-key cryptosystem (or asymmetric system) is one where
each user has a pair of keys: a public key and a private key. A user’s public key
can be freely distributed or stored in a global directory for general use. The private
key is known only to the individual user. Within the RSA method of key
management a session key is exchanged between the two users by encrypting it
with a user’s public key and transmitting it to the receiving terminal. The receiving
terminal then decrypts the session key using their private key. The use of the RSA
Method also provides for authentication.

The RSA method does require the establishment of a security agency
(Certification Authority) that is available to all users who wish to communicate
with each other. This agency would probably be a multi level entity existing at the
local, national and global levels. The certification process is done "off-line" and
relies on the integrity of the agency. This authentication/certification process
allows the parties involved to be identified to each other in an assured manner, and
can be operated in multipoint as well as point-to-point calls.

5.2.4 Manual Key Exchange

Manual key exchange is defined as the user entering Key Encryption Keys
directly into terminals without message exchanges within the protocol being used.
The same key is entered at both locations. The key length is encryption algorithm
dependent. The actual method for entering the keys into the terminal is terminal
dependent, but could be as simple as using a telephone keypad to enter the binary
bit pattern of the encryption key.




Manual entry of the key may occur prior to initiating the call, or while the
call is in progress. The users may decided to invoke encryption while in a
conference, enter a key using the interface provided by the terminal, and then
begin encryption through the terminal’s user interface.




6.0 SUMMARY AND RECOMMENDATIONS
6.1 Summary

Temporary Document 3081, a liaison statement form Study Group 1 to
Study Group 8, specified the following security services as required services for
Group 3 and 4 facsimile.

- Authentication of sending machine
- Authentication of sending human

- Authentication of receiving machine
- Authentication of receiving human

- Message Integrity

- Protection against replay

- Confidentiality on line

- Local access to messages

Based on a review of all contributions to Study Group 8 regarding security services
for Group 3 and Group 4 facsimile, the approach outlined in COM 8-30 and it's
subsequent supporting documents from France Telecom best meet the above listed
requirements. These documents address both Group 3 and Group 4
implementations and do not limit the encryption method used to achieve the
required services. In various documents, specifically D191 from DBP Telekom,
Germany and D199 from Siemens, the use of a specific encryption algorithm, as
proposed by the U.K contributions, is questioned. The approach of France
Telecom allows the specification of the encryption algorithm to be negotiated
within the protocol the same as is done in Recommendation H.234 for Audiovisual
Services. This approach allows for encipherment issues to be handled on a
national basis. As was noted in D191, this approach allows the use of the HKM
System along with RSA or Diffie-Hellman for key management if users require it.
Additionally it is not clear how authentication of sending and receiving humans can
be achieved in the proposed Group 3 implementation of the HKM system.

6.2 Recommendations

Their are various ongoing activities within the United States regarding
encryption that could impact Group 3 and Group 4 facsimile. Congressional
hearings, both in the senate and the house, were begun addressing the status of
the clipper chip. The administration would like the clipper chip to be a national
standard for encryption. This has caused a great deal of controversy within the
encryption community primarily because of the escrowing of the encryption keys
with a government agency so that they can be retrieved by law enforcement
officials for surveillance activities. In addition, a bill was introduced by Rep Maria
Cantwell from Washington, HR 3627 - Cantwell Cryptography Export Bill, that
would loosen controls on the export of encryption software. Currently most
encryption technology beyond a certain strength ( greater than 40 bit encryption
keys) cannot be exported from the U.S. Because of this limitation, software and
hardware products must be built with an "inferior™ encryption technology if they
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are to be exported. U.S. manufacturers maintain that they cannot compete in a
global market with this limitation. The administration is currently reviewing all
encryption regulations. Until the review is complete, all export regulations remain
in place. Both these activities should be monitored during the next year.

As was detailed in this report, there is a significant amount of work going on
within ITU Study Group 8 with regard to secure facsimile. Since the ITU issues all
recommendations governing the use and implementation of facsimile on the
international level, all activities should be monitored. Specifically, Study Group 8
has established a list of 13 questions regarding security (TD 3140). It has
requested contributions answering these questions. All contributions submitted to
Study Group 8 in response to these questions should be reviewed.
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Title : Details of the HKM Algorithm and Examplies of Its Use
1. n ion

Contributions COM 8-59 and COM 8-60 refer to two cipher aigorithms HKM and HFX40. These aigorithms are based
on the same principles but are used in different manners, with different parameters. The HKM algorithm is used for
secure key ranster and HFX40 s used for the secure ransfer of the main facsimile message. This paper describes
the HKM key-management aigorithm and its use.

2 Background

The encryption aigorithm uses a number of machine-specific identifiers or primitves, and an encryption key to provide
the input numbers for caicutations using modular arithmetic. The modusi for the modutar arithmetic are provided by a
number of special prime numbers. The output of the modular arithmetical processes is an extremely fong, ireversible
pseudo random sequence, (PRS), thatis combined with the message. Only by possessing the key is it possible to
recreate the message.

This results in secure transfer of the Mutual Primitive during Registration Mode and of the Sessicn Key during
Automatic Mode.

3 I KM Algori

The HKM algorithm describes the rules for the computations carried out using these numbers during the Registration
Mode and Session Key transfer. The rules are best explained using numerical examples.
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31 Stored information
The HKM algorithm requires some information to be stored in each facsimile machine.
All machines are equipped with the same 1S prime numbers

32603 32507 32183 32003 31847 31607 31583 31547 31258 31139
30803 30539 30467 30347 30323 30203 29879 29759 29663

The 18 prime numbers are included to give an increased range of selection for the secure transfer of the document
using the HFX40 algorithm which is described in COM 8-D

Each machine is also equipped, by some suitable process. with two randomily generated decimal digit numbers. These
are the 48 digit Unique (dentity String and the 16 digit Unique Crypt String.

Forexample:  Unique Identity String = 345092978336094 172898029844342879120986727823781
and Unique Crypt String = 1333908734565521

The Unique identity String and Unique Crypt String are used with other identifying numbers to form the primitives for the
HKM aigorithm.

32 Registration Mode

The user at the sending facsimile machine selects the Registration Mode and enters the destination address of the
receiving facsimile machine with which registration is to take ptace. The fast six digits of the destination address
together with the last six digits of the address of the sending machine form the basis of the other identifiers used by the
aigorithm. The user is aisc prompted to enter the agreed secret One-Time Key.

3.21  The next step is to generats the Transfer Key at the sending terminal and send it to the recsiving terminal.
This is generated using the telephone numbers of the sending and receiving machines, the One-Time Key, the Unique
Identity String and Unique Crypt String pius the first nine prime numbers, as explained below.

For exampie Last six dgits of sender’s address = 642092
Last six digits of receiver's address = 538249
Secret One-Time key = 582617

The basic aigorithm uses the primes as modui for perfarming modular arithmaetic using phase and base numbers.
Modular arithmetic is used to kmit the size of the numbers generated. The phase and base numbers are generated as
foliows:

A 64 digit primitive is formed by concatenating the Unique identity String and Urique Crypt String.

This primitive is then spiit into two 32bit strings and the phase values (P(0) to P(8)) are cbtained from the first 32bits and
the B values {B(0) to B(8)) are cbtained from the second 32bits. The phase values are derived by dividing the first

- 32bits into 7 sets of 4 digits and 2 sats of 2 digits. The base vaiues are denved in exactly the same way from the
second 32bits.

The P vales are modified by adding incremental products of 101 and the B values are modified by aading incremental
products of 79. The modification by 101 ana 72 Is used to ensure that modulation by the prime number st@rts as soen

as possible.
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Using the exampies above the P and B vaiues are derived as shown below:

Expanded Primitve = 345092978336094 1728980298443428791209887278237811333308734565521

P(O) 3450 + O * 101 = 3450 BO) 9120 +0* 79 = 9120
P(1) 9287 + 1 * 101 = 9398 B(1) 9887 + 1 * 79 = 9966
P2} 8336 + 2 * 101 = 8538 B(2) 2782+ 2" 79 = 2840
P(3) 941 + 3 " 101 = 1244 B(3) 3781 + 3" 79 = 4018
P(4) 7289 + 4 * 101 = 7693 B(4) 1333+ 4- 79 = 1649
P(5) 8029 + 5~ 101 = 8534 B(5) 9087 + 5" 79 = 9482
P(6) 8443 + 6 * 101 = 9049 B(6) 3456 + 6 * 79 = 3930
P(7) 42 + 7 " 101 = 749 B(7) 55+7* 79= 608
P(8) 87 + 87101 = 395 8(8) 21+ 8" 79= 653

The six digit components of the sender’s ard receiver's telephone numbers are spit into two three digit groups. These
are used to modfy the first four vaiues of P(0) to P(3) to give new valies to P(0) to P(3).

P(0) = 3450 + 642 = 4092
P(1) = 9398 + 092 = 9490
P(2) = 8538 + 538 = 9076
P(3) = 1244 + 249 = 1493

33 Calculstion of the Mutual Primitive

The 9 primes, the 9 P values and the 9 B vaiues are used according to the HKM aigarithm to generate a pseudo random
sequence (PRS) of numpers (mod 10). One number is generated per digit of the ‘message’, which for Regstration
Mode is the Unique Crypt Sting. The PRS is added (mod 10) to the Unique Crypt String to form the Mutual Primitive.

331  Example Caiculstions to Form the Mutusl Primitive

Mocuar anithnetic is carried out using sets of a prime number and a P and a B vatue. The prime number being used as
the modulus.

For example, for the first set ie P(0), B(0) and the first prime number:

P(0) is mustiplied by B(0)
4092 * 9120 = 37318040
37319040 (mod the first prime) = 37319040 (mod 32603) = 21208

21208 is men used as he new phase vaiue and is multiplied by the tase vaiue (B(Q))
21208 * 9120 = 193416960
193416860 (mod the first pime) = 193416960 (mod 32603) = 15364

This process is cammied out 8 total of 16 times (corresponding to the number of digits in the Unique Crypt String). ftis
aiso repaated for the remaining 8 sets of primes, base and phase vaiies.

The resutts of the first calcutation for each of the § prime, B and P “sets” are edded. The resutt is added (moduio 10} to
the first digit of the Unique Crypt String to form the first digit of the Mutual Primitive. The process is repeated for each

digit of the Unique Crypt String.

Table 1 shows the results of the above operations to produce the Mutual Primitive 68822 13308628038 from the
Unierypt String.
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34 Calcuiation of the Transfer Key

3.41  The Mutual Primitive is encrypted by the HKM algorithm to form the Transfer Key using the 6 digit One-Time
Key.

The One-Time Key is expanded by concatenation to form a 64 digit primitive for the HKM algorithm as in Section 3.2
above. The S Phase and 9 Base values are formed from the expanded primitive in 8 similar way 1o that in Section 3.3.
There is however no moedification of P(0) to P(3) by the addition of other numbers,

342 For exampie. using a One-Time Key = 582617. the procedure and resutts of the calcuiation to form P(0) to
P(8) and B(0) to B(8) are as shown below:-.

Expanded Primitive (expanded to 64 digits by repetition of the One-Time Key)
= §82617582617582617582617582617582617582617582617582617582617582¢6

PO) 5826 + O * 101 = 5826 B(O) 2617 + 0™ 79 = 2617
P(1) 1758 + 1 * 101 = 1859 B(1) 5826 + 1" 79 = 5905
P(2) 2617 + 2 * 101 = 2818 B(2) 1758 +2° 79 = 1916
P(3) 5826 + 3 " 101= 6128 B(3) 2617 +3 * 79 = 2854
P(4) 1758 + 4 * 101= 2162 B(4) 5826 +4 " 79 = 6142
P(S) 2617 +5 * 101= 3122 B(5) 1758 +5 " 79 = 2153
P(6) 5826 + 6 " 101= 6432 B(6) 2617 +6 ™ 78 = 3091
P(7) 17 + 7 °101= 724 &7 58 + 7 78 = 611
P(8) 58 + & * 101> 886 .B(8) 26+ 8" 79= 658

343 The P values, P(0)to P(8), the B values. B(0) to B(8) and the 9 primes are used according to the HKM
aigorithm in the same way as in Section 3.3 above. The Mutual Primitive 6882213309628039 forms the message and
is added (mod 10) to the PRS. The Mutuel Primitive is thus encrypted by the HKM aigorithm to form the Transfer Key.
Table 2 shows the resutts of the above operations to produce the Transfer Key from the Mutual Primitive.

The 18 digit Transfer Key, 5748346707475334. is sent to the receiving machine.

4. DECRYPTION OF THE MUTUAL PRIMITIVE AT THE RECEIVER

41 Using the HKM aigorithm and the secret One-Time Key the receiving machine carries out the same processes
as thoee carmied out by the sending machine in its’ creation of the Transfer Key. The same PRS is generated: however
this is subtracted (moa 10) from the Transfer Key which forms the ‘message’. This subtraction process decrypts the
Transfer Key 1 provide the Mutual Primitive. '

This is shown below using the same exampies as above:-

Calcuiation of the P and B values:-

Expanded Primitive (expanded to 64 digits by repetition of the One-Time Key)
5826175826175826175826175826175826175826175826175826175826175826

P(O) 5826 + 0 * 101= 5826 B(O) 2617 + 0" 79 = 2617
P(1) 1758 + 1 * 101= 1859 B(1) 5826 + 1 * 72 = 5905
P(2) 2617 + 2 * 101= 2819 B(2) 1758 +2* 79 = 1916
P(3) 5826 + 3 * 101= 6129 B(3) 2617 + 3 * 79 = 2854
P(4) 1758 + 4 * 101= 2162 B(d) 5826 + 4 * 79 = 6142
P(5) 2617 + 5 * 101= 3122 B(5) 1758 + 5 ° 79 = 2153

P(6) 5826 + 6 * 101= 6432 B(6) 2617 + 6 * 79 = 3091
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P(7) 17 + 7 101= 724 8(7) 58+ 7°" 79= 611
P(8) 58 + 3 * 101= 366 B(8) 26+8°79= 658

The P and B vakues are then used together with the prime numbers as before to derive the Mutual Primitive.

The Mutuai Primitive = 6882213309628039 is recovered as shown in Table 3.

S. Creation of the Registered Crypt String

51 Folowing the same procedures as detailed in 3. the receiver spiits and medifies its own 48 digit Unique identity
String and the 16 digit Unique Crypt String to form the P and B values. The last € digits from the telephone numbers of
sender and of the receiving machine are usad with the P and B numbars as before. These are used following the rules
of the HKM sigorithm as described in 3 above to develop a PRS which can be added to the Mutual Primitive. This
encrypted Mutual Primitive is the Registered Crypt String which can be communicated openty. it does not need to be
stored at the receiver but is sent back to the sender. it is used by the sender when communicating with this receiver
when working in the encrypted mode.

51.1 Generation of P vakies and B values

Unique Identity String = 973557693837783148353700167436722873448819767357
Unique Crypt String = 7598247578649467

Expanded primitive = 9735576933377831483537091674367228734498197673577538247578649467

P(O) 9735+ 0 * 101= 9735 B{0) 2873+ 0 * 79= 2873
P(1) 5769 + 1 " 101= 5870 B(1) 4488 + 1 * 79= 4577
P(2) 3837 + 2 * 101= 4039 8(2) 1976 +2* 79= 2134
P(3) 7831 + 3 * 101s= 3134 B(3) 7357 + 3" 79= 7504
P(4) 4835 + 4 * 101= 5239 B4) 7598 + 4 ° 79= 7914
P(5) 3709 + 5 * 101= 4214 B(5) 2475+ 5° 79= 2870
P(6) 1674 + 6 * 101= 2280 B(6) 7864 + 6 ° 79= 8338
P(7) 36+ 7 ° 101s 743 B(7) 94 + 7% 79= 647
P8) 72+ 8 101= 380 8(8) 67+ 8" 79= 699

5.1.2  P(0), P(1). P(2) and P(3) are then modified as before by the last six digits of the sending and receiving
machine telephone numbers.

642092
538249

Last six digits of sender’s address
Last six digits of receiver's address

P(0) = 9735 + 642 = 10377
P(1) = 5870 + 092 = 5362
P(2) = 4039 + 538 = 4577
P(3) = 3134 + 249 = 8383

5.1.3 The P and B vajues are then used in conunction with the prime numbers in exactly the same way as before to
generate a PRS. The PRS is then added (mod 10) to the Mutual Primitive ta obtain the Registered Crypt String.

Table 4 shows the resuits of calculations to produce the Registered Crypt String from the Mutuat Primitive.

The Registered Crypt String 0060055468650340 is sent 1o the sending machine where it is stored associated with the
receiving machine address.




8. THE USE OF THE HKM ALGORITHM IN AUTOMATIC MODE

The HKM algonthm is used in Automatic Mode te re-create the Mutual Primitive at both sending and receiving machine
and to securely transfer the Rangom Session Key to be used 1o encrypt the main Facsimile message

The rules of the algorithm are however exactly the same as those previously described for Registration Mode, Paras 3 .
and 4 above.

8.1 Use at the Sending Machine

To send a message securely the user at the sending machine enters the destination address with which registration has
been carried out.

6.1.1  Recaicuation of the Mutai Primitive

To re-create the Mutual Primitive the same prime numbers. pnmitives and modifiers are used. The last 6 digits of the
address are used exactly as qunng the criginal Registration Mode (see Table 1),

6.1.2 The sending machine generates a 12 digit Random Session Key and a four digit Random String for each call,
The HKM aigorithm is used with the Random String and the recreated Mutuat Primitive 1o encrypt the Random Session
Key. This procedure is shown below assuming a Random String 3958 and a Random Session Key 757844058916,
6.1.3  Caiculation of the Encrypted Session Key

6.1.4 Calcuiation of the P and B Values.

Expanded primitive (by repeating the Mutual Primitive) =
688221330962803963822133096280396882213309628039688221330962803%8

P(0) 6882 + 0 * 101= 6882 BO) 6882 +0° 79= 6882
P(1) 2133 + 1 ° 101= 2234 B(1) 2133+ 1° 79= 2212
P2) 962+ 2~ 101= 1164 B(2) 962+ 2° 79% 1120
P(3) 8039 + 2 * 101= 8342 B(3) 8039 + 3 * 79= 8276
P(4) 6882 + 4 * 101= 7286 B(4) 6882+ 4 79= 7188
P(S) 2133 + 5 * 101= 2638 B(S) 2133+ 5" 79= 2523
P(6) 962 + 6 * 101= 1568 BE) 962+ 6" 79= 1436
»7) 80 + 7 101s 787 B(7) 80+ 7" 79= 633
P(3) 39 + 8 ° 101= 847 B(8) 39+ 8" 79s &71

6.1.5 The Random Sting is divided Into 2 sets of 2 digits and the first set Is added to P(0) and the second set 1o P(1)
{0 give new vaiues of P(Q)and P(1)-

P(0) = 6582 + 39 = 6921
P(1) = 2234 + 58 = 2292

6.1.6 The prime numbers, P and B values are then used in exactly the same way as before to generate a 12 digit
PRS. Table 5 shows the resutts of the caicutations fo produce the encrypted session key.

6.1.7 The sending machine sends the Registered Crypt String, the Random String and the Encrypted Session Key to
the receiving machine.

Registered Crypt String = 0060055488650240
Randem String = 3958
Encrypted Session Key = 359104518785
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6.2 Use at the Receiving Machine

6.2.1 The receiving machine decrypts the Registered Crypt String using the HKM algorithm and the P and B values
derived from its own primitives and the last € digits from the telepnone numbers of the sender and receiver as it did
when originally encrypting it as in Section 5. Decryption provides the receiver with the Mutual Primitive (see Tabie 6).
622 The Mutual Primitive is then used to recreate the Session Key:-

The Mutial Primitive is concatenated to give 64 digits from which P and B vaiues are derived as before.

Random String = 3958

Encrypted sessionkey = 359104518785

Expanded primitive s £8822133096280396558221330562803968822133096280396882213309628039
P(0) 6882 + 0 * 101 = 6882 B(0) 6882 +0 *79 = 6882
A 2133+ 1 * 101 = 2234 B(1) 2133 +1"79 = 2212
P(2) 962 + 2 * 101 = 1184 B(2) 962 +2 ° 79 = 1120
P(3) 8038 + 3 * 101 = 8342 B(3) 8039 + 3 “ 79 = 8276
B(4) 6882 + 4 * 101 = 7286 B(4) 6882 + 4 79 = 7188
P(5) 2133 +5 " 101 = 2638 B(5) 2133 +5°79 = 2528
P(6) 962 +6 * 101 = 1568 B(6) 862 + 6 * 79 = 1436
P(7) 80 + 7 * 101 = 787 B(7) 30 +7*79= 633
P(8) 39 +8 ° 101 = 847 B(8) 38+8°79= 671
Modification of P(0) and P(1)~

P(0) = 6882 + 39 = 6521
P(1) = 2234 + 58 = 2292

Using sets of primes, P and B velues a PRS is produced which is subtracted mod (10) from the 12 digit encrypted
session key to recraate the session key (see Table 7).

6.3 Once the Session Key has been securely exchanged the System is ready 1o securely transfer tha main
message using the Session Key with the HFX40 aigonthm. For details of this algorithm and examples of its use see the
COM &-Delayed Contribution D. /53
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QUESTION 8 ‘ Texto disponible solamente en

SOURCE : UNITED KINGDOM

TITLE : PROPOSED SECURITY SYSTEM FOR GROUP 3 FACSIMILE
THE HFX40 ALGORITHM

1. INTRODUCTION

ITU Contributions COM 8-58 and COM 8-60 refer to two cipher aigorithms HFX40 and HKM. These
algorithms are based on the same principies but are used in different manners, with different
parameters. The HFX4Q is used for the secure transfer of the main facsimile message and the
HKM algorithm is used for secure key management. This contribution describes the HFX40
message encryption algorthm and its use.

2 BACKGROUND

The encryption aigorithm uses a number of user-specific identifiers or primitive, and an encryption
key to provide the input numbers for calculations using modular arithmetic. The moduli for the
modular arithmetic are provided by a number of special prime numbers. The output of the modular
arithmetical processes are extremely long Pseudo Random Sequences (PRS) that are used to
encrypt the message. Only by possassing the encryption key is it possible to recreate the
message.

The proposed HFX40 algorithm uses a 12 decimal digit key, appreximately equivalent to a key
strength of 40 bits. The algorithm is sufficiently flexible to allow other key strengths to be selected if

necessary.

Contact person - Mr AT Bence Tel: +44 473 640 891
Fax +44 473 640 897




3. THE HFX40 ALGORITHM

The HFX aigorithm describes the rules for the computations carried out to provide the PRSs to be
used to provide the message encryption and decryption during Automatic Mode. The rules are best
explained using numericai examples.

The MFX aigorithm uses only the 19 System Modulating Prime Numbers of the information required
by the HKM algorithm to be stored in the facsimile machine:

32603, 32507, 32183, 32003, 31847, 31607, 31583, 31547, 31259, 31139
30803, 30538, 20467, 30347, 30323, 30203, 29879, 28759, 29663

4, USE OF THE HFX40 ALGORITHM IN AUTOMATIC MODE

4.1 To send a message securely the user at the sending facsimile machine enters the
destination address with which Registration has been carried out The sending machine sends the
Registered Crypt String associated with the receiving machine to the recetving machine. A 12 digit
Random Session Key is generated and sent securely ta receiving machine encrypted by the HKM
algorithm using the Mutual Primitive associated with the receiver as the encryption key. This
procedure is expiained in detail in COM 8.0. The main facsimile message is encrypted by the
HFX44 algorithm using the Session Key and sent to the receiver.

4.2 To match the complexity of the aigorithm to the size of the key the HFX40 aigorithm does
not use as many primes as the HKM algorithm to absorb the key. However to ensure the strength
of the encryption, three primes are seiected from the 19 stored for each call. The Random Session
Key is used to make the selection, as explained in the following sections.

43 Selection of Primes

The Random Session Key, for this example 149162536486, is split into four three digit groups.

The vaiue (mod 19) of the first group of digits is used to determine which number prime is
exchanged with the first prime in the table of System Modulating Primes. The value (mod 19) of the
second group determines which number prime is changed with the second prime and the value
{mod 19) of the third group is used to determine which number prime is changed with the third
prime. The first prime (32603) is number 0 and the last (286€3) is nurnber 18

32603, 32507, 32183, 32003, 31847, 31607, 31583, 31547, 31259, 31138
30803, 30538, 30467, 30347, 30323. 30203, 29879, 29758, 29663

431 Example of the Calcuiations to Select primes
Random Session Key = 149 162 536 496. the first three groups only are used

149 (mod 19) = 16, therefore prime 16 is exchanged with prime Q.
29879, 32507, 32183, 32003, 31847, 31607. 31583, 31547, 31258, 31138
30803, 30538, 30467, 30347, 30323, 30203. 32603. 29759, 29683
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162 (mod 19) - 10, therefore prime 10 is exchanged with prime 1
20379, 30803, 32183, 32003, 31847. 31607, 31583, 31547, 31259, 31139
32507, 30538, 30467, 30347, 30323, 30203, 32603, 29758, 28663

536 (mod 19) = 4, therefore prime 4 is exchanged with prime 2
20879, 30803, 31847, 32003, 32183, 31807, 31583, 31547, 31258, 31139
32507, 30529, 30467, 30347. 30323, 30203, 32603, 29759, 29663

The primes selected to be used are the first three in the table 29879, 30803 and 31847

432 Caleulation of P and B values

The Random Session Key generated for this transmission is spiit into € two digit groups. These are
modified to increase their size by adding 1024 to each; this ensures that moduiation starts as soon
as possible. The first three groups are used as the P vaiues. P(0). P(1) and P(2) and the second
three are used as the B vaiues, B(0), B(1) and B(2).

433 Example Calculation of P and B values

Random Session Key = 149162536496

P vaiues:
P(O) = 14+1024 = 1038  P(1) = 91+1024 = 1115 P(2) = 62+ 1024 = 1086
B values:
B(O) = 53+ 1024 = 1077  B(1) = 64+ 1024 = 1088  B(2) = 96+ 1024 = 1120

434 Calculation of the Pseudo Random Bit Sequences

The three primes selected as above are usad as the moduli for calculations carried out with the
Phase and the Base values in the same way as in other uses of the aigorithm. Moduiar anthmetic
is carried out using the first P and B values. The first of the three selected primes being used as
the modulus.

For exampile for the first set of prime, P and B:

The P value 1s muitiplied by the B value:
1038 " 1077 = 1117926
1117926 (mod the first pime) = 1117926 (mod 26879) = 12403

12403 is then used as the new Phase value and is muitiplied by the Base value:
12403 * 1077 = 13358021
3358031 (mod the first prime;) = 13358031 (mod 29879) = 2118




This process is repeated as coften as is necessary to generate tables which are used to encrypt the
message. It is also carried out for the remaining two sets of primes, bases and phases. As the
calculations are completed the corresponding (mod 2) vaiues of the results are stored in tabies X, Y
and Z for the duration of the call and are used to encrypt the Main Facsimile Message.

The three tables are of slightly different lengths but the length of each is a prime number. The X
table 1s 1021 elemnents iong, the Y table is 1019 elements iong and the Z table is 1013 elements
long. The first elements in each table are added (mod 2) to the first bit of the Main Message, the
second to the second and so on to the end of the message. VWhen the Main Facsimile Message
reaches 1013 bits the Z table 1s at its end. For the next message bit it starts again at its beginning.
When the Y table finishes it restars and similarly for the X table. As the ssguences run out of
phase the total message length before repetitior of the XYZ is approximately 10" bits.

43.5 Example of the algorithm generating three separate pseudo random bit streams.

Running Length 1021 1018 1013
X Y VA
Prime 209879 30803 31847
B(n) 1077 1088 1120
P(n) 1038 1115 1086
1 12403 11803 6134 1 1 0
2 2118 27816 22975 0 0 1
3 10282 13283 31471 0 1 1
4 18484 5297 24738 0 1 o]
5 7854 2975 31517 0 1 1
6 3001 2485 12564 1 1 o
7 5145 23818 27153 1 1 1
8 13550 9748 29322 o] 1 o
9 12398 10680 6383 0 0 1
10 26612 7109 15232 0 1 Q
11 7163 303¢% 21685 1 1 1
12 5768 10511 30986 1 1 0
* * * L 4 L * -
1011 25447 28597 19176 1 1 o]
1012 7376 2508 12242 0 0 0
1013 26017 15364 16830 1 0 0
1014 23686 10352 28023 o] 0 1
1015 23035 19881 16465 1 1 1
1016 8125 6822 1387 1 0 1
1017 27312 29616 24784 1 0 o}
1018 15165 2270 19343 4 o] 1
1019 18771 5520 8200 1 Q 0
1020 18163 28978 12064 1 0 0
1021 20685 26480 85852 1 0 4}
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S. AUTOMATIC MODE AT THE RECEIVER

The receiving machine re-calculates the Mutua! Primitive using the Registered Crypt String and 1s
then able to decrypt the Random Session Key using the HKM aigonthm as explained in COM 8-0.
The Random Session Key is used with the HFXAQ aigerithm in an identical way to generate and
store the same X, Y ang Z tables and tc use them in the same way as the sending machine to
decrypt the Main Facsimile Message.




