.

-

REPORT DOCUMENTATION PAGE

Form Approved
OMB No. 0704-0188

gathering

Public reporting burden for this collection of information is estimated to average 1 hour per response, including the time for
and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this
coltection of information, including suggestions for reducing this burden. to Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson
Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

reviewing instructions, searching existing data sources,

1. AGENCY USE ONLY (Leave blank) | 2. REPORT DATE

3. REPORT TYPE AND DATES COVERED

4. TITLE AND SUBTITLE

OPECHTIONAL CoMunId AVD CONTROL FoR el

6. AUTHOR(S)

MAT loe« L. S. Cocodey

5. FUNDING NUMBERS

7. PERFORMING ORGANIZATION NAME(S) AND ADDRESS(ES)

8. PERFORMING ORGANIZATION
REPORT NUMBER

9. SPONSORING / MONITORING AGENCY NAME(S) AND ADDRESS(ES)

10. SPONSORING / MONITORING
AGENCY REPORT NUMBER

11. SUPPLEMENTARY NOTES

12a. DISTRIBUTION/ AVAILABILITY STATEMENT

APPROVED FOR »UBLIC Rl LASE:
DISTRIBUTION UNLIMITED.

12b. DISTRIBUTION CODE

13. ABSTRACT (Maximum 200 words)

SEC  ATACHDY

(ra E""% 5 Ef:
{2 ELECT

9951031 050

14. SUBJECT TERMS o ,uT TASK FOllZ,
COMMBRD N> CondTol . | NCC | HCC | AF L,

CoMpPONENT DMMPRRNN GTFTE | A,

JFRCC AL ec :

{

15. NUMBER OF PAGES

13

(z, c2X CHL | manne component | wiv Hore componen/ 16. PRICE CODE
¢3, c& , cu :CL, ravl  tom Ioon.e,»rd . Ay COmIoOM,,,._-é—
17. SECURITY CLASSIFICATION ] 18. SECURITY CLASSIFICATION [19. SECURITY CLASSIFICATION [20. LIMITATION OF ABSTRACT
OF REPORT OF THIS PAGE OF ABSTRACT

NSN 7540-01-280-5500

Standard Form 298 (Rev. 2-89)
l:ruescnt;ed by ANSI Std. 739-18
298.102




GENERAL INSTRUCTIONS FOR COMPLETING SF 298

The Report Documentation Page (RDP) is used in announcing and cataloging reports. [t is important
that this information be consistent with the rest of the report, particularly the cover and title page.
Instructions for filling in each block of the form follow. It is important to stay within the lines to meet

optical scanning requirements.

Block 1. Agency Use Only (Leave blank).

Block 2. Report Date. Full publication date
including day, month, and year, if available (e.g. 1
Jan 88). Must cite atleast the year.

Block 3. Type of Report and Dates Covered.
State whether reportisinterim, final, etc. If
applicable, enter inclusive report dates (e.g. 10
Jun 87-30 Jun 88).

Block 4. Title and Subtitle. A titleistaken from
the part of the report that provides the most
meaningfu! and complete information. When a
report is prepared in more than one volume,
repeat the primary title, add volume number, and
include subtitle for the specific volume. On
classified documents enter the title classification
in parentheses.

Block 5. Funding Numbers. Toinclude contract
and grant numbers; may include program
element number(s), project number(s), task
number(s), and work unit number(s). Use the
following labels:

C - Contract PR - Project
G - Grant TA - Task
PE - Program WU - Work Unit

Element Accession No.

Block 6. Author(s). Name(s) of person(s)
responsible for writing the report, performing
the research, or credited with the content of the
report. If editor or compiler, this should follow
the name(s).

Block 7. Performing Organization Name{s) and
Address(es). Self-explanatory.

Biock 8. Performing Organization Report
Number. Enter the unique alphanumeric report
number(s) assigned by the organization
performing the report.

Block 9. Sponsorina/Monitoring Agency Name(s)
and Address(es). Self-explanatory.

Block 10. Sponsoring/Monitoring Agency
Report Number. (If known)

Block 11. Supplementary Notes. Enter
information not included elsewhere such as:
Prepared in cooperation with...; Trans. of...; To be
published in.... When areportisrevised, include
a statement whether the new report supersedes
or supplements the older report.

Block 12a. Distribution/Availability Statement.
Denotes public availability or limitations. Cite any
availability to the public. Enter additional
limitations or special markings in all capitals (e.g.
NOFORN, REL, ITAR).

DOD - See DoDD 5230.24, "Distribution
Statements on Technical
Documents.”

DOE - Seeauthorities.

NASA - See Handbhook NHB 2200.2.

NTIS - Leaveblank.

Block 12b. Distribution Code.

DOD - Leaveblank.

DOE - Enter DOE distribution categories
from the Standard Distribution for
Unclassified Scientific and Technical
Reports.

NASA - Leave blank.

NTIS - Leave blank.

Block 13. Abstract. Include a brief (Maximum
200 words) factual summary of the most
significant information contained in the report.

Block 14. Subject Terms. Keywords or phrases
identifying major subjects in the report.

Block 15. Number of Pages. Enter the total
number of pages.

Block 16. Price Code. Enter appropriate price
code (NTIS only).

Blocks 17.-19. Security Classifications. Self-
explanatory. Enter U.S. Security Classification in
accordance with U.S. Security Regulations (i.e.,
UNCLASSIFIED). If form contains classified
information, stamp classification on the top and
bottom of the page.

Block 20. Limitation of Abstract. This block must
be completed to assign a limitation to the
abstract. Enter either UL (unlimited) or SAR (same
asreport). An entry in this block is necessary if
the abstractis to be limited. If blank, the abstract
is assumed to be unlimited.

*U.8.GP0O:1691-0-3C5-778

Standard Form 298 Back (Rev. 2-89)




ABSTRACT

OPERATIONAL COMMAND AND CONTROL FOR JOINT AND COMPONENT
COMMANDS: INTEGRATION OR DUPLICATION?
by MAJ Lori L. S. Colodney, USA, 75 pages.

The focus of this monograph is to determine if present joint
and service component command and control (C2) doctrine,
organization, and support systems ensure adequate
interoperability when different services are brought
together to fight as part of a Joint Task Force (JTF).

Using an examination of the US-led invasion of Grenada on
October 25, 1983 as a point of departure, this paper
examines information flow, both voice and data, through
individual service command and control support systems in a
process called "stovepiping”. A discussion of the evolution
of doctrine, organization, and support systems, with regard
to command and control, follows in order to bring the
overall discussion into contemporary context.

Currently joint doctrine is not sufficiently mature to
provide operational commanders a standard joint task force
or service component organizational structure. Service
doctrine correctly accounts for uni-lateral missions, but is
very general about the joint environment. This general
nature leads to the development of temporary non-standard
organizational structures often requiring ad hoc procedures
and support systems employment to ensure interoperability.
Another challenge is the continuing budgetary austerity
which causes services to acquire systems with little regard
for joint requirements. The evidence shows that the past
decade has seen improvement, but change is still necessary.
Change forcing service component commands to plan for joint
interoperability will improve joint operational command and
control in the future.
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The focus of this monograph is to determine if present joint
and service component command and control (C2) doctrine,
organization, and support systems ensure adequate
interoperability when different services are brought
together to fight as part of a Joint Task Force (JTF).

Using an examination of the US-led invasion of Grenada on
October 25, 1983 as a point of departure, this paper
examines information flow, both voice and data, through
individual service command and control support systems in a
process called "stovepiping". A discussion of the evolution
of doctrine, organization, and support systems, with regard
to command and control, follows in order to bring the -
overall discussion into contemporary context.

Currently joint doctrine is not sufficiently mature to
provide operational commanders a standard joint task force
or service component organizational structure. Service
doctrine correctly accounts for uni-lateral missions, but is
very general about the joint environment. This general
nature leads to the development of temporary non-standard
organizational structures often requiring ad hoc procedures
and support systems employment to ensure interoperability.
Another challenge is the continuing budgetary austerity
“which causes services to acquire systems with little regard
for joint requirements. The evidence shows that the past
decade has seen improvement, but change is still necessary.
Change forcing service component commands to plan for joint
interoperability will improve joint operational command and
control in the future.
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Introduction.

Command and control has always been a fundamental concept of
military theories. 1Its relevance can be traced throughout man’s
recorded thoughts on war. The earliest examples appear in the
thoughts of Sun Tzu. He defines ideas very much like our modern
concepts associated with command and control in his first chapters
of Art of War.! Napoleonic theorists, such as Carl Von Clausewitz,
also dealt with the need for command and control as evidenced when

he wrote,

". . . the strategist must therefore define an aim for the entire
operational side of the war that will be in accordance with its

purpose. In other words, he will draft a plan of war, and
.Detailed orders can then be given on the spot [by the strategist on
the scene], allowing the general plan to be adjusted to the

modifications that are continuously required. The strategist, in
short, must maintain control throughout."?

Today, effective command and control remains an essential battle
cbmpoﬁént."Thé official history of Desért'Storm Stéteé that,
"Modérn command, control, and communications technology forms the
neurons and synapses that make agility possible by tying together
the brains and muscles of a field army."3 Clearly, an effective
system for command and control supports the successful employment
of armed forces.

The U.S. military defines command and control (C2) as "the
exercise of authority and direction by a properly designated
commander over assigned forces 1in the accomplishment of a
mission."* The concept embeds the separate definitions of the
words command and control into a mutually dependent concept dealing
with how the commander communicates his decisions to the force, and
then, monitors subsequent actions to ensure that subordinates are

1




operating in accordance with his operational vision. The commander
is responsible to use his collective experience, vision, and will
to achieve mission success.’ Control, though inherent in command,
is still thought to be more a staff function where all resources
are brought to bear to achieve the commander’s operational vision.®
These ideas, carried in tandem, create the synerqgy that is the
force behind command and control. The mechanism which binds
command and control together for the U.S. military is doctrine.
Warfighting doctrine reflects what a military institution
thinks about its role in the future and codifies these thoughts for
use.’” Historically doctrine has served as the both the binding
force and as the agent of change.? Doctrine influences how
commanders organize and execute battle plans. Commanders use
doctrine as a guide to create command enhancing systems such as in
the 19th cenfury with fortification systems or in the 20th century
with communications systems; basically making use of available
resources and technology to support their plan. These command and
control systems include a variety of resources, but most notably it
is a combination of organization and resource employment.?
Command and control is a process which is a defined for use
within doctrine and is evolutionary in nature as warfighters refine
how they conduct war. One area that has a significant impact on
doctrine is the rapid changes in technology. As systems used to
support the command and control process change and become more
powerful, the command and control process must evolve to adjust to

that change.'® Technological change also influences how operational




commanders shape their forces and how new tools for command and
control are employed.' As such, the organization and tools are
only as effective as the doctrine which helps the commander employ
his resources to the best advantage possible.

Part of the change inherent in modern. warfare is that
commanders at the operational level of war are asked more and more
to function within a joint task force (JTF) structure. Joint
operations; as well as joint doctrine, are moving to a new level of
maturity where multi?service environments are the rule, and not the
exception. As such, it is important to examine joint command and
control, both organizational structures and support systems, as
they relate to joint warfighting. The 1981 U.S. operation in
Grenada demonstrates problems associated with joint operations.
The general nature of joint doctrine that existed in 1981 had a
direct impact on the poor organizational structures andkineffectual
communications across service boundaries during operations in
Grenada. The result was poor command and control of the joint
force.

Using the Grenada operation as a point of departure, this
paper examines how the services use joint and service doctrine to
drive their own organizational structures and systems employment.
This examination will determine how well service specific doctrine,
organizational structure, and command .and control systems
compliment their joint counterpart. It is only through such an
analysis that one can discover whether or not joint doctrine

requires refinement to improve interoperability and, ultimately,




joint operational capabilities. In this way we can better serve
future joint commanders, and their task forces, since, as historian
Michael Howard points out, ". . . it is the task of military
science in an age of peace to prevent the doctrines from being too
badly wrong.""?

To this end, this analysis will bring forth conclusions as to
whether or not command and control systems that support joint
operations are integrated or duplicated. This evaluation will
determine if reworking joint doctrine will sufficiently synchronize
command and control support systems. The paper also will address
how well service component command and control doctrine,
organizational structure, and command and control systems meet both
the service’s internal needs as well as support joint warfighting
in the 21st century. Any weaknesses identified, and recommenda-
tions made, will be in the spirit of attempting to keep U.S. joint
doctrine from straying too badly wrong.

Methodology.

Before launching into a discussion of how to improve command
and control, it is necessary to understand what command and control
is not. It has become common practice among military professionals
to use command and control with additional derivatives such as
communications (C3), computers (C4), intelligence (C2I, C3I or
C4I), and information (C2I2, C3I2, or C4I2). This plethora of
acronyms, as well as other combinations, now are part of the
military lexicon. Using terms derived from command and control

implies each derivative is of equal importance. That is not true.




Added "C’s and I’s" to command and control (or C2 in the military
vernacular) muddies the water with respect to what is most
important; namely effectively supporting commanders in the act of
leading and deciding. However, it is a mistake to equate the means
of facilitating command and control with the ends which achieve it.
Communications systems, computer automation systems, intelligence
gathering systems, and information processing systems are all
simply support systems or, in other words, tools to enhance the
command and control process.

Commanders visualize the battle using products from available
systems. Present joint doctrine tries to keep command and control
as the separate and over-arching umbrella for which communications,
computers, information, and intelligence are subordinate supporting
systems. However, it does not successfully keep these added "C’s
and I;s" disentangled from command and control. Consider the joint

definition of command which is:

1. The authority that a commander in the Armed Forces lawfully
exercises over subordinates by virtue of rank or assignment.
Command includes the authority and responsibility for effectively
using available resources and for planning the employment of,
organizing, directing, coordinating, and controlling military forces
for the accomplishment of assigned missions. It also includes
responsibility for health, welfare, morale, and discipline of
assigned personnel. 2. An order given by a commander; that is, the
will of the commander expressed for the purpose of bringing about a
particular action. 3. A unit or units, an organization, or area
under the command of one individual."”

The doctrine then goes on to define command and control as the
means to exercise that authority and responsibility.’ It is in the
supporting joint doctrinal manuals that command and control becomes

diluted by the added "C’s and I’s"." This dilution of the term




command and control takes the emphasis away from command and tends
to focus on control. Command must remain the primary focus of
doctrine, organization, and C2 support systems if the armed forces
of the U.S. are to be successful in the future.

Joint doctrine serves as a guide to help structure a joint
task force so that major subordinate commands have a common point
of reference. Using doctrine as a guide, commanders develop
operational level organizational structures and use technology as
the linking tool. Technology provides the most dynamic means
within arrangements of personnel, equipment, communications,
facilities, and procedures to improve command and control systems.'
Through a combination of different types of staffs, a joint
commander desires are emplaced and command and control systems
employed to deal with the uncertainty and complexity of the modern
battlefield. This is a notable aspect of the modern command and
control process. However, it is still difficult to determine how
to split out, layer, and inter-relate staffs of joint and service
specific natures because of the vagueness of joint doctrine. This
is the reason that modern staffs are increasingly reliant on
technological systems to assist in the control process.

The "C’s," representing communications systems, computers; or
the "I’s," representing information or intelligence; .are the
present means to implement command and control in joint warfare.
As such, it 1is important to understand how these tools are
presently used in order to determine their effectiveness. The

measure of success in joint warfighting is how well technology




allows component commands to interoperate within a joint task
force. Technology makes a positive impact on behalf of modern
commanders. It allows friendly forces to bring fire to bear more
decisively and to maneuver more effectively. For example, there is
now a greater volume, as well as complexity, with regard to the
number of munitions delivery systems. There is increasing concern
with de-confliction of fires to prevent fratricide.' Command and
control support systems are used to track, order, and analyze
information so that staffs adequately control fires and also meet
the commander’s vision of how the battle should unfold. Staffs
would be unable to manage the increased amounts of information were
it not for data—processing.18 Data-processing allows joint
commanders to track enormous amounts of information over great
distances enabling them to synchronize forces on land, sea, and
air. Technology pfovides a way to sift rapidly througﬁ inconse-
quential data and find critical information.

The command and control system is the result of improved
understanding brought about by effective doctrine, organization,
and technology which strengthens the relationship between the
commander and his forces. This strengthened relationship is the
bonding force of command and control. Incumbent on the staff is
making control function correctly for the commander. Proper and
effective command and control functions are measured by how well
the sysﬁem does the following functions: monitoring enemy troop
strengths and resources; monitoring one’s own troop strengths and

resources; planning and re-planning electronic warfare scenarios;




assessing warning signals and evaluating attack damage; assisting
in choosing from among operational options and facilitating their
execution while assessing and controlling the remaining military
capabilities; assisting in reconstitution and redirection of
forces; and negotiating with the enemy to terminate conflict.' For
the purposes of this analysis, technologies which contribute the
above stated functions meet the definition of a command and control
system. The true power of joint doctrine is found in the
effectiveness in which it facilitates the connection between
organization and systems functionality to assist mission
accomplishment in accordance with the will of the commander.

Interoperability is the physical manifestation of the
connection between organizational structure and the supporting
command and control systems. Its importance lies in the staff’s
ability to synchronize combat effects across éervice boundaries.
Command and control systems at the operational level must assist
the joint force commander (JFC) in exercising command by allowing
the subunits to effectively work together.

In order to evaluate operational command and control, it is
important to establish a rigorous evaluation criteria for the
effectiveness of command and control support systems. To this end,
the evaluation criteria in the joint service arena for interoper
ability is clear and sufficient doctrine, effective organization,
and adequate command and control systems.® This criteria allows
one to judge whether the component commands of a joint force are

truly interoperable and best support the JFC. These measures of




effectiveness help examine and analyze historical and present
methodologies used for command and control to determine if they
will be valid for use in future operational missions.

Command and Control Applications in Battle: Operation Urgent Fury

The U.S. kicked off the Grehada invasion on October 25, 1983
and ultimately, the Defense Department deemed it a success. Yet,
command and control problems plagued the operation and tested the
resolve of those who supported the plan. Deciding which problem
was the most glaring is open for debate, but inadequate communica-
tions arguably was one of the most critical flaws because of the
increased friction it produced. The problem was that voice and
data moved up or down (not laterally) Army, Air Force, Navy, and
Marine command and control support systems; a process called
"stovepiping." Voice and paper messages could not reach a tactical
level organization of another service until the message climbed
through its own service’s component "stove-pipe", moved acroés at
the parent service level to the other parent service involved, and
then down to that particular service’s tactical component level
command and control support system. The lack of direct inter-
service links between combat units caused unacceptable delays and
put combatants at risk.?

This situation was not different from preceding crisis
operations 1like the U.S. Embassy hostage rescue attempt from
Tehran, Iran, where command and control support systems were highly
inefficient and complicated.22 Urgent Fury succeeded despite

command and control problems because of highly trained and




3 From the beginning of the Grenada Operation,

innovative people.?
President Reagan was determined not to repeat what he perceived as
a key mistake that caused the downfall of the Vietnam War and the
hostage rescue attempt; interference from the White House. For
this reason, President Reagan gave the Joint Chiefs of Staff (JCS8)
full control of the operation.?

Problems started when the JCS created two command and control
structures; one for special operations forces called the Joint
Special Operations Command (JSOC), which reported directly to the
JCS; and one for conventional forces, which reported to the
Commander in Chief of Atlantic Command (CINCLANT).® This
organizational structure violated the principle of unity of
command. It replicated mistakes made during the Vietnam War and
the hostage rescue attempt. (figure 1)2% As Edward Luttwak, "a
senior fellow at Georgetown University’s Center of Strateqgic
Studies points out, |

The two "unified" commands in charge of Vietnam - the Pacific
Command in Honolulu and Saigon’s MACV below it - manifested the same
disease in much more varied form over a period of years, and so did
Atlantic Command in planning the seizure of Grenada. No better
result can be expected when plans are made and forces are commanded
by a committee of bureaucracies. . .%

The Joint Special Operations Command (JSOC) operated independently
of the conventional forces and communications liaison

between Admiral Joseph Metcalf III, Commander of Task Force
120assaulting the island of Grenada, and the special operations
commander was minimal. The situation existed despite the overall
plan developed by CINCLANT calling for a highly synchronized effort

between conventional and special operations forces.?® It is ironic
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that despite President Reagan’s contrasting actions to both
Presidents Johnson and Carter; the result was the same. The
services did not talk or coordinate well with each other.?2®

The JSOC plan called for a total of seven operations involving
most of the armed services’ special operation forces (SOF) ranging
from Navy SEAL to Army Delta Force teams. These operations were to
begin simultaneously about one hour before dawn. Admiral Metcalf
commanded the conventional forces composed of Marines and Army
Rangers. The conventional forces were to launch at daybreak to
constitute the main attack. The intent was to use overwhelming
force in rapid surgical operations in order to minimize loss of
life and property. The plan did not work as expected. The seven
SOF operations had a variety of problems. Among the most serious
was the inability of different SOF units to communicate operational
difficulties to SOF from other services (Delta Force to SEAL) .
This inability to directly communicate exacerbated the operational
problem and affected the overall success of the JSOC effort. They
were also unable to achieve the surprise or provide reqular forces
with timely intelligence. The problematic SOF operations
compromised the conventional force’s attack and put them at risk.3

Significant problems with communications and intelligence
dissemination added to the command and control difficulties in
Grenada. Army officers could not call for supporting naval gunfire
because of incompatible radio equipment. At the beginning of the
operation, Army units called back to Fort Bragg via tactical

satellite and had Fort Bragg relay fire missions to ships off the
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coast of Grenada. The reéourcefulness of the soldiers and sailors
involved finally directly linked the two services using ham radios,
heliborne couriers, and the few public telephones which were still
working in the country.® This is not to say that the problems were
confined to the Army and Navy. The Air Force also had tremendous
difficulty interfacing its communications with the other two
services.* In most cases the three components supporting Operation
Urgent Fury ended up having to send voice and data commuhiques
through their individual services command and control support
systems at the tactical level and let the crossover occur at the
strategic level. The operational level was left unlinked by
inflexible procedures and equipment.*

The single secure voice line for Admiral Metcalf to speak to
CINCLANT shows the fragility of the systems available to the
fighting forces. There was constant contention for the use of this
lone link. The alternative was to use the service’s stovepiped
data lines, but the procedures were such that it was impossible to
receive data in a timely manner. Again, ingenuity and innovation
turned these command and control support systems challenges into
advantages. For example, Admiral Metcalf decided to use his secure
line as a "party line". He was able to use it as a means to convey
his intent to subordinate commanders who he knew were listening to
the line; especially when he talked to CINCLANT.3

Ultimately, Operation Urgent Fury was successful despite the
plan’s inadequacies. While deciding which failure was the most

glaring is arguable, the failure of the command and control support
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systems and lack of service component command integration were
among the most serious. The root cause was the absence of joint
doctrine to bind together the organization and support systems
which would have facilitated command and control of this joint
force. The organization and support systems were both highly
inefficient and complicated for Grenada. This failure allowed
deficiencies like stovepiping and insufficient communications
resources to occur. The criteria for effective operational command
and control were clearly overlooked during Urgent Fury.

After examining the lessons learned from Grenada, the Joint
Chiefs of sStaff (JCS) recognized the need to correct deficiencies
in command and control systems and directed greater adherence to
congressional mandates for- improved jointness. Department of
Defense initiatives over the past decade have produced positive
results. These improvements are especially important in this era
where the U.S. né longer forward deploys assets, but responds to
crises by rapidly projecting forces.® The JCS strives to improve
its joint doctrine, organizational structure, and command and
control systems employment to improve interoperability. It is
a telling statistic that 49 of the 58 documents that comprise the
Joint Publication 6 series entitled "Doctrine for C4 Systems
Support of Joint Operations" were created: since the Grenada
invasion. As former Army Chief of Staff, General John A. Wickham,

points out,

Grenada also highlighted that crises can occur with little warning
and that plans need to be capable of rapid execution. Time may not
be available for coping with the lack of jointness and c31I
coordination. We must practice jointness. . . and we must undertake
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initiatives that coordinate programs of development and acquisition
so that, when the equipment is delivered to fighting forces, the
equipment not only will be reliable but also interoperable.’

It is evident by examining the joint concepts guiding command and
control in joint publications that General Wickham is not alone in
his opinion. JCS Publication 3-0 states that in wartime operations
the combatant commander-in-charge (COCOM CINC which in this example
is CINCLANT) must, "ensure that communications equipment is
interoperable, redundant and complemented by standardized formats
and procedures. Interpersonal communications should be in approved
joint language, free of Service-unique terminology."*’

After the Grenada invasion, the JCS reviewed the issue of

ineffectual command and control systems. The result was joint

doctrine that now stresses unity of command as a tenet of

‘operational warfighting.®® Joint doctrine also emphasizes inter-

operability for communications and intelligence systems from both
technical and procedural perspectives. Clear doctrine, effective
organization, and adequate command and control systems are the
tools used to achieve such interoperability. However, recent
warfighting experiences such as Operations Just Cause, Desert
Storm, and Restore Peace indicate that further refinements are
necessary to more adequately support Jjoint forces in future
conflicts.® This assertion is best explained through an
examination of each of the services doctrine as well as current
joint doctrine.

Joint Command and Control

Urgent Fury was a watershed event with respect to congressio-
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nal and public awareness of the armed forces’ inability to achieve
true interoperability. However, the Department of Defense (DOD)
addressed this issue long before that particular operation. DOD
started promulgating joint policies regarding command and control
and the systems supporting it in 1967. The initial effort, DOD
Directive 4630.5, established policy and procedures for equipment
interoperability. In a 1987 General Accounting Office (GAO)
analysis on the progress of the armed services, GAO noted that

4630.5 directed,

As a matter of policy, the military departments were to develop and
procure equipment that was either compatible or common when
fulfilling similar operational requirements. A further objective of
the policy was to minimize the addition of buffering, translative or
similar devices for the purposes of achieving workable connections.®

Implementation was incumbent on the joint staff, but was mostly
ignored.*' = However, after the problems with Urgent Fury and
increased pressures from Congress, the joint staff formed the Joint
Tactical Command, Control, Communications Agency (JTC3A). The
JTC3A, chartered in 1984 as a focal point to identify doctrinal
problems and resolve interoperability issues, focused on
architecture, standards, testing and evaluation, and technology
assessment.* However, even after the very public embarrassment
associated with command and control failures in Grenada, the
mandates from JTC3A, initially, did not enjoy greater emphasis.
The General Accounting Office (GAO) assessment, as late as 1987,
noted that the services still lacked interoperability due to DOD’s
decentralized management approach, a lack of clear joint

requirements, and the absence of an effective enforcement
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authority.®* It took the increasing ire from both Congress and the
American public in the late 1980’s to force the services to take a
hard look at improving doctrine, organization, and systems in an
effort to enhance joint warfighting capabilities.%

The Joint Chiefs of Staff (JCS) decided to use doctrine as the

engine of change.®” The centerpieces of this effort, with respect

to joint operations, were Joint Pub 3-0 Doctrine for Joint

Operations and Joint Pﬁb 3-56 Command and Control for Joint
Operations. Both manuals elucidate guidelines and principles for
operational commanders. Each manual outlines the most current
approach to Jjoint warfighting with a view toward maximum
coordination between the services.* However, both manuals are very
general 1in nature; especially when outlining organizational
constructs. They leave this very vital portion of the command and
control process almost completely up to the individual joint task
force commander inviting non-standard approaches. In contrast,
they are much more specific about control mechanisms; especially in
terms of available technology. This focus on the supporting
systems tends to take the focus away from the operational comﬁander
and shifts attention to the staff.

An example of this shift in focus is found in Joint Pub 3-56
which talks in general terms on organization, but then goes into

47 It is important to understand

great detail about support systems.
how these command and control systems provide linkages. However,
the usefulness of understanding service component command and

control systems connectivity is only useful within the context of
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how well they will then facilitate operational command. The joint
control structure is simply a mechanism for joint commanders to
deal with the complexity and uncertainty of using multi-service
capabilities.®

Joint doctrine, by its vagueness, invites an organizational
structure that is dependent on technology as the principle tool to
bring to bear the unique capabilities of each service in a
synergistic effect.® Staffs are supposed to be designed so they
can effectively pull and push information rapidly from command and
control systems throughout the mission planning and execution
cycles. However, there is not a single method of developing a
staff structure in the doctrine to make sure that efforts are
integrated and not duplicated. The outlined joint staff structure
within current doctrine gives commanders flexibility to form
service component commands, subordinate joint task forces, or
functional commands. The coordinating staffs within these
constructs vary with respect to that unit’s organization and
mission. Often an individual subordinate commander will have
command and staff functions in a process called "dual/multi-
hatting." It becomes that commander’s choice as to how to best
layer or split his staff to meet this challenge. Non-standard
organizational approaches coupled with differing command and staff
functions bear discussion if support systems are to be effectively
employed to meet operational needs.

Subordinate commands can be drawn up along service or

functional lines. The service components are responsible for the
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administrative and logistical support of the joint force. They
make recommendations to the JFC on proper employment of their
service’s forces, accomplish assigned operational missions, as well
as select and nominate specific units of the parent service for use
by the JTF.’° Functional components provide centralized direction
and control and are normally made up of more than one service.
They are appropriate when two or more services operate in the same
dimension or medium. The service which provides the preponderance
of forces normally assumes operational control (OPCON) of forces
within such a functional command (figure 2).5

The coordinating staff is the joint force commander’s tool for
operational planning and execution. It typically is set up using
the following conventions: manpower and personnel (J1); intelli-
gence (J2); operations (J3); logistics (J4); plans and policy (J5);
communications (J6); and otﬁer special staff agencies as deemed
necessary by the commander. Joint force commanders may also have
functional boards residing under these staff entities to coordinate
complex issues such as targeting, fires, electronic warfare, and
movement (figure 3)%2. The key point, however, remains that staff
and organizational structure repeatedly are re-invented and
tailored. Though, Joint Pub 3-56 has a "sample" JTF structure, it
is incumbent on the commander and staff to construct the unit.
They must then make sure that command and control systems support
their JTF construct.>?

Once the organizational development piece is completed, the

joint commander can make use of available joint command and control
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systems.’* The four main components of the joint comménd and
control system structure: the Defense Communications System (DCS),
the World wWide Military Command and Control System (WWMCCS), the
National Military Command System (NMCS), and the Command and
Control Systems of Combatant and Subordinate Commands are only
available for use once the technological links based on organiza-
tional structure are employed.” Each of these joint systems will
be discussed. However, it is important to note that all of these
activities, with reference to organizational structuring and
systems employment, imply an investment of timewhich is a critical
and often a limited resource in a no-notice joint operation.
Joint Command and Control Systems

It is the joint force commander’s responsibility to make sure
that the command and control systems supporting his organizational
design are interoperable, secure, reliable, and survivable or he
risks mission accomplishment.’® Joint commanders have strategic
level systems at their disposal to assist them in mission planning
and execution. The first of these is the DCS, which is a
communications network designed for daily operations of the armed
forces at the highest levels. However, it is also the command and
control system which is central to the wartime communications needs
of the National Command Authority (NCA), the Joint Chiefs of Staff
(JCS), the Commanders-in-Chief (CINCs), and decision making
process. It 1is the connection between the strategic and
operational command and control support systems during deployment

of forces. It consists of both government and commercial
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facilities and circuits while still depending on all three military
services to provide redundant long-haul systems. It is a hybrid
digital-analog system made up of a variety of ground and satellite
transmission media to provide reliability, survivability, and
security.?’ It has ground entry points located throughout the globe
to ensure strategic level leadership has connectivity anytime U.S.
armed forces deploy.
The World-Wide Military Command and Control System (WWMCCS) is
a command information system originated in the 1960s as a network
of sensors, information systems, and communications networks to be
used by the NCA, JCS, and CINCs to control U.S. forces throughout
the world.*® Its importance is illustrated by the annual investment
of $1 billion and employment of 90,000 people to operate the
various command centers .5 These command centers are located at
the Pentagon; Fort Ritchie, Maryland; the North American Aerospace
Defense Command (NORAD) at Cheyenne, Colorado; and the Strategic
Command at Omaha, Nebraska which 1is one of several locations
providing airborne command post platforms.®®  WWMCCS provides
information from the national command authority (NCA) down to the
theater CINC. Information is sent to the NCA via a separate system
called the NMCS.
The NMCS is a component of WWMCCS designed to support.the
President and Secretary of Defense. It is the heart of the global
command and control system and includes command centers as well as

communications facilities. The Secretary of Defense relies upon

the Department of Defense system for his access to the NMCS.
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Information is funneled to the White House via Presidential
communications supplied by the White House Communications Agency
(WHCA) which is a Defense Information Systems Agency (DISA)
subordinate organization. It is through the NMCS that the NCA
receives early warning/intelligence and has a mechanism for
assigning military missions to combatant commanders.?

The only joint organization providing service to a CINC or JFC
is the Joint Communications Support Element (JCSE). The joint
staff controls its deployment and it is designed for'contingency
and crisis communications support. However, in accordance with JCS
Memorandum of Policy (MOP) 3, these assets are not designed for
missions exceeding forty-five days.® Desert Storm and other
contingency operations have exceeded that timeline, but that is by
exception and not the intent of employing the JCSE. Therefore, the
CINC must rely on the command and control support systems provided
by his subordinate service components for long term command and
control of his JTF.

The final strategic systems to be discussed are those which
the service component commands bring to the JTF. However, it
should be noted that service components will have these joint
systems in addition their own service specific systems. These
added links and automation products enhance the overall inter-
operability, survivability, reliability, and security for JTF
command and control. The most important joint systems include the
joint operational tactical system II (JOTS 1II), the Jjoint

surveillance system (JSS), the Jjoint tactical information
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distribution system (JTIDS), the joint interoperability evaluation
system (JIES), and the MILSTAR Satellite Communications Systenmn.
While this 1is not an ail inclusive list of joint command and
control support systems, it does cover those most essential to an
operational commander.

Each of these joint support systems provides unique and
important interconnectivity to tie together particular capabilities
of one or more service in a synergistic effect. JOTS II is a
battle management system used predominately by the Navy to provide
a tactical display from all reporting sources with geographic,
unit, weather, and satellite data for a comprehensive view of the
battlespace.®® JSS is a predominately Air Force system managing
both a central and regional operations control centers (ROCC).
This system provides the JTF with air defense surveillance and
warning data as well as assisting with airborne warning and control
systems (AWACS) command and control.% JTiDS is the joint
communications system devised specifically for joint interoper-
ability. One of the most ambitious projects to date, JTIDS
terminals permit the transfer of critical battle information
between aircraft, surface vessels, mobile or fixed land stations.?%
This communications or data system is both jam resistant and secure
so to provide the JFC with unprecedented situational awareness.
JIES is the means to ensure that JTIDS remains interoperable
amongst the services. Finally, MILSTAR is a joint system designed
to assist control of forces and to relay information and

intelligence gathered by satellites and sensors. It is important
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to note that the availébility of all of these command and control
support systems depends on the organizational structure of the JTF.

Joint doctfine should set up an organization which drives
support systems employment in such a way that the massive amounts
of data associated with the modern battlefield can be rapidly
analyzed and ordered for decision-making. Information is only
useful if derived and structured at high rates of speed and then
offered as a range of options to operational commanders and
staffs.® As important as technological systems are to the overall
command and control of joint task forces, they will only be
effective if they are correctly integrated into the organizational
structure of combatant and subordinate commands. Doctrine must
support the operational commander by providing structure which
helps commanders effectively employ command and control systems.
This is true at the joint and service specific levels. Component
commands must organize and set up syétems that support the JTF
structure. Each service’s doctrine, organization, and systems will
be analyzed in detail (with the exception of the JSOTF which is
anomalous and not considered in this discﬁssion) to determine if
they duplicate efforts or truly support interoperability.
Army Command and Control

The Army has a long history of trying to capture and convey
fundamental principles for study and application and continues to
publish extensive doctrine to this end.®” Modern soldiers find
current military thought in field manuals, pamphlets, and on-line

databases. This body of knowledge covers a variety of operations
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from Army only missions to joint warfighting environments.®
Doctrine drives organizational structure which presently centers

around the corps for joint missions.®

The corps organization
affects how the Army employs command and control support systems.
Army doctrine emphasizesvforce tailoring based upon mission,
enemy, troops, terrain and weather, and time available (METT-T).
These considerations are made in conjunction with strategic lift,
pre-positioned assets, and host nation support when organizing its
component command.”® The Army Service Component Command (ASCC),
like all components, is responsible for establishing linkage
between itself and its parent service as well as connecting the
army forces (ARFOR) headquarters and other components with the
joint task force (JTF).”' As such, the ASCC employs its systems in
support of assigned operational tasks. »The ASCC. is also
responsible for a myriad of tasks ranging from logistical functions
to dissemination of intelligence for its own as well és other
services in accordance with the joint force commander’s (JFC)
mandates and Title X executive agent responsibilities.™
The JFC also has the option to designate the senior Army
commander as the Ground Component Commander (GCC) or Joint Forces

> The joint commander could then

Land Component Commander (JFLCC).
place other land forces under operational (OPCON) or tactical
(TACON) control. Correspondingly, the army forces»(ARFOR) could be
placed under a Marine Corps Commander filling the role of JFLCC.

Regardless, the organizational structuring of the staff and major

subordinate commands (MSC) remains the same with the exception that
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the staff will have multi-service representatives.

Whether an Army commander is single or multi-hatted, he will
organize and employ his systems according to the Army’s basic
guidelines. Army doctrine establishes the corps as the link
between the operational and tactical levels of war.’ It is
considered best suited because of resources and staff. Corps have
all types of combat, combat support, and combat service support
units readily available to form a task force. This structure also
has a staff experienced with synchronizing the combat effects of
these different units. As previously mentioned, sometimes this
corps commander will elect to "dual hat" his staff as both ASCC and
ARFOR or he might chose to split his staff to accommodate these
separate functions. Essentially the staff structure is similar and
will be addressed as one and the same.

The Army generally follows the joint community in its general
staff structure. Included is the commander’s peréonal staff group,
coordinating staff group, special staff group, liaison officers,
and MSCs. (figure 4)7 The personal staff is under the immediate
control of the commander and assists him directly rather than
working through a staff agency. Coordinating staffs provide
similar functionality. The Army general staff structure will also
include additional specific staff sections ranging from engineers
to host nation/civil-military operations.” The special staff group
includes added professional, technical, and functional areas such
as legal, religious, and medical advisors. Liaison officers are

representatives to or from the command for specific purposes or
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periods of time.

As similar as the organizations are between the ASCC and the
ARFOR staffing, they have a very different focus. The ASCC acts
much like a parent service responsible for training, maintaining,
and sustaining the ARFOR.’” The corps as ARFOR is concerned with
successfully executing warfighting missions assigned by the JFC.”®
Splitting the staff to accomplish these separate functions has many
problems. Corps headquarters are not designed to divide in this
way. Separating into two staffs creates two thinly manned cells as
well as breaking up experienced teams. Yet, "dual hatting" has
negative aspects too. The staff sections haQe'trouble keeping

° The complexity and sheer level

roles and information separate.7
of effort to plan and execute operations as both ASCC and ARFOR can
quigkly overcome a single staff.

Army doctrine also affects the organization of major
subordinéte commands (MSC) are organized. MSCs are both combat and
functional commands. Combat elements can be intact allocated units
sﬁch as the 82d Airborne Division, a task force (TF) built around
mission requirements, or a combination of both. Functional
commands are normally separate brigades that perform combat support
(CS) and service support (CSS) duties. (figure 5)¥% The size and
organization of the staff and units depends upon how the commander
translates the operational objectives into detailed and specific
operational battle plans. Despite the mission or composition, the

staff directing the ARFOR must be the central point that

synchronizes combat power to achieve an advantage over the enemy.?
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In contrast, the critical roles of the ASCC are mission planning,
integration with the other service components, as well as
coordination of combat effects and operating systems.® Accord-
ingly, command and control systems must support these differing,
but complimentary roles of the ASCC and the ARFOR. Army command
and control support systems must provide for interoperable command
and control systems vis a vis its communications networks in order
to effectively tie in Army capabilities to the joint task force.

Major Army command and control support systems are incorpo-
rated in the Army Tactical Command and Control System (ATCCS).
ATCCS consists of the Maneuver Control System (MCS), tactical fire
direction (TACFIRE) system, forward air defense command, control,
and intelligence (FAADC2I), all-source analysis system (ASAS),
combat service support control system (CSSCS), and the army brigade
and below (AB2) systems.® ATCCS feeds battlefield functional area
(BFA) officers located in all various hierarchial command posts
(CPs). The BFA officers receive data and make an analysis. They
then feed this information to other parts of the staff and/or
commander. In this way, the battlefield operating systems of fire
support, intelligence, maneuver, air defense, combat service
support, mobility and survivability, and command and control
interoperate to provide the commander maximum flexibility for
planning and executing campaign plans.8

The Army’s communications system has four major subsystems:
Satellite Communications (SATCOM), the Army Common User System

(ACUS), combat net radio (CNR), and the data distribution system
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(DDS).# SATCOM includes fixed and mobile multichannel and single
channel ground stations which use joint or other service’s
satellite constellations. ACUS is the mobile telephone system
capable of linking mobile "cell phone" like devices with wire line
telephones in a reliable and secure system. Included in the ACUS

is an international interface to link systems from other countries

"into the Army’s communications network to facilitate combined

operations. CNR includes the tactical radio system supporting
units on the move. The CNR can be linked into the ACUS via a net
radio interface (NRI)_if needed. Finally, DDS is to consist of
systems like the enhanced position locating reporting system
(EPLRS) and JTIDS to add robustness to the network and take the
load off ACUS which is predominately a voice system. All four of
these systems work in concert with each other to provide bpﬁhflocal
area networks (LAN) and wide area networks (WAN) on the battle-
field. In addition, they provide the connections back to the
strategic base.

The Army’s doctrine allows commanders sufficient flexibility
to create a component along unit or functional lines. The problem
with effectively organizing the staffs to deal with separate
functionalities represents a challenge to the corps which is thé
unit most likely to serve as the ASCC and ARFOR in the joint
warfighting environments. The corps organization no longer may be
the most effective structure for future no-notice joint missions.
Additionally, the organization of Army forces effects how well

command and control systems are employed. If the Army updated ité
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doctrinal structure to account for the requirement to act as a part
of a joint task force, it would improve its effective contribution
to joint task forces. Army doctrine tries to make the same control
structure work for service only and joint environments. This
drives a staff structure which is not the most effective given
austere manning. In addition, the command and control systems are
set up the same for Army only and joint missions. This structuring
Creates a stove-piped system that only crosses over to the other
services where liaisons are sent.® A more integrated approach is
necessary when the corps serves as ASCC and ARFOR in order to
improve its contribution to the JTF.
Air Force Command Control

Air Force doctrine clearly centers around centralized control

and decentralized execution.?

The idea that air power is decisive
and must be wielded centrally effects the organizational structure
of the Air Force Component Command (AFCC) and its assoclated
command and control support systems. Much of what this service
publishes either implies or explicitly states that the AFCC will
function as the JFACC as well.® To this end, they structure air
force forces (AFFOR) to meet this requirement. The command and
control support systems which accompany this structure ensure
reliability, survivability, flexibility, and security for the AFCC
commander.

Air Force doctrine is very much in line with the joint idea

that component commanders bring to bear specialized competence and

forces in concert with the operational commander’s vision.?$® The
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Air Force’s capstone manual for its doctrine AFM 1-1 Basic

Aerospace Doctrine of the United States Air Force reminds

warfighters that the AFCC is responsible for exercising aerospace
power in the theater of war. Aerospace is considered the entire
expanse above the earth’s surface and aerospace power grows out of
the ability to use a platform operating in or passing through the

% The AFCC organizes and

aerospace medium for military purposes.
employs its systems tb fight in this environment.

The AFCC can perform multiple roles and missions in order to
meet the objectives of the JFC. 1In order to exercise aerospace
power in the theater, the AFCC concentrates on four basic roles:

aerospace control, force application, force enhancement, and force

support. Aerospace control is assuring friendly use of the air

" space and denying the enemy similar freedom of action. Force

application is bringing aerospace power to bear on surface targets
without regard to weapon system or platform. Force enhancement is
the idea of increasing the abilities of surface and aerospace
forces when performing their assigned missions or tasks. Finally,
force support deals with sustainment.” AFCC staffing to meet these
mission requirements essentially mirrors the joint structure which
has been sufficiently covered. However, the subordinate command
structure is unique. The AFCC organizes into functional commands
to facilitate the basic roles outlined above.

The organization of the AFFOR varies with respect to the
operational tasks assigned. There is no stated doctrinal approach

to staff and organizational structure. However, the organization
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during Desert Storm serves as an excellent example of the
functional groupings that are necessary to launch air operations
and is often copied. (figure 6)% During the Gulf War Central
Command Air Force Component (CENTAF) had four major functional
areas designated to facilitate mission requirements; targeting,

® This construct, a derivative

tasking, commanding, and liaison.’
from USAF doctrine, enables the JFACC commander to attack a wide
range of surface targets with appropriate force packages to mass
the capabilities of the joint air forces. USAF command and control
support systems employment facilitates this structure, but does not
plug into and fully interoperate with the other Services support
systems.? Much like the Army, the AFCC depends on liaison parties
to achieve interoperability with other service component commands
which sometimes adversely impacts timely information exchange.®

The command and control support systems serving the AFCC are
a variety of joint (such as their mobile tactical systems) and Air
Force specific systems. This discussion focuses on those C2
support systems that are Air Force specific. Command and control
support systems include the Contingency Theater Air Control System
Automated Planning System (CTAPS), the Airborne Battlefield Command
Control Center (ABCCC), the Airborne Warning and Control System
(AWACS), the Air Force Satellite Communications (AFSATCOM) Systen,
the Tactical Air Operations Module (TAOM), and transportable air
traffic control system.

CTAPS was developed to provide a common view of air, land,

sea, and space for component and superior commanders based upon
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input from the wing level, the air operations center (AOC), and the
air support operations center (ASOC).% ABCCC is designed to act
as the coordination center for strike aircraft in forward areas of
the battlefield as well as enabling communications between the
Navy’s E-3 and the Air Force’s AWACS systems. AWACS is designed to
track all aircraft in flight.”” AFSATCOM is the Air Force sponsored
satellite communications constellation scheduled for eventual
replacement by the MILSTAR system.® Finally, TAOM is a transport-
able automated air command and control system for controlling and
coordinating air defense, weapons, interceptors, and surface-to-air
missiles.?” Together these systems bring robust capabilities to
enhance the JFACC commander’s visualization of the battlefield as
well as enhance synchronization of combat effects from air and
space.

The Air Force’s doctrine centers around centralized control
and decentralized execution. As such, the AFCC assumes that it will
function as the JFACC. Evidence of this premise is found in Air
Force doctrine which either implies or explicitly states that the
AFCC will function as the JFACC. The reason is that there is a
fundamental belief that air power must be fought centrally to be
decisive. This belief also effects the organizational structure of
the Air Force Component Command (AFCC) and its associated command
and control systems. The positive aspect of this type of
functional organization is that it does have an operational as well
as tactical focus. In this way it is a structure which does lend

itself to joint warfighting. However, those command and control
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systems not provided by the joint community are still very muéh
stove-piped along component lines. USAF C2 support systems do not
lend themselves to timely interoperation. Liaison is the key
methodology upon which the USAF relies in order to work with the
air forces of the other service components within the JTF.
Marine Command and Control

The vision driving Marine doctrine is based upon power
projection operations defined as operational maneuver from the sea
(OMFTS).'® Their doctrine describes a strategy of force packaging
units to meet mission requirements. Organizationally their staffs
are remarkably similar to the joint structure, but their units are
functionally delineated. Austerity is very much the hallmark of
thé Marine forces (MARFOR) and they rely heavily on other services
for long term sustainment or infrastructure building.'®’ Their
éommand and control systemé reflect this philosophy. Command and
control support systems support the functional approach to
warfighting in this service. 1In addition, like the Army and Air
Force, the Marine Component Command (MCC) relies upon liaison for
inter-component interoperability.'%?

The salient difference between the Army and Marine Corps is
the USMC modular approach to warfighting which reflects their

operational power projection orientation. The Marines emphasize

strategic mobility, strategic diversity, their capability for

independent action, and a sea-land-air orientation.'® as such,
they normally fight as a Marine Air-Ground Task Force (MAGTF). The

MAGTF is also well designed to serve as the Marine Component
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Command (MCC) because it integrates both warfighting and.logistical
functions. As such, the MAGTF commander is generally "dual hatted”
as the Marine Component Commander.'04

The MCC is required to structure firepower, tactical mobility,
and logistics into a self-contained force package which 1is
strategically transportable in support of the assigned JTF mission.
The Marines create the MAGTF using a building block approach to
organizational structure ranging from small special purpose forces
(SPF); Marine Expeditionary Units (MEU) for forward-deployments;
Marine Expeditionary Brigades (MEB) for more sustained operations
ashore; or Marine Expeditionary Forces (MEF) capable of prosecuting

%  The support systems they employ for command and

campaigns.’
control compliment this structure.

The MAGTF will have coordinating staffs which include G/S1
through G/S6. This staff is the major part of the MAGTF command
element manning. The command element will normally have a main
command post, a jump command post which is a temporary element

created from the main based upon mission exigencies, and a rear

command post.'™ In addition, there are three major subordinate

commands (MSC). MSCs include a combat service support element
(CSSE), an aviation combat element (ACE), and a ground combat
element (GCE) with an associated commander. (figure 7)'%7

Yet,Marine forces normally support campaigns and do not unilater-
ally wage them.'® This is the reason that they are reliant on the
Army for logistics and theater infrastructure when time-lines

9

exceed about sixty days.™ This is not to say that they do not
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have their own unique command and control support systems to
support their component command; however, they do rely on the Army
to provide robustness to their network.

The command and control architecture used by the Marine Corps
consists of both Navy and Marine systems. The systems afloat will
be discussed in detail during the discussion of the Navy Component
Command. The Marine systems ashore consist mainly of the tri-
service tactical (TRI-TAC) multichannel communications system still
used by the Army at echelons above corps (EAC) . M0 They use the
Position Location Reporting System (PLRS) for rapid and secure data
transmissions for enhanced battlefield awareness as well as

delivery of fires.'

In addition, the Marines are fielding Trojan
Spirit II Communications System in conjunction with the Army. It
is a tri-band satellite system designed to give MAGTF commanders
secure, reliable, mobile data and voice capabilities.'  The
Marines also have their own aviation command and control support
systems such as the Marine Air Traffic Control and Landing System
(MATCALS) which provides automated air traffic and ianding control
as they come ashore. Future command and control support systems
will be under the MAGTF C4I system which is a hardware and software
system able to take input from tactical data systems. The first of
this family will be the tactical combat operations (TCO)
terminal.' All of these systems can network into joint and naval
systems if links are made available.

Marine doctrine is operationally based looking at how to most

effectively project power from the sea. Their doctrine drives an
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organization which uses force packaging to execute missions given
by the JFC. Their staffs are structured much like joint and Army
coordinating staffs which does help ease information transfer.
Their command and control systems are adequate to their internal
needs and are technologically compatible with joint systems.
However, they are not available in large enough numbers to ensure
interoperability with the other commands component commands.
Austerity being the hallmark of the MARFOR means that they must
rely heavily on liaison teams for interoperability.
Navy Command and Control

The Navy’s operational doctrine revolves around its three
primary missions: sea control, power projection, énd strategic
1ift." It is in its role of power projection that the Navy would
most likely be involved as a service component command in a joint
task force. As such, the Navy configures a particular action group
to be able to employ surface, submarine, and air férces to exploit
strengths and minimize weaknesses. This design of the Navy's
command and control support systems mee£s the needs of this
functional approach to waffighting.

There are seven fundamental tasks when dealing with naval
warfare. These tasks guide the organizational structure for this
component command. The antiair warfare (AAW) mission concentrates
on destruction of enemy air platforms and airborne weapons. The
antisubmarine warfare (ASW) element is tasked to neutralize enemy
submarine threats. Strike warfare (STW) is assaulting land from

the sea in what are termed "feet dry" operations. The antisurface
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warfare (ASUW) aspeét deals with neutralization of enemy surface
combatants or commercial ships. Amphibious warfare projects force
from the sea to land on a hostile shore. Mine warfare encompasses
mining and counter-mining efforts. Space and electronic warfare
(SEW) covers the management of the electro-magnetic spectrum
offensively and defensively. (figure 8)"  The Navy looks at
logistics, surveillance, and command and control as supporting
tasks, but no less important to overall mission success.

The Navy supports it component commands with service unique
command and control support systems. The unclassified systems at
the highest levels are under the umbrella of the naval telecommuni-
cations system (NTS) which is a worldwide'network controlled by
four naval communications area master stations. The purpose of the
system is the transmission of fleet broadcast information either on
HF radio or UHF satellite communications.’® 1In addition, the Navy
has the naval tactical data systemr(NTDS) residing on most large
vessels and amphibious ships to provide real-time tactical support
information to ships and aircraft; It uses encrypted HF and UHF
links to exchange high-speed strategic and tactical information
from various platforms within the task force.'’ Information is
sent to the naval task force from a variety of sources. One
example is the global positioning (GPS) system which provides a
task force commander & high order of situational awareness. GPS is
but one element of the Navy’s robust satellite network that
includes the mobile access terminal network (MATNET) and the fleet

satellite communications system (FLTSATCOM).''® All of these
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networks feed into sophisticated command and control automation
systems located both ashore and aboard ships.

The Navy’s approach to command and control support systems is
to tie the automation design to the function of the ship or shore
facility. Some of the more familiar shipboard systems include the
Aegis command and control system, the fast frigate integrated
shipboard tactical system II (FFISTS II), the integrated tactical
command system (ITACS), and the rapidly deployable integrated
command and control (RADIC) system. Equally familiar shore-based
systems include the multiple input tracking control system
(MTRACS), the coastal defense system, and various surveillance
radars.'" The overall task force commander has a rapidly
déployable, integrated command and control support system; the
advanced combat direction system (ACDS) naval tactical data system
which processes, stores, and presents the information. In this
way, the NCC takes care of its internal needs to command and
control afloat. It is in the link to shore that problems arise.'?
The Navy does not have sﬁfficient bandwidth to support connections
with other service components. Augmentation in the form of liaison
teams has to be provided to the NCC in order for it to communicate
across service boundaries.’?

The Navy'’s operational doctrine revolves around its unilateral
mission to control the sea, project U.S. power from the sea, and
moving ground forces and equipment to a theater of war. It task
organizes combatants and support to meet these missions. This is

also how the NCC organizes to support a JTF and execute the
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missions assigned by the JFC. The Navy configures an action group
to be able to employ surface, submarine, and air forces to exploit
strengths and minimize weaknesses. The Navy designs command and
control support systems to meet the needs of this functional
approach to warfighting. While the Navy does have some capability
to interconnect with land forces, like other services, it depends
on liaison teams to make component command interoperability work.
Conclusion

The services each have developed to varying degrees clear and
sufficient doctrine to meet the roles and missions mandated by
Congress under Title X. Service component command organizational
structures and cohmand and control support systems adequately take
care of internal requirements, but-do not always lend themselves as
efficient constructs in the joint environment. As late.as 1980, a
MITRE Corporation report commissioned by the joint staff pointed

out,

Each branch of the services likes to manage its own affairs by means
of its own communications, which run up and down its chain of
command . Organizing information flow in this manner causes delays
and distortion. It makes it virtually impossible to achieve near-
real-time coordination of combat elements of different services.
Yet, such coordination 1lies at the heart of combined arms
operations.'?

Unfortunately joint doctrine does not overcome this stove-piping at
this time. In attempts to reach consensus, the doctrine stays very
general in nature. The responsibility for creating organizations
rests with the combatant commanders. As such, there is no standard
organization and so it is extremely difficult to analyze where

command and control shortcomings will occur with any consistency.
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This means that command and control support systems which support
the JFC and his task force continue to be piecemealed together.

Looking at the command and control Support systems from each
service it is readily apparent that each service has enough assets
to take care of internal needs, but none have sufficient assets to
be fully interoperable when functioning as a component command. It
becomes a question of resources in a time of diminishing budgets.
The services need to first address their internal needs, but do not
always finish the effort by ensuring adequate lash up with other
service support systems. This becomes increasingly problematic
when service component commands split or "dual/multi~hat" their
staff. | The services are not given extra assets to meet the
increased burdens of multiple mission responsibilities when
. deployed as an operational command element.

The problems are not insurmountable. The services have made
'stridés over the years to improve interoperability. The problem is
that liaison teams are not the answer to timely and responsive
. command and control. The military can overcome this problem
through more directive joint doctrine, publishing standard
component command structures, and exploring innovative ways to use
the available technology to enhance the command and control
systems. These enhancements will allow joint warfighters to more
effectively synchronize the fight.

Joint Pub 5-00.2 Joint Task Force Planning Guidance and

Procedures serves as an excellent microcosm for studying the

problems with joint doctrine. This document devotes twenty-four
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pages to JTF responsibilities, command and control, organization,
operations, and staffing. The charts depicting command relation-
ships never go lower than service component command/subordinate JTF
level.’ cCharts referring to staffs simply show coordinating and
special staffs without further elaboration.'® vet, this manual has
eight appendixes consisting of hundreds of checklist items. Many
of the listed checklist entries require staff support of other
sections, but how this all lashes up, who has what responsibili-
ties, and how information gets exchanged is not addressed.

Oné example will be used to illustrate this problem within
joint doctrine. Under the J-6 checklist there is checklist
question h., "Are close-hold and limited access procedures
understood by all planners?" There is no documentation within this
or subordinating publications which lets the .J-6 ~know which
secﬁions have "planners." The manual does not clearly define who
needs to be involved in this type of coordination. ‘Thié cheéklist
question does not help define who establishes "close-hold" and who
must be aware that such information exists. Checklist items
antecedent or subsequent to it do not clarify these questions.
This is just one example of how the intermediate steps which are
vital to smooth command and control of JTF are not available in the
doctrine and left up to either tﬁe combatant commander or the JFC
to establish. This is not the most effective way to address this
problem since each time a JTF forms, the commander must re-
establish these kinds'of relationships. Having to "re-invent" an

organization because of doctrinal weakness wastes valuable time
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which could be devoted to crisis action planning.

Another area of improvement is the organizational structuring
of JTFs. The charts that were used in this text to depict generic
component commands were derivations of many joint and service
specific doctrinal publications. In the future, the JCS should
publish similar standard organizational charts for service
component commands, with all major elements in addition to the
generic JTF structure. These charts, in turn, should appear in all
service capstone manuals to take on a more authoritative nature.
Depicting generic structures does not diminish the JFC’s ability to
tailor these organizations based upon his mission analysis.
However, these types of diagrams can serve as both a point of
departure and a way to plan for and resource better command and
control systems interoperability.

Finally, innovative uses of available technologies can enhance
present battlefield command and control syétems used by the
different services and are applicable to the joint environment.
Using commercially available integrated management tools much akin
to online services can ease staff burdens and improve the
operational commander’s ability to get information and communicate
decisions. This type of umbrella system will incorporate service
specific as well as jbint inputs and make them more readily
available to all members of the JTF on a real-time basis. -1In
addition, this type of technology can use available communications
structures sé new developments and investments are not necessary.

The idea of a living internet system is not new. LTG (R) John

50



Cushman speaks about such a system being of great value to

operational commanders in his work, Thoughts for Joint

Commanders.'® The power of his suggestion is that commercial on-
line services such as America Online, Prodigy, or CompuServe can
provide the system to the military today. Using this software will
provide ways to shatter conventional ideas about staffing, exchange
of information, and efficient use of command and control systems.
The online service software allows people to talk interactively and
record these discussions. It allows customers to tap into services
like airline reservations. = This technology also provides
integrated e-mail and an ability to tap into various databases.
The military can use this software to eliminate present inefficien-
cies associated with joint command and control. It is possible to
~lease a copy of such a service’s network interface sgftWare much
like airlines rent réservation software from other airlines. 1In
this way, the concept could be implemented right away with minimal
cosmetic changes and paths created to pull in military systems.
For purposes of this discussion, the proposed system will be called
Joint Task Force Online (JTFO).

Today’s planners physically meet to decide issues in what is
referred to in doctrine as joint boards. JTFO can provide a meaium
for virtual boards who meet in electronic forum rooms at specific
times for coordination. This method saves staff officers from
physically relocating and an automatic hardcopy for "minutes" of
the meeting can be produced. Other advantages of JTFO’s easy to

use interface package include: integrated with e-mail; access to
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service specific and joint publications, bulletin board for non-
time sensitive posting, real-time dissemination of command
information, access to internet, access to defense digital network
(DDN) for contact with outside JTF entities, interface with other
systems (much like the airlines allow you to take a look and book
flights the same can be true of TPFDL Systems, and logistic
systems). The power of JTFO is that it can be used today with the
communications systems available so that there is a more cohesive
approach to the joint and service component command and control
process.

The joint battlefield requires more integration across service
component commands without depending on liaison teams for command
and control. Joint doctrine must follow the individual services
’whoAhave developed clear doctrine for all levels to meet their
congressionally mandated roles and missions. As joint doctrine
matures and becomes more directive, the service component commands
organizational structures and command and control systems will more
adequately take care of external in addition to internal
requirements. In this way, joint doctrine will assist 1in
overcoming stove-piping. Innovative uses of available commercial
technologies will also improve command and control in the joint
environment. This improvement in doctrine, organization, and
command and control systems will provide better joint warfighting

in the future.
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