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Section 1. Summary

Data from military aircraft flights at 29,000 feet, experimental flights at both 30,000 and 65,000 feet, and
laboratory testing indicate that typical non radiation-hardened 64k and 256k static random access memories
(SRAMs) can experience a significant soft upset rate at aircraft altitudes due to energetic neutrons created by
cosmic ray interactions in the atmosphere.

Measured 64k SRAM upset rates range from 3E-8 fails/bit-day (f/bd) at 30,000 feet (5V operating mode), to
5.4E-7 f/bd at 65,000 feet (2.5 volt data retention mode). This overlaps with the range of upset rates (1.4E-7
to 8.9E-7 f/bd) measured for the same 64k SRAM devices (5V operating mode) in low earth orbit on board
the Space Shuttle.

A model of the atmospheric neutron environment and two models for soft error rate prediction {Neutron
Cross Section or “NCS” and Burst Generation Rate or “BGR") are presented. The models correlate with
measured upset rates over altitude, latitude, device type, and operating voltage in most cases to within less
than a factor of two and, with incomplete data, to within a factor of three.

It is suggested that error detection and correction (EDAC) circuitry be considered for all new avionics

designs containing large amounts of semiconductor memory. Reliability equations are provided to help
designers evaluate the benefits of various soft error protection schemes.

Section 1. Summary 1-1




Unclassified

Section 2. Introduction

Inadequate experimental data exists on the reliability of integrated circuits in the natural radiation environ-
ment at aircraft altitudes. This lack of data on Single Event Upset (SEU) severely limits avionics designers’
ability to incorporate appropriate reliability and availability improvement techniques in new equipment
designs and operating procedures. Future avionics systems will require even higher reliability and availability
while their increased memory and logic capacity make them even more susceptible to SEU. It is important
to be able to understand and address this problem now.

2.1 Background

Previous studies of soft error mechanisms and hardening techniques by DoD and industry have focused pri-
marily on nuclear weapons effects, space radiation effects, or the effects of low level radiation (alpha parti-
cles) emitted by microcircuit packaging and process materials. To date, little or no work on the effects of
natural radiation on electronics at aircraft altitudes is available. Now, however, avionics systems have grown
in complexity to the point where these effects become important, and perhaps critical, to their reliable opera-
tion. This study provides the DoD community with detailed laboratory and field data to publicize this
problem and gain needed support for further research.

2.1.1 Soft Error Mechanisms

~*Neutron-induced SEU” (NSEU) is suspected to be the predominant SEU mechanism at aircraft altitudes
and is the subject of this study.

When a particle such as a neutron undergoes an elastic or non-elastic reaction with a silicon atom while
passing through the chip, a nuclear recoil is created (it may be Si, Mg, Al etc., depending on the reaction).
In addition to the primary reaction product, which is the nuclear recoil, charged secondaries, such as protons
and alpha particles, may also be released. The recoils are the most heavily ionizing reaction product, but the
charged secondary products can also ionize. The net result is bursts of charge created through the passage of
the recoils and charged sccondary products through the silicon. These bursts of charge can originate any-
where within the volume of a chip, causing soft fails if they occur at a sensitive node.

For example, in a static random access memory (SRAM), the storage cells rely on the potential difference
between two nodes to establish a logic “one” or logic “zero”, the charge collected from a recoil created by a
neutron interacting with a silicon atom within a sensitive node may be enough to cause it to change its logic
state and suffer a soft upset. A soft upset may be distinguished from a hard failure in that no permanent
damage occurs to the microcircuit. In this case, the memory cell can be restored to its proper logic state by
rewriting it.

SEUs can also be caused by the passage of heavy ions through a semiconductor. This, in fact, was how
SEU was discovered, through the upsets caused by the heavy ion portion of the galactic cosmic rays in sermni-
conductor devices in space [Ref. 1]. Most microelectronics tested for susceptibility to SEU are tested with
heavy ions for space applications. As shown in 7.4, “Upset Rate by the Burst Generation Method” on
page 7-9, this heavy ion SEU data can also be utilized to obtain estimates of neutron induced SEU by use of
the BGR methods.

With a heavy ion beam, the positively charged ion enters the silicon lattice of a microelectronic circuit and
begins to lose energy by ionizing the atoms along its path. The electron-hole pairs that are created form a
cylindrical column with a net ncutral charge. The column then decays into a cascade of carriers, resulting in
one electron-hole pair for every 3.6 electron volts (eV) of energy lost by the ion. This process occurs within
a time of the order of picoseconds, and a radius of about 0.1 micrometer (um).

Section 2. Introduction 2-1
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When an ion track penetrates an electric field, such as the depletion region of a P-N junction, the column of
carriers drastically disturbs the depletion layer. Inside the depletion region, the generated electrons drift to a
more positive potential side, while the generated holes drift to a more negative potential side. The carrier
drift process reduces the net charge in the original depletion region and causes the potential across it to
change [Ref. 2]. Additional carriers may also reach the depletion region by diffusion and contribute to this

effect.

22 Purpose of Study

The overall objective of this project was to improve the reliability and availability of avionics hardware with
respect to their sensitivity to SEU caused by the natural radiation environment of the earth’s atmosphere.

Avionics systems containing up to several megawords of semiconductor memory have now reached the field
and, at aircraft altitudes, are experiencing on the order of one single event upset (SEU) per flight. Existing
data suggested that these SEUs were caused either directly or indirectly by cosmic rays, in particular by the
atmospheric neutrons generated by the cosmic rays. This was a relatively new finding and little work had
been done to understand/quantify the problem and develop appropriate hardening strategies.

Therefore, the purpose of this study was to investigate and characterize SEU effects and hardware strategies
for avionics systems. To achieve this, the study was divided into five separate tasks defined as follows:

1. Review IBM and Boeing collected avionics field upset data to demonstrate/quantify the problem;
2. Perform laboratory SEU testing of the same microelectronics that exhibited flight upsets;

3. Develop models to correlate laboratory test results with existing data;

4. Predict the impact on current/future avionics designs; and

5. Determine and recommend hardening strategies.

Section 3 through Section 9 document the manner in which these tasks were accomplished.

The flight upset data are described in Section 3, “IBM Flight Experimental Data” on page 3-1 and
Section 4, “Military Avionics Field Data” on page 4-1. Most of the flight upsets recorded are for a 64kx1
SRAM, although there is also a limited amount of data for a 256kx1 SRAM. As part of this study, the
same 64k SRAM was tested in the laboratory with neutron beams of three different energies, as described in
Section 6, “Laboratory Testing” on page 6-1, to obtain neutron upset cross sections. Heavy ion SEU
testing had been performed on this 64k SRAM previously, and the heavy ion SEU cross section curve was
available.

Three models are described in Section 7, “Neutron Upset Model” on page 7-1, one to calculate the atmo-
spheric neutron flux and two different models to calculate the upset rate at aircraft altitudes. Gne of these
upset models uses the neutron upset cross section data and the other uses the heavy ion SEU cross section
curve via the burst generation rate (BGR) method. Section 8, “Impact on Current/Future Avionics” on
page 8-1 uses the measured flight upset data to assess the effect of upsets on current and future avionics.
Strategies to minimize SEU occurrences are discussed in Section 9, “Hardening Strategies” on page 9-1.

Section 2. Introduction 2-2
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Section 3. IBM Flight Experimental Data

A portion of this study involved flying an experimental soft error measurement package on board two types
of aircraft to record flight upsets. For these measurements, we used an approach that had worked success-
fully in 1984 on the Cosmic Ray Upset Experiment (CRUX III) flown on the Space Shuttle (IBM project
5V25) [Ref. 3]. This consisted of flying a large quantity of complementary metal oxide semiconductor
(CMOS) static RAM memory devices. ‘The devices were programmed on the ground, flown in the data
retention mode (battery power), and read out on retumn. The actual flight upset data is summarized in 3.6,
“Data Analysis” on page 3-7.

All flights of the experimental package contained a large number of 64k SRAMs. The same 64k SRAM is
used in the CC-2E Digital Computer flown on the military aircraft that provides the avionics field upset data
described in Section 4, “Military Avionics Field Data” on page 4-1. This same 64k SRAM was tested for
upset in the laboratory by exposing a number of thess SRAMs to neutron beams of various energies, as
described in Section 6, “Laboratory Testing” on page 6-1.

3.1 Flight Experimental Hardware

The test hardware consisted of the following:

« 11 64Kx1 SRAM boards;

Three 256Kx1 SRAM boards;

Two aluminum flight containers;

Six film pack holders;

One tester interface card and cables; and
IBM PC RS-232 controller software.

A photograph showing examples of this hardwarc appears in Figure 3-1.

The SRAM boards were adapted from the original 1984 CRUX Il design by T. Scott of IBM Manassas,
VA (IR&D co-investigator during 1988). The modifications included changing from hand-wired circuitry to
a printed circuit approach for higher reliability and more devices per board.

Both the 64K and 256K board types were laid out identically, with 28 SRAMs, seven 3.0-V alkaline bat-
teries, and one edge connector. The SRAMs were wired so that the batteries would keep data “alive” for
several months, using the vendor’s data retention mode. All SRAM 1/O signals were routed to the edge
connector so that programming and readout could be done simply by connecting a ribbon cable to the
external tester, without removing the board from the flight container. When the tester was disconnected, all
signal lines were pulled to ground or 3V with on-board resistors and a termination connector to prevent
electrical noise from disturbing the stored data. Fuses also provided protection if CMOS latchup were to
occur, while diodes isolated the batteries from the external 5V tester supply.

The 11 64K boards were built using the same 64Kx1 CMOS static RAM device type that was flown in the
1984 CRUX HI experiment [Ref. 3]. This IMS1601S70L.M 64Kx1 SRAM was manufactured by Inmos
Corporation using 1.3um effective channel lengths on a 25.4mm? N-type substrate. It has four-transistor
N-channel MOS (NMOS) cells with a CMOS periphery. Fach cell has a total area of 220um?. Total
memory density for all 64K boards combined was 11x28x64K, or 19.25 megabits.

The three 256K boards contained 256K x| static RAMs of construction similar to the 64K. These parts

were manufactured by Electronic Designs, Inc., having a part number of EDIB1256P55Q!1 and package
lot/date codes of "PTS178S 8832." The 256K devices had smaller 1.1um ground rules, however, and a twin-
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well CMOS process. Total memory density was 3x28x256K, or 21 megabits. Both the 64K and 256K
SRAMs had a low power data retention mode suitable for battery backup.

Programming and readout was accomplished with a portable memory tester and adapter card/cable. The
tester was interfaced to an IBM PC through an RS-232 cable. Using IBM BASIC controller software devel-
oped by T. Scott, we were able to program half the boards with a checkerboard pattern and the other half
with checkerboard complement. “At the end of exposure, the tester was again used to determine which chips
had failed. The software was able to determine the failed cell’s physical locations on each chip, using
topological descrambling, so that we could look for symptoms such as multiple-bit errors.

Figure 3-1. Photograph of Flight Test Hardware. Alkaline batteries were mounted directly on each static RAM
memory board to provide up to several months of data retention. The memory boards were then
mounted in an aluminum container for the test flights.

3.2 Ground Measurements

In order to determine the sea level (or reference) soft upset rate, 21 64Kx1 SRAM boards were used,
including ten that had been built for future CRUX experiments. Between April, 1988 and January 1989,
periodic programming and readouts were performed on the ground, with 11 soft upsets observed in 1,100,736
device hours, or a soft fail rate of 3.7x10-9 fails/bit-day (f/bd).

This upset rate was later used to estimate the proportion of soft fails occurring on the ground between flight
tests. It should be noted that a significant percentage of this ground upset rate may have been due to alpha
particle emissions from internal package and process materials, rather than from cosmic rays. Upset caused
by alpha particles from microelectronics packaging materials is a well known phenomenon [Ref. 4].

Also, in cooperation with the Nuclear Engineering department of Rensselaer Polytechnic Institute, we
obtained Californium-252 soft error cross-section measurements of the 64Kx1 SRAM. This soft error
testing was done by graduate student A. Constantine in 1988 using a 0.75 microcurie source at a distance of
0.Scm in air [Ref. 5]. At 5V, the soft error cross-section was found to be about 29um? per bit, which com-
pares very well with a 36um? sensitive region calculated in 1984 from cell photomicrographs [Ref. 6].

3-2  Cosmic Ray Study
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3.3 Low-Altitude Measurements

In the summer of 1988, ten 64Kx1 SRAM boards were flown on board an E-3 Airborne Warning and
Control System (AWACS) model JE-3C aircraft in cooperation with the Boeing Aerospace Company in
Seattle, Washington. A photograph of the E-3/AWACS is shown in Figure 3-2. Our test equipment was
shipped to D. Mattson at the IBM Field Service office near Boeing airfield so that he could perform the
readout and programming on-location between flights. Support was also provided by T. Scott of IBM
Manassas.

The low altitude tests began on June 27th and ended on July 22nd, 1988. During this time, the boards were
exposed to a round trip commercial shipping flight between Manassas and Seattle (5.8 hours), 13 E-3 test
flights out of Seattle (59.6 hours), a round trip E-3 flight between Seattle and Tampa, Florida (10.7 hours),
and five E-3 test flights out of Tampa (25.3 hours). This represented a total of about 106 hours of flight
time at an altitude of from 26 kft to 40 kft. The Boeing Co. provided a record of the E-3 aircraft’s altitude,
latitude, and longitude approximately every 12 minutes during flight. Seattle was considered to be at a
middle latitude (47°N).

During this time, there were a total of 11 soft fails. None of these were in adjacent memory locations
(multiple-bit). The ground time of 561 hours was assumed to have caused about one of these 11 failures,
leaving a flight upset rate of about 1.2E-7 f/bd. This is about 30 times higher than the rate we observed at
sea level.

3.4 High-Altitude Measurements

Soft fail rates were also measured at high altitudes (19.8km or 65 kft) on board an ER-2 research plane in
cooperation with the National Aeronautics and Space Administration’s (NASA’s) Ames Research Facility at
Moffett Field, California. A photograph of the ER-2 is shown in Figure 3-3.
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Figure 3-2. Photograph of E-3 AWACS Airplane. Low altitude (30 kft) SEU measurements were performed on
board a Boeing Aerospace E-3 AWACS aircraft.

3-4 Cosmic Ray Study
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Figure 3-3. Photograph of NASA ER-2 Airplane. The FLUX experiment payload was mounted inside the rear
cargo door during flights at 65,000 feet.

For these tests, the FLUX flight container was mounted inside the rear compartment door. NASA provided
a record of the ER-2's altitude, latitude, longitude, and heading for each minute of flight. Many of the data
readouts were performed on location by C. McWilliams, Jr. of IBM San Jose, with support from T. Scott of
IBM Manassas.

3.4.1 Middle Latitude

A total of 20 ER-2 flights were performed at 65,000 feet over California, using the 64K SRAM boards.
During these flights, the 64K x1 SRAM:s experienced 20 soft fails in 16,875 device hours. None of these were
multiple-bit fails. If we assume 7.9 of the 20 soft fails occurred during the ground hours and cross country
commercial shipping flights, then the 65,000 foot upset rate at this middle latitude (37°N) would be about
2.6E-7 f/bd for the 64Kx1 SRAM, or about 70 times the sea level upset rate.
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3.4.2 High Latitude

We also had the opportunity to fly the experiment at high latitudes when the ER-2 was sent to Norway in
Jan/Feb 1989 for the NASA Arctic Ozone Expedition. The soft fail rates at such high latitudes were
expected to be significantly higher, since the Earth'’s magnetic field provides less shielding of the charged par-
ticle cosmic rays. The 256K boards were ready then and were included with the 64K boards for the first and

only time on these flights.

A total of 14 flights were performed out of Stavenger Air Force Base, Norway, flying as far north as 82°N
latitude at 65,000 feet. When the hardware was returned, we found a total of 57 upsets in the 64K SRAMs
and six upsets in the 256K SRAMs. Two of the 64K upsets were in physically adjacent memory cells, indi-
cating a possible multiple-bit fail from a single cosmic ray. If we assume 5.4 of the 57 upsets occurred in the
64K SRAMs during ground time and commercial shipping flights, then the 64K upset rate at 65,000 feet at
high latitude would be 51.6 fails per 34,907 device hours, or 5.4E-7 f/bd. This is about 150 times higher than

the middle latitude sea level rate.

There was no ground test data available for the 256K SRAMs that could be used to subtract out the back-
ground upsets. However, if we assume that all fails occurred in the air over Norway, then the upper bound
for the 256K soft fail rate at high latitude would be 6 fails per 3,647 device hours, or 1.1E-7 f/bd. This upper
bound is still lower than the 64K upset rate.

3.5 Dosimetry

Sets of passive radiation detectors were also flown along with the memory devices [Ref. 7]. The purpose of
the detectors was to provide a record of the radiation environment for input to our soft error modeling.

The flight detectors were configured as stacks in three identical packages. Since some of the detectors had
directionality of response to incoming radiation, the three stacks were mounted in an orthogonal array. A
fourth stack remained on the ground as a control. Each detector stack consisted of four components. These

were:

1. Nuclear emulsions;

2. Thermoluminescent detectors (TLD-200, CaF, and TLD-700, "LiF);

3. Thermal and epithermal neutron detectors (°LilF radiators with CR-39 PNTD alpha particle detectors
with and without gadolinium covers); and .

4. CR-39 PNTD film, in pairs.

The nuclear emulsions recorded the tracks of protons down to minimum ionizing energies. The TLDs gave
a measurement of total radiation dose, while the *LiF/CR-39 detectors used the Li(n,alpha)T reaction to
measure low energy neutron fluence. The gadolinium foils (25um thick) had an effective neutron absorption
cutoff of about 0.2eV. This allowed a separation of neutron response into thermal (<0.2eV) and epithermal
(0.2¢V to 1MeV) rcgions. Thus, this dosimetry package did not measure the energetic neutrons
(1<E<1000MeV) in the atmosphere that are discussed in detail in Section 7, “Neutron Upset Model” on
page 7-1 and are considered as the major cause of flight upsets. The CR-39 PNTD pairs recorded heavy
jons (protons of E<10 MeV and ions of Z>2 up to higher energies).

The film packs were attached to the FLUX flight container on the E-3/AWACS flights, but carried near the
nose of the plane for the ER-2 flights. They were scparated from the flight container because the ER-2’s
interior temperature near the engine was found to be too high for the emulsions during runway taxiing.

All detectors have been processed, and all but the nuclear emulsions have been analyzed.
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Table 3-1. Dosimetry Results. There was a factor of four increase in total dose equivalent going from 30,000 to
65,000 feet, and a further 60% increase at polar latitudes.

Altitude 30 kft 65 kft 65 kft
North Latitude 39-48° 32-40° 59-82°
Aircraft Type E-3 ER-2 ER-2
TLD Dose (mrem/day for LET < SkeV[um in H,0) 1.5 8.9 12.0
PNTD Dose (mremjday for LET > S5keV/um in H,0) Negligible Negligible 2.1
Neutron Dose (mrem/day for E < | MeV) 0.83 0.46 0.67
Total Radiation Dose (mrem/day) 23 9.4 14.8

The TLD doses were seen to increase with both altitude and latitude, as shown in Table 3-1. However, it is
not certain that there would be a significant latitude difference outside the polar regions. There was a factor
of four increase in total dose equivalent in going from 30,000 to 65,000 feet, and a further 60% increase at
polar latitudes. In Norway, 81% of the measured dose came from radiation having a Linear Energy Transfer
(LET) of less than SkeV/um (H,0), which would be high energy protons, electrons, gamma rays, and any
other lightly ionizing particles. This fraction would increase to about 95% for flights in more southern lati-
tudes, where heavy particle fluxes are insignificant [Ref. 7].

The measured LET total flux spectrum is compared with three space shuttle measurements in Figure 3-4.
The three shuttle missions, STS 51F, -51J, and -61C, have different orbits and encounter different heavy
charged particle fluxes, but none of the orbits extend over the polar regions {Ref. 7].

Cyclotron tests [Ref. 8] have shown the 64Kx! SRAM to have a heavy ion LET upset threshold of
approximately 2 MeVem?/mg (200 keV/um in H,0) at 5V. Figure 3-4 shows that there are about SE-8
particles/cm? sec-steradian with this LET or greater over Norway. Using a sensitive area per bit of 29um?
[Ref. 5], the predicted upset rate would be:

SE-8 particles/cm?-sec-steradian
x 1E-8cm?/um? x 29um?/bit
x 3600sec/hr x 24hr/day x 4n steradians

= 1.6E-8 particles/bit-day.

If we then use a scaling factor of 3.5x [Ref. 3] to estimate the increased upset rate at battery voltage, we
would have a predicted upset rate of 5.5E-8 f/bd. This is about one-tenth the observed rate of 5.4E-7 f/bd.
As discussed in Section 7, “Neutron Upset Model” on page 7-1, the remaining portion of the soft error rate
is likely to be attributed to NSEU.

3.6 Data Analysis

In order to use the flight data, its statistical significance must be considered. Several aspects of the exper-
iment may have affected the observed error rates:

1. The measurement of the number of soft fails at time of readout was considered exact (no inaccuracy);

2. The chance of the same memory cell locations having changed state more than once was considered
negligible because of the small number of fails;

3. The recording of flight times was expected to be accurate to within a few minutes per flight, or about
1-2%; and

4. The recording of altitude measurements was assumed to be accurate to within about 1000 feet.
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Figure 3-4. ER-2/Space Shuttle Integral LET Spectrums. ER-2 aircraft measurements are compared with crew
dosimeters from three Space Shuttle flights: SIF (322x304km, 49.5°), 51J (S10km-max., 28.5°), and 61C
(324km, 28.5°). For waler, stopping power in (keV/micron)x(0.01) = stopping power in MeV/mg-cm?.

When the above factors were considered, the main uncertainty in projecting soft fail rates versus altitude was
due to the small number of soft fails observed and their random occurrences in time.

Table 3-2. 64K SRAM Soft Error Results.

Altitude Sca Level 30 kit 65 kft 65 kit
North Latitude 39° 39-48° 32-40° 59-82°
Aircraft Type - E-3 ER-2 ER-2
Mean Upset Rate (measured, at battery 3.7E-9 f/bd 1.2E-7 f/lbd | 2.6E-7f/bd | 5.4E-7 f/bd
voltage )
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Section 4. Military Avionics Field Data

Flight tests of military aircraft equipped with a CC-2E Digital computer with semiconductor memory were
carried out over two separate areas of Europe during the period of November, 1990 through March, 1992.
From the logs of these flights, the status of the five MMU’s were determined. Single bit errors detected by
the EDAC circuitry were recorded in the AOCP and the AOCP log was read to determine the number of
errors for each flight. Most flights were about five to six hours in duration. Most flights were conducted at
an altitude of 29,000 feet to optimize the performance of the on-board electronics. Occasionally, portions of
a few flights were conducted at lower altitudes.

41 European Area 1 Flight Upsets

Test flights of the military aircraft in European Area 1 began in November, 1990. We have obtained data
from the first flight and on subsequent flights up to February, 1992. The first flight, the ferry flight, was a
polar route from the United States to Europe. One of the two upsets on this flight occurred over Greenland
and the other over Iceland. Most of the subsequent flights were in European Area 1 at a minimum latitude
of 54°N.

The duration of the test flights varied from less than two hours to more than nine hours. The average flight
time was approximately 6.3 hours and more than 78% of the flights were for more than five hours. Three
short flights of between three to four hours duration experienced upsets, and one long flight of greater than
nine hours experienced no upsets. The largest number of upsets per flight was five and this happened twice.
One of these flights was on a north-south path that took the aircraft as far south as 30°N latitude. The 37
flight tests cover 233 hours of flight time. Nine of the 37, about 25%, showed no upsets, clearly indicating
the random nature of the upsets. The European Area | flight upsets are shown in Figure 4-1 on page 4-2.
The data for each of the individual flights, in terms of date, flight duration, and number of upsets, is tabu-
lated in A.1, “European Area 1” on page A-1.

4.2 European Area 2 Flight Upsets

Test flights of military aircraft in European Area 2 began in March, 1991. We have obtained data from that
first flight and on subsequent flights up to March, 1992. Most of the flights are in the vicinity of European
Area 2 at a minimum latitude of 44°N. One recent flight was conducted considerably further south.

The duration of the test flights ranged from about an hour to more than 10 hours with the average flight
length being 6.6 hours. More than 83% of the flights were for more than five hours duration. A short flight
of between two to three hours duration had two upsets and several long flights of between eight and nine
hours experienced no upsets. The largest number of upsets per flight was four and this occurred twice. The
83 flights cover 552 hours of flight time. About 35% of the flights showed no upsets, clearly showing the
random nature of the upsets. The European Area 2 flight upsets are shown in Figure 4-1 on page 4-2. The
data for each of the individual flights, in terms of date, flight duration, and number of upsets, is tabulated in
A.2, “Europcan Area 2” on page A-2.
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Figure 4-1. Cumulative Avionics Upsets. The aircraft each contained 1,560 64k SRAM:s.

4.3 Temporal Variation of Flight Upsets

The flight upset data from the military aircraft can be evaluated in several different ways. One way which
appears to give interesting results is to plot the upsets as a function of day as shown in Figure 4-2 on
page 4-4. Individual upset points clearly show wide scatter about the long term average value. It would be
tempting to ascribe some meaning to the time variation of Figure 4-2. As a first test, we calculated an
adjusted, short-term average upset rate, which is indicated by the solid black line. The peaking in the fall of
1991 is seen in the short term average as weil as in the individual data points.

The primary issue remains as to whether this time variation is at all meaningful. We believe that this vari-
ation is due to poor statistics and is not meaningful because it is based on too little data. When a flight
experiences a single upset, one of 1,560 chips have upset, which is 0.064% of all chips. Even when there are
four or five upsets in a flight, this represents only 0.2-0.3% of all the chips upsetting. This is just too few to
be statistically significant.

If we had upset data averaged from a flect of at least 10-15 airplanes in flight at the same time, the time
variation likely would be statistically significant. The actual data in A.1, “European Arca 1” on page A-1
and A.2, “European Area 2" on page A-2 confirm this. Most of the highest daily upset rates shown in
Figure 4-2 occurred on days for which we have data from only one of the two flight areas. October 9, 1991
is an exception because therc is data from both flight areas on this day. In Arca 2, the rate was 0.58
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upsets/hr, but in Area 1 it was only 0.15 upsets/hr and if the two were averaged the rate would be 0.37
upsets/hr. We believe that if we had data from another ten airplanes flying on that same day the average
upset rate for all the aircraft would closely approach the long term average shown in the figure. This simple

example ignores the variation with latitude which is discussed in detail in 8.3, “Effect of Latitude” on
page 8-3.

Despite the enormous statistical uncertainty that we have discussed, if we nevertheless wanted to ascribe
some significance to the variation, what could be the basis? The reason for the variation in upsets would
then have to be due to a variation in the atmospheric neutron flux. As indicated in 4.1, “European Area 1
Flight Upsets” on page 4-1 and 4.2, “European Area 2 Flight Upsets” on page 4-1, the aircraft flew in the
same general geographical area and at the same altitude most of the time. Thus we wouldn’t expect to see
much variation in the neutron flux due to changes in altitude or latitude. The only remaining variable is
cosmic ray modulation, i.e. changes in the intensity and/or spectrum of the incoming cosmic rays that
produce the atmospheric neutrons.

On earth we measure cosmic ray modulation through the response of specially designed neutron detectors
such as the one at Deep River, Canada. However, as discussed in 7.2, “Model of the Atmospheric Neutron
Environment” on page 7-1, large changes in the Deep River neutron monitor correlate with only very small
changes in the 1-10 MeV atmospheric neutron flux based on the Wilson-Nealy model (see 7.2, “Model of
the Atmospheric Neutron Environment” on page 7-1). Thus the wide fluctuations seen in Figure 4-2 on
page 4-4 are only statistical in nature, and no physical mechanism can account for a correspondingly large
variation in the atmospheric neutron flux.
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Figure 4-2. Avionics Upset Rate vs Time.
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Section 5. Space Shuttle Flight Data

Additional SEU measurements on the same IMS1601 64kx]1 SRAM used in this avionics study have been
taken in low earth orbit on board recent Space Shuttle flights. This data is included here because it helps
corroborate that the soft errors we're seeing in the IMS1601 on aircraft are related to the natural cosmic ray
environment and are not due to other effects such as electromagnetic interference, etc.

The IMS1601 is used for the mainstore memory in IBM'’s upgraded AP101S General Purpose Computers
(GPC’s) that have been flying on board the Space Shuttle since April, 1991. Each of the five GPC’s con-
tains 200 of these 64kx1 SRAMs, along with error detection and correction circuitry. In the active GPC’s,
the entire mainstore memory is read out every 1.678 seconds so that all single-bit errors can be corrected.
The results of each of these “scrub” cycles are sent to Mission Control by telemetry and allow soft errors to
be correlated with the time/location of the Shuttle orbiter [Ref. 9].

5.1 Upset Rate Variation with Altitude/Latitude

The soft error rate as a function of altitude and latitude for the first eight flights of the AP101S computer is
shown in Figure 5-1 on page 5-2. The IMS1601 soft error rates range from 1.4E-7f/bd at low
inclination/altitude to 8.9E-7f/bd at high inclination/altitude. There was about a 2.8x increase in upset rate
when going from a 28.5° inclination orbit to a 57.1° orbit at 160nmi. As a function of altitude, the upset
rate increased by approximately 3.7E-9f/bd for every nautical mile.

It can be seen that the upset rates measurcd on the Space Shuttle in low earth orbit are in the same range as

those measured on the ER-2 aircraft at 65,000 feet over Norway. Thus, the problem of SEU can be as great
a concern for aircraft avionics designers as for designers of spacecraft avionics.
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Figure 5-1. Space Shuttle SEU Rate vs Altitude/Latitude. The upset rates were measured on the IMS1601 64kx1
SRAM in the 5V operating mode.

5.2 Multi-Bit Upsets

The Space Shuttle measurements also provide data on multiple-bit upset events. It is consistent with the
much larger tabulation of multiple-bit upscts that has been compiled from measurements on the CRRES
satellite [Ref. 10]. These Space Shuttle events involve the simultaneous (i.e. within one 1.678 second scrub
cycle) upset of more than one memory cell.

Table 5-1 on page 5-3 shows of summary of multi-bit upsets recorded on the first eight flights of the
AP101S. In each instance, the multiple upsets were in different ECC words, so that all errors were correc-
table. The percentage of multiple upset events ranged from 0% of the total events on some of the low
inclination flights (STS-44 and STS-37) to as high as 9.0% of the total events on one high inclination flight
(STS-42).
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Table 5-1. IMS1601 Multi-Bit Upsets on the Space Shuttie. Most multi-bit upset events have occurred at
high latitudes.
Flight Altitude | Inclina- Launch SER Total Multi-bit Ratio
' (nmi) tion Date (f/bd) Events Events (multi/total)
STS-44 200 28.5° 11/24/91 1.8E-7 k)| 0 0%
STS-37 243 28.5° 4/5/91 3.3E-7 55 0 0%
STS-43 160 28.5° 8/2/91 1.4E-7 39 1 2.6%
STS-49 198 28.5° 517192 2.0E-7 58 2 3.4%
STS-45 165 57.1° 5/24/92 3.9E-7 77 3 3.9%
STS-48 292 57.1° 9/12/91 8.9E-7 151 10 6.6%
STS-39 140 57.1° 4/28/91 4.1E-7 81 7 8.6%
STS-42 163 57.1° 1/22/92 3.9E-7 67 6 9.0%
Notes:
1. The IMS1601 SER is calculated based on all upsets, including multi-bit upsets.
2. The STS-43 multi-bit events consisted of one 2-bit upset.
3. The STS-49 multi-bit events consisted of two 2-bit upscts.
4. The STS-45 multi-bit events consisted of two 2-bit and one 3-bit upsets.
5. The STS-48 multi-bit events consisted of ten 2-bit upsets. Two of these events involved
simultaneous upsets in more than one computer (GPC pairs 1&2 and 1&4).
6. The STS-39 multi-bit events consisted of five 2-bit, onc 4-bit, and one 11-bit upsets.
7. The STS-42 multi-bit events consisted of five 2-bit and one 4-bit upsets.

About 80% (23/29) of the multiple upsct events involved only two memory cells. However, one of the 29
events involved three cells, two involved four cells, and one involved as high as 11 cells. This last event (11
simultaneous upsets on STS-39) occurred when the orbiter was at the southernmost tip of its orbit and the
astronauts were viewing an aurora australis display.

The physical location of each memory upsct could only be resolved to the card level, so it is not clear
whether most upsets occurred within single chips or across multiple chips. In two instances, however, simul-
taneous upsets occurred in separate computers (on STS-48). The IMS1601 is a 1-bit wide device, so a mul-
tiple upset within the same chip would cause only a single-bit error to appear in any individual ECC word.

The Space Shuttle multiple-upset events are also consistent with multiple-bit upsets recorded in SRAMs
during heavy ion testing. Koga [Ref. 11] found 10-20% of multi-bit upsets in two different IMb SRAMs
with the low LET Ne ion. We obtained substantially lower results with a third IMb SRAM, the EDI
188128C54 128kx8 device. Our results are shown in Figure 5-2 on page 5-4 in which the single event and
multiple-bit upset cross sections are plotted as a function of the LET of the ion. The SEU cross section
represents the average for four different parts. For low LET ions (F in our case, 5.5<LET<11), the fraction
of multiple bit upsets is only 1-2%, which is about a factor of ten lower than what Koga found.
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Figure 5-2. Heavy fon Cross Section for IMb SRAM. Testing was performed at the University of Washington

Nuclear Physics Laboratory (UWNPL).
We found the multiple-bit upsets because two bits flipped within the same byte (with the F ion we found
only two upsets, but with the higher LET Br ion there were instances of three upsets). Koga also found
double upsets within the same byte in one of his SRAMs [in this case by a different vendor, Mosaic

(Hitachi)] and multiple bit errors, but not within a single byte in another vendor’s SRAM (Micron). Thus,
contrary to the situation with SEU of similar sensitivity for the same type of commercially available memory

technology (see 8.1, “Effect of Memory Size” on page 8-1), there appears to be a wide variation in the sensi-

tivity to multiple-bit upset for the same type of memory technology.
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Section 6. Laboratory Testing

The 64K SRAM has previously been tested for SEU using beams of heavy ions and protons. Results of the
heavy ion SEU tests, performed at Brookhaven National Laboratory, are given in terms of the SEU cross
section as a function of the linear energy transfer (LET) of the ions. The data are presented in Reference 12.
Results of the proton SEU tests, in terms of the SEU cross section as a function of proton energy, are also
found in Reference 12. These tests were carried out at the Harvard University cyclotron. The heavy ion
tests were performed with the SRAMs at the full 5 volt operating voltage. The proton tests were performed
with the SRAM at both 5 volt operating voltage and 2.5 volt standby voltage. In addition, the SRAM was
tested using the 800 MeV proton beam at the Los Alamos Meson Production Facility (LAMPF). This test
was carried out only with the SRAM at 2.5 volt standby voltage, and is documented in Reference 13.

As indicated, at aircraft altitudes, upsets in the SRAMs are induced primarily by the atmospheric neutrons.
In order to calculate the upset rate in the SRAM due to neutrons, we required some SEU testing with
neutron beams to provide data for the model. The neutron SEU testing was performed at two facilities: the
Boeing Physical Sciences Research Center (BPSRC) using the 14 MeV neutron generator and at the Univer-
sity of California at Davis (UCD) using the higher energy neutrons produced by the cyclotron.

6.1 Neutron Facilities and SEU Test Setup

SEU testing of the SRAM was achieved using a standard board of 28 memory chips provided by IBM as the
test card. The board was connected through a Boeing-designed interface board to scalars and a diagnostic
computer that monitored upsets in the SRAMs. For both neutron sources, only the board with SRAMs
and the connecting cable were located within the neutron beam. All other equipment (diagnostic computer,
scalars, etc.) were located outside the room containing the neutron source. All 28 SRAMs were loaded with
a specific pattern (a psuedo-checkerboard) by a pattern editor and read at regular time intervals. Errors,
when detected, were recorded and corrected by the test system.

The two neutron facilities provided significantly different neutron beams. The UCD cyclotron produces a
very narrow collimated beam, approximately 17x2". We sighted in the test board such that four devices were
centered within the beam. Immediately adjacent SRAM devices also received some of the beam so, effec-
tively, five devices recorded upscts due to the neutrons. The BPSRC 14 MeV neutron generator produces
neutrons over an approximately 2r field. The test board was located about 12 inches from the head of the
generator. Thus, all 28 devices exhibited upsets once the generator was turned on.

6.1.1 Cyclotron Produced Neutron Beam Exposures and Dosimetry

Energetic neutron and proton beams are produced by the Crocker National Laboratory cyclotron at UCD.
Energetic neutrons, with energies of 42 and 64 MeV, were used to test some of the devices. Neutrons were
produced by directing a beam of protons into a Lithium (7L4i) target.

The cyclotron is a magnetic resonance accelerator. It consists of a disc shaped chamber that is split into two
halves that are separated by a narrow gap. An electric potential of several thousand volts is placed across
this gap and the poles of a strong electromagnet are aligned normal to the radii of the halves. Charged
particles (in this case protons) are injected by a source into the gap, near the center of the apparatus and are
accelerated to one of the halves by the gap potential. The magnetic field causes the particles to rotate
around the semicircle half until they reach the gap, where they are accelerated by the electric potential to the
other semicircle half. As this process is repeated, the particle energy is increased with each acceleration
across the gap, and the particle’s radius of revolution is gradually increased in order to maintain a constant
period. After many revolutions, the particle is drawn off for usc at the outer walls by an electrostatic field.
Specific details of cyclotron operation are presented in Reference 14.
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The proton beam drawn off of the cyclotron travels through a beam tube to a steering magnet where it is
directed towards one of several experimental stations. The station for proton irradiations is located in the
facilities’ north cave and the neutron irradiation station is located in the south cave. Because protons have a
large range in air, the beam does not require an evacuated path and the DUT exposures do not require an
evacuated test chamber. The cyclotron continuously produces beam during a sequence of test trials and
DUT exposure is controlled by the operator, who remotely inserts or withdraws a plug into the beam line.

.Dosimetry for the proton irradiation beam line is conducted using a Secondary Emission Monitor (SEM)
and a Faraday Cup. Both are resident in a Faraday cup box which is evacuated to maintain the stability of
the SEM output. The Faraday cup, which prevents beam from reaching the DUT, can be removed from the
beamline without being removed from the box. As the beam is steered into the proton irradiation station, it
passes through a degrading foil to ensure a reproducible and uniform beam intensity. Before DUT
irradiations, the SEM current measurement is calibrated with the Faraday cup current measurement and a
Faraday cup to SEM ratio is calculated. This ratio is used in calculations that convert the SEM value,
measured with each DUT irradiation, to actual fluence. This dosimetry process for proton irradiations has
been automated and is operated from a microcomputer system. This system is described in Reference 15.

UCD Neutron Spectra
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Figure 6-1. Neutron Spectra for Beams Produced at UCD. The neutron beam has a sharp peak near the energy of
the incident proton beam, but also has a lower energy “tail” distribution that continues down to approxi-

mately 10 MeV.
The neutron beam was produced by bombarding a 7Li target with a beam of protons. The nuclear reaction
of interest is 7Li(p,n)’Be, where the product ncutron has very nearly the same energy as the incident proton.
The characteristics of the neutron beam were determined with a monitoring system located upstream of the
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DUT target. The dosimetry method involved using a multi-wire chamber to measure the energies of recoil
protons produced by neutrons interacting with a CH; convertor. This dosimetry system is described more
completely in Reference 16. The output of this system is the neutron beam energy spectrum, which is
shown in Figure 6-1 on page 6-2 for the two peak energies of 42 MeV and 64 MeV. Examination of this
spectrum indicates that the neutron beamn has a sharp peak near the energy of the incident proton beam, but
also has a lower energy “tail” distribution that continues down to approximately 10 MeV. Following each
DUT irradiation, UCD personnel provide an approximate measure of the peak fluence, as determined from
the dosimetry system, and later provide the accumulated spectrum from all trials at the given peak energy.
The objective of this environment simulation was to gather SEU data as a result of mono-energetic neutrons.
Although the neutron energy spectrum has a well defined peak, it is not mono-energetic and the low energy
tail does have an effect on the test results. The method of compensating for the low energy tail is described
in the following section.

6.1.2 Neutron Generator Produced 14 MeV Neutron Exposures and Dosimetry

14.7 MeV neutrons were produced with the 14 MeV neutron generator at BPSRC that uses a Penning Ion
Gage type generator. Neutrons are produced by bombarding a titanium tritide target (TiT) with DC acceler-
ated deuteron ions which produces the reaction of interest, T(d,n)He¢. The product neutrons have an energy
range of approximately 13.4-14.7 MeV. Approximately 1E11 ‘neutrons/second are produced by this gener-
ator and a conservative estimate of the flux at a distance of 5 cm from the TiT target is 3E8 n/cm?-sec. The
TiT target is assumed to be a point source and flux varies as S/4nr?, where S is the source strength and r is
the radial distance from the TiT target. As these neutrons are produced as a result of the (D,T) nuclear
reaction, the tail feature exhibited in the cyclotron neutron beams is not observed.

Circuit cards containing the DUTs were placed in the beam a few inches from the TiT target. Irradiations
were conducted at ambient atmosphere. The neutron gencrator was started and stopped with each
irradiation, rather than withdrawing and inserting a barrier within a continuous beam as for the other
cyclotron simulations.

The neutron fluence for each run (DUT exposure) was determined by measuring the exposure on Thermal
Luminescent Detectors (TLDs) that were on the DUT cards. A second verification method was also used
by measuring the activation of a Zirconium (Zr) foil that was also irradiated with the DUTs. The TLDs
used were TLD-700, which are fully enriched in 7Li, and have a known response to neutrons of approxi-
mately 1E9n/cm?-sec per rad of exposure. A set of TLDs are collocated on a card with a DUT, or sct of
DUTs, and accumulate exposure as the DUT undergoes a set of neutron generator irradiations. Following a
test sequence, each TLD from each run is taken to a TLD reader where the exposure dose was mecasured.
The total dose a TLD received was converted into the total flucnce for each of the corresponding set of
irradiations. The fluence measurements determined with the TLDs were verified by Zr foil activation. 7r
has a 13 MeV threshold for the (n,2n) reaction and measures the total fluence for neutrons with energy
greater than 13 MeV. Following a test sequence using a Zr foil, the activity of each irradiated foil was meas-
ured with a Lithium drifted Germanium, Ge(Li), detector. The measured activity was then converted into
neutron fluence >13 MeV (see Reference 17).

6.2 Neutron Upset Cross Section Measurements

Neutron upset measurements were made at the neutron energies: 14.7 MeV (using the 14 MeV neutron gen-
erator), 42 MeV, and 64 MeV (both using the UCD cyclotron). The upsets recorded using the 14 MeV
neutron generator are shown in Figure 6-2 on page 6-4 through Figure 6-4 on page 6-6, which present the
data in a three dimensional histogram format.

Figure 6-2 on page 6-4 shows the distribution of 747 of the 836 upscts among the 28 SRAMs when the

board was operated in a 5 volt active mode. Whilc in the active mode, errors were detected, recorded and
corrected as the memory address lines of the 28 devices were continuously cycled during the exposure. (The
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logic analyzer used to record the upset data could capture only 249 upsets at a time; for three cycles this is
747 upsets of the total 836 upsets recorded on the scaler).

Figure 6-3 on page 6-5 presents the distribution of the 369 upsets among the 28 devices when the board was
operated at S volts, but in the standby mode. For these tests, the memories were loaded with data and then
put into a standby mode (with addresses not cycling) during the exposure. Following exposure, the
addresses were cycled once to read out the memory contents and count the errors. Figure 6-4 on page 6-6
_shows the distribution of 196 of the total 1126 upsets among the 28 devices when the board was operated at
2.5 volts in the standby mode. Again, the 28 devices were written at 5V, put into a standby mode (addresses
not cycling), exposed at 2.5V, and then brought back up to the normal SV operating voltage for readout.

5V Active
14 MeV Neutron Fluence: 4.14E9 n/cm/2
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1 2 3 4 5 6 7 8 9 10 11 12 13 14
Chip Position on Board

Figure 6-2. 14 MeV Upset Histogram (5V, active).

Section 6. Laboratory Testing 6-4




Unclassified

5V Standby
14 MeV Neutron Fluence: 1.8E9 n'cm2

&

Number of Upsets

1 000N OO NRRIOOPRRRIR OO RRIOONRRRH IR

%
:
H
]
H
i
g
i
%
H
‘)}
S
:

1 R0OR0000ORRK QOAIIOOORROOOOIIIIRHNN X0t

15-28
1-14

1 2 3 2 5 6 7 8 9 1011 12 13 14
Chip Position on Board

Figure 6-3. 14 MeV Upset Histogram (5V, standby).
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Figure 6-4. 14 MeV Upset Histogram (2.5V, standby).

Only during the second of the three runs did the logic analyzer unequivocally capture all of the 196 upsets.
During the first and third runs, when more than the maximum 249 upsets that the logic analyzer could
capture at a time were recorded, the distribution was incomplete. The 249 entries were filled up by upsets in
only a fraction of the total 28 devices. Thus an accurate distribution of the upsets is only possible for the
second run. However, for the purposes of an overall average, the total of the 1126 upsets (297, 196, 633 in
the three runs, respectively) will be used, to be divided by the combined fluence for those three runs.

The upsets recorded using the UCD cyclotron neutron source with the peak energy at 64 MeV are shown in
Figure 6-5 on page 6-7 through Figure 6-8 on page 6-10. The 76 upsets in the SRAMs when the board
was operated at 5 volts in the active mode are shown in Figure 6-5 on page 6-7. Five devices account for
nearly all the upsets (13.6 upsets/device because the collimated beam only strikes a small portion of all the
28 devices. Figure 6-6 on page 6-8 and Figure 6-7 on page 6-9 present the distribution of the upsets for
two runs when the board was operated at 5 volts in the standby mode. In Figure 6-6 on page 6-8, 55 of the
56 upsets occur in five devices, resulting in an average of 11 upsets/device. Results of the second run with a
13% higher neutron fluence show more scatter. The same five SRAMs average 15.8 upsets/device, but they
account for only 84% of the upsets. The remaining 15 upsets are distributed among five separately located
devices which we attribute to neutron scatter off of the board.
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Figure 6-5. Upset Histogram (UCD, 65MeV, Dynamic).
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Figure 6-6. Upset Histogram (UCD, 65MeV, Low Power Static, 1st Run).
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Figure 6-7. Upset Histogram (UCD, 65MeV, Low Power Static, 2nd Run).

Figure 6-8 on page 6-10 and Figure 6-9 on page 6-11 present the upsets recorded at the UCD cyclotron
neutron source operated at a peak neutron energy of 42 MeV. In Figure 6-8 on page 6-10 are the results
when the SRAMs were operated at S volts in the active mode. In Figure 6-8 on page 6-10, 36 of the 37
upsets occur in the same five devices as with the 64 MeV peak neutron source, averaging 7.2 upsets/device.
Figure 6-9 on page 6-11 presents the histogram of upsets when the board was operated at 2.5 volts in the
standby mode. In Figure 6-9 on page 6-11, 42 of the 45 upsets occur in the same five devices, averaging 8.4
upsets/device, for a fluence 30% of that received by the SRAMs in the 5 volt active mode.

Section 6. Laboratory Testing 6-9




Unclassified

IMS1601SLM 64kx1x28 SRAM Test Card

U.C. Davis Cyclotron
o e /7
1/ 40 MeV Neutrons ||........... /AL
8 Active Test
e (7
A
V
3%V
54 7
E
B Gotimated || LU UL LE LT
o/ BoamArea |5 [ U [ 1 {0 | |oeemenes
g X i 15.28
o a7 Y Y e/l 1-14

1 2 3 4 5 6

7 8 9

0 11 12 13 14
Chip Position on Board

Figure 6-8. Upset Histogram (UCD, 40MeV, Active).
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Figure 6-9. Upset Histogram (UCD, 40MeV, Low Power Static).

6.3 Neutron Upset Cross Sections

For a neutron source of specific energy, the neutron upset cross section was obtained following the standard
procedure of dividing the number of upsets by the fluence. However, because there is an energy spectrum to
the cyclotron source, this source is not mono-energetic and we had to account for the effective contribution
of the lower energy neutrons in producing upsets. This was done through the adjustment factor which is
fully described in 6.4, “Adjustment Factor” on page 6-16.

The cumulative data from the neutron upset measurements are tabulated in Table 6-1 on page 6-12,
including the total number of upsets, upsets per device, neutron fluence, and neutron cross section. For the
cyclotron neutron source, the key data is the number of upsets/device in those devices fully within the beam.
Some devices that were outside the beam nevertheless received some fluence from neutrons scattered off of
the portion of the card directly within the beam.
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Table 6-1 also contains one other data point, that based on the same SRAM exposed to a narrow beam of
800 MeV protons at LAMPF (see Ref. 13). In this case, too, four devices were directly within the beam,
but virtually all 28 recorded some upsets due to beam scatter. We believe that, at 800 MeV, proton upset
cross sections will be the same as neutron upset Cross sections. Thus, the 800 MeV proton upset cross
section is taken to be the same as an 800 MeV neutron upset cross section.

At lower energies, the proton and neutron interactions in silicon are far from identical. Ziegler (Ref. 18) has
shown that the burst generation rates for alpha particles induced in silicon by neutrons and protons become
the same as the energy approaches 100 MeV. More recent data from an extensive data generation program
(Ref. 19) shows that, based on production cross sections of varous light reaction products (neutrons,
protons, alpha particles, and deuterons), the neutron and proton cross sections in silicon are still not iden-
tical at 100 MeV. These proton and neutron cross sections are much closer at 100 MeV than they are at 50
MeV or even 10 MeV, but they definitely have not converged at 100 MeV. We will therefore assume that,
for energies at which the intranuclear cascade/evaporation models apply, i.e., >200 MeV (see Reference 19),
the neutron and proton cross sections will be identical. In that case, the number of upsets induced by
protons and neutrons will be the same, but this applies only for E>200 MeV.

To utilize the neutron upset cross sections for upset rate calculations, we need the cross sections for all
neutron energies, 1-1000 MeV, since the atmospheric neutron spectrum extends over that entire energy range
(see 7.2, “Model of the Atmospheric Neutron Environment” on page 7-1). Fortunately, Bendel developed a
single parameter model (Ref. 20) for proton induced SEU cross sections that fit the available data on early
1980’s microelectronic parts rather well. In this model, the upset cross section in 1E-12 upsets per
proton/cm? per bit, is

14
o(E) = (-2}) [1 ~ exp(— 0.18Y*5)]", [6— 1]

where

Y= (—‘} )o's(z«: — A). [6—2]

More recently, Stapor [Ref. 21] and Shimano [Ref. 22] have shown that, for more recent microelectronic
parts, a two-parameter model is needed to obtain a good fit, where one parameter is related to the
asymptotic cross section, and the second to the threshold energy. Following Stapor, this two-parameter
cross section fit is expressed as:

14
a(ﬁ)=(-ﬁ—) [1—exp(—0.18Y*)]* [6-3]

and, since Y remains as in Eq[6-2], the two parameters to be specified are A and B.

In examining Table 6-1 on page 6-12 we observe that, based on two sets of measurements; those with the
14 MeV neutron generator and the cyclotron source with the 64 MeV peak neutron energy, there is no real
difference in neutron upset cross section when the SRAM is operated at 5 volts. In both the dynamic and
standby modes, the upset cross section is essentially the same. With the 64 MeV source, the discrepancy is
about 15%, and with the 14.7 MeV source less than 2%.

Thus we will require only two neutron upset Cross section curves for the 64K SRAM, one for when it is
operated at 5 volts and one for 2.5 volts. The two-parameter mode of Fqs[6-2,3] was fit to the four upset
cross section data points for the SRAM operated at 2.5 volts. The results, with A=10MeV and
B/A= 1.125, are shown in Figure 6-10 on page 6-14. The model also shows excellent agreement in fitting
the points for the SRAM at 5 volts. Tlere, a similar fit was made, resulting in A= 10MeV and B/A=1.01.
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Figure 6-11 on page 6-15 shows the resulting curve from the model, which is based on only the three
neutron measurements.

Two-Parameter Bendel Model
IMS1601 Data (2.5V Static)

1E-11
Limiting Cross Section = 5.2E-12

B/A=1.125

Upset Cross Section (cm\2)
m
Ny
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Energy Threshold
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1 E‘1 3 1 1 \ 1 1 | 1 )| 1
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Neutron Energy (MeV)

Figure 6-10. Bendel Model of NSEU Cross Section for 64k SRAMs (2.5V Standby Mode).
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Figure 6-11. Bendel Model of NSEU Cross Section for 64k SRAMs (5V Active Mode).

Figure 6-11 also contains three data points from proton measurements. The two values from Harvard tests
are from Reference 12 and the 100 MeV point is from Reference 65. The 100 MeV point was tested by the
European Space Agency (ESA) and is for a slightly different 64kx1 SRAM (IMS1600) than the one used in
all other tests (IMS1601). Nevertheless, the 100 MeV proton cross section is in good agreement with our fit.
The two points from Harvard tests clearly do not fit the model curve very well. However, examination of all
the proton data in Reference 12, with the SRAM operated at S volts shows a wide variation in cross section
responses among different versions of the SRAM (with and without an epitaxial layer) and how the part was
operated (dynamic and static modes). For protons with energies of 148 MeV, the upset cross section was
50-70% larger when operated in the static mode compared to the dynamic mode, and this applies to both
epitaxial and non-epitaxial memory chips. However, for 50 MeV protons, the epitaxial parts had essentially
the same cross section in both the dynamic and static modes, although that cross section is more than two
orders of magnitude lower than our results with 64 MeV neutrons.

We can only conclude that the SRAMs responded differently in our neutron tests than they did in the
Harvard proton tests and we are not sure exactly why. However, this shouldn’t be too surprising. The only
other parts that we know of which were tested with both protons and neutrons of several energies are two
16k DRAMs, the Motorola MCM4116AC20 and the Mostek MK4116J-2. The neutron and proton upset
cross sections for these parts are given in Refcrence 44. TFor the MCM4116AC20, a plot of the cross
sections as a function of energy is quitc similar to Figure 6-11. However, for the MK4116J-2 part, the plot
does not resemble Figure 6-11 nearly as much. For both the MCM4116AC20 DRAM and our 64k SRAM,
there is one very high energy point represcnting the asymptotic cross section for both neutrons and protons
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(800 MeV for the 64k SRAM, 42 GeV for the 16k DRAM). The cross section/bit for the low energy
neutrons are higher than those for protons with at least twice the energy. For example, for both devices, the
14 MeV neutron cross section is approximately the same as that for 50 MeV protons. It thus appears that,
for some devices, the geometries of the sensitive volume are such that low energy neutrons (e.g. <40 MeV)
are capable of depositing more energy in the sensitive volume through the energetic recoils created than are
protons (also see Reference 23).

-For purposes of calculating neutron induced upset rates by means of the neutron cross section method (7.3,
“Upset Rate by Neutron' Cross Section Model” on page 7-8), we will use the two-parameter model fits
shown in Figure 6-10 on page 6-14 and Figure 6-11 on page 6-15.

6.4 Adjustment Factor

One of the main disadvantages of the cyclotron neutron source is the low energy tail. Figure 6-1 on
page 6-2 shows the energy spectrum of the 64 MeV neutron beam that was used for some of the previously
discussed upset measurements. Visual examination indicates that as much as 50% of the cumulative fluence
is in the tail. It is reasonable to assume that some of these tail neutrons deposit sufficient energy within the
DUT to produce upsets, and that the total number of upsets recorded for a DUT include a contribution
from neutrons in the tail. It has been shown that irradiations using this same cyclotron source have
produced as much as a factor of three more upsets than predicted in accepted analytic methods [Ref. 23],
and the source of this discrepancy appears to be the contribution of the tail neutrons. Since the objective of
the cyclotron irradiations is to investigate upsct as a function of incident neutron energy, contribution to the
upset count by the tail neutrons confuses the issue, particularly if the contribution is significant.

To compensate for the effect of the tail neutrons, an adjustment factor is defined and introduced into the
calculation of upset cross section. This adjustment factor may be thought of as a means for adjusting the
peak fluence to account for the contribution of the tail neutrons in generating upsets. The sought after result
from each DUT irradiation is the upset cross section for the peak neutron energy:

Upsets produced by peak fluence [6— 4]
Peak fluence

G(Epk) =

The values actually measured and recorded with cach neutron irradiation include upsets caused by the entire
neutron energy spectrum. It allows a cross section to be calculated as follows:

Upsets produced by total fluence
o(Espectrum) = Peak fluence [6->5]

The following adjustment factor is defined and applied to the peak fluence to convert Eq[6-5] into the form
of Eq[6-4]:

_ Predicted upsets produced by total fluence [6— 6]
= Predicted upsets produced by peak fluence

To a first approximation, Eq[6-6] is simply the ratio of the flux from the total neutron spectrum to that
about the peak neutron energy. However, the effectiveness of a neutron in generating upset is not equal
across the range of neutron energies. Consequently, an encrgy dependent weighting function is incorporated
into the calculation to account for the relative effectiveness of a neutron with a given energy of producing an
upset. The mathematical form of the adjustment factor, A, with the weighting function included is:

4= [ TaNtdE WD) dEYIN W EsD) [6-7]
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where dN/dE is the differential neutron fluence spectrum, W(E) is the weighting function, Ny is the peak
neutron fluence, and W(E,,) is the weighting function at the peak energy. In practice, this integration is
performed numerically.

Two approaches for weighting functions were studied in the calculation of adjustment factors. One
approach was to use neutron scattering cross sections (total and inelastic) in the calculations. Another
approach was to use the Burst Generation Rate (BGR) as the weighting function. The BGR is defined as
the probability that a neutron with energy En will generate a recoil with energy Er or greater in a collision
with a silicon atom. The BGR concept was originated by Ziegler and Lanford [Ref. 24] and is more fully
described in 7.4, “Upset Rate by the Burst Generation Method” on page 7-9.

Table 6-2 summarizes the results from adjustment factor calculations for the 42 MeV and 64 MeV neutron
beams, made with a variety of weighting functions and for several peak widths (width is defined in terms of
bins with size AE, which was 1 MeV). The energy spectrum for each of these beams is shown in Figure 6-1
on page 6-2. The weighting functions used in the adjustment factor calculations are illustrated in
Figure 6-12 on page 6-18. The adjustment factors finally selected for use in the SEU cross section calcu-
lations were calculated using the BGRs for a recoil of energy Er= 3.5 MeV or greater, based on consider-
ations discussed in 7.4, “Upset Rate by the Burst Generation Method” on page 7-9 and a peak width
definition of seven bins. The results are as follows: for the 64 MeV peak neutron source, A= 2.6, and for the
42 MeV peak neutron source, A= 1.8.

Table 6-2. Peak to Total Spectrum Adjustment Factors. The adjustment factor, A, is equal to the integral of the
spectrum weighted by cross section divided by the integral of the peak weighted by cross section.

Bin s(tot) s(inelast) Er=1 Er=3 Er=35 BGR=k
42 MeV Neutron Source

A(!1 bin) 4.404563 5.212414 5.538665 5.042053 4.283928 4.321168
A(3 bin) 2.171903 2.554304 2.654919 2.413694 2.090897 2.137184
A(S bin) 1.956711 2.294084 2.358856 12.143178 1.874155 1.928339
A(7 bin) 1.893604 2.216774 2.267665 £ 2.059708 1.809269 1.867508
A(9 bin) 1.822437 2.128438 2.159885 1.960904 1.734572 1.799392
A(11 bin) 1.739968 2.024989 2.030749 1.842422 1.646601 1.720930
A(13 bin) 1.640132 1.898863 1.871734 1.696511 1.538990 1.626374
A(15 bin) 1.551169 1.782730 1.728077 1.564747 1.441670 1.541667

64 McV Neutron Source

A(1 bin) 12.72771 14.08212 19.01474 14.52559 10.19565 11.35942
A(3 bin) 4.898217 5.419543 7.318006 5.590668 3.92417 4.371763
A(5 bin) 3.679500 4.073171 5.503167 4.212678 2.957784 3.287118
A(7 bin) 3.249582 3.597569 4861077 3.722447 2.613719 2.903518
A(9 bin) 3.104731 3.437644 4.645659 3.559300 2.499347 2.774750
A(11 bin) 3.071929 3401717 4.597710 3.524186 2.474852 2.746023
A(13 bin) 3.029528 3.355814 4.537293 3.482248 2.445839 2.709700
A(15 bin) 2.971859 3.293841 4.456540 3.428191 2.408670 2.660988
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.Figure 6-12. Weighting Factors for Adjustment Factor Calculations.
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Section 7. Neutron Upset Model .

71 Radiation Environment of the Atmosphere

The natural radiation environment of the earth is primarily influenced by the galactic cosmic rays. The
primary cosmic rays that are continuously bombarding the earth originate outside the solar system, and
consist of about 85% protons, 12% alpha particles, and 3% heavy ions, which have extremely high energies
(>1000 MeV/amu). As the cosmic rays enter the atmosphere, they interact with the oxygen and nitrogen
atoms within the atmosphere, creating neutrons and a host of other secondary particles (see Figure 7-1 on

page 7-2).

As a result , the radiation environment at aircraft altitudes consists of a number of different components,
including neutrons, protons, electrons, muons, pions, heavy ions, and others. Several studies [Refs. 25, 26,
27] have previously shown that, at aircraft altitudes, it is the neutrons that are most important in terms of
inducing single event upsets. Others have shown that this is also true with respect to the radiation dose
equivalent delivered to aircraft pilots and crew [Refs. 37, 35].

As a result, we will concentrate on dcfining only the atmospheric neutron environment. The other environ-
ment, e.g. protons, pions, etc. could also be defined. This would not only gain us very little in under-
standing and predicting how SEU are induced at aircraft altitudes, but it would also add confusion by
defining an unnecessarily complex environment. In 7.6, “Correlation with Flight Results” on page 7-15 we
will demonstrate that, by focusing on only the neutron environment, we can predict the upset rate very well
by comparing calculated values with the measured upset rates tabulated in Section 3, “IBM Flight Exper-
imental Data” on page 3-1 and Section 4, “Military Avionics Field Data” on page 4-1.

At higher altitudes, e.g. >75,000 feet, neutrons may not be the dominant radiation component in terms of
inducing upsets (see Refs. 25 and 26). Even at 60,000 feet, the heavy ion component is present at high
latitudes, while it cannot be measured at 30,000 feet or at lower latitudes as can be seen in Table 3-1 on

page 3-7

Figure 3-4 on page 3-8 contains the LET spectrum measured at the high latitude location. Dyer [Refs. 28,
29] measured the LET spectrum at 50,000-60,000 ft altitude, by flying a pin diode array operated at >100um
depletion in an airplane. He found that, although there were some heavy ions producing counts in the two
highest channels, the great majority of counts were by lower LET particles primarily attributable to the neu-
trons and secondary protons in the atmosphere. Thus, for aircraft altitudes, by defining the atmospheric
neutron environment, we provide the practical tool necessary to calculate upset rates in microelectronics
devices.

7.2 Model of the Atmospheric Neutron Environment

As indicated, the atmospheric neutron environment is primarily responsible for inducing SEU in avionics
systems and so a model for these neutrons was developed. These neutrons cannot be shielded by airplane
structures. Furthermore, as the neutrons are created by the cosmic rays, they interact further with the
atmosphere, and the equilibrium flux of neutrons in the atmosphere is the result of several competing proc-
esses. These processes include:

1. Creation of the neutrons by cosmic ray interactions within the atmosphere;
2. Decrease of the cosmic ray intensity with decreasing altitude;

3. Neutron diffusion;

4. Neutron scattering within the atmosphere; and

5. Neutron absorption in the atmosphere.
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The net result is an atmospheric flux that peaks at about 60,000 fect. Between 45,000-75,000 feet the
neutron flux is approximately constant; above and below this range of altitudes the flux decreases. At sea
level the neutron flux is several hundred times less than the peak flux.

RADIATION ENVIRONMENT IN THE ATMOSPHERE
1x106
(Shuttle orbit)
Albedo
Neutrons
Cosmic Ray 1.5x 105 #t
A (top of
lnteraction; atmosphere)
Oxygen
or
Nitrogen
x Atom
o  AAA
6 x 1041t
(Peak Neutron
flux)
\‘ Primary
Cosmic Rays
® Neutrons
A Secondary
Cosmic Rays
(muons, pions) ~ 1/500 of peak
neutron flux

Figure 7-1. Radiation Environment in the Atmosphere. As primary cosmic rays enter the atmosphere, they interact
with the oxygen and nitrogen atoms, creating neutrons and a host of other secondary particles.

The neutron flux with energies in the range of 1-10 MeV is shown in Figure 7-2 on page 7-3 as a function
of altitude, based on data from References 30 and 31. Due to SEU thresholds in silicon, only neutrons with
energies exceeding 1 MeV are important. Additionally, the shape of the neutron energy spectrum does not
vary much as a function of altitude. Therefore, the neutron flux in the 1-10 MeV range, for which variations
with latitude and altitude have been measured, is representative of the variation in flux over the entire

neutron energy spectrum.
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Figure 7-2. Neutron Flux vs Altitude. This graph shows the absolute and normalized 1-10 MeV neutron flux as a
function of altitude. It is based on measurements by R.B. Mendell et al, J. Geophys. Res., 68, 1963 and
S.S. Holt et al, J. Geophys. Res., 71, 1966. The flux peaks at about 60,000 feet.

The cosmic rays that create the atmospheric neutrons are deflected by the earth’s magnetic field. The mag-
netic field acts as a momentum filter, preventing particles with less than a given momentum from penetrating
to certain altitude-latitude combinations. Because the earth’s magnetic field is approximately a dipole, the
shielding is maximum at the magnetic equator and minimum at the magnetic poles. This results in an atmo-
spheric ncutron flux which is approximately six times more intense at the poles than at the equator. At
latitudes of greater than 60 degrees the flux is approximately constant. The neutron flux as a function of
geographic latitude is shown in Figure 7-3 on page 7-4, and is based on neutron measurements as a function
of geomagnetic cutoff from Reference 32, and geomagnetic cutoff values as a function of geographic latitude
from Reference 33 which we have averaged over longitude.
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Figure 7-3. Neutron Flux vs Latitude. This graph shows the absolute and normalized 1-10 MeV neutron flux as a
function of latitude. It is based on measurements by M. Merker et al, J. Geophys. Res., 78, 1973 and
geomagnetic cutoff values from NRL 5901, 1986 (J. Adams). A small scale factor was used to adjust the
1-10 MeV flux to a value of 0.85 njcm?®-sec at 45° and 40,000-N1 altitude.

The varation of the neutron flux as a function of the neutron energy is important in characterizing the
atmospheric neutrons. This is called the differential ncutron flux and several different laboratories have made
this measurement obtaining similar, although not identical, results. In Figure 7-4 on page 7-5 the differen-
tial neutron flux from Reference 34, which is somewhat more conservative at lower energies compared to
other measurements, is plotted as a function of energy. The differential neutron flux in Figure 7-4 on
page 7-5 is used in this report for purposes of calculating the induced SEU rate in the various microelec-
tronic devices by the atmospheric neutrons. This curve is designated as the normalized neutron flux at a
latitude of 40-50° and an altitude range of 35,000 to 45,000 feet.

Section 7. Neutron Upset Model 7-4




Unclassified

Atmospheric Neutron Spectrum

Differential Flux (n/cm'2-sec-MeV)

0.0001ﬁ T T 11 v TTid T LR AR R A T Ty Ty
0.1 1 10 100 1000

Neutron Energy (MeV)

Figure 7-4. Differential Neutron Flux vs Energy. This graph shows the normalized differential neutron flux in the
atmosphere as a function of neutron energy. It is based on measurements by NASA-Ames at 40,000 ft
and 45° to 50° north (geomagnetic) latitudes and normalized 1-10 MeV neutron flux of 0.85 njcm3?-sec (J.
Hewitt et al, Health Physics, 34, 375, 1978). For the worst-case flare-enhanced differential neutron flux
spectrum in the atmosphere, sec T.W. Armstrong et al, Nucl. Sci. Eng., 37, 337, 1969.

A new mathematical model of the atmospheric neutron environment was very recently developed by John
Wilson and John Nealy of the NASA-Langley Research Center [Ref. 35]. It, too, is based on neutron
measurements in the 1-10 MeV range, and uses data taken on both airplanes and balloons. By comparing
these two sets of data, they find that the presence of a large commercial airplane decreases the flux by about
10% (i.e. the energetic neutron flux is attenuated 10% due to interactions with airplane structural materials).
This new model is more comprehensive than our model which is represented in Figures 7-2, 7-3, and 7-4 and
Eq[7-1], although we believe our model to be both easier to use and sufficiently accurate to support any
analysis of the flight upsets in microelectronics.

Advantages of the Wilson-Nealy model are a) the explicit incorporation of the geomagnetic rigidity cutoff
compared to the averaging of the cutoff over longitude in our model (our model enables the use of the
geographic latitude as a parameter, which is more readily available than a map of geomagnetic cutoffs), and
b) the incorporation of a factor to account for cosmic ray modulation (i.e. how the atmospheric neutron flux
varies with daily changes in the cosmic ray intensity). Cosmic ray modulation is accounted for through the
response of one of several well known neutron detectors generally located at high latitude sites, e.g. the Deep
River Monitor at Deep River, Ontario, Canada. Wilson’s model indicates that the effect of cosmic ray mod-
vlation on atmospheric neutrons is very small. From July-December 1991 the Deep River Monitor showed
a variation of about 25% (high of 6410, low of 4995, sce Ref. 36), yet the Wilson-Nealy model for 1-10
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‘MeV neutrons at 35,000 feet showed a change of less than 2% in the flux. Two other very recent atmo-
spheric neutron models models (see Refs. 37, 38) dealing more with the dose equivalent to passengers and
crew than the neutron flux, were also published, along with the Wilson-Nealy model at a session organized
by one of the authors (EN).

With respect to inducing SEU in avionics, the altitude variation of the atmospheric neutron flux, shown in
Figure 7-2 on page 7-3, is the most important effect. It shows that low flying aircraft, e.g. helicopters and
. ‘smaller airplanes, are exposed to a neutron environment that is as low as 1-10% of that experienced by the
larger and high flying types of military aircraft. However, Figure 7-2, as well as the Wilson- Nealy model, are
based only on neutrons in the 1-10 MeV range. To support our contention that this altitude variation is
representative of the entire energy spectrum of the atmospheric neutrons, we have examined some recent and
some =~20-year-old neutron measurements to obtain the altitude variation of neutrons in the 10-100 MeV

range.

" A. Preszler measured the angular distribution and altitude dependence of atmospheric neutrons from 10-100

MeV through balloon-borne instrumentation launched at Palestine, Texas [Ref. 39]. The lowest altitude
‘measurement was made at about 35,000 feet (246 gm/cm?). F. Ait-Ouamer analyzed atmospheric neutron
data recorded on 1981 balloon flights launched at Alice Springs in central Australia (24° S. latitude, in Ref.
40). He used this data to determine the angular distribution of the atmospheric neutrons in the 10-100 MeV
range. The lowest altitude measurement was made at approximately 25,000 feet (400 gm/cm?). R. Saxena,
for her Ph.D. thesis [Ref. 41], built a very sensitive neutron spectrometry system similar to that of Preszler
that was housed in a trailer. The trailer was set up at three high altitude locations in the United States
[Leadville, CO (10,000 ft), Boulder, CO (5,476 ft.) and Mt. Washington, NH (6,070 ft)] where the angular
distribution of neutrons up to 170 MeV were measured (see Ref. 41).

For purposes of calculating neutron-induced upset rates, we are interested in only the total neutron flux, i.e.
that integrated over all 4n steradians. We therefore integrated the neutron angular fluxes obtained by
Preszler and Ait-Ouamer to obtain the total neutron flux at their various balloon altitudes. Saxena made
only ground level measurements, so she had a 2r geometry to integrate over (essentially no neutrons directed
up off the ground) in order to obtain the total neutron flux. Her total neutron flux values at the three high
altitude locations were normalized using Figure 7-3 on page 7-4 to the latitude of Preszler’s balloon meas-
urements, and then combined with Preszler’s data.

The resulting atmospheric neutron flux curves as a function of altitude are shown in Figure 7-5 on page 7-7.
The first curve, that for neutrons with energies of 1-10 MeV, is identical to Figure 7-2 on page 7-3, except
that the normalization is based on the peak flux being set to 1.0. In Figure 7-5 on page 7-7 are also shown
the two 10-100 MeV atmospheric neutron flux curves, one based on the combined Preszler-Saxena values
and the second on the Ait-Ouamer values. The shape of the flux as a function of altitude curves for the two
energy groups, 1-10 MeV and 10-100 MeV of the atmospheric neutrons are in very good agreement. This
verifies the assertion that the 1-10 MeV neutron group is representative of the entire neutron energy spec-
trum. We further found that the Preszler and Ait-Ouamer angular neutron fluxes had too much uncertainty
in them to allow for a finer energy breakdown.
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Figure 7-5. Neutron Flux vs Altitude (1-10 and 10-100 MeV Comparison).

Even though some measured atmospheric spectra (e.g. see Reference 39) are flatter in the 10-100 MeV
region, the spectrum in Figure 7-4 on page 7-5 is higher at lower energies and so overall serves as a good
representation of the differential neutron flux in the atmosphere. The fit we use for this spectrum is:

dNJdE = 0.3459E~ ®"° exp[ — 0.01522(InE)”] njcm?-sec-MeV [7-1

_This differential neutron flux is normalized to yield a flux in the 1-10 MeV energy range of 0.85 n/cm?-sec,
which applies at 40,000 feet altitude and 45° latitude. This spectrum also yields similar neutron fluxes at
0.87 n/cm?-sec over the 10-100 MeV range and 0.75 n/cm?-sec over the 100 to 1000 MeV range.

1000 MeV appears to be a practical upper limit of the atmospheric neutron energy for purposes of calcu-
lating upset rates. The only reliable measurement of the atmospheric neutron spectrum at very high energies
(>1000 MeV) is by W. Hess et al [Ref. 42]. For E>1000MeV, this spectrum exhibits a fall-off in energy
that can be approximated as E-22, which is much more rapid than our spectrum (E<1000MeV) which falls
off approximately as E-92. Thus, for energies >1000MeV, the neutron flux will decrease much more rapidly
than for E<1000MeV, so the contribution to the upset rate from these very high energy neutrons will be
minimal and can be ignored.

Solar flares can produce additional radiation and hence cause an increase in neutron flux beyond that of the

worst case daily environment. The worst case solar flare was encountered on 23 February 1956. It was
conservatively estimated that the peak flux was approximately 1,000 times the normalized neutron flux (see
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Reference 43). More recently, during the very intense flare of September 29 - Qctober 7, 1989, measure-
ments from on board Concorde flights at the time of the flare imply a S-fold increase in the atmospheric
neutron flux (see Reference 28). Nevertheless, for the worst case solar flare environment, the multiplier is
estimated to be 1,500 times the normalized neutron flux, accounting for the airplane operation at high alti-
tude, high latitude, and the worst case solar flare.

7.3 Upset Rate by Neutron Cross Section Model

The neutron cross section methodology provides a direct correlation between the neutron environment and
the device upset rate. In general, a NSEU cross section is defined as the probability that a neutron with
energy E, will interact with a semiconductor device and produce an upset (in units of cm?/device, or bit).
This function is generated for a specific device-type from data collected in neutron and proton testing. The
product of the NSEU cross section function and the differential neutron flux spectrum is the differential
upset rate which is integrated over the range of neutron energies to obtain the device upset rate (in units of

upsets/sec-device, or bit). This is represented mathematically as

Upset Rate = J‘ dN|dEe e (En)dE [7-2]
EII

where

dN|dE = atmospheric differential neutron spectrum; and

0 pseu = NSEU cross section.

In 6.3, “Neutron Upset Cross Sections” on page 6-11 we showed how the two-parameter Bendel model
provides a good fit to the neutron upset cross sections for the 64k SRAM as shown in Figure 6-10 on
page 6-14 and Figure 6-11 on page 6-15. One cross section curve was generated for the condition of the
64k SRAM operated at 5 volts and another for when it was operated at 2.5 volts. The actual cross sections
are tabulated in Table 6-1 on page 6-12 and the fit is given by Eqs[6-2,3] in 6.3, “Neutron Upset Cross
Sections” on page 6-11. 6.3, “Neutron Upset Cross Sections” on page 6-11 also contains the parameters A
and (B/A) for the 2.5 volts and § volts operating conditions. Eq[7-1] in 7.2, “Model of the Atmospheric
Neutron Environment” on page 7-1 gives the analytical cxpression for the atmospheric differential neutron
flux, dN/dE, shown in Figure 7-4 on page 7.5. This expression applies at an altitude of 40,000 feet and a
latitude of 45°. For other altitudes and latitudes, Figure 7-2 on page 7-3 and Figure 7-3 on page 7-4
provide the appropriate correction factors. Thus, having the NSEU cross section makes implementation of
the neutron cross section model via Eq[7-2] rather straight forward.

The main difficulty is that only a handful of microelectronic parts have undergone SEU testing with neu-
trons. References 23, 45, 44, and 46 contain most of the known published data on neutron induced upsets.
Many more upset measurements have been made with protons, but even so the number of devices tested for
which published data is available is on the order of 80-100 (Ref. 47), but many of these are older, early 1980
devices. Furthermore, as indicated in 6.3, “Neutron Upset Cross Sections” on page 6-11, we assume that
proton and neutron upset cross sections are the same only for energies >200 MeV. We have shown (Ref.
48) that for parts tested at UCD with 64 MeV neutrons and 62 MeV protons, the proton cross section may
be up to a factor of two larger. Nevertheless, contradicting this is the data shown in 6.3, “Neutron Upset
Cross Sections” on page 6-11 from previous SEU testing of the 64k SRAM with protons that gave upset
cross sections considerably lower than our neutron results.

We conclude that proton upset cross sections at low energics might be used as neutron cross sections, but
there is considerable uncertainty in making this assumptions, possibly as high as a factor of 5-10 based on
the results for the 64k SRAM. Proton cross sections at high energies (>200 MeV) are rare, but if such data
is found, it can be used as the neutron cross scctions with much greater certainty.
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7.4 Upset Rate by the Burst Generation Method

The Burst Generation Rate (BGR) methodology utilizes:

1. device SEU characteristics determined in heavy ion testing; and
2. tabulated calculated values of energy deposition in silicon by neutron interactions (the BGRs)

to predict the upset rate for a given device-type due to interactions with the atmospheric neutron environ-
ment. As stated in 2.1.1, “Soft Error Mechanisms” on page 2-1, the mechanism for NSEU is the burst of
charge produced by the reaction products of a neutron-silicon interaction. When this burst of charge is gen-
erated within the sensitive volume of a device and is greater than the critical charge, Q. then an upset can
occur. This alternative method is more indirect than the neutron cross section method discussed in 7.3,
“Upset Rate by Neutron Cross Section Model” on page 7-8. However, it has one great merit in that it
utilizes heavy ion SEU test data, and many hundreds of microelectronic devices have undergone such SEU
testing.

The BGR methodology is formulated in terms of two key parameters: a) the sensitive volume, V, which is a
device-specific value representing the size of the sensitive region within which the burst of charge generated
by the neutron-induced recoil will produce an upset, and b) the recoil energy, E,, that is equivalent to Q. for
the device [E(MeV)=Q(pC)x22.5MeV/pC in silicon], and in terms of two functions: a) the BGR(EE,),
and b) the differential flux of atmospheric neutrons, Eq[7-1]. In mathematical terms the BGR methodology
gives the upset rate as (see Reference 49):

Upset Rate = VCJ- BGR(E,.E)dN|dE dE, [7-3]
E,

where

V = sensitive volume;
dN|dE = differential neutron flux spectrum,;
E, = neutron energy; and
E, = recoil energy.

An additional constant factor, C, is used to account for collection efficiency, the contribution from light ions,
and other effects. In practice, this integration is performed numerically.

Neutron BGR is defined as the probability that a neutron with a given energy, E,, will interact with a silicon
atom and produce a recoil with energy [, or greater (see Reference 49). These BGRs are generated from
neutron cross section data by performing the reaction kinematics to determine the energy distributions of the
recoils for each type of neutron-silicon reaction. For neutrons with energies less than approximately 20
MeV, these are straight forward calculations that involve only two reaction products - a recoil and a sec-
ondary - and there are nine reactions to consider (see Reference 50). For neutrons with energies greater than
20 MeV, the calculations are complicated by the addition of more reaction products and many more
reactions, so a probabilistic approach is used. A complete description of the BGR methodology and the
BGR data set is given in References 49 and 50.

The BGR methodology is performed in five steps. First, the two key device SEU characteristics, the
asymptotic cross section and LET threshold, are obtained from the heavy ion upset cross section curve.
Second, the device sensitive thickness is detcrmined (in units of pm) and is multiplied by the asymptotic
cross section (in units of cm?/bit or devicc) to obtain the device sensitive volume (in units of cm?-um).
Third, the assumed sensitive thickness is multiplicd with the LET threshold and the density of silicon to
obtain the recoil energy, E,, necessary to produce an upset (MeV-cm?/mgxpmx0.233mg/cm?-pum in silicon).
This recoil energy can be further converted to the citical charge necessary to produce upset

(E/22.5MeV/pC). Fourth, the BGR function, BGR(E,,E,), is obtained for the calculated recoil energy by
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extracting values from tabulated BGR data. Fifth, the integration of Equation 7-3 is performed using the
differential neutron spectrum, sensitive volume, and BGR values.

As the flux is given in units of neutrons/cm?-sec, the upset rate has units of upset/sec-device (or bit), but this
is typically converted to upsets per hour or day. The sensitive thickness can be considered to consist of three
components: the depletion region, the funnel region, and the diffusion region. The sensitive thickness and
collection efficiency were determined on a trial and error basis by comparing calculated results against the
- measured upsets tabulated in Table 6-1 on page 6-12 for the various neutron tests. Thus, for a given test
result, several thickness’s were assumed, the BGR methodology steps listed above were carried out for the
appropriate neutron environment, and the calculated upset rate prediction was compared with the measured
upset rate to select the appropriate thickness and collection efficiency. This process is described in 1.5,
“BGR Upset Rate Model for 64K SRAM” on page 7-12.
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Figure 7-6. Heavy lon Cross Section for 64k SRAM.

In actual practice we found that, in examining heavy ion cross section curves as a function of LET, we could
not easily identify a single LET threshold for the entire curve that would not be overly conservative.
Instead, we found it preferable to make simplified fits to the cross section curve that are equivalent to two or
three effective thresholds, each of which has a corresponding cross section. This is illustrated in Figure 7-6,
that shows the actual cross section curve with a three-part simplified fit for the 64k SRAM: the lowest LET
threshold is 4 MeV-cm?/mg with a 0.06 cm? cross section, the middie LET threshold is 8 MeV-cm?/mg with
a 0.25 cm? cross section, and the highest cffective LET threshold is 16 McV-cm?/mg with a 0.6 cm? cross
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section. The use of the stair-step fit to the actual heavy ion cross section curve is an important refinement
over the description of a single effective LET threshold described in Reference 49.

To assist in evaluating Eq[7-4] in general terms, we have carried out the integration of the BGR function
with the differential neutron flux in the atmosphere over the neutron energy range of 1<E <1000MeV for
various values of recoil energy, E,. The BGR values used are similar to those in References 49, 50, and 51.
The resulting curve of the integral of BGR with dN/dE is shown in Figure 7-7 as a function of E, and is
similar to one presented in Reference 49 except that the latter is expressed as a function of critical charge, Q.,
in units of pC rather than E; (E(MeV)=22.5xQ, in silicon).

Integral of dN/dE x BGR(EN,ET) vs. Er
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Figure 7-7. Integral of dN/dE x BGR(En,Er) vs. Er.

As indicated above, one of the merits of the BGR method is that heavy ion SEU data is available for hun-
dreds of microelectronic devices from previous testing. To utilize the BGR method in order to calculate
upset rates through Eg[7-3], we need to know two key parameters, ¢, the sensitive thickness which is needed
to calculate E, and V, and C, the collection efficiency. Neither ¢ nor C arc generally known for the hundreds
of devices that have undergone SEU testing.

In this study our purpose is to calculate the upsct rate at aircraft altitudes accurately in order to compare to
measured values. For many applications that is not neccssary; a conscrvative estimate of the upset rate will
suffice. We know from experience that the smaller the sensitive thickness, the larger the upset rate, because
it forces E, to be low and therefore the BGR to be high (sce 7.5, “BGR Upset Rate Model for 64K SRAM”
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on page 7-12). Therefore, for parts with no neutron upset data to verify against, we recommend using
t=1um and C=1 to obtain a conservative upset rate.

Following Reference 52, t can be considered as comprised of three parts: the depletion region, a funnel
region, and a diffusion region. Based on values typical for current microchips, ¢ is expected to be 2um or
larger. Thus, using a value of 1ym for ¢ yields a conservatively large BGR and hence a conservative upset
rate.

7.5 BGR Upset Rate Model for 64K SRAM

As indicated in 7.4, “Upset Rate by the Burst Generation Method” on page 7-9, we intend to develop the
BGR upset rate model for the 64K SRAM based on Eq[7-3] and the three-part fit to the SEU cross section
as a function of LET shown in Figure 7-6 on page 7-10.

There are now three effective sensitive areas. When multiplied by the sensitive thickness these become three
effective sensitive subvolumes, each with a separate LET threshold. Eq[7-3] has to be modified to reflect the
contributions from each of the i subvolumes:

Upset Rate = cz [A v,| BGR(E,.E,)dN|dE dE] [7-4]

i

Each sensitive subvolume AV; has a corresponding LET threshold. Once the sensitive thickness t is
assumed, not only are the sensitive subvolumes defined, but so too are the corresponding burst energies, E;.
With the AV, and E,; specified, the upset rate can be calculated. Calculated upset rates will be compared
with those actually measured in the neutron tests. The collection cfficiency C will then be defined as the
ratio of the measured to calculated upset rates.

This is a different approach than is used in Ref. 49, where C would ordinarily be taken to be 1 in order to
obtain a conservative estimate of the upsct rate. In our case, we know the upset rate, or in this case, the
number of upsets, so our objective is to obtain an accurate estimate rather than a conservative one.

The starting point for the procedure is the sensitive thickness, t. Following Reference 52, t can be consid-
ered as comprised of three parts: the depletion region, a funnel region, and a diffusion region. Based on
values typical for current silicon microchips, t is expected to be 2um or larger. Using a value of lum for t
would yield a conservatively large BGR and hence a very conservative upset rate. In the case of the 64K
SRAM, 1um and 2um are still considerably too small, so we chose three larger values to obtain closer agree-
ment, 3.5, 3.8, and 4.0um.

For illustrative purposes we apply the method in detail to the test corresponding to the first entry in
Table 6-1 on page 6-12. This was with the SRAM at 5 volts being exposed to the 14 MeV neutron gener-
ator. The neutron fluence was 4.14E9 n/cm? and 836 upsets were recorded in all 28 chips. Choosing
t=3.5um, we obtain E; =3.2MeV, E,= 6.4MeV, and E;=12.8MeV. The maximum recoil energy that a
14-15 MeV neutron can produce in silicon is about 3.8 MeV, so only recoils of E,; =3.2MeV are possible.
The corresponding volume AV, is 217E7um* and the BGR for E,=147MeV is
BGR(14.7,3.2)= 13.5E-16cm?/um? for the essentially mono-energetic neutrons (E,y,= 14.7MeV) produced
by the neutron generator. Thus the integral in [q[7-4] is replaced by point values for the neutron fluence
and BGR, yielding 113.4 upsets per dcvice or 3175 upsets for all 28 devices. To calculate the actual number
of upsets measured, a collection efficiency of 0.263 would be nceded, that is, 836/3175.

Similar calculations were carried out for t=23.8 and 4.0um and for the 42 and 64 MeV peak energy neutron
tests. For the 42 and 64 MeV neutron sources, an adjustment factor has to be used to account for upsets
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induced by neutrons in the low energy tail of the spectrum. Theoretically, the adjustment factor, A, will
vary with each value of t, because the recoil energy is different for each t. In practice, though, this variation
is small, so we have applied the adjustment factor for t=3.8um to the calculations for all three values of t.

The results are tabulated in Table 7-1. Figure 7-8 on page 7-14 shows the ratio of calculated/measured
upsets for each of the three tests, as well as the average for the three tests. It is clear from Figure 7-8 on
page 7-14 that t=3.8um gives the most consistent results when measurements from all three neutron sources
are considered. This becomes especially clear when the curve for the average of all three measurements is
examined, and account is taken of the standard deviation between the three sets of measurements. From
Figure 7-8 on page 7-14, the ratio for t=23.8um for the average of the three tests is 1.81 and therefore the
collection efficiency, C, is 1/1.81=0.55.

Table 7-1. Variation of Calculated/Measured Upsets with Sensitive Thick-
ness.
t (um) C’;'J;‘;'e‘;‘:d Callt;g:l);as i/Ratio
Upsets
147 MeV BPSRC Source (836 upscts/device measured)
35 3175 3.80 0.263
38 1456 1.74 0.574
4.0 190 0.227 44
64 MeV UCD Source (13.6 upsets/device measured)
35 20.3 1.49 0.670
38 17 1.25 0.8
4.0 14.7 1.08 0.925
42 MeV UCD Source (7.2 upsets/device measured)
3.5 23 319 0.313
38 17.5 243 0.411
4.0 14 1.94 0.514
t (um) Average Ratio AVg';itt?(') Dev. AVg'_lg:?(; Dev.
35 2.83 3.80 1.85
3.8 1.81 2.29 1.32
4.0 1.08 1.79 0.383
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Effect on 64k SRAM Upset Calculations
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Figure 7-8. Variation of Calculated/Measured Upsets with Sensitive Thickness.

Selection of 3.8um as the sensitive thickness can be corroborated in another way. Figure 7-6 on page 7-10
presents the heavy ion testing performed by IBM. The lowest LET at which upsets occurred is 3
MeVcem?/mg. However, from this data the LET threshold cannot be determined; all we can observe is that
the LET threshold is <3. Fortunately, separate heavy ion testing was performed on this same 64K SRAM
and, as reported in Reference 8, the LET threshold is given as 2 MeVem?/mg.  Using the absolute LET
threshold of 2 MeVem?/mg and the 3.8um sensitive thickness, we obtain a threshold energy deposition of
1.75 MeV, which is equivalent to a critical charge of 78 fC. Taber has reported several estimates of the
critical charge in Reference 6. Based on estimates of the cell capacitance and signal margin, for operation at
5 volts, the critical charge was determined to be between 73-130 fC, in good agreement with our estimate of
78 {C based on neutron induced SEU and the BGR method.

Having determined the collection efficiency, the BGR upset rate model for the 64K SRAM is:

2.28E7 _[ BGR(3.5.E,)(dN|dE)YdE
Upset Rate = 0.55] + 7.22E7 f BGR(1,E,)(dN|dE)dE [7-5]

+ 1.33E8 j BGR(14,E,)(dN|dE)dE
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7.6 Correlation with Flight Resuits

The two different models to calculate the upset rate induced by atmospheric neutrons in the 64K SRAM
were described in 7.3, “Upset Rate by Neutron Cross Section Model” on page 7-8 and 7.4, “Upset Rate by
the Burst Generation Method” on page 7-9. In Section 3, “IBM Flight Experimental Data” on page 3-1
and Section 4, “Military Avionics Field Data” on page 4-1, we presented the actual flight data recorded.
We now would like to compare the calculated upset rates against the rates actually measured in flight. This
comparison is made in Table 7-2 on page 7-16.

Eq[7-2] provides the model for the neutron cross section. All calculations were carried out for the differen-
tial neutron flux at 40,000 feet and 45°N latitude, i.e. given by Eq[7-1]. When the integration required by
Eq[7-2] is carried out, we obtain an upset rate of 3.28E-9 upsets/bit-hour, which applies at 45°N latitude
and 40,000 feet. From Figure 7-2 on page 7-3, we obtain a normalization factor of 0.4 for the atmospheric
neutron flux at 29,000 feet compared to that at 40,000 feet. Thus, for European Area 2, the calculated upset
rate is 1.3E-9 upsets/bit-hour.

For European Area 1, which we have taken to be at an average latitude of 55°N, the additional normaliza-
tion factor for latitude is obtained from Figure 7-3 on page 7-4 (value of 1.37). Thus, for European Area |,
the upset rate is 1.8E-9 upsets/bit-hour.

For the BGR method, a similar procedures was used. Eq[7-5] presents the model and Figure 7-7 on
page 7-11 contains the values of the integral of BGR with dN/JE. After the integrations are performed, the
upset rate obtained is 5.8E-9, which applies at 45°N latitude and 40,000 feet. We again use the same nor-
malization factors as above, 0.4 for an altitude of 29,000 feet and 1.37 for a latitude of 55°N, to obtain the
corrected values listed in Table 7-2 on page 7-16.

All the aforementioned applies to the 5 volt operating mode. When the 64K SRAM is operated at 2.5 volt
standby, it is more susceptible to upset. From Table 6-1 on page 6-12, the increased susceptibility is a
factor of 3.8 based on the 42 MeV peak neutron test and 3.0 for the 64 MeV peak neutron test. Thus we
will use an average factor of 3.4 for the increased susceptibility for 2.4 volt standby operation compared to
achieve 5 volt operation. This value of 3.4 is very close to the 3.5 scaling factor that was previously obtained
[Ref. 3] as described in 3.5, “Dosimetry” on page 3-6. This enables us to calculate the upset rate for the
low altitude (29,000 feet elevation) measurements described in 3.3, “Low-Altitude Measurements” on
page 3-3.
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Table 7-2. Comparison of Calculated to Actual Upset Rates. Calculated versus actual recorded upset
rates are compared for static RAMs at aircraft altitudes.
Rate Rate
Oper- Flight Average Flicht Mlejasu:ed Calc. Calc.
SRAM | ating Lati- | Latitude | ﬁf“ o R‘;Z w/NCS w/BGR
Type Voltage tude Assumed (ft) (upsets|/ Method Method
(V) | (degrees) | (degrees) bny | (wmset/ | (apsets]
. bit-hr) bit-hr)
64k 5 54-60 55 29k 2.26E-9 1.80E-9 3.20E-9
64k S 44-50 45 29k 1.57E-9 1.30E-9 2.30E-9
64k 25 39-48 45 29k 5.00E-9 4 40E-9 7.90E-9
64k 25 32-40 35 65k 1.10E-8 9.70E-9 1.75E-8
64k 2.5 59-82 70 65k 2.25E-8 2.30E-8 4.16E-8
256k 25 59-82 70 65k 4.60E-9 8.20E-9 1.36E-8
Notes:
1. Calculated upset rates are scaled to altitude and average latitude.
2. The 256kx1 NCS calculation is based on the 64k results, normalized by upset cross sections
measured with 800 MeV protons.
3. The 256kx] BGR calculation is based on a heavy ion cross section curve for the same ven-
dor’s 32kx8 SRAM, and assumed a sensitive thickness of 3um and a collection efficiency
identical to that for the 64k SRAM.

For the 64K SRAM measurements recorded on the ER-2 flights (at 65,000 feet), we need different normal-
ization factors. For 65,000 feet altitude, it is 1.4, rather than 0.4 for 29,000 feet. For the latitude normaliza-
tion factor from Figure 7-3 on page 7-4, it is 0.63 for 35° latitude and 1.5 for 70° latitude.

For the 256k SRAM, the only actual SEU test data we have is for a single proton test at LAMPF with 800
MeV protons [Ref. 13], the data for which is contained in Table 6-1 on page 6-12. It was obtained with
the SRAM operating at 2.5 volts, just as the 64k SRAM was tested. If we use the 800 MeV proton upset
cross section as a means of normalizing, we may utilize the neutron cross section model to calculate the
upset rate. For the 64k SRAM, we showed above that the neutron cross section model gives
3.28E-9x1.4x1.5x3.4= 2.3E-8 upsets/bit-hr. Applying this to the 256k SRAM, and normalizing by the 800
MeV upset cross section, we obtain 2.34F-8x1.77E-12/5.06E-12=8.2E-9 upsets/bit-hr, which is less than a
factor of two higher than the measured value.

The BGR method may also be used to calculate the upset rate in the 256k SRAM, but in a more indirect
manner. There is data available for a similar 256k SRAM from the same vendor (32kx8 organization and
1.3um feature size compared to the 256kx1 organization and 1.lum feature size of the SRAM that was
flown). Figure 7-9 on page 7-17 shows the SEU cross section as a function of LET curve for the 32kx8
SRAM as measured by Koga et al [Ref. 53], along with our simplified fit to the curve, namely: lowest LET
threshold of 2 MeVcem?/mg with a cross section of 1E-3 cm?, middle LET threshold of 4 MeVcm?/mg with
a cross section of 0.1 cm?, and highest LET threshold of 12 MeVcm?/mg with a cross section of 0.3 cm?.
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EDI 32kx8 SRAM SEU Cross Section
Aerospace Corp. Data
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Figure 7-9. EDI 32kx8 SRAM Heavy lon Upset Cross Section. The EDI 32kx8 SRAM is similar to the EDI
256kx1 SRAM flown over Norway in this study.

We have no actual data to allow us to calculate the sensitive thickness, so we estimate as follows. As shown
in 7.5, “BGR Upset Rate Model for 64K SRAM?” on page 7-12, the sensitive thickness for the 64k SRAM
is 3.8um. This is a mid-1980’s part and its sensitive thickness is about 4um. We have performed a similar
analysis on a IM SRAM [Ref. 54}, 1990’s era part, and found its sensitive thickness to be about 2um.
For the 256k SRAM, a late 1980’s part, we will assume the sensitive thickness to be approximately midway
between, ie. t=3um. We will further assume that the collection efficiency is similar to that for the 64k

SRAM, C=0.55.

Thus, for t=3um, we obtain the following BGR method upset model for the 256k SRAM:

3ES J BGR(1.AMeV,E,)(dN|dE)dE
Upset Rate =0.55] + SEIBGR(2.8MeV.E,,)(dN/dE)dE [7-6]

+6E7 _[ BGR(8.3MeV,E,)(dN/dE)dE

After the integrations are carried out, the upset rate obtained is 1.9E-9 upsets/bit-hr, which applies at 45°
latitude, 40,000 feet and the full 5 volt operating voltage. Using normalization factors of 1.4 for the altitude,
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1.5 for the latitude, and 3.4 for the 2.5 volt operation, we obtain a calculated upset rate of 13.6E-9
upsets/bit-hr, which is almost a factor of three higher than the measured value.

Considering the large uncertainties in this particular calculation, this is still good agreement. The uncertain-

ties include use of an SEU cross section curve for a different, although similar, SRAM by the same vendor,

an assumed sensitive thickness based on general trends in SRAM structure, and an assumed collection effi-
ciency identical to that for the 64k SRAM.

Examining the calculated upset rates listed in Table 7-2 on page 7-16, we note the excellent agreement with
the rates from actual flight data. This applies to the rates calculated by both the neutron cross section
method and the BGR method. The neutron cross section method gives upset rates that are 20-25% lower
than the measured rates and the BGR method gives upset rates that are generally 40-60% higher. The fact
that the two different methods give such good agreement reinforces our confidence in the two methods. The
only case of less than good agreement is for the 256k SRAM, but, as indicated above, we had much poorer
actual data to base our calculations upon. In addition, the measured data for the 256k SRAM is also
poorer, since only 6 upsets were measured on the 14 flights out of Norway.
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Section 8. Impact on Current/Future Avionics

The real payoff in this research is in knowing how to better specify and design future avionics equipment to
be less susceptible to NSEU. Consequently, the model and knowledge gained in this work were applied to
predict the sensitivity of future devices and systems.

8.1 Effect of Memory Size

The total amount of semiconductor memory on board an aircraft is a key factor in determining what kind of
a problem neutron-induced SEU will cause for an avionics system. This is clearly seen in Figure 8-1 on
page 8-2, in which the number of memory bits per aircraft are plotted against the mean time to fail
(MTTF). Figure 8-1 on page 8-2 is based on an SEU upset rate of 2.3E-9 upsets/bit-hour for 5 volt opera-
tion. It is taken from Table 7-2 on page 7-16 and applies to flight at an altitude of 29,000 feet and a lati-
tude of 55° (atmospheric neutron normalization factors of 0.4 and 1.37). It serves as a representative flight
path only.

Similarly, we have somewhat arbitrarily assumed that an upset rate of more than one per flight would be
noticeable but that less than one per flight would not. This is based on our experience in collecting avionics
field reliability data, in which memory alterations potentially attributable to NSEU are difficult to separate
from memory/system errors due to other causes such as power supply fluctuations, electromagnetic interfer-
ence, or software/procedure errors.

The point of the curve is that, as the total memory density increases, the mean time between upsets
decreases and we can easily reach a situation of 1-2 hours per upset for 2 memory of approximately 0.2-0.4
Gbit. Of course this applies only to unprotccted memory. For memory protected by EDAC, the mean time
between upsets increases enormously, as discussed in 9.2, “Fault Tolerance” on page 9-2. It also very signif-
icant that, on a per-bit basis, there is not very much difference in susceptibility to SEU for the same type of
commercially available memory technology, in this case NMOS four-transistor cells. Koga in Reference 11
performed heavy ion testing on 12 different commercially available NMOS SRAMs and all but one exhibited
very similar SEU sensitivity.
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Figure 8-1. Avionics MTTF Versus Memory Size. As density increases, the mean time between upsets will decrease.

8.2 Effect of Altitude

at atmospheric neutron single event upset rates will increase with
gly in Figure 8-2 on page 8-3, which shows the SEU rate as a
function of altitude, and Figure 8-3 on page 8-4, which shows the SEU rate as a function of latitude. For
the altitude variation, the IBM flight experimental data from Table 3-2 on page 3-8 is more useful than the
military avionics field data, since the latter were all conducted at one altitude. The shape of the curve for the
upset rate in the 64k SRAM operated at 2.5 volts as a function of altitude is in excellent agreement with the
1-10 MeV atmospheric neutron flux curve. This is further verification of the energetic atmospheric neutrons

as the cause of the upsets.

Military avionics designers should note th
increasing altitude. This is seen convincin
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Soft Error Rate vs Altitude
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Figure 8-2. Avionics SEU Rate vs Altitude. Both the neutron flux and sofl error rates increased with altitude.

8.3 Effect of Latitude

Soft error rates will also tend to increase with increasing latitude. For the latitude variation, both the IBM
flight experimental data at 2.5 volts and the military avionics field data at 5 volts are useful, but both provide
upset rates at only two latitudes. Nevertheless, the slope of the the two partial upset curve lines. at 2.5 volts
and 5 volts, are in good agreement with the shape of the atmospheric neutron flux curve as a function as a
function of latitude. This again corroborates our identification of the atmospheric neutrons as the cause of
the upsets.
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Soft Error Rate vs Latitude
64k/256k NMOS/CMOS SRAM

10

Neutron flux (n/ecm2-sec)

0 10 20 30 40 50 60 70 8 90
 Latitude (deg N)

Figure 8-3. Avionics SEU Rate vs Latitude, Both the neutron flux and soft error rates increased with latitude.

8.4 Effect of Multi-Bit Upsets

When implementing soft error protection, designers should also consider the potential impact of multi-bit
upsets. As described in 3.4.2 and 5.2, there have been several instances where two or more upsets appear to
have occurred simultaneously (i.e. in known physically adjacent cells or within the same time measurement
interval. Such bursts of upsets may overwhelm a soft error protection scheme if considerations aren’t made
in the initial design (see Section 9, “Ilardening Strategies” on page 9-1).

Our limited data indicates that multi-bit upsets may account for up to 2% of the total events at both 29,000
feet and 65,000 feet. These are neutron induced double bit upsets. They can be compared to the multiple
bit upsets induced by heavy ions of relatively low LET (15<LET) because of the similar energy deposition
between these ions and the neutron-induced recoils. We described in 5.2 multiple bit upset measurements in
three different 1Mb SRAMSs that indicated the multi-bit upsets comprise about 2%, 10%, and 20% of all
events in the three devices. We noted the apparent wide variation in sensitivity to multi-bit upset for the

same type of memory technology.

The Space Shuttle multiple upsets are interesting. However, because most upsets are caused by the heavy
ion portion of the galactic cosmic rays (GCR) and some by the trapped protons in the South Atlantic
Anomaly, the frequency of these multiple events can only scrve as a general guide for similar effects at air-
craft altitudes. For example, Table 5-1 on page 5-3 shows that the higher inclination orbits, for which the
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GCR is more important, have the higher multiple bit frequencies (average of 7% compared to 1.5% at lower
inclination.

Little is known about the physical distribution of such upsets. We expect that, in most cases, simultaneous
upsets would involve physically adjacent memory cells. An instance of two adjacent cells being flipped was
noted on the return of one of the 64k SRAM boards from flights over Norway (see Section J). However,
we did not have a time history to show that the two upsets occurred simultaneously. The two instances on
the military avionics flights (see Section 4) were known to be coincident in time, but we have not yet traced
the logical computer memory addresses back to the corresponding physical devices/cells.

There are at least two cases for the 64k SRAM, however, where we are certain that simultaneous upsets did
not occur in adjacent cells. These were on Space Shuttle flight STS-48 (see Section 5) and involved simul-
taneous upsets in separate computers. Such an instance is thought to be very rare and likely caused by heavy
jons, so it is not expected to apply at aircraft altitudes. However, it is presented here to indicate that such a
possibility exists.

For now, avionics designers may assume that most, but not all, multi-bit upset bursts involve clusters of two
or more cells in a very localized area (usually the same chip). This would not cause serious problems for
designs using one-bit-wide memory devices, since multiple upsets on the same chip would, by definition,
appear at different addresses and not cause multiple bits to fail in a single output word.

However, those designs using greater than one-bit-wide memory devices (such as x4, x8, x9, or x16) should
consider the chance that a cluster of two or more upsets in the array could propagate to the same output
word and overwhelm a single-bit soft error protection scheme. Furthermore, based on the data presented in
5.2, this effect has been seen in commercially available IMb SRAMs, and the percentage of the total number
of upsets ranges from at least 2-20% for relatively low LET ions. We believe that these percentages also
apply to neutron-induced multiple bit upsets in the same devices. More explicitly, having a multiple bit
cross section curve as a function of LET such as Figure 5-2 allows us to calculate the multiple bit upset rate
at aircraft altitudes by means of the BGR method.

The chance of multiple upsets occurring will be dependent on the array topology of the memory devices.
Koga [Ref. 11] has shown that some static RAM memory devices have such tight column interleaving that
upsets in physically adjacent cells of the same row will always propagate to the same output word. Other
memory devices are designed with eight or more cells separating those in the same word, so that the chance
of multiple faults in the same output word is greatly reduced.
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Section 9. Hardening Strategies

Soft error hardening strategies can generally divided into two types; fault avoidance and fault tolerance.
These are discussed below.

9.1 Fault Avoidance

Fault avoidance involves preventing faults from happening in the first place, as opposed to recovering from
them once they’ve occurred.

9.1.1 Circuit Hardening

Efforts to protect semiconductor circuitry from the effects of packaging, space, and nuclear weapon radiation
environments have resulted in the development of many circuit hardening techniques. These include
increasing signal margin, reducing charge collection, and time filtering of SEU transients. Many of these
techniques are expected to help reduce or even eliminate NSEU, but the cost and availability of such hard-
ened parts may preclude their use on a typical avionics system.

9.1.2 Component Selection

When more than one manufacturer produces the same semiconductor device, it is possible to measure the
candidate devices” sensitivity to NSEU and then select the device(s) with the lowest error rates. This tech-
nique has been used to reduce heavy ion soft error rates on the Space Shuttle General Purpose Computers.

9.1.3 Shielding

Localized and spot shielding have been used in the past for reducing the intensity of other types of radiation
and thereby controlling the induced failures (e.g. die coatings for alpha particle protection, titanium package
lids for gamma ray protection, etc.). However, shielding is not expected to be a practical method for con-
trolling NSEU in aircraft. This is because the very energetic atmospheric neutrons (energies >150MeV) are
highly penetrating and would require a large amount of shielding material to obtain a significant reduction in
soft error rate.

With these very high energy neutrons, the fall off of the flux as neutrons are transported through a material is
often characterized in terms of the attenuation length 1, in units of gm/cm?. For a variety of materials (e.g.
concrete, soil, iron) 4 is similar (see Ref. 55). The attenuation length is large, e.g. we will use 80 gm/cm?
which is applicable to the 100 MeV neutrons (from Ref. 56), although it is ~100 gm/cm? for E>400MeV.
Attenuation of these high energy neutrons is primarily due to inelastic neutron interactions which decrease
with increasing energy to an essentially constant value above about 150 MeV. To achieve a factor of ten
reduction (ie. 0.1=e23), we would need 2.3x80/2.7 or 68 cm of aluminum. This is totally impractical in
terms of serving as a shield on an airplane. (To shield a 6"x6"x10” avionics box would require six aluminum
slabs, each about 26" deep, with a combined weight of more than 800 pounds).
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9.2 Fault Tolerance

A more likely candidate for NSEU hardening is the use of fault tolerance. Fault tolerance involves the use

of redundancy to allow a system to continue functioning during or after a NSEU. It relies on the assump-

tion that NSEU is not likely to occur simultaneously in widely separated locations (physical redundancy) or

that, if an operation is repeated (time redundancy), a second NSEU will not occur in exactly the same
* manner.

In practice, fault tolerance can be implemented at many different levels, including chip, card, box, and
system. A fault tolerant design may also involve the use of firmware, software, and procedures to recover
from errors. In the following sections, we discuss some of the most common types of fault tolerance that are

implemented for memory arrays.

9.2.4 Single-Error Detection With No Correction

One of the most common types of memory fault tolerance is the use of parity checking in hardware, coupled
with recovery mechanisms in firmware, software, or procedures. The reason for parity checking’s widespread
use is its simplicity and speed. It requires as little as one extra bit per word.

Parity checking can be either “odd” or “even.” In “odd” parity checking, the parity check bit is adjusted so
that there is an odd number of 1’s in word. In “even” parity checking, the parity bit is adjusted for an even
number of 1’s. An example of a nine-bit odd parity checker is shown in Figure 9-1.

P Data Bits Check Bit
a
Data r 1010110690 1
Array j
t p1000101 0
y
P600O0101 1

o

9-bit Parity

Checker/Generator
ts |
Data Error

Figure 9-1. Example of Nine-Bit Odd-Parity Checker.

Some of the disadvantages of single-bit/word parity checking are that it can not detect an even number of
errors (such as 2, 4, 6, etc.) and that it doesn’t provide any means of correcting the error. Therefore, some of

the concerns in implementing it are:

1. How often will higher-level recovery procedures have to be invoked (performance impact)?
2. How often will undetectable errors occur (safety impact)?

The frequency with which soft errors arc observed and subsequently have an impact on performance will
depend on the radiation environment, the size and sensitivity of the memory, and the way in which the
memory is used. If all (100%) of the memory is used and it is read much more frequently than the time
between errors, then the mean time ¢, between observed errors will be:
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le= Agxrxec -1

where

t, = mean time between observed errors (in days);
A, = single-bit upset rate in fails/bit-day;
r = number of rows (memory depth); and
¢ = number of columns (word width, including parity).

For example, a IMx32 array with one parity-check column would have 1,048,576 rows and 33 columns. If
the single-bit upset rate were 1E-7 f/bd, the mean time between events would be 0.29 days, or once every 6.9
hours.

The chance R,, of no events during a mission of time t, would be:
Ry =e }n [9-2]

where

R,, = probability of no events; and
{,, = mission time in days.

For example, if the above memory array was flown on a five-hour mission, the chance of no events would
be less than half, or 0.49. Factors such as these must be considered where the recovery procedures are
“painful,” such as requiring a pilot to manually re-boot a system each time an error is detected.

9.2.2 Double-Error Detection With Single-Error Correction

Another popular soft error protection technique is the use of single-error-correction/double-error-detection
(SEC-DED) coding. This technique employs a Hamming [Ref. 57] distance-4 code, usually optimized for
minimum gate delay as in Hsiao’s odd-column-weight code [Ref. 58]. See Reference 59 for a survey of
various SEC-DED coding techniques.

An example of a 4Mx32 memory array with SEC-DED coding is shown in Figure 9-2 on page 9-4 Each
32-bit wide data word requires seven cxtra check bits to perform the SEC-DED operation. These extra
check bits are supplied by expanding the memory array to 4Mx39 (22% increase in size).

On write operations, a 7-bit check word is generated (bascd on the incoming 32-bit data word) and stored in
memory. On read operations, another 7-bit check word is generated (based on the outgoing 32-bit data
word) and compared with the 7-bit check word previously stored in memory. If there is a mismatch, then
one or more errors have occurred. If it is a single-bit error, the circuitry will invert the flipped bit and output
correct data. If it is a detectable multi-bit error, the circuitry will provide an error flag indicating that the
data is uncorrectable.

Our basic quantitative assumption about single-bit soft errors is that they are exponentially distributed. That
is, the probability that a single-bit soft error has not occurred after time t is equal to e&, where 1 is the
average single-bit soft error rate. We can then calculate the soft error reliability of a SEC-DED protected

system.
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Data Bits Check Bits
4Mx32 aMx7 £0000000600000006060000000600000 0011000
Data Check £0006000000000000000000000000001 1100001
Array Bit 00000000606000000060000000000010 0010061
Array 00000000000000066000000000000011 1001101

00000000000000000000000000000100 0010101
00000006000000000000000000000161 1001161

132 17

32-bit EDAC

J P

Data Error Mult Error

Figure 9-2. Example of 32-Bit SEC-DED Configuration. Single error correction/double error detection capability
can be added to a 32-bit wide memory array using 7 extra check bits per word (22% additional
memory).

First, we examine one word of memory. Each individual bit has a chance p of experiencing a soft fail equal
to

p= l—e—At, [9—3]

where

1 = bit soft error rate in fails/bit-day; and
t = time in days.

Therefore, the chance Pf(/),, of exactly one soft fail in a memory word would be equal to
Py =n(1=p)" " 'P [9-4]
where
n = number of bits in the word.
Similarly, the chance Pf(/),, of zero soft fails in a memory word would be equal to
PO =(1-p) [9-5]

Then, the combined chance Pf(0,/),, of zero or one soft fails in a word (correctable error situation) would
be

PRO,),, = PAO), + PAD),,- [9- 6]
Since we assume that single-bit soft fails occur independently in each word of memory, then the array reli-

ability R would be equal to the combined chance Pf(0,1), of zero or one soft fails in all words of memory,
or
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R = PAO,1), = [PAO1)TY = [(1 — e "™ + ne™2 = D", 9-17
where
w = the number of words in the memory array.
The mean time to fail (MTTF) for soft fails would be

l = o : 9-8
—In{PAO,1).] w ln[(l _ n)e—/ltn + ne—,lt(n — 1)] [ ]

MTTF =

The above equations apply for a SEC-DED coding scheme without scrubbing capability. For example, if
we assume that the memory array shown in Figure 9-2 on page 9-4 is flown on a six-hour mission using a
memory device technology with a soft fail rate of 1E-7 f/bd at altitude (w=4,194,304, n=39, 1= 1E-7,
¢t=0.25), then the reliability R would be equal to 0.999998 and the MTTF would be approximately 352
years.

The advantage of SEC-DED coding can be seen when we examine what happens without it. In the case
above, if only parity error detection were used (n= 33 instead of 39), any single soft error would be uncorrec-
table. Unless some means of recovering/reloading memory existed, there would only be about a three
percent chance of completing the mission without a fail (R=0.031420) and thé MTTF would be an average
of 1.7 hours.

Figure 9-3 on page 9-6 shows graphically the probability of success (R) for the above examples as a func-
tion of soft error rate. Three important points are to be made. First, the use of SEC-DED coding alone
provides a significant (3-4 orders of magnitude) improvement in soft error rate tolerance. Secondly, the soft
error rates we've measured on the 64k SRAM at 29kft clearly dictate the necessity for SEC-DED coding or
some similar means of protection on a memory array of this size. Finally, if other types of memory devices
have soft upset rates within 1-2 orders of magnitude of our measurements, the same conclusions will still

apply.
9.2.2.1 Soft Error Scrubbing

The reliability of memory arrays having SEC-DED code can usually be improved by periodically "scrubbing”
the contents to remove any single-bit errors. This helps reduce the chance that single-bit errors will accumu-
late to the point where they overwhelm the EDAC (>1 error in one or more words).

An example of a system with soft error scrubbing is the IBM API101S General Purpose Computer used on
the U.S. Space Shuttle. The Space Shuttle system uses five computers, each containing four 128kx25 static
RAM memory arrays that are scrubbed every 1.678 seconds. Without scrubbing, it is likely that there would
have been a multiple fault alignment on at least one of the missions, since there have been 31 to 161 upscts
per mission at the time of this writing. To date, the SEC-DED code and scrubbing have successfully cor-
rected all upsets.

The reliability R (chance of no uncorrectable errors) for a SEC-DED system with scrubbing is equal to

wi,,

R=[(1- e 4 pe= 20 = DT [9-9]

where
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n = number of bits in parity word;
A = soft error rate in fails/bit-day;
1, = scrub time interval in days;

w = number of words in array; and

t,, = mission length in days.

It follows that the mean time to fail (MTTF) for multiple fault alignment is equal to:

t
MTTF =—2=
—In(R)

[9— 10]

Memory Soft Error Protection
4Mx32 array, 6-hr mission
1.ﬁ
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Figure 9-3. Example of Memory Soft Error Protection. Single-error correction,
significant protection against single-bit sofl errors.
9.2.2.2 Muiti-Bit Upsets

In order to circumvent the problem of multi
Current/Future Avionics” on page 8-

with or without scrubbing, provides

-bit/chip upscts described in Section 8, “Impact on
1, it is suggeste
rate EDAC circuit so that no more than one upse

d that each memory device output be wired to a sepa-

t can occur per word. See Reference 60 for more informa-
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9.2.2.3 On-Chip Error Correction

There has been a trend towards inserting more testability and error detection features directly onto logic and
memory chips. In one case, SEC-DED coding has been incorporated directly into a 16 megabit dynamic
RAM to improve its manufacturability [Ref. 61].

Such on-chip error correction features should dramatically improve the soft error reliability of these devices
when used in systems without external ECC. However, it is cautioned that, if there are any single-bit manu-
facturing defects on the chip, then those particular memory words would not be protected against an addi-
tional soft error. For instance, if 1000 bits out of a total 16,777,216 bits had hard fails, then 1000 words
would be unprotected against further hard or soft fails. This means that a soft upset in any of
137-bits/wordx 1000-words = 137,000-bits would cause an uncorrectable error.

It is recommended that, if on-chip error correction is used to replace external error correction circuitry in
avionics designs, that devices be screened to select only those with no single-bit manufacturing defects or
other defects that would limit their soft error protection.

If on-chip error correction is used in combination with external error correction circuitry, then one might
achieve a significant improvement in reliability and perhaps reduce or eliminate the need for soft error scrub-
bing.

9.2.3 Voting Technique

Another means of providing memory fault tolerance is the use of voting. This is not often used for memory
arrays, since it requires a significant amount of redundancy, but it can be effective if the resources are avail-
able.

In a voting configuration, the outputs of three or more memory arrays are compared against each other. Ifa
majority of the outputs are in agreement, the voter assumes their values are correct. The minimum voting
configuration is a set of three redundant modules, or Triple Modular Redundancy (TMR), as shown in
Figure 9-4 on page 9-8. The reliability of a system using triple modular redundancy (TMR), assuming an
ideal voter, is equal to the chance that all three modules work, plus the chance of two modules working and
one failing, or

Ry ()= R3(0) + 3RE(OL1 — Ry()] = 3RE(D) — 2R3, [9— 11]
where

Ry ()= reliability of system as a function of time; and
R,,(f) = reliability of module as a function of time.
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Module 1

Input Module 2 Voter [— Output

Module 3

Figure 9-4. Example of Triple Modular Redundant Memory.

For example, if we take the case of the memory array described in 9.2.1, “Single-Error Detection With No
Correction” on page 9-2, a single module (simplex system) would have a reliability of 0.87 for a one-hour
mission. The same modaules, if used in a TMR system, would provide a system reliability of 0.95.

Since a TMR system relies on a majority of the modules being good, it is only effective for short duration
missions. This can be seen when we compare MTTFy, to MTTF4. If we assume that the modules obey
the exponential failure law, then the single module reliability as a function of time is equal to

R ()=eH, [9-12]
where
1 = module failure rate; and
t =time.
Since
o0
MTTF= _[ R()dt, [9 — 13]
0
then
o0
MTTFpoq= J e Mdi = % . [9— 14]
0

Using Equations 9-11 and 9-12 for a TMR system, the reliability would be

Ryys(t) = e~ = o[ = 372 — 2677 [9 - 15]

Then, MTTF,y, for the TMR system would be

[ 2]

MTTF,,, = I 3e™ M _ 2e™ gy = -657 . [9 - 16]
0
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This compares with an MTTF of 1/2 for a simplex system. Therefore,

MTTF,,, < MTTFpoq-

So, the TMR system is not suitable for long life applications because of its short MTTF compared to the
MTTF of a single module. It is, however, useful for short duration missions where very high reliability is
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Section 10. Conclusions

We conclude that a significant single event upset phenomenon exists at airplane altitudes, that it is most
likely due to energetic neutrons created by cosmic ray interactions within the atmosphere, and that memory
error correction coding (ECC) is likely to be necessary for most high density avionics memory systems.

We have demonstrated this by compiling flight upset data from more than 1000 hours of flight that included

well over 100 upsets. All flights carried at least 280 64k SRAMs and a few also carried 84 256k SRAMs.
The 64k SRAM was exposed to beams of neutrons and protons in the laboratory in order to obtain its
neutron-induced upset cross section. Models were developed to correlate the laboratory results with the
atmospheric neutron environment. The calculated upset rates are in very good agreement with the measured
values. With the models verified we were able to predict the impact of SEU on current and future avionics
systems and to evaluate various hardening strategies.

This is a comprehensive study. Earlier work [Refs. 62, 63] had addressed the subject in largely qualitative
terms. A more recent approach [Ref. 64] reached similar conclusions to ours with regard to the impact of
neutron-induced SEU on avionics designs, but based theirs on very limited flight upset data and supporting
calculations. Nevertheless, using data based on totally different avionics systems, but which also contained
SRAMs, they obtained a flight upset rate within a factor of about six of what we had measured. Factors
such as altitude, latitude, and the SEU sensitivity of specific devices, all of which we have examined in detail,
may alter the agreement factor some, but it still corroborates the basic phenomenon. Having developed a
comprehensive approach, we believe that it can be used to both evaluate present/future avionics design con-
cepts and analyze flight upset data from other systems.
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Section 11. Recommendations

It is recommended that avionics developers consider NSEU phenomena in current and future designs. Also,
government specifications should be developed to guide contractors in the analysis, prevention, and verifica-
tion of NSEU effects. In addition, more work is needed to better quantify the problem. As this is a rela-
tively new field, data on different memory devices, and eventually logic devices, will be invaluable in
understanding and controlling the problem.

Finally, neutrons are likely to induce single event effects other than upset, in particular, latchup. Heavy
jon-induced latchup has been a known and measured effect in CMOS devices for many years. Very recently,
however, two papers were presented indicating that proton-induced latchup was measured in a memory [Ref.
66] and in a microprocessor [Ref. 67]. The energjes of the protons that induced the latchup ranged from 30
to 150 MeV. Thus, based on our discussion in 6.3, “Neutron Upset Cross Sections” on page 6-11 on the
similarity between energetic protons and neutrons in causing single event effects, we expect that the atmo-
spheric neutrons will also induce latchup in parts that are sensitive to latchup with ions of very low LET.
Because latchup is a potentially more serious problem than upset (recovery may require power cycling or
switching to redundant hardware), we recommend that a flight experiment program be undertaken with parts
very sensitive to latchup, to demonstrate that latchup can occur in flight. Furthermore, CMOS parts with
known extreme sensitivity to latchup (very low LET thresholds) ought to be identified to avionics designers
as parts to avoid.
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Appendix A. Flight Data Logs

A.1 European Area 1

Table A-1. Flight Log - European Area 1.

Date AOCP (H) f'éu*:; SEU (213:")
02-Nov-90 8.600 8.600 2 2
07-Nov-90 7.870 16.470 1 3
09-Nov-90 4430 20.900 2 5
13-Nov-90 5.400 26.300 0 5
14-Nov-90 6.990 33.290 1 6
23-Nov-90 2.630 35.920 0 6
25-Nov-90 8.380 44.300 2 8
26-Nov-90 8.380 52.680 3 11
29-Nov-90 6.510 59.190 0 11
30-Nov-90 5.660 64.850 0 11
04-Dec-90 9.200 74.050 1 12
06-Dec-90 8.360 82.410 5 17
14-Dec-90 7.670 90.080 3 20
15-Dec-90 7.380 97.460 0 20
19-Dec-90 8.430 - 105.890 4 24
08-Jan-91 5.320 111.210 0 24
10-Jan-91 6.870 118.080 4 28
14-Jan-91 9.210 127.290 0 28
15-Jan-91 6.380 133.670 0 28
17-Jan-91 3.340 137.010 1 29
22-Jan-91 9.920 146.930 2 31
19-Feb-91 8.940 155.870 1 32
05-Mar-91 9.160 165.030 2 34
23-Mar-91 4.900 169.930 1 35
19-Apr-91 4.700 174.630 0 35
16-May-91 6.500 181.130 2 37
17-May-91 5.110 186.240 1 38
07-Aug-91 8.120 194.360 2 40
14-Aug-91 8.690 203.050 5 45
16-Sep-91 3.050 206.100 2 47
09-Oct-91 6.710 212.810 1 48
11-Oct-91 6.770 219.580 1 49
10-Dec-91 6.210 225.790 2 51
13-Dec-91 5.520 231.310 0 51
17-Dec-91 6.010 237.320 1 52
11-Feb-92 3,740 241,060 1 53
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A.2 European Area 2

The Airborne Operational Control Program (AOCP) duration, or length of time that upsets were recorded
on each flight, was assumed to be 15 minutes shorter than the actual flight duration.

Table A-2 (Page 1 of 2). Flight Log - European Area 2.
- Fit Dur Fit Hrs SEU
Date (H/M) AOCP Dur | AOCP (H) (Cum) SEU (Cum)
06-Jan-91 08:38:11 08:23:11 8.386 8.386 0 0
08-Mar-91 07:57:12 07:42:12 7.703 16.090 1 1
12-Mar-91 08:59:00 08:44:00 8.733 24.823 1 2
07-Apr-91 07:05:00 06:50:00 6.833 31.656 2 4
11-Apr-91 08:05:00 07:50:00 7.833 39.490 2 6
12-Apr-91 07:30:00 07:15:00 7.250 46.740 0 6
25-Apr-91 07:11:02 06:56:02 6.934 53.674 1 7
17-Jun-91 06:00:00 05:45:00 5.750 59.424 0 7
20-Jun-91 07:50:00 07:35:00 7.583 67.007 3 10
04-Jul-91 07:23:00 07:08:00 7.133 74.140 2 12
09-Jul-91 08:09:00 07:54:00 7.900 82.040 1 13
10-Jul-91 03:00:00 02:45:00 2.750 84.790 1 14
16-Jul-91 08:48:00 08:33:00 8.550 93.340 2 16
18-Jul-91 08:34:00 08:19:00 8.317 101.657 1 17
25-Jul-91 10:34:00 10:19:00 10.317 111.974 2 19
30-Jul-91 07:12:00 . 1.200 119.174 0 19
01-Aug-91 07:30:00 07:15:00 7.250 126.424 3 22
06-Aug-91 07:02:00 06:47:00 6.783 133.207 0 22
08-Aug-91 07:01:00 06:46:00 6.7617 139.974 0 22
13-Aug-91 07:10:00 06:55:00 6.917 146.890 0 22
20-Aug-91 08:38:00 08:23:00 8.383 155.274 0 22
22-Aug-91 06:46:00 06:31:00 6.517 161.790 0 22
26-Aug-91 07:46:00 07:31:00 7.517 169.307 2 24
29-Aug-91 07:13:00 06:58:00 - 6.967 176.274 0 24
03-Sep-91 07:25:00 07:10:00 7.167 183.440 1 25
05-Sep-91 07:15:00 07:00:00 7.000 190.440 2 27
09-Sep-91 07:18:00 07:03:00 7.050 197.490 2 29
12-Sep-91 06:32:00 06:17:00 6.283 203.774 0 29
14-Sep-91 08:02:00 07:47:00 7.783 211.557 i 30
16-Sep-91 06:44:28 - 06:29:28 6.491 218.048 1 31
19-Sep-91 06:52:00 06:37:00 6.617 224.665 1 32
23-Sep-91 07:05:00 06:50:00 6.833 231.498 1 13
24-Sep-91 09:45:00 09:30:00 9.500 240.998 2 35
26-Sep-91 07:50:00 07:35:00 7.583 248.581 0 35
30-Sep-91 05:40:00 05:25:00 5.417 253.998 2 37
01-Oct-91 08:17:58 08:02:58 8.049 262.048 2 39
02-Oct-91 04:05:00 03:50:00 3.833 265.881 1 40
04-Oct-91 05:11:00 04:56:00 4933 270.814 1 41
08-Oct-91 04:08:00 03:53:00 3.883 274.698 1 42
09-Oct-91 07:10:00 06:55:00 6.917 281.614 4 46
14-Oct-91 06:49:00 06:34:00 6.567 288.181 4 50
16-Oct-91 06:17:00 06:02:00 6.033 294.214 1 51
18-Oct-91 05:05:00 04:50:00 4.833 299.048 1 52
21-Oct-91 03:03:58 02:48:58 2.816 301.864 2 54
22-0ct-91 06:31:02 06:16:02 6.267 308.131 0 34
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Table A-2 (Page 2 of 2). Flight Log - European Area 2.
Fit Dur Fit Hrs SEU
Date (H/M) AOCP Dur | AOCP (H) (Cum) SEU (Cum)
24-Oct-91 03:02:00 02:47:00 2.783 310914 1 55
30-Oct-91 02:41:00 02:26:00 2433 313.348 0 55
07-Nov-91 08:54:00 08:39:00 8.650 321.998 0 55
08-Nov-91 05:57:00 05:42:00 5.700 327.698 2 57
13-Nov-91 08:22:00 08:07:00 8.117 335.814 1 58
14-Nov-91 01:03:00 00:48:00 0.800 336.614 0 58
15-Nov-91 07:16:00 07:01:00 7.017 343.631 1 59
19-Nov-91 06:54:00 06:39:00 6.650 350.281 1 60
21-Nov-91 05:50:00 05:35:00 5.583 355.864 1 61
22-Nov-91 04:10:09 03:55:09 3.919 359.783 0 61
26-Nov-91 08:56:00 08:41:00 8.683 368.467 0 61
27-Nov-91 07:20:00 07:05:00 7.083 375.550 0 61
03-Dec-91 04:15:00 04:00:00 4.000 379.550 1 62
04-Dec-91 07:15:00 7.250 386.800 0 62
10-Dec-91 08:55:00 8.917 395.717 0 62
12-Dec-91 06:49:00 6.817 402.533 0 62
17-Dec-91 08:35:00 8.583 411.117 3 65
18-Dec-91 08:23:00 8.383 419.500 0 65
07-Jan-92 06:06:00 6.100 425.600 1 66
09-Jan-92 07:19:00 7.317 432917 0 66
16-Jan-92 05:49:00 5.817 438.733 0 66
21-Jan-92 07:46:00 7.767 446.500 1 67
22-Jan-92 07:30:00 7.500 454.000 1 68
28-Jan-92 05:52:00 5.867 459.867 0 68
30-Jan-92 08:30:00 8.500 468.367 1 69
03-Feb-92 05:39:00 5.650 474.017 1 70
04-Feb-92 07:53:00 7.883 481.900 0 70
09-Feb-92 08:15:00 8.250 490.150 1 71
10-Feb-92 04:23:00 4.383 494.533 2 73
11-Feb-92 07:14:00 7.233 501.767 2 75
12-Feb-92 04:45:00 4.750 506.517 1 76
18-Feb-92 07:45:00 7.750 514.267 0 76
19-Feb-92 06:25:00 6.417 520.683 2 78
21-Feb-92 05:36:00 5.600 526.283 2 80
24-Feb-92 .06:22:00 6.367 532.650 1 81
26-Feb-92 05:42:00 5.700 538.350 2 83
03-Mar-92 04:00:00 4,000 542,350 0 83
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List of Abbreviations

A

AOCP. Airborne Operational Control Program.

'AWACS. Airborne Warning and Command System.

B
BGR. Burst Generation Rate

Bit. One memory cell

BPSRC. Boeing Physical Sciences Research Center

C
CMOS. Complementary Metal Oxide Semiconductor
CPU. Central Processing Unit

CRUX. Cosmic Ray Upset Experiment

D

DC. Digital Computer

DNA. Defense Nuclear Agency

DoD. Department of Defense

DRAM. Dynamic Random Access Memory

DUT. Device Under Test

E
ECC. Error Correction Coding

EDAC. Error Detection and Correction

EEPROM. Electrically Erasable Programmable Read

Only Memory
EMI. Electromagnetic Interference
ENDF. Evaluated Neutron Data File

eV. Electron Volt

F

f/bd. Fails per bit per day

FET. Field Effect Transistor
FLUX. Flight Upset Experiment

FSC. Federal Sector Company

G

GFE. Government Furnished Equipment

GSFC. Goddard Space Flight Center

H

Hz. Hertz

IBM. International Business Machines
IEEE. Institute of Electrical and Electronics Engineers
1/0. Input/Output

IR&D. Independent Research and Development

J

JSC. Johnson Space Center

K

keV. Kiloelectron volts

kHz. Kilohertz

L
LAMPF. Los Alamos Meson Production Facility
LET. Linear Energy Transfer (units of MeVem?®/mg)

LiF. Lithium Fluoride
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M

MeV. Million Electron Volts
MHz. Megahertz

MIL-STD. Military Standard
MOS. Metal Oxide Semiconductor

MOSFET. Metal Oxide Semiconductor Field Effect
Transistor

MMU. Monolithic Memory Unit

MTTF. Mean Time to Failure. The expected time that
a system will operate before the first failure occurs.

NASA. National Aeronautics and Space Adminis-
tration

NCS. Neutron Cross Section
NMOS. N-Channel Metal Oxide Semiconductor

NSEU. Neutron-induced Single Event Upset

P

PC. Personal Computer

R
RAM. Random Access Memory
RF. Radio Frequency

RPL. Rensselaer Polytechnic Institute

S

SEB. Single Event Burnout

SEC-DED.
Detection

Single Error Correction-Double Error

SEE. Single Event Effect

SEL. Single Event Latchup

SEM. Secondary Emission Monitor
SER. Soft Error Rate

SEU. Single Event Upset

SOW. Statement of Work

SRAM. Static Random Access Memory

T

TLD. Thermal Luminescent Dosimeter
TMR. Triple Modular Redundancy

Trans.. Transaclions

U
UCD. University of California at Davis
uP. Microprocessor

UVEPROM. Ultraviolet Erasabie Programmable Read
Only Memory.

\'}

VLSI. Very Large Scale Integration
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