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ABSTRACT

The objective of this thesis is to analyze the mandatory access control (MAC) features
of two commercial multilevel trusted database management systems (DBMS): Trusted
ORACLE 7 and Informix-OnLine/Secure 5.0. We are attempting to determine how the
problem of multilevel sharing of information is addressed in each muitilevel secure DBMS.

Commercially available documentation is used to examine the mandatory access
controls enforced on labeled subjects and labeled objects and to compare them to the Class
Bl requirements for MAC and labeling set forth in the Trusted Computer System
Evaluation Criteria (TCSEC). A decomposition of the TCSEC requirements for MAC and
labeling is mapped to the DBMS documentation to determine if the Class B1 requirements
are met by each DBMS. With the TCSEC mapping as a reference, the interface features in
support of MAC are analyzed and compared between the products.

This analysis shows that each DBMS uses different schema objects and privilege
sets to enforce its mandatory security policy. The MAC mechanism of each product is
bused on the Bell-LaPadula security model, extended to prohibit the writeup of data from
lower level subjects to higher level objects. Each DBMS allows traditional trusted subjects
to writedown data. When special privileges are granted t users, readups and writeups are
permitted in both DBMSs.
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I. INTRODUCTION

The security of information within computer systems is a major issue for system
automation professionals of the 1990's. The disclosure of sensitive information, the
modification of valuable data files, and the disruption of service, by both authorized and
unauthorized personnel, have plagued system administrators for many years. Today, with
the advent of interactive network computing and the “information superhighway”,
information has to be protected more than ever.

Security issues have been a concern in the national security and defense establishments
since the dawn of the computer age. National defense mandated major requirements for
security in the development and acquisition of automated computer systems. Work by
government personnel and defense contractors brought about the development of
systematic criteria for measuring the effectiveness and trustworthiness of security
‘mechanisms within computer systems. These “criteria” became the Trusted Computer
Security Evaluation Criteria (TCSEC), commonly called the “Orange Book.” The TCSEC
is the metric by which the United States Government measures the security etfectiveness
of an automated computer system,!

This thesis will be an attempt to conduct 4 comparative analysis of selected scourity

| .-+« fezigres of two leading U.S. database management system (DBMS) products, (Trusted

" ORACLE 7.0 and INFORMIX On-Line/Secure 5.0). against the TCSEC.
A method of analysis will be presented which is based un mapping decomposed
 TCSEC criteria (und interpretations to the Criteria) to the database through a detaited
analysis of ¢ach product’s documentation and users” manuals, This method could be

applied to assist in the analysis of any _D_BMS software product. It shiould be noted, that this

1. Other countries, such as Cunada wnd the I:unwx:nn commaunity have their vwa crtenia for wea-
suring the sccurity eilectiveness of comprter systsins.




comparative analysis is not a replacement for the official product evaluations conducted by
the U.S. Government. The type of analysis described in this thesis would normally be done

prior to the release of the official evaluation results published by the U.S. Government.

A. WHY IS THERE A NEED FOR THIS TYPE OF ANALYSIS?

The U.S. Department of Defense, through its subordinate agencies, the National
Security Agency (NSA) and the National Computer Security Center (NCSC), conducts
security evaluations of computer-related products. These products vary from computer
operating systems to security add-on software packages, and DBMS software. The
strenuous evaluation process often entails the development of both design and
implementation evidence that the product under evaluation meets the requirements of a
given trust level found within the TCSEC. Products are often available commercially, well
before the evaluation by the NSA is complete.

Such is the case with the two DBMS products we have selected for a comparative
analysis.2 Our comparative analysis is an informal mapping of selected TCSEC
reguirements to the DBMS implementations (as described in the DBMS documents and
manuals). In contrast, the NSA evaluations are conducted with the full cooperation of the
- vendors and allows for security testing techniques, source code inspection, and the review

of proprietary information.

~B. WHAT IS SECURITY?

Computer security is- defined by some 10 be the secrecy of data (the prevention of
unauthorized disclosure), the integrity of data (the prevention of unauthorized modification
of daiu). and the prevention of denial of service (datu is always available to the authorized:
user). [PFLERY] {GASSE8] Therefore, the goals of computer security give the uuthorized

compuler user the assurance that their information is secret from others (within the sysiem),

2. Atihe time of this reseiuch and writing the Final Evaluativn Repurts were not avaitible for citier
Trusted ORACLE 7.0 or Infonmix On-LinefSecure S.0. However, both products hud been comnwr-
cally availuble for alimost two yeurs wud ose yer, respectively,




protected from modification by others, and that the information or computer resources are
always available to them. Simply put. computer security focuses on secrecy, integrity, and
denial of service.

The Privacy Act of 1974 and the Computer Security Act of 1987, which mandated that
information be protected in automated information systems, is a driving force for both
government and private industry to secure the data contained within there computer

systems.

1. Security Objectives
The following sections further define the notion of what computer security is by

additionally defining the three components: secrecy, integnty, and denial of service.

a. Secrecy
The secrecy component of security has been a primae focus of U.S.
Goverament funded programs since the early 1970's. [GASSEE] The objective is to protect
the secrecy of classified information and government secrets. Because of the US.
government's profound interest in secrecy, this aspect of computer security is well
rescarchied und studied by computer svientists [AMORY4). Secrecy is intended to prevent

~ the “leakage™ of inforimation from authorized users to unauthorized users,

b, Integrily _

The integrity component of sevurity covers the unauthorized modification
of information stored in computer systeins. Only authonzed users of the system with the - '
proper access to information should be able to alter (i.e., write, delete, append) data within
the computer. If any other users change tlie information, then an inteprity violation has
oceurred.(Note that suthorized users of the system can still make eavoncous changes to
infosraation and this would not be a integrity violation.)

Inteprity of data has been a primary issue in the conunercial business

environment, with sectecy taking a secondary role [GASS88]|AMORY4). Businesses were




concerned mainly with the preservation of information used in their daily functions,
because for them correct information or data saves time and money; its secrecy was less

important. Recently, more companies have demonstrated an increased concern for secrecy.

¢. Denial of Service

Denial of service is the least researched component of security and perhaps
the hardest to implement and prove correct {GASSE8}{AMORY4]. The denial of service
component of security involves the availability of computer assets by authorized users.
Authorized users should always have access to information to which they are authorized;
unauthorized users or other authorized users should not be able to intentionally deny acuess
to information an authorized user has the authority to obtain. '

Common forns of denial of service include things such as printers (or other
devices) not available, or processors tied up because a job, with a higher priority, is running
for an extended time period. Denial of service and integrity will not be & central focus of

our comparative analysis.

2. Security Mechanisms
The components of computer scourity are addressed within a particular
implamentation of the system, Security cun be addressed in all the tayers of a computer

systen: hardwage, operating system, and the DBMS.

a. Hardware Securily
The first layer to provide scourity mechanisms in a secure cmupming
system is found at its lowest level: the hardware, Hardwate security mwechanismis are
usually the most primitive, and most easily verifiable security features of a computer
systemi, Mardware can be, and is routinely validated to cisure that it is correctly
implemented. [GASSEE] (However, hardware still contains “bugs™ just us software does,
only less frequently). Once dppropriately designed and developed, the security features

within the hasdware permit higher performance than comparable software and yield o




cleaner more reliable architecture.| GASS88] Hardware security is included in a computer
system’s evaluation, and may only be a peripheral consideration during « DBMS evaluation
(or other application evaluation). The hardware and the operating system provide the

“platform™ on which the DBMS, (as well as other application programs) operate on.

b.  Operating System Security
The second layer of security in a secure computing system is found at the
operating system 1OS) level. Access to objects (i.e., information containers having labels)
is a primary focus of OS security. Discretionary and nondiscretionary access controls are
present in most secure operating systems. Some operating systems have been developed
which utilize a security kernel, which gives high assurance that a particulas security policy
is enforced. Many operating system products have been evaluated by the NSA since 1982

(the year evaluations began) [CHOKY2). Due to the systeni aschitecture of current DBMS

implementations, certsin security features of the OS (discretionary access controls and

mandatory access controls on files and disectories, for example) have to be expiored when
analyzing o DBMS product. B
¢.  Daiabase Security

A dutabase managenent sysiem (DBMS) is 4 complex software system
designed to manipulate, store, and “manuge” lurge anounts of raw data, Today's DBMSs
are complivated, consisting of tens to hundreds of thousunds of lines of code. Pan of ihigir
specification requitements wmandate them 0 provide for sccunity and integnity of data.
These security features are in addition to the scourity features provided by the underlying
operating system, |

The chief sevunity features of standard (i.., untrusted) database systems are
sccount ereation, aveount privileges, stored procedures and views, aind sudit logs. The more
* sophisticated DBMS products provide these and other more sophisticated mechanisms,
while some of the lower-end products (such as PC bused DBMS products) provide littte or

1o security features at all.




Only within the last three years have commercially available DBMS
products entered the evaluation process of the NSA. The two products we are analyzing,
INFORMIX’s On-Line/Secure 5.0 and ORACLE’s Trusted ORACLE 7.0 will be the first

two DBMS products to complete official evaluation by the NSA.

C. RESEARCH QUESTIONS

The primary focus of this thesis research is to compare and contrast the mandatory
access controls (MAC) of two multilevel secure (ML.S) DBMS products: INFORMIX’s
On-Line/Secure 5.0 and ORACLE'’s Trusted ORACLE 7.0. This includes a detailed look
at which objects and subjects visible at the DBMS interface (e.g., schema objects) are
labeled. and how the operating system mandatory access controls compare to the DBMS
MAC functions. This thesis will focus on the following questions:

+ How does each product interface support the MAC requirements, as identified in
the TCSEC?

» How are labels structured, created, altered, and deleted by functions at each
product interface, and do these implementations coincide with the requirements of the
TCSEC?

+ How do trusted subjects (i.e., MAC privileges) reveal themselves at the DBMS
interface and what trusted subjects does each product support?

+ Given both DBMS products, which implementation contains security features

which exceed the B1 assurance requirements (as defined in the TCSEC

requircinents)?

D. ORGANIZATION OF THESIS

In order to establish the foundation for our security analysis of these two DBMS

- products, we present in Chapter 11 the trusted computer system concepts necessary to

facilitate a discussion of the security features we are analyzing. Also, because the TCSEC
is fundamental to our analysis, we have devoted Chapter I to a discussion of the TCSEC

' and it-s.interpretations. Chapter IV is devoted to the operating system, HP-UX BLS 8.0,

6




which underlies both DBMS’s. Chapters V and VI discuss the genera! architecture and
operations of Trusted ORACLE and On-Line/Secure, respectively. The method ~f security
analysis is presented in Chapter VII, and the detailed analysis for Trusted ORACLE and
Informix-OnLine/Secure are presented in Chapters VIII and 1X, respectively. A
comparative analysis is presented in Chapter X, and conclusions, recommendations and

future research are addressed in Chapter XI.

E. SCOPE, LIMITATIONS, AND ASSUMPTIONS
All information for this thesis was gathered from the open literature, interviews, and
marketing documents. No special agreements have been arranged with the vendors or the

evaluators for the disclosure of information about their respective software products.




I[I. TRUSTED COMPUTER SYSTEM CONCEPTS

A trusted computer system is one which has been evaluated by an evaluation entity and
has received an assurance rating that the system will sufficiently enforce certain
information security and integrity requirements. Proprietary and/or sensitive information
can now be processed without an unacceptably high risk of compromise. The official
evaluation entity within the United States (U.S.) is the NSA’s National Computer Security
Center (NCSC). The NCSC’s Trusted Computer System Evaluation Criteria (TCSEC) |
defines a trusted computer system as: o '

a system that employs sufficient hardware and software integrity measures to
allow its use for the processing simultaneously a range of sensitive or <lassified
information.[DOD83)

At the heart of the TCSEC definition is the notion of a reference monitor which controls
a user’s aceess to-the sensitive information within the system. Sensitivity labels, such as
“TOP SECRET" or "UNCLASSIFIED" are attached to the information and to all users’
aceounts {(or programs) in the system. The problem with these differently labeled pieces of
information and users is ensuring that the information will not be compromised. The
challenge becones one of controlling which users can aceess which pieces of information.

This issue of s-haring multilevel data is briefly discussed in the next section and the
reference moaitor concept is discussed in detail in the section following. The remainder of
this chapter discusses the basic concepts associated with trusted systems in peneral and is

necessary for i discussion of the TCSEC in Chapter [11.

A. MULTILEVEL CONTROLLED SHARING

A chief technical issue of trusted computer systems involves the multilevel sharing of

4 commoa computer system between many users and data objects (i.¢., files, directories,




tables, etc.) at different classifications. A system which processes data at many different
levels ard whose users are also classified at many different levels is called a multilevel
system (MLS). When a computer system must be responsible for access mediation, an
evaluated system provides a level of assurance that access control policy is correctly

enforced.

B. THE REFERENCE MONITOR CONCEPT

To address the multilevel sharing issue a new way of doing business was needed, so in

the late 1960°s serious work began to address this problem. Early experiences with

computer security were characterized by “Tiger teams™ which went out and tried to
penetrate a computer system’s defense. Once the team penetrated the system controls and
“broke into™” the computer, another team of computer scientists would fix the holes
discovered by the Tigr- teams. This early method of computer security has been referred
to as the “‘penctrate and patch™ approach; systems were tested to uncover flaws, and the
penetration paths uncovered were then patched. [NCSC92a] This process of discovering

probiems led to even more problems and scon 4 system became heavily patched with

- “speghetti code™ intended to prevent unauthorized users from entering the system without

permission. This “penetrate and pawch” methodology is unreliable because no one can
decide when any more flaws exist. This was no way to establish that a system was secure.
A more general approach was needed.
A iesearch projéct performed on behalf of the DON [ANDE?2] produced the reference
Monitor concept in the early 197G's. In this concept of “a reference monitor which enforces
the aathorized acuess relationships between subjecs and objects of a systam”™ [DOD#5], a
| fundamentally new approach to the multilevel shaning issue was formulated. The Anderson
Report [ANDET72) described the architectural fiamework needed for dealing with the
- mediation of access in the face of potentially Lostile users, (NCSCY2a)

N

. Tiger wions e tewms of compater scientists who simulate adversaries or threats, ard try to pea-
clrate the seeurity boles in u computer systen:, Pranarily usea in te DOD.




From this report, the notion of a reference validation mechanism (RVM) was described
as “an implementation of the reference monitor concept, that validates each reference to
data or programs by any user (program) against a list of authorized types of reference for
that user.”[DOD&S5] The report then listed the three design requirements that must be met
by a reference validation mechanism [DOD$5]:

¢ The reference validation mechanism must be tamper-proof.
+ The reference validation mechanism must always be invoked.

» The reference validation mechanism must be small enough to be subject to
analysis and tests; the completeness of which can be assured.

The reference monitor concept is depicted in Figure 1. This figure shows that the
entities of interest, as mentioned earlier, are the “subjects” and “objects”. A subject is an
active entity created by the system, generally on behalf of a user (person). An object is a
passive entity, usually a container which holds some type of information, such as a file. The
reference monitor is an abstract machine that mediates the access of subjects to objects.
When a subject tries to gain access to an object, the reference mo‘nitor determines if the
access should be granted. This is done by applying a set of access control rules, found ina

authorization database, and the sensitivity labels of subjects and the objects.

-
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Figure 1: The Reference Monitor Concept

In Figure 1, Subject A is given permission to access (read) Object A, This is because
Subject A’s label (TOP SECRET) dominates (is greater than) Object A’s label (SECRET).
However, in the case of Subject B, its label (SECRET) is dominated by Object B's label
(TOP SECRET) and is denied permission to access. A complete audit trail may be kept on
all access attempts by writing to an audit database or audit file,

The veference monitor has become the general solution to the multilevel sharing
problem. It is the most often used approach for building secure operating systems
{GASS88] and represents an ideal approach for building access control features within
trusted DBMSs. Before a discussion on how the reference monitor concept is implemented
to control access to data and to resources (objects) by users (both authorized and

unauthorized), the notion of a subject and an object is presented in the next section,




C. SUBJECTS

What exactly are subjects? A subject can be defined as “an active entity, generally in
the form of a person, process, or device, that causes information to flow among objects or
changes the system state. “Technically, a process-domain pair.” [DOD85]

A process is a “‘program in execution”, a piece of code which is running on the
processor. In a single-processor environment (i.e., only one central processing unit/CPU),
only one process is active or running at any one moment. When the CPU is done with the
process running, it switches to another process, which has been held in a ready state waiting
for the CPU to take it.

Persons who use a computer system are represented by a unique “user process.” Thus,
the person using the system is really not the subject, but is only represented as such through
the mapping of his user process back to himself. This process is created when the user logs
on the system, and, upon successful authentication by the operating system (or the
appropriate subsystem), is tagged with a unique identification (ID) string. This unique ID
allows the operating system to map this login user process to one and to only one real world
person.

A process is considered an active entity within the system, at which point we can
define it as a subject. Likewise, any process which can access (read or write) an object is
considered a subject. Later, when other commands (such as /s for list directory in UNIX)
are initiated, new processes are spawned or forked. These new processes operate on behalf
of and as a surrogates for the original user logon process. All the surrogate processes inherit
the unigue ID of the user process which invoked it, but in some instances users may invoke
subjects possessing another user's unique ID (i.c., the su or superuser command in UNIX).
|GASSHES]

D. OBJECTS
The previous section discussed the subjects within the computer system. This section

- vill discuss what an object is, the different categories of objects, operating system and
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database objects, and object identification. This area is especially important in the area of
DBMS evaluations and has been the topic of some discussion in the context of DBMS
objects versus operating system objects [GRAU90].

An object is defined as a “passive entity that contains or receives information. “*Access
to an object potentially implies access to the information it contains. Examples of objects
are: records, blocks, pages, segments, files, directories, directory trees, programs, bits,
bytes, words, fields, processors, video displays, keyboards, clocks, printers, and network
nodes.”[DOD8S]

An object can be thought of as a container, like a bucket, which can hold data. This
bucket can be filled up (written to in the computer vernacular) and/or drained (read from)
by the active processes (subjects, as previously discussed) in the system. However, this is
a special bucket, when you drain it, the data inside does not really move at all, so no data
is ever lost when the bucket is drained. In the technical sense, this object is a repository of
data, which has an internal state that is changed (written) and/or observed (read) by the
subjects of the computer system [NCSC89)]. All state changes of the object are initiated by
a set of well-defined operations that are available to the subjects{NCSC48Y]. One could call
this category of objects “data objects™, or one could categorize them as storage objects or
named objects, depending upon how they are created and managed by the TCB. (See

section below.)

1.  Object Categories
Data objects can be thought of as containers which hold data and is a broad
category in which to classify objects, One way to classify objects is by their physical
properties, such as memory blocks or segments. Another useful way that we can classify
objects is by the way in which subjects can access them [NCSCBY). In the context of
DBMSs, if subjects can access objects through discretionary access controls, these objects
are called "named objects.” If subjects can access objects through mandatory access

controls, then these objects are called “storage objects.” [NCSCHY)
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2. Operating System Objects
Generally, any passive entity which contains data of any sort and can be
manipulated by an operating system subject (active process) can be considered to be an
operating system object. These include files, directories, special files, interprocess

communication (IPC) objects, pipes, and symbolic links.

3. Database Objects

The objects within a DBMS are often different from the objects within an
operating system environment. DBMS objects are usually defined with a finer granularity
than those within an OS. For instance, an OS data file may contain several database tables.
The OS recognizes only the OS objects (e.g., the files), whereas the DBMS recognizes the
tables within the file,

Objects found in most DBMSs include tables, views, indexes, and clusters. The
database is also considered an object (because it too is a large container of information), as
are the rows within the tables. (In some research databases, the attributes and elements (i.e.,
tuples) within the rows are also considered objects). In the later chapters on the ORACLE
and INFORMIX architectures and operations, we will discuss the specific objects found

within those systems, (See Chapter V and Chapter VI, respectively).

E. PRIVILEGE

The notion of privilege is an important security consideration when designing a
security policy for a computer system (See “SECURITY POLICY™ on page 18.) and when
implementing that security policy into a security mechanisim for protecting the system (See
“SECURITY IMPLEMENTATIONS" on page 26.). A privilege is a right given to a
prouess or subject, so that the process can perform certain functions. These rights may
permit the process to access only certain resources within the system, such as only certain
memory spaces or registers, or only vertain /O devices, such as selected printers and disk

drives. When a process is given access to all the resources in the system, it is considered to
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be in a “privileged mode™. A process operating in a privileged mode can access more of the
memory address space (i.e., more objects), or it can invoke special system functions.

For example, the person wh~ aperates and maintains the computer system is called the
system administrator. The system administrator usually requires special privileges to keep
the computer system running correctly.

Another example of a special privilege is a system’s backup and recovery program.
The backup program will be allowed to bypass read restrictions on files so it can copy them
to a magnetic tape or a floppy disk; the recovery program will be allowed to bypass write

restrictions on files so it can write files and restore them to original form.[GASS88]

1. Least Privilege

This notion of different privileges given to the processes running in the system
was inspired by the principle of least privilege. Least privilege is the concept that users
(subjects)be granted only as many resources as they need to complete their job. The Orange
Book defines least privilege explicitly as:

...that each subject in a system be granted the most restrictive set of privileges (or
lowest clearance) needed for the performance of authorized tasks. *“The application of
this principle limits the damage that can result from accident, error, or unauthorized
use.|DOD8S]

The idea is to reduce the number of potential interactions between programs to
the minimum amount needed for correct operation, so that if erroneous input is introduced
by users or improper functions are called, the amount of danuge to the system will be
minimized. [SALT75)

2.  Modes of Execution
The concept of modes of execution is crucial for the enforcement of least
privilege. A wiode of execution (or domain of execution) is the environment in which a
process (subject) operates, and contains all those resources (objects) for which it has access.

The Intel’s IAPX x86 CPU, can operate in four modes. Assuming the programumners
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programming in the system are aware of this functionality, they can write programs which
operate in the different modes, thus protecting one program from another. (The UNIX
operating system is written to take advantage of two modes, the system and the user mode).
Any architecture with two or more states provides a finer degree of control, because each
mode is ordered from most privileged to least privilege. The less privileged mode has
access to less memory space than the previous (higher privileged) mode. Other names for
modes include domains, states, rings, or context. [GASS88]

In Figure 2, the concept of modes or domains is demonstrated with rings. In the
figure, the most privileged domain is the innermost domain (0) where for example the
hardware operates. As one travels outwards, the less privileged rings are encountered (rings
1-4). The security kernel (the part of the operating system that does the security checking)
and the operating system are usually the most privileged software in the computing
environment: therefore, they are shown as inner rings (1 and 2). The DBMS (shown as ring
3) resides on top of the operating system and the hardware. The processes running in the
DBMS are not allowed access to the more privileged operating systeimn code except through
certain “gates” (i.e., system calls) into those inner rings. In other words, it can only look

outwards and access the code of the users applications which reside on top of it in ring 4.
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User Applications
DBMS

Operating System

Kernel

Hardware

Figure 2: Hierarchial Domains or Rings

When a process executes, its respective subjects (a process may have more than
one subject) operate within a predetermined ring or domain. A domain represents all the
objects to which the subject has access (read or write). A subject’s domain at any particular
time might include a variety of programs, files, data segments, and /O devices such as

printers and terminals, Such a domain is shown in Figure 3.

'
| a.data b.data 2
-~ Printer
Process Files 3
Files .

Data Storage

Deavices

Figure 3: Domain of Execution
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As the user “A” subject executes, in Figure 3 above, it is restricted to those
objects within its domain of execution. This process can access both data files a and b, data
storage segments 1, 2, and 3, and the 1/O devices psl and ps2. This is all the subject can
access in this domain. The process must change domains to access more objects. It does
this if enabled with some privilege, which allows it to transfer to a more privileged ring or
domain.

The important security concept here is that the mode of operation protects each
ring from the outside and allows each ring to control programs efficiently in the less
privileged rings. [GASS88] Least privilege is realized by allowing a process to only operate
within a ring or mode that has just the necessary number of objects which it needs to

complete its job.

3.  Separation of Privilege
One last important aspect of privilege is the need to separate privileges from

users so that the ability to perform certain functions are distributed among different users.
For example, it may not be prudent in some environments to give a system administrater
all the functions needed to operate and maintain the system. Perhaps the function of
creating and setting up new users on the system should be handled by a second person, and
the ability to acquire audit records and audit t-ils by a third person. This way the system
adminstrator can not create bogus users (perhaps to run malicious programs o steal
information) and then try to hide dr destroy the audit records. One breach of trust by a user
with all privileges could compromise the entire system and destroy valuable inforimation
which cannot be retrieved. |
F. SECURITY POLICY

The builders of a high security computer system must state the desired requirements
for security before building the system, if they have any hope of realizing security in the
end product. These computer architects start with a security policy. A security policy can
be defined as:
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the set of rules, directives, and practices that regulate how an organization
manages, protects, and distributes sensitive information.[DOD85]

The security policy describes every aspect of how information will be handled both
inside the system and outside the system. Sensitive information is defined and could
include everything from government TOP SECRET documents to a small company’s
proprietary business information or its personnel database. The security policy, once
defined, is then translated into a security implementation within the computer system. The
desired attributes of the system are eventually realized, in part, by the implementation of
some specific set of mechanisms; functions which can be shown to provide the required
attributes. [NCSC92a] The critical point is that one starts with a security policy (i.e., a high-
level statement of the desired global properties or characteristics of the system). then
proceeds through a number of refinement steps culminating with a set of specific
unplementations. [NCSCY92a) See “SECURITY IMPLEMENTATIONS™ on page 26.

1.  Security Models

The security policy of a computing system can vary from short (i.e., no person
outside the company should access this data) to extreinely complex (e.¢.. U.S. Government
TOP SECRET information systems). Formal security policics have begn proposed and
forrulated into security models for several years. Both single-level and mwilti-level
sécun‘ty models exist, but for the purposes of this thesis, only multi-level security models
are of interest. In the multi-level world, multi-level security models, where many different
objects and subjects of diffcrent classification are prescat, is our focus. |

a.  Military Security Model

We stait with the military security wiode] because most secure computer

systems used by the defense and national scourity establishinents are baséd on this moddel.
This model also iepresents the base coon which many other important multilevel security
models are built (i.¢.. the Bell-LaPadula Model). | |
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Within the military security model all subjects and objects are labeled as
UNCLASSIFIED, CONFIDENTIAL, SECRET, or TOP? SECRET. We call these labels
security levels. The rankings of thete pieces of information are mutually exclusive
(disjoint), and describe the sensiti;'ity of the information. These sensitivity labels represent
an implementation of a more general model called a lattice. All elements are ordered under
a partial ordering of “dominates.” (One level is greater than or equal to another.) This lattice
forms a linear hierarchy where elements, if comparable, have a definite order in the model.
All elements can be deterimined to be > or <= to any other element. The military lattice is

shown in Figure 4.

Top Secret

Sceret
Confidential

Unclassified

Figure 4: Military Lattice

The military security model utilizes two important principles are utilized:
least privilege and need-to-know. The principle of least privilege was discussed previously

and as applied here states that a person requiring ...cess to SECRET information to do his/ -

SECRET information. There is no need to give the user more information then they need _
to do their work; in other words give the user the least-priviléged information (i.e.,
SECRET) needed to accomplish their mission. ' |

The second principle is the “need-to-know™ rule; access to sensitive
information is allowed only if the user is approved for the category in which the
information is being sought. Euch piece of information, in addition to the security label, is

associated with zero or more compartments, describing the subject matter of the

20
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information. These compartments are then used to enforce the need-to-know principle, so
that users can obtain access only to information which is relevant to their jobs. Examples
or compartments are TERRORISTS, NUCLEAR, and SPIES. A single piece of
information would then be coded with zero or more compartments, depending on the
categories to which the information applies (see Figure §). For a person to gain access to a
piece of information, he/she must possess all the compartments associated with the
information, as well as & sensitivity classification that dominates the label of the
information. For example, if Captain Smith wants TOP SECRET information that deals
with nuclear s_pies and terrorists, he must have a security rating of at least TOP SECRET
and compartment clearances for NUCLEAR, SPIES, and TERRORISTS. (See row 1 of
Figure 5) Clearances in rows 2-5 (Figure 5) would not be adequate to gain the desired

information.

1. TOP SECRET‘NULLEAR,SPIES,TERRORISTS
2. SECRET: SPIES

3. SECRET: TERRORISTS -

4. CONFIDENTIAL: NUCLEAR

5. UNCLASSIFIED:

R Figure §: Military Security Labels -

b Bell-LaPadula Mods!
, ‘One of *he best known and most popular multilevel security models is the |
Bell amd LaPadula mode) dewcloped and published by D. Bell and L. LaPadula in 1973,
_[BELL73] The Bell-LaPaduln model (BLP) describes the allowable paths of access control
in 4 secure system, Theigoél of the model is to identify allowable communication channels
where it is-impoﬁam to maintain secrecy. (Note that this model does not preserve the
'- integrity of the informaition). The model has been used to define the secuirity requivements
" for systems concurrently handling data at different seasitivity levels. [PFLLBY) This model
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was created to obey the military security model and is sometimes referred to as a multilevel
security model. [GASS88]

The BLP model has been widely accepted as the model of design when
building multilevel secure systems [GASS88]. The reason is that it represents one of the
best available models for describing the acceptable connections between subjects and
objects of different levels of sensitivity. With the BLP model, a machine can be built that
can process data of two or more different sensitivity levels.

Two properties characterize the Bell-LaPadula Model as noted below:

+ Simple Security Property. A subject can only read an object if the security label

of the subject dominates (greater than or equal to) the security label of the object.

» *-Property (or Confinement Property). A subject can write (modify) an object

only if the subject’s security label is dominated (less than or equal to) by the object’s

security label,

| The implications of these two properties are shown in Figure 6 from

(PFLERY]. The classification of subjects (represented by squares) and objects (represented
by circles) are indicated by their positions; subjects and objects higher in the figure
represent higher levels of sensitivity.
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*-Property: Flow
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Figure 6: The Bell-LaPadula Model demonstrating
the secure flow of information [PFLE89]

The simple security property means that a subject can read objects at its
security classification and below. For example, a SECRET subject can read SECRET,
CONFIDENTIAL, and UNCLASSIFIED data. |

The *-property of the Bell-LaPadula model is used to prevent write-down,
- 50 that a subject with a high classification (which has access to high-level information
~ objects) cannot copy information into a lower level object. (See flow demonstrated in
Figure 6 in heavy black box; this is not allowed.) This is synonymous with the military
security model, which prevents persons with TOP SECRET clearances to give TOP
SECRET information away to UNCLASSIFIED users. | |




2.  Access Control Policies

The following sections briefly defined some of the important access control

policies or rules founu in secure systems.

a. Supporting Policy

Obtaining access into a computer system, usually the process of logging on
the computer terminal, is handled by the identification and authentication (I&A) subsystem
of the operating system which runs the computer. Even though this 1&A subsystem is
normally not considered part of the access control policy, it will be discussed here because
it is an overall part of the security policy.

The identification part of the I&A subsystem is used by the operating
system to identify the user who logs into the computer system. This is usually done by the
user typing his/her user’s name (a predefined username ID) at the logon prompt. This
identification string is unique to the system and allows the system to identify an individual
user.

The authentication part of the 1&A subsystem is used by the operating
system to ensure that the identification presented to the system is in fact the real user who
was assigned that usemame ID. This is usually done by prompting the user to enter a
password that only he/she knows. If the password is entered correctly, the system accepts
the identification as genuine, Now any auditing enforced by the operating system (or other
applications) can correctly identify not only the username ID that performed an operation
but the actual user (person) that performed the actions.

b. Discretionary Access Control
Discretionary access control became a serious issue with the emergence of
multiuser systems and the sharing of files stored on mass storage [GASS88). Controlling
aceess to disk files was probably the first widespread computer security concern, because
for the first time the system, mthqr than the Op_emtor. was required to enforce access control
(GASSSS). | |
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Discretionary access control permits the owner of an object, such as a file,
to authorize access to that object by other subjects in the system. This creator, at his/her
own discretion, determines who is authorized to access the objects he/she creates.

Discretionary access control is best demonstrated by way of an access control matrix.

¢.  Access Control Matrix

The access control matrix is a table in which each row represents a subject,
each column represents an object, and each entry is the set of access rights for that subject
to that object. [PFLE89] This matrix may in fact be sparse because not every row and
column intersection will have an entry; most subjects will not have access rights to most
objects. In Table 1 below, an access control matrix is shown; objects are shown in the
double-boxed columns and subjects represent rows. The allowable modes of operation (i.e.,
rights) for each subject are: o (owner), r (read), w (write), x (execute). (Note that some
boxes are blank).

TABLE 1: ACCESS CONTROL MATRIX

Subject | filea | fileb | filec | help.t | compiler | linker | clock | printer
. S ———

USERA | orw orw orw r X X r w

USERB ; r r X X r w

USERC | " 1w r r X r w

USERD |- r r X X r w

sys mg:r . - - w 0x ox orw 0

;‘? Because the access matrix can be represented as a list of triples (subject,
object, nghts), searching a large number of triples can be time consuming and inefficient.
Therefore, the access control matrix is used more as an abstraction than a real

implemenations.
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d. Mandatory Access Control

In a variety of situations, discretionary access control may not be
acceptable policy. Therefore, mandatory access controls are imposed which cannot be
bypassed, even indirectly, by the subjects within the system.'

Under mandatory access control (MAC), subjects and objects are assigred
special security attributes, usually security labels, which are tranquil and cannot be
changed. (This is opposite of the DAC policy which allows users (creators of objects) to
change the attributes.) The system reference validation mechanism determines if a subject
can access a particular object by comparing the security label of the subject and the security
label of the object (and the DAC attributes).

Mandatory controls are used in conjunction with discretionary access
controls and serve as an additional restriction on access to objects. A subject may have
access to an object only if the subject passes both discretionary and mandatory access
control checks. [GASS88] Since users cannot directly manipulate mandatory access
control attributes, users employ discretionary controls for their own protection from other
users. [GASS88] Mandatory access controls come into play automatically as a stronger
level of protection that cannot be bypassed by users through accidental or intentional

misuse of discretionary controls. [GASS88]

G. SECURITY IMPLEMENTATIONS

Thus far, the discussion has traversed from a security policy, which can be represented
by a security model, to the access control policies (or rules) which are made up of the DAC
and MAC elements. Their are several popular security mechanisms that realize the

implementation of these rules and policies.

1.  Protected Groups or Directories
A very simple access control mechanism is a file directory which controls the
aceess to the set of files within the directory by a set of subjects within the computer system,

Each file within the directory has an owner who possesses major access rights, including
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the rights to declare who has what access and to revoke access by any person whenever
desired. Each user has a file directory, which iists all the files to which that user has access.
The UNIX operating system’s file ownership and permissions are a good
example of this directory type implementation, and as discussed earlier, of discretionary
access control. UNIX implements a very simple mechanism which uses only a few bits of
access control information attached to each file. Every file has an owner who created that
file. The files created by the owner are so listed with that ownership, and file permissions,
or modes, are associated with that particular file. A total of ten bits are used to indicate
which permissions are applied to three different entities: user (owner), group, and others.
Each entity can have permission to read (r), write (w), or execute (e) the file as a program.

See Figure 7 below.

“ITW-I--T--

Ill |l execute

write —=by others
read —
execute ——
write ~—=by group

read —
EXCCULE ~rem
write j—by owner
read —
special file type

Figure 7: UNIX Protection System

A dash indicates that a permission is not enabled. The left most bit is used to
indicate a special file type, like ‘d’ for directory. Typical files will have a dash in this
location,

2.  Access Control List System

Another access control mechanism and one of the most effective access control

schemes is the access control list (ACL) [GASS88). In this implementation every object
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has one access control list associated with it. This list shows all the subjects who can have
access to this object and what their access rights are (i.e., read or write). [PFLE89] The
access control list identifies the individual users or groups of users who may access an
object, such as a file. Because all the access control information for a file is stored in one
place and is clearly associated with the file, identifying who has access to a file, and adding
and deleting names to the list can be done very efficiently [GASS88].

An example of how an ACL works follows: if subjects john and beth both have
access to a file game, the operating system will maintain just one list for the object (file
gamz) showing the access rights for john and beth. The access control list can have general
default entries (*, for wildcard) for any users which allows a public file or program to be
shared by all possible users of the system. See Figure 8 below. File public represents an
ACL which any user in the system can access the file. File game shows john and beth each

with there own specific rights; read write or execute.

*rwe ,L(;ltlil: nwe
or

File public File game

Figure 8: Access Control Lists

The aceess control list must be examined each time any user accesses an object.
This can lead to poor performance when many objects need to be accessed because many
checks must be made against the list. However, with suitable defaults and groupings of
users, access control lists rarely require more than a handful of entries, [GASS88] Another
disadvantage is storage management because the length of the access control list is not
fixed, but instead variable. Maintaining a variable length list for each file results in either

cotnplex directory structure or wasted spuce for unused entries. [GASS88]
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H. TRUSTED COMPUTING BASE

We have now traversed to the point where we must now place within the system the
security mechanisms we have implemented (i.e., protected directories, ACLs, capabilities,
etc.). The location where we placed the security mechanisms is inside a perimeter we call
the trusted computing base. The trusted computing base {TCB) has been defined by the
TCSEC as:

the totality of protection mechanisms within a computer system, including
hardware, firmware, and software, the combination of which is responsible for
enforcing a security policy. “A TCB consists of one or more components that together
enforce a unified security policy over a product or system. [DOD§5]

The TCB contains all the necessary mechanisms needed to provide for the security of
the computing system in accordance with the defined security policy. The incorrect
operation of the mechanisms within the TCB could lead to the unauthorized disclosure of
information or another security violation relative to the system’s security policy.

To further define and develop this notion of the TCB, the boundaries of the system
must be identified. Two boundaries are of importance as discussed in [GASS88) are the

system boundary and the security boundary.

1.  System Boundary

The computer system's boundary or interface with the outside world, must be
clearly defined, and the threats from the outside world must be identified and evaluated
before a security policy can be developed, The system is composed of all the computing
hardware, firmware, and software, and includes all the telecommunication hardware and
software as well (i.e., networks, phone-lines, wireless, etc.). Everything identified as being
inside or part of the system, must be protected by the system. Everything outside the system |
is left unprotected by the system. [GASS88] The threats to the system must be made a
primary focus during the security plan development. [GASS88]




To identify the system boundary, the interfaces between the computer system
and the outside world must be specified.[GASS88] External controls, such as physical
controls and personnel and procedural controls are setup to enforce this interface. Items
which are outside this interface are the users, terminals, some 1/O devices such as line
printers (only some printers, not all), and data storage media, (e.g., archive tapes stored off-
line). As long as the external controls enforce this interface properly, the threats from
outside the boundary can be keep out.

Those items allowed inside the system boundaries, such as authorized users or
programs, are monitored by the internal security controls. The internal controls are
implemented within the hardware and software of the system, and their primary purpose is
protection of information within the system against the specified threats. However, if
unauthorized users or processes bypass the external controls of the system, the internal
controls cannot be guaranteed to stop the threat and to protect the system[{GASS88]. For
cxainple. if a system administrator gave his password to another user, this person would be
able to get through the external controls (i.e., policy of not giving away passwords is
violated) and manipulate the system anyway he/she is capable. The internal controls can in
no way stop this user and protect the system. Once external security controls are broken,
the system is vulnerable, and no amount of internal security controls can be expected to

stop the intruder from harming the system,

2. Security Perimeter
According to [GASS88], the components inside the computer system can be
clagsified into two types: those responsible for maintaining the security of the system, and
all others. The boundary separating these two components is called the security perimeter.
(Every thing inside the security perimeter is the TCB), Within this security perimeter lie
that ban of the operating Sys(em responsible for security (i.e., security kernel) and the
hardware and firmware; outside this perimeter, but inside the system boundary, lie the user

programs, data files, terminals, and 1/0 devices controlled by the system. The components
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within the security perimeter must be precisely defined, because once they malfunction, a
security violation can occur.

This interface, called the security boundary, must be well defined just like the
system boundary interface. [GASS88] This interface is controlled and enforced by the
system’s security relevant components. In a system which utilizes a security kemel, the list
of system calls between the security kernel and the operating system is a good example of
the interface between the two components of the system. In Figure 9 below, the system’s
hardware, security kernel, a portion of the OS, and a portion of the DBMS comprise the
TCB. (Builders of secure systems try to minimize the size of the TCB to make validation
easier.) The users of the system are outside the system and the external controls prevent
known threats from entering the system. The TCB is maintained by the security relevant

components of the system and is responsible for all security decisions.

Outside the system L Users ]
_____________ y__ vy v v
Untrusted part of the DBMS |
system (Outside Security Perimeter) Apphcauons oS
""" Applications Untrusted
part

Operaging System

Security Kernel

TCB - Inside the
Security Perimeter

Denoted by heav
(bl.n,k lines % y

Hardware

Figure 9: System Boundaries and the Trusted Computing Base

The TCB and the internal security controls, which oompnw the TCB are the
pnm.uy focus of the design and evaluauon of tmswd systcms.
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1. TRUSTED SYSTEMS

Trusted systems are “trusted” only if they (their design documentation) provide
convincing arguments or proofs that the security mechanisms work as advertised and
cannot be subverted or disabled. {[VETTY0] This chapter has laid out some of the
fundamental concepts behind the design of trusted systems. The remainder of this chapter
presents the fundamentals for the evaluation of trusted systems. The following two sections
deal with two fundamental topics in the evaluation of trusted products: TCB subsetting and
trusted subjects.

1. TCB Subsetting

TCB subsetting is a design approach to building secure computer systems. It can
be used initially when a system is first built or it can reuse and extend previously built and
verified trusted systems.[VETT0] It is motivated by the need to be able to extend a TCB
by building on an existing TCB (such as a security kerael or an operating system) without
disturbing its basis for verification. This is essential when a vendor wants to build a trusted
database system on another vendor's trusted operating cysiem. [LUNT92] TCB subsetting
allows an “evaluation by parts” which is a technique used to evaluate a soft(varc product or .
system in modules instead of all at once. I ‘
_ The TCB subsstting concept evolved from work by Schaefer and Schell

[SCHAB4] and Shockley mid Schell {[SHOCB7] on extensible TCBs. This subsetting
approach allows the TCB to be structured into layers, (and later decomposed) with each
- layer enforcing its own policies and with each layer constrained by the policies enforced by -
- the layers beneath it. ideally, the lowest layer is a ‘mandatory TCB that enforces mandatory :

- aceess control for ull the layers above it. This is pantivularly useful when one vendor builds
a layer of the TCB enforcing a discretionary security policy on.another vendor's mahdmory

TCB. TCB subsetting not only allows reuse of exising TCBs, but also permits the |

evaluation process'to take advantage of un already evaluated lower TCB. Figure 10
represents a typical TCB subset architecure. '
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Figure 10: TCB Subset Architecture

An advantage of the TCB subsetting approach is that it allows vendors buiiding
an upper level TCB to take advantage of the security features provided from the lower TCB
upon which they build their new product. For example, if a trusted operating system
provides for mandatory sccurity between subjouts and objects, then the newly built DBMS |
need only enforce additional discretionary security needed by the database. Thus. building
‘multilevel DBMSs using this approach may be the quickest and the most viable approach

~ to getting a multilevel DBMS product evaluated. [LUNTY2]

"The use of TCB subsetting also can provide the greatest degrec of secumy'
possible for manda:ory secumy [LUNTY2] Because there is no trusted MAC componentin -
 the DBMS itself, the risk of disclosure of sensitive data is considerably reduced. This is N
because the DBMS is governed by the mandatory TCB of the underlying operating system, -

~ which partitions multilevel data by their classification. Thus the subjects within the DBMS,

~when operating on behalf of the users, cannot gain access to any data whose classification

s not dominated by the users’ clearance. This means that database operations can be
handled by subjects which are single-level and ummswd wuh mwl 10 mandatory acvess
controls. This- u. the “inost - conservative appmauh posssblc for nundawry sa.umy
: iLuny2)




2.  Trusted Subjects

Among computer scientists and trusted system builders, there has probably been
more controversy and misunderstanding about the concept of trusted subjects than about
any other single aspect of secure systems. [GASS88] Trusted subjects are important to
understand because most of the secure MLS DBMSs being evaluated today utilize a
- “trusted subject architecture.”

The “trusted subject” term originated in the Bell and LaPadula security
model.[GASS88] Trusted subjects are not required to obey the *-property (confinement
property) of the Bell and Lapadula model. Trusted svbjects are trusted not to violate the
security policy of the system.

The trusted subject aporoach to designing and evaluating a DBMS is an
alternative to the TCB subsetting approach discussed earlier. The trusted subject approach
is implemented by making an upper level application, such as a DBMS, a trusied subject
so that it will not violate the security policies of the underlying TCB.

For imos: of the multilevel secure DBMSs, the DBMS runs on top of a trusted
operating system. However, since the trusted DBMS operates with certain policy
enforcement mechanisms that allow it to enforce mandatery access controls (on its own
objects, such as tables and rows), the DBMS must execute as a “trusted subject” with
respect to the operating system TCB. [DOYL9Y1] In other words, the DBMS now enforces
some aspect of MAC, instead of the operating system enforcing it all. The DBMS is trusted
that it will do it right and not violate the security policy.

Logically, trusted subjects are part of the TCB and use the services provided by
the TCB, ut architecturally they run as subjects in a domain outside the basic TCB. Ina
sense, trusted subjects are just the extensions of the TCB [GASS88). When evaluating a
product (or system) using the trusted subject concept, the more privileged TCB component
must be combined into a single TCB subset with the trusted subject.

The use of the trusted subject approach often significantly reduces the total effort

involved in evaluating the trusted system product, because it is only necessary to show thut
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the trusted subject does not permit unauthorized information flow, as opposed to showing
that it correctly enforces an access control policy. [NCSC89]

One disadvantage of the trusted subject methodology is the definition of how the
trusted subject (i.e., DBMS) is used, because its use can cause new information flows
beyond those that can be discovered by performing a flow analysis exclusively of the
trusted subject. Such flows can be discovered only by performing a flow analysis on the
combination of the trusted subject and the underlying TCB (i.e., the operating system), a

task which may in and of itself be very difficult to accomplish.
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III. TCSEC

The previous chapter discussed the trusted system fundamentals absent of the specific
requirements needed for a computer system to rate an assurance level as described in the
DOD Trusted Computer System Evaluation Criteria (TCSEC).[DOD35] The TCSEC (also
known as the “Orange Book” or the “Criteria”) is the primary document outlining the
criteria for the evaluation of trusted computer systems and products. This document

specifically outlines the requirements of each assurance level or rating class. Thus far, the

TCSEC is the U.S. standard on which all trusted products are evaluated.*

A. THE NEED FOR AN EVALUATION STANDARD

The U.S. Government has a legitimate interest in ensuring that thé computing systems
it acquires protect information with some level of assurance. The government is chiefly
~ concerned with nondisclosure: or secrecy bf information. In addition, since no design and
evaluation standard existed anywhere in the world in the 1970's, a-common body of

knowledge was needed to begin the process of evaluating computer systems for secure

environments. The Criteria’s initial purpose was focused almost exclusively on the

acquisition of computer systems for the national security establishment. [DODSS)

" The computer industry also required a standard by which to design and build secure R

computing systems. It was in the best interest of the U.S. Government and the NSA to
encourage the devzlopment of trusted computer systems and products, thus making them

“widelv available in the wmménial market place. [DODS5] With i vast inventory of trusted

_systems and prodm.t.s av.nlable. the NSA the DOD -and other interested government

agencies could pick and choose the best pmduot or systcm for the raght situation or

" environment,

4, The is presently o move umplauml an intermation mmwwu»c«umm
MlebesﬁdouUumuwmduﬂhisc&w \

3
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Over the past decade, as the Criteria have matured (i.e., new interpretations issued) and
additional publications (i.c., from tﬁe Technical Guidelines Program) have emerged, more
commercial developers have moved towards building secure computer systems. In the
beginning, manufacturers built systems using the Criteria because it was mandated by the
U.S. Government. However, now commercial and private companies have realized the
need to better protect proprietary information, personnel databases, and other private or
sensitive information. Because of this, the use of trusted systems is becoming more

widespread outside the government establishment [GASS88].

B. HISTORY OF THE TCSEC

The National Computer Security Center (NCSC) is part of the National Security

- Agency (NSA), an agency of the U.S. Department of Defense (DOD). In Januvary 1981,
the Department of Defense assigned the responsibility for computer security to the Director
of the National Security Agency (NSA). This action led to the formation of the Computer

- Security Center, whose charter was promulgated in the DOD Directive 5215.1 in October
1982. 1t specifically tasked the Computer Security Center to establish and maintain:

technical standards and criteria for the security evaluation of trusted computer
systems that can be incorporated readily into the Department of Defense component
life-cycle management process.[NCSC90)

The NCSC, in conjunction with other components of the NSA (e.g., Information
Systems Secu_rit); Organization-1SSO), is involved in establishing computer security -
- criteria and guidelines such as the TCSEC, evaluating computer hardware and software
products for security and assurance against the Criteria, and conducting and suppomn;,
computer security research and development.

Before the Computer Security Center was established, two departments of the U.S.
government were instrumental in the establishment of computer security standards and
- criteria for evaluating oomputcr systr.m products. They were the DOD and the Dcpanmem
~ of Commerce (DOC).
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Work began as early as 1967 with a DOD task force organized to address computer
security safeguards that would protect classified information in remote-access computer
systems. [DOD85] The report from this task force (the RAND report) made a number of
policy and technical recommendations on actions to be taken to reduce the threat of
compromise of classified information processed on remote-access computer systems.
[DOD$5]

The DOD responded to the RAND report and issued DOD Directive 5200.28 (1972)
and its accompanying manual DOD 5200.28-M (1973). These decrees established uniform
DOD policy, security requirements, administrative controls, and technical measures to
protect classified information processed by DOD computer systems. [DOD85] Meanwhile
in the 1970’s, the DOC, lead by its subordinate agency, the National Bureau of Standards
(now the National Institute of Standards and Technology-NIST), began work to define
problems and solutions for building, evaluating, and auditing secure computer systems.

The MITRE Corporation was tasked to develop a set of computer security evaluation
criteria that could be used to determine the degree of trust an organization could place in a
computer system to protect sensitive data. After much debate within the academic,
industrial and government establishments, the draft of the initial TCSEC was produced.

The NCSC published the finalized TCSEC in 1983, and in 1985 the DOD published,
with some revisions, this criteria into DOD Standard 520{.28-STD. From this original
publication have come a series of guidelines and imexpretatioxis-, cach building upon or
clarifying the original works of the TCSEC. |

Subsequent to the incorporation of the TCSEC into a DOD standard, the NCSC began
testing and evaluating products against the established technical standards and computer
security criteria of the day, The NCSC maintains a list of evaluated prodhcts which it
updates quarterly as part of the Information Systems Security Products and Services
Catalogue. This Evaluated Products List (EPL) is a compilation of all computer products
that have undergone formal security evaluations, and it shows the relative security merit of B

- each product.
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C. THE CRITERIA

The concept of the trusted computing base (TCB) is fundamental to the understanding
of the TCSEC. (See “TRUSTED COMPUTING BASE” on page 29.) Once the TCB can
be identified, evaluated, and rated, a level of assurance (rating class) can be given to the
product and the system can be considered a trusted system. The Criteria contains three basic

control objectives: security policy, accountability, and assurance.

1. Security Policy
The security policy of an organization is the starting point for any
implementation of external and internal security mechanisms, and is a basic control
objective of the TCSEC. The security policy must be defined in terms of the perceived
threats, risks, and goals of an organization [DOD85]. The people or users of the system
must be identified, and all the information that will be stored in the system must be located

and distinguished from non-system information.

2.  Accountability
Another control objective of the TCSEC is the accountability of subjects, which
includes 1&A and audit capabilities [DOD8S5]. Each access to a trusted systern by a user
must be mediated by a security control mechanism which correctly identifies individual

subjects (by authenticating a password or other indelible unique feature) and controls what

classes of information that subject can access to. A record of all security relevant actions

(audit record) by the users must be kept so that any responsible party can be traced after a

system violation has occurred,

3. Assurance

Assurance is the guaranteeing or providing of confidence that the security policy
has been enforced correctly; that the reference validation mechanism does in fact do its job
accurately by implementing the intent of the security policy. The security mechanisms

which enforce the security policy must be capable of being “independently evaluated™ so
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that sufficient assurance can be given that the implementation does what the policy (or
security model) promised. The Criteria specifies two components of assm';ince: life-cycle
assurance and operational assurance. 4 ‘

Life cycle assurance is concerned with the way an vendor develops its products
to be evaluated. A truly secure system must be built from the bottom-up, so that the during
the design of the system, the product can be evaluated and tested at eac s major phase of the
software development. It also suggests, that if a system is changed to the point that the
integrity of the protection mcqhanisms are affected, then a reevaluvation is required. This
control objective leads to the RAMP (Rating Maintenance Phase) which requires all
products to undergo re-evaluation when a new version of the product is released which
significantly changes the system’s security features. More will-be said on this pﬁase during
the evaluation process to be discussed later. | __

Operational assurance focuses on the performance of the TCB and requires that
the TCB be architecturally sound (i.e,, process isolation, enforce least privilege, etc.,),
periodically validated to be in correet operation, and run in a secure and correct way (i.e.,
facility management). Operational assurance also resquires that if the computer system fails,
that it can be brought back up in a secure manner.[DOD8S]

In summary, according to the TCSEC, a compater system is *“secure” if the
following requirements are met: |

«  An adequate security policy (which includes access mediation) is defined and
enforced '

« All objects are properly labeled

+  All subjects are correctly identif =d ,

«  Accountability is maitained through audi: capabilities

+ The system can be evaluated and given an appropriate assurance level

+ Continued protecti‘c'n of the TCB is maintained throughout its life-cycle

D. CRITERIA DIVISIONS AND CLASSES

The TCSEC is tuilt to represent four different divisions for trusted assurance in

computer products. The divisions from least restrictive (low assurance) to highly restrictive
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(high assurance) are: D, C, B, and A. Overall there are seven different ratings (classes) that

a product or system can earn; D,C1,C2,B1,B2,B3,A1l.

1. Division D (Minimal Protection)
Division D contains one class (Class D), and is reserved for all computer systems
or products that have failed to adequately meet the requirements of another higher
evaluation class. Class D products or systems cannot be expected to protect any security

policy or even human error.

2.  Division C (Discretionary Protection)

Division C contains Class Cl and Class C2. These classes provide some
confidence that the TCB is enforcing a discretionary security policy. The particular items
of interest are discretionary protection, audit capabilities and verification and testing.

Tests must be conducted at Class C1 which verify that the security mechanisms
(DAC, 1&A) work in accordance with the system documentation. A level of assurance must
be present that a user cannot by-pass or defeat the security mechanisrhs of the TCB.
Additionally at Class C2, evidence must be demonstrated that I&A data and the audit data
cannot be manipulated or destroyed by an unauthorized user. A search for obvious flaws
must be conducted, so that any violations of resource isolation or unauthorized access to
audit or authentication data is- found. There must be *hands-on” involvement in the conduct

of independent tests run by the evaluation team. [DODA&5]

3.  Division B (Mandatory Protection)

Division B contains three classes (B1,B2,B3) and introduces several new design
~ requirements. Most significantly, this division introduces mandatory access controls,
labeling of objects and subjects, covert channel analysis, and the requirement that the
reference monitor concept be utilized in the Class B2 and B3,[DOD85)

It is at the Class B2 that serious security concerns are realized. At the lower

classes of assurance, security can be thought of after-the-fact; an already designed system
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can add-on mechanisms to be compliant with Class C1,C2, or B1 requirements. It is here
at the Class B2, that security features must be designed into the system cr product from the
very beginning. It is for this reason that Class B2 is considered relatively resistant to
penetration; the Class B3 is considered highly resistant to penetration.[DODS8S5]

Security testing must demonstrate that no subject can disrupt the TCB to the

point that the TCB cannot respond to communications initiated by other users. [DOD85]

4. Division A (Verified Protection)

Division A contains one class (A1) and is characterized by the use of verifiable
formal security methods or models. The Class A1 differs little from Class B3; they are said |
to be “functionally equivalent.” The chief requirements for Class A1 are formal proofs
must be developed which provide “a resulting high degree of assurance the TCB is
correctly implemented.”[DOD35]

All verification done at Class Al must show that the-formal top-level
specification (FTLS) and the descriptive top-level specification (DTLS) are consistent with
the TCB implementation. [DOD&S5]

For a summary of the assurance levels and their functional requirements, see

Figure 11, below.
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E. THE DATABASE MANAGEMENT SYSTEM INTERPRETATION

The Trusted Database Management System Interpretation (TDI) of the TCSEC was
issued as the third major interpretation to the TCSEC in April 1991 (the Trusted Network
Interpretation (TNI) being the first in 1987 and the Computer Security Subsystem
Interpretation (CSSI) in 1988 the second). The TDI extends the evaluation classes,
described in the this chapter, to application products in general, and DBMS products in
particular, |

The TDI was produced to focus on the special problems posed by DBMSs and its
purpose was to provide interpretations by which to build security features in DBMSs, to
provide a metric for evaluating DBMSs, and to provide a basis for specifying security
requirements in acquisition specifications. [NCSCY1] .

The TDI’s central focus is the evaluation of a computer system comprised of parts.
These parts, for example, could be the hardware, the operating system, or the application
program (i.e., DBMS). The Interpretation is written in a general manner so that it can be
used for evaluating all application programs, not just DBMS programs,

A interesting feature of the TDI is that it specifies that there is a difference between a
security evaluation and a security certification or hccrcditation. A security evaluation is
what is done by the NCSC in its Trusted Product Evaluation Program. An accreditation of
acomputer system or product is cbnducted by the using agency in the environment in which

it operates. This; so called “certification evaluation” is currently a big topic of discussion
and research in the computer security community. The TDI may be used in both the
evaluation portion and the accreditation portion of a system evaluation. |

F. OTHER EVALUATION CRITERIA
| The United States (U.S.) was the first country to have a trusted system evaluation |

standard which achieved widespread acceptance. [STRAY3] However, since the TCSEC's
inception in 1983, other countries have developed their own criteria for building and
evaluating tusted computer products. Germany has the ZSIEC, France has thc “Blue-
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White-Red Book,” Great Britain has the “Green Book™ and Canada has the Canadian
Trusted Computer Product Evaluation Criteria (CTCPEC). [TROY92]Since the birth of the
European community as a political and economic entity, a more coordinated approach of
defining computer security standards was needed. Four European countries (Germany,
France, Great Britain, and the Netherlands) combined their resources to create the

Information Technology Security Evaluation Criteria (ITSEC).[TROY92]

1.  European ITSEC

Because the European community wanted to maintain commonality with the
U.S., the members chose the TCSEC as a basis and elected to expand it, adding additional
criteria and more detail. [TROY92] Version | of the ITSEC was published in June of 1990,
and the second version released June 28, 1991. A number of evaluations have already been

conducted against the ITSEC, including DBMS evaluations in the United Kingdom.

2. Canadian TCPEC
The Canadian Computer Security Establishment (CCSE) published the
Canadian Trusted Computer Product Evaluation Criteria (CTCPBC) with influences from
the Orange Book and the ITSEC. ' |
3. Federal Criteria/Common Criteria

During the early 1990's, there began a move to consolidate a common federa) .

¢riteria that would be more in-line with the proposed Buropean ITSEC. The original goal B

of the Federal Criteria project was to create a U.S. national standard for computer and
information system security that according to [CAMPY4] would:
‘s protect previous investment in trust technology
» add value to current criteria '
o develop a framework for defining new customer requirements
» promote international hanmonization of criteria
This standard was intended to provide information on how to specify
requirements for Infonmation Technology product security, to include a fundamental
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structure for stating those requirements and through a set of common building blocks to
assist in the development process of the system.

The first draft of the Federal Criteria was released in December 1992, followed
by national and international discussion between the U.S., Canada, and the European
community. The Federal Criteria was then renamed the Common Criteria (CC) and
subsequently a first rough draft has been completed. Comments from a very limited
distribution list were due in the summer of 1994. This will lead to a revised draft which will
be released to a wide audience in Qctober 1994, [CAMPY4]

It remains to be seen what the final form of the CC will be, and its effect on the
TCSEC. According to NCSC, the TCSEC will continue to be the official standard against

which evaluations will be made until the new criteria matures sufficiently [CAMPY%4).




IV. HP-UX BLS OPERATING SYSTEM

A. BACKGROUND INFORMATION

It is mandatory that we look at the operating system in our security analysis of both
Trusted ORACLE and Informix On-Line/Secure, The reason is that the operating system
is an extremely important subset of the trusted computing base. We have purposely chosen
a common operating system, HP-UX BLS Version 8.0, so as to both limit the scope of the
"~ thesis (i.e., now only one operating system must be partially examined, instead of two), and

to make our comparison of products have a common foundation (i.c.. a common OS).

1. History

The UNIX operating system was developed by Ken Thompson of AT&T's Bell
~Labs in the late 1960’s as a general pui_pose interactive timesharing system. After further
refinements by the rescarchers at Bell Labs, UNIX became widely available in 1975. The
~ University of Califbmia at Berkeley led the way in making many improvements to the
B system and began relsasing their own improved versions called BSD (Berkeley Software o
Distribution). Meanwhile, AT&T continued to make improvements to their original system

. (SystemV)and thus released many new versions in the years follow. These two vessions, B '
* Berkeley's BSD und AT&T"s System V, were in widespread use by the mid 1980's. .~

‘ *‘The standard Hewlett-Packard Unix (NFUX) lsbased on and is compatible with
UNIX Systein Laboratories (USL's) UNIX operating system (EDGEY3]. USL's UNIX is

similur to the Fourth Berkeley Software Distribution Unix software, Therefoic. it has many T

- of the uharauemuu of the Berkeley Unix operanng system. However. HP-UX B-Level

~ Security (BLS) does not support all the functionulity o its predevessor, HP-UX. HPUX ~
. BLS m\uumyenhamedvmmnofHP—Udegucdmmnhewquwnuofaf‘m -

BI systein (HEWL')za]
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B. CONCEPT OF HP-UX BLS OPERATIONS

The HP-UX BLS operating system was enhanced to meet the criteria of a Class Bl
assurance level, as described in the TCSEC. Therefore, with the exception of the new
enhanced security features to qualify the system as Class B1 functional, the basic operating
system is an exact version of the standard HP-UX system. (See “SECURITY
ENHANCEMENTS” on page 49.)

1.  Structure

The HP-UX BLS TCB consists of a modified HP-UX kernel, trusted commands

and utilities, and trusted hardware and firmware [HEWL92a].

a. Kernel

The operating system’s kernel is the most privileged part of the operating
system which resides in the most privileged domain with direct access to the hardware. The
kernel can be characterized as the implementation of the reference monitor concept, it is
the most trusted piece of code which does the access checking between subjects and
okjects. |

The HP-UX BLS kernel runs in the processor’s protected mode and
therefore runs in a separate domain of execution from that of the application software,
which runs in user mode [HEWL92a], '

- b Trusted Commands and Facilities

Trusted com:nands are all non-kernel programs that are responsible for
performing special functions; they are trusted because they violate :the security policy, but
do so without resulting in unauthorized information flow, Facilities in HP-UX BLS are all

libraries used to construct those programs responsible for security.

¢. Trusted Hardware

Trusted hardware is that hardware which résides within the TCB and helps

enforce the security policy of the system. Hardware specified by HP-UX BLS as part of the
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TCB includes the processor and I/O internal buses, bus adaptor cards, disk drives, tape

drives, and printers.

2. How UNIX Works

This is a brief overview of how UNIX works as taken from [TANE92].

A UNIX system, can be regarded as a kind of pyramid. At the bottom is the
hardware, consisting of the CPU, memory, disks, terminals, and other devices.
Running on the bare hardware is the UNIX operating system. Its primary function is
to control the hardware and p:ovide a system call interface to all application programs.
These system calls allow user applications to create and manage processes, files, and
other resources.[TANE92]

Application programs make system calls by putting arguments in registers and
issuing trap instructions to switch from user mode to kemnel mode to start up UNIX.
A library is provided, with one procedure per systern call. Each procedure first puts its
arguments in the proper place, then executes the trap instruction. The trap instruction
performs the required task and then returns to the user mode, where the application
program is started again, [TANEY2]

The operating system is a resource manager. It performs primitive functions to
assist the application programs by controlling such things as the processors, memory space,
and /O devices.

C. SECURITY ENHANCEMENTS
As previously noted, HP-UX BLS is a security-enhanced version of the standard HP-

‘UX operating system. A number of changes have been implemented to meet the Class Bl
- evaluation requirements. In the following sections, we will ‘givc a brief description of some

of the socurity features that are implemented in the HP-UX BLS system. i

L. Administrative Rotes | |
) " One of the significant changes between standard HP-UX end HP-UX BLS isin
- the areu of system administration [HEWLY2a). The system adminisiration tasks have been
splitinto 4 number of logical roles, thereby enforcing the concept of separation ¢f puvilege..
The roles are split into functional areas, thus ull of the roles can be give. to one individual

or they vun be divided up between different individuals (depending on the needs and the |
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security policies of the using organization). Table 2, below, gives the different system
administrative roles, along with the group names and responsibilities of each role.

TABLE 2: ADMINISTRATIVE AREAS FROM [HEWL92A]

Role Group Major Responsibilities
Authentication Administrator auth Sets up and maintains user
accounts and parameters
Audit Administrator audit Runs and maintains the Audit
subsystem
System Administrator other Configures new versions of

the OS. Tunes system perfor-
mance. Initializes the file sys-

tem configuration
Subsystem Administrator mem, backup, | Runs protected subsystems
cron, terminal,
Ip, tape

2.  Subsystem Features

Administrative roles are implemented through the mechanism of subsystem
authorizations [HEWLY2a]. A subsystem is defined by HP as a related collection of files,
devices, und commands that serve a particular function. The subsystem authorizations
allow the group which has access rights to the data in the subsystem to execute the
subsystem. The only way a user can access subsystem information is by running programs
in the subsystem [HEWLY2a). In Table 3, a list of the major subsystems are displayed

“along with the authorization required to execute the subsystems and the functions that each
provide. N |

The chief rationale for brovidin‘g subsystems is to enforce separation of
‘mechunisms as noted in [SALT75). When implemented corvectly, one user can be

prevented from having complete control over all resources within the system.




TABLE 3: PROTECTED SUBSYSTEMS FROM [HEWL92A]

Subsystem Authorization Function
Authentication auth Assigns authorization and clearances to
users
Audit audit Maintains and analyzes output from the
system’s auditing functions
System sysadmin Configures new versions of the operating
Administrator system and tunes the syster:
Memory mem Allows processes to read memory occu-
pied by the operating system
Backup backup Maintains and backs up the file system
Cron cron Handles the scheduling of jobs on a
delayed or periodic basis
Terminal terminal Controls terminal resources of the system
Line Printer lp Controls the printer resources of the sys-
tem. Prints job requests made by users
Tape tape Controls the data import/export resources
of the system

3. Login/Logout

The HP-UX BLS operating system requires the user requesting access to the
system to enter his/her login name, password, and sensitivity level. This sensitivity label
must be equal to, or lower than the user’s clearance (the highest level the user is cleared

~ for). The system then replies with the user's sensitivity level and the data (i.e, terminal ID)
and time of last successful and unsuccessful logixi attempts,

The system administrator may select to permit user-defined passwords or may
require the use of u random password generator. In addition, a password aging function can
be selected which will prompt the user when it is time to changc his/her password. If the
password expires, then the user’s account will be locked and the system sdministrator will
be required to re-enable the account (HEWLY2¢).
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4.  Authorization and Privileges

An authorization is aright associated with a user; a privilege is a right associated
with a process (or program) [HEWL92c]. HP-UX BLS implements kernel authorizations
which give users the right to call upon the operating system kernel. However, if the
program which calls the kemnel does not possess the requisite privilege, then no action is
taken by the OS kemel. The system administrator grants rights (i.e., base privileges) to
users who are qualified by the security policy to receive them. In addition, the system
administrator must also assign the right (i.e., granted privilege) to the program. Any user
can attempt to run a program with an effective privilege set (the union of the base privileges
and granted privileges) assigned to it, but if that user does not posses the kernel
authorization in his own right then access will be denied.

The HP-UX BLS has one defined set of authorizations and four privilege sets.
See Table 4 below.

TABLE 4: PRIVILEGE SETS FROM [HEWL92A)

Privilege Sets Defined for Description
Kernel processes The set of rights for which a user is autho-
authorization rized. Trusted commands check a user's
kernel authorizations before enabling a
privilege.
Base privileges Processes Those privileges that are retained for all
programs a user executes.
Effective privileges Processes Privilege against which all operational
decisions are made.
Potential privileges Files The maximum set of privileges that the
process running the program is allowed to
use.
Granied privileges Files | Thesetof privileges that are automatically
added to the process’s effective set when
the program is executed.




The authorization set, although associated with a user, is stamped on all the
user’s processes. The above sets restrict users and programs in the use of system calls, and
they create a mechanism which can be used to implement a policy of least privilege
[HEWL92a].

5. Protecting Files

Protecting files in HP-UX BLS is similar to the protections found in standard
UNIX, that is, the use of protection bits. (See “Protected Groups or Directories” on
page 26.) In addition, because it is necessary to restrict file access to the granularity of a
single user (which is not found in standard UNIX) to meet the Class B1 assurance level,
access control lists (ACLs) are utilized in HP-UX BLS.

The ACLs are structured to provide three entries: user, group, and protection
specification [HEWL92c¢]. The use of a special character *“*”, called a wildcard, enables
general access to any user meeting the other requirements. Also, the protection
- specification can use r (read), w (write), x (execute), all (for r, w, ¢), or null, none, or *“---
" for no read, write, or execute. See Table 5 below for examples of how ACLs are used in
HP-UX BLS.

~ TABLE 5: ACL ENTRIES IN HP-UX BLS FROM [HEWL92C]

ACL Entry ' Explanation
“
<john.acetr> John, when in group acct, has read access

<*acet, 1--> Any user, when in group acct, has read access
but is denied writs or execute

gary.* null> Gary, in any group, has no access permission
<*.progs,-> Any user in progs group is denied read acuess

<A > - Any user in any group is denied access
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6. Mandatory Access Controls

Mandatbry access controls (defined in Chapter II) are necessary for any system
which seeks a Class B1 or higher assurance level. HP-UX BLS is designed to meet MAC
requirements by labeling subjects and objects in the system with sensitivity labels and
implementing a mandatory access control mechanism based on these sensitivity labels.
Only users with special high-level privileges (e.g., the system administrator) can change the
labels on some objects and this is done infrequently (this violates the tranquility property
of the Bell-LaPadula model.);a regular user with default privileges cannot change
labels.[HEWL92¢]

The system administrator of the organization has the primary responsibility for
setting up the sensitivity levels within the system according to the security policy. During
installation, the system administrator sets the parameters within the MAC setup file (/etc/
policy/mand/bl/mand_policy) to meet the requirements of the security policy. For
example, the administrator will set the maximum sensitivity of information stored in the
system at MAC_SYSHI, and the minimum sensitivity of information stored in the system
at MAC_SYSLO. The maximum number of security levels (classifications) and maximum
number of categories will also be set (default is 16 and 1024, respectively in HP-UX BLS).

The mandatory access controls allow subjects (processes) to read information at
their sensitivity level and below, and to write to objects at their same sensitivity level, Files
placed within directories cannot have a higher label than the directory since when a user
creates a file it is written to its home directory. In addition, the user’s home directory is set

to at the lowest sensitivity level defined within the system (i.e., MAC_SYSLO).
| The HP-UX BLS operating system maintains sensitivity labels for each subject
and object, and this label consists of a combination of two components: a classification and
a category set. A single classification is chosen from a hierarchical set of classifications
defined by the administrator. For example, in the military context, this set might consist of
TOP SECRET, SECRET, CONFIDENTIAL, and UNCLASSIFIED. The category set is




composed of zero or more nonhierarchical categories, which might include, (in military

context) NATO, CRYPTO, and NUCLEAR. [HEWL92a]

7. Import/Export

HP-UX BLS controls all data imported into and from the system. The import
medium is the magnetic tape or the floppy diskette; the export medium is the magnetic tape,
floppy diskette, or printout. All import or export media are labeled or unlabeled. Labeled
media are labeled with a sensitivity label that is recognized by the system (i.e., the system
is set up to accept the label). The unlabeled media usually have external stick-on labels (or
banner pages for a printout) that represent the sensitivity of the information on the mediurh.

All import/export devices are designated as either single-level or multilevel
devices. Single-level devices are associated with a single sensitivity level and all data
imported into or exported from the system is handled at that Jevel. Multilevel devices can
determine the sensitivity labels associated with objects imported to or exported from the
system and then makc the appropriate decisions to place the objects (i.e., files) in the correct
directory or disk drive. (In the case of printout, it will place the correct label on each page
of the printout by reading the file's label and then printing it on the respective page.) All
device information is placed in a security databasé for retrieval by the access control

mechanism,

8. Security Databases

HP-UX BLS requires the maintenance of several security databases to enforce |
the mandated security policy. (See Table 6 below). The protected subsysteh?.; access these
~ databases when needed to obtain information for determining access control. The sysiem
administrator can change the parameters within the databases to suit the appropriate
security policy. | .
| All the security databaseé in Table 6 are self explanatory except for the System
Defaults database, This database stores default values for the Protected Password, Terminal |
Control, and File Control databases. If the system administrator does not modify these three
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TABLE 6: SECURITY DATABASES FROM [HEWLY92A]

Databases Contents
Protected Password Contains each user’s authentication profile
System Defaults Default values for database fields
Terminal Control Contains security information about each terminal
File Control Contains protection attributes for each system file
Protected Subsystem Contains security information about each protected
subsystem
Device Assignment Contains device-specific controls

databases, then the system will operate with defaults for such items as subsystem and kernel
authorizations, password generation, and unsuccessful login attempts allowed per user or
per terminal. [HEWLY2a] By default, no ACLs are associated with objects, but the normal
protection bits of UNIX still apply.

D. CONFIGURATION FOR DATABASE SUPPORT

Before a DBMS can be installed on an operating system a number of operating system
specific issues must be addressed. In the following sections, we present some specific
issues as they relate to HP-UX BLS and Oracle and HP-UX BLS and Informix.

1.  Oracle Support
The Oracle utility, SQL*DBA, is used by the database administrator to set up the
necessary operating system specifics prior to DBMS installation. The SQL*DBA calls the
Bourne shell (commund interpreter) utility program of HP-UX BLS as a default. if the other ,
shell (i.c., C shell) is desired it can be specified. Both shells allow the DBA weall on the -~
services of the operating system. o -
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a. Memory Space Allocation
Input and output of both HP-UX BLS and Trusted ORACLE are done in
units of storage called blocks. The size of Oracle blocks must be set by the DBA to enhance
performance of the DBMS. It is recommended that a block size of 2K bytes be utilized upon
initial installation. (The maximum Oracle block size is 8K).[ORACY2b]

b. Database and Log Files Size
The recommended database file size in Trusted ORACLE is 5§ MB. A

minimum of two log files is required per database and 100K bytes of storage is
recommended for each file.JORAC92b]

¢.  Filename Restrictions
Trusted ORACLE limits the length of some filenames to a maximum of 14
characters. [ORACY2b] This applies to HP-UX BLS file system when it does not have long

filenames enabled within the system.

d. Terminal Characteristics
Some Trusted ORACLE utility programs (i.e, SQL*Plus) use 'special
characters to call files which do not coincide with the characters found in HP-UX BLS, For
example, the “@" character in Oracle calls an indirect command file; whereas this same
“character in HP-UX BLS is the line kill character default. This character should be
redefined in Trusted ORACLE to avoid unexpected results.JORACY2b}

2, - Informix Support

| Informix On-Line/Secure works with several secure operating systems, each of
| which has o slightly diffe&em implementation. Informix tieals specific operating systems
as if they ure members of the following families: System v MLS, OSF MLS, CMW, and
~ Systew V. version 4 ES. [INFOY3b) HP-UX BLS belongs to the Compartmented Mode
- \Vorksmﬁm (CMW) family. | | |
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a. New UNIX Groups

The operating system administrator must set-up four new UNIX groups
before installing OnLine/Secure. They are ix_data, ix_dbsso, ix_dbsa, and ix_users. The
ix_data group is used by the operating system root account only, and allows the root
account to maintain data within the database. The ix_dbsso and ix_dbsa groups are utilized
by the database system security officer and the database system administrator respectively.
All users of the database must be members of the ix_users group before they can access
information within the database.[INFO93b)

b.  Memory Space Allocation

The big decision for allocation of disk storage in Informix-OnLine/Secure
is the decision to use a raw device or a cooked file for storage. A raw device is an area of
disk that can be manipulated independently of the UNIX file system. A cooked file is a file
whose disk space is managed by the UNIX file system, [INFO93b] Informix recommends
the raw device option be used for storage because it enhances performance.

The page size for Informix-OnLine/Secure is machine dependent and fixed
{INFOY3d]. Therefore, since the HP-UX BLS page size is 2K bytes, so is the informix page
size. Even if the raw device option is used, a block size must still be specified for the
* Informix database to permit data import and export.

c. Shared Memory 4

| Informix-OnLine/Secure uses shared memory and semaphores to allow
different processes to share data and coordinate access to shared memory.--respectively‘

When installing the DBMS, a number of parameters must be specified so that the opcraum, .

sy.stem provndcs sufficicm support for both shared memory and semaphores.

‘ The shared memory parameter SHMMAX specifies the maximum size of

4 shared-memory segment and the parameter SHMSEG specifies the maximum number of

sepments a process can attach. Thus, given the needs of any specific user, the calcalation

SHMMAX * SHMSEG should be adequate for the required implementation.
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V. TRUSTED ORACLE ARCHITECTURE

This chapter and the one following explain the configuration of the DBMSs and the HP-
UX BLS operating system. Both systems can be configured in different ways, depending

upon the choices made by the persons installing the system.

A. BACKGROUND

Trusted ORACLE 7 is a Class Bl security enhanced parkage based on the standard
Oracle Relational Database Management System, Release 7.0. Therefore, the Trusted
ORACLE 7 package includes all the features:(functionality) of standard Oracle 7, along
with multilevel security.[DATA94b]

1.  History :

Trusted ORACLE 7 is a distributed server database, first released in 1992. It
includes all the functionality found in the standard Oracle 6 (its predecessor), plus a number
of new features including a multi-threaded server, qucry optimizer, row-level locking, and
role-base securkty. (DATAS4b] L ; '

- Platforms Suppoﬂed L . o

-~ Standard {)RACLB 7 can e mmalled on morc than 88 dufferem compuungr |

platforms [DATAY4b]. However, Trusted ORACLE 7 i supported on only the DEC
SEVMS and Hewlett-Packard's HP-UX BLS operating systems. Ultimately, the DBMS -

‘will be ported to a wide' range’ “of semre UNIX, and proprietary platforms, inchuding
Compartmented. Mode Workstnﬁom. a8 (hty bewmc avaulabte from hardwzmc and
_ operating ayucm vendors lEﬂRS‘)ll R ' .
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B. CONCEPT OF OPERATIONS

Trusted ORACLE 7 is a client/server architecture and can be configured in two basic
modes: DBMS MAC mode and OS MAC mode. The following sections briefly discuss
each DBMS mode.

1. DBMS MAC Mode

In the DBMS MAC mode database, only one database is created and this
database contains multilevel data. This is in contrast to the OS MAC mode where multiple
databases are created, one for each sensitivity level. (See “OS Mac Mode™ on page 61.) In
DBMS MAC mode, mandatory access control decisions are made in both the DBMS
software layer and the operating system layer depending upon the object in question (e.g..
file cbjects are controlled by the operating system, and database objects, such as tables and
views are controlled by the DBMS). To accomplish the use of mandatory access controls,
Trusted\ ORACLE 7 runs with special privileges that allow it to selectively bypass
opcmti}g system gecurity mechanisms [ORAC92a). This makes DBMS MAC mode,
.n.wrdmg to Orade. a trusted subject architecture IORACQZa] | '
‘  Figure 11 below, shows the DBMS MAC mode database and how each user,
- regardless of sensitivity level, connects to the database. The instance of the databasc (i.e..
~ memory structures and processes running) is always labeled at the highest label in the
| dnu(m Lower label users cun connect 10 the dambnse t,h;ough-ﬂtis‘ins_&ncg. R
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Figure 11: DBMS MAC Mode Database from [ORACY2a)

The DBMS MAC mode will be the mode that we investigate and analyze since
it represents a multilevel database in which mandatory access control po’.zy is enforced by
~ the DBMS. | . |

2. 0OS Mac Mode
In OS MAC mode, multiple, disting, single-level databases are created, one for
each sensitivity label. All mandatory access is mediated by the 6peraung system on the
_operating systern objects (i.e.. files) in accordance with the overall security policy. Trusted
ORACLE compleicl y relies on the operating system to control access by Trusted ORACLE -
users 10 Trusted ORACLE objects. Multilevel tables can be created in OS MAC mode even |

- though a single, physical table cannot contain rows of more than one label. A logical

“multilevel™ table can by vreated by identivitly named tables at each sensitivity label, each

‘with identival attributes. Figure 12 below, demonstrates how a inultilevel database system
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is built using OS MAC mode. Note that three databases are necessary to represent a
multilevel system with only three sensitivity labels. Because many separate databases are
needed to represent many labels, one would use the OS MAC mode only when a smail

number of sensitivity levels are needed [ORAC92a].

Truly Sensitive Sensitive Unclassif
User User lod
Processes Processes

User

|

e s o d ‘
L’,;I[;:Ud'.:"

Figure 12: OS MAC Mode Database from [ORAC92a]

C. DATABASE STRUCTURES

The DBMS MAC mode database is similar to the standard Oracle 7 database, The
logical structure is determined by one or more tablespaces and the databases’ schema
objects |ORACY2a). The physical structure is determined by the operating system files
which make up the database. All Trusted ORACLE databases are comprised of three types

of files: one or more data files, two or more redo files, and one or more control files.
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1.  Physical Sivrage Structures

The following sections briefly describe the physical structures of an Oracle

database.

a. Disk Organization
Trusted ORACLE can be set up to utilize raw disk devices. A raw disk

device, or raw disk partition, is a hardware device that is supported by 2 character device
driver. A character device driver accesses the raw device through special files that are in
the /dev/rdsk directory. These devices are not buffered by the HP-UX BLS kernel; data is
transferred directly between the user’s buffers and the device. Raw devices allow 1/0
directly between the disk where the data is stored and the Systern Globa! Area of the
Trusted ORACLE server. The overhead of the HP-UX BLS read ahead and file system is
avoided, thus performance is enhanced because data is stored together on the raw device.

b Files

The data files are the files which contain the actual database data. Database
schema objects (i.c., tables, clusters, indexes) are physically stored in the data files
allocated to the database. A data file cannot change in size once created, therefore asa
ddtaimc grows in size, new data files are added to accommodate the database.

There are two or more rcdo files for every Oracle database. This set of redo
files {s known collectively as the “redo log.” The redo log’s primary purpose is to record
ali changes to the database. The information in the redo files is used only to recover the
~ Jatabase from a system failure when the data has not been writien to the data files. |

~ One vontrol file exists for every Oracle database. Its primary purpose is to
record the physical structure of the database, such as the database name, the names and
locations of the databuse’s data files and redo files, and the time stamp of database creation,
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c. Memory Structures

A process is a job or task that works within the memory of the computer.
(A process is a subject as defined in Chapter II .) Figure 13 below, shows the important
memory structures and processes in Oracle. The important structure to recognize is the
“system global area” or SGA. The SGA is allocated anyti:ne the database is started up, and
the data within it is shared aniong the users currently connected to the database. The
database buffers (i.e., database buffer cache) within the SGA, store the most recently used
blocks of data; the redo log buffer stores the redo entries before they are written to the redo
log files stored on disk. There is only one SGA per database instance.

A e e S s e e i s

Figure 13: Memory Structures and Processes from [0RAC92cl

The Oracle RDBMS creates a nuimber of daemon processes (background
processes) for cuch databuse instance. These background processes perform certain




functions such as reads and writes to the database files (i.e., DBWR-Database. Writer, and
LGWR-Log Writer) and other needed checks and locks.

We have not ascertained from available documentation, what sensitivity
level the daemons processes run at, or even if they have a sensitivity label at all. Other
information (other than the Trusted ORACLE User's Guide and technical overviews)

would have to be obtained to find the answers to this question.

d. Blocks, Extents, and Segrents
The operating system file system has a specific number of bytes which
make up an operating system block. In HP-UX, the block size is usually 2K bytes (2048
bytes). The Oracle database also recognizes, at its highest granularity level of storage, a
data block (or page). Oracle allocates all its database space in blocks. This database block
can be equal to the operating system block, or a muitiple of it (e.g., a database block could
be 2K or 4K bytes).

At the next level of storage is the “extent.” An exient is a specific number
~of contiguous data blocks that are allocated for storing a specific type of information
[ORACY2¢]. For example, if more space is needed to store Oracle data files, then a data
extent will be allocated for that data. If more space is needed for control information, then

a control extent will be allocated.
| The highest level of logical database storage is tiic segment. A segment is
- a setof extents which stores a specific type of data structure, such as a database table’s data.

The relutionship between these three database spaces is shown in 14, below.
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112K
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" Figure 14: Data Blocks in Oracle from [ORAC92¢]

2.  Logical Storage Structures

" e following sections briefly describe the logical structures of an Oracle

~ database.-

a Tablespaees

‘The most important logical structures wnhm the Oraele RDBMS are the
blespaces.and the schema objects. Whenever an Oracle database i is created, the system
ublespaee is hkewnse ereated Th:s system lablespaee eommus the dats dictionary for the ‘ ,
- database .md therefore muet always reside in main memory. If more spm.e is needed men . .

one or more data mblespaceswn be added to the dambase (See ﬁgure IS)




Figure 15: Logical Structures from [ORAC92c)

b. Schema Objects

‘Most schema objects such as tables, clusters, and indexes are stored within
a tablespace. The data for a table is stored in one or more of the tablespace’s data files. A
~ cluster is an optional way of storing table data; it groups the tables that share the same data
blocks together. This is because some tables share the same columns of identical data and
- are often used together. Clusters are used pnmunly to reduce VO and to reduce thc amount B
.of storage spnue needed by storing redundant data only once, '
A view is 2 wilor-made presentation of one or more tables and it is not-
, storcd within the tablespace or any other storage space. The only thing stored in a view is
the view query or defimtion When a view is invoked, it dyn:umwtly queries the
appropriate tables stored in the database and then presents the data quened in 4 lable»like'

format. (A view is oftcn called a “vmual wb!e ") o '
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D. SECURITY ENFORCEMENT MECHANISMS
As previously stated, Trusted ORACLE 7 is a security-enhanced package of Standard

Oracle 7 which has been designed to meet a Class B1 assurance level. In the following
sections, we will briefly describe of few of the major security enhancements made to
standard Oracle 7 to make it a Trusted ORACLE 7 - Class B1 complaint package.

1.  Policy and Access Controls

The enforcement of discretionary access controls in Trusted ORACLE 7 is
identical to those found in the standard Oracle 7 package [ORAC92a). When user accounts
are created in Oracle, no privileges are given to them by default. (This default rule of no
access is consistent with the findings of Saltzer and Schroeder {SALT75).) The system
administrator is responsible for giving the new users of the database what privileges they
need based on their clearances, jobs, and the security policy being enforced.

Trusted ORACLE 7 has been designed to provide mandatory access controls,
mediating access of labeled subjects to labeled objects. The MAC policy is an extended
version of the Bell-LaPadula Model as discussed in Chapter II . The chief difference is that
the Trusted ORACLE 7 policy does not allow a lower-level subject to write-up to a higher
level object. Instead, a subject can only write to an object that has an equal label (i.c., the

user's label must match that of the object.) o | |

In Trusted ORACLE a ‘MAC label consists of four components: sensitivity,

- integrity, information, and additional OS_speciﬁc. However, most secure Class Bl

operating systems do not support all'thesc-camponems (HP-UX BLS supports only the

sensitivity component). The sensitivity component is made up of a single ¢lassification
- (e, scnsumty level) and zero or more categories. These uassiﬁwtions and wte;,oncs are .

. identical to those found in the underlying operating syswm

‘ Within the operating system, a label is a binary string. However, this binary

~ string cun be mapped to a numeric string or & character string to make reading the label

easier. Trusted ORACLE supports a aumeric format, and short and long character formats,




which are used to make labels human-readable. An example of a numeric might be 100:1,
where 100 is the sensitivity level and 1 is the category. A short character format might be
TS:A and a long format might be TOP SECRET:NATO. (More will be said about the

Informix MAC features in the subsequent chapters.)

2,  Privileges and Roles

A privilege in Oracle is a right to execute a particular type of SQL statement.
Oracle divides privileges into distinct categories: system privileges, object privileges and
MAC privileges (in Trusted ORACLE 7 DBMS MAC mode only.) System privileges allow
users to perform particular system-wide functions, such as connecting to the database.
Object privileges allow users to perform a specific action on a specific object, such as delete
a row on the EMPLOYEE table. MAC privileges allow users to perform operations that
circumvent MAC policy, such as reading higher level data.

Each MAC privilege corresponds to a similar privilege in the underlying
operating system, A user with granted MAC privileges in Trusted ORACLE cannot execute
the command successfully unless the c.orrcspondmg privilege has been granted in the

“aperating system{ ORAC92a}.

The three MAC privileges in Trusted ORACLE 7 DBMS MAC mode along wnth L

the needcd HP-UX BLS pnvxleges are shown in Table 7. below.

| ‘I‘ABLE 7: MAC PRIVILEGES IN DBMS MAC MOI)E [ORAC92B)

[ MAC Privitege | HP-UX Privitege | Function |
{1 WRITEDOWN downgrade or Allows users to perform writc opemﬁons
o 1 allowmcaccess on data ava lower label.
WRITEUP | writeupclearance, Allows users (o pcrfom write operations |
writéupsyshi, or on data at a higher label.
7 allowmacaccess | | | S
READUP | allowmscaceess | Allows a user o perform read operations
on data at a higher label.




The DBA grants MAC privileges to those individuals or roles which require
their use. The MAC privileges do not override the operating system clearance defined on
each user’s account, but instead operates within that clearance. For example, a user with
the READUP MAC privilege, can only read higher levels of information up to his/her OS

clearance level.

3. Auditing
Trusted ORACLE allows the DBA to audit specific database objects, operations,
users, and privileges [ORAC92a). Two additional audits are recommended in DBMS MAC
- imode: covert channel auditing and MAC privileged operations auditing, for example when

data is upgraded and downgraded. Auditing records in DBMS MAC mode can be sent to

the database or the operating system audit trail [ORAC92aj.




V1. INFORMIX-ONLINE/SECURE ARCHITECTURE

This chapter explains the configuration of the Informix DBMS. This chapter is our
effort to explain the Informix DBMS structure so as to better prepare the reader for the

subsequent comparative analysis of MAC policy enforcement.

A. BACKGROUND |

Informix-OnLine/Secure is a multilevel secure relational database management
system (RDBMS) for secure UNIX and compartmented mode workstation (CMW)
platforms. OnLine/Secure comes in two different versions: B} and C2. For the purposes of

our comparative analysis, we only analyzed the B1 configuration.

1.  History
Informix Software, Inc,, is a subsidiary of Informix Corp.. with corporate
headquarters in Menlo Park, California. In September 1993, Informix's OnLine/Secure
~ became the first database to meet Class B1 and Class C2 security levels.asspeciﬁéd bythe
" NCSC (even thou;,h Final Evaluauon Repom havc yel to be made public. as of thns
writing.) | - ‘ -

. 2 Patforms Suppurted

_ ~ lInformix On-Ling/Secure is avmiublc for Hewlsa-l’aakard HP 9000 secure . B
- system, Sun Miuosysxem Sun CMW mum sys!cm. SCO, Digiml qupmenk Sun

o sw\m\ andd Zenith DATAY4b).

B. CONCEPY OF umxrmns l
- Informix-OnLinc/Secure operates an a «.lient'sarve: model. whcrc the client front end
| OPARAIES 35 & SSPUratd OCEss from the sem;: a»baﬁkps;d process. These two provesses

n.




communicate via some form of interprocess communication (depending upon the
platform).

Informix OnLine/Secure 5.0 implements multilevel rows within each database table.
Each data record (e.g., row of a database table) is associated with the security level of the
user who created or modified it most recently. Security clearances for users are defined by
the operating system security officer when the users’ accounts are created. Users determine
their session level when they log into the operating system. This session level is dominated
by the user’s clearance. An individual user is only allowed to see or modify data which his/
her session level dominates, unless special MAC privileges (called discrete privileges), are
granted to the user. (See Chapter Il for definition of dominates.)

In Figure 16 below, the basic architecture of the Informix-Onl.ine/Secure RDBMS is
shown. Rows within their respective tables (i.e., Contracts Table) are segregated by their
security classifications. For each table accounting information is maintained for all the
security labels attached to each row within the table, All row data is placed in a logical
. storage space, called a bundlgépac.e. as will be discussed shortly in the following sections.
h The raw devices used by Informix-OnLine/Secure and the shared memory buffer
' {:hche uppenr-tb the UNLX operating system as single-level entities. Howc\écr. the OnLine/
Secure datubuse treats them s multilevel storage. The RDBMS kernel is the entity which
directly accesses the databuse raw devices and buffer cache. The database kernel is trusted
io maintain the separation-of objects at diffemnt security levels. All access to the database
devices by the kemel uses the secure UNIX read, write, and seck functions. [INFOY3a]
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Figure 16: Basic Architecture from (INFOY3a}

C. DATABASE STRUCTURES S o

~ Informix OnLine/Secure has additonal wuumms and features relative 10 the standard
Informix-OnLine RDBMS server. These ncw system capabalxues are dcs;gned ta meet xhe:
* Class 31 assurance lovel of the TCSEC (mm'm} o |

L I’hys:cal Storage Structures |

The following sections briefly describe, tlw physu.ai stmx.ums of thc lnfonmx -
OnLine/Secure database.

a. D«s& Organizalion

'ihe Informix-OnL.ine/Secure dnmm server is deéign‘eéf" to pesform its

own disk management [lNF093d] Raw devices arc udumswd (by using a UNIX utility),
10 be used in the siorage ofaudammdau and syswnwamlog& Rnwdevimmumﬂ, BN
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phyéical devices, such as disk drives (or & pmition of disk drive), and are carefully
managed by the database server to enhance performance. (All raw-devices for Informix are
owned by the OS root account, with group ownership of ix_data, a special group necessary
in Informix.) Initial storage space on these raw devices must be set aside prior to actually
being used by the database server. To the greatest extent possible, OnLine/Secure bypasses

the UNIX file system and works directly with the raw disk space.[INFOY3d]

b. Shared Memory -
Informix OnalLine/Secure uses sha{ured memory to hold database records
(pages) in data buffers and to track information such as locks, active users, and open tables
- [INFOY3a]. With shared memory, all programs (i.e., processes) that usc the database avcess

the same area of memory. (See Figute 17 below.)




Shared memory is advantageous for scveral reasons, including the
elimination of buffers for every process, (all database buifers are pooled), thus reducing
disk I/O. Buffers are not reread, because only the most recent data page is in memory, and
concurrency is enhanced because data is already in memory.

Logical logs record all the changes to the dataliase since the last backup of
datza was made. The logical log buffers within the shared memory area are used to
temporarily hold data before it is written to the logica! log disks. The physical log buffers
hold 4 copy of a database page on the disk before the page is changed. These “before-
unages™ allow the system to reconstruct the state of the disk at the time of'the last
checkpoint (i.¢., points in time when the database server knows all databases are cdnsistcm)
before the system failure occurred. | |

Disk mirroring is the pracess of crcaung 3 mirror image of data in the 5

datatase, This mirroring process wquxre& the use of a pnmery datbase disk and a mimor |

disk. Databm mirrors are optional in mformx-Oanc/Sewre and are uulxzcd for tngh

| avmabxhty

¢. Chunks, Pages, and Exienis

The basic unit of storage in On- meiSecum is the “chunk.” A chunk is a

~ unit of disk storage that has been dedicated to the Informix RDBMS saiver. Chunks can be
cither raw devices, purts of raw devices (i.c., partitions), or files under the UNIX opezating

system, | | | - - o
The page is the basic unit of disk VO in the Informix database server. All
spuce in every chunk is divided into pages and VO is done in units of whole pages. The éize
- of the page is the same in all chunks used for tables and is set when the DBMS is instatled.
~ Informix OnLinc/Secure allocates disk space on the raw devives in units
' cauod “extents.” Each exteit 15 4 block of phys.iea!ly contiguous pages from the space
designated to contain the databuse. When dutabase users add rows 1o a table, o_r new tablec,
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and more space is required, an extent is allocated from the pool of available memory space
by the DBMS for the new data.

The relationship of pages, extents, and chunks appear to be ideniical to
those physical structures in Trusted Oracle (See Chapter V.) Chunks are made up of
extents, which are added dynamically when more space is needed for data. All extents and

chunks are in increments of database pages.

2.  Logical Storage Structures

The following sections briefly describe the logical structures of an Informix-

OnLine/Secure database.

a. Dbspace
When a database is created by the DBA or a standard user (i.e., SQL
statemeit - CREATE DATABASE), it resides in a memory space called the dbspace. The
dbspace is made of one or more chunks.
The root dbspace is always created first and must always exist because it
holds the control information for other chunks that comprise the dbspace. The creator of a
database can specify which dbspace to place the new database in; if no dbspace is specified,

then a database is placed in the root dbspace.

b. Bundlespaces
The bundlespace was created by Informix specifically to accommodate
multilevel data rows. All disk space (i.e., chunks) allocated to a specific table is accounted
for in a bundlespace for that table. The bundiespace does not contain data and is used only
for accounting purposes; it holds information about the individual tblespaces which hold

all the data for the table. Bundlespaces do not contain security labels.

¢.  Tbispaces

There is a separate tblspace for each unique sensitivity level in the table. A

tblspace holds all pages allocated to data (the rows) at one sensitivity level for a table, and
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only pages at that level. If the table contained rows with three different sensitivity levels,
there would be one bundlespace and three tblspaces for that table.[INFO93a] (See Figure
18 below.) '

bundiespac

!- ! Top Secret
thispace

s
Top Secret Table fFFF:H Secret
User

!- ! Unclassified

OnLine/Sacure
Un_c:,a::'lﬂed Trusted Computing Base

Figure 18: Tbispaces and bundlespaces [INFO93a]

In addition to data pages (which represent the data held in the rows of the
table), the tblspaces also contain pages for indexes. Binary large object (blob) column
pages are also found in the tblspace, even though the actual blob data is contained in a
blobspace (which is similar to a tblspace, except it holds only special blob data types, see
below.) [INFO93d]

Blobs are data storage objects that have no maximum size, except for the
limitations of the computer, (usually 2’ bytes). Blob data types in Informix-OnLine/
Secure are TEXT and BYTE. The TEXT data type is used for storing ASCII data, and the
BYTE data type is used for any type of binary data.[I""FQ93b]

d.  Schema Objects

Schema objects in Informix-OnLine/Secure include databases, tables,

rows, blobs, views, synonyms, indexes, contraints, and stored procedures. As previously
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mentioned, tables and indexes (i.e., pages in their physical form) reside in tblspaces, which
in turn reside in a dbspace. A table resides completely in one dbspace; if no dbspace is
specified, the table resides in the dbspace where the database resides.

The schema object receives the same sensitivity label as the subject that
created it. The label stays with the object throughout its life in the system, and only the

database system security officer (DBSSO) can change it.[INFO93c]

D. SECURITY ENFORCEMENT MECHANISMS

Informix-OnLine/Secure has been designed to meet a B1 security assurance level. In
the following sections, we will briefly describe a few of the major security features found

in OnLine/Secure 5.0.

1.  Policy and Access Controls

The discretionaiy access controls available in Informix-OnLine/Secure are the
same as those found in Informix-OnLine. The DAC mechanisms give the owner of an
object the ability to specify (using the SQL statements GRANT and REVOKE) which users
can and cannot access data that he/she controls.

The mandatory access control policy of Alnformix-OnLine/Secure is an extended
version of the Bell-LaPadula model, MAC breaks down into three simple rules: subjects
can read only objects that they dominate, subjects can write only to objects at tieir security
level, and object security ievels do not change (except when the DBSSO changes them.)
[INFO9Y3c} (Chapters IX, X, and XI will explain the MAC policy further.)

Sensitivity labels in Informix-OnLine/Secure are composed of a hierarchical
component and zero or more categories, These labels are the same set of sensitivity labels
used in the underlying operating system. Advisory labels are sensitivity labels that are
maintained by the non-mandatory TCB for convenience of the user. Therefore, if a database
user request the sensitivity level of a database object (such as a row), the label returned to

the user is an adviscry label, not a sensitivity label.[INFO93¢]

it




Sensitivity labels in Informix-OnLine/Secure are represented in four different
formats: external, canonical (for System V MLS operating system only), internal, and tag.
The external format is a human-readable label such as TOP SECRET:NATO; the internal
format is a binary representation. (The canonical format is not used in the HP-UX BLS
operating system.) The tag format is a 32 bit integer and is used extensively in the many
operations performed on labels, such as label equality and label dominance. A tag is
mapped to a human-readable label before exporting the sensitivity label to an output device

such as a terminal or line printer, or it may be retrieved by a database user in the tag format.

2.  Privileges

Privileges are used in Informix-OnLine/Secure to enforce discretionary access
controls. There are three types of DAC privileges in Informix: database privileges, table
privileges, and procedure privileges. All privileges are stored in the system catalog tables
and any user with the “Connect” database privilege can query the system catalog tables to
find out what privileges have been granted and to whom (assuming that this user’s session
sensitivity level dominates the information in the databases and system tables.) [INFO93c]

Database privileges from lowest to highest are C (Connect privilege), R
(Resource privilege), and D (Database Administrator privilege). The Database
Administrator privilege is not the same as the Database System Administrator (DBSA)
privilege, which is given only to the database administrator, The Database Administrator
privilege as mentioned here, allows users to execute the DROP DATABASE (i.e., remove
a database from the system) and create DATABASE (i.e., establish a new database in the
system) statements. ‘

Eight privileges are applied to tables, which give non-owners the privileges of
the owner. Table 8, below, describes each table privilege. A “-" indicates that a user does
not possess the privilege; a capital letter, such as “S” allows the user to GRANT the

privilege to another user; a small letter s” does not.
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TABLE 8: TABLE PRIVILEGES IN INFORMIX

Privilege Symbol Description
Select sorS Allows selection, including selecting tem-
porary tables
Insert iorl Allows users to add new rows
Update uorU Allows users to alter existing rows
Delete dorD Allows users to delete rows
Index iorl Allows the user to create and alter indexes
on the table
Alter aorA Allows users to add and drop columns;
reset starting points for SERIAL columns
References rorR Allows users to specify referential con-
straints on a table
Column * Qualifies the Select, Update, and Refer-
ences privileges with the names of specific
columns; allows specific access to those
specific columns

The “*” in the Column privilege allows an owner of a table to grant another user

the ability to read or update a specific column, while not reading or updating another

column, within the same table,

The only procedure privilege is the Execute privilege, which allows the holder
of this privilege to execute a previously defined procedure. When a procedure is created,

only the owner can execute it; he/she must grant specific users the Execute privilege before

they can use it.

Discrete privileges are used in Informix-OnLine/Secure to provide functions
which do not adhere to the database security policy. These privileges allow users the ability

to perform database operations that would otherwise be disallowed by the Informix-
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OnLine/Secure MAC or DAC policies. [INFOY3c] Discrete privileges allowed in

Informix-OnLine/Secure are shown in Table 9.

TABLE 9: DISCRETE PRIVILEGES IN INFORMIX-ONLINE/SECURE

Privilege Description

PRIV_CANSETLEVEL Allows the user the ability to alter the session
security level at which database operations occur

PRIV_CANSETIDENTITY | Allows the user the ability to alter the user name
under which database operations are performed

The PRIV_CANSETLEVEL privilege enables a database user to successfully
exccute the SET SESSION LEVEL statement, thus effectively changing the session
sensitivity level of the user. The PRIV_CANSETIDENTITY privilege enables the SET
SESSION AUTHORIZATION statement so that a user can adopt the user name of any
non-administrative user, (We will expound on these two privileges later in subsequent

chapters.)

3. Auditing

The auditing records produced by Informix-OnLine/Secure events are stored in
the operating system audit records only. All use of discrete privileges is audited in
Informix-OnLine/Secure as well as all DBSSO actions, initiation of the database system

administrator utilities, and each initiation of a new OnLine/Secure session. [INFO93b]

4.  Secure Administration Front End
The DBSSO performs most of the security-related maintenance tasks using the
secure administrator front end (SAFE). All auditing masks, MAC sensitivity labeling of
objects, DAC privilege changes, and granting and revoking discrete privileges are done at
the SAFE console. The SAFE provides an interface to the TCB and is part of the TCB. Only
the DBSSO is allowed to perform operations at the SAFE.
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VII. SECURITY ANALYSIS METHODOLOGY

This chapter discusses the rationale for choosing only certain TCSEC criteria to map
to the DBMS implementations and gives a detailed decomposition of the chosen criteria.

The mapping methodology below, (See Figure 19) presents the overall methodology
used to analyze the respective DBMS products. The TCSEC requirements are central to the
analysis, and are located in the upper left hand corner. To the right of the TCSEC box is the
Interpretations box; Interpretations would apply to any of the three primary interpretations
that have been issued by the NCSC subsequent to the original release of the TCSEC
military standard in 1985 (e.g., the TNI, CSSI%, and the TDI). In our case, the TDI is the
appropriate interpretation to be utilized, To the right of the Interpretations box is the
Technical Manuals’ box for each respective product. Actually, this box refers to any public

documents that a prospective buyer could acquire prior to actually buying the software.

k___.ENTERPRETA- @———p] TECHNICAL l
TCSEC IONS ‘ LMANUALS

DECOMPOSEDgq—— TECHNICAL
CRITERIA DI ™ MANUALS

Y
RITERIA TECHNICAL
ENTERPRE. — ™ "1 MANUALS

Figure 19: Mapping Methodology

5. CSS1 - Computer Security Subsystem Interpretation of the Trusted Computer System Evaluation
Criteria, NCSC-TG-(00Y, Version-1. issued September 16, 1988,
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The next level is basically a repeat of the upper level, except that the TCSEC
requirements have been decomposed into more granular requirements. This allows more
detailed analysis and a better understanding of what the overall criteria is trying to relay.
Likewise, if substantive interpretations existed within the TDI, they to would be
decomposed. However, as the present TDI exists, no substantive decomposition could be
made.

The lowest level represents the decomposed criteria with individual “line item”
interpretations thrown in. These *‘line item” interpretations are issued from time to time by
the NCSC and published in the “Announce forum” of the Dockmaster bulletin board. We
have only incorporated “line item” interpretations through September 1993, the time that
the first DBMS (Informix-OnLine/Secure) completed substantive evaluation by NCSC.
These interpretations are summaries and where found in INFOSEC Handbook: An
Information Systems Security Reference Guide [ARCA93]. More recent interpretations
would have to be accessed via the Dockmaster Announce forum.

Based on this simple methodology our analysis was conducted. Once both products are
matched against the decomposed criteria and *line item” interpretations. they will be

compared. The comparison of DBMS products is found in Chapter X.

A. TCSEC CRITERIA CHOSEN AND WHY

Informix-OnLine/Secure 5.0 and Trusted Oracle 7.0 have both completed NCSC
evaluation for Class B1 - Labeled Protection. The TCSEC Class B1 assurance level was
discussed briefly in Chapter III, and will not be further expanded upon here. However, it
should be noted, that the Class Bl level of assurance is characterized chiefly by the
requirements for labels on some subjects and objects, a suitable MAC policy, and a
mandatory access control mechanism implemented to enforce access by these labeled
subjects to objects. Other new requirements do exist, such as design specification and
verification, and security testing. However, we have characterized Class Bl assurance

(labeled protection) as chiefly the implementation of a mandatory access control
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mechanism against some labeled subjects and objects. The assurance provided at Class B1
is not significantly improved over that found in Class C2. Because of this reasoning ard to
focus this analysis, only the TCSEC Class B! requirements for labels and mandatory access
controls will be mapped to the respective implementations of Trusted Oracle and Informix

On-Line/Secure.

B. CLASS B1 REQUIREMENTS DECOMPOSITION/SUMMARY

The following TCSEC Class B! decomposed requirements have been extracted from
the INFOSEC Handbook [ARCAY3] and will be utilized to map the security features found
within each product’s DBA user's manual (and other relevant documents) to the overall
requirement found within the Orange Book. The tables presented after each TCSEC
decomposition is a summary of where the respective decomposed criteria were found. The
following symbols are used in the tables:

» D -if the requirement was met “significantly” in the DBMS TCB component

» OS - if the requirement was met “significantly” in the HP-UX BLS TCB
component

+ B-ifan"equal” combination of both the DBMS TCB component and the HP-UX
BLS TCB component contributed to meeting the requirement

o U - users of the system are required to enforce this requirement
¢ NA - requirement does not apply

¢ NM - the requirement was not met in either the DBMS component or the OS
component

o %" (asterisk) will be used if a TCB component exceeds the Class B1 requirement

A full discussion on the reasons for arriving at these symbols are found under their
respective requirements in Chapter VIII for Trusted Oracle and Chapter IX for Informix-
OnLine/Secure. |




I.  Key to Understanding Decomposed Statement Notation
The following table (See Table 10, below) constructed from [ARCAY3],
explains the notation used in the decomposed Class B criteria.

TABLE 10: BECOMPOSED CRITERIA NOTATION

Notation Explanation
{ NI RN
il Text in braces replaces original TCSEC text, often done to J(
replace a pronoun with its reference.
{1 Text in brackets is repeated from a previous criterion or is new
text included for clarity.

Eilipses_ show were TCSEC text is omitted, typically done
when a single TCSEC sentence divides into multiple criteria,

Ialics | lwlicized text denotes a TCSEC interpretation. Each of these
: criterion is followed by an interpretation number that gener-
ated it.

The TCSEC criteria interpretation sumuaries in italics) are included adjacent
|  to the specific criterion they affect. The NSA, over the years, has made a number of criteria
interpretations (including discussion of alternate approaches, rationale, and presentationof
the selected approach). The TCSEC L'ritcria interpretations are independently numbered, - '
with the assurance class, type imerpretation, and the datc the interpretation was published.
For example, the LAB.i\ is referenced by Cl1-Cl-03-89, which means that this
interpretation starts at Class C1, is 2 criteria interpretation (CI), and was issued by NCSC
in March 1989, - |
2. Labels

Labels are attributes associated with some subjects and objects in a Class Bl
- multilevel secusre DBMS. These attribuies represent the sensiti_vity or classification lsvel of
the subjccts and the objects. The TCB is required to maintain these attributes for use by the

aceess mediation mechanisim,
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Subjects are process-domain pairs. Daemon (background) subjects are
maintained within the respective database server and operating system TCB components;
each TCB component maintains its own set of daemon subjects. We will not analyze
daemon subjects further due to a lack of appropriate documentation.

LAB.1 - Sensitivity labels associated with each subject... under its control (e.g.,
process...) shall be maintained by the TCB.

LAB.2 - [Sensitivity labels associated with each]... storage object [under its
control] (e.g..... file, segment, device) [shall be maintained by the TCBJ.

LAB.il - Public objects shall be implicitly labeled with the minimum label in the
system. (C1-Cl1-03-89)

LAB.3 - {Sensitivity} levels shall be used as the basis for mandatory access
control decisions. _

LAB.4 - In order to import non-labeled data, the TCB shall request and receive
from an authorized user the security level of the data... _

LAB.5 - [In order to import non-labeled data, the TCB shall request and receive
from an authorized user the security level of the data,] and all stch actions shall be
auditable by the TCB. -

TABLE 11: LABELS SUMMARY

Trusted Oracle Platfurm | Infurmix Platform
Requirement | Orucle DBMS | HP-.UXOS | Informix DBMS | HP-UXOS |
LABI | B B NA | O o
LAB2 B B B B
LAB.il B B B B
LAB.3 B B B B
LAB4 NA u U NA
LAB.S NM 0s NM_ | Os




3.  Label Integrity .

Label integrity is concerned chiefly with maintaining the correct label on the
respective subjects and objects, and ensuring that the TCB protects these labels from -
modification. ’ |

LI 1 - Sensitivity labels shall accurately represent security levels of the spevific
subjects or objects with which they are associated. '- |

Li2 - When exported by the TCB, sensitivity labels shall accurately and
unambiguously represent the internal labels...

LL3 - [When exported by the TCB, sensitivity labels]... shail be associated with
the information being exported. ' ' :

TABLE 12: LABEL INTEGRITY SUMMARY

: Trusted Oracle Plaiform Informix I’httorm '
Requirement | Oracle DBMS | HP-UX OS - | Informix DBMS | HP-UX 08

LLI B B B B
LL2 B B D NA
'u.3 B | B D I .Na

4 Expoﬂauon of Labeled Information N

From the TCB petspccuve, the exportation of labeled obju.ts must maintain the .
integrity of the sensidvity label of lhe data with thc l/O dev:u: whxch m.eives or tmmpom :

~ the data out of the database.

'EL.1 - The TCB shall desu,:ute each w:mnunmuun channe! and ) dcvice A

euhcr single-level or multilevel, : o
EL.2 - Any change in- {the smglc-level or mululcvcll dwgmuon tof
comununication channel } shall be done manually...

EL.3 - [Any change in llhe single-level or multilevel} dcu;,muon lof a -

conununication channel }) shall be auditable by the TCB.
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EL.4 - The TCB shall maintain... any change in the security level or levels _
associated with a communication channel or 1/O device.

EL.5 - [The TCB shail]... be able to audit [any change in the security level or
levels associated with a communication channel or 1/O device.}

EL.il - Level changes on single level communications channels and 110 devices

~ Shall be audituble. Level changes on multilevel communication channels and 110 devices

" are not reguired to be auditable. C1-C1-01-88)

‘ TABLE- 13: EXPORTATION OF LABELED INFORMATION SUMMARY

_ Trusted Orac!e-.!?!atfmm , lnformi# Platform
Reqrremen | Orecle DBMS 1~ HP.UX 05| Informix DAMS | HP-UX O3
CEL. NM 08 NM 0s
TELD NM 08 M| oS
CELY NM 0s NM 08
TEL4 | NM os | ~M | os
T OELS NM os | n~M | oS
"Bl | NM | os | s~ | os

'S, Exportation tv Multilevel Devices

ESU - Multilevel data must be ,e:_x-poned_ to & multilevel device and the labels associated L
~ %, with the dutd must be cosrectly transported to die new medinm on which the daw will be

_ swred. The.iew labeled data on the medium should corre:q:ond with the data as it was
© labeled inthe TCB. -

' EM.1 - When the TCB exponts an object. w a multilevcl UO dcmc. the
 sensitivity label ussociated with that object shall lso be cxported...

- EM.2 - {When the TCB cxpom an object to a mulmcvcl UO dovice, the

. _' sc;muvuy fabe! associated with that object]... shall reudc on the same pbyucal mcdmm as

the exported information...




EM.i1 - Mulitilevel tape systems are not required to store an object’s sensitivity
label on the same tape as the object as long as this label can be associated with the object
in a trusted manner. (C1-Cl-05-84)

EM.3 - [When the TCB exports an object to a multilevel LO devicc, the
sensitivity label associated with that object shall also be expomd] in the same form (i.e..
machine-readable or human-readable form). '

EMJ4 - When the TCB EXDOTis... i ,\b;m.g over a multileve! vommunication
«.hannel. the protocol used on, ‘2;&5 nne.rmcl shaii provide for the unambxguous pairing
bctween the sensitivity iabeh and the 400 iated information that is sent...

EM.5- f%m;{; the TCB)... imports [an object over a multilevel communication

chaseel, the protocol used on that-chasssi shall provide for the unambiguous pairing

© - petween the senstiivity labcls and the associated information that is)... received.

CTABLE 14: EXPORTATION TO MULTILEVEL DEVICES SUMMARY

- B 'l‘msie&ﬁra%é& i’la&fm‘m 1 lnfhrmix Platform
| Roquirement | Oracle DBMS | HP-UXOS | Infomix DBMS| HP-UXOS
T OEM.I B | 88 § B B
EM2 | NM T o8 4 T b | - NMm
Mt | v | u | v | u
B3 | w~M | o | B | B
“eMs | mm | os | wM |  os
“eMs | mm | os | w4 |  os

6. hxpuﬂauun v Smg!e-l.evd Devices _
The TCB must mainitali sagle-level duta exported to unglc-leve*l devices by o

e selecting the output device's scmmvuy level bused on the information being exported or

 imported. I dut being exported or imported is SECRET « then the device chosen for the
inputfoutput should also be SECRET.
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ES.1 - Single-level 1/O devices and single -level communication channels are
not required to maintain the sensitivity labels of the information they process.

ES.2 -... tne TCB shell include a mechanism by which the TCB and an
authorized user reliably communicate to designate the single security level of information
imported... via single level communication channels or 1/0 devices.

ES.3 -..[the TCB shall include a mechanism by which the TCB and an

~ authorized user reliably communicate to designate the single security level of
: infonnatiot}].._.e:gponed [via single _lcvel communication channels or /O devices.].

TABLE 15: EXPORTATION TO SINGLE-LEVEL DEVICES SUMMARY

.ﬁustgd_Or'::'cAlé?Piagfdrm | Informix Platform

Requirement | Oracle DEMS | HP-UXOS | Informix DBMS | HP-UX OS.
- ESa ) NM os | &M . o8
| B2 | U os U 08
[ Esa | ~m ] os NM oS

7. Labeling Humn-lteadhble Output.

Hu:mn—madable outpm (i.e., paper. reports, memos, etc.) must be properly

markcd with the correct label, as :denufied by the labeled objex.t being exported.
HRO.! - The ADP s.yucm administrator shatl be able to specify the printable
label names ase.oume:d with exported sensiuvuy labels, | | _
~ HRO.2- The TCB shall mark the beginning and end of all nusmn-readabxe; |
paged hardcopy output {e.g., line pnmer output) with hummn-readable aemuwt) labels

that properly” represem the wnsitivuy of the omput. :

6. The hieraichicnd clussification componeit in the hsman-readable sensitivity labels shall be equal
to the greatest hienuchical classification of any of the information in the output that the labels refer
©; the non-hienrchicd ciatogory component shall include all of the non-hierwrchical categories of
the inforsnation in thi: output the tabels refers W, byt no vther non-hierarchical cagurics.
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HRO.3 - The TCB shall, by default, mark the top and bottom of each page of

human-readable, paged, hardcopy output (e.g., line printer output) with human-readable

sensitivity labels that propc:rly2 represent the overall sensitivity of the output or that
properly represent the sensitivity of the information on the page.

HRO.4 - The TCB by default and in an appropriate manner, mark other forms of
human-readable output (e.g., maps, graphics) with human-readable sensitivity labels that
properly represent the sensitivity of the output.

HRO.S - Any override of { human-readable sensitivity label} marking defaults
shall be auditable by the TCB.

TABLE 16: LABELING HUMAN-READABLE OUTPUT SUMMARY

[ * Trusted Oracle Platform  Informix Platform
| Requirement | Oracle DBMS | "HP-UX OS | Informix DBMS | HP-UX OS
1 HrROI NM 0s NM | 08
"HRO2 | . NM | 0§ 'NM |- 08
HRO.3 -NM oS WM 0s
" HRO4 | NA NA CONA | NA
CHRO5S | NM | 08 NM ] 08

8. Mandntory Aecoss Control 7
. The mandatory aceess ucmrol requisements address how labeled subjects access
labeled objects, and if the access rules, (as suted by the security policy), are enforced by
the MAC mechanisms. -~ o | .,
MAC.i - The TCB shall enforce @ mandatory ascess c.ontrol poht.y overall
subjws. under its control (2.g., processes...). ,_
MAC.2 - The TCB shall enforce u mandatory access control polu.y over all...
storage objects {under its control] (¢.g..... files, segments, devices).
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MAC.3 -... subjects and objects shall be assigned labels that are a combination
of hierarchical classification levels and non-hierarchical categories...

MACA -... {sensitivity} labels shali be used as the basis for mandatory access
control decisions.

MAC.S - The TCB shall be able to support two or more... security levels.

MAC.6 - The following requirements shall hold for all accesses between
subjects and objects controlled by the TCB:

A subject van READ an object only if the hierarchial classification in the subject’s

secuiity level is greater or equal to the hierarchial classification in the object’s security

~ level and the non-hierarchial categories in the subject’s security level include all the
-non-hierarchical c:ategories in the object’s security level.

MAC? The following requirements shall hold for. all accesses between -

o '.subjc».ts and objects controlled by the TCB:

A subject can write an object only if the hierarchical classification in the subject’s
~ security level is less than or equal to the hierarchical classification in the objects
* security level and all the non-hierarchical categones in the subject’s security level are
~ included in the non-hierarchial categories in the object’s sensitivity level.

MACS - Identification and authentication dam shall be used by the TCB to :

B authenticate the users identity...

MAC.Y - [identification and authentication data shall be used by the TCB]... to

-ensure that the security level and authorization of subjects extemal to the TCB that may be
~ created 1o uct on behalf of the mdwidual useraredonuumd by the uleamue and
'aulhonznuon of thut user. | ' '

- TABLE 17: MANDATORY ACCESS (.ONTROL SUMMARY

Trusted Oracle Platform
Oracle DBMS | Int‘onmx DBMS

me oS

Requirement




TABLE 17: MANDATORY ACCESS CONTROL SUMMARY

Trusted Oracle Platform Informix Platform
MAC.1 B B B
MAC.2 B B B B
MAC.3 B B B B
MAC.4 B B B B
MAC.5 B B B B
MAC.6 B B B B
MAC.7 B B B B
MAC.& NM 0S NM oS
MAC.9 B B B B

C. TDIINTERPRETATIONS

_ The Trusted Database Management System Interpretation of the Trusted Computer
 System Evaluation Criteria (TDI) was completed and issued in April 1991. One would
expect that this publication might contain paniéu!ar answers to questions related to trusted
' DBMSs. However, the TDI did not provide us with the revealing answers that we sought.
Section TC-S of the TDI contains the “General Interpreted Requirements” for DBMS
criteria. Often, the TDI added litl other than a statement that the requiremeats o the
- TCSEC stiil apphed
| For example, we have focused exduswely on Class Bl level Labels and Mandatory
Access Control requirements for our evaluation and wmparison of products. ’I‘he general | 7,
imerpreted requirements for labels as stated in the DI is:

This requirement applies as stated in the TCSEC to every TCB subset whose
policy includes mandatory access control of it's subjects to its objects. Any TCB
“ subset whose policy does not include such mandatot y access control is exempt from
this reqmrcmcm.
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This is generally the same type of interpretation that is present throughout the TDI.
There is no “new” substantive interpretations found in the TDI that were of particular use

to this researcher.




VIII. ORACLE ANALYSIS

This chapter analyzes the Trusted ORACLE 7 against the TCSEC requirements (as
decomposed in Chapter VII) for labels and mandatory access controls. We start by looking
at the DBMS TCB component (i.e.. database server software and user’s manuals), then
proceed to the operating system TCB component. As discussed in Chapter VII, a
requirement, as listed below, can be met in the DBMS TCB component, the operating
system TCB component, both components, or it may not be meet or is not applicable, If
users are required to meet this requirement, then a “U” will be placed in the respective
columns associated with the requirement. After each requirement, we determine where the
- requirement was met, if in fact they were met. (See requirement summaries in Chapter VIL.)

A number of the individual decomposed TCSEC requirements are substantially the
same (some are exactly the same). Therefore, we will refer the reader to specified

requirements in lieu of discussing the same requirement in two different places.

A. LABELS | |
“The decomposed lubel requirements are discussed below.
.. LAB.I Requirement | )
Subjects are the active processes in the system, be they user subjccts or daemon .
(background) subjects. Duemon subjects are maintained within the rc.».putwe database
server and opemting system TCB componems. each component has its own set of daemon
1mb;ccu. whith are created by the OS. Bevause we lack the appropriate documentation, we
can not discuss d.zemon subjws spuiﬁually. and therefore will not- :malyze daemon
aubjm.m further,
- The maintenance of a user subject's label begins with the creation Of a username

- (ie., account) for the Trusted ORACLE DBMS, All users must have a valid username

before they cun acvess the database. When an account is created for a new user on the
Trusted ORACLE acrver._ the account definition is stored as 4 row in u data d_n_wpnary table. -
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The row for the new username is labeled (under the ROWLABEL pseudo-column) at the
same level as that of the database administrator (DBA in Trusted ORACLE) who created
the new user. This requires the DBA who establishes the account to either connect to the
database at the new user’s projected label, or to “downgrade” or upgrade™ his/her DBA
label to match the desired label of the new user. Table 18, below is an example of an
ALL_USERS table that maintains the user accounts in the Trusted ORACLE data
dictionary.
TABLE 18: USERNAME DEFINITIONS IN TRUSTED ORACLE

ROWLABEL | USERNAMES | PROFILES

Secret Ron - Level_l
Top Secret George Level 2
Unclassified _ Dan Level_3

The “PROFILES" attribute contains the set of specified resource limits that can -
be assigned to valid usernames and are used to prevent i.mcontrgned consumption of system

- resources. They are DBA defined in accordance with the security policy. These resource o

o limits can be comiolled at the vsession level, or the cull level (i.e., \'v'hen an SQL staie:nent '
) is executed), and include thmgs such as CPU time, logu:al reads, concumm sessions per |
 user, idle time for a session, elapsed session time per session, etc. | |
The data du.uonary table ALL_ USERS is stored in the SYSTEM mblebpace; .
which is created antmnam.ally whenever the database is created. Ttus SYS‘I‘BM tablespace
is controlled by the Trusied ORACLB DBMS whh.h is 4 TCB oomponem to the ovemll
| TCB of the entire sysmm. A |
| ‘In the Trusted ORACLE wnﬁg,umion. it is lmndatoty that the underlymg
, pperaung system (HP-UX BLS in this instance) maintain the user name and password used
 for identification and authentication. In the case of HP-UX BLS, new user names are setup
by the Authentication Administrator (who is responsible for creating new users and
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maintaining the Protected Password database within the operating system). Because
authentication is performed by the OS, the user name and password of the operating system
is the one used within Trusted ORACLE to authenticate that the user logging into Oracle
is in fact a valid user. For example, if a user with an operating system account named “Ron™
is to connect to the Trusted ORACLE database, there must be a corresponding database
user “Ron” in the ALL_USERS table within the database data dictionary. When “RON"
connects to the database (by typing “/"), the DBMS checks to see if there exists a valid user
“Ron" if so, then “Ron” can begin using the database.

Therefore, both components (the OS and the DBMS) are needed to maintain the
user subject levels of the system and a “B" is given to each component in the summary
tables in Chapter VII.

2. LAB.2 Requirement 7 _
As in the case of user accounts, all object definitions created in Trusted
ORACLE are maintained as a row in a data dictionary. The cbjects found in Trusted
'ORACLE are database(s). tablespaces, rows, tables, views, indexes, clusters, sequences, -
- syronyms, stored procedures and functions, paskages, triggers, and rollbacksegmems‘. The |
- row foran objeu deﬁmnon is Jabeled at the creator's label when the object is created, The

data dimonary is l(x.med in the SYSTEM lablespace within the database. This tabtcspaee , o

is made up of segments which correspond to a set number of operating system blocks. Each
ablespuce s labeled when it is wreated. All objects placed within a tablespace must
- domu e label of the tablespace You umnot slore a lower le\.el object ina lugher level . |
 ublespuce [ORACY2a, | . |
The sxorage objects seen: by the HP~UX BLS operating systcm (i L. fites."
directories, devices, IPC objects, symbolic links, named pipes, processes, printer queues,
* and piys) are created and maintained in the OS. Files and directories are labeled
individually, and are Labeled in such a way that the avcess classes increase as yougodown
the trec. For example, the root directory is labeled at System Low and the direciories and
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files with the highest sensitivity labels will be found near the bottom of the file tree or in
separate leaves off to the side of the tree. The UNIX file system maintains all the files and
directories within the OS. All dynamic objects, such as printer queues, pipes and links, (and
processes seen by HP-UX BLS) are also maintained in the OS TCB component.

Therefore, both components (the OS and the DBMS) are needed to maintain the
object labels of the system and a “B” is given to each component in the summary tables in
Chapter V11

3. LAB.il Requirement

In this interpretation to the TCSEC, the requirement states that any objects which
are to be accessed by all users of the system, shall be implicitly labeled at the lowest label
- defined for the system. We have not determined what implicitly labeling objects means, but
instead will discuss how public objects can be explicitly labeled to meet this requirement.

If a user desires that an object be accessible to all database users, in effect

" making it a public object, then the creator must create the object at the lowest label defined

within the database. In Trusted ORACLE this would be the equiv)alent of “DBLOW". The . -
actual label for “DBLOW" is detetmined when the database is originally setup. In the

_ military context, this would equate to the “UNCLASSIFIED" lubel with no categories. All
© unclassified objects are dominated (can be accessed) by all user levels in the datébase. o
The same argument is used in the objects maintained by the operating system. If

* files and directories are to be public, both the files and their parent directories must be -

, labe!ed at System Low i in HP-UX BLS.
‘ Therefore, both components (lhe 0s and the DBMS) are needed to maintain that
B certuin objects be public within the system and a “B” is gwcn to cach uompouem in lhe :

o smmmny tables in Chapter VII.

4 LAB3 Reqummt

This dmomposcd mqmmmm is menuc.al to MAC.4 (bec "MAC@ .

g Reqmremcm" on page 112.)




5. LAB.4 Requirement

The Trusted ORACLE DBMS utilizes an Import utility to import single level
data, from an operating system file into the database. By default, the Import utility performs
a single level import on a single level file. (A multilevel OS file can also be imported as
single level.)The user importing the data has the responsibility for logging into the system
at the level to match the data’s label. Therefore, the user is responsible for meeting this
requirement in the DBMS component.

The HP-UX BLS operating system handles the importation of Trusted
ORACLE database files from outside the system. HP-UX specifically defines two types of
import media, labeled and unlabeled. An unlabeled medium is one whose data does not
include sensitivity labels. The unlabeled medium typically has some external label (such as
a stick-on label for magnetic tape) which tells the user how to handle the data on the
| medium. This unlabeled medium must then be loaded on a single-level device (ussociated |
with a single sensitivity label) which corresponds tb the label on the medium. When the
* data on this medium is loaded into the system, it s labeled at the same sensitivity us thatof -
 the smgle-level device. o R IR |
. Therefote, um. fequirement that the TCB shall request and receive the sccumy .
“level of the daza, is accomplished direutly.by the authorized users of the system when they
7 ‘properly load tapes or floppy diskettes at the correctly labeled input device. Likewise, we
| label the HP-UX column of the sum“mr’y table with a “U”, and place an “NA" in the DBMS
~ column since the Trusted ORACLE lmpoxd wilty i only good i the files 1o be imported
L were created by the Oracle expor umuy

6. . LAB.S Reguirement -
| “There is no niention of auditing the impon of non-labcled data in ute Tmswd :
- ORACLE Administrator's Guide [ORACY2a). h

The HP-UX BLS opemlmg system allows for the wlla.uou of audit data
through the use of the Audit System Collection Mask. Oee of the audit capabilities of this




system mask is the auditing of subsysiem events. Since import/export of data is a subsystem
event (i.c., Tape), the HP-UX BLS system is capable of auditing all events associated with
the import of non-labeled data.

Therefore, we"place a “NM” in the Oracle column and an “OS” in the HP-UX

OS column of the summary tables for this requirement.

B. LABEL INTEGRITY

1.  LL1 Requirement
The levels associated with subjects and the labels associated with objects are -
-determined at the time of creation. It is not possible from the documentation as our disposal,
to determine exactly how the TCB maintains and ensures that labels- are attache-to the
objects. | 1 ) | |
I isrup to the users who create the objects (the DBA in the case of creating |
~ subjects) 1o log into the sysiem at the specified scnsitivity level (i.c., to obiain a session
 level), 5o that when they create the objects, the TCB can comrectly place this sensitivity -
- level as an attribute value (of the row) where the objecl is deﬁned in a4 -system table,
' Therefore, we have noted in the summary table (See table 12 on page 87) that this

.' requirememnnmbyn“B" bothwmponenuohhesyuemmm]wedtoeufwma -

o 'm;uhemm.

2. LI ilequimmt

Trusted ORACLE provides wo label damypes MLSLABEL and RAW
" MLSLABEL. The MLSLABEL daiatype is used to store a d-byte internal tag that

* tepresents the binary format of an operating system s 3. Trusied ORACLE implicity |

 converts the operuting system label placed in the RO\VLABEL pseudo-column into a 4
byte wg, The RAW MLSLABEL datatype does not convert an operating system labe) into

ad-byte tag, but instead uotc.slheaMOSlahelmbmuyfomw(umeSSbym) Eithe: . -

' dautypc can be speuﬁed
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The Export utility of Trusted ORACLE writes data from an Oracle database into
operating system files in the Oracle binary format, either in the format of MLSLABEL or
the RAW MLSLABEL [ORACY2a). Within the Trusted ORACLE DBMS, the MLS
keyword tells the Export utility whether or not to export labeling information along with
the data a user is exporting, The defaultis Y (yes), which tells the Export utility to include
the ALTER SESSION SET LABEL and the ROWLABEL pseudo-column. (The ALTER
SESSION SET LABEL command ensures that when the export file is imported later, the
imported objects are recreated at their original labels.) The ROWLABEL pseudo column
values contnin either of the two MLSLABEL datatypes.

T his requirement is met by both the DBMS and OS TCB c.omponems. and is so
teﬂeucd in the summmary tables. (See table 12 on page 87)

3. L3 Reqmremem . _

As stated prevxously in L1.2, the scnuu\my labels are associated with all objects ‘

vreated in the databise (€.g., when a database table is created, the ROWLABEL pseudo-
 column, is automaticaliy created as-a-special attribute) and xagged at the level of the user
- process creating ihe object, Therefore, when a multilevel export is -éonducuﬁd the Export

~ uility writes mformauon to an opcraung system file, which includes Iabeliug informhon - ,- B
 for the daw exported. | , -
~'This requirement is met by both the DBMS and OS 'R‘:B componsats, and is 0 0

: . reﬂeued in the sumimary tbles. (See ub!e 12 on page 87) -

|  (.. EXPORTATION OF I.ABBLH) mr-’onmrmn

" EL. I Reqnimmm

_ The functions to dcs:gnalc each wmmuniuation channel and VO devive are
found within the underlying operating sysiem, HP-UX BLS. The system administrator

‘defines the sevurity characteristivs of each imporvexport device by placing the required
mfonmuon in the Device Assignment database. Every devive that is (0 be used must have

o
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an entry in the Device Assignment database. Devices include terminals, line printers, and
import/export devices such as tape drive systems and floppy drives. The operating system
uses this database to restrict data objects that have sensitivity levels outside the range of the
devices specified from either being sent or received through that device, thus preventing
unauthorized disclosure. Every device is labeled specifically as either single or

multilevel.[HEWLY2a] Therefore this requirement is met by the OS TCB component only.

2. EL.2 Requirement

The system administrator, by invoking the devasgif command within the HP-UX
BLS environment can change the parameters of the Device Assignment database. Only the
system administrator with the proper kernel authorization and privileges can modify the
Device Assignment database. The database contains information about all logical devices
in the system, with each entry describing the devices characteristics (e.g., terminal, printer,
removable media, such as a tape or floppy disk), whether its single-level or multilevel, or
an import, export or both device. See Figure 20, below.

This requirement is met in that the system administrator with the proper
authorizations and privileges is the only subject who can change the designation of a

communication channel. Therefore this requirement is met by the OS TCB component only.
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Davice Assignment
Device Name: ______________
(T)erminal, (P)rinter, (R)emovable _
(S)ingle- or (M)ultilevel -
(Daport, (E)xport, (B)oth enabled _

Device Pathnames:

Authorized Users:

VRIS EE S CEM LI TS S5 G S SIMISABIS WS NS

Figure 20: Device Assigtiment Screen [HEWL92a]

3. EL.3 Requirement

All Administrator/operator actions are auditable in they are found in the Audit
System Collection Mask 4[HBWL923]. The actions performed by the System
 Administrator, including the use of the devasgif command, are auditable. Therefore this
requirement is met by the OS TCB component. - a ‘ o
4. EL4Requirement | _
' The TCB maintains the UO device labels in the Dcvice Assignmem Database,a

part of the HP-UX BLS operating system files. Any change to these security levels are

1 foundinthempecdvcauditﬁlesorlogs,mereforemiswquhenwmismbytthS’l’(.B o

. Lomponcnt.
'8, -ELS Requh'emem _
* This decomposed requirement is almost the exact requirsment as stated in BL.3.

The system administrator's action, if selected in the audit mask, will be audited. Thus, any - -

-




changes in the security levels associated with a 1/O device are auditable. Therefore this

requirement is met by the OS TCB component.

6. EL.il Requirement

Since all system administrator actions are auditable (if selected in the audit
system collection mask), level changes in both single level and multilevel communications
channels and I/O devices will be auditable. Though this interpretation states that multilevel
communications chanuels and 1/O devices are not required to be auditable, they will be in
HP-UX BLS if the system administrator actions are selected in the Audit System Collection
Mask. There is no granularity in the audit mechanism to preclude audit of certain system

~ administrator actions. Therefore this requirement is met by the OS TCB component.

D. EXPORTATION TO MULTILEVEL DEVICES

i. EM.] Requirement

This requirement is similar to L1.3. The Trusted CRACLE Export utility by I

default copies multilevel data to an operating system file, Then the mitape cothand within
the HP-UX BLS operating system exports this multilevel data out of the system. The logic
of this program deals with multilevel named objects, such as directories, and moves them
“to a tape device preserving all labels. If the user possesses the mudtileveldir kernel

~ authorization, ther hidden hierarchy of the directory (with all the hidden sub-directories) :

“ will be stored on the export medium, complete with the sensitivity levels of all hidden child

- directories (see Figure 21). [HEWLY2a] (The MAC 0002, MAC 175, and MAC 1654 of
~ the hidden directories in Figure 21, represent the sensitivity levels of the directories in a
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numeric label format.) Therefore this requirement is met by both the DBMS and OS TCB

Oor-

Diraciory

Hidden

. Direciories
SRCONC

components.

LDOOOOOOOOO
Fiiss

Creamd by Fiies Crested
Systom Low Proost.«e WM" hm"-mw
' naio/ Processes

Figure 21: Hidden Dirvectories in H. -UX BLS [FEWL92a)

2. EM.2 Requirement
A . 'The mltape'co:mmmd_-of HP-UX BLS corr.ctly achieves the purpose of this
requirement by copying the files into the specifieu device together with_ path.name, status

- . information, and security attributes. The security atuibutes of the file contain the security

~label. The operating system handles all copying to :hc output devn.e Thetefore this
requuemcm is met by the OS ’K‘CB oomponem.

-3 EMIL Requimmem

. The Trusted ORALLE prort utﬂity can be used to expon data out of the
- dawba:.c by spevifying the single level export option on the command tine (MLS=N). If a
~file. created using the Export utility is later exported out of the s, stem the tar and ¢pio




programs of HP-UX BLS can be called to export data to a single-level medium.The user is
responsible to correctly label removable media if he/she transports unlabeled information
out of the database. The label placed on the media must reflect the level of the classified
information that the media contains. Therefore this requirement is considered a user
requirement since the users of the system must properly label tapes and floppies with a label

that reflects that of the data.

4. EM.3 Requirement

This requirement can be broken down again into two distinct requirements for
analysis: one for machine-readable and one for human-readable. For machine readable
form, the sensitivity label and the access control list (ACL) are placed on the tape in their
extended form (ACSII), so that they may be read in by other similarly-configured systems.

For humsn-readable form, the sensitivity label produced on the banner page of
the printout is at the sensitivity level of the user executing the piint command. The user’s
sensitivity level is determined at the time they log-on the system.(See HRO.4 for more

details.) Therefore, this requirement is met by the OS TCB component.

5. EM.4 Requirement

The MaxSix secure networking package is required for Trusted ORACLE
{ORACY2b).

When the HP-UX BLS operating system is configured with the Trusted
ORACLE server, additional networking software is required to setup the client/server and
- distributed database characteristics of Oracle. The SQL*Net Oracle software and the TCP/
IP protocol adapter are required. Additionally the MaxSix MLS networking protocol is
required by a Cluss B! configuration. _

The MaxSix protocol is o commercial trademark of SecureWare, Inc. and the
company states that this protocol meets the requirements of the official U.S. Government
standard, DNSIX 2.1 (DoD Intelligence Information Systems Network Security for
Information Exchange) { ATKI194). (Neither DNSIX nor MaxSix require any TCSEC class
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level of assurance |ATKIY4].) Therefore this requirement is meet by the OS TCB

component when the MaxSix package is installed.

6. EM.S5 Requirement

This requirement is met by the MaxSix MLS network protocol. Se¢ EM.4

requirement, above. Therefore this requirement is meet by the OS TCB component.

E. EXPORTATION TO SINGLE-LEVEL DEVICES

I.  ES.1 Requirement
The HP-UX BLS operating system designates (through the operating system
administrator) and maintains a device in the system as either single-level or multilevel. A
single level device does not store labels with the files that it outputs. However, HP-UX BLS
does specify a default sensitivity level for a single level device. This means that if a single
level device is labeled, then only data at that level is exported through that device. Of course
no labels will be associated with the exported files. Therefore this requirement is met by

default in the operating system, and a NM is placed in the DBMS TCB component column.

2, ES.2 Requirement

The Trusted ORACLE Import utility is only good for files created with the
Trusted ORACLE Export utility [ORACY92a}. By default, the limport utility performs a
single level import on a single levei export file. The user logs into the operating system at
the level at which they want the information imported into the database. It is the
responsibility of the user to know (based on the export file’s label or other information) at
which level to import the data. Therefore, for the DBMS component of the TCB, we have
lubeled this requirement as *“U", for user responsibility.

The tar and ¢pio programs of HP-UX BLS have been modified to import single-
level media. These programs perform the appropriate checks against the Device

Assigniment database to ensure that the device used for import is in fact specified as single-
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level. Therefore, this requirement is met by the OS TCB and we labeled the summary tables

column with an “OS”.

3. ES.3 Requirement

The Trusted ORACLE Export utility writes information from the database to an
operating system file at a single level (must select single level option, EXP/MLS=N). This
single level export file contains no labeling information. For example, in Trusted
ORACLE, you can export a multilevel table as a single level export; the resulting export
file contains no labeling information and is consequently single labeled at the user’s session
level [ORACY2aj. The user’s session level must dominate all data if it is to be exported to
the export file. If a user logs in at SECRET, then all information at SECRET and below is
exported to a single-level file (with no labels). The export file is then exported out of the
system by the appropriate OS programs.

The tar and cpio programs of HP-UX BLS have been modified to export single-
level files. These programs perform the appropriate checks against the Device Assignment
database to ensure that the device used for export is in fact specified ds single-level.

Therefore, this requirement is met by the OS TCB only.

F. LABELING HUMAN-READABLE OUTPUT

1. HRO.1 Requirement
The operating system administrator only indirectly specifies the printable label
names associated with exported security labels. Labels names are set-up when the
sensitivity classifications and categories are defined for the system. HP-UX BLS prints the
sensitivity label of the process executing the print command on the bénner page of the
printout. This is the sensitivity label that was typed when the user logged into the system
(i.e.. session level). Therefore, this requirement is met by the OS TCB when the system

udministrator set up the label names.
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2.  HRO.2 Requirement

The HP-UX BLS prints the sensitivity level of the process executing the print
command on the banner page of the printuut. It usually appears in the same location on the
banner page as the print-job detail (i.e., filename, process number, date, etc.). As stated in
HRO.1, this banner page label is the same as the user’s session level.

There is no mention of marking the end of all human-readable paged, hardcopy
output with a trailer page. However, the last page printed (a body page) will have a human-
readable sensitivity label printed on the top and bottom of the page. Therefore, this
requirement is met by the OS TCB.

3.  HRO.3 Requirement
When the information is printed on the printer by the HP-UX BLS operating

system, the banner page includes the sensitivity level of the process and each internal page
includes the sensitivity level of the file that appears on that page. Internal pages (body
pages), are labeled with the highest sénsitivity level of the information that is printed on the
page.

Top and bottom labeling is characteristic only of the body pages of the printout.
The banner page only prints the classification one time, usually near the print-job detail.
There is no mistaking a banner page with a body page in HP-UX BLS, because the banner
page is uniquely designed and standard. Therefore, this requirement is met by the OS TCB.

4. HRO.4 Requirement

This requirement does not appear to be applicable in HP-UX BLS operating
system. Labeling is supported on the line printer only. Labels are not supported on laser
printers or plotters [HEWLY2¢). In addition, lubeling is not supported when the output is
assigned a “lundscape™ orientation (i.e.. the output is printed horizontally)[HEWLY2¢).
However, since HP-UX BLS does not support these printing options (it only prints line
printer text) this requirement is not applicable to the OS TCB or the Trusted ORACLE TCB
components. |
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5. HRO.5 Requirement

HP-UX BLS provides two secondary line printer subsystem options which can
override the labeling and filtering capabilities of normal printing. The label authorization
allows the use of the -/ option to the /p command to suppress the labels applied to the
internal pages of a printout. The filter authorization allows the -f option to the /p command,
which removes the filtering done on printed output. Both of these options are audited by
the system [HEWLY2a]. Therefore, this requirement is met by the OS TCB.

As a side note, both the special options to the lp command suppress the internal
printout labeling features of HP-UX BLS. The assumption is that the banner page is still
printed.

G. MANDATORY ACCESS CONTROL

1. MAC.1 Requirement
The Trusted ORACLE DBMS TCB component enforces a mandatory access

control policy over all users (and their surrogate processes) through the levels attached to
each user's process and the label attributes attached to each object. Essentially, the MAC
policy used in Trusted ORACLE is an extension of the Bell-LaPadula security model’s
mandatory access controls. (See Chapter 11 for the Bell-LaPadula Model.)This MAC
policy. based on reading objects and writing objects by subjects, is discussed in depth in
the MAC.6 and MAC.7 requirements below. |

The HP-UX BLS TCB component maintains sensitivity levels on all subjects
(active entities in the system, such as processes). When a user logs into the system, a login
user ID (LUID) is attached to the user’s login process. The LUID points to the Protected
Password databuse which contains the clearance level for that particular subject. (The
clearance level is the highest sensitivity label allowed for that subject’s process.) All
processes spawned from this LUID process contain this same LUID with its associated
clearance level. From these subject provesses’ levels a mandatory access control policy,
based on the Bell-LaPadula security model, is enforced. (See the MAC.6 and MAC.7
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requirements for details below.) Therefore, this requirement is met in both the DBMS TCB
and the OS TCB.

2. MAC.2 Requirement

The Trusted ORACLE DBMS TCB component enforces a mandatory access
control policy over all objects controlled by the DBMS through the labels attached to each
object. This MAC policy, based on reading objects and writing objects by subjects, is
discussed in depth in the MAC.6 and MAC.7 requirements below.

The HP-UX BLS TCB component maintains sensitivity labels on all objects
controlled by the operating system. These objects include regular files, inter-process
communication (IPC) objects, directories, special files, pipes, processes, and symbolic
links. When objects are created, the HP-UX BLS system attaches security attributes to the
objects. For example, when a file is created, the full pathname of the file, the file owner and
group, the file mode and type, the sensitivity level, the potential and granted privilege sets,
and the access control lists are stored in the File Control database. Ererytime a process
attempts to access the file, it must search the File Control database, check, and pass each
parameter before access is granted. The MAC policy for reading and writing these objects
is discussed in depth in the MAC.6 and MAC.7 requirémcms below. Therefore, this
requirement is met in both the DBMS TCB and the OS TCB. | |

3.  MAC.3 Requirement
Within the Trusted ORACLE TCB component, subjects and objects are assigned
sensivivity levels at the time they are created. Trusted ORACLE sensitivity labels for both
shbjects and objects consist of four components, See Figure 22 below. '
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Sensitivity Integrity Information Additional OS
Component Component Component | specific componen

Figure 22: Trusted ORACLE sensitivity labels

The sensitivity component consist of a single classification, which has been
previously defined by the system administrator, and zero or more categories. This range of
sensitivity classifications and the categories allowed in this block match those of the
underlying operating system. (The TCB as a whole can only have one set of classifications;
all TCB components must recognize and accept these classifications.) The integrity
component of the label reflects the object’s trustworthiness or accuracy. The information
component is used when a compartmented mode workstation (CMW) environment is
utilized, or it may, in some systems be used as advisory labels. The last component, is used
for any operating system specific component that can be utilized by the operating system.

The HP-UX BLS operating system does not support the integrity component or
the information component of the Trusted ORACLE sensitivity label. They are therefore
not utilized when the TCB consists of the HP-UX BLS platform and the Trusted ORACLE
DBMS. The HP-UX BLS system specifically supports the U.S. DOD method of classifying
information according to hierarchial classification levels and non-hierarchial categories.
Therefore, this requirement is met in both the DBMS TCB and the OS TCB.

4. MAC.4 Requirement
- Mandatory avcess controls are enforced through the labels attached to each
subject and object. Trusted ORACLE provides MAC mediation access based on the
identity (e.g.. LUID) and labet (clearance) of the subject and the sensitivity or label
(classification) of the object. We can only visualize how this works since we are not privy
to the internal data structures of the Trusted ORACLE source code. Fdr examplc, we do not

know if u reference validation mechanism (i.e., reference monitor) cheoks each subject’s
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and object’s sensitivity label before mandatory access in granted or denied, or if some other
scheme o1 procedure is used to match and compare subject and object labels.

HP-UX BLS enforces the MAC policy by making sure that the user process is
cleared to access information from an object by comparing the sensitivity level of the
process with the sénsitivity level of the object. Therefore, this requirement is met in both

the DBMS TCB and the OS TCB components.

5. MAC.S Requirement

Trusted ORACLE supports the range, size, and type of label formats provided
by HP-UX BLS [ORACY2b).

HP-UX BLS has been designed to support many different configurations of
sensitivity labels, with a “virtally unlimited capacity for the number of classifications and
categories.”[HEWL92a) The maximum classification number is set to 16 by default; the
maximum category number is set to 1024 by default. Both these defaults can be changed
during system installation. [HEWLY2a] Therefore, this requirement is met in both the
DBMS TCB and the OS TCB components. |

6. MAC.6 Requirement |

Trusted ORACLE provides the reud operation by granting its subjects the
SELECT operation. Before a database user can SELECT from an object, such 1s a table or
view (thus reading the object), his/her label (¢clearance) must dominate the label of the
object. The MAC rules for reading an object state, “users can vead objects at their labe! and
below; users cunnot read objects at labels that they do not dominate."[ORAC92a]

The Trusted ORACLE rules above use the term “dominate”. Oracle defines _
dominate as u relationship between labels where one label dominates another if its
classification is greater than or equal to that of the other label and iis categories are a
superset of the other's categories (all categories are represented). This is- essentially the
sume definition as used in the TCSEC,
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The HP-UX BLS MAC rules for reading an object are that a “‘subject’s
classification must be greater than are equal to the object’s, and the subject's set of

categories must include the object’s.”[HEWLY2a} Therefore, this requirement is met in
both the DBMS TCB and the OS TCB.

7. MAC.7 Requirement

Trusted ORACLE provides the write operation by granting its subjects the
INSERT, UPDATE, or DELETE operation. Before a database user can perform one of
these three operations to modify an object, such as a table or view (thus writing the object),
his/her label (clearance) must match (equal) that of the label of the object. The MAC rules
for writing an object states that “a user’s label must match that of the object{ORACY2a).
This is clearly a modification of the Bell-LaPadula security model which allows the
subjects the ability to write to objects at higher labels. As in the Bell-LaPadula model,
~ subjects are prevented from writing to objects at lower levels to prevent the possibility of
unauthorized disclosure (i.e..rc-claséifying information at a lower level). However, the
WRITE, s defined in the TCSEC is met. -
The HP-UX BLS MAC rules for writing an object are that “the object’s ;
- classifivation must be equal to the subject’s, and the object’s set of categories must match -
- the subject's."[HE\VwZa}:T‘l\mfdre. this requirement is met in both the DBMS TCBand -~
theOSTCB. .. | |
" 8. MACS Requirement ’ 7
In Trusted ORACLE it is mandated that the authentication of database users be :
conducted by the underlying operating system. This is dome by specifying the
 IDENTIFIED EXTERNALLY parameter of the CREATE USER command whenever a
new usernume is being created for the database. o

HP.UX BLS authenticates by se:m.hing the Protected Password dawbase for the

user’s 1D clearance and encrypied password. The user, upon logging into the system must
enter three items: login name, password, and sensitvity lovel. .
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The user can log on the system at any sensitivity level up to histher clearance,
which is the highest sensitivity level the user has been cleared for. (The clearance assigned
to a user is determined by personnel policies, commensurate with the level of
trustworthiness of the user; the Authentication Administrator sets up the user’s clearance
during system account creation.) In HP-UX BLS, the user’s login process is tagged with
the Login User ID (LUID). This indelible tag can never be changed or modified, not even
by a superuser with all the system privileges. For example, even if a system administrator
jumps from one user account to another (e.g., when using the su command), the LUID of
the system administrator is inherited by the new processes spawned from the su program.
This provides absolute accountability and always traces who did what by examination of
the LUID. Therefore, this requirement is met in the OS TCB only.

9. MAC.9 Requirement |
This requirement can be summarized to mean that system processes for users
must be dominated by user's clearance as found in the system's 1&A database. Based on
available documentation, both the DBMS and the OS adhere 10 this requircment. '

!0. Additiuml MAC Comments

The user's LUID label {session level) is the senutivity level that is used in
Trusted ORACLE when subjects (processes) are created. No spawned provess or new
object created by thr_: LUID process can exceed the sensitivity level of the LUID. The same
is true when invoking special MAC privileges (WRITEDOWN, WRITEUP, READUP).
‘When a database user connects to an Oracle database, he/she <an connect 4t any sensitivity
" level up t his/her operating system clearance (I&A dawa). |
_ - With respect to the MAC prvileges, if a database user is connected at
| UNCLASSIFIED and has the READUP privilege. then he or she can read higher levels of
information, but oaly up t (and equal to) his/er overall system clearance. The READUP
privilege violates the simple ¥ suurity property of uw,-Beu-LaPadula mode] and is used as a
meansmptevcmﬂwu;erfmmbaviugwlogoulofd\esymandmlbgbackinala ‘
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higher session level. The WRITEDOWN privilege is used for the same purpose (so the user
does not have to log out and then in, to change his/her session level) but to write data. This
privilege clearly violates the *-property of the Bell -LaPadula model ind is utilized for
administrators doing things such as a full 'database import. The WRITEUP privilege does
not violate the Bell-LaPadula model, because writeups are allowed by definition in Bell-
LaPadula, but not in the Trusted ORACILE MAC policy. Again, this privilege is most
useful for administrators doing full database imports, but standard users can also use it as
well. In summary, all MAC privileges granted to users must be dominated by the user’s
clearance. The DBA who grants the MAC privileges must have a session sensitivity level
which dominates the user receiving these privileges.

The sémc can be said about HP-UX BLS. The special privilege,
allowmacaccess, allows a process to reset its sensitivity label. This trusted process can only
allow MAC access up to and inciuding the clearance of the user’s I&A data found in the
Protected Password database. Thcrefbrc_.} this requirement is met in both the DBMS TCB
and the OS TCB.
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IX. INFORMIX ANALYSIS

This chapter discusses the analysis of Informix-Onl.ine/Secure 5.0 against the TCSEC
requirements (as decomposed in Chapter VII) {or labels and the mandatory access controls.
The configuration that we analyzed is the one v here Informix-OnLine/Secure utilizes the
“raw device storage”, thus circumventing most of the UNIX file system.

Again, we start by looking at the DBMS TCB component (i.e., database server software
and user’s manuas), then proceed to the operating svstem TCB. As discussed in Chapter
VII, arequirement, as listed below, can be met in the DBMS TCB component, the operating
system TCB componént, both components, or it may not be meet or is not applicable. If
user action is required to meet this requirement, then a “U” will be placed in the respective
columns associated with the requirement. After each requirement, we determine where the
requirement was meet, if in fact they were met at all. (See requirement sumimaries in
Chapier Vil.)

A. LABELS

1. LAB.l Requirement

Fer an operating system user to gain access to Informix-OnLine/Secure, he/she
must be added to u new operuting system group called “ix_users.” This requires the
operating system administrator (OSA) to add this new group to the existing groups found
- inthe HP-UX BLS implementation. In addition, the new database user's clearance must at
least equal (i.e., dominate) the minimum clearance established for the Informix-OnLine/

Secure dutabase (which is usually referred to as DATALO). |
The database user’s clearance (i.c., sensitivity label) is actually maihlained

-within the OS tables (Protected Passwom‘dmabase in HP-UX BLS). The Informix-Onl.ine/

Secure DBMS has no username tables which it actually maintains for user subjects,
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Therefore, the OS component maintains all user subject labels of the system and
an “0S” is given to HP-UX BLS component (and a NA to the DBMS component) in the
summary tables in Chapter VII.

2. LAB.2 Requirement

All Informix-OnLine/Secure database objects and their labels are maintained
within the systables, sysprocedures table, or a table’s row table along with their labels.
Each database defined (using the CREATE DATABASE SQL command) contains its own
systables. The systables are in effect tie system catalog (data dictionary) and are always
established when a database is created. The objects found within the Informix-OnLine/
Secure database are database, table, row, biob, view, synonym, index, contraint, stored
procedure. (This list is inclusive for database objccts- found in Informix-OnLine/Secure
5.0.) A hypothetical systable is shown in Figure 19, below. The table shows how each
object is defined with its LABEL, type object, name and other attributes. The table object
points to its respective row table, so that each row (in a table) and its label can be identified,
as shown in Table 20, below. | '

TABLE 19: EXAMPLE OF A SYSTABLE IN INFORMIX-ONLINE/SECURE

LABEL objcct type | object nume other attributes
10 database Personnel
0 table | Employee Pointer to row table
100 view CS_employ
50 | synonym Private
100 index Quick
S0S constraint Excel

" Note that the LABEL values ure in the g format, not the human readable form, |
. such 8 TOP SECRET or UNCLASSIFIE_D. For 4 user to return a human-readable label,
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they must call the LABELTOSTRING function on the LABEL attribute of the respective
table.

TABLE 20: EXAMPLE OF A ROW TABLE FOR A PARTICULAR TABLE

OBJECT
LABEL ROW_ID Data fields
10 i
50 2
100 3

Note that the LABEL and ROW_ID columns in both tables above, are invisible
to standard users. '

A hypothetical sysprocedures table is shown in Figure 21, below. The
sysprocedures table is a special table separate from the systables and contains only the
stored procedure objects defined on the database. Because the label of the row in the
sysprocedures table is the same as the level of the procedure to which it refers, the result of

a query on the LABEL attribute returns the security level of the procedure [INFO93c].
TABLE 21: EXAMPLE OF A SYSPROCEDURE TABLE IN INFORMIX-ONLINE/

SECURE
LABEL procname pointer
———_ﬂ_—-
: 10 PROCI
50 PROC2
100 PROC3

The storage objects seen by the HP-UX BLS operating system (i.e., files,
directories, devices, IPC objects, symbolic links, named pipes, processes, printer queues,

and ptys) are maintained within the OS. Files and directories are labeled individually, and
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are labeled in such a way that the access classes increase as you go down the tree. The
UNIX file system maintains all the files and directories within the OS TCB. All dynamic
objects, such as printer queues, =ipes and links, (and processes seen by HP-UX BLS) are
also maintained in the OS TCB component.

Therefore, both components (the OS and the DBMS) are needed to maintain the
object’s labels of the system and a “B” is given to each component in the summary tables
in Chapter VII.

3. LAB.il Requirement

If an object is to be a “public object” in Informix-OnLine/Secure, then it should
be created at the lowest sensitivity level of data found in the database, which is DATALO.
Additionally, the object hierarchy must be obeyed, which states that if a row within a table
is public, then the table and the database must also be public as well.

The same argument is used in the objects maintained by the operating system. If
files and directories are to be public, both the files and their parent directories must be
labeled at System Low in HP-UX BLS.

Therefore, both components (the OS and the DBMS) are needed to maintain that
certain objects be public within the system and a “B” is given to each component in the

summary tables in Chapter VII.

4. LAB.3 Requirement

This decomposed requirement is identical to MAC4. (See “MAC4
Reguirement” on page 133.)

5. LAB.4 Requirement

Standard users (not the DBSA) import single level data using the dbimport
command. However, this data must be in ASCII format with no internal MAC labeling. All

imported objects inherit the session level of the user's importing process.

120




Therefore, this requirement that the TCB shall request and receive the security
level of the data, is accomplished directly by the authorized users of the system when they
properly load tapes or floppy diskettes at the comrectly labeled input device. This
requirement is meet by the standard user, and we place a “U” in the DBMS column of the

summary table, and a “NA” in the OS column.

6. LAB.5 Requirement

Standard users (not the DBSA) import unlabeled data using the dbimport
command. The dbimport command is not audited, but other events associated with
importing data (such as creating a new database, or locking of tables) are auditable. If a new
database is not created, then this importing of non-labeled data may not be audited by
Informix-OnLine/Secure. Therefore, this requirement for the auditing of non-labeled data
will not have been met.

All actions performed by the DBSA and the DBSSO users are audited by default.
There are no audit masks for DBSA and DBSSO users [INFO93b]. Only the DBSA can
import data with OnLine/Secure internal MAC labeling from secondary storage media into
an Informix-OnLine/Secure database. If the DBSA imports non-labeled data, then this
requirement is met. However, if a standard user imports non-labeled data, then this action
may not be audited by the system. Therefore, we place a “NM” in the DBMS column.

The HP-UX BLS operating system allows for the collection of audit data
through the use of the ‘A}xdit System Collection Mask. One of the audit capabilities of this
system mask is the quditing of subsystem events, Since import/export of data is a subsystem
event (i.e., Tape), tﬁ_‘e HP-UX BLS system is capable of auditing all events associated with
the import of non-iébeled data. Therefore, we place an “OS" in the HP-UX OS column of

the summary tables:for this requirement.

21




B. LABEL INTEGRITY

1. LLI1 Requirement

Since there is no separate login procedure for users using the Informix-OnLine/
Secure database, the subject’s sensitivity levels and respective labels are mairtaiaed by the
operating system administrator. The subject’s sensitivity level (i.e., session level for the
database) is determined when he/she logs into the operating system. This label is referred
to as the session sensitivity level or simply session level.

The users of the system determine what sensitivity level an object is created at,
and the TCB correctly maintains this sensitivity level with the object. For schema objects,
we know that a label attribute is attached to each row of the SYSTABLE (See “LAB.2
Requirement” on page 118.) We cannot determine exactly how the subject label is used and
maintained in the TCB, but we have determined that it is done, and give this requirement a

“B"; both components enforce label integrity on subjects and objects.

2. LL2 Requirement

Only the DBSA is capable of exporting labeled OnLine/Secure objects.
(Standard users can import/export data using the LOAD and UNLOAD statements, or the
dbload, dbimport, and dbexport utilities, but the object sensitivity labels are not preserved.)
The sensitivity labels are written to the media in the tag representation (32 bit integer
constant) of the label. (See L1.3 Requirement, below and EM.1 for more information.)

Therefore, this requirement is met by the DBMS component and a “D” is placed
in the respective column and a “NA” in the OS column. (If the UNIX file system where
utilized in Informix-OnLine/Secure in lieu of raw device storage, then an *“OS" would be
placed under the OS column and a “NM" under the DBMS column.)

3. LL3 Requirement

The sensitivity labels are written to the media in the tag representation (32 bit
integer constant) of the label. All systables, row tables, and sysprocedures tables are tagged
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by row (under the LABEL attribute). These labels are unique to the specific
implementation of the operating system; they are not necessarily the same or even
understandable by other secure systern implementations. Only the DBSA can export
labeled data with OnLine/Secure internal MAC labeling to secondary storage media.

This requirement is met by the DBMS component and a “D” is placed in the

respective column and a “NA” in the OS column.

C. EXPORTATION OF LABELED INFORMATION

1. EL.1 Requirement
The Informix-OnLine/Secure user’s manual describes the desired sensitivity
levels assigned to different devices as shown in Table 22:, below.

TABLE 22: SECURITY RANGES FOR DEVICES IN INFORMIX-ONLINE/
SECURE [INFOY3B}

Device type Minimum Maximum

Terminal | Datalo | Datahi with groups IX_DATA, [X_DBSA,

and [X_DBSSO (when defined)

Printer Datalo Datahi with groups IX_DATA, IX_DBSA,
and IX_DBSSO (when defined)
Tape drives for Datahi, and Same as minimum
DBSA use IX_DATA
Tape drives for Datalo Datahi

standard users

However, the functions to designate cach communication channel and /O
device are found within the underlying ope:ating system, HP-UX BLS. The system
administrator defines the security charactesistics of each import/export device by placing
the required information in the Device Assignment database. Every device that is to be used
must have an entry in the Device Assignment database. Devices include terminals, line

_printers, and import/export devices such as tape drive systems. The operating system uses
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this database to restrict data objects that have sensitivity levels outside the range of the
devices specified, from either being sent or received through that device, thus preventing
inappropriate data being disclosed. Every device is labeled specifically as either single or

multilevel.[HEWL92a] Therefore, this requirement is met in the OS TCB component.

2.  EL.2 Requirement

Informix-OnLine/Secure Trusted Facility Manual specifically requires that the
DBSA seek the operating system documentation for instructions for assigning sensitivity
levels to devices. OnLine/Secure does not provide any procedures for assigning sensitivity
labels to 1/O devices.

The operating system administrator, by invoking the devasgif command within
the HP-UX BLS environment can change the parameters of the Device Assignment
database, Only the system administrator with the proper kernel authorization and privileges
can modify the Device Assignment database. The database contains information about all
logical devices in the system, with each entry describing the devices characteristics (e.g.,
terminal, printer, removable media, such as a tape or floppy disk), whether its single-level
or multilevel, or an import, export or both device. Therefore, this requirement is met in the

OS TCB component.

3. EL.J Requirement

Since the DBSA or the DBSSO in Informix-OnLine/Secure cannot change
device designations, their actions, though always auditable, cannot capture the changing of
device reassignments

All operating systemn administrator/operator actions are auditable if they are
found in the Audit System Collection Mask [HEWLY2a). The actions performed by the
System Administrator, including the use of the devasgif command to change the
designation of 4 communication channel are auditable.Therefore, this requirement is met
in the OS TCB component.
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4. EL.4 Requirement
The HP-UX BLS maintains the I/O device labels in the Device Assignment
database, a part of the operating system file structure. Any change to these security levels
are found in the respective audit files or logs.Therefore, this requirement is met in the OS

TCB component.

5.  EL.S Requirement
This requirement is the practically the same as EL.3 All operating system
administrator/operator actions are auditable in they are found in the Audit System
Collection Mask |HEWLY2a). The actions performed by the System Administrator,
including the use of the devasgif command to change security levels of devices are

auditable. Therefore, this requirement is met in the OS TCB component.

6. EL.il Requirement

Since all operating system administrator actions are auditable (if selected in the
audit system collection mask), level changes of both single level and multilevel
communications channels and /O devices will be auditable. Though this interpretation
states that multilevel communications channels and 1/0 devices are not required to be
auditable, they will be in HP-UX BLS if the system administrator actions are selected in
the Audit System Collection Mask because there is no granularity in the audit mechanism.
(When the system administrator actions are audited, all actions associated with the system

administrator are audited.)Therefore, this requirement is met in the OS TCB component,

D. EXPORTATION TO MULTILEVEL DEVICES

1. EM.] Requirement

Only the DBSA is capable of exporting lubeled Informix-OnLine/Secure
objects. The DBSA can use five functions to export labeled data; the DB-MONITOR, the
thtape -s, thtape -a, thtape -¢ or the thunload commands, The datit is written to the media
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retaining sensitivity labels in the tag format as stored in the Informix-OnLine/Secure
database [INFOY3b].

The mitupe command within the HP-UX BLS operating system exports
multilevel data out of the system.Therefore this requirement is meet by both the DBMS and

the OS component of the TCB.

2. EM.2 Requirement
All the tasks allowed by the DBSA in Informix-OnLine/Secure to export
multilevel data (as noted in EM.1 requirement above), write the data to the device (either a
default device or 4 command line option) specified with the OnLine/Secure labels in their

tag format. Therefore this requirement is met by the DBMS TCB component.

3. EM.il Requirement

All the tasks allowed by the DBSA in Informix-OnLine/Secure to export
multilevel data (as noted in EM. 1 requirement above), write the data to the media specified
with the OnLine/Secure labels in their tag format. Standard users can export data using the
UNLOAD statements, or the dbexport utility and the object sensitivity labels will not be
preserved. The user is responsible to correctly label removable media if they transport
unlubeled information out of the database. The label placed on the media must reflect the
level of the classified information that the media contains. Therefore this requirement is
considered a user requirement since the standard users of the system must properly label
tapes and floppies with label that reflect that of the data.

4. EM.3 Requirement

The multilevel data exported by Informix-OnLine/Secure, is exported in its tag
representation (i.e., machine-readable) format, If data is to be exported to a multilevel
printer (human-readable from), then the HP-UX BLS printer utilities place the sensitivity
}lubel produced on the banner page of the printout. This label is the sensitivity level of the
user executing the print command. (The user’s sensitivity level is determined at the time
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they log-on the system.) Therefore, depending on the export being made (either to tape or
to printer), this requirement is met by both the OS and the DBMS TCB.

5. EM.4 Requirement

Informix-OnLine/Secure requires the use of the Informix-Star/Secure
distributed client/server database product to enforce the database server’s security policy
to remote client workstations. The minimum requirement for a secure Class Bl
configuration is MaxSix 1.0 networking software. However, client workstations can be
running any network configuration, ranging from unlabeled to MaxSix 2.x, as long as the
network security officer can configure the MaxSix network databases properly [INFO93(f].
(For more information on MaxSix, See “EM.4 Requirement” on page 106.)

Additionally, the HP-UX BLS network transports security attributes with data
and extends a host’s access controls to the network subsystem so that a host can make
access decisions using local policies as data traverses the network between communicating

processes [HEWLY2c). Therefore this requirement is meet by the OS TCB component.

6. EM.S5 Requirement

This requiremnent is met by the MaxSix MLS network protocol. See EM.4

requirement, above. Therefore this requirement is met by the OS TCB component.

E. EXPORTATION TO SINGLE-LEVEL DEVICES

I.  ES.I Requirement |

The Informix-OnLine/Secure DBMS relies upon the operating system
“administrator to set the device security attributes in coordination with the DBSA
(INFOY3b]. | |

The HP-UX BLS operating system designates and maintains (through the
operating system administrator) a device in the system as either _Singlc»level or multilevel.
A single level device does not store labels with the files that it outputs. However, HP-UX
BLS does specify a default sensitivity level for a single level device. This means thatif a
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single level device is labeled, then only data at that level is exported through that device.
Of course no labels will be assaciated with the exported files. Therefore, this requirement

is met by the OS TCB component only.

2. ES.2 Requirement

Standard Informix-OnLine/Secure users can import single-level data using the
dbload or the dbimport utility or the SQL LOAD command. (However, the dbimport is
only good if the file being imported was created with the dbexport utility.) The dbload
utility transfers data from one or more ASCII files into one or more existing tables within
the database. All data imported into the database is at the level of the user. Therefore, for
the DBMS component of the TCB, we have labeled this requirement as “U", for user
responsibility. '

The tar and cpio programs of HP-UX BLS have been modified to import data
from single-level media. These programs perform the appropriate checks against the Device
Assignment database to ensure that the device used for import is in fact specified as sihglé-
level. Therefore, this requirement is met by the OS TCB and we labeled the OS column
with an “OS", | '

3. ES.3Requirement N |
Only standard users export non-labeled (i.e, single-level) data from Informix- |

OnLine/Secure using the dbexport utility or the UNLOAD SQL command. The dbexport

unloads rows from a database into ACSH files. The information exported is all the
“information that is dominated by thé user'’s session sensitivity level and only advisory o
labels (not real labels) can be requested The dbexport utility can export information dhecﬂy '
to & file or a specified dcvicc; such us a tape device, but it is assumed that it must rely on
the HP-UX BLS Device Assignment database to determine if the device is single-level.
~ Ifafile, created using the dbexport utility is later exported out of the system the |
tar and cpio programs of HP-UX BLS can be called to export data to single-level medium.
_These programs perform the appropriate checks against the Device Assignment database "
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to ensure that the device used for export is in fact specified as single-level. The Informix-
OnLine/Secure dbexport utility must confer with the HP-UX BLS Device Assignment
database before exporting single-level data. Therefore, this requirement is can be met by
both the OS TCB component.

F. LABELING HUMAN-READABLE OUTPUT

Informix-OnLine/Secure provides the DB-Access utility which allows a database user
to redirect the results of an SQL. query (e.g.. SELECT) from the screen to a printer, system
file, or a program. By selecting the “Printer” option on the QUTPUT menu, the DB-Access
utility sends the results of a query to the default printer. [INFO93e] The actual printing of
human-readable output is handled by the HP-UX BLS operating system.

1.  HRO.I Requirement
The operating system udministrator only indirectly specifies the printable label
names associated with exported security labels. Labels names are set-up when the
sensitivity classifications and categories are defined for the system. Whenever objects are -
created (either database objects or operating system objcéts)._ they are labeled 'withrthe'
creating process’s sensitivity level. | o
| HP-LIX BLS prints the sensitivity label of the process ptodm.mg the output on

the beaner page of the printout. This is the sensitivity label that was typed when the user

logged into the system. Therefore, this mmiréme‘ni is met by the OS TCB component.
2. HRO2 Requirement

- The HP-UX BLS prints the scmiuvity label of the process pmdm,mg the outpux |
of the bauncrpa;,c of the printout. It umallyappemmdwmlmcnondw banner
Mc as the print-job detail. As stated in HRO.1, this is the seasitivity libel lhfu was typed
| jwhcu the user iogged into the sysicm. | ,

, - There is no mention of marking the end of all hmmn«mdable paged, hardcopy
output with a trailer page. However. the last page prinied (a body page) will have a human
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readable sensitivity labels printed on the top and botiom of the page. Therefore, this

requireinent is met by the OS TCB component.

3. HRO.3 Requirement

When the information is printed on the printer by the HP-UX BLS operating
system, the banner page includes the sensitivity level of the process and each internal page
includes the sensitivity level of the file that appears on that page. Internal pages (body
pages), are labeled with the highest sensitivity level of the information that is printed on the
page.

Top and bottom labeling is characteristic only of the body pages of the printout.
The banner page only prints the classification one time, usually near the print-job detail.
There is no mistaking a banner page with a body page in HP-UX BLS. Therefore, this

requirement is met by the OS TCB component.

4. HRO.4 Requirement
This requirement does not appear to be applicable in HP-UX BLS operating
system. Labeling is supported on the line printer only. Labels are not supported on laser
printers or plotters [HEWL92c]. In addition, labeling is not supported when the output is
assigned a “landscape” orientation (i.e., the output is printed horizontally)] HEWLY2¢).
However, since HP-UX BLS does not support these printing options (it only prints line
printer text) this requirement is not applicable to the OS TCB or the Trusted Oracle TCB

components,

5.  HRO.5 Requirement
HP-UX BLS provides two secondary line printer subsystem ootions which can
override the labeling and filtering capabilities of normal printing. The label authorization
allows the use of the -/ option to the jp command to suppress the labels applied to the

internal pages of a printout. The filter authorization allows the -f option to the [p command,

130



which removes the filtering done on printed output. Both of these options are audited by
the system. [HEWLY2a]

As a side note, both the special options to the Ip command suppress the internal
printout labeling features of HP-UX BLS. The assumption is that the banner page is still
printed. Therefore, this requirement is met by the OS TCB component.

(. MANDATORY ACCESS CONTROL

1.  MAC.1 Requirement

Subjects in Informix-OnLine/Secure are operating system processes that use On-
Line/Secure. The DBMS server mandates that every access to every piece of data (i.e.,
object) by all users (i.c., subjects) be checked to see if access is permissible, based on the
sensitivity label of the data and clearance of the user. Informix-OnLine/Secure uses the
same set of sensitivity labels that are available in HP-UX BLS. Therefore, there is no
problem with comparison of subject and otject labels when the DBMS assigns labels to
objects based on the subject’s sensitivity level, (Specific access rules will be discussed in
MAC.6 and MAC.7 requirements.)

The HP-UX BLS TCB component maintains sensitivity labels on all subjects
(active entities in the system, such as processes). When a user logs into the system, a login
user ID (LUID) is attached to the user's login process. The LUID points to the Protected
Password database which co:tains the clearance level for that particular subjcét. (The
clearance level is the highest sengitivity label allowed for that subject’s process). All
processes spawned from this LUID process contain this sarne LUID with its asséciated
clearance level. From these subject processes’ lubels a mandatory access cohtrol policy,
based on the Bell-LaPadula security model is enforced, (Sce th2 MAC.6 and MAC.?
requirements for details below.) Therefore, this rcquircmcm_ is met in both the DBMS TCB

and the OS TCB components.




2.  MAC.2 Requirement

Informix-OnLine/Secure has several object types which are different from the
operating system objects. These DBMS objects are databases, tables, rows, blobs, views,
synonyms, indexes, contraints, and stored procedures. All database objects have labels
associated with them. (See the LAB.2 requirement for details.) Again, as in the requirement
above (MAC.1) the DBMS server mandates that every access to every piece of data (i.e.,
object) by all users (i.e., subjects) be checked to see if access is permissible, based on the
sensitivity label of the data and clearance of the user. As stated in MAC.1 above, Informix-
OnLine/Secure uses the same set of sensitivity labels that are available in HP-UX BLS.
(Specific access rules will be discussed in MAC.6 and MAC.7 requirements.)

The HP-UX BLS TCB component maintains sensitivity labels on all objects
controlled by the operating system. These objects include regular files, inter-process
communication (IPC) objects, directories, special files, pipes, processes, and symbolic
links. Wher objects are created, the HP-UX BLS system attaches security attributes to the
objects. For example, when a file is created, the full pathname of the file, the file owner and
group, the file mode and type, the sensitivity level, the potential and granted privilege sets,
and the access control lists are stored in the File Control database. Everytime a process
attempts to uccess the file, it must search the File Control database, check, and pass each
parameter before access is granted. The MAC policy for reading and writing these objects
is discussed in depth in the MAC.6 and MAC.7 requirements below. Therefore, this
requirement is met in both the DBMS TCB and the OS TCB components.

3 MAC3 Re_quirenwnt
The subject (application process) receives its lubel when the user logs into the
operating system. This subject lubel is referred to as the session sensitivity label or session
label. Objevts receive their scmitivﬁy label when they are created. Subject .md object
sensitivity labels in Informix-OnLine/Secure are composed of the following two
components: a hierarchial component, such us UNCLASSIFIED, SECRET, TOP
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SECRET, called an access level, and zero or more categories, such as CRYPTO, NATO,
and PROPRIETAR Y[INFO93c]. Informix-OnLine/Secure uses the same set of sensitivity
labels that are available in HP-UX BLS. (e DBSA sets up labels in the DBMS to equal
those in the OS.) Therefore, there is no problem with comparison (i.c., label equality, label
dominance, etc.) of subject and object labels when the DBMS assigns labels to objects
based on the subject’s sensitivity level.

The HP-UX BLS system specifically supports the US DOD method of
classifying information according to hierarchial classification levels and non-hierarchial
categories. Therefore, this requirement is met in both the DBMS TCB and the OS TCB

components.

4. MAC.4 Requirement

Subjects can access objects in Informix-OnLine/Secure by comparing sensitivity
labels (in their integer tag format) of objects and subjects.

HP-UX BLS enforces the MAC policy by making sure that the user process is
cleared to access information from an object by comparing the sensitivity level of the
process with the sensitivity level of the object. Therefore, this requirement is met in both
the DBMS TCB and the OS TCB components.

5.  MAC.S Requirement
Informix-OnLine/Secure uses the same set of sensitivity labels that are available
in the operating system [INFO93c]. (Ste below.) '
HP-UX BLS has been designed to support many different contigurations of
sensitivity labels, with a “virtually unlimited capacity for the number of classifications and
‘categories."[HEWLY2a] The maximum classification number is set to 16 by default; the
_maximum category number is set to 1024 by default. Both these defaults can be chunged
during system installation. [HEWLY2a] Therefore, this requirement is met in both the
DBMS TCB and the OS TCB components, -
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6. MAC.6 Requirement

In Informix-OnLine/Secure, subjects can read only objects that they dominate.
A sensitivity label is said to dominate another sensitivity label when the access level (i.e.,
SECRET) of the first sensitivity label is greater than or equal to that of the second
sensitivity label and the set of categories of the first sensitivity label is a superset of or equal
to the set of categories of the second sensitivity label [INFOY3c].

The HP-UX BLS MAC rules for reading an object are that a “subject’s
classification must be greater than or equal to the object’s, and the subject’s set of
categories must include the object’s.”[HEWL92a] Therefore, this requirement is met in
both the DBMS TCB and the OS TCB components.

7. MAC.7 Requirement

In Informix-OnLine/Secure, subjects can write only objects at their security
level [INFO93c]. This is clearly a modification of the Bell-LaPadula security model (BLM)
which allows the subjects the ability to write to objects at higher labels. As in the BLM,
subjects are prevented from writing to objects at lower levels to prevent the possibility of
re-classifying information at a lower level.

The HP-UX BLS MAC rules for writing an object are that “the object’s
classification must be equal to the subject’s, and the object's set of categories must match
the subject’s."[HEWLY2a] Therefore, this requirement is met in both the DBMS TCB and
the OS TCB components.

8. MAC.8 Requirement
All 1&A functions are handled exclusively by the underlying operating system
in Informix-OnLine/Secure; there are no options on where I&A can be done.
HP-UX BLS authenticates by searching the Protected Password database for the

user's ID clearance and encrypted password. The user, upon logging into the system must

enter three items: login name, password, and sensitivity level.




The user can log on the system at any sensitivity level up to his/her clearance,
which is the highest sensitivity level the user has been cleared for. (This clearance is
established by the security policy outside the automated system environment and the
Authentication Administrator sets it up during system account creation). In HP-UX BLS,
the user’s login process is tagged with the Login User ID (LUID). This indelible tag can
never be changed or modified, not even by a superuser with all the system privileges. For
example, even if a system administrator jumps from one user account to another (e.g., when
using the su command), the LUID is still inherited by the new processes spawned from
changes accounts. This provides absolute accountability and always traces who did what

by examination of the LUID. Therefore, this requirement is met in the OS TCB only.

9. MAC.9 Requirement

This requirement can be summarized to mean that system processes for users
must be dominated by user’s clearance as found in the system’s 1&A database. Based on

available documentation, both the DBMS and the OS adhere to this requirement.

10. Additional MAC Comments

Additionally, in Informix-OnLine/Secure, trusted subjects or processes are
created when invoking discrete privileges (PRIV_CANSETLEVEL and
PRIV_CANSETIDENTITY). The PRIV_CANSETLEVEL allows a user to alter the
session sensitivity level of the current session by invoking the SET SESSION LEVEL
statement. The user can operate only at sensitivity levels that are dominated by the level of
his/her original login session. The SET SESSION LEVEL allows the user, (by creating
temporary tables and then changing session level), to change the object levels. This is a
violation of the tranquility property of Bell-Lapadula maodel.

The PRIV_CANSETIDENTITY discrete privilege allows users to circumvent
the DAC protection for database objects by adopting the user name of any Informix-
OnLine/Secure nonadministrative user. The user’s login ID and sensitivity level still

determine what level of data the user holding this privilsge can access.
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The same can be said about HP-UX BLS. The special privilege,
allowmacaccess, allows a process to reset its sensitivity label. This trusted process can 6nly
allow MAC access up to and including the clearance of the user’s ID as found in the
Protected Password database. Therefore, this requirement is met in both the OS TCB and
the DBMS TCB components.
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X. COMPARISON OF TRUSTED ORACLE AND INFORMIX

In this chapter we will list both the similarities and the differences of Trusted
ORACLE 7 and Informix-OnLine/Secure 5.0 in the context of the TCSEC requirements

examined in the two previous chapters.

A. LABELS

1. LAB.l Requirement
Trusted ORACLE maintains an ALL_USERS table for storing the database

(user) subjects, by keeping a user’s name, clearance, and security profile. Informix-
OnLine/Secure has no such comparable table, and exclusively uses the HP-UX BLS
operating system Protected Password database to maintain its database users and their
security clearances. Informix requires that three new groups be added to the HP-UX BLS

groups: ix_data, ix_dbsso, and ix_dbsa.

2. LAB.2 Requirement
Trusted ORACLE 7.0 and Informix-OnLine/Secure 5.0 both maintain their data
dictionaries by defining objects as rows in a system table. Each row (which defines a
specific object) is labeled with the sensitivity level of the subject that created it and thus is
the objects label. The objects in each system are similar in nature, as shown in Table 23,
below. An “*" placed in a column means that specific product does not have a comparable

object in the other product,
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TABLE 23: COMPARISON OF DATABASE OBJECTS

Trusted ORACLE 7 lnfomsli)::-u?:une/
Database Database
Tables Tables

*(NOTE 1) Rows
Clusters *

Indexes Indexes
Views Views
chue_nces *
*(NOTE 2) Synonyms
Rollback Segments *
* (NOTE) 3 Blobs
Stored Procedures | Stored Procedures
and Functions
Triggers Constraints
Packages *

NOTE 1: The Trusted ORACLE Administrator's Guide [ORACY2a] does not
describe “rows" as objects (though the Technical Overview [ALLEY4] does call rows
database cobjects), while Informix-OnLine/Secure specifically does call rows objects
[INFOY3c. - |

NOTE 2: Synonym objects are supported in Trusted ORACLE OS MAT mode.

NOTE 3: Blobs in Informix-OnLine/Secure are Binary Large Objects. Blobs are
data storage objects that effectively have no maximum size (theoretically, as large as 312
bytes). Informix-OnLine supports two blob data types: TEXT for string ASCII data and
BY'TE for storing any type of binary data. To our knowledge, thore is not comparable objet

in Trusted ORACLE. '
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3.  LAB.il Requirement
There are no significant differences between Trusted ORACLE 7.0 and

Informix-OnLine/Secure 5.0 with respect to this requirement.

4. LAB.3 Requirement
There are no significant differences between Trusted ORACLE 7.0 and

Informix-OnLine/Secure 5.0 with respect to this requirement. Both database server systems
use labeled objects and subjects with an extended version of the Bell-LaPaduia model to

control mandatory access between subjects to objects within the system.

5. LAB.J Requirement _
Trusted ORACLE uses the import utility to impori a single level (or multilevel)
OS file into the database. Informix utilizes the dbimport command to do this function.
Users are responsible to ensure that their session levels match the sensi;ivity of the data -
being imported.
6. LAB.5S Requirement

When importing OS files into their respective databases, neither Oracle nor
Informix audits the import utilities or commands. When the HP-UX BLS OS imports files
~ into the system (from outside the system), these actions are audited.

- B. LABEL INTEGRITY

1.  LLI] Requirement
~ "Trusted ORACLE stores username accounts and schema objects as rows in a

system table within the data dictionary and sexwitivity labels are associated with these rows.

cach row with the objects sensitivity label. Label integrityis maintained by the TCB.

1y

Informix-OnLine/Secure stores only schema objects, s rows in a system table and labels.



2. LL2 Requirement
Standard users in Trusted ORACLE can export single level objects from the
database, but lubels are not exported when a single level export is conducted. Only users
with special MAC privileges can export multilevel data, and labels are then maintained on
the exported data as either a MLSLABEL(4 byte tag) or RAW MLSLABEL (OS label) data
type. Informix allows only the DBSA to export multilevel data records out of the database

(labels are exported in their tag format of 4 bytss); standard users can export single level

data only.
3. LL3 Requirement
Only multilevel-exports in both Trusted ORACLE and Informix-OnLine/Secure
associated labels with data. (See L1.2 above.)
C. EXPORTATION OF LABELED INFORMATION

All designation of communication channels and I/O devices is handled by the
operating system, HP-UX BLS. The auditing of any changes to these communication
channels and devices is likewise handled by HP-UX BLS. Therefore, there are no
substantial differences between Trusted ORACLE and Informix-OnLine/Secure with
respect to the requirements El.1 - ELS. | '

D. EXPORTATION TO MULTILEVEL DEVICES

1. EM.! Requirement
There are no substantial differences between Oracle and Informix with respect
to this requirement. | |
2. EM2 Requirement

Trusted ORACLE requires the use of the HP-UX BLS command miltape, to send
4 multilevel file to an 1/0 device, Informix-OnLine/Secure requires the DBSA, using the
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tbunload command, to send multilevel data directly to an output device, using the -t device
option.
3. EM.il Requirement

There are no substantial differences between Oracle and Informix with respect

to this requirement.

4. EM.3 Requirement

Trusted ORACLE sends labeled objects to /O devices with their labels as either
a MLSLABEL or RAW MLSLABEL data types. Informix sends labeled objects with
labels as 4-byte integer tags.

5. EM.4 Requirement and EM.5 Requirement

The MaxSix secure networking package is required for Trusted ORACLE and
Informix-OnLine/Secure. We believe that both products meet this requirement by utilizing

the MaxSix protocol.

E. EXPORTATION TO SINGLE-LEVEL DEVICES |
There are no substantial differences between Trusted ORACLE and lnfon_nix with
Tespect to the requirements ES. 1 - ES.3. | T

F. LABELING OF HUMAN-READABLE OUTPUT
All requirements decomposed under this heading are met in the same way by both |
Trusted ORACLE and Informix-OnLine/Secue, because both DBMSs rely on the
underlying opemtihg system, HP-UX BLS gxclusivelylto print human-readable output to
‘the line printers. We found no mention that scasitivity labels are printed to the terminal
. MANDATORY ACCESS CONTROLS
With respect to the decomposed requitements, MAC.1 - MACJY, there arc no
substantial differences between Trusted ORACLE and tnformix-OnLine/Secure. The
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MAC policy enforced by each implementation is an extension of the Bell-LaPadula model,
with the extension being that writeup of data is not allowed by default.

The one exception between the products is with respect to MAC.3, how labels are
assigned to subjects and objects. The label format used in Oracle contains four components,
as shown in Chapter VIIL(see Figure 22 on page 112) Apparently, Informix labels only
consist of one component, the sensitivity component, and no integrity or other components
are built in. It should be noted, again, that since HP-UX BLS does not support integrity

components, the Oracle integrity component of the label is not used in this configuration.

H. ADDITIONAL MAC COMMENTS

The table beiow shows how the generic functions of writedown, readup, and writeup.
are accomplished in the three products we analyzed.:

TABLE 24: COMPARISON OF SPECIAL PRIVILEGES

~ Privilege | Informix-OnLine/
Description HP-UX BLS Trusted ORACLE Secure 7
writedown allowmacaccess, WRITEDOWN | PRIV_CANSETLE | _
| (Trusted subject of downgrade - VEL ,
BLP)
readup 1 allowmacavcess 'READUP PRIV_CANSETLE |
(Violates simple - , ‘ VEL
security property
of BLP) _
writeup writeupclearance, |  WRITEUP PRIV_CANSETLE |
(Allowed in BLP) writeupsyshi, VEL
allowmacaceess '

“The writedown privilege allows 4 higher level subject to write to » lower level object
 and requires a trosted subject in the Bell-LaPadula model (BLP). Each product allows
 writedowns, as indicated by Table 24, The readup function is a violation of the simple
security property of the BLP and is allowed in all three products. Lastly, the writeup
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privilege, which is allowed in the BLP model (but not in the extended-BLP which is the
MAC model used in the three products), can be accomplished in the products by granting
the appropriate special privileges, as indicated in Table 24.

The PRIV_CANSETLEVEL discrete privilege in Informix-OnLine/Secure, allows a
database user to toggle back and forth between session levels without logging out and
logging back into the system. Trusted ORACLE can accomplish this function by granting
a user the MAC privileges (i.e., WRITEDOWN, READUP, WRITEUP). |

The PRIV_CANSETIDENTITY in Informix-OnLine/Secure (not shown in Table 24
because. to our knowledge, Trusted ORACLE has no equivalent privilege) allows a
database user to assume the identity of another database user, thus having access to that
database user’s owned objects. This is a way for Informix 0 bypass discretionary access
controls, without becoming a special user, such as the DBSA or the DBSSO. Additionally,
we do not know which privilege ih the underlying operating system, HP-UX BLS,
coincides with the PRIV_CANSETIDENTITY Informix privilege. The only user in the
operating system, who can bypass discretionary avcess comrols»on unowned objects, is
hsuauy the root account (i.e., superuser). Therefore, we can only ussume, that when a A
database user is granted the PRIV_CANSETIDENTITY, they have a superuser account.

143




XI. CONCLUSIONS AND RECOMMENDATIONS

This chapter will give overall findings from our research and make recommendations
for a number of items which we feel can be improved upon. We conclude with some
recommendations for future research in this area of DBMS security evaluation and

analysis.

A. SUMMARY

The security of information within computer systems is a major issue for system
automation professionals of the 1990°s and beyond. The disclusure of sensitive information
has plagued system administrators for many years, and today, with the advent of interactive
network computing and the “information superhighway”, information will have to be
protected more than ever.

Class Bl (and higher) relational database management systems (RDBMS) are an
inherent part of the solution for secure interactive network computing and the information
superhighway. Our analysis of two leading RDBMSs, has demonstrated a feasible
approach for system automation professionals to analyze and evaluate the merits of a
multilevel secure database management system. Given only public documentation, an
information systems professional can analyze the security features of a new product (before
the release of the official evaluation results from the NSA, if in fact it is to be evaluated and
rated by NSA at all) More importanily, this analysis and examination of the product, will
give the administrator a much greater understanding of the operational merits of the system

before a decision is made to even purchase the product.

I.  Oracle Summary

The Trusted ORACLE 7 databasc server relies heavily upon the operating
system on which it is placed. Trusted ORACLE’s MAC policy is an extended version of
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the Bell-LaPadula security model (i.e., subjects writing to objects must have equal
sensitivity levels). Objects are stored in data files which can be stored in raw devices of the
system controlled by the Oracle database server.

Trusted ORACLE does employ trusted subjects when a user executes the MAC
privilege WRITEDOWN. The WRITEDOWN MAC privilege clearly violates the Bell-
Lapadula model (*-property), and is truly a trusted subject as defined by [GASS88]. The
WRITEDOWN privilege is utilized when conducting a full database import and a high-
level (i.e, system high) process is allowed to write data to the database at its actual label,
which can be lower than system high level.

The READUP MAC privilege of Trusted ORACLE is used by database users to
read objects at higher levels than their session level. (This privilege violaies the simple
security property of the Bell-LaPadula model.) However, this privilege is limited to reading
objects with a sensitivity labe! dominated by the overall clearance of the user, as defined in
the operating system’s Protected Password database. The READUP privilege only
overrides the user’s session sensitivity level, not the user’s system clearance level.

In addition, the CREATE TABLE AS command allows a standard user with no
MAC privileges to change his/her table(s) from one sansitivity label to another (up to their
DBMS sensitivity label) [(ORACY92a].This is actually done by creating a new table (with all
the same attributes as the old table) ai: a new sensitivity le\?cl, and then copying all data from
the old table into the new table. The new table’s definition is the exact same as the old table,
just with a new seasitivity label. The old table is then dropped from the daiabase.

Any user in Trusted ORACLE can change the labels of his/her rows within their
owned tables at any time. This raises 8 serious concern about the persxswnce of row and
table object labels. The Bell-LaPadula Model implies the tranquility contiaint that object
access classes cannot change: object labels must remain unchanged through their lifetime.
Trusted ORACLE circumvents this tranguility restriction, carefully (and apparently
purposely), by not defining rows as objects. Instead, they call the changing of a row's
ROWLABEL pseudo-column, the “reclassifying of data.” [ORACY2a] To reclassify data
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(i.e., rows in a table), a user must have MAC privileges (i.e, WRITEDOWN, READUP,
WRITEUP). A standard user, with privileges, can change al! labels in his/her own tables at
anytime. Standard users cannot change labels of objects they do not have DAC permissions

to, or if their clearance does not dominate the object’s sensitivity label.

2.  Informix Summary

Informix-OnLine/Secure, in the raw devices configuration, is capable of
handling some database imports and exports directly, bypassing the HP-UX BLS file
system.

Informix-OnLine/Secure also employs trusted subjects. A normal database user,
with the appropriate discrete privileges can replace the sensitivity labels of objects (i.e.,
rows). If a user has the PRIV_CANSETLEVEL discrete privilege, they can execute the
SET SESSION LEVEL statement and reclassify data labels. What this means is that a user
with a system high clearance can change the labels of all the rows in all tables that they have
access to. Additionally, if a user also has the PRIV_CANSETIDENTITY discrete
privilege, they can change the labels of other nonadministrative user's tables as well. This
would allow a standard user the ability to change all user row labels (given that he/she has
system high clearance) in the database,

Changing labels on database, table, and row objects can be done by the DBSSO
utilizing the Secure Administrator Front End. The only rcsuictiohs are the range of labels
that can be used in the database server (i.e., Datahi and Datalo), the abject hierarchy
between roWs. tables, and databases must be maintained, semantics of unigue columns
must stay the same, and some locking restrictions apply (lNFO93b}. Standard users, as
 stuted above, can chunge sensitivity labels if granted certain discrete privileges. This allows

users with these privileges to change labels, at their discretion, when they decide to
reclussify data. o
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3. Limitations of Research

A thorough, technical analysis was not possible with only public documentation.
We acquired the following types of documentation for our research:

» Technical Overviews and Briefs
«  Trusted Facility Manuals
+  Administrator User’s Guides
»  Security Features User’s Guides
+ other public documents
These types of documents are insufficient to determine if products can meet she

TCSEC requirements. These types of manuals and guides do not focus on the security
features as they relate to the TCSEC and there is little or no discussion on the design of the
system's security mechanisms. {The organization of the documents do not coincide,
structurally with the TCSEC.)

B. RECOMMENDATIONS

1.  MAC Downgrade Policy

All system administrators of 5 hustcd ORACLE oran lnfonﬂxOnLine/Secure
database should develop a security policy for downgrading object labels. We fecommend
that only the system security officer in conjunction with the DBA be allowed to make
- object lével changes, following a security policy for reclassifying data.(Separation of
privilege would,feqnire both administrators to agree on 'object label changes befdre an
actual change can be made in the systern.) Specific rules with res;ﬁect to this policy, cannot
be defined heforehand, but a generic policy addressing the labeling and downgrading of
ovjects should be established. "This will aﬂow users some notion of how to label objects and
how to reclassify objects once they are deiined, All reclassifying of data should bc‘at_tdiled‘_ o
by default with sio cverride capabilities. - | : B
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2.  Method Reformulation/Evolution
The method used in this research is in its infancy. To our knowledge, their is no
comprehensive handbook available for system automation professionals to analyze a
DBMS product for security features. The INFOSEC Handbook: An Information Systems
Security Reference Guide [ARCAY3] is the best comprehensive book we found to
supplement the Rainbow series books with product analysis. This method of analysis can
be extended to encompass all the requirements at a particular TCSEC class, not just the

labels and mandatory access control requirements we chose to analyze.

3. Documentation Improvements

Mappirg the TCSEC requirements to public documents, such as the ones we
utilized in this research is not easy. The documents lack references to the TCSEC
requirements and are not structured to make mapping easy. These DBMS implementations
are designed to meet the Class B1 assurance level, yet their respective documentation is not
structured to address security related items in the ordering presented in the TCSEC.
(Informix has indicated plans to develop Class B2 and Class B3 versions of Informix-
OnLine/Secure.) Our method showed that many requirements were hard to identify in the
public documents available.

The downgrading of labeled objects and the security policy which dictates how,
- why, and by whom labeled objects can be downgraded, should be noted in documentation

for each respective product. Neither Trusted ORACLE nor Informix-OnLine/Secure
- specified a generic security policy for downgrading objects. Any standard users, with the
appropriate privileges can change the labels on some labeled objects (i.e., rows). '

- During the course of our examination, we did not find the TDI to be of great
umity The TDI does contin some interesting material on TCB subsetting and the
evaluations of TCB a.ubseu. but no real submnuve interpretations for DBMSs exist in the
TD! whn.h wis of use in our unalym
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C. FUTURE RESEARCH

Future research in this area could lead to a comprehensive evaluation handbook for the
analysis of DBMSs. Upon the release of the Final Evaluation Reports by the NCSC for
Trusted ORACLE and Informix-OnLine/Secure, study can continue to correlate the
findings by NCSC with the findings of this research. Our analysis method can be expanded
to cover all the TCSEC requirements, not just the MAC and labeling requirements.

A number of research questions have been posited over the years conceming the
evaluation of software products which are “layered” or placed on top of trusted (previously
evaluated) operating systems, such as DBMSs. Such questions are:

+ Can a DBMS be evaluated like an operating system? An operating system
manages resources, whereas a DBMS manages information.What is the relationship?

» Are TCB subset architectures, in the context of DBMSs, amenable to incremental
~ evaluation (i.e., evaluating the application only without evaluating the underlying
TCB subset [typically the operating system], which has already been successfully
evaluated).[CHOK92] The basis for this question is the hope that the underlying
operating system would not have to be reevaluated in order to evaluate the DBMS

software product.

*  Cun or should the TCSEC, which was written initially for operating systems and
their evaluations, be used for the evaluations of other systems, such as DBMS? Some
authors have argued, that different criteria (criteria other than the TCSBC) should be
developed for DBMS products. [GRAUY0)

Future research in these ureas can help determine the answers to these questions.
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