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SECTION I

INTRODUCTION-UNDERSTANDING
THE ACQUISITION PROCESS AS IT RELATES

TO THE DEFENSE INDUSTRIAL SECURITY PROGRAM

OVERVIEW

This document will assist you in the preparation of the Contract Security Classification Spec-
ification. DD Form 254.

Appendix A will guide you through the preparation of a solicitation DD Form 254.

Appendix B will assist you in the preparation of an award DD Form 254.

Appendix C demonstrates the preparation of a delivery order DD Form 254.

Appendix D gives the preparation instructions for a final DD Form 254.

Appendix E is a listing of the current index of classification guides.

Appendices F and G offer definitions and a glossary of terms.

Appendix II is a listing of current Defense Investigative Service Cognizant Security Offices.

The Defense Industrial Security Program (DISP) was established to provide uniform security
policies. practices. and procedures that enable U.S. Industry to safeguard classified information.
NRaD is responsible for the protection and control of classified information in the custody of. or
being disclosed to. private industry during a precontractual or contractual relationship. The first
step for administering this protection and control is to give the contractor detailed guidance on
classification. regrading. and declassificztion of the sensitive elements of information contained
in or generated by a classified contract. According to OPNAVINST 5540.8K. DoD Industrial
Security Program. only the DD Form 254 will be used to convey contractual security classifica-
tion guidance to contractors. Tis DD Form 254 is binding on both NRaD and contractor
personnel.

PROVIDING CLASSIFICATION GUIDANCE

NRaD has the responsibility (through the Contracting Officer's Representative (COR). Tech-
nical Representative (TR) Program. Project. and Systems Managers) for pro% iding all contrac-
tors performing on a classified contract timely and accurate classification instructions and guid-
ance. The complete DI) Form 254. including attachments and supplements. is the basic
dcxument for convvc ing to contractors applicable classification, regrading. and declassification
specifications for a classified solicitation or contract. This reslpxnsibilit: is assumed by prime
contractors for any of their subcontractors. TtFIRF- IS NO St 'BSTITIT"FF.



The DD Form 254 indicates, through a combination of checklist and narration, the classified
areas of information on the contract and any speciai considerations. An original DD Form 254
shall be included with each Request for Quote (RFQ), Request for Proposal (RFP), or any other
solicitation, to ensure that the prospective contractor is aware of the security requirements of the
contract and can p!an accordingly. An original award DD Form 254, reflecting the prime con-
tracto,, shall also be included in th2 contract awarded to the successful bidder.



SECTION II

GENERAL REQUIREMENTS AND RESPONSIBILITIES

PRINCIPLES OF CLASSIFIED CONTRACTING

When a determination is made that certain work or other services are not within either the
physical or economical capabilities of NRaD and the work will be contracted, a second deter-
mination must be made relative to the classification of the contract for the work or services to be
performed.

a. If contractor employees require access to classified information or classified material in
the performance of the contract, the contract will be considered a classified access contract and
should be processed in accordance with the instructions outlined in this document. A contract
may be considered as classified access even though the contract documents (DD Form 254,
Statement of Work (SOW), Specifications or Contract Data Requirements List (CI)RL)) them-
selves are not classified.

b. If the contract does not involve access to classified information as defined above, the
contrac: will be considered unclassified and the provisions outlined in this document do not
apply. Contracts involving the unclassified portions of a classified contract shall be judged on
their own merit and will normally be considered unclassified: however, consideration must be
given to the possibility of access requirements for reference only in gaining necessary theory and
background for fulfillment of the contract. Access to classified information, even on a one-time
basis, would be considered a classified access contract.

c. The CORITR should make the decision as to which elements of the contract involve
access to classiflied information, the degree of access. and any special considerations. These
determinations may be made by a combination of individuals: however, neither the Procuring
Contracting Officer (PCO) nor the Contracting Officer for Security Matters (COSM), Code
0353, would have the technical expertise to make these decisions. Rather. the PCO and COSM
will serve as advisors arid have the responsibility to review the classification specifications
outlined in the I)D Form 254.

PRECONTRACT NEGOTIATIONS (SOLICITATIONS, RFP, ETC.)

If a current contractual relationship exists under the same prime contract number as the new
negotiations. and the previously issued classification is valid for the precontract negotiations, a
precontract DD Form 254 is = required. The contractor shall use the DD Form 254 issued
under the current contractual relationship for classification guidance. The only time thL5__Jll
aphyilfor se _ource procuremcnt-4.

If a current contractual relation.,hip dc,-.As not exist, a DD Form 254 will bx. properly com-
pleted by the COR1TR and approved by the COSM.
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AWARD OF A CLASSIFIED CONTRACT

Once the solicitation phase is completed, if required, and prior to the award of a classified
contract, the COR/TR shall complete and submit to Code 0353 an award DD Form 254. The DD
Form 254 should establish the proper security classification of the specific work to be accom-
plished by the proposed contractor. Code 0353 will then forward the approved and signed DD
Form 254 to the Contracting Officer for award and distribution.

REVIEW AND/OR REVISION OF CONTRACT SECURITY CLASSIFICATION
SPECIFICATIONS

Periodic reviews by the COR/TR of the DD Form 254 for the Prime Contract are necessary
because classification guidance and instructions, as well as program tasks, may change.

NRaD is required to review the classification specifications periodically, at least on a
biennial (every two years) basis. A revised DD Form 254 shall be issued every two years on the
anniversary date of the DD Form 254 in existence. Reviews should be conducted before the
biennial anniversary of the date reflected in block 3.a of the DD Form 254.

COMPLETION OF CONTRACT

Contractors desiring to retain any classified material beyond the 120 days specified in para-
graph 5-701 ISM shall notify NRaD of the identify of the specific documents to be retained and
present justification for the retention. In such cases, the contractor may retain the classified
material for a period of two (2) years unless notified to the contrary by NRaD. The two-year
period of retention shall be computed from the date of the contractor's correspondence to NRaD.
If retention is required beyond the two-year period, the contractor must again request retention
from NRaD. At this time, if NRaD determines the contractor has a continuing need for the mate-
rial. NRaD must issue a final DD Form 254 for the classified contract. Item 5 of the DD Form
254 applies and will be completed to show, the authorized retention period, as appropriate. Item
13 of the DD Form 254 will be annotated to provide final disposition instructior:, for the classi-
fied material tinder the contract.

Contractors shall identify classified material for retention as follows:

* TOP SI-CRLT material shall be identified in a list of specific documents.

: SE;CRET material shall be identified in a list of sp•ecific documents unless NRaD
authori/ed idcnriification hy subject matter and approximate number of documents.

S('(ONFID|NTIAI material shall he identified by an approximate number of docu-
ments.

Contractors shall include a statement of lustification for retention based on the following:

a. TIhe material i, necessarN for the maintenance of the contractor's essential records.

b. Thlie material is patentable or proprietary data to which the contractor has title.

c. Tlhe material will assist the contractor in indelpndent research and development efforts.
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d. The material will benefit the U.S. Government in the performance of other prospective or
existing NRaD contracts.

e. The material is being retained in accordance with the "records retention clause" of the
contract.

f. The material will benefit the U.S. Government in the performance of another active con-
tract and is being transferred to the active contract (specify contract). A copy of the correspon-
dence will be provided to both NRaD, and the other agency by the contractor.

The final DD Form 254 is prepared by the COR/TR and is issued by the COSM following
the format in Appendix D.

GENERAL REQUIREMENTS

A completed DD Form 254, with attachments and supplements as applicable, is the basic
document by which classification, regrading, and declassification specifications are documented
and provided to prime contractors. It is designed to identify the specific items of classified in-
formation involved in the contract that require security classification protection. Based on the
classification guidance received from NRaD, each contractor is responsible for developing the
DD Form 254 for each classified subcontract, request for proposal, or other solicitation let to
cleared subcontractor facilities.

The DD Form 254 embodies the concept that sensitive information itself shall be identified
and assigned a proper classification rather than assigning a classification to media by which clas-
sified information could be conveyed. This method of classifying information rather than media
is intended to answer the question: "What is there about a specific item of hardware or informa-
tion that causes it to be classified?"

DD Form 254s will normally not be classified. When the instructions must contain classified
information, a reference to the classified material will be made in Item number 13 of the DD
Form 254 and the classified material will be forwarded under separate cover.
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APPENDIX A

PREPARATION OF A SOLICITATION DD FORM 254

This appendix will explain the correct method for completing the DD Form 254 for the
SOLICITATION STAGE ONLY. The solicitation stage includes Invitations for Bid (IFB),
Requests for Proposal (RFP), Requests for Quotation (RFQ), or other precontract solicitation
negotiations conducted to select a contractor or determine costs.

ITEM 1: In Item L.a enter ONLY the highest level of facility clearance required by the pro-
spective contractor. This is also the level of personnel clearances you will require for
your contract. Use only the words TOP SECRET, SECRET, or CONFIDENTIAL.
The contractor must have, or be eligible for, a facility clearance at least as high as
the classification indicated in Item l.a. In Item 1.b, type the highest level of safe-
guarding capability required by the contractor for performance of the contract. The
classification shown in 1.b may not be higher than that shown in Item L.a. If the
contractor will not possess classified information at the cleared facility in performing
the contract, enter Not Applicable (N/A) or NONE.

1. CLEARANCE ANO SAFEGUARDING
FAiL/JTY O/AAANa CI OUMID

b. UVIEL OF WAJCGUAMG MOUI0mW

ITEM 2: Place an X in 2.c ONLY. Make no entries in 2.a or 2.b. If the due date of the solicita-
tion is known, make the appropriate entry, using numbers only, in the year-month-
day format (e.g., 931116).

2. THIS SPECIFICATION IS FOR: (x &W c,..ed w #ooket)
L PfJMt CONTRACT NUMALU

b. SUBCOENTPACT NUMIER

c. SC TfAf.IOAr 0 OT1411 NUM01R "D.C (rYY"A'r )

ITEM 3: Place an X in block 3.a ONLY and enter the date the DD Form 254 was typed by
using numbers only in the year-month-day format (e.g., 931116).

3. THIS SPECIFICATION IS: ar .,d w,,fft a •-bw,) _ _
DOto (VY t•MV0)

X . O MNAL (Cool dt An a

h ItMVI$ID ipends PdJj *Of, 1. O0.1 (YYM ODD)

&N PM.*K W-W

DO*ve (VYM&*~ IDD)

C. FINAL (COV f o~, l 5i, S. RI

ITEM 4: Place an X in the NO block. Until the contractor has been selected it cannot be deter
mined that this is a follow-on contract.
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j4. IS THIS A FOLLOW-ON CONTRACT? YES x~ [ NO. Kv 'V V. COMO"#1 th oIom4no:

Clau~ff.d inatetwl wce4Nd at gonenta4 Iwdt_______________ (ftwtdig Ckwhrcl Mmin6.. I4 v.-wrotied to th* IWl"o,.O conuLfJ

ITEM 5: Place an X in the NO block.

S.IS THIS A FINAL DC~ FORM 254? L-.j YES LL Ri ithvle Yo' thewt peflo #01______I#% r'ewcor to th nac.ta~Oes reustd• - , Iret"1m000 the Idem~fie - 4Mlfedi mtr's41is Jja ot~o ed foathe per~od a

ITEM 6: Type the following phrase in this space: THIS DD FORM 254 IS FOR BIDDING
PURPOSES ONLY. A PRIME CONTRACT DD FORM 254 WILL BE PROVIDED
UPON CONTRACT AWARD.

6. CONTRACTOR Ond'.de Cacmoeniad M Gonemint entiy (CA0 Cod,_)
a. NAME. ADDRESS, AND ZIP CODE III CAGE COODE C--. COGNIZANT SECURITY OFFICE (Name. Adrea. and Z~p Coýd.)

ITEM 7: Leave blank.

7. SUBCONTRACTOR .....
S. NAME. ADDRESS. AO ZAN " CODE b. CAGE CODE r. COGNIZANT SICUKIT'I OFFICE (Maie. ,Add•e=. .id Z Code)

ITEM 8: Leave blank.

a. ACTUAL PERFORMANCL

a. LOCATION 1b. CAGE CODE COGNIZANT SECURITrY Of4CE (Name. Add••. cud Zia Co C)

ITEM 9: EnLer a brief, concise, and unclassified description of the procurement action. This
may be Research, Development, Production, Study, Services, etc. (e.g., "Research
and Development of Countermeasures Techniques" or -Services Related to Radar
Equipment, Production of Countermeasures Set").

9. GENERAL IDENIIFICATION OF THIS PROCUREMENT
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ITEM 10: THIS CONTRACT WILL REQUIRE ACCESS TO: Mark these items YES or NO
according to the requirements of the contract. An explanation of each item follows
this illustration.

10. THIS CONTPACT WILL REQUIRE ACCESS TO: YES NO

COMM UINICATIONS SECUR•IY (COMFC INFORMAnOI4

b. RESTRICTIEO OATA

SCRITICAL. NUCLEAR WEAPON DESIGN INFORMATION

d. FORMERLY RESTRICTED DATA

1. INTELLIGENCE INFORMATIONE:

(I) Sesnv"e Cof hrtmNfl ted tnfonmatto (W4i)

(2) N,,.'40

f SPECIAL. ACCES$ INFORMATION

9. NATO INFORMArION

k FOREIGN GOVERNMENT INFORMATION

I LIMITEO DISSEMINATION INFORMATN "

Jý FOR OFFICIAL USE ONLY TNFORMATION

I OTHER (SpqeoI)

STUB NUMBER:

a. COMMUNICATION SECURITY (COMSEC) INFORMATION. If the contrac-
tor requires access to any COMSEC information, including a STU I-l, enter an X
in the YES box. COMSEC information includes accountable or nonaccountable
COMSEC information and Controlled Cryptographic Items (CCIs). If account-
able COMSEC information is involved, the contractor must have a COMSEC
account and Item I .h must be marked YES. An X in the YES box imposes the
requirements of the COMSEC Supplement to the ISM on the contractor for safe-
guarding the COMSEC information. Type in Item 12: "RELEASE OF COMSEC
INFORMATION IS NOT AUTHORIZED." Fye in Item 13: -10.a ACCESS
TO ANY COMSEC INFORMATION REQUIRES SPECIAL, BRIEFINGS AT
THE CONTRACTOR FACILITY. ACCESS TO CLASSIFIED COMSEC
INFORMATION REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE
AT THE APPROPRIATE LEVEL."

b. RESTRICTED DATA. Mark YES if access to RESTRICTED DATA. informa-
tion which is classified and coitrolled under the Atomic Energy Act of 1954, or
CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). is
required. This item would always be marked YES if Item 10.c is marked YES.
Type in Item 13: "10.b ACCESS TO RESTRICTED DATA REQUIRES A
FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE
LEVEL."

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). Mark
YES if access to CNWDI is required. Type in Item 13: "1 0.c SPECIAL BRIEF-
INGS AND PROCEDURES ARE ALSO REQQUIREL). ACCESS TO CNWDI
REQU-IRES A FINAL U.S. GOVE.RNMENT CLEARANCE AT THE
APPROPRIATrE LEVEL."

d. FORMER'Y RESTRICTED DATA. Mark YES if access to FORMERLY
RESTRICTED DATA is required.
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e. INTELLIGENCE INFORMATION. This information is under the jurisdiction
and control of the Director of Central Intelligence (DCI) and circulated within
the intelligence Community. If intelligence information is involved, NRaD is
responsible for ensuring that the additional security requirements outlined in
vaiJous D( I directives are incorporated in the guidance provided to the contrac-
tor and art- Tailored to the performance requirements of the contract. The guid-
ance may be included in the contract document itself, in Item 13, or prcided
under separate cover. The Cognizant Security Office (CSO) does not conduct
security inspections for SENSITIVE COMPARTMENTED INFORMATION
(SCI) but is responsible for inspection of non-SC! intelligence in the possession
of a contractor. If access to SCI is required, Item I 0.e(I) and Items ! 4 and 15
would always be marked YES. If access to non-SCI is required, Item I0.e(2)
would be mnarked YES, Item 14 would be marked YES and ar.Aotated "INTEL-
LIGENCE REQUIRFMENTS ARE ATTACHED." and Item 15 would be
marked NO. If yoi think you will be requiring access to SCI information, check
with Code 017 first. 1Type in Item 13: "1O.e(2) ACCESS T'. INTELLIGENCE
INFORMATION REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE
AT THE APPROPI• lATE LEVEL."

f. SPECIAL ACCESS INFORMATION. This is a Special Access Program (SAP)
that has been appro-ved by the U.S. Government. When this item is marked YES,
NRaD is responsible for providing the contractor with the additional require-
ments needed to ensure adequate protection of the SAP information involved.
The additional security requirements may be included in the contract document
itself, in Item 13, or provided under separate cover. Item 14 would be marked
YES, and Item 15 shculd te completed as appropriate. Type in Item 13: "10.f
ACCESS TO SAP INFORMATION REQUIRES A FINAL U.S. GOVERN-
MENT CLEARANCE AT THE APPROPRIATE LEVEL."

g. NATO INFORMATION. This means that information/documents belong to and
are circulated by the North Atlantic Treaty Organization (NATO). Type in Item
13: -10.g ACCESS TO NATO INFORMATION REQUIRES A FINAL U.S.
GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL AND
SPECIAL BRIEFINGS."

h. FOREIGN GOVERNMENT INFORMATION. This includes any foreign gov-
ernment info mation except NATO. Type in Item 13: "1I0.h PRIOR APPROVAL
OF NCCOSC RDTE DIV IS REQUIRED FOR SUBCONTRACTING.
ACCESS TO CLASSIFIED FOREIGN GOVERNMENT INFORMATION
REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE
APPROPRIAFE LEVEL."

i. LIMITED DISSEMINATION INFORMATION (LIMDIS). This refers to restric-
tive controls established by an original classification authority to emphasize
need-to-know protective measures available within the regular security system.
Type in Item 13: "10J The specific LIMDIS project(s) requiring access under
this contracts is (are) ." Contracts that involve I IMDIS controls do not

A-4



qualify for carve-out status." When this item is marked YES, Item 1 4 would be
marked YES, and Item 15 would be marked NO.

j. FOR OFFICIAL USE ONLY (FOUO). When marked YES, NRaD is responsible
for providing the contractor with the safeguards and procedures necessary for
protection of the information. Chapter 13, Section 6, ISM contains DoD require-
merits for protection of the information. Type in Item 13: "-1.j FOR OFFICIAL
USE ONLY INFORMATION PROVIDED UNDER THIS CONTRACT'I SHALL
BE SAFEGUARDED AS SPECIFIED IN CHAPTER 13, SECTiON 6, ISM."

k. OTHER (SPECIFY). Use this item for any other information not included in
10.a through 10.j. Specify the type of information and include any additional
remarks needed in Item 13.

NOTE: The access requirements listed above are common situations that occur in classified
contracts. If they are not applicable to the contract requirements, indicate NO for all
of them, and in Ite 101.k, type: "SEE ITEM 13." Include appropriate statements in
Item 13.

ITEM 11: PERFORMANCE REQUIREMENTS. These items are marked YES or NO accord-
ing to the requirements of the contract. An explanation of each item follows this
illustration.

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
a•V A XMI$1'T ION Y ANOTHERM FC RACO 1

FACILiTY OR A OVERNMENT ACTrIVmTY

b, RECEIVE CLASSIFIED OCUMENTS ONLY

c. RECEIVE AND GrNEMRATE CLASSIFItED MATERIAL

d. FAIRIC.ATE. MOOIFY. OR STOKE CLASSIFIED HARDWARE

e. PERFORM SERVICES ONLY

f. HAIVtAC S TO U . I INFORMATION O jE THE U.S.,
A l T H .ERVICESOFDEFENSE TECHNICA INFORMATION

RUAEtR (DTIC) OR OTHER SECONDARY DISTRI5VTUO[TjINCENHTWEIR

IL REQUIRE A COMSEC ACCOUNT

L HAVE TEMPEST REOUIREMENTr

. HAVE OPERATIONS SECURITY (OPSEC) REOUSREMAENTS

I SE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE

I OTHER (Spv,.ra)

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY. Note the
word ONLY. There will be no access to classified information at the contractor's
facility. The contractor will not be requircd to have any safeguarding capability
at its facility and Item L.b would be marked N/A or NONE. If the YES box is
marked for this item, add the following annotation in Item 13: 11 .a CON-
TRACT PERFORMANCE IS RESTRICTED TO NCCOSC RDTE DIV, SAN
DIEGO, CA 92152--5001 (OR APPROPRIATE ADDRESS). NCCOSC RDTE
DIV WILL PROVIDE SECURITY CLASSIFICATION GUIDANCE FOR
PERFORMANCE OF THIS CONTRACT."
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b. RECEIVE CL'ASSIFIlil) I)(X MIF.NTS ONILY. Note the %ord ONLY, The con-
tractor will receive classified documents but is not to generate classified informa.

tion that will require detailed guidance. The classification marking,, shown on the

documents received "'i!l provide the classif:ation guidance necessary. Add the
following annotation in Item 13. " I .h ANY CLASSIFIE) INFORMATION
(;LENtRATI') IN PIFRFORMANCE( OF THIS CONTRACT SHAI.I. fE
CI.ASSIFIh-D ACCORDING TO TIlF MARKINGS SHOWN ON TIl-
SOURCE MATERIAL."

c. RECE*IVE AND GENIRATE CLASSIFIED INi-ORMATION. The contractor is
expected to receive and generate classified information ,documents and'or hard-
ware) and will require detailed security classification guidance for performance
of the contract, If the YES box is marked, detailed security classification guid-
ance must be provided to the contractor. The guidance may be included in Item
13, attached to the DD Form 254, or forwarded under separate cover. Statements,
as appropriate, shall be included in Item 13 to direct the contractor to the guid-
ance for the contract.

d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE. YES only if

the contractor's need will exceed two cubic feet of storage capability, which is,
the approximate area in a standard drawer of a security container. If YES,
include as much information as possible in Item 13 to indicate if Restricted or
Closed Areas will be required. How much hardware is involved? How large?
How much area will be required for storage?

e. PERFORM SERVICES ONLY. YES will require a statement in Item 13 to
explain the services and to provide appropriate guidance. Sample statements are
given below. For service-type contracts not covered, add any appropriate state-
ment in Item 13 that explains why the contract is a classified contract and pro-
vide guidance a. necessary to ensure protection of the classified information.

(I) GRAPHIC ARTS SERVICES. add the following statement in Item 13: "1L.e
REPRODUCTION SERVICES ONLY. CLASSIFICATION MARKINGS
ON THE MATERIAL TO BE REPRODUCED WILL PROVIDE THE
CLASSIFICATION GUIDANCE NECESSARY FOR PERFORMANCE OF
THIS CONTRACT."

(2) ENGINEERING SERVICES, add the following statement in Item 13: "1 L.e
CONTRACT IS FOR ENGINEERING SERVICES. CLASSIFICATION
MARKINGS ON THE MATERIAL TO BE FURNISHED WILL PROVIDE
THE CLASSIFICATION GUIDANCE NECESSARY FOR PER-
FORMANCE OF THIS CONTRACT."

(3) EQUIPMENT MAINTENANCE SERVICES, add the following statement in
Item 13: "11 .e CONTRACT IS FOR EQUIPMENT MAINTENANCE
SERVICES ON EQUIPMENT THAT PROCESSES CLASSIFIED
INFORMATION. ACTUAL KNOWLEDGE OF. GENERATION, OR PRO-
DUCTION OF CLASSIFIED INFORMATION IS NOT REQUIRED FOR
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PIHI1F(R\IAN()I [1Iff('()N IRA(CI ('I I ARI.I I'I-RS)ONI.I ARi.
R I: I(QI I RED I( )l )R \ 11 s S1-,R\ I( I I- ,\,*(I.\S(( [ 1S )
(1IASSI[I--) Ik-)RMAII()N (AN N()I [I- PRi-(! '11)1lr) B•
[.S(* ()R'I'IN( ; I'[RS( )NNH ANY (1 ..\SSIII"A I1( )\ ( ; ' )'AN( "
NiFI)I'.I) WI1.1I BFi PR()VII)I:I) BY N(U('()S('R)I D)IV.-

(4) GU;iARI) SI-R\I( "IS. ,dd the follow Ig •in mtment III i Item 13 I"-I .e (()N
TRACT IS [FO)R U;['ARI) SI-RV'I•'I-S. (I-ARI-I) iE[RSONNtiH. ARF.
RFI:Qt IRE-D TO PERF(ORM T1i11S SF.RVI('IE.'

f. IIAV[. A('('ESS ro U.:. ('I.ASSIFII-) INI-RMAI'IOY OITSII)- TlE US..
PU ER'TO RICO. U.S. POSSESSIONS AND TR UST TE'RRITI)RIES. If YES.
indicate, as a minimum, the city and country of overseas performance in Item 13.
Item 14 may be YES and should be completed if appropriate.

g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBU-
'[ION CENTER. YES in this izem means the contractor is authorized to use the
services of DTIC. Add in Item 13: "-11g THE CONTRACTOR WILL
PREPARE AND PROCESS DD FORMS 1540 AND 1541. NCCOSC RDTE
DIV WILL CERTIFY NEED-TO-KNOW TO DTIC.

h. REQUIRE A COMSEC ACCOUNT. If accountable COMSEC information will
be provided to the contractor, enter an X in the YES box. If nonaccountable
COMSEC information is involved, enter an X in the NO box. An example of
nonaccountable COMSEC would be a STU-III key.

i. HAVE TEMPEST REQUIREMENTS. TEMPEST requirements are in addition
to the requirements of the ISM and are required if Item 11.c is marked YES. If
YES in this item, Item 14 must also be YES and the following will be typed in
Item 14: "'TEMPEST REQUIREMENTS ARE ATTACHED and may be passed
to subcontractors." Pertinent information will be attached to the DD Form 254
by Code 0353.

j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS (DCS).
OPSEC requirements are in addition to the requirements of the ISM. If YES is
marked, Item 14 must also be YES and the pertinent contract clauses identified,
appropriate information added to Item 13, or the OPSEC requiremnents attached
to the DD Form 254. Questions regarding OPSEC should be directed to Code
0353.

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE. This item
authorizes the contractor to use the services of DCS. YES requires NRaD to
request DCS services from the Commander, Defense Courier Ser,'ice, ATTN:
Operations Division, Fort George G. Meade, MD 20755-5370. Only certain
classified information qualifies for shipment by DCS. Contact Code 0353 for
further information on this process.
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I ( YIili[R (S.I'[1( IN'IY) I 'c this item to add any additional performance require-
menls not co%'ered abtoe. Item 1. should he appropriately annotated to provide
anm neccsaSrN remarks.

N( )'IT' Phi perfornmiAe. requirements listed above are .ommon situations that occur in clas-
,tt (I contracis. If they are not applicable to the contract requirements. indicate NO
for all of them. add in Item I 1.1: "St-E ITEM 1 3- and include appropriate statements
in Item 13.

ITIhM 12: Place an X in the "through" box and type in the following address in the space pro-
vided. Commanding Officer, NCCOSC RDTE DIV 003, 53560 Hull Street, San
Diego. CA 92i52--5001. This infoimatiorn is preprinted on most forms.

12. pUSUC ifLFAS( Aft ,tn to.n ffAqd Or W.4med prn.nlnq to, IM. coe,1ct ,.." nOt ot ,elosned fr PuMli diws,,.t.ton, e.on"t as po.*dd by tN industrtia
04 6.,.. ,i, Or -v It Kas baw NW oe to, P . ,.,e - ...... by a ato U % Gq,nimimnuttooty. Pifopou ,Itc ' . ,, ,p,.t 1e thand t ot .fpo, oap .pr0 to ,y -em

COMMANDING OFFICER, NCCOSC RDTE DIV 003. 53560 HULL ST, SAN DIEGO, CA 92152-5001

to Ii..DIeoa tofor Freedomr a ofinormation. and Socu~t~ir o'... P-,- .Ofic of th Ama.L~nt Secretary of Deftms, (sub~k affalli(- for oeod-.."d. the to. of nOo,.O0O UIw AO ide rettwertfO dfor otdidore 11ia 1A w tMutd te thai emy

ITEM 13: This is the most important part of the entire DD Form 254. In completing this item
ask yourself the questions following this illustration:

13. SECURITY GUIDANCE. The securtty d.safkflwaro guidanvitteded for thi doufied aiteort 4 kintrfWd below. of a. dtfflcutty Is erco~uflend In appPying thi gvIdamnc t it any oi•o•
comil-ttng fa-t" itdkatet .f ned tfor dNngn In this guden.cv the cono•x-too t •thod.od and oncoutoge, to pnwide iicoimnnnded change0: to dwringe the g7tdanft o the deulfk1.cro
aagnwd to a" ianqf siont or .,atewo fumnihed I goineiated uw t'he t contrM". AM to submit any qt.vettlo•s for InetopretatJo Of tis qui ddrn• to the offic Idantifled bt•lo. Peing flnal
dedijoot the inf ormiito. ireotted thanl be handled and pmrocted at the thdg#et lewot of cld1Iaon k dogn ,ed or recOommendtd. (FitInN ka PPMooprd! fOr ltd. d~ntfW effort Aff&Ck or

COPIES OF ALL SUBCONTRACT DD FORM 254'S MUST BE PROVIDED TO THE DISTRIBUTION
LISTED IN BLOCK 1.7.

What classified information will the contractor need in the performance of this contract?
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What guidance will the contractor need to protect the classified information? Is there an
existing security classification guide for the program or project? What portion of the guide
applies to this contract? All or part'? Are there other guides that provide guidance to assist the
contractor?

Will classified hardware be furnished to or generated by the contractor? What information
makes the hardware classified? Will hardware being genierated require classification? At what
stage in its production does it become classified? How much classified hardware will be pro-
duced or stored by the contractor?

What unique characteristics are involved that need protection? Are there design features that
require protecton, Winit brtakthroughe wouid be significant if achieved in an R&D effort? Are
there some performance limitations that require protection?

These are merely some of the questions that should be asked when preparing guidance for a
contract. Put yourself in the contractor's place and try to determine what guidance will be
needed to properly protect the classified information that will be furnished or generated under
the contract.

Use this item to identify applicable guides, to provide narrative guidance that identifies the
specific types of information to be classified, to provide appropriate downgrading or declassifi-
cation instructions, to provide any special instructions, explanations, comments or statements
requirement for information, or to clarify any other items identified in the DD Form 254. Each
contract is unique in its performance requirements. Don't try to follow a format or provide all
the guidance in this item.

The DD Form 254, with its attachments and incorporated references, is the only authorized
means for providing security classification guidance to a contractor. It should be written specifi-
cally and include only information that pertains to the contract for which it is issued. It should
not contain references to international agency directives and instructions. If such documents pro-
vide guidance applicable to the contract, the pertinent portions should be extracted and provided
as attachments. Any and all documents referenced or cited in Item 13 should be provided by the
COR/TR to the contractor, either as attachments or, if classified, forwarded under separate cover.
The requirements of the ISM or its supplements should not be extracted and included in a DD
Form 254; the ISM provides safeguarding requirements and procedures for classified informa-
tion, not security classification guidance. Security classification guidance provides detailed in-
formation that relates what information requires classification, what level of classification to
assign, and the downgrading or declassification instructions that apply to the information or
material generated by the contractor in the performance of the contract.

Preparing security guidance that covers all of the performance requirements of a classified
contract is a difficult task. It is an even more difficult task to prepare guidance that can be under-
stood and implemented by the contractor.

If the contract is a Delivery Order type, the following may be used in lieu of specific classifi-
cation guidance on the basic contract's DD Form 254. If this statement is used, a revised DD
Form 254 must be provided for each Delivery Order requiring access to classified information.
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"APPICABLE CLASSIHCATION GUIDANCE WILL BE PROVIDED FOR EACH DELIV-
ERY ORD'R OR TASK BY THE CONTRACTING OFFICER'S REPRESENTATIVE' (COR)."

Add to the bottom of Item 13. for Completion and Delivery Order type contracts. "All
requests for information should be directed to Contracting Officer, Code 0221, telephone (619)
553 4442." For small purchase actions, type: "The Technical Representative (TR) for this con-
tract is (fill in the blank). NRaD Code (fill in the blank), telephone (619) 553- (fill in the
blank )."

ITEM 14: This item applies any time security requirements imposed on a contractor are in
addition to the requirements of the ISM or its supplements. YES in this item requires
NRaD to incorporate the additional requirements in the contract documents itself, or
to incorporate the additional requirements by statements of reference in Item 13.
Atteiidani costs iticurrcd due ,o additional securnty requirements are subject to
negotation by. and reimbursement to, the contractor and are the responsibility of
NRaD. A copy of the additional security requirements shall be provided t:o the CSO
with the DD Form 254 during distribution.

14. AUDITIONAL SECURITY AEQUIRE MENTS. Ru, , ,,dott,,, to rU ,'vo,,e, ,, qoItonqed tot 1t,, co,•lat Of Yn,. de.fP, tO

00,1~1 coor0ftls'frUh. d""l - 9P tworror , d vmtf ftbetO W 0 &A Opvoa IItst•-rf w idrntfil &w, add 1 . .e* I•tIx ,- 17 --a covy of •w m , ,fw orý J~f • srtfny office U.e Item tilOf A.ddd,@oI tome a 'eo•odl)

SPECIFIC ON-SITE SECURITY REQUIREMENTS APE ATTACHED.

ITEM 15: This item applies when the CSO is relieved of inspection responsibility in whole or
in part. YES requires NRaD to provide information on the specific areas, carved-out
and to identify the activity responsible for inspection. A copy of the DD Form 254
must be provided to the appropriate CSO or to DIS HQ.

iS. INSPECTION S.f@-#MO "4 (W1160( ole at~d the inUoMt'o IrWe¶ of th ognizost wurmty offkc (NV rowt.04. r-IV & ,ntg#f' speafc Lj ye,lrt kwef 0,.r ' of .~d CDI. .dhlvt e? 'rtwosoDID. P• ' .ot~l Dhlem D* IJf ddm1•tm.Il I~# 0il.q Fl

When access to SCI is required (Item 10.e(I ) is marked YES), the following statement shall
be added in this item: "NCCOSC RDTE DIV SSO, CODE 0173 HAS EXCLUSIVE
SECURITY RESPONSIBILITY FOR ALL SCI CLASSIFIED MATERIAL RELEASED OR
DEVELOPED UNDER THIS CONTRACT AND HELD WITHIN THE CONTRACTOR'S
SCIF. DIS IS RELIEVED OF SECURITY INSPECTION RESPONSIBILITY FOR ALL SUCH
MATERIAL BUT RETAINS RESPONSIBILITY FOR ALL NON-SCI CLASSIFIED
MATERIAL RELEASED TO OR DEVELOPED UNDER THIS CONTRACT AND HELD
WITHIN THE CONTRACTOR'S SCIF."

ITEM 16: This item shall contain the name, title, telephone number, address and signature of
the Contracting Officer for Security Matters (COSM) certifying that the security
requirements are complete and adequate for performance of the classified effort.
This informatior is preprinted on most DD Form 254s.
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16. CERTIFICATION ANW) SIGNATURE. Security requiremnents stated hvreln are complaet and adequate for siJdeuarding the classufied
W~ormatilon to be released or gnerveated under this classOfid effort Afl questions shall be referred to the official namned below.

& TyPtO NAM( OF C114TVVING OFfICIA& L n 9 TII.*94N11 (#'..AM' VyeCade

CONTRACTING OFFICER FOR
P. A. TALLEY _____SECURITY MATTERS (619) 553-3195

dA56W%% l-fcM.% le C.Z7)-

(LOLANDINO OFFICER
NCCOSC RDTE DIV 0858
58560 HU LfL ST
BAN DIEGO CA 92152-5001

'r W1.MTU

iTEM 17: The DID Form 254 is a contractual document and should be distributed with the con-
tract document to all addressees. It is important that the DD Form 254 be distributed,
at a minimum, to those shown on this item. Type the Contracts code that will be
administering your contrara in block 17.e. In block IV., type: -0353. your required
codes."

17. EQUREDDISR A-liO



APPENDIX B

PREPARATION OF AN AWARD DI) FORM 254

This appendix will explain the correct method of completing the DD Form 254 for the
AWARD ONLY. The award DD Form 254 should he completed by the COR/TR. before the con-
trac, has been awarded, to allow sufficient time for careful completion. The bid DD Form 254 (if
one was used). will be helpful as a guide in the completion of the award DD Form 254. It will
then be given to the Contracting Officer for Security Matters (COSM). Code 0353. for approval
and signature. Code 0353 wi!l forward the DD Form 254 to the Contracting Officer, to become
part of the contract and be distributed with the contract.

ITEM 1: In Item L.a, enter ONLY the highest level of facility clearance required by the pro-
spective contractor. This is also the level of personnel clearances you will require for
your contract. Use only the words TOP SECRET, SECRET, or CONFIDENTIAL.
The contractor must have, or be eligible for, a facility clearance at least as ,,ig,, as
the classificatio'i indicated in this item. In Item L.b, type the highest level of safe-
guarding capaoility required by the contractor for performance of the contract. The
classification shown in I.b may not be higher than that shown in Item L.a. If the
contractor will not possess classified information at the cleared facility ;n performing
the contract, enter Not Applicable (N/A) or NONE.

1. CIARANCE AND SAFEGUARDING
FACILUTY aAJAAMa M OID

L EVIL OP IAFEGUAROIIE NQUWD

ITEM 2: Place an X in 2.a ONLY. Make no entries in blocks 2.b or 2.c. If the contract number
is known, enter the number in block 2.a. If the contract number is unknown at the
time of preparation, the Contracting Officer or the Contract Specialist will enter the
information prior to award.

2. THIS SPEOFICATION IS FOR: Cx' a" em i e• m w )
5. MiCM cONPTACT NUMKA

X

S UBUCONTPACI NUM41A

- L ~IMfAJIO OR a15WR NUMBER O s.(YUg

ITEM 3: Place an X i'; block 3.a ONLY and enter the date the DD Form 254 was typed by
using numbers only in the year-month-day format (e.g.. 931116).

3. THIS SPECIFICATION IS: of .•d cfwleqft w . ca)pe. _

X & O GINAL (Cit.V0.1, &.b k. ,YO•d D.Y O

I. __ Io _~o(YV0

F lINAL (C$ý.kpEft A t , SMý e O*ts (flON OO)
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ITEM 4: If the contract is being awarded to the same contractor for the same item or service
as the preceding contract, place an X in the YES box. Then type the contract number
of the preceding contract in the space provided following the phrase "Classified
Material received or generated under." This item authorizes the contractor to transfer
classified material received or generated under the preceding contract to the current
contract. The need for the contractor to notify NRaD of retention of classified mate-
rial is eliminated until completion of this contract. It is assumed the contractor will
require access to the same information for performance of the follow-on contract as
was required for the previous contract. If this is not a follow-on contract, enter an X
in the NO box.I L IS THIS A FOLLOW-ON CONTRACT? U- YIS L&xJ 110I V o Of e. Ow fooing

CI . w - s r e m c i r or g w cn. " W W m__ _ _ _ _ _ _ _ _ _ _ _ _ _ _ _ 6 Co 'frea w afb e') h Ir m er to N ft f its m - co fltrom

ITEM 5: Place an X in the NO block.

S. IS THIS A FINAL DO FORM ý_ L._J (S L... ,,, Fu Vm t,..,,++ follw",,*

I r w f" to I" w w rn ta o e s r e u d a tW _ _ _ _ _ _ _ _ _ _ _ _ o f t h e W e - Vt f l b . d o w il le d m a w q t e l 4 * g t h o fl e .I fo r f ht p e iW o f E_ _ _ _ _ _ _ _ _ _

ITEM 6: Enter the name and address of the contractor in 6.a. Enter the contractor's CAGE
Code in 6.b if known. Cudc 0313 will provide the CAGE Code when contacted. 6.c
will be completed by Code 0353.

6. CONTRACTOR Onudq, Cowwwfow - G.M-1,t•,'t E'4m1•r (CAG4_ Code)

. NAMI!. AO $tK$$. ANO @IP COO, I. CAQG CODE L COGNIZANT SACUITY OffICE (meow. Addva. &nd lip Coot)

ITEM 7: Leave blank.

7. SUBCONTRACTOR
SNAME. AOMRSS., ANO UP COOF t CAGE COOF c. COGftIZANT SECURIT'Y OFFICE (Nhm. AddIWU, ond Z•v Cod)•

ITEM 8: If work is being performed at a contractor location other than specified in Item 6.a.
enter the appropriate name and address in Item 8.a and the CAGE Code in 8.b. Code
0353 will provide the CAGE Code when contacted. Code 0353 will complete 8.c.

8. ACTUAL PERFORMANCE
U LbiATION b CAr E COOC - COGNI•ANT SECUNJ'Y Of'ICE (Ne,&,. Addr"u #nd ZLP CO(t)
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ITEM 9: Enter a brief, concise, and unclassified description of the procunrement action.
iG. -NIRAL IDENTIUFKAION Of ?HIS PROCUREMENT

, ITEM 10: THIS CONT7RACT WILL REQUJIRE ACCESS TO: Mark these Items YES or NO
according to the requirements of the contract. An explanation of each item follows
this illustration. Unless your needs have changed since the bid package was issued,
copy Item 10 from the bid DD Form 254 contained in the outgoing procurement
package onto your award form.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: ,,S NO
a. C3MMUOICA11ON$ MiCUPrv (COOIASF I*ORMATMON

II RMTIUCTr[O DATA

C. C~rJIl(AL AAC&IA WEAPON DESIGN #411AMAIXON

dL FORIER.LY fISTIOCTIO OATA

e. WILd¶(U. INFORi~MAATION: 5, __

(2S) 1.,uhh• y Cow-m.. rewmo aormao (SC5

f. Sm•CAL. ACCESS E•IOM•"ATION

9. NATO INFO•AMAT"

h FOREIGN GOVIRNMEN I #4P0MA-IO#

1 LI .1"(O 09SMINATION FNFORAIATION

'. FO OHICLAAC.L UM ONLY INFORFAAION

k. OTHERt (Spco~f

STUB NUMBER:

a. COMMUNICATION SECURITY (COMSEC) INFORMATION. If the contrac-
tor requires access to any COMSEC information, including a STU-l11, enter an X
in the YES box. COMSEC information includes either accountable or non-
accountable COMSEC information and Controlled Cryptographic Items (CCIs).
If accountable COMSEC information is invoived, the contractor must have a
COMSEC account and Item 1I .h must be marked YES. An X in the YES box
imposes the requirements of the COMSEC Supplement to the ISM on the con-
tractor for safeguarding the COMSEC information. Type in Item 12: "RELEASE
OF COMSEC INFORMATION IS NOT AUTHORIZED." Type in Item 13:
-10.a SUBCONTRACTING OF COMSEC INFORMATION BY A CONTRAC-
TOR REQUIRES PRIOR APPROVAL OF THE CONTRACTING ACTIVITY.
ACCESS TO ANY COMSEC INFORMATION REQUIRES SPECIAL BRIEF-
INGS AT THE CONTRACTOR FACILITY. ACCESS TO CLASSIFIED COM-
SEC INFORMATION REQUIRES A FINAL U.S. GOVERNMENT CLEAR-
ANCE AT THE APPROPRIATE LEVEL."

b. RESTRICTED DATA. Mark YES if access to RESTRICTED DATA, informa-
tion which is classified and controlled under the Atomic Energy Act of 1954. or
CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). is
required. This item would always be marked YES if Item 10.c is marked Y ES.
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Type in Item 13: "10.b ACCESS TO RESTRICTED DATA REQUIRES A
FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE
LEVEL."

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). Mark
YES if access to CNWD' is required. Type in Item 13: "10.c PERMISSION OF
THE CONTRACTING ACTIVITY IS REQUIRED PRIOR TO SUBCON-
TRACTING CNWDI. SPECIAL BRIEFINGS AND PROCEDURES ARE
ALSO REQUIRED. ACCESS TO CNWDI REQUIRES A FINAL U.S.
GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL." If this item
is marked YES, then IO.b must also be marked YES.

d. FORMERLY RESTRICTED DATA. Mark YES if access to FORMERLY
RESTRICTED DATA is iequired.

e. INTELLIGENCE INFORMATION. This information is tinder the jurisdiction
and control of the Directo: of Central Intelligence (DCI) and circulated within
the intelligence community. If intelligence information is involved. NRaD is
responsible for ensuring that the additional security requirements outlined in var-
ious DCI directives are incorporated in the guidance provided to the contractor
and are tailored to the performance requirements of the contract. The guidance
may be included in the contract document itself, in Item 13, oi provided under
separate cover. The CSO does not coriduci security inspection for SENSITIVE
COMPARTMENTED INFORMATION (SCI) but is responsible for inspection of
non-SCI intelligence in the possession of a contractor. If access to SCI is
required, Item I 0.e(l ) and Items 14 and 15 would always be marked YES. If
access to non-SCI is required, Item I0.e(2) would be marked YES, Item 14
would be marked YES and annotated "INTELLIGENCE REQUIREMENTS
ARE ATTACHED," and Item 15 would be marked NO. If you think you will be
requiring access to SCI information. check with Code 017 first. Type in Item 13:
"10.e(2) ACCESS TO INTELLIGENCE INFORMATION REQUIRES A
FINAL U.S, GOVERNMENT CLEARANCE AT THE APPROPRIATE
LEVEL."

f. SPECIAL ACCESS INFORMATION. This is a Special Access Program (SAP)
that has been approved by the Government. When this item is marked YES,
NRaD is responsible for providing the contractor with the additional require-
ments needed to ensure adequate protection of the SAP information involved.
The additional security requirements may be included in the contract document
itself, in Item 13. or provided under separate cover. Item 14 would be marked
YES, and Item 15 should be completed as appropriate. Type in Item 13: "10.f
PRIOR APPROVAL OF THE CONTRACTING ACTIV!TY IS REQUIRED
FOR SUBCONTRACTING. ACCESS TO SAP INFORMATION REQUIRES A
FINAL U.S. GOVERNMENT CLEARANCE AT TIlE APPROPRIATE
LEVEL."
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g. NATO INFORMATION. This means that information/documents belong to and
are circulated by the North Atlantic Treaty Organization (NATO). Type in Item
13: -10.g ACCESS TO NATO INFORMATION REQUIRES A FINAL U.S.
GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL AND
SPECIAL._ BRIEFINGS."

h. FOREIGN GOVERNMENT INFORMATION. This includes any foreign gov-
ernment information except NATO. Type in Item 13: "1O.h PRIOR APPROVAL
OF NCCOSC RDTE DIV IS REQUIRED FOR SUBCONTRACTING.
ACCESS TO CLASSIFIED F~OREIGN GOVERNMENT INFORMATION
REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE
APPROPRIATE LEVEL."

i. LIMITED DISSEMINATION INFORMATION (LIMDIS). 'Ibis refers to restnic-
tive controls establishe-d by an original classification authority to emphasize
nced-to-know protective measures availkble wvithin the regular security system.
Contracts that involve LIMDIS controls do not qualify for carve-out st~Uis. Any
restrictions on subcontracting should be, included in Item 13. Type in Item 13.
"1O.i The specific LIMDIS project(s) requiring access under this contract is (are)

___ ." When this item is marked YES, Item 14 would be marked YES, and
Item 15 would be marked NO.

j. FOR OFFICIAL USE ONLY (FOUO). When marked YES, NRaD is responsible
for providing the contractor with the safeguards and procedures necessary for
protection of the in1formation. Chapter 1 3, Section 6, ISM contains DoD require-
ments for protection of the information. Type hii !tem 13: -1O.j FOR OFFICIAL
USE ONLY INFORMATION PROVIDED UNDER THIS CON tr.ACýT SHALL
BE SAFEGUARDED AS SPECIFIED IN CHAPTER 13, SECTION 6, ISM."

k. OTHER (SPECIFY). Use this item for any other inform-ation not included in
IlO.a through l10J. Specify the type of information and include any additional
remarks needed in Item 13.

NOTE: The access requirements listed above are common situations that occur in classified
contracts. If they are not applicab~e to the contract requirements, indicate NO for all
of them, and in item 1O0k: "SEE ITEM 13" and include appropriate staiements in
Item 13.

ITEM 11: PERFORMANCE REQUIREMENTS. Mark these items YES or NO according to
the requirements of the contract. An explanation of each item follows this illustra-
tion. Unless your needs have changed since the bid package was issued, copy Item
11I from the bid DD Form 254, contained in the outgoing procurement package, onto
your award form.
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11. IN PERFORMING THIS CONTRACT, THE CONTRICTOR WlLL: YES NO
D HAVE ACI•.$ Tg) , EINCO?1MATIOrN ONLY ATANOTHER CONS.A'TON ' f-I

FACILTYCEGVRMN AIVTY

b RICI"IVE CLASSIWIED DOCUMENTS ONLY

c. RC.EIVE AND GENERTE CLASSIFIED MATERJAL

d AISRICATE, MODIFY. OR STORE CLASSIFIED HARDWARE

0. PECAORM S.RVIC!S ONLY

T D V% A -ATI I THE U.S..

S SE AUTHORIZED TO US1 THRTSERVICES OF DEFENSE TýECINICALINFOORMAIION
CENTER (TIC) OR OTQ ERSECOVNDARY 0'IST BUI"ON CENTER

k R•QUIRE A CORISEC ACCOUNT

L HAVE T1MPEST REOUIREMENTS

HAVE OPRATIUNS S[E.URITY (OIrSEC) REQUIREMENTS

It 4M AUTHORIZED TO USE THE DEFENSE COUJRIER SERVICE

I OTHER (Spetify)

a. IAVE ACCESS TO CLASSUIIED INFORMATION ONLY AT ANOTHER
CONTRACTOR'S FACILIT'l' OR A GOVERNMENT ACTIVITY. Note the
word ONLY. There will be no access to classified information at the contractor's
facility. The contractor will not be required to have any safeguarding capability
at the facility and Item I.b would be marked N/A or NONE. If the YES box is
marked for this item, add the following annotation in Item 13: "1 L.a CON-
TRACT PERFORMANCE IS RESTRICTED TO NCC,.,OSC RDTE DIV, SAN
DIEGO, CA 92152-5001 (OR APPROPRIATE ADDRESS). NCCOSC RDTE
DIV WILL PROVIDE SECURITY CLASSIFICATION GUIDANCE FOR
PERFORMANCE OF THIS CONTRACT."

b. RECEIVE CLASSIFIED DOCUMENTS ONLY. Note the word ONLY. The con-
tractor will receive classified documents but is not to generate classified informa-
tion that will require detailed guidance. The classification markings shown on the
documents received will pro'side the classification guidance necessary. Add the

following annotation in Item 13: "1 l.b ANY CLASSIFIED INFORMATION
GENERATED IN PERFORMANCE OF THIS CONTRACT SHALL BE
CLASSIFIED ACCORDING TO THE MARKINGS SHOWN ON THE
SOURCE MATERIAL."

c. RECEIVE AND GENERATE CLASSIFIED INFORMATION. The contractor is
expected to receive and generate classified information (documents and/or hard-
ware) and will require detailed security classification guidance for performance
of the contract. If the YES box is marked, detai!ed security classification
guidance must be provided to the contractor. The guidance may be included in
Item 13, attached to the DD Form 254, or forwarded Linder separate cover.
Statements, as appropriate, shall be included in Item 13 to direct the contractor to
the guidance for the contract.

d. FABRICATE, MODIFY. OR STORE CLASSIFIED HARDWARE. YES only if
the contractor will exceed two cubic feet of storage capability, which is the
approximate area in a standard drawer of a security container. If YES, include as
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much information as possible in Item 13 to indicate if Restricted or Closed Areas
will be required. How much hardware is involved? How large?

e. PERFORM SERVICES ONLY. YES will require a statement in Item 13 to
explain the services and to provide appropriate guidance. Sample statements are
given below. For service--type contracts not covered, add any appropriate state-
ment in Item 13 that explains why the contract is a classified contract and pro-
vide guidance as necessary to ensurk- protection of the classified information.

(1) GRAPHIC ARTS SERVICES, add the following statement in Item 13: "1 L.e
REPRODUCTION SERVICES ONLY. CLASSIFICATION MARKINGS
ON THE MATERIAL TO BE REPRODUCED WILL PROVIDE THE
CLASSIFICATION GUIDANCE NECESSARY FOR PERFORMANCE OF
THIS CONTRACT."

(2) ENGINEERING SERVICES, add the following statement in Item 13: "11 .e
CONTRACT IS FOR ENGINEERING SFRVICES. CLASSIFICATION
MARKINGS ON THE MATERIAL TO BE FURNISHED WII.L PROVIDE
THE CLASSIFICATION GUIDANCE NECESSAPY FOR PER-
FORMANCE OF THIS CONTRACT."

(3) EQUIPMENT MAINTENANCE SERVICES, add the following statement in
Item 13: "11 .e CONTRACT IS FOR EQUIPMENT MAINTENANCE SER-
VICES ON EQUIPMENT THAT PROCESS CLASSIFIED INFORMA-
TION. ACTUAL KNOWLEDGE OF, GENERATION, OR PRODUCTION
OF CLASSIFIED INFORMATION IS NOT REQUIRED FOR PER-
FORMANCE OF THE CONTRACT. CLEARED PERSONNEL ARE
REQUIRED TO PERFORM THIS SERVICE BECAUSE ACCESS TO
CLASSIFIED INFORMATION CAN NOT BE PRECLUDED BY
ESCORTING PERSONNEL. ANY CLASSIFICATION GUIDANCE
NEEDED WILL BE PROVIDED BY NCCOSC RDTE DIM"

(4) GUARD SERVICES, add the following statement in Item 13: "11 .e CON-
TRACT IS FOR GUARD SERVICES. CLEARED PERSONNEL ARE
REQUIRED TO PERFORM THIS SERVICE."

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S..
PUERTO RICO. U.S. POSSESSIONS AND TRUST TERRITORIES. If YES,
indicate, as a minimum, the city and country of overseas performance in Item 13.
Item 14 may be YES and should be completed if appropriate.

g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBU-
TION CENTER. YES in this item means the contractor is authorized to use the
services of DTIC. Add in Item 13: "1 .g THE CONTRACTOR WILL
PREPARE AND PROCESS DD FORMS 1540 AND 1541 NCCOSC RDTE
DIV WILL CERTIFY NEED-TO-KNOW TO DTIC,"
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h. REQUIRE A COMSEC ACCOUNT. If accountable COMSEC information will
be provided to the contractor, enter an X in the YES box. If nonaccountable
COMSEC information is involved, enter an X in the NO box. An example of
nonaccountable COMSEC would be a STU-III key.

i. HAVE TEMPEST REQUIREMENTS. TEMPEST requirements are in addition
to the requirements of the ISM and are required if Item 1 l.c is marked YES. If
YES in this item, Item 14 must also be YES and the following will be typed in
Item 14: "TEMPEST REQUIREMENTS ARE AI`TACHED and may be. passed
to subcontractors." Pertinent information will be attached to the DD Form 254
by Code 0353.

j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS. OPSEC
requirements are in addition to the requirements of the ISM. If YES is marked,
Item 14 must also be YES and the pertinent contract clauses identified, appropri-
ate information added to Item 13 or OPSEC requirements attached to the DD
Form 254. Questions regarding OPSEC should be directed to Code 0353.

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE (DCS).
This item authorizes the contractor to use the services of DCS. YES requires
NRaD to request DCS services from the Commander, Defense Courier Service,
ATIN: Operations Division, Fort George G. Meade, MD 20755-5370. Only
certain classified information qualifies for shipment by DCS. Contact Code 0353
for further information on this process.

1. OTHER (SPECIFY): Use this item to add any additional performance require-
ments not covered above. Item 13 should be appropriately annotated to provide
any necessary remarks.

NOTE: The performance requirements listed above are common situations that occur in clas-
sified contracts. If they are not applicable to the contract requirements, indicate NO
for all of them, add in Item 11.1: "SEE ITEM 13" and include appropriate statements
in Item 13.

ITEM 12: Place an X in the "through" box and type in the following address in the space
provided: Commanding Officer, NCCOSC RDTE DIV 003. 53560 Hull Street, San
Diego, CA 92152-5001. This information is preprinted on most forms.

12. PUBLUC RFL•EAS. Any I foaftticOn (dazfid a I• r 0 o" ta ficd) peIllaiIng to thiscO t ICJonra nol Oa , ret e e•e d Iod.fbc d mPaluo-ian ,wtjo, ex r e, pgo•o4dd ky the In1ýdvrjaj
M.,.mfl Wt e, IVU Of be.mt b s Paoed fO, pINK -lefent by Avpons"t, US Go nas4"t -V.•ofty Propos. • psd t relek e, sh.ll be ,l,,r0ted fo, ayp•oval p rov1 to releae

D131.ti E 0 rhro.9 (Spedfy;,:

COMMANDING OFFICER, NCCOSC RDOTE DIV 003, 535b0 HULL ST. SAN DIEGO, CA 92152-5001

t~the Ctirer<10a W #O Frevdom. of Intor,motlon end %eýufrt A"Cw Offit 01 the AUML&At $W~tV 'Y Of DeI.,- (Pt~bll Aflfain)' to, tas-
I o the t se Of not-Oa,) Uwe Ag•er"s. reauesb for dr•.lorehfl be wbmnirsedlothltag•eny

ITEM 13: This is the most important part of the entire DD Form 254. In completing this item
ask yourself these questions:

What classified information will the contractor need in the performance of this contract?
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What guidance will the contractor need to protect the classified information? Is there an
existing security classification guide for the program or project? What portion of the guide
applies to this contract? All or part? Are there other guides that provide guidance to assist the
contractor?

Will classified hardware be furnished to or generated by the contractor? What information
makes the hardware classified? Will hardware being generated require classification? At what
stage in its production does it become classified? How much classified hardware will be pro-
duced o0 stored by the contractor?

What unique characteristics are involved that need protection? Are there design features that
require protection? What breakthroughs would be significant if achieved in an R&D effort? Are
there some performance limitations that require protection?

13. SECURITY GUIDANCE. The security da•tlkcatJon gu4dance r eded foe tn daifled *"On I% Identified below. If amy diffculry I encountered In appoy'ng tht gVwancw If any r
conubflng fctot Lndadte a need for carqgt In Lhh guwl•dac twe wntr.co. h ftrow 1od and encouraged to poovfde recommended ch e: to challenge thN gvidance or the d" atin
assigned to any infonnation e mateiel fuVrW lh or geneaed under thIs COnta"t; a d0 t4o -tt any questios fOe InlertatlUo of " gukdance to tir oMId Idontiflvd below P•e••ng fatl
dedrion. the Informale Irofee a ll " be handled and protectd at the IhIgheta evel of iaurflcation ereined or wrecnsanndtd. (I i anepe orfecasIeefrtAttadL a,
forward under' sepraft *WreSpondenc, any do earalt~gsdeefenracu referenced veeA Airaddlrionsaipageas -neded to provsdtowlrpettogrdance.)

COPIES OF ALL SUBCONTRACT DO FORM 254'S MUST BE PROVIDED TO THE DISTRIBUTION
LISTED IN BLOCK 17.

These are merely some of the questions that should be asked when preparing guidance for a
contract. Put yourself in the contractor's place and try to determine what guidance will be
needed to properly protect the classified information that will be furnished or generated under
the contract.

Use this item to identify applicable guides, to provide narrative guidance that identifies the
specific types of information to be classified, to provide appropriate downgrading or declassifi-
cation instructions, to provide any special instructions, explanations, comments, or statements
requirement for information, or to clarify any other items identified in the DD Form 254. Each
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contract is unique in its performance requirements. Don't try to follow a format or provide all
the guidance in this item.

The DD Form 254, with its attachments and incorporated references, is the only authorized
means for providing security classification guidance to a contractor. It should be written specifi-
cally and include only information that pertains to the contract for which it is issued. It should
not contain references to international agency directives and instructions. If such documents pro-
vide guidance applicable to the contract, the pertinent portions should be extracted and provided
as attachments. Any and all documents referenced or cited in Item 13 should be provided by the
COR/TR to the contractor, either as attachments or, if classified, forwarded under separate cover.
The rnquirements of the ISM or its supplements should not be extracted and included in a DD
Form 254: the ISM provides safeguarding requirements and procedures for classified informa-
tion, not security classification guidance. Security classification guidance provided detailed
information that related what information requires classification, what level of classification to
assign, and the downgrading or declassification instructions that apply to the information or
material generated by the contractor in the performance of the contract.

Preparing security guidance that covers all of the performance requirements of a classified
contract is a difficult. It is an even more difficult task to prepare guidance that can be understood
and implemented by the contractor.

If the contract is a Delivery Order type, the following may be used in lieu of specific classifi-
cation guidance on the basic contract's DD Form 254. If this statement is used, a revised' DD
Form 254 must be provided for each Delivery Order requiring access to classified information.
"APPLICABLE CLASS!WICATION GUIDANCE WILL BE PROVIDED FOR EACH DELIV-
ERY ORDER OR TASK BY THE CONTRACTING OFFICER'S REPRESENTATIVE (COR)."

Add to the bottom of Item 13, "THE CONTRACTING OFFICER'S REPRESENTATIVE
(COR) Technical Representwtive (TR) FOR THIS CONTRACT IS (fill in the blank), NCCOSC
RDTE DIV CODE (fill in the blank), TELEPHONE (619) 553- (fill in the blank)."

ITEM 14: This item applies any time security requirements are imposed on a contractor in
addition to the requirements of the ISM or its supplements. YES in this item requires
NRaD to incorporate the additional requirements in the contract documents itself, or
to incorporate the additional requirements by statements of reference in Item 13. At-
tendant costs incurred due to additional security requirements are subject to negoti-
ation by, and reimbursement to, the contractor and are the responsibility of NRaD. A
copy of the additional security requirements shall be provided to the CSO with the
DD Form 254 during distribution.

14 ADDDITIONAL SECURITY REQUIREMENTS. Require,-n en in ,kto toISM " u,rements.areestab iedfor th,scntra (1cte.rt•,rhq x vW L--W--.h NO

PtlfienV caofractIl d-` "n the •oor'T do , f ,, ei f ~ ', ped •an app• v•nm. strlrentn whk. • ide,•fire- the addot,onal m w. ment P-de LA
* c0• Of rhe ,tqwre.o~n( to rhe cogrez..'r s•c•,g~r, oeM,. ULI, Item, Ti ifoddir~o. v,., rs•

SPECIFIC ON-SITE SECURITY REQUJIREMENTS ARE ATTACHEr.

ITEM 15: This item applies when the CSO is relieved of inspection responsibility in whole or
in part. YES requires NRaD to provide information on the specific areas carved-out
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and to identify the activity responsible for inspection. A copy of the DD Form 254
must be provided to the appropriate CSO or to DIS HQ.

15. INSPECTIONS Ik"h Of thiti 04 ih ,8 Cta( re ouW&d the i.1*~i ,twoi NKY Of th4 (0. 91*a,416MwwY Ott., IN yes. .. n r',o L i 'L I o
fotm orelm4~t !:0 ,',q .&-d the mflity mseo W mibf t Ps,~TjwK heM (3t# .dI fi.,.IWVm1*e ,td v Lred-dL

When access to SCI is required (Item 10.e(1) is marked YES), the following state-
ment shall be added in this item: "NCCOSC RDTE DIV SSO, CODE 0173, HAS
EXCLUSIVE SECURITY RESPONSIBILITY FOR ALL SCI CLASSIFIED
MATERIAL RELEASED OR DEVELOPED UNDER THIS CONTRACT AND
HELD WITHIN THE CONTRACTOR'S SCIF. DIS IS RELIEVED OF
SECURITY INSPECTIONS RESPONSIBILITY FOR ALL SUCH MATERIAL
BUT RETAINS RESPONSIBILITY FOR ALL NON-SCI CLASSI2IED
MATERIAL RELEASED TO OR DEVELOPED UNDER THIS CONTRACT AND
HELD WITHIN THE CONTRACTOR'S SCIF."

ITEM 16: This item shall contain the name, title, telephone number, address and signature of
the Contracting Officer for Security Matters certifying that the security requirements
are complete and adequate for performance of the classified effort. This information
is preprinted on most DD Form 254s.

16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified
Information to be released or generated under this classified effort All questions shall be referred to the official named below.

A. TYPEO NAME Of CENWYING OfFICIAL b. Tr. c. TELEPHONE Nwhft Aft& Code)

CONTRACTING OFFICER FOR
P. A. TALLEY SECURITY MATTERS (619) 553-3195

d. ADORISS (Mdý,&d Lp -Cdq)

COMMANDING OFFICER
NCCOSC RDTE DIV 0363
53560 HULL ST
SAN DIEGO CA 92152-5001

ITEM 17: The DD Form 254 is a contractual document and should be distributed with the con-
tract document to all addressees. It is important that the DD Form 254 be distributed,
at a minimum, to those show:i enL this item. Type the Contracts code that will be
administering your contrac~t in bTock 17.e. In block 17.f, type: "0353, your required
Code."

[7, REQUIRED DISTRIBUTION

a CUNPPAC7001
b. SUBCONTRACTOR

C- COGNIZANT SECURITI OF91(.F5 F PRIM( ANO SUICONTRACTOR

d US. AC'•rrTY rfS'4$OUSIBLI FOR OVERSEAS SECURITY ADMINISTRATION

[2X.7j AOMMINITRA11Vf CONTRACTING OFFICER NWa CODE
XX i OTHERS AS NECESSARY NRaD CODES 0353,
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APPENDIX C

PREPARATION OF A DELIVERY ORDER DD FORM 254

A Delivery Order DD Form 254 will be completed ONLY when the DD Form 254 in the
basic contract does not meet the security requirements for your Delivery Order. If your basic
contract has the statement, "A REVISED DD FORM 254 WILL BE PROVIDED FOR EACH
DELIVERY ORDER OR TASK," you must complete a revised DD Form 254 for each Delivery
Order or Task that requires access tc classified information. Use the following instructions when
filling in a DD Form 254 for a Delivery Order:

ITEM 1: In Item L.a, enter ONLY the highest level of facility clearance required by the pro-
spective contractor. This is also the level of personnel clearances you will require for
your contract. Use only the words TOP SECRET, SECRET or CONFIDENTIAL.
The contractor must have a valid facility clearance at least as high as the classifica-
tion indicated in this item. In Item L.b, type the highest level of safeguarding capa-
bility required by the contractor for performance of the contract. The classification
shown in L .b miy not be higher than that shown in Item l.a. If the contractor will
not possess classified information at the cleared facility in performing the contract,
enter Not Applicable (N/A) or NONE.

1. CLEARANCE AND SAFEGUARDIING
mr AC]UM~ ClJANUaC tPQUWtD

I VZL 01t•iGUARM"H 19QUW•D

ITEM 2: Place an X in 2.a and enter the basic contract number. Place an X in 2.c and enter the
Delivery Order Number (fill in the blank). Make no entries in 2.b.

2. THIS SPECIFICATION IS FOR: gy &ad coffok. as &P@,

&P01MI CONMPACT NVUlKA

x
kL IUBCONIN)ACT NUMsBER

C_ $OUCIATION 00 OGTR NUMBIR )w OItt (VYI.EMDO)

ITEM 3: In 3.a enter the date the original DD Form 254 was typed, using numbers only, in the
year-month-day format. Place an X in 3.b, enter the next consecutive Revision Num-
ber and type the date, using numbers only, in the year-month-day format.

3. THIS SPECIFICATION IS: Ox an cu.,MMo' r.• a .sko rbl)
-Ito (YYMADO)

& OJGJ•.AL (C- ie dao in 6 c

' " ' VI$CD 3Z; ýt, r -NNA N' . " .' (vV-o0)

Dart (1• hl' 4oo)
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ITEM 4: Copy the information from the basic contract DD Form 254.

4." IS THIS AU FOLLOW-ON CONTRACT? L VJ [ -j 1°0, I Io". ompfirltv Uh folWM.w9:

Clatifed eIWIII ICW'eaed or Vva &atid w,.Jae_____________ _ Wvcwdkv Cmnhm~t hMNF**r) ki tra',swvred to thks f~oIInt cotetwL.

ITEM 5: Place an X in the NO block.

5. IS THIS A FINAL 0) FORM 254? L"[ =I,, Y LLJ .n° tft" complete the fo•°•low:

In rwons to Ifte conh $ctues rinugat datael men tiont of the IdentUfled dau•l d malterial autho•tzed for &* _od at

ITEM 6: Copy the information from the basic contract DD Form 254.

"6. CONTRACTOR end'e C'A,-nwrdul a" Govermnent E-Y (CAG, C)___
a. NAME. ADWILISS, AMU) ZIP CODE 1 b. CAGE CODIE r. COGNIZAN SECURITY OFFICE (hame. Addrvm. and ZJP Go&)

ITEM 7: Leave blank.

7. SUBCONTRACTOR
*.NAME, ADD1RESS, AND ZIP COOE b, CAGE COO. r- COGNIZANT SECURITY OFFICE (aMev. Addrvat and Zip Cod*)

ITEM 8: If work is being performed at a contractor location other than specified in item 6.a,
enter the appropriate name and address in Item 8.a and the CAGE Code in 8.b. Code
0353 will complete 8.c.

8. ACTUAL P'RtORMANCE

a. LOCATION b. CAGE CODE I.L COGNIZANT SECURJTY OFFICE (Name. AddtysI. and Z~p Code)

ITEM 9: Erter a brief, concise and unclassified description of the procurement action. This
;nay be Research, Development, Production, Study, Services, etc., such as -Research
and Development of Countermeasures Techniques" or "Services Related to Radar
Equipment, Production of Countermeasures Set."

9. GENLRAL IDENTIFICATION OF THIS PROCUREMENT
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ITEM 10: THIS CONTRACT WILL REQUIRE ACCESS TO: Mark YES or NO according to
the requirements of the delivery order. An explanation of each item follows this
illustration.

10. THIS CONTRACT WILL PEQUIRE ACCESS TO: YtS No

a. CCMMJNICATiON$ SCUAWY (COMSE) IN(OMATION

b. RK($TRUCTO OATA

. CArTICA1 NUCLI.AR WEAPON ODSIGN INFORMATION

d FORNII.ERY RISTRICTID OATA

*, IN•ELLIGENCE INFOINMAT104: .

jj)TSrrsWli9 Comainrmented Infwownitfon (SCJ)

(2) #4o.$o

I SPECIAL ACCESS INFORMATION

9 NATO INFORMATION

h FORIIGN GOVERNMENT INFORMATION

I LIM!TEO DISSEMINATION INFOPR ATION

F. FOR OFFICIAlL U0 ONLY INFORIAT-ON

k OTHER (Speofy)

STUB NUMBER:

a. COMMUNICATION SECURITY (COMSEC) INFORMATION. If the contrac-
tor requires access to any COMSEC information, including a STU-III, enter an X
in the YES box. COMSEC information includes accountable or nonaccountable
COMSEC information and Controlled Cryptographic Items (CCI). If accountable
COMSEC information is involved, the contractor must have a COMSEC account
and Item I 1.h must be marked YES. An X in the YES box imposes the require-
ments of the COMSEC Supplement to the ISM on the contractor for safeguard-
ing the COMSEC information. Type in Item 12 -RELEASE OF COMSEC
INFORMATION IS NOT AUTHORIZED." Type in Item 13 "10.a ACCESS TO
ANY COMSEC INFORMATION REQUIRES SPECIAL BRIEFINGS AT THE
CONTRACTOR FACILITY. ACCESS TO CLASSIFIED COMSEC
INFORMATION REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE
AT THE APPROPRIATE LEVEL."

b. RESTRICTED DATA. Marked YES if access to RESTRICTED DATA, informa-
tion which is classified and controlled under the Atomic Energy Act of 1954, or
CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI), is re-
quired. This item would always be marked YES if Item 10.c is marked YES.
Type in Item 13: "10.b ACCESS TO RESTRICTED DATA REQUIRES A
FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE
LEVEL."

c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI). Mark
YES if access to CNWDI is required. Type in Item 13: -10.c SPECIAL BRIEF-
INGS AND PROCEDURES ARE ALSO REQUIRED. ACCESS TO CNWDI
REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE AT THE
APPROPRIATE LEVEL."
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d. FORMERLY RESTRICTED DATA. Mark YES if access to FORMERLY
RESTRICTED DATA is required.

e. INTELLIGENCE INFORMAION. This information is under the jurisdiction
and control of the Director of Central Intelligence (DCI) and circulated within
the intelligence community. If intelligence information is involved, NRaD is
responsible for ensuring that the additional security requirements outlined in var-
ious DCI directives are incorporated in the guidance provided to the contractor
and are tailed to the performance requirements of the contract. The guidance may
be included in the contract document itself, in Item 13, or provided under sepa-
rate cover. The CSO does not conduct security inspections for SENSITIVE
COMPARTMENTED INFORMATION (SCI) but is responsible for inspection of
non-SCI intelligence in the possession of a contractor. If access to SCI is
required, Item I0.e(l) and Items 14 and 15 would always bc, marked YES. If
access to non.-SCI is required, Item 10.e(2) would be marked YES, Item 14
would be marked YES and annotated "'INTELLIGENCE REQUIREMENTS
ARE ATTACHED," and Item 15 would be marked NO. If you think you will be
requiring access to SCI information, check with Code 017 first. Type in Item 13:
"-10.e(2) ACCESS TO INTELLIGENCE INFORMATION REQUIRES A
FINAL U.S. GOVERNMENT CLEARANCE AT THE APPROPRIATE
LEVEL."

f. SPECIAL ACCESS INFORMATION. This is a Special Access Program (SAP)
that has been approved by the Government. When this item is marked YES,
NRaD is responsible for providing the contractor with the additional require-
ments needed to ensure adequate protection of the SAP information involved.
The additional security requirements may be included in the contract document
itself, in Item 13, or provided under separate cover. Item 14 would be marked
YES, and Item 15 should be completed as appropriate. Type in Item 13: "10.f
ACCESS TO SAP INFORMATION REQUIRES A FINAL U.S. GOVERN-
MENT CLEARANCE AT THE APPROPRIATE LEVEL."

g. NATO INFORMATION. This means that information/documents belong to and
are circulated by the North Atlantic Treaty Organization (NATO). Type in Item
13: -10.g ACCESS TO NATO INFORMATION REQUIRES A FINAL U.S.
GOVERNMENT CLEARANCE AT THE APPROPRIATE LEVEL AND SPE-
CIAL BRIEFINGS."

h. FOREIGN GOVERNMENT INFORMATION. This includes any foreign gov-
ernment information except NATO. Type in Item 13: "1i0.h PRIOR APPROVAL
OF NCCOSC RDTE DIV IS REQUIRED FOR SUBCONTRACTING.
ACCESS TO CLASSIFIED FOREIGN GOVERNMENT INFORMATION
REQUIRES A FINAL U.S. GOVERNMENT CLEARANCE A" THE
APPROPRIATE LEVEL."

i. LIMITED DISSEMINAFION INFORMATION (LIMDIS). This refers to restric-
tive controls established by an original classification authority to emphasize
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need-to-know protective measures available within the regular security system.
Type in Item 13: "10.i The specific LIMDIS project(s) requiring access under
this contracts is (are) ." Delivery orders that involve LIMDIS controls
do not qualify for carve-out status. When this item is marked YES, Item 14
would be marked YES, and Item 15 would be marked NO.

j. FOR OFFICIAL USE ONLY (FOUO). When marked YES, NRaD is responsible
for providing the contractor with the safeguards and procedures necessary for
protection of the information. Chapter 13, Section 6, ISM contains DoD require-
ments for protection of the information. Type in Item 13: -10.j FOR OFFICIAL
USE ONLY INFORMATION PROVIDED UNDER THIS DELIVERY ORDER
SHALL BE SAFEGUARDED AS SPECIFIED IN CHAPTER 13, SECTION 6,
ISM."

k. OTHER (SPECIFY). Use this item for any other information not included in
10.a through 10.j. Specify the type of information and include any additional
remarks needed in Item 13.

NOTE: The access requirements 'ibted above are common situations that occur in classified
contracts. If they are n )t applicable to the contract requirements, indicate NO for all
of them, and in Ite .i 10.k: "SEE ITEM 13" and include appropriate statements in
Item 13.

ITEM 11: PERFORMANCE REQUIREMENTS. Mark YES or NO according to the require-
ment, of the contract. An explanation of each item follows this illustration.

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES NO
a. HAVE ACCE$S TQ CLASSIFIED INFORMATION ONLY ATANOTHER CNITnACTOu~i

FACILrTY OR AOVERNMENT ACTIVITY

b. RECEIVE CLASSFIEO •OCUMENTS ONLY

L. KECEIVE ANO GENERATE CLAStIEO MATERMAL

d. FAIRjICATE, MODIFY. OR STORE CLASSIFIED HARDWARE

£. • S.ERU ¶R VICES ONLY

-WAIT RICO. TOU.% -POSSE MI NF A RMATI TR1 DR..I

9 I1[ &/TI.•0RZED•O SE T[ RVIC•ES 01 '5111141 Tlg!ýCIRA. INFORMATION
ICEN~gDTUER.•[O.TIC) O ROTERSIECO AR DTR,.UTIO. CENE

k ROEUIRE A COMSEC ACCOUNT

L HAVE TEMPEST IEOUIPIEMENTS

H HAVE OKKRATIOt.S SECUPITY (OPSEC) RIOUIRFMENTS

It. It AUTHORIZED TO USE THE DEFENSE COURIER SERViCt

1. OT'HER ('Sapc~ry)

a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER
CONTRACTOR'S FACILITY OR A GOVERNMENT ACTIVITY. Note the
word ONLY. There will be no access to classified information at the contractor's
facility. The comractor will not be required to have any safeguarding capability
at the facility and Item 1.b would be marked N/A or NONE. If the YES box is
marked for this item, add the following annotation in Item 13: "1 .a CON-
TRACT PERFORMANCE TS RESTRICTED TO THE NCCOSC RDTE DIV,
SAN DIEGO, CA 92152-5001 OR APPROPRIATE ADDRESS. NCCOSC
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RDTE DIV WILL PROVIDE SECURITY CLASSIFICATION GUIDANCE
FOR PERFORMANCE OF THIS CONTRACT."

b. RECEIVE CLASSIFIED DOCUMENTS ONLY. Note the word ONLY. The con-
tractor will receive classified documents but is not expected to generate classified
information that will required detailed guidance. The classification markings
shown on the documents received will provide the classification guidance neces-
sary. Add the following annotation in Item 13: 1" .b ANY CLASSIFIED
INFORMATION GENERATED IN PERFORMANCE OF THIS DELIVERY
ORDER SHALL BE CLASSIFIED ACCORDING TO THE MARKINGS
SHOWN ON THE SOURCE MATERIAL."

c. RECEIVE AND GENERATE CLASSIFIED INFORMATION. The contractor is
to receive and generate classified information (documents and/or hardware) and
will require detailed security classification guidance for perfonnance of the
delivery order. If the YES box is marked, detailed security classification guid-
ance must be provided to the contractor. The guidance may be included in Item
13, attached to the DD Form 254, or forwarded under separate cover. Statements,
as appropriate, shall be included in Item 13 to direct the contractor to the guid-
ance for the contract.

d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE. If YES, indi-
cating the contractor will require more than two cubic feet of storage, include as
much information as possible in Item 13 to indicate if Restricted or Closed Areas
will be required. How much hardware is involved? How large? How much area
will be required for storage?

e. PERFORM SERVICES ONLY. YES will require a statement in Item 13 to
explain the services and to provide appropriate guidance. Sample statements are
given below. For service-type delivery orders not covered, add any appropriate
statement in Item 13 that explains why the delivery order is classified and pro-
vide guidance as necessary to ensure protection of the classified infoimation.

(1) GRAPHIC ARTS SERVICES, add the following statement in Item 13: "1l.e
REPRODUCTION SERVICES ONLY. CLASSIFICATION MARKINGS
ON THE MATERIAL TO BE REPRODUCED WILL PROVIDE THE
CLASSIFICATION GUIDANCE NECESSARY FOR PERFORMANCE OF
TI-,IS DELIVERY ORDER."

(2) ENGINEERING SERVICES. add the following statement in Item 13: '1L.e
DELIVERY ORDER IS FOR ENGINEERING SERVICES. CLASSIFI-
CATION MARKINGS ON THE MAf'ERIAL TO BE FURNISHED WILL
PROVIDE THE CLASSIFICATION GUIDANCE NECESSARY FOR PER-
FORMANCE OF THIS DELIVERY ORDER."

(3) EQUIPMENT MAINTENANCE SERVICES, add the following statement in
Item 13: " L.e DELIVERY ORDER IS FOR EQUIPMENT MAiNTE-
NANCE SERVICES ON EQUIPMENT THAT PROCESSES CLASSIFIED
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INFORMATION. ACTUAL KNOWLEDGE OF, GENERATION, OR PRO-
DUCTION OF CLASSIFIED INFORMATION IS NOT REQUIRED FOR
PERFORMANCE OF THE DELIVERY ORDER. CLEARED PERSONNEL
ARE REQUIRED TO PERFORM THIS SERVICE BECAUSE ACCESS TO
CLASSIFIED INFORMATION CAN NOT BE PRECLUDED BY ESCORT-
ING PERSONNEL. ANY CLASSIFICATION GUIDANCE NEEDED
WILL BE PROVIDED BY NCCOSC RDTE DIV."

(4) GUARD SERVICES, add the following statement in Item 13: "1 L.e
DELIVERY ORDER IS FOR GUARD SERVICES. CLEARED
PERSONNEL ARE REQUIRED TO PERFORM THIS SERVICE."

f. HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S.,
PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES. If YES,
indicate, as a minimum, the city and country of overseas performance in Item 13.
Item 14 may be YES and should be completed if appropriate.

g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL
INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBU-
TION CENTER. YES in this item means tfhe contractor is authorized to use the
services of DTIC. Add in Item 13 "THE CONTRACTOR WILL PREPARE
AND PROCESS DD FORMS 1540 AND 1541. NCCOSC RDTE DIV WILL
CERTIFY NEED-TO-KNOW TO DTIC.

h. REQUIRE A COMSEC ACCOUNT. If accountable COMSEC information will
be provided to the contractor, enter an X in the YES box. If nonaccountable
COMSEC information is involved, enter an X in the NO box. An example of
nonaccountable COMSEC would be a STU III key.

i. HAVE TEMPEST REQUIREMENTS. TEMPEST requirements are in addition
to the requirements of the ISM an. are required if Item 11.c is marked YES. If
YES in this item, Item 14 must al!ý0o be YES and the following will be typed in
Item 14: "TEMPEST REQUIREMENTS ARE ATTACHED and may be passed
to subcontractors." Pertinent information will be attached to the DD Form 254
by Code 0353.

j. HAVE OPERATIONS SECURITY (OPSEC) RFQUIREMENTS. OPSEC
requirements are in addition to the requirements of the ISM. If YES is marked,
Item 14 must also be YES and !he pertinent contract clauses identified, appropri-
ate information added to Item 13 or attach the OPSEC requirements to the DD
Form 254. Questions regarding OPSEC should be directed to Code 0353.

k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE (DCS).
This item authorizes the contractor to use the services of DCS. YES requires
NRaD to request DCS services from the Commander, Defense Courier Service,
ATTN: Operations Division, Fort George G. Meade, MD 20755--5370. On!y cer-
tain classified information qualifies for shipment by DCS. Contact Code 0353
for further information on this process.
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I. OTHER (SPECIFY): Use this item to add any additional perfonnance require-
ments not covered above. Item 13 should be appropriately annotated to provide
any necessary remarks.

NOTE: The performance requirements listed above are common situations that occur in clas-
sified contracts. If they are not applicable to the delivery order requirements,
indicate NO for all of them, add in Item 11 .1: "SEE ITEM 13" and include
appropriate statements in Item 13.

ITEM 12: Place an X in the "through" box and type in the following address in the space
provided: Commanding Officer, Naval Command, Control and Ocean Surveillance
Center RDTE DIV 003, San Diego, CA 92152-5001. This information is preprinted
on most forms.

12. PUSUC RELEASE. Ami tnformatloo fdraarled or .dmtslfed) ipert•.tng to this contn iin cg too ,einecl for pAtd dubdisseminationex cet " pro-'ded by the Indusiral
• MSew0A Or kUtt It K" been IIPPVOrWd fk* pustK ft'e by 6WO5Orle U S GOflnn',tm euthofthy. Proposed ps•rok raleael shall be 5mUrited flo opprovxa Prior to 'roe&

""O red & [[]Th-o,9 (teciff).

COMMANDING OFFICER, NCCOSC ROTE DIV 003, 53560 HULL ST, SAN DIEGO, CA 92152-5001

"sothe Dire"tO*ote for Freedom of information .nd Sfer-rtTy e.ev-,. Otfice of the Ahmsisat S4rratýj of ODe'er (ftblak Afflars)-l rtvrw
Ithe case Of no.-OoO) U Agenies. feor •d*r1 eshall bet.lit led0to thlaieriey

ITEM 13: This is the most important part of the entire DD I ia 254. In completing this item
ask yourself the questions following dhis illustration:

13. SECURITY GUIDANCE. The sonrity da•lff•c.rion ,,,,-.oi needed fo tho ,, t d ed .flort Is Ident•,Ied before. It , difficulty Is en.,,te•ed In ayf(.•g this gtsdance or I any oth
cor ~btlng ftaOr Indicates, need tow •hanges In this gswdanc-. the contvaor Is e•i•nonlzed and encowraegd to pnCvwie rcommibe hdd d•a•n• to csalle the gydance or the do8u.ffaton
aaaigrwd to any Infornwation or rnterlf fur'Ished or generd une this cort•b. ia•r otosubl .t y qusetone for Inter•retat•jo• of this ggdacn• tothe *Offldasl imufleid below Ft•d"rIg final
decision. the 0• n sol~ wOhrd s"ltbe han•led and projleted al the hIghest boed @of dau'¢on assigned CM tetoff r ded.! is - Rasi' chr ftr the dudeheoet Atta€r. or
forward under Weparef, cofftPondence. a" donrmrentsipideeirofliacst efecrif henna, Aid d~dilon&I&ea4 sflneddt poid ..- e, sdc.

COPIES OF ALL SUBCONTRACT DD FORM 254'S MUST BE PROVIDED T'O THE DISTRIBUTION
LISTED IN BLOCK 17.
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What classified information will the contractor need in the performance of this delivery
order?

What guidance will the contractor need to protect the classified information? Is there an
existing security classification guide for the program or project? What portion of the guide
applies to this delivery order? All or part? Are there other guides that provide guidance to assist
the contractor?

Will classified hardware be furnished to or generated by the contractor'! What information
makes the hardware classified? Will hardware being generated require classification? At what
stage in its production does it become classified? How much classified hardware will be pro-
duced or stored by the contractor?

What unique characteristics are involved that need protection? Are there design features that
require protection? What breakthroughs would be significant if achieved in an R&D effort? Are
there some performance limitations that require protection?

These are merely some of the questions that should be asked when preparing guidance for a
contract. Put yourself in the contractor's place and try to determine what guidance will be
needed to properly protect the classified information that will be furnished or generated under
the delivery order.

Use this item to identify applicable guides, to provide narrative guidance that identifies the
specific types of into-mation to be classified, to provide appropriate downgrading or declassifi-
cation instructions, to provide any special instructionF, explanations, comments, or statements
requirement for information or to clarify imy other items identified in the DD Form 254. Each

delivery order is unique in its performance requirements. Don't try to follow a format.

The DD Form 254, with its attachments and incorrporated references, is the only authorized
means for providing security classification guidance to a contractor. It should be written specifi-
cally and include only information that pertains to the delivery order for which it is issued. It
should not contain references to international agency directives and instructions. If such docu-
ments provide guidance applicable to the contract, the pertinent portions should be extracted and
provided as attachments. Any and all documents referenced or cited in Item 13 should be pro-
vided by the COR/TA to the contractor, either as attachments or, if classified, forwarded under

separate cover. The requirements of the ISM or its supplements should not be extracted and
included in a DD Fcrm 254: the ISM provides safeguarding requirements and procedures for
classified information, not secunty classification guidance. Security classification guidance pro-
vided detailed information that related what information requires classification, what level of
classification to assign, and the downgrading or declassification instructions that apply to the
information or material generated by the contractor in the performance of the contract.

It is a difficult task to prepare security guidance that covers all of the performancc require-
ri-Onts of a classified contract. It is an even more difficult task to prepare guidance that can be
understood and implemented by the contractor.

Add to the bottom of Item 13: "THE CONTRACTING OFFICER'S REPRESENTATIVE

(COR) FOR THIS DELIVERY ORDER IS (fill in the blank), NCCOSC RDTE DI V CODE (fill
in the blank), TELEPHONE (619) 553--(fill in the blank)."
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ITEM 14: This item applies any time security requirements are imposed on a contractor that are
it) addition to the requirements of the ISM or its supplements. YES in this item
requires NRaD to irncorporate the additional requirements in the contract documents
itself, or to incorporate the additional requirements by statements of reference in
Item 13. Attendant costs incurred due to additional security requirements ar:e subject
to negotiation by, and reimbursement to, the contractor and are the responsibility of
NRaD. A copy of the additional security requirements shall be provided to the CSO
with ihe DD Form 254 during distribution.

-14. A ODITI ON AL SECUR IT Y RE QU IREM ENT S. Requi~cenn~. in, addition, tc ISM requiremets, are fttsibJskhed fo.tt e ,,{ (f Vr. identify, rhe x ih
Pertinent cOritcf`aldusI m.ne t, e Confotd dociv,,,cnt iftelf. cirpnaivide an &ppovnte nirtarmient wtdich identifies the .ddimeXa L iM~,e~3 Pv,

a copy. of tfie requisrnerics to (the et~t of Use hie., rilfif ddjfionalgwses needed)

SPECIFIC ON-SITE SECURITY REQUIREMENTS ARE ATTACHED.

ITEM 15: This item appiies when the CSO is relieved of inspection responsibility in whole or
in part. YIES in this item requires the User Agency to provide information on the
specific areas carved-out, and to identify the activity responsible for inspection. A
copy of the DD Form 254 must be provided to the appropriate CSO or to DIS HQ.

15. INSPECTIONS. Elements of ths contract are outside the finsioeticoe responvtilny of the cognitzanlt security office. (if Yes. ieP~i...,.o~ dednf1Fy%;sm o yesj
*,yb, Offertn camnn~ ed ourt .. ,d the adctsty reswo.',,ble forin.oecticii u hetro I) f ddirtio.,a spaoe is lneedsd.)

When access to SCI is required (Item I1O.e(1) is marked YES), the following state-
ment shal: be added in. ihis item: -NCCOSC RDTE DIV SSO, HAS EXCLUSIVE
SECURITY RESPONSIBILITY FOR ALL SCI CLASSIFIED MATERIAL
RELEASED OR DEVELOPED UNDER THIS CONTRACT AND HELD WITHIN
THE CONTRACTOR'S SCIF. DIS IS RELIEVED OF SECURITY INSPECTIONS
RESPONSIBILITY FOR ALL SUCH MATERIAL BUT RETAINS RESPONSI-
BILITY FOR ALL NON-SCI CLASSIFIED MATERIAL RELEA3,ED TO OR
DEVELOPED UNDER THiS DELIVERY ORDER AND HELD WITHIN THE
CONTRACTOR'S SCIF."

IT7EM 16: This item shall contain the name, title, telephone number, address and signature of
the Contracting Officer for Security Matters certifying that the security requirements
are complete and adequate for performance of the classified effort. This information
is preprinted on most DD Formn 254s.
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16. CERTIFICATION AND SIGNATURE. Security requirements stutid herein are complete and adequate for safeguarding the classified
information to be released or generated under this dassifiled effort. All questions shall be referred to the official named below.
T yKPED NAMi Of CERTIFYING OFFICIAL ItI TITLE c. TELEPHONI (Iftco* Ar•e Code)

CONTRACTING OFFICER FOR
P. A. TALLEY SECURITY MATTERS (619) 553-3195

d ADDRE• s (c,,AM Zo Cod,)

COMMANDING OFFICER
NCCO•SC RDTE DIV 0353
53560 HULL ST
8AN DIEGO CA 92152-5001

I, •JNATURL

ITEM 17: The DD Form 254 is a contractual doxument and should be distributed with the con-
tract document to all addressees. It is important that the DD Form 254 be distribu-
tion, as a minimum, to those shown on this item. Type the Contracts code that will
be administering your contract in block 17.e. In block 17.S, type: "0353, your
required codes."

17. REQUIREO DISTRIBUTION

X , CONTRACTOR

b. SUBCONTRACTOR

_ L COGNIwzANT S[cullT OFPICE 10 PRIME AND SUBCONTRACTOR

d. US. ACTrrY PESPON&L. FORI QVjRSEA $ SECURITY ADMINISTRATION

9 . A
4
INIsTRAPIVt CONTRACTING OrPFfiC NPlAD CODE

XX f. OTHERS AS NECISSAAR NRaD CODES 0353,
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APPENDIX D

PREPARATION OF A FINAL DD FORM 254

A final DD Form 254 is not required until, "id unless, the contractor requests an extension
of retention authority and is authorized the extension. The extension follows an authorized
two-year retention period. Upon receipt of a request from the contractor for document retention
on an expiring contract, the final DD Form 254 will be prepared by the COR/TR and approved
by the COSM. The following infonnation must be provided on the DD Form 254:

ITEM 1: In Item 1.a, insert the highest level of facility clearance required to retain the
requested documentation. In Item 1.b, insert the highest level of safeguarding
capability required by the contractor to retain the requested documentation. The
classification level in l.b may not be higher than that shown in Item L.a

"1. LEARANCE AND SAFEGUARDING
ACKMA CLIAPAt•tcLAMQUIRDD

LEVIL 00 WaIEGUADW NQUKID

ITEM 2: Place an X in box 2.a and enter the prime contract number. Leave 2.b and 2.c blank.

2. THIS SPECIFICATION IS FOR: (x W co-okf as #Ppkabl
I. P•ME COMTPACT NUMBE.A

x
k $UCON'TPACT NUMPER

c- $0U0fATION OR OT11.R NUMUR 0' Onte (YYAMDOI)

ITEM 3: Place an X in box 3.c and place the appropriate date in the box to the right by using
numbers only in year-month-day format (e.g., 931116). Leave 3.a and 3.b blank.
When a final DD Form 254 is issued, Item 5 is always YES.

3. THIS SPECIFICATION IS: (x ad co..n .te a oepc*ble)

L OIGAAL (Cta.eftre daft In .icae

h PfVISCO C3upenedtf ReIwon No. Date (YYMAODD)

Di*l (YYMM4DO)

X C. FINdAL (Completeam 5le Sn M* e SWn

ITEM 4: Place an X in the NO box.
14. IS THIS A FOLLOW-ON CONTRACT? = YES LJ N"o. it Ye" comnplete the following:

1auftie4d rattfiall rece•ved or ge lW aitetd u (Aeeding Contraco Numbe.'r) k tran•tfetred to thi follow-oni corntrect-
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ITEM 5: Place an X in the YES box, Enter the date of the contractor's request and the period
of retention authorized. The period of retention may be up to five years from the
date of the request.

S. IS THIS A FINAL DD FORM 254? L- 11 1s L-'j.0. If yet, conpi-le the fG4owifg:;

In mrlponse to the wntractoes r eus t d retenlkon the deaUle a le , ial iatharitte4 f the "l'dof

ITEM 6: Enter the name and address of the contractor ir. 6.a. Enter the contractor's CAGE
Code in 6.b. Enter the name and address of the COG Office in 6.c. All of this
information is listed on the award DD Form 254.

6. CONTRACTOR flnducke Cobfera'UJ and Gowmennt Eftft (RAGO Code)
a, NAME. AODDESS. AND ZIP Co0E b. CAGE CODE r. COGNIZANT SECUWTY OFFICE (Namw A4ddreU. and Zip Code)

ITEM 7: Leave blank.

7. SUBCONTRACTOR
e. NAME, ADIDRESS, AND ZIP CODE 1. CAGE COOE C. COGNIZANT SECURETY OFFICE (N•ave. AddreJ, end Zip Code)

ITEM 8: Leave blank.

8. ACTUAL PERFORMANCE
a. LOCATION b. CAGE COODE r COGNIZANT SECURJTY OFFICE (Name. Addren. and Zip Code)

ITEM 9: Leave blank.

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT
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ITEM 10: Leave blank.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES NO

a. COMMUIhICAIIONS SECURITY (COMSEC) INFORMAT1ON

b. RIESTRICTED DATA

L. CRrTICAL NUCLEAR WEAPON DIEGN INFORMATION

d. FORMERLY RESTRICTED DATA

*. ENTELUGENCE INFORN.ATrON: 4:

(e oCo "Peeted Inlonmaton (S-I)

f SPECIAL ACCESS INFORMATION

g. NATO INFORMATION

h, FOREIGN GOVERNMENT INFORMATION

I. LIMnTIE DISSEMINArION INFORMATION

J. FOR O'FICLAL USE ONLY INFORMATION

k. OTHER (Spec fy)

STUB NUMBER:

ITEM 11: Leave blank.

11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES No
a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR SIFACILITY URA GOVEENUMENT ACTIVIYY

b. RECEIVE CUL$SS1FIED DOCUMqENTS ONLY

L RECEIVE AND GENERATE CLASSIFIED MATERIAL
d- FAFIRICATE. MODIFY. OR STORE CLASSIFIED HAROWARE

o. PERFORM SERVICES ONLY

f1AVETACCESU 
T

O N , W $I THE U.S..F'-r T= RCC O, U.S J eIS¢,jS|OSAIN. •RRUSfT T11K ORE

g. kE AUTHORI TO 0US1T.E SERVICES OF DEFENS ITEC•NICAL INFORMATION
CENTER t(T.C) OR OTHER SECONDARY DISTRISUTION CENTER

k. EOU'RE A CCIASEC ACCOUNT

C HAVE TEMPEST REQUIREMENTS

HA. HAVE OPERATIONS SECURITY (OPSEC) REOUIREMENTS

It AEJIWHORZED TO USE THE DEFENSE COURSER SERVICE

I. OTHER (Spec41)

ITEM 12: Place X in the "through" box and znter Commanding Officer, NCCOSC RDTE DIV
003, 53560 Hull Street, San Diego, CA 92152-5001. This information is preprinted
on most forms.

12. PUBUC RELEASE. Any Info-AIkn, (dCaf/ied of undarJii.d) petlJanin9t o this conito mail not be releaowd f(w pcubllc dlsenr-s).I e.ceti , paeoidted by the IndrtU.l
___• M~Iana or wIUe It K" beq" .PProVi'd fol PUNK re•tehe by apO•onatt U.S Govevnwnet athority. Proposed pbIc treleases shalI be affutted fIo appfoal prEo to rthea,

Greeci E D Thrrogh (Spedly:

COMMANDING OFFICER, NCCOSC RD7-E DIV 003, 53560 HULL ST, SAN DIEGO, CA 92152-5001

to t•e biret.oratn for Frerl,, ' of Informutkln &nd Surkty Rr'•-r, Offke of the A-.,ILrnI S-'ret9ry of Eeferne (PYbh Affali)- for ree.vl
WIn the cane of nw O U Agte'Kde r"rse for disclosure Vtl[ be. wgtned tothat e•ncy.

ITEM 13: The specific listing of requested documents must be entered in this block. If the list
is extensive, type the phrase "SEE ATTACHED LISTING" and attach the list to the
DD Form 254. Also, annotate the final disposition instructions for the classified
material under the contract. If you want the material returned, destroyed, or will
entertain another request for retention, so state. Add to the bottom of Item 13: "The
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Contracting Officer's Representative (COR) for this contract is (fill in the blank),
NCCOSC RDTE DIV Code (fill in the blank) telephone (619) 553- (fill in the
blank).

13. SECURITY GUIDANCE. the •e•urt damfk*at•os guidance needed fo' this clul efto I Ide @.u .b . if an•, ttKlfy is enconuered In applying tth vidamco or if g, y other
conutniUgf .actoindkittes a nwe I oichsn"e In. thhgw&,cg*.aee. cone rtort ist&~tat e.O~d aid encourege to pev..dt recomnnenend thangei; to challene 1he gulds"c or the daWfkaeon
asogn••d to any Informatione of wtaierfal fumit.hed or ge.irr at undy. lift, contg•a and to Ion'td any qoeltio•s for Int Per 01,100, of ".t gulda"e to toVe otfldal rWeetfled bW4ow. •indlrig fIlna
dechhon. the nlnonnnetion Inolved "hf be hantdled and Proteted. aM the hiqI'eU Ine,* of clatt'fatlo- ..nlgned of revonnseitded. (FIN I ki &P~ &~tv For the dlaotfled gffoet Artfa- or
tww~V under Onparifft Wnow11,ooiden". any docuienndmguldnewegtafrct referenced Aenwt. Add addiflon*0 pages as nteedled to provide matie fe gu.dda,Kej

COPIES OF ALL SUBCONTRACT DD FORM 254'S MUST BE PROVIDED TO THE DISTRIBUTION
LISTED IN BLOCK 17.

,TEM 14: Place an X in the NO block. If preprinted on your form, delete phrase "SPECIFIC
ON-SITE SECURITY REQUIREMENTS ARE ATTACHED."

14. ADDITIONAL SECURITY REQUIREMENTS. eqrmnents. in additi.in to ISM • eqoremnantt are est)ablu•hed forthf cotract. OfTes.dentrify• e Lj 7 U o
Peftenentco.,l'acniai dawnses, hecorittmf docvment etwif. on provde in eppr pi*tv stt.ement wifch identiotes the addition'af nreQuimenaL. peoia
a copy of "e re.•urewmene, to the cognizant Lfcutily office. Use item f3if ,ddait.onl oece n eteded)

SPECIFIC ON-SITE SECURITY REQUIREMENTS ARE ATTACHED.

ITEM 15: Place an X in the NO block.

15- INSPECTIONS. Flevients of thi. contract are outsde the Ifnlitoq rirw.tbiliy of the cognizant ,seurily fOtirt Oif yel. ePI•vF, n#ddrfnrlfyxpo-iftC Lc ] Le• ]
Areas Of elt-trit, can'ed our and the OClTely Msofble for ,n4wedonfl un hem, flitaddii~onai paet -ice nded.)
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ITEM 16: In block 16.a, type the name of the Contracting Officer granting the retention
authority, In block 16.b, type the title of that Contracting Officer. In block 16.c, type
the telephone number of the individual listed in block 16.a. 16.d will contain the
official address for the NRaD personnel granting retention authority. 16.e will
contain the signature of the individual listed in block 16.a.

16. CERTIFICATION AND SIGNATURE. Seaurity requirements stated herein are complete and adequate for safeguarding the classified
information to be released or generted under this classified effort. All questions shall be referred to the official named below.

.TVYP(D NAME OF CiRTIYING OFFICIAL b, TITLI, C TtLIPHONE (IWmcdArfv&Cd)

CONTRACTING OFFICER FOR
P. A. TALLEY SECURITY MATTERS (619) 553-3195

d. ADDORESS (nOhdud ip Cod.)

COMMANDING OFFICER
NCCOSC RDTE DIV 0353
63060 HULL ST
SAN DIEGO CA 92152-5001

ITEM 17: Annotate the appropriate distribution. The minimum distribution is 17.a, 17.c, 17.e,
and 17.f. In 17.e enter the Contracts code administering your contract. In 17.f, type
"0353 and the technical code preparing the Final DD Form 254."

1 EQUIRED DISTRIBUTION

b. SUBCONTRALCTOR

C. COGNIZANT S!CUAKY OFFICE FOR PRIME IND SUICONTPOACtOA

d. U.S. ACTIVrTY RSPONISIL[ FOR OVERSEAS SJECURITY AOMINISTOA.OtO

C 0. AoMINISTRATIVE CONTRACTING orKIct NFnD CODE
f, OTHERS AS NECESSARY NRD CODES 0353,,
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APPENDIX E

CLASSIFICATION GUIDES
BASIC POLICY

A classification guide is an instruction that prescribes the appropriate classification designa-
tion and declassification guidance for categories of related information. The guide has been
approved personally and in writing by the original classification authority who has program or
supervisory responsibility over that information. Classification guides are intended to facilitate
the proper and uniform derivative classification of information. A classification guide must be
prepared for each system, plan, program, or project involving classified information and
promulgated as soon as practicable prior to initial funding or implementation of the program.

RETRIEVAL AND ANALYSIS OF NAVY CLASSIFIED INFORMATION (RANKIN)

RANKIN is a computerized program providing standardization, centralized management and
promulgation of all Department of the Navy security classification guides. It prov'ides a central
storage and retrieval system for classification guidance. After approval by the original classifica.-
tion authority, a guide is forwarded to the RANKIN Program Office, CNO (OP-09N2), and
entered into the RANKIN database.

Uniformly formatted classification guides are promulgated by CNO (OP-09N2) in the
following major subject categories:

a. OPNAVINST 5513.1 (series): Department of the Navy Security Classification Guides.
b. OPNAVINST C5513.2 (series): Air Warfare Programs.

c. OPNAVINST S5513.3 (series): Surface Warfare Programs.

d. OPNAVINST S5513.4 (series): General Intelligence, Cover and Deception, Security and
Investigative Programs.

e. OPNAVINST S5513.5 (series): Undersea Warfare Programs.

f. OPNAVINST S5513.6 (series): Communications and Satellite Programs.

g. OPNAVINST C5513.7 (series): Mine Warfare Programs.
h. OPNAVINST S5513.8 (series): Electronic Warfare Programs.

i. OPNAVINST S5513.9 (series): Nuclear Warfare Programs.
j. OPNAVINST C5513.10 (series): Advanced Technology and Miscellaneous Programs.
k. OPNAVINST 5513.11 (series): Marine Corps Ground Combat and Miscellaneous

Programs.

1. OPNAVINST S5513.12 (series): Intelligence Research Projects.

m. OPNAVINST S5513.13 (series): Non-Acoustic Anti-Submarine Warfare Programs.
n. OPNAVINS'r 5513.14 (series): Space Programs.

o. OPNAVINST C5513.15 (series): Naval Special Warfare (NSW) Programs.
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p. OPNAVINST 5513.16 (series): Continued Protection and Systematic Declassification
Review and Downgrading.

The OPNAV instruction for each major subject area contains, as enclosures, individual
classification guides for programs, projects, plans, or systems related to the overall subject area
of the instruction. The RANKIN guide is available for review in the Industrial Security Office,
Code 0353. For assistance in obtaining copies of classification guides, contact Code 0353.
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APPENDIX F

DEFINITIONS

ACCESS: The ability and opportunity to obtain knowledge of classified information.

AUTQMATED INFORMATION SYSTEML(AISM: All security safeguards needed to provide an
acceptable level of protection for AIS and the classified data processed. Includes all hardware or
software functions; characteristics; and mechanisms; operational accountability and access con-
trol procedures at the computer and remote terminal facilities; and management constraints,
physical structures and devices needed to provide an acceptable le,el of protection for classified
information in any state of storage, processing, display or communication within the AIS.

CAGE CODE MNUMBER: Commercial and Government Entity Code Number (formerly Federal
Supply Code [FSC]). A unique alphanumeric designation assigned to a defense contractor by the
Defense Logistics Service, Center (DLSC), Battle Creek, Michigan, for identification purposes.

CARVE-OUT: A ciassified contract issued in connection with an approved Special Access
Program in which the Defense Investigative Service (DIS) has been relieved of inspection
responsibility in whole or in part.

CLA,' SSIFICATION MANAGEMENT. A discipline which seeks to ensure that official informa-
tion is classified only when required in the interest of national security, is properly identified,
and retains the classification assigned only as long as necessary.

CLA&SSIFIED CONTRACT Any contract that requires, or will require, access to classified
information by the contractor or his/her employees in the performance of the contract. A con-
tract may be classified even though the contract documents (DD Form 254, Statement of Work
[SOW] and Contract Data Requirements List [CDRL]) themselves may not be classified. As
used in this Technical Document, unless otherwise specified, the term CONTRACT includes
original solicitations (RFPs, IFBs, RFQs, etc.).

CLASSIFIED SUBCONTRACT: As used in this document, the term SUBCONTRACT, unless
otherwise specified, includes subcontractor's purchase orders, solicitations, leases, teaming
agreements (but not formally established joint ventures), or any other instrument of solicitation
or agreement between a company and an actual or potential vendor or supplier which requires,
or will require, the vendor or supplier or his/her employees or agents to have access to classified
information in the performance thereof. The instrument itself need not be classified. The vendor
or supplier c r his/her employees or agents may or may not be required to handle or process
classified documents or material. The fact that they may require or may have access to classified
information is sufficient.

CLASSIFICATION0UIDE: A document setting forth the classification, downgrading and
declassification guidance applied to subjects within a specific area of defense activity.

COGNIZANT SECURTYOEEICE CSO)_1: The office of record of the Defense Investigative
Service (DIS), Director' of Industrial Security, which has industrial security jurisdiction over the
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geographical area in which a cleared facility is located. Currently, eight DIS CSOs may be found
in appendix I.
COMMUNICATIONS SECURITY (COMSECQ: The protective measures taken to deny unau-
thorized persons information derived from telecommunications of the U.S. Government relating

to national security and to ensure the authenticity of such communications. COMSEC includes:

1. Cryptosecurity, which results from providing technically sound cryptosystems and their
proper use.

2. Physical security, which results from physical measures taken to safeguard COMSEC
material and information.

3. Transmission security, which results from measures designed to protect transmissions
from interception and exploitation by means other than cryptoanalysis.

4. Emission security, which results from measures taken to deny unauthorized persons
information of value which might be derived from the interception and analysis of compromis-
ing emanations from cryptoequipment and telecommunications systems.

CONTRACT ADMINISTRATOR: An employee authorized to negotiate and enter into contracts
with legal entities on behalf of the government.

CONTRACTING OFFICER: Any government official, in accordance with departmental or
agency procedures, is currently designated as a contracting officer with the authority to enter
into and administer contracts, and to make determinations and findings with respect hereto, or
any part of such authority. The term also includes the designated representative of the contract-
ing officer acting within the limits of his or her authority. For me purpose of this document, the
term contracting officer refers to the contracting officer at the purchasing office who is identified
as the PCO and the contracting officer at a contract administration office who is identified as the
ACO.

CONTRACTOR: Any individual, educational, commercial, or other entity that has executed a
DD Form 441, Department of Defense Security Agreement, with the DoD for the purpose of
performing on a classified contract or other procurement. The term also refers to an individual
who manages such an entity.

CONTRACTING OFFICER'S REPRESENTATIVE (COR): An NRaD individual delegated by
the PCO for specific contract performance issues.

CRITICAL NUCLEAR WEAPONS DESIGN INFORMATION (CNWDI): TOP SECRET or
SECRET Restricted Data revealing the theory of operation or design of the components of a
thermonuclear implosion type fission bomb. warhead, demolition munition, or test device.
Specifically excluded is information concerning arming, fusing, and firing systems; limited life
components; and total contained quantities of fissionable. fusionable, and high explosive
material by type. Among these excluded items are the components that personnel set, maintain,
operate, test, or replace.

CRYPTQ: A marking or designator identifying all COMSEC keying material that is used to
protect or authenticate telecommunications carrying national security-related information.
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DERIVATIVE CLASS.IFIATION: Assignment of classification to information because:

1. The information is in substance the same as, or closely related to, other information with
respect to which there is an outstanding proper classification determination, of which the classi-
fier has knowledge, and on which he or she is relying as the basis for classification; or

2. The information is created as a result of, or in connection with, or in response to, other
information dealing in substance with the same or closely related subject matter that has been
and still is properly classified; or

3. The classification to be applied to the information has been determined by a higher
authority and that classification determination is communicated to and acted upon by the
classifier.

DISP: The Defense Industrial Security Program is a DoD contractual security service program
that provides the basis for NRaD to maintain assurances that classified information released into
the hands of industry is being properly protected.

FEAC_.LTYi. A plant, laboratory, office, college, university, or commercial structure with
associated warehouses, storage areas, utilities, and components, which, when related by function
and location, form an operating entity. For industrial security purposes the term does not include
government installations.

FACILITY (SECURITY) CLEARANCE (FCL): An administrative determination that, from a
security viewpoint, a facility is eligible for access to classified information of a certain category
and all lower categories, An FCL in and of itself is not evidence that a facility is authorized to
store classified material.

FORMERLY RESTRICTED DATA (FRD): Information removed from the Restricted Data cate-
gory upon determination jointly by the Atomic Energy Commission and Department of Defense
that such information relates primarily to the military utilization of atomic weapons and that
such information cai be adequately safeguarded as classified defense information. Such
information is, however, treated the same as Restricted Data for purposes of foreign
dissemination.

FSC NUMBER: Federal Supply Code number, see CAGE, above.

GRAPHICARTS: Facilities and individuals engaged in perfcrming consultation, service, or the
production of any component or end product that contributes to, or results in, the reproduction of
classified information. Regardless of the trade name of specialized processes, it includes writing,
illustrating, advertising services, copy preparation, all methods of printing, finishing services,
duplication, photocopying, and film processing activities.

INFORMATION: Knowledge that can be communicated by any means.

INTELLIGENLý: The product resulting from the collection, evaluation, analysis, integration,
and interpretation of all available informatic-i, which concerns one or more aspects of foreign
nations or areas of foreign operations and is immediately or potentially significant to military
planning and operations.
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INIELLIGENCE COMMUNITY_: United States organizations and activities identified by cx,,cu-
tive order as making up the community. The following organizations currently co-Alprise the
Intelligence Community: Central Intelligence Agency; National Security Agency; Defense
Intelligence Agency; special offices within the Department of Defense for the collection of
specialized foreign intelligence through reconnaissance programs, the Bureau of Intelligence and
Research of the Department of State; the intelligence elements of the military services; Federal
Bureau of Investigation, the Departments of Treasury and Energy, and the Drug Enforcement
Administration; and staff elements of the Office of Director of Central Intelligence.

MULTIPLE FACILITY ORGANIZATIONS: A legal entity, its headquarters location referred to
as the Home Office Facility (HOF), which has at least one additional site, location or division
working on classified programs or tasks.

NATO INFORMATION: North Atlantic Treaty Organization (NATO) classified information
embraces all classified information--military, political and economic--circulated within and by
NATO whether such information originates in the organization itself or is received from member
nations or from other international organizations.

NEED TO KNOW: A determination made by the holder of classified information that the pro-
spective recipient, in the interest of national security, has a requirement for access to, knowledge
of, or possession of the classified information to perform tasks or services essential to the fulfill-
ment of an official U.S. Government program. Knowledge, possession of, or access to, classified
information shall not be afforded to any individual solely by virtue of the individual's office,
position, or security clearance.

NRaI: NRaD, under the Department of Defense Industrial Security Regulation, incluues the
office of the Secretary of Defense, the Defense agencies, the Military Departments and other
Federal departments or agencies for whom the Secretary of Defense is authorized to act to assure
the safeguarding of classified information in industry.

ORIGINAL Cl. A.SSIFICATION: An initial determination that official information requires, in
the interest of national security, a specific degree of protection against unauthorized disclosure,
coupled with a designatioi signifying that such a determination has been made.

ORIGINAL CLASSIFICATION AUTHORITY: The authority to make original classification
vested specifically and in writing in an official of the Government as the incumbent of an office
and in the official specifically and in writing designated to act in the absence of the incumbent.

PRIME CQNTRACTOR: A contractoT whc receives a prime contract from NRaD.

PUBLIC DISCLOSURE: The passing of information/materials to the public, or any member of
the public, by any means of communication.

REGRADE: A determination that classified information requires a different degree of protection
against unauthorized disclosure than currently provided, together with a change of classification
designation that reflects such different degree of protection.

REQUESTOR: An employee who directs a buyer to take action to obtain a contract procure-
ment.
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RESTRICTED DATA: All data (information) covering:

1. Design, manufacture, or use of atom'c weanons;

2. The production of special nuclear material; or

3. The use of special nuclear material in the production of energy, but not to include data
declassified or removed from the Restricted Data category under Section 142 of the Atomic
Energy Act.

SECURITY: A protected condition of classified information that prevents unauthorized persons
from obtaining information of direct or indirect military value. This condition results from the
establishment and maintenance of protective measures which ensure a state of inviolability from
hostile acts or influence.

SENSITIVE COMPARTMENTED INFQRMATION (SCD: All information and materials
bearing special intelligence community controls indicating restricted handling within intelligence
collection programs, and their products,, These special community controls are formal systems of
restricted access established to protect the sensitive aspects of sources and methods and
analytical procedures of foreign intelligence programs.

SPECIAL ACCESS PROGRAM (SAP : Any program imposing "need-to-know" or access
controls beyond those normally provided for access to CONFIDENTIAL, SECRET or TOP
SECRET information. Such a program hicludes, but is not limited to, special clearance,
adjudication, or investigative requirements, special designation of officials authorized to
determine "need-to-know," or special lists of persons determined to have a "need-to-know."

SUBCONTRACTQR: A supplier, distributor, vendor, or firm that furnishes supplies or services
to or for a prime contractor or another subcontractor, who enters into a contract with a prime
contractor. For purposes of this document, each subcontractor shall be considered as a prime
contractor in relation to its subcontractor.

_TECHNICAJ REPRESEN'TATIVE (TR): An NRaD individual delegated by the PCO for
specific contract performance issues.
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APPENDIX G

GLOSSARY

ACO Contracting Officer at a Contract Administration Office
ADP Automatic Data Processing
AIS Automated Information System

CCI Controlled Cryptographic Item
CDRL Contract Data Requirements List
CMS Communications Security Material System
CNWDI Critical Nuclear Weapon Design Information
COMSEC Communications Security
COR Contracting Officer's Representative
COSM Contracting Officer for Security Matters
CSO Cognizant Security Office

DCI Director of Central Intelligence
DCS Defense Courier Service
DIS Defense Investigative Service
DISCO Defense Industrial Security Clearance Office
DISP Defense Industrial Security Program
DoD Department of Defense
DOE Department of Energy
DON Department of the Navy
DTIC Defense Technical Information Center

FBI Federal Bureau of Investigation
FCL Facility Clearance
FOUO For Official U3e Only
FRD Formerly Restricted Data

HOF Home Office Facility

IC Intelligence Community
IFB Invitation for Bid
ISM Industrial Security Manual
ISR Industrial Security Regulation

LIMDIS Limited Dissemination Information

NATO North Atlantic Treaty Organization
NIC Naval Intelligence Command
NCIS Naval Criminial Investigative Service
NSA National Security Agency
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OCA Original Classification Authority
OPSEC Operations Security

PCO Procuring Contracting Officer

RAN KIN Retrieval and Analysis of Navy Classified Information
RD Restricted Data
RFP Request for Proposal
RFQ Request for Quote

SAP Special Access Program
SCI Sensitive Compartmented Information
SCIF Sensitive Coompartmented Information Facility
SOW Statement of Work
SSO Special Security Officer

TR Technical Representative
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APPENDIX H

LISTING OF DEFENSE INVESTIGATIVE SERVICE
COGNIZANT SECURITY OFFICES

Director of Industrial Security Director of Industrial Security
Capital Region Northwestern Region
2461 Eisenhower Avenue Presidio of San Francisco
Alexandria. VA 22331-1000 San Francisco, CA 94129-7700

Director of industrial Security Director of Industrial Security
Mid-Atlantic Region Pacific Region
1040 Kings Highway North 3605 Long Beach Boulevard. Suite 405
Cherry Hill, NJ 08034-1908 Long Beach, CA 90807-4013

Director of Industrial Security Director of Industrial Security
Mid-Western Region Southeastern Region
610 South Canal Street 2300 Lake Park Drive
Room 908 Suite 250
Chicago, IL 60607-4577 Smyrna, GA 30080-7606

Director of Industrial Security Director of Industrial Security
New England Region Southwestern Region
Barnes Building 106 Decker Court
495 Svuinmer Street Irving, TX 75062-2795
Boston, MA 02210-2192
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