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ABSTRACT

Military requirements for voice channel authentication are cited.
State-~of -the-art assessment of speech recognition and vocoder techniques
is related to voice authentication problems and requirements, Two in-

house devices are suggested for feasibility and system approach studies,

Non-military nseful benefits are also briefly discussed,
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VOICE CHANNEL AUTHENTICATION

A Propesal for Scientific Study and a Special Vocoder System Channel

1, INTRODUCTICN

Military requirements for zuthentication of voices transmitted over
special communication channels are of a limited but extremely impcrtant
nature, The requirement for authentication when verbal orders for mas-
sive retaliatory destruction must be transmitted is easily appreciated
as one of several military needs, The paper principally concerns itself
with the problem of exactly identifying a person who may be using such
a channel and tecnniques will be described for dynamically accomplishing
such a ®¥pseudo-fingerprint™ mission, Related problems and applications
are also discussed. The ability to cope with the general problem of authen-
tication will be based on general state-of-art techniyues plus some novel
considerations,

In partiecular, two in-house programs are suggested for feasibility
and systems development studies, The first program discusses a study
and development of speech characterizing patterns which could be per-
formed by the vocoder—-computer-pattern-storage techniques vrovosed by
COP,Smith(l)° The information on voice pattern statistics and coding,
which is available or progremmable from Smith's equipment, is shown
to be implementable for authentication studies and instrumentation.

The second program suggests the utilization of the Polsr Coordinate Con-

(2)

vertor in the manner shown by F, Vilbig for studying the phase con-

tribution and invariance of such phase for speech polar diagrem patterns,
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Such studies would be useful for ascertaining the feasibility of using
spee.il specirum phase information for distinguishing a particular
voice from a random set, The success of such studies would be an im-
portant clue as to the potentiality of voice authentication techniques,
in general,

The similarity of difficulties associated with exactly authenti-
cating a voice which has been transmitted over a communication channel
(authentication) and of establishing the identity of a stored voice mc:
sage, such as might appear on a recorded tape (identification), are con-

sidered from the viewpoint of the intrinsie speech analysis which must

be performed, Tnc identification aspect is thereafter assumed part of the

authentication problem

2, PROBLEMS OF VOICE AUTHENTICATION

A basic problem cof authentication is the degree of reliability
that may be attained., The question may well be posed "Is it possible to
identify a voice detected from a radio-communication channel with the
same reliability realized in fingerprint identification.,™ A more prac-
tical aspect of this problem would be the guestion of how much reliabil-
ity sust or should an authentication channel have, The answer to these
questions are not known; but the state-of-art in speech analysis,
especially with respect to pattern recognition and pattern coding, has

led the author to believe that the time is now ripe to evaluate these
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problems. He is further led to believe thet =t least o good degrec
liability may be achieved fcr voice authenticztion, This feelang is
partially confirmed by the limited results achieved by H., Dudley and

S. Balashek in their Autcmatic Speech Tccogmizer expar;mcnts(3)° Here
their machine responded properly only when 1t wous verbolly addressed by
a particular voice (the designer's).

The possible problems involved 1in consistantly identifying a voice
over a radio link will be varied, Biological changes in the talker's
vocal passages; such as hoarseness, extracted tceth etc, could play
havoc with the system, Instrumentation environment and tr=nsmissicn
distcrtions must also be taken into account., These problems iy be
taken care of in the instrumentation and transmission teshniques of
the special authentication channel, A problem which is more bzsir to
the overall situation and which cannot be handled by instrumentation
techniques is that of innerent voice pattern consistency. It must first
be shown that vocal "Iingevorint" characteristics Jdo exist rnd ore
maintained under varying conditions., It is thus concluded that & rro
gram of scientific studies and special system instrumentation must be
initiated to gain a better insight to these problems. The need for
a broader approach to speech recognition (which is germaine to authen-

(4)

tication) was voiced by E.E.David at the recent AFCRC seminar on
speech compression, This is indeed true in the specialized area of

authentication since prior studies in speech recognition have been




oriented toward common (invariant) attributes of voice signals rather
than particular (personal) attributes, Studies of optimum criteria for
authentication are seriously lacking. Such studies eould point to
identific~*tion characteristics other than those present in a speech spec-
trum pattern, Therefore z concerted effort, including those related
scientific disciplines which might profitably contribute, is necessary
to evaluate the overall problem, eliminate the many "garbage" techniques
and assure a near future solution.
3. VOCODER APPROACH

The state--of-art of vocoders was well described at the recent AFCRC
seminar on speech compression (session B of the seminar proceedings)., Per-
formance data would indicute that digitized vocoders could be profit-
ably used for secure transmission of information., Here the voice in-
formation would be digitally coded, and the interposition of a special
coding black box could give privacy to a particular channel, A serious
disadvantage of using such a vocoder over a sensitive military com-
mand channel (requiring authentication) is that the synthesized voice
at the receiver terminal could never recapture the exact original pitch

(5)

of the sender, 2llowing limited but not authentic recognition of
the received synthesized voice, This situation could allow transmission
of vital verbzl commands which might not be '"authentic", Authentication

procedures must prevent such situations from arising,
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It might be profitable at +his point ts relle

o

toen the difference
between listcner voite recognition and receiver vcice authentication, Re-
cognition here implies that the roize "sounds like“ a pzrticular person,
where apricri infommation <f the serder s wvoice 1s required by the person
receiving the message, Authentical:ici requires that the sender’s voice
is positively ident:fied and that this type cf i1dentification may or may
not require the perscn receirving *he message to be familiar with the
sender's voice, The authen*i<aticn *echnigue could be te¢ store pat-
tern information regarding the partisulsr sender s voice at the re..
ceiving terminal, Here i1t would compare the incoming digitized veice
patterns with prestored information 1n corder to maske an authenticatinn
decisien, In the case cf margiral authentrzation decisions, repeat
transmissions or special questions might be reauested from the sender
to improve the correlaction of authenticaty.

The vecoder system nrorerties which best lend themselves to zuthen .
*iecatior ..r~ses oare tne pitch channel parameters and the time
multi: Zoxed awplitade -guaatized spectrum patterns which quasi- contin-
uously charac-erize the speech spectral energv. Cemputer programming
procedures would bes* te suited for analyzing such parzme*ers or pat:
terr streams with respec* %o a partisular talker and information com-
parison and storage techniques atilized *o assign an authentication
weighting o a channel user's voice patterns, Techniques for deemphasis

of invariant patterns and enhancement c¢f singular events is necessary.




An in-house device for authentication studies znd instrumentstion

develovment will now be discussed., The aprroach by C,P.Smith(2 of
statistically encoding and decoding speech in rezl time for anzlyzing
the accustic domain of speech (using a digitized vocoder in ~o:junrt’on
with data nrocessing ecuirment) could be modified for authentic-tl.on
purnroses, His system, in part, czn encode sreech spectrum ratterns frem
an 18 channel vocoder to gain statistical information about tne in-
variant and transitional sneech patterns which are applicable to a lzree
porulation of talkers, The data is programmed into a srecial purrose com-
ruter, in real time, and automatically acauvires a statistical descrin-
tion of the time-multirlexed frequency amrlitude patterns of lzrge
speech samples., It should be possible to use similar technizues for
authentication requirements., As against normal use of the system, the
low corielation of certain pnonetic patterns could now be used to en-
hance authentication of a particular voice, The single talker case
would thus require less sprech patterns than the normal use of digitally
coded speech transmission, This could mean that an authentication
channel might be made higher fidelity than a nomal channel assuming
equai btransmission terminal cauipmert and bandwidth, This is entirely
within keeping of the authentication motif, namely highly recognizable
synthesized speech. It could well turn out from authentication in-.
vestigations that optimum digitized speech transmission and synthesis

methods, for limited cases, would be to use authentication technisues,




The improvenent of difitized vecdder crerntion or bundwidtn re.
duction aspects srculd not be ~ried hefeore a more busic consideration

Tnis is *the nuestion of voice discriminstinn against

has teen studied,
non-authentic channel users, It must first be shown, for instance, that
a competent ventrilosuist could rnect fonl the -~uthenticating system, To
gain soume spezinl information ateout the 2bility of 2 veice spec.orum to
remain critically invariant for authentication purposes, ancther in-
house study-aprroach is suggested in the next section,

L, SP:LCH PHASE PATTERN STUDIES

A speech nattern 1s not only representative of its defining scund

but also includes srecizl characteristics of the rerson uttering the sound,
Up to now only wocoder tyre patterns have teen discussed, such patterns
typifying the zanailog pertrayal cof the spee:n spectrum power density. These
patterns are accerdingly used to synthes’ze a talker s voice at a re-
mote *terminal, I% w~uld be usaful, for authent-cation purroses, to
examine other enuracteristics of the speech wave such zs ‘ts component
phase attribuies, Tnere 1s; :in house, 2 device culled the Polar
Coordinate Convertor whith allows the examination of complex spectra

in potar pattern feorm., It turrs out that wnen speech 1s examined by

2)
. - N < 5 : N
this device ~he resulting pattern :3 highly sensitive to the phase

—

analysis of ccmplax speeck sounds,
The Polar Cocrdirate Copvertor is essentially a device which por-

‘rays complex speztrums or an oscilllosccpe in polar form, It was designed
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primarily %o wcasure tiie phase and amplitude distort.on which m:grt o
tain within a modulnted cirrier safter it had besn propagated through

a ncn linear space, It provides means for photographing the spectrum
patterns in polar or rectified Cartesian form, The Cartesiun patterns
may be phetogrophed on 35mm film continuously or in a time.mult:rplexed
column arrey, The multiplex techniques sllows for compact ascessrent

and rapid evaluition of massive amounts of pattern data such as would be
necessary for a thorcugh speech analysis,

Since speesh spectral components azre essentially hi.rmonic in noture
during vowel utterences, the polar mode of the device realizes an almost
infinite variety of interlooped puatterns for a given set of sounds, Fer
one given sound, a different pattern for various talker's uttering the
sound may be realized, The numerous patterns amongst talkers, for a
given sound, are due to the varied phase and freaguency of the srectrum
components, This may be easier understood by practically considering
the humzn differences in vocal pitch, teeth positions, tongue sizes;
oral cavity resonances and muscular actions which affect pitch over-
tones, It is not presently known how well phase patterns may charac-
terize or discriminate a particular voice, Scientific information is very
meager on this point since, classically, phase information of speech
spectrum components has been neglected since it has been shown to con.
tribute practically nothing to speech understandability {first pointed
out by Helmhotz in 1877). The availability and use of the Polar Coor-

dinate Ccnvertor should farilitate getting such phase inform:.tion and




evaluate its utility for authentication purposes,
5. OTHER APPROACHES

Phase and spectrum are neot necessarily the only or best parameters
for speech-identifying pattern-coding purposes, Some desirable para-
meters are cumberscne to handle or difficult to extract, From the point
of view of problem efficiency, 2 more sophisticated method which would
be naturally suited for authentication 1s that which recognizes impor-
tant phonemic or certain other linguistic features of a particular

T
voice, Methods such as this (e

are still plagued by proovlems in
phoneme classification sud resynthesis for nomal speech synthesis re-
quirements, It is possible that by combining some important phonemic
features i parallel with special spectrum pattern information (7) that
the ideal pattern classification method for authentication may be
attained, It is very likely that such a synthesis method would minimize
its problem plague, and could be made very successful for synthesis
purposes of the single talker case encountered in an authentication
channel, Other aids for authentication would be tne computer speech
programming studies currently under investigation at Bell Telephone
Labs, and M,I.T. (see also papers in AFCRC proceedings of symposium on
speech ccipression and processing AFCRC TR-59-.198, Vols I and 1I),

The requirements for authenticaticn are not necessarily limited

to military usage and for such non-military cases, depending on the de-

gree of authentication required, other novel aprroachies might prove of
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of greater utility. For i.astaznce; one micht use patterns :thich in-
cluded dynamic physiological or biological information of the channel
user, Surh pattern features might be derived from lie detector ecuip-
ment. respenses, physiclogical responses or other characterizing features
that could be selected more desirably by medical rather than electronic
scientists. Speech researchers could look further into such abstract
defining parameters as voice vibrato, breathing, explosiveness of utter-
ences et>, Linguists, statisticians and speech therapeutists may
well provide interesting and valuable cues to this special aspect of
authentication,
. OPERATIONAL USES
A voice authenticating channel may be utilized in several ways for
military requirements, A prime requisite would be to authenticate high-
ly sensitive command chamnels that might be tied into a global commun-
ications network., Here the requirement for preventing enemy encroach-
ment intc the channel for transmitting non-authentic commands is easily
met, The authenticating channel would easily sense such foreign voices,
Normally the authenticating channel would be one cof a multi-channel
carrier system, Shculd the situation require, it would be possible to
make the authentication channel transmit nonsense informetion in the
case of a non-authorized user, As a countermeasure, it could be used
as an additional constraint on a coded channel., This might be done in

several ways. Noteworthy would be to invert the patterns in such a
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manner that there would be no correlation between regular channel pat-
terns and those of the zuthentication channel.

"Fingerprint" identification of voices could open up a whole new
field cf application of military requirements for recognition or iden-
tification. The combat problem of airrlane identification (IFF) could
be augmented by propeller or jet signal identifiers, This would be for
situations where IFF was inoperative but radio contact or acoustic sig-
nal detection was possible, Unfamiliar voices in such air-to-ground
transmissions could be recognized by comparison with centrally pre-
stored information about the pilot in question. The whole idea of se-
cure voice transmission might have to be reevaluated once "fingerprint"
identification of voices became a practical matter,

New military operational requirements for authentication and iden-
tification may appear when manned space flight becomes a reality. It
is difficult to predict what exigencies will prevail at such a time,
For instance, an unlikely, but nevertheless possible situation might
be the case of voice communication from an environment whose composite
air density might be different from that on earth., This could cause
the pitch of the talker to change sufficiently so that his voice might
not be recognizable, By using technicues acnquired for voice authen-
tication, it should be possible to synthesize a recognizable voice
from its distorted pattern set. The general nroblem of transmuting

voicesg is intriguing and might find other military usefullness. This
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would be in the realm of countermeasures where talker concealment ra-
ther than authentication would be involved.

Non military applications should alse be considered for the useful
benefits that might be derived, For instance, identification of taped
voices used as evidence is courts of law could now be made certain by
analyzing the taped voice with that of the person in gquestion. Many
other commercial applications will certainly arise once the basic tech-
niques has found continued successfull application.

7. SUMMARY

Vital military needs and uses for voice channel authentication
have been discussed. It is indicated; from state-of-art considerations,
that voice authentication is possible; but that the degree of authen-
tication attainable must be investigated. Two in-house programs have
been suggested fer feasibility and system appraoch studies. Non mili--
tary useful benefits of authentication procedures have also been dis-

cussed,
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