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ABSTRACT

This paper describes the DoD Corporate Information Management
(CIM) initiative, space forces, and space-based information
systems used by the DoD. It then describes implications of
CIM in the space industry. CIM is defined as a philosophy
which has management and technical components. The CIM
management philosophy inc¢ludes concepts for standardization,
system engineering, and the use of commercial systems and
technology. The technical component uses the informaticn
engineering discipline to improve business preocesses. The
paper provides examples of the CIM management philosophy in
cperation as well as opportunities for CIM application.
Information engineering is described as it applies to
space-based information systems. The appendix includes an
illustrative example of the Integrated Definition (IDEF)
methodology applied to the Tactical Warning/Attack Assessment
mission.
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I. INTRODUCTION

' .the future war will be an informaticn war. You
actually win before vyou start shooting. 1It's an
intelligence war, a C3I war. a denloyment war, it's
a command and controel war. We have to start

vethinking the informeticon rescurce mission as a war

bt

pravention, war inhiblting, =nd ultimet=sly war

winning engine.”

---- Mr. Paul Strassmann
Former Cirector of

Defense Informaticon

"The center of gravity c¢f spece is intfcrmaticon."”

-~-- Dr. John Kchout
Strategis Geographer

The first gquote acknowledges ths increasing importance of

infcrmation as a strategiz military rescurce. The second
qQuote gpeaks of a different battlefisid. one that Carl Von
Claug=witz wasn't awars of when he introducsd the Zoncspt of
center of gravity as ""the hub If ail power and movament, oo
which everything else derends. Tha*t is the point against
wnich all cur =rergises should te Jdirsctsd " (182250




Future conflicts must incr<asingly consider the

importance of space as a conduilt for information. Military
strategists refer to Desert Storm aé the first infermation
war. The proliferation of intformation svstems has cnangea the
nature of warfare, not only for the military but for the
public as well -- witness the impact of the media during the

Gulf War and its influence in ocur invalvement in Scmalia.

The relaticnship betwszen information and space led me to

research the implications <f th

it

Departmznt of Defense
Corporate Information Management (CIM) initiative for military
space-based information svstems. The obje-tives of this paper

are threefold:

[

Define Corporate Information Management

2. Describte military space-based information systems

(7

Describe relaticnships between them

Because this subject may be controversial, ] remind the
reader that the implicaticns ¢of this papsr are purely the
conjecture of the authcer and are not to be taken as any type

of policy recommendation. This paper is simply an examinaticn

¢t both areas with aobservatisns made on relaticnships.




1I. CORPORATE INFORMATION MANAGEMENT

Background

The Department of Defense (DoD) is arguably the largest
consumer of informaticon in this country and perhaps the wo.,ld.
The DoD employs milliicns of uniformed and civilian perscnnel
stationed arcund the werld. Crganized by Service (branch:,
geographically and functicnally, DoD requires mountains of
information transfer across milliorns of miles to perform its

missicn.,

"To err is human, to realiv foul things up takss a
cemputer', reasds the caption bens=ath a cartocn character ready
to bash his computer with a ﬂuge nammer. How True! In DoD
informaticn management appearec to be proegressing smoothly,
2lheit glowly and Eediously. until the intrcduction ¢f the

computer. Each Service, Ccmmand, and functicnal activity the=en

tegan t< develop 1ts ¢wn informatlicon systems to perform its

assigned mission independently. We refser to these systems as
"stovepipes' because of thelr vertical, inderendent
orientation. The lack c¢f inter-connecticon of these stovepipes

causes much redundancy in 1
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S¢ how doss one menage ail these syvstems and all this
infermation? Without some tyvp2 of structured zpprozch., the
problem zoon 2xcaes=ds the zone of indifferencs of &ven the most
capatle management. The s3yztem is not broken; however, ther

are opportunities for enormous improvements in efficiency.
The DcD developed the Corpcrate Information Management (CIM)

initiative to deal with thiszs complexity.

Corporate Information Management Defined

Corporate Information Management 1s NOT 2 Prograrn

a philcosophy consistent with the principles of total qua 1t

managemant (TOM) . Tne Air Force defines TOM as a "custcomer-
criented operating philoscophy commlitted to excellence in

products and services, through total participaticon of all

[ =4

3

n

ploayess in the constant improvement <of all processes.” (1)
One way to view CIM 1s that it applies TQM to infermaticon

management .

The obijective of CIM is to increase military
effectiveness while meeting cost reduction targets and

deplaving informati

()

T telhnelcEy in support of functiInzsl

IMEr<{vement meazures To achievse this cbijective, CIM has
statsed tnree gulding principl=ss OSSR
1 The customer defines rvreguiremsnts. managfes
) o - -~ - vt - - = - = T e =
1. =mentatl oy 2ivd MeasSur<ass resuits
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2. Business processes must b2 simplified betfore applving

t=_hnology. Techrology is then appli=sd wiere vrejuared on a
tee~for-serv. = tasis. Changinz the way p=ogle wirk 1nireases
etficlency and r=duces cost.

2. Evolutionary migration provides the fastest progress

with the lowest risk.

The idea is not autcmaticon for autcematicon's sake, but
gs=tting the process right -- then automating 1t. CIM aims o
change the way DoD works by bLusiness process re-engineering

and delegating cost saving responsitbilitie

n

t> the lawest

level.

ng

Rather than ssparate the military Ss=rvic nd theilr

1

b

=

functicons, CIM vi

10
b2y

s Dol as a Jjoint enterprise. Figure 1 is &
structured view of the relaticnsnips and informaticn flcows
within the missions c¢f the DoD. Viewed from th= bottom, the

infaormaticon management infra

m

tructure supporte tusinecss
sperations which ultimately support rnaticnal defense doctrine

and policy. (%:17-18)
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DOD ENTERPRISE MODEL

NATIONAL DEFRNSE DOCTR{NE and POLICY

JOIMR PLANS and OPNONS

l
/es andSUPPORT seavuces\
/ BUSINESS OPERATIONS CQWN INTEL

— F}{CAL HUMAN l MATERIEL]INFO Mgmt| CONTROL mm——
L/f“ RESOURCES

INFORMATION MANAGEMENT INFRASTRUCTURE

L
{ FUNCTIOMAL t—
{ AREAS |—1
% o
FIGURE 1 1
SOURCE: 6:18 i ]

ELEMENTS OF THE CiIM PROGRAM
BUSINESS MANAGEMENT PROCESS

DEFINE ANALYZE EWLUATE PLAN APPROVE EXECUTE

TECHNICAL | | MANAGEMENT
| |PROCESS & TOOL_% PROCESS & TOOLS
I|NF() ENGRG IDEF PRINCIPLES FEA
BP) ICASE ABC
L CIM ENVIRONMENT

FIGURE 2




CIM Technical Processes and Tools

CIM uses a structured analysis approach comoined Wwith
automated tcools to achie' o its cobjectives. CIM embraces the
information engineering pri.. iples of James Martin. Mr. Paul
Strassmann, the former Director of Defense Information,
enrhanced this process by incorporating activity based costing
(ABC) with integrated definition (IDEF) modeling techniques to

ascertain the cost and value added by each process. (2:1-35)

Information Engineering

“"Information engineering (1E) is defined as the
aprlication of an interlocking set of formal techniques fol
the planning, analysis, design, and constructicn of
information systems o1 an enterprise-wide basis or across a
major section of the enterprise.'” (10:1) IE progresses in &
top-down manner bteginning with enterprise stratsgic rplanning,
then information planning, busiress area analysis, system

design, implementaticn and cutover. IE emphasizes dst

o

stcrage and inputs rather than processes and cutputs.
Entergprise knowledge is stored in an evalving encyclopedia
which creates a framework for svetem develorment. Ik requires
the end-user to bLzcome more invalved becguse: trhe demarnd for

="

Managemant de' elops & 2ompr=hensive systens plan which

1z

i

- Y .. = R o -
jate L o3n o Enisl R




defirne busincsss preocesses which modify the data and d

m
®

velop
mrocedures uwhich are programmzd to werd with the datahase,
End-users then design and implament programs using poewsrful
fourth generaticon language (4GL) report generators.  4Gls

use Enilish-like statements in lizu of cryptic c.ode to

simplify progranming. (16:264)

Business Process Analysis

Burinass preocess analynls i a struclured way Lo examine
the methods used to perform the mission. This analysin ures
graphic tools to avold any ambigulty 4dn descriting the

proecess.  The tsonnidlgque dnvolves nadeling the business process

w
Q
)
s
i1
)

and then poeing chanpan (to-he) to cptimize the system,

Integrated Definition

Integrated Nefiniticon (IDEF) I8 the modeling tool used to
perform businesg process anolysis. 1DEF uses graphic
representaticns to dieplay semantic characteristics of
tusiness activities and rulzs acsfcciated with dats Elructurec.

Thes

0

modals support business process Improvement, management

of data as & rescurce, integroticn of informaticn svstems, and

the creatlion of computer databszos . |

<




Integrated Computer Assisted Software Engineering

Integrated Computer Assisted Softwars Engineering (ITASE)
provides a workbench with integrated tcols to pevform
information engineering. The ICASE toolkit supports
enterprise-wide planning, data modeling, and process modeling
to create a framewcrk into which many process life cycles fit.
ICASE teols include graphic representations, ¢cde generators/

sptimiczers, and documentation generators. (10:584)

ClM_Management Principles and Tools

1n axjcuming thae CIM philosophy, Mr. Strasgmsant, refers to
high leval manegemsnt principles which must be adhered to and
introduces monagament to0ls to amsist in implementaticn.

Exocutive lLevel Principles

Mr. Etrapemann'g visicn is comprehensive., These are
goma of Lis ldeoes which have implications tor space:

- Simplify businesx processen before design

- Apply economic analyeis to functional burinesr maethods

~ trovide a ghared commundceticons and computing

infrestructura
- Raquire process and Jdata moedels {21 s8l] svetams
- Ugseg oft-th-zhelt hardwarae and sBof wal e
Lzt techterlogy oy contdnucusg)y uygrading
- JFstatlish tecihndcal systeng integraticon capal.rlitias

az a core: Defensa copabdlity

- Ponthmar b traneelvion soste apalnst o aaonmer 2§ a)




Functional Management Process

To cite a recently published DoD manual: "The Defense IM
program, and the corporate IM initiative that implements it,
provide the policy and procedural framework to guide the
improvement of functional prccesses, data resources, and
supporting infermation systems for all areas of DoD missions
and cperaticns."” The functicnal management proc2ss uses &
life-cycle development model which defines objectives,
analyzes alternatives, evaluates them based on preliminary
functional economic analysis. plans the systems
implamentation, sc¢licits and receives apprcval, and finally
arecutes the program in an evoluticnary fashicn. The
underlying technical environment guides this process using
methods and teols to assist. These programs provide

cogt~effective, sutomated information services. (6:13-15)

Functionnl Economic Analysis

Functional accnomic analysis (FEA) i8 a tool used to
ansict managemant in evaluating alternative scluticns.
Activity based costing (ABC) assigns costs to each activity
witnin & jrotase, FEA uges this intormaticn te pertcorm a
copt-benntit analveis for alternative functionsl scluticons.

Managrers uge a risv-adjusted, naet present valus of different

alrternatives to dogide




CIM Implementation

In order to implement CIM the DoD created a substantial
organization within the former Defense Communications Agency
(CCA). To emphasize the new mission of DCA, the name was
changed to Defense Information Svstem Agency (DISA). In April
1991, Mr. Paul 3trassman was selected from outside the fedzral
government as the first Directer., Defense Information (DDIY,
The DDI reportis directly to the Assistant Secretary of Defense
(ASD) for Command, Control. Communications and Intelligence
(C2I). The DDI can task DISA reszcurces through ASD (C3I).

{Mr. Strassmann resigned at thes end of the Bush administration

and the positieon was vacant at the time of publication.)

The CIM precees works through Defense Management Report
DPecisions (DMRDs) and DoD directives. DOMRDs are products of

the Defenszse Management Review (DMR) process which evaluate

courges of acticon for cost savinze. "“"CIM succeeaeds only in so
far as it supports DMK initiatives.' (13:22) Once the DMRD is

approved by the Secretary of Deferce it becomes a mandate.
Similarly, Dol directives are used to implement changes with

emphasie on policy rather than cost savings. The following

DMRDs are applicable:




DMRD 925, pevelop Standard ADP Systems, crzatasd the I
iritiative cn 10 November 1989. This directive cited the
problems of redundancy &and lack of-standardization and
directed the fermation of the CIM corganization for more
effective use of information systems. DMRD 925 slashed the
DoD automated data processing (ADP) hudget by 621 millicn
dollars in fiscal year (FY) 92, and meore than 900 million
dollars in Fys 93, 94, and 95! All of this money 1is not pure
savings ~- 220 million dcllars in FY92 and more than 200
millicon dollars a year in the cutvears are allccated to

finance CIM.

DMRD 971, DoD Financial SystemB, wag signed on the 2nd of
Febtruary 19%1 to realign costs with ocutputs. This is btetter
kricwn throughout DoD as Fee-for-5ervice. DMRD 971 alsc
established the Defense Business Operating Fund (DBOF) as a
military industrial fund to a“minister the fee-for-service

concept.

DMRD 918, Defense Information Infrastructure (DII),
signed on 15 September 1992, called for a new paradigm to
"enatle cperaticvnal and functicnal staffs to access, share,
and exchange infcrmation worldwide with minimum knowledge of
cemmunicaticns znd computirg technolcogies.'” The DMRD assigned
[ISA as central manager of the DI1 which estimated initisl
savings of 312 billien for FY 93-99. This directive could
centain the most far-reaching implications for all infzrmaticn

S5ystzmg.




IM Status

Initially CIM concentrazed more on the adnministrative
systems with the most progress in the fimpancial functional
area. The Defense Finance and Accounting System (DFAS) target
architecture provides a migration path to condense seventy-cne
existing financial systems into just nine by the end of 1995.
The report also contains evidence of significant prcgress by
other functional areas such as Human Resources, Medical, and

Materiel & Logistics.

The status report mentions expanding CIM efforts into
other funct.onal areas, including "command and control and
intelligence.' Specifically for space, the repcrt mentions a
twe part project under the titles "Spacs and Warninmg System
Centar"” that requirees an IDEF svystem engirnesering model to
define interfaces for the Cheyenne Mountain Complex. The
second part of the project requires the use of information
engineering techniques tc develop specificaticomns for the

datatases required for the Zpace Misesion. (12:48)




IXI. MILITARY SPACE-BASED FORCES AND INFORMATION SYSTEMS
Overview
This section will describe the military space force
organization and the information systems used to perform or

support assigned functions.

Space Force Components

The Dol created the United States Space Command
(USSPACEZOM) on 23 September 1985 in order to perfeorm military
space functicns effectively. Located at Peterson AFB,
Colorado, USSPACECOM empioys military space-related forces and
ensurses operational support to cther combatant commands. The
Air Force component, AFSPACECOM, is the major Service
component and is divided into four wings and one group, Sse<
figure 3. <©ne wing is assigned to operate each of the eastern
and western laurnch ranges to provide spacelift. A third wing
is charged with providing early warning of a missile attack
using aseigned radars and other assets arcund the world. The
fourth wing operates satellite constellations faor

communications, navigation, metecrology. and surveillance

thrcugh misgizn control complesss and automated remote
tra:king staticns. The lone group provides command & control
for aercspace deferse and cur space crder of tattle. This

Erocup cperates the nerwve <

b

nter otf srace infermatisn, the

Chavenns Mountasin Comples. and Sther ground hessd sorvelllancs

unite (9 w400




UNITED STATES SPACE COMMAND

Peterson AFR, Colarado

|
SPACE COMMAND
Fetsrson AFB, CO

2 st 50th | 15th 20th 72rd
Space wWing Space Wing >{3l8 Wing sSpaca wWing Epace Group
Peiterso‘n Falco_n Patrick Vandenburg Falcon
AFB. GO AFB. CO AFE, FL AFB, CA AFB. CO

Miccilg WarningSatellite Citl &pace Launch Srace Launch Cmd & C1l
(Eastern) {Westarn)
NAVY ARMY
F‘,PACE COMMAND SPAGE COMMAND
i /f*‘r i V/ -~ . -
[rahlgren, VA ‘ FIGURE 3 r«erefson AFB, CC
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y Space Command (USAR3PACE) a&ssures ac

O

ess to and use
capabilities to enhance Army missions. USARSFACE
the [SCS ground centers aﬁd manages the use c¢f DSCS
&5 by tactical ground units. USARSPACE would be
with operation ¢f anti-satellite and ballistic missile
systems if the United States should develop these
Naval Space Command (NAVSFACECOM), headquartered in
, Virginia, commands naval space forces and operates
stems to provide support to naval forces. The Naval
rveillance Center (NAVSPASUR) tracks cbjects in space
n effective range of 1,725 miles and provides this

ion to USSPACECOM.

ce Force Functions

JC5

follcwin

and spac

enemy fo

and migs

communiec

which 1n

metecrol

Pub 0-1, Basic Naticnal Defense Doctrine, assigns the
g functions tc space forces:

Space Control -- requires undeniable use 2f space
e zystems for our forces. including combat against
rces in space and their infrastructure.

Force Application -- combat against enemy land, sza
ile forces, including coemmand, contreol, and
ation capatilities.

Force Enhancement -- suppcrt for friendly forces
~ludes warning, communicaticns, navigation,

ogv, and surveillarice.

Space Suppnrt -~ lazunch capability.




Space-Based Information Systems

—
@]
0
]
C
o
<
|

—
n
t
(o]
t
D
wn
t
=
('}
ot
—
>
(O
C
=
..J.
ot
O
o)
wn
—+
[}
ct
1}
177]
Co
M
ry
4]
o]
L
)

an
space systems for support such as communications, terrestrial
surveillance, navigation and positioning, metecrolcogy,
oceanography, mapping, and search and rescue."” USSPACECOM
uses a variety of different satelligtes in varicus orbits to
provide this support. The following is a summary of existing

and planned systems. (8:44-52)
Communications
The primary satellite communlcaticons system 1is the
Defense Satellite Communicatiocns System (DSCE). The DSCS is a
high-capacity, super-high-frequency (SHF) subsystem of the
Defense Communications System that provides woridwide,
widetand, secure voice and data communications. USSPACECOM

provides operational control while DISA providess nstwork

management .

In the ultra-high-fregquency (UHF) band, tiie Air Force
uses AFSATCOM to provide command & <contral of forces. The
Navy uses FLTSATCOM to provide ship-to-shore ¢r ship-to-ship
communications. UHF systems provide limited tandwidth
capsbility. ne planned replacemant Jukt

m 3 3 URF

th)

~)" s t

i
[t}
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Fallow-on (UFC) .




In the extremely-high-frequency

I

EHE ) tand

.

the Alr Force

is planning to deploy Militzry Strategic and Tactical Relay

J

{MILSTAR). MILSTAR us=

¥]

m

n

m
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advVv

~

ignal crocessing and
space-based relays to provide survivable low and medium data

rate communications for command & control.
Navigation and Positioning
Navigation informaticn is ess=ntial for military

ocperaticns. The NAVSTAR Glabal Fositioning System (GP3) is a

space-based, radio navigation and time distribution satellite

system. GPS provides highly accurate information to receivers
o¢n ships, airplanes, vehiclssz, and even personnel. GPFZ

information is alsc valuabls for commercial and perhaps snemy

use. In crder to maintailn our advantage sel=ctive acciuracy

control denies the most detailed information tc these not

equipped.

Surveillance

The Defense Support Progran (D3P) provides spaece-based
assets fcor early warning of missile launch and nuclear
detonation (NUDET) detecticon. NUDET capatility is hosted on

.

the GFS. The planned revlacemsnt for DIF ie the Follaow-on

Early Warning Svstem FEWZD:




Meteorology

The vizw from space allcows uniau

Wweather ob

m

ervaticn

13}

capabilities. The Defense Metcorological Satellite Program
(DMSP) prcovides worldwide weather information, both visual and

infrared, to support military cperations. Informaticn from

commercial weather satellitez is used to augment DM3P.




IV. 1IMPLICATIONS OF CIM ON SPACE FCRCES

Overview

The purpcse of the previous secticns was to give the

reader an understanding of CIM and an overview of space

forces and information systems. I will ncow relate the two.

Does CIM Apply?

Since the CIM mardate excludes embedded informaticon
systems, the first issue to address 1is applicability.
Emtedded informaticn systems ars those integral to a major

system, like the radar tracking system on a missile.

ty

pace-tazed informatisn systems have embedded systems which
are uged to SUuppcrt the operaticn of the satellits; 2.g. .
maintain 4ts crbit. 3Since the sarellites menticned in the

previous secticn serve as sensor inputs or relays to larger

in

vystems, I do not consider them as embedded systems. However,
I maintain that svstems used by the cperator of the satellite

fcr "housekeeping' are embedded and should be excluded.

—3
=
bt
1]
[«1)

ssertion is supportes by the fact that after

initial success Iin administrartive functicnal areas, there 1s

NV s growing trend for OIMote 2ddrass Commana aned Lontrod




Warrior is resclving the fixed-to-taztical intercperability

prcolem, the report makes no distincrtion hetween

DL

administrative and command and <ontrzl systems. C41 for the

Warrior also endorses the use of ccocmmercial satellite

communication systems and integration of Service stovepipe

svstems. (5)

Cemplicating this matter further is the increasingly
blurry line between what cconstitutes command and centrol and
administrative systems. Most strategists would agree that
logistic informaticon systems are as impertant as command and
control systems. The Gulf War sxperience showed that as the

durasti

o

n of the conflict increzsz=d, more and more ¢of what were
cansidered administrative systems, such as military pay and
health care, bezame incressingly inpsrtant and asppe=arsed in
thezater as mobile systems. The problem became zne of

containing information flow regquirements btecauss of the

limited connectivity to the region. (4)

Information Engineering

The ZIM Ztatus Report directs analysis of the Space
Missdon using information engine - ring techniquses. In <arder to
perform thisz tashk . woe musgt firse detine 7pace buginess
processan . These are Lhe (roloyeas Whadh suUp iy the: s)5

force tunations menticonced carlicr: gpace contra), forace

slplication, $oaae enhoncoment ) andd space supg o1t 1K

feedee vy o rah o poreesges mat U e b pr o e

[
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dcun, functicnal economic analvsis using activity-tased

costing can be used to calculate the cost of this process.

The next steps are to develcp alternative processes
(to-be) and to calculate costs in a similar manner. This
information must then be assembled into a cost-benefit

analysis for a management decisicn to change the prccess.

My research did nct reveal any prcgress by USSPACECOM in
this area. For illustrative purposes Appendix A 1is a

preliminary IDEF model of the tactical warning/attack

ascecssment process.

Organization

The DoD erntergrise model in Figure 1 should be examined
against the USSPACECOM organization shown in Figure 2. 0On the
surface there appears to be some opportunity for streamlining
this structure. The recent report by the Chairman ¢f the
Joint Chiefs of 5taff recommends a review of this structure

&nd the possible reassignment ¢f the space misgsion to U.

]

Ztrategic Command, hen pertforming this review, one must bkeep
in mind the tinational egreements with Canada in the Horth

Ancy foan Ay Defonse Command (HORADY)

War Fiphting Reley
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Title 10 of the United States Code, sections 164 and 193,
directs unified commands to tight wars qnd limits the role of
defense agencies to support. DMRD'918 suggests that CISA
assumes operational responsibility for the MILSATCOM portion
of the Defense Integrated System Network. Does this mean DISA
usurps the space control function assigned to USSPACECOM? If

so, some legal changes are reguired_

Another related issue is the definiticon of the term
“combat'. The Gulf War was the first information war, we have
vet to witress a conflict where our space-based assets are
held at risk. Spac.: warfare is an abstract tvpe cof combat
which do=s noct require the physical stamina of the front line.
It is impersonal combat waged by '"keybcard commandas™ at 1long
distance where strategy and intelligence are paramount. In
light of this fact, the military must reexamine the definiticn

of combat relative to special pay and physical demands.

Use of Commercial Systems

The information zystems that the military requireg to
"kill pecple and break thinge'" are not tnat much different
from these of the commercial secteor, whose miesdcon s
signiticantly different., Military svetuems ale Jegiphed to
military gyoecificatdors whitoh sy becoomingy Sutmeadod ok LVl
threat chanyes. Commeraial companiar guch as Inteliltat, an

fitecr sty oAl Lo st fam et mat Y bt commlnto At e g0y 0}
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csatellites; almost a qQuarter of this tratffic was carried by
commercial providers. (12) Ccmmercial weather systems like
the Gecstationary Operational Environment Satellite (GOES)

provide similar services to DMSP. Lifkewise imagery can be

provided by U.S. LANDSAT or from systems provided by

international firms. such as th2 French SPOT gsystem.

The Assistant Secretary of the Alir Force for satellite
system acquisition estimated that ninety percent of all
military communications traffic could be carried by commercial
sateliite systems. (12) DoD reccgnized this fact and
commicsiconed several contractors to study this <ption.

Results were not availazble at the time this paper was written,
tut are anticipated teo be in favor of the increased use of

commercial systems for military purposes. (4)

Technology Trends

The CIM philosophy includaes a technolegy doctrine which
emphasizes the use of cff-the-shelf hardware and software and
lengthening technology life by continuoue upgrading. (16:48)
Freviously the military led industry in resear:h and
development and spun off technology to commercisl industry.
For example, the commercisl siace launch industry is based on

d tor

W

Chier Thitezt-Contitezntal Pallistic Mi==1)2 (10LM davelops
thae military,., How the tables have tuorrned and there are many
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Very Small Aperture Antenna Terminal (VSAT) satellite
communications are used to provide dedicated, medium-capacity,
point-to~point communicaticns. Fofmerly inaccessitle
locations can be quickly connected provided frequencies and
real estate are available. Presently this technology is in
limited use; however, as quick reaction and worldwide

responsibilities increase, so should the use of VSAT.

Other implications from irends in commercial satellite
technology could prove useful to the military as they evolve.
The exploding trend for the use of zellular telephone
technolcgy led to a concept for worldwide cellular telephone
coverage -- Iridium, a concept of Motorola (named for the
element having the atcemic number of its 77 satellite
constellation). As the military threat changes to a mcre
uncexrtain gecgraphic area, American forces will be sent to
areas Wwhere the existing communicaticns infrastructure is
unlikely to serve their n=zeds (z.g., Scmalia). When the
Iridium technolegy is develcoped and fielded, forces would conly

reed to carry cellular phones te stay in touch.

Space-based information syziems from the entertainment
industry cculd provide dual-use capabilities for the military.
Digital EBErcadcast Satellite (DES) allews the recepticn of

videco through an 12-inch d.zh sntenne. which will greatly

increase portability. Video <on demand tor hicuseholds could
teceme battlefiz2ld imagerv for btattalicrns. Digital aAudio
Broalcast (LARY technel gy praovides avuals radis btvoad sz from

atellites with potential worl-terds ceovarag

o s tzihnloge




could augment national security for emergency troadcast
services as well as provide entertainment for our dispersed
forces. &Since our military forces‘travel frequently by

air, inflight telecommunications via satellite could be
useful. Such a system will provide connectivity from the
aircraft into the public switched telecommunications network,
allowing calls frem airborrne passengers to anywhere a

telephone can reach.

The above examples ccnsidere¢1 the adoption of commercial
systems by the military (spin on). The commercializaticn of
military systens (spin off) can work the other way for mutual
benefit. In the case of the Glcbal Positioning System, the
military developed a system with great commercial promise.

The transportaticn industry expressed gieat interest in GPS
information to track vehicles. The increased demand for
receivers incressed production which greatly reduced costs for

both sectors. Other such dual-use technology efforts must be

uncovered and pursued.

A word of caution 1is in order on the use of ccmmercial
systems. fince the sbove tachnologies are targeted for
commercial uze. the deegign included no provisizngs for
EelUTity. 1f any of thesz svstems arz ta ke cinzidered for
clandestins military use, some type of cryptographic secyraty

is required.




Standardization

Standardization in the design 5f launch vehicles,
satellites, and earth terminals is another example of

application of CIM management philoscphy to space-based

information systems.

Although the major benefits from standardization are
realized in a high-volume market, the limited inventory of
Uu.s. launch.vehicles effectively provides a standard for
satellite design. Depending ¢n the physical size and weight
of the satellite. anything from an air-launched Pegasus to the
Space Shuttle can be used. Interrnational competition from
several countries now complicates standardizstion in this
area. The use of fcreign launchers is a controversial
subject. From a standardiza;ion view, only U.S$S. launchers

should be considered.

Although the design of each satellite is unique because
of its missicn, the incorporaticn of a standard design within
a eteries pays manufacturing benefits. The satellite btus
refzrs to the sustaining porticn of the spacecraft to which
different sensors or electronices -an te mated. 3Several
satellite manufacturers have develcped a standard hus which
they -an =asily modify tor diffsrent functiconz. The trade-cft
in the weight <f a standard bus vercsus the manufacturing <osts
must be made by the customer. Ancther arsa whersz standards

come into play is in the funditicsn of the

zuemplz in o3 Ccommenications zatzllits, the uzs of




recognized standards like the Tl data rate (1.%344 Mbs) allcous

compatibility with terrestrial systems.

The most benefit from standardization is found in the
design of earth terminals. Communicaticn terminals use
commercial standards for multiplex schemes. Designers follow
local area network (LAN) standerds for interconnection. All
military computer system acqQuisitions must specify the
government open system interconnection profile (GOSIP) teo

provide future intercperability.

A vword cof caution on the security risks associated with
standardization is in ¢rder. There is a classic struggle in

the defenze community on the hernefit

tn

nf ~pen evetems varsis
the nzed for security. Management must bte ever mindful cof

this consideration when designing new systems.

Systems Engineering

A prime example of the CIM managemert principle of system
engineering is Lhe effort to integrate space-tased informaticn
systems at Cheyvenne Mountaln. The Chevenne Mcuntain Complex
{CMC) contains the many systems necessary to perform tactical
warning/attack aggessment. The primary missicn of the CMC is
to e~an the garth for sigas of & mizsale lsunih and, when
detected, to estimate the targeted arca and to alert the
National Command Authority, civil Zefonze, and retsliatory

fooroes . Majyiy coomp-oreznts an thiaz
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Segment Replacement (CSSKR). The USAF undertock this

integration effort with a program called Granite Sentry.

The Navy addresses space-based informaticon system
integration in its Copernicus Architecture. Copernicus
consists of four pillars: global and tactical information
exchange systems, and Commander-in-Chief and tactical command
centers. The Navy develcoped a new doctrine of Space and
Electronic Warfare (SEW) which poses a survelillance grid to
¢ollect infeormation, a communications grid to transport it to

the CINC, and a tactical grid to get it to the battlefield.

Fee-for-Service

DMRD 971 directs DoD to align costs of services with
their c¢utputs. The raticnale behind this initiative is to
make users aware of the costs and force trade-cffs in their
cperating budgets. Dubbed "fee-for-service'" this initiative
ise somewhat easy to implement when costs and services are
readily trackable. For software design services, users state
their requirement and all coste associated with satisfying

that reguirement are directly attribtuted to it.

Space~-based infcocrmaticn systems are different. In the

case of GPSY. where information is brcadcast frs

lid

lv. the -:-nlf»’
way to regulate usage is bty charging a premium on purchase of

the receivers. Weath

—

te]

1
—

[
I~

Qr

comnmunications 2aervi

10
n

Q
i
3

i ian, USers and the -zt of

O

implemenving a ufagic-bared L1110 scdezmes night Joet more tf

ites could use 6 zimilar scheme.




the amount that would be c¢collectad. However, launch zerv.ces
may be easier to track to user communities and should be

investigated for use ¢n a reimbursable basis.

If fze-for-service is difficult to apply to space, how
can yvou enforce user discipline? The Air Force is attempting
to solve this problem up-front in the requirements definition

stage. Since the Alr Force is the lead military depsrtment

for sat=llit

(M

communication s=ystems, the Air Force budget
irncludes all.funding. In crder to discourage "gold-plated”
upticons. the Chief of Staff of the Air Force, General McPeak,
initiated a fee-for-requirement scheme. After a tharough
scrub of requirements, if & Service feels they strongly

require a certain capavility, they must provide additional

funding. (7)




V. SUMMARY

CIM-Space Implications

The above implications are mainly examples of how CIM
management principles are being used in the military today.
The CIM philosophy will take time to be ingrained in the
corporate culture. My research found little evidence of CIM
technical processes and tools currently im use. If the
military is to realize coperating efficiencies and ccst
savings. more effort is reqguired in business process

improvement.

The military must maintain close contact with commercial
space technolcgy to develop potenticl spin-on systems.
Military develcpment efforts should be aimed at dual-use

technology to capitalize on decreased producticn costs.

Importance_ of Space

With tha stability of the space porticn «f the defense
tudget compared to the cverall decline, one can savy that the
relative importance of space is increasing. his indicates
that leadership is cecgnizant of the benefits available from

spsce-bazed informaticon zystems and is trving t< leverags

n

these benefits as a strategic advantage.

The military uses the ternm "lines of Commueniistiin

(LoZer” to refer o lopigsticzal SuUpport routes. Whern plannming




military campaighs, sStrategists are keenly aware of the
impeortance of the LOCs and provide apprcopriate protection.
There is a parallel with space and.information. Now that
information support is becoming as important as logistics, the
military must consider the "lines of information" as a

strategic asset and protect it asccoerdingly.

Battlefields of the Future

Dale Brown gives us a visicn of future information

warfare in his latest book Sky Masters. In it the United

States Air Force takes on the Chinese Navy in the South China
Sea. Because of the timing and location of the crisis, the
U.S. haes only limited intelligence. The author introduces the
concept of "Need It Right This Second Satellites (NIRTSats)"
which are a seriss of lightweight communicaticons, intelligence
and surveillance satellites which are air launched to provide
instant information from any trouble spot. He alsc develcops a
"souped-up'" B-2 that is able t2 receive and process this
information. This capability provides sensor to shooter
information allowing realtime missicn planning which results

in an cverwhelming U.S. victory. (2)

The application ¢f CIM to sgace-tased informaticn systems

)

is a ftep in this dir=scticorn. Howsver it ig importsnt t
remembter that technology alane deces not win the war, THE USE

CF _TECHNCLCSY 2BY THE COMMANDER DOES
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APPENDIX A

TACTICAL WARNING/
ATTACK ASSESSMENT

INFORMATION ENGINEERING
MODEL

(AS-IS)




PURPOSE

The purpoee ¢f this appendix is Lo 1llustrate how
information enginesring trircipleas can bae appliad to n
Epace-rolated Luzinegr procesg. IDEF medoling techniques werse
dorived Jrum tha lntagratad Compy a1 Aldaed Manufacturing
(1CAM) program sponscred by the J. 5. ALy Forca. The acronym
1DEF comeas from I0AM Dafintticrn Language. 1LEFO is upked o
mudal activitias or preoecansrans, JDEFIX {8 used Lo moedal rulan
or data. IDRFO ord TDEFIZ modeling techniguen wil) Le apfplied
to tha tactical warning / attls.l atsaggmant missicn cf

VoL AvEeol,

The Leb Corporata Information Management (CIM) Initiative
roequires this process to be performaed for all LoD functional
areas. Since my resewarch did not uncover any afforts in this
Brea, 1 will sttenpt to start it oftf. The roader should heo
aviara that this 18 & vary detailed process and this appendiz

tarely scratches the surface,

CONTEXT DIAGRAM

ILEKFO uzes an hiicrarchical approesach v zimplity systens.
The context diasgram mcdels the rnighest level of sotivity andg

repraosents the cntires zubject being modelsd. ILEF ug<sg the

{

ICOM conventisn. Inputs ctrom Loz lett), Controas (trom the

Loped, dutputs (ve thz rights, and Mecharnicmsy fram tha
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potten) ., Controls are informartion or material that constrain
an activity and regulate the transformation of inputs to

cutputs. Mechanisms are rescurces that provide energy ta the
activity, like people c¢r machines. (2:2-3) The TW/AA process

with assoc¢lated ICOMs is shown in Figure A-1.

DECOMPOSITION DIAGRAM

The deccomposition diagram in Figurs A-2 shows the next
level of detail. The A0 process is breoken down to four
subordinate processes. In process Ai, the intelligence
community and the Cheyvenne Mountain Complex (CMC) receive
intelligence data concerning an impending launch. This
infcrmatricn is compared against the Current Catzlcg which
Feeps an inventory of orbiting objects and the Historical File
which tracks what type of satellite is usually launched from
which leocation in which general directicn. The CMC prepares
an alert message to DSP satellite controllers and sensor sites

advising them to be prepared to obttain launch data.

In process A2, the DSP satellite and senscr sites obtain
laurch data which is preovided to the CMC for processing. In

process A3, this information is first snalvzed for any

immediate threat to the United 5tates. Within two minutes CMC
must provide an agsessment to the Nationzsl Command
Authcorities. If nct an immediate threat. the =zgace cobject is

continually tracked and minitor=sd during its lifetime for

1

future deve
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The next step in this pr¢cess is to take each of the
above processes and continually break them down intc
subprocesses until this can te doné no further. AT this point
we have identified the relevant activities. Activity-based
costing (ABC) is then performed to assign a cost to each
activity so that the cost of subprccesses and processes can be

determined. This complietes the IDEF0 modeling.

Alternative processes can bte developed and costed in a
similar manner so that management has detailed, objective data

on which to base decisions.

DATA MODEL

Database design requires different modeling techniques to
efficiently store data. This technique can be used to
understand and define the business rules of an crganization.
The elements of this technigues are: entities (things),
attritutes which describe entities, and relaticonships betuween
entities. The IDEF1X technigue uses three refirnement levels
to descrivs a process: entity-relationship, key-kbazed, and
fully attributed. Each level btuilds on the previcus. A fully

attrituted mcdel of the TW/AA process is shown in Figure A-3,

At A nmacrs level, zach laurch receives one mission
assessment.. The launch number is the key attritute for the
launzh. TEAR data (time, <levaticon, azimuth, rerngs, and range

1ata: 1= wzed V2 pertstm the mizslcon ascessment .
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CONCLUSIONS

This has been a very curscry examination of a conmplex
process. Many other considerations need to be taken into

account; i.e., security and physical hardware limitations.

The overarching purpose of this exercise is to reach
agreement among those inveolved in the process, which is <asier
said than dcne. Often basic misunderstandings are uncovered

during this process.

As I worked through this erxercise, it seemed there was
duplicaticon between data containzd in the histerical file and
the current c¢atalog. I wculd consider adding fields to cone
the databaces and eliminating the other. Security and
hardware limitavicns must be ccocnsidered. As a novice, I

cennot take this exercise any farther. 1 hope this evample

illuetrates the benetits of irnformation engineering.




