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Preface

This publication represents an cffort by teachers and rescarchers at
the Naval War College, Harvard University, and the Institute for
National Strategic Studies to develop a practical textbook on
command and controi for those military officers and civilian official
who arc preparing to meet the special chalienges of leadership in the
years ahcad. It recegnizes the traditional, time-honored functions of
command, explains more rccent developments in the process of
command and control, and cxamines both the useful capability and
the perhaps imperfectly understood limitations of modem
communications and computer systems.

We have all progressed from a world in which global strategics
were paramount to one in which regional strategies and joint,
combined, and coalitional operations have become the norm. In this
new world, the military may be increasingly called upon to assume
more noncombat roles and peacckeeping missions. The challenges
to leadership, to command and control, grow more complex cach
year, as docs the technology supporting the commander. But the
balance between how individual commanders operate and how the C4
system itself aficcts their operations must be constantly rcaddressed
and refined. This collection of readings and commentary intends to
do just that.

All who have contributed 1o the writing and publishing of this
pioneering text are united in the desirc to make it the most
serviceable and practical C4 text available. Conscquently, we will
welcome  comments, suggestions, and criticisms from faculty,
students, and general readers—in short, any feedback that will help
improve the text for its next edition. Please address your

sontethntinna toe
CONUICUUGs W

Diresctor, Command & Control Research Program
NDU-NSS-CCRP, Fort McNair
Washington, DC 20319-6000
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Executive Summary

Commentary and readings on command and control have been
organized to forn a course of ten sessions for military officers. The
major topics of the course arc:

v The functions of command,

v The process of command and control, and

¥ The principal features of supporting command, control, com-
munications, and computer systens.

Themes developed by the commentary and readings include the
following:

¥ Appreciation for command and control beging with an under-
standing of both the responsibilities of command and the
nature of warfare.

v There are real and important distinctions between the process
of command and control and the C* systems that support it.

¥ The process of command und control is characterized by the
establishmenmt of an organizational structure of decision
makers and by a reduction of uncertainty sufficient to permit
commanders to make situation assessments and operational
decisions.

v The lggic of the cemmand and control process is the
logic of the wilitary planning process:

-~ to decide on a course of action,

— 1o develop a plan to exceute it,

— 1o direct subordinates to exccute the plan, and

-~ to supervise the execution of the planned action.

¥ The making of situation asscssments (referred to during
the course as informmation decisions) normally requires a
flow of information from sensors and reporting
comimanders through a variety of correlation, filtering,

Xl
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and analysis processes that convert data into information,
and information into pperationally useful knowledge.
Although the reduction of uncertainty is an objective of
much of the command and control process, the utility of
uncerlainty reduction is ultimately limited by the two-
sided nature of combat, and the fact that outcomes
depend on decisions made by many commandcrs on botk;
sides.

A comimander is clearly an integral part of the command
and control process, and should be seen as part of the
supporting systems, not separate from them, although
there is debatc about whether C' systems should be
designed to adapt to a commander’s “'style,” or whether
commanders should have to adapt their command styles
to that of the supporting systems.

The command and control process relies on the shared
understanding of separated commanders, an understan-
ding that itself relics on doctrine, tcamwork, and previous
information exchange.

Reliance on sophisticated C* systems and new technol-
ogies (because they offer increased capabilities) may
crealc some new and unprovided for risks and
vulnerabilities that need to be recognized and examined.
AS 11 becomes clearer {0 commanders on each side that
the excrcise of command by the opposing commander
depends heavily on C' systems, such systems will
become more attractive as targets for cxploitation,
manipulation, or destruction.

Evaluation of a C* system may (and probably should) be
undertaken in terms of three types of criteria:

- the performance of its subsystems,
— its performance as a total system, and

ite cantrihation tn fha cuccace af m
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Introduction

Purpose and Scope

This course on the command and control of military forces is
intended primarily for military officers who have already served in
command or who expect to serve in command in the future. The
course was originally created inoresponse (o g request by the
President, National Defense University, who asked that readings on
the subject of command and control be identijied and arranged in a
format useful to faculty who teach the subject at the Senior Service
Schools. Its ten sessions review the function of command, the process
of command and control, and the principal features of the supporting
command, control, communications, and computer systeis.

Readingy

Bibliography. Most of the readings are drawn from the books listed
as “exts™ in the hibliogruphy following this preface; the remainder
are either sclected chapters from the books listed in the “Additional
Sources™ or are anicles drawn from periodicals. The “Required
Readings™ are listed in the order in which they are recommended 1o
be read, but all hibliographics and tists of supplementary readings are

smanged i reverse chronolopical order of publication, the maost
recent first. The call numbers that follow entries in the Bibliography
are those ot the Library of Congress Classification Systen.
Commentary. ‘The commentary for each session highlights the
main themes that will be considered during seminar discussion, and

Al




4 v Stivder/Command and Control

may also cover supplementary infornmation not inciuded i the
required readings.

Reguired Readings. Following the commentary on the principal
topics of cach session, there is a summary of cach required reading.,
gether with o few guestions intended to stimulate  seniinaye
discussion or further individual thought, Near the end of cach chapter,
there is a Hist of readings and, for some sessions, a case study. The
readings, all unclassitied, are identificd as cither required or
supplementary, a distinction the instructor iy wish 1o anmend.
Supplementary readings are listed separately for cach maior subicet
of a session, and most of them readings wre sumnmarized Jin brackets)
toliowing their listing.

Sessiony

Organization. The course as writlen consists of ten semingr sessions
at which the assigned readings are to bhe discussed, and al tour of
which students” papers also are discussed. The course opens with a
session on the functions of command and the nature of wartare. Pan
Twao of the course examines the command and control process over
a span of five sessions, The first three sessions of this part are
focused on decisions migde during the command and control process:
decisions about situation asscssment, abhout organizational structure,
and about actions to be tasked o subordinates. The final two sessions
of this second part are devoted to battles and crises in history in
which the success or failure of command and control is thoeght 1o
have influenced the outcome, Part Three consists of four sessions o
the systems that support command and controb: the first two on ¢
systems for conventional and strategic warfare, the final two on C*
systenn architecture and on methods that might be used to evaluate
the cffectiveness with which C' systems support the command and
control process,

Seyuence. The sequence of sessions was chosen so that several
of the principal texts (particularly those by van Creveld, Orr, and
Beaumont) could be read straight through over a number of
sugcessive sessions. Furthennore, the sessions dealing with the types
of decisions made during the command aind control process huve been
scheduled early in the course so that students will have sufficient
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time to prepare their papers on historical cases or on C* systems,
papers that will he discussed during Sessions S through X,

Topics. Topics of the sessions are as folows:

Session 1. Introduction: Conimand and War

Sesston 2. Infonmation Decisions/Intelligence

Session 3. Orguanizational Decisions

Session 4. Operational Decision/Iecision Aids

Session 5.0 Command and Control in
Combat/Telecommunications

Sesston 6. Command and Control during Crises/Cotnputers

Session 7. C* Systems for Conventional Force/Interoperability

Session 8. CF Systems for Straegic Forees/Survivabiiity

Session Y. C Sysicine Ardhiteciuic

Session 10, Evaluation ol (Y Systems/Conclusion

Participation. Fach student 15 expected to participate actively
in the discussions at cach seminar session and, in addition, 1o
prepare a en-page paper, cither a case study on how well or how
pootly the command and control process functioned during some
past hattle or crisis (for Session § or 6), or a description of some

tactical or strategic C'system (for Session 7 or ). A paper on
some other command and control topic, including a summary and

discussion of the key deas i one or inore of the suppleinentary
readings, might he substituted with the concurrence of the
istructor. All papers are to be unclassified. The writer is to
distribute copies of the paper to the other students in the seminar
and 1o the nstructor on the day prior (o the session at which it is
10 be discussed. The author of 4 paper will lead its discussion,
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SESSION 1
Command and War

The only prize muck cared for by the powerful is power. The prize of the
generdl is not g bigger tent, but commuand.

Oliver Wendell Holimes, Jr.

We have decided 1o call the entire field of control and communivation
theory, whether i the machine or in the animul, by the name of
Cyhernedes, which we form from the Greek for sicersman.

Norhert Wiener

Fundumental (o understanding C'L iy 10 kinow who o' re wlking o, If
he s a technocrar you can glk (o him in terms of o "Csyseem . s on
the other hand, you're wlking 1o a manager.. you' d best wlh abowt C'1
hecause you've talking abour a programe —a chunk of the Department of
Defense budger If you' re talking to an operator. then vou' re wlking
dhort a process. facilitaied by a program. {TThey fall] have o differing
perspective on what it is you' re tatking ahout when vou say command
und control.

Lee Paschiall (1980) quoted in
C L Issues of Command and Conirol

9




10 v Snyder/iCommand and Control

Focus

T
his session provides an overview of the course and examines the
nature of command and the nature of warfire.

Course Overview

The purposc of this course is to enhance the students’ understanding,
of the role of command and control in military operations and war,
The intention iy not necessarily to prepare officers to take up dutics
within what might be called the command and control or the C*
system establishment. The course is primarily for officers who aspire
to higher command or who expect to serve as operations or plans
officers. The general purpose will be to identify the kinds of
problems whosc solution may require some understanding of the
command and control process and of the general capabilitics and
limitations of C* systems.

The importance of command and control ¢t best be appreciated
by considering the penalties {or its failure. In a tactical engagement,
failure in command and control may result in a factical defeat,
because a commander is unable to bring all available forces inw
action, 1o apply them etficiently and eftectively, or to prevent then
from firing on cach other. At the strategic level, failure in command
and control may result in the loss of an opportunity either o cploy
or to disengage military forces, or may cause an unnecessary
excalation of hostilities. Tense international situations provide such a
small margin for error in the application of force that extraordinary
measures arc often taken to make sure that command and control
does not fail,

Thre course hegins with consideration of the function of command
and the nature of warfare. The course continues with five sessions on
the command and contrs! process and concludes wiih four sessions
on C* systerms. The command and control process is examined pri-
marily from the pemspective of decision making, where a
commander—the decision maker-—is distinct both from the people
reporting the phenomena on which decisions are hased, and from the
people who will be tasked to exccute the commander’s decisions.

Because the term “command and centrol” is offen used
intc changeably with the terms “command, control, and
communications,” “command, control, communications, and




Command and War v 11

intelligence,””  or “command, control, communications, and
computers.” we will begin by defining a few terms {or the purpose
of this cours>, but should not expect to {ind everyone clse using the
same lerms or giving them the same meanings.

The starting point for our definitions is the onc given for
“command and control™ in the Department of Defense (DOD)
Dictionary of Military and Associated Terms (Joint Pub 1-02):

The excreise of authority and direction by a properly designated
commander over assigned forces in the accomplisnment of the
mission. Command and control functions are performed through an
arrangement of personnel, equipment, communicutions, facilitics,
and procedures which are employed by a commander in planning,
directing, coordinating and controlling forces and operations in the
accomplishment of the mission,

Our definition of the command function in the definition’s first
sentence:

The exercise of authority and dircction by a properly
designated commander over assigned forces in the
accomplishment of the mission;

our definition of a command, control, communications, and computer
(C* system i based on the middle part of the DOD definition:

an arrangement of personnel, equipment, communications,
facilities, and procedures employed by a commander; and

our definition of the command and control process is contained in the
final words of the DOD definition:

procedures empioyed by o coimmander in planning,
directing, coordinating, and controlling  forces  and

operations in the accomplishment of the mission.

For this course, then, the term “command” will be used to mean
the function to be performed, the term “C* will stand for the
supporting system, while the term *“command and control” will denote
the process that commanders employ (“in planning, directing,
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coordinating, and controlling™) as they cxercise command authority
and direction over assigned forees,

The word “conmtrol” when used separately from the word
“command” (as in “opcrational control™ or “tactical control”) usually
means an authority that is less than full command, to be exercised
over only some of the activities of a subordinate. For this course,
however, the word “control,” when used in conjunction with the word
“command” to form the tem “command and control,” is to he
understood in its cybemetic sense, and refers to feedback information
about fricndly units and the current situation thal a commandcer uses
10 assess the status and progress of own forces and 1o make necessary
adjustments,

The term often used to denote systemns—¢C'—-has over time heen
expanded to hecome C*1 or C* or Cl—in order that the contributions
of computers and intelligence are made more explicit. Adding letters
and exponents mekes no real change in the intended meaning. The
distinction that is important is not about the term used to denote
supporting systems, bul about the difference between “system™ and
“process.” During this course, we will use the current joint
term —C'—to refer o the systems thai support the command and
control (CH) process.

The command and control process includes the methods that the
commander uses to gather information on which to base decisions, as
well as the methods used to insure that decisions are carried out. In
establishing a4 command and control process, @ commander at any
cchelon is likely to have three concems:

v Whether there are adequale provisions to inform the
commander of events that will significantly affcct current
or impending operations,

v Whether the commander (und staff) will be able to cope
witli ihe informatioi fecetved and o iransionn i inio
sensible and timely decisions and directives, and

v Whether the directives that implement the commander’s
decisions will be received, understood, and exceuted by
subordinate  commanders in a timely and cffective
manner.

To accomplish these transitions—from information to directives
and from directives to action—commanders make decisions of three
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types: operational, organizational, and informational. We customarily
think of commanders as focusing primarily on operational decisions
about the employment of their forces, but such decisions are made
only in light of prior organizational and information decisions. Prior
organizational decisions have established a chain of command for the
execution of operational decisions, as well as establishing a structure
for the fiow of reports, and for the infermediate processing of
information. Information decisions arc wade by commanders to
cstablish what they belicve the situation to be, and how that situation
relates to the mission they are trying to accomplish. Although
information decisions are not always articulated, a commander’s
onerational decisions (about what actions subordinate commanders
are to tigke) arc always preceded by information decisions about what
is actually happening.

There is a tendency to speak of the commander, but there are in
fact muany (interrclated) commanders, and cach commander uses
separate command and control process:

To make information decisions (about the situation),

v To muke operational decisions (aboul actions fo be
taken), and then

v To causc them to be cexceuted (within a structure
established by prior organizational decisions).

In this course, cach of these types of decisions will be examined
during Scssions 2, 3, and 4. Scssions 5 and 6 will examine historical
examples of the command and control process during combat and
during criscs.

Who are the commanders? Which commanders are we talking
ahout? These are important and uscful guestions, but without
answering them completely, we will in this course use the tern
“coininaider” v iicain vificers i coinimand who arc at soimc distance
from their subordinate commanders, [In Session 7, there is a related
question: who are the warriors?] Although there is a unidue
command and control process for cach commander, cach C* system
nonnally supports the command and control processes ol several
commanders. During the final four sessions of this course, we will
explore C' systems: systems for conventional forces, systems for
strategic forces, the architectures for such systems, and finally,
methods for evaluating them.
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Each session of this course is {ocused on one or two themes, but
three subthemes also run through all the sessions, The first of these
subthiemes is the imporiant role (o be played by the people in
command and control, & role continually being reexamined in light of
the improving capabilitics of computers and telccommunications
systems. A sccond subtheme is the extem to which the application o
C* systems of improved technologies modifies the command and
control process itsctf. [Should we seize cach new technological
opportunity or arc we held back by the presumption that such
improvements may only be marginal or that they create significant
new vulnerabilities?] The third is the impact that the underlying
organizational structure (the balance between centralization and
decentralization) has on the effectiveness of command and control,
and the ways that the structure affects the roles that machines arc
made to play and that people choose to play.

This course is unavoidably biased by three assumptions that
underlie it. The first of these is that decision making rather than
information flow is at the heart of the command and control process.
The sccond assumption is that decisions made at the scene of action
arc as important (and may be as difficult) as those made at higher
cchelons. Unfortunately, commanders who are at the scene of action
are ess apt to write about their decisions (or write ctfectively about
them) than are commanders or officials at higher cchelons. In this
course it is postulated that the measure of effectiveness of the
command and control process at upper echelons is the effectiveness
with which commanders make decisions at the scene of action. The
third assumption is that commanders indeed makc all the key
decisions. This historic view is getting more difficult to sustain, as
new technologics make possible much increased interchange by both
the commanders and their staffs with other decision makers and their
stafts, some of whom may be outside the normal command structure,

Command and War

Prior to exploring the command and control process or to examining
C* systems, we will consider both the nature of command and the
nature of warfare, Command is a human activity: the exercise of
authority by onc person over another, While command may e
facilitated (and in some cases may only be possible} oy the
application of technology, the dominant churscterisuc ol the
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command function is its human dimension. Leadership, courage, wid
humian judgment are siill decisive, not only in combit itsell, hut in
the selection and preparation of future commanders who will embody
purposciulness, creative thinking, and a will (0 win. This human
dimension of command and control is not explored in great depth
during this particular course, yet no informed discussion of command
and control can proceed without serious consideration of the character
and experience of commanders.

Among the foremaost considerations that permeate the exercise of
command are those of uncertainty and time, Onc goal of the C7
process (and a key criterion used during the sclection of C* systems)
is the achiecvement of a timely reduction of uncertainty, with the
objective of facilitating intelligent decision making. As we will sce,
much of the command and control eftort is directed toward the
reduction of Loth uncertainty and time, We will also find that a key
characteristic of any military organization is the way that #me for
planning and for the reduction of uncertainty is allocated 1o the
difterent echelons of conmand.

Even though the timely reduction of uncertainty is often viewed
as the objective of the commund and control process, it is important
to recognize that the nature of warture puts some practical limits on
our ability to create “ideai” C!osysters that would  climinae
uncertainty entirely. Combat is not a deterministic process. While
human  decisions  may  influence  combat  outcomes,  such
decisions-—some  rational,  some  cmotional—are made by the
commanders at several cchelons on horh sides, Funhermore, under
conditions of stress, commanders may not always make their
decisions in a reasoncd way. While the one-sided aspects of some
military opecrations—movement and support of forces——may he seen
as respousive o reasoned decision making, the outcomnes of two-sided
combat dre less so.

Twe guestions continually present themselveg 1o commandery:

v Whalt is actually happening!
v What (if anything) can I or should 1 do about it?

The former guestion requires the commander 1o make an
information decision, the latter, an operational decision. Resolving
cither question implies some answer to a prior question: What is the
mission to he accomplished? Whenever a commander is uncertain
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aboutl the mission—what he has been directed or is expected 1o
do—command and control has faried just as surcly as if there were
no relevant information on the situation or it proved impossibic 10
communicgle decisions. While the visible manifestations of the
command and control process are the sending and receiving of reports
and onders, the process is fundamentally one of decision making
ahout the most cffective application of force in the accomplishment
of a mission, a process facilitated by the timely reduction of
uncertainty,

For this course, the tenn “operational decision™ is not limited
strictly to decisions taken at the “operational” level but is used o
refer generically to those decisions taken al any level that are
intended to result in military action. During combat, most operational
decisions to apply force are tacticai, made by commanders close (both
organizationally and physically) to the scene of waction, while
operational decisions made at the commencement or termination of
hostilities are strategic and made at the highest level. In cither case,
operational decisions have to be communicated in a way that leaves
litle uncertainty in the minds of on-sgene commarnuders about what
objectives they are 1o achicve. This communication could take the
form of frequent discussions with subordinates as to the general plan
and about passible wiys an operation might unfcld, We will read ior
Session 5 how Admiral Nelson exemplificd a commander who
communicated effectively in this way.

Uncertainties in the minds of on-scene commanders tend to be
discounted hy seniors in the chain of command. who would iike to
assume that decisions that are perfectly clear in their own minds will
surcly be fully undersiood by subordinate comimanders. But decisions
are not always communicated to subordinates in a timely manner, nor
arce decisions as communicated always clear to subordinates., nor will
the condrtions on which the decisions were based conlinue (0 prevail.
A decision made is not necessarily a decision reliably conmimunicated
or clearly understood, unless great effort has been made to creale in
advance, as did Nelson, the shared understanding that makes
communication effective. It 1s even possible to define command and
control as being “whatever it takes™ to insure that commanders at the
scene of action will take the actions their senior commanders would
want them 1o take under whatever circumstances they contront in a
specific situation.

s
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One characteristic of a C* system that can he mceasured is “time,”
and there is a natural presumption that timeliness has utility. Maost
uncertainties dealt with in the command and control process cian be
reduced or even resolved—given enough time, C* systens continue
o reduce uncertainties about an event as more time elapses, so the
product of clapsed time and residual uncertainty remains roughly
constant and can be used to characterize the efficiency of a C'
system: the smaller this product, the hetier the system. A system that
can inform a commiander—about the status of own forees, shout the
location and apparent intentions of an enemy, or whout the probable
result of altemalive courses of action-—after only five minutes can be
considered a better system than one that requires an hour to produce
the same information. It is not very comforting for a commander to
be told that the facts and projections needed now o decide on
effective action might be received eventually, Yet while the quality
and timeliness of decisions are generally presumed to be dependent
on the accuracy and timeliness of relevant information, such 4
presumption is of little importance when the information has no
bearing on the decision, or changes only slowly.

The time-uncertainty model suggested above is useful as well
when considering the command and control process of one’s enemy.
Because the utility of a C system declines whenever more time is
required to resolve specific unceriamtices, a commander should try o
add to an cnemy’s uncertaintics and to lengthen the time the cncmy
needs to take to resolve them. Injecting uncertaintics 1o deceive or
confuse an enemy's C* system, or otherwise (o disrupt its functioning,
has the effect of increasing the time-uncertainty product of the
cnemy’s system,

There is also in command and control the idew that time is a com-
modity to be allocated to cach echelon for its information processing
and planning, and 1o the exccuting commander tor execution, The
ioial e avaitabic for aliocation cannot exceed the eritical time—the
time within which action needs to be taken to be ctlective. Unless
time is dpportioned in a way that pennits lower cchelons (o do
planning, executing commanders are likely to be short-changed.

While commanders at cvery cchelon understandably view the
command and control process as supporting their own decision-
making needs, the decision-making needs of commanders in dircct
controt of weapons are the most critical of all. 1t is therefore
important to view the decision making of higher echelons from the
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perspective of its impact on the actions of exeenting commanders,
The command and control process al higher levels hay not heen
successtul unless the executing commander does the right thing at the
right time.

Exccuting commanders benelit from organizational decisions
that;

v Create workable command relationships,
Clearly define the functions to be performea at cach cchelon,
Insure an information flow that ctfectively supports decision
muking at the scene of action, and

v Insure enough staff and C* facilitics are available (o suppont
operational decision making at the scene of action,

Exccuting commanders henefit from operatione! decisivns by
commanders at higher cchelons that provide clear operational
direction; they could also benefit from information decisions, which,
if communicated, provide insights to cxecuting comandcers about the
existing situation itselt and about the perceptions on which the
operational directives they are executing were hased.

Because command (“the exercise of authority™) starts at the top.
and with modern techinology much information is available at the top
as well, it is not surprising that great effort has been made to facili-
tate the command and contro] process at higher echelons, particularly
the processes 1o be used in crisis situations and nuclear war, It is
possible to forgef, however, that executing commanders confront
decision-making demands that are simnilar in nature if not in scale,
while the uncertaintics and urgency they face may be even greater,
The quality of decision making at the scene of action should therefore
he seen as the true test of the command and control proce: s at higher
levels of command.

Commentary on the Readings

In Command and War, van Creveld points out that the basic
command and control problem is as old as war jiself. He wses the
term “command systems™ (o mean the organization, technical means,
and procedures used by a commander to exercise command, and he
identifics five factors that he feels have caused the great expansion
of the command and control problem in recent years:
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v The evolving makcup of modem armed forces,
The rapid development of information technologics,
The interaction of these two factors so as o modify the
nature of command and control,
The increased vulnershility of C* systems, and

v The high cost of C* systems.

Has the nature of commund and control realiy changed, as van
Creveld asserts? If so, in whai way?

In describing the rexponsibilities of command, van Creveld
distinguishes  bhetween the function-related problems of  intermal
administration and the output-related problem of accomplishing
missions despite the opposition of an cnemy. [s this « useful
distinction? If so, which sct of problems should we expect command
and control (o help resolve?

In outlining the actions required for the exercise of command,
van Creveld in effect describes the command and control process:
gathering information, estimating the situation, identifying objectives,
developing altemative courses of action, deciding on a course oi
actiog, inusmiiting orders understood by recipicnts, and monyormg
execution. You may be struck by the similarity between his command
and contro} process and most descriptions of the military plaining
pracess, Van Creveld will later describe this sequenice as a process in
which information is used to orchestrate men and things toward per-
forming  their missions i war, but he then distinguishies this
“rational” process from the drrationality inherent in - warfare—an
cuterprise thar depends ancae appeal to cmotional motives, Wonld van
Creveld agree that the military planning process and his command
and comrol process are really the same?

Dixon, inan early chanter of his hook :
connanders, describes how commanders failed (o take coarly wd
ellective action during a storm.' He explores the role of the
commander s an inlomation processor, listing sonie of the factors

ahaatt inpttfoective
Wb ngiective

"Dixon's description of the Great Samoan Hurricane of 1889 iy bused
on Stanley Rogers, Twelve on the Beaufort Scale. Melrose, Londox: 1932,
pp. 37-50. For another account see Andrade, Ernest, “The Great Samoan
Hurricane of 18897 Naval War College Review, January-t-chruary 1981,
pp. 73-80.

.
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that impinge on a commander’s  ability in o wartime  to el
citectively—like a compuier or elephone exchange—and discussing
the concepts of information content (entropy) and noise. {We will
return to the concept of entropy in Session S during consideration of
(clecommunications,] Does Divon’s diagram of the processes that u
commander follows as he acts as receiver, decision maker, and
transmitter of informarion adequately poriray the command and
control process?

In contrast to most discussions about decision making, Orr’s book
directs our attention to the stochastic nature of combat, His first
chapter lays the groundwork for this by outlining some theories about
the nature of warfare, particularly those of Sun Tzu, Clausewitz, and
Beaufre, He concludes by introducing some ot the tenets of nuuicuver
wartare, underlining the contrast between those who see their
ohjective as the physical destruction of the cneny. and those who see
it as the confusion and paralysis ol the mind of the cneiny
cormmander, How would differences pemween these objectives affect
the command and controt process?

Levis and Athans survey the evolution in thought about command
this keynote address before 4 rescarch symposium will be considered
during this course, including the distinction between “process’™ and
“system,” the role of ane’s cuemy as i factor in system design. and
the distinctions between data, inforimation, and knowledge. Would vou
agree or disagree with Levis and Athans who conclude that there is
ax yel no agreed command and control theory, that there might never
be one, and yer the scarch for one will still be worth while?

Cancepr, Algorithm, Decision is one of the volumes i the series
on Soviel Milttary Thought, ranslusted under the auspices of the 1S,
Air Force. The hook —-about the theory and methods o Jecision
miking—is based on the Marxist doctrinal premise that ilitary
activity reguires a scientifte approach for the solution of hoth
theoretical and practical problems, and that human creative capa-
hitities are expected 1o increase and expand in the near tature as tian
is liberated from routine functions as « result of the automation of
information processing, The authors classily military decisious infto
three categories;

v Information decisions, about what the truth is;
¥ Organizational decistons about what the structure witl be;
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v Operational decisions, about how (o act,

The three sessions that follow this one will explore cach of these
three 1ypes of decisions. Do you find that military decisions can be
ldentificd as  heing  either ipformationdl,  organizational,  or
operational?  Are these distinctions useful? Are there military
decisions tha: do nor full into one of these categories?

Bamard finds tha' people he considers 1o be executives pertorm
the following functions:

v Act as a center of cammunications (hoth formaul and
informal ),

v Sccure the necded humun scrviees, and

¥ Formulate ohjectives.

The commanders in a military organization arc its exccutives, and the
command and control process is intended 1o support them as ey
carry out of their exccutive functions. Are the three execitive
Tunctions ontlined by Barnard the same functions that vou fiind
milttary commandeis performing”

Readings
Required Readings
van Creveld. Chapter 1, “Introduction: On Command.”

Dixon. “Generalship.™ Chapier 1, On the Psychiology of Miliary
Leomperence. Tondon: Jonathan Cape, 1970,

Orr. Chapter 1, Combat Operations.”™

Levis. Alexander H.oand Athans, Michael. “The Quest for a ¢
Theory: Dreams and  Realities,” Procecdings of the YN/
Command aned Cantrol Kesearch Svmposium, pp. 7-12, and
Science of Commetnd and Conral, pp. 4-9,

Druzhinin, V.V. and Kontorov, D.S. “Classification of Decisions,”
Chapter 2, Concept, Algorithm, Decision: Decision Making and
Antomation (USAE translation). Moscow: 1972,
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Bamard, Chesier 1. “The Exccutive Functions.” Chapter XV, The
Functions of the Executive. Cambridge, MA: Harvard University
Press, 1951,

Supplementary Readings on Command

“The Exercise of Command,” Joint Warfare of the US Armed Forcees,
Joint Pub 1. Washington, DC: Chairmman, Joint Chiels of Staf,
1991, pp. 35-39. [In a publication that outlines the concepts of
joint warfare, this short section on command louches on issues of
command  structure, on the importance of & “commander’s
intent,” and on qualttics of Ieadership. ]

Allard, C. Kenneth, “Paradigims and Perspectives,” “The Roots of

Service Autonomy,” and “Paradigms on Land and Sea,” Chapters

1-3, Command, Control, and the Common Defense, New Haven,

CT: Yale University Press, 1990, [In 4 hook about the tensions

between the traditions of Service loyalty and the needs of joint

combal, Allard begins by fracing the relatively autonemous
developments of the armmy and the navy up to the end of World

War 1. He shows how the different combat environments let the

Services to differing paradigms for command and control.

U.S. Marine Corps, “Philosophy of Command.” in Chapter 4,
Warfighting FMEM 1. Washington, DC: Headguarers, 1.8,
Marine Coms, 1989, pp. 61-65. [This short, useful manual
writicnt when Gerneral Al M. Gray was commandant. sets out his
philosophy of fighting. The excemt sugpested here concentrates
on “implicit™ communications, the ehicouragement of initiative in
subordinates, and the ahility to thrive in the midst of chasos.)

Davis, Ruth M, “Putting (°I Development in i Strategic and
Operational Context.” Guest Presentation. Seminer on Command,
Control, Communications, und Intelligence -Spring 1988, pp.161-
174. Cambridge, MA; Program on Inforination Resources Policy,
Harvard University, 1989, [Dr. Davis (who has been involved
with command and control during much of its history) traces the
evolution of commiand and control that began in the 19508, She
identifies improvements in “information handling technology™ as
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being an important driver of that cvolution, and with raising the
issuc of who is the real “on-scene” cominander.]

Foster, Gregory D. “Contemporary C? Theory and Rescarch: the
Failed Quest for a Philosophy of Command.” Defense Analysis,
Vol. 4, No. 3, September 1988, pp. 201-228. {Foster calls his
article “a mere prolegomenon to theory.” and indeed it is “a
formal essay or critical discussion 1o introduce and interpret an
extended work,” in this case an issue devoted o the state of
command and control theory and research. He feels that a unified
theory of command and control can he addressed only afier
critical scrutiny of the assumptions that underlic four cultures:
American national culture, American strategic culture, and
general military culture.

Foster, Gregory 13, “The National Detense University's Command
and Control Program,” in Coukley, pp. 64-67 (to the end of the
first full paragraph, .. .uational sccurity establishment™). (1947)
[Feeling that theory iy important 1o command and control because
civil and military authoritics, and where previous expericnce may
he less relevant than tormerly, Foster is looking for a modem
theory of command and control to supplant previous theories of
leadership, authority, and responsibility. )

Fuller, lohn Frederick Charles. Generalship, its Diseases and their
Cure: A Study of the Personal Fuctor in Command. London:
Faber und Faber, 1933, [In this short book, Fuller summarizes his
views on the moral, meatal, and physical qualitics of successtul
generals during the 19th century and the First World War, He
notes that generals are at their zenith at an average age of forty,
usually reaching their peak between thirty-five and forty-f ve.]

Supplementary Readings on War

Herres,  Robert T, “Equipment, Personnel  and
Procedures—Foundations for Future C* Architecture,” Principles
of Command and Control, pp. 413-426 (1987). {Outlines the
principics of cominand and coutrol that contribute 1o “success in
battle,” emphasizing that command and controt is a dynamic
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closed-loop process that takes place at cach level of command,
and concludes that the total conurand and control process shoulkd
therefore be seen as o multiticred series of reluted closed-loap
(hut interdependent) processes. ]

Clausewitz, Carl von, “On Military Genius.” Book One, Chapter
Three, On War, (1832) Princeton, NJ: Princeton Unidversity Press,
1976. |Clausewitz describes “militar, genius”™ and ¢laborates on
those aspects of intellect and strength of character that he feels
distinguish the superior commander: courage, deternmination,
presence ol mind, a sense of unity, and a power of judgment. We
may wonder whether these qualities are enbanced, or perhaps
diminished, by supporting C* systems.]




PART TWO:

The Command and Control
Process




SESSION 2
Information Decisions /

Intelligence

Muny intelligence veports in war are contradictory, even nore are false,
and most are uncertain.

Clausewitz, On War

I can speak from first-hand experience. We were engaged in low-level
arack. We were right down on the wrgets, hombing and strafing them at
treetop level. There were certain things we saw and reported, and yel it
turned out, when we got the phoiographs back, that we were wrong. And
if you think that' s changed today, youw're wrong, because it hasn't. What
is reported about the batteficld or the airspace, and the actual fuct of the
case, may he vao entirely different things. And that's why this is an iffy
business.

Richard H, Ellis (1982), quoted in
CI: Issues of Command and Control

A cardinal rule in an establishment as lurge as the Department of
Defense is (o assume that first reports dare always wrony, no multer what
their security ciassification, no maiier io whom iney dre dddiessed.

Phil G. Goulding, Confirm or Deny

There was a time when you had to fit all that you needed 1o say on the
entire world every 24 hours into four pages. It didn’t manter if it was the
holocaust in Cambodia or u Soviet missile test. You had to fit everything

27
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in four pages..Don't confuse the ability o prepare intelligence in an

efficicnt way with getting through to the person you're trying to reach.
Lionel Olmer, Esq. (1986), quoted in
C°L: Issues of Command und Conirol

Focus

This is the first of three sessions about the decisions that dominate
the command and control process; we will here examine the
information decisions that commanders make as they assesses the
situation.

Information Decisions

Decisions about action must be preceded by decisions about the
situation, Prior to making dccisions about what aclion to take,
commanders make decisions (whether they articulate them or not)
about what is actually happening: about which course cvents are
taking. Despite all the messages, brictings, and intelligence that a
commander receives, it is the commander's information decision
about the “state of nature™ that becomes the basis for further
(operational) decisions. Commanders make decisions on the basis of
what ticy believe is happening. This raises some fundamental issucs:
how do commanders come to know what they think they know? what
confidence should they have in what they think they know? and
despite what they know about recent events, what is happening now?!

C* systems arc in great part devoted to providing commanders the
infonnation they need to assess a situation. But the uncertainties that
surround such mformation are many: the information available is
usuaily incompicte, conilicting, or ambiguous; it oiten arrives fate.
alter having been transmitted imperfectly or received with error; and
it may be misunderstood or isinterpreted. Even  though 4
commihder’s unceraintics about an cvent are usually reduced over
time following the event-—as amplifying and clarifying reports are
received and understood-—conimanders usually have to make up their
minds about what action necds to be taken long before the situational
uncertaintics can he resolved completely.

Commandcrs are continually making information decisions that
define the current situation as they see it. Yet in many military
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situations, both in combit and during crises, the critical judgement
may be whether the situation has changed sufficiently 1o justify
drawing conclusions that cnemy strengths, ciiemy objectives, or
citemy rules of engagement have now altered. Thus the evaluation of
new information in the context of the patierns of the past necds o he
accompanied by a willingness (o recognize that those patterns may
now have changed, The making of such evaluations benefits from
close and frank cooperation between the operations and intelligenee
portions of a commander’s staf{ and may reveal the need to employ
additional sources o support the commander’s ability o make
rcasonahle information decisions,

Although the command and control process may sccin similar at
all Tevels, it has o different focus at cach echelon, At higher levels,
policy consequences guide decision making; at lower levels, survival
and mission accomplishient dominate. Information is needed both
for planning and for exccution, At all levels, prudent commanders try
to anticipate likely situations, think them through, and create plans (o
deal with them; problems that have not been thought through in
advance are less likely (o be solved effectively under the pressure of
a rapidly evolving situation.

If the several levels in the chain of command are provided with
essentially identical portrayals of actions by both enemy and friendly
forces, their ability to discuss with one another their assessments of
evolving situations will have been greatly facilitated and the
likelihood of mind-to-mind communications between them will have
been enhanced. If they already share a common appreciation for the
significance of unfolding cvents, they are more likeiy 1o achieve &
common understanding of what is actually happening.

The degree to which fresh reports are fully understood depends
10 some extent on the amount of previous information exchange.
While we customarily visualize 4 report as transporting  the
infonnation contained within it, we should really think of a report as
announcing to its receiver which one of the possible situations
already visualized by both sender and receiver is now actually
occurring. Thus, when a truly unexpected situation arises, we should
not be surprised to find that a reporting system has to work much
harder if it is to convey effectively information that s indeed
unanticipated.
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Two recent technological developments have significantly
affected the tempo of the command and control process. The first is
that modem forces, employing stealth and high speeds, can be
generated and applicd over great distances in a matter of hours or
even miinutes, with strategic consequences. The second development
is that a superpower now has, literally, worldwide surveillance
coverage of potentially hostile forces and activities. Tuaken together,
these developments have vastly enlarged the amounts of information
that can be hrought to bear on a problem and have greatly accelerated
the speed with which intelligence is ngeded or expecied by
commanders.

Much surveillance data is converted into compichensible torms
and fused with other data and then distributed to interested
commanders in the field. This system is maturing and changing: new
technologies now facilitate greater tailoring of information for ficld
commanders; the same raw data is increasingly used to develop
“strategic,” “theater,” and “tactical” intelligence. Several risks remain:
that analysts at one Jevel will not always recognize which data has
tactical significance for commanders at other levels, and that analysts
at all levels will focus so narrowly on carrent intelligence that they
will be blind to indicators that should provide them long-term
strategic waming.

People closer to the scene of action are assumed (o be somehow
better informed about what is happening there, Commanders whose
forces arc in contact with those of an enemy should indeed be
receiving information  about  the cnemy from those  forces.
Commanders at the scetic of action are directly aware of local
environmental conditions and how such conditions can penit or
inhibit actions on each side. During combat, local commanders are
also awarc of the specific types of weapons being used, a factor to he
considered during battle damage assessments,

Thosc at the seat of government assume ihat a theater commander

is knowledgeable about local environments and about the kinds of

information needed by the forces. From the perspective of those at
the scat of govermumenlt, a theater commander takes on the appearance
of an “on-scene” commander and is presumed o be engaging in a
detailed management of the application of force. To satisfy these
expectations—which  may or may not be justificd—theater
commanders can be expected to become more vigorous in secking,
information from on-scene commandcrs.

[ |
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Intelligence

Much (but by no means all) of the information on which &
commander relies 1o make decisions is provided by inteligence
officers and derived from the intelligence process. In that process,
information rarely moves in its raw state directly from sensor to
decision maker; it passes not only through the “links” in a reporting
systern but is processed at system “‘nodes,” where it is tiltered,
correlated, and analyzed: three functions that may be performed at
one point or at several. The observations gathered by sensors ate
likely to be numerous, so filtering is used to suppress reports that are
reduwirdant or that fall outside some repodting threshold. Establishing
thresholds 1o limit the frequency of reports or Lo specity the range of
acceptable values may be importani as control mechanisms, but such
thresholds need to he reevaluated as the situation changes so (hat
necessary but unexpected information will not be filtered out,

Correlation is the process of establishing whether the same object
is the subject of different reports: reports by different sensors at the
same time, by (he same sensors at different times, or by different
sensors at different times. Whether or not two reports refer (o the
same object is not always obvious, and much of the correlation etfon
hus therclore 1 be directed toward making such detenninations,
Because reporting delays may vary, observations made at the same
tine may reach users at different times, so the correlation process
niceds to account for this lack of synchronicity. The identification and
removal of “ghosts,” non-existent targets, as well as lalse targets
introduced by enemy deception, are sometimes atietnpted during the
corrclation process. Comrelation may also try o establish positions.,
movement, identitics, and perbaps the state of readiness, Uncertainties
exist here, too, and some correlations may be tentative or made with
less than full confidence. When commanders urgently need to decide
whal is happening, they may discount or completely disregard such
uncertaintics. One of the tough challenges of C' system design
continues to be the creation of graphic displays that portray the
degree of uncertainty that remains atter the correlation process.

A third process, which takes plice at the commander’s
headquarters as well as at nodes somewhere hetween the sensors and
the commander, is analysis, the drawing of infercuces from correlated
data. Such inferences might concern an enemy’s intentions, faciics,
or rules of engagement, Uncertaintics ¢xist here as well, because
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important infonation may still be outside the system, or because the
C* system itself may not be transtuitting or presenting the available
information with sufficient fidelity.

And if the unresolved uncertinties were not cenough, the
commander needs 1o recognize that the processes of iltering,
correlation, and analysis are themselves imperfect, that an active
cnemy may he engaging in deception, and that commanders’
decisions will be made on the basis of information us perceived
through whatever biases shape their thinking, Because of historic
failures by govermnments and commanders to recognize indications of
warning, having heen “blinded™ by current (or even past) intelligence,
some people have postulated that the failure of waming is inevitahle.
If the failure of warning is nor inevitable, what might be done 1o
reduce the ttkelihood of such jailures?

“Fusion™ is the process of integrating information {roim one two
or more sources. “Fusion centers™ filter, correlate, and analyse
infonmation from a varicly of sources, and act now as nodes in the
network of informtion flow 1o o number of commanders. Fusion
centers have been used to facititate wider distribution of informaion
derived from sensor systems with severe sceurity constraitiis, The
fusion process makes  possible the introduction of such ionnation
whenever sources with Tower security levels could have been the
source.

Fusion ceiters, however, usually do not carry out operational
tasks, and although they provide filtered, correlated. and analyzed
mformation to a number of conamanders, they are necessarily under
the command of only one of them (or sometimes none of them). To
this extent, an important part of the Csystem that supports: some
commarkders muy be beyond thetr direct or even indirect control.
Nevertheless, any commander served by a fusion center should
atternpt 1o influctice that center (o make its intermediate information
decisions ina way that confonns to the commander’™s sense ol
priorities, Just because the sume raw data may yield information
usctul to severai cchelons of command, it cannot be assimned Uit all
analysts will be able to recognize its significance tor cach comnander
served.

As information flows from sensor to commander, there is o sense
ol progress from data to information to knowledge. In a related bt
ditferent sense, intormmation that flows from the bottom ol an
organization to the top usually (but not always) hecomes more ag-
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gregated. But all infonnation is not equally vnderstood, uselul, or
valuable, To be understood, it needs to be displuyed in terms thal
match the commander’s logic; to he uselul, it needs (o be aggregated
at the level appropriate to the types of decisions being made: and to
have value, it needs to be reliable, timely, and relevine to some
decision that the commander will wake. Ever where fusion centers
exist, there are always two fusion problems; the usion ol all-source
information, which takes place at the fusion center itsell, and each
commander’s merger of thar information with the  inlomiation
received directly fram sources under their control,

In a hicrarchical organization, authority is deiegated o subor-
dinate comumanders (o take action within some arca of discretion.
Such a delegation of authority 1o take action has alzo been interpreted
to imply that subordinate commanders have similur discretion to
screen out information, Yet senior commanders, looking 1o their own
decision-making needs expect subordinate commanders to furmish
them full infonnation. On the assumption that the amount of real

control by cach cchelon is somchow related 10 the wmount of

information there, some subordinate commanders avoid sending up
unevaluwted information and send only what they belieyve hierr seimors
want Lo hear, They are concerned that as more information goes up,
tess authority will be delegated downward.,

To counter this tendency, some senior comminders have sought
oul information by separate means i order o view it trom their
higher perspective. They do so hecause they are also alert 10 the
possibility that subordinate commanders, operating with o difterent
perspective. might averlook or misinterpret the significance of some
of the information at their disposul. A senior commandei might
ciuploy what van Creveld (on p, 73) calls:

a directed 1! scope which he can direct, ot will, at any
part of the cnemy’s Torees, the terrin, or his own army in
order 1o brng in information that is not only  less
structored than thin passed on by the nonnal channels but
also tailored to meet his momentary (and specilic) needs.

The conventional view of command and control is that it is
“mformation-ntensive,” driven by increasing amounts of informuation
“pushed” through C' systems by sensors and by reporting
commanders, This flood of information, carefully reviewed and

R P |




34 v Snyder/Command and Control

analyzed, is assumed to form the basis for action. The alternative
view is that command and control is really “information-decision
mntensive,” and that decision making, not information, is the key to
command and control. In this view, information ought to be seen as
having been “pulled” out of the sysicin by commanders who have
requested if. Such commanders have first identified the decisions they
can cxpect to make, then determined what information might
reasonably be expecied 10 contribute to the quality of those decisions,
and finally actively sought out such information, cither by using their
own resources o obtain it or by requesting from higher operational
commanders whatcver essential clemerds of information (EEIs) were
unobtainable by their own resources,

The seeking of infurmation includes not only requesting it from
fusion centers and senior commanders, but atiocating some portion of
one’s force for employment primarily in collecung and reporting
information to support one’s own decision making needs. In cither
case. 1L hecomes necessiary (o suppress whatever information is
irrelevant so that reporting  and  analysis systems (as well as
commanders  and their  stafls) can concentrate  primarily  on
information essential for decisions, Both the “infonnation intensive”
and the information-decision intensive™ schools of thought are active,

Among the new factors that conmanders may have (o take into
account is the so-called “CNN effect,” the possibility that widely
available open-source information might influcnce the commander's
decision making. As a result of swifl dissemination of open-source
information about contemporary evenls (and even ahout reactions 1o
those events by foreign governmenis and by senior officials in our
OWn government), conunanders may now have more insight about
events described in classified intelligence reports and in classitied
nature of such real-time reporting may encourage commanders 1o
defer making their information decisions because of the expectation
thdt some claritying repont may shortly arrive.

Commentary on the Readings

Van Creveld characterizes the period prior to 1800 as the “Stone Age
of Command.”™ As the enduring parameter that govems strategy, he
identifics information about one’s own forees, ahout the ecnemy's
torces, and about the environment, He emphasizes that the rate of
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change of information varies, and that fimeliness of intelligence
depends both on the speed with which information can travel wyl on
the rate of change of the information itself, The factors that affect the
raic of change—mobility, speed of decision making—and the fuctors
that determine the rate at which information ¢an travel arc different,
but both need to be kept in mind. He notes the kind of tradeoffs that
hiave always existed between speed of transmission and reliability (or
capacity).

As he will throughout his book, van Creveld reminds us that
there arc always two problems for the commander-—how to fight the
enemy and how 1o exist in the field—and he considers the latter
problem to be the greater. He concludes that staffs were originally
intended to relieve commanders of the administrative detail of the
day-to-day running of armies. As for fighting an encmy, van Cicveld
helieves that because of the primitive nature of communications,
commanders Iiave historically tried to position themselves on the
battleficld where they could exercise control over the forees at the
place that was expected to become the decisive point. He concludes
ihai the Romans developed the most successtul solution 1o hatticticld
command problems hy:

v Relying on standardized formations,

Establishing proper organization at the lowest level,
Employing a tixed repertoire of tactical movements, and
Diffusing authority in order 1o reduce the need for
detailed control.

« 4 4«

Would vou expect to find such a command “style” 10 be equally
effective today?

The assigned chapter in Concept discusses information sources,
intonnation channels, and the logic by which information decisions
arc made. The authors characterize information sources by their
range, completencss, dccuracy, and reliability. Information channels
are subject to both technical distortion and semantic distortion, The
chapter then outlines in some detail three different logical methods
that commanders might use to arrive at an information decision;
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v Corrclation (comparison): assessing the probability of the
truth of reports by comparing them to a priori thresholds
based on experience,

v Filtration: formulating possible decisions beforehand,
identifying their characteristics, and deriving weighted
parameters ggainst which reports are compared;

v Sitwation (paticn) recognition: forecasting  outcomies
bused on past cxpericnce in analogous clrcumstinees,

The authors illustrate these three methods of decision making by
showing how they were used by characters in an American hovel,
How does the method that a commander uses to arrive at informaiion
decisions make « difference in the desisn of C7 systems that support
him?

In his second chapter. Orr attempts 1o build & model of combat
operalions, He applies various theories ol warlire—as well as thie
observation-orientation-decision-action model of John Boyd and thie
thermodynamic model of J. Lawson -0 postulate what Orr calls the
“combat opcrations process model.” portrayed in lis figore 4. He then
idenmtifies two  subsidiary models -4 Upower distribution made!”
(readly @ model of combat, (o be fully described by Orr in his next
chaptery and o “indlitary problem-solving process model™ (in effect,
a4 dedision-making model). He then describes viarious theories of
itormation  processing  and  decision aking. Do voud find  his
“combat aperations process model” wseful? Which of the methods of
decision matbing thuat he describes most resembles the way you find
decisions actually heing pede?

Faurer describes and discusses the functioning of the National
Security Agency, and haw signals intelligence supports the military
commander, He discusses the role of fusion centers, how autom:atinn
has acceierated  their  development,  and  how  centradization:
decentralization issues arise. Do you agree with his conclusion that
intermediate fusion cemters are preferable 1o direct delivery 1o
taciical commuanders? What are the counter arguments in javor of
direct delivery?

Inman reviews the intelligence community’'s evalution during the
19505, 19005, and 1970s. He highlights the several balances that need
to he siruck between:

v Collection and analysis,
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v Manual and machine-assisted operations, and
Protection  of sources  and  wider  availahility  of
intelligence products.

He refers o the huge volumes of data generated during a crisis which
can he dusnped on commanders and their intelligence stafls, wd hints
that while “fast and accurate™ inteligence is desired, wixil is needed
is the skill to recognize quickly what is relevant and what is not. /s
this consistent with your own experience?

Readings
Keguired Readings

van Creveld, Chapier 2, “The Stone Age ol Command.”™

Druzhinin, V.V, and Kontorov, D.S. “Information  Decisions,”
Chapter 3, Concept, Algorithm, Decision: Decision Making and
Autosnation (USAT translation), Moscow: 1072,

Orr. Chapter TL =Choand the Combat Operations Process.”

Faurer, Lincoln, *The Role of Intelligence within C'L7 in Coakley,
pp. 323-334,

hian, B.R. “Issues in Intelligence,” in Coakicy pp. 309-314,

Supplementary Readings on Information Decisions

Woodeock, TR, “indicaions and Warting as an input 1o tie
Process,” 1rom Proceedings of the 1987 Command and Control
Research Symposium, pp. 83-92, and Science of Command and
Control, pp. 22-47. {An auempt to close the gap between e
command and control ol forces, and the indications and warning
activities that convert sensor-derived data into alerts, Woodceock
suggest that catastrophe theory - —which deals with sysies in
which minute changes result in sharp discontinuities  -may
provide insights into the envitonment of modern combal, |
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Waltz, Edward L. and Buede, Dennis M, “Datg Fusion and Decision
Support for Command and Control,” Principles of Command and
Control, pp. 213-236 (1986), |Distinguishes the data fusion
function that assists commanders performing situation assessment
(equivalent to our “information decisions™) from the decision
support function that assists commanders doing altemative
analysis (equivalent to our “operational decisions™), and applics
Wohl's stimulus-hypothesis-option-response (SHOR) paradigm,
which emphasizes  this  distinction.  They identify typical
parameters for three different tactical situations—-naval, air, and
ground-—and describe the use of data fusion and decision support
in cach.]

Jervis, Robert, Perception and Misperception in [niernational Polit-
ics. Princeton, NJ: Princeton University Press, 1976, [Describes
the decision-making process at the policy-making level, and
cmphasizes the impoertance of understanding how  altermative
actions might he pereeived by others. ]

Bamard, Chester I “The Theory of Opportunisi,”” Chapter X1V, The
Functions of the Executive, Cambridge, MA: Harvard University
Press, 19510 [Describes the analysis that precedes decision
making as the process of “finding what conditions are significant
to the atainment of the desired pupose.” Bamard describes that
process as a search for the “strategic factors,” whose control will
establish the set of conditions that accemplish the purpose of the
organization, |

Tolstwoy, Yo, War and Peace. CPhe Baitle of Boroding: Part (or
book) X, Chaplers XXIV to XXXIX, and Pant (or Book) X1,
Chapters 1 and IL) [Conveys a sense of the uncertainties
surrounding combal operafions, in this case, at Borodino, The
novelist describes the arrival of reports that advised Napoleon
and Kutuzov of the changing situation, as well as of the frequent
and urgent reguests tiey received for reinforcements. |

Supplementary Readings on Intelligence

Rechtin, Ebcerhardt. “Command and Control in the Years 2000+,
Principles of Command and Control, pp. 464-470 (1987).
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[Rechtin describes (he increasing use of wide area surveiliance
systems and predicts that the widening ol combat horizons will
shrink the autonomy of commanders at the scene, suggesting that
some other organizational changes are likely to result as well, He
further speeulates that 1o avoid the effects of an opponent’s wide
arcy surveillance, the collocation of operational commanders with
large headquarters staffs will be unwise, and that future command
configurations may come to rescmble those of  guerrilli
commanders, in recognition of the fact that the increasing
availahility of wide area surveillance has an importance for
command and control far beyond that of providing additional
information.]

Layton, Edwin T. “And I Wuas There”: Pearl Harbor and
Midwuay-—Breaking the Secrets. New York: William Morrow,
1985. D767.92.1.39 1985. [A first-person account of the role of
radio intelligence prior to the Japanese attack on Peari Harbor
and throughout the war in the Pacific, by the intelligence officer
oir the staff of the Commander-in-Chicef, 1.8, Pacific Flectl]

Danicl, Donald C. and Herbig, Katherine L., eds. Strategic Military
Deception, New York, Pergamon Press, 1982, {A collection of
articles that examine the role of deception in warfare. |

Wohlstetter, Roberta, Pearl Harbor: Warning and Decision. Palo
Alto, CA: Stanford University Press, 1962, [ Details the warnings
of the Pearl Harbor attack available at the time to U.S. decision
makers, who were nevertheless surprised in the midst of waming
signals. The book is based on congressional hearings, official
histories, and the personal memoirs. It vividly outlines the
ditficulty in recognizing, sclecting, and correctly interpreting
relevant information in the presence of noise. The autnor
recommends that we accept the existence of uncertainty and leam
1o live with it. A more recent book, Pearl Harbor. Final
Judgement by Hetry C. Clausen (appointed by the Secretary of
the War to investigate) and Bruce Lee, New York: Crown, 1992
(D767.92.C58 1992), focuses on the failures of individuals, on
the shortcomings of faulty procedures, on the lack of genuine
sharing of information between the Services, and on the



40 v SnyderiCommand and Conirol

difficultics caused by the special handling imposed on the
distribution of infornmation.]

Clausewitz, Carl von. “Intelligence in War.” Book One, Chapter Six,
On War, (1832) Princcton, NJ: Princeton University Press, 19706,
[ Tuking o skeptical view of intelligence, Clausewitz discusses
some of the factors that tend to reduce the quality of intelligence
reports and to minimize their uscfulness when received. He
suggests that because people tend to belicve bad news more
readily than good news, they should err on the side of hope
rather than of fcar.)



SESSION 3
Organizational Decisions

Command and control involves a good many things that you don’ t normally
think abont: an organizadon for decision-making: a structure that vou hold
inviolate for the transmission of instructions downward—although you can
skip echelons on the way up for information purposes, and people who
understund the mission, who are drilled in the docirine and the procedores
thai constitute teamwork.

Richard G. Stilwell (1985). quoted in
CU dssues of Commund and Control

What makes an organization work? 1eis the men who conipose it! The first
thing you huve to work out is whether or not the people ar the tap are not
only going to be a fine, interlocking mechanism themselves but whether their
cexample is going 1o go on down through the whole organizaition, to make for
you a successful fighting team.

Dwight D, Eiscnhower (1950),
Address to the National War College

Don's partition [systems] by slicing theough rogions where hich rates of

information exchange are required.

Eherhiardt Rechuin in Systenmr Arcaitecting
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Focus

In this session we examine the organizational options available to
a joint commander for the organization of forces, and we discuss the
implications that a commander's organizational structurc has for
cominand and control.

Organizational Decisions

Organizational decisions establish a chain of command-—the line of
authority for getting a job done—as well as a chain of responsibility
for success or failure. But beyond that, organizational decisions create
4 command and control structure and specify the roles that cach
commander is expected to fulfill in the command and contro! process
hy establishing “who decides what.” Finally, organizational decisions
establish the web of functions and relationships that C* sysiems are
expected to support, It may be said that “cvery organizational
decision is also a C* system decision,”

Organizationial decisions creaic a siructure thar estabiishes not
only how operational decisions get executed but also where
commanders get their information and on whom they rely for advice.
An organizational structure should identity for comnunders the
organizations that are supposed to provide them inpuis of information
as well as the organization to whom they will send their decisions
and reports. Thus, organizational decisions usually create 4 structure
that:

Reflects the lings of authority and responsibility,

Identifics which commaunders arc cmpowered to make
which decision,

Whether made by the commander or by some superior, orgdniza-
tional decisions:

v Support the making of (nformation decisions by
identitying which organizations may be tasked (o obtain

42



Organizational Decisions ¥ 43

information, and by structuring the flow of informution
and advice to the commander,

v Support the making of operational  decisions by
structuring the flow of advice to the commander about
the utilization of forces, and

v Facilitate the exccution ol operational decisions by
establishing a chain of command.

On the information (input) side of their decision making,
commanders want to tap whatever sources can provide the
information needed to support sound decision making while avoiding,
il pussible, being at the mercy of a single source for any particular
kind of information. For the purpose of obtaining information {rom
sources outside a commander’s own control, the operational ¢hain of
command upward also defines the chain for validating and
prioritizing intelligence  requirements;  when a4 commander’s
operational chain of command is changed, so is the path for
requesting  intelligence support. A commander sends  essential
clements of information (EEIs) up the chain using formats developed
by the intelligence community. Because the validation process is
intended to reflect the operational judgement at cach level in the
command chain, commanders may find it nccessary (o persuade
higher echelons of the importance of their operations. With respect
to advice about operational decisions, a commander might want to
rely on a mix of advice from sources both intemal {the commander’s
staff) and external (other commanders, particularly subordinate and
component commanders).

On the exceution (output) side, the objective of organizational
decisions usually is (0 achicve “unity of cffort” in the execution of
decision. Whether a commander believes that unity of effort can best
he (or can only be) achieved by unity of command is reflected in
organizational decisions. Another objective may be to balance forces
and lasks to obtain “an cqual strain on all parts,” or so that relative
strengths of forces reflect relative prioritics of tasks. An often
overlovked implication of hierarchial organizations is that they
specify the immediate subordinate commanders 1o whom orders will
he directed. Even though the decisions of commanders at every
echiclon may be intended to affect operations at the scene of action,
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their orders are nonnally directed for action to commanders only at
the next lower echelon.

The making of organizational decisions requires resolution of the
following issucs;

v Whether the command s to be organized on an area or
functional basis; whether subunits will be clustered by
skills or by tasky;

v Whether the organization will be narrow or broad, that is,
whether commanders will exercise command over o few
immediate subordinates or many; and

v Whether authority will be centralized or decentralized.

Scveral options are available for organizing ¢ military force. In
general @ command may be divided and subdivided by one or more
of the following methods:

v By arca (that is, by grouping together all forces within a
geographic arca from whatever Service or Nation or for
whatever purpose).

v By Scrvice or Nation (that is, by grouping in cuch

" subdivision all forces from enly ane Service or Natiosn),

v By medium (that is, by grouping together all ground
forces, air forces, and scabome forees from whatever
nation Or service), or

v By task (that is, by grouping together all {orces directly
involved in accomplishing the same task from whatever
SCrvice or nation.)

Some organizational structures (such as the Unificd Command Plan)
reflect o mix of the above options, One of the vrganizational
dilenunas is that while organizing by function (or skill) promotes
efficiency, organizing by task tends to promote effectiveness. Under
whiat circumstances or in what types of conflict would you cxpect
cach method to be superior to the others?

Every organizational decision is, in effect, @ command and
control decision. An organizational decision establishes command and
reporting relationships that shape the C* systein and commit ¢
resources. Such a decision requires subordinate conunanders and their



Organizational Decisions v 45

staffs to communicate, to performn the situation assessments that fead
W information dectsions, and to make the necessury operational
decisions, The requirement to communicate creales (he need not only
for the physical links but also for staffs that share vocabularies and
doctrine, and arc able and willing to be effective communicators in
the larger sense. Cominanders about to make organizational decisions
theretore need (o take into account the capabilities of individual
subordinate (and other) commanders, of their staffs, and of their C'
facilities 10 perform whatever tasks are implicd by the candidate
organizational structures,

Organizational decisions about U.S. military forces include the
following five types of decisions:

v Decisions (at (he national level) about the establishment
and responsibilitics  of  the unificd and  specified
combatant commands;

¥ Decisions (by the Services) about the organization within
Service tactical formations (e.g., Amny divisions, Navy
hattle forces, Air Foree tactical fighter wings., Marine
air/ground task forces);

v Decisions (by the combatant commanders) about the
command  stwcture (usually a4 joint task  force
commander) that connects them with their subordinate
(Service) tactical commanders;

v Decisions (by the Services) that affect the ability of
Service tactical formations to coordinate and intcroperyle
with those of other Services; and

¥ Decisions (hy joint task foree commanders and other on-
scene commanders) about the relationships between tae-
tical formations and the organizations that provide their
inteliigence, iogistics, and telecommunications support.

Decisions about the establishment of combatant commands are
promulgated in the presidentially approved Unified Command Plan,
Decisions about the organization of Service tactical commands are
nornmally made in accordance with Service doctrine. Decisions about
the command relations bhetween combatant commanders and the
tactical commanders are made by the combatant commanders, who
in accordance with Unified Action Armed Forees (Joint Pub 0-2) have
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several options, including the establishment of joint task forces. [A
force is termed “‘joint” when forces from two or more military
departments participate, and “combined™ when forces of (two or more
nations participate. |

The level of mteroperability that can be achieved between tactical
formations is determined in the first instance by the decisions made
hy the Services as they equip and irdin units, then hy the combatant
commanders as they organize and exercise joint forees, and, finally,
by the executing joint commander. {The implications of such
decisions will be considered in more delail as part of Session 7.°C*
Systems for Conventional Forces: Interoperabiinty,”] Decisions about
the relationships between tactical fonnations and organizatons that
support them are nonoally made by some common superior.

At what Ievel in the chain of command does the organizational
structure change from heing joint to being a Service organization? h
is clear that at the top, the military cffort will be unitied, but at the
hottom, forces expect to fight as part of some however snall)
Service unif. The history of the Unified Command Plan since World
War I has been the story of moving that transition poiny ever lower,
At one time the transition from “joint™ to “service”™ occurred at the
Joint Chiefs of Staft (JCS), when the Scrvice Chiefs acted s
Exccutive Agents for the JCS. Later it became clear that the transilion
from “joint” fo “service” was 1o teke place between unified
coimmanders and their Service component commanders, Now that the
use of joint task forees has become more prevalent, it might he
assumned that the transition is to occur between the cotmmander of the
Joint task force and immediate subordinate (Service) componerit
commanders. Yet commanders of joint task forces may (and,
arguabiy, shouid) choose 10 organize their iorces on a “task” basis in
order best (o get the job done, despite the difficult interoperability
problems that can arise when there has been 1o prior planning or
CXCITISCS.

Whenever task-oriented organizations are needed on a more or
less permanent basis, as they wre now for anti-drug operations.
standing joint task forces are likely to be formed. For situgtions that
can reasonably he anticipated, plans are likely to call for the creation
of joint task forces when necded. But for the truly unexpected crises,
the formation of joint task foree is like to fully stress the command
and control structure, Joint commanders, their staffs, and their torces
nced time to prepare for a joint operation, vet a crisis usually has to
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be dealt with so quickly that adequate preparation time is vot
available, Nevertheless, the use of joint task forces at the scene of
action is likely to increase, raising some interesting questions ahout
command and control: Who should be chosen to act as joint tusk
Jorce commanders? Where should their stuffs come from? What
command  fucilities should they use for the exercise of joint
command? Are existing Service fucilities adequate?

On the basis of experience in recent years, it seems clear that lor
major crises that require significant forces, Joint Task Force
commanders will te selected from Numbered Flect Commanders,
Armmy Corps Commanders, Numbered Air Force Commanders, and
Marine Expeditionary Force Commanders. While they perform the
duties of joint task force commander, should they continue 1o act in
the Service capacity, or should they turn their Service joh over to u
deputy? Stiould the staffs of these commanders be joint all the time,
or is it sufficient 1o augment them only when needed? Should afloat
Hagships and other mobile headguarters be considered for e by
Joint Tusk Force Commuanders, regardless of Service™ On what busis
will it be possible for joint sk force commanders to exiimate the
ievel of ineroperability thar will exist among their joint forces?

The trend toward increasing use of joint organizations is 1ot the
only reason for comimanders (o realign their organizational structures,
Historically, the introduction of major new technologies hias heen
followed by the development of @ new organizational structure to
optimize ils exploitation. The introduction of radar and guided
missiles arc examples of developments that created the opportunity
for new and different organizations, The important consideration for
this discussion is that the creation of any “new”™ organizational
structure requires a correspondmg readignment of ¢ systems o
support i,

In summary.  organizational  decisions  represent importand
structural choices made by commanders at every level, choices that
cxert a major influcnce on the pracess of command and control
on the structure of G systems that will support that process,
Whenever organizational options are being considered, whether or not
an estimate of the situation is heing developed, the appropriate staff
action would be to prepare @ Command and Control Estimale
(formerly the Communcations Estimate) in order to inform the
commander of the relaiive feasibility with which C* systems can
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support cach altemative under consideration. Finally, we should not
forget that commanders at ali levels tend 1o he oriented downwards,
greatly concemed with the perfuormance of processes and sysicms of
subordinate commanders, while remaining relatively indilferent (or
even hostile) to the performance of systems of higher commanders,

The forcgoing  discussion of  organizational  decisions  has
emphasized structural aspecets that specify the relationships between
commanders and establish the lines along which orders and reports
may bhe expected 1o flow. But structure alone is insutficient to fully
describe actual command and control relationships. It is necessary fo
understand  as well what quthority has been delegated to cach
commander. Even though much of the authority of commanders is
established by regulation or by custom, some authority may be
withheld at will hy scnior commanders, including the National
Comimand Authaoritics. The authority delegated to combat units to use
force may be carcfully crafied for cach situation. In practice
organizational decisions that delegate or withhold authority may e
in the form of rules of engagement, which have therelore hecome a
key clement of command and controlb as it exists in the real world.

Commentary on the Readings

Vun Creveld describes the command and staff organization used by
Nupaleon. There are two thenies in his description: the first is the
halance to be maintained between detailed direction by o centralized
authority on the one iand, ad the use of initiative and discretion by
subordinate commanders on the other; the secend theme is the need
o exploit the opportunities provided hy new technologies while at the
same time recognizing: —and it possible transcending —the limitations
such echnologies impose.

Nipoleon would solve the centralization/decentralization dilemuna
by:

v Organizing sell-contained mission-oricnted units,

v Instituting a system of standardized reports and orders,

v Establishing a headquarters staff to deal with reperns and
orders, and

v Institwting a “directed-telescope™ system of adjutant
generals (0 provide altemative sources of information.
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This dirccted-telescope idea will be revisited by van Creveld in
subsequent chapters as he describes how later commanders sought to
oblain information to support their own decision making. not wanting
it filtered by subordinate commanders or in some cases even hy their
own stts.

A key organizational decision for any commander is how (o
divide the force. Napoleon’s solution was io organize his anny into
corps, cach sufficiently Targe so that it could not be overwhelmed in
the time required for another corps to come o its rescue. Van
Creveld's detailed aescription of Napoleon's command and control
process in action af Jena illustrales the ©endency for comnunders o
intervene operationally in a detailed way at the place where they are
physically located, (Jena is also a fine example of the nature of
warlare: Napolcon feams that he just won a great battle that he had
not even known was taking place.) Do Napoleon's solutions 1o botli
the centralization/decentratization dilemmua and to the question about
the size of subordinate units still make sense today?

Admiral Metcalt was the joint task torce commander of Operation
Urgent Fury in 1983, His description of the probiems hie faced al
Grenada and of how he resolved them spans both information and
operational issues is well as organizational ones, but is included here
with readings about organization decisions because it provides o
revealing insight into the importance he placed on his personal
refationships with the commanders at both higher and lower cchelons
in the chain of command.” Metealt concludes that command and
control should be kept simple, that face-to-face contact is important,
and that theretore a joint task force commander should be o the
scene. Inorder to he at the scene, he shifted from bis regular flapship

Metcalf™s remarks were delivered at a conference that was exploring dectsion
making under corditions of ambigaity. The "yar bage can’ model of decision making
referred foin the texd postalates that decisions made i farge organcations refuie
maore 1o the interests and available cnergy of the decisions makers than 1o ihe
importance or grgency of dpparent problents or 1o the availability of aceeptable
sorluttons.
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USS Mount Whitney in Norfolk to the smaller USS Guum, which he
sharcd with his amphibious task force commander.”

As you read his description, consider the command and control
implications of three of the key organizational decisions that he
made:

To establish his command post in USS Guam.

To conduct two separate ground operations (one nosth,

one south) with the commander of cach reporting to him.
v To retain the existing command relationships (o the

Marine company that was recommitied fo the ground

operation in the south, and 0 avoid potential problems of

mutual interference by changing the boundary lines,

Admical Emest 1, King, USN, when he was Commander in Chict,
.S, Atlantic Fleet in the year just prior to the U.S. entry inio World
War 11, wrote two letters that contain his cfforts to articulate a
command philesophy intended 1o encourage the initiative  of
precisely should wirn us that communicating one’s command
philosophy is not casy.) Would you huve adopted o similar
philosophy of commuand under similar circumstances? Conld such o
command philosophy realistically be pursued today?

In his third chapter, Orr deseribes in some detail his “power
distribution mode!™ of combat, He argues that comnmand of comhbat
operations is vastly different from command of other military ac-
tivitics because combat outcomes tend to be more stochastic and fess
controllable than the results of other activities, He analyzes four types
of systems along a deterministic/stochastic dimension. He points out
that while a commander’s decisions may influence the probabilities
of combat outcomes, they do not derermine combat outeomes, and
that useful predictions of such outcomes are therefore difficalt ©
make, He concludes that what a commander really does is fo manage
the sources ol potential power  (which Ore calls the power
distribution) as ¢ way of influencing combat results in the

Lor another view of the organizationa and personal relwionships during
Operation Urgent Fary, see the memoirs of Metcalf’ s deputy, Norman Schwarzkopf,
in pages 244-258 of H, Norman Schwarzkop! (New York: Bantum Books, 1992).

I 11
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accomplishment of a mission. Orr reports that the particular insight
from his rescarch was the realization that the stochastic nature of
combat has great implications for the exercise of command. He
concludes that the normal practice of judging commanders on the
basiys of results they achieve in combat may be inappropriate hecause
of the stochastic nature of combat and the actions of an enemy. I ir
possible for commanders to make faulty decisions yet emerge as
winners, or for commanders to make correct decisions yet come out
losers? What are the implications of this for command and control?

In the chapler from Concept, thc Soviet writers discuss an
organizational decision as a form of preparation for action, They
define the clements of an organization as its structure (scheme of
relationships) and the intemal distribution of its functions (informa-
tion, management, action). Note that in their descriptions, the
information flow characteristics dominate, rather than the authority
relationships. They identify the following properties of a good
organization:

Ability i reaci io chainge (opaaiional capability),

v Controllability (degree of centralization),
autonomy, and

v Viahility (aficr partial destruction).

The authors propose three logical ways for making organizational
decisions:

v Modeling (to estimate cosi an-i effectiveness),
Evolution (from an cxisting organization), and

v Synlhcsis (1()1'lnulul.iug the tasks and defining the operul-
ing conditions),

If these three methods for making organizational decisions seem too
abstract and therefore inapplicable, what practical methods would
you propose in their pluce?
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Readings
Caye Studies

vin Creveld. Chapter 3, “The Revolution in Strategy.”

Metcalf, Joseph, IH. “Deccision Making and the Grenada Rescuc
Operation.” Ambiguity and Command, Matshficld, MA; Pitman
Publishing, 1986, pp. 277-297,

Required Readings

King, E. J. “Excrcise of Command.” CINCLANT SERIALS 053 and
0328 of January 21, 1941 and April 22, 1941, Reprinted in Julius
A. Furer. Administration of the Navy Department in World War
{1, Appendix 1. Washington, DC: U.S. Govemment Printing
Office, 1959,

Orr. Chapter HI, "Command of the Combat Operations Process.”

Druzhinin, V. V. and Kontorov, D, 5, “Organizational Decisions,”
Chapter 4, Concept, Algorithm, Decision: Decision Making and
Automation (USAF translation), Mescow: 1972,

Supplementary Readings on Organizational Decisions

Secretary of Defensz. “Command, Control, Communications (C'), and
Space,” Appendix K of Conduct of the Persian Gulf War: Final
keeport 1o Congress. Washington, DC, April 1992, ['The first half
of this report (pages K- through K-25) describe many of the
organizational decisions made to support the Gulf War, 1t is
nofeworthy that half” of the SECDEF’s report on command and
conirol is devoted to the resolution of organizational issucs and
wiring diagrams. |

Cushman, Jolin H. “Ocean Ventured, Something Gained.” U.S, Naval
Institute Proceedings, September 1992, pp. 83-88. [Description
of the command arrangements for Ocean Venture 92, & major
Joint exercise conducted under Commander ik Chief, LL.S,
Atlwitic Command. The exercise scenario involved crisis action
plaming and a forcible entry assault. During the cxercise, the



Organizationual Decisions v 53

commander, naval forces operated from a mobile command
center ashore, within walking distance of that for the joint task
force commander. The exercise left several organizational issues
that require continued study. Cushman emphasizes that a joint
commander may organize for combat in any way that will best
accomplish the mission, but he is concerned that this normally
means using service components. On the other hand, Cushman
sees the joinmt task force commander acting as a service
commander with additional joint responsibilities, instead of acting
as & truly joint commander without service responsibilitics
(having transferred them to a service deputy. He would have had
the deputy “‘run the fight,” a joh that the thealer conunander
might have expected the joint task force commander to do.]

Winnefeld, James A. and Johnson, Dana 1. Command und Control of
Joint Air Operations: Some Lessons Learned from Four Case
Studies of an Enduring Issue. Santa Monica, CA: RAND, 1991,
AS 36 R281, no. 4045, |Casce studies abour the command and
conitol of joind air operations based on the battle experiences of
Midway, the Solomons, Korea, and Vietnam. |

Griffin, Gary B, The Directed Telescope: A Traditional Element of
Effective Command. Tort Leavenworth, KA: Combat Studics
Institute, 1991, [Griffin explores the use of what van Creveld
calls the “directed telescope” through history, particularly during
the Civil War and the two World Wars. Griffin concludes that
some of the lessons of the past will apply as well in the future.]

Allard, C. Kenneth, *“The Quest for Unity of Command,” Chapter 4,
Command, Control, and the Common Defense. New Haven, CT:
Yale University Press, 1990, [In this chapter, Allard traces the
development of the organizational principtes followed by cach of
the Services from the end of World War I through World War 11
to the passage of the National Security Act of 1947, He describes
how the development of air power (in the inter-war ycars and in
World War 1) and the establishment of the joint chicfs of staft
and of joint theater commanders (during that war) was perecived
by the different Services. He discusses attempts (0 reconcile
hicrarchical organizational principles favored by the Amy with
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a horizontal organizational struclure that emphasized
deceniralization favored by the Navy.]

Kronenberg, Philip S. “Command and Control as a Theory of Intcror-
ganizational Design.” Defense Analysis, Vol, 4, No. 3, pp. 229-
252, September 1988. [Kronenberg believes that the tough
challenges in command and conirol derive from attempts to
control clusters of organizations, acting in ambiguous situations.
Thus he feels we should be concerned with command and control
not primarily within a single organizations, but across multiplc
organizations. He surveys the general literature on research into
the dynamics of interorganizational systems as well as inio the
style of leadership that 1s successful in them. He seems attracted
to the idea that efforts 10 “control” achicve only marginal effcct.]

Deane, Michacl. “Current Sovict Philosophy of Command and
Control.” Defense Analysis, Vol. 4, No. 3, September 1988, pp.
287-306. [An article on the historical evolution in the Sovict
philosophy of command and control from 1917 through 1988
(when the article was written). Dcale describes the slow (and
often resisted) movement toward decentralization, and how
changes in Soviet military philosophy became reflected in
changes in their command structure, Some ot the measures
adopted by this superpower were the same as those adopted hy
the U.S., but some were not, and it is useful to appreciate the
factors that made the difference. ]

U.S. Statutes. “Combatant Commands ” Part B of Tite H, “Military
Advice and Command Functions,” The Goldwater-Nichols
Deparimieni of Defense Reorganizaiion Act of 1980, Public Law
99-433. U.S. Govemment Printing Office. Washington:; 1980.
|Prescribes the procedures for creating unified and specilied
combatant commands, and for assigning forces to them, and
spells oul in detail some of the specific command functions of
the commanders of combatant commands. |

Joint Chiefs of Staff. “Command and Organization,” Section I,
Chapter 3, “Principles Governing Unified Dirgction of Forces,”
Unified Aciion Armed Forces (Joint Pub 0-2). pp. 3-1 10 3-30.
[Chapter 3 declares hat “Sound coinmand organization should
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provide for unity of cffort, centralized direction, decentralized
execution, common doctrine, and interoperability,” and sets out
the principles of command and organization currcntly preseribed
to achicve the "unity of effort” required for cifective use of
military power.}

Cardwell, Thomas A. Command Structure for Theater Warfare: The
Quest for Unity of Command. Maxwell AFB, AL: Air University
Press, 1984, |This pre-Goldwater-Nichols analysis of thealer
command struciures is an examination of both the experiences in
World War 11, Kored, and Vietnam, and the doctrinal views that
cach of the Services derived from their experiences. ]

Bamard, Chester 1. “The Theory of Authority.” Chapter XII, The
Functions of the Executive, Cambridge, MA: Harvard University
Press, 1951, |Bamard argues that the exercise of authority is
dependent primarily on whether directives arc actually accepted
and acted upon by the persons to whom they are addressed for
action, and that the assent of subordinates 1o an order is
dependent on their understanding it and believing it to be
consistent with the gencral purpose of the organization.]

Clausewitz, Carl von. “The Army Order of Battle.” Book Five,
Chapter Five, On War, (1832) Princeton, NJ: Princeton
University Press, 1976, [Considers the issue of how many
subunits ought 10 report directly o one commander, as well as
the effect of the length of the chain of command. Noting that a
long chain of command results in a lessening of the vigor of a
commander's orders and in a diminution of his personal power,
Claugsewitz. neveriheiess warns  against subdividing an orga-
nization into so many patts that confusion results. He concludes
that the appropriate niumber of subunits is four, or at most five.]



SESSION 4
Operational Decisions /
Decision Aids

An admiral is yiven no time for calm reflection. He draws, in swift
minutes, the conclusions that determine sed-power and dffect the fuies of
nations, Surprise, astopishment, shock are only pare of the problem.

Gibson and Harper, The Kiddle of Juldund

Without the stress and the strain and the limit on time, nobordy can
actually duplicate the strain that a commander {s under in making o
decision.

Arleigh Burke, quoted in Battle Report

When choices must be made with unavoidably inadequdte information,
choose the best availuble and then wateh (o see whether future solutions
appear faster than future problems. If so, the hoice was al least
adequate, lf not, go hack and choose again.

Ebcrhardt Rechtin in Systems Architecting

Focus

Thix session is devoted o consideration of the decisions that
commanders make sbout what actions their forees are to take, and
about the command and control processes that support  these
decisions.

57
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Operational Decisions

While information decisions require resolution of uncertaintics about
cvents that are happening currently, operational decisions—the
decisions about which course of action o adopt—have to be made in
the face of uncertaintics about future cvents. Like other decisions, an
operational decision is actually an hypothesis: in this case, that the
selected course of action is the most effective onie to pursue. So, in
addition to the uncertaintics about the situation (including which
course of action the opponent is about to adopt), there are also
uncertainties about the outcomes that would result from the
interactions between the courses of action open o a commander and
those available to an opponent. The interaction that will actually
occur depends on decisions taken by a number of commanders on
both sides.

Furthcrmore, while operational decisions include the classic
choices about what is 1o be accomplished and by whom, such
decisions also necd to take inte account the imposition of vuter limits
on the use of force, usually received in the form of Rules of
Engarement,

Tactical commanders in particular make their decisions under
considerable stress, For a sense of the attitudes of tactical decision
makers, read what Commodore Arleigh Burke (later Chief of Naval
Operations) said in 1945 when describing his experiences as a
destroyer squadron commander in the Solomons Campaign of 1943
and carly 1944. During this period his squadron participated in a
remarkable variety of combat operations, including the Battle of Cape
St. George, which has been termed “the almost perfect surface
action™:

We didn’t much care about regulations by this time,
nor did we carc what people thought of us, We felt that if
we did the job the best we could, and the way we wanted
to do it, that if somebody didn’t like it, well, they
wouldn’t like it Apparently they did because we still
stayed there.

In any case, as it happens 1o so many people who
have been in battles for a long time, their ideas of what is
important change rapidly. Things that used to be very
important were completely unimportant now. Good food
was important, a glass of beer was important, what your
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shipmates thought of you was important, but what was
written down on a picce of paper, or what somebody who
was not fighting thought about how you were fighting,
that was completely unimportant. He didn’t know what he
was talking about, we knew, and it was obvious from
some of the leiters, too, although nobody had criticized us.
But we could read criticism about other people’s action,
and we commenced to helieve that it took a combat man
10 analyze ancther combat man’s action, and even then it
can’t he done, because nothing can cver he completely
written in action, The rcasons why a commander made the
decision that he did make is probably ohscured.

I’ve iried keeping logs on the bridge, keeping a
yeoman 10 write down all the reasons why 1 was going 1o
do a certain thing, but then when the stress came T would
probably think of a half dozen reasons very quickly. The
yeoman would perhaps be asleep and 1 would hate to
wike him up and I'd let it go, or perhaps he didn’t cven
lave time to write it down. In any case 1 made the
decision, hoped it was right, but 1 never recorded all the
reasons wiry I did make or wiy T did noi make sonie ot
decision. The same thing is true with everybody, that
without the stress and the sirain and the limit on time,
nobordy can actually duplicate the strain that a commander
is under in making a decision. Conscquently it's a brave
man, or an incautious one, who criticizes another man for
the action which e took in battle unless it is obviously an
error caused by lack of character.

The “technical and tactical competence” of cominanders iv iested
by the making of operational decisions. Of the many skills that necd
10 be brougin 10 bear—and are best deveioped by c.pwience in
command and in combat—a few arc closely related o command and
control:

INurrated by Commodore Arleigh A Burke, USN, “Destroyers, Sirikes,
Kavieng, Rabaul, ete. DesDiv 45 and 46; DesRon 23.” Recorded: 8 August
1945, Microfilm No, 411-111, Arleish Burke P'apers, Naval Historical Center,
Washingion, DC, p. 15. Quoted in part in Battle Report, Vol. 4, “The lind
of un Empire,” Karig, Wulter C., Farrar and Rinehart, New York: 1948, pp.
70-71.
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v The ability o comumunicate clearly, concisely, and
effectively, and the willingness 1o rely on a minimum of
written directives;

v The ability to imparl to subordinates a sense of purpose
and a determination to succeed;

v The ability to appreciate the way that subordinate com-
manders (and superior commanders) are visualizing the
situation;

v The ahility to estimate r1he time it will take for decisions
to be implemented, incliding how long before
subordinate commanders recetve and understand changes
in orders and how long before new orders begin (o he
execuled;

v The ability to foresee how much disruption would be
caused by changing an order;

v The ability to estimate when reports ought to be received,
so that the failure of a report to arrive will raise the
question as to whether or not the operation is achieving
its ohjective; and

v The ability to minimizce confusion within friendly forces
while promoting confusion in the minds of an cnemy.

The command and control process is often seen as closely linked
o cvents as they happen, and thercfore somchow different from the
classic military planning process, which appears to operate along 4
longer time line. In fact, the logic of the military planning process is
the logic of the command and control process, and 115 phases are
steps in that process:

v Development of a commander’s estimate: to choose a
course of action,

v Devclopment of 4 plan 1o carry out the course of action:
to identify the organization and the tasks 1o be assigned.
Promulgation uf a directive: to exccute the plan, and then
Supervision of the planned action: to adjust the directve
as needed.

In the military planning process, the classic logic for the making
of operational decisions is the Commander’s Estimate of the
Situation. The first steps of the estimate are 10 analyze the mission
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assigned and 1o identify the key considerations that will affect the
choice of a course of action. The middle sieps require identification
of alternative courses of action open to the commander and those
open to the opponent, The final steps involve predicting outcomes of
all possible interactions between own courses of action and those of
the enemy, and then comparing advantages and disadvantages of cach
altemmative course of action. The estimate lends itself to a matrix
display thag lists altemative own courses of action down the side and
altermative enemy courses of action across the top.

The art of making opcrational decisions can he summarized by
describing the process as the one that results in decisions that are at
once suitable, feasible, and acceptable (the “tests™ used during the
development of an estimate). A course of action is “suitable™ if its
successful execution will result in accomplishinent of the mission; it
is “feasible™ if it can be accomplished with the means available and
in the face of the opposition expected; and it is “acceptable™ if its
cost (or losses incurred) do not exceed the value of the objective
gained (or some other threshold established in the mission).

The real-time aspect of command and control is most associated
with the final phase of the planning process: the supervision of the
planned action. The key command decision during the supervision
phase is whether or not to change directives already promulgated.
Change may he prudent, cither because the course of action needs to
he adjusted because of unexpected events, or because the situation is
so fundamentally changed that it has become necessary to revisit and
revise the estimate of the situation. Yet g commander normally
decides to make a change only when the presumed advantage of
changing the course of action exceeds the relatively certain cost of
making such a change while an action is in progress.

in ihic era pnor o e introduction of reiiabie iong-distance
communications  and  efficient  data  processing  and  display.
commanders anticipating that their forces might encounter a range of
situations, wrote their orders with contingency courses of action, and
worded their objectives at @ level high cnough that on-scenc
comminders could adjust their actions to cope with the unexpected.
Onc of the unfortunate effects of increasingly capable C* systems has
been to encourage commanders Lo {eel that there is less need cither
for ilexible orders or for the intensive planning that produced thern.
Thus, modem C* systems, instead of enhancing the ciassic military
planning process, scemn to have become a substitute for it.
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Decision Aids

Increasing attention ix heing paid to providing commanders with
decision aids to assist them and (heir statfs. At present, decision aids
are most often used to pedonn the many calculations necessary 10
optimize the use of own forces, calculations that can now be made
with a saving of time and/or people, or that previously were not even
undertaken. Decision aids appear to show most promise for simple
situations that can be defined in terms of well-understood physicui
principles and parameters. For complex situations that can be
described and measured only in qualitative terms or that involve
physical factors that arc heavily judgmental, calculations of outcomes
are at hest imprecise, so should be treated with great skepticism and
their underlying assumptions carefully examined.

While the outcomes of engagements flow from the nexus of
decisions by the many commanders on both sides, the alternatives
chosen by cach commander will hinge on an cvaluation of the
suitability, feasibility, and ucceptability of each course of action under
consideration —whether it would accomplish the mission, whether ihe
means are available to carry it out in the face of expected oppusition,
and whether the expected gains would outweigh expected losses, Of
these three tests, the second one, for feasibility, seems to be most
amenable to assistance by decision uids, but aids have been developed
to assist in applying the other two tests as well.

One of the origing of decision ading is the discipline of
operations analysis which began in World War I 1o assist
commanders in making better operational and tactical decisions, The
scientists in the field were not required to optimize—to make the best
decisions. Their goal was fo shed enough light on g nadicular
problem so that comumanders on the spot could make some significant
improvements in tactics or hardware. Typically, each problem was
sulved us it arose; the identification of pattems and techniques that
formed the science of operations research came later. The scientists
who pioncered operations snalysis were effective because they did
not carry the burden of conducting operations, The wartime
operations analysts did not have to be concerned with predicting
future hatt'e outcomes, except in the sense that they would conclude
that “if you mnake such and such a chiange, you will probably gencrate
substantially more detections, or achicve substantially more kills.”
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These analysts were successful, first, because they could
concentrate on observing the operations; second, because they were
able to recognize patiems in dynamic interactions, o identify the
significant and measurable aspects of the problem, and to gather the
right data about them; and third, becausc they were accustomed to
synthesizing what they had observed in some casily communicated
form, cither a statistical display or a very simple mathematical model,
by which they could share their understanding of what was
happcning.

Modem  computer power has  opened the  possibility  of
augmenting, assisting, and supplementing the decision process of
commanders by synthesizing for display the information on decision
alternatives.  Displays of information have proved uvseful for
alternatives like the allocation of scarch cffort. the routing of attacks
10 minimize attrition, or the timing of the launch of interceptor
aircraft. Bven though decision aids are becoming more sophisticated,
their outputs should be thought of as limited: not as predicted
outcoines, bul as assistance in making betier decisions.  Such
limitation arc inherent, and would cxist even if the decision uid
literally emulated nature. At their most elegant and comprehensive,
deciston aids such as a4 computerized war gaming system are able to
play back some “if-then” statements; “if nis sct of « priori conditions
holds in an engagement, then that will be the result,” Yet even the
rehearsal amphibious landings in World War 11 would have o be
called poor predictors of what later hap:pened during the actual assault
landings. Nevertheless, rehearsal tandings were ingpontant then and
modern decision aids are becoming important today. Like the analyst
ol World War Il the modem decision aid depends tor is functioning
on data and on rules, and depends for its utility on the relevance and
aceuracy of those daty and rules, Commanders are likely to rely on
decision aids only to the extent that they are persuaded of the
strengths yet understand the limits of this modem electronie analyst,

A dedision aid that predicts the outcome of wn engagenent might
he like the computer programs that assess battle damage tor war
games. Such programs take into account the many probabilities: of
detection, of correct classification, of weapon component reliability,
and of other variables, and transform thew—1by rolling a dic or, more
commonly, by reference 10 a randomi-number table-—into discrete
cvents, so that the play of the game can cominue. For the results to
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be credible, the probabilities oughi to be consistent with historic
expericnee, yet ¢vents are binary; they either happen or they do not,

A commander about to choose a course of action also needs to
consider how its exccution will be viewed by an cnemy. But creating
a decision aid to assist in making judgments about how an cneiny
will view & course of action and respond to it would not nnly he
diflicult, but that particular judgement might be the critical one in a
situation where inadvertent escalation is to be avoided, or where the
ohjective of the operation is o influence the enemy commander (o 4t
in a particufar way.

A commander would like to make opcrational decisions that
prove more effeciive than the decisions being made concurrently by
an opponent. Therefore, it might be tempting (o develop some master
decision aid that could convert the inany lower-levei probabilities into
a single probability of a higher order—inio a probability of mission
suceess. Such a master decision aid will never exist, nor will any
decision aid ever serve (o ghsolve @ commander from carrying oul an
ordered operation,

Commentary on the Case Study and Readings

In his chapter on mid-nincteenth century  warfare, van Creveld
describes the Prussian command system and comtrasts it with Napol-
con’s, Both Moltke and Napoleon favored decentralization  and
employed directed telescopes, but Moltke emphasized  greater
peacctime planning for mobilization and deployment, while noting
that no plan survives contact with the enemy. Moltke attempted to
create tlexahility by balancing independence with conirol. Could
Moltke’s phitosophy form the busis for an effective commiand and
control policy today?

Richardson describes the  classic operational  problem:  the
selection of targets, His description highlights the need to focus on
how one’s opponent functions and on his weaknesses. Richardson
also emphasizes the need to bridge any gap that might exist between
the intzliigence and the operations portions of the staif, What are the
implications of this “bridging the gap” for staff organization? for
command center design?

Herres (then Commander-in-Chicf of the U.S. Space Command
{CINCSPACE], later Vice Chainman), describes command and control
as viewed by a CINC, with particular ciuphsis on how a CINC
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develops plans and makes decisions. The key words seem to bhe
“what-ifs,” “options,” and “dynamic ittle circles.”

Wohl examines the environment for making decisions about the
employment of tactical air forces (in a NATO vs, Warsaw Pact
environment). He describes the structure of the tactical decision-
making process and then develops a paradigm to represcat it. His
fimulus-Hypothesis-Option-Response  (SHOR)  paradigm  clearly
distinguishes  the information decision  (hypothesis) from  the
operational decision (option). After considering the kinds of hunan
crrors often found in decision making, he surveys the literature on
behavior under stress in order to identify the various ways (hat
humans attempt to cope with stressful situations. After noting for
decision aids some ol the implications of these different coping
patterns, he is critical of the decision aids that were heing developed
at the time he wrote his paper (1981) as failing (0 address the ceutral
problems-—generating and assessing hypotheses about the situation
and about options for action. Are Wohl's criticisms stil! valid 1oday?
Do his conclusions, drawn from a study of ihe "haitle management”
structure for a major war, apply as well (o smaller wars? Do you
agree with Wohl that decision aids should be made adaptive to the
“style” of the decision maker?”

It his fourth chapter, Orr describes the two-sided nature of the
military problem. Throughout this chapter he reminds us that cach
side has 1o provide for similar command functions, and therefore that
the command systems on cach side are suhject to attack. Using the
teriminology he has previously developed, Grr describes his “military
probleimn solving process model” as & five-stage process:

v Determine the desired power distribution (sources of
power),

v Derermine the current situation,

v Determine and cvaluate possible actions,

v Select aplan, and

v Lxccute the plan,

Daoes Orr's military problem-solving process model really differ from
the clussic military planning process?
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Readings

Case Study

van Creveld. Chapter 4, “Railroads, Rifles, and Wires.”

Required Readings
Richardson, David C., “The Uses of Intelligence,” in Coakley, pp.

305-306.

Herres, Robert T., “A CINC’s View of Defense Organization,” in

Coakley, pp. 337-334.

Wohl, Joseph G, “Force Managemeni Decision Requirements for Air

Force Tactical Commanag and Control,” IEEE Trunsactions on
Systems, Man, and Cybernetics, Vol, SMC-1l No. 9, September
1941,

Orr. Chapter 1V, “Effective Command of Combat Operations.”

Supplementary Readings on Operationa! Decisions

Sage, Andrew P. “Human Information Processing Principles for

Commuand and Control,” Principles of Command and Control, pp.
54-74 (1987). |Summarizes a great deal of the current theory
about human decision making and information processing. Sage
characterizes human decision making as having three stages prior
to the selection of the prefemed option- —{ormulation, analysis,
intcrpretation-—and  three  stages  following  that
sclection-—planning, prioritization, description. Sage concludes
that the first requirement for an effective C* system is (o
understand the user requirements and leadership characteristics,
that the sccond requirement is to understand how the user’s
capabilities can be enhanced by appropriate support, and the third
requirement is to design C' systems hardware and software (o
provide that support,)

Weissinger -Baylon. “Garbage Can Decision Processes in Naval

Warfare,” Chapter 3, Ambiguity and Command. Marshficld, MA:
Pitman Publishing, 1986. pp. 36-52. [This chapter from a book
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on the “garbage can” theory of decision making describes the
author’s observations on the way that flag offers make decisions
during war games. He concludes that the “organized anarchics”
and the ambiguities of technology, preference, and participation
(postulated by the “garbage can” school) occur in naval scitings
and at least partially describe the conditions of combat decision
making expericnced by senior naval commanders. In what may
be a paradigm for the relationship between the development of
plans and the application of command and control, thz author
describes the *“boxcar effect”; that in the procurement world. That
effect postulates that the components for systems planned for
over many years always seem to be diveried at the last minute
(their boxcars being redirected) to be used for different systems,
whose unanticipated requirements are now urgent. He concludes
that the planning for some systems is uscful only if they can be
applied to satisfying unplanned for requircments. |

Hughes, Wayne P., Jr. “Garbage Cans al Sea,” Ambiguity and
Command, pp. 249-257 (1986). [Docs the “garbage can” model
apply to decision making in the Navy? Hughes concludes that
while in peacetime, some of the “garbage can” conditions
(unclear goals, poorly defined operating procedurcs) may cxist,
in wartime these conditions are corrected and fade away,
although not immediately: it may take a matter of months.]

Druzhinin.  Chapter 5, “Operational  Decisions.”  [Delines
organizational decisions as choices about the method for
conducting combat operations, noting the two-sided nature of
combat, and taking into account the risks involved. The chapter
contrasts the way men and computers apply mixed strategics. ]

Bamard, Chester 1. “The Environment of Decision.”™ Chapter X111,
The Functions of the Exccutive. Cambridge, MA; Harvard Uni-
versity Press, 1951, [Distinguishes the decision-making process
in organizations from the process used hy people as individuals,
pointing out that whereas the evidence of decisions is usually
found in the orders issucd, the decisions themsclves oceur in the
interplay between purpose and environment. ]
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Clausewitz, Carl von. “Friction in War.”” Book One, Chapter Scven,
On  War. Princcton, NJ: Princeton University Press,
1976. {Clausewitz terms those factors that lower the general
level of performance as “friction,” although he does not suggest
that the best general is the onc who takes friction to heart,
Clausewitz might, however, have suggesied that the command
and contro! process—particularly the supervision of the planncd
action—plays a role in detecting friction and reducing it.]

Supplementary Keadings on Decision Aids

Dillard, Robin A. “Using Data Quality Mcasures in Decision-Making
Algorithms,” [EEE  Expert: Intelhigent Systems & Their
Applications, December 1992, pp. 63-72. |Like many articles
about artificial intelligence, this one has 4 few formulas. Its virtue
is that it concemns the decision by the commanding officer, USS
VINCENNES to shoot down the Tranian airbus. The issue heing
studicd is which of {our algorithins for decision making would be
useful in situations like this one, where there were scveral
mutually cxclusive hypotheses and some reported facts and
measurements whose accuracy and quality are uncertain. The
article is full of discussion about probabilitics, but it provides
some insight into the complexity of creating artificial intelligence
systems and rules to assist commanding officers to deal with
situations like the one that faced Captain Rogers.)

Andriole, Stephen ). *“Leveraging Command and Coatiol  via
Enhanced Command Decisionmaking: Prospects for a Behavioral
Theory of Command and Control.” Defense Analysis, Vol. 4, No.
3, pp. 253-265, Scptember 1988. {Anddriole’s article is an altempl
to get systems designers to stop treating commanders  as
proverbial “black boxes,” He blames the immature statc of
command and control thcory on the lack of emphasis on
command decision making, which he feels is the essence of the
command and control process. He urges more and better rescarch
on understanding  human information processing and  on
establishing which decision making functions arc best performed
by humans, which by machines, and which by humans aided by
machines, He notes that the Soviets had gone to great Iengths o
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train their commanders in mathematical decision theory,
cybemetics, and operations researci. )

Hopple, Gerald W. “An Assessment of the State-of-the-Art of
Advanced Analytical Methodologies for C* Decision Support,”
Principles of Command and Control, pp. 343-369 (1987),
[Hopple surveys the various techniques and methodologics for
making decisions, in order to help anyonc cmbarking on
developing a computer-aided system to appreciate the variety of
analylical tools available for adoption.)

Shumaker, Randall P. and Franklin, Jude, “Artificial Intelligence in
Military Applications,” Principles of Command and Control, pp.
319-336 (1986). [Both a tutorial on artificial intelligence and a
description of some projects attempting to harness Al J

Andriole, Stephen 1. et al,, “Intetligent Aids for Tactical Planning,”
Principles of Command and Control, pp, 194-212 (1980).
[ Descriptions of two attempts to use computers to aid the military
planning process: the first, TACPLAN, acts as a simple assistant
to the planner, asking questions and tecording answers, and
comparing them o g set of rules in the knowledge base; the
sccond, INTACVAL, uses a different knowledge hase, one that
identifies the attributes and value of objects, that generates
options for review by the planner, and that uses graphic displays
with overlays.]

Thomas, Clayton J. “Models und Wartime Operations Researcin,™
Military Modeling. Alexandria, V A: Military Operations Research
Socicty, 1984, [This chupler introduces the rest of a book (hat
contains descriptions of models for difterent forms of warfare ad
for different aspects of wartare, 10is really 4 primer on he uses
and limitations of models and the methods of operations
rescarch.
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C? in Combat /
Telecommunications

The art of war is simple enough. Find out where your enemy is. (et al
him as soon as you can. Strike at him as hard o8 you can and as oficn as
you can, and keep moving on.

Ulysses S, Grant

Nowadays luck only stays with the good general who has d good system
of command and control.

Richard Simpkin, Race to the Swift

The detailed knowledge of a few individual engagements is more useful
thun the general knowledge of a great many campaigns.

Clausewitz, Principles of War

Operation Desert Storm demonsirated that tactical communications are
still plugued by incompatibilities and technical limitations. At CENTCOM
corps and wing levels, a significant portion of the war was conducied
over commercial telephone lines because of the volume and compatihility
limitations of the military communications system.... Communications
were worse in the field.... Multiservice strike packages were difficult or
impassible 1o assemble because various aircraft communicaled in
different ways over secure voice chunnels.

Les Aspin and Williar Dickinson,
Defense for a New Era: Lessons of the Persian Gulf War

71
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Focus

H()w have successtul commanders in the past exercised their
cominand? This session will review how the command and conirol
process has functioned in combat, will consider many student case
studies on the subject, and will explore the capabilities and vulner-
abilities of modem telecommunications systems,

Command and Control in Combuai

Any attempt to apply the lessons of history to modem problems
raises two questions:

v What, in fact, are the lessons of history? and
v To what extent do they apply today!

The methods by which successtul commanders have exercised
their command during wartime battles has often been obscurcd by the
attention focused on their strategy and tactics, This may be changing;
writers now seemn more likely (o consider command “style™ or clarity
of expression as characteristics wortlty of consideration and comment.
This new interest extends not only to the ways that the “preat
captains” made decisions themselves, but also to the ways they used
doctrine 1o mfiuence the decisions will be made hy their subordinate
commanders. Doctrine that is developed during peacetime has often
been devised in a way that increases the “control™ of thiose writing
the doctrine, but after the war has begun, and the forces have been in
action, docirine usually becomos modilicd ina way that fnereases the
autonomy of commanders in the ficld. During this course, we bave
already read houtl the command styles of o number of succesyiul
commanders. Have vou detected any common thread that might
sugpest some principles for success in command?

Telecommunicationy

The need tor reliabie communications in military operations appears
to be increasing. Modem combat forces are equipped with weapons
systems whose elfective ecplovinent depends o central coordination,
yel they need 1o disperse in order {0 survive the Icthal power of
sinilar weapons possessed by forces on ihe other side. Thus, modent
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military operations though centrally controlled, take place over very
large battleficlds. While operations over extended arcas by naval and
air forces are commonplace, even modem ground combat troops have
hegun to operate over large arcas. NATO doctrine, for cxample, dis-
persed ground traops far more thinly over the battleficld (15 men per
square kilometer) than was done only cighty years ago (404 men per
square kilometer). Furthermore, while we usually think of technology
as solving problems, improved (echnology is now creating problems
for telecommunications, whose requirements arc now bheing driven by
the increase in compuler speeds (about 30 percent per year) and the
increasing availability and granularity of graphics. In addition to the
faciors  of dispersion and technology  noted  above,  some
telecommunications requirements continue to be driven by human
curiosity.

Successtul combal operations today have increasingly become
dependent on clectronic methods of communications o sustain
persondl relationships even though there is some risk tht clectronic
methods  diminish  the impact of personal leadership. In an
information-flow sensc, the world scems to have shrunk: modem
tclecommunications has made it possible for people in their living
rooms (o view in full color an engagerient in the Falklands, Panama,
or the Persian Gull, Modem telecommunications is overcoming the
physical distances that separate decision makers from each other and
from the sources of infermation on which they rely to make their
decisions. Even though the rate of change of events is usually greatest
at the scenc of action, the opportunity to readjust decisions is
distributed throughoeut the chain of command,

While tclecommunications is  usually characterized by its
electrical  attributes—bandwidth, data rate, throughput, or crror
rate——its value 1w command and control derives from its ability o
establish “comnnectivity” net only hetween commanders related by the
chain of conunand, bul between their stalfs, as well as ber een
“coopdinators” and the communders being coordinated, between
supporting commanders and the commanders they are supporting,
between sensors and the commanders who need the information, and
between commanders and forees that need to cooperate with (and not
surprise) cach other.

The classic description of a  communications  cireuil  was
formulated in 1948 by C.R. Shannon in his scminat article, “A
Mathematical Theory of  Communications.” He identified  six
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significant elements. He pointed out that m addition to a “transmitter”
and a “receiver,” il is necessary to have an “information source” to
provide the information to be transmitted, and a “destination™ for the
information received by the receiver. He also identified the
information “channcl” between the transmitter and receiver as an
¢lement, through which the transmitted signal must pass and which
itself imposes some limitations on the rate of transmission. Finally,
he identified a “noise source” that introduces noise into the
information channel, adding an additional cask for the recciver: t©
distinguish effectively between the transmitted signal and the noise.

To understand the telecommunications process, it is necessary o
appreciate two of its basic characteristics; it is symmetrical and it is
arbitrary. If idcas are to move reliubly from the mind of one
commander to the mind of another, the transformations that arc
undertaken on the sending (transmitting) side have to be matched on
the receiving side, and they have to be matched exactly. Everything
that has been done at the transmitting end must be undone at the
receiving end: every analog-to-digital conversion at the transmitting
end needs to be matched by a cowresponding  digital-to-analog
conversion at the other end, every encryption by a decryption, and
cvery modulation by a demodulation. Therefore the planming
necessary (o achieve an effective telecommunications path is detailed
and unforgiving: any unmatched step will result in communications
problems or failure. It should be clear, then, that because there are
altermative methods  available for perdomming cach  of  the
communications steps, the dominant requirement when ¢stablishing
 telecommunications path is not necessarily (o optimize the process
pui 10 standardize 1 & cacir end. Mose nnporiant itail doiiig tiigs
the best way is doing.them the seme way, which is the objective of
programs to achicve joint interoperability.

This course is not a technical one, nor does it contend that com-
manders and their staffs nced o be fully conversant with the
technical details of telecommunications systems. Nevertheless a
compander can expect that when communications officers explain
telecommunications performance, they have assumed that their
commander understands  a few  fundamental  ideas  about
tclccommunications, and that communications officers will be
gencrous in making such assumptions so as to avoid insulting their
boss.
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These fundamental ideas include the concept of a wave form, the
differences between analog and digital, and (for operations dependent
on radio) the differences in transmission characteristics in the various
radio frequency bands. Such considerations affect the “costs™ of
communicating—costs in terms of equipment, people, delays, and
crrors—which may be quite different from the “value” 1o the
commander of transmitting or receiving the information itself.
Communications officers will tend to think in terms of the “costs,”
while comma..ders will think in terms of the “value” of
communications. Communications officers will, for example, be
conscious that television transmission requires one thousand times the
bandwidth used by a radio signal, while commanders will discount
such considerations and {ocus on the value of a video picture.

The term “wave form™ is used fo denote the shape of the
clecirical signal (usually voltages as a function of time) that a
transmitter generates, and then sends over a channel o be recognized
and interpreted by a receiver. Wave forms convey information from
source 1o destination, This concept is an important one when we
come to consider “interoperability,” because it emphasizes  that
although having the same equipment at each end may be useful, the
important question is whether the receiving equipment will recognize
the wave form of the signal generated by the transmitler,

The distinctions between “analog” and “digital” ¢an become
somewhat confusing, because these terms are used not only to
charactetize the form in which information exists at a source or as it
is presented for transmission but also to characterize the form of the
medium used for transmission. The human voice (whose frequency
and intensity vary as a function of time) is an exampic oi inforsiatioin
i an analog fonn at its source, and which can without modification
he transmitted by modulating either the amplitude or frequency of an
analog radio signal,

Historically, the telephone network—an analog transmission
system—was well matched to its information source—the human
voice in analog form. Digital information, like the letters or numbers
used in teletype machines, or data in compuiers, has to be converted
prior to transmission over a telephone network into some analog form
by the use of & modulator, whose conversions have (o be matched in
reverse  at  the receiving end by & demodulator.  These
modulator/demodulators (now generally called “modems”) provide the
conversion from analog to digital or from digital to anajog.
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Whenever analog signals are amplified, any accompanying noise
is also amplified, but when digital signals are amplified, they can be
reconstituted in their original fonn (without the noise). Because
signals in digital forrn can be reconstructed with fidelity, the
telecommunications industry has heen converting analog informaiion
1o a digital format for switching and (mere recently) for ransmission.
Thus, for a variety of reasons, information is converted from one
form to the other so that it maiches the methods being used for
transmisston and switching. Increasingly, telccommunications systems
are becoming digital systems, with the resull that it is becoming
immaterial (to the system) whether the “terminals” dre humans,
teletype machines, fax machines, or computers,

Encrypting the human voice for security reasons creates the need
to convert from analog to digital for a different reason, High-quality
cryptographic systems add a digital stream of cryptographic signals
to a digital stream of information in order (o produce a digital stream
of encrypted information. Therefore, (o provide eryptographic security
for voice transmissions, it is necessary first 1o convert the human
voice from its normal analog forin to a digial form so that a digital
key streum can be added to it for encryption. An encrypted digital
stream can then either be sent aver a digital transmission medium or
converted back o an analog fonn for trunsmission over an analog
transmission system. Thus, sccure voice systenis are often the most
complex and costly parts of large-scale telecommunications systems.
Note that cach conversion on the transinit side must be matched
cxactly on the receive side. Even though conversions iy be
accomplished in a number of different ways, it ix important that it he
done the sane way at both ends.

The propagation of radio waves is a function of  their
frequency—measured  in hertz, (cycles  per seeond),  kilohentz
(thousands of cycles per scecond), megahertz (millions of ¢ycles per
scecond), or gigahertz (hitlions of cycles per sccond). Each radio
frequency band has somewhat different transmission characteristics,
As i general rule, the frequencies at the high end have doective
characteristics like those we assoctate with the transmission of light,
while the lower frequencies have bending characteristics somewhal
like those we associate with the transmission of sound. Some
frequencies in the middle range can also be refracted by discon-
tinuitics in the tropusphere or ionosphere. Wavelengths are inversely
related 1o frequencics (the product of wavelengths and frequencies
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being equal to the speed of light). Thus the wavelength of the very
low frequencies (VLF) used to transmit to submarines is on the order
of ten miles, while the wavelength of a super high frequency (SHEF)
satellite circuit is on the order of an inch, The size of active antenna
clements is directly refated o the wavelength of the signal being
transmitted or received. Recently there has been a trend toward
“multi-spectrum® transmitters and receivers, which use the same bhox
to operate at any frequency. This approach is achicvable
clectronically, but the relationship hetween the size of efficient
antennas and the radio frequencies being used still applies.

The “links™ in a C' system are provided by telecommunications
circuits, and to the cxtent that these circuils are radio circuits
(including satellite or microwave relays), the links become subject (o
an enemy’s clectronic warfare (EW), Therefore, as moderni combat
has become dependent upon reliable radio communications, military
forces have had to adopt operation security (OPSEC) measures i
order 1o make the Jocaiing and ideniiiying of transmitting stations
more difficult. Conversely, to the extent that an encmy uses radio
circuits, it becomes attractive to conduct clectronic warfare (EWw)
operations to disrupt cnciny communicativgs networks at the time
they arc most cssential, and to use communications intetligence
(COMINT) opecrations to exploit an enemy’s dependence on
communications and to undermine whatever faith cnemy military
commanders may have in their own communications  systems.
Command and control and clectronic warfare involve somewhat
different considerations, but these considerations do converge when
radio circuits are used, as they must be, (o reach mobile platforns
such as ships, tanks, and aircralt. Links that rely on wire or cable
instead of radio, on the other hand, face vulnerabilities of physical
destruction along their citire length,

Commentary on the Case Studies and the Readings

Admiral Nelson's great victories at the Nile, Copenhagen, and
Trafalgar arc often attributed 10 his superioy tactics and to the
readiness of his ships and men. Palmer points out that Nelson’s
command and control methods and “'style™ also contributed to these
victuries, and that such methods should be of more enduring interest
10 later generations of officers, The famous *“Nelson Touch™ included
his personal leadership, and the deliberate sharing of his intentions
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with his subordinale commanders, Is there a place for the “band of
brothers” approach o command and control today?

World War I has provided the basis for a variety of lessons about
warfare, Van Creveld describes how the senior commanders of that
war had adopted the idea that warfare had becorm~ 4 science rather
than an art, and how they sought fo eliminate . ~ rder of warlure
through exhaustive planning, strict timetables, asa aght control. In
cifect, the management methods of the office, factory, and railroad
were being applied to warfare, Do you agree with van Creveld that
methods  that may have proved indispensable to the raising,
deployment, and sustaining of armies, invited disaster when applied
to the bawlefield? If so, do we run any risks by using the same Joint
Operation Planning and Exccution System (JOPES) both for the
eemployment of forces os well as for theiy mobilization, deployment,
and sustainment?

Van Creveld points out that while commanders desired positive
control, their communications means (o effect it were often lacking;
commanders were thercfore Ieft with two altematives:

v to undertake only those operations that could be closcly
controlled, or
¥ to plan operations that did not require close control.

Van Creveld asserts that during World War I, the British chose the
former course, while the Genmans chose the latter. The need for order
and control has usually been justified by arguments emphasizing the
desire to prevent waste and o mandate coordination, and hy the

aveumntion ¢
RN M

wnder-in-chiel alone i in possession of 4l the
facts, On the other hand, the case for fewer controls and lower
decision thresholds is based on the desire for rapid, independent, and
decisive action gt all levels, for the exercise of inttiative by
suhordinaies, and for the achievement ot lateral ceordination and
mutual support.

Van Creveld endorses Ludendorit’s command style during the
1Vi8 Gennan offensive over Haig’s during the 1910 British
offensive. To what extent did the German advance benefit from
Ludendorff's approuch to  command and  control?  How  does
Ludendorff' s assumption that tactics were tore important s
strategy  affect his  commuand  and  control style? Are the iwo



C* in Combat/Telecommunications ¥ 79

alternative  styles  evident in other wars and buttles? Are the
contrasting styles evident today among the several Services?

Van Creveld believes that Ludendorf(’s usc of directed telescopes
enabicd the German commanders to move with their troops, Was 1his
a significant fuctor in the German success?

The interim report by the Secretary of Defense on the C' systems
of U.S. and coalition forces during the Persian Gulf Conflict
{Question 15) deserves to be read carcfully. This interim report was
superseded by 4 “final report” from the Secretary of Defense in April
1992, but the interim report is rotained as a reading because il is
fresher, more infonnative, and covers the issues more frankly. [The
final report is listed as a supplementary reading for Sessions 3 and 7.

It would be difficult enough v semmarize in a few pages the
operational and technical accomplishments and shortcomings of a
wartime C systemn that grew to ten thousand circuits, but it is nearly
impossible to do so with complete accuracy in an unclassified
document that has undoubtedly heen staffed througl organizations not
cager to have their shortcomings highlighted.'

The general tone is one of accomplishient, even claiming for the
C'f system much of the success of Desert Storm. Yet despite the
uphecat language, it is clear that greater attention will need to be paid
to plins for developing theater infrastructures, to the integration of
satellite trunsmission systems, 1o the rapid promulgation of a useful
set of operating instructions, to improving both the inputs 1o and
promulgation ol air tasking orders, and to & greater measure of
interoperability. While none of this should have been surprising, the
authors of the report actually scem surprised that the operation
succeeded despite the lack of “a single ‘supreme’ communder.” The
authors acknowledge that the C* systein “cvolved in capability as the
deployment progressed,” and that «nccess depended both on “central
managemen:” (though they do not ideniify the central manager) and
on the “many interfaces, intensive management, and substantial
workarounds™ that indeed have always characterized the creation of
a command and control capahility in fast-changing  situations,

'For some trank comments on how the telecommunication:
systems of each Service (except the Navy) performed duning the
Gulf War, see the Januvary 1992 issue of HEEE Communications
Mugazine, listed as the first supplementary 1cading on
telecommunications.
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Particularly noteworthy in this responsc to Question 15 are references
to such factors as deep basing, to the Scud threai, and o the use of
commercial cquipment and systems. It will be interesting to hear
whether this description of the performance of C*l systems accords
with the experience of those who actually participated, and if not, to
speculate on why naot,

In his summary chapter, Orr, relying on his carlier conclusions
about the stochastic nature of combat, outlines what sort of C'I
systen he feels hest supports combat operations. o you agree with
his conclusion thar a distributed C71 systers, bused on “problem
definition, decompaosition, and allocation” is the type besi suited to
the realities of warfure und the American character?

Beaumont, in his introduction, is concemed that commuanders may
become too dependent on C systeins in peacetime, only to see them
penctrated, disorganized, or destroyed in wartime. He is also con-
cemed that such systems tend to centralize authority and weaken the
chain of command. Is Begumont justified in his concern that
cxperience with C7 systems in peaceiime is inadequate preparation
Sfor coping with their damage and destruction in wartime? If so, what
could be done to enhance our capability to cope?

In his Chapter 1, Beaumont traces the evolution of command and
control, including the increased ability to communicate rapidly over
great  distances, the  development of  staff systems, and  the
cmployment of electronic warfare. (Some aspects of this evolution
have alrcady been described in more detail by van Creveld,)
Beaumont notes the tendenucy of people ta focus narrowly on the
engineering aspects of specific systems and to have difficulty in
deveioping an overali perspective of command wid control, 120 you
apree with him that this difficuliy can be attributed to a general lack
of interest in the general history of command and conrol or in the
problems that arise between C7 systems? Waould this lack of
perspective help to account for slow and often unsatisfuctory
acquisition of C7 systems? At this point, what do you consider to he
the muin obstacle to the creation of a clear perspective of command
and control?

The examples in the Carter reading focus on communications
during crisis situations as well as the communications svstems that
support nuclear forees, yet his descriptions of tefccommunications
technologies and of the threats to comumunications apply penerally.
Caner provides o good summary of information theory, and he
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deseribes the characteristics of the various radio frequency bands, the
vulnerahilitics of radio communications, and some principles of
cryptography. He also outlines the cffects of nuclear explosions on
clectronic systems. Ag he points out at one point, “all these details
are ‘edious but important.” The reader should gain the general
impression that communications by radio is difficult in any case, and
can he made even more difticult hy the cfforts of a determined
cnemy to exploit or deny it. If you were to advise an enemy about
how to disrupt U S, militury communications, what would you suggest
as the focus of attack?

The 1991 anticle in Scientific American by Cortis intended 1o be
a tutorial on modem telecommunications systems, Cerf distinguishes
between circuir-switching  systems (like telephone systems) and
packet-swilching systems (like the networks used for transmitiing
messages). He then describes some existing and evolving protocols
(for cthernet, for token systems, as cxamples) i packel-switching
systems, Toinsure that a telecommunications system behaves the way
that the originator of a call or message intends it to, such a System
needs 1o provide for the transmission not only of the data or text hut
of the signalling (for circuit-switched systems) or the addresses (for
packet-switched systems). Such signalling and addressing {catures are
cssential to the control of telecommunications systems, Cerf then
introduces  the  seven-level  hierarchy now  being  uwszd  in
telccommunications architectures (to be cxplored further in Session
9). He explains the 1ole of gateways as well as some options for
achieving sccurity: pascwords, authentication, and cryptography.
Although Cerl illustrates his article with exanples  from  the
commercial world, these technologics are applicable as well 1o
military systems. Do you agree with his assumption that the computer
has already replaced the human caller or message writer as the
driving fuctors in the estublishment of requirements?

Readings

Caxe Studies
Palnmicr, Michacl A. “Lord Nelson: Master of Conunand,”” Naval War
College Review, Winter 1988, pp. 105-115.

%

van Creveld, Chapter S, “The Timetable War,”
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U.S. Secretary of Defense. “Command, Control, Communications,
and Opcrational Security of the Coalition Forces as a Whole; and
Command, Control, Communications, and Operational Security
of the United States Forces,” Question 15, Conduct of the
Persian Gulf Conflict: An Interim  Report to  Congress.
Washington, 1991,

Reguired Readings
Orr. Chapter V, “C’l in Combat Operations.”

Beaumont, Introduction, *An Overview of Command and Control,”
and Chapter [, “The Historic Evolution of Command and
Control.”

Carter,  Ashton B, “Communications  Technologies  and
Vulnerabilitics,” Managing Nuclear Operations, pp. 217-282,

Cerl, Vinton G. “Networks,” Scientific American September, 1991,
pp. 72-81.

Supplementary Readings on Command and Control in Combat

Aspin, Les and Dickinson, William. defense for a New Era. Lessons
of the Persian Gulf War. Washington, DC: Govi. Print. Off,,
1992, DS 79.72 A842 1992, [Basically a study report by the staff
ol the House Anned Services Commitice. Of particular interest
arc the pages on command and control and on C* systems; “The
Aur Tasking Order,” pp. 9-10, *Communications Hamperaed by
Old, Incompatible  Equipment,”  pp.  22-24,  and
“Goldwater—Nichols Played a Critical Role,” pp. 41-42,}

Adam, John A. “*Warfarc in the Information Age,” and Gibson, Tim,
“The Digitized Drums of War,” IEEE Specirum, September 1991,
pp. 26-33, [A description of the Gull War witli emphasis on how
the empleyment of high-tech sysiems influenced its conduct. ]

Keegan, John, “Welinglon’s  Staft,” “Wellington in  Battle,”
“Observation and  Scnsation,”  “Grant’s - Staff,” “Grant  on
Campaign,” and “Grant the Fighter,” The Mask of Command.
New York: Viking, 1987, pp. 132-138, 145-163, and 194-229,
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| Describes the techniques (and highly developed skills) used by
Wellington and Graut as part of their command and control
process. ]

Recves, W. Robert. “Soviet C*. Theory and Practice,” Principles of
Command nnd Control, pp. 277-288. (1985) [Describes what the
Soviets call “troop control,” and concludes that the term is more
comprehensive than our C* or even C*l, because it includes
navigation, clectronic warfare, and cover and deception, which
the Soviets incorporate into all phases of their operations.)

Gatchel, Theodore L. “Can a Battic be Lost in the Mind of the
Commander?” Naval War College Review, Tanuary-February
1985, pp. 96-99. [ A short but interesting account of the battle for
Hill 107 during the Gemman attack on Crete in May 1941,
Gatchel contrasts the actions of the battalion coumanders on cach
side, as ihwir unceitainties mounted, He concludes that a
commander’s ability or inability t¢ deal effectively witl such
uncertainties may decide the issue.]

Forester, Cecil Scott. The General. (1936) Penguin Books: 1972, [A
classic novel that traces the carcer of a British Army officer,
including duty as a general officer during the First World War.]

Marshall, Samuel Lynan Atweed. Men Against Fire: The Problem of
Battle Command in Future War, Washington, DC: Infantry Jour-
nal, 1947,

Supplementary Readings on Telecommunications

IEEE Communications Mugazine, Janvary 1992, Vol. 30, No. 1.
[Devoted o *“The Role of Communications in Operation Desert
Storm.”)

Baker, Philip J., Jr. Command and Control Mechanisms in ithe
Chickarnaugd  Campaiyn:  The  Union  Experience.  Forl
Leavenworth, KA: U8, Anny Command and General Staff
College, 1989, [Examines the methods of comumunications
available to General Rosecrans before and during the battle,
Baker concludes that while Rosccrans did not usc  his
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commaurcaiions assets elficicitly, this was not a key factor in the
hattle’s outcome. }

Kuhn, Rohert E. “Networks for Advanced Computing,” Scientific

American, October 1987, pp. 136-143. A tutorial on circuil-
switching and packet-switching approaches to networking; de-
scribes different stiuctures for local area networks and the
architectural  problems  that  have to be solved when
interconnecting existing neiworks. Implicit in this paper is ihe
assumption that the capacity of transmission systems will and
should continue to expand.)

Stockdale, James B. “Comununicating Without Technolegy,” Signeal,

October 1979, pp. 26-32. [Admiral Stockdale describes the
methods used by Americans as prisoners of war in Vietnam o
communicate with cach other. His description includes the main
cleigents of any communications system: the code itself, the
procedures {or cull-ups and receipts, and the problems of
establishing initial contact. He concludes that communication is
the connection of ene brain to another, and he criticizes today’s
“overbuill, overpriced systems that disgorge hales of unnecessary
data.”]

Stannon. C.E. “A Mathematical Theory of Communication,” Bell

System Technical Journal, Vol. 27, July 1948, pp. 379-423.
ITwenty-five years after this article appearcd, an editor was able
to assert that “probably no single work in this century has more
profoundly altered man’s understanding of communications,” The
article became the hasis for development of the disciplines now
called “information theory™ and “coding theory.” Shannon
defined a communications system as consisting of five clements:
an information source that generates i message (in symbols), a
transmitter that converts the symbols of the message into signals
suitable for transmission, a channel for the transmission of signals
from transmitter to receiver, a receiver that reconstructs the
symbols of the message from the received signal, and a
destination o which the receiver delivers the message. He points
out that information can be passed a greater rate when some
statistical information is knowtr about the symbolis uscd ta copvey
the information at the source. This known statistical information
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is termed “entropy”™ (which increases from zero when we are
cerlain of every symbol in the message (o a4 maximum when all
pussible symbols are cqually likely), Entropy is also the average
number of binary digits (bits) required per symbol. Shannon then
introduces the idea (hat a signal in a channel is likely to he
perturhed by noise during transmission <o that the received signad
is a function of both the transmitted signal and the neise. He then
discusses some strategies for reducing (6 an arbitvarily small
fraction the cffcct of the noise (strategics tha laler led to the
development of “coding theory™).]



SESSION 6
C* During Crises |

Computers

No staffer can munage crives Onee g crisic starts you can bei your lifr
that i you are ihe crisis manager’ s staffer, you will be kickes! aside and
all ike principals..will take over and run it, and you mighe as well go
home.

William Odom (1980), guoted in
CI: Issues of Command 4nd Controt

A business (like eny organization) is constituted us ¢ network of recarrent
conversations. Computers are a ovl for conducting the network of
cousersations.

Winograd and Floses,
Understanding Computers and Cognition

RILTS Qe tempy {yare peiting edsier o

I .. 7 . . 3 'y ¢ Y
If compuiers an i compuier progroms .‘,i!,'.',’.‘-’-'l-’(!”

use, why dr¢ so mapy companics silll making o nice living publishing
Books on how (o vse them?

Donald Norman, in U8 News & World Repor
November 23, 1992
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Focus

In this session, we ¢xamine the command and control process as it
has functioned during crises, and discuss student casc studies on crisis
situations, We also consider the role that computers play in command
and control by assisting conunanders (o make decisions and to save
time.

Command and Control During Crises

Since the mid-1960s the President as Commander-in-Chiel has had
an increasing capability to monitor developing situations on a timely
basis and to communicate directly with field commanders. This has
encouraged presidents to try to exercise control of cvents as they are
huappening, and has significantly modified their relationships with on-
scene commanders. Prior to the introduction of new technologics
during the 1960s and since, the Commander-in-Chief issucd strategic
direction in terms of general objectives that provided latitude for field
comimanders to determine the level of force and the choice of tactical
methods. Today's Commander-in-Chief is able 1 influence tactical
decisions more directly and to monitor progress on a4 minute-by-
minute basis. Furthermore, the President has often had available to
him current intelligence not necessarily available to the ficld
commander, although provisions are increasingly being made to share
national-level information with field commanders.

On-scene commanders and other commanders in the chain of
command might react to the use of these increased abilitics in a
reasonable but unfortunate way. They might assumc that when orders
are received irom higher auibority diseciing specific actions by pai
of their force, the higher authority has somchow assumed
responsibilities for detailed  direction for the entire foree, Yt
commanders remain responsibie for foresecing danger to the survival
and integrity of their forces, and for preventing hostile actions from
jeopardizing their ability to accomplish the mission. In the
Intemational Rules of the Road intended to prevent collisions at sea,
there is a “‘general prudentiaf” rule that in cffect instructs the masters
of vessels (o depart from the other ales if necessary in order to avoid
immediate danger. This rule might be paraplirased to make clear that
despite all the “help” commanders receive from higher authorities,
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they continue 1o be responsible for the effectiveness and security of
their commands. Such a paraphrased rule might read:

In obeying and construing these orders, due regard shall
be had o all threats o the survival and integrity of your
command, and to any special circumstance which shal
render a departure from these orders necessary in order to
maintain your ability to accomplish your mission,

As a result of experiences with crises, Crisis Action Procedures
have been developed that provide for the preparation ot a
commander’s cstimate by the theater commander who has been
designated to be the supported commander, an estimate that includes
considerution of operation plans previously prepared.

For joint operations, a crisis has heen defined us:

an incident or situation wmvolving a threai io e United
States, its territonies, citizens, military forces, and pos-
sessions or vital interests that develops rapidly and creates
a condition of such diplomatic, cconomic, political, or
military importance that commiument of U.S, military
forces and resources is contemplated (o achieve national
objectives,

Crisis situativns put particular pressures on the command and
control process. In most non-crisis operations, operatioual decisions
usually respond to some variar of the question: should our carefully
thought-out plan that is currently being executed ne wodiiied? i &
crisis, both the modifications to the plan asd the plan itself have to
be developed in real time. Furthermore, both the infonnation
decisions and the operational decisions are heing made {or the first
lime, and some new organizational decisions often have to be made
as well,

Although in many ways cach crisis is unigue, crisis participants
often find that:

v The structure for decision making is cither unclear or
needs to be created, and an uncerainty may cxist as o
who is empowcred make which decisions, so a
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commander is requircd to make and promulgate some ad
hoc organizational decisions;

v Decision makers often find themselves dependent initially
on experts, but soon may leam to invoke increasing
skepticism about expert advice, and to develop a real
appreciation for hard-headed fact-finding skills to support
their information decisions; and

v Decision makers learn that they may have to slow the
velocity of decisicn making, by resisting pressures to
make operational decisions immediately, without taking
sufficient time to make deliberate information decisions
or to apply some logical process to the making of
aperational decisions,

A crisis situation presents a large number of problems, all of
which appear to require prompt resolution, Some of these have
command and control implications. One such issuc arises during the
selection of forces. An operation may require execution of tasks
whose scope and diversity are beyond the capabilitics of any existing
organization, Although the missing skills and equipment may be
available from several separate organizations, it is possible that such
units will scldom if ever have operated together. The question then
arises whether it is hetter to pick the “best” units (an “all-star” tcam)
from scparate organizations and hope that the cohesion and teamwork
niceded for effective command and control can be created quickly
during the operation, or hetter to select an existing organization that
has some (hut not all) of the capabilities required and then attach to
it other organizations with the missing skills. Which of these
alternatives would you adopt? (Your answer may depend on how
much you believe command and control contributes to success, and
how long you believe it takes 1o achieve effective cooperation
between forces unaccustomed to operating together.)

In the many crises over the past forty-five ycars, command and
control has been exercised in the Department of Defense under a
wide varicty of circumstances, with both success and failure, While
the participants themselves may heve icamed a few lessons from
these crises, their command and control experience is not as readily
available as it should be for the education of those who will follow
them and who could benefit from the prior experience. Efforts to
identify “lessons learned ” are uscful, hut most of these lessons relate
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to equipment or procedural shortcomings that have now been
corrected.

Ir order to understand the decision-making aspects of prior crises,
most of us need to be able to view the crisis “from the inside” before
being rcady o accept some distilled “lesson leamed” derived by
someone else. To appreciate the environment in which specific
decisions were made during past crises, it would be necessary to read
the messages that were then available, understand what tasks and
objectives were assigned, get a sense of the dominant uncertaintices,
and be able to distinguish what was known from what was urknown
or at least unclear. Personal accounts (when they are available) hy
participants in an operation or crisis are useful up to a point, but they
are usually intended to assure the listener or reader that the narrator
wisely and systematically overcame all obstacles.

What is necded are some case studies that would recreate the
decision-making environment of previous crises, The development of
such casc studies might require accoss o information still highly
classified and likely to remain so, whose disclosure might result in a
less than flattering portrait of the participants, In the absence of
authoritative case studies, theretore, participants in future criscs may
have only their own mistiakes to learn from. Stitl, there is a growing
unclassificd literature on some of these crises, although the emphasis
is often on what happened rather than on whas decisions were made,
and when, What kind of case studies or exercises do you feel would
help future commanders and staff officers to benefit from the
experience of specific situations from the recent past?

Computers

There is now considerable experience using computers to niaintain
the status and to some extent the location of own forces, but whether
this tremendons reporting and computing effort has been indeed
uschul (o the makers of decisions is not really clear. The role of
computers in support of command and control is still evolving. Apart
from ticir extensive use in sensor and communications networks and
in the correlation, filering, and analysis of information (particularly
about an cnemy), computers are used to support the command and
control process in the following ways:
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v To maintain and display the continually updated status of

own and friendly forces,

v To maintain and display the continually updated
capabilities of the enemy,

v To optimize deployment plans and to test them for
transportation feasibility,
10 estimate possibie  outcomes of potential  military
engagements.

The exercise of authority over commanders atl the next lower
echelon is often based on status reports from units several echeions
{urther down. Because it is possible that such information will huve
been reported unrcliably or have changed since the latest report was
received, queries are sumelimes sent to verify information at the las
minute, Reports are most likely to be accuratc when the repoerting
system has been devised in a way that provides incentives for
reporting comunanders to make sure their reports are accurate and
timely, yetincentives for accurate reporting are sometimes overlooked
in the design of reporting systems. An altemative method of
obtaining accurate (though not necessarily relevant) information in
reports is to couple the sensor or weapons system that measures or
produces the raw information directly with some automatic reporting
device, but this method is not very popular with intervening
commanders because they are no longer “in control” of some of the
information going up the chain of command.

‘The optimization and testing of deployment plans for their

..................
computers that have been emphasized in recent years with some
suceess. There is now considerahie experience with computers dealing
with such one-sided problems. The prediction of outcomes of military
actions—-the role often envisioned for compuiers—sceenis (o be most
cifective where physical parameters dominate, and perhaps where
human conduct can be presumcd to follow rigid doctrine, Computers
have been used to support war gaming and campaign plan simulation
and have provided some much needed insights. The two-sided naturc
of combat and the wide varighility of humar responscs, however,
make it difficult to predict vutcomes of military action by any sucans.

There ¢re a few fundamental facts about computers that need to
be understood. In the first place, computers have some serious limita-
tions. Their virlues of speed and consistency ought not to be inter-
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preted as an ability to go beyond the accuracy and completeness of
the information entered or the models programmed. The idea that
computers add some sort of authenticity is to be resisted. Secondly,
although application programs make computers useful, it is the
computer’s opcrating system that provides the basis for interoper-
ability of systems and the transferability of programs. Finally, the
problems of computer security are immense. There are risks that data
could be disclosed, lost, or modified without authorization or
knowledge, and that the same fate could overtake the programs on
which commanders and their staffs rely. The measures to assure data
security and integrity may be costly and cumbersome, and we may
adopt (he false hope that systemn security is assurcd. Yet, during
World War II, nations wanted to believe that their communications
encryption systems had remained secure, but found out after the war
that they had not.

Trying to automate a process that one has been unwilling or
unable to perform manually generally proves quile difficult. As
people who automate an existing manual process discover, (the initial
automation reveals that further modifications of the process itsclf arc
possible, usually requiring a second upgrade. It might be assumed
that if the possihihities for process modiiication had been recognized
at the outsel, both automation steps might have been done together.
But taking the shortcut of combining both steps into one incurs the
risk that when the completed system is delivered, it will fail to satisfy
the user’s expectations or desires; and when somcthing goes wrong,
it will be more difficult to understand why.,

Commentary on the Case Studies and the Readingys

Bouchard, the author of ihe first case study, believes (as do many
others) that the Cuban  Missile Crisis marked “a turning point in
Amcrican civil-military relations and in the cvolution of U.S.
command and control doectrine,” following which civilians would
exercise both command and control, The temm “control” is used hy
Bouchard to describe the limits placed on the discretion that has been
otherwise delegated to subyrdinate decision makers. This case study
on the Cuban Missile Crisis does not confine its focus to the
deliherations of the exccutive committee (EXCOM), but examines in
detail the methods used by the President 1o cxcreise a measure of
control over naval operations, methods that may seem 1o some to

e A
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conflict with the traditional philosophy of command over
commanders at sca.

Bouchard has read the available reports and has corresponded
with many of the participants in order to pull together a reliable
picture of the way that command was exercised over naval forces
during that crisis. The hook from which the case study was excerpted
examines whether or not an inadvertent war could be triggered by
military (in this case naval) interactions during a crisis. The author
was specifically examining crises to see whether intcractions between
military forces at the scene of action became decoupled from the
control of national authorities. In this crisis the author found no
serious instances of decoupled interactions involving naval forces. For
purposes of seminar (iscussion, students are asked to be prepared to
identify any examples during the crisis where the command and
control process appears te have broken down, or came close to doing
80. This is the prototype crisis situation: what command and control
lessans should be drawn from it?

Van Creveld describes some incidents on the Southerm Front
during the 1973 war between Israel and Egypt to illustrate how
friction and the fog of war reduced the effectiveness of a previously
successful, modenily cyuipped aminy ihiat had a souid, weli-developed
command doctrine. This second case study is not strictly a crisis, but
it focuses on the relationships (sometimes inverted) hetween civil
officials and military commanders. After first providing a useful
summary of the technical and doctrinal developments since the rise
of Napoleon, van Creveld outlines the command doctrine developed
by the Israeli Defense Force during the 1956 and 1967 wars. He also
points out how the field radio had overccme the limitations of
wirclincs t-at had carlicr restricted thc movement of tactical
commanders to fixed headquarters, Van Creveld describes how the
Israclis secmed to employ what he calls “reverse optional control,”
which reduced the discretion of field commandcrs, Which of the many
reasons piven by van Creveld for the Israeli failure are lessons that
have larger application?

Beal provides an interesting glimpse of the workings of the Whitc
House during crises. He characterizes decision aking during crises
as “organized anarchy.” He lainents the lack of analytic tools for
decision makers at the highest level as well as the lack of tools for
synthesis of information. He cites “Gray’s Principle” to the effect that
at every cchelon, commanders must at some point act to accomplish
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their immediate goals without further information,' Beal suggests that
becausc of the anarchy that seems to pervade a crisis, decision
makers should act very, very slowly, and should recognize as a key
decision, the timing and the extent of the decision maker’s
(presidential) involvement, Finally, he emphasizes his belief that
decision makers should be given options by lower echelons, noting
that whatever options did survive to reach the decision maker they
were likely to be detailed as to the facts, but lacking a guiding
concept as the basis for action. Should the President be informed
immediaiely of any bad news or should he not be informed until
lower echelons have rendered their judgments as to the local
significance of the bad news and their advice as to what might be
done in response?

Beatl decries in particular the failure to integrate information on
its way to the President. In your own experience, would it be valid to
say that there is a fuilure to integrate information on its way to
decision makers at all wevels? Do these failures result from poor
information integration, or from a lack of an integrated (presidential)
perspective? What could be done to correct any such lack of
imegration?

Following somewhat in Beal's {ootsteps, McDaniel describes
what he felt Beal had accomplished, and what was left
undone—particularly the tapping into giant databases. In this long
cxcerpt, McDaniel goes on to lay out in some detiil what the
Congress may have bad in mind when it created the National Sceurity
Council, and then describes how the NSC actually works, how it
derives its power, and how its members functioned during the Achille
Lauro crisis. He draws several interesting conclusions from ris
experiences: that our ability to predict crises is not likely to improve,
that the utility of interagency commitices results more from informal
phone calls than from formal mectings, and that attempts to improve
the process by involving other players will fail because of a pervasive
drive to maintain security, whether for policy or bureaucratic reasons,

Demech provides a further description of Beal's attempts 10
introduce improved technology into the National Security Council, as
well as the retuctance of the intelligence communily to cooperate.

Yeneral Alfred M. Gray, Jr. was Commandunt of the Marine Corps from
1987 10 1991,
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Huaving read Beal, McDuniel, and now Demech, are you optimistic
or pessimistic abowt the utitity of “advanced” decision making
facilities for national-level decision makers? Why or why nol?

Grimes gives some examples of large corporations using the new
technologies ta help top management cope with crises. /i whar ways
are these exdainiples relevant (0 the “crisis management” procedures
and systems used in the executive branch of government?

Readinys
Case Studies
Baouchard, Joseph F. “The 1962 Cuban Missile Crisis,” Chapter 4,
Command in Crisis. New York; Columbia University Press, 1991

van Creveld. Chapter 6, “Mastcrs of Mobile Warfare,”

Reguired Readings
Beal, Richard S “Decision Making, Crisis Management, Infommation
and Technology,™ in Coakley, pp. 23-50.

McDaniel, Rodney B.. “Cl: A National Sccurity  Council
Perspective,” in Coakley, pp. 68-101.

Demech, Fred R, Jr., “Making Intelligence Better,” in Coakley, pp.
101-103,

Grimes,  John, “Information  Technology  and  Multinational
Corporations,” in Coakley, pp. 60-64.

Supplemeniary Keadings on Command and Controi During
Crisey

McCarthy, James P. “Conmunanding Joini and Coalition Operations,”
Naval War College Review, Winter 1993, pp. 9-21. [Dcputy
Commander-in-Chicf, U.S. Europcan Command describes the
current use of joint task forces for operations in that theater. He
cmphasizes the roles played by the theater commander’s
headquarters acting as a bridge between policy considerations and
local  operational  realities, by maintaining continuous
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communications both with the staffs in Washinglon and the
commander chosen to conduct the operation. With respect to the
mission, he points out that success requires ifs  thorough
understanding as well as an expectation that it is likely to be
modified during the operation. Finding that potential commanders
of joint task forces may not be fully informed about the
capabilities offered by forces other than their own, USCINCEUR
has developed a Joint Warrior Program. He characterizes
coalition operations as the toughest military endeavor.]

Woodward, Sandy. “The Bells of Hell,” Chapter 8, One Hundred
Days: The Memoirs of the Falklands Buattle Group Commander.
Annapolis, MD: Naval Institute Press, 1992, F3031.5 Wo6 1992,
[The battle group commander describes how hie precipitated the
change in Rules of Engagement that authorized the sinking ot
Belgrano.)

Chaimman, Joint Chiefs of Staff, “Crisis Action Planning,” Chapter V,
Volume 1, Joint Operation Planning and Execution System. oint
Pub 5-03.1 Washington, DC; 1992, [Outlines the six phascs of
crisis action planning, defines the gencrai respousibiliiies of thc
sepported and supporting commanders during each phase, and
describes the commander’s estimales, planning orders, warning
orders, alert orders, deployment orders, and execute orders used
in crists action (“time-sensitive™) plunning.

Niblack, Preston, ed. Managing Military Operations in Crises: A
Conference Report. Sunty Monica, CA: RAND, 1991, AS
30.R281, No. 4038. [Report of a January 1990 conference that
had its beginnings as part of a project entitled Avoiding Nuclear
War, This renort summarizes much ot what has been leamed
about the “management” of crises during the Cold War period,
and attempts to show the relevance of those lessens for the post-
Cold War world. Chapter 5 un the role of naval forces in crises
is by Admiral Train.j

Allard, C. Kenneth, “Formative Influences on Modem Command and
Control,” Chapter 5, Command, Control, and the Common
Defense, New Haven, CT: Yale University Press, 1990, [This
chapier describes how the “lessons learned” from the crises of the
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1960s and 1970s, the improved telecommunications and computer
capabilities during the same period, and the amendmenis to the
National Security Act all influenced the evolution of command
and control and its supporting systems. ]

Andriole, Stephen J. “Advanced Information Technolegy for Next
Generation Decision Support” in Advanced Technology for
Command and Control Systems Engineering, TFairfax, VA:
AFCEA Intemational Press, 1990, pp. 367-387. [A survey of
developments in decision support systeims (IDSS) that we can
anticipate in the near future. Andriole expects decision support
systems to move from being data-oriented to hecoming more able
to provide analytica) support. While he recognizes that decision
support systems are more likely to be usefui in structured
situations where essenual data is quantified, he also expects
increasing use of systeins where decision makers can manipulate
graphic displays.]

Gormai, Paut F. “C'l: USCINCSO’s Perspective, 1983-1985.”
Defense Analysis, Vol, 4, No. 3, pp. 307-320, September 1988,
{ The Commander-in-Chief of U.S. Southem Command during the
mid-1980s writes about his responsibilities, his operational
cuinmand problems, and the actions he took to put his theater on
a “'war footing.”

Hyde, J.P., Warren, J.B., and Kesson, C.E, “C* Planning in Crisis
Response,” Principles of Command and Control, pp. 249-255
(1986); reprinted in Naval Command and Control, edited by
Vinny DiGirolamo. Fairfax, VA: AFCEA, 1991, [A survey of
actions taken to improve the abilities of communications planners
to regnond to the demands of crises; degcribing what it ig like to
plan for communications during a crisis; and idendfying some of
the communications asscts available to assist both the planning
and the execution of operations during a crisis. ]

Neustadt, Richard E. and May, Emest R. Thinking In Time: The Uses
of History for Decision Makers. Free Press, New York: 1986,
[This important book describes the U.S. policy-making process
during a number of post-World War Il crises: particularly the
Cuban Missile Crisis, pp. 1-16, the outbreak of the Korean War,
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pp. 34-4%, and the Mayigucz Incident, pn. 58-66. The authors
describe both the uses and misuses of history, and the importance
of asking some fundamental but simple questions at the outset:
what is known, unclear, and presumed? what are the likenesses
and differences hetween the present situation and those of the
past? and what can we do now?]

Brauch, Stuart E., “C'l and Crisis Management,” in Coakley, pp. 53-
54 (1984). | Discusses the probiem of two much information. |

Goodman, H, and Schift, Z. “The Attack on the LIBERTY,” The

Atluntic Monthly, Sepiember 1984, pp. 78-84. [This article

! describes the Isracli attack on USS Liberty in June 1967, It is

based on war logs of the Israchi Navy and two investigations of

the incident by the Isracli Defense Forces, The description

illustrates how a number of factors—{fear, frustration, uncertain

identification, miscalculations  of  ships’  speeds, and  the

assumption that an exploding ammunition depot was the result of

shelling—all combined to lead Isracli operational commanders o
misjudge the situation and make faulty information decisions.]

Hayward, Thomas B. “An Ex-CNO’s Refiecuon on the Garbage Can
Theory of Naval Decision Making.” Ambiguity and Command,
pp. 258-268. |Admiral Hayward distinguishes the decisions with
which he was involved as being strategic (a superpower war),
tactical (aircraft shootdowns or hostage rescucs), or burcaucratic
{pcacetime budget issucs). He concludes that the “garbage can™
theory appears to have relevance (o the examples from his own
cxperienee. ]

Rowden, William H. “Sixth Flect Operations: Junc 1981 to July
1983." Ambiguity and Command, pp. 267-270. | Admiral Rowdi
describes what he did during some crises that arose while he was
Commander, U.S. Sixth Fleet: the shootdown of Libyan fighters
over thic Gulf of Sidra, the assassination of Anwar Sadat, und the
bombing of the U.S. embassy in Beirut. He then reflects on his
decision making during these crises. ]

Train, Harry D. “Decision Making and Managing Ambiguity in
Politico-Military Crisis.” Ambiguity and Command, pp. 298-307.
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[Admiral Train describes several crises, including a collision
between a ULS. frigate and a Soviet submarine, the sending of
helicopters used for the Iranian Hostage Rescue, and acting as a
relay for questions from the President (o a unified commander,
He then suggests what we might leam about making decisions in
the presence of ambiguity. |

Howe, Jonathan T. Multicrisis: Sea Power and Global Politics in the
Missile Age. Cambridge, MA: MIT Press, 1971, V25 Ho¥.
[Analyzes the Quemoy Crisis of 1958 and the Arah-Isracli War
of 1967 wilh the objestive of understanding how they affected
the superpower relationship between the US and USSR, The
Quemoy crisis is one of the four crises later studicd by Bouchard
1 Command in Crisis).

Allison, Graham T. Essence of Decixion: Explaining the Cubun
Missile Crisis. Boston, MA: Litte, Brown, 1971, | A classic study
of the decisions made during the Cuban Missile Crisis using three
quite diffcrent models of human behavior; the rational actor, the
organizational process, and burcaucratic politics. |

Loomis, Richard ‘T, “The White House Tclephone and  Crisis
Munagement.” U.S. Naval Institute Proceedings, December 1909,
pp. 603-73. [The evolution of the use of the telephone and other
clectronic media by the President as Commander-in-Chief, from
the first “war room™ of McKinley to the high tech conclusion of
the Johnson administration (when the article was written); also
describes some of the crises of the 1960s and how presidents
have leamed o exploit the capabilities of the new technologies
available to them.]

Supplementary Readings on Computers

Sproull, Lee and Kiesler, Sara. “Computers, Networks and Work.”
Scientific American, September, 1991, pp. 116-123. [Computer
worksfations were initially installed in command centers to
facilitate the work of stafls: since then workstations have
increasingly been used on computer networks for computer
conferenges, cither (o deal with rapid information exchange
during crises or to iron out the myriad details of deliberate plans,
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Sproull and Kiesler discuss the group dynamics of electronic
mail, that in effect establishes such computer conferences. They
describe the unexpected impact of such conferences on individual
participunts and on their collective behavior, posing  some
interesting managerial problems for the future. )

Tesler, Lawrence G. “Networked Computing in the 1990s,” Scientific
American, Scptembher 1991, pp. 86-93. [Traces the evolution of
the role of computers from oracle to work station to active
assistant, an evolution made possible by the continuing decline
in the cost of computing (halving every three years) and the
increasing sophistication of computer uscrs. Tesler deseribes the
current trend loward the employment of networks of compuiers.
He concludes that universal connectivity could even enhance
democracy, but such @ result is by no means certain.}

Tuylor, Edward C, Al in Command and Control: What and When,”
Proceedings of the 1987 Conunand and Control Reseqrch
Symposium, McLean, VA: Science Applicstions International
Corporation, 1987, pp. 379-384. |A survey af three alternative
approacnes do o the appiication of - grtificizl  intellipence  to
command and control probiems:

v Developing expert systems to apply the logic and
rules used by human experts,

¥ Developing machines that apply paralle] processing
techniques apparently used by the human bram, or

v Developing systems that exploit human-machine
symbiosis, |

Winograd, Terey and Flores, Femando. Understanding Computers
and Counition. A New Foundation for Design, Norwood, NI
Ablex Corporation, 1986, |A hook about the philosophices that
underiie the use of computer technolegy. Dedicated o the people
of Chile (one of the anthors held high posts in state-owned
corporgtions and in government there) the hook ¢volved into a
discussion of some of the objectives that might be achicved
through the design of future computers, The authors argue that
computers have a particularly powerful impact on individuals and
sociely because inusing therm we engage in a discourse organized
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in a way that reflects a rationalistic tradition that may be at odds
with human ¢xperience,

Ware, Hugh. “New Tools for Crisis Management,” U.S. Navul
Institute Proceedings, August 1984, pp. 19-24. [ The crises of the
1900s were not always dealt with cfficiently and effectively.
which focused considerable aticntion on the shoricomings ot ¢!
systems, Ware (writing in 1974) describes a number of these
crises: the capture of Pueblo, the attack on Liberty, and the
Cuban Missile Crisis, In addition to recommending improvements
in communications systems, Ware oflered some suggestions for
crisis management—paositive acknowledgements of messages, ad
hoe C' structures, and ad hoc staffs and planning.|
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SESSION 7
C? Systems for Conventional
Forces | Interoperability

The ideal command and control system supporting a commander is such
that the commander knows what gues on, that e receives what is
intended for him and that what he (ransmits is delivered 1o the intended
addressee, so that the command decisions are smude with confidence uml!
are based on information that is complete, true and up-to-date.

Defense Science Board Task Force on Connnandd
andd Control Systems Management (1987)

A good CUractical system has to be uble w0 degrade gracefulty! that is, i
tust be able to lose some of the capubility that ir sturted with iniially.
and still not come uaglued.... As we concentrate...on how best w design
the O] system, there's a tendeney o envicion one that's centralized—hut
frequendy centraiized systems don't degrade gracefully.

Thomas H. McMulien (1982), quoted in
C'I: Issues of Command and Centrol

The greatest leverage in system architzeting is at the interjuces.... The
ereatest danyers are also ar the iiterfuces.

Eberhiardt Rechtin wi Systems Archicctng
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Focus

Thc four remaining sessions of the course will focus on C*
systems. In this session we examine the C* systems used by forces
cngaged in conventiona! war and review current cfforts 1o achicve
intcroperability. The session will also include discussion of the
students’ descriptions of C* systems for conventional forces.

C? Systems for Conventional Forces

This is the first session focused on C* sysrems rather than on the
command and control process. We will examine some of the
characteristics of “ideal” systems listed by the Defense Science Board
in the first epigraph, as well as others that are not. We should look
critically, however, at their idea that command decisions can ever be
made “with confidence,” or that information can cver he “complete,
true and up-to-date.” We will explore both the capabilitics of systems
that support command and control and some of their limitations, We
will guestion whether commanders can ever be (as the Defense
Science Board seems to suggest) separate from the C gysiems that
support them, and will consider the cxtent to which feadership skiils
and decision-making styles are integral parts of C* systems.

One of the major influcnces on the design of C' systems is (or
should be) the underlying philosophy of the command and control
process. It is possible, for example, to imagine a rigid command and
control process that prescribes specific actions for cach anticipated sct
of circumstances, and which prohibits actions without reterence to
higher authority when an unanticipated circumsiance arises, On the
other hand, it is possible to visualize a much more fiexible command
and control process that authorizes any action that in the
commander's judgment contribules to the achievement of the unit’s
mission, and that permits infomming higher authority of such actions
only “‘after the faci.” It is also possibie to visualize a command and
control process in which all echelons are provided essentially the
samc facts for analysis, on the premise that reasonable commanders
at cach cchelon, given the same facts and a common objective, would
most likely take the same action. The C' systcms that suppor
different command and control processes—different  command
philosophics—are likely to be oplimized differently.
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Furthermore, the complexity of C* systems increases in
proportion 1o the number of possible situations to he dealt with and
to the number of possible responses, C* systems tend to be reasonably
simple when the number of possible situations are few and when the
repertoire of possible responses to cach situation is small, Thus a C
system for strategic nuclear warfare, despite its size, is inherently
simpler than a tactical C* system that must cope with larger numbers
of altemative situations and consider a broader range of allemative
courses of action. It is of course true that to some extent the
complexity of C* systems is also related (o the number and varicty of
the forces involved, but a greater component of complexity has to do
primarily with the number of potential situations and responses.

The systems o be examined here are the command, control,
communications, and compater (C*) systems that support the process
that commanders employ when “planning, directing, coo.dinating, and
controlling” forces under their command. This relationship between
process and systems merits some consideration. Any procedure that
helps commanders reduce the uncertaintics at the time for decision
and action can be viewed as part of their command and control
process. The frequent discussions that Lord Nelson held with his unit
commanders and commanding officers, for example, were clearly a
part of his command and control process.

Yet while cach commander may shape a unique command and
control process, the C* system that supports one commander often
supports other commanders as well. A command, control,
communications, and computer system includes (in sddition to
command facilities and intervening communications links) such
clements as doctrine, training, and rules of engagement. The mix of
“static”  components—like doctrine—and  “dynamic”  components
—direct communications and interactive access to computers—will
vary from system to system.

C* systems for conventional forces reach from the unified or
specified combatant commander down through all echelons in the
combat units, C' systems from the theater commander through
component commanders or joint task force commanders 1o senior
tactical commanders arc usually referred to as theater systems, whose
emphasis is on providing reliable connectivity often over considerahle
distances. C* systems that arc wholly within tactical formations are
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usually referred to as tactical C* systems, optimized to create viable
and effective combat units and characterized by mobility, reliability,
and simplicity. Interoperability problems within tactical formations
are minimized by the use of standard radio frequency plans and
common radio wave forms, procedures, crypto systeins, and keying
materials. While the use of identical equipments at each end is often
seen as the solution to interoperability problems, it is the use of
common wave forms rather than the same cquipment that achicves
interoperability, along with common doctrine and procedures.

This course might have included intelligence systems as un
integral part of C* systems but did not, and this arbitrary choice
should not go undiscussed. Whether C* systems ought to include or
cxclude intelligence systems is not an easy question to resolve. C*
systems and intelligence systems intersect al many points: they usc
the same technologies, and the purpose of the intelligence process is
clearly to support the exercise of the command function. [n practice,
however, commanders today are served by two scparate sets of
systems: those for command and control and those for intelligence,
C* systems and intelligence systems are currently designed and
managed as separate systems, sometimes for reasons of security,
sometimes for historical or burcaucratic reasons. Yet as truc
cooperation hetween operations officers and intelligence officers
continues to spread, it is possible to foresee a gradual integration of
C* systems and intelligence systems into true C'I systems and 1o
speculate that such an integration is likeiy to be accomplished first at
higher levels, and move down, What would be the benefits and the
drawbacks of such an integration of C* and intelligence systems into
triue CY systems?

Even though the principles of the command and control process
may remain relatvely unchanged, technology is changing the way
supporting systems actually function, Quite apart from advances
heing made in the coverage and accuracy of scioi sysicins il
generate the information used by C* systems, technological advances
in telecommunications and computers are modifying the ways that C*
systems provide the following capabilitics:

v Communicating reliably and securely over great distances,
v Enabling commanders to absorb information cfficicntly and
to assess the existing situation, and
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v Assisting commanders to predict the probable outcomes of
altemative courses of action.

These technological changes result largely from the application of
digital computers and advanced transmission systems. Despite the
greater use of digital systems to facilitate both the manipulation and
transmission of information, the originators and recipicnts—the
commanders themselves——speak and perceive in analog form. The use
of digital computers makes it nccessary (at least at the moment) to
convert data and information from analog to digital form at input, and
from digital to analog form at output. Some of the problems eu-
countered in command and control are related 10 these conversions,
Who hears the burden for them? On the input side, until computer
programs are available that enable computers to accept human voice
input dircctly, commanders or their staffs neced to make the
conversion by typing, formatting, or otherwise disciplining verhal and
written information so the computer can deal with it. For somc
positional and other numeric data, it has been possible to design work
stations so that a skilled operator can make digital inputs by
positioning ball tabs or similar analog devices,

On the output side, the danger in relying too heavily on dispiays,
particularly digital displays, is that they may not reflect the degree of
unceriainty that surrounds the position, composition, identity, or even
the existence of the targets displayed. The digital world is a world
based on the definite presence or absence of data, and so a digital
display expresses a degree of certainty thal may be unjustified. This
inability to portray the uncertainties of data is separate from the
inability of a databasc to reflect changes in a situation that have
occurred since the last reports were received, changes likely to be
significant in a fast-breaking situstion.

Interoperability

Success of a joint operation may well depend on whether units from
different Services operate at a level of cooperation beyond
“compatihility” (defined as “functioning without mutual interference”)
and achieve “interoperability,” defined (in Joint Pub 0-1) as:
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The ability of systems, units or forces (o provide services
to and accept services from other systems, units or forces
and to use the services so exchanged o enable them to
operate effectively together,

Such services would certainly include close air support, fire support,
and carly waming, for example. With respect to communications-
electronics systerns, “interoperahility” is further defined us:

The condition achicved wnong communications-clectronics
systenis or items of communications-elecironics equipment
when information or services can be exchanged directly
and satisfactorily between them and/or their users.

A recent Departinent of Defense Directive (cited in the
Supplementary Readings), has announced the policy that C'l systems
for joint and combined operations by U.S, forces must be compatible,
interoperable, and integrated, and that a/i C*l systems developed for
use by U.S. forces are considered to be for joint use.

Although the harmonization of systems is a major part of the
overall interoperability effort, it is by no mecans the only part. In
1989, for cxample, the “interoperability agenda” ot the joint stadT
consisted of fifty-cight items, fewer than hall’ of them considered
*matericl.” The other categories (in descending size) were “doctrine
and procedures,” “operations planning.” and “training and education.”
For command and control purposes, there arc three broad components
of interoperability: doctrine and procedures, messages, and hardware.
Agreed common procedures are found in widely distributed doctrinal
publications and in “standing opcrating procedures,” both of which
form the basis for normal training, The special operating procedures
activated for a specific operation are usually spelled oul in an anniex

toy the aneratinn ardor Intenee comman
W0 Wl aperanen orger, intense comn

veationy planning hag heen
necessary (o achieve the standardization of circuit procedures, the
sharing of common crypto keying material, and the efficient
allocation of radio frequencies and satellite channels.

With respect to messages, there are three arcas of concern:
vocabulary, message formats, and circuit procedurcs. For joint
operations, standardization of vocahulary and message formats and of
circuit procedures  for automated tactical data links is being
accomplished through a program to develop a series of message (ext
formats for word-oriented message reports, and a family of tactical
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digital information links (TADIL) messages for bit-oriented messages
hetween automated factical data systems, This program also provides
the U.S. positions during efforts to agree on similar standards for
combined operations,

With respect to hardware, a major issue is whether or not radio
cquipment at cach end is capable of transmitling or recciving
clectrical signals with a common wave form, a capability that can he
achicved using different hardware so long as signal interface
standards have been established and obscrved.

The Grenada Operation in 1983 provided a practical test of the
extent to which interoperability was then achievable by joint forces
operating together on short notice and for the first time. Significant
problems of interoperability during the operation were reported in the
press. No unclassifizd official reports are available that detail the
problems that actually occurred or describe the specitic actions taken
o prevent those specific problems from occurring in the future. An
instruction on intcroperability  was  subsequently issucd by the
Secretary of Defense, as well as @ memorandum of policy on the
samne subject by the Joint Chiefs of Staff. A new division devoted to
interoperability was created in the Jeint Staff, and the general
“hackwash” from the operation may have contributed to the
congressional concems that led (o the DOD Reerganization Act of
1986.

Because interoperability is obviously a desirable objective, it is
surprising o encounter occasionally some genuine resistance fo its
achievement. Among the causes for such resistance are  an
organization’s pride in doing its mission well. These “organizational
ways” have often been reflected in specifications and anique
hardware. Whenever an organization has to abandon its way of doing
things and adopt new standards, there moy be 4 sense that such an
abandonment is equivalent to admitting that previous standards were
somechow flawed (when in fact they might have been superior to the
new standards adopted to achieve interoperability). Resolving the
problems of interoperability requires a focus on the larger objective
of joint or combined operations.

A more serious problem arises when an organization finds itself
paying a high price to achieve interoperability with other
organizations: when it has to change its procedures, vocabulary, or
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standurds, or has to abandon or modify a line of cquipment. The
solution may be to recognize at the outset that the achievement of
interoperability is going Lo cost money, cither to make the necessary
changes or to expand the capabilitics of equipment to cover the
operating requircments of additional potential users. In order to
eliminate the fear that the “losers™ will hear all these costs, it seems
prudent cither to fund “intcraperability™ projects centrally ot to agree
in advance that these costs ought to he distributed in some equitable
way among @lf the organizations whose operations stand to henelit by
the achicvement of interoperability. If this were done, the “funding”
issuc would recede as a consideration, and contending organizations
could focus primarily on achieving intcroperability objectives.

The achicvement of interoperability for combined operations, i
which the forces of friendly nations arc organized to operate and fight
together, is cven more difficult. The command and control of a
comhined operation requires resolution of all the issues that arise in
a joint operation, but in addition, requires coping with national
policies on communications security and on the protection of
intelligence and sources, as well as with considerations of national
pride. The interoperability problems that can arise during combined
operations with Third World nations may be very great indeed. The
interoperability problems already encountered by the many agencies
iny olved in mounting the “war on drugs” can provide some insights
into problems of “combined interoperability.”

We can expect that inderoperability will be a continuing problen.
Even though both joint operations and coalition operations have
recenily focused attention on the need for interoperability in ¢
systems. we shoutd not ignore the long history of breakdowns and
misunderstandings that occur even in operations wholly within one
Service. Solutions have come only with commaon doctrine. commuon
procodures,  and  comimon oxercises. What actions werld you
recommend be taken now 1o improve the interoperability of €
systems for joint and combined aperations during the crises or wars
of the future?

Commentary on the Case Study and the Readingy

Van Creveld surveys command and control during the Vietham War
from 1965 to 1968, He cites the complexity ol weapons systeins and
the resulting specialization of personnel as the causes for a twentyfold
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increase between 1945 and 1985 in the amount of information needed
to control individual units, an increase he feels has led o incvitable
centralization and a greater dependence on reliable and rapid
communications. He concludes that while up-to-date technical means
of communications and data processing arc absolutely vital to the
conduct of modem war, they are not in themselves sufficient (o make
command systems effective. Whar in your experience makes a C*
system effective? Do you believe that an increasing reliance on
telecommunications leads o an inevitable drift toward cent dlization”

Van Creveld also describes the use of helicopters as directed
telescopes and  asserts that they distort the operation of the
subordinates’ command systems. s a directed-telescope  system
possible today that does not cause such distortion? Has it ever heen
possible to avoid such distortion?

In a footnote, van Creveld defines “information pathology™ as the
inability of organizations (“owing to structural defects™) to obtain a
clear, timely picture of their surmoundings and their own functioning.
What is the cause of information pathology? What is its cure’?

Rechtin provides a broad survey of the technologies that have
heen applied to command and contral since the start of World War
11, and he explores some of the vulnerabilities that reliance on these
technologies has created. He identifies some of the issues about
which the perspectives of commanders and of technologists differ,
and concludes that the control of information is a command function.
Rechtin questions whether a commander should be made 1o adapt o
supporting C* systems, and fecls that the system should be made to
adapt to the commander. Which course would vou recommend? Why?

General Powecll has written a one-page article apparently designed
to challenge the computer industry. Here he summarizes the
importance of personal computers and automated message neiworks
to the Persian Gulf War. He is trying to convey the “commander’s
perspective’” to computer engineers. Is his goal —to give batilefield
commanders access 10 all the informarion needed 1o win the
wor—realistic or achievable?

Beaumont looks at the impact that command and control
technologies have had on the way that military commandcrs and their
staffs function, and then cites some of the reasons that combal
officers have given for resisting these technologies. He notes the
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cffect of fatigue and stress on problem-solving abilities, and
speculates about the extent that people in the command and control
loop are assets, and about the extent to which people in the loop
become liabilitics. He suggests that methods be developed to detect
detcrioration in a commander’s performance. Can you foresee ¢ time
when this will be both possible and wise?

General Livsey describes what he did in Korca to build a C*
system to support his command and control nceds, and outlines the
problems he encountered. The importance of this article is that it
provides a glimpse into the thought process of a responsible
commander as he works his way through decisions ahout what he
really nceds in the way of a C* system, and considers what could go
wrong with it. Should this sort of personal involvement by the
commander in the details of the C7 systems be encouraged? If so,
how?

General McKnight, formerly Director for C* Systems, Joint Staff,
describes the steps being taken to improve interoperability wnong
U.S. military forces. He identifies the following as contributing to the
intcroperability cffort: management structurcs, common cquipiment,
common standards, common doctring and tactics, and common fcch-
niques and procedurcs. Are you persiidded ihai ali of ihese efforts are
necessary in order to achieve interoperability?

The pamphlet on “C*l for the Warrior” purports to set forth a
concept that is affordable, responsive, and would allow warriors to
perform any mission, any time, any place. What is the concept? How
does it differ from previous conceplts?

This session is the first of three in which the current version of
Joint Pub 6-0 will be read and discusscd. Note that the subject of this
publication is not the command and control process but C* systems
to support joint operations. For this session, the chapters on docetrine,
principles, and employment are assigned. It will be obvious that
writing doctrine for C* systems is not an casy task. Do you find the
“doctrine” as owdined in Pub 6-0 (and aduapted from previous

doctrine for communications-electronics equipment) 1o be relevant
and useful? Are the “principles” of C*' systems as outlined in
Chapter 11 really principles or just characteristics? What principles
do you feel ought to govern the design and operation of C* systems
so that they will enhance the command and control process?
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Readings
Case Study

van Creveld, Chapter 7, *“The Helicopter and the Computer.™

Required Reading

Rechtin, Eberhardt, “The Technology of Command,” Naval War
Coliege Review, March-April 1984,

Powell, Cotin L. “information-Age Warriors,” Byre, July 1992, p.
370.

Beaumont. Chapter 2, “People in the Loop: Huinan Dimensions in
Command and Control.”

Livsey, Williamn J. “Tin Cans and Strings: The Concept, Design and
Construction of an Evolutionary C° System,” Principles of
Command and Control, pp. 75-83 (1987).

McKnight, C.E., Jr. “Solving the Intcroperability Problem,” Prin-
ciples of Commund and Control, pp. 382-388 (1985).

“C* tor the Warrior.” C* Architeclure & Integration Division, The
Joint Staff, Washington, DC. 1992,

Joint Pub 6-0. “Introduction,” “C* Systems Principles,” and * C*
Systems Doctrine for Employment, Configuration, Plans and
Resources,” Chapters 1, 11, and 11

Supplementary Readings on C' Systems for Conventional
Forces

Cebrowski, A. K. and Loescher, Michacl. *“The New Warfare: SEW,”
U.S. Naval Institute Proceedings, February 1993, pp. 92-95. [An
articulation of Navy thinking about a warfare mission arca called
“Space and Electronic Warfure (SEW).” The article defines SEW
in the context of such other Navy warfare arcas as amphibious
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warfare, strike warfare, anti-air warfare, and anti-submarine
warfare, From the perspective of SEW, command and control is
only one of ¢ight “disciplines,” and it iy not one of the four
wartare disciplines but one of four supporting disciplines, along
with operational sccurity, surveiliance, and signals management.
In this view, the Command and Control, Communications and
Computer, and hitelligence (C*1) System is only a subsystem of
space and clectronic warfare. ]

Sccretary of Defense. “Command, Control, Commurications (CY), and
Space,” Appendix K of Conduct of the Persian Gulf War: Final
Report to Congress. Washington, DC, April 1992, |The second
half” of this report (pages K-25 through K-51) provides
description of the equipment used and the mcasures taken to
provide C' systems for the Gulf War. ]

Secretary of Defense. “Command, Control, Communications and
Intelligence,” Annual Report to the Congress. [Each year, the
SECDEF describes the wide range of programs necded to provide
secure, interoperable, and enduring C* systems. ]

Allard, C. Kenneth. “Tactical Command and Control of American
Armed  Forces: Problems  of  Modemization,”  Chaprer 6.
Command, Control, and the Common Defense. New Haven, CT:
Yale University Press, 199() [in this chapter, Allard describes
how cach of the Services tended to resolve the conflicting
pressures as they set out to modemize their command and control
structures and (what were then called) their C' systems, The
interplay between the integrative potential of C* systems and cach
Service’s command structure was somewhat different, reflecting
the differences among the Service environments.

Otis, Glenn K., and Driscoll, Robent F. “Making the ' Pieces Fit in
Central Europe,” Principles of Command and Control, pp. 297-
300 (1987). [A description of some programs intended to
modemize C* systems for a major war in Europe. ]

Hopple, Gerald W, “Air Force Command and Control: Assessiicnl
Criteria  for Computer Buased Decision  Aiding  Systems,”
Principles of Command and Control, pp. 95-116 (1987).
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[ Describes the generic commarnd and control process in the Air
Force and lists the characteristics of command and control that
ought to be considered in the development of decision aids for
that Service,]

Latham, Donald C. *2 st Century Battle Management; Penctrating the
‘Fog of War,"" Principles of Command and Control, pp. 407-412
(1987). [Latham (writing during the Cold War) visualizes the
command and control capabilities that he expected to be at the
disposal of commanders (in Central Europe) in the year 2000,
based on programs alrcady under way. The systems to provide
these capahilities were to be operated by a generaton of
Americans {ully familiar with computers and  information
management systems. He concluded that one of the keys 10 &
commander’s success on hattleficlds of the twenty-firss century
would be an ability to use C* systems to penetrate the “fog of
war.")

Ward, R. E. and Brennan, William J. “Navy Battle Force Command
and  Coniroi——A  Taciical  Coordinatios:  and  Tactical
Communications Management  Perspective,”  Principles  of
Command and Control, pp. 165-178 (1985). | An approach tuken
by the Navy to create a command and control capability to
support 4 battle group commander w defend against high-speed
niissile attack. This article draws a useful distinction betweet two
time domains: a first time domain with a time line of less than
ten minutes, within which targeting and other aspects of an
cngagement take place, and a second time domain, longer than
ten minuies, in which surveillance and planning take place.]

Bohannan, Anthony G. “C'l in Support of the Land Commander,”
Principles of Comman! and Conrrol, pp. 179-193 (1984),
[Describes command  and  control  requirements  of  ground
commanders  emphasizing  the leadership  aspects  of  the
commander’s role. In contrast to Latham, Bohannan would
reverse the trend toward more capable and more complex data
systems for the land commander and would place more emphasis
on secure voice and mobility.]
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Rulic, William J. “Soviet Submarine C',” Principles of Command and
Control, pp. 289-296 {1984). | The Soviet approach to command
and control of their attack and ballistic missile submarines,
showing how the Soviets took seriously the lessons leamed from
the experience of Doenitz. and his wolt packs in World War 11.]

Supplementary Readings on Interoperability

Chairman, Joint Chiefs of Staff Memorandum of Policy XXX,
“Compatibility, Interoperability, and Integration of Commard,
Control, Communicaiions, Computers, and Intelligence Systems,”
April 1993, {This memorandum ciaborates on the DOD Directive
on the same subject (summarized below). It prescribes the joint
review of requircments, the application of standards, the
certification and testing of new equipment, and configuration
management. It also includes information on “C'l for the
Warrior.”'|

Department of Defense Directive 4630.5, “Compatibility, Inter-
operability, and Integration of Command, Control, Communica-
tions, and Intelligence (C°1) Systems,” November 12, 1992, [ This
is a revision of a directive issucd initially in 1985, It is important
to note that in this new version, the word “Integration™ has heen
added to the title, and the word “Tactical™ deleted as o modifier
of C'1 systems. These changes reflect SECDEF's intention 1o
move heyond basic intecroperability, as well as 1o erase the
“tactical/strategic” systems lines that had been drawn in the past.
The new DOD policy is that C’1 systems for joint and comhined
operations by U.S. furces must be compatible, interoperable, and
integrated, and that all CY1 systems developed for use by U.S.
forces are considercd to be for joint use.}

Depariment  of  Defense  Instruction  4630.8,  “Procedures  {or
Compatibility, Intcroperability, and Integration of Command,
Control, Communications, and Intelligence (&) Systems,”
November 18, 1992, [issucd in support of the DO dircctive
above, Tasks the commanders of unificd and specified combatant
commands to assess new or modified C*1 systems for their impact
on joint task force operations and to report any incompatibility or
lack of effective interoperability and integration. It tasks (he
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Director, Defense Iformation Systems Agency (o he the DOD
single point of contact for development of technology standards
for information processing and information transfer and 1o
conduct a program to verify whether emerging CI systems are
indeed inferoperable.




SESSION 8
C? Systems for Strategic
Forces | Survivability

You have to begin thinking about what kinds of things you are going (o
need (o deter in o new environment. And one of the first things needed, |
think. is ability to enswre, under the most adverse conditions, that we cun
sty in control.

William Odom (1980). quoted in
C'1 Issues of Command and Control

Physical survivability is imporwant, and most swrvivability conversation,
thinking, and studies deal with phystcal survivability. But prrhaps an even
maore serious problem today, given all the electronic systems we dse, (s
clectronic survivability-—heing able o resist asi electronic artack.

Lee Paschall (1984), quoted in
C't: Issues of Command and Control

Focus

XY

YV ¢ now examine the special problems of the C systems created
for the command and control of strategic forces and discuss student
papers that describe strategic C' systems. Although most of the
strategic C* systems have been developed for conunand and control
ol nuclear forees, the term “straiegic” is used here to identify those
systems designed (o support direct command and control by national
command authoritics and could apply as well to other weapons of
tass destruction,
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C? Systems for Strategic Forces

No one has fought a nuclear war, so the problems and difficuliics of
doing su have had to be imagined. What had become clearer by the
latc 1980s, however, is that the ability to command and control
nuclear forces at the same time that the nation is itself the target of
a nuclear attack is a problem of great difficulty and complexity. 1t is
a problem equaling if not surpassing in importance the problems that
had been the focus of nuclear planners during previous decades: the
coverage and potential false alarms of carly warning systems, the
reliability of weapons systems, and the effectiveness of delivery
systems,

In the next session (on C* system architecture), we will cxatnine
how the command and control process is retlected in the architcciure
of supporting C* systems. During this session, vbserve how claborate
a C* system can become even though it serves only a single decision
maker responding to a small number of predicrable situations, and
constrained to a single decision involving a choice from a limited set
of alicimaiive actions. Conveniional C* sysiens, in coniast, need io
support decisions being made at four or five echelons, about an
almost unlimited set of situations, each decision maker able to direct
actions of forces with extensive capabilities and flexibility.

C* systems for strategic forces illustrate very clearly the three
parts of the command and control process. The first part—which
leads up to the situation assessment-—consists of moving infonmation
from & varicly of sensors through the correlation, filtering, and
analysis process to the commander; in the case of nuclear war, to the
President.

Once the President makes an information decision about what is
actually happening, the focus can shift o the sccond part of the
command and control process: the making of the operational decision
about what action to take. Only a short time was expected to be
available between the information decision and the strategic opera-
tional decision (at least for the execution of some of the options
available). Therefore, appropriate courses of action were developed
for zach foresecable situation, and cach course of action was planned
in complete detail. The altemative courses of action available for
operational decision are like foothall plays: planned in advance and
with great detail, Operational decisions can thus be viewed as having
heen made over a long period of time, awaiting only the making of
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an information decision (in real time) to trigger the final decision as
to which option to execute (like calling a football play that has long
been planned and practiced for execution when the sitoation is judged
to be appropriate).

The third part of the command and control process—-getting
operational  decisions communicated for exccution, and then
monitoring that execution—is expected (o be tuking place even as the
C* system that supports execution is under attack, so a need exists for
alternative links and nodes to assure sysicm survival after an attack
on the system has begun,

In concept, at least, strategic C* systems—hecause they have been
designed to respond to a relatively small number of situations with
a small number of altemative actions—are simpler than tactical C*
systems that nead to respond to a larger repertoire of situations with
a larger number of alternative responses. Such relative simplicity does
not, however, diminish either the difficulty or importance of solving
tough technological problems in strategic systems, problems that have
had to be solved without the “benefit” of uctually having experienced
nuclear war, with its anticipated degradation in performance of both
systems and people.

The objective of strategic command and confrol has until recently
been o respond cffectively (and massively) to an actual all-out
nucleas attack against the United States. It is now iikely that stratcgic
C* systeras will in the future have to provide as well for the delivery
of 4 small number of U.S. nuclear weapons (or other weapons of
mass destruction) against a wide variety of targets and under a wide
variety of circumstances, Strategic C* systems will have to continue
10 he capable of effectively preventing unauthorized use or U.S.
weanons, while assuring that when a proper order has heen issued,
the delivery of weapons wiil be prompt and cifective. In a broader
context, hawever, strategic C* systems will now be part of & national
strategy to deter use of nuclear weapons (or other weapons of mass
destruction) by the increasing number of nations that possess them.

The clements of the U.S, strategic C* system described in the
readings were developed to support 4 nuclear command and control
coneept of responding to one massive nuclear attack by the launching
of another. Strategic C* systems of the future are likely to be planned
around the possible use of nuclear weapons on i much more selective
basis: on 4 small number of targets chosen only as events unfold.
U.S. strategic systems will have to he capable of locating and
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targeting weapons of mass destruction and of responding quickly and
reliably to their use. The stress on C* systems may be intense in order
to fulfill the expectations of nations that believe the U.S. has the
capability to respond effectively.

Survivability

To avoid or minimize damage to a C* system, its components (its
nodes and links) must be made cither more difficult to find or more
difficult to degrade. There are three approaches to improving such a
system’s survivability:

Miking mobile some of the key nodes in the system,
“Hardening” individual nodes and links to increase theiry
ability to resist physical and clectronic attack, and

v Proliferating a system’s links and nodes to provide
alterngtives and backups so that no single attack can
destroy completely the cssentiai system.

For strategic command and contro!, the ultimate objective is
maintaining an cffectively functioning system even under attack. Yet
in the case where the stralcgy is deterrence of attack, a morc
achievabie ohjective is to maintain a high enough probability of
continued functioning during and after an attack that an attacker
could not be absolutely sure of rendering the system as a whole
inoperative by attacking it.

Like other elements of a military force, C* systems are subject 1o
physical attack: that is, the destruction of command centers,
communications ceniers, and transmitter and receiver sites. But unlike
other clements (with the notable cxception of scnson systems),
telccommunications systems are also subject to ¢lectronic attack in
the form of destructive electromagnetic  pulses,  clectronic
manipulation, or electronic jannning. Although all of these {forms of
attack are posgible, particular effort has heen devoted to resisting
clectronic jamming, In terzns of Shannon's theory of communications
(outlined in Session 5), defense against jamming requires a receiving
station to distinguish the transmitter’s signal from the janming signal
(“noisc” in Shannon’s medel). Jamming resistance is achieved cither
by processing the transmitted signal in a way that minimizes the
Jumming signal in comparison, or by using directive antennas at the
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receiver that captures the transmitter signal but nulls out the jamming
signal. In satellite communications sysiems, there are  two
opportunities for a jammer: on the uplink and on the downlink, but
the uplink is considered more vulnerable because it can be jummed
from a much Jarger arca.

Commentary on the Readingy

Canter’s Scientific Americar article describes the nodes and links in
C'I systems for waging nuclear war. He describes the components of
a O sysiem—command posts, the sensors, and the links in the
command network—and ideniifies their vulnerabilities. He concludes
that although advanced technologies can and should be exploited 10
improve strategic C'1 systems, the fundumental unpredictability of
nuclear war makes it difficult w fosesee the physical behavior of ¢
systems and to predict the interactions of people and machines in
chaotic circumstances. Do you agree with Carier that in many wiys
the most vital challenge to C*1 systems is not the support they
provide during a war but the effective manugemeni of crises thai
could be the prelude to war?

In his aticle from Managing Nuclear Operations, Carter
identifies as a chief concern the likelihood that system vulnerahilities
if exploited by an enemy could result in reduced capabilities that in
tum would lead 1o loss of control. He points out that analyzing the
vulnerability of one’s own C* system reafly requires stepping through
the targeting problem fuced by one’s upponent. The hypothetical
targeter aticinpts 10 view the opposing C* system as a systern and then
to identify those targets that would most quickly, most severely, and
most permanently interfere with that system’s functioning. Carter
leads us through such an analysis from which he identifies sone eiglt
fuctors that he expects would be considered by strike planners and
conumand authoritics. He identitics three target scts— command
centers, command links, and sensors—and assesses how
vulnerahilitics would most likely aftect the U.S. ability to launch
retaliatory strikes following a major Soviet attack. He goes on 1o
identify Soviet targets whose early destruction would reduce the
vulnerabilitics of U.S. C* systems. [s Curter's logic for assessing
vulnerabilitics to a nuclear attack the sume as or different from the
logic that would be  useful for assessing  vulnerabilities  to
conventional or unconventiondal attack?
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General Dougherty uses the phrase “psychological climate of
nuclear command” to refer to the strict military discipline that a
nuclear commander expects of his people (and that is expected of him
as well). The article gives us a glimpse of the mind-set of this retired
Commandger-in-Chief of the Strategic Air Command (CINCSAC),
whose focus was ever on “execution.” He discusses some of the
issues faced by an officer in that high position: nuclear targeting, the
laws of armed conflict, training and human reliability, and the
importance of uncquivocal cxccution orders. He concludes that
“nuclear launch situations will require a visible military logic that is
in keeping with the combat crews’ instilled military discipline and
that will justify the nccessity of their actions,” and that “the
procedures must eliminate reasenable personal doubt about the legit-
imacy of the order or the need for action.” Whar requirements do
these ohjectives place on the command and control process?

In contrast, Keegan, in the final chapter of his book about the
heroic image of commanders, concludes that the martial qualitics of
the successful commanders of the past are not relevant to the needs
of any nuclear war of the future, which he calls “post-heroic

complexities of strategy to the simplicitics of tactics, where the
velocity of decision making is more to their liking. Do you ugree
with Keegan that, for auclear war at least, the heroic ethic is dead?

In a similar vein, Bcaumont, after describing some of the
foresecahle problems of command and controt zvstems designed to
support the fighting of a nuclear war, expresses more concem about
problems on the human side of the man-machine injerface, He
questions whether the lessons leamed through centuries of
conventional wars will apply to nuclear war, and wonders whether or
not the human capacity 1o cope with deception, surprise, and stress
has improved over time. What steps are available to minimize the
risks that Beaumont describes?

Rona explores the vulnerability of C* systems by considering a
model in which stimuli are transformed by some logical “transform
operator” into “effectors,” the messages intended to modify the
situation and generate some form of feedback. He argues that because
his term “effectors” includes messages aimed at degrading an
enemy's command and control process, C* should be considered as
a form of combat in its own right. He also emphasizes the important
role piayed by non-real-time (NRT) information flow, and points out
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that such a flow exists (or needs to cxist) at all levels of the
hierarchy. He points out the need for cach commander to exert etfort
to ensure the integrity of his own C* system, and concludes that
highly automated systems arc prone to catastrophic breakdowns af
critical times. What should a commander do to insure that the C*
systems that support him do not fail when he needs them most? What
can he do to stimulate the non-real-time information flow that Rona
describes?

The chapter from Joint Pub 6-() assigned for this session attempts
to define and describe global communications systemns.

Readings
Required Readings
Carter, Ashton B, “The Command and Control of Nuclear War,”

Scientific American, January 1985, pp. 32-39.

Carter, Ashton B. “Asscssing Command System  Vulnerahility,”
Managing Nuclear Operations. np. S55-610.

Dougherty, Russell E. “The Psychological Climate of Nuclear
Command,” Managing Nuclear Operations. pp. 407-425.

Kecgan, John, ““The Validation of Nuclear Authority,” from “Con-
clusion,” The Mask of Commuand. New York: Viking, 1987, pp.
339-351.

Beaumont. Chapter 3, “Fighting Wars and Warfighting: C*° in
Nuclecar Crisis and War.”

Rong, T.P. “C* over the Past 3 10 5 Years—A Personal Leaming
Expericnce.” Scultle. WA: Bocing Acrospace Co., undated.

Joint Pub 6-0. “Global C* Infrastructure,” Chapicr V1,

Supplementary Readings on C' Systems for Strategic FForces

Sccretary  of  Defense.  “Stratepic  Command,  Control,  and
Communications,” Annual Report o the Congress. [Describes
programs intended to improve strategic C* systems. It may he
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possible to infer current deficiencies from the descriptions of the
improvements being made.]

Quester, George H. “Some Strategic Implications of Breakthroughs
in C1,” Principtes of Command and Control, pp. 237-248 {1982),
[Speculations about wiat the impact will be when more
information is available (o cach side in future wars, and about
whether more information favors the offense or defense, whether
more information stabilizes or destabilizes the international
balance, and whether more information makes the use of nuclear
weapons more likely or less likely.)

Supplementary Readings on Survivabiliry

Babbitt, Albert E. “Command Centers.” Managing  Nuclear
Operations. pp. 322-351. [Babbitt describes in some detail the
functions, organizations, and hardware of peacetime and wartine
command centers. He outlines the special problems associated
with trying to achicve survivability through mobility, and the
techincal challenge of iy o achicve injonmaiion security on
a multi-level basis. He concludes that command  cenfer
survivahility sufticient to support nuclear operations ¢can be
achicved at a cost of less that H) or 15 percent of the cost of
Mdjor weapons system, ]

Blair, Bruce G. “Stratcgic Command and Controt and National
Sceurity, Principles of Command and Control, pp. 30-40 (1985).
[Blair argucs that funding for strategic C* systems has been
ncglected in US. defense  budgets. He describes  the
vulnerabilitics of U.S. strategic o Systems, and what the U.S. hag
done or failed to do about them, He then proposes some anns
control measures designed {o protect control systems and (©
reduce the risk of misperceptions.]

Blair, Bruce G, “Command Performance in the Mid-1980°s,” Chapter
6, Strategic Command and Controt; Redefining the Nuclear
Threat. Washington, DC: Brookings, 1985, pp. 182-211. [Blair,
assessing the vulnerabilitics of U.S. command systems designed
1o carry out the traditional strategy of responding to a first strike,
argues ihat these vulnerabilities had been so great that U.S. C*
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systems upgrades have rcally been aimed at solving those
deficiencies rather than at overcoming the Soviet Union’s
purported advantage in being able to fight a protracted nuclear
war. He describes the various C* systems (hat support strategic
forces, as well as the attacks that those systeins may have to
absorb, His general thesis is that the state of C*I is the primary
detcrminant of ovell strategic capabilities, but that this
country's C*l systems have probably never been capable of
exccuting any of its declared nuclear strategics.)

Ford, Danicl. “Looking Glass,” Chapter 5, The Bution: The

Pentaygon’s Strategic Command and Control System. New York:
Simon and  Schuster, 1985, pp. 147-167. [A joumalistic
cxamination of U.S. strategic C* systems. (Caspar Weinberger,
then Sceretary of Defense, criticized both the Blair and Ford
hooks, alleging that they were full of inaccuracies and poorly
founded judgments.) This chapter looks in detail at SAC's
airborne command post, its capabilitics and vulncrabilities, and
the vulrerahilities of its communications iinks. |

Odom, William, "C'I and Telecommunications at the Policy Level,”

in Coukley, pp. 109-113. [An “operator’s™ view in 1980 of the
strategic communications problems that we then faced, and that
then needed fixing.]



SESSION 9
C? System Architecture

A system is u collection of things working tagether 1o produce something
gredfter,

Eberhardt Rechtin in Systems Architecting

If you look down the road, what you see is the pervasiveness of high
bandwidth data communications and completely incxpensive computing
power. If you combine thuse two things, there are many interesting things
that you can do.

Paul G, Alien, New York Times, 31 March 92

What does he [Nicholus Negroponte] think is the most important tech
trend of the future? The personalization of computer functions, he says.
Within 10) yeurs, Negroponte continues, computers will serve us as
efficiently as a battalion of butlers. The trade-off: You'll have (o reveal a
lot about yourself to a machine, But, Negroponte says, the machine
already knows it. One datq base knows you' ve booked a trip o Canada.
Another knows you bhought a fishing reel you saw advertised in the back
of Town & Country. Soon those data bases will talk to each ()(hc'r and
insiead of junk mail dddiessed o “resident,” you' i get subseripiion

offers from Arctic Fishing maguzine.

Maggic Topkis in Financial World
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Focus

Huving first studied the command and control process, and then
having examined typical C* systems, we now consider how the
architectures of such systems are organized o support the cominand
and control process. Tn this session, we exaniine some of tlic issues
related to the development of such architectures, including the role of
the system architect.

C* System Architecture

Use of the term “architecture”™ when applicd to C' osystems iy
somewhat deceptive, We may all think we know whalt is meant, but
we often have in mind the drawing of plans or the building of houses
(or ships). For the purpose of his course, we will use the term
“architecture™ to mean the relationships established within a system
designed to perform or support some function. In our case, we ure
concenied with the relationships within a C* system that supports the
function ol command and control. Note the obvious similarity
between system architecture and the development of military plans
for the organization and tasking of military forces. Here, the term
“systemn architecture” will be understood 1o include:

The clear ideatification of the system’s subsystems,
The allocation to subsystems of the subfunctions that
need to be performed, and

v The establishment of the standards for interfuces between
subsystems.

To appreciate the scope of military C* systems architecture it is
necessary o visualize “measures of merit”™ at four distinet levels of
eifcctiveness and perionmance:

v Warlare effectivencss

C* functional elfectiveness
v system performance
v (! equipment perfonmance.

Warfire effectiveness, the top level-—~best established in combat
on the battleficld, but during peacetime nonmally established hy
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various methods of analysis—riepresents o description of warfure
capabilities found or considered necessary to accomplish military
missions. Command and control functions need to be derived from
such missions and may be couched in specific tactical lerms or in
broader operational terns.

The sccond level, C? functional effectiveness, represents the value
that command and control contributes to wartare effectivencss, and
consists of those command and control capabilities deemed necessary
for the effectiveness of both the total warfare system and its other
warfare component systems. This C* functional effectiveness is the
starting point for a C* system architecture. A C* system architecture
is the (ranslation of the C* functions found essential at the second
level into a description of an effective C system (the third level).
Jiven this description of the C' system, a C* system engineer can
then develop a system engineering plan (v organize individual C*
cquipments {the fourth level) into an cffective systein. Among the
many system engineering issues to be resolved are; to what extent
should an engineercd C* system cvolve into its ultimate capability.
and to what extem should its full capability be achieved at the outset.

subsystems) o the command and control processes heing supported,
it is necessary first to visualize the command and control process for
cach commander, and then to make provisions for all parts o cach
process. To determine whether physical and electrical intertaces inthe
C* systems need to correspond exactly to the process interfaces in the
command and control process, a system architect has to establish
whether or not the C* system would be more efiective if it were 1o
be aligned with the corresponding process it supports, and to explore
alternatives available to achicve this alignment,

In a time-flow sense, the command and control process for any
commander can be subdivided into three parts:

v The process that leads up to the situation assessment (or
information decision),

v The process that supports the making of operational
decisions, and

v The process that triggers cxecution of aperational deci-
sions, and that monitors the progress of operations,
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The first part of the process, which we will refer o as
“information management,” leads to a situation assessment. This (irst
part consists largely of the movement, management, and manipulation
of infonmation on its way to the commander {from sensors (and {rom
subordinate forces). The Navy's COPERNICUS architecture is an
example of an architecture that emphasizes this part of the command
and control process. The sccond part of the process supports the
making of operational decisions. A commander projects into the
future what is known about the situation, and predicis the outconies
when each possible course of action is “gaimed”™ against each possible
enemy capability. This second part, which we will call “decision
support,” includes an assessment of each of the resulting outcomes.
The operational decisions made at the heginning of the third part of
the process are translated into directives communicated (o excouting
commanders, who (among other things) make progress reports. This
part of the process we will call “exccution control,”

During this course, we have stressed that a C* osystems s
developed for the support of a command and control process. Yet, the
prior existence of C* systems can sometimes reverse this relationship,
which is what happens when the command and control process of a
commander has 1o be shaped 1o fit an already existing C* sysiem. For
example, within 4 navy battle group, some congnand ad control
{unctions are assigned o commanders or companding officers only
when their C* systems alrcady include a naval tactical data system
and a special intelligence capability,

Failures in the functioning of systems can ofien be altributed to
ant unwise  allocation of functions to subsystems, or to some
mismatches at interfaces between subsystems. The architecture of 4
C' system is analogous 1o the architectures of highway sysicins,
hospitats, or telephone systemns. Each system is made up of
sihsysicins, and the total systcin cain e characiorized as a nelwork
of “nodes™ and “links.” Some of the common architectural issucs tor
** systems are:

v Whether the capabilitics of circuits or ceraputers are 1o
he dedicated only to certain users, or wheiher the systen:
will be g “common uscr” sysicm;

v Whether data and information are accessibic only to
certain . commanders,  or  are  accecsible by all
conunanders; and
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v Whether the overall system is controlled centrally, or
operates in a “scl{~correcting” decentralized manner.

Modem technologics open up new possibilitics, new ways ic
exercisc commang and controi, by making possible what was
previously too costly, too difficult, or impossible. The marriage ot
computer and telecommunications technologics has created the
opportunity for direct information exchange between computers al
great distanees. This aterconnection of distant computers through
teleconumenications systems illustraies some of the major features of
C* system architectures, The evolution of such disttibuted information
systems using equipments of different design and manufaciure 1S now
made pnssible when such systems have been subdivided and when
cffective interface  standards  have been  apolicd  between  the
subdivisions, These interface standards make it possible o modify
one portion of the total system withiout doing violence o other
portions, The Internanonal Qrganjzation for Standardization (1SO) has
established a framework that is now the hasis for a new generation
of standards for the design, development, and evolution of distribuied
information systems. A general ppderstanding of this framework also
provides an appreciation foy the number of functions that need o he
performed to achieve compuler-to-computer comeciions.

This new architecture iv called Open Systems Interconnection
(OSI). The architecture achieves its purpose by separaiing the
functions performed in an end-to-end  (comnuter-to-compulter)
connection into seven clearly identified “layers.” This OS1 modular
framework identifics the functions that pzed to be performed at cach
layer in order to accomplish the transfer of data hetween application
processes at separate locations. The GSI establishes the standards for
the inte<faces between adjarent layers and for the protocuis at cach
layes betweei: conaected users. Vendors have retained the flexibitity
W intorporate new and improved echnologics within cach layer,
pravided iy dwt their egnipment agheres to the prescribea interface
standlards between adjoining layers and can execute the protocols with
th. same layers at e distant ¢nd.

Each of the seven layers performs specidic furstions and provides
specific services iy adjacent layers. The upper three layers deal with
the fom of the information nscif, wsuring that the intormation
reaching the destipation: is meaningiul and can be processed there.
The lower three tayers acal with the transtassion ol informatien, by
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establishing the “bit pipe™ for its transfer. The middle layer (the
Transport Layer) provides the “user’s liaison™ between the upper
three layers that format the information and the telecommunications
services ol the three 'ower layers, and also monitors  the
communicaling processes o insure that they provide a consistent
quality of service.

The principal funclion of cach layer is listed helow,

v Application Layer: interface between the users and the
process,

v Presentation Layer: control of the encoding and decoding
of information being transferred;

v Session Layer: management of an orderly commu-
nications dialogue betwecen users;

v Transport Layer: provision of the appropriate quality of
tclecommunications service to support reliable transfer of
information between users;

v Network Layer: routing of transmission paths through a
iclecomuunicaiion neiwork;

*  Data Link Layer: reliable transter of bits of information
over physical circuits;

¥ Physical Luyer: activation, maintenance, and deactivation
of physical circuits.

A seldom appreciated fact about C' systems is that they do not
as complete systems really exist. The capabilitics we refer to rather
loosely as provided by C' systems are actually provided by bringing
together  two interconnecting  but  different kinds  of systemy;
teleccommunications systems on the one hand and what are otten
called command and control systems (but which, 10 avoid confusion,
in this course are called “command center™ systems) on the other, In
the OSI model, tunctions at the upper levels are perfonmed by
command center systems, while the lower level functions are
performed by telecommunications systems,

A few military systems have been built as complete C' sysiems
that, in effect, contain the functions of all seven layers. One such
system was the Naval Tactical Data Systemn (NTDS), which includes
computers that act as sources and destinations of data transter and,
inttially, at leust, included its own dedicated transmitters, receivers,
and antentias. Although the Joint Tactical Infermation Distribution
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System (JTIDS) was generally expected to replace NTDS, it would
have initially replaced only its transmission layers as well as provide
a display for aircraft, but the need for much ef the upper level
processing now performed by NTDS would have remained. The OSI
is 4 useful framework to remind us of ¢/l the functions that need to
be performed in a distributed information system.

For their part, the planners and designers of conunmand center
systems assume that suifable telccommunications scrvice will be
provided, while planners and designers of  telecommunications
systems expect that, increasingly, the “loading™ they need to carry
will be in the form of transmissions hetween command center
systems, 1ather than transmissions of narrative messages. The higher
“speed” of computers is now one of the dominant factors that
gencrate requirements for telecommunications, the other heing the
availability and improving quality of imagery.

Telecommunications  systems  usually  function  under  the
“operational control,” “authoritative control,” or “*authority necessary
1o ensure effective operation” of some commander or agency who
insuics that telecomniunications service is provided and that any
casualties will be promptly restored. For computer systems, the
identification of similar authoritics to insurc that interconnected
command centers will function effectively has so far been slower to
develop.

Commentary on the Case Study and the Readings

The guidance for the restructuring of the U.S. Navy's command and
control, communications and computers, and intelligence (C')
systems has been
The chapters assigned for reading arc those on the architecture’s
“concept™ and its “building blocks.” Whether or not the Copemnicus
architecture is seen as fulfilling the requirements for @ complete C*
system architecture, it can be viewed at lcast as an architecture for
the flow and management of sensor information. One of its appealing
features is that instcad of the expectation that information will be
pushed through the system by information gatherers, there is more
cmphasis on commanders’ ability to pull information from the
system. For this course, Copemicus is presented as an example
concept of a system architecture and an illustration of how
challenging it is 1o articulatc an architecture that is at once:

. . . R ,
ingaed in the document Conernicus Architocture
INSUCH N NG GOCUMSHY L oenicas Arenieciyre.
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operationally responsive, technically correct, and clear. The seminar
discussion of Copericus will focus on these three aspects of this
architecture as written, and on any considerations of command and
control and of jointness that may bhe missing. What changes to the
written architecture would you propose?

McKnight makes a plea to system architects 1o design systems
with people in mind: both decision makers and staff officers, He
seems (0 be saying that we attempt too much, and cught to discipline
our processes more. Do you agree?

Mayk and Rubin have collected for comparison fiftcen different
paradigms of C* systems (their collection may not be cxhaustive).
Students should come to this session prepared o select the paradigm
that best represents the essential efements and relationships in a ¢!
system. Students may select a paradigm from the reading, adapt one,
or introduce an entirely new one, The last several pages of the Mayk
and Rubin reading contain a description of the Open Systems
Interconnection framework and a proposal for a seven-layer reference
madel just for C*. Does their proposal make sense to you?

As acontrast (o U.S, system architectarcs, the Beaumont reading
describes the Soviet approach to command ard control, from which
their system architectures might be inferred. While he describes the
many similaritics with Westem concepts (including concerii sbout the
tension hetween centralized control and local autonomy), he also
stresses the Soviet emiphasis on speed, quantification, and psychology.
Are there advantages in such an approach over ours?

Vineberg and Wamer propose a generic architecture for
systems, and they identify the characteristics that they suggest he
applied as quality requiremenis. Their network architecture is based
on the ISO seven-level architecture. A seven-level  database
management architecture is also proposed. The nodes and links would
be physically configured to reflect the geographic distribution of
command functions. What would be  the advantages  and
disadvantages of such a generic architecture for future systems?

The chiapter from Joint Pub 6-0 Yays out the responsibilities of
various officials and commanders for the employment of C* Systems
and describes the methods by which € systems standardization is
achicved., Would this pub be useful 10 you on the staff of a newly
appointed joint task force commander?
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Readings

Case Study

Copemicus Project Office. “The Copemicus Concept” and “Building
Blocks of the Copemicus Architecture,” Chapters 3 and 8, The
Copernicus  Architecture, Phase 1. Requirements Definition,
Washington, DC, August 1991,

Required Readingy

McKnight, Clarence E. Jr, “C'I Systems at the Joint Level,” in
Coakley, pp. 57-58 (1986).

Mayk, Isracl and Rubin, lzahak, “Paradigms for Understanding o,
Anyone?” Proceedings of the 1987 Command und Control
Research Symposium, pp. 93-103, and Science of Command and
Control, pp. 48-61.

Beaumont. Chapter 4, “Through Many Glasses Darkly: Soviet
Command and Control.”

Vincherg, M. and Wamer, C. "A Generic Command Support
System,” Proceedings of the Fifth MITIONR Workshop on C
Systems, Cambridge, MA: MIT, 1982,

Joint Pub 6-0. “C* Systems Employment Responsibilities™ and “Joint
and Combined C* Systems Standardization and Procedures.”
Chapiers 1Y and V.

Supplementary Readings on C* System Architecture

Wriston, Walter B. “The Great Equalizer,” Chapter 9, The Twilight
of Sovereignty: How the Information Revolution is Transforming
Our World. New York: Scribnier’s, 1992, pp. 153-169. [in a book
devoted to the impact of the technologics of telecommunications
and computers (“the new clectronic infrastructure”) on the worlds
of finance and intfemational politics, there appears this chapter
about some of the measures that have in the past been taken to
protect (or to penetrate) information in transit, and some of the
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measures available today. The general thesis of the book is that
power is at last “really moving to the people.”]

Strassmaan,  Paul A, “Corporatc  Information  Management
Streamlining; A Cottage Industry.” Defense 91, November-
Dccember 1991, pp. 18-20. [Strassmann describes the Corporate
Information Management (CIM) initiative which he was then in
charge of as Director of Defense Information in the Office of the
Seccretary of Defense. He outlines a series of initiatives 10 achieve
a cumulative saving of $35 billion in DOD information systems
by the end of Fiscal Year 1997, The initiatives include improving
software development and acquisition, increasing the reuse of
software, standardizing interfyces in information systems, and
standardizing the soliware “tools™ used for information systems.
He visualizes a future where computing power is considered just
another utility, paid for hy users on a fee-for-service basis.

Kuhn, D. Richard “IEEE’s Posix: Making Progress," IEEE Spectrum,
December 1991, pp. 30-38. | Describes the standardization efforts
being made so that application software can become portabie
from workstation to workstation. An “‘open systems™ euvironment
for computers will be achicved by the establishment of a standard
interface between applications software and the software of
operating systems. Posix is an acronyin hascd on the initials of
*portgble operating system interface” with the addition of the
letter X' from Unix, the operating system. This description of
elforts to identify and develop interface standards is a uscful
reminder of the complexitics of achieving stundardization in
computers. ]

Rechiin, Eberbardt. Svstems Architecting: Creating and Building
Complex Systems. Englewood Cliffs, NJ: Prentice Hall, 1991,
IThe text for a pioneering course in system architecture at the
University of Southemn Californiy, written by a practitioner who
had been director of deep-space telecommunications and radio-
navigation systems, who had as Assistant Sceretary of Defense
(Telecommunications) made important architectural degistons to
facilitate the cmergence of sceure voice systems and tactical
satellite communications systems, and had later been president of
Acrospace Corporation. Drawing primarily on cxamples from
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systems in the telecommunications and acrospace wuorld, Rechitin
describes how architectures for complex systems are developed,
what special chatlenges are faced by system architects, and how
system architects relate to managers, 0 users, 10 systems
engineers, and 1o system builders, He cinphasizes the problems
of complex  systems, and distinguishes  between  sysiem
architecting and system engineering by pointing out that system
architectures are {unction-based while system engineering is
primarily invelved with integration. This practical buok includes
some “hig picture” insights in the form of heuristics (some of
them been used in this course as epigraphs).]

Beaumont, Roger. “Nelson's Telescope: The Problems of Tension in
C? Systems™ in Naval Command and Control: Policy, Programs,
People & Issues. Fairfax, VA: AFCEA Intemational Press, 1991,
pp. 60-68. | The “tension” of Beaumont's subtitle is that between
echelons in the chain of command, the tension hetween hicrarchy
and tunction, He cites exampies of ihis iension from history and
suggests that fresh consideration be given to the use of military
history as a basis for doctrine, training. and sensitization. The
basic issue that Beaumont raises is whether or not these “vertical”
tensions need to be taken seriously into account in the
development of supporting systens. ]

Allard, C. Kenneth, “Building Joint Approaches: Of JINTACCS and
JTIDS,” Chapter 7, Command, Control, and the Common
Defense. New Haven, CT: Yale University Press, 1990, [Here
Allard takes up the case of JTIDS (Joint Tactical Information
Distribution System), and notes that differing preferences as (o
whether control of aircraft should be by digital or voice methods
becamne a factor in the contention between the Air Force and the
Navy on this project. He draws from the JTIDS story several
conclusions: acquisition is a complex process, there scems
remain skepticism about pursuing commonality, there was not
enough strategic planning of architectures for total systems by the
Services, cach  Scrvice focuses on its  own  operational
cnvironments and preferred weapons systems, and JTIDS in the
cnd proved both too expensive (in dollar terms) and (oo
disruptive of contemporary practice. ]
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Beam, Walter R, Command, Control, and Communications Systems
Engineering. New York: McGraw-Hill, 1989, [Written as a
texthook: a technical treatise on the technologies and the systems
engineering considerations that need to be accommodated in the
design and integration of C* systems.]

Holley, LB. Jr. “Command, Control and Technology,” Defense
Analysis, Vol. 4, No. 3, pp. 267-286, September 1988. [Holley
considers the generic problem for military commanders to be one
of adopting technological advances without losing their command
authority or frecdom of action. He examines the influence that
technological developments have exerled on command and
contrul, and finds that these influences are not always positive.
His review of the history of command and control differs
somewhat from van Creveld's and Rechtin's, and emphasizes still
other developments like advances in cartography and the German
V-2 rocket during World War 11, ]

Beam, Walter R. “A View of Military Command, Control and
Communications Systems of the Future,” Principles of Commund
and Control, pp. 427-438 (1987). [Some ol the technological
clues to future C' systems: the possibilitics of antificial
intelligence, increased computing power, remotely operated
systems, high-resolution sensors, more accurate determination of

time, and higher quality information. Beam raises the issue of

whether technological dividends ought to be spent on higher
performance or on higher religbility, ]

Kroening, Donald W. “Army Command and Control Information
Systems Requirements Definition,” Principles of Command and
Control, pp. 84-94 (19806). [Describes the difficultics in defining
the requircments for C* systems, in this case for the U.S, Army,
and mn acquiring new systems in a timely manner.]

Latham, Donald C. and Isracl, David R. “A Modular Building Block
Architecture,” Principles of Command and Control, pp. 117-132
(1986). [Describes the Modufar Building Block (MBB)
architecture for C* systems, a standardized approach to the
packaging and interconnection of C* systems that is intended 0
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allow the configuration or replacement of individual cabinets of
cquipment relatively quickly.]

Welch, David J. “Evolutionary Development of Command and
Control Systems: The Fort Lewis Experience,” Principles of
Command and Control, pp. 133-141 (1986). [Descrihes the
evolutionary development by the Army of a distributed command
and control  system, using off-the-shelf components, and
concludes that an evolutionary approach to the development of
such systems is much better than that achieved from an a priori
specification of the ultimate system, cven though evolutionary
development is at odds with quality control and configuration
management practices.)

Foss, Ronald W. “Processing Environments for Dispersed Command
and Control,” Principles of Command and Coni ol, pp. 370-381
(1986). [Some concepts to be considered during the development
of transportable computer-gided command centers for tactical
commanders: the use of functionally modular C* facilities with an
emphasis on virtual processing cnvirommnents instead of on the
physical modules for cach function; decoupling mission software
from is underlying bardware; and using common system
software as the interfuce between functions.)

Campen, Alan D. “Force and Force Control—In Pursuit of Balance,”
Principles of Command and Control, pp. 397-406 (1986). {Urges
that  operational  commanders involve themselves in the
requirements generation progess.]

Collard, Keith. “Systems Engineering and Integration in the U, S,
Navy.” Principles of Command and Control, pp. 142-155 (1985).
[Describes how the Navy was approaching the challenge of
engincering and integrating C* systems, suggesting (without
proof} that cvery dollar spent effectively “up front” will save
possibly a undred dollars in the long run.)

Freck, Peter G, “The Role of Manned Simulator Test Beds in
Evolutionary  Acquisition of C’I Systems,” Principles  of
Command and Control, pp. 156-164 (1983). [Describes how
manned simulator test beds could be used during the evolutionary
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acquisition of C* systems, pointing out their usefulness in
supporting mission-oriented evaluations undertaken to determine
operational utility. Freck concludes that most test beds are nol
heing used (o assist in the acquisition process, but should be, and
suggests that what is needed is “centralized coordination and
decentralized execution,” meaning, presumably, that somcone
ought to take charge of all the test beds.]

Skantze, Lawrence A. “Project Forecast II—A Glimpse  at
Tomorrow's C'L” Principles of Command and Control, pp. 439-
451 (1982). [A U.S. Air Force project to identify those military
technologies that hold the most promise for exploitation over the
next twenty years, Skantze reviews the impact on C* systens
expected to ke caused by continuing  progress in such
technologics as artificial intelligence, photonics, acoustic charge
transport deviges, software, and microclectronics.)

Jacohs, LF. Design Approach for Command and Control. SR-102.
Bedford, MA: MITRE, 1964. | A timeless picce writlen in 1904
1o engineers and system designers explaining what they should
understand about the command and control process that will be
supported hy the systems they will be called upon to design and
build. He uses a few simple but powerful cxamples to illustrate
what is supposed to happen in the command and control process,
and then describes the ciements and the phases of the design
process, Jacobs™ explunation provides an ingight into how an
expericneed sysiems engineer views the command and control
process, as well as how he thinks engincers and designers ought
to approach the problem of creating o C' systen., He insists that
such systems should not be considered as existing apart {rom the
humans involved, and be emphasizes that command and control
is concerned primarily with the communication of (command)
concepts. He characterizes such communications as involving
translation  (of the concepts inlo some  shared  symbols),

embedding (of the communicated concepts into the universe of

already shared concepts), and maintenance (of the communicated
coneepts to prevent their subsequent modification). |



SESSION 10
Evaluation of C* Systems

It s very hard to guantify the bencfit you get by spending a million
dollars on a command, conirol and communications system.... The svsiem
analyst cun do marvels with the tank—probability of kill, first sighting:
add d laser or a laser designator (o it und the probability of kill goes up
to a meusurable degree. 10s harder, though, to quantify the benefits if
you add another radar which gives you a second way (o identifv a Soviet
missile and decide that it is indeed aimed at you. People who deal with
C'T systems analysis and cost benefit studies would be nwch happicr if
they had some way to do thut.

Lee Paschall (1980). quoted in
C'1: Issues of Copunand and Control

Focuy

In this final session, we try (o come o grips with a pair of ultimate
questions about effectiveness: how can we evaluate the etiectivencess
oi T systenis? and how cain we weigh the uti
against the utility of other contributors (0 combat cliectiveness? We
then synthesize and conclude the course.,

Evaluation of C* Systems

There are two ultimate problems for architects and engineers of C*
systems:

145
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v To cstablish the extent to which their C* systems will
support the effective command and control of combat
operations, and

v To answer the cost-cffectiveness question:  whether
investment in a more capable C* system would result in
more combat cffectiveness than an equal investment in
altematives, including the fighting forces themselves,

Unless a C* system is evaluated during actual combat, it is
impossible to know tor sure how well or poorly it will perform under
such conditions. Yet some failures of C* systems even under combat
conditions might bhe attributable to the way they have been uscd.
Atter all, C* systems provide support to the command and control
processes  (and individual command styles) of commanders
functioning in command structures designed to support 4 wide variety
of possible missions and tasks. Nevertheless, it should be possible
prior to the ultimate test of combat 1o identify at least the character-
isties ol a CF system that are expected 1o make a ditference.

Scveral approaches might be empioyed in an attempt (o resolve
guestions about the effectiveness of C* systems. One would be 1o
study recent combat or crists expericnee very thoroughty in order w
establish what contribution -vas made by individual C* systems or
what penaltics would have resulted without those systems, There arc
sonie drawbacks to this approach: detailed information necessary tor
such a study is usually classificd and may not be generally available,
Furihennore, telecommunications and computer technologies are
developing so fast that it could be argued that “system™ lessons
leamed from one si
supporicd by systeins  that - would  have  incorporated  better
technologics, A second approach (o establishing effectiveness of ¢
systems would be to develop models of the C' systems under
consideration so that the perforiance values coukd be manipulated to
replicate and reflect improvements, even planned improvements. The
readings for this session will offer some thoughts on both of these
approaches.

As a framework for thinking about the several kinds of analysis
that might be accomplished, we will revisit the four levels of
effectiveness and performiance postulated in the previous session:

tion might he legs relevant (o later situationy

v Warfare effectiveness
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v C? functional effectiveness
v ! system performance
v C* cquipment performance.

Starting this time at the fourth (or lowest) tevel, network models
arc available to translate the measured (or postulated) performance of
individual equipments into estimates of the performance of a large C*
system engincered for optimum performance. This son of modelling
and analysis is well within the abilities of modern C' system engi-
neering,

Tao characterize the relationships between systein perfonnance and
functional cffectiveness (between the third level and the second
level), the C* system architect could develop a model whose inputs
are the parameters of C* system performance and whose outputs arc
measures (or estimates) of the performance of C? functions deemed
essential for warfare. Such a model might also incorporate un
estimate of the contribution that command and control might make
10 the other (wartare or support) medels also at the second level.
Modeliing the rtransition from sysicm perfonnuee o fuictioiil
clfectivenicss has generally beenn attempted in the  opposile
direction—from desired functional effectiveness 1o required system
performance—but without much rigor.

The relationship between the second level (C* functional
ctfectivencss) and the top level (warfare cifectiveness) requircs
primarity a model of warfare, not a model of C% Such a warfare
model is needed to answer the top-level cost-cffectiveness guestion,
but combat and theater-level analyses now used to construct wartare
models are notoriously deficient in their representation of the
dynamics of command and control.

In summary, it is casiest to model how well C* equipments will
perform together as a C* system; it is more difticult to model how
well a C* system will support the command and control functions, but
occasionally worth the effort. Most difficult of all scems to be the
modelling of the contribution of command and control to warfare
cffectivencss. To understand the extent of this contribution appears
to require both combat theory and C? theory in order to model the
command functions usually missing from warfare modelling and
analysis.

While the framework described above recognizes performance
and effectivencss at different Ievels of system integration, it fails to
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provide for several other dimensions: the level (whether strategic,
operational, or tactical) of the commander and the level of warfare
(along a spectrum of violence). Finally, the scope of cac’: analysis
may be limited by the types of measurements or observations that are
pussible to make, by the measure of effectiveness that will provide
insight. and by the nced to draw conclusions that are both supportable
and relevant,

Commentary on the Readings

Van Creveld declares that the history of command has been an
cngdless quest for certainty, resulting in a race between the cemand for
infonmation and the ability of command systens to mect that demand,
& race he believes is not heing won by command system desigilers,
He points out that the amount of uncertainty to be resolved depends
hoth on the nature of the task to be perfommed and on the structure
of the command organization itself. When less information is
available than is needed to camry out o task cffectively. an
organization can atteinpt:

v To gencrate and process more nfonmation,
To restructure itsell so that it can function effectively on
less information, or

v To restructure the task info parts that can be dealt with
scparately on a semi-independent basis.

Noting that in war, confusion and waste are incvitable, van
Creveld is convinced that of these three options, the third
(restruciuring 1asks into parts) will remain superior to the other two,
He is also convinced that commanders should actively  seek
mormation by using their own independent means:  dirccted
telescopes. Are van Creyeld's preferences for semi-independent tasks
and for directed telescopes consistent with each other?

One of van Creveld’s key ideas is that the choice hetween
centralization and decentralization is really a decision about the
distribution of uncertainty through a hicrarchy. He assumes that
reducing uncertainty anywhere will increase it somewhere else: thus,
centralization reduces uncertainty at the top but increases it at the
bottom, while decentralization has the opposite cffect. 1t is human
nature for cach of us to want to climinate (or at lcast reduce)
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uncerainty at the level where we hapoen (0o be, so iy
understandaole that decision makers at higaer levels will demand tha
their uncertainty be reduced, driving C* systems toward centralization.
He  believes, however, that  decentralization  is  superior 1o
centrabirasion, and there aave beet commanders (such as Nimiez) who
aceepted a ievel of uncertainty during action in the incerest of better
resnlts at the scene of action. Whaet would be the practicat
cansequences of more decentrahzation? How could it be achieved?

General BEdge sees command and control challenges as heing as
veing a8 operationgl as they are teehnical. e distinguishes
“determinate” C* vystems that provide real-lime control over weapons
systems {from oiher C* systems used for planning and resource
managem=nt. He, oo, sces o C' sysiem as consisting of standard
nperating  procedures, people that execuie 1he  procedures, and
Tacilities that suppoit that exceuneom, Would you axr.e with him thar
we Should use gareways™ to resolve interoperabulity probifeas, and
it electronic warfire can be expected (¢ hecome more centralized?

Everett takes on the uitimate task—evainaing the worth of
command and controb—br applyiny Lanchester’s inear and squaie
faws to 4 simple combat situation, He uses the Lunchester models o
caleulate the udlity of: being less nncertain aboyt an ciremy's forces
then the enemy is about ours, having more timely information than
is availchle 10 an enemy, and being more mebtle than the enemy. Do
Everett's  cdlculotions  justifv his  conclusions? Do these
characteristics—reduction of uncertainty, dmeliness of information,
and abil™y to employ the mobility of forces——constite the major
contributions of commuand and cortrol?

Because Everett fecls that it is quite unreaiistic th assune perfea
Chin real life, he suggests the introduction of randory errors and
delays into wargsmes. How would you introduce errors and delays?
What would you accomplish by doing so?

Dockery suggests that fuzzy sct theery be corsidered as A frame-
work for understanding measures of effectivencss. Does juzzy sct
theory show any promise of being useful in understanding or
explaining command and control?

Beaurmont lists in his Chapter 5 some paradoxes ol command and
contro! that cmphasize his three themes:

v It is not clear how well (or badly) C' svstems will
function under attack,
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v The sophistication of hardware and software is not
matched with a corresponding sophistication in the
selection and training of system operators (nor are
systems being designed to match the abilitics of operators
to use them); and

v People may reinain unaware that machines are taking
over, until they have succeeded in doing so.

What might be done to determine how C7 systems will function under
attack? Must greater sophistication in systems be matched with
corresponding sophistication in operators, or would simplification he
a better answer? Is there any evidence that the machines are really
taking over?

In his final chapter on the use of space, particularly for the
Strategic Defense Initiative (SDI), Beaumont argues that coherent
system design will be imperative in space. but coherence has hardly
been achieved in terrestrial systems. He wonders what role (if any)
humans will play in the future, and he speculates that the momentum
of C' systems has alrcady pushed them beyond human mastery. Is the
achievement of coherence in C* systems really possible? How iy
coherence normally achieved? Are his concerns about the declining
role of humans justified?

General Welch laments the lack of progress in the ability of
analysts to assess C* systems, He discusses the shortcomings of the
assumption (derived from economics theory) that people will hehave
in a rational manner, and concludes that it is still not clear how real-
world commanders behave. He criticizes the narrowness of analyses
that examine only one part of a C* system, but concedes that good ¢
maodeis are facking. Noting thar aii pans of C* systems seem 1o be
evolving, he finds that concepts of combat also are evolving. He
urges that assessments of a C' system consider its flexibility as well
as its cffectiveness. He argues for the need to distinguish hetween
three different measurcs——measures of performance, measures of ¢
clicctiveness, and measures of lorce  effectivencss. Are these
distinctions consistent with the four levels of performance listed
earlier in this chapter?

Gustavson  (writing in 1979) surveys the developmenit of
command and control, and the cvolution in our thinking about
command and control. He asserts that one underemphasized purpose
of command and control is to diagnose what is happening, even if
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unexpected, and developing appropriate strategies and tactics. He then
outlines an imaginary war that begins gradually sometime in the
futurc. He poses questions that might arise at the strategic and theater
levels, He concludes with five recommendations, including one to
develop a more comprehensive framework for understanding the
contributions and limitations of ¢ommand and control. Have you
Sfound much progress during the pust decade in implementing these
recommendations? Are Gustavson’s recommendations still valid and
relevant today?

Conclusion

We began this course with a4 reminder of the nature of the military
enterprise-—combat—accompanicd by friction and the fog of war. We
explored the several kinds of decisions associated with command and
control, We then considered the command and control process in the
wars and crises of history. Finally we examined some of the C*
systems of today and tomorrow.

Centain themes that have recurred through the course include:

v There is a distinction between the process of command and
control and thc systems that support it,

v The command and control process—which  consists off
developing  situation  assessments, making  operational
decisions, establishing organizations-—is characterized by the
timely reduction of uncertainty,

v The making of information decisions normally requires a
network of information flow from sensors and reporting
commanders through a process of correlation, filtering, and
analysis that convents data into information and information
into operationally useful knowledge relevant to mission
accomplishment.

v Although some infonmation may reach commanders without
any necd for them to scek it, they should anticipate their
information requircments: first by analyzing the types of
decisions they expect to make, then by identifying the infor-
matioin they would use to niake such decisions, and finally by
requesting or collecting that infonnation, perhaps by the use
of “dirccted telescopes.”
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Commanders should at least attempt to influence the agencics
or centers that correlate, filter, and analyze infonpation cn
route o them by encouraging fusion centers to perform those
functions with a keen sense of commanders’ perspectives and
needs and to generate information relevant and in a form that
can readily he assimilated.

While some commanders may starve for information, others
may be drowning in it, and the likelihood of the latter
situation prevailing is expected to increase, underlining the
importance of climinating irrelevant information,

Warfare is at least a two-sided problem, and outcomes
depend on decisions made by commanders at several
cchelons on hoth (or all) sides.

Although reduction of uncertainty is an objective of most
parts of the command and control process, the utility of
uncertainty reduction is ultimately limited by the two-sided
nature of combat and the stochastic pattern of combat
OULCOIIICS.

It s possible o become the victim ol hidden or unstated
assumptions about the nature of the current situation or about
the course of fulure cvents,

Euch organization can be characterized as being located along
a centralization/decentralization dimension; the extent to
which that authority is centralized or decentralized is likely
to affect the way that command is ¢xercised, the nature of
the command and control process, and the allocation of assets
to C* systems.

The command and control process relies on the shared
understanding of separaied commanders, an understanding
that can be cnhanced by common doctrine, a spirit of
teamwork, and an early and continuous  exchange ol
information.

While the command and control process at cach node is
closcly related (o the military planning process, the command
and contral process overall could be charactenized as a web
of human relationships and shared understandings.
Commanders are part of C* systems, nol just users of them.,
Maiching a commarder’s command “style” with a C* system
could in theory be accomplished by moditying cither the
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style or the system, but is probably hest accomplished by
modifying both.

v A C' system can be expected (o reflect some underlying
command philosophy.

v One objective of C* systems s the reduction of (he time
required for the accomplishment of cach of the steps in the
command and control process.

v Timeliness is & characteristic of information, but fme is a
commodity to be apportioned to the series of cvents from
initial decision to the taking of action. Because there is only
a finite amount of time-—(*critical time”) from event to a
usclul reaction to it—for the total command and control
process to  function, commanders should  consider  the
conscious allocation of time to the successive parts of that
Process.

¥ Reliance on sophisticated C* systems and new technologics
(hecause they offer increased capabilities) may create some
new and unprovided tor risks and vulnerahilitics that need o
be recognized and understood.

v As it hecomes clearer that the exercise of command is
heavily dependent on C* systems, it will become increasingly
attractive to an ctiemy 1o make such systems prime targels
for cxploitation, manipulation, or destruction.

v A C'system may be evaluated using four types of criteria:

- the performance of its subsystems,
— ity performance as a total system,
— ity contributions to the exercise of command, and
— its contribution to the success of military operations,
Readingy
Kequired Readings
van Creveld, Chapter 8, “Congclusion: Reflections on Command,”

Edge, Robert L. “C* in the Year 2000 (Remembering the Future),”
Principles of Command and Control, pp. 452-463,
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Everett, R.R. “Lanchester and C'.” Proceedings of the Symposium on
Measures of Merit for Command, Control and Communications.
Bedford, MA: MITRE, 1977,

Dockery, John T, *Why Not Fuzzy Measures of Eftectiveness?” Prin-
ciples of Command and Control, pp. 389-396 (1986).

Beaumont. Chapter §, “Command and Cortrol: Paradoxes and
Prospects™ and Chapter 6, “C”* in the Age of Astropolitics.”

Welch, Jasper A. “State of the Art of C' Assessment,” Proceedings
Jor Quantitutive Assessment of the Utility of Command and
Control Systems. McLean, VA: MITRE, 1980, pp. 11-20.

Gustavson, MR, “Command and Control: Challenges for the Nexl
Generation,” Proceedings for Quantitative Assessment of the
Utility of Command and Control Systems. McLean, VA: MITRE,
1980, pp. 101-106.

Supplementary Readings on Evaluation of C' Systems

Hughes, Wayae P. Jr. “Command and Control within the Framework
of 4 Theory of Combat™ in Proceedings of the 1992 Symposium
on Command & Control Research. McLean, VA: SAIC, 1992,
| As the tifle suggests, this picee beging with 4 theory of combat,
and attempts to place the function of command and control
within that theory. Hughes postulates that instructions, a special
category of information, empower command to perfonn its role
in the creation of comhat power, He concludes hy lahelling ay
“fundamental™ two issues that need further study: establishing the
contribution of command and control to the generation of combat
power and measuring of the clfectiveness of command and
control per se instead of using battle outcomes as the measure of
cifectiveness. )

Allard, C. Kenneth. “Historic Linkages and Fuwre Implications,”
Chapter 8, Command, Conmtrol, and the Common Defense. New
Haven, CT: Yale University Press, 1990, [Allard concludes his
book with a lovk to the future. He feels the two primary tasks
facing the command and cuntrol cotmmunity are: how 1o ahsorb
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effectively the new techinologies and how to ahsorb a new (joint)
paradigm for combat. He notes with some discouragement that
the ahsorption of new technologies sometimes takes a generation
and feels that the writing of new joint doctrine may prove futile
without joint exercises, joint training, joint readiness tests, and
actual joint operations, all of which he recommends.]
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CINCSAC
CINCSPACE
COMINT
DOD

EW
EXCOM
ISO

JICS
JTIDS
JOPES
NRT

NSC
NTDS
OPSEC
0§l

SDI

SHF
SHOR
TADIL
VLF

Acronyms

Commander-in-Chief, US Strategic Air Command
Commander-in-Chief, US Space Command
communicaiions intelligence

Department of Defense

electronic warfare

executive committce

Intemational Organization for Standardization (ISO)
Joint Chicfs of Staff

Joint Tactical Information Distribution System
Joint Opcration Planning and Exccution System
non-real-time

National Security Council

Naval Tactical Data System

opcrational security

Open Systems Interconnection

Strategic Defense Initiative

super high frequency
Stimulus-Hypothesis-Option-Response

tactical digital information link

very low trequency
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