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PREFACE

The majority of the work reported on here was performed during the period April 1. 1991 -
May 30, 1992. The final contents of this report have been left open during the period June
1. 1992 - May 30, 1993. It had been anticipated that we would thus have the opportunity
to update this report to reflect the draft Software Development and Documentation Stan-
dard (MIL-STD-SDD) which has been under development and review by the Harmonization
Working Group (HWG) of the Department of Defense Software Action Plan (SWAP) and
the Joint Logistics Commanders Joint Policy Coordinating Group on Computer Resource
Management. For many reasons this has not occurred. Therefore. we have decided to finalize
this report at this time. We believe that the information provided here will be of use while
the community awaits the new standard; and can serve as a basis for tailoring and adapting

the newly developed DID’s for MIL-STD-SDD when they become available.




1 Introduction

The Integrated Trusted System Development Environment, (ITSDE) project has further
extended and refined the Integrated Development Process (IDP) defined by [BENZEL]. The
result is a set of integrated Data Item Descriptions (DID’s) for use with the process and
tailoring directions for producing the DID’s.

The IDP describes a software development process for developing trusted systems under
DoD-STD-216TA. The process is based on an approach which integrates Trusted Computer
System Evaluation Criteria (TCSEC) requirements into the software development process
required by DoD-STD-2167A. The IDP focuses on development of DoD-STD-2167A Data
Item Descriptions which have been tailored to include TCSEC deliverables. The IDP describe
how these items can be produced in a manner which minimizes the impact on cost and budget,
while increasing assurance in the product’s trustworthiness.

The ITSDE project examined the IDP proposed integration strategies in detail. We per-
formed a line by line integration of TCSEC deliverables into existing 2167A DID’s. When
analyzed in this manner it turned out that some of the integration proposed in the IDP was
not in practice feasible. In particular, the IDP suggested that the TCSEC Formal Model and
Philosophy of Protection (POP) could be developed during the initial phases of the 2167A
development process. Specifically, the IDP suggests that the Philosophy of Protection be
developed during the System Requirements Analysis phase and that the 2167A System Seg-
ment Specification (SSS) be tailored to include the POP. Further. the IDP suggested that
the Formal Security Policy Model be developed during the Software Requirements Analysis
phase and that the 2167A Software Requirements Specification (SRS) be tailored to include
the formal model. However, results of a parallel effort by ORA and other experiences in the
community[FREEMAN)] have indicated that this can often be problematic. It now appears
that in fact the types of requirements and activities performed during the early 2167A phases
and the early TCSEC phases are different in nature.

Both the TCSEC development process and the 2167A development process suffer from in-
complete treatment of early concept documents which lay the foundation for requirements
specification and design at later stages. The ORA effort suggests that security requirements
which form the basis of the formal model are actually first captured as part of pre-contract
work. That is. such requirements should be clearly enunciated in the contract RFP and
SOW. Others. [BODEAU] have suggested that the 2167A development process needs to
include a concept of operations which helps to clarify high level system requirements and
principles.

Given these results, we have not included the Formal Security Policy Model and POP in
the tailored DID’s but rather are providing separate DID’s for these two items. In addition
to these two newly developed. DID’s the IDP suggested that new DID’s be developed for




assurance correspondences and the covert channel analysis report. Our research led us to
conclude that a new DID does not need to be developed for the assurance correspondences.
This is particularly true for system targeted at the B3 or lower level of the TCSEC which
requires informal correspondences between the DTLS and the TCB. This is a result of our
approach to integrating the DTLS and the 2167A SDD document. This integration allows
the DTLS -~ TCB correspondence to be demonstrated as part of the development process
prescribed by DOD-STD-2167A. That is, the standard requires decomposition of high level
design. detailed design, pseudo code and requirements tracability. These in fact are the
techniques used to construct the informal DTLS - TCB correspondence. For the very few
svstems which are developed to meet the Al level of the TCSEC, there is a separate DID for
the FTLS - Code correspondence included in The Guide for Securityv-Relevant Acquisitions
CDRL and DID Handbook|KELLY].

Before developing new DID’s for the formal model, the POP, and covert channel analysis. we

first examined the Security Relevant DID’s developed by the Air Force (HQ ESC/AFCSC/SR).

The Guide for Security-Relevant Acquisitions CDRL and DID Handbook[KELLY]. does in-
clude a DID for the TCSEC Formal Security Policy Model and Covert Channel Analysis.
It does not include a DID for the Philosophy of Protection. We examined the trade-offs in
using the existing Formal Security Policy Model DID) as opposed to developing a new stand
alone DID for the IDP. The Air Force DID’s have been available in draft form since 1988, and
are being used on some current AF acquisitions. Thus, the benefit of community acceptance
could be gained from the use of this DID. On the other hand we felt that some aspects of
the DID were not consistent with the approach taken by the IDP and in the end felt that
greater benefit could be derived from developing a stand alone DID which was more closely
aligned with the philosophy of integration found in the IDP.

1.1 Integrated DID’s

In defining the integrated DID’s we operated from the basic premise that Trusted Functional
Requirements (TFR’s) are simply Requirements. That is, all TFR's should be inherently
addressed as part of the software development process with respect to requirements specifi-
cation. design. and analysis. This is in fact central to the /ntegrated Development Process.
Given this, the actual modifications to the existing 2167A DID’s are not extensive. In most
cases the modifications require that whenever a requirement is trust related that it should
be so indicated in the body of the 2167A document. Taking this approach allows all security
requirements to be fully addressed in the course of the 2167TA development while at the same
time clearly indicating the security relevant aspects of the development. We believe using
this approach will result in better designed systems. more secure systems and systems whose
security is easier to evaluate.

<2




1.2 Structure of This Report

A detailed integration of the TCSEC required deliverables and the 2167A deliverables is an
important step. Deciding how to present this material is also important. In order for these
results to be widely applicable they must be easily specified on a contract by the government
acquisition authority. In order to help facilitate this we have chosen to present our results
in three forms: Tailoring Guidance, Integrated DID’s, and Data Item Report Qutlines in-
dicating where additional security requirements apply. Section 2 of this report presents the
tailoring guidance and an explanation of the rational behind the decisions made. Section 3
of this report presents the newly developed DID’s for the POP and Formal Security Policy
Model. Section 4 of this report presents the fully integrated DID’s with the new require-
ments indicated in bold face. Section 5 of this report describes a software tool developed
by Logicon[LOGICON], which can be used to tailor 216TA process. DID's. and generate
CDRL’s. We have used this tool to generate a sample contract which would require the use
of the integrated DID’s. This section includes the output of the tools and the Data Item
Report Outlines. Finally, Section 6 presents conclusions and possible future directions.




2 Tailoring Guidance

This section presents instructions for tailoring DoD-STD-2167A Data Item Descriptions to
DoD 5200.28.STD. in a manner consistent with the Integrated Development Process defined
by [BENZEL]. It should be noted that not all DoD-STD-2167A DID’s required tailoring.

Introduction

Each of the following sections refers to the DID for a DoD-STD-2167A document. specifying
particular sections of the DID to which the tailoring adds text. Unless noted otherwise. the
new text goes at the end of the section.

System Segment Specification (p1-CMAN-80008A)

10.1.5.1

This description shall address trust-related operational concepts. which may be illustrated
in the svstem diagram, if possible.

10.1.5.2.1.1

This subparagraph shall identify the trusted-related aspects, if any, of the described state
(e.g. a maintenance state in which access controls are not checked).

10.1.5.3.9

This subparagraph shall specify the relevant level of the TCSEC (and/or NCSC interpreta-
tions of the TCSEC, and/or other applicable interpreted trust requirements) for which the
system is being developed, and shall enumerate the design and construction requirements
imposed by the TCSEC for that level (e.g. modularity for B2 and higher systems). Ad-
ditionally. the requirements. if any, for evaluation. certification. or accreditation shall be
stated.

<))




10.1.5.9

This paragraph shall describe the approach to satisfving the relevant qualification require-
ments (such as testing, and verification, as applicable depending on the TCSEC level of the
system) that are imposed by the TCSEC. NCSC interpretations of the TCSEC. and/or other
app.icable interpreted trust requirements.

10.1.6.2

This paragraph shall specify penetration testing as a special test. if penetration testing is
applicable for the TCSEC level of the system.

System Segment Design Document (prcMay-20534)

10.1.3.2

This overview shall identify the trust-related aspect; of the system’s purpose.

10.1.5.4

The summary of purpose of each HWCI and CSCI shall identify the trust-related aspects
of the purpose. and whether the HWCI or CSCI has any trust-related functional require-
ments. This shall be indicated in the architecture diagram. if possible. Segment relationship
descriptions shall indicate what effect, if any. trust requirements have on the relationship.
Each statement of purpose of system external interface shall state what trusted-related func-
tionality is provided by that interface. if any.

10.1.6.1.1

This subparagraph shall identify each trust-related requirement of the HWCI.

10.1.6.2.1

This subparagraph shall identifv each trust-related requirement of the CSCI.




Software Requirements Specification (pi-McCRr-200254)

10.1.5.1

(Before last sentence):
This description shall indicate whether the interface is related to any trust-related require-
ments.

10.1.5.8

This paragraph shall identify which of the CSCI's requirements are specified in the TCSEC.
NCSC interpretations of the TCSEC, and/or other applicable interpreted trust requirements.
Each of these requirements shall be identified by a name and a reference to a section of the
appropriate requirements document.

10.1.5.9

This paragraph shall identify the CSCI's design constraints that are derived from the re-
quirements of the TCSEC. NCSC interpretations of the TCSEC. and/or other applicable
interpreted trust requirements.

10.1.5.10

(After first sentence):

Among the quality factors specified shall be any relevant quality factors (such as resistance
to penetration) that are derived from the requirements of the TCSEC. NCSC interpretations
of the TCSEC. and/or other applicable interpreted trust requirements. These quality factors
shall be identified as derived from trust requirements.

10.1.5.12

(After first sentence):
This paragraph shall identify the requirements that are trust-related.




10.1.6.1

(After first sentence):

Among the qualification methods specified shall be any relevant qualification methods (such
as formal methods of analysis) that are derived from the requirements of the TCSEC. NCSC
interpretations of the TCSEC, and/or other applicable interpreted trust requirements. These
qualification methods shall be identified as derived from trust requirements.

Interface Requirements Specification (pi-MCCR-800264)

10.1.5.2

-(After first sentence):
This paragraph shall describe any trust-related requirements that are satisfied by the inter-
face.

10.1.5.2.2

This paragraph shall describe any security-critical data elements.

Software Design Document (pi-MCCR-800124)

10.1.5.1

This overview shail identify and describe the trust-related aspects of the CSCI's role in the
system. and of each of the CSCI's CSCI external interfaces. The description shall identify
each CSCI external interface that is also a TCB interface.

10.1.5.1.1

This paragraph shall identify the trust-related aspects of the purpose of each CSC and each
CSC interface, and shall identify each CSC interface that is also a TCB interface.




10.1.5.2.1

(After first sentence):

including a description of the trust-related aspects of the purpose.

(In item a. after Ist sentence):

Identify the requirements that are trust-related.

(In item b, after Ist sentence):

Identify the data-flow of security-critical data.

(In item c, after 1st sentence):

Identify the derived design requirements that are trust-related. Identify the design con-
straints (such as modularity for B2 and higher systems) that are derived from requirements
of the TCSEC. NCSC interpretations of the TCSEC. and/or other applicable interpreted
trust requirements.

10.1.6.1

(Before last sentence):
and shall identify all CSU interfaces that are TCB interfaces, and all data-flow of security-
critical data.

10.1.6.1.2

(Before last sentence):
including the trust-related aspects of the CSU’s purpose.

10.1.6.1.2.1

(Before last sentence):

This subparagraph shall identify which requirements are trust-related. and which design and
implementation constrajnts (such as modularity for B2 and higher systems) are derived from
requirements of the TCSEC, NCSC interpretations of the TCSEC. and/or other applicable
interpreted trust requirements.
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10.1.6.1.2.2

This detailed design information shall identify and describe any aspects that are relevant
to trust-related requirements, including but not limited to: security-critical algorithms (e.g.
access mediation), handling of trust-related errors (e.g. authentication failure). protection-
critical data structures, data files, or databases, and limitations imposed by trust require-
ments (e.g. resource usage driven by covert channel concerns).

10.1.7

(After first sentence):
identifying those CSCI global data elements that are protection-critical.

10.1.8

These paragraphs shall identify the security-critical data in the database.

10.1.11

There shall be an appendix which summarizes the detailed top-level specification of the
CSCI. by enumerating all the TCB interfaces provided by the CSCI. and cross-references
each to the CSU section that describes the interface.

Interface Design Document (p1-MCCR-800274)

10.1.5.2

This paragraph shall describe any trust-related aspects of the purpose of the interface.

10.1.5.2.1

(In item b. at end):
including an indication of whether the data element is security-critical.




Software Development Plan (p1-Mccr-800304)

10.2.3.4

This paragraph shall identify the Philosophy of Protection document as containing the Ver-
ification Plan required by the TCSEC (if applicable). This paragraph shall also identify
the Software Test Plan document, the Software Test Description documents, and the Soft-
ware Test Plan documents as providing the test documentation required by the TCSEC. For
the TCSEC requirements for configuration management documentation. this paragraph shall
identify the configuration management section of this Software Development Plan document.

10.2.5.4

including those of the TCSEC, NCSC interpretations of the TCSEC. and/or other applicable
interpreted trust requirements.

10.2.6.2.1

Included among these techniques shall be those required by the TCSEC (i.e. penetration
testing, covert channel analysis, and verification, as applicable depending on the TCSEC level
of the system). The description of these techniques shall indicate that they are required by

the TCSEC.

10.2.6.2.3

Included among these design standards shall be standards intended to meet the design re-
quirements of the TCSEC (e.g. modularity for B2 and higher systems). The standards shall
be identified as such.

10.2.8.1.2

The personnel described shall include personnel for any relevant TCSEC-required evaluation
method (e.g. penetration testing, covert channel analysis. depending on the TCSEC level of
the system). These evaluation methods shall be identified as being required by the TCSEC.

11
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10.2.10

Included among these other functions shall be those required by the TCSEC: modeling.
formal analysis, verification. covert channel analysis. and penetration testing (depending on
the TCSEC level of the system). These techniques shall be identified as being required by
the TCSEC.

Computer System Operator’s Manual (D1-MCCR-800184)

10.1.5

This section shall describe the operational and administrative functionality related to security
(including cautions about functions and privileges that should be controlled when operating
the trusted system), and shall provide any other information required by the TCSEC Trusted
Facility Manual requirements for the TCSEC level and/or interpretations.

Software User’s Manual (DI-MCCR-800194)

10.1.5

(After first sentence):
This section shall describe the protection mechanisins provided by the TCB. guidelines on
their use. and how they interact with one another.




3 Newly Developed DID’s

This section presents newly developed DID’s for the Formal Security Policy Model. Philos-
ophy of Protection, and Covert Channel Analysis.

13
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DATA ITEM DESCRIPTION

FORMAL SECURITY POLICY MODEL DI-MCCR-xxxxx-SDE

3. DESCRIPTION/PURPOSE

3.1 The Formal Security Policy Model (FSPM) provides a formal statement of a mode] of the security
policy enforced by a system.

{continued on page 2)

7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for a
report describing the formal model which is required of svstems to which the DOD Trusted Computer
System Evaluation Criteria are applied. at the Trusted Computing Base Classes B2. B3. or Al.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 3 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. the
precise format must be specified.

i continued on page 2)

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out. a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation stvles. Charts, tables. matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Fach page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes. each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.

PAGE 1 OF 6 PAGES




3. DESCRIPTION/PURPOSE (continued)

3.2 The FSPM is used by the contractor as part of the design of a system. to gain assurance that the
system as modeled can enforce the security policy.

3.3 The FSPM enables the goverment to assess whether the system development meets the DOD Trusted
Computer System Evaluation Criteria requirement for a formal model.

7. APPLICATION/INTERRELATIONSHIP (continued)

7x TBD

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats. this document may be printed on one or both
sides of each page (single-sided or double-sided). All printed pages shall contain the document control
number and the date of the document centered at the top of the page. Document control numbers
shall include revision and volume identification. as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
(sub)paragraph shall...” jnay be written as multiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Document structure. This document shall consist of the following:

(1) Cover

(2) Title page

(3) Table of Contents

(4) Scope

(3) Referenced Documents
(6) Formal Computer Security Policy Model
(7) Notes

{8) Appendixes.

6
7
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10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of y (if multi-volume)]
[Rev. indicator: date of Rev.]

FORMAL SECURITY POLICY MODEL
FOR THE

[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number]
Prepared for:
[Contracting Agency Name. department code]
Prepared by:

[contractor name and address]

Authenticated by Approved by
(Contracting agency) (Contractor)
Date Date

10.1.2 Table of contents. This document shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure. table, and appendix, in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifi-
cation number, title, and abbreviation, if applicable, of the system to which this FSPM applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system to which this FSPM applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this document.

10.1.4 Applicable documents. This section shall be numbered 2 and shall be divided into the following
paragraphs.

PAGE 3 OF 6 PAGES
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10.1.4.1 Government documents. This paragraph shall be numbered 2.1. This paragraph shall begin
with one of the following two paragraphs. as applicable: (1) "The following documents of the exact issue
shown form a part of thi -pecification to the extent specified herein. In the event of conflict between the
documents referenced herein and the contents of this specification. the contents of this specification shall
be considered a superseding requirement.” (2) "The following documents of the exact issue shown form
a part of this specification to the extent specified herein. In the event of conflict between the documents
referenced herein and the contents of this specification, the contents of this specification shall be considered
a superseding requirement. except for specification (enter number of next higher-tiered specification) listed
below.” The following paragraph shall appear at the conclusion of the list of documents: "Copies of
specifications. standards. drawings, and publications required by suppliers in connection with specified
procurement functions should be obtained from the contracting agency or as directed by the contracting
officer.” Government documents shall be listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is onlv
necessarv to list the assembly drawing.)

OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins
etc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with the
following paragraph: "The following documents of the exact issue shown form a part of this specification
to the extent specified herein. In the event of conflict between the documents referenced herein and the
contents of this specification. the contents of this specification shall be considered a superseding require-
ment.” The source for all documents not available through normal Government stocking activities shall be
listed. The following paragraph shall be placed at the conclusion of the list when applicable: "Technical
society and technical association specifications and standards are generally available for reference from
libraries. They are also distributed among technical groups and using Federal Agencies.” Non-Government
documents shall be listed by document number and title in the following order:

SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:

PAGE 4 OF 6 PAGES
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10.1.5 Formal Computer Security Policy Model This section shall be numbered 3 and shall be
divided into the following paragraphs to describe the Formal Computer Security Policy Model of the
system.

10.1.5.1 Security Policy This paragraph shall be numibered 3.1 and shall state the security policy to be
modeled. The security policy statement shall identify the classes of subjects and objects controlled by the
TCB. as well as the rules for controlling access to objects by subjects. In addition to an English language
description of the policy. this paragraph shall also provide a set of formalized statements of the policy.
called policy axioms.

10.1.5.2 Model Development This paragraph shall be numbered 3.2 and shall be divided into the
following subparagraphs to describe the development of the model.

10.1.5.2.1 Considered Models This subparagraph shall be numbered 3.2.1 and shall describe. in con-
ceptual terms, the relative advantages and disadvantages of each of the various model types considered
for use. Model types may include state transition. temporal logic. denotational semantics. or algebraic
specification models.

10.1.5.2.1 Chosen Model This subparagraph shall be numbered 3.2.2 and shall discuss in detail the
types of model chosen. and explain why these types were selected over the other considered model types.

10.1.5.3 Background This paragraph shall be numbered 3.3 and shall describe the formal background
for the statement of the model. This background material shall describe all assumptions implicit in the
model, mathematical axioms upon which the model is founded, theorems used in the statement of the
model (along with literature references for the proofs of the theorems), logical notations in which the
model is stated. and any other ancillary notation or concept used in the statement of the model. For each
element of the background of the model. an English language description shall be provided ir addition tc
a mathematical statement (if any). and an explanation of why the element is necessary to the model. and
a description of its relationship to other elements of the model background.

10.1.5.4 Preliminaries This paragraph shall be numbered 3.4 and shall describe the formal preliminaries
for the model. including all types and functions used in the statement of the model. and statements of
any new theorems used in the statement of the model. Proofs of the new theorems shall be given in
an appendix. As applicable, describe the relationship to specific security-enforcement mechanisms of the
system of any types. functions. theorems, or other preliminary element.

10.1.5.5 Model Statement This paragraph shall be numbered 3.5 and shall describe the model of the
policy enforced by the TCB. Provide a formal mathematical description of the model and each of its
components, and also an English language description of the model and each of its components. The
English language descriptions shall be placed in close proximity to the mathematical statements they
describe. [llustrate the model’s components with sketches. diagrams. security state transition tables. or
other graphic representations. Annotate these graphics with English language descriptions.

10.1.5.6 Traceability This paragraph shall be numbered 3.6 and shall demonstrate that the model
is sufficient to describe the enforcement of the security policy, by tracing each of the security policy
statements and policy axioms to a formal statement in the model. A cross-reference matrix chart may be
used along with with detailed explanatory text tracing model elements to policy axioms. in order to prove
the consistency of the model with the policy axioms. 4
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10.1.6 Notes This section shall be numbered 4 and shall contain any general information that aids
in understanding this document (e.g., background information, glossary). This section shall contain an
alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document.

10.1.7 Appendixes Appendixes may be used to provide information published separately for convenience
in document maintenance (e.g., charts, classified data). As applicable. each appendix shall be referenced in
the main body of the document where the data would normally have been provided. Appendixes may be
bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically (A. B. etc.).
and the paragraphs within each appendix be numbered as multiples of 10 (e.g.. Appendix A. paragraph
10, 10.1, 10.2. 20. 20.1, 20.2, etc.). Pages within each appendix shall be numbered alpha-numerically as
follows: Appendix A pages shall be numbered A-1, A-2. A-3, etc. Appendix B pages shall be numbered
B-1. B-2, B-3. etc.

10.1.7.1 Mathematical Proofs An appendix shall provide proofs of new theorems. if any. stated in the
preliminaries in paragraph 3.4. Each proof shall provide both the mathematical proof and also an English
language description of the proof.
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DATA ITEM DESCRIPTION

PHILOSOPHY OF PROTECTION DI-MCCR-xxxxx-SDE

3. DESCRIPTION/PURPOSE

3.1 The Philosophy of Protection (PoP) describes the essential concepts. the security policy. and the
protection mechanisms of the Trusted Computing Base (TCB) of a system.

(continued on page 2)

7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for a
report containing the protection mechanism description which must be provided for systems to which the
DOD Trusted Computer System Evaluation Criteria are applied.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. the
precise format must be specified.

(continued on page 2)

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out. a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest 'evel
paragraph heading need be included.

b. Use of alternate presentation styles. Charts. tables. matrices, or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes. each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The PoP is used by the contractor as part of the development of a system. to ensure that all essential
security concepts and TCB features are well understood and explicitly documented.

3.3 The PoP enables the government to assess whether the system’s securitv-related functionality is
clearly articulated and is appropriate for a system which must meet the requirements of the DOD Trusted
Computer System Evaluation Criteria.

7. APPLICATION/INTERRELATIONSHIP (continued)

7x TBD

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats, this document may be printed on one or both
sides of each page (single-sided or double-sided). All printed pages shali contain the document control
number and the date of the document centered at the top of the page. Document control numbers
shall include revision and volume identification. as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
{(sub)paragraph shall...” may be written as muitiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Document structure. This document shall consist of the following:

(1) Cover

{2) Title page

(3) Table of Contents

{4) Scope

(5) Referenced Documents
(6) Philosophy of Protection
(7) Notes

(8) Appendixes.
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10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of y (if multi-volume)]
[Rev. indicator: date of Rev.|
PHILOSOPHY OF PROTECTION
FOR THE

[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NQ. {CDRL number]
Prepared for:
[Contracting Agency Name. department code]
Prepared by:

[contractor name and address]

Authenticated by Approved by
(Contracting agency) (Contractor)
Date Date

10.1.2 Table of contents. This document shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure, table, and appendix, in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifi-
cation number. title, and abbreviation. if applicable, of the system to which this POP applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system to which this POP applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shail summarize the purpose
and contents of this document.

10.1.4 Applicable documents. This section skall be numbered 2 and shall be divided into the following
paragraphs.
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10.1.4.1 Government documents. This paragraph shall be numbered 2.1. This paragraph shall begin
with one of the following two paragraphs. as applicable: (1) "The following documents of the exact issue
shown form a part of this specification to the extent specified herein. In the event of conflict between the
documents referenced herein and the contents of this specification. the contents of this specification shall
be considered a superseding requirement.” (2) "The following documents of the exact issue shown form
a part of this specification to the extent specified herein. In the event of conflict between the documents
referenced herein and the contents of this specification. the contents of this specification shall be considered
a superseding requirement. except for specification (enter number of next higher-tiered specification) listed
below.” The following paragraph shali appear at the conclusion of the list of documents: "Copies of
specifications, standards, drawings, and publications required by suppliers in connection with specified
procurement functions should be obtained from the contracting agency or as directed by the contracting
officer.” Government documents shall be listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is only
necessary to list the assembly drawing.)

OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins
etc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with the
following paragraph: "The following documents of the exact issue shown form a part of this specification
to the extent specified herein. In the event of conflict hetween the documents referenced herein and the
contents of this specification. the contents of this specification shall be considered a superseding require-
ment.” The source for all documents not available through normal Government stocking activities shall be
listed. The following paragraph shall be placed at the conclusion of the list when applicable: "Technical
society and technical association specifications and standards are generally available for reference from
libraries. They are also distributed among technical groups and using Federal Agencies.” Non-Government
documents shall be listed by document number and title in the following order:

SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:
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10.1.5 Philosophy of Protection This section shall be numbered 3 and shall be divided into the
following paragraphs to describe the contractor’s philosophy of protection and to an explain how this
philosophy is applied to the system’s Trusted Computing Base (TCB).

10.1.5.1 Security Objects and Subjects This section shall be numbered 3.1 and shall explicitly iden-
tify and define the classes of security objects and subjects provided by the TCB. Describe what actual
operational resources (such as users. programs, files. devices, and the like) the TCB uses to provide these
objects and subjects, and in particular, describe how subjects are related to users. Note which actual
operational resources, if any, are not controlled by the TCB. Note which actual operational resources, if
any, are controlled by the TCB but are not made directly available as a subject or object. Distinguish
between those security objects which are named, and those that are not.

10.1.5.2 Security Policy and Access Controls This section shall be numbered 3.2 and shall describe
the security policy enforced by the TCB of the system. including policies about the interactions of security
objects and subjects. Other aspects of the policy may include (but are not limited to) access controls.
identification and authentication, trusted path, auditing, integrity, and availability. Discussion of access
controls shall state all the rules which permit and constrain how subjects are allowed access to objects.
Discretionary Access Control and Mandatory Access Control (applicable only for systems intended to meet
TCSEC class B or A requirements) shall be discussed separately from one another.

10.1.5.3 TCB Protection Mechanisms This section shall be numbered 3.3 and shall identify the spe-
cific protection mechanisms used by the TCB to enforce the system'’s security policy. For each mechanism.
its role in policy shall be described, as well as its relationship to other mechanisms. Note which protection
mechanisms are. or directly rely upon, hardware features, and identi;y all of the TCB’s uses of hardware
features. Identify those protection mechanisms which the TCB uses to protect itself. and explain their of
each in doing so. Identify those protection mechanisms that used to enforce access controls. and explain
their role in doing so. Identify all instances in which access control mechanisms are also used for TCB
protection (e.g. storing TCB data in a storage object controlled by DAC).

10.1.5.4 Reference Monitor This section shall be numbered 3.4 and shall describe how the system’s
TCB implements the reference monitor concept, including an explanation why it is tamper resistant,
cannot be bypassed. and is correctly implemented. This section applies only to systems intended to meet
the requirements of the TCSEC levels B2, B3, and Al.

10.1.5.5 Privilege This section shall be numbered 3.5 and shall describe all privileged conditions un-
der which any subjects are exempted from the operational restrictions of the system’s TCB. Identify all
privileges which permit a subject to be exempt from the enforcement of any aspect of the security policy.
including (but not limited to) exemptions from the enforcement of access control rules. Describe the man-
ner in which privileges are assigned to subjects, and describe the controls enforced on these assignments.
Explain the role of protection mechanisms in the enforcement of these controls.

10.1.5.6 Trusted Subjects This section shall be numbered 3.6 and shall describe all subjects which may
be assigned any privilege which may permit exemptions from the enforcement of any aspect of the security
policy. Each description shall include a brief summary of the purposes and roles of the trusted subject.
the relevant privileges it may be assigned, the use it makes of the privilege. and an explanation of how the
trusted subject may relate to a user or users.
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10.1.5.7 Verification Plan This section shall be numbered 3.7 and shall describe the technical approach
to carrying out the formal specification and verification of the systems. This section is applicable only for
systems intended to meet the Al level of the TCSEC. For each of the following. this section shall describe
the formal specification and verification approach used to satisfv the formal specification and verification
requirements of the TCSEC:

a. Formal Security Policy Model

b. Formal Top-Level Specification

c. Descriptive Top-Level Specification
d. Code Correspondence

e. Covert Channel Analysis

10.1.6 Notes This section shall be numbered 4 and shall contain any general information that aids
in understanding this document (e.g.. background information. glossary). This section shall contain an
alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document.

10.1.7 Appendixes Appendixes may be used to provide information published separately for convenience
in document maintenance (e.g.. charts. classified data). As applicable, each appendix shall be referenced in
the main body of the document where the data would normally have been provided. Appendixes may be
bound as separate documents for ease in handling. Appendixes shall be lettered alphabeticallv { A. B. etc.).
and the paragraphs within each appendix be numbered as multiples of 10 (e.g.. Appendix A. paragraph
10, 10.1, 10.2. 20. 20.1. 20.2. etc.). Pages within each appendix shall be numbered alpha-numerically as
follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shall be numbered
B-1, B-2, B-3. etc.
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DATA ITEM DESCRIPTION

COVERT CHANNEL ANALYSIS DI-MCCR-xxxxx-SDE

3. DESCRIPTION/PURPOSE

3.1 This DID specifies the content and format of a Technical Report that documents covert channel
analyses (CCA) for a system.

(continued on page 2)

7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for a
report describing the covert channel analysis which is required of systems to which the DOD Trusted
Computer System Evaluation Criteria are applied. at the Trusted Computing Base Classes B2. B3. or Al.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected, the
precise format must be specified.

(continued on page 2)

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out. a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation stvles. Charts, tables. matrices. or other presentation styles are accept-
able when the informztion required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes, each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The CCA is performed by the contractor as part of the design and implementation of a system. to
gain assurance that the system as designed and implemented will enforce the security policy. In general.
CCA has 3 distinct components: 1) identification of covert channels, 2) estimation of their capacities. and
3) reduction of capacities.

3.3 The CCA enables the government to assess whether the system development meets the DOD Trusted
Computer System Evaluation Criteria requirement for CCA.

7. APPLICATION/INTERRELATIONSHIP (continued)

7x TBD

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats, this document may be printed on one or both
sides of each page (single-sided or double-sided). All printed pages shall contain the document control
number and the date of the document centered at the top of the page. Document control numbers
shall include revision and volume identification. as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Document structure. This document shall consist of the following:

) Cover

) Title page

} Table of Contents

) Scope

) Referenced Documents

) Covert Channel Analysis
) Notes

8) Appendixes.

(1
(2
(3
(4
(5
(6
(7
(
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10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of y (if multi-volume)]
[Rev. indicator: date of Rev.]

COVERT CHANNEL ANALYSIS
FOR THE

[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number]
Prepared for:
[Contracting Agency Name. department code]
Prepared by:

[contractor name and address]

Authenticated by Approved by
(Contracting agency) (Contractor)
Date Date.

10.1.2 Table of contents. This document shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure. table. and appendix. in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifi-
cation number, title, and abbreviation. if applicable, of the system to which this CCA applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system to which this CCA applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this document.

10.1.4 Applicable documents. This section shall be numbered 2 and shall be divided into the following
paragraphs.
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10.1.4.1 Government documents. This paragraph shall be numbered 2.1. This paragraph shall begin
with one of the following two paragraphs, as applicable: (1) "The following documents of the exact issue
shown form a part of this specification to the extent specified herein. In the event of conflict between the
documents referenced herein and the contents of this specification. the contents of this specification shall
be considered a superseding requirement.” (2) "The following documents of the exact issue shown form
a part of this specification to the extent specified herein. In the event of conflict between the documents
referenced herein and the contents of this specification. the contents of this specification shall be considered
a superseding requirement, except for specification (enter number of next higher-tiered specification listed
below.” The following paragraph shall appear at the conclusion ot the list of documents: “Copies of
specifications, standards, drawings, and publications required by suppliers in connection with specified
procurement functions should be obtained from the contracting agency or as directed by the contracting
officer.” Government documents shall be listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is o+
necessary to list the assembly drawing.)

OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins
atc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with the
following paragraph: "The following documents of the exact issue shown form a part of this specification
to the extent specified herein. In the event of conflict between the documents referenced herein and the
contents of this specification. the contents of this specification shall be considered a superseding require-
ment.” The source for all documents not available through normal Government stocking activities shall be
listed. The following paragraph shall be placed at the conclusion of the list when applicable: “Technical
society and technical association specifications and standards are generally available for reference from
libraries. They are also distributed among technical groups and using Federal Agencies.” Non-Government
documents shall be listed by document number and title in the following order:

SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:
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10.1.5 Covert Channel Analysis This section shall be numbered 3 and shall be divided into the
following paragraphs to describe the Covert Channel Analysis of the system.

10.1.5.1 Methodology This paragraph shall be numbered 3.1 and shall state the methodologies used
for:

¢ Identification
¢ Bandwidth Estimation

¢ Reduction of Bandwidth

10.1.5.2 Description of Channels This paragraph shall be numbered 3.2 and shall be divided into the
following subparagraphs to describe the covert channels identified. The description shall be in English
prose and shall describe each-of the channels identified and the corresponding exploitation scenarios.

10.1.5.2.1 Storage Channels This subparagraph shall be numbered 3.2.1 and shall describe the channels
for which the transmission of information involves the alteration and observation of storage locations in
the Trusted Computing Base of the system.

10.1.5.2.1 Timing Channels This subparagraph shall be numbered 3.2.2 and shall describe the channcis
for which the transmission of information involves the manipulation by the sender of the length of time
that the receiver requires to perform some operation.

10.1.5.3 Bandwidths This paragraph shall be numbered 3.3 and shall describe estimated Worst Cese
bandwidths of each of the identified channels. Bandwidth estimates can be the obtained through analytical
means, engineering estimates, or by actual exercising of the channel and direct measurement. For eac:
channel the bandwidth calculation method used shall be identified.

10.1.5.4 Reduction of Bandwidth This paragraph shall be numbered 3.4 and shall describe the reduc-
tion in bandwidth achieved for each channel and how that reduction was achieved.

10.1.5.5 Summary Table This paragraph shall be numbered 3.5 and shall provide a summary table which
identifies each channel, its estimated worst case bandwidth and its estimated bandwidth after reduction
techniques are applied. The able shall also indicate whether the channel is audited by the system.

10.1.6 Notes This section shall be numbered 4 and shall contain any general information that aids
in understanding this document (e.g., background information, glossary). This section shall contain an
alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document.

10.1.7 Appendixes Appendixes may be used to provide information published separately for convenience
in document maintenance (e.g.. charts, classified data). As applicable. each appendix shall be referenced in
the main body of the document where the data would normally have been provided. Appendixes may be
bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically (A. B. etc.).
and the paragraphs within each appendix be numbered as multiples of 10 (e.g.. Appendix A. paragraph
10, 10.1, 10.2, 20, 20.1, 20.2. etc.). Pages within each appendix shall be numbered alpha-numerically as
follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shall be numbered
B-1. B-2, B-3. etc. '
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4 Integrated DID’s

This section presents the fully integrated Data [tem Descriptions. That is. the following
DID’s are the result of applying the tailoring guidance described in Section 2 to the DoD-
STD-2167A DID’s. These DID's were developed using the IATEX document preparation
system. A tape containing the source code for these DID’s has been provided with this final
report.




32 DATA ITEM DESCRIPTION

SYSTEM/SEGMENT SPECIFICATION DI-CMAN-80008A-SDE

3. DESCRIPTION/PURPOSE

3.1 The System/Segment Specification (SSS) specifies the requirements for a system or a segment of a
system. Upon Government approval and authentication, the SSS becomes the Functional Baseline for the
system or segment.

(continued on page 2)

880229 AF-10

7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for data
generated under the work tasks described by paragraph 3.1.3.1 of MIL-STD-490.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared arn -
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. the
precise format must be specified.

{continued on page 2.

F432

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this specification using automated techniques is
. encouraged. Specific content and format instructions for this specification are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out, a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation styles. Charts. tables, matrices. or other presentation styvles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes, each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The SSS provides a general overview of the system or segment that may be used by training personnel.
support personnel, or users of the system.

7. APPLICATION/INTERRELATIONSHIP (continued)
7.3 The word "system” is used generically in this DID to mean either a system or a segment. as applicable.

7.4 System division into segments normally occurs if parts of the system are:

a. Assigned to different contractors or government organizations
b. Intended to be added in an evolutionary or incremental manner
c. Planned for major modification.

7.5 This DID supersedes DI-CMAN-80008 dated 4 June 1985.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats. this document may be printed on one or both
sides of each page (single-sided or double-sided). All printed pages shall contain the document controi
number and the date of the document centered a the top of the page. Document control numbers
shall include revision and volume identification. as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase “This
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letters "X”, Y™, and "Z" serve as identifiers for a series of descriptions. For example,
the subparagraphs of 10.1.5.2.1.1 shall be structured as follows:

3.2.1.1 (First system state name)
3.2.1.1.1 (System mode [)

3.2.1.1.1.1 (System capability A)
3.2.1.1.1.2 (System capability B)
© 3.2.1.1.1.3 (System capability C)

3.2.1.1.2 (System mode J)

3.2.1.1.2.1 (System capability W)
3.2.1.1.2.2 (System capability X)
etc.
3.2.1.2 (Second system state name)
etc.
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g- Document structure. This specification shall consist of the following:

(1) Cover

(2) Title page

(3) Table of contents

(4) Scope

(5) Applicable documents

(6) System requirements

(7) Quality assurance provisions
(8) Preparation for delivery

(9) Notes

(10) Appendixes.

10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of v (if multi-volume)]
[Rev. indicator: date of Rev.]

SYSTEM SPECIFICATION
( OR SEGMENT SPECIFICATION )
FOR THE

[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NO. {CDRL number]
Prepared for:
(Contracting Agency Name, department code]
Prepared by:

(contractor name and address]

Authenticated by Approved by
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10.1.2 Table of contents. This specification shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure, table, and appendix, in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifi-
cation number, title, and abbreviation, if applicable. of the system to which this SSS applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system to which this SSS applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shail summarize the purpose
and contents of this document.

10.1.4 Applicable documents. This section shall be numbered 2 and shall be divided into the following
paragraphs.

10.1.4.1 Government documents. This paragraph shall be numbered 2.1. This paragraph shall begin
with one of the following two paragraphs, as applicable: (1) "The following documents of the exact issne
shown form a part of this specification to the extent specified herein. In the event of conflict between :i:»
documents referenced herein and the contents of this specification, the contents of this specification shail
be considered a superseding requirement.” (2) "The following documents of the exact issue shown form
a part of this specification to the extent specified herein. In the event of conflict between the documen::
referenced herein and the contents of this specification, the contents of this specification shall be considered
a superseding requirement, except for specification (enter number of next higher-tiered specification) listed
below.” The following paragraph shall appear at the conclusion of the list of documents: “Copies 1
specifications, standards, drawings. and publications required by suppliers in connection with specificd
procurement functions should be obtained from the contracting agency or as directed by the contracting
officer.” Government documents shall be listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is oniv
necessary to list the assembly drawing.)
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OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins

etc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with the
following paragraph: "The following documents of the exact issue shown form a part of this specification
to the extent specified herein. In the event of conflict between the documents referenced herein and the
contents of this specification, the contents of this specification shall be considered a superseding require-
ment.” The source for all documents not available through normal Government stocking activities shall be
listed. The following paragraph shall be placed at the conclusion of the list when applicable: "Technical
society and technical association specifications and standards are generally available for reference from
libraries. They are also distributed among technical groups and using Federal Agencies.” Non-Government
documents shall be listed by document number and title in the following order:

SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:

10.1.5 System requirements. This section shall be numbered 3 and shall be divided into the followiiz
paragraphs and subparagraphs to specify the requirements for the system to which this specification applie:.

10.1.5.1 Definition. This paragraph shall be numbered 3.1 and shall provide a brief description of ti:
system. This description shall address pertinent operational. and logistical considerations and concepts. .\
system diagram shall be provided. This description shall address trust-related operational concepts. whi::s
may be illustrated in the system diagram, if possible.

10.1.5.2 Characteristics. This paragraph shall be numbered 3.2 and shall be divided into the following
subparagraphs to describe the requirements for system performance and physical characteristics.

10.1.5.2.1 Performance characteristics. This subparagraph shall be numbered 3.2.1 and shall be di-
vided into the following subparagraphs to specify the system’s capabilities in the context of the states in
which the system can exist and the modes of operation within each state. Each capability of the system
shall be specified in a uniquely identified subparagraph in order to provide for objective qualification.

10.1.5.2.1.1 (State name). This subparagraph shall be numbered 3.2.1.X (beginning with 3.2.1.1) and
shall identify and provide a brief description of a state in which the system can exist (e.g.. weapon idle.
weapon ready, weapon deployed). This subparagraph shall identify the trust-relcted aspects. if any. of the
described state (e.g. a maintenance state in which access controls are not checked).

10.1.5.2.1.1.1 (Mode name). This subparagraph shall be numbered 3.2.1.X.Y (beginning with 3.2.1.1.1).
This subparagraph shall identify and provide a brief description of a mode of operation (e.g.. surveillance.
threat evaluation. weapon assignment. target designation and acquisition. fire control resolution) within
the system state identified above.
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10.1.5.2.1.1.1.1 (System capability name and project unique identifier). This subparagraph shall
be numbered 3.2.1.X.Y.Z (beginning with 3.2.1.1.1.1), shall specify a capability of the system by name
and project unique identifier, and shall describe its purpose. This subparagraph shall also identify the
applicable parameters associated with the capability and shall express them in measurable terms. If a
capability of a mode has been previously defined, this subparagraph shall reference rather than duplicate
that information.

10.1.5.2.2 System capability relationships. This subparagraph shall be numbered 3.2.2 and shall
summarize the relationships between system capabilities and the states and modes of the svstem.

10.1.5.2.3 External interface requirements. This pdragraph shall be numbered 3.2.3 and shall be
divided into the following subparagraphs to describe requirements for interfaces with other systems. De-
tailed quantitative interface requirements may be defined in separate specifications or Interface Control
Documents (ICDs) and referenced herein. All referenced ICDs are considered part of this specification.

10.1.5.2.3.1 (System name) external interface description. This subparagraph shall be numbered
3.2.3.X (beginning with 3.2.3.1) and shall identify an external system with which this system interfaces.
This subparagraph shall describe the interfaces to the external system. This subparagraph shall identify
the purpose of each interface and shall describe the relationship between each interface and the states and
modes of the system. When possible, each interface shall be specified in detailed. quantitative terms (e.g..
dimensions, tolerances, loads, speeds, communications protocol).

10.1.5.2.4 Physical characteristics. This subparagraph shall be numbered 3.2.4 and shall specify the
requirements for the physical characteristics (e.g., weight limits. dimensional limits) of the svstem. Adci-
tional comsiderations for determining physical requirements include:

Transportation and storage
Security

Durability

Safety

Vulnerability

Color

™ ® A0 Op

10.1.5.2.4.1 Protective coatings. This subparagraph shall be numbered 3.2.4.1 and shall specifv. if ap-
plicable, protective coating requirements to assure protection from corrosion. abrasion, or other deleterious
action.

10.1.5.2.5 System quality factors. This paragraph shall be numbered 3.2.5 and shall be divided into
the following subparagraphs to specify the applicable requirements pertaining to system quality factors.

10.1.5.2.3.1 Reliability. This subparagraph shall be numbered 3.2.5.1, shall specify reliability require-
ments in quantitative terms, and shall define the conditions under which the reliability requirements are
to be met. This subparagraph may include a reliability apportionment model to support apportionment
of reliability values assigned to system capabilities for their share in achieving desired system reliability.

10.1.5.2.5.2 Maintainability. This subparagraph shall be numbered 3.2.5.2 and shall specifv quantitative
maintainability requirements. The requirements shall apply to maintenance in the planned maintenance
and support environment and shall be stated in quantitative terms. Examples are:
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a. Mean and maximum down time, reaction time, turnaround time, mean and maximum times to repair.
mean time between maintenance actions.

b. Maximum effort required to locate and fix an error.

c. Maintenance man-hours per flying hour. maintenance man-hours per specific maintenance action.
operational ready rate, maintenance hours per operating hour. frequency of preventative maintenance.

d. Number of people and skill levels, variety of support equipment.

e. Maintenance costs per operating hour. man-hours per overhaul.

10.1.5.2.5.3 Availability. This subparagraph shall be numbered 3.2.5.3 and shall specifv the degree to
which the system shall be in an operable and committable state at the start of the mission(s). where the
mission(s) is called for at an unknown (random) point in time.

10.1.5.2.5.4 Additional quality factors. This subparagraph shall be numbered 3.2.5.4 and shall specifv
system quality requirements not defined in the above subparagraphs (e.g.. integrity. efficiency. or correctness
requirements of the system).

10.1.5.2.6 Environmental conditions. This paragraph shall be numbered 3.2.6 and shall specify the
environmental conditions that the system must withstand during transportation. storage. and operation.
such as:

a. Natural environment (e.g., wind. rain. temperature, geographic location)
b. Induced environment (e.g., motion. shock. noise. electromagnetic radiation)
c. Environments due to enemy action (e.g.. over-pressure. explosions. radiation).

10.1.5.2.7 Transportability. This subparagraph shall be numbered 3.2.7 and shall specify any specic:
requirements for transportation and materials handling. In addition. all svstem elements that. due :-

operational or functional characteristics, will be unsuitable for normal transportation methods shall
identified.

10.1.5.2.8 Flexibility and expansion. This subparagraph shall be numbered 3.2.3 and shall specify
areas of growth which require planning for system flexibility and expansion. In addition. this subparagraph
shall specify specific system elements which require spare capacity to support flexibility and expansion.

10.1.5.2.9 Portability. This subparagraph shall be numbered 3.2.9 and shall specifv requirements for
portability which are applicable to the system to permit employment. deplovment. and logistic support.

10.1.5.3 Design and construction. This paragraph shall be numbered 3.3 and shall be divided into
subparagraphs that specify minimum system design and construction standards which have general ap-
plicability to system equipment and are applicable to major classes of equipment (e.g.. aerospace vehicle
equipment, and support equipment) or are applicable to particular design standards. To the maximum
extent possible, these requirements shall be specified by incorporation of the established military standards
and specifications. Requirements which add to, but do not conflict with. requirements specified herein may
be included in individual configuration item specifications. In addition. this paragraph shall specify criteria
for the selection and imposition of Federal. military, and contractor specifications and standards.

10.1.5.3.1 Materials. This subparagraph shall be numbered 3.3.1 and shall specifv those system-peculiar

requirements governing use of materials. parts. and processes in the design of system equipment. Special
attention shall be directed to prevent unnecessary use of strategic or critical materials. (A strategic and
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critical materials list may be obtained from the contracting agency.) In addition. requirements for the use
of standard and commercial parts and parts for which qualified products lists have been established shall
be specified in this paragraph.

10.1.5.3.1.1 Toxic products and formulations. This subparagraph shall be numbered 3.3.1.1 and shall
specify requirements for the control of toxic products or formulations to be used in the system or to be
generated by the system.

10.1.5.3.2 Electromagnetic radiation. This subparagraph shall be numbered 3.3.2 and shall cortain
requirements pertaining to limits on the electromagnetic radiation which the system is permitted to gen-
erate.

10.1.5.3.3 Nameplates and product marking. This subparagraph shall be numbered 3.3.3 and shall
contain requirements for nameplates, part marking, serial and lot number marking, software media marking,
and other identifying markings required for the system. Reference may be made to existing standards on
the content and application of markings.

10.1.5.3.4 Workmanship. This subparagraph shall be numbered 3.3.4 and shall specify workmanship
requirements for equipment to be produced during system development and requirements for manufacture
by production techniques.

10.1.5.3.5 Interchangeability. This subparagraph shall be numbered 3.3.5 and shall specify the require-
ments for system equipment to be interchangeable and replaceable. Entries in this paragraph are for the
purpose of establishing a condition for design and are not to define the conditions of interchangeabilit:
required by the assignment of a part number.

10.1.5.3.6 Safety. This subparagraph shall be numbered 3.3.6 and shall specifv those safety requiremen:..
which are basic to the design of the system, with respect to equipment characteristics, methods of operation.
and environmental influences. This paragraph shall also specify those safety requirements which prevent
personnel injury and equipment degradation without degrading operational capability (e.g.. restricting the
use of dangerous materials where possible. classifying explosives for purposes of shipping. handling and
storing, abort/escape provisions from enclosures, gas detection and warning devices. grounding of electrical
system, cleanliness and decontamination, explosion proofing).

10.1.5.3.7 Human engineering. This subparagraph shall be numbered 3.3.7 and shall specify human
engineering requirements for the system or for specific configuration items. This paragraph shall refer-
ence applicable documents (e.g., MIL-STD-1472) and specify any special or unique requirements (e.g..
constraints on allocation of capabilities to personnel and communications. and personnel/equipment in-
teractions). This paragraph shall include those specific areas, stations. or equipment which would require
concentrated human engineering attention due to the sensitivity of the operation or criticality of the task:
i.e., those areas where the effects of human error would be particularly serious.

10.1.5.3.8 Nuclear control. This subparagraph shall be numbered 3.3.8 and shall specifv svstem re-
quirements for nuclear components. such as:

a. Component design
b. In-flight control

¢. Prevention of inadvertent detonation
d. Nuclear safety rules.
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10.1.53.3.9 System security. This subparagraph shall be numbered 3.3.9 and shall specify security re-
quirements that are basic to the design of the system with respect to the operational environment of rhe
system. This subparagraph shall also specify those security requirements necessary to prevent compfo-
mise of sensitive information or materials. This subparagraph shall specify the relevant levei of the TCSEC
(and/or NCSC interpretations of the TCSEC, and/or other applicable interpreted trust requirements; for
which the system is being developed, and shall enumerate the design and construction requirements imposed
by the TCSEC for that level (e.g. modularity for B2 and higher systems). Additionaily. the requirements.
if any, for evaluation, certification. or accreditation shall be stated.

10.1.5.3.10 Government furnished property usage. This subparagraph shall be numbered 3.3.10
and shall specify any Government Furnished Equipment { GFE) to be incorporated into the svstem design.
In addition, this paragraph shall specify any Government Furnished Information (GFI) and Government
Furnished Software (GFS) to he incorporated into the svstem. This list shall identify the Government
furnished property by reference to its nomenclature. specification number. and; or part number. [f the list
is extensive, it may be included as an appendix to this specification and referenced in this paragraph.

10.1.5.3.11 Computer resource reserve capacity. This subparagraph shall be numbered 3.3.11 and
shall specify the required computer resource reserve capacity (e.g. memory. timing. etc. .

10.1.5.4 Documentation. This paragraph shall be numbered 3.4 and shall specify the requirements Ii:r
system documentation such as specifications. drawings. technical manuals. test plans and procedures. a: °
installation instruction data.

10.1.5.5 Logistics. This paragraph shall be numbered 3.5 and shall specifv logistic considerations an«
conditions that apply to the operational requirements. [hese considerations and conditions may include

Maintenance

Transportation modes
Supply-system requirements
Impact on existing facilities
Impact on existing equipment.

oo Ty

10.1.5.6 Personnel and training. This paragraph shall be numbered 3.6 and be divided into "he fui-
lowing subparagraphs to specify the requirements for personnel and training.

10.1.5.6.1 Personnel. This subparagraph shail be numbered 3.6.1 and shail specifv personnei require-
ments which must be integrated into system design. These requirements shall be stated in terms of numbers
plus tolerance and shall be the basis for contractor design and development decisions. Requirements stated
in this paragraph shall be the basis for determination of system personnel training. training equipment.
and training facility requirements. Personnel requirements shall include:

a. Numbers and skills of support personnel for each operational deplovment mode and the intended
duty cycle, both normal and emergency.

b. Skills and numbers of personnel that shall be allocated to the operation. maintenance. and controi
of the system.
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10.1.5.6.2 Training. This subparagraph shall be numbered 3.6.2 and shall include the following training
requirements:

a. Contractor and Government respoasibility for training. This subparagraph shall also specify the
concept of how training shall be accomplished (e.g., school, contractor training).

b. Equipment that will be required for training purposes.

c. Training devices to be developed, characteristics of the training devices. and training and skills to be
developed through the use of training devices.

d. Training time and locations available for a training program.

e. Source material and training aids to support the specified training.

10.1.5.7 Characteristics of subordinate elements. This paragraph shall be numbered 3.7 and shall
be divided into the following subparagraphs to identify and describe each segment of the system. This
subparagraph shall describe the relationships between the segments.

10.1.5.7.1 (Segment name and project unique identifier). This subparagraph shall be numbered
3.7.X (beginning with 3.7.1) and shall provide the following information for the segment:

a. State the purpose of the segment
b. Provide a brief description of the segment
c. Identify the system capabilities the segment performs.

10.1.5.8 Precedence. This paragraph shall be numbered 3.8 and shall either specifv the order of prec: -
dence of the requirements or assign weights to indicate the relative importance of the requirements.

10.1.5.9 Qualification. This paragraph shall be numbered 3.9 and shall state the requirements for ver:-
fication or validation, as applicable, of capabilities in a specific application. Each qualification test shall be
identified in a separate subparagraph and the specific application shall be described. Requirements sha!’
be included for the conditions of testing, the time (program phase) of testing, period of testing. number ..
items to be to be tested, and any other pertinent qualification requirements. This paragraph shall describe
the approach to satisfying the relevant qualification requirements (such as testing, and verification. as appli-
cable depending on the TCSEC level of the system) that are imposed by the TCSEC. NCSC interpretations
of the TCSEC. and/or other applicable interpreted trust requirements.

10.1.5.10 Standard sample. This paragraph shall be numbered 3.10 and. if applicable. shall describe
requirements for the production of one or more standard samples. Standard samples shall be limited to
the illustration of qualities and characteristics that cannot be described using detailed test procedures or
design data or that cannot be definitively expressed.

10.1.5.11 Preproduction sample, periodic production sample, pilot, or pilot lot. This paragraph
shall be numbered 3.11 and. if applicable, shall describe requirements for producing a preproduction or
periodic production sample. a pilot model, or a pilot lot.

10.1.6 Quality assurance provisions. This section shall be numbered 4 and shall be divided into the
following paragraphs to specify the requirements to show how the requirements of sections 3 and 35 shail
be satisfied.

10.1.6.1 Responsibility for inspection. This paragraph shall be numbered 4.1 and shall assign re-
sponsibilities for performance of inspections of delivered products. materials. or services for determining
compliance with all specified requirements. )
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10.1.6.2 Special tests and examinations. This paragraph shall be numbered 4.2 and shall specify
any special tests and examinations required for sampling, lot formation, qualification evaluation. and any
other tests or examinations as necessary. Each test and examination shall be described in a separate
subparagraph. This paragraph shall specify penetration testing as a special test, if penetration testing is
applicable for the TCSEC level of the system.

10.1.6.3 Requirements cross reference. This paragraph shall be numbered 4.3 and shall correlate
each system requirement in sections 3 and 5 to the quality assurance provisions specified in section 4. This
paragraph may reference a requirements cross reference table which may be provided as an appendix to
this specification.

10.1.7 Preparation for delivery. This section shall be numbered 5 and shall specify requirements for
the preparation of the system and all its components for delivery, including packaging and handling. This
section shall include requirements to document any non-standard practices in appropriate system end item
specifications. This section may impose requirements to comply with standard practice by referencing
appropriate military specifications and standards to be used as the basis for preparing Section 35 of each
specification for system end items.

10.1.8 Notes. This section shall be numbered 6 and shall contain any general information that aids
in understanding this document (e.g., background information. glossary). This section shall contain =~
alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document.

10.1.8.1 Intended use. This pa.:graph shall be numbered 6.1 and shall briefly state the purpose of ti-
system to which the SSS applies in terms of the mission and threat addressed by the system.

10.1.8.1.1 Missions. This subparagraph shall be numbered 6.1.1 and shall describe the missions of ti
system to the extent that such missions affect design requirements. This description shall include oper: -
tional information, such as tactics, system deployment, operating locations. and facilities.

10.1.8.1.2 Threat. This subparagraph shall be numbered 6.1.2 and shall describe the characteristics of
potential targets, the characteristics of current and potential enemy weapon capabilities relevant-to the
system, and any additional threat considerations that affect the system design. This information may be
contained in a separate document and referenced in this subparagraph if it is classified.

10.1.9 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance (e.g., charts. classified data). As applicable. each appendix shail be refer-
enced in the main body of the document where the data would normally have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically
(A, B, etc.), and the paragraphs within each appendix be numbered as multiples of 10 {e.g.. Appendix
A, paragraph 10, 10.1, 10.2, 20, 20.1. 20.2, etc.). Pages within each appendix shall be numbered alpha-
numerically as follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shall
be numbered B-1, B-2, B-3, etc.
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DATA ITEM DESCRIPTION

SYSTEM/SEGMENT DESIGN DOCUMENT DI-CMAN-80534-SDE

3. DESCRIPTION/PURPOSE

3.1 The System/Segment Design Document (SSDD) describes the design of a system/segment and its
operational and support environments. It describes the organization of a svstem or segment as composed
of Hardware Configuration Items (HWCls), Computer Software Configuration [tems {CSCIs). and manual
operations.

{continued on page 2)

880229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for data
generated under the work tasks described by paragraph 5.1.2.2 of DOD-STD-2167A.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared an‘:
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. f electronic media is selected. the
precise format must be specified.

icontinued on page 2

N432:

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been taj-
lored out, a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation styles. Charts, tables, matrices, or other presentation stvies are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
mare readable.

¢. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the appendixes
shall be consecutiveiy numbered in arabic numerals. If the document is divided into volumes. each
such volume shall restart the page numbering sequence.

tcontinued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The SSDD contains the highest level design information for the system or segment. The SSDD
describes the allocation of system requirements to HWCIs, CSCls. and manual operations.

3.3 The SSDD describes the characteristics of each HWCI and CSCI to the Government.

3.4 The SSDD is used by the contractor for two primary purposes. namely: (1 present the system design
at the System Design Review, (2) use the design information as the basis for developing the Software
Requirements Specification for each CSCI. the Interface Requirements Specifications for the system. and
the requirements specification for each HWCI.

3.3 The SSDD is used by the government to assess the design of a system or segment. The SSDD provides
an overview of the system or segment that may also be used by training personnel. support personnei. or
users of the system.

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 The SSDD is used to document the design of a system or a segment specified by an S5S. DI-CMAN-
80008A. The word "system” is used generically in this DID to mean either a system or segment.
applicable.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers.For hardcopy formats. this document may be printed on one or bot:
sides of each page (single-sided/double-sided). All printed pages shall contain the document contr:
number and the date of the document centered at the top of the page. Document control numbe :
shall include revision and volume identification as applicable.

e. Multiple (sub)paragraphs.All paragraphs and subparagraphs starting with the phrase “This
(sub)paragraph shall...” may be written as muitiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letter "X” serves as an identifier for a series of descriptions. For exampie. the
paragraphs described by 10.1.6.2.1 shall be structured as foilows:

4.2.1 (First CSCI name and identifier)
4.2.2 (Second CSCI name and identifier)
4.2.3 etc.

g. Document structure This document shall consist of the following:

(1) Cover

{2) Title page

(3) Table of contents

(4) Scope

{3) Referenced documents
(6) Operational concepts
(7) System design
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(8) Processing resources
(9) Quality factor compliance
(10) Requirements traceability
(11) Notes
(12) Appendixes
10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of y (if multi-volume)]
[Rev. indicator: date of Rev |

SYSTEM DESIGN DOCUMENT
( OR SEGMENT DESIGN DOCUMENT )

FOR THE
(SYSTEM NAME]
CONTRACT NO. [contract numberj
CDRL SEQUENCE NO. [CDRL number]
Prepared for:
Contracting Agency Name, department code]
Prepared by:

[contractor name and address]

10.1.2 Table of contents. This document shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure, table, and appendix. in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved iden-
tification number. title, and abbreviation. if applicable. of the system to which this SSDD applies. This
paragraph shall identify the higher-level specification(s) containing the requirements from which the design
of the system was derived.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of

the system to which this SSDD applies. This overview shall identify the trust-related aspects of the system's
purpose.
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10.1.3.3 Document overview. This paragraph shall be numbered i.} and shail summarize the purpose
and contents of this document.

10.1.4 Referenced documents. This section shall be numbered 2 and shall list by document number
and title all documents referenced in this document. This section shall also identify the source for ail
documents not available through normal Government stocking activities.

10.1.5 Operational Concepts. This section shall be numbered 3 and shall be divided into the foilowing
paragraphs and subparagraphs to describe the operational concepts of the svstem.

10.1.5.1 Mission. This subparagrapn shall be numbered 3.1 and shail be divided into the following
subparagraphs.

10.1.5.1.1 User needs. This subparagraph shall be numbered 3.1.1. shall summarize the user needs taat
are to be met by the system and shall reference the document(s) in which these needs are stated.

10.1.5.1.2 Primary mission(s). This subparagraph shall be numbered 3.1.2 and shall describe the pri-
mary mission(s) of the system.

10.1.5.1.3 Secondary mission(s). This subparagraph shall be aumbered 3.1.3 and shail describe ": =
secondary mission(s) of the svstem.

10.1.5.2 Operational environment. This paragraph shall be numbered 3.2 and shail describe the =:
vironment in which the system is intended to be emploved.

10.1.5.3 Support environment. This paragraph shall be numbered 3.3 and shall describe the suppor
environment for the operational system during the Production and Deplovment phase of the svstem .
cycle.

10.1.5.3.1 Support concept. This subparagraph shall be numbered 3.3.1 and shall describe zne sup-
portconcept for the system. This subparagraph shall include the following:

{a) Use of muitipurpose or automated test equipment
{b) Repair versus replacement criteria

(c¢) Levels of maintenance

(d) Maintenance and repair cycles

(e) Government and contractor support

(f) Accessibility

(g) Other.

10.1.5.3.2 Support facilities. This subparagraph shall be numbered 3.3.2 and shall describe the svstem
support facilities and equipment to be used during the Production and Deplovment phase of the svstem
life cycle. A quantitative description of existing facilities and equipment shall be provided in sufficient
detail so that their availability may be verified. A quantitative description of new or modified facilities
and equipment shall be provided in sufficient detail to permit pianning for construction or procurement.
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10.1.5.3.3 Supply. This subparagraph shall be numbered 3.3.3 and shall describe the supply system, the
impact of system requirements on the supply system, and the influence of the supply system on system
design and use. This subparagraph shall include:

(a) Introduction of new items into the supply system.
(b) Re-supply methods.
(c) Distribution and location of system stocks.

10.1.5.3.4 Government agencies. This paragraph shall be numbered 3.3.4 and shall identify the Gov-
ernment organizations that will be the development, support, and user agencies for the system.

10.1.5.4 System architecture. This paragraph shall be numbered 3.4 and shall describe the internal
structure of the system. The segments, HWCIs. and CSCls shall be identified and their purpose sum-
marized. The relationships among the segments, HWCls, and CSCIs shall be described. This paragraph
shall aiso identify and state the purpose of each external interface of the system. A svstem architecture
diagram may be used to illustrate the system top-level architecture. The summary of purpose of each
HWCI and CSCI shall identify the trust-related aspects of the purpose, and whether the HWCI or CSCI
has any trust-related functional requirements. This shall be indicated in the architecture diagram. if pos-
sible. Segment relationship descriptions shall indicate what effect, if any, trust requirements will have on
the relationship. Each statement of purpose of system ezternal interface shall state what trusted-related
functionality is provided by that interface, if any.

10.1.5.5 Operational scenarios. This paragraph shall be numbered 3.5 and shall describe each op-
erational scenario of the system. For each system state and mode. this paragraph shall identify the
configuration items that execute and the manual operations to be performed. A table may be provided
to illustrate the states and modes in which each configuration item executes and each manual operation is
performed. In addition this paragraph shall describe the general flow of both execution control and data
between configuration items while operating in the different states and modes. Flow diagrams may be used
to illustrate execution control and data flow in each state and mode.

10.1.6 System design. This section shall be numbered 4 and shall be divided into the following para-
graphs and subparagraphs to identify each HWCI. CSCI. and manual operation of the svstem. This section
shall identify the HWCI(s) within the system that are to be designated as Prime Item(s) or Critical Item(s).
A description of the relationship of HWCIs, CSCls. and manual operations within the system shall be pro-
vided. A specification tree diagram(s) shall be used to describe the relationships between configuration
items.

10.1.6.1 HWCI identification. This paragraph shall be numbered 4.1 and shall be divided into sub-
paragraphs to identify the system requirements allocated to each HWCI.

10.1.6.1.1 (HWCI name and project-unique identifier). This subparagraph shall be numbered 1.1.X
(beginning with 4.1.1), shall identify a HWCI by name and project-unique identifier, and shall state its pur-
pose. This subparagrapb shall identify each requirement from the System/Segment Specification allocated
to the HWCI and the name and project-unique identifier of each system capability addressed by the HWCI.
This subparagraph shall identify each interface external to the system addressed bv the HWCI. Each inter-
face external to the system shall be described in detailed quantitative terms (e.g.. input/output voltages.
dimensions. tolerances, loads. speeds. etc.). This subparagraph shall describe any design constraints on
the HWCIL. :

This subparagraph shall identify each trust-related requirement of the HWCI.
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10.1.6.2 CSCI identification. This paragraph shall be numbered 4.2 and shall be divided into subpara-
graphs to identify the system requirements allocated to each CSCI.

10.1.6.2.1 (CSCI name and project-unique identifier). This subparagraph shall be numbered 4.2.X
(beginning with 4.2.1), shall identify a CSCI by name and project-unique identifier. and shall state its pur-
pose. This subparagraph shall identify each requirement from the System. Segment Specification allocated
to the CSCI and the name and project-unique identifier of each system capability addressed by the CSCI.
This subparagraph shall identify each interface external to the system addressed by the CSCI. Each inter-
face external to the system shall be described in detailed quantitative terms (e.g.. bits per second. word
length, message format, frequency of messages. priority rules, protocol ). This subparagraph shall describe
any design constraints on the CSCI. This subparagraph shall identify each trust-related requirement of the
CSCL

10.1.6.3 Manual operations identification. This paragraph shall be numbered 4.3 and shall be divided
into subparagraphs to identify system requirements allocated to each manual operation.

10.1.6.3.1 (Manual operation name and project-unique identifier). This subparagraph shail be
numbered 4.3.X (beginning with 4.3.1), shall identify a manual operation by name and project-unique
identifier. and shall state its purpose. This subparagraph shall describe any design constraints that affect
the manual operation and shall identify by name and project-unique identifier the capabilities from *he
Svstem/Segment Specification to be satisfied by the manual operation.

10.1.6.4 Internal interfaces. This paragraph shall be numbered 4.4 and shall he divided into the fol-
lowing subparagraphs to describe the interfaces that are internal to the system. This paragraph shal
depict the relationship of the interfaces to the configuration items in the system. This subparagraph m:"
reference a system internal interface diagram.

10.1.6.4.1 (HWCI-to-HWCI interface name and project-unique identifier). This subparagrar..
shall benumbered 4.4.1 and shall identify by name and project-unique identifier all HWCI-to-HWCI iz.
terfaces within the system. This subparagraph shall identify each signai transmitted between HWClIs. the
HWCI transmitting the signal. and the HWCI receiving the signal.

10.1.6.4.2 (HWCI-to-CSCI interface name and project-unique identifier). This subparagraph
shall benumbered 4.4.2 and shall specify by name and project-unique identifier all HWCI-r0-CSCI interfaces
within the system. This subparagraph shall identify each signal transmitted between a CSCI and an HWCI.
the HWCI or CSCI transmitting the signal. and the HWCI or CSCI receiving the signal.

10.1.6.4.3 (CSCI-to-CSCI interface name and project-unique identifier). This subparagraph shall
be numbered 1.4.3 and shall specify bv name and project-unique identifier all CSCI-10-CSCI interfaces
within the system. This subparagraph shall identify each data item transmitted between CSCls. the CSCI
transmitting the data. and the CSCI receiving the data.

10.1.7 Processing resources. This section shall be numbered 5 and shall be divided into the foilowing
paragraphs to describe the processing resources for the system.

10.1.7.1 (Processing resource name and project-unique identifier). This paragraph shall be num-

bered 3.X (beginning with 5.1) and shall identifv a processing resource bv name and project-unique iden-
tifier. This paragraph shall identify the configuration items that use the resource. For each processing
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resource, this paragraph shall specify the hardware. programming, design. coding. and utilization char-
acteristics of the processing resource. In addition. this paragraph shall define the following computer
hardware characteristics of the processing resource, as applicable:

a. Memory size. Amount of internal memory (absolute. spare, or both) of the computer.
b. Word size. Number of bits in each computer word.

¢. Processing speed. Computer processor capacity (absolute, spare. or both) (e.g.. a twenty percent
reserve when in the full operational configuration).

d. Character set stanpdard. Character set standard (e.g., ASCII, EBCDIC).
e. Instruction set architecture. Instruction set architecture.

f. Interrupt capabilities. Interrupt capabilities of the hardware.

g. Direct Memory Access (DMA). Data transfer by DMA.

h. Channel requirements. Channels and channel capacities (absolute. spare. or both).

i. Auxiliary storage. Auxiliary storage capacities (absolute, spare. or both).

j- Growth capabilities. Growth capability of any part of the processing resource.

k. Diagnostic capabilities. Diagnostic capabilities.

l. Additional computer hardware capabilities. Any additional computer hardware capabilities not pr:-
viously mentioned (e.g.. fault tolerance, preprocessing, floating point. array processor).

m. Processing resource allocation. The allocation of pertinent processing resources to each CSCIL

10.1.8 Quality factor compliance. This section shall be numbered 6 and shall be divided into par.-
graphs and subparagraphs. as appropriate, to specify the models (and associated evaluation criteria) to de
used to measure compliance with quality factor requirements.

10.1.9 Requirements traceability. This section shall be numbered 7 and shall provide traceability of
the requirements allocated to the HWClIs, CSCIs. and manual operations back to the requirements of the
System/Segment Specification. The traceability may be shown in a requirements traceability matrix.

10.1.10 Notes. This section shall be numbered 3 and shall contain any general information that aids in
understanding this document (e.g.. background information, glossary. formuia derivations). This section
shall include an alphabetical listing of all acronyms. abbreviations. and their meanings as used in this
document.

10.1.11 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance (e.g., charts, classified data). As applicable. each appendix shall be refer-
enced in the main body of the document where the data would normally have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically
(A. B. etc.), and the paragraphs within each appendix be numbered as multiples of 10 (e.g.. Appendix
A, paragraph 10, 10.1. 10.2, 20. 20.1. 20.2, etc.). Pages within each appendix shall be numbered alpha-
numerically as follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shall
be numbered B-1., B-2, B-3. etc.
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DATA ITEM DESCRIPTION

SOFTWARE REQUIREMENTS SPECIFICATION DI-CMAN-800025A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Software Requirements Specification (SRS) specifies the engineering and qualification require-
ments for a Computer Software Configuration Item (CSCI).

3.2 The SRS is used by the contractor as the basis for the design and formal testing of a CSCIL

(continued on page 2)

880229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for data
generated under the work tasks described by paragraphs +.2.10. 5.1.2.3. £.1.3. 5.2.2.1 and 5.2.3 of DOD-
STD-2167A, 3.4.2 and 3.4.7.1 of MIL-STD-483, and 3.1.3.2.5.1 of MIL-STD-490.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared ..
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. :. >
precise format must be specified.

{continued on page ..

N431:0

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this specification using automated techniques is
encouraged. Specific content and format instructions for this specification are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out. a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation styles. Charts, tables, matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case romau numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes. each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.3 The SRS specifies the requirements allocated to a CSCI and enables the Government to assess whetber
the completed CSCI complies with those requirements. Upon Government approval and authentication.
the SRS becomes part of the Allocated Baseline.

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 The SRS is used to provide the detailed requirements for a CSCI specified in the System/Segment
Specification, DI-CMAN-80008A, or Configuration Item Development Specification. DI-E-3102A.

7.4 The SRS may be used to specify requirements for an elaborate data base. such as a relational database.
Requirements for such a database shall be specified in terms of a capability for which input and output
requirements are to be interpreted as the data base contents requirements. When a database is shared by
CSCIs, the requirements for the database shall be documented in one SRS and referenced in the SRSs of
the sharing CSCIs. Any CSCI unique data element requirements for a database shall be documented in

the SRS for that CSCIL

7.5 This DID supersedes DI-MCCR-80025 dated 4 June 1985.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy furmats, this document may be printed on one or b a
sides of each page (single-sided/double-sided). All printed pages shall contain the document con:rol
number and the date of the document centered at the top of the page. Document control numbers
shall include revision and volume identification as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letter "X" serves as an identifier for a series of descriptions. For example. the
subparagraphs described by 10.1.5.2.1 shall be structured as follows:

3.2.1 (Name and identifier of the first capability)
3.2.2 (Name and identifier of the second capability)
3.2.3 etc.

g. Document structure. This specification shall consist of the foilowing:

(1) Cover

(2) Title page

(3) Table of contents

(4) Scope

(3) Applicable documents
(6) Engineering requirements
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(7) Qualification requirements
(8) Preparation for delivery
(9) Notes
(10) Appendixgs.
10.1.1 Title page. The title page shall contain the information identified below in the indicated format:
(Document control number and date: Volume x of v (if multi-volume)]
(Rev. indicator: date of Rev.]
SOFTWARE REQUIREMENTS SPECIFICATION
FOR THE
[CSCI NAME]
OF
[SYSTEM NAME]
CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number|
Prepared for:
(Contracting Agency Name, departnient code]
Prepared by:

[contractor name and address;]

Authenticated by Approved by
(Contracting agency) {Contractor) Date

Date

10.1.2 Table of contents. This specification shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure. table, and appendix. in that order.

10.2.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.
10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved iden-
tification number. title. and if applicable. abbreviation of the svstem and the CSCI to which this SRS

applies.
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10.1.3.2 CSCI overview. This paragraph shall be numbered 1.2, shall brieflv state the purpose of the
system and shall identify and describe the role. within the system, of the CSCI to which this SRS applies.

33

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this document.

10.1.4 Applicable documents. This section shall be numbered 2 and shall be divided into the following
paragraphs.

10.1.4.1 Government documents. This paragraph shall be numbered 2.1 and shall begin with one of
the following two paragraphs: (1) "The following documents of the exact issue shown form a part of this
specification to the extent specified herein. In the event of conflict between the documents referenced herein
and the contents of this specification, the contents of this specification shall be considered a superseding
requirement.” (2) "The following documents of the exact issue shown form a part of this specification to the
extent specified herein. In the event of conflict between the documents referenced herein and the contents
of this specification, the contents of this specification shall be considered a superseding requirement. except
for specification (enter number of next higher tiered specification) listed below.” The following paragraph
shall appear at the conclusion of the list of documents: "Copies of specifications. standards. drawings. and
publications required by suppliers in connection with specified procurement functions should be obtained
from the contracting agency or as directed by the contracting officer.” Government documents shall he
listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is only
necessary to list the assembly drawing.)

OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins
etc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with the
following paragraph: "The following documents of the exact issue shown form a part of this specification
to the extent specified herein. In the event of conflict hetween the documents referenced herein and the
contents of this specification. the contents of this specification shall be considered a superseding require-
ment.” The source for all documents not available through normal Government stocking activities shall be
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listed. The following paragraph shall be placed at the conclusion of the list when applicable: "Technical
society and technical association specifications and standards are generally available for reference from
libraries. They are also distributed among technical groups and using Federal Agencies.” Non-Government
documents shall be listed by document number and title in the following order:

SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:

10.1.5 Engineering requirements. This section shall be numbered 3 and shall be divided into the fol-
lowing paragraphs and subparagraphs to specify the engineering requirements necessary to ensure proper
development of the CSCI. Requirements to be included herein shall be allocated or derived from require-
ments established by the applicable SSS. PIDS, or CIDS.

10.1.5.1 CSCI external interface requirements. This paragraph shall be numbered 3.1 and shall
identify the external interfaces of the CSCIL. An external interface diagram similar to Figure 1 may be used
to aid in this description. Each external interface shall be identified by name and project-unique identifier
and a brief description of each interface shall be provided. This description shall indicate whether the
interface is related to any trust-related requirements. Any identifying documentation. such as an Interface
Control Document or Interface Requirements Specification. shall be referenced for each interiace.

10.1.5.2 CSCI capability requirements. This paragraph shall be numbered 3.2 and shall identif:.
in the subparagraphs that follow. all of the capability requirements that the CSCI must satisfy. If the
system of which the CSCI is a part can exist in various system states and modes as documented in the
system specification, this paragraph shall identify each such state and mode and shall correlate each CSC!
capability to those states and modes. A table may te used to depict this correlation.

10.1.5.2.1 (Capability name and p~ ject-unique identifier). This subparagraph shail be number-.
3.2.X (beginning with 3.2.1), shall identify the CSCI capability by name and project-unique identifier and
shall state the purpose of the capability and its performance in measurable terms. This subparagraph shall
identify and state the purpose of each input and output associated with the capability. This subparagrapn
shall identify the allocated or derived requirements that the capability satisfies or partially satisfies. If the
capability can be more clearly specified by decomposing it into constituent capabilities. the requirements
for each constituent capability shall be provided as one or more subparagraphs. Each constituent capability
shall be assigned a project-unique identifier that is derived from the identifier of the parent capability.

10.1.5.3 CSCI internal interfaces. This paragraph shall be numbered 3.3 and shall identify the in-
terfaces between the capabilities identified above. Each internal interface shall be identified by name and
project-unique identifier and a brief description of each interface shall be provided. including a summary
of the information transmitted over the interface. Internal interface diagrams depicting data flow. control
flow. and other relevant information may be used to aid in this description.
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FIGURE 1. Example external interface diagram.
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10.1.5.4 CSCI data element requirements. This paragraph shall be numbered 3.4 and shall specify
the information identified below, as applicable.

a. For data elements internal to the CSCI:

(1) Assign a project-unique identifier to the data element
(2) Provide a brief description of the data element
(3) ldentify the Units of measure required for the data element. such as seconds. meters. kilohertz.
etc.
(4) Identify the limit/range of values required for the data element (for constants provide the actual
value)
(5) Identify the accuracy required for the data element.
(6) Identify the precision or resolution required for the data element in terms of significant digits
(7) For data elements of the CSCI’s internal interfaces:
¢ Identify the interface by name and project-unique identifier
o [dentify the source capability of the data element by name and project-unique identifier
o Identify the destination capability of the data element by name and project-unique identifier.

b. For data elements of the CSCI's external interfaces:

(1) Identify the data elements by project-unique identifier

(2) Identify the interface by name and project-unique identifier

(3) Identify the source or destination capability. as applicable. by name and project-unique identit '
(4) Reference the Interface Requirements Specification in which the interface is specified.

10.1.5.5 Adaptation requirements. This paragraph shall be numbered 3.5 and shall be divided in:¢
the following subparagraplis to specify the requirements for adapting the CSCI to site-unique condition:
and to changes in the system environment.

10.1.5.5.1 Installation-dependent data. This subparagraph shall be numbered 3.5.1 and shall descrit <
the site-unique data required by each installation. Examples of such data are: site latitude and longitude.
radar ranges and areas of coverage, and prescribed safety limits. [n addition. this subparagraph shall
identify the CSCI capabilities in which these data are used.

10.1.5.5.2 Operational parameters. This subparagraph shall be numbered 3.3.2 and shall describe
parameters required by the CSCI that may vary within a specified range according to operational needs.
Examples of such data are: allowable trajectory deviations, navigation set model numbers. airplane perfor-
maance characteristics. interaction/isolation of sorties. missile performance characteristics. This subpara-
graph shall identify the CSCI capabilities in which these data are used.

10.1.5.6 Sizing and timing requirements. This paragraph shall be numbered 3.6 and shall specify the
amount and, if applicable, location of internal and auxiliary memory and the amount of processing time
allocated to the CSCI. This paragraph shall specify the resources required of both memory and the central
processing unit (CPU) for the CSCL

10.1.5.7 Safety requirements. This paragraph shall be numbered 3.7 and shall specify safety require-
ments that are applicable to the design of the CSCI. with respect to potential hazards to personnel.
property, and the physical environment.
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10.1.5.8 Security requirements. This paragraph shall be numbered 3.8 and shall specify security re-
quirements that are applicable to the design of the CSCI. with respect to potential compromise of sensitive
data. This paragraph shall identify which of the CSCI’s requirements are specified in the TCSEC. NCSC
interpretations of the TCSEC, and/or other applicable interproted trust requirements. Each of these re-
quirements shall be identified by a name and a reference to a section of the appropriate requirements
document.

10.1.5.9 Design constraints. This paragraph shall be numbered 3.9 and shall specify other requirements
that constrain the CSCI design, such as the use of a particular processing configuration. etc. This paragraph
shall identify the CSCI’s design constraints that are derived from the requirements of the TCSEC. NCSC
interpretations of the TCSEC, and/or other applicable interpreted trust requirements.

10.1.5.10 Software quality factors. This paragraph shall be numbered 3.10 and shall be divided into
subparagraphs, as appropriate, to specify each software quality factor identified in the contract or derived
from a higher level specification. Among the quality factors specified shall be any relevant quality factors
(such as resistance to penetration) that are derived from the requirements of the TCSEC, NCSC interpreta-
tions of the TCSEC, and/or other applicable interpreted trust requirements. These quality factors shall be
identified as derived from trust requirements. For each quality factor required. the method of compliance
shall be specified along with the requirements for that factor.

10.1.5.11 Human performance/human engineering requirements. This paragraph shall be num-
bered 3.11 and shall specify the applicable human factors engineering requirements for the CSCI. Theze
requirements shall include, as applicable, considerations for:

a. Human information processing capabilities and limitations

b. Foreseeable human errors under both normal and extreme conditions

c. Implications for the total system environment (include training. support. and operational envircr.-
ment).

10.1.5.12 Requirements traceability. This paragraph shall be numbered 3.12 and shall contain a map-
ping of the engineering requirements in this specification to the requirements applicable to this CSCI in the
§SS, PIDS, or CIDS. This paragraph shall identify the requirements that are trust-related. This paragraph
shall also provide a mapping of the allocation of the CSCI requirements from the SSS. PIDS. or CIDS to
the engineering requirements in this specification.

10.1.6 Qualification requirements. This section shall be numbered 4 and shall be divided into the fol-
lowing paragraphs to specify the qualification methods and any special qualification requirements necessary
to establish that the CSCI satisfies the requirements of sections 3 and 3.

10.1.6.1 Qualification methods. This paragraph shall be numbered 4.1 and shall specifv the qualifi-
cation methods to be used to ensure that the CSCI requirements of section 3 and 5 have been satisfied.
Among the qualification methods specified shall be any relevant qualification methods (such as formal meth-
ods of analysis) that are derived from the requirements of the TCSEC, NCSC interpretations of the TCSEC.
and/or other applicable interpreted trust requirements. These qualification methods shall be identified as
derived from trust requirements. A table similar to Table [ may be used to present this information.
Qualification methods include:

a. Demonstration. The operation of the CSCI (or some part of the CSCI) that relies un observable
functional operation not requiring the use of elaborate instrumentation or special test equipment.
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b. Analysis. The processing of accumulated data obtained from other qualification methods. Examples
are interpretation or extrapolation of test data.

c. Inspection. The visual examination of CSCI code. documentation. etc.
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TABLE . Example of a qualification cross-reference table.
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10.1.6.2 Special qualification requirements. This paragraph shall be numbered 4.2 and shall be
divided into appropriate subparagraphs to specify special requirements associated with qualification of the
CSCI. This paragraph shall identify and describe, if applicable, special tools. techniques (e.g.. test formulas.
algorithms), procedures, facilities, and acceptance limits. For each special test the following information
shall be specified: :

[

. A project-unique identifier for the test

b. The paragraph number(s) of the capability requirement(s) to which the test applies
c. A description of the test, such as peak-load stress test for 24 hr. duration

d. The level of the test (CSU, CSC, CSCI, segment, or system level).

10.1.7 Preparation for delivery. This section shall be numbered 5 and shall specifv the tvpe and
characteristics of the delivery media for the CSCI (e.g., 8 track magnetic tape 1600 BPI. 150 megabyvte
disk). In addition, this section shall specify the labeling, packaging, handling. and classification marking
requirements for the media, including the CSCI name and project-unique identifier. Any unique delivery
requirements shall also be specified in this section.

10.1.8 Notes. 'This section shall be numbered 6 and shall contain any general information that aids in
understanding this specification (e.g., background information, glossary. formula derivations). This section
shall include an alphabetical listing of all acronyms, abbreviations. and their meanings as used in thi:
document.

10.1.9 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance (e.g., charts, classified data). As applicable. each appendix shall be refer-
enced in the main body of the document where the data v.ould normally have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically
(A, B, etc.), and the paragraphs within each appendix be numbered as multiples of 10 (e.g.. Appendi:
A, paragraph 10, 10.1, 10.2, 20, 20.1. 20.2, etc.). Pages within each appendix shall be numbered alpha-
numerically as follows: Appendix A pages shall be numbered A-1, A-2. A-3. etc. Appendix B pages shall
be numbered B-1, B-2, B-3, etc.
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DATA ITEM DESCRIPTION

INTERFACE REQUIREMENTS SPECIFICATION DI-CMAN-800026A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Interface Requirements Specification (IRS) specifies the requirements for one or more interfaces
between one or more Computer Software Configuration Items (CSCls) and other configuration items or
critical items.

{continued on page 2)
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7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for data
generated under the work tasks described by paragraphs 53.1.2.4 and 5.2.2.2of DOD-STD-2167A. 3.4.2 and
3.4.7.1 of MIL-STD-483, and 3.1.3.2.5.2 of MIL-STD-490.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared ar.:
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. th:2
precise format must be specified.

icontinued on page .
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10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this specification using automated techniques is
encouraged. Specific content and format instructions for this specification are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out, a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation stvles.Charts. tables. matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readabie.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Fach page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes, each such volume shall restart the page numbering sequence.

icontinued on page 2)

DISTRIBUTION STATEMENT A. Approved for public reiease: distribution is nniimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The IRS specifies the requirements for the interfaceis) and enables the Government to assess whether
the implementation of the interface(s) complies with those requirements. Upon Government approval and
authentication. the [RS becomes the joint configuration control device for the interfaceisi and becomes
part of the Allocated Baseline.

3.3 The IRS is used by the contractor(s) as the basis for development of the interface(s).

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 Detailed design information for the interface(s) defined by the IRS is provided in the Interface Design
Document (IDD), D}-MCCR-SOO??A.

7.4 This DID supersedes DI-MCCR-80026 dated 4 June 1985.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers For hardcopy formats. this document may be printed on one or bo:..
sides of each page (single-sided/double-sided). All printed pages shall contain the document contr:.
number and the date of the document centered at the top of the page. Document control numbe--
shall include revision and volume identification as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase “T!.-
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readability. Thes..
subparagraphs shall be numbered sequentially.

f. Identifiers. The letters "X” and "Y" serve as identifiers {or a series of descriptions. For example. *he
subparagraphs described by 10.1.5.2 shall be structured as follows:

3.1 (Name and identifier of the first interface!.
3.1.1 Interface requirements
3.1.2 Data requirements
3.2 (Name of the second interface).
3.2.1 Interface requirements
3.2.2 Data requirements
3.3 ete.

g- Document structure. This specification shall consist of the foilowing:

(1) Cover

(2) Title page

(3) Table of contents

(4} Scope

(5) Applicable documents
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(6) Interface specification
(7) Notes
(8) Appendixes.

10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control number and date: Volume x of y (if multi- volume)]
[Rev. indicator: date of Rev.]

INTERFACE REQUIREMENTS SPECIFICATION
FOR THE
[SYSTEM NAME]
CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number|
Prepared for:
[Contracting Agency Name, department code]

Prepared by:

[contractor name and address]

Authenticated by Approved by
(Contracting agency) (Contractor)
Date Date

10.1.2 Table of contents. This specification shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure. table. and appendix. in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifi-
cation number and title of the interface(s) to which this IRS applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of

the system and shall identify and describe the role. within the system. of the interfaces to which this IRS
applies.
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10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this docuinent.

10.1.4 Applicable documents. This section shall be numbered 2 and shall be divided into the following
paragraphs.

10.1.4.1 Government documents. This paragraph shall be numbered 2.1. This paragraph shall begin
with one of the following two paragraphs. as applicable: (1) "The following documents of the exact issue
shown form a part of this specification to the extent specified herein. In the event of conflict between the
documents referenced herein and the contents of this specification, the contents of this specification shall
be considered a superseding requirement.” (2) "The following documents of the exact issue shown form
a part of this specification to the extent specified herein. In the event of conflict between the documents
referenced herein and the contents of this specification. the contents of this specification shall be considered
a superseding requirement, except for specification (enter number of next higher-tiered specification) listed
below.” The following paragraph shall appear at the conclusion of the list of documents: “Copies of
specifications, standards, drawings, and publications required by suppliers in connection with specified
procurement functions should be obtained from the contracting agency or as directed by the contracting
officer.” Government documents shall be listed by document number and title in the following order:

SPECIFICATIONS:

Federal
Military
Other Government Agency

STANDARDS:

Federal
Military
Other Government Agency

DRAWINGS:

(Where detailed drawings referred to in a specification are listed on an assembly drawing. it is only
necessary to list the assembly drawing.)

OTHER PUBLICATIONS:

Manuals
Regulations
Handbooks
Bulletins
etc.

10.1.4.2 Non-Government documents. This paragraph shall be numbered 2.2 and shall begin with
the following paragraph: "The following documents of the exact issue shown form a part of this specifi-
cation to the extent specified herein. In the event of conflict between the documents referenced herein
and the contents of this specification. the contents of this specification shall be considered a superseding
requirement.” The source for all documents not available through normal Government stocking activities
shall be listed. The following paragraph shall be placed at the conclusion of the list when applicable:
"Technical society and technical association specifications and standards are generally available for reference
from libraries. They are also distributed among technical groups and using Federal Agencies.” Non-
Government documents shall be listed by document number and title in the following order:
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SPECIFICATIONS:
STANDARDS:
DRAWINGS:

OTHER PUBLICATIONS:

10.1.5 Interface specification. This section shall be numbered 3 and shall be divided into the following
paragraphs and subparagraphs to specify the requirements for those interfaces to which this IRS applies.

10.1.5.1 Interface diagrams. This paragraph shall be numbered 3.1 and shall identify the interfaces
among the CSCIs, HWCls, and critical items to which this specification applies. One or more interface
diagrams, as appropriate, shall be provided to depict the interfaces. Each interface shall be identified by
name and project-unique identifier.

10.1.5.2 (Interface name and project-unique identified.) This paragraph shall be numbered 3.X
(beginning with 3.2), shall identify an interface by name and project-unique identifier. and shall state its
purpose. This paragraph shall identify the requirements that are trust-related. This paragraph shall be
divided into the following subparagraphs to specify the requirements for the interface and for the data
transmitted across the interface.

10.1.5.2.1 Interface requirements. This subparagraph shall be numbered 3.X.1 (beginning with 3.2.})
and shall specify the following, as applicable:

_ a. Whether the interfacing CSCIs are to execute concurrently or sequentially. If concurrently. the method
of inter-CSCI synchronization to be used. b. The communication protocol to be used for the interface. «¢.
The priority level of the interface.

10.1.5.2.2 Data requirements. This paragraph shall be numbered 3.X.2 (beginning with 3.2.2) ana
shall specify, in a data element definition table similar to Table L. the following information. as applicabl: .
for each data element transmitted across the interface: This paragraph shall describe any security-critical
data elements.

A project-unique identifier for the data element

o P

A brief description of the data element
The CSCI, HWCI, or critical item that is the source of the data element
The CSCI(s), HWCI(s). or critical item(s) that are the users of the data element

The Units of measure required for the data element, such as seconds. meters. kilohertz. etc.

B0

The limit/range of values required for the data element (for constants provide the actual value)

The accuracy required for the data element

R oo

The precision or resolution required for the data element in terms of significant digits.

10.1.6 Quality Assurance. This section shall be numbered 4 and shall state "NONE.”
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10.1.7 Preparation for delivery. This section shall be numbered 5 and shall state "NONE.

10.1.8 Notes. This section shall be numbered 6 and shall contain any general information that aids in
understanding this document (e.g., background information, glossary, etc.). This section shall include an
alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document.

10.1.9 Appendixes. Appendixes may be used to provide informatioL published separately for conve-
nience in document maintenance (e.g., charts. classified data). As applicable. each appendix shall be refer-
enced in the main body of the document where the data would normally have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shali be lettered alphabetically
(A, B, etc.), and the paragraphs within each appendix be numbered as multiples of 10 {e.g.. Appendix
A, paragraph 10, 10.1, 10.2, 20, 20.1. 20.2, etc.). Pages within each appendix shall be numbered alpha-
numerically as follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shall
be numbered B-1. B-2, B-3, etc.

PAGE 6 OF 6 PAGES




DATA ITEM DESCRIPTION

SOFTWARE DESIGN DOCUMENT DI-MCCR-80012A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Software Design Document (SDD) describes the complete design of a Computer Software Con-
figuration Item (CSCI). It describes the CSCI as composed of Computer Software Components (CSCs)
and Computer Software Units (CSUs).

(continued on page 2)

880229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for data
generated under work tasks described by paragraphs 5.3.2.1, 5.3.2.3. 5.4.2.1, 5.4.2.3. and 5.7.2.1 of DOD-
STD-21674, 3.4.7.2 of MIL-STD-483, and 3.1.3.3.5.1 and 3.1.3.3.5.2 of MIL-STD-490.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. ¢l
precise format must be specified.

{continued on page )

N4330

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been rai-
lored out, a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation stvles. Charts, tables, matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c¢. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerals
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divideqd
into volumes. each such volume shall restart the page numbering sequence.

{continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The SDD describes the allocation of requirements from a CSCI to its CSCs and CSUs. Prior to
Preliminary Design Review, the SDD is entered into the Developmental Configuration for the CSCI. Upon
completion of Physical Configuration Audit (PCA), the SDD. as part of the Software Product Specification.
is entered into the Product Baseline for the CSCIL

3.3 The SDD is used by the contractor for three primary purposes. nameiy: (1) present the preliminary
design at the Preliminary Design Review(s), (2) present the detailed design at the Critical Design Review(s).
and (3) use the design information as the basis for coding each CSU.

3.4 The SDD is used by the Government to assess the preliminary and detailed design of a CSCI.

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 An SDD is developed incrementally as follows:

a. Sections 1, 2, 3, 7, and 8 are produced during preliminary design and are presented at Preliminary
Design Review (PDR).

b. Sections 4. 5, and 6 are produced during detailed design and all other sections are updated. =
applicable. The complete SDD is presented at Critical Design Review (CDR).

7.4 In preparation for PCA, the SDD is incorporated into the Software Product Specification (SP:: .
DI-MCCR-80029A.

7.5 This DID supersedes DI-MCCR-80012, DI-MCCR-80028, and DI-MCCR-30031 dated 4 June 19573,

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats. this document may be printed on one or both
sides of each page (single-sided/double-sided). All printed pages shall contain the document control
number and the date of the document centered at the top of the page. Document control numbers
shall include revision and volume identification as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
(sub)paragraph shall...” may be written as muitiple subparagraphs to enhance readability. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letters "X” and "Y" serve as identifiers for a series of descriptions. For example. the
paragraphs and subparagraphs described by 10.1.6.1 shall be structured as follows:

4.1 (Name and identifier of the first CSC).

4.1.1 (Name and identifier of the first CSU)
1.1.2 (Name and identifier of the second CSU)
4.1.3 etc.

4.2 (Name and identifier of the second CSC).
4.2.1 etc.
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g. Document structure. This document shall consist of the following:

(1) Cover
(2) Title page
(3) Table of contents
(4) Scope
(5) Referenced documents
(6) Preliminary design
(7) Detailed design
(8) CSCI data
(9) CSCI data files
(10) Requirements traceability
(11) Notes
(12) Appendixes.
10.1.1 Title page. The title page shall contain the information identified below in the indicated format:
[Document control number and date: Volume x of y (if multi-volume))
[Rev. indicator: date of Rev.]
SOFTWARE DESIGN DOCUMENT
FOR THE
(CSCI NAME]
OF
[SYSTEM NAME]
CONTRACT NO. [contract number|
CDRL SEQUENCE NO. [CDRL number]
Prepared for:
(Contracting Agency Name. department code]

Prepared by:

(contractor name and address]

10.1.2 Table of contents. This document shall contain a table of contents listing the title and page
number of each titled paragraph and subparagraph. The table of contents shall then list the title and page
number of each figure. table. and appendix. in that order.
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10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved identifica-
tion number, title, and abbreviation, if applicable. of the system and the CSCI to which this SDD applies.
This paragraph shall identify the higher-level specification(s) containing the requirements from which the
design of this CSCI was derived.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system and the CSCI to which this SDD applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this document.

10.1.4 Referenced documents. This section shall be numbered 2 and shal} list by document number
and title all documents referenced in the SDD. This section shall also identifv the source for all documents
not available through normal Government stocking activities.

10.1.5 Preliminary design. This section shall be numbered 3 and shall be divided into the following
paragraphs to describe the preliminary design of the CSCI.

10.1.5.1 CSCI overview. This paragraph shall be numbered 3.1 and shall identify and describe :h~
role of the CSCI within the system to which this SDD applies. The overview shall identify and stat»
the purpose of each external interface of the CSCI. A system architecture diagram may be used to show
the relationships between this CSCI and the other Cls in the system. This overview shall identify ar !
describe the trust-related aspects of the CSCI’s role in the system. and of each of the CSCI's CSCI eztern:
interfaces. The description shall identify cach CSCI ezternal interface that is also a TCB interface.

10.1.5.1.1 CSCI architecture. This paragraph shall be numbered 3.1.1 and shall describe the internai
organizational structure of the CSCI. The Computer Software Components (CSCs) and sub-level CSC's
shall be identified and their purpose summarized. The relationships among the CSCs shall be described.
The relationship description shall identify and state the purpose of each CSC-to-CSC interface and shall
summarize the data transmitted via the interface. This paragraph shall identifv any non-developmentai
software to be incorporated into the CSCI. The CSCI top-level architecture may be illustrated graphically.
This paragraph shall identify the trust-related aspects of the purpose of each CSC and each CSC interface.
and shall identify each CSC interface that is also a TCB interface.

10.1.5.1.2 System states and modes. This paragraph shall be numbered 3.1.2 and shall identifv each
system state and mode in which the CSCI operates and the CSCs that execute in each state and mode.
A state/CSC table may be provided to illustrate the system states and modes that each CSC executes.
In addition, this paragraph shall describe the general flow of both execution control and data between
CSCs while operating in the different states and modes. A flow diagram(s) may be used to illustrate the
execution control and data flow in each state and mode.

10.1.5.1.3 Memory and processing time allocation. This paragraph shall be numbered 3.1.3 and shall
document the allocation of memory and processing time to the CSCs. The allocation may be ilustrated
by a memory/processing time table (see Table I).
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TABLE L. Example of a CSC memory/processing time table.
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10.1.5.2 CSCI design description. This section shall be numbered 3.2 and shall be divided into the
following subparagraphs to provide a design description of each CSC of the CSCI.

10.1.5.2.1 (CSC name and project unique identifier). This subparagraph shall be numbered 3.2.X
(beginning with 3.2.1), shall identify a CSC by name and project unique identifier. and shall state its
purpose, including a description of the trust-related aspects of the purpose. This subparagraph shall provide
the following information:

a. Identify the requirements allocated to the CSC from the applicable requirements specification(s).
Identify the requirements that are trust-related. If the CSC is composed of sub-level CSCs, some or
all of this information may be referenced and provided by the sub-level CSC description.

b. Describe the preliminary design of the CSC in terms of execution control and data flow. Identify
the data-flow of security-critical data. If a CSC is composed of sub-level CSCs, this description
shall identify the relationshsips among the sub-level CSCs. In addition this description shall identity
each CSCI internal interface documented in the Software Requirements Specification. that is to be
addressed by the CSC and its sub-level CSCs. as applicable. This information may be referenced
rather than duplicated for each sub-level CSC.

c. Identify the derived design requirements for the CSC and any design constraints imposed on or by the
CSC. Identify the derived design requirements that are trust-related. [dentify the design constrain:s
(such as modularity for B2 and higher systems) that are derived from requirements of the TCSEC
NCSC interpretations of the TCSEC, and/or other applicable interpreted trust requirements. If to-~
CSC is composed of sub-level CSCs, some or all 6f this information may be referenced and providec
by the sub-level CSC description.

10.1.5.2.1.1 (Sub-level CSC name and project unique identifier). This subparagraph shall -
numbered 3.2.X.Y (beginning with 3.2.1.1), shall identify a sub-level CSC by name and project uniqu-
identifier, shall state its purpose, and shall provide the information required by a through c above. Thi:
subparagraph does not apply if there are no sub-level CSCs. If this CSC is also composed of sub-leval
CSCs, each sub-level CSC shall be identified bv name and project unique identifier and rhe information
required by a through c above shall be provided in a separate subparagraph for each sub-level CSC.

10.1.6 Detailed design. This section shall be numbered 1 and shall be divided into the following para-
graphs and subparagraphs to describe the detailed design of each CSC.

10.1.6.1 (CSC name and project unique identifier). This paragraph shall be numbered 4.X { begin-
ning with 4.1), and shall be divided into the following subparagraphs to identify and describe each of the
Computer Software Units (CSUs) of a CSC. This paragraph shall describe the relationships of the CSUs
in terms of execution control and data flow between the CSUs of this CSC and shall identify all CSU
interfaces that are external to the CSC, and shall identify all CSU interfaces that are TCB interfaces. and
all data-flow of security-critical data. Eack CSU that is used by more than one CSC shall be described in
detail under one CSC and then referenced by the other using CSCs.

10.1.6.1.2 (CSU name and project unique identifier). This subparagraph shail be numbered 4.X.Y
(beginning with 4.1.1) and shall identify a CSU by name and project unique identifier and shall state the
purpose of the CSU, including the trust-related aspects of the CSU’s purpose. This subparagraph shall be
divided into the following subparagraphs to provide the design information for the CSTU.
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10.1.6.1.2.1 (CSU name) Design specification/constraints. This subparagraph shall be numbered
4.X.Y.1 (beginning with 4.1.1.1) and shall state the design requirements for the CSU. This subparagraph
shall identify the requirements allocated to the CSC that are to be satisfied or partially satisfied by
the CSU and shall ideatify any constraints on the design of the CSU. This subparagraph shall identify
which requirements are trust-related, and which design and implementation constraints (such as modularity
for B2 and higher systems) are derived from requirements of the TCSEC, NCSC interpretations of the
TCSEC, and/or other applicable interpreted trust requirements. The design requirements addressed in this
subparagraph shall include design requirements for the man-machine interface. as applicable.

10.1.6.1.2.2 (CSU name) Design. This subparagraph shall be numbered 4.X.Y.2 {beginning with
4.1.1.2) and shall specify the design of the CSU. If the CSU is to be coded in a programming language other
than the specified CSCI language, the programming language shall be identified and the rationale for its
use shall be provided. If the CSU resides in a library, this subparagraph shall identify the library by name
and project unique identifier, and the design document in which the library description can be found. The
detailed design information identified below shall be provided for the CSU. as applicable. This information
may be provided by automated tools or other techniques. such as a program design language. lowcharts.
or other design representations. This detailed design information shail identify and describe any aspects
that are relevant to trust-related requirements. including but not limited to: security-critical algorithms
(e.g. access mediation), handling of trust-related errors (e.g. authentication failure;. protection-critical
data structures, data files. or databases, and limitations imposed by trust requirements ie.g. resource usage
driven by covert channel concerns).

a. Input/output data elements. Identify and state the purpose of each input and output data elemen:
to the CSU. The design information for data elements shall be provided in section 3.

b. Local data elements. Identify and state the purpose of each data element that originates in the
CSU and is not used by any other CSU. Each data element shall be described in terms of name.
brief description, data type. data representation. size. units of measure, limit/range. accuracy. pre-
cision/resolution. and any other attributes of the data. This information may be provided in a CS7’
local data definition table.

c. Interrupts and signals. Identify and describe the interrupts and signals handled by the CSU. Identify
for each interrupt and signal. as appropriate. its source. purpose. priority. expected response and
response time, and minimum. maximum, and probable frequency of occurrence.

d. Algorithms. Identify, state the purpose. and describe in detail the algorithms to be incorporated into
the execution of the CSU. The aigorithms shail be described in terms of the manipuiation of input
and local data elements and the generation of output data elements.

e. Error handling. Identify and describe the error detection and recovery features of the CSU. inciuding
handling of erroneous input data and other conditions that affect the execution of the CSU.

f. Data conversion. Identify and describe any data conversion operations performed in order to imple-
ment the CSU’s interfaces.

)

Use of other elements. Describe the use of other elements that are used by the CSU including. but
not limited to:

(1) Other CSUs (e.g.. calls for library functions. calls for [/O services for access to databases. mass
storage devices. and real-time [/O channels).

(2) Shared data stored in a global memory (e.g.. databases or data files. tables. compool. datapool,
atc. .

f3) Input and output buffers. including message huffers.
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h. Logic flow. Describe the logic flow of the CSU in terms of items “a” through "g~ above. Describe
the conditions under which CSU execution is initiated and. if applicable. communication interface
features are invoked. and the conditions under which control is passed 1o other CSUs. as applicable. If
sequencing is dynamically controlled during the CSCI's operations. the method for sequence controi
and the logic and input conditions of that method shall be described. such as timing variations.
priority assignments. internal operations such as data transfer in and out of internal memory. sensing
of discrete input signals. and timing reiationships between interrupt operations with the CSCL

i. Data structures. Describe local data structures implemented by the CSU and any shared data
structures used by the CSU. Shared data structures shall be described under one CSU and referenced
thereafter by the sharing CSUs.

j. Local data files or database. If a data file(s) or a database are part of the local data of a CSU. state
the purpose of each file or database. the structure of each file or database in terms of records. fieids.
etc., and describe the access procedures. such as sequentiai or random.

k. Limitations. Describe any limitations or unusual features that restrict the performance of the CSU.

10.1.7 CSCI data. This section shall be numbered 5 and shail describe the global data elements within
the CSCI, identifying those CSCI global data elements that are protection-critical. For ease in readability
and maintenance. the information required below may be provided in one or more tabies. The ‘olowing
information shall be provided for each daca eiement. as applicable:

a. For data elements internal to the CSCI:

(1) Name of the data element

(2) A brief description

(3) The units of measure, such as knots. seconds. meters. feet. etc.

(4) The limit/range of values required for the data element (for constants provide the actual vaiue

{3) The accuracy required for the data element

(6) The precision/resolution in terms of significant digits

(7) For real time svstems. the {requency at which the data element is caiculated or refreshed. such
as 10 KHz. 30 Msec. etc.

(8) Legality checks performed on the data element

{9) The data type. such as integer. ASCII. fixed. real. enumeration. etc.

(10) The data representation, format

{11} The CSU project unique identifier where the data element is set or caicuiated

(12) The CSU project unique identifier(s) where the data ciement is used

(13) The data source from which the data is supplied. such as database or data ile. giobai common.
local common, compool, datapool, parameter. etc. Where applicable. each source shail be
identified by its project unique identifier.

b. For data elements of the CSCI’s external interfaces:

(1) Identify the data element
(2) Identify the interface by name and project unique identifier
{3) Reference the Interface Design Document (IDD) in which the external interface is described.

10.1.3 CSCI data files. This section shall be numbered 6 and shail be divided into the foilowing para-

graphs to describe each of the shared data files of the CSCI. These paragraphs saail :dentify the securiry-
critical data in the database.

PAGE X OF 9 PAGES




10.1.8.1 Data file to CSC/CSU cross reference. This paragraph shall be numbered 6.1 and shall
provide a mapping of each data file identified below to the CSCs and CSUs that use the data file.

10.1.8.2 (Data file name and project unique identifier). This subparagraph shali be numbered
6.X (beginning with 6.2) and shall identify by name and project unique identifier a data file of the CSCI
that is shared by more than one CSU. This paragraph shall state the purpose of the data file. identify
the maximum size of the file, and describe the file access method. such as random or sequentiai. This
paragraph shall provide a description of the structure and size of the records contained within the file. This
paragraph shall also provide a description of the data that is to reside in the file. The data description
shall include, as applicable, data type, data representation, size. units of measure. limit, range. accuracy.
precision/resolution, and any other design characteristics of the data. This information may be provided
in a file definition table.

10.1.9 Requirements traceability. This section shall be numbered 7 and shall provide traceabiiity of
the requirements allocated down to the CSU level of each CSC back to the requirements of the Software
Requirements Specification and Interface Requirements Specification. The traceability may be shown
graphically.

10.1.10 Notes. This section shall be numbered 3 and shall contain any general information that aids in
understanding this document (e.g., background information. glossary. formula derivationsi. This sectic n
shall include an alphabetical listing of all acronyms, abbreviations. and their meanings as used in i -
document.

10.1.11 Appendixes. Appendixes may be used to provide information published separately for conve-
nijence in document maintenance (e.g., charts, classified data). As applicable. each appendix shall be refer-
enced in the main body of the document where the data would normally have been provided. Appendixe:
may be bound as separate documents for ease in handling. Appendixes shall be lettered alphabeticaii:
(A, B, etc.), and the paragraphs within each appendix be numbered as multipies of 10 (e.g.. Append:
A, paragraph 10. 10.1, 10.2, 20. 20.1. 20.2. etc.). Pages within each appendix shail be numbered aipf.-
numerically as follows: Appendix A pages shall be numbered A-1. A-2, A-3. etc. Appendix B pages shail
be numbered B-1. B-2, B-3, etc.

10.1.11.1 Detailed Top-Level Specification. There shail be an appendiz which summarzes the detaiied
top-level specification of the CSCI. by enumerating all the TCB interfaces provided by the CSCI. and rross-
references each to the CSU section that describes the interface.
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DATA ITEM DESCRIPTION

INTERFACE DESIGN DOCUMENT ~ DI-MCCR-80027A-SDE

3.DESCRIPTION/PURPOSE

3.1 The Interface Design Document (IDD) specifies the detailed design for one or more interfaces between
one or more Computer Software Configuration Items (CSCls) and other configuration items or critical
items.

{continued on page 2)

880229 EC
7.APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for that
data generated under word tasks described by 5.3.2.2, 5.4.2.2, and 3.7.2.2 of DOD-STD-2167A. 3.4.7.2 ~f
MIL-STD-483, and 3.1.3.3.5.4 of MIL-STD-490.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is selected. the
precise format must be specified.

{continued on page . :

N4342

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this document using automated techniques is en-
couraged. Specific content and format instructions for this document are identified beiow.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been tai-
lored out, a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest level
paragraph heading need be included.

b. Use of alternate presentation stvies. Charts. tables. matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable. ;

c. Page numbering. Page numbering. Each page prior to Section 1 shall be numbered in lower-case
roman numerals beginning with page ii for the Table of Contents. Each page starting from Section
1 to the beginning of the appendixes shall be consecutively numbered in arabic numerals. If the
document is divided into volumes, each such volume shall restart the page numbering sequence.

(continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

3.2 The IDD and its companion Interface Requirements Specification (IRS) serve to communijcate and
control interface design decisions to the Government. Upon completion of Physical Configuration Audit.
the IDD becomes a part of the Product Baseline.

3.3 The IDD is used by the contractor(s) as the basis for software design of the interfacers).

3.4 The IDD is used by the Government to assess the design of the interfaces documented in the Interface
Requirements Specification.

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 The IDD is used to document the design for those interfaces specified by an IRS. DI-MCCR-R0026A.
The IDD completes the description of the interface(s).

7.4 The CSCI software components that implement the interface design information required by this DID
are described in a Software Design Document (SDD), DI-MCCR-R00124A. for each CSCIL.

7.5 This DID supersedes DI-MCCR-80027 dated 4 June 1985,

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats. this document may be printed on one or bor:
sides of each page (single-sided/double-sided). All printed pages shall contain the document contro:
number and the date of the document centered ai the top of the page. Document control numbers
shall include revision and volume identification as applicable.

e. Multiple (sub)paragraphs.All paragraphs and subparagraphs starting with the phrase “This
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readabiiity. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letters "X" and "Y™ serve as identifiers for a series of descriptions. For example. zhe
subparagraphs described by 10.1.3.2 shall be structured as foilows:

3.2 (First interface name and identifier)
3.2.1 Data elements
3.2.2 Message descriptions
3.2.3 Interface priority
3.2.4 Communications protocol
3.2.4.1 (First protocol name)
3.2.4.2 (Second protocol name)
3.2.4.3 etc.
3.3 (Second interface name and identifier) .

3.3.1 etc.

g. Document structure. This specification shall consist of the following:
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(1) Cover

(2) Title page

(3) Table of contents

(4) Scope

(3) Referenced documents
(6) Interface design

(7) Notes

(8) Appendixes.

10.1.1 Title page. The title page shall contain the information identified below in the indicated format:

(Document control number and date: Volume x of y (if multi-volume)]
(Rev. indicator: date of Rev.]
INTERFACE DESIGN DOCUMENT
FOR THE
(SYSTEM NAME]
CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number] |
Prepared for:
(Contracting Agency Name. department codej
Prepared byv:

‘contractor name and address|

Accepted by Approved by
(Contracting agency) - Contractor:
Date Date

10.1.2 Table of contents. This document shall contain a table of contents listing the :itle and Dage
number of each titled paragraph and subparagraph. The table of contents shail then list the title and Dage
number of each figure. table. and appendix. in that order.

10.1.3 Scope. This section shall be numbered | and shail be divided into the lodowing paragraocs.
10.1.3.1 Identification. This paragraph shail be numoered l.! and shail contain *ae approved gent:fi-

cation number. title. and if appiicable. abbreviation of the svstemis:. CSCli=.. and :nterfacets: o wnich
this IDD appiies.
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10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system and shall identify and describe the role of the interfaces. to which this DD applies. within the
system.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the purpose
and contents of this document.

10.1.4 Referenced documents. This section shall be numbered 2 and list by document aud titie ail
documents referenced in this document. This section shall also identify the source for all documents not
available through normal Government stocking activities.

10.1.5 Interface Diagrams. This paragraph shall be numbered 3.1 and shall specify for each CSCI
to which this [DD applies. its relationship to the other HWCIs, CSClIs. or critical items with which it
interfaces. This description may be provided by one or more interface diagrams. as appropriate.

10.1.5.2 (Interface name and project-unique identifier). This paragraph shall be numbered 3.X
(beginning with 3.2), shall identify an interface by name and project-unique identifier. and shall state its
purpose. This paragraph shall be divided into the following subparagraphs to describe the design of the
interface: This paragraph shall describe any trust-reiated aspects of the purpose of the interface.

10.1.5.2.1 Data elements. This subparagraph shall be numbered 3.X.1 (beginning with 3.2.1) and sh+
provide, in a data element definition table. the following information. as applicable. for each data elemer.
transmitted across the interface:

a. A project-unique identifier for the data element

b. A brief description of the data element including an indication of whether the data element 1s securits-
critical.

The CSCI, HWCI, or critical item that is the source of the data element
The CSCI(s), HWCI(s), or critical item(s) that are the users of the data eiement

g o

The units of measure required for the data element, such as seconds. meters. kilohertz. etc.
The limit/range of values required for the data eiement (for constants provide the actuai vaiue]

The accuracy required for the data element

w0

The precision or resolution required for the data eiement in terms of significant digits

The frequency a¢ which the data element is calculated or refreshed. such as 10 KHz or 30 sec

—-
.

. Legality checks performed on the data element

[ S

k. The data type. such as integer, ASCIL. fixed. real, enumerated. etc.
l. The data representation/format

m. The priority of the data clement.

10.1.5.2.2 Message descriptors. This subparagraph shall be numbered 3.X.2 (beginning with 3.2.2:,
shall identify each message transmitted across the interface bv name and project-nnique identifier. and
shall describe the assignment of data elements to each message. A cross-reference of »ach message to the
data elements that embody the message shall be provided. In addition. a cross-reference of each data
element to the messagers: of which it is a part shail aiso be provided. Cross-references may be provided
as an appendix and referenced in this subparagraph.

PAGE 4 OF 3 PAGES




80

10.1.5.2.3 Interface priority. This subparagraph shall be numbered 3.X.3 {beginning with 3.2.3) and
shall specify the relative priority of the interface and of each message transmitted across the intertace.

10.1.5.2.4 Communications protocol. 10.1.5.2.4 Communications protocol. This subparagraph shall
be numbered 3.X.4 (beginning with 3.2.4) and shall be divided into the following subparagraphs to describe
the commercial, military, or proprietary communications protocols associated with the interface.

10.1.5.2.4.1( Protocol name). This subparagraph shall be aumbered 3.X.4.Y (beginning with 3.2.+.0).
shall identify a protocol by name and shall describe the tnchnical details of the protocol. This subparagraph
shall address the following communications specification details, as applicable:

a. Fragmentation and reassembly of messages

b. Message formatting

c. Error control and recovery procedures, including fauit tolerance features

d. Synchronization, including connection establishment, maintenance. termination. and timing

e. Flow control, including sequence numbering, window size. and buffer allocation

f. Data transfer rate, whether it is periodic or aperiodic. and minimum intervai between rransfers
g. Routing, addressing, and naming conveaiions

h. Transmission services. including priority and grade

i. Status. identification. notification. and any other reporting features

j. Security, including encryption. user authentication. compartmentalization. and auditing.

10.1.6 Notes. This section shall be numbered + and shall contain any general information that aids :
understanding this document (e.g., background information, glossary. formula derivations). This sectic .

shall include an alphabetical listing of all acronyms. abbreviations. and their meanings as used in ...
document.

10.1.7 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance (e.g.. charts. classified data). As applicable. each appendix shail be refer-
enced in the main body of the document where the data would normally have been provided. Appendixes
may be bound as separate documents for ease in iandling. Appendixes shall be lettered alphabeticaily
(A, B. etc.). and the paragraphs within each appendix be numbered as multiples of 10 1e.2.. Appendix
A. paragraph 10. 10.1, 10.2, 20. 20.1. 20.2. etc.). Pages within each appendix shall be numbered alpna-
numericaily as follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shail
be numbered B-1, B-2, B-3. etc.
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DATA ITEM DESCRIPTION

SOFTWARE DEVELOPMENT PLAN DI-MCCR-800030A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Software Development Plan (SDP) describes a contractor’s plans for conducting software devei-
opment.

3.2 The SDP is used to provide the Government insight into the organization(s) responsible for performing
software development and the methods

icontinued on page 2)

380229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description { DID) contains the format and content preparation instructions for that
data generated under the work tasks described by paragraph 4.1.3. 4.3.3. and +.4.1 of DOD-STD-2167A.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared and
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is seiected. tue
precise format must be specified.

{continued on dage 7|

N4344

10. PREPARATION INSTRUCTIONS

10.1 Reference document. The applicable issue of the document cited herein. including its approvai date
and dates of any applicable amendments. notices. and revisions. shall be as specified in the contract.

10.2 Content and format instructions. Production of this plan using automated techniques is encouraged.
Specific content and format instructions for this plan are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagrapn has been :ai-
lored out. a statement to that effect shall be added directly following the heading of each such
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. only the highest levei
paragraph heading need be included.

b. Use of alternate presentation styles. Charts, tables. matrices. or other presentation styles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerais
beginning with page ii for the Table of Contents. Each page starting from Section | to the beginning
of the appendixes shall be consecutively numbered in arabic numerals. If the document is divided
into volumes. each such volume shall restart the page numbering sequence.

{continued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is unlimited.
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3. DESCRIPTION/PURPOSE (continued)

and procedures to be followed by thece organization(s).

3.3 The SDP is used by the Government to monitor the procedures. management. and contract work
effort of the organizations performing software development.

7. APPLICATION/INTERRELATIONSHIP (continued)

7.3 The SDP may reference other documents (e.g., system configuration management plan) that specifyv
the information required by this DID. The appropriate information shall be incorporated as a separate
volume and delivered with the SDP.

7.4 This DID supersedes DI-MCCR-80009. DI-MCCR-30011. DI-MCCR-30030 dated 4 June 19%85.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy {ormats. this document mayv be printed on one or bo .
sides of each page (single-sided/double-sided). All printed pages shall contain the document cont: .
number and the date of the document centered at the top of the page. Document control numbe:

0]

shall include revision and volume identification as applicable.

. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "Th.

(sub)paragraph shall...” may be written as miultiple subparagraphs to enhance readability. The:-

subparagraphs shall be numbered sequentially.

7.3.3.1 (First review board name) procedures.
7.3.3.2 (Second review board name) procedures.
7.3.3.3 etc.

. Document structure. This plan shall consist of the following:

(1) Cover

(2) Title page

{3) Table of contents

(4) Scope

{3) Referenced Documents

(6) Software development management
(7) Software engineering

(8) Formal qualification testing

(9) Software product evaluations
(10) Software configuration management
(11) Other software development functions
(12) Notes
(13) Appendixes.

. Identifiers. The letter "X serves as an identifier for a series of descriptions.

PAGE

For exampie. i
subparagraphs describing review board procedures (see 10.2.9.3.3.1; shall be structured as ‘odows:
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10.2.1 Title page. The title page shall contain the information identified below in the indicated format:

[Document control aumber and date: Volume x of y (if multi-volume)]
[Rev. indicator: date of Rev.]
SOFTWARE DEVELOPMENT PLAN
FOR THE

[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number|
Prepared for:
(Contracting Agency Name, department codej
Prepared by:

[contractor name and address|

10.2.2 Table of contents. The software development plan shall contain a table of contents listing 7z -
title and page number of each titled paragraph and subparagraph. The table of contents shall then list rhe
title and page number of each figure. table, and appendix. in that order.

10.2.3 Scope. This section shall be numbered 1 and shall be divided into the following paragrapas.

10.2.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved :dentifi-
cation number, title, and abbreviation. if applicable. of the svstem to which this SDP appiies. [t shail aiso
identify the CSCIs to which the planx applies. If the SDP applies to ail CSCIs in the svstem. this shall be
stated. If it applies to selected CSClIs. the applicable CSCls shall be named by title. abbreviation. and
identifier. :

10.2.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose of
the system and the CSCI(s) to which this SDP applies.

10.2.3.3 Document overview. This paragraph shall be numbered 1.3 and shall summarize the surpose
and contents of this document.

10.2.3.4 Relationship to-other plans. This paragraph shall be numbered 1.4 and shail describe the
relationship. if any. of the SDP to related project management plans. This paragraph shail identify the
Philosophy of Protection document as containing the Verification Plan required by the TCSEC | if appiica-
ble). This paragraph shall also identify the Software Trvst Plan document. the Software Test Description

PAGE 3 OF 15 PAGES




84

documents, and the Software Test Plan documents as providing the test documentation required by the
TCSEC. For the TCSEC requirements for configuration management documentation. this paragraph shail
identify the configuration management section of this Software Development Plan document.

10.2.4 Referenced documents. This section shall be numbered 2 and shall list by document number
and title all documents referenced in this plan. This section shall also identify the source for all documents
not available through normal Government stocking activities.

10.2.5 Software development management. This section shall be numbered 3 and shail be divided
into the following paragraphs and subparagraphs to describe the planning associated with software devel-
opment management activities.

10.2.5.1 Project organization and resources. This paragraph shall be numbered 3.1 and shall be
divided into the following subparagraphs to describe the project organization and the project resources ot
the contractor.

10.2.5.1.1 Contractor facilities. This subparagraph shall be numbered 3.1.1 and shail provide a descrip-
tion of the contractor’s facilities to be used for the contracted effort. This subparagrapn shall nighlignt
secure areas and briefly identify the nature of the secure activity. This subparagrapn shall also nighiight
the location of project specific resources such as the software engineering environment and software te:-
environment.

10.2.5.1.2 Government furnished equipment, software, and services. This subparagrapn shail >
numbered 3.1.2 and shall summarize all Government furnished equipment. software. services. and facilitic:
required for the contracted effort. A schedule detailing when these items will be needed snail also oe
included. This subparagraph shall highlight all required items not listed in the System/Segment Specis.-
cation, Prime Item Development Specification. or Critical [tem Development Specification. as appiicabi-.

10.2.5.1.3 Organizational structure. This subparagraph shall be numbered 3.1.3 and shall provide za
overview of the contractor’s software project organizational structure. This subparagrapn snail identiry
the authority and responsibilities of each organization. This information may be provided grapaicaily.

10.2.5.1.4 Personnel. This subparagraph shall be numbered 3.1.4 and shall ideatify the fotai aumber
of personnel necessary to complete the software development project. This summary shail indicate :he
total number of personnel for project management. software engineering, formal software testing. software
product evaluations, software configuration management and any other functions identified in this pian.

10.2.5.2 Schedule and milestones. This paragraph shall be numbered 3.2 and shall be divided into the
following subparagraphs.

10.2.5.2.1 Activities. This subparagraph shall be numbered 3.2.1 and shall briefly describe each software
development activity of the project and its associated schedule. based on the contract master scheduie +if
applicable). The development schedule shall also indicate ail significant events. such as reviews. audits. xev
meetings, etc. The schedule may be provided graphicallv. For each activity. the scheduie shall indicate:

a. Activity initiation

b. Availability of d.aft and final copies of formal and informal documentation
¢. Activity completion

d. Areas of high risk.
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10.2.5.2.2 Activity network. This subparagraph shall be numbered 3.2.2 and shall describe the sequen-
tial relationship among the activities of the project. This subparagraph shall include identification of those
activities that impose the greatest time restrictions on project completion and those activities with an
excess of time for completion. This information may be provided graphically.

10.2.5.2.3 Source Identification. This subparagraph shail be numbered 3.2.3 and shall identify and de-
scribe the source of the required resources (software, firmware, and hardware) for the software development
effort. This subparagraph shall provide a plan for obtaining the required resources and shall indicate the
need date and availability of each resource item.

10.2.5.3 Risk management. This paragraph shall be numbered 3.3 and shall describe the contractor's
procedures for managing areas of risk to successful project completion. This paragraph shall:

a. Identify the areas of risk to successful project completion and prioritize them.

b. Identify the constituent risk factors that contribute to the potential occurrence of each risk.

c. Document pracedures for monitoring the risk factors and for reducing the potential occurrence of
each risk.

d. Identify contingency procedures for each area of risk. as appropriate.

10.2.5.4 Security. This paragraph shall be numbered 3.4 and shall describe the contractor’s plans or im-
plementing the security requirements of the contract including those of the TCSEC. NCSC interpretations
of the TCSEC. and/or other applicable interpreted trust requirements.

10.2.5.5 Interface with associate contractors. This paragraph shall be numbered 3.5 and shall de-
scribe the contractor’s pian for coordinating design and data management efforts to ensure compatibility 2:
interfaces with associate contractors (i.e. where two or more contractors are participating in development
or production of the system).

10.2.5.6 Interface with software IV&YV agent(s). This paragraph shall be numbered 3.6 and shail
describe the contractor’s plans for interfacing with the software independent verification and vaiidation
(IV&V) agent(s), if applicable.

10.2.5.7 Subcontractor management. This paragraph shall be numbered 3.7 and shail describe the
contractor’s plans for managing subcontractors.

10.2.5.8 Formal reviews. This paragraph shall be numbered 3.3 and shall desc-ibe the contractor's
internal procedures for preparing for and conducting formal reviews.

10.2.5.9 Software development library. This paragraph shall be numbered 3.9 and shall describe the
software development library (SDL) to be used by the contractor for controlling the software and associated
documentation. This paragraph shall include a description of the contractor’s procedures and methods for
establishing and implementing the SDL and the contractor’s access and control procedures for data stored
in the SDL.

10.2.5.10 Corrective action process. This paragraph shall be numbered 3.10 and shail describe the
corrertive action process to be implemented.
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10.2.5.11 Problem/change report. This paragraph shall be numbered 3.11 and shall describe the
format to be used for problem/change reports. These reports are used to document problems detected in
the software or its documentation and to describe the corrective action needed to resolve the problems.
Candidate data items for the report include:

a. System or project name - The name of the system or development project to which this report applies.

b. Originator - The name, telephone number, and designation of the persons or organization(s) submit-
ting the report.

c. Problem number - The assigned problem number.

d. Problem name - A brief phrase descriptive of the problem and descriptive of similar problems. if
applicable.

e. Software element or document affected - The specific software element(s), document(s; paragraphis .
or both to which the report applies, including appropriate configuration identification and version
number, if applicable.

f. Origination date - The date the report is first submitted.

Category and priority - See Appendix C of DOD-5TD-2167.

aa

h. Description of problem - A description of the problem and the conditions. inputs. and equipmer.:
configuration under which the problem arises. A description of the activities leading up to probler:
occurrence. Sufficient problem information to permit duplication and analysis. Relationship to oth+ -
reported problems and modifications.

i. Analyst - The name. telephone number, and organization of the individual assigned ro analyze i~
problem.

j. Date assigned - The date the analyst was assigned.
k. Date complete - The date the analysis was completed.
l. Analysis time - The time required to anaiyze the problem.

m. Recommended solution - After anaiysis of the problem. the recommended solution and aiternative
solutions. if available. The nature of the recommended solution by a short descriptive phrase. When
applicable, supporting rationale and test resuits.

n. Impacts - The cost, schedule. and interface impacts if the solution is approved. Also. pertormance
impacts if the solution is not approved. As applicabie. the impact on other systems. configuration
items, other contractors, system employment. integrated logistics support. syslem resources. training.
etc. :

0. Problem status - The problem status designated by configuration control procedures.

p. Approval of solution - To be designated by the cognizant configuration control authority.

q. Follow-up action - Actions following resolution of the problem.

r. Corrector - The name. telephone number. and organization of the individual correcting the proolem.
s. Correction date - The date the problem was corrected.

t. Version number - The version in which the problemn was corrected.
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u. Correction time - The time required to correct the problem.

v. Implementation solution - A brief description of the implemented solution to the problem.

10.2.6 Software engineering. This section shall be numbered 4 and shall be divided into the following
paragraphs and subparagraphs to describe the planning associated with software engineering activities.

10.2.6.1 Organization and resources - software engineering. This paragraph shall be numbered
4.1 and shall be divided into the following subparagraphs to describe the organizationis) responsibie and
the resources necessary for software engineering activities.

10.2.6.1.1 Organizational structure - software engineering. This subparagraph shall be numbered
4.1.1 and shall describe the organization(s) responsible for performing the software engineering activities.
This subparagraph shall include the authority and responsibilities of each organization and its relationship
to other organizational entities such as the organization(s) responsible for performing soitware quality
evaluations. If more than one organization is involved. the precise structure. personnel. and resources of
each organization and their interrelationships shall be highlighted.

10.2.6.1.2 Personnel - software engineering. This subparagraph shall be numbered 4.1.2 and shall
describe the number and skill leveis of personnel who will perform the software engineering activities.
The personnel shall be described by title and minimum qualifications for the position. In addition. this
subparagraph shall specify any requirements unique to particular positions. such as geographic locatiorn.
security level, extended hours, etc.

10.2.6.1.3 Software engineering environment. This subparagraph shall be numbered 4.1.3 and snaii
be divided into the following subparagraphs to identify and describe the plans for establishing and main-
taining the resources (software, firmware, and hiardware) necessary to perform the software engineerinz
activities.

10.2.6.1.3.1 Software items. This subparagraph shall be numbered 4.1.3.1 and shall identifv :he soft-
ware items, such as operating systems, compilers. code auditors. dynamic path analvzers. test drivers.
preprocessors. test data generators. post-processors. etc.. necessary to perform the software engineering
activities. This subparagraph shall describe the purpose of each item and shall identify anv ciassified
processing or security issues associated with the software items.

10.2.6.1.3.2 Hardware and firmware items. This subparagraph shail be numbered +.:.3.2 and shail
identify the computer hardware, interfacing equipment. and firmware items that wiil be used in *he software
engineering environment. This subparagraph shall describe the purpose of each item and shall identifv anv
classified processing or security issues associated with the hardware or firmware items.

10.2.6.1.3.3 Proprietary nature and Government rights. This subparagraph shall be anumbered
4.1.3.3 and shall identify the proprietary nature and Government rights associated with each item of the
software engineering environment.

10.2.6.1.3.4 Installation, control, and maintenance. This subparagraph shall be numbered 4.1.3.4
and shall identify the contractor’s plans for installing and testing each item of the software engineering
environment prior to its use. This subparagraph shall also describe the contractor’s pians for controiling
and maintaining each item of the software engineering environment.
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10.2.6.2 Software standards and procedures. This paragraph shall be numbered 4.2 and shall be
divided into the following subparagraphs to describe the software standards and procedures the contractor
plans to use.

10.2.6.2.1 Software development techniques and methodologies. This subparagraph shail be aum-
bered 4.2.1 and shall identify and describe the techniques and methodologies the ~ontractor pians to use
to perform:

a. Software Requirements Analysis
b. Preliminary Design

Detailed Design

Coding and CSU Testing

CSC Integration and Testing
CSCI Testing.

Included among these techniques shall be those required by the TCSEC /i.e. penetration testing, covert
channel analysis, and verification, as applicable depending on the TCSEC level of the system,. The ae-
scription of these techniques shall indicate that they are required by the TCSEC.

™m e Ao

10.2.6.2.2 Software development files. This subparagraph shall be numbered +.2.2 and shail define the
contractor’s plans, including the respousible organization(si, for the creation and maintenance or soitware
development files (SDFs). This subparagraph shall define the format and contents of the SDF's and descr:”
the procedures for maintaining SDF's.

10.2.6.2.3 Design standards. This subparagraph shall be numbered 4.2.3 and shall describe the desig=
standards the contractor plans to use in developing the software. [nciuded among these design standarr.
shall be standards intended to meet the design requirements of the TCSEC 'e.g. moduiarity ‘or B2 ar :
higher systems). The standards shall be identified as such.

10.2.6.2.4 Coding standards. This subparagraph shall be numbered 4.2.4 and shail describe the codics
standards the contractor pians to use in developing the software.

10.2.6.3 Non-developmental software. This paragraph shall be numbered 4.3 and shaidl identirv and
describe each non-developmental software item. such as commercially avaiiable. reusabie. and Govera-
ment furnished software, to be incorporated into the deliverabie software. This subparagraph shall briedy
describe the rationale for the use of each non-developmental software item.

10.2.7 Formal qualification testing. This section shall be numbered 5 and shail be divided into rhe
following paragraphs and subparagraphs to describe the planning associated with formal gquaiification
testing activities.

10.2.7.1 Organization and resources - formal qualification testing. This paragraph shall be aum-
bered 5.1 and shall be divided into the following subparagraphs to describe the organization:s) responsibie
and the resources necessary for formal qualification testing.

10.2.7.1.1 Organizational structure - formal qualification testing. This subparzgraph shail be num-
bered 5.1.1 and shall describe the organization(s) responsible for performing formal qualification testing.
This subparagraph shall include the authority and responsibilities of »ach organization and its reiationship
to other organizational entities such as the organizatiou(s) responsible for performing software engineer-
ing. If more than one organization is involved. the precise structure. personnel. and resources of each
organization and their interrelationships shall be highlighted.
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10.2.7.1.2 Personnel - formal qualification testing. This subparagraph shall be numbered 53.1.2 and
shall describe the number and skill levels of personnel who will perform the formal qualification testing
activities. The personnel shall be described by title and minimum qualifications for the position. [n addi-
tion, this subparagraph shall specify any requirements unique to particular positions. such as geographic
location, security level, extended hours, etc.

10.2.7.2 Test approach/philosophy. This paragraph shall be numbered 5.2 and shail describe the
contractor’s approach/philosophy for performing formal qualification testing.

10.2.7.3 Test planning assumptions and constraints. This paragraph shall be numbered 3.3 and
shall describe any assumptions that were made in test planning and any constraints imposed upon formal
qualification testing by the contracting agency.

10.2.8 Software product evaluations. This section shall be numbered 6 and shall be divided into
the following paragraphs and subparagraphs to describe the planning associated with software product
evaluation activities.

10.2.8.1 Organization and resources - software product evaluations. This paragraph shall be num-
bered 6.1 and shall be divided into the following subparagraphs to describe the organization:s) responsibie
and the resources necessary for software product evaluations.

10.2.8.1.1 Organizational structure - software product evaluations. This subparagrapn shail he
numbered 6.1.1 and shall describe the organization(s) responsible for performing the software produ:s
evalunations. This subparagraph shall include the authority and respoasibilities of each organization and'i-s
relationship to other organizational entities such as the organization(s) responsible for performing aoftwa'e
engineering. If more than one organization is involved. the precise structure. personnel. and resources .»{
each organization and their interrelationships shall be highlighted.

10.2.8.1.2 Personnel - software product evaluations. This subparagraph shall be numbered 6...2
and shall describe the number and skill levels of personnel who will perform sortware product svalua-
tions. The personnel shall be described by title and minimum qualifications for the position. In addition.
this subparagraph shall specify any requirements unique to particular positions. such as geograpiic loca-
tion, security level, extended hours, etc. The personnel described shall include personnel for any relevant
TCSEC-required evaluation method (e.g. penetration testing, covert channel anaiysis. depending on the
TCSEC level of the system). These evaluation methods shail he identified as being required by the TCSEC.

10.2.8.2 Software product evaluations procedures and tools. This paragraph shall be numbered
6.2 and shall be divided into the following subparagraphs.

10.2.8.2.1 Procedures. This subparagraph shall be numbered 6.2.1 and shall identify and describe the
procedures that will be used to evaluate the software and associated documentation.

10.2.8.2.2 Tools. This subparagraph shall be numbered 6.2.2 and shall identifv and describe the toois
to be used in the software product evaluations. Tool descriptions shall identify each tool's purpose in
the evaluation process. To reduce duplication. references may be made to tools thac are aiso used in the
software engineering or software test environments.
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10.2.8.3 Subcontractor products. This paragraph shall be numbered 6.3 and shall describe the con-
tractor’s plans and procedures for evaluating the adequacy of requirements established for subcontractors
and for evaluating subcontractor products.

10.2.8.4 Software product evaluation records. This paragraph shall be numbered 6.4 and shall de-
scribe the contractor’s plans for preparing and maintaining records of each product evaluation performed.
It shall identify the formats to be used and the information to be recorded for each evaluation. [t shall aiso
describe plans for maintaining the records and for making them available for cont: :ting agency review.

10.2.8.5 Activity-dependent product evaluations. This paragraph shall be numbered 6.5 and shall
be divided into subparagraphs to describe the contractor’s plans for conducting product evajuations of each
software development product. This subparagraph shall explain any planned modifications or additions to
the evaluation criteria required by DOD-STD-2167. The following subparagraphs shall address plans for
product evaluations conducted during each of the software development activities {i.e.. Svstem Require-
ments Analysis/Design, Software Requirements Analysis. Preliminary Design. Detaiied Design. Coding
and CSU Testing, CSC Integration and Testing, CSCI Testing, and Svstem Integration and Testing).

10.2.8.5.1 Software products evaluation - (activity name). This subparagraph shail be numbered
6.3.X (beginning with 6.5.1) and shall describe the contractor’s plans for conducting evaluations of each
of the products of an activity. The description shall identify the specific products to be evaiuated. F--
each product to be evaluated, the evaluation criteria to be used and the evaiuation procedures and tc: .
to be employed shall be identified. For evaluations performed on items contained in SDFs. the method
selecting the sample and the percentage of the items to be evaluated shall be specified.

10.2.9 Software configuration management. This section shall be numbered T and shall be divide.
into the following paragraphs and subparagraphs to describe the planning associated with software confiz
uration management (CM) activities.

10.2.9.1 Organization and resources - configuration management. This paragraph shail be aun:-
bered 7.1 and shall be divided into the following subparagraphs to describe “. : organizationisi responsibie
and the resources necessary for configuration management.

10.2.9.1.1 Organizational structure - configuration management. This subparagraph snall be num-
bered 7.1.1 and shall describe the organization(s) responsible for performing configuration management.
This subparagraph shall include the authority and responsibilities of each organization and its relationship
to ather organizational entities such as the organization(s) responsible for performing soitware =ngineer-
ing. If more than one organization is involved. the precise structure. personnel. and resources of each
organization and their interrelationships shall be highlighted.

10.2.9.1.2 Personnel - configuration management. This subparagraph shall be numbered 7.1.2 and
shall describe the number and skill levels of personnel who will perform configuration management. The
personnel shall be described by title and minimum qualifications for the position. In addition. this subpara-
graph shall specify any requirements unique to particular positions. such as geographic location. security
level, extended hours, etc. ~

10.2.9.2 Configuration identification. This paragraph shall be numbered 7.2 and shall be divided into
the following subparagraphs.
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10.2.9.2.1 Developmental configuration identification. This subparagraph shall be numbered 7.2.1
and shall ideatify the contractor’s internal Developmental Configuration(s) to be used in the development
of the CSCI(s). For each Developmental Configuration identified, the method of establishing it shall be
described and the contents shall be listed.

10.2.9.2.2 Identification methods. This subparagraph shall be numbered 7.2.2 and shall describe the
methods to be used in identifying (e.g., naming, marking, numbering) CSCI(s), CSCs. CSUs, and docu-
mentation. This subparagraph shall also describe how revisions to the CSCl(sj. CSCs. CSUs. and docu-
mentation shall be identified.

10.2.9.3 Configuration control. This paragraph shall be numbered 7.3 and shall be divided into the
following subparagraphs to provide a detailed description of the procedures to be used in controlling changes
to and maintaining the Developmental Configuration(s) and internally coantrolled documentation.

10.2.9.3.1 Flow of configuration control. This subparagraph shall be numbered 7.3.1 and shail de-
scribe the process by which problems and changes are submitted. reviewed. and subsequently approved or
disapproved. This description may be accomplished graphically by a configuration controi dow chart : see

Figure 1).

10.2.9.3.2 Reporting documentation. This subparagraph shall be numbered 7.3.2 and shall be divided
into the following subparagraphs to describe or reference the description of the reporting documentation.
such as Specification Change Notices and Engineering Change Proposals. to be used in controlling software
problems and changes.

10.2.9.3.2.1 (Report name). This subparagraph shall be numbered 7.3.2.X i beginning with 7.3.2.1} anc
shall describe or reference the format. contents. and instructions for compieting the report.

10.2.9.3.3 Review procedures. This subparagraph shall be numbered 7.3.3 and shail be divided into
the following subparagraphs to describe the purpose of. and the procedures to be emploved by. any review
boards associated with the flow of configuration controi.

10.2.9.3.3.1 (Review board name) procedures. This subparagraph shail be aumbered 7.3.3.X . be-
ginning with 7.3.3.1) and shall describe the purpose of and the procedures to be followed by the review
board. This subparagraph shall also describe how the procedures used by the review board. in conjunction
with the configuration identification scheme. provide historical traceability.

10.2.9.3.4 Storage, handling, and delivery of project media. This subparagraph shall be numbered
7.3.4 and shall describe the methods and procedures to be used to formally control the storage. handling,.
and delivery of deliverable software and documentation (including master copies) during the development
process.

10.2.9.3.5 Additional control. This subparagraph shall be numbered 7.3.5 and shall identify any addi-
tional configuration control activities not discussed above.

10.2.9.4 Configuration status accounting. This paragraph shall be numbered 7.4 and shall define
the configuration status accounting system to be used. The content. formac and purpose of the status
accounting records and reports shall be described.
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10.2.9.5 Configutation audits. This paragraph shall be numbered 7.3 and shall describe the contrac-
tor’s plans for supporting or conducting configuration audits. as applicable. The description of how the
configuration status accounting reports and retords should be used in conducting these audits shall be

included.
10.2.9.6 Preparation for specification authentication. This paragraph shall be numbered 7.6 and

shall describe the contractor’s procedures to prepare for and respond to authentication of the applicabie
specifications. This paragraph shall include the procedures for:
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a. Submitting specifications to the contracting agency for review and authentication.

b. Ensuring the incorporation of approved changes.
¢. Updating the configuration status accounting reports to reﬂect approved baseline(s

10.2.9.7 Configuration management major milestones. This paragraph shall be numbered 7.7 and
shall identify the major internal and Government milestones related to software configuration management
for the contractual effort.

10.2.10 Other software development functions. This section shall be numbered 3 and shall be divided
into the following paragraphs and subparagraphs to describe any other contractor functions involved in the
software development effort. Included among these other functions shall be those required by the TCSEC:
modeling, formal analysis, verification, covert channel analysis, and penetration testing (depending on the
TCSEC levei of the system). These techniques shall be identified as being required by the TCSEC.

10.2.10.1 (Function name). This paragraph shail be numbered 3.X (beginning with 3.1) and shall
describe a function to be performed. This paragraph shall be divided into the following subparagrapis ‘o
describe the organizational structure, resources, and the methods and procedures necessary to perform '..e
function.

10.2.10.1.1 Organizational structure - (function name). This subparagraph shail be numbered 2.X..
(beginning with 8.1.1) and shall describe the organization(s) responsible for performing the function. T%:-
subparagraph shall include the authority and responsibilities of each organization and its relationship -
other organizational entities such as the organization(s) responsible for performing configuration manage-
ment. [f more than one organization is involved. the precise structure. personnel. and resources of eac:.
organization and their interrelationships shall be lighlighted.

10.2.10.1.2 Personnel - (function name). This subparagraph shall be numbered 3.X.2 and shall d<
scribe the number and skill levels of personnel who will perform the {unction. The personnei shail -
described by title and minimum qualifications for the position. In addition. this subparagraph shail spec:r
any requirements unique to particular positions. such as geographic location. security levei. extended hours.
etc.

10.2.10.1.3 Other resources - (function name). This subparagraph shall be numbered 3.X.3 and shall
identify and describe any other resources necessary for performing the function. For each resource. this
subparagraph shail briefly describe the aspect of the function that requires the resource.

10.2.10.1.4+ Methods and procedures - (function name). This subparagraph shall be aumbered 3.X.4
and shall describe the methods and procedures to be used to perform the function.

10.2.11 Notes. This section shall be numbered 9 and shall contain any general information that aids in
understanding this document. This section shall include an alphabetical listing of all acronvms. abbrevia-
tions. and their meanings as used in this document.

10.2.12 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance {e.g., charts. classified data). As applicable. each appendix shall be refer-
enced in the main body of the document where the data would normally have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be lettered alphabetically
A, B. etc.j, and the paragraphs within each appendix be numbered as multipies of 10 /e.g.. Appendix
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A, paragraph 10, 10.1, 10.2, 20, 20.1, 20.2, etc.). Pages within each appendix shall be numbered ailpha-
numerically as follows: Appendix A pages shall be numbered A-1, A-2, A-3. etc. Appendix B pages shall
be numbered B-1, B-2, B-3. etc.
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% DATA ITEM DESCRIPTION

COMPUTER SYSTEM OPERATOR’S MANUAL DI-MCCR-80018A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Computer System Operator’s Manual (CSOM) provides information and detailed procedures for
initiating, operating, monitoring, and shutting down a computer system and for identifving/isolating a
malfunctioning component in a computer system.

3.2 A CSOM is developed for each computer svstem in which one or more CSCls execute.

{continued on page 2!}

380229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions ‘or dara
generated under the work task described by paragraph t.6.4 of DOD STD-2167A.

7.2 The Contract Data P >quirements List should specify whether this document is o be prepared an.
delivered on bound 3 1/2by 11 inch boand paper or electronic media. If electronic media is seiected. -~
precise format must be specified.

{continued on page !

N4335

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions Production of this manual using automated techniques is 2ncour-
aged. Specific content and format instructions for this manual are identified beiow.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been rai-
lored out. a statement to that =ffect shail be added directiy following rhe heading of each such
(sub)paragraph. If a paragraph and ail of its subvaragraps are tailored out. only :he flighest ‘evel
paragraph heading need be included.

b. Use of alternate presentation stvles. Charts. tables. matrices. or other presentation stvles are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section 1 shall be numbered in lower-case roman numerais
beginning with page ii for the Table of Contents. Each page starting from Section 1 to the beginning
of the appendixes shall be consecutively numberedin arabic numerals. If the document is divided
into volumes. each such volume shall restart the page numbering sequence.

icontinued on page 2)

DISTRIBUTION STATEMENT A. Approved for public release: distribution is uniimited.
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7. APPLICATION/INTERRELATIONSHIP (continued)

73 This DID supersedes DI MCCR-80018 and DI MCCR-80020 dated 4 June 1985.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats, this document may be printed on one or both
sides of each page (single sided/double sided). Allprinted pages shall contain the document control
number andthe date of the document centered at the top of the page. Document control numoers
shall include revision and volumeidentification as applicable.

e. Multiple (sub)paragraphs. All paragraphs and subparagraphs starting with the phrase "This
(sub)paragraph shall...” may be written as muitiple subparagraphs to enhance readabiiity. These
subparagraphs shall be numbered sequentially.

f. Identifiers. The letter "X serves as an identifier for a series of descriptions. For example. *he
subparagraphs of paragraph 10.1.6.2 describes diagnostic procedures and is presented in the foilow:r 2
structure:

4.2 Diagnostic procedures.

4.2.1 (Name of the first diagnosticprocedure).
4.2.2 (Name of the second diagnosticprocedure).
4.2.3 etc.

g. Document structure. This manual shall consist of the following:

(1) Cover

(2) Title page

(3) Table of contents

(4) Scope

(5) Referenced Documents

(6) Computer system operation
(7) Diagnostic features

(8) Notes

(9) Appendixes.

10.2.1 Title page. The title page shall contain the information identified below in the indicated format:

'Document control number and date: Volume x of y (if multi-volume)]
{Rev. indicator: date of Rev.]

COMPUTER SYSTEM OPERATOR'S MANUAL
FOR THE

(SYSTEM NAME]
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. CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number]
Prepared for:-
(Contracting Agency Name, department codej
Prepared by:

(contractor name and address]

10.1.2 Table of contents. This manual shall contain a table of contents listing the title and page number
of each titled paragraph and subparagraph. The table of contents shall then list the title and page aumber
of each figure. table. and appendix. in that order.

10.1.3 Scope. This section shall be numbered 1 and shall be divided into the following paragrapns.

10.1.3.1 Identification. This paragraph shall be numbered 1.1 and shall contain the approved dentifi-
cation aumber,title. and abbreviation. if applicable. of the computer svstem to which this CSOM appiies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shall briefly state the purpose -
the system and the software to which this CSOM applies.

10.1.3.3 Document overview. This paragraph shall he numbered 1.3 and shall summarize the purpose
and contents of this manual.

10.1.4 Referenced documents. This section shall be numbered 2 and shall list bv document aumber and
title all documents referenced in this manual. This section shall also identify the source for all documents
not available through normal Government stocking activities.

10.1.5 Computer system operation. This section shall be numbered 3 and shall be divided into
the following paragraphs and subparagraphs to describe the instructions for operation of the compurter
system. This section may reference commercially available documents for the information required bv the
following paragraphs and subparagarphs. This section shail describe the operational and administrative
functionality related to security (including cautions about functions and privileges that should be controiled
when operating the trusted system), and shall provide any other information required by the TCSEC Tristed
Facility Manual requirements for the TCSEC level and/or interpretations.

10.1.5.1 Computer system preparation and shutdown. This paragraph shail be numbered 3.1 and
shall be divided into the Tollowing subparagraphs to describe the procedures for computer system prepa-
ration and setup prior to computer system operation,
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10.1.5.1.1 Power on and off. This subparagraph shall be numbered 3.1.1 and shall explain the step by
step procedures required to power on and power off the computer system.

10.1.5.1.2 Initiation. This subparagraph shall be numbered 3.1.2 and shall contain the initiation proce-
dures necessary to operate the computer system. This subparagraph shall describe the following:

a. The equipment setup and the procedures required for pre operation.

b. The procedures necessary to bootstrap the computer system and to load software and data.
¢. The commands typically used during computer system initiation.

d. The procedures necessary to initialize files, variables, or other parameters.

10.1.5.1.3 Shutdown. This subparagraph shall be numbered 3.1.3 and shall contain the shutdown pro-
cedures necessary to save data files and other information and to terminate computer system operation.

10.1.5.2 Operating procedures. This paragraph shall be numbered 3.2 and shall be divided into the
following subparagraphs to contain the procedures necessary to operate the computer system once the
initiation procedures are complete. If more than one mode of operation is available. instructions for each
mode shall be provided.

10.1.5.2.1 Input and output procedures. This subparagraph shail be numbered 3.2.1. shall describe
the input and outputmedia (e.g.. magnetic tape, disk, cartridge. etc.) relevant to the computer system and
shall explain the procedures required to read and write on these media. This subparagraphshail brieri+
describe the operating system control language and shall also list operator procedures for interactive
messages and replies (e.g.. which terminal to use, passworduse, log on and log off procedures).

10.1.5.2.2 Monitoring procedures. This subparagraph shall be numbered 3.2.2 and shall contain th-
procedures to be followed for monitoring the software in operation. Applicable trouble and maifuncticr
indications shall be included. Evaluation techniques for fault isolation shail be described to the maximum
extent practical. This subparagraph shall also include descriptions of conditions requiring computer system
shutdown. Procedures for on-line intervention, abort, and user communications shail aiso be included.

10.1.5.2.3 Recovery procedures. This subparagraph shall be numbered 3.2.3 and shall describe the
automatic and manual procedures to be followed for each trouble occurrence {e.g..give detailed instructions
to obtain computer system dumps). This subparagraph shall describe the steps to be taken by the operator
to restart computer system operation after an abort or interruption of operation. Procedures for recording
informaticn concerning a malfunction shall also be included.

10.1.5.2.4 Off-line routine procedures. This subparagraph shall be numbered 3.2.4 and shall contain
the procedures required to operate all relevant off-line routines of the computer system.

10.1.5.2.5 Other procedures. This subparagraph shall be numbered 3.2.5 and shall contain any ad-
ditional procedures to be followed by the operator (e.g., computer system alarms. program or computer
system security considerations. switch over to a redundant computer system).

10.1.6 Diagnostic features. This section shall be numbered 4 and shall he divided into the following
paragraphs and subparagraphs to describe the diagnostic features availiable to the computer operator.
This section may reference commerciaily available documents for the information required bv the foilowing
paragraphs and subparagraphs. )
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10.1.6.1 Diagnostic features summary. This paragraph shall be numbered 4.1 and shall summarize the
error detection and diagnostic features available in the computer system. including error message svntax
and hierarchy for fault isolation. This paragraph shall describe the purpose of each diagnostic leature.

10.1.6.2 Diagnostic procedures. This paragraph shall be numbered 4.2 and shall be divided into :ze
following subparagraphs to identify and describe the diagnostic procedures.

10.1.6.2.1 (Procedure name). This subparagraph shail be numberea +.2.X | beginning with 4.2.1i. shail
identify a diagnostic procedure. and shall describe its purpose. Reference may be made ro section 3 of
this document. as appropriate. for computer system operating instructions that support the diagnostic
procedure. This subparagraph shall describe:

a. Hardware, software, or firmware necessary for executing the procedure
b. Step by step instructionsfor executing :he procedure
c. Diagnostic messages and the corresponding requiredaction.

10.1.6.3 Diagnostic tools. This paragrapn shall be numbered 4.3 and shall be divided into the lodowizg
subparagraphs to describe each diagnostic ool available to the computer operator. A diagnostic ool may
contain hardware, software. firmware, or a combination of these and provides diagnostic capabilities.

10.1.6.3.1 (Diagnostic tool name). This subparagraph shall be numbered 4.3.X : beginning with 4.3.
shall identify a diagnostic tool by name and aumber and shall describe the tool and its appiication.

10.1.7 Notes. This section shall be numbered G and shall contain any general information that ai.:
in understanding this document {e.g.. background information. glossary). This section snail inciude -
alphabetical listing of ail acronyms. abbreviations. and -heir meanings as used in :his document.

10.1.3 Appendixes. Appendixes may be used to provide information published separateiy ‘or con::-
nience in document maintenance (e.g.. charts. classified dataj. As applicable. each appendix shail be refer-
enced in the main body of the document where the data would normaily have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be ‘ettered aiphaberticaily
1A, B.etc.). and the paragraphs within each appendix de numbered as muitipies of 10 -e.g.. Appendix
A. paragraph 10. 10.1. 10.2.20. 20.1. 20.2. etc.). Pages within each appendix shail be aumbered aipha
numerically as follows: Appendix A pages shail be aumbered A-1. A-2, A-3. etc. Appendix B pages shail
be numbered B-1, B-2. B-3. etc.
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DATA ITEM DESCRIPTION

SOFTWARE USER'S MANUAL DI-MCCR-80019A-SDE

3. DESCRIPTION/PURPOSE

3.1 The Software User’s Manual (SUM) provides user personnel with instructions sufficient to execute
one or more rejated Computer Software Configuration [tems (CSCls).

3.2 The SUM provides the steps for executing the software, the expected output. and the measures to be
taken if error messages appear.

icontinued on page )

380229 EC
7. APPLICATION/INTERRELATIONSHIP

7.1 This Data [tem Description (DID) contains the format and content preparation instructions for data
generated under the work task described by paragraph 4.6.4 of DOD-STD-2167A.

7.2 The Contract Data Requirements List should specify whether this document is to be prepared anc
delivered on bound 8 1/2 by 11 inch bond paper or electronic media. If electronic media is seiected. the
precise format must be specified.

(continued on page 2

N4336

10. PREPARATION INSTRUCTIONS

10.1 Content and format instructions. Production of this manual using automated techniques is 2ncour-
aged. Specific content and format instructions for this manual are identified below.

a. Response to tailoring instructions. In the event that a paragraph or subparagraph has been taj-
lored out, a statement to that effect shall be added directly following rhe heading of each :uch
(sub)paragraph. If a paragraph and all of its subparagraphs are tailored out. oniv :he highest levei
paragraph heading need be included.

b. Use of alternate presentation stvles. Charts. tables. matrices. or other presentation styvies are accept-
able when the information required by the paragraphs and subparagraphs of this DID can be made
more readable.

c. Page numbering. Each page prior to Section ! shall be numbered in lower-case roman numerajs
beginning with page ii for the Table of Contents. Each page starting from Section | to the beginning
of the appendixes shall be consecutively numbered in arabic numerais. If the document is divided
into volumes. each such volume shall restart the page numbering sequernce.

tcontinued on page 2)

DISTRIBUTION STATEMENT A. Approved for public reiease: distribution is 1nlimited.
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3. DESCRIPTION PURPOSE (continued)

3.3 The information required by this DID is directed to the functional user of the CSCI(s). as opposed
to the operator of the computer system. If this distinction does not exist, the user will need 0 refer to
both the Computer System Operator’s Manual and the SUM to operate the computer system and to use
the CSCI(s)

7. APPLICATION/INTERRELATIONSHIP (continued)

7.4 This DID supersedes DI-MCCR-20019 dated 4 June 19853.

10. PREPARATION INSTRUCTIONS (continued)

d. Document control numbers. For hardcopy formats. this document mayv be printed on one or both
sides of each page (singie-sided/double-sided). All printed pages shail contain the dociment control
number and the date of the document centered at the top of the page. Document controi aumcess
shail include revision and volume identifi.ation, as applicable.

e. Multiple (sub)paragraphs.All paragraphs and subparagraphs starting with the phrase “Tii:
(sub)paragraph shall...” may be written as multiple subparagraphs to enhance readabilityv. The-»
subparagraphs shall be numbered sequentially.

f. Document structure. This manual shall consist of 1he following:

) Cover
) Title page

(1

(2

(3) Table of contents
(

{

(

4) Scope
3) Referenced documents
6) Execution procedures
7) Error messages
(3} Notes
19) Appendixes.
10.1.1 Title page. The title page shall contain the information identified below in the indicated ‘ormat:

.Document control number and date: Volume x of v (if muiti-volume]

;Rev. indicator: date of Rev.!

SOFTWADE USER'S MANUAL

FOR THE

PAGE 2 OF 4 PAGES
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[SYSTEM NAME]

CONTRACT NO. [contract number]
CDRL SEQUENCE NO. [CDRL number]
Prepared for:
(Contracting Agency Name, department code]
Prepared by:

{contractor aame and address;

10.1.2 Table of contents. This manual shall contain a table of contents listing the title and page number
of each titled paragraph and subparagraph. The table of contents shall then list the title and page number
of each figure, table, and appendix. in that order.

10.1.3 Scope. This section shall be numbered 1 aad shall be divided into the following paragraphs.

10.1.3.1 Identification. This paragraph shall be numbered [.1 and shall contain the approved identific:.-
tion .umber(s), version number, release number. title(s). and abbreviation(s). if applicable. of the CSCIi+
and the system to which this SUM applies.

10.1.3.2 System overview. This paragraph shall be numbered 1.2 and shail briefly state the purpose !
the system and the CSCI(s) to which this SUM applies.

10.1.3.3 Document overview. This paragraph shall be numbered 1.3 and shail summarize the purpose
and contents of this manual.

10.1.4 Referenced documents. This section shall be numbered 2 and shall list bv document number and
title all documents referenced in this manual. This section shall also identify the source for all documents
not available through normal Government stocking activities.

10.1.5 Execution procedures. This section shall be numbered 3 and shall present the information and
instructions necessary for user interaction with the CSCl(s) in order to carry out the operation of the
software. This section shall describe the protection mechanism provided by the TCB. guidelines on their
use, and how they interact with one another. This subparagraph shall describe the step-by-step procedures
for executing the software and shall identify the options available to the user. Reference may be made to
an operator’'s manual for the computer system operating procedures (e.g. Computer System Operator’s
Manual (CSOM), DI-MCCR- 30018). The procedures shall include the foilowing information as appiicable:

a. [pjtialization. Describe the initialization procedures necessarv to execute the software. Identify anv

initialization options available to the user.
b. User inputs. Describe the user inputs to the software.

PAGE 3 OF 4 PAGES
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¢. System inputs. Describe the system inputs to the software that may occur while the software is in
use and that may affect the software’s interface with the user (e.g.. inputs from a remote sensor).
Include format, frequency, allowable range. and units of measure. as applicable.

d. Termination. Describe how to terminate software operation and how the user can determine whether
normal termination has occurred.

e. Restart. Describe the procedures for restarting the software.

f. Qutputs. Describe expected outputs of the software. including error messages.

10.1.6 Error messages. This section shall be numbered 4 and shall identify all error messages output by
the software, the meaning of each error message, and the action to be taken when each message appears.

10.1.7 Notes. This section shall be numbered 5 and shall contain any general information rhat aids
in understanding this document (e.g., background information. glossarv). This section shall include an
alphabetical listing of all acronyms. abbreviations, and their meanings used in this document.

10.1.8 Appendixes. Appendixes may be used to provide information published separately for conve-
nience in document maintenance (e.g.. charts, classified data). As applicable. each appendix shail be refer-
enced in the main body of the document where the data would normaily have been provided. Appendixes
may be bound as separate documents for ease in handling. Appendixes shall be lettered aipnabeticaily
(A. B. etc.), and the paragraphs within each appendix be numbered as muitipies of 10 :e.g.. Appendix
A. paragraph 10. 10.1. 10.2. 20, 20.1. 20.2. etc.). Pages within each appendix shall be numbered alpha-
numerically as follows: Appendix A pages shall be numbered A-1. A-2. A-3. etc. Appendix B pages shal!
be numbered B-1, B-2, B-3. etc.

PAGE 4 OF 1 PAGES




5 Tools

5.1 Paragraph Report

The following pages present a report of tailoring by DID and paragraph number. The
annotation, “Additional Security Requirements Apply” is meant to indicate that the tailoring
guidance preseated in the Section 2 should be used to complete the DID.
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TAILOR/DIDs-21674A
DETAILED REPLACE REPQRT
PROJECT: SDE

DATE: §/27/92

TIME: 22:42

Computer System Operator’s Manual (CSOM)

Paragraph Title/Subject KDRT

10.1.5 Computer system operation R
CDRL will say: Additional Security Requirements
apply.

DETAILED REPLACE REPORT for SDE, 5/27/92, 22:42 (page 2)

-

Interface Design Document (IDD)

Status
Paragraph Title/Subject {D0RT

10.1.5.2 (Interface name and project-unique identiiier) ]
CDORL will say: Additional Security Requirements
Apply

10.1.5.2.2 Maessage descriptions R
CORL wi1ll say: Additional Security Requirements

Apply

DETAILED REPLACE REPORT for SDE, 5/27/92, 22:42 (page 3)

Interface Requirements Specification (IRS)




(Interface name and project-unique ident:fier)
CDRL will say: Additional Security Requirements

Paragraph Title/Subject
10.1.5.2
Apply
10.1.5.2.2 Data requirements

CDRL will say: Additional Security Requirements
Apply

DETAILED REPLACE REPORT for SDE, 5/27/92, 22:42 (page 4)

Paragraph

Software Design Document (SDD)

Title/Subject

10.1.5.1

10.1.5.

e
(=Y

10.1.5.2.1

10.1.5.2.1.a

10.1.5.2.1.b

10.1.5.2.1.¢

CSCI overview
CDRL will say: Additional Security Regqu:irements
Apply

CSCI architecture
CDRL will say: Additional Security Requirements

Apply

(CSC name and project-unique identifier)
CDRL will say: Additiomal Security Requirements

Apply

(Requirements allocated to the CSC)
CDRL will say: Additional Security Requirements

Apply

(Execution control and data flow)
CDRL will say: Additional Security Requirements

Apply

(Design requirements)

Status
KDRT

Status
KDRT

R

107
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10.1.6.

[y

10.1.6.1.2

10.1.6.1.2.1 .

10.

[
~

10.1.8

DETAILZD REPLACE

CDRL w1ll say: Additional Security Requirements
Apply

(CSC name and project-unique identif:er)
CDRL will say: Additional Secur:ty Requirements

Apply

(CSU name and project-unique ideantifier)
CDRL will say: Additional Security Requirements
Apply

(CSU name) Design specification/comstraiats
CDRL will say: Additicnal Secur::y Requ:rements
Apply

(CSU name) Design
CDRL will say: Additional Secur:ty Requirements

Apply

CSCI data
CORL #ill say: Additional Security Requirements
Apply

CSCI data files

CDRL will say: Additional Secur:ty Requirements
Apply

REPORT for SDE, 3/27/92, 22:42 {page 3)

Software Design Document (cont:nued)

- - - D - D P - W D W . - -

Appendizxes
CORL w#will say: Additional Security Requirements
Apply




DETAILED REPLACE REPORT for SDE, 5/27/92, 22:42 (page 6)

Software Development Plan (SDP)

Paragraph Title/Subject
10.2.3.4 Relationship to other plans
CDRL will say: Additional Security Requirements
Apply
10.2.5.4 Security
CDRL will say: Additional Security Requirements
Apply
10.2.6.2.1 S/W development techniques and methodolog:es
CDRL will say: Additional Security Requirements
Apply
10.2.6.2.3 Design standards
CDRL will say: Additional Security Requirements
Apply
10.2.8.1.2 Personnel - software product evaluations
CDRL will say: Additional Security Requirements
Apply
10.2.10 Other software development functions

CDRL will say: Additional Security Requiremeats
Apply

DETAILED REPLACE REPORT for SDE, 5/27/92, 22:42 (page 7)

Paragraph

Software Requirements Specification (SRS)

Title/Subject

Status
KDRT

R

Status
KDRT

109




Engineering requirements
CDRL will say: Delete reference to PIDS and

CSCI external interface requirements

" CDRL will say: Additional Security Requirements

.Security requirements

CDRL will say: Additional Security Requirements

Design comstraints
CDRL will say: Additional Security Requiremeats

Software quality factors
CDRL will say: Additional Security Regquirements

Requirements traceability
CDRL will say: Delete references to PIDS and
CIDS. Additional Security

110
10.1.5

CIDS.
10.1.5.1

Apply
10.1.5.8

Apply
10.1.5.9

Apply
10.1.5.10

Apply
10.1.5.12
10.1.6.1

DETAILED REPLACE

Qualification methods
CDRL will say: Additional Security Requirements

Apply

REPORT for SDE, 5/27/92, 22:42 (page 8)

System/Segment Design Document (SSDD)

System overview
CDRL will say: Additional Security Requirements

Apply

Status
KDRT




10.1.5.4 System architecture R
CDRL will say: Additional Security Requirements

Apply

10.1.6.1.1 (HWCI name and project-unique identifier) R
CDRL will say: Additional Security Requirements

Apply

10.1.6.2.1 (CSCI name and project-unique identif:ier) R
CDRL will say: Additional Security Requirements
Apply

DETAILED REPLACE REPQRT for SDE, 5/27/92, 22:42 (page 9)

Software User’'s Manual (SUM)

Status
Paragraph Title/Subject KDRT
10.1.5 Execution procedures R
CDRL will say: Additional Security Requirements
Apply

L1l
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5.2 Report Outlines

The following pages present an outline for each of the required documents. The annotation.
*Additional Security Requirements Apply” is meant to indicate that the tailoring guidance
presented in the Section 2 should be used to complete the DID.




TAILOR/DIDs-2167A
DOCUMENT QUTLINE REPORT
PROJECT: SDE

DATE: §/27/92

TIME: 22:38

Computer System Operator’s Manual (CSQOM)

Scope
Identification
System overview
Document overview

Referenced documents

Ccmputer system operation
(Additional Security Requirements apply.)

Computer system preparation and shutdown
.1 Power on and off
.2 Inijtiation
.2.a (Equipment setup and pre-cperation procedures)
.2.b5 (Bootstrap and loiding procedures)
.2.¢ (Initiation commands)
.2.d (Data initialization procedures)

.3 Shutdown
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3.2 Operating procedures

3.2.1 Input and output procedures
3.2.2 Monitoring procedures
3.2.3 Recovery procedures

3.2.4 (0ff-line routine procedures
3.2.5 O0Other procedures

4. Diagnostic features

4.1 Diagnostic features summary

4.2 Diagnostic procedures

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 2)

Computer System Operator’s Manual (cont:nued)

4.2.1 (Procedure name)

»

.2.1.a (Required hardware, software, firmware)
4.2.1.5 (Iastructions for executing the procedure)
4.2.1.c (Diagnostic messages and required actions)
4.3 Diagnostic tools

4.3.1 (Diagnostic .tool name)

6. Notes

(Appendixes)




DOCUMENT GUTLINE REPORT for SDE, 5/27/92, 22:38 (page 3)

Interface Design Document (IDD)

-——- - -y - -

1. Scope

1.1 Identification

1.2 System overview

1.3 Document overview
2. Referenced documents
3. Interface design

3.1 Interface diagrams

3.2 (Interface name and project-unique identifier)
(Additional Security Requirements Apply)

3.2.1 Data elements

w
0
;»‘

.2 (Data element identifier)
3.2.1.b (Data element description)
3.2.1.c (Source)

3.2.1.d (Destination)

3.2.1.e (Units)

3.2.1.f (Limit/range)

3.2.1.g (Accuracy)

3.2.1.h (Precision)
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3.2.1.1 (Frequency)

3.2.1.j (Legality checks)

3.2.1.k (Data type)

3.2.1.1 (Data representation/format)
3.2.1.m (Priority)

3.2.2 Message descriptions
(Additional Security Requirements Apply)

3.2.3 Interface priority

3.2.4 Communications protocol

DOCUMENT OQUTLINE REPORT for SDE, 5/27/92, 22:38 (page 4)

Interface Design Document (continued)

3.2.4.1 (Protocol name)

3.2.4.1.a (Fragmentation/reassembly of messages)
3.2.4.1.b (Message formatting)

3.2.4.1.c (Error control/recovery)

3.2.4.1.4 (Synchronization)

3.2.4.1.¢ (Flow control)

3.2.4.1.f (Data transfer rate)

3.2.4.1.g (Routing, addressing, naming conventions)
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3.2.4.1.4h (Transmission services)
3.2.4.1.i (Reporting features)
3.2.4.1.j (Security)

4. Notes

(Appendixes)

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 5)

Interface Requirements Specification (IRS)

1. Scope

1.1 Identification

1.2 System overview

1.3 Document overview

2. Applicable documents

2.1 Government documents

2.2 Non-Government documents
3. Interface specification
3.1 Interface diagrams

3.2 (Interface name and project-unique identifier)
(Additional Security Requirements Apply)

3.2.1 Interface requirements

3.2.1.a2 (Concurrent vs sequential execution)
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3.2.1.b (Communication protocol)
3.2.1.c (Priority level of the interface)

3.2.2 Data requirements
(Additional Security Requirements Apply)

3.2.2.a (Data element identifier)
3.2.2.b (Data element description)
3.2.2.c (Source) |

3.2.2.d (Destinationm)

3.2.2.e (Units)

3.2.2.f (Limit/range)

3.2.2.g (Accuracy)

3.2.2.h (Precision)

4. Quality Assurance

S. Preparation for delivery

DQCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 5)

Interface Requirements Specification (continued)

6. Notes

(Appendizxes)




DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 7)

Software Design Document (SDD)

1. Scope

1.1 Identification

1.2 System overview

1.3 Document overview
2. HReferenced documents
3. Preliminary design

3.1 CSCI overview
(Additional Security Requirements Apply)

3.1.1 CSCI architecture
(Additional Security Requirements Apply)

3.1.2 System states and modes
3.1.3 Memory and processing time allocation
3.2 CSCI design description

3.2.1 (CSC name and project-unique identifier)
(Additional Security Requirements Apply)

3.2.1.2 (Requirements allocated to the CSC)
(Additional Security Requirements Apply)

3.2.1.b (Execution control and data flow)
(Additional Security Requirements Apply)

3.2.1.c (Design requirements)
(Additional Security Requirements Apply)

119
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3.2.1.1 (Sub-level CSC name and identifier)
4. Detailed design

4.1 (CSC name and project-unique identifier)
(Additional Security Requirements Apply)

4.1.1 (CSU pame and project-unique identifier)
(Additional Security Requirements Apply)

4.1.1.1 (CSU name) Design specification/comstraints
(Additional Security Requirements Apply)

4.1.1.2 (CSU name) Design
(Additional Security Requirements Apply)

DOCUMENT OUTLINE REPORT for SDE, 5/27/92, 22:38 (page 8)

Software Design Document (continued)

4.1.1.2.a2 Input/output data elements
4.1.1.2.5 Local data elements
4.1.1.2.¢ Iaterrupts and signals
4.1.1.2.d Algoritams

4.1.1.2.e Error handling

4.1.1.2.f Data conversion

4.1.1.2.g Use of other elements
4.1.1.2.g.1 (Other CSUs)

4.1.1.2.g.2 (Shared data)




4.1.1.2.g.3 (Input/output buffers)
4.1.1.2.h Logic flow

4.1.1.2.1 Data structures

4.1.1.2.j Local data files or database
4.1.1.2.k Limitations

5. CSCI data
(Additional Security Requirements Apply)

S.a (CSCI-internmal data elements)

S.a.1 (Data element name)

S.a.2 (Data element descriptio#)

§.a.3 (Units)

S.a.4 (Limit/range)

S.a.5 (Accuracy)

§.a.6 (Precision)

5.a.7 (Frequency of calculation or refresh)
5.a.8 (Legality chécks)

5.a.9 (Data type)

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 9)

Software Design Document (continued)

S$.a2.10 (Data representation/format)




S5.a.11 (CSUs that set the data element)

S.a.12 (CSUs that use the data element)
S.a.13 (Source)

(CSCI-external data elements)

[¢4]
o

5.b.1 (Data element name)
5.b.2 (Interface involved)
5.5.3 (IDD that describes the intarface)

6. CSCI data files :
(Additional Security Requirements Apply)

6.1 Data file to CSC/CSU cross reference

6.2 (Data file name and project-unique identifier)
7. Requirements traceability

8. Notes

(Appendizxes)
(Additional Security Requirements Apply)

DOCUMENT QUTLINE REZPQRT for SDE, 5/27/92, 22:38 (page 10)

Software Development Plan (SDP)

1. Scope
1.1 Identification

1.2 System overview
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.3 Document overview

.4 Relationship to other plans
(Additional Security Requirements Apply)

Referenced documents
Software development management
.1 Project organization and resourées
.1.1 Contractor facilities
.1.2 Gov’t furnished equipment, software, services
.1.3 Organizational structure
.1.4 Personnel
.2 Schedule and milestones
.2.1 Activities
.2.1.a2 (Activity initiation)
.2.1.b (Availability of documentation)
.2.1.c (Activity completion)
.2.1.d (Areas of high risk)
.2.2 Activity network
.2.3 Source Identification
.3 Risk management
.3.a (Areas of risk)

.3.b (Constituent risk factors)
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3.3.¢c

(Risk monitoring and reduction)

3.3.d (Contingency procedures)

DOCUMENT OUTLINE REPORT for SDE, 5/27/92, 22:38 (page 11)

3.11.

Software Development Plan (continued)

Security
(Additional Security Requirements Apply)

Interface with associate contractors

Interface with software IV&V agent(s)

Subcontractor management

Formal reviews

Software development library

Corrective action process

Problem/change report

.b

.2 System or project name

Originator

Problem number

Problem name

Software element ér document affected
Origination date

Category and priority




3.11.

3.11.

3.11.

3.11.

Description of problem
Analyst

Date assigned

Date complete

Analysis time
Recommended solution
Impacts

Problem status
Approval of solution

Follow-up action

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 12)

3.11.
3.11.
3.11.
3.11.

3.11.

4.1

v

Software Development Plan (continued)

Corrector

Correction date
Version number
Correction time

Inplementation solution

Software engineering

Organization and resources - s/w engineering

wi
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4.1.1 Organizatiomal structure - softvare engineering
4.1.2 Personnel - software engineering

4.1.3 Softwvare engineering eavironment

4.1.3.1 Software items

4.1.3.2 Hardware and firmware items

4.1.3.3 Proprietary nature and Goverament rights
4.1.3.4 Installation, control, and maintenance

4.2 Software standards and procedures

4.2.1 S/W development techniques and methodologies
(Additional Security Requirements Apply)

4.2.1.a (Software requirements analysis)
4.2.1.b (Preliminary design)

4.2.1.c (Detailed design)

4.2.1.d4 (Coding and CSU testing)
4.2.1.e (CSC integration and testing)
4.2.1.f (CSCI testing)

4.2.2 Software development files

4.2.3 Design standards
(Additional Security Requirements Apply)

4.2.4 Coding standards

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page :3)




Software Development Plan (continued)
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.3 Non-developmental software
Formal qualification testing
.1 Organization and resources - FQT
.1.1 Organizational structure - FQT
.1.2 Personnel - formal qualification testing

.2 Test approach/philosophy

w

Test planning assumptions and constraints

Software product evaluations

[y

Organization and resources - s/w product evals
.1.1 Organizational structure - s/w product evals

.1.2 Personnel - software product evaluations
(Additional Security Requirements Apply)

.2 S/W product evaluations procedures and tools
.2.1 Procedures

.2.2 Tools

.3 Subcoantractor products

.4 Software product evaluation records

(4]

Activity-dependent product evaluations

.5.1 Software products evaluation - (activity name)
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7. Software configuration management

7.1 Organization and resources - config. management
7.1.1 Organizational structure - config. management
7.1.2 Personnel - configuration management

7.2 Configuration identification

7.2.. Developmental configuration ideatification

7.2.2 Identification methods

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 14’

Software Dévelopment Plan (continued’;

7.3 Configuration control

7.3.1 Flow of configuration control

7.3.2 Reporting documentation

7.3.2.1 (Report name)

f.3.3 Review procedures

7.3.3.1 (Review board name) procedures

7.3.4 Storage, handling, delivery of project media
7.3.5 Additiomal control

7.4 Configuration status accounting

7.5 Configuration audits
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7.6 Preparation for specification authentication
7.6.a (Submitting specifications)

7.6.b (Ensuring incorporation of approved changes)
7.6.c (Updating configuration status reports)

7.7 Configuration management major milestones

8. Other software development functions
(Additional Security Requirements Apply)

8.1 (Function name)

8.1.1 Organizational structure - (function name)
8.1.2 Personnel - (function name)

8.1.3 Other resources - (function name)

8.1.4 Methods and procedures - (function name)
9. Notes

(Appendizxes)

DOCUMENT OQUTLINE REPORT for SDE, 5/27/92, 22:38 (page 15)

Software Requirements Specification (SRS)

1. Scope
1.1 Identification
1.2 CSCI overviaew

1.3 Document overview
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2. Applicable documents
2.1 Government documents
2.2 Non-Government documents

3. Engineering requirements
(Delete reference to PIDS and CIDS.)

3.1 CSCI extermal interface requirements
(Additional Security Requirements Apply)

3.2 CSCI capability requirements
3.2.1 (Capability name and project-unique identifier)
3.3 CSCI intermal interfaces

3.4 CSCI data element requirements
3.4.a (CSCI-internal data elements)
3.4.a.1 (Data element identifier)
3.4.2a.2 (Data element description)
3.4.2a.3 (Units)

3.4.a.4 (Limit/range)

3.4.2.5 (Accuracy)

3.4.a.6 (Precision)

3.4.2.7 (Internal interfaces)

3.4.b (CSCI-external data elements)
3.4.5.1 (Data element identifier)

3.4.b.2 (Interface identifier)




3.4.5.3 (Source or destination capability)

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 16)

Software Requirements Specification (continued)

3.4.b.4 (Reference to applicable IRS)
3.5 Adaptation requirements

3.5.1 Installation-dependent data

w
w

.2 (Operational parameters
3.6 Sizing and timing requirements
3.7 Safety requirements

3.8 Security requirements
(Additional Security Requirements Apply)

3.9 Design comnstraints
(Additional Security Requirements Apply)

3.10 Software quality factors
(Additional Security Requirements Apply)

3.11 Human performance/human engineering requirements
3.11.2 (Human capabilities and limitations)

3.11.b (Foreseeable human errors)

3.11.c (Implicatioms for total system environment)

3.12 Requirements traceability
(Delete references to PIDS and CIDS. Additional Security)
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4. Qualification requirements

4.1 Qualification methods
(Additional Security Requirements Apply)

4.2 Special qualification requirements
4.2.a (Test identifier)

4.2.b (Capability requirements addressed)
4.2.c (Description of the testj

4.2.d (Test level)

S§. Preparatiocn for delivery

6. Notes

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page i7)

Software Requirements Specification (continued)

(Appendixes)

DOCUMENT QUTLINE REPORT for SDE, 5/27/92, 22:38 (page 18)

System/Segment Design Document (SSDD)

1. Scope

1.1 Identification




System overview
(Additional Security Requirements Apply)

Document overview
Referenced documents
Operational concepts

Mission
.1 User needs
.2 Primary mission(s)

.3 Secondary mission(s)
Operational environment
Support environment

.1 Support concept

.1.a (Multipurpose or automated test equipment)

W

.1.b .(Repair vs replacement criteria)
.1.c (Levels of maintenance)

.1.d (Maintenance and repair cycles)
.1.e (Govermment and contractor support)
.1.f (Accessibility)

.1.g (Other support comcept topics)

.2 Support facilities

.3 Supply

.3.a (Introduction of new items)

[ 5]
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3.3.3.b (Re-supply methods)

3.3.3.c (Distribution and location of system stocks)

DOCUMENT OUTLINE REPORT for SDE, 5/27/92, 22:38 (page 19)

System/Segment Design Document (continued)

3.3.4 Government agencies

3.4 System architecture
(Additional Security Requirements Apply)

3.5 Operational scenarios
4. System design
4.1 HWCI identification

4.1.1 (HWCI name and project-unique identifier)
(Additional Security Requirements Apply)

4.2 (CSCI identification

4.2.1 (CSCI name and project-unique identifier)
(Additional Security Requirements Apply)

4.3 Manual operatiomns identificationm

4.3.1 (Manual operation name and identifier)

4.4 Intermal interfaces

4.4.1 (HWCI-to-HWCI interface name and identifier)

4.4.2 (HWCI-to-CSCI interface name and identifier)




4.4.3 (CSCI-to-CSCI interface name and identifier)
§. Processing resources

§.1 Processing resource name and identifier

§.1.a Memr~y size

5.1.b Word size

§.1.c Processing speed

5.1.d Character set standard

5.1.e Instruction set architecture

§.1.f Interrupt capabilities

S.1.g Direct Memory Access (DMA)

§.1.h Channel requirements

DOCUMENT QUTLINE REPQRT for SDE, 5/27/92, 22:38 (page 20)

System/Segment Design Document (continued)

$.1.1 Auxiliary storage

5.1.j Growth capabilities

5.1.k Diagnostic capabilities

5.1.1 Additional computer hardware capabilities

§.1.m Processing resource allocation

[«

Quality factor compliance

(99

[l
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7. Requirements traceability
8. Notas

(Appendixes)

DOCUMENT QUTLINE REPORT for SDE, §/27/92, 22:38 (page 21)

Software User’s Manual (SUM)

1. Scope

1.1 Identification

1.2 System overview

1.3 Document overview
2. Referenced documents

3. Execution procedures
(Additional Security Requirements Apply)

3.2 Initialization
3.b User inputs
3.c System inputs
3.d Termination
3.e Restart

3.f Outpﬁts

4. Error messagés

5. Notes




(Appendixes)
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6 Conclusions

This report has described the results of the Integrated Trusted System Development Environ-
ment (ITSDE) project. The project developed Integrated Data Item Descriptions { DID’s| for
use with the Integrated Development Process defined in [BENZEL]. In this report we have
presented our results in three forms: Tailoring Guidance. Integrated DID’s, and Document
Qutline Reports. We believe that presenting our results in these varied fashions will increase
their usefulness and allow the IDP and the corresponding DID’s to be widely applicable.

Data Item Descriptions (DID’s) and the resulting software Development documents are not
sufficient alone. Just as important as determining which documents to deliver is deciding
when documents should be delivered and how they should be reviewed. DoD-STD-2167A
prescribes when documents should be developed and DoD-STD-2168 prescribes the require-
ments for the conduct of the technical reviews and audits of the documents. Both of these
standards along with the [DP should be re-examined in order to determine whether changes
should be made to address the development and review of the documents resulting from the
integrated and newly developed DID’s.

The Harmonization Working Group (HWG) of the Department of Defense Software Action
Plan (SWAP) and the Joint Logistics Commanders Joint Policy Coordinating Group on
Computer Resource Management (JLC-JPCG-CRM) is developing MIL-STD-SDD which is
a new Software Development and Documentation standard. The Working Group has decided
to address security requirements in the new standard and is very interested in the Integrated
DID’s described in this report. Thus. in addition to addressing these issues in the context
of the current standards we will need to examine lifecycle issues as the new SDD standard
is developed.
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MISSION
OF
ROME LABORATORY

Rome Laboratory plans and executes an interdisciplinary
program in research, development, test, and technology
transition in support of Air Force Command, Control,
Communications and Intelligence (C3I) activities for all
Air Force platforms. It also executes selected
acquisition programs in several areas of expertise.
Technical and engineering support within areas of
competence is provided to ESC Program Offices (POs) and
other ESC elements to perform effective acquisition of
C3I systems. In addition, Rome Laboratory's technology
supports other AFMC Product Divisions, the Air Force user
community, and other DOD and non-DOD agencies. Rome
Laboratory maintains technical competence and research
programs in areas including, but not limited to,
communications, command and control, battle management,
intelligence information processing, computational
sciences and software producibility, wide area
surveillance/sensors, signal processing, solid state
sciences, photonics, electromagnetic technology,
superconductivity, and electronic
reliability/maintainability and testability.




