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ABSTRACT

JOINT COMMUNICATIONS IN SUPPORT OF JOINT TASK FORCE SOUTH
DURING OPERATION JUST CAUSE by Capt. (P) Jared A. Kline,
USA, 240 pages.

This study investigates and analyzes the provision of
tactical and strategic communications in support of Joint
Task Force South (JTF-South) during Operation Just Cause,
the American invasion of Parama during the period 20
December 1989-12 January 1990. The purpose of the study is
to present a detailed analysis of communications support
actually provided to a Joint Task Force engaged in a
contingency operation, while recording for posterity the
actual history of what occurred in this connection.

Operation Just Cause was conducted in a country that had
known a long and continuous U.S., military presence. An

extensive "fixed-station" or stravegic telecommunications
infrastructure therefore exicted upoen which JTF-Scuth could
build their tactical communications netwarks. This wes &
critical factor in the quality and quantity of
communications means available to JTF~South. Single channel
radio was the most important tactical means of command and
control communications, and the use of a gingle document to
govern all radio communications, the Joint Communications '
Electronics Operating Instructions (JCEOl), and the use of a
single communications security (COMSEC) variable throughout
the entire theater ensured the reliability of radio
communications, in spite of the risk to COMSEC. The
tactical multichannel network, initially a weak area as a
result of inadequate systems and technical coatrol, was made
useful by bringing a large contingent of tactical systems
control officers and sergeants from Fort 2ragg to Panama
four days after the initiation of open war.

This study explains that comminications in support of JTF-
South, while they were a brilliant success, were not
perfect, and that lessons for futuve operations may be
derived from a study of the actions of the men and machines
that provided communications during Operation Just Cause.
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PREFACE

This paper is addressed to two audiences. Ia the firct
place, it is intendad to provide an analysis of an instance
in which successful communications were provided in support
of a small war in the form of a contingency cperation, at a
basic enough level that a reader who is not a specialist in
such things (such as a c¢ivilian, & new Signal Corps
lieutenant; or an officer, non-commissioned officer, or
soldier with a different area of expertise) may derive some

useful knowledge from it. In the second place, this study

is intended to record for ©pogterity tha history of
commuhications in support of Joint Task Force South {JTF-
South) on Operation Just Cause, the American invasion of

Panama in 1989-19980,

This second reason is of some moment. A8 yet, there
has been no detailed attempt to 7record and analyze
communications in support of Operation Urgent Fury, the
American invasion of Grenada in 1983, which had been the
last large contingency mission prior to Just Cause, even
though communications were an important issue in thet
operation. Much has been lost in regard to the history of
Urgent Fury, as imperfect and impermanent human memory has
thus far been the primary repository for the events

surrounding communications support for that operation. This




study seeks to preveut such =2 luss to history with respect

to Just Cause.

It should ke noted st the ocutset that, as in most if
not all historical studies, there are ceriain limitstions to -
a definitive enalysis of this subject. A definitive
anslysis would require the collection of every written
oxrder, every unit after-action report, every editicen of
every telephone directory, and communications—electronics
operating instructions from ¢ "ery level, In sddition; every
signal officer, non-commissioned cfficer, and scldier would

have to be interviawed. A1l of ths commander

[4:]

o'\d
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staff
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officers who used the commurications system would have ta be
rolled about their evalualion of the network’s
effectiveness., General Noriega a&nd his astaff would have to
answer questicons about why they did not trke very effective
actions against JTF-Scuth’s communications system, while the
Soviet, Cuban; and Nicaraguan intelligence communities would
have to provide us with their evaluation of JT&~Scuth’s

signal a#nd communications security.

Not all of these sources were avaiiable {or this study.
Sources that were s&vaiiable have been examined very
critically and checked againgst other scuarces to guard
against & possible lack of objectivity. Especially in the
case of published literature, many writings by participants

show a partisan slant, and although a degree of oonjectivity




can be derived from careful analysis and comparison among
various sources, this tendency to remove unpleasant unaterial

from the written record can only be vartially rectified.

A small number of articles of widely varying quality,
detail, and accuracy have already been written about
comnunications in support of Operation Just Cause:. Most of
what has been written is self-congratuletory and bears a
greater resemblance te¢ awards recommendations than to
objective history. If a reader was to base his judgment of
~ommunicutions on Just Cause entirely upon the body of
articles that have thus far been published about it. he
would be forced to conclude that everything was perfect at
all times, Of course, such a conclusion would be false; no
military operation of any significant degree of complexity
and directed ageinst a living enemy will be perfect in
every detail. To reccognize this is not to be unreasonable

or even uncharitable; it is merely to be realistic.

Many Americarns view history as a sort of fairy tale
or, better still, a morality play in which stylized
characters representing various virtues and vices act out
their parts with a kind of Manichaean consistency. As the
historian for XVIII Airborne Corps once told me, he looks
for "heroes and villains" to people his accounts. This
apprcach has been abandoned for this present work. The

purpose of this study is to bring history into accordance




with the facts and to evaluate those facts in light of
reasonable judgment and actual effect. Problems have been
addressed in some detail, both tu ensure historical accuracy
and alsc to permit the reader to learn both from those
thiugs that were done properly and from those things that
were not, it is hoped that the reader will find that the
accounts of these problems have been placed in their proper
perspective with reference to the ultimate success of the

operation.

Finally, this is not a complete study of all
comaunications in support of Just Cause, This work
addresses only those areas that bore directly upon JTF-South
itself. It does not address communications in support of
JTF-Panama prior to the war, except as necessary to
underztand what was in place for Just Cause; nor does it
address in any great detail communications in support of the
civil-military phase of Operation Promote Liberty, which
followed Just Cause. It is hoped that other writers will

take up similar studies for the various components of JTF-

South.




-CHAPTER I-

BACKGROUND TC OPERATION JUST CAUSE

Operation Just Cause was preceded by a lengthy
political crisis dating back at least to June 1987 when
General Manuel Antonio Noriega expelled his chief rival,
Colonel Roberto Diaz Herrera, from his position within the
Panama Defense Forces ( PDF). Herrera's subsequent
allegations against Noriega, which included drug
trafficking, election fraud, the unlawful sale of work visas
to Cubans, and the murder of the international political
activist Doctor Hugo Spadafora, resulted in demonstrations
anac strikes against the Delvalle-Noriega regime by
opposition groups &and disgruntled <citizens within the
country. Noriega responded to this threat by appealing to
the patriotism of the citizenry and, when this failed, by
employing force.l

The military forces of the United Stategs in Panama,
under United States Southern Command (SQUTHCOM), had
maintained close working relations with the PDF for many
years and initislly attempted to maintain normal relations
with it in spite of the escalating unrest in the country.

General Frederick Woernei, the SOUTHCOM Commander, initially

1The best book available at present concerning the
evolution of Noriega's relationship with the United States
is Frederick Kempe’s Divorcing the Dictator (New York: G.P.
Putnam’s Sons, 1990).




kept American f:rces aloof from the internal lingeaslous
that were, quite pruperly, considered to be domestic
Panamanian affairs. The 4 February 1988 indictments broughk™
by two federal grand Jjuries in Florida against General
Noriega on drug trafficking charges all but ended Wcerner's

approach of peaceful coexistence.

In the spring of 1988, the White House and Congiress put
pressure on the Noriega-backed regime to democratize the
Panamanian political system. After a period of political
and economic sanctions against Noriega, Panamanian President
Eric Delvalle taped a television announcement from the Papal
Nunciatura in Panama City in which he relieved Noriega of
his position at the head of the PDF. Noriega responded by
having the National Assembly pass a resolution on 26
February 1988 to dismiss Delvalle and his vice-president
Roderick Esquivel, naming Manuel Solis Palma as Minister in
Charge of the Presidency until general elections could be

held.

With the dismissal of Delvalle, the United States froze
all Panamanian Government funds on 2 March, and the Reagan
Administration refused to recognize +the Palma-Noriega
government. Soon, however, the United States was the only
country in the world that still recognized Delvalle as the

legitimate president of Panama. The bank-freeze had a

devastating effect upon the Panamanian economy. On 16




March, a group of PDF officers attempted an unsuccessful
coup d’ etat against Noriega, and Noriega blamed SOUTHCOM
for complicity in the attempt. Noriega further spoke
against SOUTHCOM'’s right to continue to operate in Panama,
in spite of treaties guaranteeing it. Unofficial contact
between SOUTHCOM and the PDF was forbidden, and official

contact was limited.

As the bank freeze and other economic measures against

Panama destroyed more and more of the economy, crime of all

sorts flourished. Some of this crime was directed against
American installations and nationals. PDF harassment. rose
with the escalation of Noriega’s anti-American

pronouncements, to include arrests and arbitrary fines., The
situation was clearly not getting any better, and in late
February “he Joint Chiefa of Staff (JCS) directed SOUTHCOM
to initiate contingency planning for poasible military
action in response toc a wide range of possible crises.
Plans were drawn up to meet contingencies ranging from the
defense of U.S. lives and property to the defeat of the PIDF
in baitle. The SOUTHCOM staff refurbished the standing
operations plan for the combined defense of the Panama Canal
to reflect the PDF's new status as a hostile army. This new
prlan was named "Elaborate Maze." Elaboirate Maze required a

Jjoint task force (JTIF) to act as the headquarters element

for combat operations in Panama. This function largely fell




to the United States Army, South (USARSO). USARSO was the

Army component of SOUTHCOM (see figure 1-1).

In late March and early April, President Ronald Reagan
ordered that U.S. forces in Panama be augmented to enhance
security of American personnel and property in Pansama.
These forces included two battalions of military police with
their brigade headquarters, a company of Marines, an
aviaticn task force from the 7th Infantry Division (Light),
and several smaller elements. SOUTHCOM realized the
requirement to provide command and control for these forces
in Panama. Finding that its responsibilities in other
countries suffered due to its day-to-day management of the
crisis in Panama, SOUTHCOM passed &along the mission to
USARSC, which stepped in to assume command and control
functions, even before the USARSO commander was designated

as the commander of JTF-Panama (9 April 1988).

JTF-Panama's first commander was Major Gen=ral Bernard
Loeffke, Commanding General of USARSO. JTF~Panama had been
intentionally kevt small because of manpcwer shortages and
concerns about being unduly provocative. Most of the staff
was taken from the USARSO staff, and most of them were
required to hold their positions on the USARSO statf even
while they served with JTF-Panama. Naturally, this meant

that one man often had Lo do at least two jobs in separate

organizations. Nearly every tactical unit in Panama, to




include augmentation units from the United States, fell

under the operational control of JTF-Panama.

JTF-Panama continued to manage the day-to-day
operations in response to the crisis. Armed PDF attacks
against American installations such as the Arraijan Tank
Farm and the Rodman Ammunition Supply Poiﬁt, rules~of-
engagement questions, and a host of other issnes kept JTF-
Panama in a reactive mode. All the while, General Loeffke
worked to improve the efficiency of the JTF and its forces.
He inaugurated a series of joint training events that
improved operations involving all of the JTF's components.
Soldiers assigned to JTF-Panama learned that low-intensity
conflict is, in many ways, more difficult to master than

open war.

The crisis seemed to abate somewhat by late 1988, with
& reduction in the incidence of crimes against Americans sand
in the armed attacks against U.S8. installations. The
military police brigade headquarters and one MP battalion
were actually sent back to the United States, but JTF-Panama
was kept in place as a headquarters to maintain stability.
Peri .dic firefights continued at the tank farm and at Rodman

Naval Station, but the fear of impending war had largely

passed.




JTF-Panama continued to work on its contingency plans.
In April, 1988, JCS had directed SOUTHCOM to prepare a
series of plans for the range of operations covered by
Elaborate Maze, and thesa plans collectively came to be
known as the "Prayer Book."? "glder Statesman," later

renamed "Post Time,"

directed defensive operations in line
with Elaborate Maze. "Blue Spoon" waé the operations plan
for offensive operations to defeat the PDF., Civil-military
operations were addressed by "Krystal Ball," later renaned
"Blind Logic." Also included in the Prayer Book series was
"Klondike Key," the plan for evacuation of non-combatants.
SOUTHCOM retained control over Blind Logic, while all of the

plans for conventional operations fell upon JTF-Panama for

modification and, if need be, executicn.

In the course of planning it was discovered that JTF-
Panama would require elements of the XVIII Airborne Corps at
Fort Bragg, North Carolina, to implement some of the Prayer
Book requirements. General Loeffke resisted involving the
corps headquarters in planning and operations, but in
November 1988 the JCS directed that XVIII Airborne Corps
would be the executive agency for planning and, if need be,
execution of the Prayer Book plans, Participation by the
corps staff was limited by its commitment to otner missions,

however, until the crisis escalated in the spring of 1989,

2SOUTHCOM Briefing Script asnd Slides on Just Cause, no
date.

S D




On 7 May 1989, General Noriega’s candidate for the
presidency lost the gensral election te Guillermo Endara by
an estimated three-to-one margin, in spite of widespread
vote fraud on the part of the PDF,3 Noriega declared the
election null and void, and members of his paramilitary
"dignity battalions” (DIGBATS) attacked Endara and his
supporters during s victqry parade., President Bush
regsponded by sending 1,900 additional tcoops to Panama under
Operation Nimrod Dancer. Nimrod Dancer pre-positioned some
of the trcops required by the Prayer Book plans, including a
brigade headquarters and a battalion from the 7th Infantry

Division

{(LIght); a maechanized infantrv hattalion from the
5th Mechanized Division, and a Marine 1light armocured
infantry company. All of these troops came under the

operational control of JTF-Panama.

At the same time, Operation Blade Jewel was inaugurated
to move as many non-combatant Americans out of Panama as
possible. Military dependents were moved out to the maximum
possible extent, and all of those dependents living off-post
that could not be returred to the United States were moved
onto American installations. This caused a great deal of
dislocation, both to the families involved and to the units
to which the soldiers were assigned, because in many cases
it had the practical effect of sending soldiers to stateside

agssignments earlier than planned, without immediate

3Kenneth J. Jones, The Enemy Within (El Dorado, Panama:
Focus Publications (Int.), 1990.), p. 47.
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replacements. This had an adverse effect upon at least some

of the units.

JTF-Panama formed all combat units in Panama into three
task forces. Task Force Atlantic, under the brigade
commander from the 7th Division, was responsible for the
Atlantic side of the Canal. Task Force Bayonet, under the
commander of the 193d Infantry Brigade, had the east bank of
the Pacific side of the Canal, leaving the west side to Task
Force Semper Fi, commanded by the MARFOR commander. Under
authority from Washington, JTF-Fanama initiated a series of
actions meant to assert the rights of the United States
un&er the Canal treaty., Beginning with simple convoy
movements in May 1989, aperations intended to keep the PDF
off balance continued through late fall of 1989. These
exercises were named "Sand Flea" and "Purple Storm"
operations. Noriega backed-away from a confrontation with
the United States during Nimrod Dancer, and PDF attacks on
the tank farm and ASP, together with PLF harassment of

Americans, declined during the summer of 1283.

In late June of 1989, Brigadier Genezal (acven promoted

to Major General) Marc Cisneros replaced Loeffke ax USAKSO

commander. Cisneros increased the tempo of Jir~-Panaan’s
exercises. On 30 Septenber 1989, General Maxwell Thurman
replaced General Woerner es SQUTHCOM commander. Thurmsn was

an old paratrooper and the former comgauader of the §2d




Division Artillery. With Thurman as the SOUTHCOM commander,
close éoordinatian with XVIII Airborne Corps was assured.
N¢ sooner had Thurman assumed command when another coup d’
etat was attempted by PDF officers against Noriega on 3
Cetober 1989, This attempt was no more successful than the
firset had been, and in its aftermath it became apparent that
Noriega was not likely toe be deposed unless the United

Stetes made it happen.

A8 early as August 1989, XVIII Airborne Corps had
conpletely refurbished SOUTHCOM Operations Order 7-88
{Operation Blue Spoon) in favor of its own JTF-South
Cperations Plap (OPLAN) 90~1, Final revisions in OPLAN 90-1
were made fellowing the feiled coup d’ etat to meet General
Thurmen’s specificaetions, and the JCS approved JTF-Socuth
OPLAN 80-2 in esarly November. Under 90-2, JTF-Panama would
be desctivated on order and replaced by JTF-South, under
Lisutepnant Genernl Carl Stiner, commander of XVIil Airborne
Corps. JTF-South would consist of the XVIII Airborne Corps
commander and steff, with augmentation from a number cof
sources to inciude the USARSO members of the then defunct
JTF-Panama . Figure 1-2 shows the military units that were
assigned to JTF-South under OPLAN 90-2, under the task
organization into which these units were ultimately to
settle. Novembar and December saw several command post
exercises involving the various headguarters included in 90-

2.




On 15 December 1989, General Noriega was named head of
state by the National Legislature, dispensing with even the
pretense of a puppet civilian government. The following
evening, members of the PDF's Macho de Monte shot and killed
Marine Lieutenant Robert Paz as the car in which he was a
passenger ran a PDF roadblock. A neval officer and his
wife, who witnessed the event, were detained by the PDF.
The PDF made matters worse by beating the officer and
threatening to rape his wife. This prcved to be the final
provocation. On 17 December, the National Command Authority
ordered the execution of OPLAN 90-2, and JTF-South was
activated the next day. JCS designated "H-hour" (the time
of the initiation of hostilities) to be 0100 Lours (local

time) on 20 December 1989.

JTF-South’s objectives under OPLAN 990-2 were to protect
U.S. lives and facilities, capture General Noriega, defeat
the PDF, and support the establishment of a democratic
government in Panama. To achieve these objectives, OPLAN
90-2 called for simultaneous strikes against a variety of
targets over a dispersed area. Figure 1-3 shows a map in
which these objectives may be seen. On 20 December, Task
Force Atlantic seized Colon, Madden Dam, Gamboa, Renacer
Prison, and Cerre Tigre. Task Force Bayonet secured Fort

Amador, the Commandancia, and variocus iDF stronghoids

throughout Panama City. Task Force Red {(75th Langers and
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the 824 Airborne Division) secured Tocumen-Torrijos
International Airpert and Ric Hato. Units from the 82d
Airborne Division secured Panama Viejo, Tinjitas, and Fort
Cimmarron. Task Force Black (Special Operations) tock the
Pacora River Bridge and some important enemy communications
sites, while Task Force Semper Fi secured the Bridge of the
Americas and part of Howard Air Force Base. 2d Brigade of
the Tth Division landed at Howard AFB; this unit was to join

the 82d in specific operations.

It should be emphasized that these units did not merely
walk in and occupy these objectives. In most cases they had
to be wrested from the grasp of the PDF, sometimes against
fierce resistance. In gpite of the lack of unified command
after Noriegs fled into hiding, individual PDF units fought
hard. The full account of the combat between the forces of

JTF-Scuth and the PDF is beyond the scope of this work.

The JCS ordsred execution of the civil-military phase
of the opersation, Operation Blind Logic, on 21 December,
even &s combat operaticns continued. Blind Logic (quickly
renamed Promote Liberty) was to gain in importance and
emphasis as the intervention progressed, finally replacing
combat operations altogether by the middle of January 1980.
The Canszl, which had been closed when the war began, was
revpened for daytime operation. As the operation continued,

task organization was revised repeatedly to meet chaenging
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requirements. The bewildering series of task organization
changes in itself is worth serious study, once again outside
of the scope of +this work. The general circumstance that
task organization changed often, however, is important to
this study, as communications means had to be available to

support each change,

On Christmas Eve General Noriega sought asylum with
the Papal Nuncio in Panama City. By this time the PDF was
no longer a serious military threat, although pockets of
resistan.. would continue for several more days. By the
time that General Noriega surrendered to JTF-South on 3
January 1990, combat operations were basically a thing of
the past, with civil-military and stability operations
predominating. On 31 January Operation Just Cause was

declared to be finished.

Having outlined in broad terms the background to the
operation, the remainder of this work will chronicle and
analyze communications support for JTF-South during
Operation Jugt Cause. Where possible, all relevant details,
to include the names of participants and military units,
have been included in this account. (Because of the nature
of the primary sources consulted -~- after-action reports,
etc., -- the first names of officers and soldiers are

occasionally not given since they are not readily

available.) The next chapter will examine the military




communications infrastructure that existed in Panama prior
to Operation Just Cause, as this infrastructure was of
pivotal importance to the form that communications support
for JTF-South ultimately took, to include those actions that

JTF-Panama took to improve the communicaticns situation in

anticipation of the trouble that finally came.
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FIGURE 1-2
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FIGURE 1~3

Map of JTF-South Area of Operations
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-CHAPTER II-

COMMUNICATIONS INFRASTRUCTURE BEFORE JUST CAUSE

The purpose of this chapter will be to examine the
strategic and tactical communications infrastructurce for
United States forces in Panama prior to Operation Just

Cause.

Just Cause was unusual for a contingency operation in
that U.S. forces already had an extensive communications
system in place to suprort them before the initiation of
hostilities. This communications system included tactical
and strategic communications means. Communications officers
in JTF-South considered the fixed-station strategic
communications to be second in importance only to tactical
single-channel radio communications in thé success of the

operation.!

The words "strategic” and "tactical” have different
implications when applied to military communicaetions than
they have when applied to military art in general. For
example, a tactical military operation may be largely
supported by strategic communications; conversely, and more
commonly, a gtrategic operation, such as a strategic

movement, is8 often supported hy tactical communications.

135th Signal Brigade, "Internal After Action Report for
Just Cause,

”"

Fort Clayton, Panama, 9 January 1990, p. 18.
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The words "tactical"” and "straetegic" in these cases apply
strictly to the communicationsg means ., Strategic
communications are generally "fixed-station" ccmmunications,
installed in a given location with the intent never to move
them. They are installed in buildings, permanent towers, or
other permanent facilities. They make extensive use of
uiiderground cable, commercial or military industrial power
grids for electricity, and are often manned bty civilian
workers rather than soldiers. Many of these civilian
workers are natives of the country where the fixed-station
communications are established. Strategic communications
are connected to the Department of Defense’s worldwide
Automatic Voice Network (AUTOVON) and Automatic Digital
Network (AUTODIN), giving users of the strategic
communications system, often referred to as "subscribers” in
conformity to commercial practice, worldwide comaunications
capability. AUTOVON brings telephone service +to United
States military installations around the world, while
AUTODIN is the military version of Western Union's teletype
network, In addition, strategic communications connect to

commercial telephone networks for maximum flexibility.

Tactical communications provide far less capacity than
strategic communications. They are intended to be temporary
and mobile. They may or may not be connected to strategic

and commercial communications systems, and they are almost

always installed and operated by soldiers, rather than by




salaried civilian workers. Tactical communications are
designed to serve military formations in battle.
Therefore, they are generally gimpler and more rugged than
strategic communications. At the time of Just Cause, the
United States Army Signal Corps customarily installed
tactical communications on a "command" and "area” basis.
Command systems were aligned to support communications from
a higher commander to a lower commancder and were thus tied
to a specific unit. Command communications followed a
specific unit when it moved. Area communications, as the
name implies, were set up to cover units in a specific ares.
When these units moved, they would be supported by the area
communications systems closest to their new location.
Combat "maneuver" units, such as infantry, armor, and
cavalry, were usually served by a command system. All

others were generally served by the area network.

A large and capable military strategic communications
system had developed during the long period of American
pregence in Panama, and it is aifficult to overestimate its
importance, Strategic communications in Panama were the
overall responsibility of the 1109th Signal Brigade. The
1103th Signal Brigade belonged to the United States Army
Information Systems Command (ISC). When the Panamanian
crisis began its escalation in 1988, Colonel Robert Van
Steenburg commanded the 1109th Signal Brigade, as well as

gserving as J6 (communications officer) for JITF Panama and as
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the Deputy Chief of Staff for Information Management (DCSIM)
for United States Army, South (USARSO). It was a hesavy
responsibility in view of the theater-wide communications
commitments and the overall shortage of staffing for his

three signal offices.

Van Steenburg had & good strategic system from the very
beginning of his tenure (see figures 2-1 through 2-4 at the
end of this chapter). The 1109th Signal Brigade had three
major communications "nodes" to connect Panama with the
outside world. "Nodes" are communications switching and
technical control centers that connect different parts of
the communications network together (see figure 2-1). Fort
Davis at Battery Pratt had a submarine cable connecting
Paname to Florida City, Florida. This submarine cable
carried eight inter-switch trunks (a "trunk” is a telephone
line between two switchboards or central officea) and two
special circuits. Corozal, the main node of the strategic
system in Panama, had three separate satellite systems
spoked out of it. One system went to Joint Task Force Bravo
(JTF~-B) in Honduras, in support of Socuthern Command’s
responsibilities there. This system carried thirteen inter-
switch trunks, three weather reporting circuits, and one
World Wide Military Command and Control System (WWMCCS)
circuit. (WWMCCS is a computer-served secure teletype

network often used throughout Department of Defense as a

sort of second AUTODIN). A second satellite system linked




Corozal with the Defense Communications Agency’'s station at
Fort PLetrick, Maryland. This system carried eight inter-
switch trunks, four "automatic secure voice communications"
(AUTOSEVOCOM) circuits, and seven special circuits. The
third satellite system linked Corozal with Fort Belvoir,
Virginia, and it carried twenty-four inter-switch trunks and
eleven special circuits. The third node at which the 1109th
Signal Brigade ran communications out of Panama was at
Utive. The Utive station was a commercial Panamanian
installation under coiitract to the United States government.
Utive was connected via satellite to Etam, West Virginia.
This system, operated by INTEL, the Panamanian telephone
company, carried twenty-six inter-switch trunks and seven

special circuits.?

While the strategic communications system thus relied
upon faur satellite systems from two locations and a single
submarine cable for communications connectivity out of
Panama, conmunications internal to Panama relied wupon
microwave radio and cable. Fort Davis, Corozal, and Howard
Air Force Base were the main microwave nodes (see figure 2-
2). Fort Davis had a 96-channel system to Coco Solo
Hospital, of which 72 channels were in actual use, Fort
Davis further had a 192-channel system to Fort Sherman, with
120 channels committed, and another 192-channel system to

Galeta 1Island, with 96 channels committed. Fort Davis

2Ibid, p. 30. See also, United States Southern Command
J-6 After Action Brief, 29 Jun= 1990.
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linked to the main node at Corozal with a 18Z2-chernel systen
relayed through Cerro Gordo. This system had 144 channels

in use.

Corozal had a 192-channel system to For% Clavton, of
which 168 channels were in use. Corozsl head a twelve-chanmnel
system to Chiva Chiva, utilizing obsolete frequency-division
multiplexing equipment, with all twslve channels in use. A
192-channel system linked Jorczal to Quarry Heights, of
which 102 channels were in use. Quarry Heights had &
smaller $6-channel system linked to Fort Awador, of which
only 48 channels were in use. Corozal linked te Heward Air
Force Base (AFB) via a 192-channel system, of which all 162

channels were in uvse.

Howard AFB, later to be the site of the SOUTHCUN
Alternate Command Center (ACC) had a 440-channel srstem
linked tc Albrook Air Force Station (AFS), of which 199
channels were committed. A 96-channel system had begu
installed to Sierra Minon from Howard AFB, but no circuitu

had been run over it before Just Csause began,?d

This microwave radio network was designed so that 1f
any individual link of the microwave system were to fail, or

«ven if the microwave system could not carry the full

31109th U.S. Army Signal Brigsde microwave technical
drawing, 19 November 1989, designed by Capt. Young & D.
Brown, drawn by A. Pizarro.
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required load of traffic, an extensive cable system would
be able to compensate for any shortcoming (see figure 2-3).
The cable system was essentially redundant to the microwave
radio network with regard to the major locations, but it was
the only means to the smaller, less important, and more
remote areas. Cable also connected the military strategic
system to INTEL, the Panamanian telephone ccmpany, and to
the Panama Canal Commission (PCC), which maintained its own
separate telephone system. The PCC tied in by cable to
Quarry Heights, Fort Amador, and Corozal. INTEL tied into
Quarry Heights and Corozal. The Empire Range area, Rodman
Naval Stetion, Cocoli, Curundu, Gorgas, and the Marine
Barracks relied exclusively wupon cable for telephone

conmunications.4

The 1109th had ten dial central offices (DCO) to
provide antomatic telephone switching to the approximately
2,000 telenhone su heir area of
responsibility, fifty percent of which had access to the
AUTQVON network.s 1109th Signal Brigade had two DCOs at
Curozal, and one DCO each at Rodman, Gorgas, Quarry
Heights, Fort Clayton, Fort Davis, Fort Sherman, For
Sgpinar, and a tandem switch that served an area including

Fort Amador. In 2ddition, the United States Air Force

1578tn Communications Group operated one DCO each at Howard

“35tH-Signa1 Brigade, "Internal AAR," p. 32.
*Colonel Jorge Luis Torres-Cartegeuna interview with Dr.
Lawience Yates at Fort Clayton, Panama, 29 June 1990.
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AFB and Albrook AFS. These DCOs were absclutely and

perfectly integrated into the 1109th Signal Brigade network.

When the crisis escalated in April 1588, Colonel Van
Steenburg requested an acceleration of Southern Command's
scheduled <fielding of the new "Secure Telephone Unit,
version II1," or STU-III.® The STU-III is an analog
telephone, compatible with commercial and military telephone
lines. It is versatile enough to be used over almost any
analog telephone line in the world. It is secure, with the
conversation being "scrambled" by a c¢ryptographic key
approved by thc National Security Agency. Unlike the STU-II
that preceded it, it is light in weight and easy to use. It
does not require an especially high quality circuit, and so
can be used over all types of tactical communications
systems with ease. At the time of Just Cause, there
probably was not a better secure telephone in the world,
The STU-III was destined to be the most used secure
telephone during the c¢risis. Van Steenburg managed to get
an initial issue of 150 STU-IIIs for Southern Command in
June 1988, added to a very small number that existed in
Panama prior to that time.? By the time of the invasion,
Southern Command would have 1,140 STU-IlIs, increasing to

1.220 STU-IIIs by the end of the operation.8

6Colonel Robert Van Steenburg interview with Dr.
Lawrence Yates, 12 June 1989.

TLieutenant Colonel Kay Witt interview with Dr.
Lawrence Yates, 28 April 1989.

8United States Southern Command J~6 After Action Brisef,
29 June 1990.
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When Colonel Van Steenburg started to receive them, the
STU~IIIs faced two obstacles to their most effective use,
but the instruments overcame both. The first obstacle was
that staff officers with SOUTHCOM and JTF~Panama were
initially reluctant to use them. The cumbersome and scarce
STU-I1I, AUTOSEVOCOM, and the other secure telephones
previcusly available had conditioned staff officers to avoid
using then. They generally preferred to use the magneto
telephones on the 154th Signal Battalion’s tactical system.
Van Steenburg had to educate the SOUTHCOM, USARSO, and JTF-
Panama staffs to convince them to use the STU-III. The eage

and reliability ¢f the instrument gradually won them over.?

The second obstacle was Signal Corps doctrine. Signal
Corps doctrine before Just Cause was a disjointed affair
with reference to secure voice communications. Generally
speaking, communications were not considered secure unless
they were encrypted from one end toc the other, but numerous
exceptions to this existed as a practical response to the
insufficient number of secure tactical telephones and the
incompatibility of different types of secure telephones.
This condition was the result of the integration of several
different generations of imperfectly compatible equipment,
and even of simultaneous implementation of non-compatible

systems. These problems, which were overcome with great

9Van Steenburg, Interview.
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success in Just Cause, will be addressed in detail under

tactical communications.

Colonel Jorge Torres-Cartegena was the SOUTHCOM J-6.
His role later on in Just Caure as Commander of the 1109th
Signal Brigade is almost bigger than life, but as SOUTHCOM
J-6 at the time of the escalation beginning in 1988, Torres
was responsible, among other things, for three documents.
These documents were the "SOUTHCOM Joint  Tactical
Architecture," the "Joint Communications Operations Plan,"
and the "Command and Control Communications Master Plan."10
The "SOUTHCOM Joint Tactical Architecture” did not devise
new communications measures, but codified communications
systems as they actualiy existed in SOUTHCOM. The "Joint
Communications Operations Plan" was intended to guide
communications in support of JTF-Panama in the event of war,
and it played a part in the early development of the
communications plan to support the "Blue Spoon" operations
plan that preceded the final plan (OPLAN 90-2) that was
actually executed in December 1990, In fact, due to factors
that will be made clear in Chapter IV, the communications
annex to Operations Plan 90-2 was written without any
reference to either of these SOUTHCOM documents.l! The

"Command and Control Communications Master Plan" actually

10 Torres-Cartegena, Interview.

11Capt. Rederick Maclean of the XVIII Airborne Corps
Signal Office and this author wrote the communications annex
to OPLAN 90-2 in October 1939 without ever seeing any of
these documents.




had greater application, as it had been prepared in
coordination with the Defense Communications Agency {(DCA),

and provided a basis for DCA support of the operation.

The extensive strategic communications network was not
without weakness. Communications planners within SOUTHCOM
had been concerned about the tactical vulner;bility of the
fixed-station communications facilities for years. The fact
that they relied upon industrial power grids for electricity
meant that any interruption in electrical power would affect

them. The fact that these facilities could not be moved and

had been in

» the came lonationg for yegrg me
potential enemy Lknew where they were. Microwave radio
stations were often positioned in areas that could not
easily be protected. Cable was vulnerable to damage by
anyone with a shovel or a machete. 1In short, the strategic
telecommunications infrastructure represented a relatively

low risk, but lucrative target for even the most poorly

equipped enemy.

There was little doubt that the enemy would strike
against the strategic telecommunications system. It was
well known that the Panamanian government was thinking along
these lines at least to some extent, as proven in May 1989
when it threatened to deny the 1109th Signal Brigade access

to the commercial satellite station at Utive.l? Noriega

12Torres-Cartegena, Interview.




himselt, as well as many of his subordinates, had been
trained in unconventicnal warfare at Fort Bragg and at other
American and Israeli establishments.l3 The damage or
destruction of strategic communications facilities is
fundamental to modern unconventional warfare, and is taught
to every student of the subject.l4 The ease with which
these facilities could be attacked,. considered with the
tremendous damage that would result, made their priocrity as

8 target an almost foregone conclusion,.

Another potential weakness of the strategic system was
its heavy reliance upon local civilian workers to operate
it. The very complexity and the automated nature of the
vital switching centers made them especially vulnerable to
sabotage, while that same corvlexity made them wutterly
dependent upon trained workers. . placements would not have
been useful without lengthy training in some of the most

et b a2 A2
Cidevidval PUBLLIOVIIN,.

- ek

G.P. Putnam's Sons, 1990), p. 58.

14G2, United Stutes Army First Special Operations
(ABN); Special Operations Targeting Handbocok for Studepnts in
the Strategic Indugtrial Target Analysis Training Course,
edition 3, pp. 64-87. This article is an unclassified
digest of Capt. William H. Buirgess III and MSG Raymond T.
Yongen's Stratexic industrial Systems_ag Targets of
Unconventional Warfare (U}, 6 March 1984 (Draft), SECRET
NQFORN. In spite of the impressive security classification,
information about methods of destroying strategic
communicaticinsg facilities abound, and this author has never
read a modern unconventional warfare handbook, of whatever
pelitical or national perrpective, that did not cover this
fsubject in an essentially gsimilar fashion.
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Finally, security was not perfect in the strategic
system. In spite of the influx of STU-IIIs after June 1988,
most telsphones in SOUTHCOM remained non-secure. Three or
four Soviet ships remained docked in the Panama Canal at all
times at the base of Ancon Hill. Ancon Hill was a Kkey
microwave radio site, owing to its commanding position and
its proximity to SOUTHCOM Headquarters at Quarry Heights.
These Soviet ships were signal intelligence c¢ollection
stations that were assumed to be intercepting all non-secure
telephone traffic that passed through Ancon Hill. Other
intelligence gathering means wece assumed to be directed at
the strategic system, as the strategic system was as
lucrative a target for intelligence as it was for

unconventional warfare,1l5

Because of the vulneiability of the strategic systen,

and also because of the shortage at that time of secure

telephones, SQUIHCOM undertcck to reinforce strategic
communications with a tactical communications network.
Before proceeding on the tactical communications system as
devised for "Blue Spoon," it is necessary to examine the
recent historical background for Army tactical

comimunications, as several of the disparate trends and

15This author saw the three Soviet ships docked in the
Canal at the base of Ancon Hill in December 1989 and
recognized the purpose of the antennas on the ships. Senior
Chief Young, USN, was the harbor master at Rodman Naval
Station at the time. He informed the author that he had
bee¢n there for two years and that the ships had been
stationary there for at least that long.
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schools of thoeught came to a decisive collision in the

course of Just Cause.

Before the early 1980s, the United States Army used
manual telephony for field communications. Manual telephony
relied upon magneto telephones, with internal batteries to
provide line current, connected either directly to other
local-battery magneto telephoness or to manual swit:hboards.
Manual telephones were simple, reliable, and cheap. Manual
switchboard operators connected subscribers at the
switchbocard, &and since the Second World War, mantual
switchboards included features that allowed the operators to
accesg commercial dial telephone networks. These magneto
telephcnes were not considered secure, as anyone could "tap"
a line and hear what was being said. Security, when
considered essential for tactical telephones, was provided

by a device called the KY-65, or "PARKHILL" device. The

telephone for that matter, to encrypt the conversation.
Voice quality on the early versions of PARKHILL was poor,
and it required a practiced ear to distinguish what was
being said. Recognition of a person by his wvoice was not
possible on the early PARKHILL machines; neither were they
fielded in more than limited numbers, so they were not used
as a matter of routine. Their use was restricted +to
especially sensitive circuits., In general, t~lephones were

not. thought of as a secure means.
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During the early to mid-1980s, the Army fielded the SB-
3614, developed originally for the Marine Corps by General
Telephone and Electric (GTE). This wae an sautomatic
switchboard intended to replace the manual switchboa:ds then
in general use. It operated with dual-tone multi-frequency
(DTMF) "touch-tone" telephones. Theoretically, the SB-3614
could still be used with the PARKHILL, but in fact the SB-
3614 was sensitive to circuit noise, and most signal
officers thought that they were doing pretty well to get the
switchboard to function properly even without the PARKHILL,
s¢c ths 8B-3814 was hardly ever used +o switch secure
circuits, The poor voice quality made PARKHILL more and

more a device that signal officers left at home, but there

was nothing to replace it in the field.

Classified traffic has to be communicated across secure

circuits, at least in principle. A theoretical, if not
logically wunassailable, solution was the "protected
distribution system" or PDS. The PDS was based upon the

idea that a circuit could be physically protected fron
eavesdropping by allowing no connection between the tactical
system and the strategic ard commercial networks. Cable
runs had to be patrolled, PDS telephones were supposed to be
kept away from non-PDS telephones, and a great number of

other rules were applied. The de facto PDS expert for the

Department of Defense was Chief Warrant Officer Jack Ritter




of United States Readiness Command (REDCOM). Ritter wr 3 the
Intertheater Communicationns Security Package (ICF) manager
for the Joint Chiefs of Staff (JCS),a post that he held for
many years as he continued in that capacity at MacDill AFB
a3 a DOD civilian after his retirement from active duty.
While PDS was not officially his primary concern, the fact
that REDCOM supervised so many joint exercises led to this

responsibility falling upon his shoulders by default.!S$

PDS was a very controversial subject. PDS criteria
were based upon the best available information concerning
hostile cavesdropping capabiliities, and classified
regulations specified how far apart PDS telephone lines must
he kept from non-PDS 1ihes, how PDS circuits were to be
isolated from the ground, and & plethora of other technical
requirements that made adherence to PDS standards require a
lot of work and time. Many of the signal officera who had
to implement these standards did not wunderstand the
necessity for them, not being privy to Ritter’s intelligence
reshurces, and so did not convince local commandgrs that the
standards represented reasonable requirements. Because PDS

standards required a lot of extra work that some

communicators did not really agree with, they were often

l6Major Steve Witt, formerly of United States Special
Operations Command, Central Command (SOCCENT), told me how
Ritter came to be known as "PDS guru" during a visit that 1
had with him at Fort Bragg in December 1990.




compromised, with the result that non-secure circuits were

treated as if they were secure.}7?

The situation became even more complicated with the
fielding of the T71C-39 family of automatic switchboards.
Used at corps level and above, the TTC-393 had both digital
and analog capability. A new tactical secure telephone came
with the TTC-39: the KY-68, or "digital secure voice
terminal" (DSVT). The KY-68 was intended to become the
standard secure telephone for all services in the Department
of Defense. Because it was a digital telephone, it could
neither be used with the analog SB-3614 switchboard, nor
with commercial civilian awitchboards. Another shortcoming
of the KY-68 was that, while it could communicate with most
telephones in the non-secure mode, it could only communicate
secure with another KY-68, and it required a digital path
throughout the circuit to function in the secure mode. What
this meant in practice was that the TTC-39 was the only
switchboard that could operate in the secure mode with the
KY~-68, and telephones on any other switchboard could only
communicate in a non-secure mode with the KY-68. Most of
the AUTOVON system was anaiog, at least as far as the
telephone instruments themselves were concerned, as well as
most commercial systems. Of course, the tactical systems at

division level and lower were strictiy analog, and sc could

1735th Signal Brigade (Corps)(Airborne), "Protected
Distribution System," part of the after action report to
XVIII Airborne Corps for exercise Caber Dragon 89, 17
November 1988.
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not, be secured in a manner that was compstible with the KY-

68,

The result of this bewildering cobbling together of the
military communications network was that secure telephones
used throughout the Department of Defense (STU-IIls) could
not communicate in the secure mcde with the TTC-39 equipped
corps (KY~68), which could not communicate in the secure
mode with divisions and lower headquarters (touch-tone
analog telephones). Since corps had to interface with
echelons above corps, ahd since echelons above corps relied
upon AUTOVON and commercial c¢ircuits, all pretext of
isolating the PDS from the Defense Comimunications System was
abandoned, and by 1989 it was common practice in some Army
organizations to call just about any tactical network a PDS,
whether or not it adhered to any of Ritter’s original

guidelines.t8

Such was the general situation that Lieutenant Colonel
Kay Witt encountered when he received the mission to back-up
the strategic network for JTF-Panama on 8 April 1988, -
Because of the vulnerablility of the strategic system,
SOUTHCOM undertook to reinforce it with a tactical
communications network. The first tactical communications

rlan devised to meet this requirement was the communications

18This is my opinion, based upon my observation of some
divisions calling their network a PDS when it met none of
the standards.
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annex, or "Annex K," to the operations plan for "Blue
Spoon." Colonel Torres, in his capacity at the time of
SOUTHCOM J-6, wrote the first version of this "Annex K."1?
The organization tasked to implement mos3t of this original
plan was the 154th Signal Battalicn, commanded until June
1989 by Lieutenant Colonel Witt. When the crisis escalation
began in April 1988, the 154th was three years old. It had
been organized bagically on the lines of a light infantry
division signel battalion. It relied upon twenty~thr:e TRC-
145 multichannel radios for transmission. This allowed the
battalion theoretically to inatall eleven systems of twelve
analeg channels each, but in fact the 154th could do more
than that, as each TRC-145 had a completely redundant array
of radio equipment intended to back up the equipment in use.
If a radic ftailed, the system could be covered at once by
the spare stack of equipment, It was conaidered poor
planning to design & network that recuired the TRC-145s to
use their gpare eguipment
actually be done. The hkattalion also had four TRC-113

relays that could extend the range of the TRC-145 systems.

At that time, the 1%54th Signal Battalion bhad no
automatic switchboards, and rather than |use manual
switchboards, Witt elected to establish a network of "point-
to-points"” in which local battery magneto telephones were

connected directly and permanently from JTF-Panama at

19 Torres~Cartegena, interview.
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Building 95 to all of the subordinate headquarters by
dedicated lines across the TRC-145 multicuannel radios. By
12 April 1988, the network was completed. It reguired 21
out of the battalion’'s 23 multichannel radios to implement.
In addition to the dedicated telephone circuits, Witt also
backed up the local teletype communications network with
sixteen teletype stations, manned by radio teletype
operators, which were connected over the tactical
multichannel system to the GTE produced TYC-39 at Corozal.
The TYC-32 was a teletype switchboard, automatic and
computer-driven, that Witt had established at Corozal to
extend the AUTODIN network to his tactical stations. Other
teletype stations connected with the TYC-39 via fixed-
station cable, and the TYC-39 became a permanent fixture at
Corczal; even when the tactical multichannel radio system

was no longer connected to it.20

Because of the PDS confusion that had been endemic in
recent history, the staff officers in Panama preferred the
tactical magneto telephones for security reasons, and even
when STU-III telephones became available many officers
resisted using them out of habit.%! Witt himself hsd a
number of PDS related problenme. The intelligence officer
(J-2) for JTF-Panama initially refused to accept the
security of the PDS because, in fact, the wirelines were not

perfectly secure, even though there was no known contact

2°Wit£, Interview,
21Van Steenburg, Interview.
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hotwesn tne taciical network and the commercial and AUTOVCN
netwerks, Atter long disagreement, the J-2 finally agreed

tha. the "probabliity of interception was low," and Witt was

stls tc zarry on with his PL3, %2

Neither Wittt noer Vagn Stesnburg were satisfied with the

old-yashioned equivmsni thai the 154th was using, and they

tried unauvccessfully te getl 3B-34i4 autymatic switchboards
fielded t¢ the battalian ghead of schedule, When this

proved impagsibvle, they adopted. a more obligue solution.
Teuking sadvantage of the increased iwporiyense of Panama in
lighe oY the crisic, they regnested a sixiy-dsy temporary
ican of gisx XRL-~A614 gwitchboards from Unitsd States Army
Forces Comm=and (FORECHK) . ' ¥ORLCOM sgeesd and ocusrsd III
Corps at Fori Hced, Teras, ro loan six switchhqards ts the
154tk for sizty dajws. The 154th Sigael Battalioc roacoived
the awitchbourds on 21 Juns 1888 avd sluply never apave them
back.%3 Thig sctioen gelvzd &

A

- : : Y - = ) I TR S -
W Amasglane s acs ofd HEHR S Py Ty K

et

switchboards, wut 1t wag conaidsred & diviy trick by sane
and the memory of this incident rlwysd a wole in the
question an to whethar o pru-reeitinsn egQuivment f{rom the

35th Signal Erigazne laler .

June 1988 wslsgo saw other supwentatlon tL¢ the 154th
Signal Battalion. 11th $ignal Brigede fiom Tort Huachuca

and the Joint Communications Support Element (JCSE) from

22yitt, Interview,
2371bid.




MacDill AFB sent multichannel satellite communications teams
to Panama, amounting to around forty soldiers.
Additionally, the 35th Signal Brigade sent another forty
soldiers from A Company, 426th Signal Battalion at Fort
Bragg to install a tactical microwave radioc system from
Howard AFB to Gunn Hill on Fort Clayton, with a "video
cable" system extending from Gunn Hill to the 154th signal
gsite next to the chapel near Building 95. "Video cabla" was
coaxial cable that carried the same multichannel signal that
the microwave radio system carried, and it was broken down
into individual channels at the Building 95 signal site.
This network was integrated with the tactical communications
that the Air Force's 3‘-l Combat Communications Group had

established at Howard AFB.2%%

As more STU-II1Ys arrived in Panama, Colonel Van
Steenburg applied himself tc educating the various staffs on
their use, with the result that the tactical network was
used legs and less. As Witt perceived that it was not
really appreciated any more, he requested to take the
tactical network out of 8ervice, since it effectively
prevented his battalion from doing very much else. Finally,
in February 1989, the 154th was allowed to take the tactical
multichannel system down, only to reinstall it in May as the

crisis grew worse.25

241bid.
Z5Ibid.
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The ad hoc nature of communications support for JTF~
Panama, involving as it did JCSE, the 11th Signal Brigade,
the 154th (not yet under the 1109th Signal Brigade) and the
Air Force, prompted Colonel Van Steenburg to establish a
central authority to contrel and integrate the network. 1In
May 1989 he established the Joint Communications Control
Center (JCCC) at Fort Clayton, under the auspices of the
1109th Signal Brigade, but with augmentation from the 154th

and from JCSE.28

Summer of 1989 was a time of change for JIF-Panama
communications. The tactical system was taken down. and
JCSE, the 11lth Signal Brigade, the company from the 426th
Signal Battalior, and the 3¢9 Combat Communications Group
personnel were finally sent back to their home stations.
JTF-Panama continued its planning and exercises, as outlined
in Chapter 1, using the strategic system and relying upon
the STU-IIIs. In a 12 June 1989 interview, Van Steenburg
expressed his opinion that his organization was ready to
support the "Prayer Book" contingency plans, but also noted
that the personnel policies incidental to the requirement to
move dependents out of Panama as quickly as possible were
having a bad effect upon the strength of his brigade.27 1In
an interview on 28 April 1989, Lieutenant Colonel Witt
opined that, even without the personnel shortages, his

battalion was too small for all of the missions that were

26Van Steenburg, Interview,
27 1bid.




its lot. He hoped, at the time of this interview, that
Lieutenant Colonel Andre Francis, who was scheduled to
replace him, would take action to modify the Table of
Organization and Equipment to bring the structure of the

battalion in line with its actual missions.28

Colonel Van Steenburg was replaced by Colonel Jorge
Torres-Cartegena in June 1989, Colonel Torres had been the
SOUTHCOM J-6 for three years prior to assumning command of
the 1109th Signal Brigade. An officer with a strong
background in Special Operations, a complete command of the

Spanish language, and the hbhest gragp of the civili

_______ ian and
military communications rnietworks in Panama&, Colonel Torres
was the perfect man for the position. Torres was a sort of
caudillo of communications; having kept his position as J-6
for SOUTHCOM, he also commanded the 1109th Signal Brigade,
served as Deputy Chief of Staff for Information Management
of USARSO, and as J-6 for JTF-Panama. He increased his
authority over military communications in Panama even
further by arranging the removal of the 154th Signal
Battalion from the 41st Area Support Group and placing it
under the 1109th Signal Brigade. Whereas Van Steenburg had
little control over the 154th Signal Battalion's daily
affairs, Torres now had absolute authority over the
battalion, and over its new commander Lieutenant Colonel

Francis. Additionally, Torres had a great deal of informal

28Witt, Interview.




influence over and personal knowledge of the Panama Canal
Commission telephone system and the commercial telephone
company (INTEL). The only limitation to Torres’ personal
control over all military communications in Panama was his
span of control as a single man over all of the agencies for

which he was responsible,

The communications infrastructure already present in
Panama prior to Just Cause was an important and unusual
factor in the conduct of that operation. It was definitely
non-stereotypical in that the contingency forces sent to
that country would not have to carry all of their
communications means with them, and the time that was
available to prepare for the operation also reduced the
dependence of XVIII Airborne Corps upon its customarily
austere echelonment of communications. In spite of this
advantage, however, XVIII Airborne Corps contiﬁgency
communications were the standard to which XVIII Airborne
Corps and its 35th Signal Brigade +trained. Their
expectations, habits, and normal practices were therefore
based upon normal communications, which they did bring with

them to an extent, The next chapter will address

contingency communications in XVIII Airborne Corps.




FIGURE 2-1

Strategic External Connectivity
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FIGURE 2-2

Strategic Microwave Radio Netwerk
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FIGURE 2-3

Strategic Cable Network




FIGURE 2-4

Military Dial Central Offices in Panana
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FIGURE 2-5

1109TH Signal Brigade Organization Chart
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FIGURE 2-6

154th Signal Battalion Organization Chart
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-CHAPTER III-

CONTINGENCY COMMUNICATIONS IN XVIII AIRBORNE CORPS

Chapter II examined the strategic and tactical .

comnunications infrastructure for United States forces in

Panama prior to Operation Just Cause, with the object of %
supplying the reader a background in the communications
systems that were already available in Panama prior to the
operation. The purpose of this chapter is to present the
background of "contingency communications" for XVIII
Airborne Corps. The term "contingency communications" refers
to communications in support of contingency opecations and |
will be elaborated upon later in this chapter. JTF~South
was little more than XVIII Airborne Corps with regard to the
headquarters, with the most important positions filled by
officers from Fort Bragg. As such, XVIII Airborne Corps
brought many of their own communications personnel with
them, especially on the JTF-South J-6 (Communications)
staff. Many XVIII Airborne Corps communications technigues
and requirements were therefore imposed upon the tactical *
cemmunicaiiouns infrastructure already in Panama, as well as

urpcn reinforcing communications soldiers, staff, and

equipment brought in from Fort Bragg once the ovperation

began. It is essential to the understanding of this

subject for the reader to grasp the communications standards

that XVIII Airborne Corps was accustomed to operate under, i

.




and to understand how and why these standards and technigues

differed from those of other Army units.

The 35th Signal Brigade’s mission was to provide
tactical command and area communications to XVIII Airborne
Corps. The brigade had four battalions and a headquarters
element. The brigade headquarters contained an element
called the Corps Signal Office that functioned as a part of
the corps staff and, in fact, had actually been a part of
the corps staff until it was transferred on paper to 35th
Signal Brigade'! During the "Blue Spoon" phase of planning
for operations in Panama, the Corps Signal Office was led by
Lieutenant Colonel Gordon Call, who prepared the "Annex K"
to SOUTHCOM OPCRD 7-88 (BLUE SPOON)., Call was transferred
to United States Army Special Operations Command in August
1989, and he was replaced by Colonel William L. Mason. Since
Mason had preceded Call in his position at Corps Signal, he
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35th Signal Brigade had four battalions (s:2e figures 3-~
2 through 3-6 at the end of this chapter). The 50th Signal

Battalion was an airborne battalion. Its job was to provide

1puring this period (1988) several corps staff sections
went through the same thing, easily identified by the change
in unit sheoulder patches. Officers and men on the Cuorps
Signal Staff replaced the XVIII Airborne Corps "dragon
patch" with the 35th 5ignal Brigade "lion patch", while some
members of the variocus intelligence sections wore the 525
Military Intelligence Brigade vatch.
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command communications for the corps forward command posts,

to include communications down to divisions and separate %
brigades in the corps. The 327th Signal Battalion was only
partially airborne, and their responsibility was to provide
communications for the corps main command post, the corps
rear command post, and the 1st Corps Support Command
(COSCOM) . The 327th alsc had all of the corps’ high
capacity tropospheric-scatter multichannel radios, capable
of carrying 144 channels for 100 miles on a single link,
plus &all o. the brigade’'s high frequency mnultichannel
radios. The 426th Signal Battalion was an area battalion,
designed to provide tactical communications to any units in
their geographical area. Their equipment was very heavy in
comparison with the 50th Signal Battalion’s equipment, as
their mission allocwed them to be less rapidly deployable.
The 50th Signal Battalion typically planned for air
movements, while the area battalious often relied upon
ships., The 25th Signal Battalion was designed in exactly
the same fashion, but custem and usage had given it an
additioral role. The 25th devoted one company to
establishing "sustainment base" communications on Fort
Bragg, interfacing the tactical communications network with
the DCS through the post telephone system and through the
Automatic Digital Network (AUTODIN) entry point at the Space

Activities Office on Mucomb Street, Fort Bragg.?

& Area Communications System Standing Operating Procedures
Vol. I, (Fort Bragg: 1112th Signal Battalion Field Printing
Facility, 12 June 1990), pp. 1-7 - 1-17.
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In addition to the four battalions of the 35th Signal
Brigade, Fort Bragg had two other signal battalions with
whom the 35th cooperated either formally or informally, as
the case required, to such an extent that officers and
soldiers would sometimes be reassigned from one to the other
over a period of years. The 82d Signal Battalion belonged
to and supported the 82d Airborne Division, and the 112th
Signal Battalion belonged to and supported First Special

Operations Command.

FM 100-5 defines contingency operations as "military
actions 1requiring rapid deployment to perform military tasks
in support of national policy."3 The "rapid deployment"
requirement is the characteristic that most influences
contingency communications. The wusual method of moving
troops to the objective area is by aircraft, and the initial
forces are either landed or an airstrip or parachuted in.
For the purposes of planning, everything must go by air, and
everything includes artillery, vehicles, ammunition, and all
supplies. Due to the limited availability of aircraft for
any mission, competition for space on the aircraft is always
a serious matter, and nothing may be brought along that is
less important to the mission than something that might

still be waiting behind.

3U.S. Department of the Army,Field Manual 100-5,

Operations (Washington, D.C.: U.S, Government Printing




This requirement to prioritize all men and material
going forward led the 35th Signal Brigade at Fort Bragg to
design echelons of communications support for the Corps eor
JTF headquarters to coincide with the gradua) avajlability
of aircyraft, beginning with the bare minimum of
communications capability and building up as the situation
required and allowed. Contingency communications plans were
therefore built around three standard echelons, known as "A
echelon,” "B echelon,” and "C echelon," The A echelon
assumed that there was to be no secure airstrip for the
initial arrival, and so everything in the A echelcen was
designed to be delivered by parachute. In its basic fornm,
the A echelon contained at least three secure single-channel
tactical satellite radios, one secure short-wave or "high

frequency"” =zingle-channel radio, and three secure FM radios

for short range use,. These items were all carried in
soldiers’ rucksacks, which generally weigned over one
hundred pounds before they were through L«cning them. In

addition, a facsimile machine, a small "Honda" electrical
generator, and some other odds and ends might be packed in
an A-21 "door bundle," which would be kicked out of the
aircraft on its own parachute to be recovered on the ground.
Finally, if there was enough aircraft spuce, the A echelon
would also include two 5/4 ton trucks (called HMMWVs) that

were specially designed for the A echelon. The first

vehicle was called the "FM Special,"” and it carried three FM




radios with greater power and range than the small ones in
the soldiers’ rucksacks, one high frequency radio with over
ten times the power of the rucksack version, a small Honda

electrical generator, and anything else that could be fitted

in, The second vehicle was called veriously the "HF
Special" or the "Ratt Special." This was nothing more than
a locally fabricated high frequency radio-teletype. Both

the HF Special and the FM Special were designed to stand a
parachute delivery, or "heavy drop," and were thus both
simple and rugged. Everything in the A echelon came from

the 50th Signal Battalion, and the A echelon was kept in

or ro notice.t

The A echelon permitted the Corps or JTF Commander to
control his subordinate wunits on the ground via single
channel radio. The FM radios allowed him to communicate to
other stations within "radio line of sight,”" or anything
from fifteen to twenty-five Lkilometers for planning
purposes. The satellite radios could reach stations at any
distance and were used not only for subordinate units out of
FM range, but also to communicate with ships, home station,

or higher headquarters all the way up to the National

435th Signal Brigade, The Corps Command and Area
Communications Systems (CCACS), Vol. I (Fort Bragg, North
Carolina: 1112th Signal Battalion Print Plant, 1990), pp. 1~
1, 1-7; see also an unpublished draft of the 35th Signal
Brigade "Readiness Standing Operating Procedures,"
maintained by 35th Signal Brigade, Fort Bragg, North
Carolina.
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Command Authority. All services used satellite radio
communications, which by 1989 had become the most important
and widely used long range tactical communications means in
the American military establishment. The high frequency
radios were generally intended as a redundant means to the
satellites, relying as they did on ionospheric propagation
{bouncing the radio signals off the ionosphere) rather than
upcn satellites that could be jammed or even destroyed by a
sophisticated enemy. The HF Special was the only equipment
in the A echelon that could enter directly into the Defense
Communications System, bringing world wide teletype
communications to the J1¥ or Corps Commander. In practice,
this radio-teletype 1link to the Defense Communications
System was seldom practiced because the HF Special was
usually used for teletype communications with subordinate
units in the objective area, with the B echelon effecting

the Defense Communications System entry.

The A echelon was the bare minimum, and it was only
intended as a temporary measure to support the JTF cor Corps
until equipment could be brought in with higher capacity.
As soon as C-130 aircraft could be landed in the objective
area, the B echelon communications package would arrive.
Equipment qualified for inclusion on the B echelon if it was
able to drive onto and drive off of & C-130 ¢on a dirt

airstrip, and if it was absolutely essential to effect entry

into the Defense Communications System. 7The first piece of




equipment to come on the B echelon was always a multichannel
satellite communications van, the TSC-93A. This equipment
was mounted 1in two Chevrolet pick-up trucks with two
trailers. One truck carried the communications shelter with
all of the radio equipment in it, while the other carried
the eight-foot parabolic antenna, often referred to as the
"eight foot dish."” The shelter itself was very heavy,
actually heavier than the trucks were rated to carry. Each
of the two trailers carried a diesel power generator. Two
C-130 aircraft were reguired to move this assemblage. Once
the TSC-93A set up, the commander could have a teletype

System’s

station with access into the Defense Communications
world-wide Automatic Digital Network (AUTODIN) and
telephones that could c¢all into the Automatic Voice Network
{AUTOVON) . From this moment o¢n, the objective area had
access to the strategic communications networks and
commercial networks. Other B echelon equipﬁent could be
ald>d to the TSC-93A, such as a small SB-3614A switchboard
and some STU-III secure telephones, to allow the JTF or
Corps to talk secure all the way up to the National Command
Authority if need be. At times, but not very often due to
the inevitable shortage of space on aircraft, a TSC-60 high
fregquency multichannel van from the 327th Signal Battalion
was added to the B wchelon to effect DCS entry for teletype
as & redundant means apart from the satellite system.

Besides this TSC-60, everything in the B echeloln came from

the 50th Signal Battalion.




B echelon communications were intended to allow the
Corps or JTF to talk back to ite sustainment base (Fort
Bragg) or to adjacent and higher headguarters, with the
single channel radios of the A echelon gtill providing
communications to the local subordinate units. C echelon
communications were designed to improve local communications
to subordinate units. The C echelon contained whatever
line~of-sight wmultichannel radio equipment, additional
radio-teletypes, and other equipment the situation required
for bringing subordinate ground units intuv the tactical
telephone gsyatem. Since all of the C echelon equipment was
intended to improve coammand communications to subordinate
combat uwuits, the 50th Signal Battalion provided the C

echelon sg well.

The Corps or JTF network did not cease devaiopment with
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of the € echelon. Much hesavier and bigger
equipment from the other battalions in 35th Signal Brigade
could be brought in as the situstion demanded. The purpose
for the echelonkent of coamunications was to have fairly
standardized and simple communications sclutions for the
initial days of the c¢fperation. Every operation was
different, so thc communications support that followed the C
echelen wculd be designed against the specific requirements

of the miagion. Une of the few things that most missions

had in common was a shortage of airplanes relative tc¢ the
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requirements, and it was this common problem thet the

echelonment of communications was designed to overcome.

Unlike the XVIII Airborne Corys, most of the Army did

- not have to concern itself with these rigorous deployability
requirements. Army units in Germany or Korea were already

located within driving distance of their expected area of
operations, and the heavy divisicns and corps based in the

United States relied upon ships to deploy to their expected

wartime locations. These heavier units made up the bulk of

the United States Army, so standard doctrine was generally

designed with them in mirnd. Air movement and parachute

delivery were low on the requirements list for standard Army

communications,

Other differences between XVII{ Airborne Corps
communications and communications in support of hesvier
military formations, such as V Corps and VII Cor»s in Europe
and III Corps in Texas, resulted from the diifferences in
the sort of missions that these organizations faced. The

. heavy corps concentrated their efforts on a limited number
of operations plans dealing with large-scale wars. Force
structure in support of these plans was well known and did
not change very often or very much. XVI1I Airborne Corps
had to be prepared to face anything from a gemneral war

against the Soviet Union in Iran te a non-combatant

evacuation in a small Ceribbean i1sland. #Force structure was




varied &and changing, and s8o could not be planned for in

detail.

This diaparity between XVIII Airborne Corps
requirements and the requirements of the rest of the Army
resulted in a similar disparity between communications
practices in XVIII Airborne Corps and the rest of the Army.
This included some significant procedural differences.
Radio operat.ing procedures, compunications security
measures, and telephone communications were all modified to

suit the peculiar requiremenis and desires of XVIII Airborne

Radio operating procedures were governed by a document
called a Signal Operating Instruction (SOI) in the Army, and
called a Joint Communications Electronics Operating
Instruction (JCEOI) in joint and combined operations. SOIs
and JCEQOIs were usually pocket-size booklets that prescribed
radio frequencies tor single channel radio netweorks and

"callsigns" or radio names to the stations in the

assigned
networks. The JTF-South JCEOI used to support Cperation
Just Cause was the product of a long evolution, beginning
with Army signal operating instructions used as early as the
Second World War. The Second World War was fought against

a sophisticated adversary, and radic operating procedures

were accordingly strict, but in the years following the war

the threat receded from memory. During the Vietnam war, the




Signal Corps rediscovered that periodically changing
frequencies and callsigns greatly improved comaunications
security, and the Army standardized the practice. This was
not without criticism, even at the time that the practice
was &adopted. Many commanders eagreed with Colonel Sid
Berry, commander of the First Brigade, First Infantry
Division, from June 1966 to February 1967, when he
complained that: "It simplifies communications for units and
individuals to keep the same frequencies and particularly
callsigns. Frequent changing of callsigns confuses friends

more effectively than enemies."$

In spite of the criticism, the enemy eavesdropping
threat was considered sericus enough te¢ warrant the added
complication of changing csallsigns and frequencies, so the
practice contirued after the Vietnamese War and wasg
standardized throughout the Amcrican Arnmy. The National
Security Agency (NSA) produced the standard Army SOlis.
These S0Is had t«n time periods designed into them, with
daily frequency and callsign changes. These SCQIs were also
made to support standard Army organizations, with stations
from other services not usually addressed. If a& unit wanted
to change the S0I, it had to submit the change to NSA, where
it might take months to effect. This was not a serious

problem to most units, however, where knowr vunits were

Department of the Army, 1982), p. 64.




organized in support of known war plans that did not change
very often. Contingency operations, however, presented a

very different sort of problem.

Operation Urgent Fury, the American invasion of
Grenada in 1983, suffered from the failure to integrate the
radio operating procedures of the services involved, most
notably the Army and the Navy.$b XVIII Airborne Corps and
other organizations tried to remedy this systemic problem in
the years following Urgent Fury by addressing the JCEOIL
issue and by peacetime training with the other services.,
Coionel Robert E. Gray., commander of the 35th Signal
Brigade, and Colonel William L. Nason of the XVIII Airborne
Corps Signal Office took the lead in the development of the
XVIII Airborne Corps' version of the JCEOI. Captain Marilyn
M.. McAllister of Mason's operations section. worked many
nronths almost exclusively to develop & contingency JCEOI,
coordinating with unified commands and trying to fit the
JCEOI to war plans, The only unified command to support the
project was United States Atlantic Command (CINCLANT), no
doubt as a result of their painful experience in Grenada.

The format that Captain McAllister developed became the

SMajor Mark Adkin, Urgent Fury: The Battle for Grenade
(Lexington, Massachusetts: Lexington Books, 1989), pp. 221,
229, 272, 285; see also Colonel Steven E. Anno and
Lieutenant Colonel William E. Einspahr, "Command and Control
and Communications Lessosug Learned: Iranian Rescue,
Falklands Conflict, Grenada Invasion, Libya Raid," Research
Report, 1988, on file with the Air War College, Maxwell Air
Force Base for a good unclassified digest of communicaticns
interoperability problems on Urgent Fury.




XVIII Airborne Corps standard for JCEQOIs and was refined in
& number of Jjoint exercises before its successful use in

Operation Just Cause.?

The XVIII Airborne Corps JCEOI was different from the
standard NSA produced Signal Operating Instructions (SOI).
Callsigns and radio frequencies were not changed daily.
Non-changing callwords were often subatituted for the
standard NSA-style callsigns that changed every day. The
Justification for these practices, often dencunced as
dangerous tco communications security, was that since the

VINSON (KY-57) veice radic

EVige prevenisd enemy

fu

encryption
eavesdropping, there was not sufficient benefit to coffset
the added complexity of frequency and callsign changes. Put
plainly, the risk of confusing friendly forces was
considered greater and more significant than the risk of

enemy communications intelligence.8

"When this author reported to Corps Signal (at that
time called Corps C-E) in October 19886, McAllister had been
working on the project for some time, and continued to work
on it for as long as she was assigned to the section. This
author and the other officers in the section used
McAllister's formats for JCEOIs, at least until Just Cause.
This is not to say that other formats were not used, but her
JCEOI was the best and most commonly used.

8This procedure became common in XVIII Airborne Corps
beginning in 1986, having been championed by the 82d
Airborne Division against the resistance of most cofficers in
the Corps Signal Office, including this writer. Lieut.Gen.
Carl Stiner fully supported this technique as the 82d
Airborne Division Commander and, later, as XVIII Airborne
Corps Commander.




During the development of the prototype JCEQOI, it soon
hecame apparent that a separate JCEOI would have to be made
for every contingency, as force atructure varied from
contingency to contingency. This was another area in which
the standard NSA SOI failed to meet the requirements, due to
its fixed and inevitably generic nature. Because it tock so
long to coordinate changéa in the SOI with NSA, the document
was neither fiexible nor responsive enough for
contingencies, where changes are made until the end of the
mission. Between 1984 anu 1{39 JCEQOIs were designed to meet
some CINCLANT contingencies, bu! they were eilher opposed or
ignored by other unified commands. (w1 most joint exercises
during this period, XVIII A.r-v.rhe Cory: produced the JCEOI
for its own forces, based upen whatever operating

instructions that the unified covmand was uiing.

XVIII Airborne Corps oftel modl iied other
communicatiens security procedures, alweys in the direction
of greater simplicity. Cryptographic keys wer»e often
"frozen," or not changed as normally prescribed, to avoid
the danger and confusion of losing communications in the
middle of an operation due itc a botched keying material
change. Changes were postponed until the nost complicstad
phases of the operation wers through. Another departurc

from standard cryptographic practice was the use of a single

"variable" or code for all redios in an operation.




The KY-57 VINSON secure device wags designed to be used
with different keys on differeut radio networks. The theory
behind this was that the capture of a key or of a VINSON
device would not compromise more than one net, Once again,
XVIII Airborne Corps found this practice too infiexible to
be able to respond to unplanned changes during an operation.
For example, if the Third Brigade'’s 1-508th Infantry
Battalion was on the Third Brigadc’s crypto key, and if the
‘battalion was put under First Brigade due .o some emergency
or change in plan, the 1-508th would have to yet the crypto
key from First Brigade and then load it into all of its
VINSONs before they could have secure communica-ions with

their new headquarters.

XVIII Airborne Corps solved this problem by the simple
expedient of putting many units on the same key. Commonly,

the Division key was used by all subordinate units, but at

timeg the I

ey of an even hi
This practice was also imposed upon JTF-Panama by Major
General Loeffke, who had previously served at Fort Bragg.
Communications officers in Southern Command, mere bound to
doctrine than some of their counterparts at Fort Bragg,
disagreed with Loeffke’'s imposition. Lieutenant Colonel Kay
Witt, commander of the 154th Signal Battalion at Fort

Clayton, spcke for many when he said that "it rubs counter

tec everythint I have ever been taught," but he also noted




that "we will probably get away with it" owing to what he

considered an unsophisticated electronic werfare threat.®

XVIII Airborne Corps approached telephone
communications pragmatically, sand differently from many
other Army organizations. The corps had already gone
through the Protected Distribution System (PDS) evolution
and virtual abandonment already described in Chapter II.
Newly assigned personnel learned that "doctrine is not
blindly followed without a thought as to its &ctual
utility," and "no rule, standard, regulation, or procedure
relieves the individual signal officer or soldier of the
reapongibility to apply common sense at all times,"l!9
Because they were fast and reliable, magneto telephone
hotlines or "peoint-to-points" were still commonly used for
command communications, in spite of widespread condemnation
by school~trained signal officers who considered thenm
obsolete, The 82d Airborne Division had led the way with
experiments using the STU-III secure telephone in the field
with the small SB~3614A tactical switchboards, even though
the STU-IXIs were designed exclusively for indoor use, and
XVIII Airborne Corps adopted this technique on a small
scale. Finally, the XVIII Airborne Corps commonly connected

its telephone network with the Defense Ccmmunication System

9Lieutenant Colonel Kay Witt, interview with Dr.
Lawrence Yates, Fort Clayton, Panama, 28 April 1989.

1035th Signel Brigade (Corps) (Airborne), Corps Command
& Area Communications System Standing Operating Procedures
Vol. I, (Fort Bragg: 1112th Signal Battalion Field Printing
Facility, 12 June 1990), pp. i-ii.
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and with commercial civilian telephone networks. One could
call into the tactical network from an ordinary pay
telephone if one wanted, and the corps staff could call

literally anyone with a telzphone.!!

These communications procedures and standards were
practiced in a series o¢f exercises. After the Grenada
operation, joint communications training was the rule rather
than the exception in XVIII Airborne Corps. Inmediastely
following Urgent Fury, the 82d Signal Battalion began high
frequency radio training with the Navy, thus gaining
experience in these techniques for the corps as a whole. By
the time of Just Cause, high frequency DCS entry exercises
into Navy stations were frequently practiced in the 35th
Signal Brigade. "Sand Eagle" exercises gave 12th Air Force,
XVIII Airborne Corps, and special operations forces practice

in staff coordination and communications that would have

" "

i i '] -~ s 1 A [Py R | oL .13
direct epplication n Just Cause, Wiiiac wolLia ovnielq

exercises had the same effect with XVIII Airborne Corps, the

Marines, and the Navy.

XVIII Airborne Corps was therefore well prepared for
jeint operations by 1989, with routine training with all of
the services and with communications procedures and in some

cases even equipment designed speciiically to support joint

1135¢th Signal Brigade (Corps)(Airborne), Corps Command

Vol- IV, pp' i"ii.

65




contingency operations. The 236th Signal Brigade commander,
Colonel Jackson Moss, was respected and experienced with
over a year in command by fall of 1989. His Corps Signal
Office was capably led by Cclonel Mason, whose personal
experience in XVIII Airborne Corps predated and included
Urgent Fury, and was manned by experienced signal officers,
most noctably the Operations Officer Major Steve Witt. These

were the officers who would devise the tactical

communications plan for Operation Just Cause.




FIGURE 3-1

XVIII Airborne Corps Organization Chart
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FIGURE 3-2

35th Signal Brigade Organization Chart
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FIGURE 3-3

25th Signal Battalion Organization Chart
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FIGURE 3-4

50th Signal Battalion Organization Chart
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FIGURE 3-5

327th Signal Battalion Orgenization Chart
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FIGURE 3-6

426th Signal Battalion Organizatiou Chart
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~CHAPTER IV~

OPERATIONS PLAMN 90-2

The purpose of this chapter is to examine the
communications support that was planned under JTF-So2ath
Operations Plan (OFLAN) 20-2. OPLAM 90~2 was the {inal
version of the plan to defeat the Panamanian Defense Force
(PDF), depose Generel Noriega, and instsll a government
friendly to the United ELrates. Prlor to any inguiry into
copmunications support f£c.o OPLAN 82-2, however, it will be
instructive to review briefly the apersticnal plan that
preceded it and to look ac¢ comsunications support planned
for eariier versicns :»Y the plan foxr offeuslive operations im
Panama in vrder to urderstand the lag. ¢ bhehind vhe messurss

thut were fineliy agresd uncm sngd takaen.

Plenning for hosti.m actinn againsy Ltho Horieéegx xopgine
begen in earnest with the “"Rlabuiale Neze” operotionm plan
described irn Chapter 1. o fpri) 1388, Limscoxetes Unse won
broken down Jinte usverail wpilerm undwr the "“Prayer  Book®
seric¢s, with the plan lor sfhanaive aiersaiionk sgeinst ihe
PDF being hn~vyn aw "Blae Upovn.” Lhad ox Cluw Biue Spoan
scenacio, JTF-Panuwsu was . ooy Yaolnt et Yansive

opwrations Lo nevirallxe thy Parnaen Datersy UYarce 'EFRE) and

other coabatanwiy as  regulirad, o pretsct UL, 1lives,




property, and interests in Panama, and to assure the full
exercise of rights accorded by international law and the
United States-Panama treaties."”! General Wecerner intended
this operation to bring the war to a swift and decisive end,
while protecting American property, lives, and interestis.
Blue Spoon was to "leave no doubt in the enemy’s mind that
we acted purpcosefully, professionally, and with minimum
force required to remove threats to U,.S. citizens, the
Canal, and the Panamanian people."? Simultaneously with the
exacution of Blue Spcon, SOUTHCOM was to initiate SOUTHCOM
QPORD 6-88, "Blind Logic.” Blind Logic consisted of civil-
military operations to stabilize Panama and to rebuild the
Panamanian governaent so that it could "assume its legal
responsibilities concerning the Cai.al and related treaties

with the USG {U.S. Government]."3

A. mentioned previously, the priancipal communications
pianners at that time were Colonel Torres-Cartegena on the
SOUTRCON J-6 (communications) staff at Fort Amador, Colonel
Ve Steenburg, the J-6 of JIF-Panama and the comumander of
1308th Signal Brigede, and Lieutenant Colonel WWitt the
coasander of the 154th Signal Battalion. In esrly 1989
¥VII1 Adirborne Corps was brought into the planning, and

Livutenant Colounel Gordon Call of tliv Corpr Signal Office

‘JTFwPanamgT—ijF—PM OrORD 7-83, BLUE SPOON."
d1bid.
3 Ibid,




led the communications planning effort at Fort Bragg for

what would later become JTF-South.

Call and several of his officers, most notably Major
Dor. Mueller (& former Air Force communications officer) and
Chief Warrant Officer Raymond Frison {(who had written a
study for SOUTHCOM several years before identifying the
vulnerability of the sitirategic communications mnetwork in
Panama), made several trips to Pansma to meet with
communications planners. Based upon this coordination, Call
aasembled a thirty-seven page Aunnex K (communicatiens) to

JTF-Panama OPLAN 7-88.

This wvoluminous communicationa znnex had tonirteen
appendices and wrnt into grest detail. Flanning was bessed
on the assumption that the Paname Defense Force (PDF) would

disrupt United States access to Pasnamanian controlled

3 . * -+ e -~ & —mp a m e e ) vy n
telacommun facilitizs, such &g Lhe comibercial IN]

5

satellite link out of Utive and its associated terrestrial
communications systems, and that this loss wvould
significantly reduce SOUTHCOM's ability to c¢'rry on 1its
intelligence functirns and comwerd and control of {its
forces.!

In apite of the anticipeted enemy threat to the 1109Lh
Signal Brigade's sirategic coummunications infrastructure,

$JTF~Panana, "Anvex K" to JTF-PH OI'ORD 7-88, BLUE
BFOON,
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Blue Spocn anticipated using these fecilities Lo the maximun |
possible extent, with “#ctical communications to provide

redundancy over the most wvital links. Initial systems

engineering for the tactical network was to be the absolute
regponsibility of the 154th Signal Battalion. The -
establishment and testing of this network occupied the

resources of the 154th from April 1988 onwards.s !

Command, contrel, and integration of the various
cummunications networks included in the Blue Spoon plan bear i
close attention because these relationships would be sigilar i
to thuse in the final OPLAN 90-2, although they would change
ir. the actual execution (see'figure 4-1}, Under QOPLAN 7-828
for Blue Spoon, "the Joint conmard auc control ;
communications management structure is based upon USTINLSO
J6 providing for centralized control «f thzatec-wide assets. :

Execation is decentralized through component communications

centigl centers. These centers are swtavnlished Lo cantrol
internal component communicaticns,”"? The line butwsen

USCINCS¢ J6 and JIF~-Panama J6 ‘which weuld latear bLe roeplaced
by JTF~South J6 under 90-2) wag blurred even st thism zarly <
date, as Blue Spoen wspoecifiecd that "J1E-PH JICC {(Joint i
Communications Contiyol Center) wiil ceptyvaslize control in ;
Yanema and will be exieblisbeod by the USAHSO DCLSIM (United
Statew Army, Bouth, Doty Chicf of Staff fLer Informgtion

—— e J
bLisutuoueny (oilonnl ¥Witt fpterview with 0. Lswrence
Yaten, 29 Axncil 2006,
IOV -Pansame, CHLYL SPOUN Aunex kLY

(v ]
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Management) in conjunction with the 1109th Signal Brigade,
the 35th Signal Brigade, and the 154th Signal
Battalion...(to) provide for the interface between the
strategic and tactical systems. It [the JCCC] provides
centralized direction and management to the JTF~PM and

subordinate SYSCONs (Systems Control).” 7

Below the JUCC were the "Systems Control" (SYSCON) and
the "Technical Control" (TECHCON). SYSCON was responsible
for the control of the tactical communications network.
Under Blue Spoon, the commander of the 154th Signal
Battalion was absclutely resgonsible for SYSCON, to include
planning, engineering. and directing ali communications
syatem changes. Under the 8lue Spoon plan, the 154th Signal
Rattalion waz to be assisted in this by sugmenteegs from the
25th Signal Brigede, who would arrive with the equipment

specified in the plan end be integrated into his battalion

The tern “"technical control" (TECHCON) ordivgarily
referu to the actunl conpucting and gorting of
ceppunicationg cireuiis, Ian tactical comwunicetions this
takeg pluce in a signal ven called & "patch penel”’ or
"techpical zontrol facility" (TCF). In the Blue Syoon plan,
the Leram TRCRCON did not apply Lo tactical communicetions et

all, but to the tixed nistion strateg ¢ technical control

O S—— s a h n & gAY T AT AR O gt g2 d

Tluld.

I‘Y 7




facility at Clorozal, which was placed directly under the
JCCC. The technical control facility at Corozal routinely
worked under the direction of its parcnt headquarters, the
1109th Signal Brigade. The JCCC, being mostly an
institution of the 1109th Signal Brigade, would serve as the
SYSCON for strategic communications, for which it was well

qualiified.8

It should be emphasized that neither the JCCC nor the
SYGCCN were to be manned cntirely by any single organization
under Blue Spoon. The JCCC, although it was the
responsibility of the 1109th Signal Brigade, was to have
augmentetion from 154th Signal Battalion and from 35th
Signe)l Brigade. Likewise, the JTF-Panama SYSCON belonged to
the 154th Signal bBattalion, with augmentation planned from

35th Signal Brigade.®

i5th Signel Brigade was regquired under Biue Spoon to
keep 4 quauntity of equipment and men in readiness at Fort
Bragg to be flown to Panama 1.f they were needed during the
course of the opersation. This requirement was to be
realized only i¢Y the primery systems that were planned
should fail; for exwwple, 2 maspive falliure of the strategic
systoen duw to enemy action would con:cvitute such an
auergency. Unless such o fallure took place this equipment

woula stey on ceall 8t Fort Eragyg, requiring as it would a




great many airplanes to bring it in, as well as several days

to install after it arrived.!?®

Communications security was addressed in some detail
under Blue Spoon. All Jjoint radio nets were to use the
"{ntertheater Communications Security PachLage" (ICP) ¢to
secure voice communipations. This ICP was a response to the
inter~-service communications problems of Urgent Fury in
Grenada, 1983. ICP was designed to allow all services in an
operation to communicate by putting the component
headquarters and the joint headquarters all on the same
cryptographic key. Internal component nets were s8till
-supposed to be on their service's key, so that a compromise

at a lower level would not compromise the entire theater.

For excmple, to explain this concept, if the enemy
were to capture &a Jjeep belonging to Third Brigade, 82d
Airborne Division, and the jeep had & radio with a VINSON
szcure device in it, whatever key that VINSON held would be
considered compromised unless the driver was able to destroy
or "zero" the key. If the VINSON held a Third Brigade key,
then the Third Brigade would have to either change &ll cf

its redios with VINSON: to & new koy, or it would have to

live with the very good pessibility that enemy intelligence

101bid; the plan specified two multichannel satellite
vans (T3SC-85A and 93A), aix TRC-1456 multichannel radic vansm
with six TRC-~113 relaye, one large TTC-39 telephone
switchboard (including 3 five-ton. trucks), a Tech Control
(T$Q-84), an SB-36)4A switchboard, and miscellaneous
telephone and teletyps equipment.
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could understand their communications. The doctrinally
correct answer would be to change the key for the brigade,
which might be spread out over a large areca. It was
difficult to effect such a change without interruption in
gsecure communications unless the unit in question was well

trained in executing this procedure.

Now let us assume that this hypethetical Third Brigade
jeep carried a key from division or even corps level. In
this case, it would not merely be a question of whether or
not to change the key for a single brigade, but rather of
whether to change the key for a whole division or corps, a
much more serious matter. ICP was kept for use only on
joint nets, covering as it did the joint communicationa for
the entire theater, to prevent an incident at a relatively
low tactical level from necessitating a COMSEC change

invelving the entire theater.

Another communications security guestion addressed by
Blue Spoon was the protected distribution system (PDS). PDS
is expilained in detail in Chapter 1I. Blue Spoon specified
that PDS would not be used for joint communications systenms,
as the Jjoint network would connect with AUTOVON and
commercial networks. The plan further specified that if a
component, wanted to usa PDS for its internal communications,
then their internal communicatione systems must be isolated

frow the joint network. Since PDS was not perwitted for the
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joint network, then secure ingstruments would be needed for

secure tactical telephone communications.i?

This created a problem., The 154th Signal Battalion had
only the .nalog S$B-3614 and TTC-41 switchboards, for which
the Army had no secure tactical telephones. As a part of
the Army shift to digital communications, the standard
secure tactical telephone was the KY-68 "digital secure
voice terminal" or DSVT. The DSVT could not be connected to
a strictly analog switchboard like the S$B-3614, nor were the
154th’s TRC-145 transmission systems particularly well
suited to carry digital circuits, although the TRC-145s
could ke made to do so using additional equipment with which

the 154th had no experience at all.

Blue Spoon attempted to make the best out of this bad
situation by requiring the Air Force to put & large, mostly
digital TTC~39A switchboard at Howard Air Force Base, while
the 35th Signal Brigade was to put a TTC-39A at Fort
Clayton. These two locations would be the major nodes for
the network, with the swaller TTC-41 and SB-3614
switchboarde spread arouna to other locations. Secure KY-68
DSVTs would be run as "long-locals" off the two TTC-3%As,
being carried over the 154th’'s TRC-145 systems to every
importent location. A "long-local" was a telephone line

carried from a switchboard to a telephone over a radio link

“llybid.
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rather than over wire as the local telephones are. Since
the TRC-145 was not designed with DSVTs in mind, it could
not handle the fast data rate of the DSVT, and so had to be
modified to do so. This modification was accomplished by
the addition of a data buffer TD-1065 to the TRC~145s. The
TD-1065 worked well for the 35th Signal Brigade at Fort
Brageg, but it took a long time and a lot of training and
experimentation to make it reliable. The 154th had no
opportunity to train with the TD-1065 because the wunit
would have needed a TTC-39 type of switchboard to rum the
long~locals from, and they had no such switchboard.
Obviously this was a problem, but security demanded some
sort of secure tactical telephone, and so0 secure tactical
telephone communications in Blue Spoon were based upon the

hope that the 154th could get these long-locals to work.l2

The final area of communications security in JTF-Panama

OPORD 7-88 (Blue Spoon) was the joint communications

operating instructions (JCEQI). Blue Spoon specified that
all radio callsigns, frequencies, and communications
security keying material should be "frozen," or kept

unchanged, beginning thirty hours before fhe United States
initiated hostilities and lasting until JTF-Panama J-6
directed a change.l3 The JCEOI spoken of in Blue Spoon was

not the JCEOI that would be implemented under OPLAN 90-2

12Thies is based upon my recollection of conversations
with LTC Call and others of his staff ducing the planning of
Blue Spoon.

13 JTF-Panama, "BLUE SPOON Annex K."
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(see below), but was rather a version that JTF-Panama put
together under SOUTHCOM J-6 direction. This version was
produced in standard Army format by the National Security

Agency (NSA).1l4

In early 1989 XVIII Airborne Corps became the executive
agency for planning., After several planning sessions during
the summer and fall the corps produced JTF-South OPLAN 90-2,
superseding OPORD 7-88. The XVIII Airborne Corps Signal
Office reconsidered JTF-Panama OPORD 7~88 and decided that
the communications plan was too complicated and too fragile
for the type of operation being contemplated. Ags goon

Colonel William L. Mason replaced Lieutenant Colonel Gordon
Call at the Corps Signal Office in August 1989, he made the
revision of the plan his top pricrity, building an ad hoc
special staff to accomplish it quickly and surely. Major
Steve Witt, the Operations Officer for the Corps Signal
Office and brother of Lieutenant Colonel Kay Witt who
commanded the 154th Signal Battalion until late spring 1989,
led the group. Captain Roderick MaclLean, the Plans OQOfficer
- for the Corps Signesl Office, was responsible for actually
writing the plan. Captain Jared Kline was brought up to
Corpas Signal from the Operations Section of 35th Signal
Brigade to plan the multichannel radio network.!3 Security

considerations required that the number of people who knew

14Colonel Torres-Cartegens interview with Dr. Lawrence
Yates, 29 June 1990,

151 weas aseigned to this task at Corps Signal from
August 1989 to October 1989.
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about the GCPLAN be kept toc a minimum, so little of the work
was delegated any lower. The product of these labours was
Annex K (Communications) to OPLAN 90-2, approved on 3
November 1989, It was only eleven pages long, with two
appendices; in conformance with Colonel Mason’s -

requirements, it was kept as simple as possible.

OPLAN 90-2 itself envisioned a phased operation, with
communications requirement.s for each phase. Phase one was
"pre-deployment and crisis action,"” and depended upon the
ctrategic systems already in place to support planning and
coordination. Phase two was called "in-place force
operations," involving combat forces already positioned in
Panama under JTF-Panama. These forces were to rely upon the
strategic systems already in Panama, single channel radios,
and the 154th Signal Battalion multichannel communications
network that OPLAN 90-2 specified. Phase three was "assault
force operations,”" involving parachute operations to seize
important locations and link-up with forces already on the
ground. OPLAN 90-2 planned for communications from JTF-
South at Fort Clayton to these airborne forces enroute, with .
an Air Force Joint Airborne Command and Control
Communications Platform (JACC/CP) to control initial actions
by the paratrocps and other forces on the grcund using
single channel radio. Phase four was "stability force

operations," to be controlled by all of the above. Phase
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five was "redeployment" of the various components to home

statiun.1®

QPLAN 90-2 relied primarily upon single channel radio.
Blue Spoon had included a single channel radio plen, but
emphasized the strategic and tactical telephone systems.
OPLAN 90-2 was designed in such a way that command and
control could survive problems in any area of communications
support except for single channel rradio. The operation
could be carried out as long as single channel radio would
work, Single channel radio communications were governed by
a completely rewritten JCEOCI, constructed by Major Witt
along the lines of McAlliister’'s JCEOI aentioned in Chapter
II1I above. Security considerations, once again, restricted
Major Witt's assistance in this project to orly a single
sergeant, Sergeant Thomas Sasser. Major Witt was the

"mastermind" behind the JCEOI,17

. Witt began work omn the JCEOI on 5 October 1989. He
received instructions from Lieutenant General Carl Stiner,
XVIII Airborne Corps Commander and commander of JTF-South,
that the JCEOI had to be "small, inclusive, (and) user
friendly."}® General Stiner was not satisfied with the NSA

produced JCEOI that had been built to support the Blue Spoon

16XVIII Airborne Corps, "Annex K to JTF-SO OPLAN 90-
2",3 Nov 89.

17Major Steve Witt, "JCEOI-Operation Just Cause," an N
article prepared for XVIII Airborne Corps, but not published E
at the time of this writing. N

181bid.




Plan. Accordingly, Witt set forth to put together a JCEOIL
"that would have to fit into a Battle Dress Uniform (BDU)
pocket, and that all the required information; units,; call
signs, call words, nets, and supplemental instruction would
have to be easily understood by everyone without lengthy
explanations by Signal Officers, As it turned out, what
made the JCEOI a success was the fact that it was small,
easily understood, and contained accurate, all inclusive

information."19

Major Witt spent time questioning Lieutenant Colonel

he G-3 Plams Officer of XVIii Airborne Corps,
to learn the projected force structure in detail, and he
continued coordination with G-3 Plans to keep abreast of
force structure changes for future JCEQOI editions. Those
organizations within the force structure that knew what
their requirements were going to be gave Witt detailed

information; others gave none and were supported in the

JCEOI according to Witt's best judgment.2?

The JCEOI format was McAllister’s format, with unit,
callsign, callword, net and frequency listed left to right.
Witt improved on the format by color-coding the multi-

layered document. There were a total of eleven layers, as

follow:

1971bid.
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SECTION I - Contained an Index, Instructions, COMSEC
Short Titles, Joint Suffixes, Sign -~ Countersigns,
Medevac Procedures, Laser codes, and Identification
Friend - Foe Codes.

SECTION II - Joint Task Force South.

SECTION III - Joint Special Operations Task Force,
SECTION 1V - Joint Intelligence Task Force.

SECTION V - Jeoint Psychological Operations Task Force.
SECTICN VI - Air Force Forces.

SECTION VII - Task Force Pacific.

SECTION VIII - Task Force Atlantic.

SECTION IX - Task Force Aviation.

SECTION X - 7th Infantry Division, 2d Division Ready
Brigade (DRB)-.

SECTION XI - 16th Military Police Brigade.2!

SOUTHCOM J-6 had the responsibility for frequency
management in Panama, and so the radi¢ frequencies assigned
in the JCEOI camne from a block of frequencies provided by
Master Sergeant Bethea, the SOUTHCOM frequency manager. The
block of frequency modulation (FM) frequencies amounted to
roughly one-third of the available FM spectrum. This was
unacceptable because it would have made it necessary to
assign the same frequencies to different units in a great
many cases,?? Witt realized that SOUTHCOM would not be
forthcoming with any additional FM frequency authorizations,

so he disregarded SOUTHCOM's instructions and used the

211bid.

22 JTF-South, "JULLS Long Report,” Fort Clayton Panama,
9 January 1990.

87



entire spectrum of FM frequenciez anyway. Frequencies for
the Joint Special Operations Task Force (JSO1IF) were
"fenced” or kept absolutely separate from tke others, and
enough frequencies were left so that duplication was kept to
an absolute minimum, and even then it was limited to the
least important nets,. It was hoped that the expected
geographical dispersion between the.units to whom duplicate
frequencies were assigned would prevent interference. As
USARSO had no frequency manager of -their own, Bethea was the
sole military frequency manager in Panama, and there was no

appeal from his decision except to disregard it.23

The first edition of the JTF-South JCECI (Edition A)
was published in 350 copies by 27 October 1589, following
numerous all-night sessions beginning on 5 October.?% There
was an initial controversy between Corps Signal and G-3
Plans about the classification of the JCEOI. Because the
JCEOl contained almost the entire force structure of JTF-
South, G-3 Plans wanted to classify it "Top Secret." Corps
Signal recognized that such a classification ‘would keep the
JCEOI out of the hands of the people who needed it most,
remembering the debacle of Grenada where radio cperating

instructions came down from CINCLANT in a message so highly

23Colonel Torres-Cartegena Interview, in which Torres
notes that USARSO had no frequency manager if its own, and
se it had to rely upon Bethea; Major Witt told me about his
decision to ignore SOUTHCOM's frequency restrictions (which
he told nobody about at the time) during my visit with hinm
at ¥Fort Bragg in December 1990.

2435th Signal Brigade, Internal After Action Report for
Operation Just Cause," p.3.




classified that, even if the document was in such a format
that the Army could use it (which it was not), and even if
it had arrived early enough to be disseminated (which it did
not), the radio operators could not legally look at it. !

. Finally, G-3 Plans realized the impracticality of a "Top

Secret" JCEOI, and they permitted it to be classgified

"Secret.” This problem of clagssification and the
implications it portended show how important it was that
"communicators were brought in on the plauning early and had

free coordination with the operations planners.?$

The JCEOI was ccnstantly updated and refined as OPLAN |
90-2 was updated andl refined, &and it was 1in its third 1
edition (Edition C) at the time of Just Cause, with a fourth
edition (Edition 1) printed but not distributed. Edition D
was held in readiness in case a compromise made promulgation

of a new JCEOI necessary.28

Extraordinary attention to detail went into the }
construction of the JCEQOI. Critically impcertant single
channel radio communications relied absclutely wupon the (
JCEOI, and nothing cculd have made up for a poor JCEOI.
Single channel radio was to be the primary means of
controlling combat operations, teo inciude a very large

parachute operation. OPLAN 90-2 envisioned a fast moving

23The account of the classification problem is based

entirely upon my own memory, as it took place while I was
werking on OPLAN 90-2,

2635th Signal Brigade, Internal AAR, p.3,
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operation involving multiple simultaneous objectives, so
simplicity and speed of the single channel radio

communications were essential.?7

The major radio nets planned in OPLAN 90-2 and the

JCEOI to support JTF-South were as follow:

1) USCINCSQ High Command Net JTF-1 {UHF TACSAT).Z28
This was to be a VINSON secured single channel radio net for
command and control. It was to link United States
Commander~in-Chief, South (USCINCSOUTH), JTF-South, and
selected subordinate commanders. The rlan specified that
these commanders wouid be notified of the requirement to
enter this net by secure telephone or warning order
message.

2) JTFSO Command Radio Net JTF-11 (UMF TACSAT). This
was to be the primary VINSON secured single channel radio
net for command and control of JTF-South.

2) JTFSO Intelligence / Date Net JTF-12 (UHF TACSAT).
This was to be a VINSON secured single channel radio net
utilizing UXC-7 facsimile machines to pass written traffic
and intelligence. The plan specified that this net would be
deleted if sufficient satellite support was not available;
by this it is obvious that this data net was of less
importance than the voice nets. Although this net was
called a "data net," it was never intended to pass computer
traffic. It was common practice in XVIII Airborne Corps to
call a facsimile radio net a data net.

4) JTFSO Command Voice Net JTF-11A (HF). This was to
be a PARKHILL secured single channel radio net designed to
provide a redundant means for the JTF-11 net, in the event
that something happened to the satellite.

5) JTFSO Command Net JTF-23 (VHF-FM). This was to be
a VINSON secured single channel FM voice radio net designed
to provide command and control for JTF-South.

271bid, p.5.
28 These abbreviations require explanation. UHF TACSAT

means "ultra-high frequency, tactical satellite." HF means
"high frequency", formerly called "short-wave." VHF-FM
means "very high frequency, frequency modulation.” UHF-AM

means "ultra-high frequency, amplitude modulation", often
used by aircraft.




6) JTFSO Operations / Intelligence Net JTF-23A (VHF-
FM). This was to be a VINSON secured single channel voice
radio net designed to provide operational control and
inteliigence dissemination for JTF-South.

7) Supporting Arms Coordination Net JTF-81 (VHF-FM),.
This was to be a VINSON secured single chanrel radio net
used to coordinate supporting arms requests for fires which
- would impact in the Joint Operations Area.

8) Joint Air Coordination Net AC-1 (UHF TACSAT). This
- was to be a VINSON secured single channel radio net to link
military air control agencies.

9) Joint Tactical Air Request Net AC-10 (HF). This
was to be a PARKHILL secured voice radio net to coordinate
the provision of immediate air support.

10) JTFSO Force Artillery Net (VHF-FM). This non-
secure voice net was intended to link units without organic
fire support assets to artillery units.

11) JTFSO Specisel Intelligence {(SI) Radic Teletype Net

JTF-10 (HF). This top secret secure radio-teletype net was
designed to disseminate SI traffic to JTFSO major commands.
In fact, this net was never implemented because the 525th
Military Intelligence Brigade never brought the rsadic-
teletypes into Panama, and there were no radio-teletypes to
support this net within the Military Intelligence community
already in Panama.

12) Joint Medical Regulating Net JTF-7 (VHF-FM). This
nor.-secure voice radio net was designed to support
administrative medical requirements.

13) JTF-7A (HF). This was to be a non-secure HF
version of JTF-7, making use of HF radio’s the greater range
to reach those stations beyond the reach of VHF-FM.

14) Tactical Air Direction Net AC-4 (UHF-AM). Thie
VINSON secured net was planned to provide for the direction
of aircraft in the conduct of close air support missions,

15) JTFSO General Purpose Radio-Teletype Net JTF-90
(HF)., This radio-teletype net was planned to cover
administrative and record traffic requirements to areas not
covered by other means. Thizs net was eliminated in the
final version of the plan because of a lack of equipment in
Panama to support it and because it was not anticipated that
XVIII Airborne Corps would have enough space on aircraft to
bring radio-teletypes in.29

2935th Signal Brigade, Internal AAR, pp.4-5.
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A final point about single channel radio communications
as planned in OPLAN 90-2 was the fact that a single ICP code
or variable was to be used by every FM and satellite radio
in the theater,. This decision was made jin the interest of
simplicity, to avoid communications failure due to a staticn
having a non-compatible COMSEC variable. This measure,
although a significant departure from normal operations, had
been wused by Major General Loeffke to improve the
reliability of JTF-~Panama's radio communications as noted in

Chapter II. 1Its use in Just Causes would have a major effect
units rapidly.

While single channel radio was intended to be the
primary means of communications during the initial assault
and during the fast moving attacks on the several objectives
identified in OPLAN 90-2, single channel radio was not
considered sufficient to conduct the entire war, with all of
the normal sustainment and reporting functions, As
mentioned above, longer teiam operations were to rely to the
maximum extent possible upon the fixed station strategic
comuunications sysztem that the 1109th Signal Brigade and the
1978th Communications Group had maintained in Panama for
many years, with AUTOVON and AUTODIN to carry the main

burden. It was expected that AUTODIN weuld cover enough of

the country so that radio-teletype would not be needed for




record traffic, with the JT¥F-12 facsimile data net available
to those components of JTF-South that might be temporarily
out of reach of AUTODIN. All tactical multichannel
communications and telephcne switching systems were intended
in the plan to be laid down as redundant means to the
strategic systems, in the event that these strategic systems
suffered significant damage. The planners at Corps Signal
congidered the risk to the strategic systems to be serious
indeed, as they were very vulnerable to enemy action. As &
result,; in addition t¢ the tactical communications explained
in the following paragraphs, the 35th Signal Brigade
investigated the civilian communications infrastructure in
Panama, with the aim of perhaps wusing parts of it if
feasible. Captain Istvan kalnocky, the brigade intelligence
officer, took three weeks to put together a splendid survey
of in-country communications. |

1. — -

T ~A ADT AN ON_9 o 144 oL -
Under OPLAN 20-2, the 154th OigT

1 Battalion had almost
exclusive responsibility for the tactical communications
network, unlike the Blue Spoon plan which had put big TTC-39
switchboards frum the Air Force and the 35th Signal Brigade
at Howard Air Force Base and Fort Clayton. This change was
made not because the planners did not want to have those
kinds of assets at those critical nodes, but rather because
it was not known for certain whether OPLAN 90-2 would ever

be executed. The wusual lack of space on airplanes would

preclude bringing such large assemblages to Panama on short
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notice, not to m:ntion the amount of time thail it would take
to install such complicated systeums, So it was not practical
to count on these systems vnuless they were pre-positioned
ahead of time in Panama. ‘The 35th 3ignal Brigsade commander
Colonel Jackson C. Moss III, perlaps remembering the fashion
in which the 1H/4th Signal Battaliocorn kept the SB-3614
switchboards that III Corps leoaned to them, did not want to
pre-position such important equipment in Panama for a
mission that might not ever take place., He did not expect
ever to get back any egquipment that he sent to Panama in
such a way.30 As a result, all tactical switchboards in
OPLAN 90-2 were either SB-3614s or TTC-4ls; small, analog,
division-l2vel switchboards belonging to the 154th Signal

Battaiion,

The JTF-South tactical multichennel network was based
around one rajor node at Fort Clayton (see figure 4-3).
Five line-of-sight multichkannel radio systems tranned ouit of
Fort Clayton under OPLAN 80-2, all of them over the 154tn
Signal Battalion’s TRC-145 radios. The pilan called for five
TRC-113 radio relars, made necessary by the terrain, which
was a problem because the 154th Signal Battalion only had

four of these relays, even assuning that sll of them worked.

30This author recommended pre-positioning large
technical control facilities and TTC-39A switchboards in
Panama while he was at Corps Signal working on OPLAN 90-2,
and while the incident with the III Corps' SB-3614s was not
mentioned, the command made it plain that they would not
pre-position anything that they did not sbsolutely have to
because "the 154th would probably never give it back."
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The intent of the planners was to overcome this by using sa
TRC-145 terminal for one of the relays. While this was not
the sort of thing that signal engineers like to do, because
such a configuration leaves no redundant radio equipment at
the TRC-145 "relay," there was nothing else to be done. The
network was already so austere that literally nothing else

could be taken out of it.

All line-of-sight tactical multichannel 3ystems were
planned to be twelve-channel systems. Tvo syst.ems were
planned to be relayed through a site on Gunn Hill (also
called "Dog Pound Hill" by the soldiers. because the
Military Police had a working dog kennel up there) to
terminate at Teask Force Pacific (which would be located
initially at Tocumen-Torrijos Airport) and Task Force
Champion (to collocate initially with 1934 Infantry Brigade
on Fort Clayton). Another systex was planned t¢ relay
through a site at San Juan Hill on Rodman Naval Station to
terminate at Albrook Air Force Station, headquarters for the
Air ¥orce component of JTF-South (AFFOR), A fourth system
was planned to relay through Cerro Corazal +o Howard Air
Force Base, with the fifth system going directly frow Fort
Clayton to SOUTHCOM Headquarters at Quarry Heights.
Finally, a cixth system went directly from Fort Clayton to
Corozal, to support the 470th Military Intelligence Brigade

and the 41st Area Support Group (ASG). All systems out of

Fort Clayton were terminated at the distant end by 154th
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Signal Battalion TRC-145s, except for the link going te Task
Force Pacific, which was to be terminated by a MRC-127 radio
belonging to the 82d Signal Battalion (82d Airborne
Division). The MRC-127 was nothing more than a TRC-145
built to be "heavy-dropped" out of an aircraft via

parachute, s0 it was perfectly compatible with the TRC-145s,

The plan also required the 154th to put in a system

linking Howard Air Force Base with Quarry Heights, relayed

1
1
through Ancon Hill. Ancon Hill was aiao the site of many ]
fixed-gtation microwave antennas in suprort of the strategic }
network, owing to its commanding position over that whole 1
gsection of the canal. Quarry Heights also had a TRC-145
system linking them to Naval Forces (NAVFOR) headquarters at 1
Fort Amador.3! 1
|
OPLAN 90-2 called for multichannel satellite systems |
from Fort Clayton to Fort Bragg and to Task Force Atlantic.
Task Force Atlantic was planned to be further connected with
Fort Davis by & line-of-sight TRC-145 multichannel systen. i
Another multichannel satellite system was planned to link '
Howard Air Force Base with the Defense Communications
System, bringing AUTOVON and AUTODIN into the tactical
rnetwnrk., Finally, a local cable run was to serve the Joint |
Special Operations Task Force headquarters at Hangar 3 from

tne switchbouard at Howard Air Force Base.32

310PLAN 90-2,
321bid.
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Some readers will be surprised that such a skeletal
network was planned to support such a complicated and risky
plan as OPLAN 90-~-2, C(Certain facts and sssumptions drove the
planning to this conclusion. First, it was expected that
the fighting would be e¢f fairly short duration. 'This
expectation, along with the wusual inability to bring in
additional heavy communications equipment on a short
contingency operation, meant that communications would have
to be austere and would, at any rate, rely heavily upon
single-channel radio for command and control while units

were rapidly moving about the battlefield.

Second, the expected speed at which this plan was
likely to be executed, voupled with the probable short
notice to execute the plan, convinced the planners that

outside help from the Joint Communications Support Element

—
2

E) at MacDill Air Force Base would arrive too late tc be

¢

of any use. JCSE had already set up once before in support
of JTF-Panama during one of the crises in 1988, but had been
sent back to MacDill when tensions eased. It was considered
simpler to plan the operation without JCSE, even though it
was deoctrinally available to support joint headquarters such

as JTF-South.33

33This is based upon my memory of our discussions at
Corps Signal during the planning.
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Under OFLAN 90-2, the entire tactical multichannel
communications network in Panama was bLased upon the 154th
Signal Battalion for two reasons. In the first place, it
wes already in Panama and so would not have to compete for
scarce aircraft when the decision was made to execute the
rlan. The 154th would thus be able to set up the network
in advance of the operation;,; given enough warning. In the
second place, tactical telephone communications were seen as
a redundant means to the strategic network, and so would
only be really important to the extent that the enemy
damaged or destroyed strategic systems. Given the severe
personnel shortages in the 154¢h Signal Battalion,
especially among junior non-commissioned officers, and given
the poor maintenance support available for some critical
items of equipment, most notably the non-standard twenty-
foot parabolic antennas for the multichannel satellite vans,
1t was recognized that there was some risk in relying so
heavily upon them. The 35th Signal Brigade commander’s
decision not to pre-position heavy communications equipment
in Panama, as noted above (see ncte 30), left no option but

to rely entirely upon the 154th Signal Battalion.34

OPLAN 90-2 would have been executed very much as
written if it was not for a rather rcutine looking tasking,
which ostensibly had nothing to do with OPLAN 90-2 itself,

but which forced the 35th Signal Brigade to pre-position

341bid; also see 35th Signal Brigade; Internsl AAR, pp-
19, 26.
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heavy communications equipment in Panama. This was to have

a profound effect upen tactical communications in support of

JTF-Scuth., The following chapter will examine this mission

in detail.
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FIGURE 4-1

Communications Systems Control Under "Blue Spoon"
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FIGURE 4-2

Communications Systems Control Under OPLAN 906-2
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FIGURE 4-3 3 ’
OPLAN 90-2 Tactical Multichannel Radio Network

{Planned)

GPLAN 90-2 MULTICHANNEL NETWORK
TF
ATLANTC

102




-:CHAPTER V-

THE SOUTHERN COMMAND ALTERNATE COMMAND CENTER MISSION

General Maxwell Thurman as CINCSOUTH determined that
‘ the SOUTHCOM headquarters at Quarry Heights was in a
vulnerable position, given the rising tensions and
deteriorating relations with the Panamanian government, and
decided Lo prepare an "alternate command center" in Building
703 at Howard Air Force Base, to be cccupied if the primary
hesdquarters at Quarry Heights became tactically untenable.
The SOUTHCOM staff estimated that this alternate command
center (ACC) could be prepared well enough to use by 16
December 1989, Fixed-station strategic communications,
however, could not be made ready to the degree required by
then, so JSOUTHCOM J-6 was faced with the problem of
providing tactical communications support for +the new
facility until sufficienv strategic communications could be
inatalled. Colonel Torres-Cartegena solved this immediate
problem by recalling part of the 31st Combat.Communic&tions
Squadron (31 CCS), which had returned to its base at Tinker
AFB in Oklahoma only &a few months before from a previous
mission at Howard AFB in support of Nimrod Dancer. This
element of the 31st CCS, under the command of Captain Diane

English, arrived and set up at iloward AFB behind Building
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703 in October 1989.! This was merely a temporary measure,
however, and it was left to JTF-Panama to try to find a more

permanent solution.

Major Samuel Higdon was with JTF-Panama when the
Alternate Command Center problem arose, and he recognized
that it could be used as a solution to the weakness of the
tactical network in OPLAN 90-2,2 XVIII Airborne Corps would
not voluntarily pre-position valuable equipment in support
of a plan that might not be executed, but it might be
poessible to commit some heavy equipment in support of the
Alternate Command Center, since its support would be a
mandatory mission, leaving little discretion to the unit
tasked to accomplish it.3 Major Higdon did not expect XVIII
Airborne Corps to receive the mission. Because the equipment

was to be used to compensate for the lack of strategic

1This is based upon what Captain English told me while
we were at Howard AFB before Just Cause.

- | .
ZA ‘”""A. v"TII A.‘.abua.uc uOLyn u.u.u Ul::t:u ut::u.gnu.beu as JTF-

South for the purpose of executing OPLAN $0-2, XVIII

Airborne Corps kept staff officers with J1F~P’gnama at Fort -
Clayton on a continuous basis. For thae signul staff,
Colonel Mascn required that a field-grade signel cfficer
from Corps Signal be kept with JTF-Panama at s)l timas,
beginning in August 1989, Most of the time, Major San
Higdon (Colonel Mason's Deputy) and Lieutensant Coloneid
Samuel Lambert (on loan to Corps Signal from Forces Command
Deployable Joint Task Force) tock turns at it, cach ¢o® ihem
staying in Panama on temporary duty for a& few weehks at e
time. I was working at Corps Signal on OPLAN 90-2 wuen
this practice began, and Colonel Mason continued it un*\;
Just Cause.,

31t is fair to remark that Colonel Mcss’' reluciasnce to
pre-position any equipment in FPanama was ,argely gue (in gy
opinion) to the possibility that the eguipment right he
needed more someplace else. At this time, Hordusas was also
considered a likely spot for troukle,
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communications support for the Alternate Command Center, he
assumed that Forces Command would assign the mission tc¢ an
Information Systems Command (ISC) brigade, as strategic
communicstion is ordinarily an ISC responsibility. Higdon
- expected that most likely the 11lth Signal Brigade at Fort

Huachuca, Arizona would be tasked to support the ACC.*

Major Higdon accordingly drafted a message for SOUTHCOM
to JC8 requesting every item of equipment, with crews, that
he thought would make up for the 35th Signal Brigade
Commander's previous determinaticn not to pre-position any
heavy equipment, He asked for the best and most capacious
equipnent thet he could think of, to include two big TTC-SSA
switchbourds, one TYC-39 automatic teletype switchboard, one
T8Q~84 technical control facility, eight teletypes, and two
TRC-170 tropospheric-scatter multichannel radios (capable uf

144 chanaels).®

The tauwking went through the usual channels, and on 17

November 1389, JCS tasked Forces Command (FORSCOM) to

. provide the specified tactical communications equipment and
personnel to replace the 3ist CCS in the execution of the

mission +to suppert the CINC's ACC. The tasking further

specified that these assets were to be in place by 10

December 1989, and that they were to be prepared to remain

¢Major Samuel Higdon teld me this while we were
together on the JTF~Scuth J-6 staff during Just Cause,

535th Signal Brigade, "Internal After Action Report,"
Fort Clayton, Panama, 1990, p. 7.
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at Howard AFB for a minimum of 179 days. The message
explained that the mission would last "until the minimum
communications upgrade for the ACC would be completed."
This was estimated to be about one year, USARSO was
"requested” by DA to coordinate with USCINCSO airlift
planners to arrange air transportation to support the

mission.®

Instead of tasking the 11th Signal Brigade, as Major
Higdon had expected, FORSCOM sent a priority message to
Commander, XVIII Airborne Corps with this tasking on 20
November 19089, Since the 25th Signal Brigade was the only
organization in the Corps with the specified équipment,
Corps forwarded the mission to them immediately. With no
idea of what this misaion was all about, except for the
incomplete information in the tasking itself; with no prior
coordination of any kind; and with a deadline of 10
December to have this support in Panama, 35th Signal Brigade
immediately warned all of its battalions about the mission
and gathered details about what was actually required. By
22 November the brigade published an operations order.?
This was especially difficult because telephone calls to
USARSO and others in Panama failed to clarify very much as

far as specific requirements went.$8

6Ibid.

"Ibid.

81t was difficult to make AUTOVON calls to Panama from
Fort Bragg at this time, and it was even more difficult to
find somebody who knew anything about the ACC mission.




The 35th Signal Brigade'’s operationg order established
a company-sized task force under the 426ih Signal Battalion.
25th Signal Battalion would provide a TTC-39A switchbeoard to
the task force which would be positioned at Fort Clayten to
provide local service to JTF-Panama in Building 95, =along
with service to other subscribers as needed. The 426th was
to bring test equipment and eight teletype machines with
operators.? 35th Signal Brigade was unable to discover the
intended use of these teletypes, but the machines were
specified in the tasking message, and it was hoped that the
advance party from the brigade would be able to find out
where they were intended to be used when they arrived in
Panama. The 426th was also required to bring thirty power-
supplies for the 154th Signal Battalion’s KY-~68 digital
secure telephones because local power-supplies are required
when KY-68s are used as "long-local” telephones over a radio
system. Wnhile the 154tk had a number of KY-68s, they had
no switchboards compatible with these instruments, no power
supplies for them, and no practice in their employment and
use, The 506th Signal Battalion and the 327th Signal
Battalion provided a total of five "remote multiplexer
combiners” (RMC), which allowed up to eight KY-68s to be
connected to the TTC-39A switchboard over a single run of
coaxial cable (often celled "video cable" or "PCM cable").

The RMCs also allowed KY-68s to be placed much farther from

95ignal Generator SG-1139, and UGC-74 teletypes.
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the switchboard than would ordinarily be the case, as they
acted as repeaters. Since neither the 25th Signal Battalion
nor the 426th Signal Battalion had very much experience with
RMCs, the 426th Signal Battalion received one soldier apiece
from the 327th and 50th Signal Battalions to servs as
technical experts. Everything else that went to support the

ACC mission came from the 426th Signal Battalion.!?

426th Signal Battalion’s mission at the ACC site at
Howard AFB was to relieve 31 CCS and establish a signal site
consisting of a TTC-39A telephone switchboard, a TYC-39
teletype switchboard, a SB-675 technical control facility,
and Jocal service for about thirty KY-68 secure telephones.
The SB~675 was substituted for the TSQ-84 specified in the
FORSCOM tasking messaga because the brigade commander did
not want to keep as valuable an asset as a TSQ-84 in Panama
for such a long period of time. The SB-675 would still be
a better tactical technical control facility than any other
in Panama, where the only other Army tactical technical
control facility was a tiny TSC-76 belonging to the 154th
and handling technical control for the site at Fort Clayton.
The SB-675 was provided with extira test equipment toc make up
in some measure for its reduced capabilities as compared

with the TSQ-84.11

1035th Signal Brigade, "Internal AAR," p. 7.
111bid, pp. 7-8.
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USARSC and the 35th Signal Brigade at Fort Bragg were
able to work out some details about the radio systems over
the telephone. The 154th Signal Battalion was to install a
TRC~-145 radio system between the TTC-39A at Howard AFB and
SOUTHCOM at Quarry Heights. This system was to carry seven
leng~local KY-68 telephone circuits and a teletype circuit,
replacing the 31 CCS microwave system.l!? A second TRC-145
racio system was to extend the radio link to Quarry Heights
out to Fort Amador, to carry three long-local KY-68s to the
Naval Operations Center and to the SOUTHCOM J-6, whose

office was aiso at Fort Amador.13

Because most of the TRC-170 tropospheric scatter radios
specified in the tasking were committed to a mission in
Europe, and because the requirement was really feor shorter
range line-of-sight communications rather than for a true
tropo shot, and also because the command did hot want vo
commit 80 importiant an asset as the TRC-170s to this
missioin, the TRC-170s were replaced by TRC-138 microwave
radios with TCC-73 multichannel vans. These TRC-138s were
intended to carry two 18-channel digital trunk groups (DTG)
between the TTC-39A switchboards at Howard AFB and Fort
Clayton, as well as an additional 24 analog channels for

various uses, The TRC-138 shot required a relay, and 35th

12The 31 CCS used a small microwave digital radio
called & "tropo scatter support radio" (7TSSR) to carry all
of their long-local telephone circuits. It had no crew,
being set up and merely chncked on from time to time.

13JTF~South, "Special Circuite; Long Locals," Fort
Clayton, Panama, 1990.




Signal Brigade planned to put it on Cerro Galera, on the
wastern edge of Howard AFB. Most of the equipment and
soldiers from the 356th Signal Brigade were intended to go to
Howard AFB, with only one TRC-138 microwave radio van, one
TCC-73 multichannel van, and one TTC-39A switchboard to set
up at Fort Clayton. Technical contrcl at Fort Clayton was
planned to be managed by the 154th Signal Battalion's TSC-
76, already in position and taking care of the 154th's TTC-
41 switchboard and the TSC-85A multichannel satellite radio

(at. that time sgupporting JTF-Panama as noted in Chapter

IT).24

The practical result of this coordination and plunning
waz that the prepcnderence of the 426th’s equipment would be
at Howard AFB, along with the 426th’s headquarters element
and technical control. The signal site at Howard AFB was
therefore largely to be run by the 426th, even though the
154th had several signal vans there, while A Company of the
154¢th would run the Fort Clayton site, notwithstanding the

radio equipment from the 426th at that location.

It was not posgsible at Fort Bragg to write the
extensive data bases that the TTC-39A telephone switchboards
and the TYC-39 teletype switchboard needed +to operate
becuuse very little was known at Fort Bragg about the actual

requirements, such as numbers of telephones, types of

1435¢h Signal Brigsde, "Internal AAR," p. 8.




instruments, identity and location of subscribers.l5 There
was no central agency in Panama or anywhere else that had
consclidated communications requirements or could tell
exactly what was needed, Logistical support had not been
worked out by anyone owing to the suddenness of the mission,
and ;xcept for the "request" for USARSO to arrange for
aircraft to bring the equipment and people to Panama, there
had been no arrangements made for transport. USARSO
ultimately did nothing to solve this problem, considering it
to be the responsibility of XV1II Airborne Corps to arrange
for transport. Air transport was Jjudged +to be too
expensive, 80 an Army Transportation Corps ship was used

instead.l€

Because Captain Jared Kline of 35th Signal Brigade had
worked on OPLAN S80-2 and so presumably knew something about
the communications situation in Panama, 35th Signal Brigade
put him in charge of the advance narty.l1? Kline wanted t¢
bring a TTC-39A/TYC-39 technical expert as well as a

logistician, as all coordination in both operational and

15The TTC-39A and the TYC-39 were each contreolled by
its vast and complicated computer. The computer operated
according to a data base that contained all of the
information about every telephone or teletype subscriber,
including telephone number, type oY instrument, class of
service, etc. Writing the data base was a long, tedious,
and difficult job. Any mistake could result in problems to
the operation of the nc¢twork that might be very difficult or
even impossible to find.

1635th Signal Brigade, "Internal AAR," p. 9.

17Although this Captain Kline is the author of this
work, I shall refer to him in the third person in the text
for the sake of clarity with reference to the other actors.
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logistical areas would have to be accomplished in situ in a
very short time. The brigade commander denied the
logistician, in spite of the best efforts of the 35th Signal
Brigade S-4, Major Gwendolyn Hays, because other possible
contingencies had to be covered by a limited number of
people, Captain Kline and Chief Warrant Officer Michael
Donahue, the 35th’s "Tri-Tac," or voice and message
switching technician, comprised the entire advance party.l6
Donahue was within a year of retirement and was easily the
best and mos® experienced telephone and teletype switching
warrant officer in the brigade.!® Both officers arrived in
Panama via C-5A aircraft on the night of 5 December 1990,
with the mission to coordinate with all supported elements
on the ground, learn all of the requirements, and make all
preparations. At the game time. 426th Signal Battalion
replicated the expected network as closely as possible at

Fort Bragg to rehearse and test the equipment.

When Captain Kline and CWZ Donahue arrived at Howard
AFB on 5 December they were met by Lieutenant Colonel Samuel
Lambert, representing XVIII Airborne Corps on the JTF-Panama
J-6 staff. On the following morning at Fort Clayton they
met with Major Sam Betterson of USARSO. Betterscn’s title

was "Assistant Division Signal Officer," even ..ough there

180nce again, it is fair to point out that other
coutingencies threatened 35th Signal Brigade at this time,
so support for the ACC mission, while ultimately adequate,
was quite properly not limitless.

19My opinion.
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was no division in USARSO.?20 This meeting began
coordination between the advance party from the 35th Signai
Brigade and the 154th Signal Battalion. Far from knowing
what the requirements would be for the 426th Signal

Battalion, USARSO rather hoped that Kline could tell them.2!

A further meeting was scheduled with SOUTHCOM J~6 for
that afternoon. This meeting, chaired by Major Manuel
Fuentes of SOUTHCOM ¢-6, yielded specific results. Kline
and Donahue arranged the details for the transfer of the
Defense Communications System (DCS) AUTOVON and AUTODIN
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circuits CCs
radic van to the 154th Signal Battalion's TSC-85A satellite
van with Captain English of 31st CCS, Major Bennet (USAF) of
the Defense Communications Agency (DCA), and Sergeant First
Class Haga of the 154th Signal Battalion, These details
included circuit numbers and prioritiesn, and-the DCS portion
of the 426th Signal Battalion’s mission was clearly

delineated and understcod.??

20USARSO was set up very much us if it was actually a
division because it had two brigades (one infantry and one
aviation).

21In my opinion, the reason for this was thaet the ACC
support mission had not been worked out in detail at JTF-
Panama; the most important thing from their point of view
was to get the equipment into Panama and set up before
hostilities so that the admittedly austere OPLAN 90-2
communicetions concept would be strengthened. If this was
the plan, then they were successful.

2235th Signal) Brigade, "Internal AAR," p. 8.




The 31st CCS was very anxious to transfer the mission
in an efficient and quick manner, and Captain English was
concerned that the original suspense date of 10 December for
all of the 426th’s equipment to be in place was not going to
be met. In contravention to the air movement specified in
the tazsking message, the fact that it would have taken four
C-5A aircraft to move the 426th’s equipment to Panama led to
a decision for sea movement as an economy measure, and the
ship was not expected until 14 December. Given this fact,

Captain Kline briefed the following time sequence for

planning:

7 DEC 89 154th Signal Battalion TRC-145 systems
replace 318t CCS microwave aystems from
Howard AFB to Querry Heights and Fort
Amador.

8 DEC 89 154th Signal Battalion TSC-85A replaces
313t CCS TSC-100 at Howard AFB.

12 DEC 89 426th 3ignal Battalion personnel arrive
by air.

i4 DEC 89 Ship arrives with equipment.,

15 DEC 89 Unload ship, position equipment at
Howard AFB and Fort Clayton.

156~-16 DEC Clean, service, and test all equipment.

16 DEC 89 Install TRC-138 radio system between
Howard AFB and Ffort Clayton. Test TTC-
J39A/TYC-39 switchboards,

17-19 DEC Install trunks between switchboards and
assume local telephone service
responsibility for ACC at Howard AFB.

20 DEC 89 System completely assumed by 426th

Signal Battalion; 31st CCS released.

*



Captain English and the- 51st CCS were mnot at all
content with this projection, both because they were anxious
to return to Tinker AFB before Christmas and also because
they did not believe that it should take such a long time= to
do this work. Kline insisted upon this schedule because of
the probable poor condition of the equipment following its
long ocean voyage; bad weather had forced the USS LTG Bunker
(LSV-4}, an open Army Transportation Corps vessel with no
shelter for its carge, to lay over in Savannah for a day,
and the ship and its load had been subjected to heavy seas
throughout the voyage. Major Fuentes, as the SOUTHCOM J-6
representative in charge of this conference, agreed upon the
timeline, and the 31st CC3's redeployment airflow was based

upon it.z3

The following days were spent visiting sites and
identifying requirements. The 31lst CCS had a very exceilent
site cable plan for Howard AFB, with a perfect grasp of the
lay-out. They had modified their original plan to suit the
slightly difforent equipment that the 426th was bringing in,
50 that the transfer of support would go easily. In fact.
they had even rewritten the data base for their TTC-39A
switchboard so that the tapes from their TTC~39A could be

loaded directly into the 426th's TTC-39A. Captain Kline

23 1bid, pp. 8-9,




agreed to this non-standard mesasure tecause it was reckoned

that an entire day could be saved in this fashion.?4

Subscriber requirements at Fort Clayton, however, were
much less well identified. Since the 426th’s large TTC-39A
would be replacing the 154th’s much smaller TTC-41, the new
switchboard could handle many more telephones. Major Samuel
Higdon of JTF-Panama J-6 put together the basic requirements
and CW2 Donahue wrot2 the data base for the Fort Clayton

TTC-39A.

At the same time, radio sites were reconnoitered to
support the microwave radio system bgtween Fort Clayton and
Howard AFB. Major Sterling Ingram, S~3 of the 154th Signsl
Battalion, advised strongiy against using Cerro Galera for a
relay because the road leading to it was not secvre, should
hostilities arise. He recommended that the rélay use Gunn

Hill, a much more secure gite located on Fort Claytor

itself., Thisg proved to be an excellcnt site.2d

The soldiers from the 4246th Signal Battalion, led by
Captain Theresa Coles, arrived st loward AFB on 11 Deccmber
1989 (barely ahead of the SOUTHCOHf J-6 schedule) after three

dnys delay at Pope AFB in North Carolina due to bad weather.

2471pbid, p. 9. This is an important pouint, because it
is powmsgible (perhaps even likely} that the later trouble
with the digital trunk groups between Howard AFL and Fort
Clayton resulted from this decision,

251bid, p. 10.
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The equipment arrived at Rodman Naval Station on the Panam:
Canal on the night of 13 December, and it took the eantire
following day to unload it. Captain Calhoun (Transportation
Corps) had contracted a civilian crane from Balboa to unload
the ship, and only the large TTC-394 and TYC-39 vans had to
be lifted separately from their trucks. A total of eighteen
trucks, seventeen trailers{ and two "conex”" containers
arrived. The exterior surfaces of all trucks and equipment
were very badly corroded by salt water, but the rubber seals
on all doors and openings for the signal vans effectively
protected the delicate communications equipment inside.%6®
Captain Marie Bazubick, the Logistics Officer (S-4) of the
154th 3ignal Battalion, had arranged for fuel from the Navy,
and all eguipment was safely driven to either Howard AFB or

Fort Clayton that evening.27

The seventy soldiers who arrived with Captsin Coles,
the 1108tk Sign
further attached them to .the 154th Signal Battalion.
Lieutenant Colonel Aadre Francis, commander of the 154th,
treated Captain Coles and her troops as a company in the

154th, &and she established her command post at Howard AFB,

the site of most of her equipment and the site of her SB~675

261 gaw this, and it was dramatic evidence that the
expense and care that wen! into the design and manufacture
of the 5-250 end $-280 shelters were effective. There was
literally no damage to the contents of any of the shelters,
in contrast to the severe damage to the trucks and
electrical generator trailers.

2735th Signal Brigade, "Internal AAR," p. 10.
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technical control facility. The Army‘ assemblages under
Captain Coles began to replace the Air Forve eguipment,
according to the schedule worked out during the SQUTHCOM J--6
meeting. The 31st CCS transferred the tgn AUTQVON trunis }

and one AUTODIN circuit that the Air Force TSC-100 wuas o ‘

carrying into the DCS to the 154th’'s TSC-85A on 15 Deceuber.
This caused an almost immediate deterioratioun in tﬁe
formerly outstanding circuit quality. The TSC-100 satellits
van used & twenty-foot parabolic antenana, while the TSUf85A
had to use its eight-foot parabolic antenna peuause the tvwo
twenty-foot antennas owned by the 154th Signal Battalion
were broken. Operating with the smaller antenna mesni that
the TSC-85A had to transmit at a much higher power than the
TSC-100 had required, increasing both circuit qoize and the
burden upon the satellite itself. Both of the 154th’s
twenty foot antennas were non-standard models, and thetve wsco
no repair capability in theater for then. The 426th’'s

analog SB-675 replaced the digital TS®@-111 technical contrel

Pl et aande i 2 ARk s # b . A ANt 3 et S B Ml bttt S s 2l R 0 ] e A AR s |t . LS 88 e {0 4l B

facility that the 31st CCS used to control circuits. while
the TYC-39 teletype switchboard took over the AUTODIN
circuit from the Air Force TGC-27A teletype facility and tlLe o

426th’'s TTC-39A took over telephone service.?®

Company A (Command Communications Company), 154th
Signal Battalion, was responsible for the site at Fort

Clayton. Captain Ijames, whe had only assumed command of

281bid, p. 19.
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. the company the previous week, initially established his
command post in his barracks orderly room, across post from
the site. The 154th Signal Battalion maintained its normal
garrison headquarters, without establishing any kind of

. systems control (SYSCON). The battalion headquarters would
establish no field headquarters to cover the ACC mission,
and did not establish one until 21 December, the day
following the invasion.29% Such an arrangement left a lot to
be desired mainly because of the lack ¢of supervision at the

most important node in the network.

By 16 Decembsr it was obhvious that technicsl centrsl

Fort Clayton was inadequate for the missjon. The physical

condition of the 154th Signsl Battalion’s TSC-76 technical
control facility was nothing short of atrocious. 0ld mud
and corrosion were everywhere apparent, most of the

patchzords (the connecting cables used to route

compunications circuits) were bad; the operators did not
know which circuits they were suppeosed to be controlling, or
wnare these circuits were to be routed because the¢re were
‘ no accurate circuit routing 1lists, and the small SB-22

manuyal switchboard that was a part of the TSC-76 technical
; zontrel facility had even had its operator’s answer cord cut

E wi¥ te use the Jjack as a pin to hold the door of the van

T

29154th Signal Battalion, "Sequence of Significant
Events, Oporation Just Cause,” unpublishe ' chronology.
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open.3% There was no cable plan for the Fort Clayton site,
nothing about sites cabling was even written down, and the
multichannel radiec operators did not have any better circuit
routing lists than the technical control facility had, nor
did their lists agree with the technical control’s lists.3!
The mission was larger than anything that the 154th had ever
done before, and their organization was not prepared to
support it. Technical control st Fort Clayton pecame an

ever growing problem as the network bhecame more complex.

A second significant problem was that the digitel trunk
groups that were to ride the 426th Signal Battalion's TRC-
.138 microwave system between the TTC-39As at Howard AFB and
Fort Clayton would not work. Analog trﬁnks worked well, but
the digital trunks would not. This was a real problem,
because without a working digital trunk group, KY-68 digital
secure teiephones could not communicate in the secure mode
between Howard AFB and Fort Clayton, &as KY-68s needed a
digital path for secure (although not for non-secure)
communication. Secure KY-68s were in place and working at
Fort Clayton, but these were long-locals connected to the
TTC-39A at Howard AFB by Air Force microwave radio (TSSR).
KY-68s served by the TTC-3%A at Fort Claytou could only talk
secure to local telephones; they were non-secure only to

Howard AFB. Thus, there was no way for JTF-Panama to talk

3035th Signal Brigade, "Internal After Action Report,"
Fort Clayten, Panama, 1990, p. 10. I saw the referenced
rroblems with the TSC-76 myself.

317 gaw this myself.




secure to Howard AFB except for the few Air Force long-
locals and the STU-IIIs. Since STU-IIIs could only talk in
the secure mode to other STU-11Is, and since the Air Force
made miuch use of KY-68s at Howard AFB and elsewhere, this
conditien lent itself to the confusion and frustration of
the staff officers trying to use the telephones. It was
finally decided not to install KY-68s from the Fort Claytcon
TTC-39A in the JTF-Panama headquarters, but rather to use
STU-IIIs and the 31st CCS KY-68 long-locals from the Howard
AFB TTC-39A until the digital trunk groups were made to
work. Naturally, a great deal of importance was attached to
the solution to this problem. By 17 December. all 31st CCS
equipment had been replaced by Army systems except for the
TSSR microwave system carrying long-local KY-68s from Howard

AFB (see figure 5-1).32

The 154th Signal Battalion had its second TSC-~85A
multichannel satellite van at Fort Clayton. It served as
the hub of its network, with spokes going out to Seventh
Division at Fort Ord, Task Force Atlantic at Fort Sherman,
end XVIII Airborne Corps headquarters at Fort Bragg. All
satellite links were analog systems; there would be no
digital trunking over any satellite systems controlled by
JTF-Panama or JTF-South. This configuration conformed to
OPLAN 90-2, which had relied upon all analog (TTC-41)

switchboards in Panama.33

3235th Signal Brigade, "Internal AAR," pp. 10-11,
33Ibid, p. 19.
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The most important aspect of the Alternate Conmand
Center Mission was that it caused XVIII Airborne Corps to
put heavy tactical communications equipment in Panama prior
to the initiation of hostilities. In fact, with reference
to JTF-South communications during Operation Just Cause,
this was the ACC’s only significance. The ACC would never
actually be used by CINCSOUTH as a headquarters, but JTF-
South and many other agencies benefited from the fact that
all of this equipment had been set up prior to Just Cause,
The actual conduct of the operation illustrated how
important Major Higdon'’s initiative, when he decided to use
the ACC requirement as & means to pre-position equipment
useful for Just Cause, would be to the final ocutcome. The
greatest problems, at this point, were the technical control

situation at Fort Clayton and the failure to work in a

digital trunk group between Fort Clayton and Howard AFB.




FIGURE 5-1

Tactical Communications Network as of 18 December 1989
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=CHAPTER V1~

SINGLE CHANNEL RADIO COMMUNICATIONS DURING THE WAR

At 2100 hours on 16 December 1989, United States Marine
Lieutenant Robert Paz was shot and killed as the automobile
in which he was riding ran a roasdblock established b; the
PDF's ¥Macho de Monte near Noriega’s headquarters. The PDF
detained and assaulted a Navy couple who witnessed the
killing.! This incident proved . be the final provocation,
and on 17 December the Joint Chiefs of Staff issued a
warning order to execute OPLAN 90-2. Sustainment‘ base
conmunications at Fort Bragg were made fully operational,
and JTF-Panama was redesigunated JTF-South, under the command
of Lieutenant General Carl Stiner.?

Colonel William L. Magen flew f
the position of Deputy J-6 under Colonel Jorge Torres-
Cartegensa, the J-6 for JTF-South. Colonel Mason brought
Majcr Samnuel Higdon with him. The original J-6 staff of
JTF-South consisted of Colonel Mason and Major digden of
XV¥III Airborne Corps, Major Samuel Betterson and Masler
Sergeant Coleman of USARSO, and Captain Jared Kline of 35th

Signal Brigede (who nad been taken by Colonel Mason, his

l1Frederick Kem—;e, Divorcing the Dictator, (New York:

G.P. Putnam's Song, 1990), pp. 8-10.
236th Signal Brigade. "Internal After Action Report for
Juet Cause," Fort Clayton, Panama, January 199¢, p. 13.




former boss, from his duties with the Alternate Command
Center mission to serve on the staff). Lieutenant Colonel
Samuel Lambert of FORSCOM DJTF, formerly another ¢f Colonel
Mascn's subordinates on the corps staff, and Chief Warrant
Officer Raymond Frison of XVIII Airborne Corps would join
the staff after H-hour on 20 December, completing the JTF-

South J-6 (Signal) staff,3

JTF-South used three major categories of communications

during Operation Just Cause: single channel radio, the

tactical network, and atratejtic fixed-station
communicaticns. Fer the purpeses ¢f clarity and simplicity,

the next three chaptera will follow the progress of each of
these communications means separately through the course of

the war, beginning with single channel radio.

OPLAN 90~2 relied most of all upon single channel radio
for initial combat ccmmunications. Because of the previous
construction and distribution of the JTF~South Joint
Communications Electronics Operating Instructions (explained
in Chapter 1IV), all major headquarters were able to
establish radio communications before the start of the
operation, beginning at 0600 hours and complete by 1200

hours 19 December.* The Jjoint radio nets were configured

3Captain Kline’s notebook, entry for 19 December.
41bid., entries for 18 and 19 December.




based upon OPLAN 90-2 ( as explained in Chapter IV; see -1iso

figure 6-1).5

JTF-South used a JCS provided Airborne Command and
Control Communications Platform (ABCCC) to monitor the
battle, beginning with the parachute operations that began
at 0045 hours 20 December.® It was not decidea until late
on 18 December that an ABCCC would be used in supporr. of
JTF-South. Joint Specisal Operations Command (JS0C) had
regquested three ABCCCs {rom JCS, of which two were to be
active in supporting JSOTF missions, with the third cne as a
starnd-by aircraft. One of these was diverted to support
JTF-South, with a fourth ABCCC being provided to JSOC as a
stand-by. Because the Air Force required two complete crews
on the ABCCC, given the expected duration of the mission,
the number of men that JTF-South could put on the airborne
battle staff was reduced from its usnal ten or twelve to
Seven. The decision was made to leave behind the -2
(Intelligence), a fire support element officer, and the

general’s aide-de-camp.

The purpose of the ABCCC was threefold: to monitor
conventional and special operations, to be available gs an

alternate JTF-South command post to assume full control of

535ch Signal Brigade, "Internal AAR," pp. 16-17,.

6A)11 information concerning the ABCCC comes from
Lieutenant Colonel Thom Tuckey’s "ABCCC Communicetions
Supporting Just Cause," unpublished after action report,
Fort Bragg, 1920.
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the battle should the need arise, and to acquire and relay
information as required.? Major General William Roosma,
deputy commander of the XVIII Airborne Corps, monitored
four radio nets from his position on the aircraft. These
nets were the JTF-South satellite command net JTF-11, FM
command net JTF-23, the 82d Airborne Divisicon’s internal
satellite command net, and the Joint Special Operations Task

Force’s "A" net (JSOTF A).

Roosma commanded a battle staff of seven men, each of
whom monitored those radio nets that most affected their
area of responsibility. Commander Porter was the liaison
officer for the Joint ' Special Operations Task Force,
monitoring JIF-11, JTF-23, JSOTF A, and the 82d’'s command
satellite net, Major Trotti was the 82d Airborne Division’s
liaison officer on the ABCCC, monitoring JTF~11, JTF-23, the
82d’s command satellite, and the 82d’s FM command nets. As
the JTF-South G-3 (opérations) representative on the ABCCC,
Lieutenant Colonel Burgdorff monitored JTF-11, JTF-23, JSOTF
A, and the 82d’'s command satellite net. Colonel McFarren
was the fire support element representative, monitoring JTF-
11, JSOTF A, the 82d command satellite net, and the
supporting arms coordination FM net JTF-81. The Air Force
liaison officer was Lieutenant Colonel Ward. He monitored

JTF-11, JSOTF A, tactical air request net AC-10, and ABCCC

operations VHF-AM net AF-91. Lieutenant Colonel Tuckey was

7"Ibid.




the signal officer for the ABCCC, responsible for the best
use of the ABCCC's communications means. He gener .1y
monitored JTF~11, JTF-11A (HF version of JTF-11), JSOTF A,
and JTF-23.

The Director of the Airborne PRattle Staff was
Lieutenant Colonel Hewitt. As the senjior ABCCC crewman, he
was positioned to provide assistance to the senior battle
staff memnbers and assist with the communications consoles as
requived. He changed nets often to monitor quality and

usage.

De-icing reguirements delayed the ABCCC's departure
from Pope Air Force Basgse by thirty minutes; however, the
aircraft was on station thirty minutes before the airborne
operation, With two exceptions, the airborne battle staff
maintained secure comuunications with the JTF-South
headguarters at Fort Clayton, the XVIII Airborné Corps ruear
headquarters at Fort Bragg, and the Air Feovce from the time
of their departure from Pope AFB at 1923252 December until
their return to Keesler AFB at 201800Z December. The two
exceptiona were each twenty to twenty-five minute periods
when the ABCCC aircraft was being refueled, during which no
radic transmissions were allowed for safety reasons. These
refuelings were done without regard foir the ongeing actions,
and operations were merely carried on with the ARCCC in a

monitor-oaly status during thess times.
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The JTF-South command satellite net JTF-11 received the
heaviest usage on the ABCCC. The JSOTF A net was used
extensively by JSOTF, and monitored by the ABCCC. The 82d
Airborne Division command satellite net was monitored, but
received little wuse during the initial hours of the
operation. The 826 relied upon its line-of-gsight "secure
enroute communications package" (SECOMP) for communications
between their C~-130 aircraft on the way to Panama, switching
to FM radio communications after they parachuted in. The
SECOMP was an old radic, consisting of an Air Force ARC-51
VHF-AM radio mounted in an aluminum box that could 'be
strapped to a seat in the back of a C-130. It plugged into
the C-130's "iron lung" power receptacle, and it used the
airplane’s VHIF antenna. It was big and clumsy, but it

worked well, and it allowed the various commanders in each

aircraft to talk to each other en route to the drop zone.

By monitoring JTF-11, JSOTF A, and JTF-23, the ABCCC
was able to track the airborne operation. The high
frequency (HF) JTF-11A was not usged because interference
rendered it useless, even on alternate frequenciva. This
was not a critical issue because JTF~11A was a back-up net
for JIF-11, and JTF-11 worked well. The ABCCC was well
worth while during the parachute assault. As the 82d

Airborne Divigion flew in four separate surtijes, the ABCCC
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passed changing information about "no-fire zones" and JSOTF

link-up points to the incoming aircraft via SECOMP.

The only serious problem that developed with single
channel redio communications at this stage concerned the KY-
57 VINSON crypto keying material. The Intertheater COMSEC
Package (ICP) had been prescribed for use on all radio nets
in the operation, with the same crypto keying material at
all levels, VINSON keying materiasl is ordinarily changed
every ten days, and JTF-South planned and ordered that all
joint nets change to segment eight of the keying material at
1500 hours (EST) on 19 December, so that the normal ten-day
echedule could be adhered to without changing keying
material in the middle of the expected chaos of initial
operations. The next change would then have to be made on
29 Decenmber. The 82d Airborne Division was already
preparing to load aircraft when it was discovered that
special operations forces already operating in Panama were
ocperating on segment seven and could not be reliably
expected to change to segment eight with the rest of the

JTF.8

At 2300 hours on 18 December, Colonel Mason passed
instructions via STU-III to Major Bill Clingempeel, the
Assistant Division Signal Officer, to put the 82d on segment

seven. This was a difficult order, as much of the equipment

8Colonel Torres-Cartegena interview with Dr. Lawrence
Yates et Fort Clayton, Panama, 29 June 1990,




was ealready packed &and many units might have already
destroyed segment seven. Fortunately, Clingempeel and his
commander, Lieutenant Colone) John Woloski, were somehow
able to get the entire division back on segment seven,
Segment geven, which had a&already been in use for itas
normally allotted time, would continue to be used until 2

January 199%0,8

The JTF-Panama radic room in building 95 on Fort
Clayton supported the JTF-~South Commander and staff. Thnis
was a permanent facility with geveral types of radios, all
which were connecied by wire 1o remote sets in the
operations area. The GRA-39 radic set control device was
used for this purpoess. The radio reom itself was manned hy
operators from the 154th Signal Battalion, whose
regponsibility was to ensure continuous cowaunications by
making required frequency changen, bkattery changes in the
remote devices, and cryptegraphic code changes for the
secure devices. A variety of satellite radios were used,
all of them more or less inverchangeably. Motorola URC-101
and 110 radios prredominsted, with a Motorocla LST-5B being
used occasionally. Aill of these radios were secured with
the KY-57 VINSCN communications security device. The URC-
101s used a power amplifier, which was very useful during
periods of interference and alsv of compensating for the

long run of coaxial cable that was needed to connect the

9Captain Kline’s notebook, entries for 24 and 25
December 1989.




radios to the Dorne and Margolin antennas on the roof of
Building 95. In addition to the satellite radios, the radio
room had two Harris Corporation commercial high frequency
(HF) or "short wave" radios, modified for use with the KY-65
PARKHILL secure device. These were connected to dipole
antennas on the roof of the building. Finally, the radio
room used two types of FM voice radios; both the old RT-~
524/VRC-46 radics and the new International Telephone and
Telegraph SINCGARS ‘'"frequency |hopping" radios. The
frequency hoppers were used only in the single channel mode,
both to avoid frequency management complications and because

moat FM rading in Pgnama wera of +the

The airberne operations that began early on the morning
of 20 December 1989 initiated conventional warfare in
Panama. As plannhed, single channel radio was the primary
means of communications for the invading units; only single
channel radio had the mobility and reliability to meet the
initial requirements. Command and control for JTF-South
initially relied most of all upon two radio nets: the JTF-
South command tactical satellite net JTF-11 and the command
FM net JTF-Z3. Both nets worked very well, and radio
communications were reliable throughout the critical early

phases of the operation.ll

10This is based upon my recollection of the physical
layout of the radio room and the joint operations center in
Building 95.

1135¢h Signal Brigade, "Internal AAR," pp. 13-17.




o “he rve=liance upon single channel radic, while
unav~idal'le, wes  not  without risk. Panama was not
cqneide:ed & gopainticnted enough enemy to warrant undue
contern absut eliwtronic wagfurs, bur radio communications
in support o¢f +the JTF-South bweadguarters itself were

~

vulneratic o moce primitive measures. All radios in the

-

headguarters, a3 wel a5 the fixed station telephone Lkey
system snd all of the tactical telephones except for the
magneto poicih~to-poainte, depended upon the sams industrial
olectrical powey FErid that ram everythingr else on Fort

parn il al
avVairioa

o

Clzyten. There uwer o assuraiacse that anything wes
to repluce thie power quickly if it asheould be lost. This
was a veal counceinm, vapecialliy with apsnradic snewy wortar
fire coming inte the JTF-South usadgueriere aree Auring the
first days of the war, In past Lo Oounter tuis tarsabt, the
50th Signal PRsltamlion sent Captain Jomes Dulfy witdh a
contingent of single cheanassi radin opevaleosy and eguappent;

. including one of its "FM Speciel” radie truchs dezcoribed o
Chapter I1I, to stuand by ik case tray weres rsoded, The FM
Special had its own power genavators. aw tien, siectrical
power was never lost, sad the FM Speeial and itw crow were
sent to the 82d Airborne Divigion te repl!sce cie of their
"agssault CP vehicles" that ha&ad heen parechuted into a swamp
during the airborne operaticns on 28 Leceuwbsr,'? The other

radio operators and equipment were kepv. busy in support of

12Tbid., p. 13.
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General Stiner, who nearly always traveled with at least one
satellite radio and operator, and in support of numercus

other operations as noted in this chapter.

By the end of 20 December 1989, all of President Bush’s
military objectives had been met, with the exception of
:neral Noriega's capture. Single channel radio had been
the most important and nost used means of communications
during this initial period. As the operations continued,
single channel radio continued to be used to control

aircraft and units in the field.

As previously noted, all units in Panama were using the
JTF-Socuth Joint Communications Electronics Operating
Instructions (JCEOI), and all units were using the same
Intertheater Communications Security Package (ICP)
cryptographic keying material for security. On 24 December
a military police (MP) HMMWV truck was ambushed by the PDF
two miles from Fort Clayton. The MPs abandoned their
vehicle and toock cover, When they returned to the HMMWV,
they found that their M-60 machine gun, their VRC-46 radio,
and their KY-57 VINSON secure device had been taken by the
enemy. Since the KY-57 contained segment seven of the ICP,
this compromised every KY-57 secured radio net in JTF-South,
including JTF-11, JTF~23, and all of the other satellite and
FM voice radio nets. Doctrinally, the proper response for

such a compromise is to change to another segment; however,
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JTF~South J-6 made the decision to remain on segment seven
until 2 January because the confusion that was expected to
result from making the change before then would have had a
worse effect than any use to which the PDF was likely to

put the captured material.}d

On 25 December the 50th Signal Battalion provided two
URC~101 satellite radios with operators to the 7th Division.
Shortly thereafter, it provided a third. The requirement
for doing so pointed to a perceived shortcoming in that
division’s organic equipment for contingency operations.
Operation Just Cause spread the 7th Division out between the
Panama Canal and the Costa Rican Bofder, an area of
approximately 14,000 square miles dotted with widely
dispersed company and platoon-sized elements on "search and
clear" missions. Most of these units moved daily for much
of the operation. With only ten PSC-3 satellite radios for
the entire division, JTF-South had to augment their organic
communications even to begin to meet the requirement to
maintain the standard of censtant and continuous
communications to which the American Army has, by and large,
grown accustomed.l4 The division also ran short of HF

radios and received a man-portable PRC~104 HF radio with

l3Capt. Kline’s Notebook, entry for 24 December.

147th Infantry Division After Action Report: "Long
Range C3 Requirements in a Light Infantry Division,"
submitted to JTF-South J-6, 10 January 1990.
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operator from the 50th to work at David near the Costa Rican

border.15

The Navy and Air Force component hsadquarters in Panama
had received FM radios to operate in the JTF nets from JTF- N
Panama in January 1989.1% The Naval Operations Center
operated in those JTF-South nets that were required of them,
JTF-1, JTF-11, JTF-11A, JTF-23, and JTF-23A, as well as in
five internal Navy nets. No problems were reported at any
time with Naval single channel radio communications,.l7?

Communications with the Air Force were likewise effective,

although some pilots complained that the JCEOI was different
from the JCEOI with which the& had previously trained.
There was no complaint about its effectiveness,'but these
pilots were used to reading communications instructions from
the Air Tasking Order on purely Air Force missions, and they

did not like using something different for joinf

Aside from this arguable objection to the JCEOI in
actual use, the only other complaints noted by operators had "

to do with frequency management. Captain Case, the signal

15Capt. Kline's Notebook, entry for 1 January 1950.
16Colonel Van Steenburg, Commander 1109th Signal
Brigade, Fort Clayton, Panama, interview with Dr. Lawrence

Yates at Fort Clayton, 12 June 1989,

17Lieutenant Commander Freeny, NAVFOR communications
officer, in a note to Colonel Mason that was incorporated
into the "JTF-South J-6 After Action Report," Fort Clayton,
Panama, January 1990.

l8Captain Grove, USAF,1978 Communications Group, "Just
Cause Lessons Learned Worksheet," January 1990.
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officer for the 193d Infantry Brigade complained that "the
incidents of nets interfering witlh each other were too
humerous, 19 This complaint was quite rare and quickly
remidied by assigning different frequencies, but it does
point out & controversy thet arose atrout frequency
management.., SOUTHCOM had a single frequency manager, Master
Sergeant Bethea, who was responsible for the &allocation of
all frequencies in Panama. Wren Msjor Steve Witt of XV1il
Airborne Corps was working on the JCEUI f{for Just Cause,
Bethea denied him the use of roughly one-third of the FM
spectrum of frequencies, as these were set sgside for use by
other agencies. Bethea's frequency management plan also
included freguencies assigned to the FDF, since the PDF
operated in the same aree as USARSO. Bethea stubbornly
refused to release this block of frequencies, theoretically
forcing JTF-South to operate on conly about 66 percent of the
FM spectrum. If this was the case, Captain Casea’s

=, 1 2 3 . B . IR . MU BT ] -
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been better managed. Colone) Mason, the JTF-South Deputy J-

6, asked

Who else in Panama were we obligated to share with
other than the Panama Canal Commission? While our
Joint CEOIl was & success, we now believe we could
have done a much better job in allocating
frequencies to our units. The U.S. Military (JTF)
should of (sic) hed priority for all fregquencies.
Joint doctrine is vague on this issue....we should
plan to utilize the full FM frequency s»ectrum in
future contingencies....The JTF-J6 will assue

190aptaiﬁ Casé? "1%83d Infantry Brigade (L) After Action
Comments for JUST CAUSE," submitted to JTF-South J-€ i0
January 1990.
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total contrcl of frequency management in future
centingencies; and we will plan for full use of
the FM spectrum,?9

Unknown to either Master Sergeant Bethea or Colonel
Masow, houvever, Mesjor Witt hsd taken it upon himself to use
the entire FM spectrum for hie JCEOl in spite of SOUTHCOM’s
direction not to do s«, which accounts for the fact that,
other than the 193d Brigade, there were few if any frequency
complaints during the course of the operation.?? Taken in
thie 1light, the smali problems that occasioned Captain
Cesa’'s complaints were the inevitable res.it of many units

o
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ic =ns of 1I€a1T €ach olher.,
These things will never be perfect, and the fact that the
82d Airborne Diviaion, the 7th Division, the Marines, the
JSOT®, and the Air Force had no complairts in this regard,
although there were over 700 separate radio nets in the
theater, giver. a true picture of the fregquency plan’'s

effectiveness, in spite of SOUTHCCM’s interference.2??

20 JTF~South J-6, "Frequency Management and the Use of
the Entire F¥ Spectrum,” JTF-South J-6, Fort Clayton,
Parana, 10 Jupuary 19990,

2ipu.i1'¢ ar office visit with him at Tort Rragu in
January 19. , Mejor Witt told me that he hed used the entire
FM4 spectaum for the JCEQI, maviug only those frequencies
that he knew were heing used by ifthe JSOTF for internal nets.

22Ccalonel Jorge Torres-Cartegens, in his DA Form 67-8-1
(an Army document in which every officer is required to list
his acceowmplishments and his evaluation of nis own merit)
dated February 1990, notes that "over 700 sgecure nets were
established from the CINC’s High Command...{down tc] platoon
level netwocksa."




Another related procedural shortcoming resulted from
the peacetime requirement to request gsatellite
communications channels from the Joint Chiefs of Staff (who
control the communications satellites as national assets)
through the SOUTHCOM J-6. This procedure was too slow and
cumbersome for comfort. Major Higdon o2f JTF-South J~6 noted

that

During the planning phase for this operation we
anticipated that it may go down quickly.

Therefore we took special care to prepare our SAR
[satellite access request], get it validated by
SOUTHCOM J-6 and prazposition it for rapid release
to JCS. When XVIII Airborne Corps Signal Staff
arrived in country on 18 Dec 89, we attempted to
activate the SAR. The SOUTHCOM frequency manager
was on Christmas leave to CONUS and no one in the
office could find the pre-positioned message.
JTF-S0 then received the Execute Order but
SQUTHCOM J-6 was not yet aware of any crisis and
took the position that no SAR request from XVIII
Airborne Corps, no action from J-6, We then had
to prepare a new preoper SAR which consumed more
time. We eventually received our TACSAT (tactical
satellite) frequencies from Fort Bragg over the
STU-1I11I long before we otficially got them from
SOUTHCOM .23

How needleys this bureaucratic impediment imposed by
SOUTHCOM J-6 actually was can be Jjudged by the fact that,
during crises, satellite access is often arranged by
telephone witb Defense Communications Agency, which c¢lears
the matter with JCS and assigns satellite channels based

upon the call, &asking only for a teletype message to follow

al some point for their records.??

23JTF-South J~8, "TACSAT Frequency Request Procedures,”
JTF-South J-6, Fort Cleyton, PFanama, 10 January 1930.

241 have done it this way myself, and in fact this was
basicully how Major Witt solved the prohlem from Furt Bragg
in this instance.




The only other single channel radic shcrtfall had to do
with teletype rather than vcice communications., Partly
because of an incompatibility between the obsoclete KW~7
secure equipment uged by the 154th’s radio teletypes and the
new KG-84 secure equipment used by all radio teletypes from
Fort Bregg, JTF-South J-6 decided not to deploy any radio
teletype equipment to Panama for use on joint nets, deleting
the JTF-90 net that had been originally planned in OPLAN 90-
2. All record communications that needed to be sgent via
radio were planned to go via the JTF-12 JTF-South satellite
intelligence/data net. This net used the UXC-7 facsimile
and a single channel satellite radio. In practice, this
means proved much tco slow to carry all of the traffic and
very susceptible to interference. Radio teletype would have
alleviated this problem, which caused some discomfort until
23 December, when reli&ble facsimile was finally estabiished
over ihe tactical telephone network at JTF-South. The 82d
S.gusl Battalion had an internal radio teletype net for use
withir the 82d Airborne Division, and throughout the
operation JTF-South used this radio teletype station at Fort

Clayton to pess messages to the 82d's command post.25

In spite of these s..a1ll difficulties, single channel

redio comrunications were a success by all accounts, largely

"5 There i3 no written record of this use of the 82d’s
radio teletype by JTF~-South as far as I know, but I often
sent out messages that way that were in danger of delay.
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due to the JCEOI. 1In an address to the JTF-South staff on
29 December, General Stiner pointed out that the single
biggest factor in communications success for Just Cause was
the JCEOI.28 The reliability of satellite communications
was such that the JTF-11A HF net planned az a redundant
means to the JTF-11 satellite net was never needed and,
except for radio checks, was never used. The movement of
troops on the ground, the calls for air strikes, and the
guick reactions to unforeseen circumstances in the initial
days of the operation were all largely handled over single

channel radioc nets.

26Capt. Kline’s Notebook, entry for 29 December.
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FIGURE 6-1
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ZT"JINTF" means "Joint Intelligence Task Force."
28" JPOG" means "Joint Paychological Operations Group."
29" JCCP" means "Joint Casualty Collection Point."
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-CHEAPTER VII-

THE TACTICAL COMMUNICATIONS NETWORK DURING THE WAR

Arguably, the tactical communications network was not
as important as either single channel radio or fixed station
strategic coumunications in the successful prosecution of
Operation Just Cause. The operational plan had been
designed to succeed as long as the single channel radio nets
continued to function, Key logistical support relied most
of 211 upon the strategic network, for which the tactical
network was a redundant means, under the guidelines of OPLAN
90-2. In spite of what may be inferred from what had been
planned, however, the tactical network was the object of the
most intensive attention and work by the signal officers and
soldiers o¢f JTF-South, and it was used a8 great desl.
Tactical communications, by their very nature, require a
greater effort to establish relative to the maintenance of
fixed-station communications that have already been
ingtallied. The purpese of this chapter is to follow the
progresgs of the tactical network through tbh course of the

war.

As noted in Chapter V, the failure of the TTC-39A
switchboards at Fort Clayton and Howard Air Force Base to

establish any digital trunks between them meant that the




only means for KY-68 digital secure telephones to
communicate in the secure mode between those locations was
by means of the long-local KY-68s installed by the 31st
Combat Communications Squadron (CCS) across their tropo-
scatter support radio (TSSR) microwave radio system fron
Howard. ©Only non-gsecure KY-68 calls could be placed across
the analog trunks between the two TTC-39As. With the
escalation of the emergency, however, the 3lst CCS
volunteered to leave these léng~locals in place for as long
as they were needed. This permitted the JTF-South staff to
continue to use KVY-68s for secure telephone traffic to
Howard. To =avoid confusion
having to distinguish between the 31st CCS KY-68s3, which
could communicate secure to JSOTF and other stations at
Howard AFB, and the Army KY-68s, which could not do so
without the digital trunks, all Army KY-t8s were replaced
with TA-954 digital non-secure telephones. Naturally, there
was no problem with using STU-III telephones in the secure
mode across the analog trunks, but not all stations had STU-
IITs at the start of the operation, althoughk nearly all
important subscribers would have access to them by the end

of the operation.

The 31st CCS further agreed to leave their 7TSC-190
multichannel satellite van, which had been replaced by the

154th Signal Battalion’s TSC-85A, at Howard Air Force Base

in case it was needed. This was an important decision,




because it would eventually carvy five of the ten AUTOVON
trunks from the Defense Communications System (DCS) staticn
at Cedarbrook to the 426th Signal’s TTC-39A at Howard, with
a second "spoke" carrying eight long-local KY-68 circuits to
12th Air Force at Bergstrom Air Force Base in Texas (later
converted to a digital trunk group between the TTC-39A at

Howard and an Air Torce TTC-39A at Bergstrom).

On 18 December the 426th’s SE-675 tactical technical
control facility at Howerd Air Force Base assumed technical
contrel from the 31st CCS. Captain Theresa Coles, the
4z6th’'s commander at Howard, and Lieutenant John Perro, her
deputy, had good control of tactical communications at that
site.t All sigral vans had current circuit lists and the
SB~-675 was well organized. RBecause the company command post
(CP) wes only & few steps from the technical control
facility, there was little opportunity for delay or
misunderstanding between them. Technical control and
operations personnel were well practiced and trained for the
situation in which they were employed. Fort Clayton,
however, was another story. On 18 December the 1/4th Signal
Battalion was still trying to control its signal site
outside Building 95 from its garrison headquarterz building
across the post, and even A Company, 154th Signal Battalion,

had no control element at the signal site.? This lack of

1My evaluation, made by inspection of the site.

2154th Signal Battalion, "Sequence of Significant
Events, Operation Just Cause,”" Fort Clayton, Panama, 2
January 1890,




supervision did nothing to improve the poor technical
control situation noted in Chapter V; quite the opposite,
for as the network grew more complex and as requirements
from JTF-South multiplied in preparation for the execution
of OPLAN 90-2, the technical control at Fort Clayton fell

even further behind.

The tactical telephone network was the single greatest
communications problem during the early days of the
operation. Captain Case, signal officer for the 193d

Infantry Brigade, would Jlater comment that "the tactical

telephone system was virtually unusable."3 The 1gt Corps
Support Command (COSCOM) signal officer complained that "the
tactical phone system took too long to install to be combat
effective, Once it was installed it was toco intermittent to
be depended on as the primary communications
system....Mission failure would have resulted without the

use of the commercial (DCC) system and STU-III’'s,"¢

These comments from officers who had to use the network
emphasize two facts. The first fact is that telephone
communications relied wupon the fixed-station strategic
telep ione system maintained by the 1109th Signal Brigade,

and without this system both the quantity and the gquality of

3193d Infantry Brigade, "193d Infantry Brigade (L)
After Action Comments for JUST CAUSE," submitted to JTF-
South J-6 January 1990.

413t Corps Support Commasnd, "Communications Operations
of COSCOM during JUST CAUSE," submitted to JTF-South J-§6,
January 1990,




telephone communications would have suffered. The second
fact is that the tactical telephone system initially did not
achieve an acceptable standard of speed or reliability. The
reader has already seen one reason for this in Chapter V,
where the 154th Signal Battalion’s TSC-76 technical control
at Fort Clayton had neither a cable plan nor any supervision

on site. But there were other reasons as well.

When JTF-South was activated on 18 December, the 154th
Signal Battalion still had no operational command and
control element at their main node near Building 95 on Fort
Clayton, even though support for JTF-South was undenighly
its most important concern, Captain Ijames, the company
commander responsible for the site, kept his command post in
the barracks & few yards from the 154th Signal Battalion
headqusarters, located across the post. Neither the company
nor the battalion were in any position to supervise the
activities at the Building 95 site, nor had they provided

. circuit routing lists or even site cable diaérams to the '
soldiers who were supposed to manage all of the circuitry
coming in to the site.S This last condition, unlike the
improper placement of the command and control elements,
cannct have been the result of a conscious decision, as such
lists and diagrams were so basic to the installation of
tactical communications that no possible justification for

their omisgsion could exist, save only error.

51 verified these conditions nyself during several
inspections of the site.
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By the evening of 18 December, the 25th Signal
Battalion’s TTC-3%A switchboard, which had been brought to
Panama with the 426th Signal Battalion, had completely
replaced the 154th fignal Battalion’s small TTC-41
switchboard at the Building 95 site, and the TTC-41 was
removed.® This TTC-39A had analog trunks to the 426th’s
TTC-39A at Howard Air Force Base, carried by a TRC-138
microwave radio system that the 426th had installed between
Fort Clayton and Howard AFB, relayed through Gunn Hill, but
still had not managed to make any digital trunks work. The
system worked well for all types of telephones except for
the digital secure KY-68s, which needed a digital path for

secure operation.’

On Tuesday, 19 December the 31st CCS reinstalled its
TSC-100 multichannel satellite van at Howard AFB. The unit
put in a system carrying eight long-local KY-68 telephones
from the TTC-3%9A at Howard AFB £o *""h Air Force
Headquarters at Bergstrom AFB in Texas, thus allowing 12th
Air Force direct access into the local tactical network
without having to compete for 1lines through the AUTOVON
network,8 It will be remembered that the 154th had
replaced the TSC-100 with their TSC-85A for the system into

the Defense Communications System (DCS) on 8 December, and

6154th Signal Battalion, "Sequence."

7JTF-South, "Operation Just Cause Circuit Routing List
F1J1MAD."

8Capt. Kline’s notebook, entry for 19 December 1989.

148




that the TSC-100 was being kept by the 31st CCS at Howard

for emergencies.

While all ¢f this was going on, the 154th sent three
more TRC-145 line-of-sight multichannel radio vans to the
Building 95 signal site to install communications with other
TRC-145s that the 154th sent to the Marine headquarters at
Rodman Naval Station, the 41st Area Support Group at
Corozal, and the 470th Military Intelligence Brigade, also
at Corozal, That same afternoon, the 154th sent two TRC-
145s, one radio-teletype, and a small TTC-41 switchboard to
Building 200 on Fort Clayton to support the 193d Infantry
Brigade headquarters.? The 193d’s forward headquarters at
Cerro Sosa in Balboa received its own TRC-145, while the
4,/6th Mechanized Infantry Battalion at the Clayton NCO Club
was given a radio-teletype for communications with the
193d’s radio-teletype. During all of this activity by the
154th Signal Battalion, there was no company or battalion
level command and control established at the main node at
the Building 95 site. The 154th leadership operated from

its garrison location.

Matters at Howard AFB were better under control, for
Captain Coles had her command post at the signal site. The
Joint Special Operations Task Force (JSOTF) was establishing

its command post in Hangar 3 on Howard AFB, and the service

9154th Signal Battalion, "Sequznce."
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of this establishment had the highest priority at that
location. Initially, JSOTF received seven STU-IIls, three
KY-68s, and two magneto point-to-point telephones to JTF-

South on the tactical network.

As requirements increased, the burden upon the network
increased. On 19 December, the circuit quality of the 154th
Signal Battalion's TS8C~-85A multichannel satellite van at
Howard AFB became so poor that the AUTOVON trunks that it
carried from the DCS to the 426th’s TTC-39A could no longer
be used. This can be at least partially explained by fact
that the eight-foot antenna that the 154th had to use was no
match for the twenty-foot antenna that the 3ist CCS had.
The twenty~-foot antenna that the 154th sent to Howard AFB
turned out to be broken and could not be used. Captain
Coles of the 426th and Captain Diane English of the 3lst CCS
therefore moved five of the ten AUTOVON trunks to the 31lst’s
TSC-100. This action was reported to the 154th, but the
154th Signal Battalion Commander, Lieutenant Colonel Andre
Francis, did not learn of it until later. His response,
rather than to establish a field command and control element .
to ensure that he and his staff kept matters in hand, was
to complain to JTF-South J-6 that the 31lst CCS was usurping
his authority.l? Nothing was immediately done to improve
the quality of the satellite link. This response helps to

explain at least some of the command and control problems

1VCapt. Kline’'s Notebook.
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noted so far. No battalion control element for the 154th
would be establiished in the field until 21 December, the day

following the invasion.l!

Soon after the parachute operations esarly on 20
December, the 82d Signal Battalion sling-loaded a MERC-127
multichannel radio truck (the paratrooper’s version of the
TRC-145) from Johnson Field at Fort Clayton to Tocumen
Airfield, to support the 82d Airborne Division’s command
post.1? This gave the 82d Airborne entry into the tactical
telephone network. The first priority on the syztem was &
point—-to-point magneto telephone line from the 82d directly N

to JTF-South J-3.13 This deserves some comment.

With the advent of tactical automatic telephone

switching, the Signal Corps had tried for years tv end the

practice of installing "hotlines," or point-to-peint magneto

telerhones, between headquarters. This communicaticons means

dated froﬁ the days of manual switching (which in the Army
extended well into the 1980s), where long delays by
. switchboard operators made such "sole user c¢ircuits”
imperative for the highest pricority subscribers. They were
used rmostly, but not exclusively, for command and

operations circuits. Subscribers tended to cling to these

12Captain Campbell Cantelou, "Jumping into a Just
Cause,” Army Communicator,15-1, Winter/Spring 1990, p. 10.

L3 JTF-South, Operation Just Cause Circuit Routing List
J166PAA.
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magneto telephonez because of their reliability, speced, and
Limplicity, even though, thegretically, they were
inefficient as they required a deficated channel on whatever
transmission system that connected the two ends. The JTF-
South staff, being mostly from XVIII Airborne Corps where
point-to-points were still in routine use, was used to the
reliable speed and simplicity of the mnagreto point-to-
points, and when the staff discovercd probiems with the
tactical telerhone system it demanded point-to-peints to
every subordinate headquarters that it c¢ould not quickly
reach using the tactical telephune system. The 154th Signal
Battelion’s command and contrel problems were such that one
such reguiremexit, the 20 December installation of a point-
to-point from Task Force Aviaticn to JSOTF, was personally
instelled by the battalicn assistant S$-3 officer and the
cperationsg seorgeant because they could not fiand anyone else
to do it.l4 The very next day; the 154th S-3 established a

systems control element {SYSCON) &t the Building 95 site.l53

On 21 December the 154th installed a TRC-145 system
from Howard Air Force Base to Albrook Air Force Station to
aupport the 7th Divigion tactical operations center
established at the Albrook Officer’'s Club. The 154th also
installed a TRC-145 system from Howard to the Legislative
Palace in Pauama City, relayed through a TRC-145 on Ancon

Hill. This system supported SOUTHCOM <civil-military

14Capt. Kline's Netebock, entry for 20 December 19589.
15154th Signal Battalion, "Sequence."
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operations &«nd was intended to bhe used by Endarra’s
government until the commercial Panamanian teclepho.re system
was restored toc service. This system carried Long-local KY-

68s from the TIC-39A at Howard Air FParce Base,l®

The fact that the 154th Signal Bettalion finglly
established a SYSCON at the Building 95 site on 21 December
did not solve the technical control problems at once. Tne
communications system had been growing since the escalation
on 17 December, and since there had beecn no SYSCON to manage
this growth, there was no easy way to gain control of the
networs. Neither initisal installations nor subsequent
Z2es had bLeen preperliy recorded. There was no written
cable plan to refer to, neither were ithere accurate circuit
lists. Technical control was still chaotic.17 This had a
terrible effect wupon the tactical telephone system’s
reliability, and subscribers losgt faith in the nétwork.
Quite corractly, on 22 December the JTF-5ouuih J-3
(cperations) officer Colonel Thomas Needham demanded point-
to-point magneto telephones to be installed from JTF-Scuth
tc all subordinate tank forces.!'® That the J-3, an infantry
officer, found it necessary to give such instructions to
his J~-6 speaks volumes about the users' lack of confidence
in the 154th’s tactical automatic telepione system.

B
17This judgment is based upon my inspection of the

technical control facility at ~" e time.
18Capt, Kline's Noteboo' entry for 22 December 19895,
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Ceptain Kline of the JTF-South J-6 staff went to the
154th Signsal) Battalion SYSCON at the Building 95 site to
ingtruct the SYSCON about the J-3's reqﬁirement.
Frustration at the SYSCON was already at a high level, and
wken Kline presented his instructions to the 154th Signal
Battalion 8-3 officer Major Sterling Ingram, the latter
pecame so incensed at what he considered yet another
unreasonakble demand that he stormed out of the SYSCON,
teking ne action. The requirement was arranged through the
assistant S-3 officer, Captain Thomas Gilbert, and the

operations sergecant, Sergeant First Class Haga.!?®

In the face of this clearly impossible state of
affairs, the JTF-Souich Deputy J-6 Colonel VWilliam Mason
arranged with the J-6 Colonel Torres-Cartegena and the J-3
Colonel Thomas Needham to bring 35th Sigunal Brigade
conmmander Colonel Jackson C. Moss with his Brigade SYSCON,
to assume tactical systems and technical contrel from the
154th. This decision generaterd additional resentment in the
154th, who had thus been relieved of their countrcl over the
tactical mnetwork as planned in OPLAN 90-2, but it was
ohvious that the intolerable situation that existed was not
getting any better. At the s<zme time, the 35th Signal
BPrigade was tasked to bring more heavy tactical

communications equipment to Panama.??

197bhid.
20Tbid, entries for 22 and 23 December 1989; see also
A5th Signal Brigade, "Internal After Action Report For
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Meanwhile, JTF-South continued to work with what it
had. Because the JTF-90 radio~teletype net had not been
implemented {see Chapter 1IV), JTF-South relied upon the DCS
Automatic Digital Network (AUTODIN) and wupon facsimile
traffic acress the tactical telephone system for record or
"hard-copy” communications. Facsimile was the only means
available for those units with no fixed AUTODIN-capable
facilities to suppert them, such as the 82d Airborne
Division at Tocumen. The 82d, although they had been part
of the tactical telephone network since the MRC-127 had
been carried to Tocumen by helicopter on 20 December, still
hed no facsimile communication with JTF-Scuth on 22 December
because JTF-South did not have a single telephone line
suitable for tactical facsimile use.?1 This deserves some

explanation.

Several typeg ot facsimile machines were in general use
at the time of Just Cause. HNon-secure comme.cial facsimiles
of all types had been bought by various Department of
Defense agencies for administrative use. Both RICOH and
MITEK made facsimile machines that could be secured across a
STU-IIT, The standard military facsimile machine was the
UXC-T7A, a heavy and durable machine that could operate

easily over radio or over digital and analog telephones.

Operation Just Cause," Fort éiayton, Panama, 10 Jdnuaf&
19990, pp. 20-21.

2i1Capt. Kline’'s Notebook, entries tor 23 December 1989.
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Most units had the UXC-7. JTF-South had both secure and
non-gsecure commercial facsimiles as part of the fixed-
station communications provided by the 1109th Signal
Brigade., The problem was communications security. The
facsimiles had to communicate with facsimiles secured by
compatible secure devices, JTF-South had mostly KY-68
digital telephones, while the 82d had none because they had
SB-3614A analog switchboards. The solution was to use STU-
IIIs with the SB-3614A, and to hook the UXC-7 to the STU-III
with a locally fabricated cable. This could be done at all

locations, and it became the standard for the network.2?2

CW3 Raymond Frison of JTF-South J-6 solved this
technical problem,;23 but implementing the solution at JTF~-
South itself was almost unbelievably difficult because of
the technical control situation at Building 95. The 824,
for example, was ready to send facsimile traffic hours
before JTF-Suuih had a facsimile ready. The lack of & cable
plan made it necessary to put a tone on a pair of wires in
the building and feollow it all the way through the technical
control van to the TTC-39A switchboard in order to establish
a line that could be used for facsimile with & STU-III in
the tactical network. This was finally completed at 0050
hours 23 December, two days after telephone communications

had beea established with the 82d Airborne Division.%4

2235th Signal Brigade, "Internal AAR," p. 23.

231bid.

24CW2 Michael Donahue of 35ti Signal Brigade and mysoclf
worked this circuit in as described hecauge at that time
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On the evening of 24 December, after several bad
weather delays at Pope Air Force Base, the contingent frum
the 35th Signal Brigade under Colonel Jackson Moss arrived
at Howard Air Force Base in a C-5A Galaxy. Colcnel Moss had
put together a hand-picked SYSCON consisting of the best
officers and sergezants in the brigade, all placed under his
operations officer Major Carroll Pollett. In addition,
Colonel Moss brought a TSQ-84 technical control facility to
replace the 154th’s TSC-76 at Fort Clayton, two TRC-151
multichennel radies with &a TRC~152 relay to improve
connectivity between Howard and Clayton, a TTC-41A analog
switchboard for the new Panamanian government, and a MRC-127
belonging to the 82d.25 They moved directly t; Fort Clayton
and, on Christmas morning established a SYSCON at the
Building 95 site. It would take the SYSCON’s Captain Ronald
Pontius and his- circuit engineers, most notably Sergeant
First Class Charles Lynch and Staff Sergeant Michuel Murray,
over fifty hours of continuous work to sort out and correct
the morass of misrouted circuits and wires at JTF-South, but
this would finally soclve the technical controel problem and

bring telephone communications up to acceptable standards.2®

there was literally no one at the 154th's technical control
facility; nor in the battalion's SYSCON, who could do it.

2535th Signal Brigade, "Internal AAR," pp. 22-23.

26Captain Pontius told me how long this process tcok
and what was done to achieve the final engineering results
while we were still in Panama; Major Pollett, the 35th
Signal Brigade Operations Officer, reiterated this at a 35th
Signal Brigade after-action review at Fort Bragg on 23
January 1890,
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Meanwhile, also on Christmas day, the 154th installed
vet another TRC-145 system from Fort Clayton to Fort
Amador, where the 82d’s division headquarters was mcving
from Tocumen.,2? The system that the 154th had previously
installed for the 82d to Tocumen was left in place to
support the 82d’s First Brigade. The 154{h had more than
reached its 1limit for TRC-145s and were without any
redundant equipment to speak of. To augment the battalion,
the 50th Signal Battalion from Fort Bragg sent two TRC~1456s

to the 154th, arriving on 25 De-.cuber.”8

On 26 December, the 35ty £ignal Y1 ig¥aae established a
staff message and communicaticns center JTor JTF-South in
Building 95. Under the direction ot Captsain Leah Patrick of
the 426th, this establishment previded ¢  centralized
location'for incoming and outgoing recor.) trafii-. This was
past due, for ag the volume of such traftic increased, the
JTF--South staff began to lose track of meusages; novr cculd
the staff sections keep track ¢f the changing and ‘ariosus
means to pass messages o units moving in the ftield.2?
Record traffic could be passed from thiz message center as
explained above by UXC-7 facsimile over +the tacticul

network, by varicus commercial facsimile machines wvia

AUTOVON tc locations in the United States and elsewhere, by

27154th Signal Brigade, "Sequence."
¢28Capt. Kline's Notebook, entry for 25 December 1989.
291 observed this daily on the JTF-Scuth staff.
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teletype through the AUTODIN, or by Ressenger. Captain
Patrick ran both scheduled messengers via HMMWV truck to all
task forces twice a day; as well &8s special messengers

either by HMMWV truck or, occasionally, by air,39

The digital trunk group between the Howard Air Force
Base and the Fort Clayton TTC-394s wag still not working on
26 December, =slthough the SYSCON devoted much effort to
solving the problem. To make matters worse, the long-local
KY-68s that the 3ist CCS had kept in service from Howard AFB
to JTF-South were steadily detericrating in quality, and by
this time less than half of them worked., As these KV-68s
fell cut of service, the staff tended to stop wusing them
altogether, preferring instead to use the simpler and more
reliuble STU-IIIs, By now, sufficient STU-IIis had been
installed throughout the tactical network that., along with
the STU~I1Is in the fixed station and AUTOVON systems, every
headquarters could be reached well by STU-III. The STU-IIT
proved to be much less critical of circuit quality than the
digital KY-63, and systems that were too noisy to allow the
KY-68 to work easily accommodated the STU-III. On 27
December, the JTF-South J-6 staff quietly removed the Isst
of the KY-68s in Buvilding 95. Everycne was using STU-IIIs

and magnetc point-to~points,3dl Captain Ronald Pontius,

South communica-ions center.
J1My observation at the time; see also 35th Signal
Brigade, "Internal AAR," pp. 20, 24, & 26.
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operations officer for the 35th Signal Brigade SYSCON, later
commented that
(the) STU-III is more versatile and easier to use
than the existing tactical secure telephone known
as a Digital Secure Voice Terminal (DSVT) or KY-
68. The DSVT can presently go secure only to
another DSVT, and only then if the complete
circuit path between the twao DSVTs is digital.
The DSVT is also fairly complex and is
intimidating to most tactical subscribers due to

its size, use of dual electronic variables, &and
operational characteristics.32

The KY-68, never a popular instrument because of its
size, complexity, and unreliability as compared with the

magnete telephones and STU-1IIls, gained no 3upporters frem

the JTF staff on this cperation.

On 27 December the 35th sent one of the TRC-145s from
the £50th Signal Battalion to Tocumen to support the COSCOM
element there that was assisting in the reestablishment of
an operational airport.33 This system was relayed through
a 50th Signal Battalion TRC-113 on Ancon Hill, and 1in
addition to telephone and teletype, it carried magneto
point-to-points from Howard AFB Air Traffic Control to
Tocumen Air Traffic Control and from the COSCOM headquarters

at Corozal to the COSCOM liaison at Tocumen.3*

32Captain Ronald Pontius, "Contingency Communications
Needs for XVIII Airborne Corps (with observations from
Operation Just Cause)," unpublished paper submitted to 35th
Signal Brigade, 7 February 1990, p. 5.

33Capt. Kline’s Notebook, entry for 27 December 1989,

34 JTF-South, "Operation Just Cause Circuit Routing List
F1C2PAA."




On 29 Decembey the digital trunk group between Howard
AFB and Fort Clayton was {finally brought into service. This
digital trunk group was carried ¢n the TRC-151 radio system
that had arrived with the 35th on Christmas Eve, rather than
over the TRC-138 microwave radio as originally planned;
moreover, the TTC-39A at Howard AFB had been cumpletely
reprogramned.3$ The reason for the long failure was aever
determined, although Captain Pontius, Sergeant First Class
Lynch, and the other SYSCOMN circuit engineers thought that
there was a good possibility that the problem had been
imported from the 31st CCS TTC-39A when thesir data base had
been transferred to the 426th’s TTC-33A in an effort to save -
time. The chief weakness of this theory was that it did not
explain why that same data base gave no difficulty to¢ the
31st CCS. The data tapes from the TTC-3%A at Howard AFB
were turned over to General Telephone Electric (GTE) for

analysis, but the resulis of that analysis are not known.36

By this time, however, subscribers were satisfied with
the STU~IIIs, which could operate in the secure mode across
either digital or analog trunks, so the only real result of

the irstallation of the digital trunk group was to add

3535¢th Signal Brigade, "Iaternal AAR," p. 22.

36Mr. Dana Thomas of GTE suvmitted the tapes to GTE
laboratories for analysis, but the results were not known by
the time I left Fort Bragg. Hr. Thomas and the other people
who might address this question zre with XVIII Airborne
Corps in Saudi Arabia (Desert Storm) at the time of this
writing {(January 1891), and so are not available.
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another eighteen trunks between Howard AFB and Fort Clayton,
a useful but not critical achievement. In fact, confidence
in the tactical network, now under proper technical and
systems control and with the "user-friendly" STU-1IIs, had
risen to the point where the J-3 authorized the removal of
the point--to-point magnetc telephcne lines between JTF-
South and the Marines at Rodman Naval Statien, the 193d

Infantry Brigade, and the 7th Division.37

As the Panamanian commercial telephone system regained
its previous reliability, tactical communications in support
of civil-military operations became less important, and on 1
January 1990, the TRC-145 system that the 154th had
installed to the Foreign Ministry in Panama City was
removed,3d8 On that same day, the 7th Division sent an
artillery battalion back to Fort Ord. It was the first unit
to be redeployed to the United States, and it was an

indicator that Just Cause was nearing its end.3?

On 2 January Colonel Torres-Cartegena held a meeting
with Colonel Moss, members of the J-6 staff, Major Pollett
of the SYSCON, and the commanders of the 1%4th and 127th
Signal Battalions. The purpose of the meeting was to
arre.nge for the assumption of the tactical communications

mission by the 127th Gignal Battalion of the 7th Division in

37Capt., Kline's Notebook, entry for 29 December 1989.
32154th Signal Battalion, "Sequence."
39Capt. Kline's Notebook; entry for 1 January 1990,




preparation for the departure of XVIII Airborne Corps. 7th
Division was to assume the responsibility of JTF-South.
Colonel Torres-Cartegena wanted Lieutenant Colonel Thomas
Armelli, the 127th Battalion coemmander, to take Colonel
Mason’s position as the Deputy J-6 to run the JTF-South J-6
staff because, while USARSO had some officers, they did not
ﬁave enough personnel to sustain continuous operations.
Lieutenant Colonel Armelli wfs not enthusiastic about this,
but Colonel Moss supported Colonel Torres.4? Moss also
agreed to leave both TTC-39As and the TRC-138s in place,
eventually to be replaced by 154th Signal Battalion
equipment, as the 154th had a TTC-39A due in to them later
that month. 12 January was settled upon as the date when
control of the tactical network would pass to the 7th
Division, as 12 January marked the time when 7th Division
would assume responsibility for the JTF from XVIII Airborne
Corps, although equipment from both the 35th and the 154th

would continue to be used as needed.dil

On 3 January General Manuel Noriega surrendered to the
United States Army outside the Papal Nuncigsture in Panama
City, completing all of President Bush’s stated objectives

for Just Cause. On 12 January XVIII Airborne Corps turned

not enthusiastic about the prospect of presiding over the
dissolution of the tactical network is a subjective one,
based upon my impression at the meeting. I was sure that,
with his responsibilities to the 7th Division, he would
rather have had someone else handle the task.

#1Capt. Kline'’s Notebook, entry for 2 January 1990,
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JTF-South‘ over to the 7th Division and returned to Fort
Bragg. Although Just Cause would continue officially until
31 Jgnuary, the civil-military operationz incident to Just
Cause, code named Operation Promote Liberty, had been
gaining in emphasis and importance from the very start of
Just Cause and would now completely eclipse combat
operations. The tactical network would grow smaller and
smaller, finally disappearing altogether as it became
evident that single channel radio aend the fixed station
network were adequate for the job. The last tactical system
in support of Just Cause was taken out of service when the
7th Division’s division tactical command post departed for

Fort Ord on 4 and 5 February.%?

It is obvious that the tactical network was a cause for
concern during the first week of the operation, and it may
have been well that it was not called upon to perform its
primary mission as a limited restoral feor the strategic
network in the event of catastrophic failure. The friction
and resentment between some of the officers of the 154th
Signal Battalion and some of the officers of XVIII Airborne
Corps can perhaps be partially related to the idea that
outsiders had come to SOUTHCOM to impose their methods of
operation. General Thurman, himself a pazratroower from Fort

Bragg, had certainly shaken all complacency out of the

42 ,ieutenant Colonel Thomas Armelli, "Lightfighter
Communications in Operation Just Cause," Army Communicator,
15~-1, Winter/Spring 1990, p.52.
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SOUTHCOM staff, and it 1is possible that thia event set the
tone for the manner in which other "outside help” was
received. When JTF-South directed the 35th 53ignal Brigade

to bring & tactical SYSCON from Fort Bragg to assume
tactical systems control at Fort Clayton, in effect the
154th had been relisved of its position specified ir OPLAN
a0-2. This did nothing to assuage sensitivities in the
154th. On the other hand, the fact that it took the 35th’s
SYSCON over fifty hours of continucus work just to bring the
technical control situaticn into & degree of order did
little to inspire respect for the technical competence of
the relieved urit that had made such a morass of elewmentary
circuit control. But both units recognized the practical
necessity for working together to sovive the problenms,
especially in light of the gravity of the givuation, and for
the most part the officers, sBzigesants, and scldiers did work

together with good grace,

-

*

. It should not bLe concluded from this that the 154th was
a total failure as a unit. Individual soldicers and teams
often did very well. The perfect record for reliability of
the TYC-39 nessage switch at Corozal repregsents Lhe most
impressive proof of this. Unfortunately, a communications
network is utterly dependent upon technical centrel, and
technical control requires both trainea and diligent
technical control operators as well as systems contrgl in

the form of circuit routing lists, cable plans. and other
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reasures that are the reaponsibility of the tactical SYSCUN.
Without proper systems and technical control, the best

multichannel radio operators in the world would be useless.
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Tacticel Network as of 1% December 1388
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FIGURE 7-2

Tactical Network as of 20 December 1989
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FIGURE T7-3

Tactical Netviork &s of 27 December 1989
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FIGURE 7-5

Tacticel Network as of 12 Jalnuary 1989
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FIGURE 7-6

Comnmiunicationg Systems Control Prior to 24 December 1989
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FIGURE 77

Communications Systems Control on 25 December 1383
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-CHAPTER VIII-

FIXED STATION, STRATEGIC, AND COMMERCIAL COMMUNICATIONS

DURING THE WAR

The 1109th Signal Brigade’s fixed station and strategic -
communications network in Panama was probably the least
glamorous of the three major categories of communications
used by JTF-South cduring Just Cause. To a great extent, it
merely continued to functicn as descrited ié Chapter 11, as
it had for countless years. Traditionally manned largely by

civilians, including many women, military retirees, and (in

countries like Panama) foreign nationals, many tactical
communicatora tended to think of fixed station Information
Systems Command (ISC) units as being somehow less than
military. However, as previcusly noted, fixed station
communicationg carry the bulk of military communications at
echelons above Corps, and the fact that the 110%th’'s network
continued to carry the load that it had for countless years
withcut interruption was of almost inestiwable value to JTF-
South. Fixed atation and strategic communications were
second in importance only to gingle channel radio in the
succeesful outcome of commuanicetions support for Just Cause,

Colonel Torres-Cartegena's prilmary focus was strategic

coumunications. As the JI'F-Soutlh J-6 he was the chief statf

officer responslble for both setrategic and tactical




communications, bktut because he wae the commander of the
1109th Signal Brigade, which had only recently assumed
command over the 154th 8Signal Battalion, and the main
mission of the 1109th was strategic communications, the
natural inerctia of his organization and staff was in the
direction of strategic communications. The officers and
sergeants in his Jeint Communications Contrel Center (JCCCj,
while theoretically responsible for coordinating both
tactical and strategic communications, actually had very
little expertise in the area of tactical communications.
Their specislty was in fixed-station communications, =zo
generally they merely passed tactical reauirements to the
tactical SYSCON. The §-3 officer of the 110%th Signsl
Brigade, in fact, was an Armor officer who knew very little
about communications of any kind, relying upon his civilian

and military fixed--station advisors.l The whole

organization was oriented toward stratesgic communicationg.?

1My evaluation at the tinme.

21109th U.S. Army Signal Brigade, "Augmentation to JCUC
Personnel,” an after sction report submitted to JIF-South on
10 January 1990, complains that "the concept of JLCC
activation waas that the var icus signesl activities wonld
provide a ataff wmember tc _asist in opzrations. This did not
occur.” The report atates that the JUCC vas senned by
soldiers from the 1190th Signal Battalion and from the
Deputy Chief of Staff for Informatiorn Mansgenment's office.
Both of thusge organizations were oriented to fixed station
responsibilities, and the JCCC had little or no background
in tactical communications. Sea elzo Steffi Sergeant Michacl
Murray's letter to thie author dated 28 August 1990, where
thirg evalualtion is correbourated by the tacticel teletyps
network manpageoer.
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Therefore, while the Deputy J-6 Colonel Mason closely
managed tactical communications (his strongest area) Colonel
Torres-Cartegena and his JCCC intensively managed the fixed
station systems. As soon as the decision to execute OPLAN
90-2 had been made, Torres-Cartegena prepsred his fixed-
station 1109th Signal Brigade for the action to follow. He
brought in soldiers to man the vital dial-central-offices
{DCOs ), which were usually operated by civilians. This was
done in anticipation of the greater burden upon the DCOs, as
well as against the probability that some ¢f the civilians
might not be able to get to their workplace once the
invasion began.?3 For the switchboards connected with
overseas locations, designated the Joint Overseas Switching
Systém {JOSS), he called in five civilian operators without
hinting anything about what was gocing to happen. He
augmented these civilians with three soldiers from the 154th
Signal Battalion, who knew nothing of the complicated JO0SS
or the switchboards and received one hour of training before
their assignment. Thesas operators would remain on the job
for the entire first week of Just Cause "without so much as

a toothbrush or a change of clotheg."t

—— o~ i b St it b s ey M = et ey romete

3Colonel Jorge Torres-Cartegonsa, interview with Dr.
Lawrence Yateu st Fort Clayton, Panama, 29 June 1990,

$U.5. Army South Information Managewment, Ipformetion
Management Bulletin No. 7, April 1890, p. 26,
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On 19 December 1989, Colonel Torres-~Cartegena imposed
MINIMIZE upon both the AUTOVON and AUTODIN users in Panama.’
MINIMIZE is a restriction imposed wupon all wusers of
Department of Defense communications systems during periods
of crisis ur other unusual circumstances to reduce the
volume of teletype and 1long-distance telephone traffic.
Under MINIMIZE, such communications means could be used only
if "the information to be forwarded is required tc avoid a
seriously detrimental impact on mission accomplishment or
safety of life" and if AUTOVON or AUTODIN was the "only way
to get the information to the addressee in sufficient time
to accomplish its purpose.”® In addition, Torres-Cartegensa
restricted telephones in the military housing areas to local
calls only, to free the trunk lines for command and control
traffic, as the teliephone system had been overloaded during
previcus periocds of heightened tension.? One effect of this
ection was, ironically, teo increase the burden upen the JOSS
switchboards. Calls that would not have made it through the
local network to the JOSS found the local network ciear, and
the J0S5, which ordinarily handled 15,000 calls per week,
now found itself handling that many every twenty~four hours

during the first days of Just Cause.?

$Colonel Jorge Torres-Cartegena, "Just Cause Briefing,”
delivered at Fort Clayton, Penama, 14 aAugost 1990,

tUnited States Southern Command, YU.85. Armed Forcen
Telephone Directory, Peanews Canal 1938, 1109th Signal
#rigade Field Printing Plant, Corozal, Panama, P. 2-5; sz
alao Allied Communicatdons Publicetiop 121 US_Suvolement-
(g}

YColunedl Torres-Cartegens, InlLsrview,
8U.5. Army South Information Managament, Hullelin, p.
28,
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Chapter VII noted that the analog STU~III telephone
became the standard secure telephone for the +tactical
network, despite the fact that it was not designed to be
used in a field environment. Captain Ronald Pontius, the
seniovr circuit engineer and operations officer for the 35th
Signal Brigade SYSCON, ascribed this to

their versatility in placing secure calls not cnly

to other STU~III subscribers in the tactical

network, but also by entering the AUTOVON network

and calling other STU -1II1I subscribers worldwide.

The STU-III is more versatile and easier to use

than the existing tactical secure telephone known

as a Digital Secure Voice Terminal (DSVT) or KY-
68.°¢

The proliferation of STU-II1 telephones in the tactical
network, while placing demands wupon the 1109th Signal
Brigade for more STU-~III instruments than the brigade
initially had availdble, had the effect of improving the
compatibility between the tactical and strategic telephone
networks. With the STU-~III at the lowest levels, secure
calls could literally be made "“from the fox-hole to the
White House."0 The First Corps Support Command (COSCOM)
signal officer noted tuat, aAas far as he was concerned, the

STU-III and the strategic telephone system were so cessential

9Captain Ronald Pontius, "Contingency Communications
Needs for XVII1 Airborne Corps (with observations from
Operation Just Cause)," paper submitted to 35th Signal

Brigade, 7 February 1990, p. 5.
10Conlonel Jackson Moss, comment at an internal 35th
Signal Brigade after action review, 23 January 1990.
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te the COSCOM’s success that nothing else could have made up

for their sbsence.ll

The tacticael and atrategic telefype networks were
integrated to an even greater extent than the Le¢lephone
system. While the telephone system achieved secure
interoperability {rom the lowest tactical 1level to the
highest Defense Communications Sysiem (DCS) zupported level
by using STU-III telephones in a tactical roie for which
they were not designed, the UGC-74 and UGC-129 teletypes and
the KG-84 secures devices used at thes tactical level were
already perfectly compatible with the Automatic Digital
Network (AUTODIN) of the DCS. The tactical teletype network
was very much built around the AUTODIN, with three TYC-39
tactical teletype switching facilities all cennected to the
AUTODIN (se¢e figure 8-1),. All teletype stations in the

network had werld-wide access via the AUTORIR.

The TYC-39 teletype swilch at Lorszal belonged to the
154th Signal Battaliion, and it had nearly been installed
permanently at that location, with the wvean set upon a
concrate slab rather than upon & five-ton truck (ses Chupler
I {for the circumatances undsr which 1t was placed at
Corozsal). Circuits going ints this TYC-38 wers contrclled

by the 110%tk Signal Brigade's f{ixed-station technical

EEETRS COHCOM, "Communicstiong Operations of COSCOM
suuring Juast Cause,” aftor action xeport aukbmitted to JTFk-
vsouth J-6, 10 January 1990,
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control facility at Corozal, and the most direct DCS entry
from the Corozal TYC-39 went through that technical control
facility to the strategic satellite link into the AUTODIN
entry point at Fort Detrick, Maryland.1? Teletype
substations of this TYC-39 connected te the TYC-39 via
either the fixed-station cable network or the tactical
multichannel radio network, depending upon which means was
the simplest. At the height of the operation, fourteen
telecommunications centers depended upon this TYC-39, as

indicated in figure 8-1.

The second TYC-39 in the network bhelonged to the 426th
Signal Battalion at Howard AFB. This TYC-39 had been
installed there to replace the 31st Combat Communications
Squadron’'s teletype equipment in support of the projected
Southern Command Alternate Command Center (see Chapter V).
As it turned out, both the importance and the demands placed
upon this TYC-39 were far less than was the case with the
154th’s TYC-39 at Corozal because the Alternate Command
Center at Howard AFB was never (used, A tactical
telecommunications center was installed at Howard AFB with
teletype linked tc the TYC-39, but the availability of a
fixed station telecommunications center operated by the
1978th Communications Group on Howavrd AFB meant that most
Howard subscribers continued to use the same teletype means

that they enjoyed before Just Cause.

1235th Signal Brigade, "Internal After Action Report
for Operation Just Cause,” 10 January 1990,




Including the tactical telecommunications center
operated by the 426th Signal Battalion, three other
stations depended upon the Howard AFB TYC-39. The 35th
Signal Brigade SYSCON at Fort Clayton connected a station to
it wvia the TRC-138 microwave radic system that connected
Howard and Clayton, the JTF-South telecommunications center
had a teletype connectec to it, and the Arrival/Departure
Airfield Control Group (A/DACG) at Tocumen depended upon the
TYC-39 for AUTODIN communications. Of all these stations,
only the A/DACG really needed this TYC-39. In all other
cases, the Howard TYC-39 was & redundant means. The
greatest contribution of this TYC-39 to the network was as a
node for alternate routing. For example, if a problem
developed with the AUTODIN link to the TYC-39 at Corozal,
messages could be routed through the TYC-39 at Howard to
enter the AUTODIN via the 154th Signal Battalion's satellite
iini. into Fort Detrick, wusing the TSC~-85A multichannel

satellite van at Howard.

The third TYC-39 in the nctwork belonged to the 25th
Signal Battalion and was installed at the sustainment base
at Fort Bragg. This TYC-39 connected to the AUTODIN at the

fixed-station facility on Macomb Street at Fort Bragg, and

it served all o¢f the rear echelon elements at Fort Bragg.




Because it was linked via satellite to the TYC-39 at Howard
AFB, it provided yet another AUTODIN entry point for

alternate routing.

These TVYC-39s wera all tactical communications
assemblages, but we have included them in this chapter
because they were really aa extension of the strategic
AUTODIN. The fixed-station telecommunications centers in
Panama maintained by the 1109th Signal Brigade and the
1078th Communications Group continued to serve those units
that were located close enough to their facilities. For
example, when the 82d Airborne Division moved their division
command post from Tocumen to Fort Amador, they received
"over-the-counter"” service from the 1109th

telecommunications center a' that location.

Although extensive telecommunications facilities were

available in Panama well in advance of Operation Just Cause,
some units entering Panama encountered problems with record

communications. Colonel Mason explained that

During the planning phase OPLAN 90-2 was to be an
operation of short duration with the flowing in of
one follow on Brigade or the Tth ID and the
immediate redeployment of the Rangers and the 82d.
An extensive internal teletype and message plan
was never really planned because of tle short
duration of the operation. The basic p.an was to
use in place fixed communications centers which
currently support all the major subordinate units
in Panama....For the most part this plan worked,
but as the force on the ground grew larger and no
redepiloyments occurred, the demand for internal
message flow grew larger and larger. The message
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mission was much greater than could be supported
by in-country assets....Message flow was initially
a weak area. We had to bring in people and
equipment from Fort Bragg (35th Signal Brigade) to
operate a tactical Staff Message Center for JTF-
SO. The PLA [plain ianguagze addre3is] message was
also late in going oan the street. For future

¢ ntingencies we need to plan heavier for message
flowing and get a correct PLA message out
quicker.13

This brings up an important point, because it was a
common problem in exercises prior tec Just Cause, as 211 as
during the 1initial phases of this operation. The term
"plain language addresses”" (PLAs) referred to the names of
the units that were served by the teletype network. Allied
Communications Publication (ACP) 117 contained all fixed-
station strategic addresses for units served by AUTODIN, but
units in the field (being fairly mobile) had to have their
PLAs promulgated by a message, so that recipients of the PLA
promulgation message would know how to get teletype messages
to the units in the field., This message would bhe sent to
any organization that might need tc send messages to the
field locatiocns, as well as to the AUTODIN and tactical
message switches that would have to rout the messages. The
PLA promulgation message was similar to a telephone
directory, containing PLAs and routing indicators. The PLA

fer a unit corresponded to its name, with the routing

l-"'J'I‘I?‘—Sout.l'x J-6, "Operation Just Cause Communications
Af.er Action Comments and Lessons Learned,"” submitted to
Commander, 1109th Signal Brigade 10 January 19906, see

section titled "Plain Language Addressee Message and Message
Flow."
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indicator serving the same function as- a telephone number.
Routing indicators were a code of seven letters that
identified a specific teletype terminal to the switches.
Simply put, the PLA identified the teletype station to the
human users, while the routing indicator identified it to

the switches.

Because the extensive number of tactical teletype
stations shown in figure 8~1 had not been foreseen by the
drafters of OPLAN 90-2, PLAs and routing indicators were not
rlanned before the operation and had to be done after the
operation began. This prcblem was not solved before 25
December 1989.14 Once this problem was overcome by
pronmulgating a PLA and routing indicator message, the
teletype network served JTF-South very well, being used for

both operational and leogistics traffic.

Civil-military operations, or the political
rehabilitation of Panama, began early in the operation, even
though combat operations were still in progress. The 1109th
Signal Brigade arranged for a portable commercial satellite
system belonging to the National Communications System (a
Federal agency) to be installed at Feort Clayton immediately
following the invasion on 20 December, exclusively to serve

the new Panamanian government under Piesident Endara.ls

i4gtaff Sergeant Michael Murray, letter to the author
dated 28 August 1990.

150,S, Army South Information Management, Information
Management Bulletin No. 7, April 1990.




This provided the new government with world-wide telephone
access. Many more communicaticens requirements to support

the new government would follow.

On 21 December the 1109th Signal PBrigade installed ten
telephone lines and two computers to support the refugee
center at Balboa stadium, as well as STU-IIls and facsimiles
to the prisoner of wavr compound at Empire Range.lS$ At the
same time, the 154th Signal Battalion instailed a tactical
TRC-145 multichannel radio system to the Legislative Palace
in Panama City to support civil-military operations
associated with the new governmeni, giving civil affairs
personnel &sccess to the tactical network and, through it,
world-wide commercial and AUTOVON accegs., On 22 December
the 1109th restored Panamanian television Channel 2 to
service, provided four telephone lines to the new Panamanian
Public Force headquarters in Ancon, and installed additional
telephone lines to the Quarry Heights Officers’ Club to

support the Presgs,l?

An important part of successful civil-military
operations in Panama was the restoration of commercial
telephone service in Panama City. Colonel Torres-

Cartegena’s personal knowledge of the Panamanian commercial

18Colonel Jorge Torres-Cartegena, "Just Cauce
Briefing," delivered at Fort Clayton, Panama, 14 August
1990.

1% Thid.
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telephone system (INTEL) was of vital importance i=a this
restoration. Lieutenant Colonel Andre Francis inspected the
commercial INTEL control center next tc the Marriot Hotel in
Panama City early on the morning of 23 December. He found
the complex intact, and he was able to locate the countrol
center manager and bring him back tc Fort Clayton.l®
Colonel Torres-Cartegena learned that the commercial
telephone dial central offices {DCCs) had stopped
functioning in scme cases because electrical power had been
lost, and in others because they had been more or less
abandoned. The DCOs that were abandoned continued to
function automatically for a time, but when the computer
tapes that recorded billing data on long-distance calls
filled up and were not replaced, the DCOs were designed to
shut themselves down automatically to prevent subscribers
from placing long distance calls without being billed for
them.19 Torres-Cartegena solved the electrical power
problem by sending tactical power generators from the 154th
Signal Battalion to the DCOs that laéked power. Soldiers
kept these on site until reliable commercial power was
restored. These troops acted as guards to secure the
facilities. These measures were considered to be no longer

needed after 27 December and were discontinued at that time.

18154th Signal Battalion, "Sequence of Significant
Events for Operation Just Cause," entry for 23 December
1989.

19Colonel Jorge Torres-Cartegena, Interview.
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Torres-Cartegena was also able to replace the computer

tapes.20

On 28 December a large contingent of contracted
equipment arrived ir Panama, under the auspices of the
National Communications System. This equipment came from a
civilian firm from Alaska known as ALASCOM, and although its
main purpose was to support civil-military operations, some
tactical units (such as the 82d) were able tc make some use
of it as well. ALASCOM esteblished a multichannel satellite
station on Ancon Hill, guarded by the 154th Signal
Battalion. This satellite system went through the
commercial AURORA I satellite, a geostationary satellite at
143 degrees west longitude, and downlinked into an earth
station in Alaska, where it entered the commercial and
AUTOVON networks. A small switchboard on Ancon Hill

connected this satellite system both to the local fixed-

and alsc to mobile subscribers equipped with special radio-
telephones. These mobile subscribers were JTF-South J-3,
Brigadier General Gann, the Foreign HMinistry, Tocumen-
Torrijos Airport, the 1109th Signal Brigade's JCCC, and the
ALCE at Howard AFB.21 ror several weeks, this was the

primary support to President Endara.%?

207bid,

21Captain Kline's Notebook, hand-drawn network diagram
for ALASCOM communications.

22Colonel Jorge Torres-Cartegena, DA Form §7-8-1
(Officer Evaluation Report Support Form), February 1990.
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The importarce of the STU-IYI telephone to both
tactical and strategic subscribers in JTF-South has already
been addressed in detail. STU-I11 telephones were equally
important to civil-military operations. Because they could
be wused on military AUTOVON, tactical, and civilian
commercial telephone lines with equal facility, the STU-III
had the versatility te be <carried with confidence by
subscribers deployed to remote sections of the country and
hooked up to whatever telephone lines were available,
allowing secure voice communications from anywhere that had
any sort of telephone service. Some 3TU-IIIs were used at
interrogation stations, while others supported an
intelligence network that spread throughout the country in

support of civil-wmilitary operations.??2

Colonel Torres-Cartegéna’s long service in Panama, his
knowledge of both the civilian telecommunications systems
and the people who ran them, added greatly to the speedy
restoration of commercial facilities, which the new
government and the people of Panama depended upon to such an
extent that there was really no substitute for them. His
knowledge of the commercial network was also put to use as a

wegpon against the Panama Defense Force. After Just Cause,

17,
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Colonel Torres-Cartegena explained

On several occasions 1 was personally callec . -
to assigt U.S. agencies in the interdictior and
denial of some key telephone trunks. Becausne of
my in-depth knowledge of telephone systems and the
Panamanian communications network, I was able to
locate the proper junction boxes and lines used.
These missions were classified and cannot be
elaborated upon in this document, but I feel my
efforts saved countless lives and contributed to a
quicker termination of JUST CAUSE.%4

This was a case of the right man being in the right
place at the right time, for such a knowledge of the
commercial telephone network in a foreign country can only
come with long experience and personal involvement with
people in the civilian telephone company. Needless to say,

this is not common.

It is a truism that every war is different from every
other war. Panama was an unusual theater of operations for
& contingency wmission such as Just Cause in that the United
States had maintained a large presence there for over eighty
vears, with &an extremely large and sophisticai.ed
communications network to support it. That such a massive
communications infrastructure existed prior to the operation
had a profound effect upon the manner in which Just Cause
came to be supported. Without this strategic fixed-station

communications infrastructure, the entire operation (to

24Colonel Jorge Torres-Cartegena, DA Form 67-8-1
(Officer Efficiency Report Support Form), February 1990.
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include civil—military operations) would have had to be
commanded and controlled over tactical means more or less
exclusively. While it cannot be said that Just Cause would
have failed as an operation without the strategic fixed-
station communications network, it would certainly have been

far more difficult.
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FIGURE 8-1

Strategic Telephone Network with ALASCOM Overlay
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FIGURE 8-2

Message Switching (Teletype) Network
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-CHAPTER IX-

CONCLUSION

Military communications are considered successful if
they support the conduct of the war, to include command and
control of subordinate units, lateral coordination between
units, intelligence gathering and dissemination, and
logistical support; all the whiie maintaining sufficient

communications security (COMSEC) that the enemy does not

gain and exploit valuable intelligencs from those
communications. By this standard, communications in support
of JTF~-South on Operation Just Cause were a success, The

two most vital communications means were single-channel
radio and fixed~station strategic communications. These
functioned almost without flaw, while the problems that the
tactical network had during the first week of the cperation
did not have a disastrous effect because the strategic
network, for which it was a back-up, functioned without

interruption.

of pivotal importance to this success was the fact
that SOUTHCOM and the other American military establishments
had two years in which to plan this operation, The early

inclusion of communications staff personnel in planning,

both at SOUTHCOM J-6 end at XVIII Airborne Corps, was of




enormous importance to the form that communications support
for Just Cause ultimately took. By including the
communications staffs in the evolution of the plans that
eventually grew into OPLAN 90-2, the final plan was well
integrated with the available communications means. An
outstanding example of this point is the case of the Joint
Communications Electronics Operating Instructions {JCEOI),
arguably the singl. most important piece of work in the
entire staff preparation for Just Cause. Major Witt
coordinated daily with the operational planners at XV1II
Airborne Corps to ensure that the JCEOI continued to support

the evolving concents. and the

\bsence of nroblems with
radio communications noted in Chapter VI bears witness to
the importance of the work. This work would have been
impossible had communications planners not been brought into

the planning at an early stage.

Communications doctrine for the United States Army is
based upon the four broad principles of continuity,
security, versatility, and simplicity.l! In support of these
sound principles, certain more or less standard practices
have develcped. These standard practices were modified to
suit the' situation in Panama, but they always supported

these four principles.

lHeadquarters, Department of the Army, Field Manual 24-
1, 8ignal Support _in the Airland Battle, (US Governaent

Printing Office, October 1990}, p. 2-1.




The guiding principle of simplicity was a significant
strength for the communications plan. Where communications
support for this operation deviated from common practice, it
did so in the directio: of greater simplicity. In many
cases, the standard practices were devised based upon a
sophisticated enemy threat and operations in a world-war
type environment. This was very different from the
conditions surrounding Just Cause. Additionally, the
fielding over a period of years of imperfectly compatible
communications systems, such as the KY-68 digital secure
telephone for tactical use against the STU-III analog secure
telephone for fixed-station use, made some degree of non-

standard improvisation unavoidable.

The Signal Corps and the Department of Defense have

committed heavily to fielding tactical digital telephones,

both secure and non-secure. As explained in Chapter VII,

the digital KY~-68 telephones were largely abandoned by JTF-

. South, both because of their perceived unreliability during
the early days o¢f the operation and becsuse the STU-III

‘ could be used for secure communications with a vastly
greater number of people. The STU-III, and not the KY-68,

was and still is the staandard secure telephone throughout

the United States Government. The fact that the KY-68 could

not be used to talk in the secure mode to parties in the

United States who had STU-IIIs alone would have made them

insufficiently versatile and therefore unsuitable for this

*




operation, even if they had functicned much better than they
actually did. If there is a single generic technical lesson
to be drawn from Just Cause, it is that atrategic and
tactical communications networks should be integrated to the

maximur possible extent.

In most cases, &a tremendous strategic communications
infrastructure such as existed in Panama will not be
available; however, Joint Task Forces will almost always
have ssatellite and high frequency access to the Defense
Communications System (DCS). Secure telephone instrumnents
at the tactical 1level should be compatible with secure
telephones throughout the DCS. It would be valuable, given
the STU-III's proven ability to function over a variety of
tactical circuits {including circuits too poor in quality
for the digital KY-68), to obtain a "ruggedized" tactical
version of the STU-III. Such a telephone could be used down
to the lowest levels., as demonstrated in Fanama, and would

insure interoperability "from the fox-hole to the White

House." This course of action would require a modification
in the TTC-39 family of switchboards in the direction of a *
greater analog capability. Digital communications would

still be wused for trunk groups between switches, since
digital trunk groups offer greater capacity with reference
to band-width, but the telephones themselves would be
tactical STU-~III analog instruments. Fcr purposes of

interoperability with the DCS and commercial networks, the
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Army’s new mobile subscriber equipment (MSE) should also be
made more compatible with the DCS, with the analog STU-III
as the basis for all presently digital MSE telephones, to
include the "mobile subscriber radioctelephone terminal"
(MSRT) . Failure to improve tactical interoperability with
the DCS will result in continued ad hoc solutions during

every contingency mission.

Chapter II provided some background for the concept of
the protected distribution system (PDS) in which a non-
encrypted telephone network was treated as if it was secure
by isolating it from non-protected networks, such as
commercial telephone and AUTOVON. Because of the superior
security of the STU-III, the PDS had no application in Just
Cause., Cbhapters VIJ and VIII made very plain the fact that
communications for this operation depended heavily upon the
integration of strategic and tactical telephone networks,
quite apart from any question as to whether or not PDS is
really effective against a sophisticated electronic warfare
threat, even when it is properly implemented. The
availability of analog STU-II1 telephones, which were used
at the lowest levels in the tactical network, obviated any
need for tactical PDS. The sole purpose of tactical PDS is
to provide some security for telephone circuits at levels
lower than can be served by secure telephones. With STU-

I1Is at the loweast levels, PDS was not needed.
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It has been noted throughout this paper that school-
trained signal officers often considered the local-battery
mnagneto point-to-point telephone obsolete and wasteful.
Chapter VII even gave an example where the S-3 officer of
the 154th Signal Battalion stormed out of a meeting in which
he was requir2d to install such circuits to all of the task
forces because he considefed the requirement to be so
unreasonable. While he expressed his opinion of magneto
telephones in a more forceful way than some other signal

officers might have, his opinion was shared by many others.

"Common-user" telephony is advocated over "sole-user"
telephony (such as the magnetc point-to-points) because
common user telephones are more efficient in terms of

channels. However, because they are more complicated, they
are not as fast, as simple, or as reliable. For the future,
it remains to be seen whether the Army’s new Mobile
Subscriber Equipment (MSE) will provide service so reliable

as to erase the demand for point-to-points.

JTF-South placed a great premium on speed, simplicity,
and reliability. Also, literally every other tactical
telephone in the JTF-South headquarters needed external

electrical power to function.? If power had been lost, the

2This was the case because the TTC-39A used remote
myltiplexer combiners (RMCs) to serve the telephones in
Building 95. These RMCs were not issued with dedicated
electrical generators, and so they had to "slave" from
whatever power was available. In Building 95 this meant
commercial power, as was the case with literally all non-
battery powered equipment in the headquarters.




only telephones that would have been able to continue to
work would have been the point-to-peincs. The requirement
for continuity demanded point-te-point magneto telephones,
under the circumstances. Point-to~point telephony is not
mutually exclusive of common user telephony; both should

have their place in tactical communications.

Peacetime frequency maragement procedures recelived low
marks from JTF-South J-6, both because of the SOUTHCOM
frequency manager himself and because of the procedures. It
really was unreasonable for SOUTHCOM to try to protect
frequencies belonging to the PDF. Fortunately, this
restriction was overcome by the author of the JCEOI, who
used the frequencies anyway without permission. Along the
same lines, SOUTRCOM J-6's failure to validate satellite
channel requests immediately led to serious delays, which
resulted in some units arriving in Panama without knowiag
what satellite channels they coul& use. This was really
unsatisfactory and could have had significant consequences

had the war not gone as well as it ultimately did.

Ordinary single channel radio operating procedures,
under which call-signs and frequencies are changed daily to
make it more difficult for the enemy to gain intelligence
from friendly communications, were abandoned in favor of the

JTF~South JCEOI in which frequencies never changed and call-

signs were replaced by call-words that were easier to




remember, This was done at the express direction of
Lieutenant General Stiner, who had grown accustomed toc the
practice both in Joint Special Operations Command .und ia the
82d Airborne Division. The theory was that the VINSON
secure device would prevent an enemry from understanding
anything, and that a Corps would use just about the entire
frequency spectrum anyway, so that it would not matter even
if the enemy noted the fact that a certain frequency was
being used every day. In the same fashion, mairtaining the
same COMSEC key (segment 7) in use for much longer than the
seven days prescribed by the National Security Agency was a
serious deviation from doctrine. Given the fact that many
of the units did not ordinarily train together and that task
organization changed often, the decision to keep the entire
theater on the same key for such a long time is defensible
from the point of view of simplicity. The fact that the
same key was used for all nets in theater at every level was
itself a great deviation from standard practice and
doctrine. Once again, events proved that no harm came from -
doing so in this case, This skould not be taken as a
blanket approval for such =& practice: against a more
sophisticated enemy the results «culd e harmful. The
determination should be made, ss it was in thiis case, by the

commander on the ground.

Communications support for JUF-Scuith under OFPLAN 90-2

was designed to meei certain threats. Many of these: threats
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either did net materialize or, if they did, did not have the
serious effects that the planners had feared, Other
thrests, while discounted by the planners as unlikely, may
well have actually become a problem to JTF-South under
different circumstances. In studying the communications
support for JIF-Souvth, it is important tc recognize these
contingencies, especially if the object of the study is to

gain knowledge for future operations.

Under OPLAN 90-2, the primary purpose of the tactical
comaunications network was to take the place of the
strategic fixed-station network in the expected event that
the PDF took action to damage 1it. In fact, significant
degradation of strategic communications did not occur. The
enemy did not interfere with strategic DCS communict*ions in
any meaningful way, and these communications were always
available to the JTF-South commander and his staff, Given
the fect th
and that the enemy must have had some understanding of both
their importance and their vulnerability, it is
incomprehensible that no effective action was ever taken to
deny their use to the Americans. As this 1is written
(January 1991), General Noriega is still in an American
prison, pending trial for drug trafficking offenses, and so
is not available to answer operational questions about the
war. It is hoped that the General will explain why nothing

was ever done against the strategic network, after the
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disposition of his case. It is possible that classified
intelligence reports from the interrogation of PDF cofficers
may also shed some light on this fortuitous failure to

strike at the strategic communications system, once these

reports are declassified. Until that time, or until former
PDF officers write their memoirs, the question is
unanswered.

While OPLAN 90-2 planned the tactical network as a
redundant means to the strategic network, it is obvious from
the problems shown in Chapter VII (mest notably the fact
that tactical technical control did not exist at Fort
Clayton until Christmas) that the tactical network was in no
condition to assume this burden duriag the critical few days
at the start of Just Cause. Fortunately, it was never
called upon to do so, as this situation would have had
serious consequences if the strategic network had suffered

as the planners expected it to.

At an even more basic level, the JTF-South command post
in Building 95 on Fort Clayton relied exclusively wupon the
industrial electric power grid that sevrved Fort Clayton to
the electricity that powered all communications means except
for the magneto telephone point-to-points. This was
potentially the gravest weakness in the local service
arrangement at the JTF-South lLeadguarters. The digital

telephones that were served by the Fort Clayton TTC-39A
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switchboard were hooked to a remote multiplexer combiner
(RMC) that used electricity from a standard wall socket.
All of the radios in the radio room drew power from a DC
power supply that, once again, depended upon the industrial
power grid. Even the fixed-station telephones needed
commercial power, both to operate the key-system and to
power the STU-IIIs., There was a back-up 250 kilowatt
electrical generator permanently installed to serve Building
95, but it was very much an unkxnown quantity. The post
engineer told this author that if he needed to gain access
to the generator, he would probably have to destroy the lock
on the door, and there were no electrical diagrams toc be
found explaining Jjust what electrical circuits were covered
by this generator. Neither did anyone have any idea of the
generator’s state of maintenance, or when it had last been
tested. It may have been fortunate for JTF-South that it
was not needed. The Assault CP vehicle (FM Special) that
Captain Duffy had brought from the 50th Signal Battalion
would have allowed single channel radio communications to
continue after a short interruption, but the impediment to
the staff's other normal functions would have significantly
increased the friction and confusion that ordinarily prevail
in a CP during a battle, As in .he case of the strategic
communications network, it is somewhat surprising that the

enemy did not make more c¢f an effort to disrupt the

electrical power than the four days of somewhat half-hearted




mortar attacks which were the only measures that this author

was aware of in that direction.

It should be noted that the enemy did successfully
disrupt electricsl ©power at the Southern Command’s
headquarters at Quarry Heights for several hours on 20
December, but the operational effect of this was small
because the battle was being controlled from JTF-South at
Fort Clayton, and General Thurman (the SOUTHCOM commander)

spent much of his time at the JTF-South CP in any event.?

The Southern Command Alternate Command Center at Howard
AFB, the reason for the pre-positioning of the hesvy
tactical communications equipment that would prove so
important to the final utility of the tactical network, was
never used. In spite of the interruption of electrical
power on the first day of the operation, the Quarry Heights
CP was never threatened enough to justify the dislocation
that would have resulted from moving the entire
establishment to Howard AFB. And, as noted above, General
Thurman himself spent most of the most critical periods at

the JTF-South CP at Fort Clayton, communicating over single-

3U.S. Army South Information Management, Information
Management Bulletin Neo. 7, Fort Clayton, Paname, April 1990,
p. 19; for evaluation of General Thurman's use of
communications for command and control at JTF-South HQs see
35th Signal Brigade, "Internal After Action Report for

Operation Just Cause,;" p. 24.
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channel satellite radio, local-battery megneto telephone

point-to-points, and STU-III telephones.*

The fact that the Joint Communications Electronics
Operating Instructions {(JCEOI) contained but a single time
period and relied heavily upon call-words instead of the
callsigns and multiple time periods that signal doctrine
called for drew criticism at the time and has drawn it
since. It was not objected to by the JTF-South staff, and
in fact it had been endorsed by the JTF commander, because
it was thought that the simplicity of such an arrangement
more than m
expleoitation, Even when Master Sergeant Bethea, the
SOUTHCOM freguency manager, lost his notebook (complete with
net diagrams and all frequencies) which was later returned
by a Panamanian civilian, enemy disorganization by that
time was deemed sufficient that the JCEOI was not even
changed,’ As it worked out, General Stiner was proved
right, and no known enemy benefit derived from the
arrangement of the JCEOI, while its simplicity made it a

great success.

Along similar 1lines, the communications security
(COMSEC) keying material in the Inter-theater COMSEC Package

(ICP), which was designed to be used only on joint radio

435th Signal Brigade, "Internal AAR."
SStaff Sergeant Michael Murray, letter to the author
dated 28 August 1990.
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nets, was actually used on all nets at all levels. Once
again, this ran the risk of compromising the COMSEC for
every net in the entire theater at once, but the fact that
literally everyone was on the same keying material madz
communications much more reliable under these circumstances
where task organization changed often (at times, even
daily). As noted in Chapter VI, even when the ICP was
compromised on 24 December when a truck belonging to the
military police was ambushed and the radio and VINSON COMSEC
device stolen, the same ICP segment seven was kept in use
until 2 January, with no known ill effect. It is true that
if ths
might not have escaped the possibly serious consequences of
these decisions so easily; but it is also true that if the
er2my’s organization at that time had been better, the JTF-

South commander would have evaluated the threat differently.

It is obvious from this account that individual
persoralities and abilities played a large role in the way
that communications support for Just Cause played itself
oﬁt. History is made by men, and any histourical account
will largely roncern itself with what was done or 210t done
by actual characters. While this is important for an
understanding of history, it is less so for those who seek
to derive '"lessons learned" or dguidance for future
operations. Events cannot be hermetically sealed off from

the participants who brought about the events, The reader




is cautioned to carefully judge the role of personalities in
the events of this operation, as these personalities, like
many other circumstances surrounding Just Cause, will

probably never be duplicated in any future operation.

The outcome of a war is determined by both sides.
Militarily, one side must win while the other side must
lose. Those actions that the PDF omitted toc take, either
from a failure to plar, from command and control problems,
or from other as yet unknown influences, prevented their
exploitation of those weaknesses and potential weaknesses
that this study has mpointed out. The JTF-Scuth Staff
soberly examined and judged these weaknesses as best they
could, and a certain degrec of risk was c_.cepted. in this
case, the risk proved to be Jjustified in the successful

execution of Operation Just Cause.




TAB A
TAB B
TAB C
TAB D -

TAB E -

-APPENDIX A-
MAJOR ITEMS OF COMMUNICATIONS EQUIPMENT
USED ON OPERATION JUST CAUSE!

Single Channel Tactical Satellite Radio AN/LST-5B
Single Channel Tactical Satellite Radio AN/PSC-3
Single Channel Tactical Satellite Radio AN/URC-101
Single Channel Tactical High Frequency Voice Radio
AN/PRC~104 and AN/GPC-193

Single Channel Tactical Very High Frequency,

Frequency Modulated Voice Radio AN/PRC-~T77

TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAR
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
TAB
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FM Special

High Frequency Radio Teletype AN/VSC-2
Satellite Communications Terminal AN/TSC-85A
Satellite Communications Terminal AN/TSC-93A
Radio Terminal Set AN/TRC-145

Radio Repeater Set AN/TRC-113

Radio Repeater Set AN/TRC-138

Radio Terminal Set AN/TRC-151

Radio Repeater Set AN/TRC-152

Telephone Terminal Set AN/TCC-73

Automatic Telephene Central Qffice AN/TTC-232A
Automatic Telephone Central Office AN/TTC-41A
Switchboard SB-3614A

Automatic Message Switch AN/TYC-39
Communications Patching Panel SB-675
Communications Patching Panel TSC-~76
Communications Technical Control Facility AN/TSQ-~84
Satellite Communications Terminal AN/TSC-100

Communications Technical Control Facility AN/TSQ-111

Air Force Tropo Scatter Support Radio (TSSR)
Secure Telephcone Unit STU~III

TAB AA - Digital Secure Voice Terminal (DSVT) KY-68
TAB AB -~ Telephone Set TA-312

[ 1Unless specified otherwise, all equipment pictures are

taken from Headquarters, Department of the Army, Treining

Circular 24-24 (for line drawings) or Field Manual 24-25

({for photographs), (Washington, D.C., 1988).




TAB A - Single Channel Tactical Satellite Radio AN/LST-5BZ?

The Motorola LST-~-5B was a single channel satellite
radio capable of either voicc or data communications, It
could be secured for voice operation using the KY-57 VINSON
secure device. Smaller and lighter than either the PRC-3 or
the Motcrola URC-101, it was very popular with the radio
operators who had to carry it in a rucksack.

2Picture from Jane's Military Communications, 1908,

(London: Jane's Publishing Company, 1988).
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TAB B - Single Channel Tactical Satellite Radio AN/PSC-3

The Cincinnati Electronics PSC-3 wes & single channel
satellite radic capable of either voice or data
communications. 1t was the standard Army satellite radio.
It was the least popular with the radio operators because it
broke more easily than the Motorola radios. It could be
secured for voice cperation using the KY-57 VINSON secure
device.
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TAB C - Single Channel Tactical Satellite Radio AN/URC-1013

The Motorola URC-101 was a single charnel satellite
radio capable of either voice or data communications.
Although the ocldest, it was widely regarded as the most
reliasble of all the satellite radios, partially because it
was the easieat of the lot on which to make field expedient
repairs, partially because it was juat & tough radio. URC-
1018 tended to be used for the most important missions,
"where nothing could go wrong."

ANIYRC 101 Hanscever with power 3mphfier

31bid, p. 123,
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TAB D - Single Channel Tactical High Frequency Voice Radio
AN/PRC-104 and AN/GRC-193

The Hughs Corporation PRC-104 high frequency or "short
wave'" radio was the rucksack version of the more powerful
GRC-193. These radios were capable of world-~wide
communications without relying upon satellites. They *
achieved their great range by refracting their radio
signals off the ionosphere, much as a billiard ball is
banked off a billiard tsble. It took a great deal more in .
the way of engineering and operator skill to successfully
use these radios, even though they were much easier than the
PRC-74s that they replaced. Secure voice communication was
only possible using the KY-65 PARKHILL secure device, which
weighed more than the PRC-104 did. The wveight of the entire
assemblage, including the KY-65, made it a serious burden
for the radio operator.

ANR/GRC-193A

AMSEAY AMPLIGER.  AT.1208 RECENVER- CU-2084 COUPLER
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TAB E - Single Channel Tactical Very High Frequency,
Frequency Modulated Voice Radio AN/PRC-77

The PRC-77 was probably the best known military radio.
It was designed to be carried in a rucksack, and it was
secured with the KY-57 VINSON. Dating back to the
Vietnamese War, the PRC-77 had legendary reliability. 1Its
maximum range for planning, however, was only about 15
kilometers because of its low power output and relatively
inefficient "whip" antenna.




TAB F - FM Special

The FM Special is described in detail in Chapter 3. It
had three VRC-46 FM radios and one GRC-19¢3 HF radic, ang was
capable of parachute delivery as a "heavy drop.® In Just
Cause, the 50th Signal Battalion har. the FM Specials, The
82d Signal Battalion had a variatiun of the FM Special that
they called the "Shark.” One of che Shariks was lost in a
swamp in the course of a "heavy drop" <n 20 December,
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TAB G - High Frequency Radio Teletype AN/VSC-2

The VSC-2 radio teletype was originally mounted in a
Jeep, but had been moved into the HMMWV trucks by the time
of Just Cause. Only the 82d Airborne Division had VS8C-2s at
this time. They were short wave radios, and so used
ionospheric propagation in the same fashion as the PRC-104
listed above. However, the GRC-106 radios that were part of
the VSC-2s had as much as 400 watts power output, as
compared to the 25 watts of the PRC-104 and the 200-250
watts of the GRC-193. At the time of Just Cause, the
teletypes in the VSC-2s were secured by the KG-84 secure
device, and they were set to operate at 300 words per
minute.

Picture Not Available
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TAB H - Satellite Communications Terminal AN/TSC-85A

The TSC-85A was a satellite terminal set capable of
terminating up to four twelve -channel communications links.
It was compatible with the TSC--93A, and it was mounted in a
2 1/2 ton M35 truck, with another truck to carry the «
antenna. It was iszued with an eight-foot parsbolic
antenna, but it could also be used with larger antennas.

AN/TSC85A
Satellite Communications Terminal
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TAB 1 - Satellite Communications Terminal AN/TSC-93A

The TSC-93A was a small version of the TSC-85A.
Although the weight of the van was such that a 2 1/2 ton
truck was theoretically required, 5/4 ton trucks could also
. be made to carry the van, although they were overweight.
The TSC-93A also needed a second truck to carry the antenna.
It could only terminate one twelve-channel system.
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TAB J - Radio Terminal Set AN/TRC-145

The TRC-145 was a twelve-channel analog multichannel
radio. It could handle up to 18 digital channels when
carrying circuits between two TTC-39A switchboards. 1Its
handy size (mounted in a 5/4 ton truck) and good ability to .
communicate through trees {(to a point) made it the
multichannel radio of choice for communications down to
division level and lower. In Just Cause, the 154th Signal
Battalion and the 50th Signal Battalion had TRC-145s.
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TAB K - Radio Repeater Set AN/TRC-113

The TRC-113 was the relay for the TRC~145. It was used
to extend the randge of a system beyond line-of-sight.
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TAB L - Radio Repeater Set AM/TRC-138

This large and heavy multichannel radio operated in the
microwave region of the radic frequency spectrum. As such,
it was seriously a line-of-~sight radio that could tolerate
not even a single branch in its path. Generally, if one
could not see the distant antenna with the naked eye or with
binnculars, the radio shot was not going to work. Unlike
the TRC-145 and the TRC-151, the TRC-138 had no internal
nultiplex equipment, so external multichannel vans such as
the TCC-75 had to accompany the TRC-138. The TRC-138's
virtues were its capacity (up to 95 channels in some
versions) and its reliability (once the link was finally
established). It was not a quick radio to install, when
compared with other tactical multichannel radios. The area
signal battalions had TRC-138s.




TAB M - Radio Terminal Set AN/TRC-151

The TRC-151 was a larger version of the TRC-145, with
less efficient radio propagation characteristics than the
TRC-145. It was mounted in a 2 1 /z ton truck and could
handle up to 24 analog channelgs or 36 digital channels., It
was slower to install than the TRC-145, but faster than the
TRC~138. The area signal battalions had TRC-151s,
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TAB N - Radio Repeater Set AN/TRC-152

The TRC-152 was the relay for the TRC-151, in the same
way that the TRC-113 was the relay for the TRC-145.
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TAB 0 - Telephone Terminal Set AN/TCC-73

This was a multichannel van that could be used with a
variety of radios. It was usually only used with those
multichannel radios which did net have their own multiplex
equipment as the TRC-145s and TRC-161ls did.In Operation Just
Cause it was used with the TRC-158. The TCC-73 was mounted
in a 2 1/2 ton truck, and could handle up to 96 analog
channels. The area battaliong had TCC-T73s.

SIGNAL
ENTRANCE TD-8&0A/G PATCH TD-204/ VACUUM  GROUND
BOX (8) PANEL 7844) CLEAN"ER ROIDS @)

Y/ /

LR
EXHAUST
BLOWER
COVERS




TAB P - Automatic Telephone Central Office .N/TTC-39A

The GTE produced TTC-39A was the standard corps level
switchboard at the time of Just Cause. Every battalion in
the 35th Signal Brigade had T1C-39As. It was either mounted
in three five-ton trucks, or in a mix of five-ton and 2!/2
ton trucks. Theoretically it could handle 96 analog
telephone circuits (including analog trunks), but in
practice it was best not to exceed about 72 analog lines
because in periods of high usage the switch was excessively
burdened by any more than that, and trouble usually &
resulted. In addition to the analcg lines, the TTC-39A :
could handle up to 144 digital circuits of all types. This
last number could be increased to up to 648 digital circuits
if remote-multiplexer-~combiners were used, for a grand total
of 744 analog and digital circuits in theory. The full
capabilities of this immensely complex switchboard are well
beyond the scope of this study. The Army and the Air Force
both used the TTC-39A.

Picture Not Available E




TAB Q - Automatic Telephoae Central Office AN/TTC-41A

The TTC-41A central office had anything from one to
four SB-3614A switchboards in it, each capable of up to 30
analog lines., Only analog telephones could be served by the
TTC-41A. They were used at division and lower level. The
Marines used them as well as the Army. The TTC-41A that
came from Fort Bragg belonged to the 50th Signal Battalion.
The 154th Signal Battalion alss had TTC-41s.
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TAB R - Switchboard SB-3614A

This was the switchboard used in the TTC~41A.
Sometimes the SB-3614A was used as a “"stand-alone"
switchboard, without a van to house it. One SB-3614 could
handle up to thirty lines. Two men could easily carry the
basic switchboard. Marines and paratroops tended to use
stand-alone SB-3614As because they were small and fairly
simple.

$B-3614/TT
Telecphone Switchboard

'SB-3614AV)/TT
Telephone Switchboard




TAB S - Automatic Message Switch AN/TYC-39

The TYC-39 was used to switceh teletype traffic. This
GTE manufactured switch used a similar computer to the TTC-
39A for its internsal logic. A very complex device, with a
properly trained crew it was reliable. The 154th Signal
Battalion’s TY(C-39 operated without any ocutage for the
duration cf the coperation and beyond; this was easily the
most impressive and important achievement of the 154th. The
425th Signal Battalion had a TYC-39 at Howard AFB, and the
25th Signal Baltalion had one at Fort Bragg. The TYC-39 was
perfectly compatible with AUTCDIN.

Ficture Not Available




TAB T - Communications Patching Panel S8B-675

Mounted in a van on the back of a 2 1/2 ton truck, this
was an analog technical contrnl facility used by the ares
battalions. They were at least thirty years old at the time
of Just Cause, but with proper maintenance they were

reliable. The 426th used one to control circuits at Howard
AFB.
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‘TAS ] -~ Communications Patching Panel TSC-76

The T3C-76 was & small analog technical control
facility mounted in a van on a 5/4 ton truck. It was
desicned for use at division level. Simple and well proven,
they were perfecily reliable and adequate when maintained
carrectly and maaned by properly trained operators.
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TAB V -~ Communications Technical Control Facility AN/TSQ-84

This was the most advanced of the analog technical
control facilities. Mounted in a 2 !/2 truck, they
resembled the SB-675 at first glance, but were actually of a
greater capacity and they had superior circuit test
equipment.
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TAB W - Satellite Communications Terminal AN/TSC-1004

This was the Air Force standard multichannel satellite
van. It was manufactured by RCA, and it was designed to
carry digital groups, having no analog multiplex equipment
such as the TSC-85A and TSC-93A had. The 3lst Combat
Communications Squadron provided the TSC~100 at Howard AFB,

4Ibid, p. 349.




TAB X - Communications Technical Control Facility AN/TSQ-111

The TSQ-111 was a digital technical control facility,
designed to support the TTC-39 type switchbecards and digital
radio equipment. The Air Force used the TSQ-111, and the
31st CCS provided technical control with one at Howard AFB N
until replaced by the 426th Signal Battalion's SB~675.
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TAB Y - Air Force Tropo Scatter Suppori Radio (1VSSR)

This was a small, unattended microwave radic that was

designed to carry digital communications, and was uszd by

the Air Force. 1In spite of the nawe, the TSSR was not a
- tropospheric scatter radio. It was designed to carry a
signal for short distances, such as frem a tropo radic site
to a communications site, without having to lay cable. A1l
of the TSSRs that the 31st CCS ured around Fort Clayton and
Howard AFB relied upon commercial or industrial electricity,
having no dedicated power generators {(which would have i
required a man to supervise each site). Captain Diane .
English, commander of the 3lst CCS element in Panama, .
considered the fact that the TSSRs were bright blue in
colour to be a great disadvantage, and often expressed her
concern that the enemy would see the blue dish-shaped
antennas and shoot at them. Fortunately, this never
happened.

Picture Not Available

233




TAB Z - Secure Telephone Unit TU-III

This secure anelog telephone was designed for use
indoors, but its versatility as to type and quality of
transmisgion lines over which it would work was so superior
to the tactical secure telephone {the KY-88) that the STU-
111 wan actually used as & field telephone. Lts main
drawhacke in tnis regard were the fact that it was rather
fragile as compared to field telephones, and that it
regquired external electrical power. These diawbacks,
however, did not outweigh its advantages over the digital
KYy-#0. '
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TAE AA - Pigital Secure Vcice Terzinal (DSVT) KY-68

The mwost unpopular telephone in JTF-South, the KY-68
was practically abandoned in favocr of the 3TU~IiI. The KV~
68 was a large znd heavy telephone, with a number of
coaplicated knobs and levers upon its face. Jts main defect
was that it required a digital signal psth between itself
and the distant KY--68 in order to communicate in the secure
mode. This requirement led to A gresat variety of problems,
both to the tactical signal engineers wno needed to put
together a network with mostly analog equipment, and to the
subscribers who had to face the fact that the KY-68 would
only be gecure with another KY-68, and even then only when a
digital path was available between staticns.




TAB AB - Telephone Set TA-212

The TA-312 was a local-battery magneto telephone set
that cculd be used in either a point-to-point fashion or
with a manual switchboard. The most reliable telephone in
the Army, the TA-312 was of legendary ruggedness. Its two
flashlight~batteries were adequate to provide the TA-312
with the almost unbelievable range of 520 miles over #12 AWG
open corper wire without repeaters.’ It represented the
apex of the development of magneto telephones.

OTERNAL
SATTERY SATTERY BATTERY
TEAMINALS  COMPARTIMENT  CUMPARTME!. ©
00K SwrTCH \ e ¢ seLecton
\ OvER

CARAYING
STRAS

HANOSET
RETAINILG
CRADLE

TELEPONE SET
CASE CY-13T7A/9T

S2rEr
VOLUME
CONTROL

RECEMTALK ]
COWRECTOR -TQ- HANDSET
u-1y .60, T

oEK NG SWITCH COVER
SCREEN TA-312/PT

_RDepartments of the Army and the Air Force, TM 11-5805-
2G61~.2, Telephone Set TA-312/PT, (Washington, D.C.: U.S.
Government Printing Office, June 1967), p. 1-3.

228




BIBLIOGRAPHY
PUBLISHED BOOKS

JTF-South. Jusi Cause_ Telephcne Directory. Corozal, Panama:
1190th Signal Battalion Field Printing Plant, 30
December 1989,

35th Signal Brigade. 35th Signal Brigade Corps Command Area
Communicationg System Standing Operating Procedures
(Volumes 1-X). Fort Bragg, North Carolina: 1112th

Signal Battalion Print Plant, 12 June 19%0.

154th Signal Battalion, 154th Signal Battalion Tactical
Field Standing Operating Procedures. Corozal, Panama:
1190th Signal Battalion Field Printing Plant, October

1989,

s

Lessons Learned,Volumes I-III. Fort Leavenworth,
Kansas: U.S. Army Combined Arms Command {CAC), October
1990,

Evans, G. Russell. The Panama Canal Treaties Swindle.

e b« s e st

Carrboro, North Carolina: Signal Books, 1986,

Jones, Kenneth J. The Enemy Within. Republic of Panama:
Focus Publications (Int.), 1990.

Kempe, Frederick, DRivorcing the Dictator. New York, New
Yoerk: G.P. Putnam’s Scns, 1990,

MAGAZINE ARTICLES

Armeli, Thomas, Lt. Col., "Lightfighter Communications in
Operation Just Cause," Army Communicator, 15:1,

Winter/Spring 1990, pp. 48-52.

Blocher, Bob, Spec., "TYC-39 Frovides Secure Commo in
Panama," Army Communicator, 14:4, Fall 1989, pp.30-31.

Blocher, Bob, Spec., "154th Proves Its Mettle During Just
Cause,” Army Communicator, 15:1, Winter/Spring 1990,

PP 36"370

Cantelou, Campbell, Capt., "Jumging Into & Just Cause,
Communicator, 15:1, Winter/sSpring 1990, pp. 6-11,

Army

Signal, 44:7, March 1990, "Combat Planning Dominates
Panama's Communications," p. 95




-

AFTER ACTION REPORTS

JTF-South, J-6, "JULLS Long Report for JTF-South and 110%th
Signal Brigade," Fort Clayton, Panama, 9 January 1990.

Tuckey, Thom E., Lt. Col., "After Action Report (ABCCC ’
Communications Supporting JUST CAUSE)," Fort Bragg,
North Caroclina, 2 January 1990. .

35th Signal Brigade, "Internal After Action Report For ‘Just o
Cause’," Fort Clayton, Panama, January 1990. 2

154th Signal Battalion, "Sequence of Significant Events,

Operation Just Cause," Fort Clayton, Panama, January
1990,

1978th Communications Group, "After Action Report,” Howard
Air Force Base, Panama, January 1990.

Mason, William L., Col., "Qpcration Just Cause
Communications After Action Comments and Lessons
Learned," Fort Cleyton, Panama, 10 January 1990.

BRIEFINGS AND BRIEFING SLIDES

United States Southern Command, "Just Cause," USSOUTHCOM J-
6, Fort Clayton, Panama, 29 June 1990.

United States Special Operations Command, "Command and
Control Communicationg on Just Cause," US SOCOM, J-6,
MacDill Air Force Base, Florida, 8 February 1990.

35th Signal Brigade, "Just Cause After Action Review," 35th
Signal Brigade,; Fort Bragg, North Carolina; Fehruary

1690.

82d Airborne Division, "Cperation Just Cause," 82d Airborne
Division, Fort Bragg, North Carolina, 13 February 1990.

82d Signal Battalion, "Operation Just Cause,"”" 82d Signal -
Battalion, Fort Bragg, North Carolina, 13 February
1990.

1564th Signal Battalion, "Just Cause December 89," 154th
Signal Battalion, Fort Clayton, Panama, December 1989,




INTERVIEWS

Torres-Cartagena, Jorge, Col., 1108th Signal Brigade, Fort
Clayton, Panama, Interview at Fort Leavenworth, 29 June
1980.

Van Steenburg, Col., 1109th Signal Brigade, Fort Claytoen,
Panama, Interview at Fort Clayton, 12 June 19889,

Witt, Kay, LTC., 154th Signal Battalion, Fort Clayton,
Panama, Interview at Fort Clayton, 28 April 1989.

MISCELLANEOUS NOTES AND LETTERS

Duffy, James W., Capt., Letter to the Author dated 28 March
1991.

JTF-South, J-6, List of Captured PLCKF Cemmunications
Equipment.

Klins, Jared A., Capt., Summary of 35th Signal Brigade’s
Role in Panama To Be Released to Dependents at Fort
Bragg, December 1989,

Kline, Jared A.,, Capt., Hand Writtei Critique of Capt.
Cantelou’s Army Communicator Article prepared for Col.
Moss, 22 February 1290.

Kline, Jared A., Capt., Notebooks Kept on s Daily Basis to

Record Actions and Activities in Panama, 3 December
1989 - 14 January 1990.

Murray, Michael J., Staff Serg=ant, Letter to Capt. Kline
dated 28 August 1990,

Pontius, Ronald, Capt., "Contingency Communications Needs
for XVIII Airborne Corps (with observaticns from Just
Cause),"”" 7 February 1890. '

U.S3. Army South, Information Management Bulletin No. 7,
April 1990.

XVIII Airborne Corps G-~2, "En< sy Loss Figures as of 1
February 1990."

35th Signal Brigade, "JTF-South Multichannel Systems and
Circuit Lists," 27 December 1989.




