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EXECUTIVE SUMMARY
TITLE: Combat Alrlift: Can it Survive the Modern-Day Battlefield?
AUTHOR: Larry M. Chaawick, Lleutenant Colonel, USAF

Strateglc force projectlon and tactical force employment pecfocmed
by Milltary Alcllft Command (MAC) alrcraft remaln vital nortions ot our
national mllltary strategy. Survivabllilty of alrcllift alrcraft as they
sustain ground forces therefore becomes a critical component of U.S
millitary capabllity. Future Army victory could depend upon suppcrt
recelved from the alr, and airllift must be survivable to pertorm the
mission--dead men can’t fight and destroyed alcrcraft can’t fly.

Combat alrllft alrcraft will encounter significant hostile threats
In future war scenarios. Even If MAC alrcraft could avoid all enemy
threats, a problem arises even in overflying friendly alc defense
forces--avoiding fratricide. Using the central European battiefield as
1ts focus, this paper suggests that it Is unlikely enough MAC aircratt
could penetrate the alrspace over central Europe without loss to enemy
or friendly fire to effectively resupply the Army.

The paper proposes solutions to this problem including aetensive
avionics sultes, Improved alrcrew knowledge of procedural and electronic
methods of ldentlflcatlon of friend or foe when over trlendly forces,
and tactlca/methods to reduce the threat potentlal. Addlitlonally. the
paper reviews existing Alr Force doctrine and suggests that updated
doctrinal guidance |38 essentlal to clarify under what conditions and how

combat airlift alrcraft are to operate.
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SECTION I
INTRODUCTION

When one thinks of alrlift operations in support of the Army's
AlrLand Battle doctrine and Imagines the intense level of activity of
the offensive on both sides, two Important lssues come to mind: airlitr
alecraft survivablllity and tactics/methods to best provide support tor
the Army. Current Alr Force and Army doctrlne along with the Increased
lethallty of today’s hlgh technology weapons make It Increasinaly likely
that Military Airlift Command (MAC) aircraft will be emplioyed in
scenarios for which they are poorly equipped to survive. Gone are the
days of Vietnam when our Alr Force enjoyed alr superiority over the
areas In which alrilift alrcraft operated. The Army will need even
greater than Vietnam levels of resupply on the battlefield envisioned in
an AlrLand Battle of the future, placing a premium on airiift alccraft
survivability.

Despite lessening of tensions in the European theater recently,
perhaps the most threatening situation for MAC alrcraft woula still pe &
potentlal confllct on the central European battlefleld. This piper will
look at alrllft missions In support of such a scenarlo as its focus and
point out the threats alrllifters would face In accomplishing such
missions. Besldes the obvious threat of enemy weaponry, the hazards ot
operating over frlendly forces In congested and hostile airspace wil]
also be analyzed. Tactlcs/methods will be discussed which Improve the
chances of alrllft alrcraft completing thelr missions. Aaditionally,
ways to reduce the rlisk of fratricide will be reviewed.
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Betore getting into the specific threat scenarios, novever, the
paper beglns with a review of doctrinral issues to see how the alicilft
mission is described In basic, operational, and tactlical doctrine. This
review suggests that the alrlift mission would be dependent upon support
from flghter and attack alrcraft in order to conduct operations in heavy
combat. However, other new and evelving doctrines suggest that airlift
alrcraft need to have self-defense capabilities. It proves to be an
Interesting controversy.

The paper concludes by acknowledglng that despite our alrlift
doctrinal shortfalls, evolving electronic combat and Army and Joint
doctrines along with the concept of direct delivery associated with the
C-17 have brought to the forefront the need for defensive systems on
alrilfters. Punding has been provided for a first step in completing
this very critically needed defensive sulte, but the suite itself
addresses only part of the threat. Other recommendations and
conclusions are made regarding current efforts in the areas of doctrine

and tralning assoclated with the combat airlift mission.




SECTION I1
DOCTRINE

Doctrine is critical to understanding why a force is equipped and
employed in particular ways. A search of Alr Force, Army, and Joint
doctrine ylelds Interesting results when one views it from the mina of
an alrllfter who Is trying to understand why his aircraft Is void of
self-defense features yet is committed to the “you call, we haul" motto
through which all airllfters so proudly volice their support for the
Army. Today’s high-technology battlefleld represents significant
threats to any unarmed aircraft, yet the Air Force has only recently
begun to directly assess and correct the lack of adequate operational
doctrine for employment of alrlift forces and to speciflcally adadress
the need for defensive systems on-board.

A review of Alr Force, AlrLand Battle, and Joint Doctrines tolicus
and is revealing with the above comments in mind.

Alc Force Doctrine

Current Alr Force basic doctrine hinges largely on the belief that
without alr superiority, all other mission capabilities become suspect.
This point of view Is clear In the following quote:

Sustained aerospace and surface operations are predicated on

control of the aerospace environment. As a primary

conslderation, aerospace forces must neutralize opposing

aerospace forces, Includlng both aerospace and surface

threats; otherwise, they cannot fully exploit thelr striking

power to asslst frlendly surface forces. Aerospace

superiority, therefore, Is prerequisite to the success ot

land and naval forces In battle. (6:2-12)

Problems arise when one views this bellef in light of the recent test of




current alr capapllitles against simple alr detense capablilty--witness
the Soviet experlience In Afghanistan. Stinger missiies In the hands of
the Afghan! Insurgents denled the Soviets air supeclority over the
battlefield. Some have questioned then what makes the Alr Force think
It can ever achleve alr superlority agalnst a force such as the Warsaw
Pact. (24:4)

Under the specific roles and missions explained in AFM {-1. our
doctrine contlnues thls preoccupatlon with similar comments apout the
counteralr mission, suppression of enemy alr defenses (SEADD, ana apour
defenslve counteralr (DCA>. SEAD’8 goal . . . Is to proviae tne
tavorable situation which allows friendly aerospace forces to perform
their other missions effectively without interference from enemy air
defenses." (6:3-3) DCA‘s mission is ". . . to detect, identify.
intercept, and destroy enemy aerospace forces that are attempting to
attack friendly forces or penetrate friendly airspace.* (6:3-3)

Under the mission of alrlift, AFM 1-1 states that,

Alrilft objectlves are to deploy, employ. and sustaln

ml)itary forces . . . under varying conditlons, ranging from

peace to war. As a combat mission, airl!ft projects power
through alcrdrop, extractlon, and airlanding of around forces

and supplies Into combat. (6:3-5)

One must assume from the above that airlift operations in a
high-threat environment wil) recelve SEAD and DCA assistance when
complete alr superiority 18 not attalned--tnere 13 no other speclfic
mention of how to defend alrllft forces. However, agaln questions in
competent studies are worth review. Who protects airlift alrcraft from
an Insurgent’s SA-7 misslle, or from bypassed enemy alir defense elements

on the fluld battlefleld of AlrLand Battle? (24:5)
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Such questions are not expected 1o be answered in pasic ooctyne:
however, the Alr Force’s baslc doctrine reqarding conduct of airlilift
operations seems entirely too presumptlive and ldeallstic regardina the
support that alrilft aircraft can expect from already highly taskea SEAD
and DCA assets. [f the Army corps commander’s need 13 of sufflcient
priority, then the assets will probably be made avalilable, but certalinly
not routinely. If baslc doctrine cannot address reality of the modern
battiefleld, then perhaps a review of doctrine at the operational level
can.

Unfortunately, a review of “current* Alr Force 2-series manuals
which are supposed ". . . to provide detalled mission descriptions 3anc
methods for preparing and employing aerospace forces* (6:vi) |s
disappolinting. AFM 2-1, Tactlcal Alr Operations: Counter Air, Close Alr
Support. and Alr Interdiction, 2 May 1969: AFM 2-4, Tactical Ajir Foce
Operations: Tactlical Airlift, 10 August 1966: and AFM 2-21, Unlteq
States Alr Force Stratealc Alcilft, 13 July 1972, predate AirLand Battie

s

doctrine which came Into belng around 1982. (24:5) They appear to
assume that transport alrcraft will operate in low-threat enviconments
only. (24:6) It 1s obviously past time that these manuals were upcated!
The Military Aiclift Command is working on this lack of operational
doctrine and has a draft manual United States Air Force Operational
Doctrine: Alrlift in coordination. (18:415) The new draft is

significant In that It does address alirllft survivabllity and
speclfically mentlons the need for on-board defenslve systems. (24:6)
Remarkably, the first mention of alriift defenslve systems came

out In AFM 2-8, Electronic Combat (EC) Operatjions, 30 June 1987, and
5




clearly addresses the problems airliift alrcraft will encounter on

today’s battlefield:
Enemy threat systems most llkely to Impact airllft operatlons
outside of the forward areas are enemy naval SAMs, moblle
SAMs, and hostlile electronic warfare agalnst communlications,
navigation, and IFF (ldentiflcatlion, friend or foe) systems.
In addition to these threats, airlift forces operating in the
forward combat area are susceptible to early warnina and
acqulisition radars, antlalrcraft gqunlaylng systems, selected
SAMs, and flghter Interceptor alrcraft. While most airlift
operations are normally conducted in relatively permissive
environments, threat warnings, countermeasures. and

expendables are required to protect the force from these
threats. (7:30-31)

AlcLand Battle/Follow-On Forceg Attack Doctrine

AlrLand Battle doctrine provides the foundation for how the Unitec
States Army will conduct combat operations. The Army’s current
warflghting doctrine Is based on securling and retaining the initiative
and aggressively defeating the enemy. Victory on the battlefield
requires flghtlng in accordance with the four basic tenets of AirLand
Battle: Initlative, agility, depth, and synchronization. (10:15)

These tenets will be accompllshed simultaneously in close, deep,
and rear operatlions. Close operatlions are those one usually associates
with a battle--unlts engaged near the forward line of trocps (FLOT).
Deep operations are directed against enemy forces not in contact ana are
designed to influence the conduct of, or even avolidance of. future close
operations by defeating/cisrupting enemy rear operations and follow-on
forces. Rear operations are designed to assure freedom of maneuver ana
continulty of operations, including sustainment and command and control.
Forces will be Intermixed In depth and will use maneuver to conauct

attacks and counterattacks. These forces maneuver constantly in the




attack/counterattack mode and will expend large quantities of sucoiles
and ammunitlon.

Current NATO ground batt.e doctrine, Follow-On Forces Attack
(FOFA), derives its name from the implied deep attack operations
envisioned in AirLand Battle. NATO’s concept is essentialiy simiiar to
AlrLand Battle with the political exceptions of no preemptive use of
force and limits to depth of operations by insisting on invioiate NATO
borders with the Warsaw Pact.

No matter what the Army concept for battle may be called, AirLand
Battle or FOFA, combat airlift forces are committed to supporting the
Army at any level of conflict.

Joint Doctrine

The Army-Alr Force Alrlift Concepts and Requirements Agency (ACRA)
at “cott AFB IL has published a draft document, MACP 55-XX/TRADOC PAM
525-XX, Alrlift for Combat Operations (ALCO), which recommends threat
avoldence as the primary means of defense for transport aircraft, out
also expresses the need for Jolnt Suppression of Enemy Air Defense
(J-SEAD), armed escorts, and on-board defenslve systems. (1:299,301)

This publicatlon also addresses the potentlal for aiccraft loss
during ground operatlons. With the future direct delivery concept of
the C-17, the Army has found itseif short in ground support personnel
for alrcraft handling In the forward areas and realizes that it will
likely perform many dutles routinely done by Airlift Control Element
(ALCE) and aerlal port personnel from the Air For.:e In lower-threat
areas. (1:306,320) The corps commander who IS more interested in
kl11lng the enemy than providing alr trafflc conirol and around support

-




to arrlving alrllfters may not always be able to provide enougn support
to minimize ground time. Therefore, all alrcrews and alrcraft operating
Into forward areas need to be combat-offload qualified (capable of
rolling the cargo onto the ground via a lowered ramp while the aircraft
is moving).
Conciusion

Strateglic force projection and tactlical force employment performed
by MAC alrcraft are vital portlons of our military strategy. Therefore.
survivabllity of our airlift forces is a critical component of U.S
milltary capablllty. MAC must remain capable of supporting the grouna
battle under any threat conditlons. The Army‘s survival could depena
upon the support they receive from the alr, and airllft must be
survivable to perform the mlssion--dead men can’t flght and destroved
alrcraft can‘t fly. This dichotomy is not adequately addressed in
current doctrine although efforts are underway to correct this

shortcoming.




SECTION I11
THE ENEMY THREAT AND TACTICS FOR AIRLIFTERS
The Threat

The Soviets have appreclatlively modernized and upgraded the Warsaw
Pact (WP) air defense capability In the last two decades. (29:50) They
have deployed a new self-propelled antl-alrcraft system, the 256, which
is a 30mm weapon superior in capablility to their 25U 23-4 system wnhich
was already arguably the best in the world. Also, they are fielding
similar improved capablilities in their basic army-ievel surface-to-air
missiles (SAMs). (29:64) These surface threats are complemented by an
aggressive upgrade in thelr interceptor aircraft capabilities. In the
past year alone, the Soviets have lIncreased thelr fourth-aeneratlon
alrcraft numbers by 40 percent, and by 1994 it is predicted that over
half of thelr approxlimately 2000 Interceptors will be fully look-aown.
shoot-down systems such as the MIG-31 and Su-27. By 1999. all of their
Interceptors are expected to be fourth-generatlon or better. (29:51)

Obviously an unarmed transport aircraft which carries no defensive
equipment 13 extremely vulnerable to threats such as those above, to
simliar SAM and airborne interceptors (AIs) from ships In the sea, and
to newer threats such as directed energy weapons being developed for the
future battle. Although each of these threats are formidable, they also
have weaknesses which can be explolted. The remaining portion of this
section wili look at the threat from a mission perspective, looking at

strategic and tactlcal alcliift roles In support of a malor war in




Europe. A dlscussion of these threats and examlnatlion ot the
tactlcs/methods a transport alrcraft might use to improve survivability
will follow the mission scenarlos.
Alc)ift Missions

Using a European war scenario as the basis, this paper will look at
the tasks ailrlift aircraft will perform in the areas of deployment and
employment. Deployment as used here 1s the movement of personnel.
supplies, and equipment from the United States (U.S.) to the European
theater and is therefore also referred to as inter-theater or strateaic
alrllft. Once the personnel, supplles, and equipment are in the
theater, they must be employed using airland, alrdrop. or extraction
operations associated with intra-theater or tactical airlift alrcraft.

Deplovment. The deployment mission will usually be conducted by
C-5, C-141, KC-10, or Civl] Reserve Air Fleet (CRAF) alrcraft. The C-17
will also be used primarily In this role when It Is procured. As these
large alrcraft depart the U.S. they will usually not anticlpate attack
untll over the ocean. Threats from enemy naval forces could include
alrborne Interceptors (Als) or naval surface-to-air missiles (SAMs).
The next threat opportunity occurs as the aircraft prepare for landina
at one of the European main operating bases (MOBs). The most likely
threat in thls environment will be the shoulder-fired, heat-seexing
missiie such as the SA-7 In the hands of Insurgents. These alrcratt
will offload their cargo and then onicad non-combatants, wounded. ana
reparable assets for return to the U.S. and a second exposure to the
SA-7 and naval threats. Once these alrcraft have dellvered their cargo
to the theater, tactical airllft‘s employment mission begins.
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Emplovment. The employment mission is usuaily conducted oy C-;30
alrcraft; however, the C-23 will play a mlnor alstripution roie. The
C-17 will have the capablliity to dellver its cargo direct to forwarda
locations In theater, thus combining the deployment and empioyment
missions Into one movement. Also, C-141 alrcraft may be pullea from the
strateglc airlift flow to augment tactical airlift operations. In tne
employment role, these aircraft will be subjected to threats iimediately
upon takeoff from the theater location--the SA-7 threat as mentioned
above. Even over friendly rear areas, they could be exposed to moblle
anti-aircraft artillery (AAA) weapons of probing enemy units. As they
near the obJective area, the tactical airlift aircraft can expect to be
attacked by enemy alrcraft, SAMs, AAA, and small arms fire. In such a
hlgh-threat environment, the alrlift aircraft will be extremely
vulnerable at any altitude, but the lower the altitude, the more iikely
they are to survive. This then leads to tactics/methods that alrilft
alrcraft mlght use to limlt their exposure and thus vulnerapiiity in
these deployment and employment missions.

Tactica/Methods to Reduce Threat

Deplovment Phase. In the deployment phase, the naval Al and SAM
threat would be a remote possibility if our airlift alrcraft were
equipped with on-board electronic support measures (ESM) which would
warn of radar tracking in time to allow diversion around the threat.
This of course presumes the enemy would not be under emission control
(EMCON) conditions, since they would likely be interested in their own
air defense.

As the deployment alircraft operate around theater airfields they

it




wiill be prime targets for SA-7-type missiles. They may reduce the
threat by remaining high until over the alrfield and spliraling down in
close proximity as we did In Southeast Asia. Back then, the C-130s
placed crewmembers armed with flare plstols in the paratroop doors for
infrared (IR) missile protection. Today, a defensive sulite with missiie
warning recelvers mated with flare ejection systems would automate this
old tactjc. Other more sophisticated systems using an IR jammer are
presently being tested and offer improved survivability for airlifters.
(19:53) This is particularly signiflcant since recentiy upgated stucies
Indicate that 90 percent of combat l03ses worlawlde slnce 1975 can pe
attributed to IR missiles. (19:50)

Emplovment Phase. The employment phase presents the areatest
threat and therefore the greatest opportunity to develop tactics/methods
to deal with the threat--the primary means for airlifters still being
avoldance if possible. If our doctrine is valid, airlifters will also
have help from SEAD and DCA alrcraft to counter threats en route to and
near forward objective airfields. As mentioned before, this is unlikely
uniess there 1s an extremely high priority established for the around
operation these airlift missions are supporting. Therefore, the
tactical alrliifters will need to improvise or have defensive systems
on-board to counter the threat.

Besides avoldance, tactical alrlifters must use low-level fliant
and night/adverse weather operations to Increase thelr survivability.
These tactics when used In conjunction with night-vision gogales (NVGs)
will provide some protection agalnst optically gqulded and radar tnreats,
but a towed decoy system has been demonstrated as belna the best
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existing countermeasure. These towed decoy sSystems echo recelved
signals with amplification and present the enemy radar with a false
target 250-500 feet behind the towing aircraft. (14:87) This system and
a covert terrain following/navigation system could be tied into a
mission computer which would recelve threat signals and automaticaiiv
recompute the ground track to avoid threats detected en route. Such a
gystem |s desirable, and current tests indicate that It could pbe flelded
In the near future. (16:50-51)

To counter the SA-7 type threat and enemy interceptors. tactical
airlifters could use gsimilar devices and techniques described above for
the deployment phase aircraft. Additionally, when they are required to
fly multi-ship formation missions, airlifters can use modified
formatlons which enhance bogey detection by the formatlon and make the
group of alrcraft less predictable and more difficult to locate compared
to routine peacetime formatlons. Experience at Red Flag has proven that
a group of C-130s or C-141s using modified-V or fluid-trail formations
can slgnificantly improve thelr survivabillity through mutual suppoct.
These formations are now a part of current MACR 55-130 and MACR 55-141.
the general operatlons regulatlons for the C-130 and C-141,
respectively. Slingle-shlp operatlions, however, have proven to be the
most effectlve In exerclses. Individual fllight paths to a common
initial point for a mass airdrop may be flown or individual routes
continued all the way to the drop as long as time and/or altitude
separation are maintained over the drop zone.

Desplte the advances in tactlcs our alirllifters have deveioped, 1t
should be obvious that survival In a high-threat environment such as the

13




central European battleflela will require more than just low-ieve|
flying and alternate formation tactics. A recent study indicated that a
transport alrcraft at 500 feet approaching a forward airfield 20
kllometers from the FLOT In a central European war would be painted by
more than S50 radars and tracked by at least 15 of them. (24:42)
Alrllfter susceptiblilty to the threat clearly demonstrates the
need for on-board defensive systems for our tactical alrlifters. Such a
system is the Survivablllity Augmentation for Transport Installation--Now
(SATIN) kit which was recommended by the USAF Scientific Advisorv Beard
Summer Study of 1982: The Ephancement of Airlift in Force Projection and

has been instalied on a C-130 alrcraft and tested at the USAF Alriift

Center. The beauty of this system ls that It can be Instailea on a
C-130 in less than eight hours and requires no permanent modiflcation to
the alrcraft. (22:1) This would allow purchase of a limlted number of
the kits and installation before missions Into a high-threat area.
Addlitionally, the SATIN klt offers protection while It avolds poiitical
and peacetime overflight considerations presented if we were to
permanently install expendable munitions such as flares and chaff on
alriift alrcraft.

Chance encounters with Warsaw Pact helicopters wouid remain as one
of the most threatening events not yet accounted for in this paper.
These helicopters can remain hidden and "pop up* for a kill when
spotting transiting alclift alrcraft. Tactical exercises empioying
hellcopters as aggressors have demonstrated that airlift aircraft could
not spot them until engagement, at which time it was too late for the
alrlifter to evade., (28:288) The Warsaw Pact helicopters will remain a
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serlous threat because of thelr large numbers. Alcilifters must nhope
that Army hellcopters take a heavy tol]l on thls threat near any
potentlial alr corridors or objective areas.

ggn:inglgz I;:an![lg

All of these tactlcé/methods are of little use if thev are not
practiced and passed down in proper training situations. This
realization has resuited In the establishment of the Combat Alrcrew
Tralning School (CATS) at Nellls AFB Nevada and the Advanced Airlitt
Tactics Tralning Center (AATTC) at Saint Joseph Missourl. Adgitionaily.
MAC has begun Combat Alrcrew Training (CAT) at the local level to insure
crews get the opportunity at least semi-annually to practice a full
combat-type mission planning scenario and fly that mission with random
approaches to local drop zones.

On the downside, not all alrlift crews get training in low-level
flying. Alrdrop crews In the C-130 and about 140 of the 870 C-141 crews
routinely fly low-level missions as part of their recurring training.
(17:12) The remalning C-141 crews oniy maintain airland currency and ao
not get the benefit of low-level flying and navigation. Since even
alriand misslons to forward alrfleids will be under heavy threat
conditions, all crews should at least be low-level navigation qualitiea
If not fully alrdrop qualified. There also is the question of now wili
crew quallflcation be handled as the C-141 crews accept the C-17. Wil
they all be alrdrop qualifled as in the C-130? It seems that they
should since the C-17 Is advertised as being fully capable of both the

gtrateglc and tacticai airtift misslons.
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It Is also worth noting the tremendous capablllties that C-130 and
C-141 alrdrop crews quallifled In Speclal Operations Low Level (SOLL)
possess. The SOLL qualliflicatlon ls further broken down into SOLL I ana
SOLL II capability to designate how low an individual crew is qualifiea
to fly. These crews use night-vision goggles (NVGsS) and are capable of
blacked-out landings and routinely practice alternate tactics flight and
drops to blacked-out drop zones on land and practice with Navy speciai
forces In boat extraction over the ocean. These crews possess skills
that are desirable for all airlifters, tralning dollars permittina. The
C-141 with its alr-refueling capability employed in this type of role
represents a sharp point on the spear of U.S. force projection

capability. MAC alircrews in the C-17 should perform as well or better.
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SECTION IV
THE FRIENDLY THREAT--AVOIDING FRATRICIDE

Although the enemy threat discussed in the previous section
represents a formidable problem for transport aircraft. so can
operations over friendly air defense forces within a saturated and
llkely very confused alc environment.

Our natlonal leaders have reallzed the signiflicance of building a
strong alr defense force capable of taklng on a numerlically superior
Warsaw Pact (WP) air force. In his 1984 report to the Congress. former
Secretary of Defense Caspar W. Welnberger states that “Alr defense is
central to the defense of Europe.' (23:179) The Joint Chiefs of Staff
polnt out that "It ls clear that control of the alrspace In the battle
area will be critical, . . . to prevent the Warsaw Pact from effectively
employing Its attack helicopters or other attack aircraft against NATO
ground forces."' (21:23)

Having bullt such a formidable air defense of our own, a seemingiy
ridiculous problem arises--how to avold fratricide. A similar problem
became a tragic reallty for Egyptian alrcrews in the 1973 Mideast War.
wvhen they destroyed an estimated 69 of their own aircraft in the process
of kllling 89 Israell alrcraft. (2:351) How then can we reduce the
l1kellhood of such a tragedy in our own forces?

There are two unliversally accepted methods for identifving alrcratt
as frlend or foe--electronic alds and procedural methods. Each ot these

will be dliscussed to explain their inherent problems.
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The most common electronlc ald to alrcraft ldentification is the
Identification Friend or Foe/Selective Identlflcation Feature C(IFF/SIF).
These IFF/SIF systems, which are carrled on all NATO alrcratt, operate
by transmitting a specific code or signal in response to an
Interrogating signal from a ground-based or airborne radar. Common
shortcomings of this simple system are that it can be jammed easily,
Interferes with nearby signals or it may simply fail inflight. (3:16)
Another shortcoming is alrcrew reluctance to turn the system on since
signais emit Involuntarlly and may provide the enemy our alrcraft s
position. These systems may also be "spoofed” by an enemy reproducing
the correct ldentification signal and ldentifying himself as friendly to
alr defense radars. To counter "spoofing® alrcraft, alr defense radars
must also monitor the behavior of an alrcraft in terms of position,
course, and altlitude. (2:352) Therefore, procedural maneuver!ing will
almost always be considered in the final determination of a target as
friend or foe.

Having recognized these drawbacks of current IFF/SIF systems. tne
NATO community is presently acquiring a NATO Identification System (NIS®
which wiil provide better lidentification of not only aircraft., but also
ground vehlcles and naval vessels. (26:177) Senlor NATO leaders almost
unanimously rate the acquisition of the NIS as top priority for the NATO
alr defense community. (11:20-43) The new system will have a spread
spectrum mode capable of defeating jamming and deception by an enemy.
(15:26> Unfortunately, the new system will not be avallable until 1994,
and maybe not then unless It survives upcoming defense cuts across
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NATO In the next few years. When the system is fieided, it must pe
installed on all airlift alrcraft, with those operating rcutinely into
Europe receiving it first.

Another related electronic aid for ldentification is the NATO
Alrborne Early Warning (NAEW) alrcraft. These aircraft take the radar
high over the battiefleld and are capable of tracking low-flying
alrcraft more than 200 miies away--well beyond the range of any
ground-based radar. These alrcraft can download target information via
data llnk with alr defense and tactical alrcraft aiving them advance
warning and ldentificatlion Information. (12:65) When usea in
conjunction with the proposed NIS, these NAEW aircraft will certainiy
Increase the survivabllity of transport alrcraft transiting the battle
area. Ideally, alrllift alrcratt could be linked Into this system to
receive the warning data directly Instead of depending on ground relay.

As technology advances there may be electronic aids in the future
capable of identifying friend from foe without requiring equipment on
board the aircraft to respond to interrogation. These types of systems
will be non-cooperatlive and wlll greatly reduce the chance of mistaken
ldentlty and practically eliminate the chance of fratricide when addea
to existing capabllitlies.

As mentioned above, electronic aids are almost always backed up by
some procedural method which allows friendly aircraft to identify
themselves by adhering to specific flight parameters. These proceaural
ldentlfication methods will be discussed next.

Procedural Methods of Identification
Procedural ldentlflcation methods involve restrictina friendiv
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alrcratt to prearranged tllght characteristics. These cnharactecisrice
may include altitude, speed, location, and direction of flight. For
example, a set procedure might require friendly alrcraft flving
westbound over our forward-deployed belt of alr defense to maintain an
altitude between |,000 and 2,000 feet and an alrspeed beiow 300 knots
while adhering to a speclflc ground track with several turning points
known only to frliendly forces. These flight parameters would help
differentlate friendly alrcraft from an enemy who most likely would
attempt transit at extremely low altitude and high speed alona a
straight ground track. Of course, a combination of these procedural
methods and a functioning, properly-coded IFF/SIF system is the optimal
method of assuring safe transit. To thls end, classified procedures
using schemes such as dlscussed above are In effect for the central
European area and are contained in NATO classifled airspace control
plans. (4)

To allow maximum flexibllity In use of alrspace over the area ot
operations and to provide minimum risk to friendaly alr tratfic, airspace
control plans must also cover the entire spectrum ot alr trattic contro!
methods--from full positive control by radar ana IFF/SIF procedures tc
full procedural control. Positlve control will always be the preterreg
method of alrspace control if It is avallable. As radar and
communications facillities become saturated or degraded in effectiveness
by enemy action, procedural controls must be implemented on an
Incremental basis (20:2-2).

Whatever procedural controls are used, they must necessarily be
simple and consistent with offenslve and defensive stanaard operatinag
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procedures and/or rules of engagement (S0P/RCE) to insure "timely
engagement of enemy aircraft, conservation of air defense resources. ana
reduction in risk to friendly forces" (8:3-1). The most common
procedural methods used will be low-level transit routes (LLTRs). time
slot, traverse level, and airspeed control (9:2-3). A pbrief discussion
of each of these procedural methods follows.

LLTRs are ldentlfled In the overall alrspace control plan and
disseminated to appropriate units. Use ‘¢ these routes allows friendly
forces to transit alr defense or other restricted use airspace with or
without positive control. Although LLTRsS are published, thev are
actlvated only as directed in air operations corders which identify which
alrcraft will use which routes at what times. By iimiting track usage
to particular alrcraft at particular times and by constantly chanaing
routing on a timetable basls, enemy compromise of our LLTR procedures is
unlikely.

It friendly alrcraft are unable to use established LLTRs for
whatever reason, they may be required to use lesser procedures of time
siot, traverse level, or airspeed control. Time sSiot airspace
management allows speclflc frlendly users (not Just aicrcraft) full use
of specifically identified alrspace within ldentified time parameters.
Traverse level alrspace management grants alrcraft safe passage through
specific ajrspace when operating within identified altitude parameters.
Alrspeed control alrspace management allows friendly alrcraft safe
passage if adhering to specific airspeed parameters when entering
alrspace over the area of operatlons. As mentlonea eariier, these
procedures may be used singularly, but most likely will be used in
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conjunction with one another to further enhance ldentification auring
periods when radar Identification Is unavailable due to saturation or
enemy actlon.

Unfortunately, few U.S. Alr Force alrcrew members have routine
access to NATO classified documents and are therefore unaware of the
specific detaiis of these plans. U.S. Army alir defense forces are weii
informed about these procedures since they rotate between CONUS ana
Europe on a regular basis and when in Europe are under NATO operationa!
control at all times. They will expect alrlift aircraft to be in
compliance or risk being shot down. Therefore, it is critical that
these classifled procedures be provided to planners and all air defense
forces prior to operation in the NATO theater. Although MAC is now on
distribution for the NATO classified alrspace control plan, discussions
with C-130 alrcfews recently deploying for rotational duty to Europe
Indicate that these procedures are not being briefed. A similar
condition exists among our strategic airlift crews who routinely transit
Europe--most have never heard of such airspace control plans. One must
wonder how informed our Civil Reserve Air Fleet (CRAF) crews must pe! A
related probiem is the classified authenticators used In NATJ are
different from what our crews use everyday, and the crews are |ikewise
untrained In thelr use. MAC must insure that our transport crews are as
knowiedgeable as are the allled tactlical air forces (ATAFs) and Army air

defense forces who will share the sky with them.
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SECTION V
FUTURE PROSPECTS TO CONSIDER

As mentioned before, the days of Vietnam where air superiority ana
a low-intenslity ground threat environment allowed alrllft alrcraft to
operate relatively free of Instant destruction are gone. Today’s mobile
systems deployed by the Soviets and flelded in many third worla nations
have changed the nature of the threat to airlifters forever. The spread
of SA-7s and simllar weapons to countries such as Nicarauga makes our
airlifters vulnerable even in what we would consider routine operations.

Certainly, the future air defense environment will become even more
threatening unless a technological breakthrough in self-defense for
alrcraft is made, such as an SDI for aircraft. Technology-wise. it
would appear to be an even race with neither side of the air-arouna
equation possessing a clear edge. Lasers and directea energy weapons
will work their way into the air defense role. To be sure. there will
be advances In offensive and defensive capabliilities, so whatever svstems
are procured for aircraft defense should be modular and capable of easy
upgrade as the threat requires and funds permit. (30:2-42)

Proaram for Defensjve Suite for Airlifters

Foliowing the events In Just Cause last December, the Air Force has
finally approved funding for a program placing defensive equipment on
MAC’s primary alrlift alrcraft. Apparently, the battle damage that the
C-130s and C-141s received from small arms fire In what was to be a
low-threat airdrop got the attention of planners and caused them to
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wondetr what might have happened if this operation had taken pilace in a
more modern air defense environment. Had it not been for the F-117 and
AC-130 attacks on the AAA sites at Rlo Hato, there would likely have
been disastrous results. (13:14) This leads one to reallze that no
matter how good a defensive suite may be acquired for our airlifters,
their operations can always be made more effectiv: and safe when
escorted by flighters/attack alrcraft or perhaps AC-130 gunships.

The number one rule for airiifters however will remain--avoid the
threat if at all possible. However, MAC’S new proaram will be a first
step in providing other measures for improved survivability of our
alrllfters 1f avoidance Is Impractical. The program will proviae 106
sets of missile warning recelvers and flare dispensers for use MAC-wlae.
There will be 256 alrcraft wired to recelve this equipment as mlission
needs dictate. The breakout in numbers for each system incliudes 106
C-17s, 86 C-130s, 49 C-1413, and 15 C-53. The program is to be
completed by 1997 if funding remains as projected presently. (27) HNo
mention was made of cooperative agreements to place similar types of
systems on selected CRAF aircraft or KC-10s which MAC will aiso use in
any major airllft effort.

Prospects for Funding

Hopefully, MAC’s program will recelve continued funding. but as the
situation in Europe improves and calls for cuts in defense spending
continue to occur at an increasing pitch and fever. it appears unlikely
any such program will survive. This will be indeed unfortunate since
MAC’s program 13 only the beglnning of what |s needea to fully support
the Army doctrine of AirLand Battle.
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C-17 Direct Dellvery Concept

Critics of the C-17 argue that Its high price tag and contribution
to the strategic airlift capabilities of our country will keep it from
belng deployed In a hlgh-threat environment. Even former Secretary of
the Alr Force Verne Orr has been quoted as sayling, “My worry . . . is
that with a limited number of very large, expensive planes ilke the
C-17, the forward commander may not want to order them up to the edge ot
the battle area." (28:293) Others argue that all of Europe will
probably be a high-threat environment in a NATO war and that all airtift
alrcraft will therefore be exposed to significant risk. (25:21)

The question becomes one of risk management for airiift managers.
How far forward to send C-173, if at all, must be welghed against their
survivability and the priority of the mission. In any case, ail aaree
that 1f the C-17 is to be fully effective in its direct delivery role.
It must have defensive systems. Indeed, it is probably the inquiries
Into the entire concept of direct delivery which brought the concept of
defensive systems to the forefront. Unfortunately, this capability is
apparently not golng to be deslaned-in, and wlil only be Implementea on
the production Iine around production model number P-105. (5:48) The
MAC program mentlioned above will apparently wire the earlier versions,

Assuming the C-17 will be procured, what remains [s to work the

direct delivery concept Into Alr Force and Army doctrine.
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SECTION VI
CONCLUSIONS/RECOMMENDATIONS
Doctrine

Alr defense will play a critical role in any central European air
battle and directly Impact the effectiveness of support MAC can proviae
In support of the Army’s ground effort in that war. Although the Army’s
AlrLand Battle doctrine clearly requires mobile, survivable airlift
assistance to allow sustainment of intense activity. Air Force doctrine
Is less clear In what roles alrllft alrcraft are to be committed. Air
Force basic doctrine is too “fighter mindset" ordered and appears to
relegate alrllift in a high-threat environment as something that wouild
only be accomplished |f support is available from tactical air forces,
While thls may be feasible in an ldeal situation, we simply do not have
enough SEAD and fighter assets to expect their commitment to every
resupply effort airlift might be required to fly in support of intensive
ground battles. Alr Force basic doctrine needs to be reassessed and the
doctrine for alrllift brought more into line with Army AlrLand Battle ana
C-17 direct delivery concepts. Airlift aircraft are combat aircraft ana
It Is past time this be recognized in Air Force basic doctrine.

At the operational doctrine level, Air Force doctrine dealing
specifically with airlift is outdated. A new draft combinina strateaic
and tactical alrlift doctrine has been in the works for over two years.
Emphasis needs to be placed on resolving whatever difficulties are
delaying the coordination process so that MAC will have validated basic
and operational doctrine with which to improve the likelihooda of funaina
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for defensive sultes tor airilfters., Althouah a limltea program s
currently underway, its continued funding will be in jeopardy without
doctrinal support. Other operational doctrine not specifically dealing
with airlift (electronic combat), already requires defensive suite
equipment for airlifter survival. It’s time to bring airiift
operational doctrine into the 1990’s.

At the tactlical doctrine level, the lnnovatlve efforts ot many
proud alirlifters have developed tactics and procedures now included In
the C-130 and C-141 operations manuals. These tactics and proceaures
can enhance survivabillty of airlift aircraft. Experience gained at Red
Flag and similar exercises, the tralning provided by schoois such as
CATS and AATTC, and our unit-level CAT tralining have filled the void of
doctrine which has existed for combat airilfters. They are the ones who
have kept MAC’s alrlift forces as capable as possible to support the
requirements of the AirLand Battle.

The Air Force solution to this doctrinal dilemma is alreaay coming
clear with approval to begin a meager program of IR defensive systems
for a limited number of airlift aircraft. There is no other logicai
solutlon. Buylng more alrcraft to allow for attritlon Is unatfordan:ie.
Changing national strategy to eliminate the neea for a force projection
capablility 1s unacceptable to a country which is so far from many of its
vital interests. The only logical solution is to place defensive suites
on our airlift aircraft which can provide short-notice force projection
anywhere in the world.

Defengjve Sultes
There are some who would carry the self-defense requirement for
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airlifters all the way to inciuding an oftengive missile capanliity,
(24:112-115) While this concept is supportabie in the case argued. it
would appear to take away from the primary role of what airlifters are
supposed to be accomplishing. It would seem much more effective to
provide a fully-automated defensive suite which would allow the crew to
concentrate on their primary mission and not be distracted with tryina
to launch missiles at enemy fighters, helicopters, or radars.

The Alr Force must make its alrlift alrcraft more survivabpble,
Efforts already begun must continue, but include more than just IR
defense. Towed decoy systems such as those being tested by Boeing can
defeat radar-guided threats and will have the capability in the future
of being tied Into a mission computer which can recompute routes of
flight as threats are discovered en route to the objective area.

Funding must be made avallable for limlted quantities of these automatea
gystems as they are produced. Planning for the advancea tacticai
alrlift alrcraft should also Include such a system In lts avionics,

Regarding the other part of the MAC airlift force which is not
included in current defensive suite pianning, the CRAF and KC-10 (and
other tankers as well) need similar support. Strategic Air Command will
have to advocate thelr portion of this force, but MAC should work a
program of cost-sharing which will place IR defensive capabilities as a
minimum on our CRAF fleet. As terrorists around the worid gain weaponry
such as the SA-7/Stinger missile, the loss of an American air carrier to
terrorism becomes more and more likely. In any case. the CRAF will neea
some sort of protective capabl!lity as It departs and arrives at main
operating bases assoclated with a European war.
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Avolding Fratrlicide

Since the enemy threat 1s signiflcant enough in its own right,
every effort must be made to eliminate the possibllity of fratricide as
airllfters overfly friendly troops. The electronic aids to positive
identification are significant and can reduce the risk of fratriciae,.
ald in command and control of our forces, and give greater tacticai
freedom of operations with less rellance on procedural methods of
ldentification. If fully lntegrated, they couid also allow our air anc
ground-based weapon systems to use their beyond-visual-range (BVR)
capabjlities. In the meantime, every effort must be made to continue
development of non-cooperative means of identification which would be
impossible to defeat. Until such a development, our procedural means of
ldentification Increase In significance, particularly since our IFF/SIF
electronic ald Is likely to be reduced In effectiveness due to jamming
and other countermeasures, be turned off to reduce emissions, or simply
fall in fllght.

Procedural means of identification in the central European area of
operatlions are clearly elaborated in classified NATO documents. These
documents are finally being distributed to airlifters (they were not as
late as 1979), but the information contained is not widespread among
airilfters. MAC should make COMAAFCE SUPPLAN 35001M. the alrspace
controi plan for central Europe, an annual briefing requirement tor
pllots and navigators. Addlitionally, MAC should ensure that proper
input from 322 Airlift Division Is made to the Allied Air Forces Central
Europe (AAFCE) staff so that future revisions of this plan are more
alrllft-oriented. Specifically, current plans glive [ittie ieeway in
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corriaors tor evading threats (the alrllifters number one ruie In COmpAL?
and also there Is little opportunity for an airlifter to move airectiy
between the central region and adjacent areas. A related issue lnvolves
the NATO authentlicators which are used when encoding in-the-clear
transmissions or validating changes to mission orders or updated threat
information received en route to an objective. MAC must ensure these
NATO authenticators are avallable at each airlift wing and that pilots
and navigators are trained on how to use them. MAC must also work to
make this same information available to its CRAF fleet since they are
not on distribution for the airspace control pian or NATO
authentlicators.

Ihe Impecative

What if the Panamanian troops at Rio Hato had emerged from their
barracks with SA-7 or Stinger missiles? How has a country so depenaent
upon force projection, left a major part of Its projection capapility
undefended? As we become more and more dependent upon alrllft to meet
our national milltary strategy objectives, so will it become more of a
potentlal target.

We cannot afford invulnerability of our aircraft, nor do we neea to
make them lethal adversaries in their own right. We expect to take some
ljosses in combat--that’s what being part of a combat crew is all about.
All that’s expected is assistance in avoliding the cheap kill. The
technology Iis there--it’s time to recognize that alrllift aircraft are
combat aircraft and deserve higher priority in the procurement of future
defensive systems so that they may become more survivable in the role
which our national strategy places them.
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