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ABSTRACT

Three new methods for the detection and interception of frequency-hopped
waveforms are presented. The first method extends the optimal, fixed-block
detection method based on the likelihood ratio to a sequential one based on the
Sequential Probability Ratio Test (SPRT). The second method is structured
around a compressive receiver and is highly efficient yet easily implemented.
The third method is based on the new concept of Amplitude Distribution Func-
tion (ADF) and results in a detector that is an extension of the radiometer.

The first method presents a detector structured to make a decision sequen-
tially, that is, as each data element is collected. Initially, a purely sequential
test is derived and shown to require fewer data for a decision. A truncated
sequential method is also derived and shown to reduce the data needed for a
decision while operating under poor signal-to-noise ratios (SNRs). A detailed
performance analysis is presented along with numerical and Monte Carlo anal-
yses of the detectors.

The second method assumes stationary, colored Gaussian interference and
presents a detailed model of the compressive receiver. A locally optimal de-
tector is developed via the likelihood ratio theory and yields a reference to
which previous ad hoc schemes are compared. A simplified, suboptimal scheme
is developed that trades off duty cycle for performance, and a technique for
estimating hop frequency is developed. The performance of the optimal and
suboptimal detectors is quantified. For the suboptimal scheme, the trade-off
with duty cycle is studied. The reliability of the hop frequency estimator is
bounded and traded off against duty cycle.

In the third method, a precise definition of the ADF is given, from which
follows a convolutional relationship between the ADFs of signal and additive
noise. A technique is given for deconvolving the ADF, with which signal and
noise components can be separated. A detection statistic based directly on
this deconvolution technique is defined and statistically characterized, yielding
a framework on which to synthesize a detector. The detector’s performance is
analyzed and compared with the radiometer.
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CHAPTER 1

INTRODUCTION AND
BACKGROUND

1.1 MOTIVATION

The goal of the intercept receiver is to detect, identify, and geolocate hostile
electromagnetic (EM) sources and use this information to counter with Elec-
tronic Counter Measures (ECM) and Electronic Counter Counter Measures
(ECCM). For military communications, the receiver is expected to intercept
any one of a set of target communications. The interception task is hindered
by a dense EM environment that consists of other communication signals, both
friendly and hostile, possibly jamming or masking signals in addition to ever-
present noise interference. With the advent of frequency-hopped and other
spread-spectrum comununications, the search bandwidth that assures a rea-
sonable probability of intercept is greatly increased, thereby aggravating the
problem of interference, because greater numbers and types of interferences
ohscura the ¢a==at gignal. The increased complexity of the interception prob-
lem motivates the search for new methods of detection and interception of
frequency-hopped waveforms.

1.2 TARGET SIGNALS

Military and other secure communications use spread-spectrum signaling
involving some variety of modulation whose purpose is to add ambiguity or
“randomness” to the waveform as a measure against unintended detection or
interception. The usual procedure for randomizing the waveform is pseudo-
random variation of transmission times (time hopping or TH), phases (direct
sequence or DS), or frequencies (frequency hopping or FH). This work concen-
trates solely on the interception of FH waveforms that have form

Na
s(t) = ) zi(t) (1.1)
i=1
where

zi(t) equals V25’ sin(wy,t + 6;) for iTh <t < (i +1)Ty;

wi <, is a family of known frequencies within the spread-spectrum band-
k=1 9
width;
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{ki} are integer-valued, independent, uniformly distributed, random vari-
ables ranging inclusively between 1 and K

{6} are continuous, independent, uniformly distributed, random variables
ranging between 0 and 27 that represent carrier phase;

s’ is a real constant denoting the average signal energy;

Ty is a real constant denoting the epoch, or time duration, of each hop;

Ni 1s a positive integer denoting the number of hops during message
transmission.

This general model of frequency-hopped waveforms includes a large number of
modulations such as frequency shift keying (FSK) and minimum shift keying
(MSK). Some important modulations not included are those whose carrier phase
is correlated from hop to hop, for example, continuous phase FSK (CPFSK).
Even for these cases, these results apply but may not be optimal.

1.3 INTERCEPT RECEIVER FUNCTIONS

An intercept receiver extracts, for further processing, a small number of
candidate signals from the plethora of signals in a communication band of
interest. The initial processing steps that discard signals are called Pruning
Functions. After pruning, secondary processing, known as feature extraction,
yields information aiding in emitter identification and countering. After featurc
extraction, further processing could yield the actual information embedded in
the communication signal, but this is peripheral to the primary function of the
intercept receiver, namely ECM and weapons support, and consequently will
not be explored here.

1.3.1 Pruning

Given the frenetic activity in most communication bands, the intercept re-
ceiver must, early in its processing, choose out of ali candidate signals within
the band a small number of potential target signals. Pruning Functions achieve
this by eliminating all but the most promising prospects for processing. Prun-
ing Functions fall into four categories: Initial Detection, Direction Finding, Fre-
quency Estimation, and Time of Arrival Measurement. As is evident from their
names, Initial Detection separates potential target signals from background
noise, Direction Finding classifies and possibly eliminates signals by direction
of origin, Frequency Estimation censors signals based on a measurement of car-
rier frequency, while Time of Arrival Measurement diflerentiates between pulsed
signals based on their arrival times. It is useful conceptually to consider the
Pruning Functions as independent processes applied separately, but in a practi-
cal system these functions are usually highly coupled in that a single processing
step may accomplish two or more Pruning Functions.

Initial Detection separates the candidate signal from the background noise,
usually in the form of a threshold operation applied on a test statistic derived

12
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from the received waveform. It may be a dedicated operation, meaning that
the only inforination gleaned is the presence or nonpresence of a communication
waveform, or may yield other information such as the time of arrival (time do-
main) or the dominant frequency (frequency domain), or, for feature detectors,
the hop rate.

The signal direction can be found by using a scanning narrowbeam antenna
whose scan position at the time of detection determines direction. Difference
in signal phase from two separate antennas can yield the angle from which a
candidate signal is emitted; however, this interferometry technique suffers from
a vulnerability to coherent interference. In a similar fashion, the amplitude
difference between the same signal received from different antennas or antenna-
patterns can determine emission angle but the technique is even more vulnerable
to interferences, coherent or noncoherent. The difference between the times of
arrival of different receivers is an alternative way to determine angle. This
method seems more directed to pulse signals, such as radar, in which arrival
time is a relatively simple quantity to measure, but it could be applied to more
complicated communication signals, by cross correlation for instance.

By estimating the dominant frequency of a candidate signal, narrowband
interferences such as other non-spread-sp~ctrum communication signals can be
identified and rejected. Additionally, the current hop frequency of the target
signal can be determined and subsequently used to narrowband jam the current
hop band. The estimated hop frequency also can be used for identification
processing or information extraction.

Time of Arrival Measurement can not only determine emission angle, as
previously mentioned, but also can prune. This use is primarily useful for
pulse radar signals, in which times of arrival can determine pulse repetition
rates and hence associate the intercepted pulse with the emitting radar. For
frequency-hopped communications, the arrival times of individual hop intervals
determine the emitters’ hop rate and hence discriminate between target signal
and interferers.

1.3.2 Feature Extraction

Feature Extraction is the measurement of characterizing features of the com-
munication waveforms. Features such as hop rate, hop frequency, modulation
type, and bit periods serve as examples. Feature Extraction overlaps the Prun-
ing Functions in that operations such as center frequency estimation and time-
of-arrival measurements yield useful features. The loose distinction is one of
precision and purpose. Measurements made while pruning are coarse and serve
only to decimate what otherwise would be an unmanageable number of can-
didate signals, while extracted features are of sufficient accuracy to serve the
intercept purposes of jamming and identification.

1.4 EXISTING METHODS

All aspects and functions of the intercept receiver were described. However,
this work concentrates solely on initial detection and feature extraction and on
feature extraction; only hop frequency estimation will be explored.

13
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Figure 1.1. Widcband Energy Detector

1.4.1 Wideband Energy Detector

The Wideband Energy Detector!:? is the simplest to implement of all exist-
ing detection schemes. Also called a radiometer, it is a device for measuring the
energy of a signal over a prescribed time and bandwidth. A typical radiome-
ter (Figure 1.1) consists of a bandpass filter followed by a square law device
and an integrator. The bandpass filter, of bandwidth W, selects the frequency
band sver which the energy measurement is made. The square law device and
integrator calculate the energy of this bandpassed signal over the interval of
length T. The radiometer is used to detect spread-spectrum signals by setting
the center frequency and bandwidth of the bandpass filter so that the filter will
pass the expected spread-spectrum signal. A decision is made by comparing
the output of the radiometer to a threshold.

As can be guessed, the wideband r- diometric detector is most efficient when
the bandwidth exactly matches the spread-spectrum bandwidth K'/T} and the
integration period matches the transmission time N, T, of the spread-spectrum
signal. Under these conditions and for large timme bandwidth (TW > 1000)
products, the p-rformance of the wideband radiometer is described below for
the case of white-noise interference with single-sided spectral density Ny as

STw K
= d,/Nh (1.2)

d=Q ' (Pr)-Q "(Pp) (1.3)

where Q7 !(-) is the inverse of the complementary Gaussian probability dis-
tribution and S’'T), /Ng is the required signal-to-noise ratio for detection with
probability Pp and false-alarm probability Pp.

In addition to being thec easiest detector to implement, the wideband en-
ergy detector assumes the least known about the spread-spectrum signal. For
optimal detection of a given spread-spectrum waveform, only the bandwidth
and message duration need to be known. However, an approximate knowledge

and

M K. Simon, J.K. Omura, R.A. Scholtz, and B.K. Levitt, Spread Spectrum Communica-
tions, vol. 111, Computer Sciences Press, Rockville, Md., 1985.

2D, Torrieri, Principles of Secure Communication Systems. Artech House, Dedham, Mass.,
1985.
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of these parameters degrades performance cnly slightly. Because the perfor-
mance of the wideband energy detector is invariant to the details of the spread-
spectrum waveform, . is equally effective in the detection of either FH, TH, or
DS waveforms. It is also useful as a lower bound on the performance of other
detectors designed around the particulars of a given spread-spectrum waveform.

1.4.2 Optimal Channelized Detector

The Optimal Channelized Detector?:3 uses a more precise knowledge of a
spread-spectrum waveform to achieve performance gains over the Wideband
Energy Detector and other detector configurations. In the context of FH wave-
forms, the message duration and the period and phase of the pulse epochs are
assumed to be known. Also assumed to be known are the exact frequencies
of the pulsed sinusoids that constitute the individual “hops” of the spread-
spectrum waveform. The signal amplitude relative to the background noise
is also assumed to be known. Not known are the relative phase between the
individual hops and, of course, the pseudo-random code that produces the hops.

With these assumptions and that of white-noise interference, detectior the-
ory yields the detector shown in Figure 1.2. This detector consists of individual
filters matched in time and frequency to each of the possible pulsed sinusoids
component to the FH waveform. The envelopes of the matched filter outputs
are “emphasized” by normalizing by expected noise energy and applying the
zero-order modified Bessel function of the first kind Iy. The emphasized filter
outputs are summed to yield a likelihood function over a single epoch. These
individual likelihood functions for each epoch of the message are multiplied to
yield the overall likelihood function, from which a decision can be made via a
threst:nld comparison.

The generalized performance expression for the optimal multichannel de-
tector cannot be obtained due to an inability to specify the output probability
distribution functions. When the number of hops Ny, is large (e.g., Ny > 100), it
is possible to closely approximate the true answer by using Gaussian statistics.
This analysis gives S'T), /Ng needed for a given Pry and Pp as

! 2
SN? - %10—1 [1 ~K+ Ke*:] (1.4)

where d is given before.

Unfortunately, however, the Optimal Channelized Detector is only of aca-
demic interest because of its implementation complexity and its sensitivity to
the FH waveform parameters. It is useful primarily for establishing an upper
bound to the performance of other more implementable and robust detectors.

1.4.3 Suboptimal Channelized Detectors

Because of the implementation complexity of the Optimal Channelized De-
tector, Suboptimal Channelized Detectors are considered. These are several

3D.G. Woodring, “Performance of Optimum and Suboptimum Detectors for Spread Spec-
trum Waveforms”, Naval Research Laboratory, Washington, D.C., Technical Report No.
8432, December 1980.
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Figure 1.2: Optimal Channelized Detector

classes of detectors that are simplifications in various ways of the Optimal
Channelized Detector. These simplifications are listed below.

The combinations of a matched filter followed by an envelope detector are
replaced by narrowband radiometers of bandwidth 1/T}. This simplifica-
tion degrades the resulting performance over that of the predicted perfor-
mance of the Optimal Channelized Detector. However, this performance
difference would be less in practice, because the Optimal Channelized De-
tector would not achieve the optimum performance due to the inevitable
mismatch between the actual frequencies received and the frequencies for
which the filters are matched. Doppler shift and transmitter waveform
diversity are the likely culprits of this mismatch.

The emphasizing function is linearized. This is mainly an implementation sim-
plification. However, the optimality of the Optimal Channelized Detector
depends on a priori knowledge of the amplitude of the FH waveform, which
is a parameter of the emphasis. Thus the loss of optimality in practice is
lessened because of the uncertainty of the FH waveform amplitude.

Decisions are made at the channel level and are then combined to form a
statistic upon which the final decision is based. This type of detector is
appealing if a frequency estimate of the detected is also desired.

Instead of having a filter for each FH frequency, the entire spread-spectrum
bandwidth is subdivided into coarse subbands. The subbands most likely
to contain the current hop are selected for application of any of the above
channelized detector schemes.

16
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Figure 1.3: Autocorrelation Detector

1.4.4 Autocorrelation Detector

An Autocorrelation Detector®® is composed of a bank of autocorrelators,
each operating on a subband of the total spread-spectrum bandwidth (Figure
1.3). The autocorrelators estimate the autocorrelation y(r) of their bandlimited
input over the time period T. The power of each correlation is sampled yielding
Wi which are weighted with a; and summed to derive the decision statistic Y.
This i1s summarized by the equation

G-1 H,
Y =Y aW, Z Threshold. (1.5)
k=1 HO

There are three issues concerned with the design of the autocorrelation de-
tector. The first is the coarseness of the individual subbands relative to the
total spread-spectrum bandwidth. It seems intuitively appealing to assume
that performance would improve by reducing the width of this subband up to
the limits of the FH frequency spacing; however, no analytical or numerical
results confirm this conjecture. The second design issue is the time interval
over which we estimate the autocorrelation function. The third issue involves
the weights used in the computation of the decision statistic.

1.5 HOP FREQUENCY ESTIMATORS

As previously described, feature detectors focus on a particular time-domain
feature of the spread-spectrum waveform. In this work, we develop a detector
based on the feature hop frequency. These devices can do the job of initial
detection, but we focus on their estimation performance. Two noteworthy es-
timators in the literature fit this billing. The first® is a maximum likelihood
estimator with a structure similar to the optimal detector of Figure 1.2, except
that, instead of summing the outputs of each channel, it selects the channel

*A. Polydoros and J.K. Holmes, “Autocorrelation Techniques for Wideband Detection of
FH/DS Waveforms in Random Tone Interference”, MILCOM 88 Conference Proceedings,
Boston, Mass., pp. 781-785, October 17-20, 1983.

5A. Polydoros and K.T. Woo, “LPI Detection of Frequency-Hopping Signals using Auto-
correlation Techniques”, IEEE J. Select. Areas Commaun., vol. SAC-3, no. 5, September
1985.

SN.C. Beaulieu, W.L. Hopkins, and P.J. McLane, “Interception of Frequency Hopped Spread
Spectrum Signals”, to be published in JEEE Trans. Commaun,
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with the output of maximum magnitude. The hop frequency corresponding to
that channel is declared the estimate (Figure 1.4). The second estimator of
note’ is based on the first one but has reduced complexity. In this method,
wideband radiometers cover the spread-spectrum bandwidth in otder to select
a small number of subbands that most likely contain the particular hop. These
subbands are further processed into fine bands, enabling the ultimate sclection
of the band with the current hop.

1.6 NEW METHODS FOR DETECTION
AND HOP ESTIMATION

1.6.1 Sequential Detector

In this work, a new detector is developed based on the ideas of sequential
detection. It is essentially like the optimal channelized detector but, instead of
basing its decision on accumulated energy on a predetermined large number of
hop dwells, it decides, after each hop dwell, on the presence or nonpresence of
a frequency-hopped waveform. Because the detector is based on the Sequential
Probability Ratio Test (SPRT), the test is optimal in the sense that no other

"W.W. Short and R.D. Chapman, “Adaptively Configured Channelized Receiver for Fre-
quency Hopped Signal Detection and Tracking”, JEEE International Conference on Com-
munications, 1985, pp. 832-838, 1985.
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sequential test will make a decision in less time on average than the SPRT.
However, optimality occurs only if the signal is present at a predetermined
SNR. For smaller SNRs, the SPRT actually can perform worse than a test
based on a Fixed Sample Size (FSS). This shortcoming is averted by mixing
the SPRT with the FSS test to create the Truncated Sequential Test (TST).
From these results is designed an optimal test whose worst-case average decision
time is minimal. Netted are three new detectors that exploit the advantages of
sequential detection: the pure SPRT, the TST, and the optimal TST.

With each of these techniques, the number of samples needed for a reliable
decision is dramatically reduced. One way this detector performance gain can
yield a performance gain in the interceptor itself is through decreased duty
cycle. A typical interceptor might scan a particular direction in order to de-
termine the presence or absence of communications. Because of the gains due
to the sequential detector, the scan time is significantly reduced. Another way
to take advantage of the performance gain is to add robustness to the signal
parameters. It was already mentioned that the decision time of the sequential
tests is dependent on the SNR. By hypothesizing that the signal rests in a band
of SNRs, a sequential test can be designed that still outperforms tests based on
a fixed sample time.

1.6.2 Compressive-Receiver-Based Detector and Hop
Estimator

The compressive receiver, which simultaneously estimates frequency com-
ponents over a wide, predetermined band, has promise as an interceptor with
both the simplicity of a wideband device and the performance of the channelized
device. The use of the compressive receiver for interception is a largely unex-
plored area with all previous results being superficial and ad hoc. By contrast,
two different detectors and a hop frequency estimator are developed using an
optimal likelihood function approach. The first, the locally optimal detector,
is a detector with structure similar to the channelized detector but operating
on the output of the compressive receiver. It is locally optimal, meaning that
for signals with low SNR it gives the greatest probability of detection for a
given probability of false alarm. Because the locally optimal detector has an
unwieldy structure, it defeats the motivation to use a compressive receiver: sim-
plicity and high performance. Therefore, a time-multiplexed detector is used
that, at the expense of duty cycle, can achieve performance as close to optimal
as desired. Both the locally optimal and the time-multiplexed detector have
hop frequency estimator versions. By choosing as the hop frequency estimate
the hop frequency corresponding to the detector channel with maximum out-
put, a hop frequency estimator is formed. In conclusion, two detectors and
a hop frequency estimator are developed with performance comparable to the
channelized devices but with the simplicity of the broadband devices.

1.6.3 Detector Based on the Amplitude Distribution
Function

A new idea for detection is developed based on the Amplitude Distribu-
tion Function (ADF). The ADF is precisely defined as a function from which,
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through a sequence of lemmas and theorems, two results are established. One
result is that the ADF is roughly the average distribution of a stochastic process,
and the second is that, for signal plus noise, the resulting ADF is the convolution
of the ADFs of signal and noise individually. The convolutional relationship for
signal plus noise motivates the construction of statistical transform, called the
deconvolution statistic, that converges to something that is arbitrarily close to
the signal ADF and hence has potential for separating signal from noise even
for low signal levels. How close the deconvolved ADF matches the signal ADF
depends on the proper choice of the kernel of the deconvolution statistic. An op-
timal detector is presented that directly observes samples of the deconvolution
statistic, yielding a test statistic of quadratic form. The ADF-based detector is
a robust device that is a generalization of the radiometer and quite immune to
the details of spread-specttum modulation.

1.7 DOCUMENT ORGANIZATION

This work is partitioned into five chapters. The first chapter presents the
problem, precisely defines the type of frequency-hopped waveforms under con-
sideration, and describes the functions of the intercept receiver from a system
viewpoint. It also briefly describes existing interception methods in the cate-
gories of initial detection and hop frequency estimation and then contrasts them
with the new methods developed.

The second chapter describes in detail the new sequential detection meth-
ods. Within this chapter, the likelihood function for a single epoch is developed
and asymptotically analyzed for a large number of hop frequencies. Based on
this analysis, the synthesis of the FSS test, SPRT, and TST are developed. Per-
formance equations are presented along with the results of numerical and Monte
Carlo analyses. The optimal TST is described and the asymptotic efficiencies,
which capture the low-SNR, test behavior, are presented. Finally, conclusions
are drawn.

The third chapter gives a detailed description of the detector and hop fre-
quency estimator based on a compressive receiver. It does this first by precisely
defining the signal and compressive-receiver models and then using them to
develop equations for the output signal component and to characterize statisti-
cally the noise at the compressive-receiver output. With the detection problem
translated to the output of the compressive receiver, likelihood ratio theory is
applied for the low-SNR case to create the locally optimal detector. A sim-
plified detector, the time-multiplexed detector, is also presented along with a
hop frequency estimator. A}l detectors are performance analyzed and numerical
results given. Finally, conclusions are drawn.

The fourth chapter introduces the ADF-based detector and proceeds with
an exposition of the mathematical tools developed for the ADF, which consist of
a sequence of theorems and lemmas culminating in a convolutional relationship
between the ADFs of signal and noise. The deconvolution statistic is intro-
duced along with family of kernels to be used in the statistic. The large-time
statistical character of the deconvolution statistic is shown to be the basis of
the ADF-based detector. Synthesis and performance analyses of the detector
are presented and conclusions are drawn.
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The fifth chapter summarizes the previous chapters and highlights the im-
portant points. It then suggests possible extensions to be investigated in the
future and finally concludes the document.
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CHAPTER 2

SEQUENTIAL DETECTION
METHODS

2.1 BACKGROUND AND
INTRODUCTION

The first task in the interception of spread-spectrum communications is the
detection of the waveform. This is a prelude to other interception processes,
such as feature detection, channel tracking, and message extraction. As a new
development toward the detection problem, this chapter applies and extends
previously published results in sequential detection to the problem of the op-
timal detection of noncoherent frequency-hopped (FH) waveforms. By using
likelihood function methods, the problem was solved® for an FH waveform with
a known signal-to-noise ratio (SNR) and epochs with known starting times and
durations. However, in that approach, the decision was based on a data seg-
ment of fixed size. Here a sequential approach is taken, meaning that whenever
a new data element is collected, a decision about. the presence or nonpresence of
an FH waveform is attempted. If no decision is reached, another data element
is collected.

The sequential approach to detection has a rich history. For the binary hy-
pothesis problem with discrete-time independent identically distributed (i.i.d.)
data, Wald® has derived the optimal sequential test. This test is optimal in
the sense that no other test can reach a decision of the same Neyman-Pearson
reliability within a shorter average time. This result has been extended to con-
tinuous time data.!%!! Others have suggested tests that must make a decision
within a prescribed time. These are the “truncated” tests.!?13:14 Truncation
is desirable not only for implementation reasons, but also for improving the
performance of a sequential test when the input statistics differ from those as-
sumed in designing the test. In particular, Tantaratana and Poor!3 derive a

81.D. Edell, “Wideband, Noncoherent, Frequency-Hopped Waveforms and their Hybrids in
Low-Probability-of-Intercept Communications”, Naval Research Laboratory, Washington,
D.C., Technical Report No. 8025, November 1976.

9A. Wald, Seguential Analysis, Wiley, New York, 1947.

10N Shiryayev, Optimal Stopping Rules, Springer-Verlag, New York, 1977.

11D A. Darling and A.J.F. Siegert, “The First Passage Problem for a Continuous Markov
Process”, Ann. Math. Stat., vol. 24, pp. 624-639, 1953.

12T W. Anderson, “A Modification of the Sequential Probability Ratio Test to Reduce the
Sample Size”, Ann. Math. Stot., vol. 31, pp. 165-197, 1960.

138, Tantaratana and H.V. Poor, “Asymptotic Efficiencies of Truncated Sequential Tests”,
IEEE Trans. Inform. Theory, vol. IT-28, no. 6, pp. 911-923, November 1982.

143, Tantaratana and J.B. Thomas, “Truncated Sequential Probability Ratio Test”, Inform.
Seis., vol. 13, pp. 283-300, 1977.
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truncated sequential test for 1.i.d. Gaussian data with an unknown mean, which
is the foundation of the results in this chapter.

Development of the sequential test is begun by defining the observations
model for a composite hypothesis problem. Specifically, given the observation
y(t), the problem is one of choosing between Hg, which is the hypothesis that
an FH waveform is not present, and H.:, which is the hypothesis that an FH
waveform is present with an SNR 9’ where 0 < 4’. Exactly, the model is

versus How vt = alt) (2.1)
Hyoooy(t) s(t) +n(t) o<

where s(t) is given by (1.1) and n(¢) is white Gaussian noise with two-sided
spectral density %‘1 The hypothesized SNR ' is related to the other model
parameters by ¥’ = S'T /Ny.

Because a reliable test cannot be devised for an FH waveform with an arbi-
trarily small SNR, the preceding composite hypothesis problem is simplified to
a binary hypothesis problem: Hg versus H,, where 7 is specified as the smallest
SNR ilat is to be accurately detected. The quantity v = ST, /N with S being
the corresponding signal energy. The relative SNR r = \/9//v is also used.

Using the above observations model, the design of a sequential test for the
detection of FH signals is approached as follows. An asymptotically optimal test
is derived by applying the likelihood function theory to the simplified binary
hypothesis problem Hy versus H,. The parameters of this test are specified
to ensure a maximum probability of detection for a given probability of false
alarm. This binary hypothesis test is then applied to the more general composite
hypothesis problem with a resulting degradation in detection time that is shown
to be controllable by properly truncating the test procedure.

The derivation of the asymptotically optimal test begins with the derivation
of the likelihood function for a single-epoch observation, which is appropriately
called the Single-Epoch Likelihood Function (SELF). By invoking the central
limit theorem, Gaussian densities are found that are asymptotic to the actual
SELF densities as the number of frequencies becomes large. In determining
these densities, the SELF’s means and variances will be explicitly computed
under each hypothesis. By next considering individual SELFs as the observa-
tions, the problem will be reduced to a binary hypothesis problem with Gaus-
sian i.i.d. observations. This simplification is justified because each epoch of
FH waveform has independent statistics and because the SELF’s statistics do
not depend on the particular hop frequency. Using these equivalent observa-
tions and their asymptotic densities, the Asymptotic Log-Likelihood Function
(ALLF) is derived. The ALLF is then used to synthesize tests for the binary
hypothesis problem. This procedure requires extending the previously pub-
lished sequential tests to the cases of data with variances that depend on the
hypothesis. Applying these results, a Fixed-Sample Size (FSS) test, a Sequen-
tial Probability Ratio Test (SPRT), and a Truncated Sequential Test (TST) are
designed.

Each of the three tests is analyzed by approximating the test statistic by a
Wiener process and then employing the classical theory of diffusion.!!'!2 This
analysis is more general bczausc it yiclds the performance of each test to the
composite hypothesis problem rather than just the binary hypothesis problem
on which the tests are based. This analysis yields the average decision time of
each test as a function of the input SNR, as well as the operating characteristic
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of each test. From these results comes an optimal test, whose worst-case av-
erage decision time is minimal. Finally, a computer simulation confirms these
analytical results.

To further extend these results to the case of a test that was synthesized
under the expectation of detecting an FH waveform with extremely small SNR,
an asymptotic analysis of a diflerent sort is undertaken. This analysis shows
how the above tests perform for the composite hypothesis problem as the min-
imum reliably detectable SNR of the FH waveform becomes increasingly small.
Numerical results for this case are given, but a corresponding computer simu-
lation is not possible due to the rate of increase of the number of computations
required as the SNR diminishes.

2.2 LIKELIHOOD FUNCTION: ONE
EPOCH

The statistical test for the composite hypothesis problem is defined by find-
ing an asymptotically optimal test for a binary hypothesis problem and applying
that test to the composite case and accepting the resulting degradation. This
simplified binary problem consists of the two hypotheses Hg, where no signal is
present, and H.,, where a signal is present with SNR . For this binary hypoth-
esis problem, Appendix 2.A contains a derivation of the SELF, which is the
likelihood function A; of the ith-epoch observation y(t) for iTh <t < (i +1)Th.
The SELF is expressed as

Ay = & [Aw/b)] (2:2)
_y k=i

A (m\/Pzwz) (23)
k=0

where I is the zeroth order modified Bessc. function of the first kind and

P, = y(t) coswy, t dt

($41)Tx
Vil
ok (2.4)

y(t)sinwy t dt.

(i+1)T»
Q = \/NOTA/

Because of the statistical independence of their respective observations, the
likelihood function of the n-epoch observation is then H?zl A;, i.e., the product
of these individual SELFs.

The SELF is nicely modeled as the configuration of well-known devices, as
indicated in Figure 2.1. That is, the SELF is channelized so that each channel
has a matched filter that is tuned to a particular hop frequency and whose
output is envelope detected and emphasized by a Bessel function non-linearity.
The output of each channel, after scaling by C~7/K, is sumimed to produce the
SELF.
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Figure 2.1: Block Diagram of Single-Epoch Likelihood Function

2.3 ASYMPTOTIC LOG-LIKELIHOOD
FUNCTION

The Asymptotic Log-Likelihood Function (ALLF) is asymptotic to the n-epoch

likelihood function, H?:l A;, as the number of FH channels becomes large. The
critical idea behind the derivation of the ALLF is the application of the central
limit theotem to yield asymptotic densities for the SELF from which, using an
n-epoch collection of SELF's as an equivalent observation set, the ALLF will be
determined.

The SELF (2.3) was computed assuming a binary hypothesis problem, i.e.,
Hg is the hypothesis that no FH waveform is present, while H, is the hypothesis
that an FH waveform exists with a known SNR «v. The following analysis will
assume that an FH waveform, if present, will have a SNR 9’ or equivalently
an average signal energy S’ that is not necessarily equal to the average signal
energy S assumed known in the binary case. This generalization is not necessary
for deriving the ALLF but will be needed to analyze the performance of the
ALLF in the composite hypothesis problem.

Proceeding with the derivation of the ALLF, the central limit theorem is
applied to the SELF to obtain an asymptotic density under all hypotheses,
0 < %'. The central limit theorem is justified here because the SELF’s output
is the sum of many channels whose statistics will be shown to be nearly inde-
pendent and nearly identical. It will be shown that the degree of dependence
between channels is determined by the amount of isolation between channels,
which is perfect for minimally spaced channels as is the case assumed here. |t
also will be shown that the channel means and variances, while different for the
signal-present and signal-absent cases, are of a commensurate magnitude.
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2.3.1 Matched Filter Output Statistics

Because the central limit theorem requires only the mean and variance of
each channel, only the statistics of the matched filter outpui= need be deter-
mined exactly since the SELF’s mean and variances can be determined from
these statistics alone. Assuming that the signal present is in the kth channel,
then the matched filter output in the Ith channel can be found from (2.4) as

- V2y'sinf+y forli=k
P = { for | # k (2.5)
- V27'cos8+ & forl=k
@ = { & for [ £k (2.6)
where
(s+1)T»
a
= n(t tdt
v m/ n(t) cosw; .
A (+1)Ta (27)
& = m/ n(t)sinw;t dt.

The matched filter outputs for the no-signal-present hypothesis Hy are the
special case of the above expressions for ¥’ = 0. Two assumptions were made in
determining these approximate expressions for the matched filter outputs. The
first assumption is that wy T}, is large and equivalent to requiring a large number
of carrier cycles over a single epoch. The second assumption of orthogonally
spaced channels {i.e. (wr ~w;)Tx/27 is an integer] implies, in essence, that the
channels are isolated from one another. Another condition implying channel
isolation is wide spacing between the channels [i.e. (wg — w;)T} is large]. In a
practical implementation, smooth window functions also could have been used
in the matched filter implementation to achieve the channel isolation assumed
here.

Simplified expressions for the matched filter outputs are represented by (2.5)
and (2.6). The statistical nature of their noise components, {1} and {&}, is
determined next. From (2.7), it follows that the random variables {11}, {£}
are Gaussian with zero mean and unity variance. Under the isolated channel
assumption, it is easy to show that

Elvmmm] = 0 form#n 1<mn<K
Elvméa] = 0 foralmn 1<mn<K (2.8)
ElEm&n] = 0 form#n 1<mn<K.

Thus {v}, {&} are mutually independent, since they are Gaussian. These rela-
tions also determine the joint density of vy and & as

Py Ez(Vlvfl) = _e %("' +£' (29)

The equations (2.5) and (2.6) and (2.8), along with the joint density of v; and &
(2.9), constitute a complete statistical description of the matched filter outputs

{F} and {Qi}.

27




The Johns Hopkins University

Applied Physics Laboratory

2.3.2 SELF Moments

The statistics of { F;} and {Q;} were found in order to determine the mean
and variance of the SELF (2.3). The SELF moments are needed to apply the
central limit theorem and thus ultimately produce the ALLF. A few conditions
for the application of the central limit theorem will be established now. First,
since the random variables { P} and {Q:} are mutually independent, each chan-
nel output of the SELF is also independent. Furthermore, the channel outputs
are all identically distributed except for the output of the channel with the
signal present. This particular channel output will be shown to have a variance
comparable to that of the other channel outputs and thus the central limit the-
orem still applies and with it we get a density asymptotic to the actual SELF
density.

To continue, we need explicit expressions for the mean and variance of the
SELF. Assuming a signal is present with a relative SNR of r = /%'/7, then
the matched filter outputs of the channel containing the signal are by (2.5) and
(2.6)

P = V2y7sinf+uy
Q = VR cosf+& (2:10)

If 4, and o? are defined to be the mean and variance for this channel output,
then (2.9) implies

ue = € [10 (\/T-;\/F,*TQ,’)] (2.11)

)

A "
'z—,,/ / Iy (\/?7\/"," +Q,~’)e—5f Py de. (2.12)
- -0

With the rectangular-to-polar conversion, P = pcos ¢, @Q; = psin ¢, and apply-
g P !

ing the identity
2%
lo{a) = L e*o%? do (2.13)
2n J,

the integral becomes

pe = € [l (V) o (VER) e dp (2.14)

o

el (2 77') : (2.15)

This integral was evaluated as (1) in Section 13.31 of Watson.!® The variance
is now evaluated as follows:

d+ut = €[5 (vEVITEQ)] (216)

]

oo o0
51;/ / I3 (\/?7\//’,’ +Q;”)e-%4"f’+f:”du,d5, (2.17)
—00 J —00

15G.N. Watson, A Treatise on the Theory of Bessel Functions, Cambridge University Press,
New York, 1980.
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which becomes with rectangular-to-polar conversion, and applying (2.13),
R “
ol +pl=e"" / p12 (VZ7p) I (V27'p) €~ T dp. (2.18)
0

This integral is evaluated by applying (16) fron: Section 11.41 of Watson!3,
which states

\

%‘/;r Io (\/a2 + b2 — 2abcos ¢) d¢ = Io(a)lo(b). (2.19)

Application of this formula and an interchange of integrations reduces the in-
tegral (2.18) to a simpler integral solved as (1) in Section 13.31 of Watson.!®
The net result is

er [~
4pl= [ ememd, (4\/—,—/ sin g) dé. (2.20)
1]

Summarizing, for a signal in channel [ with a SNR v/, the channel moments are

e = €1h(2r7)
(2.21)

N

e [l/ e~2veosd (41'7 sin %) d¢ - I2 (27'7)] .
0

T
where r = /7' /7.

The above calculations give expressions for the channel moments for a chan-
nel with a signal present. The moments for the case of a channel without a signal
present are special cases of the above with r = 0 and are thus denoted by ug
and ¢3. From (2.21) and the Bessel function identity (2.13), they are

po = €7
o = €M [l(2y)-1]. (2.22)

Likewise, moments for the {th channel (whenever it contains a signal with
strength v) correspond to the above moments with » = 1 and are thus de-
noted by u; and o?.

As previously mentioned, the application of the central limit theorem de-
pends on the various channel means and variances having commensurate ampli-
tudes. The relative amplitudes between the moments are computed from (2.21)
and (2.22) and are

A N (2.23)
Ho

oz 2 2.2

= = 1+ 2%y +2r%% + O(y7). (2.24)
%

Hence, for small assumed SNRs (¥ < 1), the mean and variance of the channel
with a signal present and the mean and variance of the channels without a
signal present are within a factor of three of each other.
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Expressions for the mean and variance of the SELF are now immediate,
since the SELF is the sum of all K channels scaled by €~7/K. The expressions
are

e~ .

M, = -K—[U\'l)l‘o-l*#r] \2.25)
e~ . s

V. = o3 (K - 1aj +07]. (2.26)

Here, M, is the mean of the SELF when a signal of strength 4’ is present and
Mgy and M, are written for the special cases of M,, when r = 0 and r = 1,
respectively. The variances V,., V4, and V) are defined similarly.

2.3.3 Derivation of the ALLF

With the first two moments of the SELF determined, the central limit the-
orem gives approximating densities to the SELF, A;, under the composite hy-
pothesis problem. These densities are

- 2
e_.(_"n?r’f_:nL

H()Z A,‘ ~ 721770

versus P (2.27)
H'Y' : A,‘ ~ —2\/-—:?6— 3V- f0f0<‘7l S‘Y

which give a simplified statistical characterization of the SELF. That is, the
SELF outputs, {A;}, are Gaussian i.i.d. variables whose means and variances
depend on the hypothesis.

As was the procedure in deriving the SELF, the Asymptotic Log-Likelihood
Function (ALLF) is designed using the simpler binary hypothesis problem. For
a single-epoch, likelihood function theory and (2.27) imply a log-likelihood func-
tion of

Li{Ai) = caAl + c1Ai + ¢ (2.28)
where
o= g5 @)
0 = (—VI—‘ - %) (2.30)
o = % A—JB‘?——AJ—I‘an%). (2.31)

Independence between observations over different epochs implies that the ALLF
up to time n is

T, = zj; Li. (2.32)

Now that ALLF has been found, its mean and variance will be computed as a
prelude to investigating its performance in the composite hypothesis problem.
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2.3.4 Moments of the ALLF

For the analysis that follows, it is useful to derive the moments of L; from
which the ALLF moments follow trivially from (2.32), starting with the mean

M. £ E[L(A)] (2.33)
= E(A))+aE(A) +c (2.34)
= e(M2+V;)+aM, +co (2.35)
which expands in terms of the SELF moments to
| I -
M = 30 32+ Qe (M — Mo)? Vi = (M. — M1 Vo + (Vi - Vo) ]
(2.36)
Now to compute the variance of L;.
V, = Var[L; (A))) (2.37)
which upon substitution of (2.28) yields
Ve = Var[cA? + a1 Ai + ) (2.38)

= Var[(caMZ+ 1M, +co) + (2e2M, + c1)v + cv?]  (2.39)
where v = A; — M,.. Proceeding,

V., = Var[(2c2M, + 1) v + cpv?) (2.40)

(2c2M, + ¢1)° V; + 262V? (2.41)

which simplifies to

Vil o1\’ 11 My M;\)?
=% (% -%) +[(vo‘v,)M'+(“vT“Vo)] oo 24

The special cases, r = 1 and » = 0, of the moments of L; are respectively
written as M; and My for the means and as V; and V; for the variances.

2.3.5 Summary

A log-likelihood function for the binary hypothesis problem, designated the
ALLF, has been derived that is asymptotic to the true log-likelihood function
as the number of channels becomes large. The ALLF was found with the help of
the likelihood function theory by considering an n-epoch collection of SELF's as
a set of i.i.d. observations assumed Gaussian by the central limit theorem. The
Gaussian assumption was justified by showing that each SELF was the sum of
nearly independent and nearly identical random variables. Various means and
variances were also derived that will prove useful in future discussions. The
ALLF now will be used to design an FSS test, an SPRT, and a TST.
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2.4 TEST DESIGN

The results above reduced the problem of detecting an FH waveform to that
of discriminating between two sets of Gaussian i.1.d. data with different means
and variances. A Fixed Sample Size (FSS) test, a Sequential Probability Ratio
Test (SPRT), and a Truncated Sequential Test (TST) based on this simplified
model will be discussed.

2.4.1 FSS Test Design

As the name suggests, an FSS test consists of comparing a test statistic Ty,
based on a fixed number of observations L, to a threshold r. Then, if the test
statistic is greater than r, hypothesis H; is chosen, while a test statistic less
than r indicates hypothesis Hy. Symbolically this is

_>_ T = Hl
TL{ <rt = H,. (243)

In our case, the test statistic is the L-epoch ALLF and the test parameters L
and 7 are specified to correspond to prescribed false alarm Pr and detection
Pp probabilities. To determine L and 7, the density of the Ty is needed for
each hypothesis. Although this density equals the non-central x? density, an
approximate Gaussian density, derived via the central limit theorem, is used
instead to yield simplified expressions for the test paramcters. These densities
are

_(Tp -LMg)?
H()'Z TL ~ 72:—[‘\;(;6 o
(T -tamy)?
Hl . TL ~ me 1 .
From these densities, Pp and Pr can be computed in terms of L and r to yield
Prp=1-9 (’7'27”'01) and Pp =1-9¢ (’—\'7%’:-1) where ®~! is the inverse ¢ " the

distribution function of a zero-mean, unity-variance Gaussian random variable.
These are solved simultaneously to arrive at

versus (2.44)

2
[vie'(1- Pp) - vio='(1 - Pp)]
(M = Mo)?

(2.45)

I % }aq - 3 g
T = m[%M,Q l(l—Pp)—leo‘p (I—PD)]

(2.46)

2.4.2 SPRT Design

Wald’s sequential probability ratio test (SPRT) now can be defined as a test
with test statistic T,,, based on n observations and two thresholds a and 4. The
SPRT works as follows. Upon the nth observation, if T, is greater than a, then
hypothesis H, is chosen. If T, is less than b, then hypothesis Hy is chosen. If,
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instead, T,, is between a and b, the test statistic is updated to include n + 1
observations and the process is iterated. Symbolically this test is described as

>a = H,
for each n, T;, <b = H, (2.47)
€ (a,b) = take another sample.

The threshold values a and b are assigned to give the desired Neyman-Pearson
probability of detection Pp and probability of false alarm Pp. Relationships be-
tween the thresholds and these probabilities are given by Wald’s approximations®

Pp
1-Pp
b ~ ln (1 — PF) . (2.49)

2.4.3 TST Design

Truncated Sequential Test (TST) is a hybrid of the above two tests. Specif-
ically, TST follows the rules of a sequential test with test statistic T, and with
thresholds a and b, but has the added feature of forcing a decision at time L
(if no decision has been made) by comparing the test statistic to a threshold r.
Symbolically,

2 a = Hl
foreachn< L, T, <b = Hg
' € (a,b) = take another sample
(2.50)
_ 2 7T = 1{1
but for n = L, TL{ <r = H,.

Two relations secure the specification of the TST parameters a, b, L, and 7.
If P; and Pp are the actual Neyman-Pearson probabilities for the TST, then
from Tantaratana and Poor!3

P < PFSS 4 pgPRT (2.51)

(1-Py) < (1-PF5%)+ (1~ P3PRT) (2.52)

where PS5 is the probability of false alarm for the TST, if L = oo, and PSPRT
is the false-alarm probability for the TST,ifa = —b = co. P§SS and PSPRT are
defined similarly. Thus the errors of the TST can be viewed as a mixture of the
errors of an FSS test with parameters L and 7 and an SPRT with parameters a
and b. These inequalities can be verified by viewing the ALLF T,, as a discrete
stochastic process with time index n and enumerating its sample paths. For
instance, a sample path leading to 2 false alarm must either cross threshold a
before threshold b and before time L or be greater than threshold r at time L.
Since these events also correspond to false alarms in either the FSS test part
or the SPRT part of the TST, the inequality (2.51) must follow.

The above inequalities can be used to specify a TST, whose actual error
probabilities Pg. and 1 — Pp, are less than any specified error probabilities Pp
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and 1 — Pp. Thus, the TST can be designed by partitioning the bounding
errors (1 — Pp) and Pr among the SPRT and FSS test parts of the TST and
then using the appropriate equation to compute the parameters L, 7, a, and b
for TST!3. Specifically, this partitioning is quantified with the introduction of
two constants, 0 < C) < 1 and 0 < C, <1, which are defined as TST mixture
constants, then

PESS = CyPp (2.53)
PEPET = (1-C\)Pr (2.54)
(1-P§S%) = Cy(1- Pp) (2.55)
(1~ PEPATY = (1-GCy)(1- Pp) (2.56)

for the error probabilities of the FSS test and SPRT parts of the TST. From the
above inequalities and (2.45), (2.46), (2.48), and (2.49), the TST parameters
are determined as follows:

2
[Vie=1(1 - PESS) - vie-1(1 - PESS)

L (2.57)
(M = Mo)*
T = ._E_[V%M Q—I(I_PF’SS)__v%’M 0-1(1_PFSS)
(Ml _ Mo) 0 1 F 1 0 D
(2.58)
PSPRT
1-— PSPR’I'
Note that (2.51) and (2.52) guarantee that the actual detection errors
Pr < Pr (2.61)
1-P, < 1-Pp. (2.62)

The mixture constants C; and C; reflect proportions of the FSS test and SPRT
parts of the TST since, if C, = C; = 1, a pure FSS test is defined, and if
C, = C; = 0, a pure SPRT is defined. Criteria for choostng the mixture
constants will be discussed in Section 2.6.

2.5 PERFORMANCE OF TESTS

The problem addressed by the preceding tests (the FSS test, the SPRT,
and the TST) is the detection of an FH waveform. The detection of the FH
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waveform is a prelude to other interception processes, such as feature detection,
channel tracking, and message extraction. Here the performance of the tests
in detecting an FH waveform with variable amplitude and in the presence of
white Gaussian noise is quantified.

The three tests were designed under the assumption of binary hypotheses.
These hypotheses are Hy (FH waveform is not present) and H, (FH waveform
is present and has SNR 7). Of concern here is the performance of the three
tests when the actual SNR 4’ of the FH waveform is more generally 0 < 4’ < v.
Two parameters characterize a test’s performance for a particular 4/. The
first, denoted by E(N/r,v), is the Average Sample Number (ASN) defined as
the average of the number of samples needed to reach a decision. The second
parameter, denoted by P;(r,v), is the Operating Characteristic (OC) defined
as the probability of declaring the absence of an FH waveform. Both the ASN
and OC are defined as functions of relative SNR r and the assumed SNR «.

2.5.1 Analysis of FSS Test

For the FSS test, the ASN is obviously L, while the OC can be determined
by approximating the ALLF at time L by a Gaussian random variable with the
same moments. This central-limit-theorem argument produces

Pyr,y)=¢ (T———IL—&)

2.63
A (2.63)

for the OC.

2.5.2 Analysis of SPRT

For the SPRT, the analysis is more difficult but can be approached as a
diffusion problem. Here we approximate the test statistic by a Wiener process.
Specifically, if T'(t) is a Wiener process with variance function V,t and mean
function M,t, then the ALLF, T,,, converges weakly to T(t) at integer times
t = n, provided n is sufficiently large. This last restriction is needed to ensure
that T;, has an approximate Gaussian density as implied by the central limit
theorem. In terms of the approximating Wiener process T(t), the problem of
finding the OC function is now the problem of finding the probability that T(¢)
will “touch” the lower threshold b before the upper threshold a. Likewise, the
problem of finding the ASN is now the problem of finding the average time
that 7'(¢) first “touches” either threshold (a or b). This time is also called the
average stopping time. Expressions for these quantities are given!!:12 as

6-254‘,'1 -1
J - M ~2a%4r Mr # 0
Py(r,y) = ea e By, (2.64)
Sy M, =0
1 GPo(T,7)+b[l—' Po(r)-Y)] M #0
Mr r
ENfry) = (2.65)
| _'\Z‘ Mr = 0
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2.5.3 Analysis of TST

The diffusion analysis technique also applies to the TST but is more in-
volved. The ASN is by Darling and Siegert!!

e o]
n —
E(N/ry)=A) (-1)"zBa€™*E 1) (2.66)
n=1 n
where
V,.w
A @—b? (2.67)
By = €%%n T _ et g, P10 (2.68)
a-—b a-b
M?  V.n?n?
E, = Zrg T _
= o, Y e (2.69)

The OC function is defined by Anderson!? as

T—LM,
Py(r, = ¢ ——m——
o(r,7) ( A )
_ i eZ%‘f[na—(n—-l)b]q’ (T = LM, - 2["“ - (n _ l)b])
n=1 v LV,
Moo ~ LM, - 2n(a—-1b)
ezﬁ,‘r n(a-b)g (T )
+ LY,

e HElnb-(n-1alg (2[nb —(n-1a]—7+ LM,)

vVIV;
_e¥Ent-a)g (2"(" —a) ;VT + LM') . (2.70)

Equations (2.63) through (2.70) represent a complete characterization of the
performance of the FSS test, the SPRT, and the TST.

The fact that the diffusion technique yields accurate expressions for the
ASN and OC functions will not be proved here but will be verified below by
computer simulation.

2.5.4 Numerical Results

The FSS test, the SPRT, and the TST were simulated by the computer to
verify the assumptions of the analysis and as an independent measure of the
relative performance of the three tests. The simulated detector consisted of 512
channels and each test was synthesized to ensure a probability of false alarm
Pr of no more than 1% and a probability of detection Pp of at least 99%.
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Here the fairly relaxed probability of false alarm of 1% was chosen in order
to limit the number of data needed for a decision. Under these specifications,
the simulation was run until 1,000 decisions were reached for each of 11 SNRs
evenly spaced between 0 and . The decisions that no FH waveform was present
were averaged to estimate the OC, while the number of observations taken to
reach a decision was averaged to estimate the ASN. Additionally, the standard
deviation of ASN average was measured to indicate the ASN estimation error.

Figure 2.2 and Figure 2.3 are, respectively, the ASNs by simulation and
by theory when the assumed SNR v = 1, while Figure 2.4 and Figure 2.5
are the corresponding curves for (y = 0.3). As predicted, the ASN is greatly
reduced, by about 57%, for the SPRT in the regions around ¥’ = 0 and ' = v.
These curves exemplify a general property of the SPRT: to perform very well
when the observation statistics are close to those assumed, but to exhibit a
degraded performance, often to the point of being worse than the FSS test,
when the observation statistics are different. In our context, this degradation
is evidenced by a large ASN for the SPRT, when the actual SNR 4’ is midway
between the two assumed values 0 and y. The TST reduces the ASN in this
mid-SNR region, as shown by the figures, but it does so at the expense of
performance in the regions around v’ = 0 and 4’ = 7. Despite this performance
loss, truncation is necessary for implementation reasons. It also will be shown
that the TST has the desirable property of having a higher detection probability
than the SPRT at small SNRs and that, through optimization of the mixture
constants, the TST can regain much of what it lost in ASN around ¥’ = 0 and
Y =7

Focusing on the OCs (Figures 2.6 and 2.7 for ¥ = 1, Figures 2.8 and 2.9
for v = 0.3),it is obvious that the FSS test has slightly higher probability of
detection for small SNRs while the SPRT has degraded performance in this
region. Notice that these test performances are reversed for SNRs close to 7.
The OCs also show that the TST’s actual detection errors, Pr and 1 — Pp, are
within 79% of their specified bounds, Pg and 1 — Pp,.

Throughout the analysis, various simplifying approximations were made
whose accuracies were hard to quantify, especially the Wiener process approx-
imations to the ALLF. Thus the computer simulation was compared quanti-
tatively to results predicted by theory as a validation of assumptions made.
Table 2.1 for ¥ = 1 and Table 2.2 for v = 0.3 show how well the simulation
of the three tests corresponds to the analysis. The quantity AASN is the nor-
malized difference between the theoretical ASN and the simulation ASN, where
the normalizing factor is the estimated standard deviation of the average used
to estimate the ASN. The AASN values show a good correspondence between
theory and simulation, since they are within two standard deviations 86% of
the time. The quantity AOC is the normalized difference between the theo-
retical OC and the simulation OC. Here the normalizing factor is the standard
deviation of the OC average, assuming that the theoretical OC value is correct.
In other words, the normalizing factor for a theoretical OC of Py(y’) and 1,000
simulation runs is doc = /Po(7')[1 = Po(7')]/1000. Here again, in Tables 2.1
and 2.7, a good correspondence between theory and simulation is apparent.

The purpose of the computer simulation was to validate the assumptions
made in the specification and analysis of the three tests: the FSS test, the
SPRT, and the TST. The accuracy with which the analysis predicts quantities
measured by simulation, as shown above, substantiates the assumptions made.
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Figure 2.2: ASN from Simulation versus SNR, y =1
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Figure 2.3: ASN from Theory versus SNR, vy =1
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Figure 2.4: ASN from Simulation versus SNR, ¥ = 0.3
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Figure 2.7: OC from Theory, y =1
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Figure 2.8: OC from Simulation, ¥ = 0.3
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Table 2.1: Comparison Between Theory and Siraulation for y=1

FSS test SPRT TST

y AASNTAOC|AASN]AOC|AASN]AOC
000 000 | 084 |-119 [-003 | -147 [ 003
010 ]| 000 | 1.1 |—048 | 2.77 | 076 | 203
020 | 000 | 045 |—105 | 192 |—184 | 1.02
030 ]| 000 | 018 | 116 |-0.09 | 1.19 [-0.18
040 || 000 |—025 | 109 | 089 | 020 [—0.40
050 ]| 0.00 | 073 | 060 | 083 | —064 | 153
060 | 000 | 022 | 023 | 002 | —0.4 |-0.15
070 ]| 000 | 037 [—147 | 164 | —2.35 | 3.20
080 ]| 000 |-216 | —094 | 2.35 | 076 | 117
090 ]| 000 [-133 |—138 | 083 |—188 | 1.02
100 | 000 |-084 | 116 | 3.50 | -138 | 1.29

Table 2.2: Comparison Between Theory and Simulation for 4=0.3

FSS test SPRT TST
y' [AASNJAOC[AASN[AOC]|AASN [AOC
000 | 000 [-071 |-192 | 002 [—104 | 2.09
0.03 ]| 000 |-073 | 032 |-175 | 138 |-2.i8
0.06 ] 000 | 034 | 159 [-082 | 071 |—1.03
0.09 [ 000 | 068 |—065 [-049 | 007 | 0.28
012 || 000 |-024 |—172 | 033 | —0.14 | 0.08
0.15 || 000 |-2.17 [—109 | 0.7 |-048 | 0.69
0.18 | 0.00 | 091 |—096 |-0.19 |—-232 | 0.6
021 )] 000 | 088 |—-104 |-183 |—249 |-1.93
0.24 ]| 000 | 056 | 098 | 0.09 | 078 | 043
027 | 000 |~0.18 | 179 | 202 | 170 | 268
030 || 0.00 |=030 | -070 | 167 | 063 | 0.20
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2.6 TEST EXTENSIONS

The analytical expressions for the ASN and the OC of the TST, (2.66 and
2.70), can be used to determine a TST with an optimum mixture of FSS and
SPRT parts. Specifically, the maximum ASN with respect to the SNR v’ varies
as a function of the mixture constants Cy and C,. This function is graphed in
Figure 2.10. The figure indicates that the optimal TST should have a greater
mix of SPRT than the value one-half used in Section 2.5, since the maximum
ASN of smallest value occurs for smaller values of the mixture constants Cy and
C,. The optimal mixture constants were found numerically to be C; = 0.286
and Cy = 0.284. The ASN and OC of the optimal TST are shown in Figures 2.11
and 2.12. It is interesting that, by minimizing the maximum ASN, the ASN in
the extreme regions about ¥’ = 0 and 7' = v is also reduced. This is believed
to be a consequence of the optimal TST having a greater SPRT mix than the
half-and-half arbitrarily picked for the Section 2.5 simulation and, therefore,
exhibiting properties closer to a pure SPRT. Of course, if the first TST was
specified to have a larger SPRT mix, then optimization would have increased
the ASN in the extreme regions. The optimal TST offers a good compromise
between the need to maximize the ASN performance in the extreme regions
and the need to minimize the maximum ASN.

Another extension to the previously described tests is the robustification of
the tests with respect to the assumed SNR y. This can be accomplished by
specifying the assumed SNR v as the worst case, and then choosing a corre-
sponding minimum probability of detection Pj, that is somewhat relaxed. This
procedure produces a test that adequately detects over a broader range of SNRs,
and it is a way to effectively use the smaller detection times of the SPRT and
TST. In this way, either a TST or an SPRT can be designed to adequately
detect over a broader range of SNRs than an FSS test with the same or greater
detection time,

The described tests also can be extended to the slow FH case. The detector
structure itself is optimal under the fast FH assumption but is also a reasonable
suboptimal structure for slow FH signals. This is especially true when there are
a large number of hops over a given detection time. Even though the detector
itself is suboptimal for slow FH, all the performance and design analysis devel-
oped for fast FH applies directly. This is because all design and performance
analysis depended only on the chip duration being known and the interference
being additive white Gaussian noise.

2.7 ASYMPTOTIC EFFICIENCIES

The previous analysis did not include the performance of the tests when the
assumed SNR v is small. This case will be examined here. Since the ASN and
OC are functions of both 4 and the actual SNR ¥’, the ASN and OC can be
recast as functions of ¥ and the relative SNR r = \/¥’/v. Test performance
in the dwindling SNR case is captured by the limit of the ASN and OC, as v
diminishes while r is held constant. For the OC, this is a finite limit, but the
ASN increases without bound. Thus, rather than comparing the ASNs directly,
the limit of the ASN times 42 is computed. In other words, a quantity, identified
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Figure 2.11: ASN of Optimal TST versus SPRT and half-mixed TST
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as the asymptotic ASN E(N/r), is defined as
E(N[r) = lirr},'yzS(N,’r,‘y). (2.71)
y—
The asymptotic ASN is useful because it preserves the relative efficiencies be-

tween the ASNs as 4 diminishes. For instance, consider the FSS test ASN,
EFSS(N/r,v), and the SPRT ASN, ESPRT(N/r v) and write

EFSS(N/ry) _ ETS(N/r)

N PR (N r) ~ 277 (/) (2.72)

where EFSS(N/r) and ESPRT(N/r) are the asymptotic ASNs of the FSS test
and SPRT, respectively. The asymptotic OC is simply defined as

Po(r) = lim Po(r,7). (2.73)

As an aid in evaluating these limits, asymptotic expressions for moments of
the single-epoch ALLF derived in Appendix 2.B are defined as follows:

M, = M.*+0(¥%) (2.714)

Ve = Veyi40(%) (2.75)
where

M, = K+2(r --) (2.76)

- K+2

Vo= e (2.77)

Throughout this discussion, the quantity O(y") represents any function, say
J(7), such that
¥ lin}) J(7) < oo. (2.78)
y—

The particular function represented by (O(7") is determined from the context
of the equation in which it appears.

To ease the expression of the asymptotic ASN and asymptotic OC, the vari-
ables L, 7, &, and b are defined. They will be labeled the asymptotic test
parameters. Depending on the test type, they have expressions that corre-
spond to that test type’s parameter equations, where M, is replaced with M,
and, likewise, V, is replaced with v, For instance, the FSS asymptotic test
parameters from (2.45) and (2.46) are

[Pde1(1 - Po) - Vo101 - pr)]
(Ml - Mﬂ)z

(2.79)

]

L*

S
I

Gy e AT Pr) = W Mo (1= o)

(2.80)
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By using the asymptotic expressions (2.74) and (2.75), we have proved that the
asymptotic ASN and OC of a particular test are exactly those of a test with the
corresponding asymptotic test parameters. For example, this fact and (2.63)
suggest that for the FSS test the asymptotic ASN is

ES(Ny =L (2.81)

while the FSS test’s asymptotic OC is

Po(r)=® (—-—- (2.82)

The ASN and OC for the three different tests are plotted and compared in
Figures 2.13 and 2.14. The relative relationship among the tests’ asymptotic
ASNs is almost exactly like that between the ASNs for vy = 1 and 4 = 0.3, shown
in Tigures 2.2 through 2.5. This indicates that the three tests have reached
their asymptotes, even for v = 1. This comment also applies to the OCs. The
usefulness of this asymptotic analysis, beyond verifying that the relationship
among tests remains the same for diminishing SNR, is that it simplifies the test
parameter relationships with respect to the parameters ¥ and r. Thus for each
test, we could choose parameters L = Zy‘z, r=7,a=a,and b= b and have
comparable performance for any small . This feature simplifies any adaptation
with respect to 4 that might be added to this detection scheme.

2.8 CONCLUSIONS

Methods for the sequential detection of noncoherent fast FH waveforms have
been developed. In the process, the FH waveform is modeled to have an in-
formation component that consisted of a series of chips with a known constant
epoch, where each chip frequency is one of a known ensemble of frequencies.
In the model, a particular chip frequency is independently determined by a
uniform random variable on the frequency ensemble. The FH waveform is as-
sumed to have an additive white-noise component. By assuming the modeled
FH waveform to be a known SNR, the optimal detector based on a single-epoch
observation (SELF) is developed using likelihood-function theory. SELF is the
sum of many nearly identical and nearly independent random variables and thus
has nearly Gaussian statistics. This central-limit argument allows a multi-epoch
collection of SELFs to be considered an equivalent set of Gaussian i.i.d. vari-
ables. From these simplified observations, a log-likelihood function (ALLF) is
computed that is asymptotic to the exact log-likelihood function as the number
of possible hop frequencies becomes large. The ALLF becomes the test statistic
on which three detection tests are based. The tests are the FSS test, SPRT,
and TST. These are defined to ensure that detection errors are below desired
levels. By modeling the ALLF as a Wiener process, diffusion theory yields the
performance of the three tests not only for an FH waveform of the assumed SNR
but also for all SNRs below the one assumed. This analysis compares favorably
with a computer simulation of the detector that validates the analysis. The
analysis also becomes a tool used to numerically optimize performance of the
TST, when the actual FH SNR deviates from that assumed. In order to study
the performance of tests synthesized by assuming an extremely small FH SNR,
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Figure 2.13: Asymptotic ASN of FSS Test, SPRT, and TST
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expressions for the asymptotic test efficiencies are computed. This asymptotic
analysis also yields simplified test parameter expressions applicable to the small
SNR case.

A significant feature of the SPRT exposed by the analysis is that, with the
same error probabilities, an FH waveform with a given SNR can be detected
in less than half the time of the corresponding FSS test. This reduction in
detection time is especially significant for Low Probability of Intercept (LPI)
applications in which the transmissions are purposely short. For the pure SPRT,
detection time increases whenever the observed SNR differs from that assumed
in the test’s synthesis. For SNRs midway between zero and the assumed value,
it is even comparable to the corresponding FSS test. The TST significantly
improves this anomaly while sacrificing little performance over that of the purely
sequential test, and what little performance is lost is largely regained by the
optimal TST. The decrease in the detection time of the sequential tests can
be used to robustify the test with respect to the input SNR, while maintaining
better performance than that of the non-robust FSS test. The simplified test
parameter expressions derived by asymptotic methods may be useful for any
schemes to adapt these tests for varying FH SNRs. The three tests and their
corresponding design and performance analysis also apply to the slow FH case.
‘The detector structure is suboptimal for slow FH but it is believed that the
performance loss is small, especially for detection times that include a large
number of hops.

It is apparent that other simplifications and extensions to these results are
possible. For instance, it is assurmed that the starting time and duration of the
chip epoch are known. This first restriction might be relaxed by redefining the
SELF to perform sliding window integration instead of the integrate-and-dump
operation now performed. This, of course, would degrade the detector’s per-
formance for some values of epoch starting time, but probably wo"ld exhibit
a better average performance. There are also possible simplifications to the
SELF to improve its implementability; for example, removal of the emphasiz-
ing function would make the detector structure suboptimal but probably still
asymptotically optimal for small assumed SNRs. Another simplification could
be coarse subband preselection, where the total spread-spectrum bandwidth is
subdivided into subbands, each containing a large number of chip frequencies.
An algorithm then could be used to select a subset of the subbands that most
likely would contain the intercepted signal. Detailed processing on these pres-
elected bands then could be done with the methods described in this chapter.

2.A DERIVATION OF SELF

Proceeding from Appendix B of Woodring,? the likelihood function, given
the carrier phase # and the channel k, the conditional likelihood function for
the ¢th epoch is

W+ )T,
A; (u/k.0) = e T fay " vWm o (2.83)
where E is the single-epoch energy of the FH signal, i.e.,
(i41)T»
E= 25 sin?(w;, t + 0)dt. (2.84)
iTa
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But
E =~ ST, for we, Th > 1 (2.85)

which, upon substitution into the conditional likelithood function (2.83) and
expanding (), yields

Ai (y/k,9) = €7@V Pusinf+Qucont) (2.86)
where
(14 1)T
Pe = t ¢ dt
k \/W/ y(t) coswy,
(i41)Ts (2.87)
= t tdt.
Qi \/N—o—/ (t) sinwy,
Taking expectations with respect to # defines
Aiw/k) 2 €4 [Aity/k,0)) (2.88)

which is the likelihood function conditional only on the channel. This expecta-
tion can be evaluated as
e-" 2%

em(Pg sinf84+Q, cosﬂ)de (289)
27 Jy

Eo [Ai(y/k,0)]

= &7 [T evEVEIRIsnetgy  (2.90)

2 Jy

where ¥ = Arg(P; + jQi). Now by the periodicity ~f the integrand

- pid 5
Eo [Ai(y/k,0)] = 6—277 i eV VPi+Qicosé gg (2.91)
= e (vE P+ Qi) (292)

by the identity
2n
Iy(a) = i/ el (2.93)
Vi 0
where I is the zeroth-order modified Bessel function of the first kind. Taking

expectations with respect to the channel k yields the single-epoch likelihood
function (SELF)

Ai(y) = & [Aily/R) (2.94)
. K-1
= %,_ S I (ﬁ‘?\/PE + oz) . (2.95)
k=0
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2.B ASYMPTOTIC EXPRESSIONS OF
THE ALLF MOMENTS

We want to examine the behavior of the ALLF moments when SNR v di-
minishes while the relative SNR r is held constant. The asymptotic expressions
derived here encapsulate this behavior. To derive asymptotic expressions for
the mean and variance of the ALLF, consider the mean and variance M, and
V, of the single-epoch ALLF only. To this end, it will be useful to derive asymp-
totic expression of two functions of the channel moments: p, /oy and 02/a?.
Starting with the first expression and substituting (2.21) and (2.22) forms

2 2
pi _ 15(2ry) (2.96)

o3~ [Io(2y) -1}
We will need a partial power series expansion of lo(z), i.e.,

2

L(z) =1+ -’;— + 2’ + O(z°). (2.97)

64
Here and throughout this discussion, the quantity O(z™) represents any func-
tion, say f(z), such that

z~" ll_r.r(l) flz) < 0. (2.98)

The particular function represented by O(z™) is determined from the context
of the equation in which it appears. With the above power series for Iy, (2.96)
becomes

L‘z _ [l+7‘27"+0(74)]2 (2.99)

of 12+ 574 +0(r°) .

1+2r2y° + O0(v*)

- 2.1
Y2+ 37+ 0(+°) (7190
= T2 - 1) 4 0(Y) (2.101)
= [+ (- Prrod)” (2.102)

thus

Hro_ v 4 (2~ Dy +003). (2.103)

ap

Now let us evaluate the second channel moment function. Using (2.21) and
(2.97) plus the power series for €%, after carrying out the multiplications we
get

= (I(2y) - 1] [% /, €~27<% % [ (4rysin i;i)d(» - 13(2r~,)] (2.104)

0

on| ﬂqw
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2 *
Tr 424 L4 N
ag‘[" + 7'+ 0(+%)] {”/0
.
l 1 -2 cos¢+ 277 cos? ¢ — 3ycos® ¢ + Zcos? 7 + O(2°) ] x
2.105)
[1 +4r2y2sin? £ + 4riytsint $ + 0(76)] dé (
_ [1 + 7‘2‘72 + %r474 + 0(76)]2 }
oz 24 1.4 syt ) L [T
S+t +000) S 1 [ 1= 20009
a5 T Jo
+ (4r2 sin® § + 2 cos? ¢) 2 - (Sr2 cosgsin? £ + 3 cos? ¢) 43
(2.106)

+ (% cos? ¢ + 8r2 cos? gsin® £ + 4rsin? %) 7+ 0(¢,7%) J d¢

- [1 +2r292 4 %,.474 + 0(76)] } )

Let f(#,7°) be the particular function represented by the symbol @(¢,~%) under
the integral, then

lim = [* 16,9 = [ myore) <o @a0)
70 0 0o 70

implying that [ f(#,7°) € O(7°). The interchange of the limit and integration
is justified as follows. The function f(¢,v®) inherits continuity on the compact
set {¢,7:4 €[0,7] and v € [0, 1]} from the integrand. Therefore, v~5 f(4,7%),
which has a finite limit at the origin, is also continuous on this compact set
and hence is bounded, say by B, on this set. The function B is integrable
on ¢ € [0, ), from which the interchange follows by the Lebesgue Dominated
Convergence theorem. The interchange implies that (2.106) can be integrated
term wise to yield

2

o; -1
o2 = P+ 4060
{14+ @2+ D72+ 2293 + (L + 2024 2r9)y* + O(1%)) (2.108)

_ [1 + 2'.272 + %’.474 + 0(76)]}

which simplifies to

=14 2r2y 4+ 2r29y2 4 O(9). (2.109)

SEAN

With these asymptotic expressions for y, /oo and v?/o?, we proceed with the
derivation of asymptotic expressions for the ALLF moments. The ALLF mean
is expressed in terms of the SELF moments as

1,V B}
M, =3ln V‘l’ +12ivol™ {(M, - M)’ Vi = [M, ~ M\ Vo + (Vi = Vi) v}
(2.110)
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The last three terms can be evaluated as follows:

[2V1Vo]_l {[Mr - M0]2 Vi - [M,- — M1]2 Vo + [V1 - Vo] Vr}
1 o217 B Ho : o}
= — |K -1 o § rr 20 - e 3
w[<-ed) (-5 [e- 3

_K [I‘_r_l‘_l]z+[1<_1+§] [:—z—l] } (2.111)

0o 0o 0 0
= % (K +2v+0(v?)]”" { [y + 03 [K + 0(1))

K[ = )7+ 06"

+[K +2rfy + 0(9?)] (27 + 292 + O(73)] } (2.112)

7 (1\'+22 K -4

= 2 3
I + K" + Ve )7 + O(+9). (2.113)

Now for the final term. We will need the following power series expansion for

In(z)

2

Inl+z)=2- %—-}-0(13) (2.114)
1 Vo _ 1 1 1 o?
2'"(%) = g [“X*E?g] (2.115)
= —lln[l+—2— + 24200 2.116
= -5 YRy o0 (2.116)
¥ 1 1
= -5+ (7\,—2—?) 72+ 0(+%) (2.117)
combining (2.113) and (2.117)

K+2 1

M, =~ (r2 - 5) v + O(73). (2.118)

Now to proceed with the variance

v?(l 1)2 Kl 1) M, Mo\1?
Vi=-L (-] +|l=-F M,+(————°) " .
2 \Vu W Voo Wi Wi Vo v (2.119)
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The first term can be evaluated as

2
o} 1L
Vf(i_l P LﬁlHK H”g]- (2.120)
2\ W B .

1 [prroad) K +om
= 2K2{ K100 } (2.121)

2 2
2 +0(). (2.122)

The second term of (2.119)

1 1 M, M\1?
[(VO“VI)M"*(VI‘%)]V'

2
I[K_H%] o} po | M pi pmooi])’
4 o9 0o

0 o0 00 0h

i
(2.123)
_ 1 [K+0()] 2 .
T KZK+0()P {[27”" +0(+®)] [Ky™' +0()] (2.124)

+ K[+ 5r+0(7%)]

2
K - by 007 [1+ 27427 400)) |

1 [K+0(1)]
K?[K + O(y)]

{ 2K + 2Ky +O())]| + K [-2-7+ o)) }2 (2.125)

72 3
=% +0(7%). (2.126)
Combining (2.122) and (2.126) yields
K+2
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Summarizing these results

_ K+2/( 5, 1) 2 3
M. = =% (r 2) +0(+%) (2.128)
V. = i‘—l\#f +0(r). (2.129)
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CHAPTER 3

OPTIMAL INTERCEPTION VIA A
COMPRESSIVE RECEIVER

3.1 INTRODUCTION

The goal of the intercept receiver is to detect deceptive electromagnetic
sources and follow up by extracting waveform features for use in the jamming
or exploitation of that source. With the advent of frequency-hopped and other
spread-spectrum signals, the search bandwidth that assures a reasonable proba-
bility of intercept is increased greatly with a corresponding increase in the com-
plexity of the intercept problem. For these cases, wideband interceptors prove
unacceptable, while high-performing channelized interceptors prove virtually
unimplementable. The compressive receiver, which simultaneously estimates
frequency components over a wide, set band, has promise as an interceptor
with both the simplicity of a wideband device and the performance of the chan-
nelized device.

The lit- rature is rich!-2:16:17.7 with intercept methods for frequency-hopped
waveforr  There are also some analyses of the detection performance of the
compressive receiver.'®:1° J[owever, very little has been written on the appli-
cation of the compressive receiver to the interception of spread-spectrum sig-
nals (Milstein and Li?® is an exception) and even less on the interception of
frequency-hopped waveforms. To fill the void, this chapter fully develops an
optimal and a simplified suboptimal method for the detection of frequency-
hopped waveforms. The chapter further exhibits a structure for hop frequency
estimation.

The chapter models the compressive-receiver input as consisting of either
stationary Gaussian noise of known autocorrelation or aoise plus a hopped
signal of known hop epoch, unknown phase, and energy above a minimum de-
tectable level. Approximate transfer relationships for signal and noise are de-

18 A, Polydoros, J.K. Holmes and K.T. Woo, “Advanced LPI Intercept Detector Research”,
Technical Report No. R8511-3, Axiomatix, Los Angeles, Calif., November 13, 1985.

7W E. Snelling and E.A. Geraniotis, “Sequential Detection of Unknown, Fast Frequency-
Hopped Waveforms”, IEEE J. Select. Areas Commun., vol. 7, no. 4, pp. 602-617, May
1989.

18K D. Breuer, J.J Whelehan, and K. Ross, “Compressive Receivers Applied to ESM System
Design”, MSN Microwave Syst. News & Commun. Techno., vol. 16, no. 11, pp. 66-68,
70, 72, 74-75, Oct. 1986.

198 K. Harms and D.R. Hummels, “Calculation of Detection Probability for Frequency Com-
pressive Receivers”, IEEE Trans. Aerospace and Electronic Systems, vol. AES-21, pp.
106-116, January 1985.

20K H. Li and L.B. Milstein, “On the Use of a Compressive Receiver for Signal Detection”,
to be published in IEEE Trans. Commun.
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veloped separately and used to translate the detection problem to an equivalent
one on the compressive-receiver output. Likelihood function theory is applied
to the equivalent problem and yields a locally optimal (i.e. optimal for small
signal-to-noise ratio) detector. The locally optimal detector has an unwieldy
structure that defeats the motivation of using a compressive receiver: that of
simplicity plus high performance. Therefore, a time-multiplexed detector is de-
veloped that, at the expense of duty cycle, can achieve performance as close to
optimal as desired. Asymptotic statistics of the detector’s output are derived
and used to quantify performance. A hop frequency estimator is presented and
its probability of track estimated.

3.2 PRELIMINARIES

Several areas need elucidation before a useful interceptor can be developed,
in particular, a precise statistical model of the compressive-receiver input and a
precise model of the compressive receiver itself. In order to statistically model
the compressive-receiver output, transfer relationships are needed for both the
noise and signal.

3.2.1 Input Signal Model

The signal model is for a composite hypothesis problem. Specifically, given
the observation y(t), the problem is one of choosing between Hy, which is the
hypothesis that an FH waveform is not present, and H,, which is the hypothesis
that an FH waveform is present with an SNR 4’ greater than some minimum
SNR. «. Exactly, the model is

versus Ho: wlt) = nlt) (3.1)
Hyooy(t) = s(t)+n(t) <7
where the frequency-hopped signal s(¢) is given by (1.1} and n(?) is station-
ary, colored Gaussian noise with variance ¢? and with autocorrelation function
o2 Ri(t). The hypothesized SNR 4/ is related to the other model parameters by
v’ = §'Ty/0?, wkile similarly the minimum SNR y = ST, /0?.

Significantly, the signal model allows for colored noise and is, therefore,
quite general. Note that the model assumes that all signal parameters except
amplitude and hop frequency are known.

3.2.2 Receiver Model

Figure 3.1 blocks out the compressive-receiver model. The compressive re-
ceiver mixes the input signal y;(t) with a linearly frequency-modulated signal

a(t) = cos(wot — At?) 0<t<T, (3.2)

that scans downward in frequency from wq to wy — 2(37,. Here T, is the scan
time. The scanned waveform is input to a pulse compression filter, hence, the
name compressive receiver. The filter has impulse response

h(t) = cos(wot + At%) w(?) 0<t<T, (3.3)
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yo(tL

‘L

h(t)

Figure 3.1: Block Diagram of Compressive Receiver Model

where w(t) is a weighting function used to minimize energy spillover between
signals of different frequencies. The output of the compressive receiver now
follows as

T
w(t) = / o(t — )yt —r)h(r)ydr T <t<T, (3.4)
= zo(t) + n,(t) (3.5)
where
T
z,(t) = / a(t — r)zi(t — T)h(r) dr T.<t<7T, (3.6)
0
T.
n,(t) 2 / a(t — r)ni(t — T)h(r) dr T.<t<T,. (3.7
0

3.2.3 Output due to Signal

Using (3.2), (3.3), and the commuted version of (3.7), the output of the
compressive receiver can be expressed as

z,(l) = ./:-T z(7) cos(wor — B7%) cos [wolt — 7) + B(t - T)Z] w(t—r7)dr (3.8)

whenever T, < t < 7T,. Trigonometric manipulation leads to
1 t
z,(t) = 3 cos(wot + ﬂtz)/ z(r) cos(2BtT)w(t — r) dr
t-T,

t
+ %sin(uot + ﬂtz)/ z(7r)sin(28tr)w(t — 7) dr + ¢. (3.9)
t-T.
Application of Lemma 2 shows that error term

PP
le] € 2= (3.10)

="
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where P, is the positive variation of the window w(¢) on t € [0,T¢] and where
P; is the positive variation of the input z(t) on t € {0,7,]. The definition of
positive variation appears as Definition 1 in Appendix 3.B.

The error bound has special meaning when X (t) is a sine wave of angular
frequency w. In this case, P, ~ wT. /7 < 28T,T. /7 and hence

o < 22D Te (3.11)

%)

which is very small for typical values of wy, T¢, T;, and 3.
3.2.4 Output due to Noise

As shown in Appendix 3.A (3.95 and 3.99), the normalized autocorrelation
(divided by o?) of the compressive-receiver output is

T,
R,(t,d) = é/T Ri(u, —d){

2Tt:"ull
/l cos [(wo — 20t + Buz)(u1 — )] cos [(wo + Buz)ui]

uyf

w(ug-;ul)w(ug;ux) dug}du1+c. (3.12)

The error term ¢ is bounded as

1

le] < §P,3 BT. (3.13)

where . ] 9 9

+ 3.14
20T, * 2ug 29T, oo —0gy T m—pr. M)
with P, being the positive variation of w(¢) defined by Definition 1 in Appendix
3.B.

Under typical operating constraints, the error bound can be simplified fur-
ther. The term 23(T, — T.) represents the total frequency spanned by the
compressive filter, which is very large (typically on the order of megahertz).
Additionally, the frequency wp is usually in the tens to hundreds of megahertz
range, hence wg 3» 106, These two facts, along with the fact that the scan time
is typically twice the compression time (i.e. T, = 2T,), imply that B < 1/8T..
Under these assumptions, the error is bounded as

B =

I < 575 (3.15)

Of interest are special cases of the autocorrelation. When the input noise is
white, meaning® that o2 R;(t) = 6(t)Ny/2, then the output noise is stationary

*Since the variance of a white noise process is undefined, arbitrarily let 0‘2 = Np where
No is the single-sided spectral density of the white noise process. This choice make the
signal-to-noise ratio, v, consistent with other definitions in the literature.
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and has autocorrelation

1 ﬂc"ldl d _ d
Ry(d) = I_G/M cos [|d](wo + Buz)] w (““2" ') w<“’ 2' ') duy

(3.16)

whenever |d| < T, otherwise R,(d) = 0. If the window function w is rectangu-

lar, then

1 sin [B|d|(T.
R,(d) =

D=8

whenever |d| < T, otherwise R,(d) = 0. Regressing to the case of general
stationary noise but now considering only rectangular windows,

—19D] o (1di(wo + BT)] (3.17)

T
R(t,d) = % R = gl ) duy (3.18)

where

sin [(8d — 28w )(T. — |w1))]
(8d — 2Bu,)

g(ulytydv) =

x cos [wod + 20t(u; — d) — 2wouy + (Bd — 2Bu,)T]

. .
sin f@d(?ﬁ"cd Jui ) cos [wod + 26t(u; ~ d) + BdT.). (3.19)

3.3 LOCALLY OPTIMAL DETECTOR

We aim to develop a locally optimal detector of frequency-hopped wave-
forms based on a compressive-receiver output. Keying on the fact that the
optimal detector of frequency-hopped waveforms integrates coherently over a
single hop period,!” we conjecture that an optimally configured compressive
receiver should integrate over a period commensurate with the hop epoch Tj.
But because we are also interested in the detector’s performance in estimating
the hop frequency, we want to eliminate interference from adjacent hops. We
thus choose T, = T}, and assume that the compressive receiver is synchronized
to frequency hops. This is not a realistic assumption in the pure detection
problem but it will lead to an optimal detector whose performance degrades
gracefully upon relaxing this assumption.

Because the interfering noise is typically of much larger bandwidth than the
hop rate, the correlation between hops is negligible and so the optimal multi-
hop detection statistic is simply the sum of the optimal single-hop detection
statistics. We thus confine ourselves to the problem of using the compressive
receiver to optimally detect, given an observation period of T,, a sine wave of
unknown amplitude and phase and whose frequency is one of the known hop
frequencies.

Based on thc above assumptions, the detection problem is now

A xzi(t) = ni(1)

Hy oo zilt) \/2—§sin(wkt +8) + ni(t) (320)

versus
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for y < 9’ and T, < t < T,. The parameters 8, v, 7', wi, and n;(t) are as
defined in Section 3.2.1.

By using the results in Sections 3.2.3 and 3.2.4, the detection problem based
on the output of the compressive receiver is

Ho: z,(t) = n,t)
Hy o ozo(t) = V2S'cosf y(t,we) + V2S'sind y,(t,wi) + no(t)

versus

(3.21)

for v < ¥’ and T, <t < T, and where n,(t) is stationary, colored Gaussian
noise with autocorrelation function R,(t) as defined by (3.12} and

!
Ye(t,wi) 4 %cos(wot + ﬂt"’)/ cos{wy T) cos(20tr)w(t — ) dr
-T.
¢
+ %sin(wot + ﬂtz)/ cos(we T)sin(23tr)w(t — 1) dr
t-T,
(3.22)
¢
ys(t,we) 4 -21—cos(wot + ﬁt2)/ sin{w; T) cos(20tr)w(t — 7) dr
t-T,

t
+ %sin(wgt + ﬂt;’)/ sin{wy 7) sin(20t ryw(t — 1) dr.
t-T.

(3.23)

From Van Trees?!, the conditional log-likelihood function for this problem be-
comes

InAlz,(t)/we,6,7] =

Tn
M 2T cosB/ zo(7)g( -ru,,)dr+” sm(?/ Zo(T)gs(T, wi) d7—

27;-/ [cosB y.(T,we) + 8in B y,(7,ws)]) [cos B g.(T,we) +sinb g,(7,w;)] dr
T.

(3.24)

where the functions g.(t,w) and g,(t,w;) are respectively defined by the inte-
gral equations

Tl
/ R, [T+t,r—t] ge(T,wy) dr
T, 2

T, t
/ R,,[T; ,r—l] 9,(7wp) dr

21H L. van Trees, Detection, Estimation, and Modulation Theory, Part I, Wiley, New York,
1968.

yc(t,wk) (325)

Ys (t;wk) (326)
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for T. <t < T,. Since we are interested in a locally optimal test (i.e. small 7),
we neglect the last term of (3.24) and say

InAz,(t)/we,8,7] =

2y cosG/T. (7) dr + i sinB/T.z(r) (7 wi) dr
U?Th - X, Tgc(‘l’,wk) T d?Th T o\T )G, \T, Wi .

(3.27)
Averaging this approximate likelihood ratio over 8 and w; yields
K 2y T,
Alen(0/21= Yl [ 5 [ 216 ] (3.28)

where ] is the modified Bessel function of the first kind and zero order and
where the complex-valued function Gi(t) is defined as

Gr(1) 2 go(t,wp) + i gu(t,wy). (3.29)
Consider again the small v case and note that Iy(z) ~ 1 + z2/4 for small z.
Conjure (3.28) into a locally optimal statistic

K 2

1
r=ord

k=1

(3.30)

Tl
/ zo(7)Gr(7) dT
7.

where the scale factor 1/027) is added for convenience in future analyses. Fig-
ure 3.2 blocks out (3.30). To complete the detector, I' is compared against a
threshold v, whose value determines the probability of false alarm Pp. (Sec-
tion 3.5 shows the exact relationship between v and Pr.) The statistic v being
locally optimal will, for small signal-to-noise ratios, yield the greatest possible
probability of detection, hence it is locally the most powerful test in terms of
signal-to-noise ratio.

3.4 TIME-MULTIPLEXED DETECTOR

The locally optimal detector of the last section efficiently detects frequency-
hopping waveforms. As will be shown, it rivals the optimal detector that directly
observes the original time waveform. Unfortunately, it also rivals the optimal
detector in implementation complexity and thus undermines the attractive sim-
plicity of the compressive receiver. In this section, we construct a detector based
on the locally optimal detector that maintains simplicity of implementation for
a small performance cost.

The time-multiplexed detector depicted in Figure 3.3 is both efficient and
simple. The detector consists of a complex filter whose impulse response Gg(t)
is constructed from the pseudo-signals G(t) by the equation

K
Gg(t) =Y _G; [T, -t + (j ~ )AT). (3.31)

J=1
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Figure 3.2: Locally Optimal Single-Epoch Detector
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Figure 3.3: Time-Multiplexed Detector
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The envelope of the filter’s squared output is then sampled at times,
t=T,+(k—-1)AT fork=1,---,K (3.32)

then summed and scaled by 1/027}, to produce the test statistic T.Itis easily
shown that

K T 2
~ 1 .
r= 7T, kz::l /T 2,(T)Gg [T, + (k — 1)AT — 7] dr (3.33)
which by defining
Gut) 2 G [T, -t + (k- 1)AT)] for T.<t<T, (3.34)
yields the alternate expression
~ 1 KT R 2
T= U—QT—h; /T z,(1)Gi(7) dr (3.35)
Note that (3.31) transforms (3.34) to
. K
Gr() =) G, (i - b)AT + 1] (3.36)

=1

which, for AT > T, — T,, implies ak(t) = Gi(t), since the Gjs are zero outside
the range T, < t < T,. Hence the time-multiplexed detector is equivalent to
locally optimal detector for this choice of AT. We aim to show that AT can
be made significantly smaller for a small performance cost, thus concluding
that the time-multiplexed detector captures most of the detectability of the
locally optimal detector but maintains the simplicity of the compressive-receiver
configuiation.

3.5 DETECTOR PERFORMANCE
ANALYSIS

In both the locally optimal detector and the time-multiplexed detector, the
test statistic is the sum of squares of a large number of weakly correlated random
variables. Namely, for the locally optimal detector,

2K
r= Z(f (3.37)
Jj=1

where

z,(T)hi(T) dr (3.38)

T,
¢ & __1_/
! \/UET;, Te

and where h;(t) is defined as below with 1 < m < K,

h?m—-l(t) = gc(‘vwm) (339)
hom(t) = go{t,wm). (3.40)
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Similarily for the time-multiplexed detector, the test is

- 2K ~
=Y ¢; (3.41)
Jj=1
where
ia ! /T' (r)h; (r) dr (3.42)
P = z,(T)h; .
! \/U?Th T J
and for 1 <m < K,
=~ A .
hom_1(t) =  G(t,wm) (3.43)
7 A A
2m(t) = ga(t'wm)~ (3'44)

Here, §.(t,wm) 2 ® [6,,.(:)] and §,(t,wm) 2 & [ém(t)]. In the analysis to fol-
low, the hat notation will be dropped since the results apply to each detector
in the same way. In other words, to get the result for the time-multiplexed
detector, add hats to the appropriate variables.

Bocausce the test statistic is the sum of a large number of weakly corre-
lated random variables, there is reason to believe, despite the correlation, that
the statistic has approximately Gaussian distribution. We proceed under this
assumption with justification to follow later. To specify the asymptotic dis-
tribution of I', we need its mean and variance under the signal-present and
signal-absent hypotheses. For this purpose, define z;(¢), 1 < j < 2K, as

2am-1(t) = ye(t,wm) (3.45)

m(t) = Ys(t,wm) (3'46)

with m ranging between 1 and K, while z;(1), for 1 < j < 2K, is defined as

T,
Zam-1(t) = / R, [t ; T,t - r] g.(t,wm) dr (3.47)
_ T. t+r7
Zm(t) = / R, [ 5 b~ r] gs(t,we) dr (3.48)

with m also ranging between 1 and K. For the same reason as above, we define
the time cross correlations

1T

Emn = _7_1;/7‘: zm(T)ho(T) dT (3.49)
T,

bmn = %/T Em(T)he (1) dr (3.50)

<

for 1 < m,n < K. (For the locally optimal detector case, note that Ej,l: =& k)
Assume now that the signal is at frequency w;. Then

e = 2y cosB €y—1k + V27 sin6 Eay e + i (3.51)
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where the random variable 6 is uniformly distributed on [0,2x] and the ;s are
zero-mean Gaussian with covariances £(n;m) = §;,&- From (3.132) in Appendix

3.C

pep 2 ECR ) = 7V (Eh ke + Ee) +an (3.52)
When averaged over | and summed over k, the mean of T is
, 2K 2K
My = —ZZ£,,,+ZEH (3.53)
k=11=1

Use (3.51) and (3.136) to construct the covariance between the jth and kth
terms of I' when the signal is at frequency w;. The result is

(=) ')2
vient = 2v)? €y €y Eaimrk Ene + —5— €3 15 &k
(r')? Y)? (r')?
+ 5 §1; e~ (—5‘)— i1 e ~ - E%l,j i 1k
+ A7y €1 ki + 47 € €2 66k + 2 & (3.54)

which upon averaging over [ and summing over j and k, becomes

2 2K 2K
Vy = (2&71 1. €21y Eairk Eark
j=lk=11=1
1 1
-3 53.1-1,,' i - 3 51 fgl—l,lc)
Ly 2K 2K 2K 2K 2K
+ = ‘51161k+461161kfjk +2 &
] j=lk= - 2 I=lk=1

(3.55)

Of course, for the signal-not-present case, the mean and variance are simply
(3.53) and (3.53) with the signal-to-noise ratio 4’ = 0.

Since the test statistic I' has an approximately Gaussian distribution, the
threshold v and probability of detection Pp, for a given probability of false
alarm, follow as

v= Ve (1 = Pr) + Mg (3.56)
and
VVd (1 = Pp)y— My + M
Pe =1 _cp( b | cz) ailas °> (3.57)
7I

where ®(r) is the distribution function of the standard Gaussian.
We now justify the above use of the central limit theorem. First let,

El.l él.'zK

He

(3.58)

Sk o Eokok
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which is the covariance matrix of the (;s, and
Ex_1,1c080 + €21y sind
Eyy 2 : (3.59)
Ea_1,25 cos O + Eoy,2K sind

which are 1/1/27" times the means of the (;s under the condition that the signal
has phase # and frequency w;. We note that, since X is nonnegative definite

. . . 1 T 1
and symmetric, there exists a square-root matrix 5% such that £7 5% = ¥.
. . L ~T -1 g1
Consider also the diagonalization of ¥ 557235 = TTAT where

A 0 - 0
A= ) ) ) ) (3.60)
0 0 - Jok

is the matrix of eigenvalues of ¥ and T is an orthogonal matrix of eigenvectors.
Use the above diagonalization and X% to rewrite the test statistic as

r= (G ¥ \/§7M9_,)T A(G+ 2y Myy) (3.61)

where
gi
G = : (3.62)

g2
with {g;} independent, zero mean, unity variance, and Gaussian and where
my e,
My, 2 ; =TTE E,,. (3.63)

Mp g,

The test statistic I' is now the sum of squares of independent Gaussian variables.
Through application of the Berry-Esseén Theorem,?? I', conditioned on # and {,
is approximately Gaussian distributed with an error no more than 4c/o where

487,"1'-2'0‘1 + 7

¢ = T Neym, 12 (3:64)
2K
o2 = Y A(8y'ml,; +2). (3.65)

i=1

If this error bound is small, a fact that must be established numerically, then
the CLT applies uniformly to the conditional distribution of I'. If, in addition,
the overall mean M, and variance V, remain essentially constant with respect

22A. Papoulis, Probability, Random Variables, and Stochastic Processes, Second Edition,
McGraw-Hill, New York, 1984.
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to ! and 9, then the CLT applies to the unconditional distribution of ' as well.
This fact must also be established numerically.

The above analysis using the asymptotic distribution of I' is supplemented
with upper- and lower-bounding distributions. Specifically,

1-Qx [V27Iemax,‘/:\i“] SPI‘[FSa]Sl“QK [V27'emin;"xa__']

(3.66)

where Anax, Amin are respectively the maximum and minimum eigenvalues of
the covariance ¥ and where egax, €min are respectively the maximum and
minimum over all eigenvalues of the matrices

B, 2ATxA, 1<I<K (3.67)
with
Ea-11 &
A, 2 : : (3.68)
Sau-12k  &ai2K
and finally where Q,, is the generalized Marcum @Q-function defined as
o0 m=~1 P
Qmla, B) 2 / e (2)7 e ¥, (o) da. (3.69)
3 (s 4

Of interest is that the upper bound equals the lower bound only when the
channel outputs are i.i.d. and the sum of the square magnitude of the signal
component across the channels is independent of signal phase. In a sense, the
bounds give an indication of how well the detector fits the i.i.d. assumption,
since the upper bound corresponds to the detector distribution under the i.i.d.
and phase independence assumptions, but with an increased noise level, while
the lower bound has the same interpretation, but with a decreased noise level.
These bounds, when averaged, approximate the detector distribution, the use-
fulness of which will be studied and compared with the asymptotic distribution
in Section 3.7.

3.6 HOP FREQUENCY ESTIMATOR

The time-multiplexed detector can be modified to estimate hop frequency
as depicted in Figure 3.4. Here, instead of accumulating samples of the square
envelope, the maximum sample is found as

(G”") = 1?1?(1\' ‘Gg"". (370)
Then wy, is declared the hop frequency estimate.

We need the performance of this maximum likelihood estimator. For this
purpose, the probability of track Pr is defined as the probability that, given
the presence of a signal, the hop estimate matches the actual hop frequency.
Because of the lack of symmetry and independence between the squared enve-
lope samples, an exact expression of Pr that is also computable is very difficult
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Figure 3.4: Hop Frequency Estimator

to find, although it can be expressed as a K-dimensional integral. We will be
satisfied to tightly bound Pr when it is large. The results will be accurate
under the useful operating conditions of the estimator.

Proceeding in this fashion, we will need to define the distribution function
of each sample

Fie(z) 2 Pr(|Gi]? < 2) (3.71)

and note that its density fi(x) exists and will be computed exactly later. Now
suppose the signal is at hop [; then the probability that |G|? is between z
and z + Az is approximately fi(z)Az and, given that it is between these two
numbers, the probability that it is the maximum, hence correctly chosen, is
approximately

x

T(z) 2P ﬂ (IGe < )| - (3.72)
PEi
Therefore, upon letting Az — 0 and averaging over [,

= —Z [ s@ma (3.73)

In order to produce the promised bounds on Pr, we will need to produce
bounds on Tj(z). Using De Morgan’s law,

K
Ti(z) = 1-Pr U (1Ge* > (3.74)
o
= 1= > P+ > Plx)+ - (3.75)
singles pairs

~ 1 ~

where P,(z) is the probability that a single sample exceeds z and, similarly,
Py(z) is the probability that both of a given pair of samples exceed z. The
above expression is useful, because, for the case of large z, the events that
samples other than the lth exceed z are approximately disjoint. In this case,
the first two terms of the series accurately approximate T;(z). With enough
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terms, this series can determine Tj(z) to any desired degree of accuracy and,
being alternating, implies bounds on Tj(z) since the series out to positive terms
is above the actual probability and, similarly, the series out to negative terms
is below. We will use the first three terms of the series in just this way along

with (3.71) to write
b(z) < Ti(z) < bi(2) + ()

where

]

K
bi(z) 1- Y [1- F(2)]
k

£
K K
E:(-’B) = Z Z {l—ma-x[Fk(I)vFJ(z)]}

Equations (3.73) and (3.76) now determine

1 & ™
Pr > R—E/o fi{z) max [b(z),0] dz

1 & e - p
Pr < E§/o fi(z) min [b(z) + €(z), 1] dz

(3.76)

(3.77)

(3.78)

(3.79)

(3.80)

which, along with explicit expressions for fi(z) and Fi(z) below, complete the

performance analysis of the hop estimator:

1 VT op2x p2x T w1
z) = ~ r _%(Z—M) ) (Z_M) r .
Fle) = o /0 /0 /0 e dedidr  (3.81)

where B .
5 52_1—1'21:-1 52_1-1,21:
Ean 2k -1 Ea1,2k
and
rCcos
zz[ ,‘”]
rsin ¢
and

M = /2y [
following upon differentiation is

LT ey -My B (Y M)
o) = oy /0 /0 e dédo

€a1-12k—1 o584+ Exr9k_y sin b }

Ea1-1,26 cosO + Egy 0k sind

where

y = { VZ cos ¢ ] .
VZsing

7

(3.82)

(3.83)

(3.84)

(3.85)

(3.86)
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3.7 PERFORMANCE COMPARISONS

This section graphically compares the performance of the locally optimal
detector, based on the compressive-receiver output, to that of the optimal de-
tector, based on receiver input. Also evaluated is the performance of the time-
multiplexed detector as a function of the sampling AT

The parameters chosen to make comparisons are: T, = 50 us, 7, = 1000
ps, wo = 27 x 40 Mhz, the minimum hop frequency equals 2 Mhz and the
maximum hop frequency equals 4 Mhz, 100 hop frequencies, and a hop rate of
20 Khops/sec.

Figure 3.5 shows how the locally optimal detector compares with the opti-
mal detector based on the original observations. As expected, for low SNRs the
locally optimal and the optimal compare favorably. On the other hand, there
is about a 3 db difference between the performances in the high region. Two
factors are responsible. One is that the analysis of the optimal receiver used the
CLT, a poor model when one channel dominates as in the high SNR case. It
is, in fact, optimistic. Another, as explained later, is a modeling phenomenon
that can account for up to 3-db error between predicted and actual perfor-
mances. Also note how the distribution bounds are pessimistic relative to the
CLT analysis. This also may be due to the inappropriateness of the CLT when
one channel dominates.

Figure 3.6 shows how performance degrades immediately as AT becomes
less than the compression time T,. This indicates that any tradeoff between
performance and duty cycle would not be worth the degradation.

Figure 3.7 differs from the previous case in that the noise is bandpass instead
of white. It has the same general character as far as the degradation with respect
to AT but is approximately 3 db better. This is not an actual performance
difference but a modeling phenomenon. As far as noise analysis is concerned,
the compressive receiver is a mixer followed by a narrow bandpass filter. If the
input noise is white, there will be uncorrelated noise contributions from the
sum and difference frequencies produced by the mixer, hence the 3 db. A more
realistic scenario has noise of uniform spectral density across the analysis band
of the compressive receiver. In this case, the sum contribution is filtered out.
This reasoning also explains the difference between the optimal and the locally
optimal detectors.
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Figure 3.5: Performance of Locally Optimal, Compressive Receiver-Based De-
tector versus Optimal Detector Based on Direct Observations
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Figure 3.6: Performance of Locally Optimal Detector Compared with Time-
Multiplexed Detector, White-Noise Case
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3.8 CONCLUSIONS

Presented were two detectors of frequency-hopped waveforms based on the
compressive recetver. The first was developed by applying the likelihood-ratio
theory to the observed compressive-receiver output and yielded a locally op-
timal (low-SNR) detector. The second, motivated by the simplicity of imple-
mentation, was a time-multiplexed version of the first that, through the choice
of a parameter, either could, at the expense of a low duty cycle, achieve the
detectability of the first or, at the expense of degraded performance, achieve
higher duty cycles. The second detector was modified into a maximum likeli-
hood estimator of hop frequency. Performance of both detectors and the hop
frequency estimator were analyzed and compared.

The compressive receiver fulfills its promise as a simple, yet high-performing
interceptor. The performance of the locally optimal detector shows that rela-
tively little detectability is Jost in the compressive-receiver processing. Most of
the discrepancy is due to the difference in coherent integration time (one-half for
the parameters used). Furthermore, for a small performance cost, the simplicity
of the compressive-receiver approach can be retained by the time-multiplexed
detector. The hop frequency estimator again compares favorably with the cor-
responding device that used raw input instead of compressive-receiver output.

3.A DERIVATION OF
COMPRESSIVE-RECEIVER
AUTOCORRELATION

The normalized autocorrelation of the compressive-receiver output is defined

to be J y
R,(t,d) = %E [no (t + 5) n, (t - 5)] (3.87)

]
under the restrictions that
T.<t<T, (3.88)
and 4
'—2-| < min(t =T, Ty — t). (3.89)

Substitute the expression for the output noise, (3.7), interchange expectations
and integration, and use the definition of the normalized input correlation;

Ri(r) = Eni(t)ni(t + 7))/ a2, to get

1 Te Te
Ro(t,d) = ;?A /0 R,'(Tl - Ty — d)

2]
cos (wo (t + g - n) - (l+ ; - n) cos [wory + Bri] w(n)

o4

[ d d 27
CO8 |Wwo (t - 5 - T2> - ﬂ (l - = T2> cOos [WQTQ + HT22] w(Tg) dTg dTl.
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Table 3.1: Coefficients of (3.94)

A 8; 1 wj [6 1

1 wot — 2012 — gdz + Bdu, 20t 0
2| —wot+20 + L2 — g, 4 pud %wo—26t | 8
3 —(wo — 26t)(uy — d) + 'guf wo + fd — Buy g

2 ﬂ 2 ,3 2 é
4 || —wot +26t° + -2—d — (wo + Bdyuy + Eul wo — 20t — Bu, 2
5 (wot — 20t)(uy — d) + guf wo — fd + Puy ‘g‘
6 | —wot + 280 + 2 + (wo = By + Dut | o — 2814 s | 5
7 wod + 2Bt(uy ~ d) Bd 0
8 (wo — 28t)d + (—2wo + 28)u, Bd - 20, 0

(3.90)

To exploit the stationarity of the input noise, first transform the above integral
with

U = T -T9 (3.91)

Uy = T+ 72 (392)

and then reduce the cosine components with multiple applications of the identity
cos(A) cos(B) = 1/2cos{A + B) + 1/2cos(A — B) (3.93)

to form

1 (T 3
Ry(t,d) = TE/_TC Ri(u; —d);{

ZTC—Iu|| \ -
/ COS(BJ' +w_,~u2 + ﬂ_,-u%)w (U2 -; ul) w (u2 2 U1> dUQ }dm
|

uy|

(3.94)

wkhere 0, w;, and f; are given by Table 3.1. Use more trigonometry and apply
Lemma 2 to terms 3-8 to rewrite the autocorrelation as
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T.
R.(t,d) = = T&(ul—d){

2T —|u,]
'[ cos [(wg — 28t + Pug)(uy — d)] cos [(wo + Buz)uy]

uy]

w (“”“’ w2228 gy, }atul +e (3.95)
2 2
with error term ]
1 T Ry — d)
el < ~pP2 / —_— 1 d 3.96
=3 wj; . (w; + 2B fur)) (3:99)

where P2 is the positive variation of w(t) defined by Definition 1 of Appendix
3.B. Simplify the error bound by minimizing each term, w; + 23;[u,|, with
respect to uj, d, and ¢, while noting the restrictions (3.88) and (3.89). The
result is

le| < %P.ZB/_T; |Ri(uy — d)] duy (3.97)
where . 1 ) , ,
B=oar * 9e—2aT, T a2, T g = BT (3.98)
The relation |R(t)] < 1 further simplifies the bound as
lel < éPjBTc, (3.99)

3.B BOUNDS ON INTEGRALS OF
LINEARLY
FREQUENCY-MODULATED
SINUSOIDS

The first bound, Lemma 1, is a tool used only to prove the second bound,
Lemma 2, which is used for derivations concerning the output of the compressive
receiver: namely, the derivation of the noise autocorrelation and the derivation
of a simplified expression for the output signal component.

Lemma 1 Under the restrictions thatb>a, w >0, 3> 0, and w + 28a > 0,

b
2
6+ wt 2 < — )
/acos( +w +Bt)dt_w+2ﬂa (3.100)
Proof
Define the function
o -
T(0,w,p) =/ sin(8 + wt + 3t?) dt (3.101)
0
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where

—14+4/1+40(x - 6) 550
>

te = 28 (3.102)
x—0

w

§ = fAmodr. (3.103)

This is simply the integral of sin(f + wt + Bt2) from t = 0 to its first zero
crossing.

Preliminarily, three facts need to be proven: first, that Y(6,w, 8) decreases
with respect to 3; second, that it decreases with respect to w; and third, that
with B = 0 it decreases with respect to 6.

Beginning with the first fact we will show that T(8,w, ) decreases with
respect to 3 by proving its partial derivative to be negative. Employ the chain
rule to get

tn .
8X(6,w,5) = / t? cos(8 + wt + Bt?) dt. (3.104)
63 0
Let £ = t/ty and observe that ft2 = = — § — wty; then
1
ﬁ(—odig-)’—ﬂl :ti/ z2coslf + wtez + (7 — 0 — wt,)z?) dr. (3.105)
0

To tightly bound the above integral, find its supremum by observing that from
wiy > 0 follows 8 + wt,z + (r — 0 —wty)z? >zl onz € [0, 1], from which

1 1
/ z2 cos [0 twtyz+(r—0-— wt,)zz] dr < / z?cos(nz?) dz  (3.106)
0 0

upon noting that the cosine argument is always within the region [0, 7], a region
where the cosine decreases. Substitution u = z? yields

1 1
/ zlcos(nz?)dr = 27! / u’ cos(wu) du (3.107)
0 0

IN

1
2~%/ cos(ru)du = 0 (3.108)
0

after observing that u% cos(ru) < 2% cos(ru) on u € [0,1}. The function
Y(8,w,B) is decreasing with respect to 8 > 0, since (3.105), (3.106), and (3.108)
imply that the partial derivative of T(#,w,3) with respect to g is negative.

The second preliminary fact, that Y(0,w,3) decreases with respect to w,
will be proven similarly by applying the chain rule to compute

$T(0,w.8) _ / "t cos(B +wt + Bt?) dt. (3.109)
bw 0

Again let £ = t/t,, observe that 8t2 = r—0-wt,, and apply the same reasoning
leading to (3.106); then

§T(0,w,3)

1
” < t? /0 rcos(nz?) dr = 0. (3.110)
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The partial det 'v.:tive 6 T(#,w, 8)/8w < 0 implies the promised result.
The third preliminary fact, that T(w,8,3) decreases with respect to 8, fol-
lows because § = 7 — wt, implies
B g+ 1
(6, w,0) =/ sin(f + wt) dt = 5%- (3.111)
0
The fact that § € [0, 7), a region on which the cosine decreases, clearly demon-
strates that T(8,w, ) also decreases.

Now with the preliminary facts established, consider f: cos(8 + wt + B1?)dt
and let {n;}7_, be, in order, the zeros of the integrand on (a,b). In other words,
a < 1mi-1 < n; < b and, whenever t € (a,b), cos(f + wt + §t?) = 0, if and only if
t = 1; for some i (if there are no zeros then set 7y = b). Decompose the integral
into subintegrals between the zeros and get

b n
I/ cos(6 + wt + ft?) dtl = Z(—l)ieg (3.112)
|va i=0
where .
=1 (o- §,w+2ﬂa,ﬁ) for i =0
€ =T(0,w+208n.3) for0<i<n (3.i13)

<T(0,w+287,,8) for i = n.

Since the e;s are an alternating sequence of elements whose magnitude, after
the first element, decreases,

b
/ cos(f + wt + Bt?) dt] < max(eq, e;). (3.114)

Use the fact that T(8,w, 3) decreases with respect to 8 to maximize eg, ey
by putting 8 = 0. Next, maximize with respect to the other arguments to show

_2
w4+ 28a’

The conclusion of the lemma now follows from (3.115) and (3.114).

max(eg,e1) < T(0,w + 28a,0) = (3.115)

Definition 1 Given the partition P = {a =ty <1, -1, = b], the positive
variation of z(t) on [a,b] is
n

P, =sup [2(t;) ~ 2(ti- )]t + z(a)* + 2(b)* (3.116)
P =

where rt has the value r, if r > 0, and the value zero, otheruwise.

Definition 2 Given the partition P = la =y <t} - -tn-1,ln = b], the nega-
tive variation of z(t) on [a,b] is

n
N, = igf;[z(t.-) ~z(tic1)]™ + z(a)” + z(b)” (3.117)
1=
where r~ has the value r, if r < 0, and the value zero, otherwise.
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A function is said to be of bounded variation if both its positive and negative
variations are finite.

Under the restrictions that b > a, w > 0, w + 283a > 0, and that z(t) and
y(t) are piecewise conlinuous and of bounded variation on [a,b),

b
2P P,
; + ptyz(y(t) dt < —=L :
[1 cos(f + wt + Ft°)z()y(t) t_w+2ﬂa (3.118)
where Py and Py are the pc iti--  rialions of x(t) and y(1).

Since the function z(t), »nded variation, it is integrable implying
that, for arbitrary € > 0, there « ., wep function z,(t) = 7L, a(ticy Mje,_, 1)
with corresponding partition [a = , < ;- -t,-1,t, = b], such that

b
/ |7 () — r ()] dt < c. (3.119)

The step function represented above is the sum of nonoverlapping steps. We
want to reconstruct it as the sum of overlapping steps with the property that
the accumalated absolute amplitudes of the steps are minimal. We do this in
an iterated fashion by ~rdering the step amplitudes py = r(t;)) < ---pjy =
(i, ) vy = 0, piyr = 2ty ) < pa = r(4i)) with the zero amplitude
included and defining the increments I, = [pj_y, p;}. Starting with the kth
step, an increment I is considered “eo 2" Al € [(),Zfzo r(t,)] and “closed”
otherwise. Whenever an increment {) transitions from open to closed, define
a step of amplitude r ;= £(1;) and of duration dg; ranging from t; to the
time when the increment was last opened. Proceeding in this manner, the step
function now has the form

"

rt) = er“/,“ e ] (3.120)

)= k=0

upon setting e, = O for previously undefined values.

At each stage in the teration, notice that the sum of the lengths of incre-
ments either opened or closed 1s equal to the variation of the step function at
that point, implyving that Z;l:o re, = x{t,)—r(t,_1). Notice also that an incre-
ment opened by an ierease/decrease in the step function can be closed only by
a future opposite decrease fincrease, meaning every step is unmiquely associated
with a pomt of merease. These facts mean that

"

YoSTr, = Y et = sl 4 [rita))? (3.121)

1=0 k=0 1=l

oo, (3122)

where the st redation follows from the definition of positive vanation, Properly
| I A

define ep and moan tecms of re e and di ) 1o wrate

Ty

ERTIRED ST S (3123)
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N7




The Johns Hopkins University

Applied Physics Laboratory

with " ¢ < P, and f: {z(t) — z,(t)|dt < €. A similar step function exists
for y(t), namely,

ys(t) = Zbll[u,_l,ul] (3.124)
=1

with Y7, 0 < P, and [ |y(¢) - y,(1)ldt < e.

With these two step functions in hand, compute
b b
/ sin(04-wt+8t2)z(t)y(t) di :/ sin(0+wt+6t)z,(L)ys{t) dt+e(t) (3.125)

where le(t)] < (M + My,) + &, My = sup,|z(t)] < oo, and M)y, =
sung {y(t)] < oo. Putting (3.123) and (3.124) into (3.125) yields

m n b
ZZ"M/ sin(@ + wt + B ir_, ninfus_1.un] 4 (3.126)
a

k=11=1

Applying Lemma 1 and maximizing the bound by replacing the starting time
for each step with the worst case a forms

2P, Py
w +28a

after noting that 3°7", ¢; < P, and Y7+, b < P,. Let € — 0, then |e(t)] — 0
and the lemima is proved.

]
/ cos(f + wt + Br3)z(t)u(t) dt < —e(t) (3.127)

3.C MOMENTS BETWEEN SQUARES OF
CORRELATED GAUSSIAN RANDOM
VARIABLES WITH RANDOM PHASE
COMPONENT

We have in this section two random variables

P = acosf+ Fsinf+v (3.128)
@ = <vcosB+bésinb+y (3.129)
where the random variable 4 is uniformly distributed on the on [0,27] and the

Gaussian random variables v and 7 are zero-mean with covariances aZ, a,";, and

03,,. We want to compute the mean and variance of P2, the mean and variance
of P?, and the covariance between P% and Q2.

Our calculations will be assisted by a formula of the general fourth moment
between the Gaussian random variables ry, r,, r2, and r3 with means m; =
£(x;) and covariances 02 = £[(z, - m,)(z, — m,)]. The formula is

2 2 2 .2 2 2 2 2
Elroz1z323) = 05053+ 05,003+ 00300, + 05 mamg + oj,mpmy
2 2 2 2
+ oy + aimgmg + ogngmy + Oy

+ mgmpmymy. (3.130)
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We will now compute the mean of P? aud Q2. Equation (3.128) iinplico
E[P%/0) = a® cos® § + F%sin® 0 + 2af cos Osin b + o2 (3.131)

which, upon averaging over 4, becomes

. 2
EP) =S+ 5 +e (3.132)
Similarly, \ ,
@=L + L +02 (3.133)
2 T2 '

Onward to the covariances. Equations (3.128), (3.129), and (3.130) imply
that

g[P2Q2/0] (730',?, + 20-:” + 63(7 cos @ + ésin 9)2

+ 403,,(01 cosf + Bsinf)(ycosf + 8sind) + a;‘;(a cos§ + (sin §)?

+ (acosf + Bsinf)*(ycosf + §sin6)? (3.134)

which, upon averaging over , becomes

2 02
5[P'—’Q2] = 030,2,+20'3n+ -(;—"(‘72+62)+ —2’1(02+,@2)+263n(a7+ﬂ6)

+ g(aW +8%6%) + %(7%2 + 4aBv6 + a®6?). (3.135)
With (3.132), (3.133), and (3.135), we conclude that
cov[P?, Q% =
i 1
20y, + 202, (ay + B6) + g(azv"’ +8%6% - 4*8% — a%8%) + 5*B783.136)
which specializes to

,0 1 1
var[P?] = 200 +20%(a? + 3%) + g(a‘* +8Y+ Zanﬁ:’ (3.137)

il

. 1 1
var[Q°] 20, +200(v" + 6°) + (71 480 + 19787 (3138)
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3.D DERIVATION OF UPPER AND
LOWER BOUNDING
DISTRIBUTIONS FOR THE SUM OF
SQUARES OF CORRELATED
GAUSSIAN RANDOM VARIABLES
WITH RANDCM PHASE
COMPONENT

Theorem 1 Define the n-dimensional vector PT g [p1,---,pn] to have com-
ponents

pi2aicosf+bsinf+w, 1<i<n (3.139)

where each a; and b; is a constant, 8 1s a uniformly distribuled random variable
on [0,2r], and {w;}’_, is a sequence of zero-mean Gaussian random variables
with an invertible covariance matriz X'. Then, with P defined as,

1-Q3 [\/—_ema,,\/a%] <pr[PTP<k<1-q; [\/—em.n,\/;’“—] .

(3.140)

where Apmax, Amin are respectively the marimum and minimum eigenvalues of X
and where eqax, €min are respeclively the marimum and minimum eigenvalues
of the matriz

B24ATxA (3.141)
with
a; bl
Ag | (3.142)
a, b,

and, finally, where Q. is the generalized Marcum Q-function defined as

oo

Qm(a,B) 2 /B * (2)"'-‘e_%(t,ﬁ,)lm_](m) dz. (3.143)

Proof

The proof consists of three parts. In the first part, the conditional proba-
bility Pr[PT P < k/6) is expressed as an integral of a multidimensional Gaus-
sian density over a spheroid centered at the origin. Upon transformation with
a decorrelating matrix, the region of integration becomes ellipsoidal and the
Gaussian density becomes independent with each of its marginal densities hav-
ing unity variance. Then through eigenvalue analysis, the ellipsoidal region of
integration is inscribed and circumscribed with spheroids yielding corresponding
bounds on the integral. The second part of the proof shows that the integral of
an independent Gaussian distribution over an arbitrary spheroid depends only
on the magnitude of the mean vector and decreases with respect to it. This fact
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will enable further bounding in the third part after computing the minimum
and maximum of the mean as a function of . An afltereffect will be the removal
of 8 dependence in the bounds allowing their direct application to the uncondi-
tional probability Pr[PT P < k]. Next the bounds, which are still expressed as
integrals, are evaluated in closed form via the generalized Marcum Q-function.

Part 1

By applying the expression for a multivariate Gaussian density, the condi-
tional probability

Pr[PTP < k/f) = ___1_1/ o-3[P-AC|"E7'[P-AC) 4p
2n | 2| J[PTP<k]
(3.144)
where
cosd
¢= [ sin 0 ] (3.145)

The matrix ¥~ 7 with the property iy i=xlis guaranteed to exist,
since X is an invertible covariance matrix. Furthermore, for the same reason,
there exists an orthogonal matrix T, such that £ = T7 AT, where A is a
diagonal matrix of eigenvalues of ¥. We can now define the transformation

X =TX %P, from which follows

Pr(PTP Sk/()]:%r/[xu)(a] e X -MI'(X-Milax  (3.146)

where

M, =TX }AC. (3.147)

Now, since X' is an invertible covariance matrix, each entry of 4 (i.e. eigenvalues
of ¥) is positive. Hence

Amax XTX < k] c [XTAX < k] C [,\,,,i,,xTx <k (3.148)
from which
Pr(PTP < k/0) > i/ e 3X-Mo]"[X-Ms) gx  (3.149)
2 [XTXSI:/A,,,..]

and

Pr[PTP < k/0) < — e X -Mo]'[X-Ms] yx (3150

T 2r /[X’ng/,\,,,,..]

Part II
We aim to show that, for a given r,
1 T
02— _ e HX-M]'[X-M] ,x (3.151)
n [X1 XSr]
depends only on the magnitude of M and decreases as |[M| gets larger.
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There exists an orthogonal matrix U, such that UM = {IM} ¢, -, 0T,
The matrix U is simply a change of orthonormal basis to one that includes
M /|M| as its first member. Now Y = UX transforms (3.151) to

R= 1 e-%(v--lMl)’—%ZLay-’ dY . (3.152)
2 [YTYSr]

As promised for a given r, (3.152) depends only on the magnitude of M, hence
the notation R(|M]|).

We now show that R(|M]) decreases with respect to the magnitude of M
by showing that, for any positive increment A{M|, the correspouding difference
AR(IM)) 2 R(IM| + AM|) - R(|M) is negative.

Make the respective substitutions z; = y, — [M|[, z; = y;, for 2< i < n, to
R(|M|) and z; = y; — |M| - A|M|, zi = yi, for 2< i < n, to R(|IM|+ A|M]|).
Then

AR(IM|) = —l—/ e3Z2°Z 4z _ i/ e-3272 4z (3.153)
27 Jg 21 Jy
where the sets G and H are
G = |Z:(n+|M|+AM|)?+ z,?ng (3.154)
L 1=2
H = |Z:(z +JMJ)2+Zz,?5r]. (3.155)
L 1=2

Cancel out the common points of G and I then

1 1 727 1
AR(M|) = — -32°2 47 _ ‘—/ e32°Z 4z (3.156)
2r Joan 27 JH~G
Let vy = —z; — 2|M| — A|M]|, vi = z;, for 2 < i < n, in the second integral

above; then H ~ G is mapped to G ~ /{ and the integrals can be combined to
yield

AR(|M|) =
1 e-t2, 2 [1 _ e-;(2|I\l|+A|M’)2_“(2]M|+A|M])] dz.
27|' G~H
(3.157)
The coordinate z; is in G ~ I, if and only if
(21 + |M])? + 2AIM|(zy + M) + (AIM])2 4+ ) 2z <r (3.158)
$=2
and
(i +IMP+Y z > (3.159)

1=2
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Upon subtracting both relations, z; must satisfy

AIM|

Zx<—lMl— 2

(3.160)

Using this relationship in (3.157) implies that AR({M|) < 0, meaning that
R(|M) decreases with increasing magnitude of M.

Part 111

Further bound (3.149) and (3.150) by respectively maximizing and mini-
mizing magnitude of the mean over the random phase §. From (3.147), the
magnitude of the mean is

|Mg|? = My" M, =CTATS 'AC (3.161)

following from the fact that T, being orthogonal, satisfies TTT = I. The matrix
AT X1 A, being symmetric, ensures that it can be diagonalized making

2 . T | €emax 0 cos
IM,|° = [cos 8,sin 8]U { 0 enn ]U[ sin 0 ] (3.162)

where U is an orthogonal matrix and emax and epmi, are the eigenvalues of
ATX'A. Since U is orthogonal, it rotates the plane by some angle ¢. This
means that

cosf | [ cos(f - ¢)
U[ sin @ ] - [ sin(6 — ¢) ] (3.163)
and hence that
[Mp|? = emax cos® (0 — 8) + eminsin®(d — ¢). (3.164)

The eigenvalues e, and €, are nonnegative since AT A has a square
root, namely, $-% A, This fact, along with {3.164), implies

Vemin < ,Mﬂl < Vemax- (3]65)
Use (3.165) and (3.152) to deduce from (3.150) and (3.149) the bounds

I

/ e DLy i -vERs) gy
2 JIYTY <k/dmas)

Pi[PTP < k)

(3.166)

Pr[PTP <kl < Ll e-%z;,y.’—%w.—\/—eman)’ dY.

T 2n /[YTng/,\m;.,]
(3.167)

The integrals in the above bounds are simplified by showing that they are
the distribution functions, evaluated respectively at k/Amax and k/Apn of the
sum of n non-central x? random variables with noncentrality fmax, €mun. An
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explicit expression for this distribution is given in Torrieri? and leads to the
conclusion of the theorem:

1-Qs [\/‘emu,\/): ] <Pr[PTP <k <1-Qs [m,/rk_]

(3.168)
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CHAPTER 4

DETECTION VIA THE AMPLITUDE
DISTRIBUTION FUNCTION

4.1 BACKGROUND AND MOTIVATION

The unfriendly detection and interception of secure communications is a
topic of much current research. Secure communications usually involve some
variety of spread-spectrum modulation, whose purpose is to add ambiguity or
“randomness” to the communication waveform as a measure against unintended
detection or interception. The usual procedure for randomizing the waveform is
pseudo-random variation of transmission times (time hopping), phases (direct
sequence). or frequencies (frequency hopping). The development of a method
to detect frequency-hopped waveforms is the subject of this chapter.

The use of the Amplitude Distribution Function (ADF) for detection is
a new idea with potentially many diverse applications. However, although
this work focuses solely on the detection of frequency-hopped waveforms, the
general ADF technique can be applied to related areas such as radar or sonar
detection. The central 1dea of the technique is that the ADF of an observed
signal in additive noise is the convolution between the individual ADFs of signal
and noise. We have shown through the use of deconvolution techniques that
the signal component can be separated and thus detected even for small signal
levels.

There are previous works?3:24:2%:26 t}at in essence, use the ADF but none
has given a precise definition and mathematical development like those offered
here. Moreover, to our knowledge there is no reference that directly uses the
ADF idea for detection.

The ADF indicates the time fraction that a waveform is below a given am-
plitude, much like a probability distribution function measures the probability
that a random variable is below a given value. Previous researchers have used
this concept but failed to give a precise definition of the ADF as it applies to

22R.F. Pawula, S.O. Rice, and J.H. Roberts, “Distribution of the Phase Angle Between
Two Vectors Perturbed by Gaussian Noise”, IEEE Trans. Commun., vol. COM-30, pp.
1828-1840. August 1982,

24 ] H. Higbie, “Adaptive Nonlinear Suppression of Interference”, MILCOM ‘88 Conference
Proceedings, 23.3.1-23.3.9, October 1988,

255.0. Rice, “Statistical Properties of a Sine Wave Plus Random Noise,” Bell Syst. Tech.
J., pp. 109- 157, January 1948.

263, Salz, and S. Stein, “Distribution of Instantaneous Frequency for Signal Plus Noise”,
IEEE Trans. Inform. Theory, vol. 1T-10, pp. 272 274, October 1964.
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Figure 4.1: Definition of ADF

both deterministic and stochastic signals. For signal .X(¢), our definition is
.1 i
Fx(a)= lim E&{L[t: X(t) <a, 0Kt < T)} (4.1)
T—oo 1

where £ is set function giving length. Figure 4.1 illustrates that the ADF is
simply the time fraction that X(¢) is below a given threshold a. With this def-
inition, we have proved that, under very general conditions, the ADF of signal
plus noise is the convolution of the signal ADF and the noise ADF individually.
This result would not have been possible without a definition that applied to
both deterministic and stochastic signals.

The ad{ or amplitude density function is the density, if it exists, implied
by the ADF. There is, of course, a corresponding convolutional relationship
between the adf of signal and noise and the individual adf’s of signal and noise.
Some examples exemplify this convolutional relationship and hint at the poten-
tial of the ADF in signal detection. Figure 4.2 shows the ADF of a modulated
sine wave (the signal), the ADF of noise, and the ADF of signal plus noise.
The main point here is that the ADF of a sine wave is invariant, under most
phase and frequency modulations, but these are exactly the modulations used
to thwart a potential interceptor. Therefore, the most typical spreading modu-
lations will not degrade the performance of an ADF detector. Also of interest
is the complex ADF, that is, the two-dimensional distribution in amplitude of
the signal’s in-phase (I) and quadrature phase (Q) components (Figure 4.3).

Both of the last two examples illustrate the convolutional spreading of the
ADF due to additive noise. Like a photograph taken while the camera is out of
focus, noise smears the signal part of the ADF. By a technique borrowed from
image processing, the picture (i.e., ADF) can be refocused to reveal the un-
derlying picture detail (i.e., signal). Deconvolution,?” as this process is called,

2TH.C. Andrews and B.R. Hunt, Digital Image Restoration, Prentice-Hall, Englewood Cliffs,
New Jersey, 1977.
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Figure 4.2: The adf of Modulated Sine Wave and Noise
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involves convolving the picture with a kernel function k(z) that has been spe-
cially constructed from noise details. Figure 4.4 shows the result of the process,
an out-of-focus picture before and after deconvolution.

Our original idea allows the direct application of the deconvolution tech-
niques to signal detection. Suppose a noisy signal X(t), observed over the
interval T, is transformed into the function Fx(z) by

T
Fx(z) = % /0 ke — X(0)]dt (4.2)

where k(z) is the deccavolution kernel. We have shown that, for large T,
Fx(z) converges directly to the deconvolved ADF. For this reason, we call
this the “Deconvolution Statistic”. Furthermore, we have shown that samples
of the Deconvolution Statistic are approximately jointly Gaussian, to which
well-known optimal detection techniques apply.

In summary, our approach consisted of precisely defining the ADF and prov-
ing the existence of an intuitive relationship hetween signal and noise, that of
convolution. Borrowing techniques from image processing, we showed that the
effects of the noise could be separated from the signal by a process called de-
convolution. By transforming the observed waveform, we generated a random
process that converges directly to the deconvolved ADF and upon which stan-
dard detection techniques apply.

4.2 MATHEMATICAL TOOLS FOR THE
ADF

The ADF, as defined here, is an original concept and thus needs a firm
ruathematical foundation. This section precisely defines the ADF in = way that
applies equally well to deterministic and stochastic signals. This basic definition
is extended to include the concepts of a joint ADF and the notion of amplitude
independence, a notion analogous to independence in probability. By way of a
sequence of lemmas and theorems, two significant results are established. The
first is the already promised result that the ADF of signal plus noise is the
convolution of the signal ADF with the noise ADF. This is proved under the
very general constraint that the second derivative of the noise autocorrelation
exists and is finite at time difference zero. The remaining result of significance
is a linkage between the ADF and the instantaneous probability distributions
of the signal plus noise. We begin with a precise definition of the ADF.

Definition 3 The Amplitude Distribution Function (ADF), written Fx(a) for
a stochastic process X(t), is

I‘j,w(((z)z’r]‘j*n;O %S {L]t:X(t)<a, 0<t<T]} (4.3)

where £ is a sel function giving length. Additionally, the limel must exrist for
all a.

If the signal is deterministic, then the definition of the ADF reduces to

Fx(a)= 7]1_{7; ,Il {C{t: X(t)<a, 0<t<T]}. (4.4)
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Figure 4.4: Deconvolution Applied to Out-of-Focus Picture
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The ADF is not a distribution function in the strict sense because its extreme
values are not necessarily one or zero and it may not be right-continuous. For
example, the function

_ t for0 < tmodl < 1/2
S) = { —t for other ¢ (4.5)

has ADF identically equal to 1/2. Consider also the function

_ 1 for0 < tmodl < 1/2
S(t) = { —1 for other . (4.6)
Its ADF is
0 foroo <a< -1
Fs(a)=¢ 1/2 for-1<a<1 4.7
1 forl<a

which is right-continuous at —1 and left-continuous at 1. The ADF, not neces-
sarily being a true distribution, creates problems in situations which require an
ADF-induced measure, for instance, the Lebesgue-Stieltjes integral. In these
cases, we use the right-continuous extension of the ADF, defined as

F*(a) = zl—i.T+ F(zr). (4.8)

Analogous to the joint probability function of random variables, there exists
a joint ADF of two different stochastic processes, defined as follows.

Definition 4 The joint ADF, written Fx y(a,b) for stochastic processes X(t)
and Y (t), 1s

Fxy(ab)= fim %5 (Clt:X(W)<aandY(t)<b 0<t<T]}. (49)

This definition will be used to define the following concept of amplitude inde-
pendence, analogous to that of independence between random variables.

Definition 5 Two stochastic processes X(t) and Y (t) are amplitude indepen-
dent, if their joint ADF 1s the product of the ADF for each process. In other
words,

Fx.y(a,b) = Fx(a)Fy (b). (4.10)

We now will show a relationship between the ADF of stationary Gaussian
noise and its instantaneous probability distribution, thus enabling the estab-
lishment of more directly applicable results.

Lemma 3 Let Y(t) be a stationary, zero-mean, Gaussian process wilh aulo-
correlation R(t), such that —R"(0) < n0; then, for any measurable set A,

£{L[::Y(r)ga,teA]}:cb(i)cA (4.11)

(of0]

where & is the distribution function of a standard Gaussian random variable

and oy = \/ R(0).
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The proof for Lemma 3 is included in Appendix 4.A.

In words, the above lemma means that the average time that the noise
process is below the threshold a on the set A is equal to the percent of time
that the noise process is below a at any single point times the length of the set
A. This result implies that the ADF of stationary Gaussian noise is identical
to its instantaneous distribution.

With the help of the previous results, we now can prove amplitude inde-
pendence between a deterministic signal and stationary Gaussian noise, whose
autocorrelation has finite second derivative at time difference zero. This result
will be necessary to prove the convolutional relationship between signal and
additive noise.

Theorem 2 Let S(t) be a deterministic signal and let N(t) be a stationary,
zerp-mean, Gaussian process with aulocorrelation R(t) such that —R"(0) < oc;
then S(t) and N(t) are amplitude independent. Stated symbolically,

FS’N((I,b) = F_s(a)FN(b) (412)

Proof
By Lemma 3,

E{Lft:S(t)<aand N(t) <b, 0<t < T]}

= E{Lft: N <b teS; N0, T} (4.13)

= Fn()LC[S;'N[0,T)] (4.14)

where S7! = [t : S(t) < a]. Hence the joint ADF of £(¢) and N(¢) Is
Fsn(ab) = Fy(b) lim %E [S;in(o, T} (4.15)
= Fg(a)Fn(b) (4.16)

implying the amplitude independence of S(¢) and N(t).

We now can prove the most important result of this section, that of convolu-
tion between the ADFs of signal and additive noise. The idea of deconvolution
and the deconvolution statistic rest firmly on this result.

Theorem 3 Let S(t) and N(t) be amplitude independent and let either Fy or
Fs be continuous; then the ADF of Y(t) = S(t)+ N(t) is

Fy(a) = /m Fy(a—s) dF3(s) (4.17)

it

/m Fs(a—n) dF}(n) (4.12)

where F§ and Fp, are the right-continuous extensions of Fs and Fn.

The proof for Theorem 3 is given in Appendix 4.B.

The next theorem is a general statement about the ADF of signal with
additive noise and its instantaneous distribution. Alternatively, this theorem
could have served as the definition of the ADF, but then there would be technical
difficulties in determining the ADFs of purely deterministic signals.
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Theorem 4 Let Y(t) = S(t) + N(t) and let Fs be right-continuous; then, if
either Fy or Fs is continuous, the ADF of Y (1) is

.1 T
Fy(a) :Tlgl;o TS{A Fnla —S(t)]} dt. (4.19)

The proof for Theorem 4 is included in Appendix 4.C.

4.3 DECONVOLUTION STATISTIC

As shown in the previous section, the ADF of signal plus noise is the ADF
of the signal convolved with the ADF of the noise. What was exactly shown is
that

for X(t) = S(t)+ N(¥) where N(!) is a stationary Gaussian process
with autocorrelation R(t) satisfying —R"(C) < oo and where S(t) is
a deterministic signal with defined ADF; then Fx = Fs x Fiy where
Fx, Fs, and F are the respective ADFs of X(t), S(t), and N(t).

To apply this result in the construction of a detector, we will assume from herein
that the above restrictions are met and that the noise, signal, and observations
have densities defined as fy 2 dFx(z)/dz, fs 2 dfs/da, and fy 2 dFy/da.
These densities will be called the amplitude density functions (adf). We will,
for reasons explained later, make the restriction that the noise autocorrelation
is zero after some duration (i.e. R(t) = 0, for t greater than some Ty). This is
a sufficient but probably not necessary condition for the asymptotic statistical
characterization of the detection statistic.

If the adf of the observed signal could somehow be measured or estimated,
then by deconvolution the signal component could be separated from the noise
component and hence detected. An understanding of deconvolution is prerequi-
site to understanding of how the deconvolution statistic effects this separation.

In general to deconvolve, take a function that is the convolution of two
different functions and convolve it again with a kernel function whose net effect
is to undo the first convolution. As such, convolution of the kernel function
with the original convolving function should result in a delta function. The
construction of a kernel function with this property is usually not possible
exactly and so some approximation must be made.

To use the idea of deconvolution in a detection scheme, the adf could be
measured using standard density estimation techniques and then convolved with
a kernel function to separate signal from noise. But there is a more direct
approach, that of the deconvolution statistic

A T
fx(z) = 11/0 klz — X(¢)] dt (4.20)

where k(z) is the deconvolution kernel.

The usefulness of this statistic is that, as T gets large, it converges uniformly
in probability to the desired convolution of the kernel function with the adf of
the observations. In a sense, the statistic maps the observations into another
domain, the amplitude domain. The problem of detezi{>n is now one ou this
new deriain aud fromi diercin, il is approached in a classical manner.
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4.3.1 Deconvolution Kernel

We want to construct a kernel with the property that when it is convolved
with the noise adf, a function closely approximating the delta function results.
The approach is to solve the equivalent problem after Fourier transformation,
that is, to find a function that when multiplied by the Fourier transform of
the noise adf yields a constant. It is shown below that this can be done only
approximately.

Proceeding by Thecorems 3 and 4, the noise has adf

In(z) = ﬂlme' 0 (4.21)

where 02 = R(0). The Fourier transform of the noise adf is

W=
LEL]

o0
Cn(w) & / In(2)€i?™T dp = e=37w", (4.22)
— 00

From the convolutional relationship between noise and signal, the transform
of the observation adf is Cx(w) = Cn(w)Cs(w). From this relationship, we
might be led to construct a kernel with characteristic function 1/Cn(w), but
this proves fruitless since the inverse Fourier transform does not exist. Instead,
if before Fourter inversion, we multiply 1/Cy(w) with window function

dw L1 T
2= ——<w<-, d .
cos(2>, FSws o >0 (4.23)
we then get a family of kernels kq(z) indexed by d with the property that
kq * fn(z) — 8(z) as d — 0, hence convolution with k4(z) can approximate, to
an arbitrary accuracy, perfect deconvolution.

Application of the above strategy with equations (4.22) and (4.23) produces

ka(z) = -:F/O'e%(%)cosz (g) cos (%‘3) df. (4.24)

The quantity d, which controls the amount of deconvolution, is called the de-
convolution index.

4.3.2 Statistical Characterization

In order to set up the detection problem, we need at least an asymptotic
statistical characterization of the deconvolution statistic. Specifically, we want
to show that samples of the deconvolution statistic are asymptotically jointly
Gaussian for large T. and we want its asymptotic mean and variance.

As for the jointly Gaussian property, consider samples of the deconvolution
statistic

1 T
zi = T/o klz; — X(t)] dt (4.25)

for some finite sequence {z;}7_,. In order to prove that the z;’s are jointly Gaus-
sian, it is sufficient to prove that 3" c;z; is Gaussian for arbitrary constants ¢;.

Rewrite .
EC,’Z.‘ =ZIQJ‘ +212j_1 (4.26)
i j=1 j=1
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where

1 max(T,kT,) n

L = = ok [z — X (1)) dt 4.27

& T Jooo, Z;C[I 3] (4.27)
T

| = [fﬁ] (4.28)
T 1

m = [ﬁ-}-i] (4.29)

It is easily seen that the I5;’s are independent and the I5;’s are independent.
Hence, for large T', each sum, Zf,.:l I5; and Z;.":l I3j_1, is individually asymp-
totically Gaussian. Furthermore, even though the sums are correlated, the
overall sum is approximately Gaussian, since each component sum is Gaussian.
Hence, samples of the deconvolution statistic are jointly Gaussian.

As for the mean,

we) 2 £[fxia)] (4.30)
1 T

- Tg{/o k[z~X(t)]} (4.31)

~ kx*fx(z) forlargeT (4.32)

with the last step following from Theorems 3 and 4.
As for the variance,

oXz,y) 2 Elfx(z) - p@)[fx(y) - py))} (4.33)

/ [ ke ok = bt w,T) dedu - ()

(4.34)
where
T (T -—-M"XM

h{v,w,T) = —7-,13‘/0 /0 Er_a'lgbAe ;}3_5 dsdt (4.35)

A = [1-p¥s-1) (4.36)

M = [Z):g((j; (4.37)

- 1 —p(s - 1) |
¥ = [—ﬂ(s—t) L (439
pls—¢t) = R(;;)_t) (4.39)
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Figure 4.5: ADF-Based Detector

We want to show that the variance goes to zero as the integration time T
goes to infinity from whence it follows that the detection statistic converges, in
probability, to its mean. To this end, assume T > T and rewrite

1 1 - MM
hv,w,T) = Fz;//p 21ra(2)Ae ’-"_3: dsdt (4.40)

1 1 - MTEIM
— ——e ° dsdt .
+ Tz//D: ng/_\.e s (4.41)

where the regions within the square, @ = [s,£:0 < s < T,0 <t < T], are

Dl = [S,lis—tSTlan (442)

Dy = [s,t:s—-t>T]NQ. (4.43)
The area of D; is less than 27T, and, for 62 > 0, the integrand is bounded by
1/2703. Furthermore A = 1 in region D,. Hence,

2T, 1 T o Lpw-s(s)? P Lw-so?
h(v,,T) € —+ —— e *s d € %% dt. (4.44
(v,w,T) < T+21m§T2_/; s/ﬂ (4.44)

Now assuming k(z) is integrable, we have from (4.44) and (4.32) that o?(z,y) —
0 for large T, as conjectured.

The fact that samples of the deconvolution statistic are asymptotically
jointly Gaussian, and the expressions of its mean and variance will be necessary
for the detector development, below.

4.4 ADF-BASED DETECTOR

Using the fact that samples of detection statistic are asymptotically jointly
Gaussian, a classical detector can be constructed that observes the amplitude
domain. We assume the original observed waveform to be of the form X (t} =
V25’ sinwot + n(t), for 0 < t < T, where n(t) is white noise of spectral density
No/2, S’ is the average signal energy, and wo/27 is unknown frequency in the
band [f. — W/2, f. + W/2]. In this setting, the detection problem is one of
choosing between Hy (signal absent) and H, (signal present with SNR, 4’ =
S'T/No > v = ST/Ng). Before we apply our detector, we filter the observations
with a bandpass niter to produce the waveform Y (t) (see Figure 4.5). This filter
has unity gain within the bandwidth W and has center frequency f.. It further
has response such the noise has autocorrelation R(t) with R(t) = 0 for ¢ greater
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than some T).* We next transform the output of the filter into the amplitude
domain via the deconvolution statistic. The new detection problem becomes,
after sampling, one of deciding between the presence and absence of a signal
given {z; = fy(zi)}7, As shown earlier, the z;’s are jointly Gaussian and have
means (4.32),

p(xi), signal absent
#71(2,',') = . (445)
p*r(z;), signal present
where
1 -}
p(z) = —==€ *TW (4.46)

VQWNQW
%\/25' -2, z* <28 (4.47)

and covariances 0.,:(z;, z;) defined by (4.34) with

r(z)

Rt) = NoW(1-Wt), -1<Wt<]1 (4.48)
S(t) = V258 sinut. (4.49)

The R(t) used here is a first approximation to the one described earlier. Be-
cause of this, there will be a small amplitude variation in the signal with respect
to frequency that will be ignored in the analysis to follow. The above analy-
sis completely characterizes the asymptotic joint statistics of samples of the
deconvalition statistic.

We now use classical methods to design a detector on the amplitude domain.
The philosophy assumes that both the noise and signal amplitudes are known.
Then under this condition, an optimum detector is synthesized. To relax this
unrealistic assumption, we will assume that the noise level is known or mea-
sured and that the signal level is above that used in the detector’s synthesis.
This will be suboptimum in general but in the important low-signal-level case,
performance will approach the optimum.

We can now, via the likelihood ratio,?! define the optimal test statistic as

L=EIR;'E, - ETR;'E, (4.50)
where
oy(z1,21) - o4(21,24)
n, = : : (4.51)
(7-7(17",1‘1) 01(1n73n)
and
zi — pa(21)
E, = : . (4.52)

Lz~ py(zn)
In order to evaluate the performance of this detector, we note that, since
R, is nonnegative-definite and symmetric, there exists a matrix R,é such that

*This filter is not realizable exactly but can be approximated to an arbitrary degree.
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T - -
R,,R,é = R,. Use this fact and the diagonalization of R, %R_IR,,% =
T:,',,A7:,~,T.,:,, to rewrite the test statistic as

L=(G+My0)TAyo(G+Myo) = (G+ My )TAy (G+ M, ) (453)
where
a1
g2

with {g;} independent, zero mean, and unity variance and where
S (1) =t (21)

a . _ T
M'r’.*r" : =T

Y

-1
R?

71

(4.55)
Tny'sy By (Zn) = py(zn)

We note that (G+M. )7 Ay (G+ M., ) is a sum of squares of independent
Gaussian variables. We now have, through application of the Berry-Esseén
Theorem,?? that this term is approximately Gaussian distributed with an error
of no more than 4c/c where

2 -~
¢ = maxX .,M (4.56)
T amE L 42
n
o = Y AL (4mil, +2). (4.57)
ix}

For each particular detection problem and for each value of SNR, this error
bound determines the validity of the CLT argument. Assuming the bound is
small, then L itself must be approximately Gaussian, being the sum of two
Gaussian distributed random variables. The distribution and hence perfor-
mance of L is determined by its mean and variance as computed below. The
mean is

n
M7’,7 = Z ['\i,v’,O(m?,y',o + 1) - ’\5,7'.7("1?,7’,7 + 1)] (458)
i=1
while the variance is
n
2
Vyy = Z [2 (’\:‘2.7’,0 - A?,'y'.'v) +4(miy0hiy 0 — mi,'y’,‘y'\i.'r','y)zl .
=1
(4.59)

Since the test statistic L has an approximately Gaussian distribution, the
threshold v and probability of detection Pp, for a given probability of false
alarm, follow as

v= Vo & '(1 - Pr) + Mg, (4.60)

VVor® (1= Pr) = My +M0,,)
\/vv’.‘r

where ®(z) is the distribution function of the standard Gaussian.

and

PD=1—4>( (4.61)
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4.5 CONCLUSIONS

The ADF was introduced and shown to be roughly the average probability
distribution of a random process. Because the ADF is original, a mathematical
foundation was laid consisting of a sequence of definitions, lemmas, and theo-
rems, the most significant of which was the fact that the ADF of signal plus
noise is the convolution of the ADF of signal and the ADF of noise taken sepa-
rately. The technique of deconvolution used in image processing was the germ
from whence emerged the deconvolution statistic, a statistical transform that
mapped a stochastic process into the amplitude domain. It was shown that
by proper choice of a kernel any degree of separation between the noise and
signal components could be obtained. For the particular problem of detecting
a modulated sinusoid in stationary Gaussian noise, a detector was developed
around the detection statistic. The detector’s performance was analyzed and
compared with that of a radiometer.

The use of the ADF in detection has room for many new developments in
Just its mathematical development, not to mention specific applications in de-
tection theory. For instance, the basic results possibly could be extended to
non-Gaussian and nonstationary noise. In terms of the deconvolution statistic,
the class of kernels used was very narrow. The investigation of various kernels,
especially those used in im~ge processing, would be in itself a worthwhile un-
dertaking. Within the class of kernels presented, the choice of an optimal kernel
for various classes of detection problems would be a possible topic to pursue.
Finally, the most fertile ground for the application of the ADF to detection
could be the detection of noise in noise.

4.A PROOF OF LEMMA 3

We first consider the sets A4, which are finite half open intervals. Of these,
it is necessary to consider only the interval [0,T), since Y(t) is stationary.
Partition A = [0,7') into n subintervals

”

B = [(i— 1)%, 15) fori=1...n (4.62)

and define the set Y;7! = [t : Y(t) < a]. Observing that the length of the set
Ya‘1 N A is the sum of the lengths of the sets ¥, N B;, we can write

a

i ey n By (4.63)

£[Cy N a))

= n€ (LY, N By (4.64)
since Y (!) is stationary. Now define the following three events:

C is the event that Y(t) < a, for some t € B,
D is the event that Y(t) < a, for all t € B,
E is the event that Y (f) crosses a on H).

Notice that T
LY, 'nByy > ~Ip (4.65)
n
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where Ip is the indicator of the event D. To understand this relationship,
consider the case that the sample path Y (¢) is in D, meaning that it is not
above a during the entire interval B,. It follows that the amount of time that it
is not above a, i.e. £(Y, ! N B)), equals the length of By, which is T/n. Upon
taking expectations of this relationship,

ey, nBy)) > ;17:8(10) (4.66)
= Zpr(p) (4.67)

n

T

= - {Pr[Y(0) < a] — Pr{E and (Y (0) < a)]} (4.68)

since the probability that Y (¢) is not above level a over the interval B, is exactly
the probability that Y (0) is not above a and, under this condition, Y (t) does
not cross a. Now, since Pr[E and (Y (0) < a)] is less than or equal to Pr(E),
we have

ey nBy) 2 %{Pr[}’(O) <a] - PrE)}. (4.69)

In an analogous manner, we can produce a complementary inequality by
observing that

T
LY, 'nBy) < ;IC. (4.70)

This inequality follows by considering two cases. When the sample path Y (t) is
in C, meaning that it is below a sometime during the interval B;, the amount
of time that it is not above a is not greater than the length of B; or T/n.
Alternatively, whenever Y (t) is not in C, it is not above a for zero time. Taking
expectations of this inequality yields

ey, 'nBy)) < %é‘(lc) (4.71)
= Zpr(C) (4.72)
n

= g{Pr[Y(O) < a) - Pr[E and (Y (0) > a)]} (4.73)

since the probability that Y (t) is below level a for some time during the interval
B, is exactly the probability that Y (0) is not below a but crosses a during the
interval B, plus the probability that Y (0) is below a initially. Now, since
Pt(E and Y (0) > q] is less than or equal to Pr(£), we have

£(C(vs N B < = (Pr(Y (0) < a] - PH(E)]}. (4.74)

Equations (4.69) and (4.74) applied to (4.64) imply
T{PAY(0) < o] - Pr(E)) < £[C(Y71NBY)] < T{PrY(0) < a) + Pr(E)}
(4.75)
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thus

ElC(Y I nB)j Pr[Y(0) < a)T (4.76)

¢ (f;) CA (4.77)

i

i

if lim, o Pr(E) -- 0.

In order to prove that I'm, o Pr(E) — 0, we define the counting process
Ng(t) as the number of crossings of the threshold a by the process Y(¢) on the
iuterval {0,t). By Chebyshev’s inequality,

Pr [N,, G) > 1] (4.78)
< ¢ [Na ( —E)] (4.79)

Pr(E)

but from Karlin and Taylor,??

r T LN
£ [N,, (-)] =~ 2e s (4.80)
n n oy
where a? = —R(0)”. Up»nn letting n — oc, the last two equations imply

Pr(F) — 0. Now that the result

E{C(Y; 0 )] :4»(1),5,4 (4.81)
g9

has been proven for A, an interval, it can be extended to any finite set as follows.
Let A be a set of finite length; then for any € > 0 there exists a finite set of
intervals {1, }!_, such that

€
cla-{6i<= .
H <3 (4.82)
and - .
€
i~ Al <= 8
c .L:JlL <35 (4.83)
(see Royden?®). Hence,
i p ! ¢
TNy -5 < oyt ! = :
;zy NL) -5 < CY7'NA) g ST AR (4.84)

Taking expectations and applying the result for intervals

i {
g < -1 a 4 €
¢<UO)§CL, 5 < EleyTinAy] < ¢(00)§u.+2. (4.85)

285, Karlin and H.M. Taylor, A First Course in Stochastic Processes, Second Edition, Aca-
demic Press, San Diego, Calif., 1975.
29H L. Royden, Real Analysis, MacMillan, New York, 1968,
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But '
€ €
-- < i < - ‘4.
LA z_gu < LA+ (4.86)
implying
q:(—”-) LA-€ < E[LYINA) < <1><i) LA+, (4 87)
ay 70

But, since ¢ is an arbitrary positive number, we have for a set A with finite
length,

[y, nA) =@ <."—) CA. (4.88)

J9
To extend to the case in which A is not of finite length, write A = U2, 4;,
where the A;’s are disjoint and of finite length; then

ey, na)) = Yo eloy, nan) (4.89)
1=0
> a
= §¢(;;) LA (4.90)
a
= p<;(:> CA. (1.91)

4.B PROOF OF THEOREM 3

Without loss of generality, assume Fs is continuous. To prove the result,
we wish to compute

Fy(a) = lim 71 ey, no, 1))} (4.92)

— Q0

where

Yo U =(t: S(t)+ N(t) < 4. (4.93)
Begin by selecting an integer m and constructing a partition of the real line,
(5_m3 < $_pagpy < - < 5p3), where

—00 for i = —m?
$i =< i/m for —m? < i < m? (4.94)
00 for i = m?2.
Continue by defining the sets
A7 = lt:N({t)<a-siand s < S(t) < si) (4.95)
At = [t:N(t)<a-si-yands;_ <S(t) < s) (4.96)

for i = —m? + 1,---,m?. Observe that A C Y, ', because S(t) + N(t) < a
whenever N(t) < a-s; and s;_; < 5(t) < s;. Hence,

n
Uarcy (4.97)
i=1
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Furthermore,

Y lc

a

s

A} (4.98)

[0
-

because, for any t where N(t) + S(t) a, there exists an i in the range
-m? < i < m?, such that 5,., < S(t) < s; implying N(t) < a — 5;. Be-
cause {A] }"'2 2y and {A} |5 24 are disjoint, (4.97) and (4.98) imply

IA

that t=-m i=-m
1 } L .
FElcTinp ]} 2 iz_gmf«S{c[A.- nE,7)} (499
1 } =
FE{LTInp ]} < i=§+l—T—£{L[A;‘n[O,T)]}. (4.100)
Now notice that
Jim. %g{c[y;ln[o,T)]} 2 Fy(a). (4.101)

Since S(t) and N(t) are amplitude independent, Fs is continuous, and Fs(+oc)
2 \im,_o Fs(s) and Fs(~oc) 2 lim,—_o Fs(s), it follows that

T“l‘lo %5 {C[AT n[0.T)]} = Fnl(a = s:)[Fs(si) — Fs(si-1)]. (4.102)
Similarly,
7'1me %g {L [Af N IO,T)] } = FN(G - S,‘-])[Fs(s,') - Fs(s,'_l)] . (4103)

By defining two particular step functions, the above results with equation
(4.100) and (4.99) form a relationship between the ADF of S(t) + N(t) and
the integrals of the two step functions. The step functions are

Fila—s) 2 Fn(a—s) (4.104)

Fa-s) 2 Fnla—si_y) (4.105)

whenever 5,_, < s <s;. Upon passing T to oo, (4.100) and (4.99) become with
the aid of the above definitions and (4.101), (4.102), and (4.103),

o0

/m Fy(a—s)dFs(s) < Fy(a) £ / F(a - s) dFs(s). (4.106)

—ac -0

Proceed by enlarging m and find that Fy and F¥ converge weakly to Fy
which coupled with (4.106), implies that

Fy(a) = /°° Fn{a — s) dFs(s) (4.107)
= /00 Fn{a —s)dF3i(s) (4.108)
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where the last equation, following from the continuity of Fs, proves the first
convolution. Note that the interchange between limit and integration is justified
in the last operation, because the integrals have essentially all mass within a
bounded domain, upon which the integrand is bounded between zero and one.
Note also that, if Fy is not continuous, then F; or Fy may converge to some
function that differs from Fy at a countable number of points, but luckily the
hypothesis that Fs is continuous makes {4.106) invariant to the limit value of
Fy and Fg at these problem points.

The complementary convolution is obtained by integrating the product mea-

sure dF5(s) x dFy(n) over the half plane # 2 [s,n: s+ n < a]. Proceeding,
we obtain with the help of Fubini's theorem

/m U_ dF,;,(n)] dF3(s)  (4.109)

]

/ dF3(s) x dF}(n)
H

= /m Fi(a - s)dFa(s) (4.110)
or, alternatively, h
/” dF3(s) x dFy(n) = /_m U_m ng(s)] dFi(n)  (4.111)
- /m Fi(a - n)dFiy(n) (4.112)
implying h
/: F;V(a—s)dpg(s)zf_: F3(a = n)dFj(n). (4.113)
The continuity of Fs and (4.108) yields
Fy(a) = /w Fi(a—s) dF3(s) (4.114)
which with (4.113) )
Fy(a) = /; Fi(a—n) dFj(n) (4.115)
- /: Fs(a - n) dFjy(n) (4.116)

by the continuity of Fs. Equation (4.116), the remaining convolutional rela-
tionship, is now proven.

4.C PROOF OF THEOREM 4

Begin by selecting an integer n and constructing a partition of the real line
(5—m32 < S_ma41 < -+ < 8,2), where

-0 for i = —m?
s =4{ i/m for -m? < i< m? (4.117)
00 for i = m?2.
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Continue by defining the sets

Ei=t: si-1 < S(t) < si) (4.118)
for i = —m? + 1,---,m?. The sets {Z;} partition the real line into disjoint
subsets, therefore,

mz
/ Frla-S@)dt= Y / Fula-S@®]dt.  (4119)
(0,T) i=—ma4) Y ZN(0,T]

Furthermore, since Fy is increasing,

,/(0.7-] FN[a - S(t)] dt Z Z '[_ FN(G - 3‘-) dt (4120)

i=-ma+1 E.in(0,7]

and

-[QT} Fnla—S(t)) dt < 2 / Fn(a —si-1) dt. (4.121)

i=—m34] S.n(0.T]

Divide (4.120) by T, take expectations, and enlarge T’; then, noting that Fs(+00)

2 limy—oo Fs(s) and Fs(—o0) 2 Jimy—_oo Fs(s), implies

T m?
7]me %8 {/0 Fnla - S(1)] dt} > Z Fy(a—s;)[Fs(s;) — Fs(si-1)].

i=-m341
(4.122)
Operate similarly on (4.121) and
1T i
T]im TS / Fnla - S(t)] dt} < Z Fn(a—si—1) [Fs(si) — Fs(si-1)] -
e 0 i=—m241
(4.123)

In order to express (4.122) and (4.123) in convolutional form, define the two
step functions

Fn(a - s) (4.124)

e

Fyla-—s)
F¥(a-s) 2 Fn(a-si-1) (4.125)

whenever s;_; < s < s;. Since Fs is assumed to be at least right-continuous, it
follows from (4.122) and (4.123) that

oo _ . ' 1 T
/_w Fi(a=s)dFi(s) < lim —£ {/o Fn[a - S(1)) dt} (4.126)

and hence
o0 o0
/ Fi(a—s)dF3(s) < / F(a—s) dF3(s). (4.127)
— o0 ~00
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Finish the proof by enlarging m and find that Fy and F} converge weakly
to Fy which, coupled with (4.127), implies

T
Tlij;o %S{/O Fyla— S(t)] dt}

/w Fn(a —s)dF3(s) (4.128)

]

Fy(a) (4.129)

where the final step follows from Theorem 3. Note that the interchange between
limit and integration is justified in the last operation, because the integrals
have essentially all mass within a bounded domain upon which the integrand is
bounded between zero and one. Note also that, if Fy is not continuous, then
F{ or F§ may converge to some function that differs from F at a countable
number of points; but for this case, Fs is hypothesized to be continuous, making
(4.128) invariant to the limit value of Fy and F¥ at these problem points.
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CHAPTER 5

CONCLUDING REMARKS AND
EXTENSIONS

5.1 SUMMARY AND REMARKS

In the first chapter, the general setting for the interception problem was de-
scribed. A brief exposition on the function of the intercept receiver was given,
emphasizing the functions of initial detection and feature detection that are per-
tinent to this work. A brief description of existing detectors was presented with
a qualitative, and in some cases quantitative, performance evaluation. These
were the radiometer, the optimal channelized detector with various suboptimal
simplifications, and the autocorrelation detector. Of existing feature detectors
of hop frequency, a maximum likelthood receiver was described along with a
related receiver employing course subband selection. The detectors presented
in this work were then briefly described and related to existing detectors. They
were a sequential detector, two detectors and a hop frequency estimator based
on the compressive receiver, and another detector based on the new concept of
the amplitude distribution function.

In the second chapter, methods for the sequential detection of noncoher-
ent fast FH waveforms were developed. In the process, the FH waveform
was modeled to have an information component, which consisted of a series
of chips with a known constant epoch where each chip frequency was one of
a known ensemble of frequencies. In the model, a particular chip frequency
was independently determined by a uniform random variable on the frequency
ensemble. The FH waveform also was assumed to have an additive white-noise
component. By assuming the modeled FH waveform was of a known SNR, the
optimal detector based on a single-epoch observation (SELF) was developed
using likelihood-function theory. SELF was the sum of many nearly identical
and nearly independent random variables and thus had nearly Gaussian statis-
tics. This central-limit argument allowed a multi-epoch collection of SELFs to
be considered an equivalent set of Gaussian i.i.d. variables. From these sim-
plified observations, a log-likelihood function (ALLF) was computed that was
asymptotic to the exact log-likelihood function, as the number of possible hop
frequencies became large. The ALLF became the test statistic on which three
detection tests were based. The tests were the FSS test, the SPRT, and the
TST. These were defined to ensure that detection errors were below desired
levels. By modeling the ALLF as a Wiener process, diffusion theory yielded
the performance of the three tests not only for an FIl waveform of the assumed
SNR, but also the test performance for all SNRs below the one assumed. This
analysis compared favorably with a computer simulation of the detector and
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thus validated the analysis. The analysis also became a tool used to optimize
numerically the performance of the TST when the actual FH SNR deviated
from the one assumed. In order to study the performance of tests synthesized
by assuming an extremely small FH SNR, expressions for the asymptotic test
efficiencies were computed. This asymptotic analysis also yielded simplified test
parameter expressions applicable to the small-SNR case.

A significant feature of the SPRT exposed by the analysis is that, with the
same error probabilities, an FH waveform with a given SNR can be detected
in less than half the time of the corresponding FSS test. This reduction in
detection time is especially significant for Low Probability of Intercept (LPI)
applications, where the transmissions are purposely short. For the pure SPRT,
detection time increased whenever the observed SNR differed from that assumed
in the test’s synthesis. And for SNRs midway between zero and the assumed
value, it was even comparable to the corresponding FSS test. The TST signif-
icantly improves this anomaly, while sacrificing little performance over that of
the purely sequential test; whatever little performance is lost, the optimal TST
largely regains. The decrease in the detection time of the sequential tests can
be used to robustify the test with respect to the input SNR while maintaining
better performance than that of the non-robust FSS test. The simplified test
parameter expressions derived by asymptotic methods may be useful for any
schemes to adapt these tests for varying FH SNRs. The three tests and their
corresponding design and performance analysis also apply to the slow-FH case.
The detector structure is suboptimal for slow FH, but it is believed that the
performance loss is small, especially for detection times that include a large
number of hops.

In the third chapter, two detectors of frequency-hopped waveforms based on
the compressive receiver were presented. The first was developed by applying
likelihood ratio theory to the observed comptressive-receiver output and yielded
a locally optimal (low-SNR) detector. The second, motivated by simplicity of
implementation, was a time-multiplexed version of the first that, through the
choice of a parameter, could either, at the expense of a low duty cycle, achieve
the detectability of the first or could, at the expense of degraded performance,
achieve higher duty cycles. The second detector was modified into a maximum
likelihood estimator of hop frequency. Both detectors and the hop frequency
estimator were performance analyzed and compared.

The compressive receiver fulfilled its promise as a simple, yet high-performing
interceptor. The performance of the locally optimal detector shows that rela-
tively little detectability is lost by the processing of the compressive receiver.
Most of the discrepancy is due to the difference in coherent integration time
(one half for the parameters used). Furthermore, for a small performance
cost, the simplicity of the compressive-receiver approach can be retained by
the time-multiplexed detector. Also, the hop frequency estimator again com-
pares favorably with the corresponding device that used raw input instead of
compressive-receiver output.

In the fourth chapter, a new idea in detection, the Amplitude Distribution
Function (ADF), was introduced. The ADF is roughly the average probability
distribution of a random process. Because the ADF is original, a mathematical
foundatior. was laid consisting of a sequence of definitions, lemmas, and theo-
rems, the most significant of which was the fact that the ADF of signal plus
noise is the convolution of the ADF of signal and the ADF of noise taken sepa-
rately. The technique of deconvolution used in image processing was the germ
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from which emerged the Deconvolution Statistic, a statistical transform that
mapped a stochastic process into the amplitude domain. It was shown that
by proper choice of a kernel any degree of separation between the noise and
signal components could be obtained. For the particular problem of detecting
a modulated sinusoid in stationary Gaussian noise, a detector was developed
around the Detection Statistic. The detector’s performance was analyzed and
compared with a radiometer.

5.2 EXTENSIONS—DIRECTIONS FOR
FUTURE WORK

In applying sequential detection to interception, other simplifications and
extensions are possible. For instance, it was assumed that the starting time and
duration of the chip epoch were known. This first restriction might be relaxed
by redefining the SELF to perform sliding window integration instead of the
integrate-and-dump operation now performed. This, of course, would degrade
the detector’s performance for some values of epoch starting time, but it would
probably exhibit a better average performance. There are also possible simpli-
fications to the SELF to improve its implementability. Among these could be
the removal of the emphasizing function, which would make the detector struc-
ture suboptimal but it probably still would be asymptotically optimal for small
assumed SNRs. Another simplification could be coarse subband preselection,
where the total spread-spectrum bandwidth is subdivided into subbands, each
containing a large number of chip frequencies. An algorithm could be used to
select a subset of the subbands most likely to contain the intercepted signal.
Detailed processing on these preselected bands then could be done with the
methods described in this work.

There are many remaining avenues to be traveled in the use of the compres-
sive receiver to interception. We provided many results applying to frequency-
hopped waveforms, but the essence of these ideas can apply to other spread-
spectrum modulations as well. But even in realm of frequency-hopped wave-
forms, much work remains to be done. For instance, a locally optimal detector
was derived consisting of a bank of filters operating on the compressive-receiver
output. From the filter responses in this configuration was formed the filter
response for the time-multiplexed detector. The direct derivation of this fil-
ter response using some optimality criterion over the class of expected signals
might be a promising endeavor. The extension of the detectors to a multihop
observation period was largely ignored. We simply assumed that results of the
individual detectors would be combined, as if they were independent. Here
the issue of performance versus overlap between data windows is one to be po-
tentially explored. We showed how the compressive receiver could be used to
estimate hop frequency. Other types of feature detectors such as the hop-rate
detectors or the carrier-frequency detectors, also could be pursued.

The use of the ADF in detection, being a new idea, has room for many
new developments in just its mathematical development, not to mention spe-
cific applications in detection theory. For instance, the basic results could be
extended to non-Gaussian and nonstationary noise. In terms of the Deconvo-
lution Statistic, the class of kernels used was very narrow. The investigation of
various kernels, especially those used in image processing, would be, by itself,
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a worthwhile undertaking. Within the class of kernels presented, the choice of
an optimal kernel for various classes of detection problems is a possible area
to pursue. Finally, the most fertile ground for the application of the ADF to
detection could be the detection of noise in noise.

5.3 FINAL REMARKS

This work represents a significant step in the development of new detec-
tion and interception techniques for spread-spectrum waveforms and frequency-
hopped waveforms in particular. With the three new detectors and the hop
frequency estimator presented, many new trails were blazed. Armed with the
idea of sequential detection, an existing optimal detector using a fixed number
of samples was extended, with improved performance resulting. This useful and
eclectic endeavor brought previous theoretical and practical results on sequen-
tial detection into the context of interception. The second detector and hop
frequency estimator solved the problem of how to apply effectively the com-
pressive receiver to interception. The firm mathematical development starkly
contrasted with previous ad hoc attacks on the problem. Out of this work also
came some mathematical results of general interest; among these were bound-
ing distributions on the sum of squares of Gaussian random variables and an
extension of the Riemann-Lebesgue Lemma to integrals of linearly frequency-
modulated sinusoids. A brand new idea in detection was conceived, yielding yet
another new detector. The original idea melded the image processing technique
of deconvolution to those of density estimation. The detector thus developed
was quite independent of the details of signal modulation.

While there is much presented here, there is still much to be done. There are
other interceptors to be analyzed and new detection techniques to be developed.
As such, the area of spread-spectrum interception will yield new results for many
years to come.
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