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Abstract

This thesis reveals a disturbing transformation. International
terrorists’' present unsophisticated arsenals are slowly evolving into
high-technology conventional weaponry. Alarmingly, an increasing
portion results from U.S. and Western technology because of technology
transfer. With the abating trend of terrorist attacks predicted to
continue, the thesis discerns this does not suggest a decline in
terrorism. On the contrary, through product and process technology
transfers, the number of organizations that possess the technological
capabilities to produce advanced Western weapons has skyrocketed in the
last decade. Therefore, though attacks continue to decrease,
terrorists’' carnage will likely increase due to the technologies they
acquire.

With the global diffusion of technologies, countries are relying
less on U.S. markets. This thesis acknowledges it is virtually
impossible to restrict U.S. exports to industrial countries without
severely restricting American competition. However, "strong fences"
must be built around "“small areas” to thwart the terrorist acquisition
of U.S. and Western technology. This thesis posits to educate U.S.
leaders on terrorism, place a stronger emphasis on working export
controls as the system currently exists, and limit the number of U.S.

and Western private arms suppliers.

ix




WILL THE UNITED STATES EVENTUALLY BE HELD HOSTAGE
BY ITS OWN HIGH-TECHNOLOGY CONVENTIONAL WEAPONS?
THE EFFECT OF TECHNOLOGY TRANSFER ON INTERNATIONAL TERRORISM

I. Introduction

Thesis Overview

The purpose of this research is to extensively investigate the
relationship between international technology transfer and international
terrorism. Beginning with an exhaustive literature review, this
research is further enhanced by an analysis of a present-day
international terrorist group--the Abu Nidal Organization (ANO). In the
general literature of terrorism, little attention has been given to the
effects technology transfer has on terrorism, especially with regard to
conventional weaponry. As a result, this study will contribute
significantly to the base of knowledge that is currently undeveloped on
the subject.

This research will specifically focus on how and where
international terrorists obtain their conventional weapons. The thesis
will analyze if United States (U.S.) and Western high technology
conventional weaponry is available for terrorists to use, because of
technology transfer, against Western nations. The ANO will be analyzed
to also assess any implications the terrorist group has, due to the
kinds of weapons it possesses, for future U.S. international technology
transfer decisions. Having studied international technology transfer
and its effects on international terrorism in general, as well as its

effects on the ANO in particular, the objective of this research is to




understand the ramifications of international technology transfer with
respect to international terrorism. The research will likewise serve as
a valuable information source and reference for future such studies.
Therefore, international managers working technology transfer issues may
be exposed to the seriousness of protecting high technology from

terrorists and from countries that sponsor terrorism.

General Issue

The success of today's businesses, or even countries, is dictated
by their level of technological expertise and intelligence. For
example, instead of typewriters on workers' desks in offices, there are
now computers. When new technologies become available, there are
superior technologies waiting to render the "new" technologies obsolete.
An example is the constantly improving computer microchip. Most
computers depreciate in value as soon as they are taken home, simply
because of outdated microchip technology.

The same is true for military weaponry. With the rapid
proliferation of Western military conventional and unconventional high
technology to non-NATO nations, there is a growing concern among the
Western world that international terrorists will obtain those sensitive
technologies through technology transfer and use them destructively to
achieve their goals. "This topic is an area that is being looked
into... we will see a higher degree of sophistication in terrorists in
the future" (86). Just as new technology has helped societies to
counter terrorism, it has also given terrorists new methods of attack
and greater powers of destruction. Because terrorists generally do not

use sophisticated weaponry, they have restrained their violence to low




technological methods like kidnapping, hi jacking, car bombs, and
shootings because their objectives are satisfied through those
techniques and they are cost effective.

However, since the mid-1970s, there has been govermnment concern
about the potential use of high technology weapons (though mainly
nuclear, biological, and chemical (NBC)) by terrorist organizations
(76:69). Therefore, with terrorist targets now becoming increasingly
"hardened"” (better defended), the world cannot assume that terrorists
will adhere to their current methods of vioience. In fact, former,
ambassador at-large for counter-terrorism, L. Paul Bremer, believes that
"terrorists will make greater use of high technology in their attacks"
as a way to gain more attention (16:63). Because international
technology transfer has become part of the business world to such an
extent, sensitive technologies transfer into many different hands--some
friendly, some deadly. Conventional weaponry is easier to operate,
obtain training for, and is more inexpensive than unconventional
weaponry. As a result, there is public and governmental concern today
that international terrorists may choose high technology Western

conventional weaponry to satisfy their objectives.

Definition of Terms

Some key terms are worth understanding in the context of this
research before continuing with this chapter.

International Technology Transfer. International technology

transfer occurs when a nation's manufacturing, design and marketing
know-how of a defense article is given or transferred to another nation

legally or illegally.




Product Technology Transfer. The import of defense products and

services that have few substitutes. The final product, or end-item,
best describes this type of transfer (83:3).

Process Technology Transfer. The import of knowledge necessary to
produce the final product is process technology transfer (83:3). This
type of transfer, when done covertly, disrupts regional stability. This
is especially true when countries that sponsor terrorism and possess the
production capability, obtain the technology.

Terrorism. Because terrorism is so widely defined, one definition
is difficult to come up with. Terrorism is "a fad word used
promiscuously...what we have is a sloppy use of a word that is
imprecisely defined to begin with” (49:24). As defined by the Central
Intelligence Agency, terrorism is:

.+..the threat or use of violence for political purposes by

individuals or groups acting for or in opposition to

established govermmental authority, when such actions are intended

to shock or intimidate a target group wider than the immediate

victims. (112:48)

International Terrorism. As defined by the State Department's

Office of Combatting Terrorism:

International terrorism is terrorism conducted with the
support of a foreign government or organization and/or
directed against foreign nationals, institutions, or
governments. International terrorism has involved
groups seeking to overthrow specific regimes, to
rectify national or group grievances or to undermine
international order as an end in itself. (123:21)

State-Sponsored Terrorism. This form of terrorism exists as a

result of a country supporting the goals and activities of a terrorist
organization. Typically, aid is in the form of arms, funds, training

and training sites, and safe havens. This type of terrorism is the




"abuse of legitimate power, of the methods of control normally available
to a state for purposes of national defense, domestic order and state
security" (123:16).

Conventional Weaponry. Conventional weapons are those weapons such

as handguns, rifles, precision-guided munitions, anti-tank, and anti-
aircraft missiles that are intended to stop an opposing force.

Unconventional Weaponry. Unconventional weapons include nuclear,
biological, and chemical weapons. These weapons can be intended to
destroy an entire civilization.

High Technology Conventional Weaponry. For the purposes of this

research, with an understanding of the low~tech arsenals terrorists
currently adhere to, high technology conventional weaponry is broadly
defined as all conventional weaponry that has been produced or designed
after the Vietnam Conflict. Whenever "high technology” or "high-tech”
are used in this thesis, they refer to high technology for terrorists--
not necessarily high technology as perceived by the populous (i.e.,

super computers and fighter jets).

Background

The growing sophistication of modern technology is as useful

to terrorists who rebel against established order as to the

societies that have secreted it, thus bringing about a paradoxical

weakening of Western countries., (84:132)

"Palestinian terrorists attacked an El-Al airliner with a Soviet
RPG-7 rocket in 1975 and employed the Strela SA-7 missile again in 1975"
(1:227). The ANO also fired a rocket at a Jordanian Alia airliner in

Athens, Greece in 1985. These terrorist technological advances create

tension and anxiety in the minds of leaders and citizens of the free




world. Today, terrorists use advanced remote-controlled bombs and
rockets, tomorrow possibly a missile made from Western manufactured
parts. Terrorist targets are now becoming more and more "hardened" as
Western govermments attempt to toughen their counterterrorism laws, and
anti-terrorist units respond quickly to attacks. Therefore, the
standard tactics used by international terrorists and the types and
quantities of weapons they use could be changing with an emphasis on
high technology conventional weapons. "It might be necessary [for
terrorists] to find a new form of coercion in order to keep up the
effectiveness of terrorism" (84:119).

The type of terrorist group that would conceivably obtain high
technology conventional weapons is a state~sponsored group (31:148).
Countries such as Libya, Syria, and Iran are three of the biggest
sponsors of international terrorism. The amount and lethality of the
conventional weapons those three countries provide is alarming,
especially when considering the high probability that those nations will
provide international terrorists with such high technological
conventional weapons as the new Soviet-made AK-74 advanced automatic
rifle, and the 5AM~7, or maybe even the U.S. Stinger missile.
Unfortunately, due to the relationship that exists between the sponsor
and the terrorist, tracing the path of terrorist weapons acquisition is
a perplexing task.

Some scholars of terrorism believe modern technology has aided the
terrorists cause more through the "instantaneous worldwide notoriety and
attention” given them through contemporary news reporting than it has

through the transfer of high technology conventional weapons (63:105).




Unfortunately though, advanced technologies bring about new and
different forms of vulnerabilities. Likewise, new weapons have been

developed to match those vulnerabilities.

Statement of the Problem

This study attempts to determine the effect international
technology transfer has had on the ability of international terrorists
to obtain Western high technology conventional weapons. A synthesis of
these findings, together with an analysis of the brutal international
terrorist group, the ANO, will then determine if those weapons are

useful or actually detrimental to international terrorists.

Investigative Questions

The following research questions are the crux of guiding this
research:

1. What kind of weaponry do international terrorists currently
employ?

2. How do these terrorists obtain their present arsenals and how
do they receive logistical support?

3. How are Western arms transferred and what is the control
process Western nations have on transferring conventional weapon
technology?

4. What role do Third World countries play in transferring Western
conventional arms technology to international terrorists?

5. How easily can international terrorists obtain high technology

conventional weapons and who are the suppliers?




Justification

Hardly a day goes by without the news of a hijacking, a political
assassination, or a bombing somewhere in the world (65:3).
"International terrorism has unfortunately become part of the daily diet
of the evening news" (65:3). With the increased sophistication in
conventional weapons, the temptation for terrorists to use those
improved weapons is becoming a reality. In testimony to the U.S. House
of Representatives Armed Services Committee on 6 February 1985, former
U.S. Army Chief of Staff, General John A. Wickhaﬁ, said this about the
level of conventional weapon refinement.

We are on the threshold of some enormous technological changes

in conventional weapons. The yield of the weapons, the lethality

of the weapons, the accuracy of the weapons means that we can build

in the next four to five years, conventional weapons which will
approximate nuclear weapons in lethality, and we are moving in

that direction (11:8-9)

Now five years later, the fear is spreading that terrorists will
soon use those weapons. The transfer of high technology to countries
that sponsor terrorism, or to the terrorist groups directly, must be
stopped. In today's complex political world, one nation's ally is
another nation's foe and vice-versa. Almost unavoidably, high
technology Western conventional weapons are becoming part of the
international terrorists arsenal.

Much of the limited literature on "technological terrorism"

stresses that the U.S. should develop new technologies to counter

terrorism (64). The literature also emphasizes prevention (avoiding
terrorist incidents by protecting critical targets) and control
(establishing command and control to effect a timely respons. tu an

incident). Also, the thrust of scholarly research on political violence




has tended to focus on "causes” or "conditions" influencing levels of
violence (7:329). This study focuses on a different issue--how to
effectively manage the transfer and export of high technology
conventional weapons to terrorist states and groups.

International technology transfer is a powerful, yet delicate, tool
in U.S. foreign policy. The legal transfer of Western high technology
weapons (specifically conventional weapons) is vital to a nation's
economic strength and to the receiving country's military might.
However, it is also imperative that export controls be placed on
transferring high technologies, due to a resultant weakening of the
transferring nation's national defense when the wrong country obtains
the technologies.

The ANO is a prime choice for a case analysis for two reasons:
first, it is world renowned for being one of the most, if not the most,
brutal terrorist organizations in operation today; and second, it is
also believed to be one of the few Middle Eastern terrorist groups which
will remain in existence even if its aim of establishing a Palestinian
homeland is resolved. The literature points to the fact that Abu Nidal

will find a nation to sponsor him to conduct any form of terrorism.

Scope of the Research

This study, specifically in the literature review of Chapter III,
will thoroughly explore the issues surrounding international technology
transfer through the U.S. export control system, and how transfers
affect international terrorism. The study will consider the impact of
certain countries that share Western conventional weapon technologies

with countries that sponsor terrorism and how those technologies are




actually used against Western allies, including the U.S. Investigating
the trends in terrorists acquisition of U.S. and Western technology, the
study will analyze the potential of terrorist attacks using high
technology weaponry for the future. The research will not delve into a
number of issues that are addressed in most of the terrorism literature,
namely, the responses to terrorism, a list of terrorist attacks, the
history of terrorism, the potential for nuclear terrorism, and the
behavioral aspects of terrorists.

There is a separate and substantial technology transfer effect on
the possible use of nuclear terrorism. However, using high technology
nuclear weaponry, implying sophistication and the deaths of thousands of
people, carries a risk of unprecedented response. '"No country would let
a [unconventional] high-tech attack go unpunished. in fact, it would
probably attempt to exterminate the perpetrators of the crime” (84:120).
Nevertheless, this study will focus only on high technology conventional
weaponry. The research findings of this study will iategrate the data
gathered through the extensive literature review with the case analysis
of the ANG. After synthesizing the two data forms, this research will
build on an undeveloped base of know®edge on international technology
transfer and international terrorism. This thesis is not attempting to
arrive at any "bottom-line"” or cataclysmic conclusions. More
importantly, the tactic taken in the thesis will hopefully contribute to
further study. There are a lot of "ifs" associated with a qualitative
study. However, the study does investigate a topic few have attempted
to study; therefore, this thesis is meant to be a learning tool, not

necessarily a policy tool.
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Organization of Presentation

This thesis is organized in five chapters. After this
introduction, chapter II presents the methodology of the research. The
methodology consists of a mixture of three different methods: the first
is an extensive literature review; second is a case analysis} and third
is personal interviews of some key terrorism, technology transfer and
export control specialists in Washington, D.C.

Chapter 111 presents the extensive literature review of available
data. The areas of interest for this thesis include the channels of
technology transfer for international terrorists, the types of
conventional weapons that international terrorists currently use as well
as those they may potentially use, how terrorists benefit from
technology transfer, and finally how the U.S. export control system
operates in preventing the unwanted terrorist acquisition of Western
technology.

Chapter IV of the thesis will present the analysis of the ANO. The
organization's background, tactics, structure, types of weapons it uses
and potentially will use, as well as the group's current status, will be
investigated for implications of U.S. and Western technologies in the
group's arsenal.

Chapter V of the thesis will offer findings of and recommendations

on the effects technology transfer has on international terrorism.
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II. Methodology

Chapter Overview

This chapter discusses the three methodologies used to obtain the
necessary data to perform the research. Leading off the chapter
discussion are the actual types of research methods used for the thesis.
Immediately following is the methodology justification. Concluding the
chapter is a review of the limitations experienced with regard to the

methodologies used.

Research Method

The particular method chosen for this research is actually a
combination of the historical method, a case analysis of the ANO, and
personal interviews. Historical research "is often defined as the writing
of an integrated narrative about some aspect of the past based on critical
analysis and synthesis of sources” (74:64). Borg and Gall said the
historical method, "...is a systematic and objective location, evaluation
and synthesis of evidence in order to establish facts and draw conclusions
concerning past events” (13:260). The current knowledge of high
technology terrorism and how it is affected by international technology
transfer is limited and does not permit the use of surveys and statistical
methods. In fact, there really is no overlap at all between the mounds
of writings on technology transfer and terrorism. So, an extensive
historical literature review will serve as an explanatory and speculative
discussion on this relatively unresearched issue. The information
obtained must then be synthesized into a usable form to represent an

accurate account of the subject matter. That synthesis of knowledge will

12




investigate the potential for international terrorists to use Western high
technology conventional weapons.

The second research methodology employed is a case analysis of the
ANO. A case analysis, deemed less rigorous by many researchers, is
essential in this research. The researcher must strive to prove that an
actual terrorist group is obtaining Western high technology weaponry to
show the relationship between technology transfer and terrorism.
Otherwise, there is no corroborating evidence to substantiate the research
effort. A case analysis "represents an intensive study of phenomena using
a variety of data sources and tools” (74:84). Seen as both fortunate and
unfortunate, "researchers have no standard procedure to follow" and "must
be flexible and attempt to glean information and insights wherever they
may find them" (152:84). A case analysis looks at a particular subject
in excruciating detail and pieces together facts that corroborate a
literature review.

To obtain primary data, personal interviews were conducted. Because
of the nature of the research topic, primary data was difficult to find.
Interviews, therefore, help to substantiate content validity with primary
sources, The interviewees, listed in Appendix A, were chosen based on
their expertise in the subject area as well as on recoomendations from a
panel of experts in the Dayton area. An interview is "a two-way
conversation initiated by an interviewer to obtain information from a
respondent” (48:160). The interviews were conducted face-to-face in

Washington, D.C.
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Methodology Justification

The study of terrorism is ever-present and on-going. However, the
current base of knowledge on technology transfer and its relationship to
international terrorism is still in its infancy. Thus, the three research
methods chosen will not only contribute to this thesis effort, but also,
these methods will assist in introducing and developing a comprehensive
vault of knowledge. Therefore, this research effort will further develop
an understanding of the important 1link between the transfer of
conventional weapon technology and the international terrorists that
obtain that technology. This thesis will also take a leading edge role
and pave the way for future researchers to further study this delicate,
yet explosive, issue.

Because of the lack of concrete information on the subject matter,
the historical method utilizing an extensive literature review is crucial
in establishing a foundation for this research. The synthesis of
knowledge gathered from information that already exists from the
comprehensive review of the literature will provide data that is not only
relevant to the topic, but also provide the opportunity to introduce ideas
that have not yet been meshed together in formal writing. The secondary
data gathered from the historical method also is essential in providing
corroborating evidence for the primary data gathered. According to Lang
and Heiss:

...through history one can develop a background perspective and

insight into a person, problem, event or institution not obtainable

through other types of research. In historical research, which is

often most concerned with qualitative results, the historical
methodology does generate the answers. (74:65)
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Therefore, to adequately build a solid infrastructure on the topic at
hand, the historical methodology was instrumental and necessary.

The case analysis methodology allows the researcher to investigate
and observe relationships with that of the existing pool of knowledge
discerned from the historical method. Injecting additional rigor into
this research effort, the case analysis allows for corroboration of
existing knowledge gained from the literature review. This methodology
also yields the challenge of investigating and discovering new knowledge,
when synthesized with the literature review. The ANO case analysis is
critical in providing data that will be invaluable to the research effort.
It will provide, firsthand, the direction in which at least one
international terrorist group is moving with respect to obtaining U.S.
high-technology conventional weapons. Renowned as one of the most
ruthless international terrorists groups with state-sponsorship, the ANO
is a prime terrorist group to study. Receiving state-sponsorship from
different countries since its inception in 1973, the arsenal of the ANO
has the potential firepower of a small army.

The interview methodology is the sole source of gathering primary
data for this thesis. The survey metl.iod, again, was not germane to this
study due to the introductory nature of the research problem. The use of
primary sources is summed up well by Lang and Heiss:

Generally, research which is non-statistical draws upon two kinds

of sources: primary and secondary. Primary sources are the

original documents and remains, the first witness to the event,
with only the mind of the observer coming between the original

event and the user of the source. (74:72)

The interviewees, though not "first witnesses to the event,”" were

selected for their expertise in the subject matter and the questions asked
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were based on the ideas and discoveries obtained from the literature
review and the case analysis. The questions, which were semi~structured
in nature, meaning the interviewee had the option to inject pertinent
information that may have been left out of some of the questions,
investigated the relationship found between the base of knowledge in the
review of literature and from the findings of the ANO. The interview
questions are included in Appendices B and C. The officials interviewed
were from a variety of organizations. Some, in fact, were monitoring
terrorist activities specifically on those of the Abu Nidal Organization
on a daily basis. The organizations included the Central Intelligence
Agency, the Office of the Assistant Secretary of Defense for Special
Operations and Low Intensity Conflict, the Defense Technology Security
Administration, and the Defense Intelligence Agency.

The three methods used in this research will allow for an extensive
investigation of the effects that international technology transfer has
on the ability of international terrorists to obtain Western high

technology conventional weaponry.

Limitations of the Research

Due to limited time and funds, only U.S. Government officials were
interviewed. Thus, primary sources outside the government were not used.
Besides the potential for bias, the thesis is therefore somewhat limited
because no terrorism or technology transfer scholars or authors outside
the govermment were interviewed. The thesis could have been enriched a
great deal with additional contributors. As stated earlier, the subject
matter of this thesis is not an easy one for academic research. One of

the reasons is due to the dearth of reliable sourcesAavailable concerning
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the weapons terrorists use. Because terrorists operate clandestinely for
the most part, they are not predisposed to reveal the kinds of weapons and
technologies they use. Consequently, the thesis is also quite limited
because no classified information was used. Though not classified, there
is one source in the research that was requested to remain anonymous.
That same secrecy theme holds true when investigating the states that
sponsor international terrorism.

Because a terrorist group like the ANO is especially secretive and
compartmentalized, fact and gross speculation, truth and untruth, all
weave together where actual facts blur into myths and legends (93:4).
Because of the lack of "hard" information on the ANO in particular,
considerable doubt is cast on revealing the whole truth about the
organization. This thesis will simply add another "interim report” on
the operations of Abu Nidal.

One of the most significant obstacles an historical researcher must
hurdle is to ensure the sources used are valid and genuine. Therefore,
well-documented and accurate data are paramount in overcoming internal
and external criticisms. In fact, Lang and Heiss state

+vsit seems that unless the student is attempting a piece of

historiography or a textual study in literature, it should not be

necessary to subject the documentary sources to an exhaustive set
of maxims of criticism. However, the fundamental task of the

researcher is to get as close as possible to the truth. (74:73)
Along with the internal and external criticisms, there are also potential
errors in historical research. Borg and Gall list six:

1. Selection of a research area in which sufficient evidence is
not available to conduct a worthwhile study or test the
hypothesis adequately.

2. Excessive use of secondary sources of information is frequently
found in studies not dealing with recent events.

3. Investigation of a broad, poorly defined problem.

4. Failure to evaluate historical data adequately.
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5. Research procedures are influenced by personal bias.
6. Recitation of facts without synthesis or integration into
meaningful generalizations. (13:267-268)

The two other primary methods used in this research, case analysis
and personal interviews, are also criticized widely. The case analysis
is critiqued for its inability to derive complete and dependable data
(74:85). Personal interviews are criticized because the interviewer may
"alter the questions or bias the results.” (48:161) To avoid falling prey
to the above mentioned criticisms and errors, the researcher must first
and foremost recognize the fact that those problems do exist and that
there is a perceived lack of rigor associated with the methods used in
this study. Once recognized, the study can commence with thoughts of how
to combat those problems. This research will use the following method of
operation to stymie pitfalls and criticisms:

1. Due to the magnitude of the literature review, the use of
secondary source data must be from an all-encompassing data base.

2. From that all-encompassing base of sources, different kinds of
sources must be used to corroborate findings.

3. Avoid bias by remaining critical of sources at all times, Try
to corroborate all sources with at least one other source.

4. Interviews will serve as primary data to enhance the other data
gathered.

5. The case analysis will develop a more comprehensive body of
knowledge on Abu Nidal that will only aid in learning more about that
particular terrorist group. Unfortunately however, because there is quite
a lot of classified information on the ANO, the thesis is again limited,

as this is an unclassified study.
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By using the above techniques, the criticisms cited in this section
can be skillfully avoided and the finished research effort will be a

polished source in the subject area.
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IIl. Literature Review

Chapter Overview

This chapter discusses the information and facts discovered while
reviewing the literature that was germane to this study. The sources
used were varied and included trade journals, books, bulletins, popular
magazines, conference proceedings, student papers, newspaper articles,
Congressional hearings, laws, and television news shows. Information
was obtained on channels of technology transfer as they relate to
international terrorism, the actual and the potential conventional
weapons of terrorists, how terrorists benefit from technology transfer,

as well as on the intricacies of the U.S. export control system.

Channels to Transfer Technology to Terrorists

International terrorists may obtain technologies through many
different methods. In general terms, there are five channels used and
available to terrorists:

1. Voluntary supplier states and their industries.

2. Other terrorists or non-state groups.

3. Arms merchants, who are scattered around the world and who

hunt for weapons after every conflict.

4. The criminal underworld.

5. Involuntary govermment sources (i.e., theft from warehouses).

(100:209)

Voluntary Supplier States. State sponsorship, the critical first
element when studying the relationship between technology transfer and
international terrorism, "reduces constraints on terrorists permitting
them to operate at a higher level of violence” (66:351). The literature

emphasizes state-support as the most effective form of support, thus the

importance of the first channel of transfer.
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To ascertain the impact technology transfer has on terrorism,
states that sponsor terrorism become a crucial element in the
investigation. The life-blood of international terrorist operations is
money. Without it, terrorists cannot conduct attacks and thus achieve
the media attention that they thrive on. There are two basic forms of
financial support for terrorist operations: state-support and self-
finance (112:68). Because many of the newer weapons technologies
available today require advanced skills, greater expertise, and more
money than most international terrorists groups possess, it is cost
prohibitive to obtain advanced, high technologies...for "all but the
largest and best-financed terrorist organizations" (18:66).

As a result of state support, terrorists do not have to rely on
self-finance. Ahmed Jibril, accused of the terrorist attack on Pan Am
Flight 103 over Lockerbie, Scotland in December 1988, said in a private
meeting that he "got paid $10 million by Iran" to carry out the act
(122).

M.K. Pilgrim, from the Center for International Security Studies,
says this of international terrorists.

Today's [international] terrorists are, in general, highly

trained, well-financed, political actors with a sophisticated

arsenal of propaganda designed for maximizing media attention;

and they have at their disposal an ever-increasing supply of high

technology weapons. (112:48)

In fact, the literature so far has likened state-sponsored international
terrorism to big business! Ahmed Jibril's Popular Front for the
Liberation of Palestine-General Command (PFLP-GC) for example, has all

the workings of a multinational corporation with its "hierarchical

management structure, lawyers, accountants, public relations spokesman,
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secretaries and clerks"” (112:51). The PFLP-GC receives its income from

a variety of sources. Taxes are levied on Palestinians, and Palestinian

citizens actually tithe a portion of their income for the cause.

The sophisticated conventional weaponry that the West produces
requires training and also test areas that most terrorist do not have
access to. Former U.S. Ambassador at Large for Counter-Terrorism L.
Paul Bremer, says the following about sponsorship and the availability
of applicable resources:

A sovereign state can dispense sums of money impossible for an

organization to raise alone. And almost any [sponsoring] country

can provide training and testing facilities at a closed military

base. (18:66)

A lone terrorist would find it difficult to properly fire weapons

and plan strategies. Without safe havens, those strategies could not be

planned. "Being able to live without fear of immediate arrest and
punishment is of enormous psychological value to a terrorist” (17:45).
The past Reagan Administration as well as the current Bush
Administration "view state-supported terrorists as substantially more
dangerous than those operating independently. State sponsorship gives
clear advantages to the terrorist” (17:45). For instance, terrorists
receive falsified identification documents (like passports), travel
documents, a ready source of weapons, and transportation of those
weapons. Because embassies receive exemptions from baggage searches,
weapons and technologies arrive in terrorists hands through diplomats
functioning as smugglers by the most serious breach of the Diplomatic
Pouch rules (123:301).

Though the exact amount of Western weapons that these sponsored

groups are receiving is unclear, and there has not been persuasive
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evidence that the availability of these weapons has led to the rampant
use of them by terrorists, there is no room for complacency.

The U.S. in conjunction with its Western allies, cannot became
inconsistent or ambiguous in policies toward state-supported
international terrorism. Terrorists are patient; they only need the
opportunity to "piecemeal” technologies over time to come up with
advanced Western weapons, or countermeasures to antiterrorist methods
(86).

An important question to ask when studying if high-tech Western
conventional weaponry is falling into terrorists hands is not what the
terrorists capabilities or abilities are, but what are the terrorists
intentions or motives. Terrorists are not out to take over the world.
They have specific purposes for terrorism and, therefore, "if [terrorist
targets] can be rapidly identified and attacked with great accuracy
[with conventional means], explosive [nuclear] power ceases to be
important (58:90). Consequently, by obtaining effective high-tech
conventional weapons through voluntary supplier states, terrorists
receive the best of both worlds——enhanced firepower plus hyped media
attention due to weapon sophistication.

Though the theme was for unconventional weapons, former Justice
Arthur J. Goldberg's statement about the availabilities of new
technologies can also apply to conventional weapons and state-sponsored
terrorism.

Modern terrorism with sophisticated technological means at its

at its disposal [through sponsorship] and the future

possibility of access to biological and nuclear weapons, presents a

clear and present danger to the very existence to civilization
itself. (1:226)
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In the Arab world, for example, there are many major links to
international terrorism (see Figure 1). The most active sponsors
include Libya, Syria, Algeria, and South Yemen. Iran is also included
in the figure. Though Iran is not an Arab country, it is in the same
geographical "Arab World.” These and other countries provide everything
from arms, training, and funds, to safe haven and passports (6:119-133).
The Soviet Bloc has its share of sponsors also. Cuba, Bulgaria,
Nicaragua, and East Germany provide the bulk of training, arms and money
to many international terrorists. The Soviet Union, though it would
deny it, also sponsors international terrorism. Freely admitting that
Western technology transfers contribute to over 5000 Soviet military
research projects each year, the Soviets actually sell arms and
technologies to countries that sponsor terrorism (according to the State
Department) like Libya, Syria and Iran (42:iv).

For instance, in the late 1970s, the Soviet Union was supplying
Strela ground-to-air missile to Libya, to bolster its tactical defense
systems. Libya then passed a portion of this consignment to the
Palestinian terrorists (92:191). That same arrangement exists today.
Though the actual weapon systems appears to be from Soviet manufacture,
the amount of Western technology that could be in those weapons is more
alarming. Because one country, like Libya, which receives weapons and
technologies fram the Soviet Union, sponsors more than a handful of
terrorists, there is a potential for those weapons Libya receives to
have embodied Western technology, and therefore, available for use by

terrorists.
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The American Link to International Terrorism. Though most

definitely not government policy, there are some Western organizations

that do in fact sponsor international terrorism. As a result, "some
[terrorist] weapons come from Western nations who sell to buyers who
sell to other buyers and who may not be too careful about where some of
the weapons end up" (135:15). One of the Western nations is in fact the
U.S. Agents from the Bureau of Alcohol, Tobacco and Firearms (ATF),
constantly battle the "weapons underground” in the U.S. tracking down
countless numbers of U.S. weaponry bound for overseas ports.
Portentously, they do not find all missing arms. The ATF espouses that
many of the thousands of illegal weapons floating around in the domestic
black market end up in international terrorists hands. As far back as
late 1977, the ATF seized seven hundred weapons in Maryland and
Virginia, including submachine guns and rocket launchers, as well as
sixty-thousand rounds of ammnition, all intended for "hostile" overseas
destinations (135:18). One ATF representative said, "in our judgement
they [the weapons] were available to anyone with the money (135:18).

0il rich Middle Eastern countries certainly have the money, and many of
those nations, as seen in Figure 1, sponsor terrorism aimed at Western
targets.

NORAID, a New York-based organization that openly supports the
Provisional Irish Republican Army (PIRA), has continued to provide
dollars and weapons to the PIRA. "In 1981, eight-thousand four-hundred
weapons were seized [in Ireland] and in that same year more than eighty-
five percent of th: arms captured originated from the U.S." (92:224).

Because Libya is a known sponsor of the PIRA, one might question just
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how many U.S. weapons have been transferred to Libya and then on to
other organizations Libya sponsors, like the ANO, who target Western
citizens (145:56).

During the trial of five members of NORAID charged with conspiracy
for supplying weapons to the PIRA, "the defendants openly admitted that
they had been actively involved in smuggling guns from the U.S. to Eire
for over twenty-five years" (92:106). In 1984, London newspapers, The
Times and the Daily Telegraph reported that "PIRA's purchasing officers
were negotiating the purchase of surface-to-air Redeye missiles in the
LeS." (92:107). Those particular purchasing agents were caught. How
many times have the terrorists eluded the law in the U.S.? As mentioned
earlier, some terrorists have for as long as twenty-five years!

The potential and opportunity for high technology small arms
suppliers to profit from terrorists is too inviting at present. Some
"strong fences" must be erected around some small supplier areas to
prevent terrorist from obtaining U.S. and Western weaponry.

Terrorist training camps are another way of providing state-
support. Without these camps, weapon familiarization, terrorist
techniques and advanced training would not take place and the
effectiveness of the international terrorist would surely decline.
According to an Abu Nidal Organization defector, Nidal Muhammad, the
training enviromment consists of six months of grueling training,
running six miles a day, four hours of physical training (in addition to
the running), weapons familiarization on automatic weapons, pistols and
mortars, and also advanced training. According to Muhammed, "We learned

how to kill people with a variety of methods, how to enter buildings
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quietly, stalk people through the streets, then escape" (109:27).
Unfortunately, according to the literature, some of the training these
terrorists receive comes from Western sources, including individuals
from the C.S.
Three Libyan exiles interviewed by the Italian Corriere Della Serra
in August 1980 testified that at camps in Kufrah, Sinawan, Ghadames
and elsewhere [in Libya], the instructors were Palestinians,

Europeans, and Americans, formerly in the employ of the CIA.
(46:17).

Colonel Gadhafi has admitted he supports guerrilla groups in the
U.S. and attempts to forge links with U.S. citizens who are
knowledgeable in military fields useful to him (92:131). In fact,
according to author Desmond McForan, "various American citizens run
terrorist training camps for Gadhafi in Libya" (92:131). On 4 February
1982, the London television station IBA ITN during News at One suggested
that some of these individuals are instructors, some act as hitmen
against Libyans in the U.S. and others, more devastatingly, transfer
technology by "illegally organizing the exploitation of U.S. arms and
explosives” to Libya (92:131).

Seeming like a nightmare, the reality of U.S. and Western citizens
aiding terrorists exists. As a consequence of the connection, Western
arms and technologies are no doubt in terrorists' arsenals.

Other Terrorists or Non-state Groups. In the second channel of
transfer there exists a global network of terrorist cooperation. Most
involves training, safehavens, logistical support and weapons smuggling.
U.S. and Western leaders must not disregard the fact that the
technologies international terrorists receive from other terrorist

groups will only intensify as U.S. and Western export controls diminish.
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Interestingly, Palestinian terrorists favor a relationship with
non-Arab terrorist groups. Both sides receive a type of sponsorship as
a result. There are three categories of Arab/non-Arab relationships
according to Z. Gad, an Israeli who studies terrorism:

1. An operational terrorist cooperation, the aim of which is to
increase the terrorist potential of the group. Thus, the
capability of both the Arab and non-Arab is increased.

2. Military cooperation between terrorist organizations of
national liberation movements. This enhances the military
capability between organizations. It includes transferring
weapons and supporting training.

3. Political and humanitarian cooperation. Committees of support
established by such organizations strive to assist the
Palestinian organizations in areas such as propaganda, fund-
raising, and medical aid. (56:136)

Both Palestinians and non-Arabs also provide safe havens and
logistical support to each other. Libya may provide most of the funds,
Syria most of the guns, and Lebanon most of the recruits, but it is the
Palestinian cause, "the lack of a homeland,” that fuels the Palestinian
terrorist (108:25).

Terrorists are not the only benefactors of this channel of
transfer. The sponsoring non-state organization, as Gad points out,
also benefits handsomely. Once again, money weighs heavily in an
organization’'s decision to assist terrorists. Maintaining large, well-
trained forces is expensive and a small group of terrorists costs less
per year when compared to training regular soldiers. It can also cause
far more havoc in an enemy state than could the soldiers (17:45). By
using third party terrorists, the non-state organization can mortally
wound its enemy and yet also deny responsibility for the act.

As a result of this type of relationship, terrorists have the

potential to obtain and use U.S. and Western technologies. Using Libya
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as an example again, it provides the terrorists it sponsors (like the
ANO and the PFLP-GC) with the MILAN and Vigilant anti-tank guided
missiles, manufa