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Abstract

It is proved that any protocol that constructs a reliable data link service using a physical
channel service necessarily includes in the packets some header information that enables the
protocol to treat different packets differently. The physical channel considered is permitted to
lose, but not reorder or duplicate packets. The formal framework used for the proof is the I/O
automaton model.

Keywords: data link protocol, communication protocol, headers, impossibility proof

1 Introduction

Formal models of concurrent programming have been advanced as a suitable foundation for pro-
viding rigorous verification of protocols against specifications. A very different use is to give proofs
of impossibility results: showing that no protocol can possibly solve a particular problem. The
features of a formal model that are necessary to support impossibility proofs are not necessarily
the same as those that make verification easy. A discussion of these features can be found in [11].
In this paper, we use the I/O automaton formal model (see [10] for a general exposition of the
model) to provide a proof that any protocol that provides a data link service by using a physical
channel service, necssarily includes in the packets some header information that enables the pro-
tocol to treat different packets differently. The interest of this work, we believe, is not so much in
the result (no one ever suggested using a protocol without header information) but rather in the
way this formal model (which has proved successful in verifying quite complicated protocols, as in
[9, 15, 3, 4, 6, 14]) can be used to show the nonexistence of protocols with certain propertjes.

The authors were supported in part by the National Science Foundation under grant CCR-86-11442, by the Office
of Naval Research under contract N00014-85-K-0168 and by the Defense Advanced Research Projects Agency under
contracts N00014-83-K-0125 and N00014-89-J-1988.




There has recently been a lot of research in the distributed computing theory research commu-
nity into the possibility of constructing a reliable message transmission service using an underlying
unreliable packet transmission service (see (8, 1, 16, 12], for example). Most of this work has
addressed the case where the physical channel is especially unreliable, in that it can lose packets
and also deliver packets out of order. In these cases the naturai protocol, due to Stenning ([13])
places each message into a packet with a sequence number as header, and repeatedly sends the
packet until its receipt has been acknowledged. The difficulty with this protocol is that the se-
quence numbers increase without bound, and the papers mentioned above explore the possibility of
using a fixed size header. By contrast, in this paper we consider using a FIFO (but possibly lossy)
physical channel. There are many protocols known for this situation, most being variants on the
Alternating Bit protocol [2], in which packets and acknowledgments contain a single bit header.
We show that this header is needed, in that there is no protocol that solves the same problem
without using some header to distinguish between packets. A key modeling issue is how to measure
the existence of a header in an arbitrary protocol, without assuming a particular structure (such as
[sequence-number,message]) for the packets. The definitions we use are adapted (and simplified)
from those in (8, 5].

In Sections 2-4, we show how we model the different service specifications and the construction
of an arbitrary protocol to provide a data link service using two physical channels. In Section 5 we
define the specific physical channels we will use in the main result. In Section 6 we prove a result
that includes much of what we want, while avoiding the more subtle modeling issues: we show
the impossibility of implementing a data link service using identical packets in each direction. In
Section 7 we discuss how to define the headers used by an arbitrary protocol, and finally we present
the impossibility result. A summary of the I/O Automaton model is given in the Appendices.

2 The Physical Layer

The physical layer is the lowest layer in the OSI Reference Model hierarchy, and is implemented
directly in terms of the physical transmission media. A standard interface to the physical layer
permits implementation of the higher layers independently of the transmission media.

In a typical setting, a physical layer interacts with higher layers at two endpoints, a “transmit-
ting station” and a “receiving station”. The physical layer receives messages called “packets” from
the higher layer at the transmitting station, and delivers some of the packets to the higher layer at
the receiving station. The physical layer can lose packets. While it is also possible for packets to
be corrupted by the transmission medium, we assume th .. : ‘2 physical layer masks such corrupted
packets using error-detecting codes. Thus, the only faulv. “’:avior we consider is loss of packets.

In this section, we give a specification for physical lay.. behavior; in particular, we specify a
channel that ensures FIFO delivery of packets. It is convenient to parameterize the specification by
an ordered pair (¢,7) of names for the transmitting and receiving stations, and by an alphabet P
of legal packets. The specification will be given by a schedule module, denoted by PL — FIFQF,

PL — FIFO*"P has the action signature illustrated in Figure 1 and given formally as follows.

Input actions:
send_pkt**(p),pe P
Output actions:
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There are no internal actions. The send_pkt®"(p) action represents the sending of packet p on
the physical channel by the transmitting station, and the receive_pkt!"(p) represents the receipt of
packet p by the receiving station. We will refer to the actions in acts(PL — FIFO""F) as physical
layer actions (for (t,r) and P).

In order to define the sets of schedules for the schedule module scheds(PL — FIFO!"F), we
define first a collection of properties, reflecting the operation of a “good” physical channel. The
properties are defined with respect to 8 = my7;... a (finite or infinite) sequence of physical layer
actions, and a correspondence relation, a binary relation between the send_pkt'™ events and the
receive_pkt®” events in 8. The correspondence relation is intended to model the association that
can be set up between the event modeling the sending of a packet, and the event modeling the
receipt of the same packet. Complications are caused by the fact that the same data might be sent
repeatedly, and so the sending of two such identical packets is modeled by two occurrences of the
same action send_pkt*™(p).

(PL1) 1. H an event m; = receive_pkt'*(p) corresponds to an event 7; = send_pkt""(g), then
P = g, and also j < i, that is, the event m; precedes =; in §.

2. Each receive_pkt*™(p) event corresponds to exactly one send_pkt*™(p) event.

3. Each send_pkt'™(p) event corresponds to at most one receive_pkt*"(p) event.

Thus, when (PL1) is satisfied, any receive_pkt*"(p) in § will have a corresponding scnd_pktt™
event.

The next property we define is the FIFO property. It says that those packets that are delivered
have their receive_pkt events occurring in the same order as their send_pkt events. Note that (PL2)
may be true even if a packet is delivered and some packet sent earlier is not delivered; there can be
gaps in the sequence of delivered packets representing lost packets.

(PL2) (FIFO) Suppose that the event m; = send_pkt'(p) in B corresponds to the event 7; =
receive_pkt'’(p), and 7y = send_pkt'"(p') corresponds to m; = receive_pkt*(p'). Then i < k
if and only if j < L. )




So far, the properties listed have been safety properties, that is, when they hold for a sequence

they also hold for any prefix of that sequence. The final property is a liveness property. It says

that if repeated send events occur, then eventually some packet is delivered.

(PL3) If infinitely many send_pkt>™ actions occur in §, then infinitely many receive_pkt*" actions
occur in f.

Now we define the schedule module PL-FIFQ*"F. We have already defined sig( PL-FIFCP™F),
Let scheds(PL-FIFCF™F) be the set of sequences § of physical layer actions for which there exists
a correspondence such that (PL1), the FIFO condition (PL2), and (PL3), are all satisfied for 8
and that correspondence. A FIFO physical channel from t to r is any I/O automaton that solves
PL-FIFO'™F. .

In a “real-world” implementation of a physical channel using a physical transmission medium,
(PL3) would not be guaranteed with absolutely certainty, but rather with extremely high probabil-
ity. In practice, this probability is usually sufficiently high to justify our decision to ignore in the
formal model the small likelihood that no packets ever get delivered on an active channel, just as
we have neglected the small probability of “real-world” channels corrupting a packet undetectably.

3 The Data Link Layer

The data link layer is the second lowest layer in the hierarchy, and is implemented using the services
of the physical layer. Generally, it is implemented in terms of two physical channels, one in each
direction. It provides a reliable one-hop message delivery service, which can in turn be used by the
next higher layer.

We again assume that there are two endpoints, a “transmitting station” and a “receiving sta-
tion”. The data link layer receives messages from the higher layer at the transmitting station, and
delivers them at the receiving station. The data link layer guarantees that every message that is
sent is eventually received. Furthermore, the order of the messages is preserved.

In this section, we give a specification for data link layer behavior, as a parameterized schedule
module DL*"M_ where M is an alphabet of legal messages. The development is very similar to
that for the physical layer; in fact, the only significant difference is between the liveness conditions
(DL3) and (PL3). The action signature sig(DL*"M) is illustrated in Figure 2, and is given formally
as follows.

Input actions:
send_msgt"(m), m € M
Output actions:
receive.msgt"(m), m e M

There are no internal actions. The send-msg®"(m) action represents the sending of message m
on the data link by the transmitting station, and the receive_msg*™(m) represents the receipt of
message m by the receiving station. We will refer to the actions in acts(DL*"M) as data link layer
actions.
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Figure 2: The Data Link Layer

In order to define the set scheds(DL*"*M), we again define a collection of auxiliary properties.
They are defined for a sequence 8 = =nywy... of data link layer actions and a correspondence
relationship, a binary relation between the send_masg*" events and the receive_msg"" events in S.
The first property is analogous to (PL1) and gives elementary requirements on the correspondence.

(DL1) 1. If an event m; = receive.msgt"(m) corresponds to an event 7; = send_msg""(n), then
m = n, and also j < i, that is, the event 7; precedes =; in 3.

2. Each receive_msgt"(m) event corresponds to exactly one send_msg*"(m) event.

3. Each send.msg!"(m) event corresponds to at most one receive_msg""(m) event.

The next property is the FIFO property; it guarantees that the messages sent are received in
the same order.

(DL2) (FIFO) Suppose that the event w;=send_msg®’(m) in fB corresponds to
7; = receive_msgb"(m), and 7 = send.msg’"(m') corresponds to 7 = receive_msg>T(m').
Then i < k if and only if j < I.

Finally, we have the data link layer liveness property. It says that all messages that are sent
are eventually delivered. This property expresses the reliability of the message delivery guaranteed
by the data link layer.

(DL3) If x is a send-msg""(m) event occurring in B, then there is a receive.msg®™(m) event in
B corresponding to .

Note that in combination with (DL1), (DL3) implies that there is exactly one receive_msg*™(m)
event corresponding to each send_msg*"(m) event. Now we can define the schedule module DL*"™M.
We have already defined sig(DL*"M). Let scheds(DL!*"*M) be the set of sequences 3 of data link
layer actions for which there exists a correspondence relation such that (DL1), (DL2), and (DL3)
are all satisfied for # and the correspondence relation.

Although the schedule module DL*™M represents the behavior one would require from an inter-
esting data link layer, it is useful for us to define another schedule module W DL*"M representing




weaker requirements on data link behavior, in which the layer is required to eventually deliver each
message that is sent, but not necessarily in FIFO order. Thus, let sig(W DL*" M) = sig(DL*"M),
and let scheds(W DL*™M) be the set of sequences 3 of data link layer actions for which there exists
a correspondence relation such that (DL1) and (DL3) are satisfied for 8 and the correspondence.

Although this weaker specification is less interesting than DL*"M for describing properiies of
a useful data link layer, it is adequate for proving our impossibility result. It is easy to see that
WDL"M is a weaker specification than DL*"*M, i.e., that scheds(DL*™M) C sch. .s(W DLt"M),
Thus, any automaton that solves DL*™M also solves scheds(W DL*"M), so that the impossibility
results we obtain for solving WDL*"M immediately imply corresponding impossibility results for
solving DL4"M,

We have the following immediate consequence of the definition:

Lemma 3.1 If B is in scheds(WDLt*"*M) then the number of send_msg"™ events in 3 is equal to
the number of receive.msg®™ events in 3.

4 Data Link Implementation

In this section, we define a “data link protocol”, which is intended to be used to implement the
data link layer using the services provided by the physical layer. A data link protocol consists
of two automata, one at the transmitting station and one at the receiving station. These au-
tomata communicate with each other using two physical channels, one in each direction. They also
communicate with the outside world, through the data link layer actions we defined in Section 3.

Figure 3 shows how two protocol automata and two physical channels should be connected, in
a data link implementation.

4.1 Data Link Protocols

Let t and r again be names (for the transmitting and receiving station respectively). Let M, P,
and P, be alphabets (of messages, forward packets and backwards packets, respectively). Then
a transmiltting automaton for (¢,r) and (M, Py, P;) is any I/O automaton having the following
external action signature.

Input actions:
send_msg*"(m), m € M
receive_pkt™(p), p € P,

Output actions:
send_pkt*™(p), p € P

In addition, there can be any number of internal actions. That is, a transmitting automaton receives
requests from the environment of the data link layer to send messages to the receiving station r. It
sends packets to r over the physical channel to r. It also receives packets over the physical channel
from r.

Similarly, a receiving automaton for (t,r) and (M, P, P;) is any I/O automaton having the
following external signature.
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Figure 3: A Data Link Implementation

Input actions:
receive_pkt"(p), p€ P,
Output actions:
send_pkt™i(p),p€ P,
receive_msgt"(m), m € M

Again, there can also be any number of internal actions. That is, a receiving automaton receives
packets over the physical channel from ¢. It sends packets to t over the physical channel to ¢, and
it delivers messages to the environment of the data link layer.

A data link protocol for (t,7) and (M, Py, P;) is a pair (A*, A"), where A is a transmitting
automaton for (t,r) and (M, P, P;), and A" is a receiving automaton for (t,r) and (M, P;, P;).
(Often we will omit mention of the station names and the alphabets, if these are clear from context.)

4.2 Correctness of Data Link Protocols

Now we are ready to define correctness of data link protocols. Informally, we say that a data
link protocol is “correct” provided that when it is composed with any “correct physical layer”
(i.e. a pair of FIFO physical channels from ¢ to r and from r to t, respectively), the resulting
system yields correct data link layer behavior. This reflects the fundamental idea of layering, that
the implementation of one layer should not depend on the details of the implementation of other
layers, so that each layer can be implemented and maintained independently. Formally, suppose
(A*, A7) is a data link protocol for (t,r) and (M, Py, P;). We say that (A%, A") is correct provided




that the following is true. For all C; and C; such that C; is a FIFO physical channel from t to
r with alphabet Py, and C; is a FIFO physical channel from r to ¢ with alphabet P,, hideg(D)
solves DL4"M  where D is the composition of At, A", C; and C,, and ® is the subset of acts(D)
consisting of send_pkt and receive_pkt actions.

As mentioned earlier, our impossibility results can be proved for weaker data link requirements.
Thus we also define weak correctness for data link protocols. This is defined exactly as for cor-
rectness, except that hideg(D) is required to solve WDL*"M instead of DL*"M, Obviously, any
correct data link protocol is also weakly correct.

Note that the definition of “solves” upon which these correctness definitions are based appears
in Appendix A.4. Examination of that definition shows that these correctness definitions require
that the fair behaviors of hideg(D) are all among the schedules of the schedule module DL*™M or
WDLM,

5 Permissive Physical Channels

Since the correctness of a data link protocol requires that it work when composed with any FIFO
physical channels with appropriate alphabets, we are able to prove the impossibility of a correct
protocol satisfying certain requirements by merely demonstrating that no such protocol works when
combined with a specific pair of FIFO physical channels. In this section we introduce the channels
we will use.

5.1 Definitions

We define a physical channel that is parameterized by end stations ¢ and r and a packet alphabet P.
It can be considered to be a “very permissive” physical channel. In fact, it can even be considered
to be a “universal FIFO physical channel”, in the sense of Lemma 5.2 below.

First, we define a set S of ordered pairs (i, j) of positive integers to be a delivery set provided
that it satisfies the following two conditions: for each positive integer j, § includes a unique element
(4,7), and for each positive integer 1, it includes at most one element (i, j). We say that a delivery
set is monotone provided there are no pairs (i1, j1) and (iz,72) in § with ¢; < é; and j; > js.

The state of the physical channel C*™F has two counters, counter; and countery, an infinite
monotone delivery set S of pairs of positive integers, and a partial mapping packet from the set
of positive integers to P. The counter counter; represents the number of send_pkt actions, and
countery represents the number of receive_pkt actions, that have occurred so far. The set S
determines which packets are delivered, and in what order - it contains pairs (3, j) that correlate
the j-th receive_pkt event with the i-th send.pkt event. Thus the restrictions in the definition of
a delivery set correspond to the conditions (DL1). The mapping packet associates with an integer
¢ the packet that was sent in the ¢-th send_pkt event. Initially counter; and counter, are zero and
packet is undefined everywhere. In a particular execution, the set S is initialized to an arbitrary
monotone delivery set and remains fixed.

The transition relation for the automaton C*"¥ consists of all triples (&', 7, ) described by the
following code.!

!This style of describing I/O Automata by giving preconditions (that is, conditions on s’) and effects (that is,




send_pkt*"(p)
Effect: counter; — counter; + 1
packet(counter,) — p

receive_pkt"(p)
Precondition: packet(i) = p and (3, counter; + 1) € §, for some i
Effect: countery — countery + 1

The partition puts all the output actions of P (that is, all the receive_pkt'™(p) actions, for
all p € P) in a single class.

Lemma 5.1 The automaton Ct™F is ¢ FIFO physical channel.

Proof: We must show that fairbehs(Ct"FP) C scheds(PL — FIFO*"P), Let j be a fair behavior
of Ct"P, We must show that there exists a correspondence relation that makes (PL1), (PL2) and
(PL3) true. Since B is a fair behavior of C*"P, there is a fair execution a of Ct™P with § as its
behavior. Let So be the value of the monotone delivery set S in the execution a. We construct
a correspondence relation from Sy as follows: if 7 is the i-th send_pkt®™ event in B, and ¢ is the
j-th receive_pkt*™ event in 3, then let 7 correspond to ¢ exactly if (¢,7) € So. The fact that (PL1)
and (PL2) hold for this choice of correspondence relation follo'vs from the properties of monotone
delivery sets.

To prove that (PL3) holds, we suppose that on the contrary B contains a finite number N of
receive_pkt"" events and infinitely many send_pkt*™ events. Thus in « all the states after the last
receive_pkt'™ event have counter, = N. Now since Sp is a monotone delivery set, So contains
(i, N + 1) for some positive integer i. Let the i-th send_pkt*™ event in B be send_pkt*"(p). Then
in every state of a after this event packet(:) = p. The code for the automaton shows that in every
state of a after the later of the last receive_pkt™ event and the i-th send_pkt’” event, the action
receive_pkt*'(p) is enabled. This contradicts the assumption that a is a fair execution.

a

The following converse (which is proved by reversing the construction of the previous proof)
shows that Ct"P has among its fair behaviors all of the schedules of the specification PL —
FIFQ%P,

Lemma 5.2 Suppose § is in scheds(PL — FIFO'"F). Then § € fairbehs(CtmF).

We can combine the permissive physical channels with an arbitrary data link protocol, as follows.
If A is a data link protocol for (2,7) and (M, Py, P;), then let D(A) be the composition of A, A",
CtrPiand CmtPe. Algo let D'(A) = hideg(D(A)), where @ is the subset of acts(D(A)) consisting
of send_pkt and recetve_pkt actions. By virtue of Lemmas 5.1 and 5.2, we have the following result:

Proposition 5.3 A data link protocol A is correct (respectively, weakly correct) if and only if D'(A)
solves the specification module DL*"M (respectively, W DL*"M ),

imperatives to be executed sequentially to transform s’ to give s) is used in [10]. It is not fundamental to the model,
but is rather a notational convenience for describing sets of triples.




The following corollary will be used in our subsequent proofs.

Corollary 5.4 Suppose that A is a wes a weakly correct data link protocol. Then in every fair
behavior of D'(A), the number of send_msg'”™ events is equal to the number of receive_msgh"
events.

Proc®: By Proposition 5.3, it must be that D'(A) solves the specification module WDL*"M  je.,
every fair behavior of D)'(A) is a schedule of WDL""*™. The conclusion follows from Lemma 3.1.
a

6 Impossibility of Having All Packets Identical

We show here the impossibility of constructing a weakly correct data link protocol that uses only a
single type of packet (and so needs no header) to transmit a sequence of identical messages. This
result seems weaker than the result we want (that it is impossible to construct a weakly correct
data link protocol where all packets contain the same header) but in the next section we will show
that in fact the desired result follows from this. By making this simplification we postpone some of
the difficult modeling issues, and allow the reader to see the style of impossibility proof in a simpler
setting. The technique, of measuring the number of headers by the size of the packet alphabet
when the message alphabet has size one, was used earlier without formal proof of a reduction result
in [12].

The proof takes the following form: we assume that A is a weakly ccirect data link protocol
in which, in each direction, all packets are identical. Then Corollary 5.4 implies that, in every
fair behavior of D’(A), the number of send_msg"" events is equal to the number of receive_msg*
events. We deduce a series of facts about the states of the end stations during executions of D’(4),
by showing that the failure of one of these facts, coupled with the previously derived facts, would
enable us to construct a fair behavior in which the number of send_ms¢*™ events is unequal to the
number of receive.msg®” events. Finally, we use these facts to construct two fair executions of
D'(A) with identical projections at the receiving automaton, but in one of which two messages are
sent while in the other only one message is sent.? Since the projections at the receiver are equal,
the two executions contain the same number of receive_msg’™ events. Thus one of them will have
the number of send_msg’™ events unequal to the number of receive_msg®™ events. This yields a
contradiction to the original assumption that the protocol was weakly correct.

Now, we will restrict our attention to the situation where each of A* and A" is deterministic,
that is, at most one locally controlled action is enabled in each state, and at most one new state
can be reached by applying an action in a state. As we will see later, this involves no loss of
generality. Given a state of an end station (i.e., A' or A™) in such a protocol, there is a unique
maximal execution fragment of that automaton that commences with the given state and includes
no input actions. (This execution corresponds to running the automaton from the given state in
such a way that it receives no inputs, for as long as .t can keep taking steps.) We will say that the
given state is quiescing if this fragment contains only finitely many send_pkt®™ (or send_pkt™, as
appropriate) events.

3That is, in these situations the receiver does not know how many messages were sent.
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Our first lemma says that from any state in any execution, if the transmitting automaton is run
without receiving any inputs (that is, with no send_msg'™ or receive.pkt'™ events) then it must
send only finitely many packets to the receiver.

Lemma 6.1 If A is a weakly correct data link protocol for (t,1) and (M, Py, P;) with |Pi| = |P2| =
1, At and A" are deterministic, and « is a finite ezecution of D'(A), then A! is quiescing in the
final state of a.

Proof: The idea of the proof is as follows. If A sends infinitely many packets with no response
then A” has no hope of determining how many send_msg""™ events have happened. In particular, we
show that A” cannot tell the differer.ce between the situation in which one additional send_msg*”
event occurs after the given finite execution and the situation in which no such events occur.

More precisely, suppose that A* is not quiescing in the final state of 0. Let # = sched(a).
Then consider the schedule Bsend_msg*"(m') where m/ is some arbitrary message in the message
alphabet of A. This schedule has an extension that is fair and contains no extra send_msg"" events
(by Lemma A.1). By Corollary 5.4, there is a finite prefix of this extension, say Bsend_msgtT(m')p’
which contains as many receive_msg"” events as there are send.msg*™ events in Bsend_msg"T(m’),
namely, one more than the number of send_msg"™ events in a.

Let & be the number of receive_pktt™ events in 3'. Since we assumed that a ended with At not
quiescing, we can find a schedule of A* that is an extension of 8)A!, say (8| A')y, with 7 containing
only output actions of A, including k send_pkt'™ events (but no send_msg" or receive_pkt™
events).

Now we consider the sequence By(8'|A") of actions of D'(A). We show that this sequence
is a (not necessarily fair) schedule of D’(A), by showing that its projection on each of the four
components of the system is a schedule of that component.

1. This sequence has projection on A¢ equal to (8| A*)y, which is a schedule of A* by construction.

2. It has projection on A" equal to (34')|A" (since v involves only actions of A*), and this is a
schedule of AT since it is equal to (Bsend_msgt™(m')B')|AT.

3. It has projection on Ct'Pt equal to (8|CtmFPr)(y|CtnPr)((8|AT)|CHPr), which is a schedule
of CtrPr since 7|Ct™P is a sequence of k send_pktt(p) events, and (#|A7)|CHFt is a
sequence of k receive_pkt'"(p) events, where p is the unique element of the packet alphabet
P;.

4. It has projection on C™4F2 equal to (ﬂIC’ HP((8') AN Gt ) (since 7 involves only output
actions of At, and thus no actions of (7P and this is a schedule of C"+F2 since (' |AT)| Gt P
consists only of send_pkt™t events, which are inputs to C™*P2 (and 1/O automata must be
input-enabled).

Since its projection on each component is a schedule of that component, the sequence 87(3’|A") is
a schedule of D'(A), by Lemma A .4.

Now consider the two schedules v(8'|A™) and (3)send-msg’"(m’)3’'. They both have the same
projection on A" and hence contain the same number of receive_msg’™ events. By the argument
at the beginning of this proof, this number is exactly one more than the number of send.msg*"
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events in 8. On the other hand, the number of send_msg®" events in Sv(8'|A") is the same as the
number of send_msg"" events in §7 (the two schedules having the same projection on A*), and this
is the same as the number of send.msg®™ events in §, which we just showed is one fewer than the
number of receive_msg"" events in same schedule Sv(3'|A7).

Now when we consider a fair extension of (4’| A”) that contains no further send.msg*" events,
we find that it contains more receive_msg'”™ events than send.msg*" events. This contradicts
Corollary 5.4. Thus our assumption (that the lemma was false) must be invalid. o

Our second lemma says that from any state in any execution, if the receiving automaton is run
without receiving any inputs, then it must send infinitely many packets to the transmitter.

Lemma 6.2 If A is a weakly correct data link protocol for (t,7) and (M, Py, P;) with |P1| = | P3| =
1, At and A" are deterministic, and a is a finite ezecution of D'(A), then AT ‘is not quiescing in
the final state of a.

Proof: Suppose the contrary: that A" is quiescing in the final state. Once again, we reach a
contradiction by constructing two fair schedules of D'(A) with the same number of receive_msgt™
events, but different numbers of send_msg*" events. Let a; be the maximal execution fragment
of A! containing no inputs and starting from the state of A? at the end of a. Similarly let a; be
the maximal execution fragment of A" containing no inputs and starting from the state of A™ at
the end of a. By definition, the projection of aa; on A! is a fair execution of A!, and likewise the
projection of caz on AT is a fair execution of A". By Lemma 6.1 o; contains only finitely many
send_pktt™ events, and by assumption ey contains only finitely many send_pkt™ events. Now we
consider any sequence of actions 7 formed by interleaving the sequences sched(a;) and sched(as).

We claim that sched(a)y is a fair schedule of [’(A). We show this by showing that its projection
on each of the four components of the system is a fair schedule of that component.

1. Its projection on A! is just (sched(c|At))sched(a;), which is a fair schedule of A* by the
definition of ay.

2. Its projection on A" is (sched(a|A™))sched(ag) which is a fair schedule of AT.

3. Its projection on C'™F1 is just the projection of sched(a) on that channel followed by a finite
number of send_pkt!™ events. This is of course a schedule of C*™F1, and is fair because the
delivery set could specify the loss of all of the finite number of packets sent but not delivered.

4. Similarly the projection on ™t is a fair schedule of CmtFs.

Since its projection on each component is a fair schedule of that component, Lemma A.4 implies
that sched(a)y is a fair schedule of D’(A). By Corollary 5.4 the number of receive_msg'™ events
in sched(a)y equals the number of send_msg"™ events.

Now we construct another fair schedule, sched(a)send_msg®(m)y’, which contains the same
number of receive.msg'™ events in sched(a)y but one fewer send-msg*" event, which yields a
contradiction. More specifically, consider asend_msg'"(m), where m is an arbitrary element of the
message alphabet.

Let a3 be the maximal execution fragment of A* containing no inputs and starting from the state
of A? at the end of asend-msg®"(m). By Lemma 6.1, a3 contains only finitely many send_pktt"
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events. Now we consider the sequence of actions 4’ formed by interleaving (in any fashion) the
sequences sched(as) and sched(az). Just as above, sched(a)send_msgh™(m)y’ is a fair schedule of
D’(A), and so by Corollary 5.4, the number of receive_msg"™ events in sched(a)send_msg®"(m)y’
is equal to the number of send_msg*" events. However, since sched(a)send.msg*™(m)7'|A” and

sched(a)y| AT are both equal to sched(a|A™)sched(az), we see that the number of receive.msg®"

events in sched(a)send_msg®"(m)y' is the same as the number of receive_msg®™ eventsin sched(a)y.
By the equalities proved above, this implies that sched(a)y and sched(a)send_msg"™(m)y’ contain

the same number of send_msg®" events, which is false. Thus our assumption (that the lemma was

false) is invalid. o

The next lemma further characterizes the behavior of a weakly correct data link protocol by
showing that the transmitter must both send and receive infinitely many packets.

Lemma 6.8 If A is a weakly correct data link protocol for (t,r) and (M, P, P?) with |P| = |P2| =
1, At and A" are deterministic, and a is a fair ezecution of D'(A) that contains a finite non-zero
number of send_msgb™ actions, then a|A* contains infinitely many send_pkt'™ actions and infinitely
many receive_pkt™ actions.

Proof: We show that every other possibility leads to a contradiction.

1. Suppose a|At contains infinitely many send_pkt'™ actions and finitely many receive_pkt™*
actions. Then there is a suffix of a|A* that contains no input actions (neither send_msg""
nor receive_pkt'* actions) but contains infinitely many send_pkt*" actions. The state of At
at the start of this suffix must be not quiescing, which contradicts Lemma 6.1.

2. Suppose a|A! contains finitely many send_pkt*™ actions and finitely many receive_pkt™* ac-
tions. Then a|A" contains finitely many receive_pkt®™ actions (since the channel Ctrh
delivers at most as many packets as were sent) and contains finitely many send_pkt™* actions
(since a fair execution of C™2 would contain an infinite number of receive_pkt™! events if
it contained an infinite number of send_pkt™* events). Thus there is a suffix of a]A" that
contains no input events and only a finite number of send_pkt™! events. The state of A" at
the start of this suffix is quiescing, which contradicts Lemma 6.2.

3. Suppose a|A? contains finitely many send_pkt®™ actions and infinitely many receive_pkt™*
actions. First consider the maximal execution of A" starting from the initial state of A" and
containing no input actions. This execution is a fair execution of A™. Let 8 be the schedule of
this execution. By Lemma 6.2, B contains infinitely many send_pkt™t actions. Let v be the se-
quence of actions obtained by interleaving 8 and sched(a|A?) in such a way that for each ¢ the
i-th receive_pkt™ action is immediately preceded by the i-th send_pkt™* action. We claim that
v is a fair schedule of D'(A). Its projections on A* and A" are fair schedules by construction.
Its projection on C™4F% ig just send_pkt™t(p)receive_pkt™(p)send_pkt™t(p)receivepkt™i(p). ..
(where P; = {p}) which is a fair schedule, and its projection on C*™P is a fair schedule since
it consists of the sending of a finite number of packets and the delivery of none (as 8 contains
no inputs to A", in particular no receive_pkt*™ actions) and this can be achieved by a suitable
delivery set.
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We observe that 8 (and hence ) cannot contain any receive_msg"™ action. (Otherwise, take
the prefix of § up to and including the first receive.msg'™ event, regard it as a schedule of
D'(A) where all the actions take place at A", and extend it to a fair schedule of D’(A4) which
contains no inputs to D(A), that is, no .send msg®" actions. This contradicts Corollary 5.4.)
However, 7 contains a non-zero number of send_msg"™ events (the same ones as in a). Thus
7 is a fair schedule of D(A) which does not contain the same number of receive_msg" events
as of send_msg"™ events, contradicting Corollary 5.4.

a
The final lemma allows us to construct two executions that look identical to the receiver, but
have different numbers of messages sent at the transmitting end.

Lemma 6.4 Let A be a weakly correct data link protocol for (t,r) and (M, Py, Py) with |P1| =
|P;] = 1, such that A* and A" are deterministic. Let a; and oz be two fair ezecutions of D'(A)
such that sched(a;) begins with send_msg**(m) and contains no other send_msg’™ event, and
sched(az) begins with send_msg*™(m)send.msg'™(m) and contains no other send.msg'™ event.
There ezxist fair ezecutions &y and &y of D'(A) such that &;|At = a;|A? for i = 1,2, and such that
G1|AT = @z|AT.

Proof: Applying Lemma 6.3 to the execution a;, we see that we may express sched(a;|A?) as

send.msg""(m)BiviPiviG3 ...

where 3} consists only of internal or send_pkt*" actions, v consists only of internal or receive_pkt™*

actions, and where each S} (except possibly 8}) and each 7} contains a finite, non-zero number of

send_pkt'” or receive_pkt™ events.® Let a} denote the number of receive_pkt™* events in 7{.
Similarly, we see that we may express sched(ag|A?) as

send.msgt"(m)send.msgt"(m)BiviB23v263 ...

where 3} consists only of internal or send_pkt*" actions, 7} consists only of internal or receive_pkt™
actions, and where each 3% (except possibly B1) and each 7} contains a finite, non-zero number of
send_pktt" or receive_pkt™t events. Let a} denote the number of recewe.pkt” events in 73.

We construct inductively finite schedules & and &) of D'(A) such that

6{|A‘ = send_msgt"(m)ﬁ}'y} .. .7{_1ﬁ{,

6|4 = send.mag'"(m)send_msg*"(m)Bir} ... {8,

§]|A" = 83| A", and 6! is an extension of 67 fori = 1,2.

The base case of the construction is stra.lghtforwa.rd as we put 8} = send-msg®"(m)S} and
8} = send_msgt"(m)send.msg™(m)B}. Suppose 67" and 6’ ~1 have been constructed. By Lemma
6 2, the (uniquely defined, by determinism) state of AT at the end of 6’ ~1 is not qmescmg, and
therefore there is an execution fragment of A" starting from that state containing ma.x(a , aJ 1)

3The exception is due to the fact that we do not know whether the first packet sent by A* precedes or follows the
first packet received by A°.
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send_pkt™t events and (possibly) internal events and receive_msg®” events, but no input events,
(i.e., no receive.pkt'™ events). Let the schedule of this execution fragment be nJ We set 6] =
8- 117-7 ~18Ireceive_pkt'™(p), where P, = {p}. We show that &1 is a schedule of D'(A) by showmg
that its pro_)ectlon at each component is a schedule of that component:

1. The projection on At is (8'|A?*)yi ™4, which is a prefix of sched(a; )| At and so is a schedule
of At,

2. The projection on A" is (15J 1|A’)1711'ecewe_pkt"’(p), which is a schedule of A" because 7/
can occur starting from the state after 6] '|A" and receive_pkt®" is an input action of A.

3. Its projection on Ct™P js a schedule of CtmP1 because ﬂi’ contains at least one send_pkt!"(p)
event. (The rest may be “lost”.)

4. Tts projection on Ct™ is a schedule of (P2 because 7/ contains at least a] ! send_pkt™(p’)
actions, so that there are enough packets sent in 6’ to account for those recewed

We now set 6 =6 11717’ 1ﬂ.‘,recewe_pkt"r(p) The same argument as for 6] shows that &} is
a schedule of D' (A) The fact that 6]]A™ = §}] AT follows easily using the mductnve hypothesis that
87N Ar = 674

Thus, it is clear that 6’ and 6’ have the properties claimed for them. Now let 6, denote the
limit of the successively extended schedules 6’ Similarly let §; denote the limit of 6’ Thus é; is a
schedule of D'(A), for i = 1,2. We claim tha,t in fact §; is a fair schedule of D’(A). To show this
we consider the projection on each component. Each of the projections &;|A° and 6;|A™ contains
infinitely many locally controlled events by construction, and so is fair (using determinism). Each
of the projections on a physical channel contains infinitely many packet deliveries, and so is fair by
the definition of the permissive channels. Let &; be a fair execution of D’ (A) with schedule §; for
t = 1,2. This completes the construction. o

Proposition 6.5 There is no weakly correct data link protocol for (t,7) and (M, Py, P;) with |P,| =
[Pl = 1.

Proof: Assume that A is a weakly correct data link protocol with |P;| = [P = 1.

First, we deal with the potential non-determinism of the end-stations. By a result of Goldman
and Lynch (7], there is a deterministic automaton B* (respectively, B") with fair behaviors that are
a subset of the fair behaviors of A! (respectively, A").4 Put B = (B!, B"), which is also a data link
protocol with |P;| = [P] = 1. Now by Lemmas A.2 and A .4, fairbehs(D'(B)) C fairbehs(D'(A)),
and so B is weakly correct (using Lemma 5.3 and the fact that A is weakly correct).

Now, let m be an arbitrary element of the message alphabet. By Lemma A.1, there are fair
executions a; and a3 of D'(B) such that sched(;) begins with send.msg'"(m) and contains no
other send_msg"™ event, and sched(a;) begins with send_msg®'(m)send_msg""(m) and contains
no other send-msg'™ event. Consider the fair executions &; and &; whose existence is shown
in Lemma 6.4. Since the protocol B is weakly correct, each &; satisfies Corollary 5.4 (that is,

4The proof is actually left as an exercise in [7]. However, the idea is not hard: given an I/O automaton that is not
necessarily deterministic, one first removes all except one step (s', x, s) for each given s’ and partition class. Then
one simulates the resulting machines with a single-class machine that gives fair turns to all the classes.
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the number of receive_msg’™ events in &; equals the number of send_msg'™ events in &;). Now
the number of send_msg"™ events in &, is just the number of send_msg"” events in &;|B’ which
equals the number of send.msg*™ events in o;|B* by the properties of &;. Since a;|B* contains i
send_msg®" events, we deduce that &; contains ¢ receive.msg®” events, contradicting the fact that
é1|B™ and ég| BT are equal, and so contain the same number of receive_msgh™ events. o

7 Defining Headers in Protocols with Infinite Packet Alphabet

Most data link protocols in the literature use a finite packet alphabet in each direction, since packets
are required to be of limited size. However, it is normally the case that the packets are treated as
having two separate parts: a header (which determines what is to be done with the packet) and an
encapsulated message (treated as an uninterpreted bit string). Indeed, one can envisage protocols
that allow packets of unbounded size because the included messages may have unbounded size, and
yet use only a fixed size of header (and thus a finite number of headers). Here we sketch one way in
which one can model the existence of headers in a protocol, without assuming that the packets are
necessarily structured explicitly with two parts, one a control field and the other an uninterpreted
message.

We model the “headers” used by a protocol as follows. Let A = (Af, A™) be a data link protocol
for (¢t,r) and (M, P;, P,;). Let = be an equivalence relation on the domain M U P; U P, U states( A*)U
states(A”) U acts(A?) U acts(A™). Then = is said to be a header relation for A provided that the
following conditions hold.

1. = only relates elements of the same kind, i.e., elements of M, or Py, or states(A'), etc. Also,
a start state cannot be related to a non-start state. Moreover, if a = a’ for two actions a
and d/, then @ and a’ are identical except possibly for a difference in their message or packet
parameter. Further, every pair a and a’ of locally controlled events of A* (respectively, of A™)
such that a = a’, @ and a’ are in the same class of part(A?) (respectively, of part(AT)).

2. For each pair m, m' of messages in M, send_msg®"(m) = send.msg®"(m') if and only if
m = m/, and receive_msg'’(m) = receive_msg>"(m’') if and only if m = m’.

3. For each pair p,p’ of packets in Py, send_pkt'™(p) = send_pkt!"(p') if and only if p = p/, and
receive_pkt'"(p) = receive_pkt""(p') if and only if p=p'.

4. For each pair p,p’ of packets in P,, send_pkt™(p) = send.pkt™(¢’) if and only if p = p/, and
receivepkt™(p) = receive_pkt™(p’) if and only if p = p'.

5. For every two states g and ¢’ of A* (respectively, of A™) with ¢ = ¢, if action a is enabled in
q then there is an action a’ with a = a’, such that a’ is enabled in ¢'.

6. For every two states ¢ and ¢’ of A* (respectively, of A™) and every two actions a and a’ of A!
(respectively, of A”) such that ¢ = ¢’ and a = o', if r is a state such that (g,a,r) is a step of
A? (respectively, of A™) and action a’ is enabled in state ¢/, then there exists a state r’ such
that r = ' and (¢’,a’,7’) is a step of A* (respectively, of A").

For a data link protocol A for (¢,r) and (M, Py, P;) with a header relation =, we define the set
headers(A,t,r,=) to be the set of equivalence classes of packets in Py. Similarly headers(A4,r,t, =)
is the set of equivalence classes of packets in P,. We think of each equivalence class of packets as
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being those (in one direction) with the same pattern of bits in the header. Informally, the way a
packet is processed must depend only on the header - for example, if receiving a packet takes the
protocol to a state where release of a message to the higher layer is possible, then receiving any
other packet containing the same header will also take the protocol to a state where release of a
message to the higher layer is possible (however, it may be a different message that is released!)
We note that for a data link protocol A, the diagonal relation, where each message, action etc. is
equivalent only to itself, is a header relation for A. We say that A has no header under = if each
of headers(A,t,r,=) and headers(A,r,t,=) is a singleton set, that is, all packets in P are related
by =, as are all packets in P,. We say that A has no header if there exists a header relation = for
A such that A has no header under =.

In order to prove that headers are necessary for a data link protocol, we show how to reduce
the question of the existence of a protocol with sets of header equivalence classes of a given size,
to the question of the existence of a protocol using packet alphabets of that size. This will allow
us to show that there is no weakly correct data link protocol that has no header using our earlier
result that there is no weakly correct data link protocol with packet alphabets of size one.

Proposition 7.1 Suppose A = (A%, A") is a weakly correct data link protocol for (t,r) and (M, P1, P2).
If = is a header relation for A such that |headers(A,t,r,=)! = h; and |headers(A,r,t,=)| = ha,
then there are alphabets M', P} and P with |M'| = 1, |P{| = hy and | P;| = h; and a weakly correct
data link protocol B = (B, B") for (t,r) and (M', P, P;).

Proof: Choose m to be an arbitrary element of M and put M’ = {m}, P{ = headers(A,t,r,=)
and P} = headers(A,r,t,=).5 These alphabets clearly have the correct cardinalities. Now let B*
be the transmitting automaton for (¢,7) and (M’, P{, P}) defined as follows. The input actions of
Bt are send.msg'*(m) and receive.pkt™*(p') where p’ is an element of Pj, the output actions are
send_pktt"(p/) where p’ is an element of P}, and the internal actions are the internal actions of A*.
We say that an action 7 of A* is represented by an action ' of B! exactly when one of the following
conditions holds:

e 7' is either send_msg*"(m) or an internal action of A* and 7 = '
o ' is send_pkt'*(p') and ® = send_pkt'"(p) for some p which is an element of p/
e 7' is receive_pkt™(p') and 7 = receive_pkt™(p) for some p which is an element of p'.

The states and start states of Bt are the same as those of A*. The transition relation of B* includes
(', 7', 8) exactly when there exists some 7 that is represented by ' for which (s, 7,s) € steps( A?).
The partition part(B!) relates locally controlled actions 7; and 7} exactly when p.rt(A') relates
some (and hence all) pairs 7, and 73 such that =, is represented by 7} and =, is represented by =4.

Similarly let BT be the receiving automaton for (t,r) and (M', P{, Pj) defined as follows. The
input actions of B are receive_pkt''(p') where p/ is an element of P{, the output actions are
receive.msg’(m) and send_pkt™t(p') where g is an element of P, and the internal actions are the
internal actions of A”. We say that an action 7 of A" is represented by an action =’ of B" exactly
when one of the following conditions holds:

5Thus each packet name in the alphabet Pj is a set of packet names from the alphabet P;.
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o 7' is either receive_msg’"(m) or an internal action of A™ and r = '
o ' is send_pkt™(p’) and x = send_pkt*(p) for some p which is an element of p’
o 7' is receive_pkt*"(p') and 1 = receive_pktt"(p) for some p which is an element of p’.

The states and start states of B" are the same as those of A™. The transition relation of B” includes
(', 7', 8) exactly when there exists some 7 that is represented by 7' for which (', 7, s) € steps(A7).
The partition part(BT) relates locally controlled actions x{ and 75 exactly when part(AT) relates
some (and hence all) pairs 7y and 73 such that 7, is represented by 7} and =, is represented by 5.

It is easy to check that (B?, B") is a data link protocol for (¢,7) and (M’, P{, P}). We claim that
it is weakly correct, proving the proposition. To prove the claim we will consider an arbitrary fair
execution sp, 71, 8], 75, 85, ... of ﬁ(B). From this we can construct an execution sg, 7y, 81, 72, 32, . .-
of D(A) such that ; is represented by «! for each i, the state of A* (respectively, of A7) in s; is
the same as the state of Bt (respectively, of Br) in s/, and the state of C*"F1 (respectively, of
CrtP2) in s; is related te the state of CtvFi (respectively, of C+4P2) in s! in the natural way: the
values for the variables §, counter; and counter; are the same in C*™P1 (respectively, in CTtF2)
as in Ct™Pi (respectively, in Crt-P), and for each n the value of packet(n) in CtrP1 (respectively,
in CmtF2) is one element of its value in C*"Fi (respectively, in C*F) except when both values
are undefined.®6 This execution is in fact a fair execution of D(A), as is seen by observing that
no action receive_msg'™(m’) for m’ # m is enabled in any state s; (using the weak correctness
of A and the fact that no action 7; is send_-msgt™(m')), and that therefore if a locally controlled
action of D(A) is enabled in s; then it is represented by 2 locally controlled action of D(B) that
is enabled in s!. Since this execution is fair, its behavior is a schedule of WDL*"*M, However the
two executions have identical behavior (the actions differ only for send_pkt and receive_pkt events,
which are hidden). Thus there is a correspondence between send_msg™ and receive_msg®" events
that satisfies (DL1) and (DL3). Thus D(B) satisfies W DL*"™’, and so by Proposition 5.3, B is
weakly correct. o

Theorem 7.2 There is no weakly correct data link protocol that has no header.

Proof: Immediate from Proposition 6.5 and Proposition 7.1. a
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A The I/O Automaton Model

The input/output automaton model was defined in [9] as a tool for modeling concurrent and dis-
tributed systems. We refer the reader to [9] and to the expository paper [10] for a complete
development of the model, plus motivation and examples. Here, we provide a brief summary of
those aspects of the model that are needed for our results.

A.1 Actions and Action Signatures

We assume a universal set of actions, and we refer to a particular occurrence of an action in a
sequence as an event.

An action signature S is an ordered triple consisting of three pairwise-disjoint sets of actions.
We write in(S5), out(S) and int(S) for the three components of S, and refer to the actions in
the three sets as the input actions, output actions and internal actions of S, respectively. We let
ext(S) = in(S) U out(S) and refer to the actions in ext(S) as the ezternal actions of S. Also, we
let local(S) = out(S) U int(S), and refer to the actions in local(S) as the locally-controlled actions
of S. Finally, we let acts(S) = in(S) U out(S) U int(S), and refer to the actions in acts(S) as the
actions of §. An ezternal action signalure is an action signature consisting entirely of external
actions, that is, having no internal actions.

A.2 Input/Output Automata

An input/output automaton A (also called an I/0 automaton or simply an automaton) consists of
five components:

1. an action signature sig(A),

2. a set states(A) of states,

3. a nonempty set start(A) C states(A) of start states,
4

. a transition relation steps(A) C (states(A) x acts(sig(A)) x states(A)), with the property
that for every state s’ and input action 7 there is a transition (s/,7,s) in steps(A), and

5. an equivalence relation part(A) on local(sig(A)), having at most countably many equivalence
classes.

We refer to an element (s’, 7, s) of steps(A) as a step of A. The step (s',, s) is called an input
step of A if 7 is an input action. Output steps, internal steps, external steps and locally-controlled
steps are defined analogously. If (s/,7,s) is a step of A, then = is said to be enabled in s'. Since
every input action is enabled in every state, automata are said to be input-enabled. The partition
part(A) is an abstract description of the underlying components of the automaton, and is used to
define fairness.
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An ezecution fragment of A is a finite sequence som18;73 .. .7, S, or an infinite sequence
301812 ... TSy .. . Of alternating states and actions of A such that (s;,m;41,8i4+1) is a step of A
for every i. An execution fragment beginning with a start state is called an erecution. We denote
the set of executions of A by execs(A). A state is said to be reachable in A if it is the final state
of a finite execution of A.

A fair ezecution of an automaton A is defined to be an execution a of A such that the following
condition holds for each class C of part(A): if « is finite, then no action of C is enabled in the
final state of a, while if « is infinite, then either a contains infinitely many events from C, or else
a contains infinitely many occurrences of states in which no action of C is enabled. Thus, a fair
execution gives “fair turns” to each class of part(A). Informally, one class of part(A) typically
consists of all the actions that are controlled by a single subsystem within the system modeled by
the automaton A, and so fairness means giving each such subsystem regular opportunities to take a
step under its control, if any is enabled. In the common case that there is no lower level of structure
to the system modeled by A (when all locally-controlled actions are in a single class of part(A4)),
a fair execution is an execution in which infinitely often the automaton is given an opportunity
to take a locally controlled action if any is enabled. We denote the set of fair executions of A by
fairezecs(A).

The schedule of an execution fragment a of A is the subsequence of a consisting of actions, and
is denoted by sched(a). We say that 3 is a schedule of A if 3 is the schedule of an execution of A.
We denote the set of schedules of A by scheds(A). We say that 3 is a fair schedule of A if 3 is the
schedule of a fair execution of A and we denote the set of fair schedules of A by fairscheds(A).

The behavior of an execution or schedule a of A is the subsequence of a consisting of external
actions, and is denoted by beh(a). We say that 8 is a behavior of A if B is the behavior of an
execution of A. We denote the set of behaviors of A by behs(A). We say that § is a fair behavior
of A if 3 is the behavior of a fair execution of A and we denote the set of fair behaviors of 4 by
fairbehs(A). When an algorithm is modeled as an I/O automaton, it is the set of fair behaviors of
the automaton that reflect the activity of the algorithm that is important to users. An important
operation on schedules or other sequences is projection. I a is a sequence (of elements of any
alphabet) and @ is a set of elements, we write a|® for the subsequence of a consisting of the
occurrences of those elements in the set ®. Thus if o is an execution or schedule of A, then
beh(a) = ajezt(A).

We say that a finite behavior or schedule 8 of A can leave A in state s if there is a finitc
execution a with 3 as its behavior or schedule, such that the final state in a is s.

The following lemma says that no matter what has happened in any finite execution, and no
matter what inputs continue to arrive from the environment, an automaton can continue to take
steps to give a fair execution.

Lemma A.1 Let A be an I/0 automaton and let vy be a sequence of input actions of A.

1. Suppose that o is a finite ezecution of A. Then there erists a fair execution o' of A such that
a' is an eztension of a and beh(a')|in(A) = (beh(a)lin(A))7.

2. Suppose that 3 is a finite schedule of A. Then there ezists a fair schedule ' of A such that
G' is an extension of B and B'lin(A) = (B|in(A))7y.
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A.83 Schedule Modules

In line with our approach, where the facts about an algorithm that are important to its users are
modeled by the set of fair behaviors of an automaton, we also give a formal model for a problem
specification by a set of sequences of actions. More precisely, a problem will be specified by a pair
consisting of an action signature and a set of sequences over the actions in that signature. (In most
interesting cases, the action signature will be an external action signature.) The mathematical
object used to describe a problem is called a “schedule module”.

A schedule module H consists of two components:

1. an action signature sig(H), and
2. a set scheds(H) of schedules.

Each schedule in scheds(H) is a finite or infinite sequence of actions of H.

* The behavior of a schedule 8 of H is the subsequence of 3 consisting of external actions, and
is denoted by beh(8). We say that B is a behavior of H if B is the behavior of an execution of
H. We denote the set of behaviors of H by behs(H). We extend the definitions of fair schedules
and fair behaviors to schedule modules in a trivial way, letting fairscheds(H) = scheds(H) and
fairbehs(H) = behs(H).

We use the term module to designate either an automaton or schedule module. If M is a module,
we sometimes write acts(M) as shorthand for acts(sig(M)), and likewise for in(M), out(M), etc.
If B is any sequence of actions and M is a module, we write 8| M for Blacts(M).

A.4 Solving Problems

Now we are ready to define our notion of “solving”. This notion is intended for describing the
way in which particular algorithms (formalized as automata) solve particular problems (formalized
as schedule modules). Let A be an automaton and H a schedule module with the same external
action signature as A. Then we say that A solves H if fairbehs(A) C behs(H).

A.5 Composition

The most useful way of combining I/O automata is by means of a composition operator, as defined
in this subsection. This models the way algorithms interact, as for example when the pieces of a
communication protocol at different nodes and a lower-level protocol all work together to provide
a higher-level service.

A.5.1 Composition of Action Signatures

Let I be an index set that is at most countable. A collection {S;}:er of action signatures is said to
be strongly compatible if for all i,j € I, we have

1. out(S;) Nout(S;) = 0,
2. int(S;) N acts(S;) =0, and

3. no action is in acts(S;) for infinitely many <.
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Thus, no action is an output of more than one signature in the collection, and internal actions
of any signature do not appear in any other signature in the collection.

The composition § = Il;¢;S; of a collection of strongly compatible action signatures {S;}:e; is
defined to be the action signature with in(S) = U;erin(S;) \ Uierout(S:), out(S) = U;ecrout(S;:),
and int(S) = U;erint(S;). Thus, output actions are those that are outputs of any of the component
signatures, and similarly for internal actions. Input actions are any actions that are inputs to any
of the component signatures, but outputs of no component signature.

A.5.2 Composition of Automata

A collection {A;}ier of automata is said to be strongly compatible if their action signatures are
strongly compatible. The composition A = Il;c; A; of a strongly compatible collection of automata
Ajicr has the following components:

sig(A) = I;ersig(As),
states(A) = e states(A;)7
start(A) = I;erstart(A;)

steps(A) is the set of triples (81,7, 32) such that for all i € I,if v € acts(A;) then (s1[¢], 7, s2[4]) €
steps(A;), and if 7 ¢ acts(A;) then 8;[i) = s5[i]®, and

5. part(A) = Ujerpart(A;).

Ll

Since the automata A; are input-enabled, so is their composition, and hence their composition is
an automaton. Fach step of the composition automaton consists of all the automata that have
a particular action in their signatures performing that action concurrently, while the automata
that do not have that action in their signatures do nothing. The partition for the composition is
formed by taking the union of the partitions for the components. Thus, a fair execution of the
composition gives fair turns to all of the classes within all of the component automata. In other
words, all component automata in a coraposition continue to act autonomously. If a = sgm ;... is
an execution of A, let aJA; be the sequence obtained by deleting 7;s; when 7; is not an action of
A;, and replacing the remaining s; by s;{¢].

The following basic results relate executions, schedules and behaviors of a composition to those
of the automata being composed. The first result says that the projections of executions of a
composition onto the components are executions of the components, and similarly for schedules,
etc. The parts of this result dealing with fairness depend on the fact that at most one component
automaton can impose preconditions on each action.

Lemma A.2 Let {A;}ier be a strongly compatible collection of automata, and let A = HierA;. If
a € execs(A) then al|A; € ezecs(A;) for all i € I. Moreover, the same result holds for fairezecs,
scheds, fairscheds, behs and fairbehs in place of ezecs.

"Note that the second and third components listed are just ordinary Cartesian products, while the first component
uses a previous definition.
$We use the notation s(i] to denote the i-th component of the state vector s
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Certain converses of the preceding lemma are also true. The following lemma says that execu-
tions of component automata can be patched together to form an execution of the composition.

Lemma A.3 Let {Ai}icr be a strongly compatible collection of automata, and let A = H;crA;.
For all i € I, let a; be an ezecution of A;. Suppose (8 is a sequence of actions in ext(A) such
that B|A; = beh(a;) for every i. Then there is an ezecution a of A such that 8 = beh(a) and
a; = a|A; for all i. Moreover, if a; is a fair ezecution of A; for all i, then a may be taken to be a
fair ezecution of A.

Similarly, schedules or behaviors of component automata can be patched together to form
schedules or behaviors of the composition.

Lemma A.4 Let {A;}ic1 be a strongly compatible collection of automata, and let A = Il;erA;. Let
B be a sequence of actions in acts(A). If B|A; € scheds(A;) for all i € I, then § € scheds(A).
Moreover, the same result holds for fairscheds, behs and fairbehs in place of scheds.

A.6 Hiding Output Actions

We now define an operator that hides a designated set of output actions in a given automaton to
produce a new automaton in which the given actions are internal. Namely, suppose A is an I/O au-
tomaton and ® C out(A) is any subset of the output actions of A. Then we define a new automaten,
hideg(A) to be exactly the same as A except for its signature component. For the signature compo-
nent, we have in(hidep(A)) = in(A), out(hideg(A)) = out(A)\ @, and int(hides(A)) = int(A)UD.
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