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Gnited State%G A ,LGeneral Accounting Office
WVashington, D.C. 29549

Comptroller General
of the United States

B-221769

April 3, 1986

The Honorable William V. Roth, Jr..
Chairman, Committee on Governmental Affairs
United States Senate

Dear Mr. Chairman:

This report responds to your February 26, 1985, letter asking the
General Accounting Office to evaluate policies and procedures for
technical risk assessment in the Department of Defense. In the report,
we make six recommendations, covering basic risk assessment concepts,
policy, and operational procedures. Each recommendation is directed to
the Secretary of Defense.

Officials of DOD were asked to comment on the draft of the report.
Their comments appear with our answers in appendix III. DOD generally
concurred with our findings and recommendations, but we believe it is
critical to monitor DOD's further efforts. For exanple, the new risk
assessment handbook tc be prepared by the Defense Systems Management

College should cover the assessment of technical risk, not just the
management of program risk in general. Coming hearings on DOD

management will present an opportunity for the further review of
technical riqk assessment In DOD and for the direct expression of
continuing congressional interest in this subject.

As we agreed with your office, unless you publicly announce the contents
of thiq report earlier, we plan no further distribution of it until 3U
days from the date of the report. At that time, we will send zoples to
those who are interested and will make copies available to others upon
request.

Sincerely yours, AcceS J
/1 NT IS

Charles A. Bowsher .
Comptroller General o2
of the United States



Executive Summary

Tehial risks are iAnherent ifl thre detvelopmnt of nleWw tj n sy'stemls
whose perforrnance reqruirernents exceed the capaibilit ies f current
weapon sy-steflis. Ifr not anit icipatdt(~ awl imantaged varly in I he( acquisit ion
process, these risks c-an have profound effects onl a p~logralns cost and
schedule and. ult imately, the effectivene-ss of tire armed forces.

The Department orf Defense (rQm) has idenitified tecknical problems as a
major factor in Cost growt h and schedule delays and ha;s repoirted that
the Ievel of technical risk directly affec-ts decisions (Ii furilier (1E4'helt)

nient. In 1981, runI called for a greater use of quantitative risk asst'ss-
Inlents to support the budget ing (If extra funds to cover technical risk.
Iv 19,83. ixqn Informed the ('ongress% that the -/r%*-es hadi( irnpierneited
this inlitial ivt

De'spite the critic.al %-tile of technical risk ass&.,ssment arid its rueported
promnineilre Ii I l 's aectvisition decisions. very little is known aiomli
either its characteristics- or thre information oIn risk that is% made avail-
able to program managers and reviewer-i.

The Senate Governmental Affairs ('onittee asked (;,No to exaimin~e cur-
rent wilt piic.es and practices governing tOw asse-,snivnt (If itechnical
risk and rejI~ tion the quiality and( availability (if I x II tel lrial risk
informat14i.

Blackground Tedhnical risk asso-smnent for a %waifil system Ikig devloqitd is, I he4
respofnsibility (f thle pyt roji gram nianagrieif(nt (Iffict'Flit, ili ,
of a-sM'55flwnt getivral ly incl:1(14 ident ifyitig It-chni4cil 5 roic l4flha; miay
(x zli r. rat Iing lie Iikvl I I I i fI I 114ir (cmiirenct. and vt nai inst I Ie if, t ra
fiunds neveded to solve OI l. Tle rvsults arte to (I-K usf-d to gi nle i e ilw al
(1t4114ifl5o and pn Igrarn scheduling and buidgeu ng.

To examine vu rrent ix i i I I hcies anId I raCt I(I-,. GA~( I obhtaine'd re Iev;it 
(ioW1umfenI s. inutt'rvicewed rt';ir('54'nt at ies (If jMiwn and the4 -4-rxict-%, ad4

anidlv/.ed risk-rclatl'd vffort Ii 271 pri igrarm oItfict-vs o\l4-vug ;Il mi~u r
W(aINI 5\t('li iltvnto 141( ' pulit)-A-~SI vtnsr ll.S (ld\.4141I
m4'ni a ndt pif Ixt 4111 voIss oi f thes' !5l.5tvnfis iogthe w n %\4r( 4t lIt I I I

e$ve 1111114ll,11i.

Page 2 G~AO V.D)~ i':1b'Technical ii' N.wpwnj



Resl~sin rie llejim, ito)s corwern withi techinical risk atiI its I .ieni ial ctfec, on
(it lti'viBriw. f 1il) I us it) clear (tefiltit it of Iv IicaI& rt-,k ;itiI It; ii''t dv% i -

ope Il iovice or training siftiic itft to. g I II(Ict t I 'c(lct ii I Ii andii imIii~cI I' uI -

tit2 fit of ariou~s aii talia I i)prom-chets( (pp. 2-1-33. 54-1 i2. and( IS-69 1.

Ini most (if I Iit,' 25 jprograint oIf KVes GAO revivcwc d. ft-e dsigi aI I' 1 tin; 'i'--
fnt Zit Itoll of efforts ho wsw'ss techinical risk htave no' t mci inimeal Stmal-

(1ardls of Cjtiaihit. E'sseintial inlformtationi on prs4sn~i tIivi4Itirle ;1iiil

result s iiw Iao~ftvn wit be-en availabtle to pro gramt naililgocrsf .rv iC'.ti-I 'N
tpi). 33-51 andti 62-7, 1

Prinicipal Findings

Risk Assessment Guidance [will hats lidft i1fied many technical risk appro ach(-,. both i qiantiumti'.
andt qtalitativv. Bunt t here is insuifficiet 1wolicy arid t raziImi f'* iti'
pmrai mnagein in fit e slect ion (if stlitamvle i~'Ertjvhcs Firt licr. ino

st1andlard d1efiitio ' n oft eciunival ris.k extsts. wit tim twitl.. A t iorifti nv.
many program offivi-t have develtoped t he-r own in fi .rnal (14- in it i tit'f
technical risk and risk-rating ('at gorih's. bill i;m fiid tfin mottvitisis-
Will anld '.i ntles- 4-1 witl raductory. I )espitv ilis .% 1111 1int ot I'.. iti'it 411
flt. 25 pirogramnt ffict- hat conduc-ted a qiiant itat i'. 1 uI tn it risk

dsseslvttt to --upiim biulge:ing for risk plp. 2-3-3. 3fl.1~i-62. :1nu4

IDedgn (Criteria itcal. twll) ha liit o dievlpEd stanidatrd% for its aIsgvsifleiti. %,'i)
do'rivi'd criteia~ from mr anage'menmt jirinciplies and jire' iotis r.''a it I. fill
risk. TheseA an- prirlif-i-tivie ;L'.essmt'nI plarnnd jir~ki-s. dItkii-i'a-
lion. exjpu-it attetion tim Ithnical risk. and~ its lta'flt :r !': '!i
sition ;dias. All :.-.granx office, lhad mnade' son)i4 'f fort ti I Ocetit
tivir let-ica ito 1i1 , -fill% 3 effort s met t hese criternia *hvI rtimiiiv
22 addlre'.sa'i risk if, re way;i bit did( notl fulfill ome or mortrc o'fit-

(-rit em ijlip 35- 43

Imrplemnentat ion T11n14. e.ii i n;'q'o:tanm ; iii'idt ii e t i 27)
prog~ram offie risk offonls wevn c-arr-ied out in ua' likely ' t) jrimittti

flit, most actiratv aind tvusefl resuilts. In itis regard. -11 pro granm o itf~ i
had piro%' idi('( a 6-4%4ripti'in oif tf4Nhnui(- jproblt'nts andiu a rating Apf risk-
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levels, 1 () had (XT2all (if c tfr, . ( ffl ))fi 1. and? 5 hat lcieed
data~ from in(14r4'nd ent raters (pp. 43-48X

Communication of Risk ri'di.! ri!:!( 'rnfirM;T in '.xsnct ;thway% adequately conveyed to(!'-
Information sionilikers. SA)nif, pr. - 'diaff wcrf-tinaware of the: ris k eff~ort-, car-

ried out for their sys'ems g)Zoo~hers lackedi iifoort ant info rmatin i n
t he asses-sment pauirsadeihs h oe!sadlrei~ ,\

reviewed (1i( not adiequately descriloe assessment profcedires or results.
Foirther. wh:'; program oiff;,,%s received t'vlinoical risk informnatioun fri mi

(,oft ractoirs it %%-L5 often f~ it.-ll wt14 dofimented ( pp. *18-51I and 62-7 1.

Fou of GAO Reviewv Focusing fin techntitcal riskI asessment plrfKVess. G;AO(h. a114? amiprrui
El appra ise the id-orac\ o~f any wssiessment (or to measure its vlI 4t

Buzi flinlings. indicate t hat the prftf- of risk 11111"teii 1o K. h

irnproive Ix-fort: its~ auciiracy or o Itenlus (-;n be' sucvcesstfi Il sitiif l

Revornm nda ion to To reinforce' to oil*- eniiliasis in tec hnic al rik asst-ismen. (; \4 ireco m-

Rhecomm-enations tondrs that the ser'ary of Ihfense.

Defense . define technical nsk and categories, for rating risk;
0 nqre n that risk effo u'1 fEixtis exp1licit ly oni tfedli( ai! risk mlid IN- pri

5ji'ttie. plannedt. and re;oi-at ed at least tw~ice. carly and haite. ini each

0 require' program ofuittes to (likunient their risk assfssment Tm-iK1(iiifl5
and res~ults:

. esitablish guidetlines, negatruing o ionsf 11 fo r format fo r rating risks. set ipe.

data cletioii n. and a% !-smcnI a; .iroact1-s:
* require that the tchflic a? risk i 't rmatnin ithat in 'gram f if? ice oSfr covi-

tractors provide for review inclufde a (1e54rijitioi f foirmat. -AvIso- (lila

(oilkiif il. soui-i1 f nsk in foriatiitni. aind asM'-,snicnt a ppr ;clies: aund
pjrfovidie more fof-1zsed traiming in lefinlil risk U5'Sf-~ f

Imili generally ciunmlrred with lthle principal findings tut argm lefl Iha tim
Af'I.irt iCvfi'mmha57' teIhica problemisasd(istlinft Irnim thie to i ilnt

scheffllf. coilNnents fir fiveral? jormmgrm risk. 1011 (' ointiliref bill il
partially wvith all IN.i mnw(nla Ifnseei i'fl.alling 'IT.! imking
adIdit ionl informiat ion onj risk ;vssesrm jiri -litirv- ailmhlv fo r
reviewv (I;A 45 fift h rf'coifliilidifihl I lx! p umnf-r% inure i\ili.

regarding the content of trollirfiuin I at Is lirto% 1414( Iir rv\ (o' esif
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a.ssessment results and procedure-s. I)OD also expressed reluctance to
place further requirements on program management and argued that
cost growth has declined to about 1 percent, rendering such require-
ments unnccessary (pp. 113-21).

GAO believe% that the findings demonstrate a need for more clarity in.
and attention to, technical risk assessment in wov. The findings do not
sugg.st that technical risk is more critical than cost or .sceledule risk or
that l)D'S attention to cost or schedule risk can be reduced. GAO hci,"ves
greater consistency in assessment concepLs and procedurc, i- required
but also recognizes .he netid for tailuring assessments to part cu i. ,,,'I,
grams. GAO did not examine effect-s, but since most of txms as,.sment-s
have not met minimal standards of quality, it is unlikely that they have
contributed to any reductions in cost growth.
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- - Chapter I

FHgure 1.1: DOD's Wetipon System
Acquisibor- Cycle_________________
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|ntrtuuction

Concept Exploration Justification for initiating development of a new system is provided by a
"need deterr.iin iitn." which is part of tn)i's planning. programming.
and budgeting system and is normally submitted when funds for the
program objctives memorandum bud;,t year aie requt-ted. One con-
sideration in establishing need is technological advancement. The secre-
tary provides program guidance after the memorandum review, thus
officially sanctioning the start of the new program and authorizing
acquisition to begin when funds are available.

A program management office then acquires information necessary Lo
select the best altern3tives for system concepts and Lhe developmen of
hardware and soft ware. It also establishes the techn~cl specifications
and economic basis for the proprsed system and develops a 'Aatement of
the objectives. respoisibilities, resources, and schedul, for ;:ll test ard
evaluation eff'-ts. One program resporsibility in ihi,. ph;.-,e is to iden-
!ify critical tecI.,i'ical issues for subsequent resolutioi. in an effort to

ininimize future problems.

At milestone 1, the requirement for the program is reviewed and vali-
dated, the validation being based upon this prehminary evluation of
the system concepts, cost, schedule, readiness objectives, and
affordability. The milstone I decision establishes thresholds and objec-
tives to be met and reviewed at milestone II, the acquisition sirategy

Gncluding tie nature and timing of the next decision point), and a not-
to-be-exceeded dollar threshold that will carry the program through
milestone 11.

Demonstration and During this phase. the program management office accomplishes
Validation variety of tLsks relev'ant to the itechnical issues. It verifies prelimi try

design and engineering. analyzes trade-off proposals, prepares a fo -nal
requirement doi'ument, and validates the concept for the iext phast
full-scale development. Pr(,,otypes are often used to demonstrate th(

feasibility of the sy stem, su system. or comlxnents. system-specific test
and diagnostic equipmlt. and support equirilent. Plans for testing ard
evalat ing the sytvm are updated. The program office also ensures th.
the risks have bcen idenlified and are acceptable and that realistic fall-
back alternatives have bcen established. Performance estimaies are
reviewed foir c' ,tisnst(ncy wit ht he risks involved.

This phase, ends with aih'-stone 11. approval to go ahead with the pro-

gram. The I im.ng of the dmision is flexible, dcpend:ng on the acquisition
strat igy adlpl dat nilhlset le I. At milestone II, all significant risk areas
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TAM I N IAM NOI



ChaapterI
Pamndurts*.mn

are reoAlvedl. so that the technob gv is in hand and( oniv enginecrinig
(rather than experintnal I efforis remnain.

F'ull-IScale Dcvelopnlent In the (I velopniviit p~hase-. the system, in~cluding training devices. com-
puter rt'nzurvt- and ot her items necessairy for its sup port. is fuI~ d tevel'-
oped. engineered, fabricated. and tested. Milestone Ill. the decision to
proceed with the prooduction (if a major weapon system. is normally del-
egated b% the wecret ar, of' Meense, to the -;ervice secrelary. unless
thiresholds established at milestone 11 weure breached or~ the public or the
C4rngress% is greatlIy co)ncvrned aii, for example, pers istent tvchnical
problems or cost grow't.

Production and Decployment Durng, the final phiase, fte service trains operational units. lproduces
and distributes equipment, and provides, logistical support. P'roduct
improvements, as required, are introduce-d.

Exemptions from the A major weapo~n system may be granted exemptions fromso~me jphases
Acquisition Phases of the full process. For example, a system that is judged not to require a

full cvlncept exploration, as may happen with a follow-on to an existinig
system, may skip to the demonstration and validation phase or combine
concept exploration % ith demonstration and validation into a single
effort prior to full-scale development. Mlilesitone reviews may alkoi be
skipped or delayed if there are no distinct concept exploration and demn-
onstration and validation phases or if thre program has Nven
rest met ured.

Technical Risk As a system moves- through the acquisition cy cle, the programn office is
respnsile or ientfyig. moni toring. and1 solving its tt'(liii['al ;.rob-

Assessmentlems. At each miles;tone, revicewers are to appraise the sturcvs of risk
and the progress of the program office in reducing risk. Ac-cording to
DODL policy. thew efortsatre to be based ol (fhe technical risk assessnient
for the system.

Assessment has many% possible approar!:"s. 1 'siiahly. one- or moh re tech-
nical experts idlentify particular component-s (of the system livring devel-
opied and then describe or rate the risk ass~xiat(f wi: h ('iicl (olioNnent.
Their ratir gs may ref lect the lvel of ri'.k anid siietines als reflect the
Consequiei-es oif poissible i ..shical problems for lie co--st. sclud tile. o
1wrformance of the overal i system. Uitings can be (xi~s'lin sevc~ral
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forrilats-eampl)hes are d i hree-po inl scal' ranging frowm high to mod-
erate to low risk and a pro babilist iL estimate of tie chance tha i tech-
nical problems will (cl'ur. The ratings can, in turn. tm, based on varnotis
.,Iites Of informat o(Iii. such ais ex lt judgmt-w, test or sinulati on
results, and publishl J technical rel xils oil siniir systems. Finally.
some Ls .essrimts cover only technical risk, whil, others cover itchnicw
along N-1i 0; ,oi and s'hed(ile problems or .stim;,lc the implicat iols of
technical |;o'bleirs f;ar overall proitram cost and sc-hedule. (Each of these
conIJxments oif provr;tm risk-technical, cost, and schedule risk-is cit-
ical. and ('a(.1! merits careful asessmnent.)

Chapter 2 pro-ic, , dr:tt ;ie examples ef various ass(.sesr lent
approai lies. Ch.:,) cr , idihntifis,. criteria for appraising the quality of
risk assessments in.' desncribes tile methods txI) currently uses to
manage the develo,,nc;;. of new systems.

Objectives, Scope, and t~e',g;iig that failre to adequately as,.sess the technical risks for pro-
1rams can re-sult in excessive changes in design. prolonged delays, and

Methoogy suhstantiai cost overruns, the Senate Governmental Affairs Committee
asked us to examine L,)P.- policies governing tlechnica risk and to
review the quality of ix)'s current assessment procedures and
appl icat i(,Us.

The Questions We To descrilw xi)'s efforts to identify technical risks in the development

Answered of new systems, we formulated six evaluation quest ions covering assess-
ment jxilicies and practices across the three services.

1. How does th l )iartment of ID'fense define t.chnical risk? In addi-
tion to deterniiniiig how 1x1P and the armed serv'ices define technical
risk. we Ioxked for differences in definition or ambiguities in meaning
that miiglt affect the way assessments are performed.

2. \Vhat_guidane-_d(o hostlt proyjdefor assessing t c-iiici lrisk -cause
defens, sstem (veloplelt is ullique, we wanted to learn witat ;.s.sss-

ment approachles, if any. I ) has developed or pronioted for the use of
the lpr(,gram management offices.

3. Il _ have tihe-services iniple!iient e Initiativ II' We sol ight to deter-
mine Wheher spl.xvific [licies Oil I ('chnical risk assessmnent have
resulted fr im Initiat ie l 1. tle h 1981 IoI re'oninicndatin'i to the :ervies
for quantifying and buidget ing for technical risk. WVe alsoo . ught to
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examine aifferences in the %ay Ohe s r'ices approach technical risk
assessment

4. What are the characteristics of current efforts to identify the tech-
nical risks of new systems'? This question, aimed at describing cffort- to

identify technical risks for system.s now under development, encoml-

pas3cd the largest set of issues. It included, for example, determining
when these efforts are performed and whether they are being
documented.

5. How are efforts to identify technical risks implemented? We s)ught to

learn what formats are used to rate risk, whether the ratings cover sle-
cific subsysterms or only a system as a whole, and how data on tt-chnic'
risk are collected.

6. What information on technical risk is available to decisionmakers in

the reviewpr'ocess? This question completed our examination of the
acquisition process and, together with the five other evaluation ques-
tions, provided a framework for examining LX)lDS technical risk assss-
ment policies, procedures, and applications.

The Risk Assessments Wit. To answer the evaluation questions, we collected inf-inai .*,,n from the

Examined Office of the Secretary of Defense, service headquarters staff. schoils,
laboratories, and defense contractors. Our principal data collection
effort was gathering extensive information on technical risk asses.s-
ments from 25 program offices managing the development of new svs-
tems. To obtain a full understanding of tochnical risk asse,ssment

throughout *)i), we examined all three services (the Army, Navy. and
Air Force) and the differences bItween them.

We defined our universe of systems as all "major acquisitions" going

through tioRc review. Major acquisitions are more costly, po.e grvaltir
risks in development, and are more intensively reviewed by the .se're-
tary and the Congress than other acquisitions. Therefore, we sawIl! hevm
as the most likely to have had acquisition impr(,vement iut iniIt lvis and

many related program management functions implemented. We
excluded from our study some of the 43 maj(r acquiit ions that we.1re,

under development on .July 31, 19.8.4, for three reasons

1. Pograms very early in the acquisil ion cycle lacked the diM'mmmnI t-
tion we needed and had not progressed thr tigh the reviet ixs. I Pr i-
grams very late in the cycle, those already in productiin Io,: al ;fnly
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passed through the review process, in which it had been certified that
all technical risks had been resolved. In other words, we excluded pro-
grams that had not yet passed milestone I and those that had already
pa- Ni milestone Ill. The programs we examined were in either the dcm-
e rt.r iti )n and validation phase or full-scale development.

.xcluded ship hull programs (but not ship systems such as elec-
tronks) because of the long periods of time (up to 10 years) it takes to
build them and the generally low level of technical risk associated with
them.

3. Because of wr's administrative decisions, we excluded the Army's
guided antimortar projectile: to)O cancelled the program before we were
able to collect data from the program management office. And we
excluded the Navy's tactical microwave landing system, which Lx)D
included among its major acquisitions to ensure that the secretary would
review one of the system's components but exempted froma t*-oc mile-
stone reviews (and, hence. it fell outside our parameters).

ThiLs left 25 systems in our universe, including 5 Army, II Navy, and 9
Air Force systems. (We classified joint-service programs according to the
service with ;cad responsibility for developmen.) In I)ecembe.r 1984. the
projected development and production costs of these programs exceeded
$180 billion. They are described briefly in appendix I and listed with
their stages of development in table 1. 1.
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Table 1. 1: The 25 Major Systems We -

Examined and Their Milestone Review System Abbreviation Set lice
Status on September 15, 1994 Between milestones I and 11

Anli.;utxnarine Wa. aie Standoff Wveaponi _ASW SOWI Navy

Advancedl Tactical Hadar System _ _ATPS Nnvy

C.1I7A Airlift Aircra't Sy'stem C 17A Ar Force
CV inner zone Antisubmarine Warfare Helicopter' CV HELO Navy

High Frequency Anti Jammer HFAJ Navy

Inter Service/Agency Automated Message Processing - - I S/A AMPE Air Force
Exchange
Joint Surveillance and Target Attack Radar System JSTARS Air Force

Mark XV Idenltication Friend or Foe Mark XV iFF Air Force

Multip'e Launch Rocket S'jslemf/Terminal Guidance Warhead tALRS[-TGW Army

3hort-Range Air Defense Command and Control Sy'stem SHORAD C? Army

Short Range Attack Missile 11 SRAM It Air Forcro

T-45 Training System T457S Navy

V.22 Osprey V -22 Osprey__ Navy_

Between Milestones 11 and Ill
Army Helicopler Improvemnent Program AHIP Army'

Advanced LithlweiQhI Torpedo ALWNT Navy

Advanced Mediumr Range Air-oA ~rsi AMRAAM Air Force

Antisatellite Weapon ASAT - A:r Force

Airborne Self Protection Jammer ASPJ -~Navy

Joint Tactical Informaton Distribution System JTIDS (Air - Air Force
Force)

Joint Tactical Information Distribution System JTlflS Navy
(Navy)

MI1 Abrams Tank Enhancement MIA1 Army

P4AVSTAP Global Positioning System User Equipment N AVSTAR Air Force
User
Equipment

Remotely Piloted Vehicle RPV Army

Submarine Advanced Combat System SIUBCS Navy

Trident1- 0-5O Weapon System Trident it Navy
(D5)

The Approach We Used to To answver the six evaluation quiestions, %%e obtained (olrtfents to pro-

Collect and An~alyze Data v'ide eNvidence of scrvkce policies and program nmanagemnti act ivities
and cndf~ucted structured,( intervie%-s to ensuire I hat informat ion wais
consistently obtained fromn the program tuaragement offices. Our data
sources ai-e (lisctusm-d briefly be1ow and more fully in chapters 2 and :3.
Table 1.2 givk-s aan outtline (if the pliinary datta -sAtrces by vatiat 'on

quest ion.
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Table 1.2: The Primary Data Sources for Our Evaiuation Questions
Publications.
Office of the
Secretary of

Defense, and Program
service management

Evaluation question hesiquarters School office Lab Contractor
I How does LD.) oeine tercnnical risk? X-

2 What guidancc does DOD provide 'or assessing techn"Ial risk' X X
3 How have the services implemented Initative 11 x

4 What are re characteristscs of current efforts to 'dentify the technical risks X X X
of new sistems)
5 How are efforts to identify technical risk implenientecr X X x

6 What information on technical risk is availabie to decisionmakers in the X
review, process'

For question 1, on wni's definition of risk, we gathered publications that
define technical risk, including regulations and - her documents specifi-
cally about risk assessment for tX)D) and the three services.

For qu,.stion 2, on rto) guidance, to gain background inf(,rmation on the
approaches to technical risk assessment available within EJD, we used
documi-nts and interviews at the Office of the Secretar, of Defense and
the Defense Systems Management College, the Army logistics Manage-
ment Center, the Naval Postgraduate Schx()l, and the Air Force Institute
of Technology.

For question 3, on Initiative 11, our primary sources were documcnts
(regulations, memoranda, and ponlicy statements that represented ,)ffi-

cial res~xinses to Initiative 11 ) and intervie% s with staff in the Office of
the S,ecretary of Defense and with individuals at the headquarters of the
three services who were involved in decisions relevant to the initiative.

F:r questions 4, 5, and 6, on risk effort charaterist ics, jiphenttion,

and informat ion for decisionmakers. the primary data source was an in-
depth census of our univers. of programs. We gat hered doctiments anc
interview information from pr,)gram management offices on the risk-
identification efforts performed for major systems under development
in the Army, Navy, and Air Force. (We alsA conducted exploratory inter-
views with individuals in IK)I aid at the headquarters of each mrvice.)
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Il)o'tment at ion include-d risk issi-ismutits pe(rfoirmned f ii I lie e-alwon
syst ems ;tild doi e nts avail. foir the( f ~AR revie'w. A rm i g i It he d'ii.
ments required by ( lit- IrAHC were systt'fl cot)I~pjt ~~' (hecisimii viliir-

dinating papers. integ~rate-d program stimmaries, test aii(I evaluiatf ion
masteir plans, acqisit io n sI ratvega's. and briefing miat iriats 1rprj a rt'i ftori
the It-1tucan(I IliW 54'1vices'. At each pirogram oifitt' we iiiterwiewed t he
program manager and deputty. co nt ract officer. chief ('nginver. ;lndt
others. if ally i:1volved inl i-rhirming ri:,k issessment vffo rts. We alsto

intervie'wed staff at ser1vice laliiiratiiries andi iont ral'totrs if tliev lit-r-
formed ;tssessments for tithe program managerner office. bit we, did not
see1% informo.t ion from t ht'se sorces untle'ss thle program mwinagement
informied i s of their miitsidt' (0111ribtit iin.

For help) iii answering I t h last thIree. evaluat ion quevst ions, we ;11;4 cievel-
ojx'd st rict irled interviews when data collect ion across mutltiple sites,
wits required. Weii sed separato' data ('i llct ion inst runients for thet pro-
gram offict-s. schofils. laIx iratories. and contlract ors. We dvelolx'd a pri-
mary interview for pro gram managters. del ;it proIgramnim-nagers. chief
enlginee4rs, and ot her p rt igraim sta~ff and anl additional set -if qIicst it tls.

which we uisn'i ill conju'lifictiofi with the main iiltervi('W. for ix-i-sons who
acetutally condu cted risk--idetif i ficat hit efforts. We u-sd retiarati' jiner-
view forms for v nt ract officers and for proigramf offices. in the Army
that emnpiove. tht ital risk asse-ssing it ist estimate app~ roach. Formns
werte lttsled at 1; riigrain orihees during t he pilanning phase oftI his
study. hi11tihe inftormal ionl onit Ilie dlata uollec-tion inst ruments is avail-
able from (;mi's l'rograin Ev~aluatiton and Met umooigy Di visiml.

We selts-ted qui1ahitat ive dat a analysis. incitidi ng a tabuldat ion if variables
drawn largely from our interviews in tie( proigrami mnaig('iint ittfi(-,

as I lii appjrotach lx's slited lo Oie inlformatilonl we gat hered. We also
Mnlvlzt'd tile doiliiiis me collected inl order to decribi- thle t-chinitcal
risk itifornilarimn they c(Ilntaint'd.

For at few\ wrapoin s.\ stems. I lit' I ttgraml nian11ageniliit offices, lisftfirniu'd
two lir mitre isk e.l1foi, Fmr thlese. ;in eliort was con-,tlert'd Jirinar vi f
it was I hie Imn. limst Iretipielit lv lit-elit iiituid byrt"+(?nfllts oir \%;, Is lit tine
that liad! hii':i v~ist rccth IV iodiiu*.qd tric mt lIit tt'iiiil risk
;i S'4nut'1ut ClitT'ria tha o1i(t her (41l111 s si 54s chiapti-t :11 Api i'.idix I inii
tions, a % arvIe (if tIchiia I iisk i'vahit Iions I hat we did nit!l fiiiihiitl' In
miuil atialvsi's ( ( hlir 1,(. it i 's ittiliiut( il l accttifdaiii it t l vfiu'ra%
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O u s u y s t rct gt h s (i\en its puirliomie :nd( (l(*ign.ourst1 idl ltaListreng! sa .1( Im iitatiis
0 ur Stud V'sthat should 1( IK revo gnized. O ne limit at ion is thait tile stuidv*\ acciracv

anld Limuitatilons andl ci Im cilei~s of dtata (lipend lairgely onl the rveslx nde'nt s. W hi ne*\ e~r
Ixissible, informat ion from iione reS; xindent wws con finncd. anid ificti isis-

tenies resolved. by che-cking with otlier reslilndeiits. incluiding ft i-mr
fiflmber-, of thle program ruanagemevlt staff, and by refe rring Co offic!al

progr;,m di Hiimelts. In some ii.stances. iitiwever. tilte strl( tIure oif it'
proIgram office or- tie( natuiire of thle risk effoirt made it impls,sihle to
obltaii ni rher information: thus, for a few quest iors in the -ej irt, %()fie

data are m~iss;ing.

A sekod limit at ion derives, fromt tlhe parame~ter-, set by ill., evaluiat ion
questions. 'm piixlse of this sttid1 was toi discriminate risk efforts ton
tlt- basis of :leivr differences in t heir design and implemnent at ionl O ur
jpdrpose wa*;s not to determine whet her lie (effortIs were actually ued in
P~rogram d'ecisionmaking or to compare fie effect Wefless (if efforts ih1it'
do( and do not mevet various assessmenit criteria. Accordingly. we did ii l
attempijt to link "-ffutt to outcomes such ws rest; 'icuring programis or
redhucing cost gvowth.

A thbird liniitat ii io loa erives from mir piurp .se. We exanined ily t ilt-
pirimess (if addressing technical risk fin wealmxin syst emls deveh lpment.W
madle not attempt to etjunate act uial risk or the( accuracy of statutm~'nts -

about risk fo r tilt, ,vytems. No jmignlent s we*(re m~ade atx nit wiilch svs-
tents have hiigh risks or about whet her risks sIi Nhoud 1x- ani imj xohliet !o
approi vng t he- c( 'lt iii ace of systems.

Thet stunzy\ has nhttwonh y streng: hs as well. First, our interviews werv
wit h respoi ndlent s wh o have a comprehonsive range of i nte(rests and
VeKriiutes roles' ,nt to t is toic including ro grain mnanager-s. miile-
stoneW ivi(eeN fit commfland( offices and in (t, Oi' ffice (if lie .14cr('t al oif

I hefense. and st aff mnembe~rs ill p rogranim offices. laix uratoi '. and co-i n
tracti ir. We alo ,i mt ei-vewted rel resent at ivvs (f X) xiiSCli xls offeri ng

foisso isk. Ili roimiuat ior. ouir inlt('li('ws inicliuded resixindii'its
Itho luaul. jx'rtiinui. interpret. and review risk e'ffoirts and ri'slindltuits

who tirmvide. relevanit training.

N-cond. %wit lit h iem clit ions already noted, %%v covred all maior acquil'i-
l1fill. fit)%% iniif 11)1114 l'11 ISiiiii th11,A, wceive~( lxilis (liis4 t socnltili. %% v

t,\;Iu(t((l risk ethuorts for the-i' lni toi be amonilg IP(" iiis ost ( iuu1i1l
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Thlirdi. working frm n IitiIi4w smirte on ris~k asscszn't il d prrgv;ii
rnallapIcnilnI ( isr tI if] a.111viiix 111, we dv%-v)4,~Ibd gifieric uirivria lir
gatiging thie (4(ihltV (it riski( vifrts. T.) our knowlge. no (itlher m-1 (if
criteria like I hv-Ae ex(ists. W~hile our set is not nvessarilv dehirtit ic. it

IK-S Ofe(r it nianiigtid %% ay to discriminate risk clt iii s arid a kuasts fo r
Cuirt h er refining i I k criteria.

Finaully lhis rvis il provides new and impo rt ait in format nin .V iis
si ruhir-. hatve not Systen1iia! Il %. (j.~ id he iciaraitrislic of5 4 ii K 's
risk e'fforts or tli infoirmat ion Ihest-effoh rts proide to deisimumkiu-es

( lot i ex~amrple. Army !X1 Ilarj ment. I!fi7:'. ..mi V Wiliams atn Am".! a.
I 98'3 1 (h011r- dos. piro vidinig at 1basis for (evahuiitn. p4'..sit)I ruvisiolis in
relev ~x lxm 1xihicke, and jiractw- amu i n for planing stuidics (if thte

ef~ ~ irisk asstes~iflnt n program costs and sculihles. Apperrdix III
co,imis comments twon maude oin a draft oif t his reixirt and our neSj 11inse

to1 the' co~mments.
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)D's Policies for Technical Risk Assessm ent

1, Iitm~ dotix [l i i dtfills I.t 1lnta is-k"

2 't ;11a glild.tnt-t dI' " t lit,' ) t ~ro ide for . M'%sing tt-d itu ctl i isk-*

:ttctow lia\i'v Ow it' r i t,,iltv '

aC it2~ r ri-tt i ih iia t; I f- i It at 1 1lm nI i ( (Is tin If
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for~~~ ~ ~ ~ aU-nbln am o*,iigImln a ikiilrm tlni ltt1 ilIh



It 1.&~t 2
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Niifitiflari/e the ivt-v.Iiia risks Iit! Off- jIltiN- to rvtiuvc for uhmatthutt

i'.10;v tft cni.e ir 2:)ir.~ 9S3 flit- tundc',l!NA-rt t' ofu~ I k-fl ( '1 - it-

-~jti -gwit:ng st ttuil t t I K )ii %~i% iLaklting rvai ti-i L".Il' i.o

tc((kiatcal and %4li(eibilt risk-, and Luifiing it,( imttliigcaiII ad%. ;titqrii'qt% it)
be Ult rporitwd Il wir sysivins" I * S. Ctmtgrt"... P46) I p. FSi I On cip
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giI-SIICIL it',' COst.s Oietltile (Ii- Iechlnical 1eiltirimn'e (Ic Dt'liis S\-
itnis. 1 94I:I. 11. :3 1. This tlthiit Ilin snu Zests that ratings of I Itc-dliiaI risk
shli ( taike ilt itlilt t li it li t lit' li hkelili4;'i and t lit, iii~(ii tl' t

;)Imlblens. .:\v ordirglv. a pi-illtrii (tisi~jer'% ve'ry im!-~Kt'ly niiplit hec
ratted *'high-risk bect'ttisi it .it wtere t0 xvcll. its t'(itseqlCIit'iitot' loi 4t

graiin m-s h schedulv would he1 severe. ('tnnhitning linihaialit ' with Iton-
54-qtiences li a single rating o~bscures t ht nature aml( 'eveIliot risk Irimi
tedilnical pr(ob~lms. In ally cast', this delit in is no wt binding mr evn
actively p~romuligated withbin t iii.

iisregilait ions il Iiles;tIint dciinn doi noit prividt'ia definitioin o)f
t'chinical iir itrgrani risk, nor)I doe(S IK i'S directive I'or mntaging ik Ii
the I ransitim 1" r( n (levelol inft to pri iduct i( in ( discussed In tw lielie
Sec(tion1 beltiw ). lTe onily st'rViC(' rtC'tlIMion WV 'Mtiti%'lWit .1 a tiI'iiiitI~ (it'o
pnqigrani risk is A ir l'twce Reguilatioin 7i0-15. It vi verns s itirce scect ion

;tivand Jirocetitires and (lelilt's high. nmoderate. anild low risk. -light ly
parapilrasood ias flo\

1,Iligh risk is liktely it) caust( significant. sei'~disruption -. i sc(lit'it.

increase li cost, or oligradaion Ii Jxrlorwnaie. ev\e(it w%-it special at teit-
tioli trou thlit tentractor and thtis giivt'rnitii'n mitoliig.

/ ~2. lcileratt' risk canif cause' "mi~ll, tlisiptitm InI ",-ictltili. liltcase' iii cost.
ori (l(grao-l:1i II Iiit perlttirmnlanie. hlt 5lt'tial attent onl fron i( tlcmitra('t(ir
and (losec g't'.ernttteit ilonitoring (ani Iprobabily ovi'rtnile t Iet

0t"I i Itl los.

:3. Ii ris"k hals lit It'c potent11 jilt Forl (awising diisnili. "mi lin scliituil.
incrvast' lin c4 ist , or tlegr;itlt n inl pertli itnFIalict: miormitl efformt I 1iu' , t Ilt'
ittilit ramcttir and normal go\,verunlent mnitiurming canl proil iblv iitr nt

like rIt lclciiii ioni (if' isk gi% (.1i Lv I t(- l)t'h'e S\ stt 'li' Miiidgt'iliil
( tllf-'e I In' A\ir F'CII-tt (1litn ins- oft risk lcvt'ls tonhtit' t(i lir~t'liixx
11at a pin )iblitI \ Ii 4i" ct. v. itlh lit' sicri t' (if its ti iiscqtii,,m ics

-~M irit'vtr. theit Air Fitv dc' le init ills tit) nut r'(Jiit iat iug>,(t 1i iI'hit-oil
risk tlist iit(.t Iliiiti rililgs, itt, 4 ist antd Suitthill'. risks : tlIt'v (nii I best'
iuimilit illcits ito ani ilt'irll ratt Ing (4' priigrani risk

;\ir I'mirc e tgilat iut 701) ;il'.it r-itiir' citiltts to idilt'i i ri'ks Ill
thetir lnli~l.lTe rt'gilaitin siig.vtsts Hfimi tit', pitgr;rit.iniiour cit-I I
ii!*1.( l 'imsh ld givte thit "ilit 1 s lcioi Iv-liim it rdti thu it'cvI'(- Ow '~

lirtipwltas an indlitiit it (stssie it fut theii-ks ii aklvoi( c liut'enc
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Chapter 1

it does~ nott Spvciify howA 1() imse55s it- risks. 'Ihe( Ari2VY fit(] Na~v have liii% t
Coirresponding regu~ilatin d415(efiinlg risk.

Ha Initiat ive I i irl i,,e(1 tijomi I ito a standard dtclii.. -n of risk.' Suitt-

-tecliniiligical risk" apim-irs fi its tile(. *lncOrpuai le e f t Bld-
gee FundIs !:i- c l(hini~t4gi(,l lisk. Init iat ive I I dvar !Iv rcttis to It-ch-
111(41 risk. wit scliediil (Pr- cost risk. Tlwuo years after l1i1t1 11% I\ eI wais
issue~d. the depuIty stvcretary of lh-fense reiterated this pinut. saying that
the services h ad imphilel'N]e~e jNirtie res to bu dget for "tuc 104 l( gica I
risk- ft VS. (C nigres . 19~83a, pp. 2-72. 2701. and 28- 11 Yet 'it ui-. I ie( tot al
risl: asse-ssing co)st estimnat e met ho(d recommeinded byV Ilie lut ty 5(--

tars' foir I los putrl)( 1. may fo)(i5 onf coist or 54iielile risk. It dovi not143

require an explicit focus 4)11 technical risk or provide a dv; init 14) of2 tec-
nical risk. ( i~ tis d1iscuissed in detail later in4 th is (hutier. I

Ini sunimary i.we h uiil nio st andardl definition of t echinical risk witi n
lx)[. The ()ill\* (etili onl that dlo ex\ist are for prograin i isk ais a %%hole-.
specifying ((451. s(1ceidifle. and 1i '14 rmance aLs t hreev( coiu it I-it s ofis

Even thlese clel'iii 'i a re Iit st andtard. however, and no( rcgi I at 1(3 sets

theetn for t he whole tdepart ment. (We desvcribe the pro)gramlofilts* V~o,-
iotis woiring (h'finin ions of' t~chinical risk fil chlier 4.)

What Guidanc Does Approaches Itor asse-ssing technical risk call he eif her quantiative or

ancDP r v i e rq ialit at iv . (lt' ielding 41in w hetliher stat i, cal probia i liti- is are assigm -ds

IIA-1~I rvd o to a risk clemelnt . But all risk as-'essmicnt entails sole Slhit) ' tivi ty. Ill

Assessin~g Technical virtually aill appl nw lap hs. expets are asked for suhjioi~q Ingilt I

Pswh at the risk elemients are as well as thle likel ih xid 4iitheir-( I NA 'rCu n(C.
Wik Whlat (lI st inIg911isIlies onle aplwoac Ii front aint her t t is the ilufw-mnat lin thatm

goe~s into the ;ihetlejiliiit u-ias test results or ploIision~al
exiltrlise) and the( ways tit which the ill 4irilatfiil is (ibtaiiied ;Is well as
the kind of' informti on requested ( for vxanipi,- a judgment of high.
meduuin, or- low risk orf ajuidgieicit ahtiiit statis. ical lwul liulit Ites).

Quantitative Aprproaches Ipd ~ l i l i to Initiative. I I . thle I lefense Syst nils Ma ligi-
inent College puliIshed( lHisk Assvsstiieitt Too hniquies" A\ I f~iA'h'ik fotr
Program Matuaglnuent l'ersoniicl I I tes~ MvsY"tms. 19,S3~ ) llr liajld-
h itik guides lirE grali Iliallagt'ni('iit offices i~illlliociitig frIu(1,1al. (Illaitl
tative risk assessSivet it \%.i valitiiis; ;iIwoalili-'ti' a~pu~ilus. It

IN."1 ~lt tI~ls atid It.(hIIIII(tIes iiiteiidt-d lotf eIvuig Ihdgitc 1fu Izes tow
risk that -tit he, used inione spec.1it ally to) quaill\If-o -ciliui;i1-f 4 iisa
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well. Two of tile most frequently used qtiantitati\ •.,," ri,,s for te,'h-
nical risk assessment. bot h ('overe'd in tie handbx) , "lt twurk"
and *'risk factor" approaches.

The network approach involves modeling the acqui:,il ion pri.'ss for a
system als network, in which the nodes or end ixrn*-s represemt mile-
stones in the program and the li;,ks betw( en the no(des represent act ivi-
ties that must bo carried out in order to reach each end lioint. The
probability of succe..sftilly carrying out an activity is usualy added to
the mtrdel. Numerous computer sintulations atre then performed to e. al-
tiate tite probability of achieving the goal represented by tile network Ls
a whole. Examples (if network nodels are the "venture e''altiat io and
review technique" and "risk information system and lh'twork ev;ahia-
lion tehiniq.e," ).,t h of which may also be used to addre.s s.chedule risk
and cost risk.

The risk factor aproach was develolxd to sup<jxrt budgeting for tech-
nical risk. In tils approach. all elements of a system and their ass ,'lated

(osts are trh'itified ill a baseline cost estimate. A "risk factor" is then
determined for each element a.ss(ialed with risk in the w\eajxn system.
Tilts factor is a nmlbller by which thte estimate should *&e in,-reased to
ac'('ouit for a technical prohim if it were to arise. 'he (-st itnate and risk
factors ar'' deti'nined by individuals with expertise ill tie tec 'hnulogy
required fotr t it-' wea jrn systemi.

Anot her qttant it at ;e appro cr'h is diciijrn aalysis. Alo covered in i ~ik
Ass's.smentt'tlechnqu eit requil'es the develbpment of a det'isio 'l 'tree
(a kind of flow diagram ) in which 54"qtelces of stpporting dcision

steps art, laid (lit i i branclh ts. ''l iis aids in ident ifying i ricet aiit oi -tct I'-
rences in thIe chain of decisn uns. I'robal_ iist i , 1urflormanc_ si imu lat ion.
an :.ppr 'ach imi( covered in tilt htandiolk. is tile application of a irillt-

puter simulation tor eqtiat ions re'pre"M'nttilg factors that can ( ri'ltribut' It

technical risk. These fa't'ors mray Iiv '.,-'cifid hy g ,verillit r'(ltirle-
nIlentS, or" derived fron'ltl Sx'c'fic system per-f(ormance goals.

Such rik ;sessment aipt'oachS as tire"e cal' tI'ed ill different

asl't'is of tte acqiist(r|i. l pro'(rcc".. Th' pr'orat';ml manllag llnt (lices call

ti( themt For !tid1dtilig. ;i I ite ' of TI-V- tr budget for i'ik. and for'
(datV-lt-d;IV Inprogra 'i t ll ..g'llttlt. as wl\'vil (s-i.iolls about lprogr'li

.ltr'at ivets ItsT he Illad'. Tl'le assessnnlitls 'vall aiso Ir- is d l 'l ci-

sionls nm'de at 1'.\ls .ibov' t1rc I r'inl tlict'. foi I' th ludipgelilng aud
nikinig io';ilrsti • n cl,i on ;4s al rt hf. Icthl( ologv (l it' \'telmill ,ste
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Assessments ol risk can also help determine if program milestones have
been scheduled a,)lpropriately.

Qualitative Approacies The Defense Systems Manag~ement College handbook focuses on quanti-
tative approach, -s, but qualitdinve techniqL.-s are perhaps more widely
used and are generally simpler to apply. Stne qualitative approach's
provide only a single risk rating for a system as a whole, but a generic
approach recommenoed by LTV Aerospace and Defense Company
requires a comprehensive examination of program technical risk areas.
It involves the following sleps. (1) Develop a decision tree to display the
hierarchy of critical system requii ements. (2) Specify the parameters
for tracking technical performance during the program. (3) Review the
system design and system requirements, preferably by breaking the
work down into its essential structure, to ensure that all elements are
examined. (4) Establish written criteria to define levels of risk. (5)
Ensure that program managers are aware of and understand the
approach. status, and results of the ass(sment. (6) Document the risk
assessment approach and results.

Rather than using the probabilities that are estimated for quantitative
ratings. qualitative approaches assess risk either through descriptive
information (identifying the nature and coiix)nents of risk) or through
an ordinal scale (ligh. medium, and low, for example, or red, yellow.
and green). however. qualitative ratings are like quantitative ratings in
that they are usually based on the judgment of exlerts.

Other 1)OD Efforts to Another aip, oach to risk. known as risk management, does not assess

Address Risk risk. Risk management, tK'cais(' it identifies and reacts to problems as
they arise, is not prosi-ctiv'e in the way risk a-ss-ssment is. Risk man-
agement is the implementation of strategies to control or monittr pro-
grain risks, and it may follow a technical risk assessment and fc'us on
risks the assessment identiffied. Moreover. risk management does not
necessarily pri)r'id' explicit coverage of technical risk: it may center on
s'h('(lul(' or ('sl (onidlerations.

In a ree'i effor't toward risk managenimnt in a Jiarl icilar phase of the
ii(tilsit iloi 1rW')ess. Ix1K) explicitly re t n v zed the distinct ion bt ween
risk ainali'igul ;'nd risk ;is-Assln tl. ixii's Jaiary 19., 1!84. directive
424.).7. e i i h'd ""'rinsit io from I )eveltpmnt dc l odhct ito'.'" requir's
that all sv'.tnl11S ini (l';cl nql i nt piiit hi'h i(t ion ;it-, to in usilnnt a
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foirmal prIogriii (it' rel-k evidl toll anid ir'duiion~f. It (-;lls for I lhe aisess-
111111 ofi pro~griil rvk1 1 liighiitit 1 li acqisit ion c leadchairges piro-

grain i narlagelliit i li ecutailt. anidthe ijx( -with Owt

Thet resource di-tiivit itii for ileiniv!ing I tie directilye i,I led't -S i - g

(Ix t mtiantiail -124--)7-.1 ) aidu %%as d('veI(Ijiod b% it Dv ) tse Scienrce Ikioard
lask f'orce linl.i I. ?v lvadeIr!4il) II[ I he detpuity chel iii naval mahterial for

relibilty.maiumlbilly.and qiality assuiranc'e. 'Ill (l4xiltiet
incites aI so ries of teniiates. gear- ''I oi the most cr11 ical Ievenits ill I heI
tlt'sign. test. wnd pr iduct a in elements (if t he indujistrial prooess. blli it is

aii'Iat risk nianageflien and doe-s not provide a 14-cliniwal risk aisses.s-
ment app~ro ach fo r pro gram mantagement offices.

To1 clipl('tnint ".Solving thle Risk Equion,"P ii' the task fo~rce devi'h ijted
"Be'st Prac*iticeis for lraiisitioniiig froim IOevelopment to lirwKiuio 1111

ano the ir mtm al inl which technical -isk assessment is recogimizd aN at
wpiarati' Ililct ionii esselt till it Ihe .lik-cessftill deveh inent of' a wealxi
systemn. The rnatilial suggesis ways to avi pftfails in risk lnamigvient
bult does not (kscritx- oir recommllend appicit-ie fo r risk assesmnent

Ini additionl to looiking for sjk'c0 1v .pp1roci(-,e. we lookvd for more
generic deif init io ns of and crheria for evchnical risk assessmentv. W~e
fiund I hat Ix) h it s no(t ('51abl ish cd I agenric dein iit io oi r g 'ner i cri-

teia. Altcr reviewing rese'archi iil organlizat ional management as wc(hl as
risk assessments by ix i and pri vate ituivot cv :uil a fter ti iisiil it1g wif ii
aI nhimlbr iii e5j iet Iii i 1lflcal risk assessment. wev dec e ilow five cri-
teria fo r deiinig it: prospCW WS'S'ctII iv sssmet pane rixduires,
explicit at viol erto technical risk, d(Kulntent at io n. and( re;Lsses';nlent inl
e'achl acqilsit ionl pitse.

If an assessmentil is toi he called *'teclicil nsk- a554'ssnicnt, all five o
I iese crt nmuist lx- jiresilt For Instanlce. t lie qiialial ive. anid (ilit I-
tative apptroiache(s we' dI's 1i)lw(- an all be used to pe-rlormi tecliiical risk
assessmeliils. blit usingtlithemi doeiis not guaranitev t hat ain ;ism-cssiiai

meetis till' fiN c ilit(Ii A ve'ry sopiust ited analy'sis t hat ));il wit ln"'ii
&dxuinietited, for exait.ul. wouild not lxe at technical risk assessminei
tindoer mr dcl intl io n. Thiis Is be-cause, anl undocumentemd anal sis I, rnot
very uisefill fori decisionnimiking. ( Eath of these criteria is, discwssed Ill
dletaiil ill chapter :3.
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lit stllluiarv., Iln t ch nical risk assssrient a ppr)lhes. qult i;it ive
and qtialilat'ive. are av'ailhlh, wit hin I ix. lBut there is no ofl ficial poli(y
to guide program nmlnagers and analysts in tle selecti on1 of sluitabhle
ap)roaches, and t here are no generic <riteria defining an adequale tech-
nical risk assessment, inldej'lndenlt of each individuil ap proach.

How Have the Services lin 1981. t he deputy .scret ary -f D)efense conducted a systematic review
of ix)Dts acquisition pr(i'XSS. With t'he o)jt'tives (if redhucing (lists.

Implemented Initiative making the irK'ess mire efficient, increasing programn stability. and

11? reducing t tim(e required for systeh development. From this review
evolved :32 initiatives, including. for example. tli( use of more eco(oin-
ical pr(Ki luil ) rates and earlier t('Stiing of 'sstenis. Initial ive 1I
required the s.iricts 'o increasw t heir efforts to quantify tochnical risk.
lin particular. the initiat'ive required the serices to adopt the Army's
total risk assessing cost estimate VTl..Y") met h(1 or proise an ailt(ria-
t.~e. Reporting on tle status of the mitiativ' ill a .;tltle 8. 1 'I;3' ll'llmo-
randurm, the depinty secretary oi" D}efense stated that liriic'ediir's to
bhiidget for risk had ben implemented by t he services. "'This initiative is

nw )(nsideredl completed." he said. After a short .t'script ion oif TP.LMt'X
what each seurvice actually did. ;is the services repluuled it. is (tist'tis..d
below.

"ri-- Army develoiMd lie total risk assessing cost estinate nlet hod in
19P74 in order t) be able t) add ai incremental dollar figure to the base-

line ('ost estimate of ia program that wotild account for ullct raiti eveills

and to be able to base a justificat ion of this figure oin .-tind estimation

and analysis. Th dollar figure is calculated by identifying uncertain
events for the various subsystems or comix)nents in a program and esti-

mating the arnunint of nioney that woild be required ,to cover addiitional

('ists assoK'iatled with each Ix)tential problem. ( )nce these ('i)-ts have

been c'al('ilalted (b'v ineans of various techniques including some

desib'id aihl,(v). TL.V 'E urovides ,in 'st ilat(' t fiat reri'ents I lit rdi-
(?ff between funding only foir (.w'ts (if tI l program I hat (in be ileni if(ied
with (elerainty and fiunding for all possible risks.

According to TILV.'F" gdiidelin's, the risks that Mt' u, included in TRY T'
('alculit ions are design changes to r(,solv(, technical probleis.

re,.chd(h iliiig tl resolve iehlliual and budgetary prol lenis or th 1i.

deliverY ofcn u lllelts or Imaterials. additional testing of d(sign (lit rt'r-

tiils :an(d hardware to support tlm, iilonnlhgliglnt huian irror, and
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lri grani termnijat ion.' Nlanv tiC these risks, of curse. alre nuot tieci ssar i*
technical inl origin. ThIts, 1to fulfill Initiat ive I I. anailysts using lie 1ILVf'

roe re(or -.III\ alt('rnatave ) must dlist inguish technical risks fro m
other risks and then quianti fy the technical risks. ( )lit waI it) do sot is 1t
estimate nutmerical p robabtilit ies for the oc-currence of vario us technic a
problems. lin network analysis. the probabilit ies are tisd ts 111111 tillIi)r

cak(ulathins of overall Iteclni( al risk. "Hevy (-an, also serve ais aI basis ftill
pro ject ing thle cost imiplicat ions of vach lproblein. A sect d and mrut 
direct way tom quantify I eciii at risks is simply to 'st inlat e Itlin allmunt
neveded it) cover each Iliossible problem an~d use t his arni milt ;Is at quiati-
tat ive iilii attor of risk.

Army Originally. Ti~v'f; funds were calcuilated for the prepritilct in ihiaws tof

s. v~Iu qiiti nreer dee~tlpmeint, testing. and evalutrin m
Ix-caiise much~l of the risk assmialed -with wealxmi system dlevehtilinrt
arises inl tle early stages. lIn its inter nat budgeting. the Ariv no w
applies ric. 'i: to ilie i dructit n phatse for some systenlis ats %kclt. 'It ie
Army's resilonse to Initiat ive I ) was I 1)1 oniue I lie previousty inlsti
Tilledl Tt-vi proigram. l'utgriim offices were noit dircled tio (list iigiisti
techicial risk Inl t hei TI. V i:, analyses or tot quantify the( corsts a.,,iaivdu
sjieciticattv with technical pitublenlis.

Nay espon~dinig (o tilitiatl~ 11 . Oie Navy established aI pilo primgr~i it)c
evaluateV lie 11-A t"iCU L~ \% wIt It SIX Systemls. The til1tiniimi1 tint thittil it

nalttr with ii le Naval :\! Systems Cotmmand. w~heiu' ie piltot jrogi ami

\%.., Set up, is that 1titlthd., for calviilatitrg risk h indsl aiten so vimit i)

catedt and re-quire so mutch tiniv thal. whel (Ihe.\ are afT tidamtt. I ic
must be (time by. tmitside experts. Co tlsvquivt'tly. hel si ateduthle (1lt sitt'rs
bet(oitie I tie risk expe-rts, and piroigram tmanage:rs gainli 11t'h knmm~ Il'.
The Navy has toninied TiLVE to 1mprotict ion phlasens and has nu'\tr

mo~vedj hs'vtmliutIlie pilt itolr. Some of the( systelills ilili w pilt mtgin

have dtitihlm4.h tie use( (if TkVocf: an (I thters alen li r tii.ti ti:iiet. fia\ 1Iii.

mtovedu 111t4 jiitiliiit iiil. Theu pih it efforl i( not reqjiiri Ihi riti -: .i
'seN hp'l\ t'\tlicit actiit ifi tol tethinical risk.
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Aiir Fo~rce 'file Air lForce cIlotse. not to tdIol Thcvi: for dea IIng wit I, risks. -.Idt I litr-I-
fore llotic o1 its programs ha-s TLL fi Indiiiig T) Iv resstii( if 111 lI' Ar
F'orce to I nit tat lye I I wus to1 state its sat isi act lol I %it Ii I uIst est I llia-
tion prcxne led nuefor quanitifying risk's, say'ing thI at it ,saw
11o advant age to1 the Tit-w'I appron ach. The A ir Fotrce issieo 5 ~ requi ire-
mient for explicit attention to technical risk in those proceduItres. Initia-
tive I1I thus changed no Air F-orce 1w)ILies.

Initiative I1I and fie According to the director of iiiajtir systems acqutisit ion in I lie (Il l of

Defense Systems the undersecretary of IDefenw4 foi- research and engineering. hut iat ive

Acquisition Revijew Council l11 led to no dchanges in p roce(ttIres or (It x'unent at ion I hat It lI too, uses

to ev'aluate' I lie dlevelopmlent of systemns.

Summrary of Initiative I I Iiti at ive I I was int ended to promlo te Owli (ianti fi-at ion of1. aiucl
budgeting for. t ehnical risk,.. In resh XnIst' to Initiative 1. one \ay
C011117n1ild (It he Naval Air Systems Comomand) tited a smial I ICv R11 Ilii t
1)rog ramI . TI Ii AIir- Fo rce mad ri 1IVI10 C 1.a11geVS f ri i III t 1e OusoetI. ami th I Army V.\ -1

has maliin' a1ined Ililt' TH-WE p)Oogram at its earlicr statuls. Yet . ats we noted
earliet'. to fulfill Init iative II. the( Si.-ICes. w)Iuld n1(ed tooi titltjitan-
y-ses ()lhat dist ingliIisl tech~nical risks from ot lwr risks and (1(lijaw~ ify tlie-
technical ri!,2:- I,,,- ncarns of rh!ivor uost s: imaitvs. 'i~ i: dixs io

necessarily dot sti, and now, (if thle s*r vice's has intnilctec iI it 1tijgilu

offices, to list, IRV V. or anyv alt ernativc. inl wayis thiat would devil sixtcif i
ea'ly %% itli t lin-al risks 'Nor hats the IN~xkc a*d )1114-4d any ptro(edii- oit

requiirement that would entail dist ingiuisiting aind qllant ify lig tI lose
risks. The nviet effect of Initiat ioe I I onl techical risk sssietJo -

(hires has thlus b4In i negligible.

WVe ftoiiii I hatlii h lejiart znviot f!ft ' Ihas go'it'ral jxlto ;1111)g forSunmlary
4111 d(-filit io) tf prntgmari risk orlti-fhiiial iis-. amnd tlilt'- \ for hno gul!-

antue for ch'sigilii! wt sce limg sritll) WAs'IlO'mt ilij Ito~uiut" It'.(~ gilli-
tiIls go\I'riliig to It I lout-itatio 0th rtlre thfat to-q -liii, ail ri' k bc

adro(iiling btsol ll o ha litiigisi tlii , risk. ,11tlI'

gm'aiiirss rqltl l I i'tetltital is
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bapter 3

1ifferences in How the Program Offices
.ddress Technical Risk

III this Chapter, we descritle how the 25 program nianatftgemieit (iffices we
exaiiiied alttmlpted to idctiti ' the teclhiical risks of the 25 systems.
ikcause of Initiat ive I I and tle Defense SYstems Manageimnlt College
handbok on risk assessment, we expect(d to find the offices assessing
technical risk in quantitative (or probabilistic) terms and earmarking
funds to cover that 'sk. lk-cause of illMi requirements for miletalle
reviews, we also exjx'cted to find documents explaining how risk is

.sscssed anld how the' i unt of funds needed to cover risk is calcu-
lated. We believed that some offices might ienitify risks in oilher ways
as well, perhapis, using qualitative ;ipproacies like thos, described in
chapter 2 or setling up a risk management system to pin;Xfint teclvical
problems as t hey arise.

In short, we expiected cons iderable variabilit in approaches to technical
risk and wanted to be sure that our dat a collection did not miss this
variability. fence, in ouir intcrviews and diKument reviews, we investi-
gated every effort of the lprogram offices to identify technical risks. W\
have used the expression "risk effort" to refer to whatever approach we
found in the 2.5 offices, reserving the term "iechnical risk assessment"
for effortls that met ihe particular critera describ below.

In this chapter, we cover evaluation que.tions 4-6:

4. What are Itf; characteristics of current efforts to identify the lech-
nical risks of new systems?

5. How are efforts to identify technical risks iniplemented?;

6. What information on technical risk is available to de(isionmakers in
the review prlxKVss'?

To answer question 4, we first discuss the nuibr oif program offic(-

that used quantitative efforts to budget for risk. Then, to provide a
bais for describing efforts in all 25 program offices, we e.tiat)lish five
criteria that are t--ntial in tecihnical risk a.,sessment and disciiss the

number of program oiffics ieting I ris t teria. "ro answer (,uiest n ins F)
and 6, we consider all efforts wye found. whether or not they met "all five
cteria.

Answers- to a few stuil quest ions from rest dents inside an office
were iinOl.sistenlt inI ways %%e oill iot resoilve by referring to I.h'

niority answer or pri rgrair-i dih.unutct s. )tlher infor mralion we jnecled
was simpl% not aailablv, and where (his is relevant, %e %v lt, it. For
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mhost (of (itur (lI ~I Ii. tiaugla aI tiii~ oca 51114 1111 e c uudIw ahc i I i IaIl

4ar almost all t ie( offices.

1 atAe h answecr t his cv; In It ia quest in .we first descri I xC( uul v
Mat Are theti11 eff i to budget lfor risk and Iiet desthcribi, I l ivefot %%01 Wc mint(I in all 127

haracteristics of ofcs

urrent Efforts to
lentify the Technical
isks of New Systems?

uantifying and Budgeting 1)e's~aite the a-vaihihility of the lDefense Systems Mlanagemenrt ('ollvg& risk

or Technical Risk assessmniit handbook. aind dlespite t he depulty svcrvtary s assert uin Ihat--
Il ii at we 11 haLS Iben implementevd. fl o0(f thle off ivs we exataiied Ihad

ix-rfonued a quant itat ive effort and used5 it [for the pirpow asec t-iiii l
Init iat ive I11-toa calciulate Ow lieunding necessary to coaver t echinical risk.

()ne( of fice., resjsansihk' for Ithe Army's Short -R~ange Air R'cfense ('omi-
niand and ('ont roal system (s Simm)t ('~ :. d i sf arm a qulant it at ixe asY4'ss-

mleilt of technical risk but tOwin .sip;pn1 ed its application for ri-sk h'ids
with it n li rey di fferenit asesiTit. e latter asse-sment uised *iti- :
14) calculate cos5t risk frmont ont ial schedule sl ippages. ii w hilh tech-
niical risks wcrv ncot quant ified or even e.xpliuatl). considered.

Sssessment Criteria and Alt Intigli we founjid that nita qu ant itat ive effl rs had been iis'il 11'iar risk

isk Efforts budgetiang. \\v fo und ot her effo rts tin all 2. a pro' gram offices and (4 l le-etd
descript ive infoarmation oan themn. We imposied no( definit ian (if "risk-
effort" but suniNd asked resindenrts toa desenibe relt-vanit act ivii aes

however t hey defined this expression. ',I any jiari of their effort hadl
been handled hw sauirces outside O.e oificte-hr example. scrvice hllsa-
ratoary st aff ori cont raclias-we Interv iewed I hese sources, ;as % elI.

As wv rejsari'sl in chapter 2. 1xai hats nio Isalicy callinig lair a particular
assessnti aprpro aca or specifying, inl gene'ral termis. %% hait Siils, (if'

a554ssi~ntare accepja ae. Sinti' We 'aaUHl 31 at uatia I lie 0 ItI- we
foaund t o auly (afficial I ,ta stanldard. we rviv\weil t Iew research ta uaritg~iam-

zat illail iiiaiiagtiiciit as- well as risk aLsscssiiis coiarncted tin vitaiind

Ii(' (lfi'lis iidtit ry ( giveni tit ie, hiblmlgr~ialiv ) and coasiltd mial l(ie-
oliagists, faiiar wkit l it(,i area. Froant this review%. \%v develiiitd I i% v e i
t cia t hait call N. conisidctd essential illIit - .isses~iniieit ( f I cvmI i if ;II1k:
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1. prosp!e'iive W F'lsiert: IPosseiule future techical.i lerole :.fis are con-

sidered, not jusit currenit proe mis.

2. planned jwrxo~crs: Asmsintit is pliiafle( and systematic, not

3. at tentio n to t echinical risk: Thvre is explicit attentionf to tedmiical risk.
not just tie schletjit ocr cost risk %%a It tieiisiltriton of tlfl lrisk le-ft
imIplicit.

4. documnttat~ion; At a minimium, technical risk qsses,-ment prwedurecA
and results are, writ tenl down in s~orme form.

7). reass.;es-smern WIta Iiiit iof phase: New or1 u [)dted A~5ItL

are n-.a-de in order ti)'! tc rhange-, in risk duiring a sy.Stem s
developm~tent.

Thosev nt eria at, ot I 'cessari lv definitive, bu~tt I 1ev do reflect relevait,
att ainable (liaract ri ,t ics andl t Im ilSprelvide a rea'srnable beasis fo r
apprismeii the (41lallr otI rishk ef1(015. Mtirc'o-vir. since' we id no4t

att empht to gauge the accuracy of' risk ratings or the suitabllity of paric-i
uilar assessment apeprochels. I iese five cili n represen-tt a mi nimum W

standard (of qiality. As we noti-d earlier. we reserve the te-rm -t ee Iical

PA-low. we' briefly diseos,; each of the five criteria and then cite th lee

numbewr cef provra;m oft lices wt i1 t-k ffiris that met each wo- c. li we'

ilisciltss elftn imeeting .1ll five. T':3:.1I shows the' craite rn: at ecI

ms-t foer fte 25 systems, in tai 1hch 1
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*1l 3.1: DOD Riski Efforts Rated on
i Technical Risk Assessment Criteria Reassessed

In each
Service, and system Prospective Documented Planned Explicit phase
Army __

AHIP X X X X
MlAl X X X
lMLRS/TGW X X X
RPV X X X X X
SHORAD C2 X X X X X
N"v
ALWT X X X
ASPJ X X X

ASW SOWV X X X X X
ATRS X X
CV HILO X X X
HFAJ . - X

JTIDS X
SUBACS X X X
T45TS X X X X
Trident 11 IDS) X X X
V-22 OsPvey X X
Air Force
AMP'AW, X

ASAT X X X X
C-17A X X X
I S1 A AMPF X
JTiD-a IC I

JSTARS X XC I
MarikXV IF F C IC IC I
NAVSTAR User Ea~vment IC IC I
SRAANA 11 IC X
Total16g s si

irsi1N(lm-c Ns-i%5I1.mit To be' uwttIf rdul('y to-chfica! risk assessrni'lt imist Identify risk%
well II w I~C fit-% -ii actV 11 114 iia .u r)II'lvn. Ai assssnhent caurl% ill I hei

i~ei'Iijilhil ruKccS%-Iinig risk arv.%Ls and~ perhapjs est init Ing ilgi-'
ofr isk ais p~'I-~Iljr(bw'i1( a systetliatic t(Itllh(Idt fo11r ftir!her anal-

vsis and~ re-gion as a svsteI(ni nvst Iurouigh acilt~t nsil. I it t M

it14ll 1)d%45Id. fIr cOanjle t(,ts ((ufliu(iA Jiist p)rior it) I hie prxiui- ii

defisIsti I Ii11ll t Ill " tfiws not a15545 t hi', risk t ha~t t ht- pioli'ns wIll
11il! I IIiiuo,rsi' the fact that piotlefius hat~e alriadyi(lvOItlred.
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s\%'.lciw,. Fi-ui the 9* si tic- WNI11' c Nit ). w(r ciii t ckii I odrhih,: %%f~ ii*v

I IfIc4 4-. tht'% d(I-A. II Iit'll I titIi'tigh rik manacizciin: N\ ,icno,-. illuik

III Ist b I 11.11 l .I Ic I yit dIlIN rvri. s \,,t criiiiit W1 K in 'ilIn W iIt hi it i I

III 1lg, I vuhin I aII ';I I Irtil Ithirs I \. 4i iver ItIIIiR Is iliic t iaiI ri -k )r u 4 %inic ri.iv

totli've syte ' fI iiriqmmiot4 tit Iiits high it, ri-k \% hill' '.I hr.liI. I tit-
sameI4 coiiJ.niieit I, i vr oriji~h It tii. is lk Slit ht t1-.( it-i*5.i is-,

C(ild v.tsi1y gii itiirecog.tlhd unitiS ; ris.k itirio- mt u ap priji jciIuhii

discus.sioins of1 risk ti -,tat I mf(NiiIw.s or othevr ad lcuw joris

Wv fitfl(1 IS syst4Ii)n (72 iwrienwIi %%ithIt .1.ailied e(1 Os(11 Ad IIIK -i I,,

w4're made for* 7(284 pen crt ); r-k %%a (iiilderlci %n fien ii ij utiutirs

01, WiIt"Ide iitlit hniiiglt it 111). thIi r!- 41(1 vftN \%(r( nuit ;I piiiit

A w4itAI .\hit it iit pT Iu hiis itI II!.k wo'esiiic1w ;N4,.1N (1it11h1114. thu' t1i-hiiiicai. tt'. uld s4 1144ilic ii wil N 11ii1

of ovcr all pro)Vrani ris.k. For c'..imp;v, the Army'%v 1 lLit I. pi, Nis vdr. til-.-%

111911 *ui" v ;iald :'-4m hk I~ 1tiii4' -ltimc t4Nlr vat It ui. .tti i,

dhicing ;tit iinuralI estiniate tfI o-.t pi- till I~ ,I. N ori'N a \% 11111 1i1wh

*uitires- tif %hulksysi'it li lo I rk. II111 i(ui~i~ti hi' IM, li t-( im i'.il fII(-11col

as an ltiic1ca1(IIIu III(, %y%itrn% tedt i 1 risk.

)it tmr silily. rlk i firis fuir 18-vscl 72 INiru1nI It ull if 14-41 tvt hctiii-iI

risks exlithli. LI11iii-Is fur thle 7 oit -h'' i.!S 5listtn I I illileni'u Ivi Ii-j

rI I( (III vi k ii~lli Jl it I v. III ci-.i risk tr -.4 frudit risk -I . 4N I III-

iiie',sird iivcrauhI pirogramf risk %\ it hiii li i i t- 11hZu (lllluitiii sito It-

t~~lli4'itltiuit li1111Al isk nNd514~5fitit Its- ihi(imliltic. -al, I ha~t IIItiigvaili iaca*

gin'.%. thIvA t111 'S t11 lf. .1i ct, iv \crs I an rwtvutitiir the ii' tih vdicliri tielloi .e

li uloilf r."sks anIu ;III \ I'n'I\ tii( ni'-.ciItlw. 11 auli;;i\l I-, vNIN4 i.iII\

miililaili fuir jcicgrair mifdrh-if' andi stall I Iv\%I l, dN'.ls i(14 ;III ,ltt iith4iutig

klmi. iii'if Ic~ del .1ia
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Figure 3.1: The Criterion of Rebssessment in Each Acquisition Phase

Corncepl Oemonsliabon -rull-"cai Produchon
ex*pliaton and validaion d4eiopant and depIO!,"nt

Hgh
Risk

Asement;

RskI

l~sbessmentent

Assmesme:

Technica
Riskk

Asassment

Lo.

We I re I(:Iids)1 1( lit .1 dl ic a I Ilfill. 4 i;I I-I and Lot-e iN~csIl,'il ItII c;liii
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slippedi, we could riot establish carly or latle t hoes wit h Precision. An
alternative approatch wvas simply to; ask whether risks were assessed at
least twice in each phase by means of annual updates or- t he like. We
couIld not be sure that there had been one early and one late risk effort
in eacti phase. but we could determine that one occurred later than
another and that the programn management staff therefore had had anl
opportunity to detect any, changes in risk.

Since many of the programs in our study skipped one or two early
phases or had not yet reached full-scale developlnert. , we determined

hethIther a program' managemen~t of1fice had assessod risk at least twice
in each phase at system had reached and not skipped. Of our 25 offices,
15 (60 piercent ) had (lone so. Mos! of these offices (12 of the 15) per-
formed risk efforts as an ongoing part of program management.

Risk Ef forts Meeting All Only :3 (2 pei cent) of the risk efforts peirformed for these systems f,.:l-
FiveCritriafilled all five criteria (as we shoN%ed in table 3.1 ): I lhe Army's RemotelNFiviete Crehriale ( Hi'v) and Short-Range Air D)efense Command and Con-

trol Systemi (st toiLii c2). and thle Navy's Antisubmarine Warfare
Standoff 'Vealpon (.vsw sox). The prospxetive decision risk analysis for
the in-v was conducted accordhing to at planned schiedule., first in I 981
and surbsequient Iy in three annual upidates. The 1981 and 1982 analyses
f(K'Iisd explici1t l% (Mn technrical rk.For the 1982 analysis, staff Inem-
bers were asked to rate each of the 1Rl\'s subsystems (target location.
air-vehicle endurance. and so on) oin at six-point scale (of technical risk.
ranging from "none or very low" to *tnaccept ably high." The ratiings
were anchored to quantitative estimates of failure and verbal descrip-
ions of risk. Systems analysts, assigned to the proorami management

office ac( ding to a ii 1at rix organizartio n. aggregated ratings fromt idi -
viduial staff memnbers to arr-ive at teo trall (iliahative ratings. r)(Ktlli(*i-

tat ii d(esciribedl tht proc nNess and ri-Nult s in (lail. (Sewe titble :3.2).
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Table 3.2: Technical Risk RLuting Scale-
for Remotely Piloted Vehicle Probability

Qualitative label of failure Description
None or .ery / o. 0- 4' Fuj de~eioped jrrd in productI on mnets r'~litjry

bpecificaronrs
Low 5-15 Fully dleveloped and producible butt rroi yet in

production meetS M11rdfy sveCciacoions
Moderate 16-30 Needs litme furthier desiopnl h3s not met military

specif cations
High 31-40 Needzi further development and debugging
Vetr trgh 41-50 Has been designed but needs exitensive development

Un.. :Ceptably 51 4 Is theoretica! and may exceed the state of the art
h~qh

Suirci-~ W5 lKodJen e! a! [tc..y Rts An~a,,, RcK(. lcridVu Lou$ A rnr Aviaton
Research arda Deeiorneiriom uummri 19h2) p 8 0

:iv primle ((mtl tact (r for- tIWL ASW -4 hv providled pr speo ive risk assess-

of, Ow lie vil' Ii 211g ls ' ft i; lwce re-ql (,I ctI Wis wer col lecIt'( frlom ii

pyinit' colit Faictor ai subtcoitt raclot' staff antd Owitn dimvumalented l Ii tie
I trill tof qulalitivle rat ings ofi risk ( hrigh~. rioiderai~li' adt low). lRt'assess-
riloils wvere von(lhicted regularly and acordifig Iii pIltt15 nevgrt iatek-d It
t lie pitrogri ofihe' statff.

The SliNtO Ul.tr2 jirogralt offire liaitrleo it ; risk as--ssmlenlts inl (iffl'rt'nt
wavys as tl( tic' ystiti lit\ cd( I llr*(iLt dt'velollviit Fill the I 985 reasss-o
Illeilt thel inigt altill t( brouht ll i a stlripifrt conitractor to coillec it if-

slX-ctivv risk al~ta frin pro gram t'nginers aito oithier siws'ia!lst-i. irel(
dlata finclosell v\pil () it tlichicatI 135k and wte t'xintt'554'( as (ltldttita-

I eratings ofitue rimaitvof technica;l fiailire forveah utissrin
Rat ings wee ra.grgt'gd to pirodulce a proia g etitat i riIlt
risk for tife svslett as at whtole. As pilannedi. tire- 5ttpifrt conitraitor fully
doc~tlentedl Ille process and results frir the uise of the program off[ice.

Risk efforts fr 1 15F ot ltrr s\,I ems mel(t thlrve orr ftour oin i r five c riteria.
a1nd( efforts forl all skstems lnt at least one(. Since a techrnicarl risk assess
Iteilt . ;vs dilt ichre. tmulst filltill all [ive criteria. \%v limcy iit Jfittidit'
a (Iitailed ti l'r ii omn 01 (r ts that did licit fl fill (fil ' al ai -i lie: di-

fiitld Fori Owit Air liev lIntei-S'vice Agency Atrtortiatr'dM'sg'
lmrre'ssittg Exchantige ( I-S h\At'E-aligly soplltlcated systnili fit

ltt('trl 't' gill lir't-'i illit-nithI'.. fii Ii'iria risk I lrrrtgl vatriouls ad
Illimi it 1i'tdril. 5(1(11 ~I\elw t'iitrr (ilt E'rrir andt hittxveys (to ('vadli.rt(

GAI.1167ocijia ikA*~gn
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design alt ernativvEs) ;ind tvvit".s byv cost analysts, user-s, al I latbnat( Wv,
r(Trest'ntatives. Buit this inlput (it(] riot1 fIIuS (XjiliitlNV Oni al risk.
nor- wa's it dMI1 nllinted. hor- thle Atrniyv\ V'IM t atik. I lure TR~tI alse
%vere performedl. 'I'lie analyses pr ixiticed ilgh." "low." aii(1 *rlosl
likely" cost estimates i each of itle I s y v5~Ills. hiut no' 4 eXjilana~-
tion of technical ris;k wa-s pir-v ided foi- any one stilis %:vcr1. Sta ff mem-
bers rejxmil(.(y coilsidetrcd t('liiicil isk when pr-oviding" r input,
but this ako) waS niot (1(icietedl.

Differences Between the For threce of the five cr-iteiai, we found tlifte(ronces betwee ii ilie services
ServicesMost AiI-iV and1 Air Force effoi-ts were* prospective. but a major-ity Of

those in the( Navy wevre not. hiurther, the Ar-my usually documnlted its
efforts: tithe Navy and Air For-cv usually did noit. Finally, lie Ar-my andI
Navy uisuially' repeated their- efforts withinl acquisition plises: die Air-
Force uisually (did uiot.

Despite the higher incidence iif Ar-my (ffmis ineeting thest t ivve cri-
teria. program nianagemlent offices Of neit her- I he Army nor t ie( two
other services. in t ie ruajoricy, meit all rive crnIv(Tinl.

Ini summar-y. pr-ogram offices for none of thle 25 systems 1wirfoirmed tile
sort of risk (ffit 41 suggested by Ivit iat ive 11 -it quiant it ative assessielit
of technical pioblenus or ir se, in risk hudget ing. I'sing a generic (concelpt
based tm five essulit ial cr-iter-ia, we fouvd only 3 proi~rai of fices per--
forming ef forts t hat met all five criteria. Thew remaining 22 addresse-d
risk in some way but did niot fulfill at least one oft Ihe cr-iteria.

We reiterate that in our- study wev didl not evaluate tile effe-ct of r-isk
efforts (411 cost (or schedule problems. I hence, we canno t say whet her
quantitative atss('ssment-s or r-isk effor-ts meveting all five crniteria have
actually hlihx'd reduce cost grt iwth or time dlelays5. Bunt risk eft irts ti
most pro~graml offices cannot have served we!! t:; t ('cinical iskase-
mlent s. The hick (,( (j( .1iientiat loll-&wumcnt I al't i in is essential1 f~l Ir ieC
nled(s oif (lis naeswstlie, most common flaw.

How~ Are Efforts to I n I is sec(tioni. we describe how the I in grain naaIigceit it fices (in-
(111(1ed t heir r-isk clii rts, regar-dless it whethIcr I hey met all five ciritenra

Idenftifty Technfical Risk 'for techical risk assessmcmit. Frimi our irview oft r-esearchi (411 oilgaitil

Imiplemrented? titinal mianagement andl tri-k assessliniit . we ((JlculliletI that imuple-
ment ing a risk effort entails at h-is thn-liec ltisionsi, Fieach decision.
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the persons implementing the effort select one of the options Shown inl
table 3.3.

Table 3.3: Decisions and Options in the
Implementation of Risk Efforts Decision Option

Format lot rating risk Narrative description
Qualitative rating

-~ Quantitative rating
Scope the ratings will cover All subsystems

Selected subsystems
Systeni as a whole

Input collection procedure Single rater
Group dtscussion
Independent raters

There are, of course. implementation decisions other than what format
will he used to rate risk, what scope the ratings will cover, and flow data
on risk will be collected. One is how much staff time will be devoted to
an effort. But it i.- for these thre. decisions that particular options (slx-c-
ified below) are most likely to produce accurate and useful r-sults.

Various program circutmstanrces cant constrain the choice of iniplenienta-
tion options. For instance, the decision regarding procedures for coII-
lect ing data depends partly on the time and sti.ff skills available for this
task. Similarly, the decisio;n vn rating format depends p)artly. onl the eu-(rk
plexity and maturity of the system being develope-d. Accordingly. for
each imjplemnltat iln decision, we have indicated thle preferable op t io n
and report the numbewr of risk efforts for which this option wa se-lected.
But we (to nt suggest thatt all (efforts should be i ni )!(mcnt ed In till samelt
%-I\, and we have not included any implementation optioin inl our cri-
teria for gauging ain ef fort's qutalit y.

Rating Formats The I hr v oiji ilos for deciding how to rate the technical risks asso~ciated
withI a syst em are narrat ive. qutalit ative. and qulant itative. Narratnv
infcwmation de scribe's Ixi tent al lprr itlemvs t hat may preclude reaching
pe-rformiance require'ments. someiviiiis it atlsoi indicates the source of
each P-oblell and pssible -,oltiius to it orI designl alitrnatives. ;\t
exampile is the tnarrat ive*: cri ition of risk assciciat((i withI a coixmcniieft
cof the Arm:j-s Advainceul Ilicolitc'r I ll lpto)c'tteft Pro~ugram:

riqiirirutit% tit;t it i. a;i he itit i llt ipimitie %t iffiui'-ss crt \%Iiugtit Thei

Pace 44 (iA4 P'EW) Wl4S Tt4-I1.,ccAI Ri%k Airr%'%ment



Chapter 3
Mfferrilerg in flow theP~V& I 0orm Oces

Addrem Technical Ripik

mms could impart high m~e n ror blade htnrding lo~ad,.. The inain rotor blade hal-
ancing., tracking could bv diffeult . "(Fox. 1$8, p). A-16).

Qualitative estimates for the likelihood of not m-eting performance
requirements are usually expressed in an ordinal rating-from high to
moderate to low-or in a coded ordinal rating-in which, for example,
red is equivalent to high, yellow to modierate, and green to low. 'The
Navy's Joint Tactical Information Dist ribution System, for example.
coded ('dil ved problems green, possible major problems yellow, and
any major problems that seemed potential "show stoppers" red.

Quantitative esti 'ia tes of risk use a fraction expressed as a decimal to
represent the probability of meeting or not meeting performance
requirements. One instance of this is in the effort for the Air Force Anti-
satellite "'capon. The program office rated the p~robability of success for
each AsA\T subsystem and then aggregated the figures to pro)duce an
overall p~robabi lity- of success.

Narrative ratings have the advantago' of content; they describe the
potential problem, its sources, and it', po~ssible solutions. B~ut the niarra-
tive alone does not indicate how raters would estimate the level or mag-
nitude of risk. Qualitative and quantitative estimates do indicate levels
of risk. Such estimates alone, however, lack the content provided by
narrative descriptions. Systems that are well into development or not
\-cry co~mplex might not require both a discussion of risk elements and a
specification of risk levels. Blut. in general, the most informative format
would combine narrative information withI either qualitative or quant i-
tat ive ratings.

Only narrative ratings were used for 5i systems (201 perc'ent) in our
study. Discussions of risk in thle Navy's Trident 11 program office, for
instance, focused on thle engineering aspects of technical problems b,.t
(lid not ordinarily entail qualitative or quantitative ratings. F-ifteen sys-
tems (60( percent ) we're rated for risk in qualitative terms without narra-
ive details. Three systems ( 12 percent) were given quantitative ratings

wit In nt narrative support.

A nar-rat ive \ws combined withi qualitative or qtiant it ative ratings or
bo th fo[ir 4l systemis (If; percent ). For the Ann" A-v MP~ I, narrat ives for suib-
systemn risk, like the 1nat1r;at i. qu1oted above for the imst-mounted sight,
were accompanied by ordinal ratings.

Pagte 45 GAOI PVM).M&5 Technical Roifk Aaaceament



-4 'hit pr :4
Ifara..in 11-Athe- P'rogrnam O~ffie%,

Addrv%%' TrcI~imirmil iR-k

TI :;:;!-'acha'; to nting risk. TI it -
to list, (jIaht atlwe ratinigs only; ft-e Air F-orce provided en her :narrnat ive
infoarmat ion or (IualIitative ratinogs. Thel( A rmyi usuall Iy ratecd risk it (Ituall-
titat i\4 Wa-inls. but it aaambinad quanititatiVe With qualitat ive ternms inl
oia it, risk e ffort anid wit I i (I al Iit at i va and narrati vt inornCa rI in li it I%%(a

efforts. Tl te Army's greater rv Ihance onl qiant itative raItigs is not
sunit *1V a a )- If;i I IofI the- Tril-v atllNso s it uised to bu)1 vI(~ foar risk baut

aan he aca-o IInI tad for hay a-flis tte r thani Itw: It hwever. I luw Armiy's
familiarity wvith1 TH-l may hlpl~ ex>plain its more frequent uso- of (fiudli i-

t.at i\v I( OfncalI risk ratings.

Hating Scope E~fforts toa assess risk may lax-us oil a system as a whole or- (i, subss'-
tetms suchi as liaraiwiate (-alflxnents or soiftware suhroutines. All subsysV-
tems may be asse-sedl for risk oar only those for which there swills fto be
some iiil a iilt V re-gardinig pertormatice. Fx'cept fK'rhaf s for systerns
I I mt are relIatIivelyv maIt iire, or sinipfe. anl el ff. rt covering all sI ssta-rns is
Iel to he more iisefti It hamn one( covering olyN tithe syst vml as a \0i ale( 4 r
a ailv some of its subsystems. At tent ion to thle 5Vsseia a-s a who' le 111:1
prodauct. all accurllate e-stimatle oaf overall risk bill will no t by itself iden-
fity the mo re pro blnmat ic subrsystems. Similarly, ani effa rt inco rl x irating
aal*v seetdsahsYst4-nis will riot produce anl 4st imat e af risk oaverall.
anil it may no t ilent if\ thle stubsystetmls that were naot select d ar relx an
11i4 t-eds4 a!ns fo r I lie, sele ct ioan.

For 2 systems C S lx-crt) efforts were conducted only for tie( system a-s
a whole. F-or I 1 (.1- pvrcent )risk was apparenltly rate foI r se-lected suba-

systems; for 10 (tC40 Ix-rcent ).it wa-s rateda for all subsystemis.

D ifference-s eni-gedl inl scope. The Navy tusmally cover(A- sovia- hit not
all stilasystens: the( Air F-orce moast aafta-n covered all. liI no0 ca;se didl tflie-
Army gaear ani effort toc a systetm as af whole. but illsteaal assa-ss-l all1 and
selected slbsvstouems.

P ro('edilres I 'Sed to Coallect Il( pe rawHtaimirs tha it ar i ised to co l lect dat a canl affect thle ta anaf rc! vl-n

IData on Te in ical R isk %ivva-Nas a iil aum aniplet vllass (afthle iil put Ia anse-.silicilt ais wel ias t lie(
valiiit v of flie, aoimso-qaint outlut. (ll Inl-1rsaal ieav ca aml-ta-ut y ldichtifY
and rala- risks. I tuat if' t il(' and res-Atircvs pwrim- sk'vearat raters waarkitag
as a groluip. *-aal wit I part ia-ilar a-NPjaerillae ;'ld areas oit a-\Il'r iv. are
flaaara likelyN taa paiaaima v illore acaurlata' 111pialt .- sp-ciillv it flte rotars

;issuilailis ~an. staalJ-d oat aifd d ti iaa ladsu~ -is wa'll a-s poaa-,sut
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view.s. Illiijii cani he~ collectedlIf in .11 afiscuissioni oft t((IlitlitcI ssi or
in a surve,. ( Ilsilig ill-IVIeWs or written c11 est iionires )

Il i asuirvey. input is coillectecd from; indvlepciaeilt ratersi and I henl"bl
lated. and diclirepancies are reNAilvecl. Tll advaintage (if input from sev-
cralI raters working iiiclIiwnci it I Ndoer grotp I)(Iisciissicin is I hI t groupI
Piressuires and It u cons5traints5 (1(1 uct lirtnuat ireI ':-Iciseisu re(In IIIng
vXtfn(It'(I afticitiiii. ITus. for all but the( riurt mai~tuire andic least cifl ilex
syst ems, ifl;pit front se*veral iniicxKndleit raters is preerable.

Risk vi'lorts for :3 of our systems (I 12 lifrcent )relied till ()I( vxrs' Il toi

handle bi(-e ffort. Another 17 (G lif-rcent ) ccilli-ctcc data front two or
more-c rateirs. and 14 of' I lie' C hld at Iv;-st on(, nmeeting at %%hIi It technical

risk was d isciisse-d. Five ( 20 lifrcen ) collected inp uit from indv~wnident
rat ers. (TIwo umI bo( th i t a If disu ssnin and irldl.y'ident rat er',.I

Program Ci rcumist ances and Fo r foIrmal. 5(4 i" i. and iniut p l-ure. we have cited the di ins fu'irt

Implement at ion likelI i gencrate usefult in ii rnat it on (i risk. We also foii md I I tat few of

the piro gram mianagement offices selected dwmues opt n ins %%. hen-i they
implemented heiir effoirts. It. as we motedc abo ve, cir tinist at ces suich

~i available Stall Uitue and a. system's complexity can affect implc'nuilt ;i
ion decision-, We did lift attempt to rate such circuast ncs. since t heir

iniast irwillent wou ld 1w' highly sit) ' ict ive anldl ir -isv. Thcirefiwo. we
cainnot be4 cvrta.:! t hat thle imjlemeiltat ol decist"Ii.S of, a1N. of ille o(l ices
were either appropriate or inappjropriate.

At Ow livery least. however-, a p roigranm office should consider its
system's comuplexity and nuaturit when nmakintg t lisv decisuins. I f
imphlemnit at ion opt ions are selecited solely tin response, tit stall availa-
IlIjt y andc oIter eonst ra its it s pec I i fic to( a syst em itsel f, one (-n;it ,ot he

conrfiden'it thaiti thle re-sults w~ill be IOlie most usetful jxiosible in h* fu h'r
clevvloinieiit ofi thle system. All office handling a comlex(' new. s\st.4il

for example I, shoutld ( atI lea st consider I11 ici illillg (It ii It a ; t IVe ;analyse';
in whIchi te risks ;issrietd witlut all Owithe sbvsteul(,iis can liprelY
agg~regated. It v-1;:..; I:, more apppriat~e Itir ilwit her office. inaliging
eiuluancenuiits to an existing system ci Xalliple. toi rectlie onIll\ abre
descr'iji icil or (limilitaivo~ rating foir each c'tim inceim-i.

Ini outr stil(] . ri-'.;ciliclu vitedc ai rvicle .ii of ivasiuls uil lihI t(i
il1 1 lic'futwitl il ~l I licir Iisk vfioris. .-\rmiig I ho.. most liiiil vy i.11-d
wvere StUM' exlwiic'iice \% itl sililio cflso.iuieliei Ii. Ithc IrciiltN, aind
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rc'(iijriwrtjt-lf' iflhltxsi '(I at iavhicr 'coiviand levels. In civ 6E)J 1; ofts(24J
pe'rcendidi (i( resjincli'it say t hat fetu tres of the' system itst.il c
considered.

Summary of Since implemient at ion opt ions (leIlnci partly on progr-am circtimst aMCCS,

Imnplementat ion we~ hav io fft attemlpted toi sJM'ci t any e'ssent ial criteria for implement a-
tion. But appjarent ly few o ffices c insidered !irtigram circumstances

wh~en they ini cleiccnted thceir risk effoJrts, and few offices selt-i Owc
optin 1OlSIhat are( in ge-neral mo st likely to) pirodtict accurtev andl useful
results.

TOc ansWer' Iit' qilet,ici onl div availabilityv of informatio on.1 !i-c'lhjni
What Infornnation onl ri<k for I I ose %%Iho miaY' d"('isions at t he iilestcm rnev(,iews, we re% ; Lc'

Technical Risk Is dot xucrcts and lcric'fing maic eiaks ( mincit s and srrip ts as well as charts)

Available to pr-epari,4 by prc grain rnaiiagemlerit off ice's to i be'iIX t heir t ('(linica

1.i~csionrake r in the lrE l hics and plan%. As wet noted in chapter 1. the c- d iffit 5 rir 'ciidDecisionmakers in the a mI lc'A met-atn Ic'-views ind IlIde Ie vyNstvIll vo iici'p t papv I-. dc is i cIi c-I w

Review Process? flat lug caxrest and eviahiat io n master- plan, integr-atd prc ira in scum-
ayand at ; cajw'm' 4ii acquisitimon s(I rafegy. As wt. (IisctiS'ed it] (hI cal ini

chmpchc'r 2. fxnb rggilaiccis specify thiM each1 c(Kt1111c'nt 1fl11Is IiiCiiId'

infe -Itat i tc l oin I lhe technical iIsks I iiiscd by .a system or Iit(th pr~oi gss (if

risk ri-c m tic n.

W~e retcIicse t-eI ffit. ;11 ecop icS)'s o1 )t "-A' do itelt Kby11 I ac aIi breINgJ% 111V.1(111V'
niatelrials byv minestiiie. Wec alsoc requii'1stc'd cit het Itec.fliital (doiicIt%,
tI hat we v i aic' I to 'v it,\% ers. such- a s missio n elemnentIn4 sicsw slt-

tIncilts. pircigr-ani inalla;gt'ci(le t ic.amid techniical ad%. msccr-. picaccc

r(irts. So4ine( doiintis w.'ere nidP.-ifg frirn a I',\% uoffices. c'sjiially lI'm

sst~emcs that had skippedc oir riot yet rc'.uche'cl a mmll'-stccne and t hat 11;1(

lPuSSA'( at rilc'ton1C' lIei1C' Iliei'iitcin for s-i('cifioc diciniemits had
N-4.c'r c'slthiluc'cl t fuc'r* ch cuints w.'ere avacilable hbit ('\clcId e i;n thc
analys"is if the Ic'1c'vaiit lmiicsiccnc oaic' coculid riot Ns' Jcuijixiie icir ib

r-nimhc'suimie huaci lc''ll skilchx'd 01 io t \0 ci tc cclid. Wi'c'vi..c we'me (,I.. w, I
w.ithI st''.crai ve'rsiwiis ofi (?tit, (iciic'i fillr e'xaclc'. an ciginal Ifcr
nculc'stcisic I andi mtls iaic' uuc,' ). weq' iicliuuded cach i 'siim ill I hec ;cruaei

\*sis .- \-cs all I icc t fies. %.'t- c'amnred 29 midle'steci do(c uicuct meid 17
setis c i, illiic'iiicg iicaterials.



Chapter 3
Dirlert-t'ic In Ho(1w the Pgmram ("flre
Addrw... TechudcaJ kixk

Sol I rce% and Tyttv s of Most ilehstone doct'nlints intlided .lnrmlntion in tehnitca I rIsk: XII
Information percent at mile(stofne I and 7I ierct'tnt at nUhttol II. A\It. Altogh [ ti did

not meet its rt'qltreet'llnt fit" techical risk informat in ill alt It .e, (1hK'1-

ments. for eacih system at ,ach milestone I here was at ]east (fe on tte -
ment providing such ii fortmtion. Futher cilliSI indicated, howcvvr.
Iha' the irnformatio on risk was ihiadeIltae. lIt ;lmost all hil' dhx'ineiit.

(none of which had quantitative ratings), tihe infornl i inm was it trrra-

live or t qualitat iv, rating of risk or t he system or sltlhsYst ' ll. Fw
d(wuitlileft, sixecified ill ot l 's scope or analyi cal aproaclih at vti her
mihesitne. (See table3 .4.)

Table 3.4: The Sources and Types of
Information on Technical Risk at Contains
Milestones I and II technical Gles

risk technical Cites Cites
Document Information risk rating approach scope
Milestone I
Test and evaiut.j., a z,:C; plan 25% 25% 0 0

System conceo uaper too r0 0 0
Acqtuistion strategy paper* 00 100 0 -0

All documents 80% 80% 0 7%

Milestone II

Test and evaluai,on maslter plan 60% 50% 10% 10n

Decisior coorOnating paper 80 80 0 0
Integrated program summary so 50 0 C
AcQ oston strategy paper' 100 100 0 0

All documents 76% 72% 3% 3%

'inciuues ocw:neIs entitled Acqus'Ajor Plan

I'or example. the test wlld evaltidtion wa1llster plan is si!pixtlsd lit list tilt-

icial isseit's to ix rts;Ivd 1tt ltesti ssue-isss arising frtn oi;iratliinal
requitmntlts ;ii' from tvch' ical risk. h'len it plan lacks ai dscript ilol

I i' risk cfllrlt ir rati gif the risk ass( iclate'd withl cri. ial isst ,.
readers' may know \\ hat is:itis are ('onsidered ri itll bitl \%ill iotl know\
(or . 11n 4ill inhor) It' level of It' hltiiI% Isk i .a)'ihtd \iht it cai Isslit

or I al (lhit ot I he, iis( effort f(o'" I ll sntei. Iior itlesto I. 7, i--

vent oft I li lats licki v\lli(.it risk iilorttiili iii thil, ,irl; for mil-h-

sli II, -l'i T) 't'tl'iit lalkeri it.

Il l lwhgr r a li s. \%v, 4.44linille ;ill 1i14, d11<'illil l I , (llati. s A o' W id
il,., Ill, 111lihni (Iliv il ts~l ill rv,(pllll'd folr tl vsl'k lt'v ;aint :(,)t liii lils lmr

\\hl t I i iih,41 il dailf. vilihd bet 11lil, illll '( , "'1ii, Isillcrl'l 4)l I't,"ills 14,r
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. . 4 t ' m o d 4 url4 'i l l dii ; tilg a t u I l it , 1II I t I l pl n 1u1 )1i' ii ' . II I % ci 1! 4

vied ri.k infouiiie~~n. witiailiv raintgs lta~ rairely a (c'-riplu il uI siph

or apj proaich.

ol. haty ~"In' 411os tc't-Nii.I fil-, ililurtuIat 4141 Isk ile4i'. 411 Itol i4'm iWIng

risk ratinrgs for sid-slem':s or I svs14'i4 it'raiI. For a I 9S1 I ls\ \ t.\\
401 O w fo71S.hr Inlstanice. tiel'iug chals p4ro\11t4 Ocd (p;I 1 dialfli V.

risk ratitig l-I l to li4rate I for Ow4 ,%*Ntcm as, ;I whlh. Ullirt's 4INed( fill
a V19-1I revit-w (if' Ow AI'.r Voitc Ma~rl XV 1FF combilat iil'ittiiviat 1411 s\ N.ii
did( Ill1 iif oI I II I (4.I I\.ivIr.1 ri~- iItI I Igs Ill dI 1d di-.cri N .- 54i w411t Ii 'i-

.131 im'rcenil 1h44 liri ,11ui 4iuiI'ils prided I(t- 4chialI risk iiitiat i,~
whiIit'I4 voli"'it(A of risk rat1ing.!s. Notiv4 vitet! fllt' st411 or appjroach-1 (it ain

vfforl. \It milekstouu' 11. .5Ix- on cited insk rainjlg>. _- .'-!Y atl

i:iltinh'l( infoirmaion lonl 4114 let a14 risk or risk rtdict 4944. Most liti I 141' dthi 4i-

tiui'ilt S WI r'sWtl d N110% study idvi' sillIt 1141E41li ioll. hut %w~ile

(lilt ntic'. More' ilt41woi1alltIv. lilt-( risk mA'urma! d'. 111 lit \%;I- ws,4 .ilal it
thro-w' (141l-unic'fll irir'lv 11444attd thv scIi f 4 -1 fort m,4 I !4* .11".0%. -I ,

IcalI; .iiwIt ch--t %% 'i'i t'-in citic (" I to 41 t4 1 hioroigh ev:ia 44I i4I o 344' tI -- J
~icluaI Vlsks jIX1 byv ai Nystlli. Them brie'fing mtati'rials we''\li,4(

Sugjzsst that risk infuimat u \\as ofivii not provid't- orally. altho uigh it

i issh Ip~ tat re'vie'wers raiwi'1 (pImst tons altit risk ;it 1 lit- hui''l1 llws.
Tht iflrqr(44-fl14 g''ni'rall 'v liro\ idvil was aI rating of Im4mild risk. hli s
w%-ith s\t&'fl dciinIN.s hrit'iing nrat'nlals rarelyv Ms'xitI I lit' s144344' (if
thvl rating midu Ifi' amiglylical appJroacth fat Jlrtliid it.

Wating ScojN" ad( Formual Theu format41 Ir risk ratinogs mcrits cl s'allt!'414ii I 44'aist' '..ury Ic'% d 'w

iitt-du v'.rbe4r lit (lPit-, 4 hi.4alcr. iIIo 44%I 1i54'1ill l'riiilit i iid I441'14

tal Ive raiIng

hI-*r I fit- part4 illi I he4 anal.\ 545 ' 4'\paIe;II( I 11111- I)Ml4l'Jt (it' s%1 c 1114 l'

jirct vtiiig (list its'~i';i. \l.4 It" i iu lilt \\Iiilicr 11iiI'stei4' filimtuituiiiuls ;11141
lirii'ing lniii ii 1 444 tii- "t(43W )IN li' iI 'k c 'litIi - all t svIlit Ild sth
N\ Nt'Ilis orI ife N\ s44'fll aso a1 litl'. Wt o Ii114 It-.4t \ 'r\ t'v% udid. ;ilt hiiuigli
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risk ratitigl" .iit rejwiritf ini tlii nijiity (if ava.ilale chtmuiipts an iiil I
:IZ5II it r (itw avaiilali biiiig ii ateiaik. Thi . (v~vII if lOw , sI~Ie (if

tlie Oifil %%w flot vite.1. %%I v an still ask: Whlat %kas Ille *4oot-it ilt-1

rat iiigs? Wve nOted earlier t hat risk- effoirts are ge'nerally iire, tisvliil-
whent I It(-%- c iv'r all slibsystenis. not just wlctsed subls Ystieniis fir 114
svsf -Il as it whol~e. ( '4inI iiining t I i - - twol ((icntts, wv crims-c Ia! ,,i fit -I

ili-sione ii-iiil)eiits andii lrii'tiig Jnalerhilliv ht .ii 1141.I'(iii1at andt 5(.(iJI( to

seeiiini itC letai liiwrisk was rated fojr inile-sti in, re~ it~%5

Few di wlilments (1 I ) Iiercent ) piro vided descripions11 of w evical piblt ents
along w%-it a risk rating, and t ie( d wumnns t hat d (i vered II iv %yst em r
as at whoiii or sch'vivi! si ibsysteflis. None, co veri'd all sui-isystcems. ( If i lhe
briefing mat eris. 201 pe rcent proiv ided descrilit itins a h ing wit It (pii lit a- [
I i-%k rat ing- amii il - I f uft I wsv 0 1it xivttnt Ici ieres1 all stubss %I1ems.1

table :1.5

At Ratings in Milestone Oocumerts _Formal __

J Briefing Charts Scope Descriptive Qualitative Both
Milestone documents
system as a miol~e 71v2~ ~
SeictOd stjns~ sicms 41

All sutisyslem-, 0 2
Briefing cha-is
S~stcern as a Atioic 0 40 0

All subs,r.iems 0 0l 10o

.1millary ~ ~N o 1) r ig ra mar iin i g4emc t t lic hat is q i t iti f i d a nd !)i i d gf Ted P, r I s-li -
irrmay ical rislks as valled 1'(ir by Initlilie v 1. Alt houngh t Ilie priigrai oiffIcwt-,

for all 25 systentis have mnade tin P~fort tot idvnt ifN t heir te(-lirnjcal risks.
()nll% :J (0tidiicte1 risk u'fftPis I hat miet: our critleria fcor Itecliiical risk

Ill addit ion. wefilninil side variat i'in tin how risk effori s were jilev-
li-iiled The 11iillllefliilAi it o an tiliirt (jioii(iis piartly till ;irograim vm-
clilii1staiiies. 14) %%v 1-aljllt e.jii'it all (.fffinls. il ha% v lx-vit carred (tilt in)
Vciwl Is Owu samev% waY and i-aiiiicIx lie clim that t ho-i is v w* iaitiniji
reflh'clel imalirolriait' iiiillenientlii i dlc'iis Ni111 ist (if Ille

of!fici-s (fiii not iiisiihi'r ltht cimill~iv\iti. or! ma,1nivt (If their systeis
slieni choosing imiifmninat in out ions rvirinig flirir;it . sviii.. anid

data cuilli twit llr(, cItiire-s. 'I'liviiehire. it is nut likels that I lie cfiirls
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they implemented %% ere ws u -cful a.s they could I havc N-v'n ft r thI, fur-
ther devehpnient of their sytenus.

The services and the Ir-Aw must make dv( sions regarding t he |lar(e. and
direction of these programs during milh'sihine reviews. Most il(stone -

dotiments provided sw)mv iInfo rmation on I cl 'nical .,sk. but I i unfoir-
mation rar'ly combined narrative informatin with rating",, f r all .uhb-
systems. Our analysis oef brfing materials suggest., that the p)r4 Pgram
Man'agement offi(s werv umih.Iv tou add f)rlher del ails orall*. O )nly
atwtit half of all suich mat erials cited letehlnical risk. and the materials
that did rar, lyv combined narrat ve Informat Ion with i isk raItings arId
rarely ('vered all subsystems.

Page 2 (AO I'Mi) 44 5 1 .- hnkal Ma.k *...rn-nl
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-.. Chapter 4

Difficulties with Current Appr-oaches to the
Assessment of Technical Risk

When weC collecte ouI ar data, some issues arose that are not cO\) ercd ill
our study's six. initial evaluation qu-stions, In this chapier. we dis-cuss
these issues. They (oncern program offices' working cc-fiuiit ions of te-ch-
nica risk and risk rating categorics. the' provisifi~i of r.sk information to
decisionnmakers, Iiti's t rikining i *vchnical risk assessment, and( the risk
informat ion conit ractoJrs pro:ilut tei )rograni offices.

Definitions of Risk and It is irnlfrtant that technical risk be Ivarly' and consistently conceptual-
Risk Ratin Categorie izd within and across t he pri 'gramni lan?,,' ent ilffices. It is also4 iniJlir-

- Rsk atig Ctegris tant that risk ratinig categorles b~e consistently defined. This is trule
regardless of the rating fornat-narrative. qnialitlt i ye, or quanrtitative.
Not ll] program offices need uise thle same formiat. But it is necessary
that all those that use a qualitative forinat, for example, definle high,
moderate, and ow risk in at similar wvay.

If definitions or- rating forim'ats are inconsistent, thle cisionnmakers willneed to ask for clarification, and this could take considerable time. F(or
example, if subsysteni risks are not rated in termns Iit are failiar to
revi'-wers, programn staff mayi be required to revise thet ratings or con-
dad(- anl entirely new%% asse-iiiilt. \Wor-4.-yet is that inconsistenilis inay
niever be recognlized anid t it programn office mianagers (that is. Ow liehief
eniginecr, contract offlicer . idl p rogram manager) miay I lae daily deli-
sions onl technical inforin m that is vague and quite xImssibly i s-
leading. This wou~ildl also, reviewvers at higher leve~s inlie w.rices

Definitioi oif Technical We founid I hilt on111 5 igernent offices Ihad a standard deli-RP<nit ionl of tchnlical -i~l, ' policy and known andl applied ))\ all
staff mnembors. Moreo\ ici ts in only ~3 offices (it ed ('it 1 r [*i% Ii
or service definit tils W ;si. (pexrhaps in part becans I lese
de-finitions are' amibiguw,- t- :isciiswd'( in (chapter 2). kEsl, iiduiit s iiionl onvi 1o otl'oa -ier ht Alir Force Regulat ion 711-15

del inl(' risk.

If nevithter (foctinaiied ~ itos nlor pr'.-!1 Iiiagvmnemll IMxiis
have (stabli~ll('( a stl Ii rI( fit- ri- zat defini1t ins (fill thew
res-;ximidemits actuall v i; tinlard wi t 1! 11l.toa xvok.'
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Table 4.1: The Definitions of Technical
Risk Used in the Program ManagementNubro
Offices Definition offices

LiwCiihood ijf orcuterns can be calckil~loo 3

Probability of !aiture can be calculated 3

Probautlity of fajure can be calculated g. en schcdole of cost 1m~s 2

Technology is unprovcn oi bo:yond the state of the art 2

TehCncal rusi- is too, s!)bjociue to define 2
Probability of failure and the consequences can be calculated 0

Offices giving inconsistent definitions4

Office,, c.,nqr no def inition

Wo entered definituins in thle tale if all or1 104 st Iresp loltts pro vidIed

- the samle dlefinitijon or if (1o(tjjleltii! lull Iproijdtd (!ne. No (ifit(-( cited thle
D~efentse Systemls Mallagentient College de fnitioni tha~t was Lased oin dli

- - - iirobaibility and coinseqilelces of lailuire ( quoted fi chapter 2). althbough
5 offices lba-wd Ilhvir de ilions onl the ;irobabitirv. but not filiec- se
queiccs. of" failure. Ini 2 of lie-se 5. respondi~ents defined iii-chilical risk as
tile probilhit y of' tfiltire. givell ilmited I inme or limiited fitindhitg. lIn :
mir of flices. respondn lts defh ine l('1Ieel iiai risk as Owh pr( tat)iht of
failure hIII! ulicl 110t cite scli'ihilt or coist limilts.

Othter oiffices offeredl defiitjtimis thfat were siiflar to these but noit hi~sed
explicit] *y onI lilt probability of failurv. Two offices based t heir de-fini-
tionlsoun tilie degree toi which the( required techInology was uilnpovn or
bey* ond the stiate of the art (not yet even llartiall\ developeod . Anld :1
offices defined insk as the ex istence of a techiial proiblem. or- ttc Iikeli-

hood)( thli wwi \wuld arise, blit nlit ne1,cessarily a prolemil thait \wuld

hii 41 Iitfives. I Ilie (let iint 'oiis we wer'' givenl were Inconsistent inl ways
that could n1ot be resolved by taking aI detinlit ion fronm (lho Iiiaioity ofi
lie resjs nidiIt s 4iw front thevir pilgraim di tinient atilul. lIn 2 oithter
ivit" 1ie 1. hit il mijtid, oth e rt'spuiltt~s said simpjly that tecliiticol isk" is

ti K suil e 4 t dt'tlh lnfiiriiiat 1itn was wnit sufl'l 111 I- urilitig I lie, 9

Detfin~ition~s or IHisk Hatinug * \%k s''lituri In 0ihlil 3. nhiist jiregrami ofuagiititfices r;itcd risk

Ca7~tegorie~s il (jiilitl1 itt .(titshil.ii'htl' andIll\\. fiil- r-i'ul yullIb)\. aiiii
greet11)t. lit iti1i. lilleix twws. %%c ;iokcd dc.ii~iitSti u tftiiii ftle-

quahltitl\c leni-.. (11 vil lsiwti5 we'.q.'ft tc 11 il itl

l'age- 55 G.AO IIKVi) N65, Tm-lhnicali Ri..L A....,..nnt



('hapter 4
Difieului" ith ('urrent Approacheb tu the"

Amwomment of Technirl Risk

-,even offices defined qualitative ratings in narrative tern,.-. For
examplh' high risk WiLs sometimes defined -ts "solvable if tlit, schedule or
jp'rformanc I'equirements are changd." moderate risk a "s,o abhi
with no changes" (or so0lvable withw'a reducing the perftrmanct.
reqiircnwit s), and low risk as "'no probh'm." Three office: defined quai-
itative' ratings by assigning protability ranges. For exampile. an 80-per-
cent chance of not niee ing performance requirements was high risk, a
chance of 21-79 t,'rcent was moderate, and a chance lower than 21 I,-r-

cent a s low. Two other offi(, used bth narrative and quantiitative
terns.

in "3 ,fices. rspoidetllis did not agree on what rating format had been
1155d. and t' ith Collsistel ('" ('0,il not 1w resolved by taking the
ma jorit y's answer or refer'ring to pr,,gram docunments. Five of fices used

qualitative ratings but said the terims are tooI subjective to define.

Neit her narrative no" quant it ative terms art, necessarily preferalble for
definig qualatative ratings. hence. this variation among lhe offices is

o1(1 it a)Ol'))hleI. B ut when we examined tit( meanings attribtied to narra-
liv and qlantitative terms. w, efound inconsist ency ix-rsisting both
wit hill and ;,,ross h' offi('v.

Narrat i\e Terms for IuesiH n(hents irovided several versio,ns ol narrative' terms for I ii" qual-

Defi Iing Qttlitati ve itltivt, ratings. Ill s,1m1'1 v.lsvs. re-,I  ,nd l ts iill, ( ' 01 fli' iW idhd mo1'
ihall ol' ui mri'val' deiil i'stl Is;? higlh. noderate. or hI risk. Sotut, ,ef;-

R ti ngs litlnis were ni rely distim tive: others were C'll! ra(.i1t'h;v 'l' I.2

s~tluinhilr iv.stI'il.

/

PEl-" 'bi, t,/A() l'13-'I ') Ta- s : lhnh'aal Rt,,k .a-'. ll.t'ln
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)Utfluties with Current Approaces to the

Azaesisiuent 411 1ecthlca) Risk

Table 4.2: Qualitativil Risk Ratings in
Narrative Terms Used in the Program Number of
Management Offices Rating and term off-ices

High (red)
Solvabic with chdrtges in schedule or pertorny ince specifications 6
Beyoncl Inc stale of the aft 4
Probable failure *2

Major pi oblem I
Test Dian not yet devised 1

Current state of the art 1

No diefinition obtancd from office 10
Moderate (yellow)

Sonmc development success but stt! uncertain 6
Solvable ".ith no changes Ir. ;chedule or et)ec.;:Ca' -o, 2
Test plan clevisiod but testng not yet Completed 2
Caution 2

Beyond the state of the artI

Solvable I

No detirtl~on obtained from office I

Low (green)
Proven techinology and no problems 9
Solvable 4

Test pian deosod and tests completedI

Soluatrc %,inf no mialor schedlCi cr'anije 1

No cf-!on obtained t~ni olfice 10

I fig! i l~isl< fit 541Wv offlies. narati ve tv'inis fo r high risk specified a p~roblem as
Sotlvale if t llv sciltiilile (0111ldi hestretch, I of- ixrfortt cli reqiiiremettts
c('011(1 bte iail( less st riliget. In otherofui -'s. high-risk, clenients werte
'(tilsi(Ii'e(I Vt~tlh ilt not fle(Csslyl tiitS,.t4Jle-. In still others,
111))1- risk t'Ivilttt'l iosC "fllaljor probictltlts. bll the 54Jtitt oft di ffi-

t"il~-co St. sc(t'tile, or* -Jfr( ritil fle-%a nol11 t citedI or tied to (oIV--
Ahit v. (itte ofice(0 (ollii-rp t,Iflt(frlts liig) ill risk if ille% %kere
cli-rivI %'it hut tin' sltt ift ! ;it, bu. tt .1 other tfitevS said high-riSk
cluntittits '%(i bv..f'.tld t lhe staito of! (he arft. Knally'. I o dtie hscribe(I
risk ais high ili piItlan fotr test Ing or itlliliging dlve "tptnent had1( not y0t

('itt ire1 '. itew\ lest lg a5 ri tertin (liSt iit(' tril (he criteria rvitoticd Ii

(1t 11cr i f it us
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Chanpte'r 4

Modcltrate M.is. Ill( terms11 Itr t1 tlt'iiing nilit 1e1.t risk were also incoinsistcnt. Milany
offices tiset his rat jug to1 filil t hat tinciiit y rernam itdepit't( SoPflte

bvvond ll- !4.114 o~tt (the art. ( ne offive conside(red prtthlvin- tot iav levii
molleratv in risk if they were solvable. wit honit st ipiulat ing aillt hing
abouit st-(lile tlelays. Iwo other tilf~cus added t hat sche-diles couild not
slp Two offic-ed tltests its thc batsis fer rating risk.

lj iw Risk I'livet wws Ilh ire co nsist ency in the( definit ioz', tof low risk. Many offices
(itcd firtiv(I t('chllogy. tit 1rolems. or not sp vial Techniiology ieqjiiirt d.
Iia ~ 5 on fic'5 sa idl prt iiutinai t'. elemnts mut t n d still l1x low in risk. prtoi-

vided there was n th reat . oir no major i lureat . to schedule. And( I oCffice

use-,Ad tests ais thet basis for qualitative risk ratings.

Ini sAweral casws. delimit ions were inconsistenit across thll r at ilg (dtego-

ries. For e'xamp~le. *bI'yond till- state oif thle alrt" was itsed to tiescri.ue
m iderarite risk ill I offlice' but high risk in 4 it hem5 "'Solvable" w;Ls thle
(Itefinliit in oif moi derait e risk gi ven by~ I oiffice bun t 4 othI ers defined loiw
ris),, in this way. More-over, staff metuber-s in :3 program offices p~rovided
definitions that were inconsistent withinl categories. In I office, a
respo ndenrt said hi gh-risk iv et lo gy was uinprwoveni. while antther said
high-risk t echiinoih gy maliy be wit hin tie( cilrrent. state ( if thle art ( al rady
iiroiveli ill at least other appldication)is. In :mo'thier of~fice. (tilt' rt'sjiideiit
biased a1 definlitim (4i of moderate risk til 5011W devt'Itijililent, sMuCcss.
Aiiot her stipulated t [at mtitlratc risk mecant -bieyoind t he state of' hel

ii'-thait is. the( t'chnotloigy flat not yet bect'i tevt'lolwo.Ii atiit
ouffice, respidenlts defined low tisk in (,()ft radicttr tt'rns, one( cit ing not
problems and antot her allowing problems So long as they were solvable.

These in-t nsistenicivs wit hinl and acro ss i-at ing categi ries imply t hat
hiigh. ut'diusm. and loiw are not adlequiate iesc.ript ins 4 if risk. Yet, ats we
described iii chal 4ter 3, ma ny offices used t liese i-at ings in t heir piro gram
(ttt(illnt'nts. mt-hilding I ittse tin whiich milestone review dt'tisitiis wert'
baised.

Ili sunnary. we.( foiundi widesprtead incotnsiste'ncy fin I lirl-.Ii ivc lerims
used to tdefine qualit ative rat ings. A:crtiss offi-tes, dii terent t-itt'tia
tief in'' high, ntotheraitt. and luow, Sinit-tsixindtns %wit fill ati across I tIll'
offices colnt radicted (ilt' ailtit hiti, as \\ hl it ltliiiiitr (1111of 1 mtniate

t-tlit'lwithI antheti or tPint' t.t) ilit imn (.1 u', eat'- u thet satllin as
a ilt'Iinlit a (it ' t "h'ligh."
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Amwoo~sneuie 4#1Fehrat al i..k

Probabilistic rerms for Mo( st of* th li pr gi IIIiat managementil officevs used narIrat We t'I I lrIs t 4 (14 Iil I Iv

Defining Quali tativ thlei r qlIalit atiwe rating';. but 5 tise1 (Itlant it ative ternuls-: it Is., IIvv

Ratings [t154'd a probablistic c('I litijite xprei eX ll(-th likelihlood( of* not nwiet Iiig-
Ratings j~~erf'ormn);nc requliiremnits. W~e asked respomuhiilis %%wit) used qI lant it a-

tIwe termIS tO NsjM'if% lte ranlge 4)? probiabilit ies they uised to icelvili
high. m xfe'lrate. aml lo1w. Their answers were scaitcred ai is thle ranige
of probabiity Itl-1in Zero to im (Ix-Krc(It. nit.' lowr iboundary for, ighi
risk ranged J froml 1tt to 81) percent. Tlhat is. accordinig to a r4'spo)4)iell lin
I loflic'., .1 chaiice of* I0 it rcent or more tIm! sjH'citicit ions %%ild niit
be' met was conisidered htigh risk. fii allothi(ro0(0(1'. risk was mot1 high
unlless tihe problabilityv was at least 80 IWIrcent . For monnl('razo, risk, th e
p~robability ra ngedI frI0 its lo Iw as :3 percent to as high ais 79 p erenit.
For low risk, the( t1J)JM-J' h)iindaryv ~aried from 2 to 80 1K'rceilt. Fiinally.
re.spondents within : i ths'; offf -5 Q (If i cie In-onisistenit q~litait live
termis 1for risk.

Ili stimmarv. Iilc()iisisteni'v was5 wide( spread wit hini and acrosis of licv-is
that based quliative ratings 01) probiabiiic e'stimates of risk. Since no)
office's rejI )rtted having used quantitative terms inl tie( revieW pr cvss ort
in programt (14 tiiueimat ion, reviewers may have st-en odny the( qIialit a.
tive ratings anid may never have dlisc-overed 4 r resi ilved thle uinh'rlying
discrep ancui.

'lii' onl ctvlear ii fference ill thle pro-edIur es thle se-v ices u sed1 0 ir rating
risk (conicerns Ipr-)bahbilistic terms. ('ompai Ing Otle 5 )tlices IlIhIg I is
terms. :I Army and 2 Air Force offices, we founld that thle Air OIrce seT
more st ringent .)otindaries for high and modierat e risk than tie( Arityv
FoJr i1151 alte. a i. 'tK'11(tIalc ('1 IfV1 It($t 11](1et ilg 1w' )nillce re'qIlilt'-

ment s would Im- rittell high Ii risk in Iboth oif the Air- h rce iffices lit 
mnoderat e in 2 of the ~3 Army itTie's.

Program Management Staff Ill addition to obtaining (t le daa oll hotw (It pirltograil Inanlage'ii'n
Views on the Value of o f~fices definled and I-at Id risk, we-I asked st aff. when it was all rI )riat e.

Qualitative ank-1 Ior tI wir views on I he va Ilue (if (Ilit atlive and (Itiarit it;t I ye-( risk etloils

Quant itai v e I'Zisk Efforts Vie 4'p it ed I' prv('vIrvnii's (i staff mlemiTers to reflect tit I ' Ifo risk
efforts jbert'orme(I tit Iheir olti(-es. and tisv %a;s indheed what weI' foitini.

lit this survey, few resitomndents ( PO jn'rcent of thle 5:3 wlm ~e( ask('(
this qulest ion t pri'f(rred quantitat i\ve ratings (i risk, ;,ndll ot miainy 124
jx'rceint ) thouhilt the( ojt't'ces shlould he' ruiliire'( tli perf'orml (111;1111 itat ivi

asse'5s1lltls In 11111 %%it i 14chiiicatl risk i'ffiri s Iii their ofiles. irn
thaf tif al t ie resimmoritis (110 fx-rct'It ) said Illey fliefeiiehJ 4.tlicr a (i~I
it at ive or -, i otlher le trsuI-ctuired lin ic((uirl.
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The reiisons for these rating i'referenct-s warrant considerat ionl, becalltis4
the% reveal (hara~'terisl t -s ol I lie variolis applroaches that were 1r
Ciived to hbe imiplrtatit. The reasons also suggest that furt her training in
or suppo)4rt for techicual risk assessment might be helpfil. IHeslxio.h'nts
in several offices noted tiat quianiti(ttve rat ings seemn more rigiwrous.
adding discilpiifle to the asse~ssment process or helping (define program
structure. Somie resix in(Ients suaggested that the relst ill s oif qutant itative
efforts are mnore reiliable. meaning that they imore accurately idettify
risks. B~ut many oithers, said that it is di fficut ot express ris'( in qiiauiita-
tivt terrms or it) aj )JlY o(e (Jant italive miodelI tenss se'vetral di fferent
prograrni,. Miany said that quantitative efforts re-quire resounrces ( staff
or time) not .'wavs readily, available. And sonic claimed that the reslts
of qtant itlltive efforts are riot r('liablv brecause they cano rIwh dvefK'nded
onl to i(Jeit ifv risi's. Mvrall, the respo'ndetnts in the 2-5 offices were twice
aS likely to v:ite the disadv'antages oif quantitative risk efforts as to) vitt'
any adv-antages. (.t4e table 4.3.)

Table 4.3: Advantages and
Disadvantages of Quantitative Risk Number of
Efforts CA,_ byr Ih.l ;c r Opinion offices
Management Offices Advantages

Add rigor9

Help dlefine program structure 3
Ate tvbab~e 3
Help al est1im31ing wrcqfani cost%
Corform to standtard ernginceriflq approach to risk I
Help support program decisionsI
AIoN flexibility in rating riskI

Disadvantages
Require resourCes not alba is ava~ianle 12
Use terms hard !o dle!ne 9
Require ar'wt'cai,on of the samne mod,-, to differcrnt programs 6
Arc not ret,atbre 5
Redluce deCisionmaikers tlexit-flt/ 5
Do not piroduct, t1,e results 2
Lead to mn,croon na-ne! I.I

Whien wt- iskedil thej( fwr;Ilai imintiagrilteil1t stall aiot (Italitat Rei ta;t -

ings. Ile primaryv advantp iget hy (it eo was t Ilk ehlillit y oftI Ire resu-lts-
Rcesp indents in 2 offices tnoted also thfiathle resi~s frm Iiqalitat e
efforts are moure I iume' thanl those' [rufinl qtiatlt utai i. efo ts. Hicll

iiaiV ~ialvtu tg..aiwrdlti 1:) oltliit, I" t hatlatati'i'tl ;,1.4

W it art Ow l r 114. Iiv rl i'ri. InI~~( s .E vr i ). 'tI( 1 t1N lilt, 27)

P& ie tit (;A) EA1I ttNho; 5 Te~chnical ki~k A' ''*nwit



* Chapter 4
1XI111eultire with Current Approaches to the
Azar.inwnt of Technical iUbk

offices. resindents were twice its likely to cite advantages of qtialit a-
tivi eflforts. reversing the platten for quantitative efforts. (S4e table
4.4.)

Table 4.4: Advantages and
Disadvantages of Qualitative Risk Number of
Efforts Cited by the Program Opinion offices
Management Offices Advantages

Are reliahte 6
Produce timely results 2
Correspond to cunventional risk conceptsI
Are compirehensive

Produce results that ate easy to communicate

Use resources that we available
Are acceptable to statt

Disadvilntages
Are hot relrable 4

Requrre resources nut alwa is available
Do not prod-ji, tirci rc, ,
Are not c.o.mprencnsive

These diffe'rences in pe-rcept ions are not in theniselves problematic, but
they do SuQggest that tfhevalbliyo various aproacdhes to techinical
risk assessment (ill 1he4.tandukiok o f the [v-fenste Sy.stems Nlanag(Irrnt
('ollei't. oil risk assessmetnt. for examiple) is not enotigh to ensure that
p)rogram offices willI adoipt ally part icu lar approach or rely on thle
resulIts.

Summ'ary of 1-finitions F'ew (if thle jirograitt managemnent offices knew how li or service docti-
niet ~defne ehitta ts. ad ew ad I it in Ixlicy formally

def'infing I ecltiica I risk. Many offices notnet heless had a definit in shared
infortmiallyb 111 oir I tmi st staff membhlers withbin ain o)ffice. hut the defini-
lio ns varied %11144. ' % fro m office ii) office. S( mvn were predicated on file
likelihood t hat I cclmiciol lprobrhins wouitld arise. lii hers onl the likelihooxd
that ptrihrlis wotild arise, and lead to pro~grii failire. Soime considered
li, likilulrixd of' faiuliriv %%it bit icist ior schedule coillraits; others did(
not. Finally, in ,I\ Inst aicts. I ten, %ere n cionsistenlt (definlit ions of
techicarl risk ~i. it hitt i officeS ir!(- few mf the oflfires were aware
iif ait 1II) iori service dcnlilitioit nif eclmical risk. and since Il It (efitti-
ions t ha~t ilo 1.\]"tlt ;1.ttalihigimiis. I lie Inconsustency kwe found Inl

%NirikinI4 (N-i'tmtilsw is unot stirpriitg.

laeEI G.AO PNH iitiIS Technical Xi-k A.mrsi.npit
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t Ie or (itI it Hat lye 1teITrmS. For exatmjI I. h igh risk% was SPit v t's
(Ihiliiitl'.. ;is ill lte- ttid I )w statte olttIheart." *( omrqiit;Iul-

hluidaries l'or If)he smel levels Ef* risk. Hitllrt Ia fs %%41l as qulnt ia-
I ive' dofnit ioins %% vre widel Iy I I~~ght airn Y.s all IP ,I(.( -s tIl WI (e- ottv I

table. Vor vvinuiple. (Ine( staff nienutx'r may say that risk is It 'igd Ntim114
lie technologrY is unpijroen~. Aiiot hr may say risk is lt)\w IPV~iisel.

although the tet11iittletgy is tilIitroven. no ,Aer ious pr(oblem is uxjlwit('(I as
long as I ile an ie ndiig are tivailale*. Still anoIter staff riviberlI might
see risk as mc deirat becatuse no serious p~roblem is ecx)CtedI but woulid
also say that fiailur i*tit\-an veement would stop lprograiin plrogress. Mo~re-
oEver. whe're qiilht if at iv te'rmis ;i rv 1i54'(. a 30-Ix-ruciit chan.- etit' ni t
mleeting ~isei icat ii 111, is called lo w. Tmoderate, or high risk, dlepeKnding
ohI Whit. Ih office makes I ite ratinug.

,meui r'siilt s of aI risk effort pitrfE wiped withlout regardl for suhl inco nsis-
tenlcies wiill hit b e veryv valuiabh' and miay mislead devisiorimakers. Forn
- 'Xamplv. phl '~till sAI aIT TIMa I elie-VeL that a :3( -;x'rcent risk is lo w. while
6its 51nmakers sev aI 30(-joi-ircent risk as high. If revie tE'W IMIChh IIts

simply retxel-t low risk (Ownm (of thotse we exarmed had quiantitative rat-
ings I. decisi( tinmkers may never knE t that the it-timiate of risk was
act uallv al (- estimatE Eoft :I) ix-r ent. Evein if CIncoinsist enc ies are later
tlnco%(Erevl and~ resolIvedl time' will have it'vn lost. Fili herinore. altlhugh
riespo) lieent s wit hinl oin ffices (did use consistent dlefinitin of15c~ risk
and risk rat inhgs. tilhE, inicownsislenc acro ss themi makes, it vrvdi fficu It
for reviewers outsie any officE' to evaltuate the resumlts til risk efforts or P
tol compjare resuilts acrtoss programs.

hi Ile Col)lo\% Ing discussionr. we appjrolachi Il' problem Elf (-onilliliicatilug

The Cornrnun icat k)whi eliial risk lii f rmat ion fromn (It he sparate f4'rs~m4-t ves ol thle oftwIies
In formationl to( ant Iliw reviewi lrs. Wte examinev Ihe spuciftic -issues of access tIo jite irmla-

IDecisionmak( rs t ~imandt its atquitcy, tttrteiit and overall pretsentatitt.
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C hapterI 4
tifflcuitieo Ailh Current A4r'o"avh", toi the
.4m-%hitinwa of Technival ki.k

ThIe P~rogramt~ Maaemn All 4011e r1114tie 1 I their *isk effoirts Ii pi 'ram iiiniigeniiu lit
Of f ice 2.1 itlIitvs 0 121 JWrcciit ). WV % e r'. ttohi I har.,isk 4.tbfots had been1 usevd Ito

StfI p Ii, t I I II IIt .;II I It( -cis l sirli as selvi I Ig (lesigli alt vI i I Ivs. pr-
grill schedulling and resiticturing. and1( assigning atsks toi 9rwIIijs
(11titI te liP;ri~lran1l offive. Sevell (ilfices ( 28 jii-neitl ) also lie t('lhe useA
tif risk efitorts 14) supio di sins tin overall pnograu vh)sl (i- aijilic&i
tions for tI'%Inds tof co ver 1 roblen is ident i.ied hv thIir II risk vefort s. F-I nallyIv
I 4)lf it-( rI-(-I irt c ist uInIg itIN risk effoiI iti I het-(-II eva it in o)f vendhir-s' pro.-
jXisals. hiavting appilied it alsOI to teciicuI (fecsimlls. 11wst' f emer
wve jtri edlrg m nanager. &-ity v nii gram nmiulager. (hluef

viglivr til otn! ract tiffic-r- pliied key lin thw daily opewrat imis
of aI protgram. If' technicaul risk informatlo i( s toi he used in i lie pro~grami
(J(5is(iis detscribed aive. I hit'54 indlividua'ls must15 In. aware oft an~d have
acetss t o I I Iis I I fhinlI iii. I n addI ii i. IIt e.% Ili Ist la ve( e not gh know!) I-
edge about risk effios 14) miiderst ant t ie( re'sults: and t heir limitat ions.

Thel( imn x ort anie of tithe program manager in I 'tlh the( prt igraun office and
higher review pr sesses makes this nd iv idurals kniowledge ab4 nit tech-
nicaIl risks (i f particula; r conerui. :\ I I i pngiamn 1fice levelI, program
miaaig('rs have primary respxonsibility for daily decisions and are inr a
IXisitiot 1to requeIIst a risk effbu-t and enlsure thbat their technical staff

kikow .utiolit it. W hen prepaig po 'gram d wum nus anid \%lien1 iejfjig
(lecisioulilakers at prf'gram reviews, a po gram manlager1 must address

'ills. Ii our literviews wit Ii proIgraml mianlagers. we asked inlt onlly
whiet her If ie were, ;.warv ofI lie risk efforts performed fo r thir r o-
graris buit als~i w~het her fir no thw pri igram managvrs knew howy an
1'ff0il hadI bVIei wKrfornied. Slio-viical ly. we asked d ie lprtgraii 111Ma-
gers whet hier theiy knew

*foirmat: Were risks rated Ii qualitative, qruant it ative. (itr narrative ternis?
* :Was thle f wiis oni lite svstvem as a whvl e ()I onl surbsyst ems?

* prh-ur(-:w~ W~as Input oitined from (mvi indlividlual or a1 g-rtipl.
" S01ir11CS _of(Irm a: D id having techinic;,l risk inionnu Ion dle n ill ivith

(tit raictm"i lalmotiry. Jirogriii (iffive, tit- (I her smircivs'5
" apltach: Won (Jilint Htat ive ()r qutialitativi- ;ipplroa()is suich ias I howe

dlescribiedl ii tliapter 2 1 tised to detnine risk.'

Having Ihits knimwledge \wuld help lrigrain nmiagters uinderstand atnd
eVarhi~ii thli r-stilts (4'th vli isk 01411-t aiud eiil'h'e t heI [I make \%(,)I-
init 11iiiiie icli irts 11) i'V% IeV. -A'%.
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Chapter 4
D)iffculies' %ith Current Aplactmeche to the
Ameeajtwolil of Technicali Kis-k

W~e rodt,,lIhat thle Jprigrai mianagers wert' awarv (of t he Ili imiary risk
efforts for t heir vrogranis, ;,inl moist knt'w% ti, foh rmat, sco(4 iJ '* -i O i i*

soutrces of djata, andii alpliicl. I it if the 25 mIaiagers %%v s.ir~lw -(Ld
somie did flt t have ci anph't info rmatiorn Fo r exampleh, .5 man-, ng'rs (illi
not kno w tit(w appro achl t hat had Iaevin used to assess risk. an(iut I liese. I
also (did not know IW I w1 forniait foar retwt irtig risk, I (Iu iI it 'i a~nw 0 it' - art a

cedtire fo r colliecting techunical risk in fo rmiou n, and 2 ild wt kn% Oi(i l-
%otirces, of (tlt. Two (it h er mianagi-rs knew the approatl It it di not
kntow ot her ;t~ct s (if ho w risk ha;d tXe'n ;is'si~I d1id 114 It kiuOt 11V i
scope and I knew neit her the fo rmial no r the proi-tdure. Such in h rma-
tioti is often inijxiilant in managing antd apapraiking titw statw (i f high
tec(Jhnologiy S% sIils. Programn maniaters whot Jack t his inforni.at nn are'
therefo re ablei neither to ftidk eviuluime it(' reslIts oif tIheir ri'.k assess.

meluts nor to deiscrile th.'r assessments ftulI% and prorulpfly tit Own
review p~rwKess.

Althbough iiti r analysis oif intvrvii'w data Aroin other tvcedi eca! staff Poem'i-
Ix'rs was at' a as det ailedi as ouir analysis of data fromt the lint iagers. t ie,
results reveal that sotmet individihils had little or no informlationl atimit
risk uffloris in ie( program management office's. In 9 (if 4.imr 27) illtI it-is.

there Wa-is at veast one It'r-son who did( not eI ,-vII ioi. a i'.s I-f ar luI ; I wt!;
(les(ribed byv tthers in the office. F~urthewrmore, som (i f t he g; ps and
incounsistenlcies lin our dlata inditte a lack tif comintiniiation atajaut Ihle
ris;k eff'orts. For vamplnjae. at least oin( staff nicintN'wr lin vachl of I (if fvvs'
did( Iltit kivow the Iormat: tit 'aih iof I offices, at least om.a idid i1tt 1,111ma~

thle sculls: andi ill eatlt1 or 5 odraci's at leaust one did 1ii at klmno w prolie -
diure for theii primary risk effoirt oni (lie systi'l tila ol-lice \%;s rt -.;xonsiAde

)uir respjondifents cou ld nut Is'. va'\J-o t I kno w A It IeI v it" Cf (I ' I, IIIv -1
thuots. Illoweve'r. tv lit' idnuals we imiervit'wi- (I t anm v. t I tomia (iia'Jut~
pror~liam tudndgei-s anidi t Iii'li'nfgitiv'tN wVhot dirt li ichatgo. it!. orl gi\ -
intuilt a tsjkut of Ii ch'dv'l(.ej1ini t, sytvia's shoaiilul fI.-Ilm it h;a-~t
w~hat effotrls have ts'a'ii I'arormed and lwwvt aiccess to rvlit *', ely dlat aiht'd
infiormatini .ablit I liu'iii Ist lev i. t v. Ill lit tir) 11ia Il t at u aiaut .in w ar
priaarnIt-%'Jltr I lit' itetlnitcil asjx'a'ts (of system dv% '-Itlaiii

lti'i',iu is&' t I lit' i'tTaat I luitt i'ihiiitai risk call1 It;[%v onz ('1int [-,a( 1 (1(.(istris.

%\v iiltt'vua'1%'a thie iIigritills taIItrI-act ill Iit tI.N III orilti.1 1to dttt-"Iiiia

how I he\ lo'ariu almlaut ta'thliial ris k. Twio sid il( ve gt ot Itttaicat rk
iiutttirmt tial. arid hn'it( otcrs sal the''. h'ivrn'almm i i'lta hlm a! isk lit

aitl I ll-tigaraagmt dl (ui- It.ar inta(ornil ilisi I llas \%. 1It I ltI'l lIi mi
(it lia'. It' evr a'. \v ;-(lni ia-al ill chi;Ialt :1. not1 a~ll lntgi;tiI 11 alaiii-Itii

paapa' C, fi AO I'W". Dii 1 1 1,111 Att .IN HI. U .- ~ -. twi it



Chapter 4
Ditffleicli.' with Currvit Appor.."n toc the.
Aaesant of Tschrkaa Ik

and briefintgs inchluded technical risk info rmatt ion, ;Ili(i when I hev d11d,
mulch remained( kinct liln, Sucht ms the SMccjx of thle ratinogs and wh at
thev' mean. Inform; I disciissions and miectings may not x- niore coin-
plete thanl this.

We fountd differences bt ween ttc serv.'ices in staff knowledge about risk
efforts. ;I greater IcrccIxrt icn (or Army stat'f Iacciicg knowledige tital staff
in the tw ot (iher Sefl ices. More p)rograml office-s in thie Army had sta ff
mlembers who did not cite a risk efCfot di scribedi by ocii 1sm eve'n whent it
had been dotiumented. And more offices in the Armyv had staff nivilli-I'er
who did not know the formnat. scolw., or JcrcKMe(J of I neir risk effocrts.

he Higher Review Levels Ih-cisictnnakers at higher review levels ob~tain information oil technical
risk from mliletone briefinigs and dixiiifleitt p jrovidled by the pC3 rogrami
offices. Oinly ALmct half t hf briefing charts \%-- Obtained from t he pro-
gram offti(- inl ocr stutdy even miade reference to techinical risk. Allt that
did 11545 ratings to dto so, ocnk one providing inforimat ion Onl SeWOc; and(

anlot her onl approccah. TOo btain additional informat ion about tecinical
risk, aI rev je'wer wouild have had to ask the pro granm nianlager for it i-
cifically. Yet, as5 we inici(ated earlier. progralm managers might ino im v
been able to go into huirt lic detail abouit restilt.s.

In addit ioni we found two problems vit h reviewi'ers' relance on prograin
doti ment s for t echnica! risk info~rmat ion. First, as described iii chili)(cr
:3. mlanly (Ic iments cont ainied njo dliscuiiion of risk or ain icmj dcli one.
For example, somle program (hi ctintent s inchiidcs an ocverall ratinog ofC a
system's t echnical risk but no expIcklat io n as to what th 1w co eiti Ille
rating \%as-that is. w ptJart or 3Acrtlsof I 1w system had hew ii collisicl-

('red. The I1985 (decision cc ~crdinat ingl pajx'r upldfatv foi- the Air Foce'
NAVS1IAl I'sc'r tljmiiiiciwct p~rograml cot tainied ain ocverall rat inrg ccf risk fo r
tit- System wit bout .111 expqlanationliof wo'icll stbvc's. if anly, I.m
been cccnsidecro-l in this detrmninat tccf. Som~e program oftcs uised a
qualitative fo rnmat focr risk rating% in their cli xc iniot s biut p rc ci(I)()ni
narrative of what they meant -an examiple Is t Itoe Nay' V-22 ( ircy
acquiisition l an. A thirdecxamp~li'o-of cllli'ds'isi~iiC iki h
list ing of rIs~tem-, Onl' with1 no explanlatifonl of Itcw Orc %khy I t(e IiIli-,
Were c'I)csen. Techunical risk %%ais pcewAotw l i ?ibis formui I lie at MkiliitIcin

plan Iuir t It(, Navy'-, Stibicnarinc' Auivanced (Cmat S\ siteIl.X

Swccol. tilie proigramn doccunictnts %%v rc'vcewc'c did mul 3resclt tushciical
risk iiuficiaulci it] n l% iiildIr wi% Tq.c iic'icsk ldlc''itI' risk In

qual taI , , qI i IItan t aiihitdnr I%( It'v ll" 141u'v saI.an ;I

x~g. G~(AcOI1c6r-hca c. "...nn



twinc-ati.~ mitts Ci.rr-,a. Agpj~nwach. Its the

j"h111i.11 Alie ra sk iI ri al wied Ilit iniiili .111 st11 .l- ' h t' \A a l lII

(iltI jirg.l .te icilII Itn r1 lilt waeei I[(,I duse Io '1ti iethiii ris
1lAM111e,11. ;ill cctt (ti e it h v atdl I-jint. l l fil I Ilve~ All.grtn [-A i t. I

ratings . It.1 kew Ie1w-iiittiiin I( elitli' I 1' kiyait.he tahi Av11 !g c " 1)(11rall

sl*nt lirik. Iu liteier, inceitd.iiiii Ac the (;Ie Jciiiil I III Satlieg %Ct

lit'n I itns. t-ninhilo All' caterelw- It rieu vieIynuit~v vWhee Whe1cl vsk

cWaslp;tit Il 'i- i stllc't 141 intlllt tul Vi'22 1a ),it( pli- tic cc em

teri I t r emtS oiltt his u' v %% c're I rei ilt ree tenyii t-I-Asvstt'ii Whatt'

pa e tii I '~ I( tii tI t%% As~.iuu I,-; Itltcjt' -s.tldftt r

,.rai, l'or example. 111 lt'Iraul'itsieit %%as r:tttcd as, aI moderatt- risk Ili thie

Ithtinwal r'.,k a; '4,sntev relwOer hill a. a Iim risk lin the iliti'grmitn pero-
gram n iiiar ;.Ili Ili I lit, t.qii it plaeIti. ITl.-' (hee itiitits weire, pe-

paiut'd 1,1t O li iit same mil.nt' lt\ t'w. F r nt-atheer itt rm, nr ;il% (til te -1
otthert' \StclltS \ea wn ihtrta dthiicittt(I t'\pttitimi lu eir A thanging the rat-
jugs. itus, lite task el' rteegizig lilt, thiaiige. mid r etiiiest ug atihi nal
ite'rinat jn hail lee-u It-it ti filhl, reviewers

('hitgcs Ii Ow~ wity risks- %%clv ple'-itled Ilill- he(Ktifllettt5 Illa\ti~

rt-sihte fromi ;I i-eluiciant' toe le'nilv si-ril'. tis ii 4-iNs. 1-4,il1t. "tall,
.ne-nthie'is, said 111.11 (11ters clte iesatt'e liieeetrl 'ret' Air "high" risk toe
revit~wers. erete'rritg Ietxt'r ratinug. -, t'rti %% lue-tt ffie' a fi n apelr(ileriat('.
('hanlging ilie risk) l~ I)I*(lI.~ f *isl 11tittiutti titl anI f-terutinlg Owt

rat tig) seai' ii~\ x' ts eel it\iteuthug vigh a'I-.re'ds

tt0~111 i\' of \'A -etiintIhat lilt le'ejWjuseatch ofl jeie ',rairu niratilgo',t iffieN 1et

4)J~t11fl~fti1 ,ter's'.iig i tifta rd'A ift fv:e'u it.e 1 14.-e 1 litf lilt( rhiilafleit \k Al Ii~
liM' prets t' ii ti Jiiif)i dol %\ ~ it 11e 11jit the 1 ieti I'N I'r at thi- hipi~t- Ie' A-IN

A, A r- I \ A \ N I i , I'r-r A r I IIIIIA ;1 1,I it eu u ci I I t-c i ii *Ii ) tI , t . Iu i t i A ll II. A-r

amare'ci (i' w 0111ra.-teAroq it - l tfiwrsl A I teurts itihluiiiv. Ii' he-' lliai
f(ier rt~n -I i i i r is . hit eee,, w-. ItIe -I-Axe A c- I i-' leeA I r ti Aies tutu ig I I i-;ial
t;(i .t I AC v Sitie' Ael Ae hIii it iitia A'tc I u II I uIIIl I lie .i '.c I IIA

Page M) MAt I-i I w '46 7.I heeti-al Mj.. % .r.nwvsi

maim



Cte..r S
Dinilltiws wlth Itsno-ll Apprs~a4 hI. W. f1w
A-f.lw-a tft -11" hisicai kl

III ,, lilt-'. rwi' .g l If Keie rI Ili i .(- illi a '% ,, ji''t [i~\ tr 1 1- % 4- i' Odli

Il )e ii'in.'r'. "1 1111 tile- 1rllgr1al y afiue %% li t'l i e tview \IN l* 1,
(dit ti ist Ilet it III v \%n111 1n it,(\, ifntit 0I% di i %tteiI itr\ lw%% cits
fItVK Idif W aTtIII 1KAn IM-10 m il tt' .I-II fll N-.4t 1 1 . 1111Iitl arg jti

gilen inmaighi :niiMatn te elmite r ofiniers ;tit(] aIt hgtiiuievi I.% 0%
cait atA di-cliimis 4)11 Ow triliftt i's nil ritI,kQ 44 it -Ivm I h.II

mot kill Iw rtllV, ith r aswSnvra.r1 -cn I hey ~kII ,I\ hell .I% hey ,ivic Mlt

ograIIm Management i(fl-ttris%\ihpoga ofre w svlh) Im6hldi)
9 ~~~~swit -eIIng andl I '(lrni I rg t h4 ri v f fwris. WVe ;I Im) iter I r IN it-w I s af f Iin

Tfice Staffing anid rmt (( f9 jrim uttann jh.tsjiw ile

aini Igai (lI'. lf iitlei n Nk eihfr-s. Iiliet alri4, . ~l
grant itii'r-. %v fliund ;i t at I 11I Were inviiI vqi titI mot I I A -~I t I lIIg and~
1 wrt'wrnhrig ri-,k ufits but that t*ve d(drainitig ftir-the is'.

IijIt (if I-t IIcnalII %% Was it IintinmalI. FThese i-es IltIs are 5tr't-A itIi it,.d iil I r

ecVt jg all ((Idliuig Ill 12 j'i.inim illtite'.4 Im-rulrit (re4liiilt firsw!.oi(tng I lie azimi

ik Efforts lollwa iij .illrll.Ih Iowra risk cii( i-v e'ted ait least ;taii Iv lit illhe lhia
SlIT i. nIiII -'.(1 -vii ). Ow li rtigrarn nuvuiagcr wwsal% i invIIIhed

I6eNpoliwits lin 94111 ja's :t' ix-runt ),aid t ha~t icitrautr'-, i.jiiryr
repri%-ntt I\ vs.. m iAisrv imjls . oir (it her.s llitsi t lit- (it tlire pan ii
Ipalf I-InI lilt- w~ii't 141.

( ince all ('ff1111 hiaud I11lci i'il. \\ lilt actuially (illc liet %wrk tn 1 it 1
Wict-,'i' 2 Iwni~l ), it V..tsttehiiji ails. cttgmiiears, (r tithe itt If. [Ille
loigrnim uiudagvr wa.- ilurea tIv itinvol 1 ri i sosn int Io ci ill'scc- (1

,M '11 li11t ) lin :1 (llttt!, ( I2 . xlvl I -i~ ll- 51111141 stl. 1.11( It as. vosI w 'r VsIenils

~ii~i~ sis ~ssiItiinliii wi 4.1ll :111 Iii S ( 32 Iwritenli ). rmt' (llntra( tors
(or 511j1141!-1 citnVt~( toiiN paml ilIll . S4'I41itt oit'sv. (28 ;14rivli ) 1151'(

Iipit I runt Ltt'urriltry sI.ili focr adiuiary pal-"

Ili il- vr 'mil 11111 rm N lwfq I~fij .lla
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becaIuse mlany Nav\ -ts were parti of onitfl pro-

grain mnugemh -it

Technical Risk Assessment Det'pitv c i i~ nict jug risk effohrts, tech-
Training it-al rik"I tiiml inl the Sel-vic-s' 1raining

(rini ~ CIJIi'S. I .1 d-It5I tas -prlliam risk."
which iitti Ilv. nlallni llm Or contt.Iwiur

ti-k. Even i1 risk uv:ctlusivtlv. titiIical n4~
wiLs discis, (If the Schoolsk taughl qlluliit it-
tive or qua]' IAA risk ws-,esmemi.

)r the nm - Used oUrsesW Ill other subst antive
-~~ ,-:s to (Iir F-ore ltsw Irv ot 0ft T litio]lugy.

it~~i~f f-CS O)1ril r litfi ;!11( Iuatitilaml-
T I!l AIIIXI iijcluitttd it iisctis'sitii(it, risk In

fsl*i! Miad coflriatts. Siiil1\v. li1v
- :-e >-ve comvered risk inl its prougri nman

* tilt (. - -KiUt ics- Mdaiag('lluiit Celt, i jitl sl.'

Will-

1
9l11 - I li~~ -% tk menir de--~l'o-li-tsit ih i

I k'!tiie i vS.% w-g ret-cut ly offhi-t v 2-1 2 da'. stv-it

immat ('t) risk a~ malilgi-S.

- l~shooflt vvt1 n risk. Pus .o w als-ist i h~ .it-se Fiwi



Chapter 4
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Anae.~ment of Trchnicij Uibk

C'enter's decisioin risk analysis courses was Ilie discussion of risk more
specific, although it dealt mainly with costs and schedules.

None of the service schools discussed approaches for assessing technical
risk: if it wvas mentioned at all, it was ty pically only described. We found
two except ions: at thle D~efense Systems Management Codl 'ge, issuies
asso~ciated with technical risk were discussed in one of the management
courses aind in thle risk mianagement semninar, and at thle Armly I.Agistic-s
MJanagement Center, technical risk waLS discusse-d in cost analysis
courses as inptil to tile Ti?,M'. estimate.

When we asked school staff mnembers to rate their services' suipIxirt for
technical risk training, their ratings -eflected the amiount of risk assess-
ment training each school offered. Ratings were high for thle Army,
which reportedly gave a "great deal of support"' to thle Center's e'fforts
'Little or no support' ratings were given toj the Air F'or ce for technical
risk w sssment training at Ihle lust it te of TJechnlology and ilie Navy for
trail sing at the Poi st graduate School. Mi Klerate joint -service suppo~ rt was
said to he given to technical risk asso-ssmrent training efforts at thle
Dehfense Systemvs Management ('ollege.

Su mmary of Trraining D at a frim I lie se4rvice scln ils suiggest t hat techinical risk assessment a
ITceivecl little attention inl Il cuririculum. 'T'e Arnmv was thn' only ser-
vice that ut'lered a course5( oii pro-gramn risk as part of its regular cuirse
iofl(rings'. In courilses inl which risk wa-s mnirt n nr.'. and eveni it, omi m-us
(i'itel toi risk, technical risk wa-s noit a foci is andl neit her were
approachevs to technical risk assessment. The discussion covered ('it her
s('hei'(die risk or cost1 risk or, more tyvpica lly, 1i igraujiu i ill general.

Relane n rie rime' (intractors for theii major 5v51('fls were repoiusihli [for many of
Relanc ~)l Pimethle tn iical risk effo.rt s (lscritied lb\ . pro gram () illuc. ( Of Ili 25 1;ii

Conriactors grain ioffices iii otir stud .' 8 (32 pe-rcnit ) relid oni thevir primei cuiltrac-

tons, for pirimnary or of hr risk clfmrts. Of I !n's 8 offlices, Gi luid required
ille effort inl the original propoisal%, fin s 'ur t ' scleulion anid I ha~d
riuji Iiii'(l- it as~ a (i wit rait lfi\('iaulv(.. Ther',o for th )Ii' lici i iin-
traictin ll it %%a;s not ll~cicil.

')f the' 17 turmutraris thatI didi not rely ()i li im in. l~ilt racturs" I'mr he1ir risk
i'ffiirts. 12 ini hicss used ie-culical ,isl*: ielrwilimi Siiplii'l 1)N

l-1iii4 uffiitiuI(tr is iiiput 11 I. lC'r M%;r ('1 eforts Fun .'\.uiitll. I' ic v
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Chapter 4
irra(flir%. A' ith I urrtil Api'ima.chrai I. the

pro~gtriill offlice for t he A.liit Tactictal Informa~t ion IDistrihiit~oo Syv'tn
uissdl ioilt lly doctiliie( risk reptorts fromu ilhe prutie ont raclo(r.

The iAir-hlrce relied mrvo(n coot rautors I IaJ t In' wo 111 r se'xices.,
(ditd. Thiis is nolt surprising, given that Air Force Rcgiilationl 70-15 oni
mouirce selecti~on calls for ilidiistry to address risk in lit-tilposals. MoIst oIf
tilt 12toffices that used technical risk informlatioin Iroinc ont ractorsin
their own risk eff iris were inl till Navy and A\ir Force. ( )illv I office inl
the Army usi-d coniractor infornion.

W~e obslerved Olt flv it ilens with ontrmacor informati oi~ l technical

risk and risk efl~orts.

1. (Contractors, inlput was not always well (iociinetd. Swvn programs
oIbtainled inforimat in. which was not documentiled at all, through
infoIrnma], dist-lssitans wvith cnot' l ~ iffi. Whvii there wa;s (ldo ciut 3-

- tion. it wits not always (clear how contractors obtained their information
ol techinical risks. For t'xamplle. tihO' contractor prov ided technical
rcp Mrts to thle Alir Force liii proigram of ficep that inicluided risk ratings
of at slibsysteml hut gave nil) explanation ofi h' lw titw rat ings had 1wen

made. I lelile. t ie lt- ir stall had no oPl l111itty to evaluiate the
iiibotiat iola.

2. Tlhie program ma nagers it-. offices whot se risk efforls weire ciduo11 t-et
b)' t hii prime coit raictols wi're hituiteilin t lie kno~wledlge I hvy had about
the( efliorts. l'ivt' ofI th li program niatiagers ilt) I 105 offices ('01ltd mlot

dlescribe4. teivvii t Ihe most general terims, t lie anallytical approach t heir
contractors had uisedh. This restrit-ted their ahilty 14Il understand the( limi-
talt ionis ofIl tlt assestint S.

3. Sonit proigrami stall reixiileo bias inl informatm loll mii iildiist i.
lRespldiitts illiiv 1W'uicvs-tit' that h''caisc oft iiuliistry's inirest it,

winnig ai atail ilidoircs it presentled systems" il l( In' t high.
Imissible. part icuilarly ill iisk (.lbots 11iith' inll r~lp3'als. Prograim slif
reportcd t hat sonic rat ings \%ere lower t hanl t lay should he. In add~itlotn.
t Iey relled that contractors, hivt smile0 risks wit and prolviens iititilein-
tified. bectati-e thle (. 10;1 ~~ors watiti11d to give i hI ii11lt-ssioii i hat they
(11ul1d build til- svst tins. ('ioisetpicttly. tie( pro gramn (Ol ices that
rete ived toi'llicalI risk inloriulut iml Ironl (lilt ia tt"r. VsIlt'-ially iliformla-
loil ti'lt, i'v' d ihiti-itig s Vu i sclt 111), did not bieve(' that this 11'tibo1(r-

mat loIll aciiilitly idcsitihiotI a systeils tclti;lrisk,
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Chapter 4

iiciui %l h uirren~t Ailpruachro. to the

Of course, it might not be only cont ractors t hat had ant interest lin under-
raIting at systoills tt'(liual risks. tof Inl general. and pirogrami mlanaige-
fli~lt it fi(I' ill palt ictilar. mlight 5'iiiitilivs have beenl const rained by
het( s.ame interest. Bill we ait-( concerned htere with lithe nature anid tse.-

[tilness tit technical risk information supplied b% cont ractlirs. T'o 'unimla-
rize. this informat ion wasjlot always well (1 wtiltiiented. leavinig programl
ofiviics lit tle or no( opfxtrtinit t gauge its accuracy or monitor changes.
ill it as programs progre-ssed. 6iven (te relixiulet bias it; contrators' risk
efforts, it is ('specially iliirtailt t hat p~rogram offices be able to evaf-
wite andl( monitor cont ractor illformnat ion. W ithuit this aibilit y. they
couild ecuonle oxvr. opt imuistic lin making technical. schedule. and coist
(decisions.

Suunr in this clhaptern we have idlent ified four ut oblemis t hat stenm fromu the
Serv ices' current risk efforts. D e finitioins of technical risk ane. risk rat-
ings were nlot ci ,nsisli.nt1 Few program Staff could cite ittxWDttr service
(lefinit ion of risk (we (Iiscuissevf available (letfinitins lin chapter 2), nor
-ouild t hey say t hat anly (le iit tIn %%-is formally uised inl their i iffi(('5.

Many progra itn ffices used iflnai otefinjrions otf tuhnical r-isk, hi it
the(Se. var'ied( considleraly acroiss t he offices. 't C, of' t h 25~ ofi es, the(
(let mil ion varied wit bin the samev office. lDefunitions oif quialitative risk
ratings. whlfit ierquatit tt I\(it, tiarrat ive, also variedl with bi an across
pro-4gram Offices andl( %% (i-( often ct(iiit iadittry a.s well,

('omphotv inforimiit ion oin ttinical risk was not provided to th'ci-
sioniiakers at tin It, rografin manlagemlent levels or ait I te hiher levels of
revi''w. While rmst program managers weeaware oif" tie( characteristics
oif the ir risk efforts, somniIingerIs and W ot ur staff, were not. Th lt xii.1-

fivilt at ion and hlrifings tfeScribiiig tcchiut irSks did not pru-scut risk
adequately for the ]ISO- of nulanligers an1d it her rvvievis.

Training ill f('(hiulical risk aswcssmvilt was geticnlv lac-king. Where risk
\~%;as (Its( l: ill t h ' sc-viue Schools, the fii(!1s W;I" typically onl prograin

risk. Sonueit inns technica! risk was IilliallyN dsiIltt-d. but ai I ioaidfs
for tecchnicaif risk tsssun wert, ntot tatigli:

onf~ ti t t c onta t ors tin W tt' lu u l ris< Inuf otr m tin hIlas tuitc f tr 5I'w.
ci-,ul ~ ~ ~ ~ ~ (1,1i pctiti~ , :~~'ir ti fbi)!*II-cd rik tf tis and( Iturni-hed

risk iiiformlat it liii f itgai till,'s h t)~ Ih 1 iiicc x tinls vlestI S ir
Fro)r"ltals aind~ 41t1 till [I") and 1tic?' ccnal. flu-c ftlt graici na islsated



Chapter 4
DiLfIculties with C'urtynt Appmache. to the
Aaaesmejnt of Techitika itk

that the.;e cptr(Pits mdy .t,-v i-t1t bi,.-,Iv tcA6(; iw of incentivts the con-
tractors had to simlplify or niuimize problems. In most ca.ses, Ithe mna-
gers were given ither minimal or no dcunentation with which to
evaluate atnd illtoht( w a contractor's technical risk information.
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~Conclusions and Recommendations

T echiali risksariivan inherent pairt (if inayorweaponil systviind(-%veop-
flilit, and taliire 141 iiiicilidle thlese risks canl lead toco~st aiiulschedille
profelliis ais well as [heI fiilir' of ;I systeiii. 'I'lie iif4tanc( iuS assessing

techiiical risk has long been recougnized in IX II and, aeci rd iiugly. gifie.
lines anld regulat foils ca;~ilg for t hese assessmenvits have beenl Issiicul. ( )ne(
such1 giielinle caills fur budgeting for technical risk. lxii has al~so sup-i
ix~r ed th li' is* oftedm~iica I risk i~sm-,stnerits in niayr program diio ns.
I ivleise offlicials hiave toild thle Conilgress t Ihat only sy 5stemsl withI low or

mioxlerate tec5hical risk wouild receive funding.

In t his report. we have reviewed thle cuirrenlt stilt( o f t echnical t isk
asssmn -dlirn' by thle D epart ment of D efenise for mnajor weal xii

sNystems and at tempted to answer six evaliat Jon quI lest 10115 (i p ilickes.
prtwedtuevs. ain( aplicat io ns acros th 1le arnied sery ices Wve sought it)
learn hoiw technical risk \%-is defined. houw assessint i-is were designed
and conducted. whuat in format ion was available to decisjonmnakers. and
how thle resuilts were coinveyedl to p jrogranm mamiagenlent office staff andI
miilestoine revi: Fot.. ir issues aro~se from thle findings (if onur investi -
gat ion. relating I toi difficulties in Iie( arews of5 thet coinsistency of delini-
tio ns oif risk andS ra;t in) 9 pn roeduires. in format ion flo w, Iraining. and t Iew
invuilvement uS cont ract4 il*.

Con rclu~sionis ti has prouvided it hIandbhxik (it' q~uantitat ive risk Lssessnient
al prua I i-. develoj ed liv Ilie I efenlse Sy'iills Niiagenieiit ('4111t ge ill

e5ineto Iitiat ive 1I. w lxhas not. Ilowever. chearly spe~cified its
exix-clati f(11ira:ddressing lecliiical risks, and e'ven its te'rmiinoilogy for
Cuincejitializiiig risk is ambhigunuiis. There is nil stand~ardl definit ion of
technical risk tinr of risk rat ings.

Initiative I I called fur the Army. Navy, aidl Air Fore,' toliinftifyte-
nical risks and allocate funds11 toi deal with Ilini but has hidt~ a negligible
effect w. fle ways lie three services handle risk assessmniit. Iuenvy
(1cu1imand tried a !ital risk assessing cost estimlate ilout pro~gradic N11i
the Army simply nlia iiittaiiicl its, preexi-ting 1TlL-v*t prhigramn. anid tOlw Air
Force' riiiiaiiu' its o\\n cost cst imat iln t&'chnl~iqus None ouf tOwt ser-
vices adlap tedu iiL~l. 01' anly iot r pro ute(ures fori flit iurp, 4 of4 445piant i-
fvillg and budgu'tiiug for techial risk.

All '25 -rogranri managinielit offices we c~iinel(v;ilulated teclill
risks, iii soiic wa. I limv'r, giveni thle lark i clarity in im - iIri'S ni~.s
oif t'u-linical risk and requ ircenl -is fm. toechiuiical iisk Jisusintrik

efforts \ aiict fromuu (uttiu' t hiuifice. ( hily 3t jngrJui a linguuti ofilivs
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(Chapter 5
.)IWflU~iIJ Andl RI-ul ile14 .d III%

hadic rvik effoirts t hat we iimildl (lts-sttV ;I,, lch iiitul risk ~ sstit
thaut is. t hen, risk werviS ~(i

" Iprosix-otive. exainintg risks t)('-i ire j inileins wet i lro s
" planned. niot ani icidental part tt pigrami disclisosiiis
" !xypicit ill aittetion lulll teiliiiiiaI risks;

lul (hli iL'edC. S(? I flat I he . 'Sills I)f all aSIssessmen cmiild bci Nhaidil wit It

* *uIwir'((f at h';is!._twice li cdiii acuiisitio 1(11luvL. illi orulr to) (It'rtine

Im w risks changed.

As we 1tvc nioted lit the rcrxirt. these criteria are*( not nucleSsarilv eyi
tive. but we believe they represvent a nmmal Standl~rd ()f (111adb! I fmr
risk effuorts lin io. Risk (ffOrts ill :; prgrail Ifftices 111c1 Owse( "rflhi.

Sulpix)hing our jIoSitioln that thw criteria art; rletvant !-!I( i:1 :inIm ulc.

Trurning from, design to imniirtat ionl. we Iumii' fe'w riskc fols car-
ried ouit lin wavs likely to produce the( rmst acc-urate and 1useful reslits.
Few jiruviled narrative intorrtat iou as well ;ts, risk irat ings. c-(i\i uil:all
subsystems, orn c~v',1cttd dlata from ifldlu'widide ratwrs Sintue thle s(cc-
tion ot risk :sse"sineii foirnat, 5us('.x anid Inpuit jinicut (lIR-Inds

patm1 il it, e attiril and cmIIpfvloXitv I ) wcaliom Systemis, t here Is rio(
single correct way; to implemient a risk efftont Boai few 1111igirii (illices
rejiold lailoning Owhir risk elfTIis to the systems beinig deuveliqwd.

Risk ratinugs were lreqiiently reported inl revivw (lot'uinis and brief-
inigs. but the anialytical appiroach and( s(-()IK (If ie( rikk ct hits ihat jilil

(tllc(I thIese' ratinugs were alnuiIst never reljirut'u. arnd I~ lie rat mt.. lonii
provided lnliin at ion (tit bwt lthe cintei and the( level ofI rl'Isk a

W~e waenitedl that oiur study wasI- not dlesigied tII niuasuire t- Ieffect (if'

technical risk isst-smnenit on t icomes such its pil-cgrail lestr titiing (ir

cost groiwth. 'mut the likelihioid ut' finding such effects is jiriihbitly lowm
Thie resixirse (It t ii(' Arniv. Navy, andtu Alir Force to) Init jat e I I %\;-, mit)?-
im,d and none (If t1w 25 Piroigramu otfices ill this SI ildv ui-wid a tcchriiual
risk assessnit to stplxirt risk budget tug. Moreoivcr. xe ry few risk
efforts mel lie nmmal urituria we dhveloiq"4t Itm vv;iiiiiinig lechiniuvil
risk as54'ssnuns. anid few were inup~lenuerutu ill wayI\s I halt are, ill geli-
cral. likely t oduc ti t he nku- ist-efu itond avuui rat o rest i !s.i buhile-fl(
Iitto has eni-otir-aged the ;vassrii ()t of eutical risk and11 tir(ippl'ef \,art-
thus atialyVI ual tj~iiili.it has jri'v.tird ito giiiillniue loll picgram
nlliageieitglen 0 Iol i's m~ !,iIIw III perfhintl 1c4 hima is k Hi55itui isk
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Chapter 6
Concluuioun and Recommendations

assessors were left on their own to decide how to tarry out this imi1sur-
tank function. Thcir efforts to assess risk were looorly designed and
implemented, and the informatien available to decisionmakers from pro-
gram documents and briefings was inadequate.

Our review Ixinted to four additional problems. First, informal defini-
tions of risk and risk rating categories were inconsist,.,t. omne prcgram
management offices had developed their own definitions of technit a]
risk but staff definitions varied widely, both within and across tiw
office's. Many offices used qualitative ratings of technical risk (such as
"high," "modierate," and "low"), but the meanings of t(-hse terms were
inconsistent, or contradictory, when examined across tht offices.

Second. technical risk information WwLs not always adequately con( 'ed
to decisionmakers and staff within the program offics and at higher
levels of review. Some program management staff members were una-
ware of the risk efforts that had been carried out for their systems, and
others lacked important information on the assessment prwedhires and
results. Program dc'umentation and briefings often (tid not provide suf-
ficient background on assessment procedusr( or explain risk ratings.

Third, the training that is given in suplxut t of the performance of tech-
nical risk assessrnenTs is insufficient. lhe service s0hu,0ls cover technical
risk assessment minimally, and students are not provided with t he
opporrunity to practice and compare applications (f different .,..s-
ment techniques.

Fourth, the programs often relied on contractors to identify technical
risks hut received ina(dequate informatioln on the contractors' risk
efforls. The program management offic(s usually received oily t le tin-
tractors' risk ratings and did not know how the risk efforts had boen
conducted or how t he ratings were defined. Program nanagement staff
also blieved that t lie risk efforts of contractors may have been biased
b4ause inldtistr i- did not want estimates- (if extren ri,k tojeowirdize
winning and mlaintailling cintriac'ts. (TIl- sanie bias may havv affected
estimates oif risk wit ithin the pr grain offices or t iii. becausn I ifens,
officials rejxnlledly li rfe'r to fiund ss'ms~vs %%ith oinly low (or n oiderate
technical risk ) The prograin offices did not re(ive sufficient iforni a-
tiiui, in 111's ilstances, t(i evaliate the adequacy or'tl'a ivof 1i114 hio-
tractors' risk efforts
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Chapter 5
(onclumlons and lect .zuradatLonm

Bias and error are always possible in risk assessment, regardless of who
pewrforms it. But bLiasw and error can more easily be' uncovered and cor-
rected if key concepts in risk assessment are defined consistently and if
as.nssment procedures and results are oln to subsequent review.

Reconmmndations to We recommend that the secretary ofDefense take the following actions
to improve technical risk assessment concepts and procedures:the Secretary of

Defense 1. define technical risk and categories for rating risk;

2. require that risk efforts focus explicitly on technical risk and be pro-
sjctive, planned, and repevated at least twice, early and late, in each
acquisition phase;

3. require program management offices to document their risk assess-
ment procedures and results;

4. establishi guidelines regarding options for format for r-aing risks,
scope, data collection, ard asses.sment approaches;

5. require that th(- tevhPlcal risk information that program office, or
(ontraclors provide for review include a description of format, scope,
data collection, sources (f risk information, and asstssment approaches;
and

6. provide more foi-used training in tec-hnical risk ascessment.

Since a few program offices have already performed risk efforts that
met our five crit eria and since they have implemented their efforts in
ways that are th( most likely to generate useful results, it is clear that
these recomm'ndat ions (a ei f(ll,)w(Ad wit hout incurring new or signif-
icant costs. Moreover, rg){ hats asserted that technical risk assessments
can significantly reduce c(ist growth in ac-quiring new weapon systems.
Thus, it seems reasnmhle to (,XlK(,st suibstant- l s,;vin.vs from improve-
ivtIs in th ' (e-ign and imip'mtentat ion of the.se assessments. ()f courP,

oui- re-mnmindal~t ions - mcri. onlyv one ('len ,ent _'. pronigram manazenlent
and, tby lh(,isex(s, cannnot -r.sure timely and efficient develnotimnt
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C'hapter S
Concis.inu and Ki'comandati4ons

Sgeicy (_o)n I iienlLs and(I r (-,.v%%.wt.d it dra- ft (If this retl. IX t 'S comments and ouWr comlete
resiolns ark, in ;aq|pilaX IL. Iml[t gevzirally conculrred with the pritipail)Lur ReSpolse findings but argud Ihat Ohi retli W o\veremftlLatsizes t(c5hnial protlMis
as (ist iet from the coN and schedule comjxients of overall program
risk. ItU)1 concirred fully or partially with all recommendations excelet
the one calling for making additional information oui risk aL.s(5llt'IIt
prm'cedm's available for r'viw ( ;A)'s fifth ricoendalitlitn). [xi[)
expressed rehictailw to pla-,v furlther requirements on program manage-
iIWIn adl argued thai tost growth Iins dechned to atxuit I I-rc.nt , ren-
dering such requirtments unnetessary.

Ve believe that the findigs demonstrat, a need for more clarity in, and
altention to. technical risk ass(ssment il Ix)l. 'he filldings do not sug-
ge.st that techical risk is mor, critical than cost risk or schedule risk or
that t w's altention to cost or schedule risk can be reduced. We have
recOmITItIled more consiste.*ncy in ;Lslo.sslnent concepts and proedutires.
but we also recognize thw lied for tailoring assessmenis to particular
programs. Since im t o.' I [)'s Ls-wssments did not meet mininial stan-
dards (if quahty it is unlikecly that they have corntriLi:, - :o any reduc-
titfils in cost growth.
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pe!naix i

rograin Descriptions

Th is apptendix twic (IN describe Ixeach proigraim, )Is tit vded jirxs.andl
I tie effort to idenitify its t t'thiiil risks. For s4)11W Jprograins, effi ''1s %v ie
formal and discrete tasks. For others. t hey were ii' inaly paI irt of Ilto-

grain oiffice rout ine. Many risk efforts were, in sonie resi, MI wcs. extiI15i'
and carefully (le. Seve-tn (if them met four of the criteria %%v divveb 'w-

for this evaluation. But only thlree risk efforts- for t he Ant istilniaririe
W~arfare Standoffr Weapon, Remotely lPilo it-i Vticle, and Sho rt *fliip
Air De'fense' Command and ('ont rol System-mect all five "-'.'rt al cri-
teria. Risk efforts for all programs are, evaluiated in termls of t ll(citri
in table 3. 1.

JJ P T'he Army Hlelicopter Improivetment Program (A11111) se'eks toi tiiigraolc the
capabilit ies of thfe light observat ion helicopter fkv(t . [iiw I tiopneont
effort, contr~wtedl to Ilkll Hlicopter Textron, cvr,i, 14. siih~vsteins,
among which are a target oibserv ationf andl acquisition device. abtove the
rotor (a mast-mounted sight), the tail rotor drive s-laft, and navigation
sand om t'il.fe%!Pr"r'rt. iom.1 is Stated to handle rcnasala
sec urity, and target designation and tiaidOff in supp~ort o~f attack heli-
copters, air cavalry, and field artillery. It is expected to opetrate day avid
night, in hot weather, and at nap-of-the-varth altitudes.

Thbe Army epsMdinterest in an adIvance'd scout hielicoliter tin 197.1
bait decided 5 years later t hat an entirely new helicopter wsnot attcrd-
able. In IP980. the( Army N'gaii planning for a scowt helicopter that would
bolster the capatuhit ics, if al e.xist Ing mtlel. Fll'iI scale vilginti'rl ng
development for A1tim started in IV'81, tinder Ihe dIirect in (of the A% via-
tion Systems% Command in St. !.iutis, M issouri. Foia) j Ito r.v% itew fo r
milestone 11 was in e'arly 1 982.

In 1981I. a decision risk analysis was Ix-rformeid, in prepIarat i' in foir
sourcev select ion for the development cottract. In fwr-iSon m1d mierviews
and a written qtimstionnairt. t echical and ''ngiiing staff at ed risk

for each AMtPi sutiSy'stem on a six-pi A t scat' tici ied tit ()aait at e Iirni%
ranging front -none o r very lovv- risk ito 'nnai--'ptialv highi" risk_ The
qnuet ioflhiaifl provided ;I %. ci-al descript aim of vachdi oii n t bc scale
and of lower and tipper twiiudaris for th pwjrobtaliy~ vof iii it nrit l

Iwerforniaoiue requirvi'merts. Foir exampitle, Iiii11 tt ,-ably logICt %\;I-,

exceedi cunrenit si ;i.' tit theii art. Iii qkjuatitti~ ternis, risk %%I, as 1111
('4ptaIbly high" if th In' ilhtitif ' of nfI trieting roi'URinti v'il-oied
50( pict-c(rit. A'. sutipporl stall mndwtir srininwuvmil t hc rmu i~ ini %n Ownii
uised thin ais inpt for aI cmsiquih-ri/AAOwuh 'tilii' rik anial\-~. tit It

Pfile " tiA PtID N 5 - h. & W~kA - -~



gene-rated v'ariii' es ull t I line to cwil jilut Ioi, -,ItlIt ;is '[IN' (lit

(hllce oif iirii;plet ion it full :37 awnt Its, !0 )-rciar %%itl hinti f itifit hs.

LNVT ~The Navv Mairk 510 Advi laned L igitM (eI gh I rIt ic ( MY. IA 1% ill In it .I I NI-
LXV'.l m~~iarine ti irlwdo dit-ogne1 to enhaunce capailit ies fo r targe acquiiisitli uf.

Spe'ed, let halI it v and (it it I I. I us sonar s~ stemiI, it iil(led to dectt targi-ts
fatSter aird ii greater votinues oIf watcr thitit varlier to rix-diis i-i mld. Its
enlgine is intende-d to render the tor,,wdo faster. quice r, and able tit divo, 7:

I 'liler the Nio, aI 1-4a Svstiiis Conmmatnd it% ('ryst,~ 'ity, Virginia, and
tinder cont rai I to I h itewell.I t lie AiMT PWNseul 11ileSt~i Ie I foir full.s( ale
devIm I~ itiet inva~IrIy 198~l-I. It is se*t fo r a , (Indctione dc!%sin (nuwlt-st mn'
I I I) in late I iefi.

The ADVIT IS a1 p1u10t jir grani for the Naval Mati-rial ( Ommiand risk man-
ageniint sN-stveni calledc "sovinug the risk equat o n in transittng friuni
(levelol int to IijriKi'lict hn..l ''l( rogramiml ofiec has orgaiuzed it~s risk
niiagemnt to ii fin urti 1(1 1o coumginand's guideline. I-x\tens! ve.
ru iit hlv and bintiuonthlly rcix 'ris fromi tilte cti t ra(uir hamu prip 0.4 iu :r-

rent pmrogram (tmi. such as te'st resuIltS sh nowing f lie, "iiw-u i t irne 1)"I AeVC
filre- for %arioUs ADWTA~lr.xonvns. Rv-sifli-s ha'v e Iwtia iuggregatuo in
vairitus %ways too reflecitv fic nical ri-k. mii g~ik ((min i'ts have
Iven1 (ih'ist- Ill inevt ing'. bectl n oigrain )M oic s lf and1( tie(

Suuinle nicnilir-s ouf ti( staff 1(4 ide-cl it) sililiie'nit thlt utuninnwals guili'-
1mm-es % Itlial i iiil lifl#inailre 41 ri-,k 114)l ha~-.du ont lv-'. re. Pw.*fir

nwit~urc. iipduiei nwurithly. rilte-, risk fur each .-.!WT Nmb- stein onl it MIVl-

to~-fve scale, It hlis l'u nliiild in Ow io ontrai tor's rvlikt'ls

MIUA\M ']'It( Air Fiou-i A\d% iiiwd \!u-uiumn R~anug Air-leo-Air N1hoi~v ( Aik %% ) is
an ;~-~e~t hr.,adhr-girihhi issuji itusgni-d for Air Ften o- midu \;I.\

fi 41itir atird raflt ti~irtr it' 4 iives curi rciuov lit jurqxliiim uob. ..%lt\'

will tlmlIM, lx4-'s fiovli-oit i-n1 its luim:1 ! ;.!;u afour III 1oon tair vt

dot "urbt luf'hi ;ir v It x~ll he. giialid to I- thv 11in4-.11 r~mt.ir 11111 ii

11116 iiI ( ! v0. it0- it v0'' i~ '

iciaui I' 11t I-, Iu' ild d io, toli%% th lioil(,t ii t, 1h bn i . 0i' 1 otr f i-it .il,

iuglig, , ll r ti ri -i I nih-n de\ vl~o ii t, Ii Iu ltl l \ss A i t 11 1' %i %\I is

In';11 i ' rut ild i ubo .q i i it? u - 1.il' 14-1. 1 0- .!1 tN ,I l t1:.

i'n n (' i lil IT Ill .1" it 0,. .Li Vl-0-j~ tool ilt 11; .~-.0,

i ~ .-.-- -~~- ~ *It , . **-1 Ill



Apiwitoil)
P'rogrami ii..criimtmu

I nrder the Joi if Sv-t, I l'gan (;I I I( .\rmnanont I ) IIIn. at lXjinl
Air Force lHase, Florida, AMiC\A\It J)W''ed ui11oeI f'rfill- *11i ,al devel-

The pri mary risk elffort was hand lcd by nigoig prigrani activit ies such
as regul Iar meetings olf thIe program nianagenii sti f aPiio contrit('tor 1to
discuss test rcsuilts and identify zhe programi's *'techrical dr: \Ars.- This
approach led to ,fforts to reduc(e risk t hat were refletu- lin ((4itra('t

Sj 5(ifi('1t ionls. competit ion between ci tractors dluring theo denm nt ra-
tion and validation phase, andt( pr)gran1 rest rutuning.

Other risk-related activities f *t A.NMR-AM are contractor reports. ( ost and
schedule analyses, and a reetstudy o)f the ovc:-all pro)gram b~y at blute
ribbon panel of Air Force and Navy reviewers.

AS TThe Air Force Antisatellite Wc'alxn (A.' iXT) is designed to (hs ryspxci-i\T fied Jow-.iltitutde sat ellites. fne vA,%T weaponm comprises, a two(-stage mis-

Sile andl~ a IinijIat re homing vehicle. Thme -,L'AT is to bx- la inched ri mi an
F-1 5 fighter plane iri t space, where the( miniattuirc loion ng vehicle would
maneuver into a satellite's orbit and destroy it by fu.iirct Impact.

The Asmx is being dei 'velo d by the A\i r F ), c Space D ivisimm n in)F
Segunrdoj. California. Bowning Aerosp~we Company is, the (-outt t'actoir

respunisi b1 fojr the missile and system int('grdt ii n: the mi mat ic vehicle
is being builIt b ' LTV Aerm ispact' an' I ef('ns. (mmilpallv. The, Systemi hats
been under ;tcc,1or;;tc e v(I'ci'(ipmeiint and, when we finislv'd data (Olle(-
tion, had no t vet han mn ffi :rnial ri-umw ilestone re\'ievw.

'lim primary \AMor risk t'ffort wiv-;;).-r formicd by the popgram iffice to
meet the informatioin n'jeds of' miThoritic's at tiighei 1Icls. A proba~l~tity
oil su('(('5 I'm, it !-,vri test was ilpJlitedi tl bat1hring pird111:01lities opf

st~esfor I14 Irx' prfo)rnuc oIf cachI subsystem.I Qt I, IIit at Ive r;it ImuIgs o)f
the( levl f risk I'high, im'diuim. ow%\) wVW ;V'~Sigm-dt tom. ach airea. oA' teci
iacal cuinncern.

T[he pinigram office also Imiul aulitimml infw -rnat i' n (il clinical riks,,

YIct-tliled tlirou)-T inlii lm'd s trintsi 1--i.'t(rnw Te t''v r h
s''li'c )t I l i'.m uhinii!t m ii j l t m at I ig'mttlp, Ih'.' m-'.'. m t

risks md' It( hum' s''tcm' (ml w rr !,mitini In il Ilde foail iii:tl ( i't i '.).
r'st :1iIatcs I ' ciic1 hYn Ii It( .in t rai( 'i 14): thme itiuini 11tmii "n ci l o~Im
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Appendix I

ASPJused to p)rovidle t aut ica! aircraft wit hithe ca; abili y N for defctisi vt elec-
tronic countermecasures. It is designed to fit aboard ai variety of aircraft,
including the A-41, AV-8B. F-14, F-I 6, and F- 18. Thle system is designed a-s
five mo<Jules to allowv different installation conf igurat ions to mevet tile
requirements of indiv idual aircraft.

Thle Navy is func1tioning as thle lead service in t his joint Navy and] Air
Force program. Manag,-aient resixinsibilit ,es are under thle Naval Air
Systems Command in C'rystal City, Virginia. The program begani fuill-
scale development after passing milestone I I in August 1 979. lI'hv pro-
duction decision, i-ilestonic Ill, is sche liilcd fur 1 986. TIhe systemii has
been jointly designed and developed by Ii'l' A'.ionic : and Wo mg,1" 'use
Dtkfense, but thle team members will 1)e requiredl to corn[~xte foir tile pro-
duct ion phlase of t he pregram.

Thle prograw office ha~s performed ongoing risk nlaiiagemcntl ;md risk
reduction efforts, react ing to problems as they arise. Test resuilts have
been rolied on to reveal areas requiring attention.

Assessments of program cos!. scheduie, and technical risks were carried
ouit b~y a support contractor whn this program waLs part of thle pi lot
total risk a~ssessing cost estimiate tR- program. Acuording to program
pe~rsonnel. thle T!011'. fu~nding for thle progranm was cut fi-oni t it:, hi (!gvt
and tile program is no longer part of tho pilot effort.

AS\V SOWV Thel Navy',; Antisubmarine Warfare Standoff \Weapofn (ASW 547A) is a sub-
niari ne-launchevd missile designed for quiet, buoyanat asc-ent and short
"time *o targt.* It is a single-st age. rocket-proi'led mliss'ile withI two
Payload alternat ives: thle nuclear dep:!i bomb and the advanced light-
weight torpkedo. It is intended aLs a t ct ical ati siibma-in wea jxm for the
SSN-637, SS (8,aril follow-on submarines. Thel program is ruim by (tie
Naval Sea SYstemns Commuandl in C rystal (City, V'irginia.

In Febhruary I1980., four comniiies %kere awarded coot racts for a coliccpt
formulat ion st-ldoh of tile ASW 4 m. From the results oif i iesc si ufics and
the( lirotx~sals ca(comanijuy submitted, NRmg Aerospace wa',s chiosen
for the dentionsi rition ain(] validation vkork onl 1lue systom. I'( p)rogramn
office received miilestont' I approval in I ec4 'nmler I1982 andl plans mile-
stone 11 for .iine 1986.
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Apj~ndix I
Program De.icripti~n5

'Ihel primlaryN AMsW Sm' risk (effort 'wvas performed by ;1eing. IenciiIl4
ilhk was assessed its part oft hc I1<-. man~igennt ef"fort req I red i it
lk5iig's contract. locing idlent ified eight area-s ( I technical i-i. k ana h as
con~tinied to monitor these areas in t he demonstration and %v' dation
phase. Three mnain activities wi.re pe~rformed in order to ide i fy risks.
First, a "factory-to-target sequ-'nce" matrix wa;s developed, laying out
the acquisition steps from conip,.i,,-nt fabrication to launch for each
work breakdown struettire element. Significant event-s in development
and environmental considerat ions; could be taken~ into account by uIsing
this matrix. Hatings of high, medium, and low wvere given to tile ele-
ments withi risk. Second, a risk element matrix Wais developed, mapping
the work breakdown structure items against what Nicing calls risk ele--
rnents of ci~st, schedule, performance, reliability and ma;intainability,
production, and safety. Again, high, mnedium, and low ratings were
assigned, as deemed app~rop~riate. Third, because certain items tend con-
sistently to cause problems iii system development, data from other
Boeing systemns were used to identify risks. Bocing regularly reviews thle
system for potenltial risks other than the vig'mt that were found frc;n
these three, activities.

R~isks are assessed and mora1,ored by a risk mnagement board, a small
grouip of B~oeing's As"* 4M' management pe-rsonnel. lI'llw Navy SV'a Sys-
tems Command technical representative at lh(wing is invitedi to thle

7 ~~formal meetings and ivceivesaci (oilv of t he minutes Thel( risk effort and
thle standards for rating risk have been (fixutilent(sl in lBx'ing's risk
management lan. N4(King has also dociiegit-d the effect lihe risks are
expeccted to have on the program and thle st eps that will be taken to
abat e t hem.

A'I'RS ~~~The Navy Advanced Tact h-al laa ytmiIAIf-)i natiar-aifr
system to be used in sippokrt (if the (lefeiiso of local areas. The Na~y is
still defilling the xvf~s concept. but, generally, it has b('t, platned as a
system that will have bo*'li a surveillance and ita lx~n sup1)1 1 fuinc-
tion. It is being designed for several pilat Irius. including t lie next gf-ner-
at ion of suirface. shll c(Inibatants.

The ATI, had its genesis in 198-1 and the oprational rosjiiiielcmvits were
dwxunicnted in Jatnuary 1 !ig-l. St atuis ;Ls a major "sstem %%;as achived.4 ini
S -ptcmIKer 198-1. The pirograin, being dcvelopedudethNa l '
stemls Colliiarid ill ( rvst al C ityv. Viriginia. has rt';i.imv ns n ld

(ii.ing a rie'aliiatioll oft thei reqliin-mnius. A milestone 11 revic%% is
explected late inl fiscal year I) cISo arly ill fiscal year is')8.
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Appendix I
k'rogran IDe~cripdono

A spix-il group) coinsistinog ol staff from the syst ems command, stjipport
laboratories, the program management office, and others is help~ing
define te ATi'Ps. The programn manager has said that, because it is s4)
early in thc! a(qltisitiolI cycle, the risk effort has been limit(-d tv iuiformnal
discussions of areas that may- contain risk. The desi'in options presewnted
for the system were the kiiutts fo these discussions. The program
manager plavned to use (l1.11titative risk efforts for rerx~iing to pro-
grain rnanagc! len t and re% i ewers.

C -17 A The C-17A Airlift Aircraft System will be designed to perform a full
range of airlift miissions in intertheater and intratheater roles, including
air (!-ops, combat offload, medical evacuation, and low and normal alti-
tude parachute extraction of various types and sizes of cargo. It is
intended to deliver cargo into small, austere airfields. The C-17A Will be a
turbofan wide-body aircraft po~wered by four engines being certified by
the Federal Aviation Admirifstrat~oni for commercial aircraft. It is
intended to replace the activ- fleet of C-14 111 aircraft; it may also be
used for roles currently filled by older C-130 aircraft.

The C-]-A was initiated in 1979 (known then as the C-X) uinder the Acmo-
nauitical Systems D~ivision at Wrigh t-Pat terson Air Foi,-e Base, Ohio. In
.Jul,, 1982, the Air Force awardied a contract to McDonnell lDouglas Cor-
po~ration for a in'dest ly paced C-17 research and development p~rogram,
and this receivud milestone 11 approval from the Air Force Syst ems
Acqizisit ion Neview C'ouncil in 1981 and from the mvAic in November
1984. A milestone Ill review is planned for fiscal year 1987.

The risk effort has been~ carriedl out iaformallN in the jprogramn office as
a part of routine mitnagement , through technical interchange meettings
held regularly; %%'it ~ the ,ootr'actor to discuss technical Iproblems andl
issues. Each mlietng has bvten st nict uredl around a part icular ft inct i al
area of the pl ane, so that different subsystems are examinved at dfi fereot
meetings.

Tlechnjical risks for eIM weIrl also exmnd oiiritii sAIT( niCe vi.-
001n. Unrder Air .glalat too 70-I15, offt-rors were ri-quired to

addre'ss technicail risrs in their Iprolx)sals, and the- source ,clectimi eval-
tiat ion board et misidleto thle risks., in slcit uirig thle winner.

G -EOThn CV Innertone Ant uismarioe W~arfare ltuy \%-mm it)ws intl-
atedi to ptrovidle a capiity vfor fast *react ion, highly miobile, actmre sNwar
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Appendix I

and torpedo dtl ivery to a.usis. in detecting, locating, and attacking
enetiy submarines (nttring tite high :noise e' Ironn(i'nt of iw arrIr
battIc group inner zone. It is intended to ret,!ace tilSI :-3! 1 helicopter
currently in service.

Developed tinder the guidance of Naval Air Systems ('onomand ill
Crystal City, Virginia, t he (V-IIFI) plassed a mile! tone II reviww in .Jan-
uar i9 85. A contract for de.velopment wa-s sub-A-quentiy awarded to
tile Sikorsky Aircraft ('ompany.

Tie program office ia-s examined dnld rewrted technical risk issues in
the program's monthly status relxxrt. Technical risks have been
addressed subjectively in informal discussions with tile program's engi-
neering IKrxonnel.

HFAJ 'ie lligh Frequency Anti-.Jammer (IA.J) is being developed to provide
anti-jam protection for tactical battle group o1frat ions. The IIt"-J Lses
broadband frequency and has the ability to hop in the high-frequ.,ncy
spectrum. It is expected to provide a system with better availability,
automation, and efficiency than the system currently used. The five
parts of t he system are tile exciter, reteiver, broadl:. id ix<wer ampli-
fier, anti-jam modem, and anti-jam coi.itroller.

In June 1981, the Chief of Naval Opet :tor.s alpproved ImIA develop-
ment. The Navy subsequently awai ded contracts to lkwll-COlHlls,
Westinglinse, and GiTE for advanc d development. The program office,
under the Nava! Electronic Systems Command in Crystal City, Virginia.
•wa';Ls working toward a milestone i decision in 1984 when the secretary
of the Navy stopped the funding. Since tli'n, the system ti s been iinder
re .iew.

The primary .iAl risk e'ffort has lben con(dcted by pr-g'am manag,-

nent. At meetings, risk is discussed in an ii: formal. ,lubj(t'i ye alpproach.
Test restilts, work (in othe .r s'stems, personal 'xperien-'e. and t he opi[l-
ions of ,ngint(,'rs and iab,)ratory scientists, ;imong other things, have
been co tsidc'red.

I-SIA AINIPE The hIter--4,r\ ice/Agency Auttlmated Mvcssav' l'rti,,ssing .-xclt/ngt (1-5/

A AMI'.) veill l;1hl sc'ure" nd geierail-service CoMnlatd, (Oftr(o, uion-

nunicatiols. , and tnlt'lligent v for thth ;irmtcd -Ar-vices, other gotv'itrun 'nt
agencies ( 51(h as tlt' Naitiowd ,"; curity Agency and )'efeiise Intteligence
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Apjwntdix I
Progam lh'i )f-itioi.

Ageilcy), ;tnd U .S. alhles. O verall, about 2,00 ww( u4rs are cxj Xc't(d. It is
being dIcsigined ton cnie . si ardardize cu rrent hard % are, soft-
wvare, anid p~roce(dutres.

The I-S/. A AMI'E program ft as undergone several shiifts inl ct ncept (defini-
tiont since planniing begant in I1975. The Ali- Force becamet lead service ill
1979 and assigne-d ft(-i program) to its Ant ninati-d Systvnt s Program
Office at (;iter Alir Force Stat ion, Alabama. I-S/A AWIIE pw54'd mile-
stone I lit 198:3.

Trhe priimary I-S/A AWi'I. risk ('ffor1ha been condilcte6 as a set of man-
agemnlt p~ractices and (decisions, intcluiding ofler-or conferce-s anid
Surveys to evaluate design alterniative-s, review by service --itwatork-s
arid expected uisers, independent v'alidIation and verification of technical
plans. reqluired certification by the National Se-Ciuri*,y Agency of each
systemn coipmnent , tests of crit i(-al comnients, andl work plans that
standardize the contractors' efforts and p~romote the integration of

As a result of activities liket these, program management adiopted a two-
track dev-i4oI'ment strategy. Track I is the development (if low-risk
items. Ite('ls not yet "redutcedl to practice'' will be added later, if feasiblo,
in track 11 "prelplann('( lproxli t imrovemntI."

Two other magveinent activities were a 1982 internal audit re',x)r~t that
discussed techniical issif'5 and an indepenidenit cost anialys ,is performedo
in 1983. A coniJuttrited system monitors the development schedulle.

JSTAR The -Joint Surveillance and lar, ~t Attack Radair System ( .msT ) is
designed ais a stirveillance, battleI i~lanago.,ment. and target at! tack cwiut rol
systemi to detect, locate, antc track ta~rgets. The .is5..mis includes C- 19 air-
craft, airh ite n-radar, air1k (rnv and ground dat a-I r )cessing ain(] display
equipment, secure ant i-jami voice andl dat a -(iiltinlicationt e'qtipilctt
ground st at ionu nimtles, wt-;tix)n inte'rface units aix tard Srighter aircraft
jxutent iaill able toi carry iniisi k's, and sofl ware su l)lk)zrt and devlt p-
fit-lit facilities.

rite .JSTI~S s initiated as a jo init Army and Air Ft 'ri, prt gram., withI
ie( Air Ft ur, v as the v cciit iv(' sc'r~ict', at IHanis-omi A\ir Ft tree B ast lin

IBedfotrd, Vassaoluttts TIhe' upint Iprogramit, foried inl MN- vI 182,
mner-ged t v o progr..is. thle Air Fo rce P ave %lover, a systeml I or detcil tug.
1 x-at ing, awd striking mohile enemny arm uor, and thle Aril nf',:audolf
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Prograin Itewriptouwt

Target Acquisition System, a radar syslettiI for fast, continuous, and
broad helicopter suirveillance of moving groumnd targel s Contracts Were
aw;arded to General Electric, Grumman, I h'gi ... and \%est irighoiiso for
studies of thle radair and antenna.

Three risk activities were described by !lie respv'ndents inl our irter-
views in the program office. Onq was done solely on the ;wntenna by
Rome Air Development Center, thle technical armP of the Air Forcev ENec-
trofliv Systems Division at Hlanscom. The group that assessed ris-k ci
sisted of three engincers and a representaitive of Mitre (Orxnration, th
system's engineering contractor. Contractors presented to this group t he
work they had (done. Following the(. ontractors' lresenttat ions. thle group
layed outt a matrix describing what each contractor had done inl thle '
areas that it judged would be a p~roblem in developing the an'enna and
rated these area~s aus high, medium, or low risks. The group b.fdthle
program director arnd Air Force officials on their rv:.ults. The primary
risk effort described in our report comprised these three activitie-s.

Tile program rdanagement staff have also dealt wvith risk. MIKdeling,
prottityiig. technical studies, and engirnecring judgment have hellwd
the staff make informal aissessmients for deciionmake-s.

Ili accordance with~ Air 1-orce lRegulation 70-15. risk %ws also) asw4ss:'d
by the' sure -vlectio n evali at it n tsmard. lefore I hie pnqxrals were
revie'wed,. factors onl which tfiey were to be rated andti-andlards fiir rat-
ings wo're establishted. A separate lmgh-nulediumil-low I fly, s(alC \%a-,;
applied for te(chnical risk.

JTID[S (Air Force) flue.Jutint Tactical Inftormlat ion D isinrhution Syst emi (.inTiii) is it t ini-divi-
sninal multiple-accss cotmmunicatioun system nt ended ftor Jail-rtest ant
digital communmication o)f d.ata and viefor comnimid andl (out ml, posi-
tioning relative to) navigation. andI ident ification. The Air Force antd
Arm% .mn (H'Class 2 ter-minals fo r the systvem are designedl ft ur fighl it air-
craft, ground tactical vehicles, and installations !that have space and
weight rest rictions The (Class 2 termiinal i- co muijlotsd ti ti a met u'\ er and
transmit ter unit deeit uped by thle (Collins (it vernmew Avinicos I )vistt n
of kockwell Iliterniat ionai andi im dat a pf-ocess'tr unw 4 1-%clttjx-d b\ t Ie(
Keamfot t hjisioin of' thet Singer ('ontpany. Within the' data lrcsrare
the interfacel unit, dig-1ital data procvs-,or. *A-(tire' dat a uinit, andh a.titer\.

Advanced udevelopment ult-iling of th In t- s 2 termnal il ,he late
I97t*s suix i~rtedj t he utse of-li Ksrr (;in plat forums whose iscem rest ricted.

Page 94 GAO, PVMDPA 'v Tehtfrat kik A' s,tnmit

-~7 77I. -



Appendix I
Puogra~ tk-,nriptions

The prograi , \s approved for full-scale developm,,nt in January !')81.
Milestone !f product ion review is planned for May 1 986. The Air Force,
ats lead service, runs the program from thi" Electronics Systems D)ivision
at lanscom Air Force Base in Bedford, MassachusetLs.

Two risk efforts were described in our program office intervic-.vs. Tlie
primary effort, which wc rep.rted in chapter 3, is an elev'ent in the
Management of the program. Discussions and meetings with Air Force
s:aff, support contractors, and prime contractors are the main activity
in this effort. The program management has also relied on experience
with the JTi!s Class I terminal, designed for aircraft carriers and nther
major surface combat ships.

The second risk effort on the JTItD was done for source selection before
awarding a contract for full-scale development in 1981. TIh source
selection evaluation txard rated designated technical items for each
bidder. Five color ratings, which the b..ard defined in its instructions,
were to be used for each item. An overall a.scsssment of technica! per-
formance was rated high, medium, ni low in a technical summary for
each proposal, and the ratings and the overall technical summ'ry were
documented.

JT (v ... ,The Nayv ,Joint 'ractical Information Distribution System (.1 'li) i-,
intended to prt)vidc secure, jam-resistant coniniunical ion, navigati i!,

and identi ification by menans of sho)rt pul's psetorandoml distrib.ted
in time and frequ iencv. The terminals for the system include a t ral,-%-
miter, a data processor, and receivers. The terminals are being d'vel-
otp'd in .hree chsss-one for large surfa,.e shps (such as aircraft

carriers) requiring hiigh-Ijiwer terminals and up to t voice channels.
another for (,arlv-warning aircraft requiring tip to 4 voice channels, arid
a third for tactical fighter aircraft and small surface ships rcqui'nng
small, light weight terminals with no more than 2 voice channels.

Work on the .riis began in 197.1, with tile Air Force as lead service. In
1976. the progranm split into two) phasis. Out', dir'cted by the Air Forve,
is to develo p a il lie-divsi un nilt ij lh,-access system (which we dicuss in
thiw pt e'edng -A-ctic ). The other. (firtetied by the Navy. is to deve lp a
(list rited tirn-division niiltiule-access system that will allow sim;lta-
neiis .- ,4-nlitg an(d rA(' ,i\'ing, o)|)mrahle with the Air F")rce' system., which
will ntit. i nder tle di'rect ion o f th Naval Electronic Systems Command
in (rysl;ai ('ity, Virginia, the Navy JIins is being develo eld by i!ughucs
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Milt-stoleIIIit is not e~xpected I until I 99I2.

A cost andl sc-(itil' risk analysis was~ ixK'rf rni by a supioxir con-
t ractor ini 198h2, but1 the Ivshi'al risk ef fort has beenj hiandle-d through
p~rogram mfanlagemen~it e'fforts incluinmg, for exam ple, tt-st ing andi i-view
byv Navy Iatboraitorit's and inte;eli(InenC evaltition giroups in I ~ ii. review
by poitntial citleciirs, aind reguilar wettings of I hc program office al I
Wid thle co nt ractfir. Eliaiicenents are to bx- added thrin tigh -Iirt] l; md i
produict impijrovemnt." Althuighi the Navy rruisr, pigram n nov;f t
animiig t he uiloit proigrans using thI e Naval Mat erial Command risk mnail-
agolicent SNVSttfl, it repli tedlv followed it similar format ill a 1 84 i-h
mic-al review.

Ma.-kXVJPFThe Nlrtk XV Identification Friend or Foe (marl, Xv vri combat identi fi-
M a~k V 1~Fcation syst em is inwndte( ci to prvide areliable meaw; of identifying ar

borne and surface t argets ait distanices coimpatibile with the raniges of'
"friendly" weaj mins. Currently, the target detect ion ranlge caplabilitie-s
and maximum raitges (of manN weatmis exceed thew rang(-s, at whit-h reh-
able ident if icatiton is availablie. Thel( Ma~rk XV IVF is at quest ion-anid-answer
Sy'Stem1 (?lit will b(I ncr(OdCced is at retroifit to the Mark- XXI IFFl-
system, the t ransji n n to the new s\v.s' m to occur ;is platforms becomle
aviab dle. Tlw mark XV IF- nist 1w c-mj )dt ible wit h existing syst ems
because it will have to oj Kra! c il it he same enviroinmenl tas t his SVs-
tems during thle transition.

Tbe programr is ajoilit Air Force, Army, and Navy effort.- The Air Force
is the lead ,ervitv for devvhipment. antd iariaivitit of the pniigrain is
under t 1' ( iCimbat hId-nt i ficit in SNstt-n m I oigral n Office (if the Aeronao-
t ical System ('051 vis.it n at Wright - I 1 t' ertii Ai, F-orcet B ase. 01liti. The
sysem is inl t he demosl ratiml anld %alidait oi phase of (itvelopmt-ft.
1:he mile-stone I review oc-urru in -July 1918.1. and planis tall for a i!v
s1(tn 11 review in list-al year 19,p88. i t 'cli 3 s Ist runient s anid 1 k',iix
Corjxuatiun are tider tont ract to pl-for 1-i I the vel citnent %wrt- ncc-
sary before the systlem c-an enter full- ideveifiliclitt.

Se-veral risk efforts ha~ve be-ni carrie-d owt fuir m-- \~i v t~'nit, jiti-

miary Oifort was anl assessmevnt conudtitttd by Ilw Air I-i ~ntt chief si-en-
tist uts i- result of questitis arisini_ inl Owt rc )CW JIFIK c-,-- A- pancl wa;s
.assemlbted to itIittifv the areas oif ticlivical rsk anudi asss-,s bhe relative
tedhical menuts. (of aliernlat % i..



Ot I Ir Nlarl XV I I-F risk VIffOrts cn rItored (1 O lie rIIse of I I Ihirii I l igr1*Iii1

thle deccisioin oil Owe type of dt'vvlollit ilt ra(t took risks filto
t'onsiderat tot.

M1LIS~/G\ Thie Guiiial(ida~ince Warlivild ClR(V )is (wine uif till-ve %rlieais living

dleveloiijxs for 010 lii' i li LauIinchi I?(oket Systeml ( NILRS . Thle MIM.lS is
(Iesign(A to deliver at large volumife ofI fire~ po inl snjilxrt of field art il-
lery. The TGWV will enabile lte system to destroy armored vi-hijles mid

tqliiil)fmtilt . i s all aiitiiieinils warhecad With terminal hoionig and~ fire-

arid-fuirget target capiabilities5.

Thel wailicad mmI~s" ~ is at niiltinatital progranm. Franc. Great

lBit ah, West Germany. antd the 1'lnitet: Statles iire involved ill thle
system's developinvilt. Each country has at representative inl he( pro-
gram. office, %%hichi is located at tie Armyv\ Missile Comnmandl fin ;Its-

~il.Alabama. The contractor is alsA m111til iational. B~randt Areniento
(Thompson- i rniIt ) of France. lTho rn EM I Nlctronics if ( ;reat IWit aim.
1)ieldi G MI.B ." I. (if West Gerianly. and Mart in MIariet ta of thet I nlit ed
St ates fo rmied NIDI)T'orlo irat ion for tilte development o)fthec v-arh cad.

A prelimnary inveIst igat im i of tilte technolo gy lwgiin inl th!e early 1'I970's.

in I1977. 1te House Arid Svrvices ('ommittet- refloireul t hat it he devel-
Opdas all ipt ion for lOwI lS About the same t'Iimel(, the secretary (of

lowing the \sighnlg (if the( Imciltiiaiiiriilo I idterst andthig bt-tween lie(

four count ries in I 179, '% (irk toi definle tilwt WRA co ncept bcga. ii. I si i
milest one I fin Sept cndnr 19i8.11 the program nm vd Intoi wh at is cal led
thle comj X OItiet (1emon st ratiorn phase. A milestone iI review% is planned
1"or early vI987.

Thel( primary risk efort focuised exucilsivel\v onI technlical risk. It %.its
mfadle by the millinlat iollal giouit s parl of its dv-ciion of program
(it ions" Inl Ihe coiirncej. and nitevrnat iial prigram l .1ilt u n tcInl

abeut I week Ii Informal discussion "ased kill tile v\pkricnl. Ilof it-, lihili

hers and~ pirior wirk onl "IG1W technology and other systeml's, Ilte grw~p
identified 1.1 potcimita risk areas. screened thle lht, ;,nd rated ilie riss

Iligh. micthtin. a;tit he Iis led to a smallih i1 of 5 ;!rcas. 'I ie( 0 fil
%kas (Xtciisi~4'hy for use Ill chiosiiig OwIn hu-Statcnti

Aschl edu le risk assi s~sment was a 1s wperfoirmedlfopr hie T( W bv a svs-

tenl)" itialyst ait I lie, m1issile co(ilmu iiiits p.,rt of t lhe molt iutional 1-1 fort

F~g 91 GA,A( i'MI]IM6 Technical ItI..i Axa.w mr



Appendix I F

ill tlIt w(If itIion I liase. Alt I ImigII sclodule risk %wa;s I he vinphuiv, is, IIw
analyst said thaui a tedinical asesethad to he miade b-foire i h-
schedu4- work could1 be doneW. lill(riwit ion front the molt mat jonal grooip
%%ait Collected and laid (lit In at network. Since it numbexr of concep(Jts we(re

being vonfsidered, the xL5scssment -iLws made as geric ;s possihi r;jIi r
than dependent on a part icuilar design choice. Another analyst added
(cost figures to tl'e schiedule assessmnti.

V1 1The Army MiI AI pro gram is intende'd to enhanci1e thle (dpadliit ics (if tit(,
viM AIM Abr~iill tank. \1I IA I detici )Ploentwbean wvit It rcp~ accniltit o I I iv M I

I1)5-millimetecr cannon w%-it a I 2t1-,n:linevtr verfion. lb vffort %%:s
expianded to develo'p armor foIr protcting t ie( tantk's no ibiit and firv-
j/'wer and anl air distiibutio n system for proted ing it agao1.it fill( jai-.
biological, and chemilical warfare. Ammuinitionm is to be. de~clollo-d and
cannon conlmel'' sv are to be built for fie I 21)-millionel er gii to onisu re,
its interchangeability with lit-e West. German Loo-opai d 2 tank. I )ve (-]l
ment is under cont racl with General D)ynamics,

IUndvr thI eTank Aot on I live Comnmand in W\;rre-n, MIichbgan. ti I MI
began prototypeo developmoent fin 1973 and( enried fiill-scab', engineering
development 3 yc;ears. later. Duiring tbis phiase, thle I 20--:mllimeter gun

\%;as incorrate i(l t(, Owe (4-eblpment tthiil . 'Flite bi~schiii' M ! pa-sj-

its5 1110( stmt' Ill pfrf~lim~ Ion ois'ion i I 9791; the NIIAI, ilit-mo1img tue gunl
andl othe'r eml.amioemen as esd nuics't oneo Ill inI98.nli'iietI
are' to~ Ie p1 a ,l into piio '.ict i' u over titbe next several yea rs

The( primary *.I I.,\ i risk effort was at series of t Iir(o' 1-IL- i1 anial\ v's per-
f winedtx in 19182. 1 98:3. and 1984. St aff members relxno u'd v eum,id en')
tu'iliial ri14k \wen they ust imated vost iIpuits for the ainalyses and
cani. op1 w\.ill estimlate-s oif high, low, andl most likely cost for each \11 \ I
ciilciaenit . Inwv; was used 1o sipipl appiciatit )n, forl ri-k toidk em
not to eguide Itechnlical d-cliins witlin the( pro~gramri oh ~flee, if- a;, hi)gher
levels oif review 'Iwo other activities, guided Itechnical lcci'-buic ;mnah-
\,se(s o~f les't results a.1d iliforlmal ,Zaff (hisciissioui". Auolinlf. Uo bew IWO-
gramt manage-r, a;d lioo risk we essritn vonsvimis o tiw OI~ mw im . li
bi-vi part (if I tie( dld rniit mre.

Nt\VSTAR User fu ' .1l r~uiu'i a fteNVMA~( a 'siiuuu

E q u i p m e n te e ~ I ( ;lc s Iw . a n1d(( h i l n I t , i,( a t m s .d ( te Im 1 ,1 1 i l s [ I ( I 'm 0 w i i i s

'lic (WN s (d,.-Igi-( Itof pr v .oibl1widt. 11i1u'44-d Illiu'lliusi. 14, 1 i f ill
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Apprsidix I

and velocity and III))%erlsal coor)dijialtd timeit informIatiice. 'lce* .. in
can oix-rate in all we'i.io'r and has at igh resistance to j *mitivy

The user equipment consists of a rkeceier and process4- U 1
ailtenina SN'stem, a control! iplay unit , a flexible 111(KlIh1! - i It vr faco., an d
an optional data loader. TIhe eqmirit is (l('sigfled to r-ect ve anJro
ce"s eat her sau z'uor sequent :al dat a froin four li fi .'rec satel-
liz's. The user equipmew nnent measurs vvloo'it y and ranp' ;iit 1 resim-ct to
each satelliate to deri .'e thev tisr's t hre-olamc'rsicnal po ci n and
vekwit y. It thl proul-Sse" the dat : Ii tecrmns of an ('art I (t nte(red, earth-
fixed ('(Midinate systt'In and dii lays the Info rnmation Ii gi-ograp hic or
military grid ('(Krdinaites. Magniav'ox Adv.anced P'rodiict-, and Systems
Company and thIe (Collins Gove.trniment. Avionics D)ivision O~f U'Kkwell
Internatiuonal are bot ii ndc'r cont ract for the odevelo pme'nt of het( u.-A'r
(vouipment. TIhe two will cc nltI c* for thle pro~dction phiow~ of thIc pro-
gram, with the j ihiilniv of takding a l('ader- follower apj roadh.

Tessem is a j int effort oif Ihe Air Force, Armcy, Navy, and Marine
Corps, with the Air Force funct ic nirg as I te lead servire for dve lop-
mner.t . TIhe& pro gram macn g('nivnt office Is part oft the Air I-ce Spie
D~ivision in El S gu(hito C'alifornia. Ini the fIjll-scaI(' cvclopm'nt phcas
the uti-'r equlipment ww, schedu itch for aI mdi lc'tone IIl re view Ii May
I 986. Thec System pitssed at iefn It'zc:c' re-v aw ill 1!?7!1.

The propram office hics c cre.idere.! thle scIideujc and ccost (if t'chnical
prccblem, ws congoinig manlagenitt cif risks Tc' sting has lwc'ii ('lljham~./ed,

conihine l i o rder toieletwi fy tcclnic'al risks.In'v ;urcgracln office alsko
cond~uct ed a,- 'x alminact i f tc' hni'hri sks Ili act'orclacne with Air

Forec1, Il 701-5 for thIe spurc vc select ion for jirodcitmt nc.

'The Arm y Romzictc'l'. i v Plolcdc Vchm+. ( RI'\I ha-S a long dt'.%elcctcnc':t hs'

Icry that Ix'g;m ii 1 177) Cu -Iv, it I,is i dvvowdbti ktid
Its luhigct'cuhnclcgN siutcysrc'sIu I icle fcc)r%%;tr loekmi! irfr. cd imia~r
anid alil .ant-ai cactc'clulit . Ii'\ct.cut h %ccvk (oil the' et'v iaIc n
I i71) mcdt-i th hi cti inn of thec A\cmy Aviatiiiii Systems Ccnimmccc in
bcicis. MI'Nscccm but 114 lt' d' cid nit lA'comviit a 1irc~c sYs~cmc rr'qcirinz

A\ dcvcian ri-k acn~il\5 ccciiccicd 'hIii 11481 andi itidated(l i I!,82. lI4i:1,
moudc l'.i I I% vc.cied cl h-dt'clI' ,isk it),iuirug fi: gh. 1icc. . and occut likilY
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(I'si t''nnairv ' I nltild h.. uli, ttrchri-AI Staff. TII c lw kib-, stvi5411

%%(TV valtd 011 .1 stale t hol i t-liudeti qmuiQ tt I%-e laihck an t, c thal' -ri -
tills (i' ri'd, cauieg' rics. I~hts prohbuhtliy ranges for the likelihoi
falling to nitt't ikrformint rtsqultreiielis. The scale (lit fered sli).
fromi vear to v ar. Ili I e 2. it r aaged f romr *noxic (r very lIo%\" risk ( ess
thanl aI 5-Imercet (Ilani- of wi't iuievi ing reqtliirtmuts toi "unaiccept ably
huigh" risIk ( grvater t han aI -,( i-1Kercet t.ti( . Ili 19 ~1 , thet( scile ranged
fromi "lit lle i t o% -e (lituit nit e I han a I t)-ixrcent c-hane)I E to la(-lt
aly high" grviii thJan To) iivrcent. as in 198!1 ) Qiie-ti'iuiaire ri-Illts
%%Alh, SAnIIIeI(A Into aI singli' rating high, nuxlerate, or low), fill vac-l
slit svsIcm.

)I I ter ri-sk- relat ed mct I% itie fo, r t he tI, Alide a (Ietisi(In risk analysis
(0113 pIted Ini If 97S andi ii : mnalysits Il If 182 and If ?S:3 for het( pioiKluc-

HOR-A C2 TIlie shoit - ailgv Alir I i ..to-.w mnmandi and (mnr(if SYsto -m (it , I!LANi (
o (~~ ffvs awoniated, kmii,nil and control fmnctions, Ibr tice-II IRA!) tiaf!-

*eieclI to alltot'Oio I lIto I 4,llettiin, ;'r(KV, ;II. distributiin, ;-.nd displav
ofi nit iatitin for Ili V iRI\ I \o.apmn. No Ci xv i:'.g -,y.5t'!L 1l(h' :n,, tiice
fiinct st.eEf, Ownil .'411 IN 144' 3'Ormt'd ni ulitll, but Ohis Is sm anld
miirchleI' The' piro gratni ti ffice Is at fte Italust Ic Missil e I h.t ' nst. Sysivem
( iniiltl In I It Ito \. Il. Alabamia.

InI JIN I! IS~ I . a' ;to kil'I ion st r~ttegV \% w, aiI1Irt4\(i' by aI iii ial-~ieer tt
revIix. lilt It wa.s'l Ims inr vu hy an Army\ in-provvss ri-view inl ApIt it
1 !82. 1 lo\% vr. I Ite ( 'mwI1-rs aiceji ted( tiit ier Ithe' ,clwdil nor t lic
f I ,u'Iti- ttnurt-uii, I. i r I lItw I !I.S3 fiscal I yar :3proip rlat Ion. T I I( 'n-
toiv',!s uIldi ;1 11wt-ti' nt4,0 for an aiittiiatt'tl ttmniutiuI and ( ''iiiruE

s'ystcm, id !Ili rcsjI o e-, I hiw (It jI iim d intlrsecrvttr\ (if 1.LI-woius'' tim

tin-:rig i I I tlit prograni Il AI r I If I. I ;uid; tt rt -d t n, lIt! to aIi ht t r-
rest ii I liE int. I I )I, sj i-ri II I )S4I ;,nid sotIll innt hetr Iii tarlN suinnu'r.

ITun't r'lk ilfitis I ha 1.ve hi-c'i t.ni11I'I'ti for te st-,it )~im The lit 1ir-! ,t om
]'1-trdl it .l1eiu'uar.N l.; I 1'. 1,%I tv a ayi i ;i - at tlit, nu'1"N1ie con~iw:uiid,

fit 1ustdil fl 0I (11 tIl so Iiru. tk Altii, tet hit-AI u'I< ws( oiisud-
al i tI Iliut .m-lcii'hld cw t onka''sfni ur1 thc co't and' p,, fitillf

a-14-' 1,, %%''rs fit I nvni'ii'ulI Thu I \%o (it her ci forls \%cr' mItt Ill [-;W111sc

ra,9 A t%4 I-h'.-i.-md~ Kim .%*-.v



Apliendis I

Art t~ PIS c~Ir nd It No-Itl li, t I i w it, ik (if Ii' eI i iii-, It%%' uifc~lp

r nth e v art li ii ti t' i if ht t o n i i I , c i h i i :l,

Itivr. nids' lix ,i difficrent ,upiio tmhtrat 1r. \% Ito utod ;Ihe N% 'i. ~ ~
etigirteerilng 1illlgeI.14 -lt giniI tiill hil1-1b I tho I hvIep Sy e' , NI :it-

;1gijhwI1~ ( olligv. PIkII ha li (e~ if I aihi ie ;tNIgnvd It)i I',w d %xa't anid Soft;

\% arv viil mw N \%t~ cxrv bitesd (Ili iir degrim, oif woilIlihv -oi i~\lm

Igl tlracto r mro trjv Iatod tIrwh11iiulu :2kIn the (I -A ndt 'i01ediulef

laIN N'.s.

T) e ! I I!I -Pit itt, I atk M I N I I - II N iI I l e e q~ ~it 1 -4

frilling kHuiic lhth,'igi a' li 'l E oiJii f the ~tu I rd f. trLi i

I1 (l~ I % I I'lit~ -t I 'k i Iv I\ Ill 04tt''- ; 0*u 111"uu -1-i h

jihel 111'11pi4 i!. Cih Cql if k i I ~it I tr. Inui A ir F x I v IlItI;I

ill II, A f. t itI I .\ : ?1,111 :c l cm s I ); 1, I il T r S

cd ll 11%3 It t .11 Ic ch ril (-I it- 11 Inc ll;ip r( 'tt11

_ _ _ _ _ _ _ _ _ _ _ _ _ _ i i_ _ _ _ _ j i t -% % a d . i I i t 1 1 1 r t I , If i t ,II I I m ; l
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Appe-i I

SSN- 753 submarines, flow% under constnictjon. It is designed to merge
so)nar. se'nsors. fire control, and other control units inlto all inltegra4ted

system. Originally a *preplanned product improv('mrent- :,ystcm. w%-il
two uplgradles of' life ba-sic versilin foy fuiture submarines, the si iu..v, has
tindergone it total resti-nicturing because of problems iil developing it rev-
oluitioinary fiber optics data bus to connect the system's computers.

The, witiu,' program is twing develope'd by the Naval -k-a Svst emis Coin-
man(I in C'ryst al (Cit y. Virginia. It was initiated in Novembert ISO8t withi
the approval ot'a mission clement needs statement by hie se.retar' oif
De'fense' At nult-s~one 11 reoICew ini Se4ptember 1983, full-scale devehijli-
ment wasI., ap)provedi and, in 1)ece(mlK'r I 9S83. the Federal Systems Dlivi-
sion (if I IBM reuvivi d Itle cont ract award.

The risk effort rct'pfetd in, outr intervews with staff in th- pro'grami
office was ari lot' a Scli-dule risk assi~sment ix'r-fornnod byv \;IN alI
*nh .rwat er S.st ems Com~mand and IMM in r(e::rInse to a request in Fe lt-

M-.at , It 19.13 'ri'i thle assistant seKcrvtar,. of the Navy fo r a 4uantitative

analysis o! Thei. risk tii slitf d-l iverv ats IB M and t lie Navyx command
Wi irked iiidi I 'i eilftly Iti ident ify -rit ical items. inclucing it ems. ofin g
a -sIgnifitiatit t'41111iial haene'and1 these item'. -4 rved as the basis
(if a net mmik anal~ 'i (-, )ri izinal 'l% designed to lie onippii4. the ;st'-sni'o
%%w, (lisctiit nei in 1 )tsi'nilsr I S 1

dlemic iirwik and t rainin nianagitment. It is intenided foir I lie-
lilit erilii'dilt Ie o aaijo44\ ictiid phasti'.i' i ti e naval flight training pti igrani

.14r me orir;fi- Iihia% Theii TI'457 ;irvr:-ft is a t% -t andemn-s'al . jel 4i~ii

traincr andi~eo .ie buiill fit Gr'eat Bi'tamn A %4'rsiin %o ith the i ai;abdii
(if (omrit ing Irinim .irtiralt carri''rN %%ill rix- buhili tlie' I *nit.'d St ates for
the \,a% 1,\ M, i hlnn4'll I Iimg!.ms ( eirljirati

Air~ir~ii'l iI~ .ie;1n4iii th- N\Nivni stem is iiir the giiidmi-. if Otte
.\;t alJ A\I?- I'I'ri ( '411111iiil tii 'r-\ stalL 4it \ . Virviiia (e*iiil.:ied i ut
Ntun.' I mid II 1~ 1. wi% x%,'r. ru.idi. inl h 'iiit.'r I 0i and Itit,--e v.i ;I, if

fIv\ ie-ie% is No lwe'ilvlo I. is, ;t i.\..4 var I ifs.N

TI it, - tgi-m.Iit 4 o tit c ha-. ;ii*igt i risk iimrnii-mii el litil F i'lup.i



App-ndiz I

Pnr aru llp(lom

directed to use the template system of risk management detailed in
"Solving the Risk L quation in Iransitioning from Development to Pro-
duction" (wDo 4245.7-M), which it did in the milestone i-I review.

Trident 11 (D5) The Trident II (1)-) Strategic Weapon System is intended to im)rove the
performance of submarine-launched ballistic missiles. A follow-on to the
Trident 1 ((4). the Tndlent II ([M3) will rex)rtedly provide a larger missile
with greater accuracy and better payload. It is to be d,,ployed on newly

constructed SSIIN-726 (01110) submarines and backfitted on ther sub-
marines of the same class that originally carried the Trident I (C-1). The
contractors involved in Tnd,.nt 1i.[ development inc'udo Draper Laho-
ratrrip.- Gener:4i Ite("'-w. l!q,,r,-fafe .I', r';rk-;. I "t'khed, ."",r.'nd
Westinghouse.

The Navy's Strjetcgwvstems ]ro.,t Office in Crystal ('it, Virginia.

managt., the development, production, and supxrt of thv Tnd.nt II' D5 -
Strategic \Vealx)n System. which began full-scale deelopiment after t he
milestone II review in Septenber 198 3. A milf.,stone Il ret-'w i:, sched-
uled for March !.987.

The program management office ha,s used a rsk malagee'i'nt approach
for addressing tet-hrcal risk. txamn nilg low-ri.yk tec.!ml/gi as miuch
a.s lw)sNilI'. The office i(henti fies problens through a st cevriug group I halt

incl]des %enliior contri, tit ;wrsinnel in ord'.i to proi, ,i ar; .-xchange (if
info rmat io n It ween the cont ract (its.

An "impr,,\'ed accuracy prigram" Was (Onili'tted in I 9S2 1 his wa%,s a
sj~'c.lt dl.s .'s.'.nt tif the t i'dhnc il iy if ('rt ical elemets. Im' , irder tit

detrimn,, lhw ft'asihilhy of acli'hmevi ug tlie ex!jsted ilni1ro v'n., tits In

actvuracy (if t ho Trident H.

A -parate schidhle r,,k aa.;-4,,nInt Was Ix.riormed in I. 93 ty a p-
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Appwfx I
Proram ,,cript.,,

vertical take-ifl and .makes a transition to horizontal flight by means ,f
tilting-engine nacelles.

It is a joint program of the Na'y, Marine C'orps, and Air Force and is to
fulfill a different mission requirement for each service. The Navy is the
lead service and fills the prwr'urement role for the Marine Corps. The
management cf the prograin is under the Naval Air Systems Command
in 'rystal City. Virginia.

An initial olprating capability that would replace the Marine Corps
medium assault vertical lift fleet is planned for 1991. The program
passed a milest)ne r review in 1)-cembcr 1.492. with lkll lIclicopter Tex-
tro,anri Boing-Vertol under a joint contract for development.

The program office u,-s an ongoing, informal process of risk assessment
carried out by the engmnnvnng staff. As technical prolhnvs arise, tlh.ey
are disc.,sed in routine staff meeimgs. Earlier, in an effort to determine
the most feasible tec.hnica approach for .he system, a joint technology
assessment group examined risk as part of its evaluation of helicopter

versus tilt-rotor designs

Page 98 (AO FlMiwA T..rnkai MAtJs Awaomnl



Bibliography

AMIX)R, Stephen L., and Roy R. Kilgore. "Quantitative Risk Assessment:
A 1'est Case." .Master's thesis, Air Force Institute ,,f Technology. School
of Systems and lAgistc.S, Wright-Patter-Am Air Force Biase. Ohio, 1974.

ANDERNON. Richard .M. "landlin'g Ri-.k in Defense Contracting."
Harvard Business Review, 47 (July 1969), 90-98.

ARMY DEPARTMENT. Office of the Assistant Chief of Staff for Force
1cvvlopmnt (ed.). Pr v'edijg., 12th Annual i .S. ..rmy Oixrations
Rcearch Sympo.ilim. Washington, D.C., Octobr 2-5. 1973. vol. 2. Wash-
ington. D.C.: 1973.

ARMY IDGISTI(C'S Management Center. A Courts (if lnstnction in Risk
Analysis. Fort LeV. Va.: 1971.

BABIARZ. Anthony S.. and Peter W. (;idras. "'A Miodel to Predict Final
O4t (;rowth in a Wealn System Ie'vel opment iPrograin.' Master':
thesis. Air Force Institute of Tethnology. w-ho)l of Syste.ms and J.41gis-
ics. Wright -Patterson Air Forte R aws,. Ohio. 1975.

BAILLIE. Allan S. *'Management of Risk and I'neertainty." R(-warch

.Ilanagement, 23.2 (March 1980). 20-24

IIANASI. Rotwr C., and .lames, ..e-son. Cost Scwhedule I "etaiity
Analysisof the XMI .1lternativelPrograms. Rx-k Island. Ill Arm\
Armament Command. Systems Analys!. I)irctor-ate. i 976.

BARNE-'F. Paul .I.. and Ilarmzi K. Wal-. "An As.,..sment off the Appli-
cahihty oi Production Readiness Reviews to Multinational ('op,-odutiin
Programs." Master's thesis, Air Force Institute of "'hr big.. S'h- l of
Systems and Logstic.s. Wright-l'ater, n Air Forc' Ilase. Ohlo. 1981.

EI-X'KLER. C. Eugene. and Kimrevy 1). Newlin. E-onomit A-, d A _ust-
ment JET.\) Provisions. Fort IA'(, Va : Army Irot-unment , .irch
Office. 19 77.

BELL. ('hauinc.y F. (Cst-Effect iven'e.s ,- Analysis ;Lia Manag m ment _"T wi.
Santa Monica. ('alif I.\NI) Corp.. ( 't tr li 16.

IIE'ELI IYMI'ER, Ilerwrt 1. -A Proix"d Met hodthogv for Ve'alon
Syste, n ,veh linkent Risk A. .,,mnt." Mastr' t he-,is. Air Force Inst-
Ote of Technology, S"chol of 1nginmring. \Vright-I'atter.on Air Force
4Lv,, ()hio. !:97:1

Pae , G*.O PUMD- Teckuik al Wik Aa~mmmt



Appe. crix 11

HI..ANNiNG. Robert 1W., et a). Re ;varch Opport uni ties in the Manage-
ment of WelsSystvi Acqisition. Pi~ladelphia, P'a.: Wharion
School 44 Ietance ai Cc (' i- ec-, Department of Decision Sciences. Sp
tcmb.?r-Noverrnber "17-. ly..'ties executiv.e sumnnary.

BLU'E RIBIBON De(fense- Panel. Repo~rt to the I'resident-and the 'Secretary
of Meense on the Dv-parinmint of Defense. App. E. Staff 16eportL oni M)r
We ajsxnS s.~ Lq.Acqui'tion Prwess. Washington. D.C.: July 1970.

WAVERS. David G., an.4 Ntanley E. Scashorc. "Prediing Organizational
Effectiveness with a 1- our-Factor Theory of Leaderihip.- Administ ra-
tive Ixienmc Qmirtirlx . I ( 1 966), 2:38-63.

BRU NO, 0. P_* and Raymond Bell. "Analysis of Testing Risks for an Air
Defense System.- I rwis'di rgs, Annual Reliability and Maintainatbilityv
Sympisim., Washington. D.C., laiiary !!8-:30, 197., lip. 427-:31. Nvw
)i ork: Institute of Ucci rn;.l avid 1-!cr nics Enigineers. 197.5.

CAXRTER. R. 1) A Sur\ ey oif Technique-s for frnproVing Cos Esiae of'
Fiituirv Weapom Systenis. halis C'hurch. V'a.: Anmvt ic Swr\ices. March
I 9t 5.

('1W) ('C igr4.'.ijflla) I I j(igtt () )f ri re). A Iev i('w of t I i D j I it n4nt I(f
Ikfi'n-A- lDe1'erx-31. 198'2 SclectedAcquiiion 1lnvports (SAIsj. Wash-
ingtonr. 1) C. ..\ugiist 1 !K4.

C'(INV >C harltes E: ' Hadar I lard%%ant Se4-cid Blluy I )cislon Risk Anal-
ysi% "In A rmy I hipati mewn 451 i. l'rtc.'ings. 1 2th A Annual IF S Armiy
Olm'rat i'res htseartlh SymixN.iin. %. l. 2. pip 74,5-57. Washington. I i.' =

COREYlfl. Jlames% M. "The~ I ne n it-ric off SeaI&'d B id ('Om;tii-town - I h*f.*nA-

Syst ems lanageinint Hv\ if-\%.. :3 2 (Spring is!)). 42-46;.

CO X . Eirry. and Michael I lin Acquii n St rait.gy t n1w ans. i N14K~v

.(A'N .) Vill I 1-N'.xi4 ii11 narc an d Rcl-pmn1 Arlingtmn. \,a Ana-
l\1tn "m-i4'i v% ('41q)m Na \ I;I 19 2

.........................(JcI'.II(Ii St rat.'gv Cimni;trsmn M1.siml (-A-(I. \l ) 2im A \lMw.

.Iicv's .rlingloin. Al., \ 'i ii Sm m .", .m~ I

rage 200 (.o4) rtEmtisTr.hwm111.b Am~earpwm.



Apprwix 11
flublu~gz-phy

CRUNWFOR1), LeSlhe 1. "A Case Study in RiskilDecision Ar':~Isis.' Stu-
dent relx)rt, 1)efenwe Systems Management College, Fort lklvoir, Va.,
1973.

CUFF, James 1). 1Risk-1)ecision Analysis in Wealwns System Acquisi-
tions." U) 19 Range- Pl1anning, 6:1 (March 1973), 49-c 5.

CUMMINS,. I Michael. "Incentive Contracting for National Defenw': A
1Problcm of Opt imal Hisk Sharing." Liell Journal of E-onomics, 8: 1
(Spring 1977), 168-95.

DAVIS, Guty W. -I'lle D)ilemma of Uncertainties Asso)ciated with COst
Estimatinig in the lVroject Management Office.- Studenit pape'r. Defense
Systenis Management SchoolI, Fort Belvoir, Va., 1976.

DEFSENSE SYSTEMS Management College. Risk Aseement Techniques:
A I landhoo)k foir IPro ranm Manage men? lPervonnel. Fl. ik-lvoir, Va-: 19.iS3.

IWM()NG. Richard F. "The Effvctivenes-s of Incevntive Contrauts: What
Research Tells Us.- National Contract Management 'I]arterlv ".Journill,
2.4 (1DvintNwr I 97,8i, 12-22.

D IXO N. M~ax Wayne. "A Statistical Analysis of Deviationus from Target
(Ost in A\kSS)I QFixed-Pr-civen Ci'(ont racts [)uirg thle
I9 9-1967) Timie Frame." Mwater's t hesis, Naval Postgraduate-VCh~xil,
Monterey. ('ahf.. March l!'l73.

11in) (U.S. I h;pari-nt of lt-fen.se i. Office of the Assistant Srervof
i )efense. ( ompi~rtilh'r. qaei o aaeetSe ' AcquiI ii14in

Rejmiti. W~ashingi. I) '*.. 11 d.

.--( Office oft the ;Vsi-,tant Ncrvtary oif Do-fens.e. 's.stenvs Analy.,is I r: i*
cossing%. I h'part mun! of I hti-nw Coist R-4-arch Sym ;wriui. Arlington.
Va . March 2-:1. I lu;.';. Washingt of. 1) C- P Wit;.

"Iv 'I)T -.sU4 (int rait I vnv Ikiecn-4- Nanagemnin Jw'irnal. 1 td 2

EBLUTI*h'1. I~lit-'r- W1111l -I-.,,(a1;at PIrovi-ofin% in i'lpt' FVrwurr

He.. 1(t\ 40f~ Ow Iuth11-1 and a Fr:,niv"uur : foir A-nal sis, Ma'.tr s I luesi-.
Nwa'.,l l'uq-tgraflii itc !-.t ltuuu,. Clnuu' alif . P'74

Pac, 101 I.A0i fMON&S Ti'rknkai kj~k A.A -. nw'nt



AppWnili 11

E[)GAR. John 1). "C'ontrol1ling Murphy: H owi to 1Budgil for P~rogram1
Risk." Conepts: The JIournal of Decfense S stems AcqwuIon Malae-
ment. 5:3 (Summer 19,82) 60t~-73.

EMM ELI IA! NZ, Margaret A. inovat i~e Crnt ractual Approaches to1
Controlling Lite (. ck (osts." I&nwMng enJournal, 151:2
( f1833), 36-4 2.

FALIIJWS. James. National De~fense. New York: Random lHouse, 198!.

FINCH, Frederick F. "Codatxrative LA-adership in Work Selti.igs."
JIournal of Appiied I1vhavioral Science. 17.3 (1977). 292-30)2.

FIShER, G. It. The Nature of 1I ncerlainty. Santa Monnca, Calif.: RAN)
Corp.. 197:3.

FOJX. Frank. 1)ecision Risk Analysts: ArmI ehotrIprv'el Pro-
gram TverTnx-_Scut It-licatir. St. LoIS: Army Aviation Research

and D~evelopmnent ('miniand. 198 1.

FI)X,. . Ronld(. AriuingAmsrica: How the I'S. lluVs Coaon.am-
bridge. Mawss.: I arVar'd I mvrzyPres. 1974.

~Note on (;(ernmnt onmtratin IM Met hods of Go\ -rn Int r-

ctirvmt-nt.* M~uieo. I harvard Biusines School and liltercollegiate ('a-se
('haring hlottse. MI4stonf. Mass.. 1980.

cANSLEH,.J.acqm-s S. "A New lhmersion in the Acquisition Ir1i
R'fnMS~sens NimgemntReview, 1:4(Autumn 1977). 6-12

The ~ ~ ~ T JifneIdsr.(arnbridge. Mxss.:MlhT Pres.s, 1984;.

(;A0 (U.S. (ienera: Accounting Office). A Ranige of Cost_ Nlewasig Hisk

D s,.3%In I )ctirmr iz'.ng 1-t ter Cont ratCnle(4i It !iwr-
taicit. ().Wa-shiingtoiiC. '(%vnhter 16;. 9!

---- eloter Naivy M.t mg -flit (f ShIipbulding (Contracts V'otild ?'.;veMi!-
lions5 of Ikitlars. IN-UVl84- IS 'Wi~shligtoll. 1i C. .Liarv 10i. 19.-

Page 102 GiAO 1 LWI4*06 Tr'rbnkaJ Risk AamemoAl



flabhnoapb)

Fianial Statu- of -~Or Federal Acqtni ions t 'et-30', I W79,

mu"-0-25. Wiashinglon, D.C.: Febniary 12, 19'81.

Is, -s -nlpifit'd in 21 1R'ccntly PublishtdM. .rWepnyse
yn-pqrt. isA)-80-43. Washington. D.C.: .June 12., VISO.

Use of Cost -1eferred-Fe (5 (ofltuacts Can N- ('4stl\ to w~ Gove*rn-
ment. sm-im)8 I -10. Wwashington, 4P.C. March 11I, 198.

hnannulSta usof redeaJ~quii~ios $ptcI~r80,1980,
MA'iA-81-13. Wahalingtoni, D.C.: March 20. 1981.

AcquringWeapnSsttesi a P eriod of I isingl-.xpendi turev.

j!npl;atorL for Do-fense Nlanagem nt. mA.i*-81-2t. Washington, D.C.:

IMproving thV_ .e;ipon Systems Acquisi ion) Proclxs, Nlims)i- 81-29.
Wiashington, D).C.: May 15. 1981.

TheNavy Can liediuce the Cost of Sltp Construction If ItJ-Enforces
Provisitons of The COmt r ict E\aatin('as. iu-1-7.~silnrt

D.C.: August 24. 1981.

StatusofNIU&orqqvui.itlon__xs of Neptvmlwer.30. 1981 . P'ettr
I i~~1ng F.5%4'ftlal Ito ('ont rolli ng Q st G;ro~th li, SASAI)-2-24. Wwsh-

ington. 1) C.: A\pril 22, 19482.

Iniroing h Efec iv'nssand Acquistion Maunagernent-of
.N-ected Wealmn Systems,: A Summary of Mayir Issues and kem unl-
men(A Act ion%, mxAMI 82-34. Wiashington. D.C.: Mlay 14, 1982.

As-A'ssnint ofAdmtiralHi~oe' eomedt to ImprovelW
I efensw Privurvnment. Puu~-8I :37. W*%Lhitigtoi'. D.C.: Jiaury 27. I 98.3

Statuls of Nlajcr Acquisitisns a fSw tm, 1) 92 w5AI3.32.
W~ashington, 1) (C. - ideptmlN-r 7. 1 88.

8:1-7. W~ilnglown. 1) U. Sw; tvnitw'r 8, 1 9M~i.

rate m0 GAO fMll"W& Tpckrkjr Most Ao~wvst



(JAU. Te .\rre NedNu-_(unrtus va ;IIaa ionN to Maike ___((-

tivet V- 4of-I I %C-tjal ,I rll TSt111i. SMAI-84-4t. Wadshingto~n. I).C.:
Febniarv 24. 1934.

lx or Needs toi Provide MoreCredibleWvao nS em(',ost 1-Nt i.
Inates to I t(, ('engres, \NIAIOO--70. Washington, D.C.: Miay 24. IS-51.

-putunitiis' to Srnhn anning for the Navy's Aircraft

1-ng;re Ucsearch. andl'hli Tv y Y~4~af1 N-AD-85)-13. WVlahinigtofl.
D).C.: I )ecer-nIhr 4. 1994.

(3ATENS. Rob'ert K.. Roubert S. icIknell. aid Juohn r-. Iiortz. "Quiant itat ive
M4.1% 1 *.s(41 In the IflW N)clsion I'.v Irwveings, Atnual R~elia-

bility and Main: alaiiity Spil;iosinm. I'hikidtlphia. P a., .Januiary 1 9-20,1
1977. lip 229-36. Wasinngton. D.Ct.: 1977.

(;EIMlER. Ifa~ I *. A~n Inti-liu i toNa limt1M)ik er.lhila-
dlphia. P a.. Whartin %, l iil 1979.

(;!IJIY. i!iwr NI 1D, -sison Hiok Anal\v!.s (if the fin- t Ie I (eavy
i ft Hlii pt4r Advancivd Tet-hni '2&iiy (" iment (A:. gram o

A I!ernal n iv\ vith~ I oil I Po wenrig I Ie ATC Dy )varnic S.. . *'st Hi~In
Army% Iv 1 ;irl nwnt ied ). I 'pt 2 -ow gs, I 2t h Annu al I *S. Arnw ( )cra.
1(11 Ilon-.r hi SvrnmKrdm. \-oil. 2. Ili) !'72-S2. Washington. 1) C.: 1.

(;I .M( )' t. !)i ill C .Toern' \ I NN.ehr. and D avid .1. HIihicr. -Efftis ( if
[A.cader N-tI'lvinr son Stibi 'rtinate 1 'itronmance andl Sat i%fact itin ".1tii mmi
t.:Isii~ 1,\-( ifii1iig. 64 2 11979.i). htit;72

fGii ATvu. W1mlI..1n) ;11. 11 .14111111I IA-fl7. * A ( ; rowAtll NIfl~h-I for
112 5' 51 i' S\ str Dv\ ci: ment I r igrami% I Ltmrstlei.A in 1-itmi

Ins"titilti' of 'Iec Iiiii.1.!. S4 Iio il itsystems anid Iilt4,Wright .1.
lvr%onm .\'r Fori,~ II.I%i. 4 limo. 1971

G, )Ili)( IN\. Ha.rvey .1 '111 Ro.ils 41f tho (ntract tit S\ .temsi) A( q,:it i
I hete'slw S',%#nl Nmlg~nmr~ Iv%. :1 1 W111tt'r I 4m'4 1). A2

6'u)l4i' ion o r .iiit itivm Arnl% \ 1ls It- S\ ,rTN I (ti I N'ii.% 'u m is P'rot
dlii I i. on Tv, IsmsE al rE'jwirl NS sI I t .\rnv i'. i lv 0imnin1mnl. IN-isti ille

Pagv 044 141) ('IT .IMiM. Ti'rhnrl Rl-b % mk-



HIII .Michael II ''Hisc Avvrsion vs. Tecutioy lImplemetntatijon."
Student pilIK'r, D(f-,nse Systeis Managemr'nt (olcge, F-ort 1k 1voir, Va.,
1977.

JILAVINKA. Muane K. -l.'.-isons Learned' PrOuction Restart of a Major
Wceapons System.' Stud -! t pape-r. IDfemtw Systems M.%an8i4t'nint Scktix ii,
1'onx H&'ivoir, V'a., May 1 976;.

1I0IVIK, '1hommL Harry. "'The Navy Test and E~valuiation Pnrxxms in
Major Systems Acquisition.- Student palx-r, Diefense SystenisManage-
merit C'olleget, Fort Bekivor, V.a. 1976.

HIOUSE. Rtotxrt j , and Steven Kerr. -Organi;,ational Indepe~ndence,
Leader lkehavior. and Managerial P1ractices. .Joiirnal of Applied I'
£iml1ogy, 58. 2 ( 1973), 173-8o.

HU1NT, Raymond G. -Omitractor Rcs-xn%(es to Award Fe ontracts.-
Nat iota 111114t ract Manzig&ment .1pirnal. 1.!.2 (Winter ) 082), 84-90.

HWANG, .John D., David ('hapipli. and Hfoward M. (;aby. "Risk Analysis
Of lte Improved ('OBIL\N Anuimment Program -In Army Departmnt
(ed.), 1'roce,-Vdiny%. 12th Annual V'S. Army Ojx-rAios Res"earch Sympo)-
siuni. 'o(l. 2., p1p 73644. Wa;oslunglon. D.C.: 1973.

"An Impact Assessment Algonthrn for R&D) Project Risk' Anlys-is"
jp'u'eedmjngs. 1th Annual U.S. Army(pra:'n He-warch Sympo~sltum.
October'.1-5. 1W73. vol. '2. pp. 15-' . Wwshington. 1) '. :11973.

INGAIJS. IAiward G . and P~ete- Ii~ho'i'' "Hisk As'%sment for
Dfcnti'v' Aeqmui'a ioon Niar gernenlt .' In Ritwh4rl F William.; and lil hard 1).
Aix,% ta ted. ), Risi' ___ 'lici- ami Ss'm A

tin:PrKA(Jny pp.N V)-64.mFt. Lm, a: Arm __........tIfewacl4

Offwei. Pl983.

-... ."Ii-k As~s 'i fr I~'es'Acquimin %Mamigvrs " Prrigrarn
Mianager. 19'p 'm,1- ciitsr . pp 27-:33

I NSLE.I I'mit a A ,et al Sh iric ning t hi' .\ qm% C 51~ ycle -Re'-'.ud on
(murro-i'n (Paw I'1%' R'will) Fa I l i hruhi . a MIa.nagemnft ("i-

still Ing and ti R'ar-l;. IS2.

rose' 105 GAO fMUD AA T"'thaitirI ftA~h kw.~smr'i



I I EL . I.\. 1' % R~ I,, k MnIra g -ment M (m ilf-IIor 0 we I )cfen -- Ss-tvrn
A~viiiim ', lv(.it 160 ir F. W1,1is Ii1tm' 1 and ( hatI rd :) Atwytil

\eI ;. ) 1; yI3 .4 -flmitlt (if Rvk-:ti d1 )(- .1a ~iltun y in Sv'dm'll As yplIt Il II1

1'rixN.4-fImg%. ppi. 19I9 Ft. ;Av. a,.: A\rmy I'ritimirii R#-e'.rvII

O ffit'. I .'3

.J( N I-. -It im F- ";\An afl~v3of Inun wy in it I Ii IWJmc I(i t
It isk. Mwt%!cr*% I hI s. A riii (oman andhl h Glh( t1( (.uhraI Stdt If (' It hi* bit

KA\I FM .. N. li hrd F Thc'1 ar 't309r Nf-% irk: I!1ti)%-MvmrII.
1970.

KEVPJNS. Wa Idm I? . aurid Mic3 hael C. Tankerl~ey. *Applo-a;t ion (if II:.%k
ArtdI\%i% 16'esii'' Irwn a Sy-, tt In Divisiorn." iti V'iOxV- F. 'Wilhaw% andi
[tit hard 1) Atmytd ( 0'4N ). Matia-vncti (it 16%k and I 'n-ortn I n S% S
tt-ir A t-qm%Iti' 't I' 1'4 it% p. :'141-4 ~I A', \*iV Arm trw rf' utrv-

lil It(I I (I.

II NI I !)N. Iikiri 1) .and' C ASII' ( iultoo-Id Iun'S4- nilat-

1111141.111 3 itO' tille ~v tgam/t~.it 34 iniI Ii'th and1( staff ( Iaratilr'

vt3U% " (-rui ofti *433(o a, lit I (April V!177,i. 27-4--

I.0$T. .'14in 1) ,.Jr. DIn.e Mawiiigf-rti! irntil.utif r ij'473 Vcr.iin)

tirc ('4:.1Jiter Pi rtctirale. I 173

LAVEI. I -,ter It (etl 3 1'.r! 13teIi'l(A~~l~i i k*~tl' 4

~i.L%:II~gt~n. ID I tlriwokaws I(3'.tltom,!1 Pi '2

IAKNK. Itirrv It *~i ;(v'romtt P'ro,. itrcemI VI'ii v~ A\ S Is\ '1(i StTime-

plt% and o( 111 i343, i** '01 tiI- paper. (;v'4ir~'' Wasi.lingt(iI1 I 11\ cr'Itv
Pruga iriit n ;Apiil,:itws. \ .i'htngom M't .i( I ~i77

1,41 11 qlt 4 i~k AritjI% I> V ;,- f(,- t - Ar\I- n r - -' i,- t ltIC ~

Iag 'r : % I.( -- N ' , i~ itjii .IL,1"t !1 I' hI 'a rj ~. w



i i t At a k Np,' Iz )i i Isi.t I. q 1.4 i,. Sit . hbrbmar\ I .

Ii ) M(. hd icr .ct ; L F me ( U: I mi' l ('' i f tcIi. As I n ann. vi.:iuii ll~nt

Ph 1) Ii'. It hni Ciw I, ttIt ufnnN Ae ir~1 v )-tticeAht is -mt,. .IrI,

huma t)\( i, uu441 i4 A I ,, hf v-!. v V11te ,i t,. IJu N iar u .. !-:it u i rm'l n otonu "

li(it. kx. .\ i I 'birr hi-wil e l (if'rc Tri iiliPI 4r-. Al i r

ll.nt( 'N"Ruu . ( .hf)jI 14 wipteni I i Oil. - Eict-gn %u . SthfoI-.IAtt o

FlIu az atniuj. 'd in n'I Io I,-%-r An6 063~ 'rdnIA'n;.l

14!~ ~ ~ - M \\iht I '7.*7 I

tent11,11 Ion ri I i

2 '1 .f Stt-r 17. 7' 1~i~. 1, ji 1 iji~1~ntb i i.

1',\( \k~. ''1.ar1ug W '.'f.V .l., I,31I'.7 "' .vt~ '1'4 !11I I
111111t I \ rlm hoiu \(. r :,'iIi.l 17, :;I Po.4 I :i 'ru i'

CS,. 107 ~ i- I?.4 01MNI8 lo.ha'a !w. %.Vt.~"



o/

Appendi. Ix

MARTIN, Martin Dean, et ai. "A Prol sz'i lk, finitin and Taxonomy for
P'rocurement Research in the lo.'" National ('ontract Manap,.-ment
.Jourr-al, 11:2 1.\Winter 1977-78). .-- 0,5.

-.... -An Evaluation of the il.kfinition. (&: ssification and Stnrictur of
Procurement Rvsearz'h in he iX)i." National ontract Maaemnt
Quarerlv .Journal, 12.4 (UDcemN-r !97,,. 35-59.

MARTIN. M. D., Alan .i. Rowe. and Ilerold A. Slwrman (eds.). Manage-
ment of i? sk and 1 'wertaint in the Aqaisition of Ma(,-. Ir gramns. Pro-
cedings. Air Force Academy, Clorado Sprinps, Colo.. February 9-I1.
1981. 1os Angeles, Calif.: University of Skmthern California. lC181.

MAZZA. Thomas N., and Rebert C. Banash. "Dvcision Risk Analysis for
XM204, l ()mmni ilowitzer. lowed Reliability,Durability Requirements
In Army I)evarment (ed. ;. Proceedings. 12th Annual I '.S. Army Opera-
tion,; Research Symposium, vol. 2, pp. 445-60. Washington. I).('.: 1973.

MEEIIAN, .John D.. and Thomas 0. Millett. "Majcr Weaxn System
Acquisition: An Analysis of i)oi Management Arrangements." Master's
thesis. Air Force In.,titute of Technology, School of Enginering. Wright-
Patterson Air lorce Base. Ohio, Septemlbr 1968.

MENEEI., Fran." T. "lktermining the Appropriate Contract TylK.'"
_'(if Jr l f efen Svstems .Acquisition M."nagenicnl. 5:3

iSummer 1982). 4-1-49.

M ERI )1 AN COR P). Prel iminary AnlysiA .Ivs ( f _re iil_Rio ;u a (_ i ?,t
I_'iwi.;iailtv iSillectedw t I..\t d I.\ 1n Pmgrams. Falls Church. Va. 198L
Inclhif,, int'rim ni id final ri-l s.

MO(O)RE, \William F.. and .h hn M. Cozzolino. "More Effective Cost-lnc-n-
tive COmf racts lhrougmilh Risk fled uct mon.- )fen.'e aI;mi;gment imrval.

A1:4 (197S). 12-17.

M(REI () Sl-, W. rogrves- i les i.,rcc 'lanning Thr, ,gh IPEN'IT. I "a.
N.Y. (ieuer;d Electric Co.. l.ight Mihtary Elt'tr ie'l tpliartimw. I 0,IV

NI? )R1( W '. ' ;irecia I.. el a. le'son IA',ar ..11h M lt 1iq,, Iu h I fHk,t

,g1 to , Va. I Illrnl' itlI Sm t cl '11. I AS().

Pagei Oi (,( ['.M|iRIV. TO-ptnlai Rkk AG O,,,n (



Appewndix 11
Ihibbop*agh)

NAVY l)EM~RTMENT. "Justification c)? Estimatk- for Fiscal Yrear 1984.-
Document on weaponms procurement submitted to tile Congress, Wash-
inlgton. D).C., January 198:3.

NECMAN, Frederick *Ilow DCAA-- Uses Risk Analysis in Planning and
Programming Audits." Internal Auditor, 36:3 (June 1979). 32-39.

NEI *MAN. Gary. "Platonon Early Warning Device (PEWND) Decision Risk
Analysis (iDlA).- In Army Department (ed.), Proeedings, 12th Annual
U.S. Army Oix-rations Research Sympoxsium, vol. 2, pp. ( 'G 711. Wash-
ington, 1).C.: 1973.

NIEMEYER, William A.. et al.'rcchnica: "isk A.ss-e-ssmeiit of Ext-nded
Uonr~gurat-ions of the N1I 13A I FJ. Alx'rdeen P~roving Grourd, Ma . A.-my
Materiel Systems Analysis Activity, 1978.

NORT)N, Monte G., Richard D. Abeyta, and Paul E. Grover. Pcic~g
Riskl(*\D Fort Lee, Va.: Arm IProcurement,

W-itar~h L~fc,1982.

O'FLAJIERTY. 1. Identification and Estimation of Ililzh Cost or 111gh
Risk Elements. Mc lxan, Va.: Research Analysis Cori., 1970.

I'AkCE. Dean Francis. Negoti-.tion and Management of Defense Contra-ts
New York: Wilev-lnterscience, 1970.

PALMER. Daniel L *Evaltiat ion of Automnatic Transmissions for Use in
Military Whi-vied Veils(Decision Risk Analyss).- lIn Army Depart-
mient (edl. Proceedings. 12th Annual U.S. Army Operations ReseA-arch
Synlpoum. vol. 2. pp. 668-79. Washington, [) C:. 1973.

PEAR('Y. Stephan R. "D)ecision Analy.sis for X\1578 APFSM)S Cartridge
Development Program.- In Army Depart m(nt (ed. ), Pr oceedIings. 12th
Annual U*S. Army ( )pvrat ions Research Symixosium, vol. 2, pp. 426;-36.
Washi ngrt n, D .C.: I 97:1.

P'ER RY. Robeert . Am:i-rian St Ovts of Mil it ary iesca rch and De)vielnpmenrt
Santa Monica. Calif. lL\N,) COrp.. 19 79.

-.-- et al . Systo~m_\ Aqwi -tnin -,tratvegivs. Siumta Monica, C'ali f.: R-A NI
Corp I,. lin P 171.

Page 109 GAO PiMJtD$465 Tec~hnical kink Asae.onwegAt



i ETREI "S('II.IR.I L. P ' ( - )' 4 St iiflItlfg. Santa Monica. Cah..
IL.\NI) Corp .. eplil'n r 1967.

IL.\I FFA, I Howard. l)cision An.lvsis: _nt rouctor IACt ures (in Choice-s
I'ld'r I 'Jlellai t11y. lReadi rg.. I Mss.: Addison-\Wesley, I N(I.

ID'). -,ton M. "- 1)cision Risk Analysis of the ANN',Q-7:3." In Army
1)cparlnwnt (ed.). I'roceedigs. 12th Annual .. S. Ar py lerations
Re-s,,arch Symixsium. vol. 2. pp. 718-24. Washington. D.C.: 1973.

RIlPl'Y. D., and 1'. Sweetnely. "Penetration Study: I havioral Aslx,('ts of
Decisions Under Uncertainty During Weapon System Acquisition.'" I,'ni-
versity of Dayton. S-hot1 of Engineering. Dayton, Ohio. 1 980.

ROWE. Alan ... and Ivan A. Somers. -Ilistory of Risk and U'ncertainty
Re.,arch in [)D." Ill Robert F. Williams and Richard ). Abeyla (eds.).
Management of Risk and ceri aint v in Svt,,is A:quisition: Pr ited-
ings. pp. 6-20. Ft. IAe, Va.: U.S. Army Proturement lRseMarc ' Office.
198:1.

sca'. Eugenv L. "The Cost Growth Phenomenon.- Nati nal Contr'at
Man ageen (ft .htrnal. ;:2 (Winter 198: 3. 37-4-5.

SHEA, Joseph F. "Observations on Defense Acquisition." Defense Sys-
temis Management R'vivw. 1:4 (Aatumn 1977), 29-3i.

,IIEI~E. Charles W. "Achieving a ligher and More Comp't itive State-
of-t he-Art in IXW| P r(-ure-nent iProKceduires.' Nat ional ('onm t Manage-
ment .h iurnal. 15:2 (Wi nte 1982). 71-83.

SIM(INSON. G. R. "Misconcept ions of Profit in Ik'fetnse Policy.' Nati onal
(':nt ''t Management .journal. 15:2 (Winter 1982), 15-20.

SIZEIf)VE. .1. )uglas. -Remotely Mon.ared Hatt lefivld ,'-nsar System
MIE.MBANS) Program ID4-cisnin Risk Analysis.'" In Army Il)epartment
(ed ). Prtieldings. 1 2t01 Annual I .S. Arm\ ()1wral itns l('.earch Sympo-
sium, vol. 2, pp. 712 17. Va>,hington, I).('.: 1973.

SMITH, ('harles II.. and ('harles NI. Ioiwe. ,Jr. ",SoeI ,"oure'e and ('(mlxt i-
tiVe Pric '- rnds in Stiare Parts Acqisition.' Nat tonal_t'nila t__Man
jgemet-lyurnah, 15:2 t'mnter 198;2), 51-Si;.

Page I i0 (.A), Pt'34A104$ Technical Psk Aasw-o~nenl



Appendix 11
Biblkigraph,

SMIT l(. . K. Ai. Force'_ Aq!uti.n O!ptions "or Ow 1980s: A Briefing
on St tdy l ;i's. Santa Monica, Calif.: ANI)C' Op., 1979,.

SOIINSKY. Kenn.-Ih S. ('-ontrlltd ('omlptition for Optimal Acquisi-
tion." [),fi,.n' S'stems Managcment Heview. 3:2 (Spring 1980). 47-55.

'IHiNGEIt. Ro,%.;"t '. Jr. "Controlling Risk in Reliability Incentive Con-
ra' ling." Nati:i .1 On- tract Management .lotrnal, 9:2 Winter 1975-76).

1.9.

STIM)N. Ribar. A., and A. D)ouglas Reeves. "Improving IDe fense (Om-

tractor Productivity. l)efense Management Journal, 19.3 (1983), 41-44.

SUVIR, .lams R., and F. Theodore Ilelmer. A Bihligr .phv of .eled

Studits in the \ .'a)ns Acquisitiort Area. (oorado Spring,%. Colo.: Air
F.rce Academy. Department of ionoic.i and Management, 1972.

SVETLICII, William G. The S,stens Acquisition lrocess and Its Limita-
tions in the 1i) p;rt ment of I)efen.w. Washington. ).C.: National Defense
University, 1979.

SWEENEY, Patrick ,1., and Douglas V. Rippy. "khavioral Aspects of
Ditcisions 'nder 1'ncertainty During WeaIm Systems Acquisition." In
M. D. Martin. Alan .1. Rowe, and ilerold A. Sherman (eds.), Management
of Risk and IUncertaintv in the Acqpisition of Majorj1rigram., pp. 76-78.
Colorado Springs, (olo.: Air Force Academy, 1981.

TIOMIPSON. Wifliam E.., II. "Risk Implications for Cost Growth in
Weapon System Acquisition Programs. "" Conccpts"l'h, .o rnal (if

,fen.se SystLmsAcq i ili ioManagement, 5:2 (Spring 1982), 11 -28.

TIMSON, F. S. Technical 'n(_crtaity,Expec te_ Contr(a Payoff, and
.ncginr!g kl isimakmgin a Svs )em lk'vel( pment I l'r ct. Santa
Monica, Calif.: RAND C:trp., 1970.

TI "FEMAN, Richard F. An Intr nduction toQtant it at _e I 1I l tis for
.I )e,_t in _aki_!g. New York: I[h.lt lRinehart and \\'inston, 1974.

11.S. C)NGiR-N4. I louse of Heprese-ntat ives. lnipr!., cmni.s tot he

I'part n lit (if 1)eflense Acquisit ioi n '2 ess In cludill.i (" i ficales of
Co ,'t.ncvy. hlearing lHfor_et lunvesgt io_ StLh'e'rnrttcl' of the
oamitt t__ on _ud ,rvices. I7t I. CIng., Ist sTrs. \ahingten. D.C.:
t .5. (,<vernmnt l l'rint ing Office, 1 .9M3a.

Pagie I II (,AOi. PE'M~)I4&IS Tr'rKnkI Riak Auw.awwint



Apgwendix 11
Bibliograp~hy

!'.S. CONGI-SS, Iluse of RePresentatives. I leariijpiLk'jfpret hic (Com-
mittee on the Ijqlprct. .98thI Cong.. I st sess. Washington, D.C.: I .S. Gov-
erment Printing Office, 18h

I earings on I IR_5167, Department ofIDefense Allthonizat ion of
Appr-opriations for Fiscal Year 1985i iin4_Qxemht ofC Previously Aiiho-
rized Piograms, Blefore the C'ommittee on Armed Services. P~art 4.
Research, IX-vehovpment, Lest, and Lvaluation-Title11, 99th Cong.. 2nd
sess. Washington, D.C.: U.S. Government P~rinting Office. 1984.

W.L. ~illiam C.. Jr. "The f'rudent Use of Engineeirs in Program Man-
agement." J)vfezise Management Journal, 15:2 (197 9), 14-18.

WELLISCI I, Jean B., et al. -Schoxl Management and Organization in Suic-
ce Ssful Schools.- 14wiology_ of Eduication. 51 (July 1978). 211 -26.

WENJ-DT, Robert L "Practical Implications of Acquisition Policy
Reform.- 1)e-fenseMNanagement .Joutrnal, !8:4 (1982). 15-19.

WENTZ, William. "1'nderstanding How the Defense Department Allo-
cates Resources "GAO Review, 49 (Sumnmer 19M3). 27-29.

W1LL!AMS, Robert F., and Richard I). Abv-a (eds. ). Management iif
IRisk and I *nvertainty in Svst emsAqsiiwrciding. Defensew lii' k

and Uncertainty Workshop, DefensA Systems Management College. Ft.
Iklvoir, Va.,July 13-15, 1993. Fort Lee, Va.: Army Plrocurcment
Research Office. 1 983.

W1ILJI) GIHBY. Willis .- Ir. Btvst _ Practices, for Transi-ti-oning fi )vl
('j-nent to Product ion. Chicago: Rand McNally. 1984.

WOU.J.hhn K. C. *Quant itative Itisk Analysis oif thle I npact. of Majo
Changes in Nav-y Programs.'' In Rolb'rt F. Williams and Hichard 1).
Ahvv.tai teds.). Managemnent ofRisk and l'incertainty in S en Ac-qiiisi-
?j,i,: roceedipgs. pp.36-43. Ft. I A't. Va.: Army I roc-urenicnt Hoswarch

Office. 1 9831.

'4'(M) Y.J.amies H. *1x)1 Prn 'clieetw oiv The Effet onl AertisMiace
Financial Rik''I)'Icil"eNt ug'etIo n 181~ (19S2). 22-27.

WOR)lM. Ge iige HI. App~llicat ion oif Ri-k Analvsis in the Acqi -iitinl if
Mla or Weali o' Svsi ('ns. ( *enison, S.C.: Clemison V niversit y . I 1 partmoent
of Induistriail Mainagemniit, . I80.

Page I12 GAO PEAINW5 Technical Ri~k AfqtArnvnl



Appendix~ III __ ________ ___________ ______

Advarnce Com-ments from the U.S. Departmnent
of Defense

Note GA(C e response T'
supplerneflti% -'.at __ ____ ____________ ___

is given in the
report teK1 appears
at the end of 'his ..... TH UNDER SECRETARY OF DEFENSIE

apperidix WASH4INGTON tic 2§0i1-30@

I DEC NS8

Mr. Frank C. Conahan
Director. National Security and

Iternational Affairs Division
US General Accounting Office

Washington, DC 20548
D~ear Mr. Conahan:

This is the Department of Defense (DoD) response to the General Accounting
Office (GAO) Dratt Report, ^Technical Risk Assessment - Unclear Po..icy and
lnadecluate Practice Characterize Current DoD Efforts' dated October 3. 1985 (GAO
Code 973193/051)Cae eNo 6858)

The DoD generally concurs with the draft report The DoD. however, does
not agre "ith the GAO s emphasis on technical risk. without concomitant
consderatioln of cos, and scheoule risk. The relationship of all three, (covt
schedule, and technical risk) musi be recognized and balanced in the mnanagement
of overall program risk. Specifisc comments which address the report f inding, r
attached

We appreciate the opportunity to comment on the report in draft form.

Sincerely,

DonaldA. Hicks

Attachment
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GAO DRAFT REPORT DATED OCTOBER 3.,198S
(GAO CODE 973193) OSD CASE 645.8

-TECHNICAL RISK ASSESSMENT: UNCLEAR POLICY AND WlADEQUATE PRACTICE
CHARACTERIZE CURRLNT DOD EFFORTS'

DEPARTMENT OF DEFENSE COMMENTS

FINDINGS

0 FINDING A.- DoD) Has idenjtified Technical Risks As A Factor"t eaig To
SchedusrW i poaae and Cost GCroawth. The GAO observed thiat technica risks are
inherent in the oevelopment 01 new weapon systems when performance
requirements ex~ceed the capabilities of current technology. According to GAO. if
not anticipated and managed in the earsy phases of the acquisition process technical
risks can have profound efi ects on orogram costs and schedules GAO described
technical risk assessments (I RA) as the process for identifying and evaluating the
potential tor periormance problems, drawing a dlistincton between technological
risk,,and program, risk.,(which alo include schedule and _ost risk). GAO reported
that DoD has identified technical problems as a major factor in cost growth and
schedule delay and has reported that the level of technical risk directly affect$
decisions on further development. The GAO further reported that it is the DoD
postion TRA can sign.ficantvy reduce the overallcost of acquiring new weapon
systems The GAO concluded that substantial savoips could be expected from the

Now pp 2, 10. design nand implementation ofTIRAs. (pp..I -1.p. .i-7/GAO Draft Report)
and 77

DoD Comments:

Partially concur The DoD does not concur with the GAO report implication that
technical risk should be emphasized in isolation. Technical risk is only one element
of overall program risk, which also in .1udes, funding and cost risk, aK well as
schedule risk. it is essential that consideration of program risk include balanced
consideration of each of the risk elements. The DoD does conctir that early
identification of technical risk, as well as other types of rtsk, should reduce program
costs. It will also improve program stability and help ensure on-schedule contract
performance. Since 198 1. in fact, the DoD has been placing much greater emphasis
on program risk, and has reduced cost growth to about one percent It should be
noted; however, that early identification of risk, while reducing the amount of cost
growthi, does not necessarily reduce program cost ht may simply cause recognition
of additional corst initially thereby precluding it from being included in growth
calculartions.

o FINDING 9: Desp rte Initiative I I DoD Polii neadin Techia J

Acquisition improvement Program called for the use of quantitative technical risk
assestments to support the buoigeltng of funds to cover risk. The GAO noted that
mamny quarititatve approaches &itelrescrnbe iin a hanbook developed by the
Defense Systeims Managemewnt Coliege (DSMC) in i "iporne to Inifti"' 1, land that
other quantitative and qualitative tools w.e avaiU I. -. The GAO further noted that
there are many resources availab,# to aid I!ogramr !, .4nagemnent Olf ices (P%0) in
performing echnical risk assct-.ments, but ai:o ol1 iv-d that there are some
obstacles to a clear understan~ding of DoD expiectati,. 'AU pointed tn no
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consistent definition of what is meant by technical risk as well as no DoD-wvide
definition of the commonly used terms htqh, medium,. and low risk While GAO
acknow;edged that somse finitions exist for program risk, such as that deve loped
by the DSMC and by Air Force Regulation /0- 15, GAO nonetheless found no
standard oiefinitio.-i of technical risk in DoD The GAO also observed that. wtiile rt is
true that the regulations, for documentation of major system acquisitions include
requirements that technical risks be addressed, the aegree of discussion of
identification of ris..s isnot set out, nor.i, there any specification of the kind of TRAs
to bx used GAO found that there is no official poi icy or guidance calling for the
application of specific tools or technicuie%. nor are there generic criteriat for TRA,
independent of the approach used T he GAO concluded that despite the fact
Initiative 11 was intended to promote qualification of, and budgeting for, tehnical
risks, in reality it has had little influence o ter the three Services' prcedures for TRA.
The GAO further concluded that there hive been no periceptible changers in Defense
Systems Acquisitionl Revwie Council (DSAkC) procedures or operations as a result of
Initiative 11. In summary, the GAO concluded that while the Departmeont of
Defense has general policies calling for TRA, the policies are unfocusedand not

Now pp 3 24 27. clearly describged under any regulation or directive. (pp. 2-1 through 2-17, and p. 5-
and 742/GAO Draft Report)

DoD Comments:

Partially concur The DoD concurs that policies relative to discrete treatment of
technical risk remain unfocused, arid that a generally aiccepted and understood
definition of tech'nical risk, including commonly used terms (high, medium, low
risk), still does not exist within ine DoD As indicated in the response to
Recommendaton 1. the Do, witl issue a handbook that incorporates DoD
definitions of risk, including guidance on what conStittes high, medium and low
risk, to the extent possible DoD does not concur, however, that Initiative ItI has
had little or no effect on the Services or DSARC procedures for TRA Whileit is
difficult to identify specific actions attributable to initiative I1I, as no'ed in the
response to Finding A, the overall program results are vastly improved.

o FINDING C: Differences Among Program Offices In Adde-n% Tehn'cal
Risk. From its evaluation of 25 n'.alor-systertt Program managem'ent firK (IOS)
Tor programs between Milestone l and Ill. GAO found that no PMO% quantified and
budgeted for technical risk. as called for by Initiative 11. .cking DoD criteria for
what constituted a TRA. the GAO developed crrteria for minimal standards of
quality for TRAI. stating that risk efiorts (REst should be:

. prospective, examining rr~ks before problemr occurred;

- planned, not an incidental part of program discussionsm;

- explicit in attenition to technical rtks;

. documnened, so that the results of the assessment could be
shared with decisicon-na kers and staff, and

-reported twice tn each aaluisaton phsas to dtrwmine how risks were
changing

The GAO repofted, thart altough all 2S PMC)sosuade an ef-fort to identify their
technical risk!, only three conducted risk effotst meeting the GAO-developed
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interiaifor TRAI in addition, the GAO observed wide variation in how risk efforts
are implemented Although fOrmats for aswesinrg ris.k are generally most useful
when they combine a aescription of technical problems with qualitative or

quataiveraing-#e .when they specify the content and level of ik. GAO found
generally Most jt.'ormative when they cover all subsyslems. not just selected ones or
the system as a wh.-)le. yet few PMOs did so. The GAO also noted that reliability of
risk itiput is enhanced when %everzl raters Provide written input independently, but
again, few PMOs followed that procedure The GAO also concluded that inasmuch
as most PMOs did not consider the compleuity or msaturity of their sysems when
choosing impiementatmon options, it was not likely that their riA efforts, as
implemoented, were as useful as they could have been in furthering system

Now p0 3 34 48 I development (pp. 3-1 through 3-3 1, GAO Draft Report)
and 74 75 DoDcommIents:

Partially concur. The DoD does not concur that risk efforts were less useful than
they could have been in furthering syslem development As GAO pointed out (&once
it did not assess the actual experience or degree of success of the systems studied), it
could not determine whether TRAs actually chosen for each program were the most
appropriate The DoD does concur that there should be criteria for TRA in
generalized form, with allowances for tailoring to specific program circumstances.
I, will not be possible, however, to measure all TRA eHortu against uniformly
imposed criteria. Each major system is unique in a number of respects The success
of one system may be dependant upon the development of new technologies, while
another systemn may employ only proven technologies Thus, the description n
as high, mediumi or low must be measured on a relat -ivt scale. rC.hr inan on any
absolute scale TRA is comprised of a number nI anioy4,cal tools which should be
careTuliy selected and tailored lo th*e specific circumstances Present on a particular
system Presrribmig a standard methodology to be strictly applied across a broad
spectrum of individual program circumstances would be extremely difficult, and the
desirability of doing so would certainly be open to question. The selection of TRA
areas within a program must generally be left to the ProgramlPfolect manager, the
individual most familiar with the program risks.

0 FINDING 0: Information Provided For Serioice And DSARC Review. The GAO
obsered tnhat (in order tobe usefl aecisiounsregarding the pace and direction of
thewe programs must be made during milestone reviews at the Service aend at OSARC
levels. The GAO found, however, that, on the average, technical frsk information
was presented in only 80 percent of the vanous. documents for Milestone l and in 76
percent for Milestone 11. The GAO further found that"th analytical approach used
and the scope of risk was almost never reporte-d in thewe documents. After
reviewing biriefing charts, minutes arid scripts used in these reviews, GAO concluded
that rt was unlikely that much inforyiation was conveyed orally to reviewers on the
approach and scope of the risk effort The GAO also concluded that milestone
decision documents rarely combined narrative information wilth cualitatore or

Now pp 4,.48 51. quantative ratings for all subsystems, (pp 3-1 through 3-31, pp. 5-3. through 5-
and 75 7/CAO Draft R,2port)

Do1) Coirnents:

Partuall concur- The-DOoD) does not concur wrth GAO's metihodology for arniving at
90 and pret. respectively The DoD guidance does not require a risk
assessmerntn several of the documents %-4hech the GAO used in calculating these
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averages The DoD does (cr'cur that where risk data is presented, it should b-e
complete and the definitions and methodology understood by the reviewers. The
DoD handbook (jee response to Recommendation 1) will proeide reasonable
definitions and methodoloigy as a basis for such i.ndemsanding The Handbook.
however. will not ieqluire the preparation of a risk assessment for ever prograrm.
Defense Acquisition Improvement Program (DAIP) Inative I1I indicates that risk
management techniques should be used where appropriate.

o F~nOIN&U: DifficultiesliCommnunicatiri AndAssessiri lTechnecal Risk
Infrmaion dn eiscussions wihprograms managers tiM)adWFtEr

personnel within the PMOs, the GAO found that mnost, but not all, PMs were *ware
of the characteristics. of their risk efforts. GAO defined these characteristics as (t)
format-whether risks were rated in qualitative, quantitative, or narrative terms. (2)
scope--whether the focus was on the system as a whole or on subsystems; (3)
procedure-whether input was octained f~om a single individual or group; (4)
sources of input-whether the contractor, laboratory, PMO or other sourc-s were
relied on for technical risk information, (5) approach-whether quantitative or
qualitative approaches were used to determine risk. The GAO concluded, however.
that PMOi staf turnover, and the failure of somre PMO staf to mention risk efforts,
even when they were ciocumerited. suggested problems with information flow. The
GAO also concluded that neither program documentation nor brief ings were
adequate for informing PMO staff or reviewers about technical ris-ks. GAO noted
that in some briefings and documents. tecninical r'sk was not even addressed. GAO
obrserved that in others, risks were treated minimall , as when the system was niven
a qualitative risk rating with no explanation. in adition, further complicating the
reviewets'task, the GAO found that risk for specific programns was addressed
differently across documents dealing with the same programs-ice., rating scales
changed, and ratings themselves changed, all %without explanation. The GA3
further concluded tha to ecision- makers within the program effice and at review
!evels cannot base decisions on the true technical risks of a system if they do not
know about an assessment or there is not enough information presented for them
to evaluate or understand it. and that ultimately, the risk efforts will not be

Now ,P 3 62 67 effective if dircision-makers do not make use of their findings. (pp. 4-1 through 4-
and 762)

DoD Cormient:

The DoD concurs. As noted in the response to Finding C. howeveir, uniformly
imposed criteria across all DoD major procirarns will not be possible. At the prisent
state of the art. 'IRA is an extremely complex subject Nevertheless. witnin a
program, the definition of terms should be uniform, a i.ommon understanding of
these definitions should exist, and the appliati of teirnts and definition shuld
be clear to reviewving authoitlies. The handbook described in the response to
Recommendation I should achieve these retulm.

0 FIDING F* CorrrcWtr Risk ffofts. fr. a rtated subject. the GAO found ithat
PMOs o tten riije on contractors to identify technical risks, but generally received
inadequate information on the contrazlor'srisk efforts. For example, GAO
reported that freqiuentlly PMOs received only the contractor" tsk ratings and did
not know hbow the ris-k effort had been conducted or how thei ratings we" defined.
The GAO also found thst PMO staff believed that ontractor efforts may be biased
because industry does not wantl estimates of extreme risk to jeoipardiue winning and
m~aintainin~ contracts. (GAO observed that this .&me bias may affect estimates of
risk within the program office or DiD, vrnce, Defense officials reportedly prefer to

Palle 117 G AM) I'M1?.N&S Technical Risk Axaemiiwinl



Adviqmnv ( .,mnwnts frtim t1w U.
1*palnwnt . Iinir

fund systery with low to moderate !cchn~cal risk) Th~e GAO concluded that PMOs
did not recoive sufficient information, in most irnstances. to evaluate the. aaecluacy

Now pp 5 69 71 or accurac-, c' the contractors* risk efforts (p 1,,. 4-2. through 4-3 1. 5-5, and 5-6,
andl 76 GAO Draft Report)

DOD ComnU:

The DoD - 'r.iurs. In those cases wihere TRA is, conducted by the contractor. %he
inforna-,r% -irented should be sufficient for a complete understanding of
methodo c'ty, definition of term etc. used by the cont'actor in the analyisi

0 FoDING G: Sara "d Trainipr F Pro rm Off~je Riktfforts. The GAO
reporteiti?7t, rao Itn thf PTtsi~ i~wreivle nb electing
and performing the risk efforts De-sile this, however, GAO found that technical
risk assftsmient receives l-itle attention in the Services* training courses. The GAO
found that the Army is thie only Service with a course on risk as part of its regular
courseofferings The GAO further found that when risk is mrentioned. it is broadly
defin~ed as * prog ram r tik,' and technical risk is addressed only minimally aid that
neither tht Service schools, nor the O SMC. discuss approaches for assessung technical
risk The GAO concluded the~t. generally. iliere appears to be insufficient training

Nowy pp 4 67 69 available to support thie p~erformance of TRAs. (p,. ii. pp 4-24 throughi4-281. p 4-31.
7?1. and 76 p. S-S/GAO Dratt Report)

DoD lComirients:

Partially concur The DoD does not agree that the information in the GAO report, or
other data available to the GoD, supports a conclusion that there i, Insufficient
training to support the performance of TRA% for instance, the D$MC provides thie
following coverage of risk.

a. Program Management Course 85-?;
Instructional Unit T2.1 130-1140 Risk Management

b. Program Management Course 66-1;
Instructional Unit T2. 1130-1 140 Risk Management New Unrt: Risk
Workshop - a sixt hour workshop utilizing personal computer sized model
to evaluate changes and provide the student ith an understnding of
risk management
New Unit. Quantitative Methods for Program Planning and CArttrol -a
problem oriented unit to illustrate how the PM can interate

performance. schuedule. cost., risk 4 uncertainty.
c- Progriim Managers Workshop,

A Risk Management Workshop has be-en a regular part of th.s course
Since its inception in Januatry 1984.

d. 1933 Defense, Risk and Uncert~ainty Workshop
UISA SponsoiredIVMC Hosted; 13-15 July 1983I

e. P is Aswewren viemm i - Ak Hndoo f Proga Manageimt
Personnot: First Edition; July 1.983
Developed and published by DSMC.

f. System lngineefing Managemvent Guide: First Edition, October 1993

roge ItS GAO TttTrhniai ik Ae..iwt



AprIvedix [if
Ad% arei Ctoriue from the' US.L
Degartieg. of Ilicennme

(Second Edition currently underway) Developed and published by
DSMC Chapter 22 is entited. R'%k Analysis and Managemnit-

g. Computer Mo~dels art currently in usit or in development by DSMC as
follows

1. OPESO Model
2. TRACE Model
3 CASA Mi-del

All of the a bovv mnodels are being sized to run on the OSMAC Personal
Computers.

The DoD concurs thist technical risk is taught in the context of program risk. The
DoD ogre"s also that technical risk assesvrnent. in the contract of ovrall program
rikskwelbe Q,vifl iiecreaed emnphasis The DoD handbook *being developed (see
response to tecommendaton 1) weorll help on this effort

o FINDING H, Detinitiois Of Ois* and Pisk amt of The GAO found
that fe; 4P6i5"now how 1h e Srv i i or to -oc umrents aefine risk. For examnple.
GAO reported that no PMQ cited the DSMC definition, and only on*e Air Force PMO
was aware of the definition of rwilk en Air force Regulation 70-15 The GAO found
that while rrany PMOs had a definition of risk "faed by rmost staff members, the
definitions varied widely across PMOs GAO reported I mat many PW-Os exapressed
risk in qualitative ratings-high, moderate, low, or red, yellow, green. Their ratingrs
were. in turn. defined in narrative or quantitative terms For example, high risk was
sometimeriscdefintcd narrativeivas. 'beyond the fState of the art7 or defined
Quantittvely. aisat leasl an 80 pe-rcent chance of failure The GAO concluded that
narrative as well as Quantitative definitions were widely dsvtrqernt across a&H PMC-s
and wero- of-ten contradictory. The GjAO further concude~cd thalt with definitions and
ratings so in'onsistent, confusion is almost inevitable in addition, the GAO
concluded that the results of any risk effort performed withoui regard for such
inconsistencies wrili not be very valuable and may misead cdecrseoi-makers Fiiially.
the GAO concluded that the PMICiscurrent approach to addressing lechniocal risk
offers no guarantee that req uisr-te informo-ation well be pwovided to dercrsn-makers

No p 3 54 62 inside thep PMCD or at the hig her levels of review. (pp, 4-1, p 4-16, p A-3 I, pp. 5-
71. and 76 5/GAO Draft Report)

DoD Commenorts:

Partiafly concur. The DoD concurs that definitions of risk sho-ulco be cornsawent, and
that thewe definitions should be undersood by program personnel as well as by the
decision makers reviewing the program As indicated above, a DwjD hidbooik will
addrel, these The DoD does not concur. however, wi" the impliaton that
standard definrions werll set out a Lmrforwely applicable catergorization of risk, w'hich
wiill neceswaily provide comparability tromr progqram to program Considering the
diversirty of nsks eocountered aK-oss a broad spectrumn of programis. eaaet with
unique problems, selection of rik ,snwenI too#-.. mothodohog and risk
definitions should be taiored to besi suit the individual program Once defined.
they mit be unifcrmly understood Ris* assessmnent should not be considered as an
exact scienice. bert should be recognized as the aon that it is at the present time
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RECOMMENDATIOYNS TO TME CONGRESS

o W(OW-' 44DATION I GAO recorrmended that Congreits direct the

Draf Report)

Partially concur The Dot) concurs that cs ogram Fisk, to .niclude cost. schedule. and
tel#Chnical risk together with risk rat ing co;egoreits. shoulId be de fntd The
definition%. ho~tver, mutt be somnewhAt broad. since strict standard definitionsl of
risk totinlg categotitl cou4d not be imPosed across all OoD pro-grams

0 ftECOKMCND TiON 2 GAO recommended that Congress direcl the
iS~crrtaryor'C~efrseo reQuire that 'itk etlorts 'ocus Cplicisly on technical fis. and

be orciicrtive. Planned, and repeated early and lite in each &cQuisitio>n phase (p
Cp 7 7 5.7.GAU Drati Report)

DoD -Cents

Partially Concur Risk assessment effort% should include and emphasize, but not b

I-'.it tote~iicI rskTo fortit only on technical risk to the exc~lusion of coit and
schedule risk denies the sirong coup.inq Thai @*,%it between inern furt.ier.
Project'Prograrn Deoid~n Authority should decide the frequency of risk ,iswivyients

o 1C0MMENOATION 3 GAO recommended that Congress direct the
Setrearor~lifin-4to rjirr program 0 ccir to O0,cu~tnt their risk effortS (pp

io p 7 7 !, 71GAO Draft Report)

Partialy concu: In those cow%- where a rroqramn perform% risk Assessrvrit. IFose

i effort hould bedocumrn'ted The DOD does not Concur that there should Ibe more
doc~ji~ntton fecluifrefts on Vrogrami than those .tIreacty deuiribed cn (DoU
Insifucion S000 2 'Major $ystem Acq 'isit.on Procedures

RECOMMENDATIONS TO THE DEPARTMENT Of DEFENSE

0 PFCOMMENiATION I GAO recommende" that the Sf-cretary of Deftnse

~~~~i* ~ ~ ~ ~ e ircnaelb~)gie ri ro t~ve ;mplementAtion of ink efforts. regardinga optiorri for
formnat. %cope, input procedurt. and assessment approaches (pp 5-7,GAO Draft

ton 4 u" 7 7 Report)

DoDo Comet

Partially concur The DoD concurs tliat risk asscs .mnt efforts should be de-scr~bed.

but not in specific detail The DVAC will be requeie to vrepare a DO[) handb~took
i on Vie rmanagemnent of program ri Dtais of the risk assenv~hrent efort or each

program then will be determined by the Services and the irsdivicual programts

o PI111OMNOINDATION 7 GAO recommenrded that 'he Sacrrury of De-fpnse
I require that 1ecr)nicArs 1-,riom~ providtd for rvv-rw ncluoq a desct-ption of

4o" i e-A frormat11 %cope, inot czrpedures. sour es of risk infornsat'c,.ti. anid assessifint
Wcrn 5 kn 1, 7 &ppr--)*hes (0 5 7./AODrf&t Report)
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Non-,concur It ii flot f(Mbfry for the Sefrtary of Defense to rqu to explicit
elements of rsk reiiw informalson anoria sessnent approad.ho1 lo,(hnnchf risk of a

t SPecifiC Sstem may ot welil uriderilood by O0xARC membetr%. or ,nay relure vhryt,%g
deg ressof labormiion in documenis presenled during revievis DoD irtirucon
5060.2 Provides for the lubmittal of dala as oetermined by the Declense Acumin
Executive. and trqest1s for data -"~ult fromn a review o4 p-ogramn d-xurentatoni by
various Staff .Ierrents of the Office of the 1,ecretary of Defense prior to DS.ARC
Mi~esiones This data togetther with the Vuidance in 1tf,0 new DoD handboo&k.
Should provide the basis for full undicltariding of other risk ettferritil involved ini
individual program firt( P^i

o F OMM~NDATIOtNJ GAO recommended that the Sr otry of Deferl-w
r, ~-i'iashould -conisat FPr6,rovr4jaddloria!. more focused training in te-chn-CAl risk

assessmnst ipotagetreoai ntcnclr~s p -/A rf
Report)

Partially concur The DoD cr r'cuml .hot risk should be emphatzod Greater
emphasis on risk oiwss-renZ ic chnucjues rn ongoing in The cop ir of overall pirogrom
risk Hwv. tassruJnot be lctdls nt~~.a ikassmns
which is only a oat of or-jgiam r's*J The ?frtphli~mis tea balr~edapproacn to
the rmnbgemnent of program risk (Also see responise to Finding (A)

0 R!COMMI NOAT ION 4 GAO recommendea that te Secretary of Defense
require contiacior effor! .to be &S~l ierttly cL0cVmeVIed 1o AliOW independent

'% i/i'-ien'Ja vaiuluton aod usin the p ogram office (pp S-&CAO Draft Report)

7 7 ~Do Q C o~ir

Concur. Where contractors po4 orrn the risk analys. th:s eflort should be
sutfic-ently documented Cocurronce does nol iornly. howe-vr. that all pi'ogrenhs
mutt have conitractors perform risk assesment as a Part of their contract W~he
required and included in trie controct. the Progtrm mitM provido aporopfial
contracual longi.'ge and tirewison to guide contractor s etlorti "n insurt a
Sat lfaclory product Specifi-c guidance* in this area aiso will be coveted in thew now
DoD handbook.
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,7 1~oliowving is our restxms , to comnrts from the 1. .8 t)par merit of
l)eferse in it.; boccrnlwer 9. 1985, letter.

GAO's Response

"Finding A' As requeste bytC ~aeGvrmna far ommittec, the sub-
ject of this reJx)rt is technical risk. This d~xs not nivan that we su[iow
an appiroach to p~rogramn management t hat de-vinpliasizes cojst or
schedule risk. On the contrary, it is precisel.the relationship botween
teChiiCai risk, on the one hand, and cost and schedule problem_ , on thle
other. that prompted GAO's review. If one considers te-chnical risk ats the
indepenrdent variable and cost and schedule problems as., depenrdent vani-
ables-on this Ixint. %%e agree with I1(n)-then the proper treatment of
technical risk covers cost and schedule risk to somc dlegree. .Nivent I re-
less, in this reTxrt \%-, have explicit l\ considered cost arid schedule risks.
Our review of tire- phases of acquisition in chapter I relf-rs to a wide
range onsiderat ions affecting development -lst and scliedUle prOb-
lenit oi i s techinic'al tnes, In chlapter 2, we noted that cost, schedufle,
and Iv~h. icmi -roblvei- are interdi'iwndent. Thus, we have fovuwf'l on
technical risk but have not isolated it from other imimirtaiz' risk tie-

// / ments. It r' re~s ne to 1ii s comment, we revised t hese chapters in order
to empnlhasiz.e the inixirtar.(e ef cost andl schedule problems ats aelis
technical one's.

-oeer. we found sme ti1) asessme-rts I lv:~t r s'dcost or
sChvduIv risk withbout differentiating tie( sources, of these rsk-.-, "i_-, -
nical or oither kinds of in ihlims. Meroe.risk asse-ssors arey 5me.ii" ies
asked toi est miaw th li Ii l hi exi oftencounter-ing technical prc dlomis
given six-cific cost or si( h-'%llle constraints: hencei.e %%t him.~'(1i'i~~'
that assesments Should expI ressly idlentify techinal as wevll as co st arid
5('hedull' problems. What is ch'-arlv needed is a1 balance i)f at tent ion to
technical, coist, and si Ii''di le risks.

tIx) stales that earrlyv risk assessments (art reduece co st gri cwt h bult do( not
timsessa ri I v ridrice pro)gram cost. Actui Iv. t J er miunic Is IiteficialI.
But reduicid Jirograrinrcost is corrainly morv IhkclvN it risks are Irlent i rd
and rniltiredt carefuclly froma tii outset.
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"Finding B" Li, claims that Initiative I i reduced cost growth, but as we rexrted in
chapters 2 and 3. none of the 25 program wiaxgemen: v"fices ha.s lr-
formed a quantitative technical risk ass,-ssinent for ,.- ibudgeting.
and Initiative 11 has not :timiated new Ixulv'y in th. -,rvices or the
m*ARC regarding the idt-ntificatioi and quantification of te(hinical risks.

ExiD ha.,; not di:sputed the,se findings. It is reasonable to c'include tLat the
reported reduction in cost growth stems from other factors, such as the
reduced inflation rat,:s in recent years.

"Finding C" Neither the current nor the eventual success of these programs is the
only basis for determining whether risk assessment procedures are ade-

quate. Principles derived from experience also offer valuable guidance.
Presumably ,vorking from previous experience, lwii approves of assess-

ment criteria "in generalized form" but would reserve decisions on "ana-
lytical too)ls" for p,igram managers. These comments are consistent
with the conclusions we drew from our analysis of program manage-
ment experience inside and outside ix)[. The five criteria we have set
out are generic-that is, i hey are appropriate for all mntjor programs.
With respect to analytical approaches vnd implementation, we have rec-
ognized the ne.d for flexibility. since d misions in analysis and impc-
mentation depend on particular charateri.stics of systems such as their
maturity and complexity. Few of the program offices have pcrlorned

technical risk assessments meetini the five criteria, and few considered
the maturity and complexity of their systems when conducting their
assessments. Thus. despite the absence of data on the effects of risk
a. .5,ssments, it remains unlikely that most of the ass-ssments we fo11und
were as useful to program managers and reviewers as they might have
been.

We have recommended I hat rating categories such as high, medium, and
low be defin d, but we thouight that the developmi n tof definilt ions
should be left to IxiD. I.)I's fortlhcoming handbxk will apparenlly pro-

vide definitions of technical risk and of risk rating categories (seoe i- ,ID's
comments under 'Finding 1"). l \weve,. we reiterate our stat(.'mnts in
chapt er 4 on t he need for definit ions t ht_( 'an I v rp iod arros-s p ro-
grains in order to redice existing disparities in basic risk concepts and,
thereby, facilitate managenenit and review. The task is to find aLs inuch
('101111011 (inceptual ground ;Ls , )ssible twfween programis or ie;miningful
subsets (for example, higlh-i'dclology pr. grams) We have relpot'vd that

the Air Force took this approai'h in defining program risk in Air" Force
Regulatin 70-15. It i,, difficult to Inugine a handlux)k t( ,r gencral use

thait would not attelnlit to filld this common ground.
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"Finding D" We ha'., pointed out in hatl-rs 2 anid 3 that ixl) Ire,.ulitills requii'e
coverage of tec hnical risk ill lhe milestn(ie dlocumntis. tx li Inst Irction
5000.2 and th Army's Materiel Acquiil im i landtlb k (I ).\ R( '( ia)M-I 70-
2) call for information on risk arLs and risk reduction eftfirts in the
s'steml concept paper. (.isin (vcirdinating -ajwr. it egrated lit oiam
Summary, and acquisition st rategy. 1iK1) l.:-triiction 50(iI.3 I' retui , dis-
mission if ('ritiral issues in Ihe test and ivaiilation rnaute0' plai, sl -'ifi-
cally inchidin g issues arising fron technical risk. This coverage is not
possible without some sort of risk assessment. however formalt or
informal, cxtensive or brief. We searched for technical risk information
in thtse d(Ktliments. whet her or not it was explicitly linked to any
asses.smnit. but fountd no sth information in 2(0 to 2-1 percent of the
documents. It is imixirtant that technical risk informatlion always bo,
available ill progran' reviews and that this ipformation cover h(tli tile
met hods aid lite results (if an iLssesmetl. Reviewers can then evaluate
the information and weigh it, as they choe. ,, aling with other factoi rs
considered at each milestone.

"Fiiding E- Ve recogniz- that technical risk wLssessment is complex ald imiUst take
part icuilar pi ogram circumstances into account. Bhut moldern, "high t ech"
\%eapon systems rei( also complex, and there is real ly no allntive to a
careful, thorough assessnent if thie technical risks involved in dt-vi-
((ping thesw systems. As we have noted in our resIK)IlSe tot x itt'. C t' imtn
un(ier "Finding C," generic criteria for risk assessment can he devellK'd
and aplied without sacrificing flexibility. We ha\-e furthler no (d that it

is imnrnrtant that definitions of technical risk and (if rating cat igi iries. in
tilt manner of Air Force legulation 70-15, be general enllough t ir its
acriss lpro igrams. We hoipe hat the forhtlhimi ng ii K handtxxi (k will
aCCoIlit et!a t tiese purxses.

"Finding F" No reslisc is necessary.

"Finding G" Tilt *lclt i iins cited under "Finding G are miv ;oina analysis of lit
coui rses, wo irkshoilps, and handiooxiks Ixili refers t(o. The cotlir(' se aind
workshops cither cotver technical risk minimally oir (io not menim it at
all. Other res4iitrees describe assesslent Iecllnique's but provith n o giiid-
a"1ce for scutug tochviqyies that are sutable for pal icular priigrllits.
It is iiix riitailt to note Ihat most (if t olurses ifl( wiiikshitps cithed in
IX)Ds cotmmt'lls (lver risk managerennt, not risk wLssos~illtlt , As wVi'
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have ;tot(,( inl chapter 2, risk management deals with ,wotris as they
arise, wherea~s risk assessmcent idexvtifivs problems in aidvanice. 1'his,
risk asessnwnt alerts program staff members to problems that they try,
to avoid or solve t hrough subsequent risk management. WDx. s COUr-ses, do
not provide enouigh coverage of thle coiieepus and analytical tools that
are used in thle assessment of specifically technical risks. Several of our
other, findings, such as the Inconsistency in definitions of risk and risk
rating categories and the lack of explicit attention to technical . sk. are
further evidence of thle inadequacy of current trai.-ting. In short, tile
technical content of ixM's training for risk asse-smnrt lags behind thle
technicai content of tl'.2' weapon systems being developed.

"Finding H- wxn has mis tinstnied our conclusions tinder "F'inding If." We have not
ca!led for a standard set of (oncepts and too)is to he applicable in all
respects to every p~rogram. We have noted in chapter 3 that technical
risk assessment requiires- some decisions I hat cannot be considered
generic. Various concept-s and tools in technical risk asseo.ssment are,
moreover, not orni',rmly appropriate for all programs (as w also) note
in ch;4pters 2 andI 4). Butt much of the potential advantage of tecThnical
risk assessmnt is lost if manager-, and reviewers cannot compare
assessment procedures and results ini general termis across at least so(me
programs, such ;Ls those that utse similar technologics. Comparab~it\
across p~rograms facilitates an ana~ysis of the trade-offs between two or
more systems conimting for further funding. It also helps reviewers for-
niulaite and follow tip oin their own concerns regarding systemns wvith sim.-
ilar technical features. And, finally, comparabifty across progr; nis
reduces the time it takes to bcomle familiar with any one system uinder
review; decisionmakers do not have to learn a new language of risk (-onl-
cepts, procedures, resuilts) for each system they' examin~e. We reitotrate
our resls)ns& to EX u's comments under **Fnding C"': thle task is to find
the common gi oiunid Inl (I(filnir-g and assessing tecliiiical risk, a-s Air Fo.'ce
Regulation 70-15 does5 in iis definition of programi :-isk.

Recommendation I Ini t wdoratt that 1w)Inreviewed, we :iadv thrt' rce,(immenda~t ions to the
Co4ngress and four ito ,ie( socretary of I )vense. For the, finial draft, we
directed il lthe reco mmendat ions ito ihe secretary. siihsiiniing the topic
(if cont ractors' risk tef forts (original ly rec( mniondlatnin 4 to the secre-
arv') under w hat is now reccti merndat~in 5. The (ontent of .Al Ithe ree-

ornmentlat ions is the -aniv Ii tOe pulislied re(Ixurt aLs inl the( draft WD~
reviewecd.
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Cognizant of difference-s across wt) programs, we support guidelines
that are as precise as po)ssible and as flexible as necessary. The develop-
ment of suc., guidelines may not be easy, hut it is nonetheless crit ical to
-ff,,t,.- pr-!ram ,. anawemnt and review. Since it is often iiecesary to
estimate the like it;.od of technical problems under specitic cost or
schedule constraints, definitions and procedures should be devised for
each compl(mcnt of program ris,,, not just for program risk in general. If
an estimate of technical risk is required, analysts can use those defini-
tions and procedures to provide it.

Recommendation 2 We have called for explicit attentio:, to technical risk, not for exclusive
attention. Technical problms shoul I be describxd and evaluated clearly,
not left implicit in assessmenLs of cos! or schedule risk. As we have
stated in the report, we supiort risk asm-ssment at least twice---early
and late-in each acquisition pha., to inform decisionmakers regarding
work in that phase and progress to the next. But technical risks are
ongoing and, as t) believes, decisions regarding the frequency and type
of assossme:it are best left to program man-,gers. The wording o this
recommendation was, changed in the final draft in order to ( larify our
position: the recommendation for two assessments in each phase now
calls for at hlast two assessments in each phase.

Recommendation 3 The purpose of documentation is to make it possible to track risks
throughout the acquisition cycle. Only if records are kept can reviewers
and program staff full,- understand, evaluate, and update past assess-
ments. The records need not be lengthy. so long as they adequately
describe assessment procedures and results.

Recommendation 4 We hope that tw's forthcoming handx~)k will be detailed (.1n<nigh tO
provide ts-.-ltl guidance regarding format, scope, data collect ion, and
as. essment approaches. We have reported that we found a wid,: variety
of risk concepts and procedures among the 25 program offices in the
study. We also found general inat tention to the complexity ard maturity
of systems asassessment options were selected. Fo;" these reasoms, it is
imptrtant that fxwl not merely enumerate various risk concepts and pr -
cedural options hut also f, -mulate advice for selecting appropriale con-
cepts and opt ions.

Page 126 GAO/PEMDM-6 Technk i UmAk Amsr-ement



Appendix III
Adance (ornmnents from tie US.
Depantnegt of N.fenow

Recommendation 5 DOD already requires risk information in program reviews, but the infor-
mation now provided is inadequate in several respects. We have charac-
terized the kind of information that would provide an adequate basis for
understanding and evaluating risk assessment procedures and that
would th,-refore be aptnropriate fir inclusion in revievw rlcmcnis. For
some programs, reviewers may already know the technical risks or may
decide that they do not need all the information we would make avail-
able. But it is important that the information be available for every
reviewer who wishes to see it. (This position underscores the need for
documenting asse sments. Without a written record, information
requested later by reviewers may not be retrievable.)

Recommendation 6 We believe that attention to technical risk should be explicit rather than
being left implicit in cost or schedule risk assessments. We agree that
cost and schedule risks also require careful attention. But in our review,
we found serious inadequacies in DOs current training for technical
risk assessment. Courses, handbooks, and other training resources tray
require formal revision to ensure full and proper attention to riks that
are distinctly technical.

Further, as we have noted in our response to DOD'S comment under
"Finding G," it is important to distinguish risk assessment from risk
management. DoD's training stresses risk management. I fence, we pro-
pose that training emphasize not just technical risk but also asss. mnt,
as distinct frcn management.

Recommendation 4 (Now in We have not proposed that technical risk assessments be required of all
Recommendation 5) contractors. But when a contract or request for proposal does make the

requirement, specific information is essential-the same information we
have recommendLd for program offices 'documentation of risk. The
infomiation covers format and scope of the risk ratings, information
sourc-s, data colltc'-tion, and the analytic approach.
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