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The Honorable William V. Roth, Jr..
Chairman, Committee on Governmental Affairs
United States Senate

Dear Mr. Chairman:

This report responds to your February 26, 1985, letter asking the
General Accounting Office to evaluate policies and procedures for
technical risk assessment fn the Department of Defense. In the report,
we make six recommendations, covering basic risk assessment concepts,
policy, and operational procedures. Each recommendation is directed to
the Secretary of Defense.

Officials of DOD were asked to comment on the draft of the report.
Their comments appear with our answers {n appendix IIl. DOD generally
concurred with our findings and recommendations, but we believe {t is
critical to monizor DOD's further efforts. For exasple, the new risk
assesswent handbook tc be prepared by the Defense Systems Management
College should cover the assessment of techaical risk, not just the
management of program risk in general. Coming hearings on DOD
management will present an opportunity for the further review of
technical risk assessment in DOD and for the direct expression of
continuing congressional {nterest in this sub ject.

As we agreed with your offfce, unless you publicly announce the contents
of thic report earlier, we plan no further distributfon of it until 0
days from the date of the report. At that time, we will send coples to
those who atre {nterested and will make copies available to others upon
request.
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Executive Summary

Technical risks are inherent in the development of new weapon systems
whose performance requirements exceed the capabihties of current
weapon systems. If not anticipated and managed carly in the acquisition
process, these risks can have profound effects on d program’s cost and
schedule and, ultimately, the effectiveness of the armed forces.

The Department of Defense ¢pan) has identified technical problems as a
major factor in cost growth and schedule delays and his reported that
the jevel of technical risk directly affects decisions on further develon-
ment. In 1981, pob called for a greater use of quantitative risk assess-
ments to support the budgeting of extra funds to cover technical risk.
By 1983, pob informed the Congress that the sorvices had impiemented
this inttiative.™

Despite the eritical value of technical risk assessment and its reported
prominence in bop's acguisition decisions, very httle is known about
either its characteristics or the information on risk that is made aval-
able to program managers and reviewers,

The Senate Governmental Affairs Committee asked GAO to examiae cur-
rent Dok polices and practices governing the assessment of techmical
risk and report on the quality and avalabiity of bop's techieal nsk
information.  ~

.

Ba(’kgmund 'l'w-lmu'ul'nsk assessment f«.»r aweapon system bemy dv\'vl«'»;rd I~ the
- responstbility of the system's program management office. The purposes
of dssessment generally iclunde identifving techmeal probjems that nuay
oceur, raung e ltkehhood of therir ocourrence, and estimatimngg the extra
funds needed to solve them The results are to be used to fude techancal
decisions and program scheduling and budget:ng,

To exatmine current pon policies and practices, GAO obitained relevint
dociments. interviewed representiatives of o and the services, and
analyzed nisk-related efforts in 25 program offices covenng ali magor
weapon systems refevant to Gao's purposes. In December 1954 develop
ment and produaction costs of these systems tagether were estinated to
exceed SIS0 tlhen,

Page 2 GAO PEMD XS 5 Technical Risk Assesapient




Eaecutive Summan

Results in Brief

Principal Findings

Diespite pov's concernt with technical risk and #s potentiad effect on
defense, DOb has no clear defintion of technical risk and his ot devel-
oped advice or trinning sufficient to dude the selection and implementa-
tion of vanous analytical approaches (pp. 24-33. 54620 and 68-649),

In most of the 25 program otfices GAO reviewed, the design and napile-
mentation of efforts to assess technical risk have not met nunnal stan-
dards of guality. Essential information on assessment procedures and
results hits often not been avaitlable to program nanaagders or reviewers
(pp. 33-51 and 62-T 1

Risk Assessment Guidance

Design Criteria

Dop has identified many technical risk approaches, both giantitative
and qualitative, But there is insufficient pohey and traimng to ande
program managers in the selection of suitable approaches Further, no
standard defimtion of technical risk exists within 000, Accordunidy,
many program offices have developed their own mformal detimtions of
technieal nsk and nsk-rating categories, but Gao found them meonses-
tent and sometimes contradictory, Despite potvs T9OST it in e, none of
the 25 program of fiees had conducted a guantitatin e techimeal risk
assessment 1o support budgeting for risk (pp. 24-33. 35, 5462, and
68430,

Because pob had not developed standards for its assessments, o
denved entenia from management principles and previous rescarch on
risk. These are prospective assessment, planned procedures, documenta-
tion, explicit attention to technical nsk, and reassessmen? i emch aegpne
sition phase. All L . gram offices had made some effort todentity
their techmical nises e only 3 efforts met these eniteria The renuaning
22 addressed nsk i e way but did not fulfilll one or more of the
criteqa tpp. 3H-43,.

Implementation

Turning from design to implementation, GAao found that few of the 25
program offices’ nsk efforts were carned out in wads hkelv to prodoce
the most acvurate and useful results, In thas regard. 4 program of fiees

had provided a cesenption of teehmcad problems and a rating of sk

Page 3 GAOQ PEMDMA S Technical Risk Avarcament
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levels, 1 had cevered all of o systends components, and 5 had collected
data from independent racers (pp. 43-48).

Communication of Risk
Information

Technica! rick information soas not always adequately conveyed to deci-
stonmakers. Sote proccena staff werd unaware of the nisk efforts car-
ried out for their sysietrs gun others lacked important information on
the assessment procedures and vesults. The documents and briefings gao
reviewed did not adeguately deseribe assessment procedures or results,
Further. whoi program offices received techmeal nisk information from
contractors, it was often eat well documented (pp. 48-5) and 62-71).

Focus of GAO Review

Focusing on technical risk assessmient processes, GAo made no attempt
1o appraise the securgey of any assessment or to measure s effects
But findings indicate that the processes of risk assessment must bhe
improved before its accuracy or ontcomes can be successiully studied

Recommendations to
the Secretary of
Defense .

To remnforee pop's emphasis on technical risk assessment, GAo recom-
mends that the secretary of Defense

define technical nsk and categones for rating risk;

require that sk efforts focus exphicitly on techncal risk and be pro-
spective, planned. and repeated at least twice, carly and Liteo i each
acquisibion phase; '

require program offices to document their nisk assessment procedutes
and results:

establish guidehnes regarding options for format for rating risks, scopee,
data collection, and assessment ap.proaches;

require that the techrical risk ingr rmation that program offices or cop-
tractors provide for review inclide a deseniption of format. scopwe, data
collection, sources of riskanformation, and assessment approaches; and
provide mare factused traamng i techmeal risk iassessment.

Agency Comuments

ob generally concurred wath the priincipal findings but argtaed that the
report overemphasizes technseal problems as distinet trom the cost and
schedule components of overall program risk. pob concurred tully or
partially with all recommendations excopt the one cathng ror mahking
addittonal information on nsk assessment procedares avinlahle for
review (GAo's Difth recommendition) pob prefers more fiesibality
regarding the content of information that s provided for reviewers of
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assessment results and procedures. DoD also expressed reluctance to
place further requirements on program management and argued that
cost growth has declined to about 1 percent, rendering such require-
ments unnecessary (pp. 113-21).

GAO believes that the findings demonstrate a need for more clarity in,
and attention to, technical risk assessment in bop. The findings do not
suggest that technical nsk is more critical than cost or schedule nisk or
that DOD's attention to cost or schedule risk can be reduced. GAo benoeves
greater consistency in assessment concepts and procedurcs is required
but also recognizes “he need for tailuring assessments to particllia: -
grams. GAO did not examine effects, but since most of DOD's assessments
have not met minimal standards of quality, it is unlikely that they have
contributed to any reductions in cost growth.

£
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ntroductior

fechoaval nishs e mberentain the development of pew weapson sy tems,
whose advanced perfornmance requirenments may eaceed the cajabilities
of current technalogy. Not te anticipate technieal risks tefore anid
duning the developainent process ereates the potential for scheduhing and
cost probicims and, worse, the possibihity that s system woil Lol to et
1S design speat e ations and will not function as mtended In hine wath
s, o TOSS Aar Foree report oo an affordable acqusiion approach™
fonnd techiuca! protdoms i faetor in more than 50 pereent of the pro-
grams that expenenced cost growth,

It is understandable that technical problems may occuran the des ciogs
ment of systems that most achieve pesformance goals beyond any yvet
atianed, as for example with the need for sitnihoant improsementsom,
the accuracy of the submarine-Linnched Trdent I masstle over the -
dent L Botitisimpor.ant to recognize that teehnieal problems meay
occar in Ume tao plan and budget for solving them and to speafy jansible
alternanive techinwal approsches Technieal nisk assessment s the pro-
cvas Soradentify g and evaluating the potential for performance
vrobhems,

Recognizng the hazards of not antuiapaung techinicad oisks, the Depart
ment of Dhefepise (oo s focused ca the teed ta dentify anied plon tor
ti-chnicad nsk in defense production in vanous ways:

I As carly s 1900 the deputy secretary of Defense directea the secre
taries of the amued services tadentif v areas of hyth technge al nisk do
formad risk anady - and ieclude exphiot consideration of risk assess-
ment, reduction. and avordanee 1 managing Weapon systems
acginsinion

2 In TORT, the deputy sceretary of Defepse recommendad that each ser-
vicr expand s efforts tosnantfy the texhimical rks of syvstems teeing
desceleped and to allocate fun s to deas wath these risks (This recom:
mendaton. kpown as hhutiative T1s discussed ain chapter 2

3 Inrecent testimeny before the Congress, Defense of tierals stated that
funding wonld be approved for sy stems with ondy low or mederate tedhe
racal risk Butidentify i such systems poses problems, simee ten has
stated that ratings of riskoare sabpective and that st s ey essary to be
Grstiousan categorizaimg risks as hugh moderate, or low
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phases of developient atad gor decision pords 18 v s sy g ogder 1o ‘
rocess understand the issoes involved m techaocad fisk assessinent, becagse ‘
attention to techimicas risks s roquirisd i these phiases At e nGoecisgon l
pomi, there are several levels of review, calnunaning sith o w Diefonee
Systems Acgosation Review Council (OsakC or ] deicpatea by the
InALe, i Systems Acgpnsition Review Counetl (saie y sathen the appro
onate senvice The tra e provides advisory upps .t the secretary of !
Defense, whoas the deaditg authonty. 1
]

For cach migor weapon, there are four phases of acquisttion. the Nirst
thres of which end with o “pulestone " deosion by the Imake or dele-
Rated to the service Sus The phases are concept exploration, gemaon
stration and validation, full scale development, and prodas on wnd
deployment. These phases and there relevance 1o techie al issoes e
deseniteed beiow and summarized i higure 1} 3
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Chapter 1
Introduction

Concept Exploration

Justification for initiating development of a hew system is provided by a
“need deterrainaticn,” which is part of DOD's planning, programming,

and budgeting system and is normally submitted when funds for the

program objectives memorandum bud; et year a e requested. One con- -
sideration in establishing need is technological advancement. The secre-

tary provides program guidance after the memorandum review, thus

officially sanctioning the start of the new program and authorizing

acquisitiop to begin when funds are available.

A program management office then acquires information necessary (o
select the best alternatives for system concepts and the developmen® of
hardware and softaware. It also establishes the technicel specifications
and cconomic basis for the proposed systent and develops a statement of
the objectives. responsibilities, resources, and schedul: for ol vest and
evaluation effsris. One program responsibility in ¢his phese is to iden-
tify critical teckaical issues for subsequent resolutiorr, in an effort to
minimize future problems.

At milestone 1, the requirement for the prograr is reviewed and vali-
dated, the validation being based upon this prel:minary evsluation of
the system concepts, cost, schedule, readiness objectives, and
affordability. The milestone 1 decision establishes thresholds and objec-
tives to be met and reviewed at milestone [1, the acquisition sirategy
(including the nature and timing of the next decision point), and a not-
to-be-exceeded doilar threshold that will carry the program through
milestone 11

Demonstration and
Validation

During this phase. the program management office accomplishes
variety of tasks relevant to the technical issues. It verifies prelimi ary
design and engineering. analyzes trade-off proposals, prepares a fo -nal
requirement document, and validates the concept for the aext phas
full-scale development. Prototypes are often used to demonstrate the
feasibility of the system, subsystem. or companents, system-specific test
and diagnostic equipment, and support equipment. Plans for testing ard
cvaluating the system are updated. The program office also ensures tho t
the risks have been identified and are acceptable and that realistie fall-
back alternatives have been established. Performance estimaies are
reviewed for consisteney with the risks involved.

This phase ends with milestone 1 approval to go ahead with the pro-
gram. The tim.ng of the decision is flexible, depending on the acquisition
strategy adopted at nulestone L At milestone 1, all significant risk areas
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are resolved. so that the technology is in hand and only engimeering
(rather than experimential) efforts remain.

Full-Scale Developnient

In the development phase, the system, including training devices, com-
puter resources and other items necessary for its support, is fully devel-
oped, engineered, fabricated. and tested. Milestone I, the decision to
proceed with the production of a major weapon system, is normally del-
egated by the secretary of Defense to the service secretary, unless
threshotds established at milestone 11 were breached o the public or the
Congress is greatly eoncerned about, for example, persisten? technical
problems or cost growth.,

Production and Deployment

During the final phase, the service trains operational units, produces
and distributes equipment, znd provides logistical support. Product
improvements, as required, are introduced.

Exemptions from the
Acquisition Phases

Technical Risk
Assessment

A magjor weapon system may be granted exemptions from some phases
of the full process. For example, a system that is judged not to require a
full concept exploration, as may happen with a follow-on to an existing
system, may skip to the demonstration and validation phase or combine
concept exploration with demonstration and validation into a single
effort prior to full-scale development. Milestone reviews may also be
skipped or detayed if there are no distinet concept exploration and dem-
onstration and validation phases or if the program has been
restructured.

As a system moves through the acquisition cycle, the program office is

responsivle for identifying, monitoring, and solving its technical prob-
lems. At each milestone, reviewers are to appraise the sources of risk
and the progress of the program office in reducing nisk. According to
DOD policy. these efforts dre to be Lased on the technical risk assessment
for the system.

Assessment his many possible approacl:es. Usually, one or more tech-
nical expernts identify particular components of the system bemng devel-
oped and then describe or rate the risk associated with each component.
Their ratir gs may refiect the level of risk and sometimes also reflect the
consequences of possible technical problems for the cost, schedule, or
performance of the overali system. Ratings can be expressed i several
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formats—examples are a three-point scale ranging from high to mod-
erate to low risk and a probabilistic estimate of the chanee thai tech-
nical problems will occur. The ratings can, in turn, be based on various
sources of information, such as expert judgment, test or simulation
results, and publishe d technical Feports on similar systems. Finally.
some assessieats cover only techmical risk, while others cover technicit
along wiik cosi and schedule problems or estimate the implications of
technical parotlems for overall program cost and schedule. (Each of these
components of program risk—technical, cost, and schedule nsk—is cerit-
ical, and each merits careful assessment. )

Chapter 2 provic- - deled examples of various assessnent
approaches. Chen or 2 identifies criteria for appraising the quality of
risk assessments and deseribes the methods DOD currently uses to
manage the develoomer. of new systems.

Objectives, SCOpC, and Rvm@ﬂzinﬂ t?mt f;xih{ru m Ef(i(‘(]ll&ll('i.\".it\ﬁ(‘sf the technical nisks f.or pro-

srams can result in excessive changes in design, prolonged delays, and
NIchOdOlOgy substantiai cost overruns, the Senate Governmental Affairs Committee
asked us to examine por's policies governing technica! risk ang to
review the quality of pon's current assessment procedures and
applications,

The Questions We To describe pob's efforts to identify technical risks in the development
Answered of new systems, we formulated six evaluation questions covering assess-

ment policies and practices across the three services.

1. How does the Depantment_of Defense define technical risk? In addi-
tion to determining how Dop and the armed services define technical
risk. we looked tor differences in definition or ambiguitics in meaning
that might affect the way assessments are performed.

2. What guidance does bob provide for assessingt technical risk? Because
defense system development is unique, we wanted to learn what assess-
ment approaches, if any, pob has developed or promoted for the use of
the program management offices,

3. How have the services implemented Imitiative 117 We sought to deter-
mine whether specifie polictes on techinical risk assessment have
resulted from Initiative L the 1981 pob recommendation to the services
for quantifying and budgeting for technical risk. We aiso sought to
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examine differences in the way ihie services approach technical risk
assessment

4. What arc the characteristics of current efforts to identify the tech-
nical risks of new systems? This question, aimed at describing ¢fforts to
identify technical risks for systems now under development, encom-
passed the largest set of issues. It included, for example, determinng
when these etforts are performed and whether they are being
documented.

5. How are efforts to identify technical risks implemented? We sought to
learn what formats are used to rate risk, whether the ratings cover spe-
cific subsystems or only a system as a whole, and how dita on techniee!
risk are collected.

6. What information on technical risk is available to decisionmakers in
the review process? This question completed our examination of the
acquisition process and, together with the five other evaluation ques-
tions, provided a framework for examining bob's technical risk assess-
ment policies, procedures, and applications.

The Risk Assessments We To answer the evaluation questions, we collected infoinaiion from the

Examined Office of the Secretary of Defense, service headquarters staff, schools,
laboratories, and defense contractors. Our principal data collection
cffort was gathering extensive information on technical risk assess-
ments from 25 program offices managing the development of new sys-
tems. To obtain a full understanding of technical risk assessment
throughout pob, we examined all three services (the Army, Navy, and
Air Force) and the differences between them.,

We defined our universe of systems as all "major acquisitions™ going
through DSRARC review. Major acquisitions are more costly, pose greater
risks in development, and are more intensively reviewed by the secre-
tary and the Congress than other acquisitions. Therefore, we saw them
as the most likely to have had acquisition improvement initiatives and
many related program management functions implemented. We
excluded from our study some of the 43 major acquititions that were
under development on July 31, 1984, for three reasons.

1. Programs very early in the acquisition cycle Tacked the documentae
\ q )

tion we needed and had nnt progressed through the review process. Pro-
grams very late in the cycle, those already in production, Lad already
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passed through the review process, in which it had been certified that
all technical risks had been resolved. In other words, we excluded pro-
grams thar, had not yet passed milestone I and those that had already
pas: d milestone IH. The programs we examined were in either the dem-
enstration and validation phase or full-scale development.

..+ xcluded ship hull programs (but not ship systems such as elec-
troniis) because of the long periods of time (up to 10 years) it takes to
build them and the generally low level of technical risk associated with
them.

3. Because of bOD's administrative decisions, we excluded the Armny's
guided antimortar projectile: bob cancelled the program before we were
able to collect data from the program management office. And we
excluded the Navy’s tactical microwave landing system, which pop
included among its major acquisitions to ensure that the secretary would
review one of the system’s components bul exempted from DSARC mile-
stone reviews (and, hence. it feil outside our parameters).

This left 25 systems in our universe, including 5 Army, 11 Navy, and 9
Air Force systems. (We classified joint-service programs according to the
service with iead responsibility for developmentd. ) In December 1984, the
projected development and production costs ol these programs cxceeded
$180 billion. They are described briefly in appendix 1 and listed with
their stages of development in table 1.1,
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Chapter 1
Introduction

Table 1.1: The 25 Msjor Systems We
Examined and Their Milestone Review
Status on September 15, 1984

System Abbreviation Sersce
Between milestones fand it
Antizubmarnine Wa. iare Standoft Weéﬁoﬁ VVVVVVVV T T Aswsow Navy
Advanced Taclical Radar System - T T ATRS T Navy
C-17A Awrlift Arrcralt System ST T T cara 7 AdForce
CV innerzone Antisubmarnne Wadare Hehcoplev « T T evHELD Navy
Hngh Frcquency AntiJammer T HRAY "~ Navy
Inter- Servace/Agency Automated Message Pro':e_s_iir_\g T T is/A AVPE " TAuForce
Exchange
Joint Surveullance and Tavgel Attack R Radar Systerﬁm_ T TUSTARS | AnForce
Mark XV identification Fnend of Foe TTTTTTTTTTTTTT Mark XVIEET T A Force
Mult:p e Launch Rocket S/s!emﬂermmal ‘Guidance V Wamead M‘MLRS/TGW o Army
Short. Range Axt Defense Command and Comrol Syslem "~ SHORAD C2 " Army
Short Range Attack Missiet 7 sRaMu T ArForee
T4sTramng System T TT4SIS T Nawy
v-22 Osprey T V22 Osprey o Navy o
Between milestones il and Il T o
Army Helxcoptev Improvemenl P;o—gTam T T T Tame T Arm,l o
Advanced Li ')mwe.th Torpedo T e ‘ALWTJw T Navy
Advanced Megum Han'*e Au to- A" s ssie o i AMRAAM T A Force
Anhsa!nlh\e Wbapoh Tttt T ASAT T A Fo«ce
Anbome Self Protection Jammer  ASPJ o _N;v—)l
Joint Tactical Information Distribution S,fs!er;r_‘. T MDS (A AxForce
Force)
Jont Tactical Information Distribution System  JUDS  Nawy
(Navy)
M1 Abrams Tank Enhancement  MIAt  Amy
NAVSTAR Globa! Positoning S;stéfn U;ef'Eau-'bﬁ‘;éhlm——w_” NAVSTAR  ArrForce
ggﬁ:pmem
Remotely Piloted Vehwcle T T 7T ey ‘}\vm'y‘ o
Submanne Advanced Combat oyslem— T T SJBACS T Navy
Tndent Il D5 Weapon System T (ng)ent v Navwy

The Approach We Used to
Collect and Analyze Data

To answer the six evaluation questions, we obtained documents to pro-
vide evidence of service policies and program management activities
and conducted structured interviews to ensure that information was
consistently obtained from the program maragement offices. Our data
sources are discussed briefly below and more fully in chapters 2 and 3.
Table 1.2 gives an outline of the p.amary data sources by evaluation
question.
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Table 1.2: The Primary Data Sources for Our Evauation Questions

Publications,
Office of the
Secretary of
Detfense, and Program
service msanagement
Evaluation question hes iquarters School office Lab Contractor
1 How aoes D00 gelinz technical nsk" £
2 What gundancc does DOD provide for assess-ng technical r1sk? ) o X X ) 7
3 How have the services implemented Initative 17 X
4 What are the charactenstics of current etforts 1o -denmy the techmical nsks X X X
of new sysrems” ) _ _ o o
5 How are efforts 10 -denmy 1echn cal nsk mplemented" X X X
6 What information on technical nisk 1s avadabie o decisionmakers n me X

review process”?

For question 1, on pon's definition of risk, we gathered publications that
define technical risk, including regutations and other documents specifi-
cally about risk assessment for DOD and the three services.

For qucstion 2, on pob guidance, to gain background information on the
approaches to technical risk assessment available within bop, we used
documents and interviews at the Office of the Secretary of Defense and
the Defense Systems Management College, the Army Logistics Manage-
ment Center, the Naval Postgraduate School, and the Air Force Institute
of Technology.

For question 3, on Initiative 11, our primary sources were documents
(regulations, memoranda, and policy statements that represented offi-
cial respanses to Initiative 11) and interviews with staff in the Office of
the Secretary of Defense and with individnals at the headquarters of the
three services who were involved in decisions relevant to the initiative,

For questions 4, 5, and 6, on risk effort characteristics, implementation,
and information for decisiommakers, the primary data source wis an in-
depth census of our universe of programs. We gathered documents and
interview information from program management offices on the risk-
identification efforts performmed for major systems under development
in the Army, Navy, and A Force. (We also conducted exploratory inter-
views with individuals in DOD and at the headquarters of cach service.)
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Chapter |
Intreducuon

Documentation included risk assessments performed foe the weapon
systems iand documents avanlable for the tsake review. Among the docu-
ments requnred by the ISARC were systenm concept papers, deciston coaor-
dinating papers, integrated program summaries, test and evaluation
master plans, acquisition stritegies, and briefhing matenals prepared for
the IsARC and the services, At cach program office, we interviewed the
program manager and deputy, contract officer, chiefl engineer, and
others, if any involved in performing, risk assessment efforts. We also
interviewed staff at service laboratories and contractors if they per-
formed assessmients for the program management office, bur we did not
seck informaotion from these sources uniess the program managenment
informed us of their outside contribution.

For help in answering the Last three evaluation questions, we also devel-
oped structured interviews when data collection across multiple sites
was required. We used sepaiate data collection instrements for the pro-
gram offices, schools, laboratories, and contractors. We developed a pri-
mary interview for program manaders, deputy program menagers, chief
engimeers, and other program staff and an additional set of questions,
which we used in comgunetion with the main interview, for persins who
actually conducted risk-identification efforts. We used cevarate inter-
view forms for contract officers and for program offices in the Army
that empioyed the total risk assessing cost estimate approach. Forms
were pretested at B program offices during the planning phase of this
study. Further information on the data collection instruments as avail-
able from GAO's Program Evahution and Methodology Division,

We selected quathtative data analyvsis, including a tabulation of vartables
drawn largely from our interviews in the program managenment offices,
as the approach best suited to the information we gathered. We also
analyzed the documents we collected in order to deseribe the techinical
risk information they contained.

For a few weapon sy stems, the program management offices performed
two or more pisk efforts. For these, an effort was considered prinuoy if
it was the one most frequently mentioned by respondents or was the one
that had been most recently condncted or met more technical risk
assessment eriteria than other efforts (see chapter . Appeadix Timen
tions a variety of techmeal risk evaluations that we did net inclide in
our amalyvses (Our review was conducted sn accordance with generadiy
aceepied auditing standards
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Our Study’s Strengths
and Limitations

Given its purpose and design, our study has strengths and hmitations
that sbould be recognized. One limttation is that the study’s dccuraey
and completeness of data depend largely on the respondents. Whenever
possible, information from one respondent was confinned, and inconsis-
tencies resolved, by checking with other respondents, including former
members of the program nunagement staff, and by retferning to official
program documents. In some instances, iowever, the structure of (3.2
program office or the nature of the risk effort made it impossitile to
obtain further information; thus, for a few questions in the report, some
data are missing,

A second limitation derives from the parameters set by oty evatuation
questions, The purpose of this study was to discrimanate nisk efforts on
the basis of <lear differences in their design and implementation. Our
parpose was not to determine whether the efforts were actualiy used in
program d:cisionmakieg or to compare ihe offectivencess of efforts that
do and do not meet various assessment criteria. Accordimgly, we did nos
attempt to link offorts to outcomes such as resti acturing programs or
reducing cost growth.

A third limitation alse derives from our purpose, We examined only the
made no attempt to estinate actual 1isk or the accuracy of statements
about nisk for the systems. No judgments were made about whineh sys.
tems have high risks or about whether risks should be animpediment to
approving the continuanee of systems.

The stuay has noteworthy strengths as well, First, our interviews were
with respondents who have a comprehensive range of interests and
expenences televant to this topie, including program managers, mile-
stone veviewers in command of fices and in the Office of the Secretary of
Drefense, and staff members in program offices, laboratories, and con-
tractors. We also interviewed representatives of oob schools offering
courses on risk. In combiniition, our interviews included respondents
who plan, perform, mterpret. and review nsk efforts and respondents
who provide refevant trainmg,

Second. with the exceptions already noted, we covered all major acquise-
tions now in development Sincee these receive bop's closest serutiny, we
expected sk efforts for these systems to be among bob's most caretul
attempts toadentify and plian for techmeal problems
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Third, working from published sources on risk assessment sind program
management chisted inappendix 11, we developed generie eriteria for
ganging the quality of nisk eiforts. To our knowledge, no other set of
criteria hke these exists. While our set 1s not necessarily defimtive, if
does offer a meaningtal way to discriminate risk efforts and a basis for
further refining the cntena.

Finally . (his report provides new and important information. Previous
studies have not systematically deseribed the characteristios of pop's
risk efforts or the information these efforts provide to deasionmakers
(See, for example. Army Department, 1973, and Willlams and Abesta,
1983 1Y Ours does, providing a basis for evaluaung possible revisions in
relevziae bob pobcies and practices and for pliannimg studies of the

ef feliy 7 risk assessment on program costs and schedules, Appendix 11 §
contiuns comments DOD made on a draft of this report and our response
toe the commuents,

"Fuil biblxstraphical data arc g en i apgpendin 1] 3

-

L,
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)OD's Policies for Technical Risk Assessment

/ X

In this chapter, sweansswer the first three evaluation questions

1. How does bob define technical nsk

T
I

2 What gindance does 16 provide for assessingt technicat nisk? 3

3 How have the services pnplemented Itrative 117

. L
Current pob policies call for the acknow ledgment and discussion of o -
svstenrs technical rishs throughout the aeguisition eyele. Responsibality
for assembhing and providing technical nisk intormion s placed onc the 3
program puinadement offiee. As resitt, reviewers of the system may 1
have the advantage of chtinmng imformation from the persons who e
the most experienced wath it One disadvantage s that the prostram statt
may not provide an object.ve orimdependent Jook at the system,
although the reviewers need complete and comprehensive technical rish
information to make their own evaluations,

The first dovument required for approvingt the acgmsition of & weapaon
system CJustitication for Migor System New Start,]” must discuss the i
matnurty of the sy stem’s toechnology swith Upaarticular emp-hass on
renruuming areas of rsk 7 iater ot cach nulestone, deastons made ot
tagher command v els muost Grhe techinteal risk into consideration This
1s to be dociimented as follows

1At mdestone 1 asvstem concept papwen st adentifsy Ses arcas oy

tew hintea) rish whach are 1o be rediecd thaonth researchonad devel oo
nient, the yeduction to be vabidated througn testing and ey ahiation 4 :
tetare milestone H

2 For mdestones Hand B o devision coordinating papser innst contuon o X
discusston of the contmung teclancal pisks of the system: For miadestape
TL thas prapeer muast ddso disorss testoand evahaathion resolis and <how o
that adl snftuboant sk arcas have been resolved aovd that the teche
naologs tedrares ondy enginecrind (not expermentalretlons

A Forcach mpdestore review a testand esado daon master o st
desorbue ot alissues to be b essed by testme e i assies

aresing froean techracal nisk

PG ol or past of the systemes tes hinodogy Loas not been demonstygted
then tor cach mudestone tesicw amantedraled progoam sathimary must E
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ow hoes DOD Define
echnica! Risk?

[§ !upu.-r 2
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Wdentfy the techtueal risks and sotivaties that bav e teeen planined ton
edncmy them

5 Forcach milesione review, a paper cinled “acqusition stratepy” st
sthtumarize the technieal risks and the plans to reduce or elumnate them,

Further evidep-< of tapcconcern with technacal aisk appeears m testy
mony before the “ongress: In heanngs before the House Budget Com-
“uitee on eebruary 20 1983, the undersecretary of Tefense for @0 carch
and enpineenng stated that pob was “making realistic assessiments of
techiteal and schedule risks and hnuting technological ady ancements [o
be incorporated inour systems” (S Congress, 1953b, p H08) On Feb-
ruary 27 1984, 10 Leanings before the House Armed Services Cope
mittee, the underseretary stated that tollowaing Initiative 14,
Csyiuficant progress” had been made tow ard reducing cost grow sy
stemming from techiucal risk. ating aneffort that “quantifies che vost
requinasd to overcon, e development risk and program the RUtas
Posearchy development. tesg, amd v gluation] funds necded™ (U S Con-
pross, FISE p 7T,

Finallvoas we discussed i chapter 1 nmative 11 calied upon the ser
vices toymprov e thens tecvhnead risk assessmentsand to budget for tech-
micad risk. Asa resul analvas msde and outside Do have developed or
wdentified approa bes 1or assessimgt techmical nisk

The cappears to be no standard detiaation of techancal risk an 1aon's dowc
ments and regubicions or those of the services In some instatiees, the
term Urisk T s used ta reter to program niskoan general Inother
mstances, the term refers toone or aticother component of progeam risk,
such as cost grawthe «chedule delays, and performance problems sk
assessimer? approacies often bhivak progdranm risk imto these cor sonents
S appi caches deal exclusively with one component, others i orgo-
vite fore than one within thie siame model Whide each ol thess risk com
ponents s eritical to program success and reguires expliot attention,
theyare notandependent A we disenssed i chapter Totechniead prot
lems are apparentis @ mnaor factor in the Cont oy er s I wealaon sy
teiasaeginsition s herefore, techinne al rishoas relited to cost pisk and.
the Same wav to < hednle rick

The Dretense Sysrtems Manugement College doefines risk s the
Probatahty and consequence of pot acbueving same detied program
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goal—such as cost. schedule or techinical performance™ (Defense Sy s-
tems, 1983, 30 Thas definition suggests that ratings of techmeal risk
should take into account both the hkelthes4 and te conseguences of
problems. Accordingly, a probiem consigered very unbkely nught be
rated “high-risk” becatse 11t were 1o oceur, its consequenges for pro-
gram cost or schedule would be severe. Combining probabihty with con-
sequences inasingle rating obscures the nature and tevel of risk tfrom
technical problems. Inany case. this detinition is not binding or even
actively promulgated within bon.

pob's regulations on milestone documents do not provide a definition of
technical or brogram risk. nor does pon's directive for managing risk m
the transittion from development to production (discussed i the neyt
section below ). The only service regulation we found with a defition of
program risk is Air Foree Regulation 70-15. It governs source selection
policy and procedares and defines hagh, moderate, and low risk. shightly
paraphrased as follows:

1. High risk is ikely to cause significant, seriogs disruption La schednle,
increase incost, or degradation in perfornunee, even with special atten-
tion from the contractor and close government mozsitoring.

2. Mederate risk can cause some disraption i schedule, inerease i cost,
or degradation in performance, but special attention from the contractor
and close government monmtoring can probably overcome the

A calties.

3. Low risk has httle potential for causing disrupton in schedule,
mncerease 1 cost, or degradation in performance: normat eftort frem the
contractor and normal government montorimg can probably overe e
the difficulties.

Like the definition of risk given by the Defense Systems Management
College. the Air Foree defimtions of sk levels combine the hikehhood
that i problem wall occur with the serivusness of its conseguiences.
Maorcover, the A Foree defintions do not require ratings o techmeal
risk distinet from ratings of cost and schedule risks: they combime these
camponents mto an overall ratny of program risk

Air Foree Regulation 70-15 also requires contractors to dentify risks in
ther proposals: The regutatton sugests that the program nuigement
of fice should give the source selecuon evaluation board thit recenves the
proposals an imdepenc (G assessment of the risks moadvance However
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it does not specify how toassess the rishs. The Army and Navy have no
corresponding regulations defining risk.

Has Inittatve i imposed upon bob a standard defina, . of risk” Since
“technological risk™ appears inits title, “Incorporate the {'se of Bud-
geted Funds for Technological RISk Inttiative 11 clearly reters to tech-
nical risk, not schedule or cost risk. Two vears after mtiatine 11 was
issued. the deputy secretary of Defense reiterated this pomnt. saving that
the services had implemer.ted procedures to budget for “technologieal
sk (US. Congress, 1983, pp. 252, 270 and 28400 Yet tryb the total
rish assessing cost estimate method recommended by the deputy secre-
tary for tnis purpose, may focus on cost or schedule risk. It does not
require an explicit focus on technical risk or provide a delmition of tech-
nical risk. (TRACE is discussed in detail fater in this chapter.)

In summary, we found no standard definition of technical risk within
pob. The ondy definitions that do exist are for program risk as a whole,
speeifyving cost. schedule, and performance as three components of risk.
Even these detitions are not standard. however, and no regulation sets
them for the whote department. (We describe the program of fices” var-
ious workmg detintions of technical risk in chapter 4.

What Guidance Does .~\ppl.‘n;|(‘-h(-s for assessing technieal risk can be vitlwlj qu;mm;ni\'('. or

. qualitative, depending on whether statisiical probabilities are assigned
DOD Provide for to a risk element. But all risk assessment entails some subjectivity. In
Assessing 'l‘echnical virtually all approaches, experts are asked for subjective judgments of
PlSk’ what the risk elements are as well as the tikelihood of their occarrence.

What distinguishes one approach from another is the information that
goes into the subjective judgments (such as test results or professional
expertise) and the wavs m which the information is obtained. as well as
the kind of information requested (for exampie, & judgment of high,
meditm, or low risk or a judginent about statisical probabihities).

Quantitative Approaches Specifically inresponse to Imtiative 1 the Defense Systems Manage-
ment College pubhished Risk Assessiment Techmques: A Thindoook tor
Program Management Personnel « Defense Svstems, 19830 The band-
book guides program ntanagement offees i canducting farmal. quanti-
tative risk assessments with various probabihistie approasches It
dese‘bes tools and techmiques intended for deriviag budget fisures tor
risk that can be used more spectfically to gquantdy technical sk as
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well. Two of the most frequently used quantitative a, rogctss for tech-
nical risk assessment, both covered in the handbook & ¢ 7 v “network™
and “'risk factor” approaches.

The network approach involves modeling the acquisition process for a
system as a network, in which the nodes or end poines represeat mile-
stones in the program and the links betweoen the nodes represent activi-
ties that miust be carried out in order to reach each end point. The
probability of successfully carrving out an activity is usually added to
the model. Namerous computer simulations are then performed to eval-
uate the probability of achieving the goal represented by the network as
a whole. Examples of network models are the “venture evaluatior and
review techrique™ and “risk information system and network evalua-
tion technicue,” heth of which may also be used to address schedule risk
and cost risk.

The risk factor approach was developed to support budgeting for tech-
nical nsk. In this approach, all clements of a system and their assocuted
costs are identified in a baseline cost estimate, A "nisk factor”™ is then
determined for each clement associated with risk in the weapon system,
This factor is a number by which the estimate should be inereased to
account for a technical problemaf it were to arise. The estimate and risk
factors ars determined by individuals with expertise in the technology
required for theoweapon system.

Another quantitative approach is decision analysis. Also covered in Risk
(a kind of flow diagram)in which sequences of supporting decisiea
steps are laid out in branches. This ards inidentifying uncertain oceur-
rences in the chain of decisions. Probabnlistic performance simulation,
an approach not covered in the handbook. is the application of & com-
puter simulation to equations representing factors that can contnbute to
technical risk. These factors may be -, ocified by government reqaure-
ments or derived from specific system performance goals,

Such risk assessment approaches s these can be used in different
aspects of the acqinsition process. The program management otfices can
use them for budgering, as i the use of TIVCE to budget for risk. and for
day-to-day program management, as when decisions about program
alternatives must be made. The assessments can also be used i dect-
sions maede at levels above the program of Hice, for both budgetimg sind
making realistic decisions iabout the technology of the weapon system
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Assessments of risk can also help determine if program milesiones have
been scheduled appropriately.

Qualitative Approacnes

The Defense Systems Manadement College handbook focuses on guanti-
tative approaches, bat quahitative techniquass are perhaps more widely
used and are generally simpler to apply. Some qualitative approaches
provide only a single risk rating for a system as a whole, but a generic
approach recommended by LTV Aerospace and Defense Company
requires a comprehensive examination of program technical risk areas.
It involves the following steps. (1) Develop a decision tree to display the
hierarchy of critical system requitements. (2) Specify the parameters
for tracking technical performance during the program. (3) Review the
system design and system reguirements, preferably by breaking the
work down into its essertial structure, to ensure that all elements are
examined. (4) Establish written criteria to define levels of risk. (3)
Ensure that program managers are aware of and understand the

-approach, status, and results of the assessment. (6) Document the risk

assessment approach and results.

Rather than using the probabilities that are estimated for quantitative
ratings, qualitative approaches assess risk either through descriptive
information (identifyving the nature and components of risk) or through
an ordinal scale (high, medium., and low, for example, or red, yelow,
and green). However, qualitative ratings are like quantitative ratings in
that they are usnally based on the judgment of experts,

Other DOD Efforts to
Address Risk

Another apr, oach to risk. known as risk management, does not assess
risk. Risk management, because it identifies and reacts to proolems as
they arise, is not prospective in the way risk assessment is. Risk man-
agement is the implementation of strategies to control or monitor pro-
gram risks, and it may follow a technical risk assessment and focus on
risks the assessment identified. Moreover, risk management does not
necessarily provide explicit coverage of technical risk: it may center on
schedule or cost considerations.

In a recent effort toward risk management in a particular phase of the
acquisition process, pob explicitly recognized the distinetion between
risk management and risk assessment. pop's January 19, 1984, divective
42457 entitiea Uiransttion from Development to Productior.” requires
that all systems in development and production are to imjplement a

Page 29 GAO PEMDKA S Technical Rink Assrasnment




Chapter 2
DOD's Policies for Technical Rish Assessment

formal program of risk evaluation and reduciion. It calls for the assess-
mend of prograim rnisk throughout the acquisition eycle and clarges pro-
gram nuigement with the execation. and the tsake with the
enforcement, of the provisions,

The resource document for implementing the directive is called “Solving
the Risk Equation in Transitioning Jrom Development to Production”™
(DoD manual 1245.7-Myand was developed by a Defense Science Board
task force under toe leadership of the deputy chief of naval material for
reliability, maintamability, and quality assurance. The document
includes a series of templates, geared to the most eritical events in the
design, test, and production elements of the industrial process, but it is
amed at risk management and does not provide a techimcal risk assess-
ment approach for program management offices.

To complement “Saolving the Risk Equation,” the task force developed
“Best Practices for Transitioning from Development to Production”
another manual in which technical sisk assessment is recognized as a
separate function essential to the successful development of @ weapon
system. The manua) suggests ways to avord pitfalls in risk management
but does not deseribe or recommend approaches for risk assessment,

In addition to looking for specific approaches, we looked for mare
generic defimtions of and criveria for technical risk assessment. We
found that bob has not established a generie defimition or genene eri-
terta, After reviewing research in organizational management as well as
risk assessments by pon and private industey zind after consulting wath
a numboer of experts in techimeal risk assessment, we developed five ori-
teria for defining it: prospective assessment, planned procedures,
explicit attention to technical risk, documentation, and reassessment in
cach acquisition phase.

If an assessment is to be called “technical nsk™ assessment, all five of
these criterte must be present. For instance. the quahitative and quanti-
tative approaches we desenibed can all be used to perform techical risk
assessmepts, but usig them does not garantee that an assessment
meets the hive eriteria A very sophisticated analvsis that hatd not been
documented, for example, woudd not be a technical risk assessmient
under our defimtion. This is becatse an undocumented anatvsis s not
very useful for decisionmakimg. (Eacl of these eriteria s discussed in
detail in chapter 3.
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How Have the Services
Implemented Initiative
117

In summary, many techical risk assessment approaches, quantitative
and gualitative, are available within pon. But there is no of fictal pohiey
to guide program managers and analysts in the selection of sintable
approaches, and there are no generie criteria defining an adequite tech-
nical risk assessment, independent of cach individual approach.

In 1481, the deputy seeretary of Defense conducted a systematic review
of DOD's acquisition process, with the objectives of reducing costs,
making the process more efficient, increasing program stability, and
reducing the time required for systens development. From this review
evolved 32 initiatives, including, for example, the use of more econom-
ical production rates and carlier testing of systems. Initiative 11
required the services Yo increase their efforts to quantify technical risk.
In particular, the initiative required the services to adopt the Army's
total risk assessing cost estimate “TRYCE) method or propose an alterna-
ti.e. Reporting on the status of the initiative in a Junce 8, 1983, memo-
randum, the deputy secretiary of Defense stated that procedures 1o
budget for risk had beenimplemented by the services. “This initiative is
now considered completed,” he said. After a short deseription of TRACE,
what cach service actually did, as the services reported it is discussed
below,

The Army developed the total risk assessing cost estimate method in
1974 in order to be able to add an incremental dollar figure 1o the base-
line cost estimate of 4 program that would account for uncertain events
and to be able to base a justification of this figure on sound estimation
and analysis. The dollar figure is caleulated by identifving uncertain
events for the various subsystems or components in i program and esti-
mating the amount of money that would be required to cover additional
costs associated with cach potential problem. Once these costs have
been caleulated (by means of various techniques including some
described above), TRYCE vrovides an estimate that represents the trade-
of { between funding only for costs of the program that can be identified
with certainty and funding for all possible risks.

According to TRNCE guidelines, the risks that may be included in TRy 'k
calculations are design changes to resolve techmeal problems,
rescheduling to resolve technical and budgetary problems or the |+
delivery of components or materials, additional testing of design corree-
tions and hardware to support them, nonneghgent human error. and
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R ' Chapter 2
DOD's Policies for Technical ink Assessinent

program termination.! Many of these risks, of course, are not necessanily
technical inorigin. Thus, to tulfill Inttiative 11, analysts usimg the TRYE
procedure (or any alternative) must distinguish technical risks from
other risks and then quantify the technical risks. One way to dosoisto
estimate numerical probatilities for the occurrence of various technical
problems. In network analysis, the probabilities are used as inpuat far
calcnlations of overall technical sk *They can also serve as a basis for
projecting the cost implications of each problem. A second and more
direct way to quantify technical risks is simply to estimate the amount
needed Lo cover each possible problem and use this amount as a quanti-
tative indicator of risk.

Army Originally. TRACE funds were calculated for the preproduction phases of
sysiem acquisition—research, development, testing, and evatuation—
because mnch of the risk associated with weapon system development
arises in the early stages. Inits internal budgeting. the Army now
applies TRACE to the production phase for some systems as well, The
Army’'s respanse to Initative 11 was to continue the previously insti-
tuted TRAYCE program. Program offices were not directed to distingash
technical risk in their TRYCE analyses or to guantify the costs associated
specifically with techmeal problems.,

Navy Responding to Initictive 11, the Navy estabhished a pilot program to
evaluate the use of TRYCE with six systems, The opinion of the coorda-
nator within the Naval Air Systems Command, where the pilot program
was set up, s that the methods for caleulatinrg risk tunds are so comply-
cated and require so much time that, when they are affordable. they
must be done by outside experts. Consequently, he stated. the outsiders
become the risk experts, and program managers gain hitle knowledge
The Navy has confined TiyCE to preproduction phises and has never
moved bevond the pilot effort. Some of the systems in the pilot program
have dropped the use of TRYCE and others are no longer elible, having
moved into production. The pilot effort did not regaonre that TRCE anal-
yses pay exphicit attention to technseal risk,

Heomts tor miodf et ons Tt rosidt from «buanges an the statement of Tehnu al fepntenu s thae
efleas of inthinon and adeditionad amts stemaunigd (oM ey tn feases e ot cofisideted e Tt
caloulations
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Air Furce

The Air Foree chose not to adopt TRCE for deahingd with risks, and there-
fore none of its programs has TRACE funding The response of the Aar
Force to Initiative 1 was to state its satistaction with the cost estima-
tion procedures already in use for quantifying risks, sayving that it saw
no advantage to the TRACE approach. The Air Foree issued no reguire-
ment for explicit attention to technical risk in those procedures. Initia-
tive 11 thus changed no Air Forcee policies.

Initiative 11 and the
Defense Systems
Acquisition Review Council

According to the director of nuijor systems acquisition in the offu-e of
the undersecretary of Defense for rescarch and engineeringt, Initiative
11 led to no changes in procedures or documentation that the paake uses
to evaluate the development of systems.

Summary of Initiative 11

Summary

Initiative 11 was intended to promote the quantification of, and
budgeting for, technical risks. In response to Initiative 11, one Navy
command (the Naval Air Svstems Command) tried a sl tecr prlot
program. The Air Foree made no changes from the outset, and the Army
has main’ained the TRYE program at its carlier status. Yet, as we noted
carher, to fulfill Imtiative 11, the services would need to conduct inal-
yses that distingiish technical risks from other nsks and quantify the
technical riste by means of probatlity or cost estinuites. TRvCE does ot
necessarty do so,and tnone of the services has instracted (s program
offices to use TRYCE. or any alternative, in ways that would dead specifi-
cally with techmeal risks. Nor has the isake adopted any procedare or
requirement that would ental distinguashing and guantifying these
risks. The net effect of Inttative 11 on technieal risk assessment proce-
dures has thus been neghigible.

We found that the Department of Defease has general policpes calhing for
technical risk assessment, bt the policies do not provide any standard

i ob definition of program risk or techmeal sk, and they otter no gad-
ance for designmng or selecting, sttable assessment approaches Regala-
vons goverming syvstem documentation requare that techimeal risk be
addressed but do nat detine technieal or progiram risk.

Netthier the psaie nor the services Tave respomded to Tt e 1
reqruiring assessments that distinggimsh techiucal viskhs trom ather pro-
£ram nsks or guantdy the techimieal risks
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-Jifferences in How the Program Offices
Address Technical Risk

In this chapter, we describe how the 25 program management of fices we
examined attempted to identify the technical risks of the 25 systems.
Because of Initiative 11 and the Defense Systems Management College
handbook on risk assessment, we expected to find the offices assessing
technical risk in quantitative (or probabilistic) terms and carmarking
funds to cover that ' sk. Because of DOD requirements for milestone
reviews, we also expected to find documents explaining how risk is
assessed and how the amount of funds needed to cover risk is calcu-
Jated. We believed that some of fices might identify risks in other ways
as well, perhaps using qualitative approaches like those deseribed in
chapter 2 or setting up a risk management system to pinpoint technical
problems as they arise.

In short, we expected consjderable variability in approaches to technical
risk and wanted to be sure that our data collection did not miss this
variability. Hence, in our interviews and document reviews, we investi-
gated every effort of the program offices to identify technical risks. We
have used the expression risk effort” to refer to whatever approach we
found in the 25 offices, reserving the term “technical risk assessment™
for efforts that met the particular criteria described below. 3

In this chapter, we cover evaluation questions 4-6:

e

4. What are tF o characteristics of current efforts to identify the tech-
nical risks of new systems?

3
-
5. How are efforts to identify technical risks implemented? - -]
3
;
2

6. What information on technical risk is available to decisionmakers in
the review process?

To answer question 4, we first discuss the number of program offices F+ 3
that used quantitative efforts to budget for risk. Then, to provide a
basis for deseribing efforts in all 25 program offices, we establish five

criteria that are essential in technical nisk assessment and discuss the } ;
number of program offices meeting these eriteria. To answer questions b 1
and 6, we consider all efforts we found, whether or not they met all five 1
cnteria. )

Answers Lo a few study questions from respondents inside an office
were inconsistent in ways we could not resolve by referring to the
majority answer or program documents, Other information we needed
was simply noCavadable, and where thus is relevant, we naote it For
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/hat Are the
haracteristics of
urrent Efforts to

lentify the Technical
isks of New Systems?

most of our questions, though, an overall response could be coded for ati
or aimost all the offices,

To answer this evaluation question, we first desertbe quantitative
efforts to budget tor risk and then desernibe the efforts we found in all 25
otfices.

uantifying and Budgeting

r Technical Risk

Despite the avatlability of the Defense Systems Management College nisk
assessment handbook, and despite the deputy secretary’s assertion that
Itiative 11 has been implemented, none of the of fices we examined had
performed a quantitative effort and used it for the purpose speciniea i
Initistive 11—to caleulate the funding necessary to cover technical sk,
One office, responsible for the Army’s Short-Range Air Defepse Com-
mand and Control system (storab €2), did perform a quantitative assess.
ment of technical risk but then supported its application for nsk funds
with an entirely different assessment. The Latter assessment used TRXCE
to calculate cost risk from potential schedule shppages, in which tech-
nical risks were not guantified or even exphicitly considered.

ssessment Criteria and
isk Efforts

Although we found that no guantitative efforts had been used for nisk
budgeting, we found other efforts in all 25 program offices and collected
deseriptive information on them. We imposed no definttion of “risk
effort” but sunply asked respondents to desenibe relevant activinies
however they defined this expression. 7 any part of their effort had
been handled by sources outside it.e oifice-—for example, serviee Libo-
ratory staff or contriactors—we mterviewed these sources as well,

As we reported in chapter 2, pob has no poliey calling for a particular
assessment approach or specityving, in general terms, what sorts of
assessment are acceeptable. Since we cotld not compare the efforts we
found to any offictal bob standard, we reviewed the research on organ-
zational management as well ias nisk assessments conducted oo and
the defense industry (given in the tibhiography y and consulted method-
ologasts familiar with the area. From this review, we developed five e
teria that can be considered essential in the assessment of techoieal nisk:
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Chaptler 3
Differences in ;0w the Priogram Offices
Address Techrucal Risk

1. prospective assessment: Possible Tuture technical problems are con-
sidered, not just current problems,

2. planned procedures: Assessment is pluaned and systematic, not
incidental.

3. attention to technical risk: There is explicit attention to technical risk,
not just to schedule or cost risk wath cons-deravon of teckmeul risk left
implicit.

4. documentation: At a minimum, technical risk assessment procedures
and results are wrtten down in some form.

H. reassessment in cach soquisition phase: New or updated soneosments
are made inorder to doteet changes in risk during a system's
development.

These criteria are not necessarily definitive, but they do reflect relevant,
attainable characteristies and thus provide a reasonable basis for
appraising the quaary ot risk efforts. Moreover, since we did not
attempt to gaugte the accuracy of risk ratings or the sutability of partic.
ular assessment approaches, these five criteria represeat i miimum
standard of quality. As we noted earlier, we reserve the term “technical
risk assessment” for efforts meening all five entena,

Below, we briefly disenss eachof the Dive eniteraa and then aite the
number of program oftices with nsk efforts that met cach one. Then we
cdhiscuss efforts meeting all five. Talide 3.0 shows the enteriz (nat were
met for the 25 systemsan tiable 1.1
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sle 3.1: DOD Risk Ettorts Rated on
t Tochnical Risk Assessment Criteria

ompectIve Assvessinent

Resssessed

Service and system Prospective Documented Planned Expficit mp::i:
Army -

AHIP N S T S

7 R S S e
MLRS/TGW I T '
ary T T T T T x x T x X
SHORADC2 - I S S S X
Navy - T

AW T T T T T T oy T T T T x

ASPJ A X
ASwWsow T x0T T T T Ty T T X
ATRS Tt e T oy X
CVHELO - T R S i X
JTOS - T X T T ’
SUBACS o T x x T x i -

145715 S T S S x
Tident 1 1D5) B T X
V-22 Crprey . o T x x
Air Force o ' ‘

ANRAAM X

ASAT X X X X

C-i7A ) x X

1S/A ANPE h X

JUDS X X
JSTARS X X X

Mark XV tFF X X X X

NAVSTAR User E&pmem X X X
SRAM I T X x X

Total ' ' 18 9 18 18 15

To be useful predictively, technical risk assessment muost identify risks
well before they beeoue actual problems. An assessment carly i the
development process—hsting risk arcas and perhaps estimating degirees
of risk as well—-can provide a systematic foundation for further anal-
yois and revision as a svstem moves through acqmsition. Bat an assess.
ment based. for example, on tests conducted just prior to the producthion
deaciston cimlestone HE does not assess the risk thiat the problems wiil
ocenr. It uncovers the fact that problems have already occurred.
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Chaptee
IDifTerences in How the Prigiram Offlces
Addresa [echnical ek

Prospective risk ettorts were conducted for 16 tor 68 percentyof the

systemis For thie G others cor S percent ) techuneal problems were den-
Ufied as they arose, otten througeh nisk nuiiitement sy stems, but pishes
were not dentified modvance

Teebiacal risk assessments must be carctully planned - that o niskhs
st be identified by debibeerate, systematie procedures Wathout plan.
ning, technmeal st members may overlooR potential r-ks or some may
helieve @ system's components to be hpth s risk swbide cibiers belies e the
same components to be moderate or lowan risk. Sach discrepanme s
cottld eisily go unrecognized until i nsk tarned into g magor probiem
Technical sk assessment cannot consist of only unplanned, occasional
dhiscussions of sk in statf meetings or other ad hoe procedares,

We found 18 systems (72 pereent) with planned efforts Ad hoc eftorts
were made for 7028 percent ) risk was cansidered when statf memibeers
or outside entities brought st up, but risk efforts were not a planned
aetnaty.

Same assessments combime the techineal, costand schedinle compaonents
of overall program sk, For exampie, the Army s TiNCE procedure vses
“high, “low. and “most ikely ™ cost estimates for cach subsystem. pro-
ducing an overall estimate of cost sk tor the systemoas awhole The
sources of subsystem cost rishoincluding possible techmeal probleins
may not beadentified exphatiy il not, the assessment wall ot be asetul
as anandicator of the system’s techncasl nisk.

In our study, nsk etforts for 18 svstems (72 pereentnidentibied tecdhmeat
risks exphiatly . Effocts for the T others (28 percenty considered tech-
mical risks ondv ynphoitlvan cost sk or schednle risk aasessaments, or
measired overall program nsk without isolatim? sts component of tech-
mical rnsk.

Techmeal risk assessuents muost be documented, so that program mana-
poers, techmcal stad foand reviewens cain megutor the procedures tollo ved
toadentity rishs and can verdy the results This capabihity s especiadly
important for program managders and staft newty asspined toan ongomg
development effort and for mylestone resiewers ssho nught necd to
know speaific details
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Address Technical Kish

Foronly 9ol the sastems o et enb i one study were tha s ettort:
documented For the nugerdy G0 pereenty teehimiead rish was addressed
I stalt mectings and progtane planmn wathout recordimg the process ar
tects ol these cases, our data op risk el lorts were obitianed Trom
irtersiew s, as we noted i chapter Loswath prograan of hee siatt p Al the
program otces provided some sk information in the milestone revew
documents, hut it wasansotficwnt (for ressons we delineate m the sedc
tion belosy on techanedd risk instormation aviaiable to deasionniithers).

Mavement trom ane Dhase to Hae nexts based on the <tatus of o
system's techincal problems Thes, progeaen inanasgement sttt and

res iewers st beable to track the sdentihcition of pisks Juning o
system’s development and gatgze, from data sachas test results or
expert judgment. how much prozress has been pede Blishs must first be
assessed ciry i concept eaploration and then be reassessed Lter i the
same phase, so that decasionmiahers at mdestone b ean knosw what risks
have boeen idertitied and hesw much progeess has been made tosard
thetr resolution. Since system dev elopment s onsony and midestone
reviews puiy lead to desitn chandes, another assessment weontld be due
carlv an the neat phase The Same logie supports furtbeer reassessment,
leading ultinately to the mudestonie H deasion tor prodon tion and
doeprios tient of atoperational systene L siort, tecbaucad risk assess.
ments shoutd be conducted at feast taace peeich aogmsition phase, one
carlv and another Cite, to seppart statt and ~ovies doecisions regardin!
whether saad how o procerd e e nent phase Bach reassessment s
e entirely new efpoct or upedate the previons one Pidure 3001 depicts
this entenon,
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Differences in How the Program Offices
Address Technical Risk

Figure 3.1: T
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Wenere nnable to debiie i time for corly and Late assessment m each
acquisition pliase for each systent Program numagement offices skyppeed
atdeast one nudestone for many svstems. For others, because develop
ment had begin several vears ago or nudestone revies dates had
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slipped, we could not establish early or Lite times with precision. An
alternative approach was sitaply to ask whether risks were assessed at
least twice in cach phase by means of annual updates or the like. We
could not be sure that there had been one early and one late risk effort
in each phase, but we could determine that one occurred later than
another and that the program management staff therefore had had an
opportunity to detect any changes in risk.

Since many of the programs in our study skipped one or two carly
phases or had not yvet reached full-seale developmert, we determined
w hether a program management office had assessed risk at least twice
in each phase a system had reached and not skipped. Of our 25 offices,
15 (60 percent) had done so. Mos? of these offices (12 of the 15) per-
formed risk efforts as an ongoing part of program management.

Risk Efforts Meeting All
Five Criteria

Only 3 (12 percent) of the risk efforts performed for these systems ful-
filled all five criteria (as we showed intable 3.1): the Army’s Remotely
Piioted Vehicle (kpvy and Short-Range Air Defense Command and Con-
trol System (SHORAD €2), and the Navy's Antisubmarine Warfare
Standoff Weapon (Asw sow). The prospective dectsion risk analysis for
the RV was conducted according to a planned schedule, first in 1981
and subsequently in three annual updates. The 1981 and 1982 analyses
focused exphicitiy on technical risk. For the 1982 analysis, staff mem-
bers were asked to rate cach of the RPVS subsystems (target location,
air-vebicle endurance, and so on) on a six-point scale of technical risk,
ranging from “none or very low™ to “unacceptably high.” The ratings
were anchored to quantitative estimates of faslure and verbal descrip-
tions of risk. Systems analysts, assigned to the program management
office according to a matrix organization, aggredated ratings from indi-
vidual staff members to arrive at overall qualitative ratings. Documen-
tation described the process and resalts in detail. (See table 3.2).
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Table 3.2: Technical Risk Ruting Scale Ten s me . r
tor Remotaly Piloted Vehicle Probabuiity
Qualitative labet of tailure Description
Nore of very on 0- 472 Fully deveioped and in product.on meets rilitary
speoficatons
Low 5-15 Fully develuped and producible tut not yet in
production meels mibtdry srecitications
Moderate 16-30 Needs ittie further development his not maet military
specit cations
High 31-40 Needs further development and debugging
Very h:gh 41-50 Has been designed but needs extensive development
Une iceptabty 51 + Is theoretica! and may exceed the state of the art
hinh

Sowce W Boaden et gl Deceon Risk Analyois Remotey Pioted vehick (St Lous army Aviation
Research ang Development Commana 1682, 1 82

The prime contractor for the Asw sow provided prospective risk assess-
ments, focusing exphieitly on technical risk. Judgments of the likelihood
of the svstent's mecting performance requirements were collected from
prime contractor amid subcontractor staft and then documented i the
form of qualitative ratings of risk Chigh, moderate, and low). Reassess-
ments were conducted regularty and according to plans negotiated with
the program office staff.

The sttoran ¢2 program office handlea ity risk assessments in different
wavs is the system moved throceh development, For the TR reassess-
ment, the program oftice bronght in a support contractor to collect pro-
spective risk datit from program engineers and other speciahists, The
data focused exphaitly on technical risk and were expressed as quantita-
tive ratings of tae probability of technical failure for cach subsystem.
Ratings were aggregated to produce a qualitative estimate of program
risk for the system as a whole. As planned. the support contractor tully
documented the process and results tor the use of the program office.

Risk efforts for 15 other systems met three or four of our five eriteria,
and efforts for all systems met at least one. Sinee a technical risk assess-
ment, as defined here must fulfill all five enteria, we have not provided
a detailed deseription of efforts that did not talfifl one or another indr-
vidual eriterion. But two exampies will illusteate what we typucally
found For the Air Force Inter-Service: Ageney Automated Message
Processing Exchange (15 8 aMPre)—-a highly sophisticated system for
comnuind. control. commmueation, and intefligence——- program nuinage:
ment stett gathered informaie:. on technica! sk throngh various ad
hoe nethods, sich as vendor conferences and surveys (to evaluate
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design alternatives) and reviews by cost analysts, users, and laboratory
representatives. But this input did not focus explicitly on technical risk.
nor wis it documented. For the Army's Mian tank, three TRYCE analyses
were performed. The analyses produced “high” “low " and “maost
likely™ cost estimates for cach of the M1at's subsystems, but no expliana-
tion of technical risk was provided for any one subsy<iem. Statff mem-
bers reportedly considered technieal nsk when providing TRyCE input,
but this also wus not documented.

Differences Between the
Services

How Are Efforts to
Identify Technical Risk
Implemented?

For three of the five eriteria, we found differences between the services
Most Army and Air Force efforts were prospective, but a majority of
those in the Navy were not. Further, the Army usually documented its
efforts; the Navy and Air Force usually did not. Finally, the Army and
Navy usually repeated their efforts within acquisition phases:; the Air
Force usually did not.

Despite the higher incidence of Army efferts meeting these three ori-
teria, program management offices of neither the Army nor the two
other services, in the madjority, met all five eriterii.

In summary, program offices for none of the 25 syvstems performed the
sort of risk effort suggested by Initiative 11—a quantitative assessment
of technical problems for use in risk budgeting. Using a generie coneept
based on five essential eriteria, we fourd only 3 program offices per-
forming efforts that met all five criteria. The remaining 22 addressed
risk in some way but did not fulfill at least one of the criteria.

We reiterate that in our study we did not evaluate the effect of risk
efforts on cost or schedule problems, Henee, we cannot say whether
quantitative assessments or risk efforts meeting all five oriteria have
actually helped reduce cost growth or time deliays. But risk eftorts in
most program offices cannot have served well as technical risk assess-
ments. The Lack ef documentation—documentation is essential for the
needs of decisionmikers—was the most common flaw.

In this section, we deseribe how the program management offices con-
ducted their risk efforts, regardtess of whether they met al five criteria
for techmcal risk assessment. From our review of research on organiza-
tional management and risk assessment, we concluded that imple-
menting a risk eftort entails at least three decisions, For each decision.,
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the persons implementing the effort select one of the options shown in
table 3.3.

Table 3.2: Decisions and Options in the
implemaentation of Risk Efforts

e~ .+ ]
Decision _ Option e

Format for ;—a-hh—g nsk Narrahveaésmbhon
Quaiitative rating
Quantitative rating

All subsystems
Selected subsystems
Systen: as a whole
Single rater

Group discussion
Independent raters

Séap_e-{ﬁglgtungs will cover

lF\Eut collection procedure'

There are, of course, implementation decisions other than what fornat
will be used to rate risk, what scope the ratings will cover, and how data
on risk will be collected. One is how much staff time will be devoted to
an effort. But it is for these three decisions that particular options (spec-
ified below) are most likely to produce accurate and useful results.

Various program circumstances can constrain the choice of implementa-
tion options. For instance, the decision regarding procedures for col-
lecting data depends partly on the time and sta ff skills available for this
task. Similarly. the decision en rating format depends partly on the con-
plexity and maturity of the system being developed. Accordingly, for
cach implementation decision, we have indicated the preferable option
and report the number of risk efforts for which this option was selected.
But we do not suggest that all efforts should be implemented in the same
way, and we have not included any implementation option in our cri-
teria for gauging an effort’s quality.

Rating Formats

The three options for deciding how to rate the technical risks associated
with a system are narrative, gqualitative, and quantitative. Narrative
information describes potential problems that may preclude reaching
performance requirements; sometines it also indicates the source of
ecach problem and possible solutions to it or design alternatives. An
example is the narrative eoseription of risk associated with i component
of the Army's Advanced Helicopter Improvement Program:

“Hoth {contractor alternatives] bue ¢ tlow noa MMs fmast-mounted sight] on thetr ae-

craft  Cand have demonstrated ramges and statnhity compiible woth fsystern)
requirements .o [Batat] . ocay be dithicutt to optimize stiffness and weiht The
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s could impart high man rotor blade bending loads. The main rotor blade bal-
ancing tracking could be diffreult .. 7 (Fox, 1981, p. A-16).

Qualitative estimates for the likelihood of not meeting performance
requireinents are usually expressed in an ordinal rating—{from high te
moderate to low-—or in a coded ordinal rating—in which, for example,
red is equivalent to high, yvellow to moderate, and green to low, ‘The
Navy's Joint Tactical Information Distribution System, for example,
coded casily solved problems green, possible major problems yellow, and
any major problems that seemed potential “show stoppers™ red.

Quantitative estimates of risk use a fraction expressed as a decimal to
represent the probability of meeting or not neeting performance
requirements. One instance of this is in the effort for the Air Foree Anti-
satellite Weapon. The program office rated the probability of success for
each ASaT subsystem and then aggregated the figures to produce an
overall probability of success.

Narrative ratings have the advantage of content; they describe the
potential problem, its sources, and ity possible solutions. But the narra-
tive alone does not indicate how raters would estimate the level or mag-
nitude of risk. Qualitative and quantitative estimates do indicate levels
of risk. Such estimates alone, however, lack the content provided by
narrative descriptions. Systems that are well into development or not
very complex might not reguire both a discussion of risk elements and a
specification of risk levels. But. in general, the most informative format
would combine narrative information with either qualitative or quanti-
tative ratings.

Only narrative ratings were used for 5 systems (20 percent) in our
study. Discussions of risk in the Navy's Trident 1 program office, for
instance, focused on the engineering aspects of technical problems bt
did not ordinarily entail qualitative or quantitative ratings. Fifteen sys-
tems (G0 pereent) were rated for risk in qualitative terms without narra-
tive details. Three systems (12 percent) were given quantitative ratings
without narrative support.

A narrative was combined with qualitative or quantitative ratings or
both for 4 systems (16 percent). For the Army’s Anie, narratives for sub-
system risk, hke the narrative quoted above for the mast-mounted sight,
were gccompanied by ordinal ratings.,
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The wvvice s tontcdifrent giproaches torating visk. The N o 0oad
to use qlmln.mw ratings only; the Air Foree provided either narrative
infornuttion or qualitative ratings, The Army usually rated visk in quan-
titative terms, but it combined quantitative with guahitative terms in
one risk effort and with qualitative and narrative information in two
efforts. The Army's greater retrianc ¢on quantitative ratings is not
simply an artifact of the TRYCE .m.:l} ses it used to budget for risk bt
can be accounted for by efforts other than TRWCE. However, the Army's
familiarity with TRACE may help expliin its more frequent use of quanti-
tative technical risk ratings,

Rating Scope Efforts to assess risk may focus on a system as a whole or on subsys-
tems such as hardveare components or software subroutines. Al subsys-
tems may be assessed for aisk or only those for which there seems to be
some uncertainty regarding performance. Except perhiaps for systems
that are refatively mature or simple, an effort covering all subsystems is
likely to be more useful than one covering only the system s a whole or
only some of its subsystems. Attention to the systern as a whole may
produce an aceurate estinute of overall risk but will not by itself iden-
tity the more problematic subsystems, Similarly, an effort incorporating
only selected subsystems will not produce an estimate of nisk overatl,
and it may not identify the subsystems that were not selected or report
the reasons for the selection,

For 2 systems (8 pereent) efforts were conducted only for the system as
awhole. For 11 (44 pereent) risk was apparently rated for selected sub-
systems; for 10 (460 percent), it was rated for all subsystems.

Differences emerged in scope. The Navy usually covered some bt not
all subsystems: the Air Foree most often covered all In no case did the
Army gear an effort to a svstem as a whole but instead assessed all and
selected subsystems.

P, 0c ('dm’(‘s l sed to ( “ollect T h(- proce (hm's lh.ll are used to collect data can dtfv(l th(' comprehen-

Data on Technical Risk siveness and completeness of the input (o an assessment as well as the
validgity of the consequent output. One person vay competently dentify
and rate risks, Butif time and resources perm several raters working
as i group, cach with particnlar experience aad arcas of expertise. are
maore likely to produce more acenrate input, espectdy it the ratery’
assumptions are spelled ont and technical detals s well as possible
sofutions are provided, Communication smong raters can generate new
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msight< transfer informuation. and foree o =ecopelintion of divergent
views. Input cian be collected in s staff discussion of technical 1ssues or
I a survey (Using interviews or Written questionnares )

Inasurvey., input is collected from independent raters and then tibu-
lated, and discrepancies are resolved. The advantage of input from sev-
eral raters working independently over group discussion 1s that group
pressures and time constraints do not prematurely close ssues requaring
extended attention. Thus, for all but the most mature ind least coriplex
systems, input from several independent raters s preferable.

Risk eftorts for 3 of our svstems (12 percent) relied on one person to
handle the effort. Another 17 (68 percent) collected data from two or
more raters, and 14 of these held at least one meeting at which techrnical
risk was discussed. Five (20 percent) collected input from independent
raters. (Two used both staff discussion and independent raters)

Program Circumstances and
Implementation

For format, scope. and input procedure, we have cited the options most
likely to generate useful information on risk. We also found that fow of
the program management offices selected these options when they
implemented their efforts. But, as we noted above, circumstances such
as available staff time and a svstem's complexity can aftfect implementa-
tion decistons, We did not attempt to rate such circumstances, sinee their
measurement would be highly subjective and impr - ase. Therefore, we
cannot be certain that the implementation decisions of any of the offices
were cither appropriate or inapproprudle.

At the very least, however, a program office should consider its
syvstem’s complexity and maturnty when making these decisions, [f
implementation options are selected solely an response to staff avinla-
bility and other constraints not specific to a svstem itself, one cannot be
confident that the resules will be the most usetul possible in the further
development of the system. An office handhing a complex new system,
for example, should at feast consider performmg quantitative alysey
in which the risks assocted with all the stbsystems cin be precesely
aggregated. It peshy te more appropriate tor another ofhee, nuanagimg
enhancements to an existimg system, tor example, to require oniy a briet
desceription or qualitative rating for cach enhancement,

In our study. respondents cited s wide range of reasons underlving the
implementation of thep risk efforts. Among those most frequently cited
were st expertence swath sinvLir efforts, confidence 1, the results, and
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reqinrements imposed at higher command levels. Inonly 6 offices (24
pereent ; did a respondent say that features of the systenvitself were
considered.

Summary of
Implementation

What Information on
Technical Risk Is
Available to
Decisionmakers in the
Review Process?

Since implementation options depend partly on program circumstances,
we have not attempted to specify any essential criteria for implementa-
tion. But apparently few offices considered vrogram circumstances
when they implemented their risk efforts, and few offices selected the
options that are in general most likely to produce acceurate and useful
results.

To answer the guestion on the availability of information on technical
risk for those who make decisions dt the milestone reviews, we resjewed
documents and briefing matertals (minttes and seripts as well as charts)
prepared by program management offices to describe their technical
problems and plans, As we noted in chapter 1, the documents required
at milestone reviews include the system concept paper, decision coordr-
nating paper. test and evaluation master plan, integrated program sum-
mary, and i paper ol acguisitgon strategy. As we discussed it detial in
chapter 2, pob regidaizons specify that each document must include
information on the technical risks posed by a system or the progroess of
risk reduction.

We requested efficial copies of these documents by name and brieting
materials by milestone. We also requested other techmeal documents
that were availiable to reviewers, such as nussion element need state:
ments, program management directives, and technical advisory panet
reparts. Some documents were missing from a few offices, especially tor
systems that had skipped or not vet reached a mitestone and that had
passed a milestone before the requirement for specific documents hid
been estabiished Other documents were avaalable but excluded from the
analvsis if the relevant milestone date conld pot be pinpomted or the
nlestone had been skipped or not et reached. When we were provided
with several versions of one document (for example, an orpnal for
mulestone and s fater upedate ), we inclided each version i the sal-
vsis, Across all the otfices, we examined 29 pulestone documentsand 17
sets of brietmg maternals,
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Sonrces and Tvnes of Most milestone documents included .nformation on techmeal risk: 80

Information ) pereent at milestone I and 76 percent at milestone {1 Although pon did
not meet its requirement for technical risk information in all these docu-
ments, for edach system at cach milestone there was at least one docu-
ment providing such information. Further analysis indicated, however,
that the information on risk was iiadequate. Inalmost all the documents
(none of which had quantitative ratings), the information was a4 vrra-
tive or a quabitative rating of risk for the system or subsystems. Fow
documents specified an etfort’s scope or analytical approach at either
milestone. (See table 3.40)

Table 3.4: The Sources and Types of PEEEEEECEE TN AP T

Information on Technical Risk at Contains
Milestones | and il technical Gives _
risk technical Cites Cites
Document 7 information risk rating approach scope
Milestone | o ' V » _
Test and evaiva. o ;noah;-' plan B 25% 25% 0 0
S,stem concep! paper CW00 100 0 6]
Acquisition strateGy paper® » 100 100 0 20"
Ali documents ' 80% 80° 0 7%
Mitestone |l
Test and eva'uation master plan 60% 500 10 10%
Decisior cooraginating paper . 80 80 0 o r
Integrated program summary ' 50 50 0 c o
Acquis:ion strateqy paper? 100 100 4] 0 i 3
All documents ' 76% 72% 3% 3% §

Hncludes Jocuinents entitied  Acyuisdon Plan

For example. the test and evaluation master plan is supposed to hst ert-
ieal issues 1o be resclved by testing—issues arising from ojaeriat tonal
requirements and from technical risk. When a plan lacks a deseription of
the risk effort or ratings of the risk assocrited with eritieal issues,
readers may know what issues are considered eritical bat wall not know
{or can only mfer) the tevel of techireal sk associated with each issue
or the quality of the risk effort for that system. For milestone 1, 75 peer-
cent of the plans lacked explicit nsk information of thas sort; for mile
stone I 4o pereent Lackedat,

TR T

e

lacda ana i 1 anin

In another ands siss we examined sl the documents the of fices provided

h

s mvinding documents not requared for mlestones and doctiments tor 3

w hitch no milestone date could be pipomted. The pattern ot resalis for =
E-:.
o
23
X
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documents overall duphicates the pattern we found for onty the nale-
~coate doctmentss among the tial of TH documents, 61 peroent pro
vided sk information, usually ratings bt ravely i deseription ol scopee
or approach.

We examimed mmuates and sergpts for briectmgs in ordey to determmne
what sort of techiical risg itormation was providod to reviewers
oty Inmoest cases, this mmformation took the form of clurts show g
risK ratings for subsystems or aosystem overall, For a TS imare review
of the Navy TinTs, for mstance, briefing charts provided a gquahitiative
nsk rating (ow to moderate) for the system as a whaote, Chinets used for
a TORS review of the Air Foree Mark XV IFF combat identification sy stem
did not contiun quathtative nisk ratings but did desertbe sonrees of tech-
nical risk and design approiches Tor various subsystems. A nulestone ),
43 percent of the brefing mutertals provided technical rsk informatics:s,
wlhich conststed of nsk ratings. None cited the scopre or approach of an
effort. At milestone 1, 50 percent cited risk ratings, .. only rarety
were scope and approach cited.

Tn snmary. pob regulations require that all milestone doenments
vichide information on techineal risk or risk reduction, Most of the docu-
ments we reviewed for this stndy mcluded sach imfornuition, bue some
didd not. More importantly, the nsk im'ermation that was iy ailable
these documents rarely indicated the scope of the effort or the anasive.
il approach-—two ttems eritical to a tharough evansition of the tech-
nical risks posed by aosystemns The brieling materials we exanu,.ed
suggest that sk information was often not provided orally, althougeh it
18 posstble that reviewers rinsed guestions about risk at the briehngs, 3
The information generally provided was a ratng of techmical nisk. but as
with system documents, briefing nraternads rarely specified the scopee of 3
the ratimg and the suudyticad approach that produced at. !

ating Scope and Format

The format tor risk ratings merits close attention because very fow doc

uments provide nisk anformation other than ratings and becanise, as we }
noted carhier m this chiapter, the most usetnd format wonld combine i
narratinve deseription of techmical problems with a quuilitative or s :
tative rating
For thas part of the analysis, we expanded onr concept of seopee. In the 1
preceduygt discussion, we focused onowhether sfestone doctiiments and f
briefimg maiernals ted the <copwe of the risk etfort - alf or selected sub -
systems or che sy stem as o whole, We tound that very tew dud. although !
3
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risk ratings were reported m the magorny of avadable documents and in
avoit hiadt af the avinlable briching materials, Thus, evenaf the scope of
the cifort was not cited, se v still ask: What was the scope of the
ratings” We noted carlier that risk efforts are generally more useful
whent they cover all subsystems, nat just selected subsystems or the
system as a whole, Combining these two concerns, we cross-clas sified
milestone documents and Lraefing materials by ther format and scope to
see i moie detid how risk was rated for milestond reviews,

Few documents (15 percent) provided deseriptions of technical problems
along with a risk rating, and the documents that did covered the system
as a whole or selected subsystems. Nome covered all subsystems. Of the
briefing materials, 20 pereent provided deseriptions along with quahta-
tive ratings and hedf of these (10 pereent ) covered all subsystems. (See
table 3.50)

e 3.5: The Formet and Sco‘pc of
X Ratings in Miestone Documents
4 Briefing Chants

I S

Formal
Scope “Descriptive  Quaitatve  Both
Miiestone documents B
bystem as a whole ' 7% 22% S
Seiecled subsystems o 41 12 5
All subsystems 4] 2 Q
Briefing charts
System as a whole 0 40 0
“ giecicu sabs, stems A ' 20 20 13
All subsystems 0 Q "0

mmary

No program management offiee has quantified and boadgeted for tech-
nical risks as called for by Initittive 11 Although the program offices
for all 25 systems hive made an edfort toadentify their techiical rnisks,
only 3 conducted nisk efforts that meet our criterta for techuneal risk
ansessment.,

Inaddition, we found wide varttion i how risk efforts were imple-
mented The mmplementation of anceffort depenas partly on program ar-
cumstances, so we caniot expect all efforts to huve been carried ontan
exactly the same wav and canno! be certinn that those we exanuned
reflected mappropriate nplementation decisions, Bint most of the
offices did not consider the complenty or naturity of themr systems

w hen choosing implementation options regarding format, seope, and
datta collection procedures. Therefore, at s not hkely that the eriors
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they implemented were as useful as they could have been for the fur-
ther development of their systems.

The services and the 15ARC must make decisions regarding the pace and
direction of these programs duning milestone reviews. Most miliestone
documents provided some mformation on technical sk, but thus infor-
mation rarely combined narrative information with ratings for all sub-
systems. Our analysis of briefing matenials suggests, that the program
management offices were unhlelv to add further detinls orally . Only
about half of all such materials cited technical risk, and the materials ;
that did rarcly comhined narrative information with nisk ratings and
rarely covered all subsystems.
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Chapter 4

Difficulties with Current Approaches to the

Assessment of Technical Risk

I, A
Definitions of Risk and
Risk Rating Categories

Definitions of Technical

Risk

When we collected our data, some issucs arose that are not covered in
our study’s six initial evaluation questions. In this chapter, we discuss
these issues. They concern brogram offices’ working cefinitions of tech-
nical risk and risk rating categories. the provision of r.skK information to
decisionmakers, Don's training in ‘echnical risk assessment, and the risk
information contractors provice to Jrogram offices.

Itis important that technical risk be early and consistently conceptual-
1zed within and across the pregrammanagement offices. 1t s also nupor-
tant that risk rating, categories be consistently defined. This is true
regardiess of the rating format—narrative, qualitative, or quantitative,
Not all program offices need use the same format. But It is necessary
that all those that use a qualitative format, for example, define high,
moderate, and jow risk in a similar way.

If definitions or rating forinats are inconsistent, the decisionmakers will
need to ask for clarification, and this could take considerabie time. For
example, if subsystem risks are not rated in terms 1t are familiar to
reviewers, program staff may be required to revise the ratings or con-
duact an entirely new assces~ment. Worse yetis that inconsistencies may
never be recagnized and t o program office managers (that is, the chief
engineer, contract officer nd program manager) may base daily deci-
stons on technical inform: o that is vague and quite possibly ms-
leading. This would also . .t reviewers at higher levels in the services
and the tsakre, where ms “o-ahead™ decisions are made,

We found that only 5 1
nition of technical risl
sta’f members. Moreo
or service definitions o!

augement offices had a standard defi-
o policy and known and applied by all
lents inonly 3 offices cited cither oo
Fisto(perhaps in part because these
definitions are ambiguore .« . scussed in chapter 2). Respondents in
only one Air Force office were oo are that Air Foree Regulation 70-15
defines risk.

If neither documented - 1ONS NOT proce armanagement policies

have established a star ot of e at defintions did the
respondents actually andard orrotor o day-tosday work?
Table L1 sumnurizes s AISWer,
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Table 4.1: The Detinitions of Technical

Risk Used in the Program Management

Offices

ik*ﬁnilinhsnf Risk i(zilil\g

Categories

Chapter

Difficulties with Current Approaches to the
Assessinent of Technical Risk

Number of

Definition otfices
Lirenhood uf problems can be calculsted 3
Probability of fatture can be caiculated 3
Probabhity of larture can be calculated given schedule or cost mits 2
Technology 1s unproven or beyond the state of the art 2
Techmeal risk 15 100 subyective 1o define 2
Probability of tailure angd the consequences €an be calcuiated 0
Offices gving inconsistent definitions 4
Otfices ¢neng no definimon Q

We entered definitions in the table if all or most respondents provided
the same definition or if documentation provided ene. No office cited the
Defense Systerns Management College definition that was based on the
probability and consequences of tailure (quoted in chapter 2). although
H offices based their definitions on the probability, but not the conse-
guences, of Failure. In 2 of these 5, respondents defined technical nisk as
the probability of failure, given timited time or limited funding. In 3
more offices, respondents defined technical risk as the probabiiity of
fuilure but did not cite schedule or cost limis.

Other offices offered definitions that were similar to these but not based
explicitly on the probability of falure. Two offices based their defini-
tions on the degree to which the required technology was unproven or
bevond the state of the art (not yvet even partially developed). And 3
offices defined risk as the existence of @ technical problem, or the likeh-
hood that one would arise, but not necessarily @ problem that would
cause progriun failure.

In 4 offices. the definitions we were given were inconsistent in ways
that could not be resolved by taking a definition from the majority of
the respondents or trom their program docunmentation. In 2 other
offices, the majority of the respondents said shmply that techeal risk s
too subjective to detine. dnforpation was not sutticient for coding the @
other offices)

Avwe noted inchapter 3, most progranm management otfices rated risk
in quahtatin e terms—high, moderate, and low tor red, yellow, and
grectt). Inour miterviews, wesisked respondents hiow they defined these
quahitative terms, Ther apswers were not consistent.
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Assessment of Technical Risk

Narrative Terms for
Defining Qualitative
Ratings

Seven offices defined qualitative ratings in narrative terms. For
example, high risk was sometimes defined s “solvable if the schedule or
performance requirements are changed,” moderate risk as “solvabio
with no changes™ (or solvable without reducing the performance
requirements), and low risk as “no problem.” Three offices defined gual-
itative ratings by assigning probability ranges. For example, an 80-per-
cent chance of not mecting performance requirements was high risk, a
chance of 21-79 percent was moderate, and a chance lower than 21 per-
cent was low . Two other offices used both narrative and quantitative
terms.

In 3 offices, respondents did not agree on what rating format had been
used, and the inconsistency could not be resolved by taking the
majority’s answer or referring to pregram documents. Five offices used
qualitative ratings but said the terms are too subjective to define.

Newther narrative nor quantitative terms are necessarily preferable for
defining qualitative ratings. Hence, this variation among the offices is
not a problem. But when we examined the meanings attributed to narra-
tive and guantitative terms, we found inconsistency persisting both
within and across the otfices,

Respondents provided several versions of narrative terms for their gqual-
i

itative ratings. In some ciases, respondents inone office provided more
than one narrative defimtion for agh. moderate, or low risk. Some defi-
nitions were merely distincetive: others were contradictory, Table 1.2
summarizes them.
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Table 4.2: Quahtative Risk Ratings in
Narrative Terms Used in the Program
Management Offices

Hipgh Risk

Number ot
Rating and term - offices

High (red) T T
Solvabie with changes in schedule or perfcrn nce spcc:hcahdr-w'sn B 6
Beyond the stale of the art A ) T 4
Prcbable tatture L B T T2
Major problem o ' ) R
Test plan not yet devised 1
Current state of the art 1
No defimtion obitained from office ) B ) T 10
Moderate (yellow) T T T

Some development success but st uncertain 6
Soivable »:ith no changes ir. ichedule of Spec.ica’ons i - 2
Test pian devised but testing not yet completed ‘ o T 2
Caution 7 ’ ’ T 2
Beyond the state of the art ’ o T
Solvable i c 1
No getirtion obtained from office T ' o N

Low (green)

Proven technology and no problems g
So'vable ' o 4
Test p'an gevised and tests completed A i
Sol.abie with no major schedule change 1
No defintion obtamed t-am o'fice 10

In same offices, narrative terms for high risk specified a problem as
solvable if the schedule could be stretehe d or performance requirements
could be macde less stringent. In other ofti os, high-risk elements were
~onsidered probably, Bat not necessarily, uns.oble. In stll others,

hiy herisk clements posed “major problems.” but the source of diffi-
ety —cost, schedule, or performance—wiis not cited or tied to solv-
abnhity. One oftice considered elements high in risk if they were
currently within the state of the art, but 4 other of fices said high-risk
clements were bevond the stiate of the art. Finally, 1 cffice described
risk as high it o plan for testung or managing development had not vet
been devised, Early in the acquisition eycle, test plans may have been
devised for elements that were neither within the state of the at nor
cntirely new CTesting s erterion distinet from the eriteria reported in
other offices
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Muoderate Risk The terms for defining moderate risk were also inconsistent. Many
offices used this rating to mean that uncertainty remasned despite some
suceess in development. But 1 office applied the rating to elements sull
> bevond the state of the art. One of fice considered problems to have been

: moderate in risk it they were solvable, without stipulating anything
about schedule detavs. Two other offices added that schedules could not
ship. Two offices used tests as the basts for rating risk.

Low Risk There was more consistency in the definitiors of low risk. Many offices
cited praven technology, no problems, or no special technology required.
But 5 offices said problematic elements could still be low i risk, pro-
vided there was no threat, or no major threat, to schedule. And 1 office
used tests as the basis for qualitative risk ratings.

In several cases, dehinitions were inconsistent across the rating catepo-

- ries. For example, “beyond the state of the art™ was used to deserioe
moderate risk in 1 office but high nisk in 4 others. “Solvable”™ was the
definition of moderate visk given by 1 office but 4 others defined low
risk in this way. Morcover, staff members in 3 program offices provided
definitions that were inconsistent within categories. In b otfice, a
respondent said high-risk technology was unproven. white another said
high-risk technology may be within the corrent state of the art (already
proven in at least other applications). In another office, one respondent
based i definition of moderate risk on some development suceess.
Another stipulated that moderate risk meant “beyand the state of the
art” —that is. the technology had not vet been developed. Ina third
office, respondents defined low risk in contradictory terms, one citing 1o
problems and another allowing problems so long as they were solvable,

These inconsistencies within and across rating categories imply that
high, medium, and low arce not adequate descriptions of risk. Yet, as we
T described in chapter 3, many offices used these ratings in their program
h documents, including those on which milestone review decisions were
based.

In summary, we found widespread inconsistency in the narrative terms
used to define qualitative ratings. Across offices, different eritern
detine high, moderate, and low. Some respondents withan and across the
offices contradicted one another, as when one detition of moderate

‘ . ‘ contlicted with another or one definmition of “moderate”™ was the siame as
| a definition of “high'”
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Probabilistic Terms for
Defining Qualitative
Ratings

Most of the program management offices used narrative terms to define
their qualitative ratings, but H used quantitative terms—that s, they
used a probabilistic estimate to express the likelihood of not meeting
performance requirements. We asked respondenis who used quantita-
tive terms to specity the range of probabihities they used to represent
high, moderate, and low. Their answers were scattered across the range
of probability from zero to 100 percent. The lower boundary for hagh
risk ranged from 10 1o 80 percent. That is, according to a respondent i
1 office, a chance of 10 percent or more that specifications would not
be met was considered tugh visk. In another office, risk was not high
unless the probability was at least 80 pereent. For moderate risk, the
probability ranged tfrom as low as 3 pereent to as high as 79 pereent.
For low risk. the upper boundary varied from 2 to 30 percent. Finally,
respondents within 3 of these 5 offices cited inconsistent guantitative
terms tor risk.

[n summary. inconsistency was widespread within and across offices
that based qualitative ratings on probabilistic estimates of risk. Since no
offices reported having used guantitative terms in the review process or
in program documentation, reviewers may have seen only the qualita-
tive ratings and may never have discovered or resolved the underlying
discrepancies,

The only clear difference in the procedures the services used for rating,
risk concerns probabilistic terms, Comparing the 5 offices using these
terms, 3 Army and 2 Aar Force offices, we found that the Aar Foree set
more stringent coundanes for high and moderate visk than the Army.
For instance, a ¢o- et chanee of not meeting performance regnire-
ments wottld be rated high in risk in both of the Air Foree of fices but
maderate in 2 of the 3 Army ofTices.

Program Management Staff
Views on the Value of
Qualitative and
Quantitative Risk Efforts

In addition to obtaining the dita on how the program management
offices defined and rated risk, we asked staff, when it was appropriate,
for their views on the value of qualitative and guantitative risk efforts
We expected the preferences of staff members to reflect the type of risk
efforts performed in their oftices, and thas was indeed whatt we found.
In this survey. few respondents (14 percent of the 53 who were asked
this question) preferred quaantitiative ratings of risk, and not many (24
pereent) thought the oftiees should be required to perform quantitative
assessments: Inhine with techincal risk efforts in thew otfices, ore
than half the respondents (60 percenty siad they preferred either a qual-
itative or s me other fess structured procedure,
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The reasons for these rating preferences warrant consideration, because
they reveal characteristics of the various approaches that were per-
ceived to be important. The reasons also suggest that further training in
or support for technical risk assessment might be helpful. Respondents
in several offices nated that quantitative ratings seem more rigorous,
adding discipiine to the assessment process or helping define program
structure. Some respondents suggested that the results of quantitative
efforts are more reliable, meaning that they more accurately identify
risks. But many others said that it is difficult to express risk in quantita-
tive terms or to apply one quantitative model across several different
programs. Many said that quantitative efforts require resources (staff
or time) not pdways readily available, And sonme claimed that the resufts
of quantitative efforts are not reliable because they cannat be depended
on to identify risks. Overall, the respondents in the 25 offices were twice
as likely to cite the disadvantages of guantitative risk efforts as to cite
any advantages. (See table 4.3.)

Table 4.3: Advantages and
Disadvantages of Quantitative Risk
Efforts Cilud by the Tiogram
Management Offices

. Number ot
Opinicn offices
Advantages -

Add ngor

Help detine program structure

Are rehable

Help in estimating program costs

Corform to standard engineenng approach 1o fisk

Halp support program decisions

Alloa tlexibility in 1ating risk

Disadvantages

Require resources not always avalable 1

- - W W W

<o N

Use terms hard to define

Requure apphicaton of the same mode! 1o ditterent programs
Are not rehiabie

Reduce decisionmaners flexnt:hty

Do not produce tmely resulls

- N U

Lead 1o mucromananeme: .t

When we asked the program management staff about qualitative rat-
ings, the prmary advantage they aited was the rebiabihity of the results
Respondents in 2 offices noted also that the resudts from qualitatve
efforts are mare timely than those from quanhitative efforts. The pr-
mary disadviantage, according to others s than qualitative resulis e
not refiable-—they are toa subjective orimprecise. Fven sooacross the 25
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offices, respondents were twice as hkely to cite advantages of aualita-
tive efforts, reversing the pattern for quantitative efforts. (See table
14)
Table 4.4: Advantages snd R R RN NSRS D
Disadvantages of Qualitative Risk Number of
Etforts Cited by the Program Opinion L offices
Management Offices Advantages
Are rehiable T T Y
Produze tmely resuits T i 2
Correspond to conventionai nsk concepts B T 1
Are comnrehenswe T T T 7
Produce resutts that are easy to cdmmumcate o T 1
Use resources that a:e available - i B T - 9
Are acceptable 1o <taff ’ B T 1
Diudvumagu o T o
Are not rehabie o o T ) 4
Require resources not aiwass avaiable ’ ST o T
Do not produce turely resiils A T T "
Are not comprencnsive T ’ 1
These differences in perceptions are not in themselves problematic, but
they do suggest that the availability of various approaches to technical .
risk assessment (in the handoook of the Defense Systems Management .
Collejie on nisk assessment, for example) is not enough to ensure that .
program offices will adopt ary particular approach or rely on the l
results. 3
Summary of Definitions Few of the program management offices knew how DOD or service docu- ;
. ments define techieal Fisk, and few had their osmon policy formally X
defining technical nisk. Many of fices nonetheless had a definition shared 5
informally by all or most staff members within an office. but the defini- 4
tions varied widely from office to office. Some were predicated on the :
likehhood that technicat problems would arise, others on the likelihood 2
that problems would arise and lead to program fajure. Some considered 3
the ikehhood of fahire wathin cost or schedule constraints; others did 3
not. Finallv, in six instances, there were no consistent definitions of -
techimicad risk even withim an ol fice. Sinee few of the offices were aware
of any bop or service defimtion of technical risk, and since the defini- p
tions that do exast are ambignons, the imconsisteney we found i " 3
working delinttions s not surprising. '_
g
L
X
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The Communication of
Information to
Decisionmakers

Many offices expressed nisk in quabitative ratings-—-tugh, moderate, and

Chapter 4
Bifficulties with Current Approaches to the
Assesamenst of Techiical Risk

low or red, vellow nd green— and these ratings were detined i narri-
tive or quantitative terms. For exannple, high risk wis sometimes =
defined narridively, as in “bevond the state of the art.” or quantita-

tively, as m at least an 8o-pereent chance of falure.” Withuo 3 ot fiees, L
quantititive defuntions were meonsistent: our respondents <ot Qffecent 3
botundaries for the same levels of risk. But narrative as well as quantita-
tive definitions were widely divergent across adl offices and were often ]
contradictory.

o 3
With definitions and ratings so inconsistent, confusion is almost inevi- i '
table. For example. one staff memiber may say that risk is high because 4
the technology is unproven. Another may say risk is low hecause, 2

although the technology is unniroven, no serious problem is expected as
long as time and funding are avaitable. Stll another statf member might 1
see risk as moderate because no serious problem is expected but would
also say that fulure of any element would stop program progress. More-
aver, where quantitative terms are used, a 30-percent chanee of not
meeting specitications is called low, moderate, or high risk, depending
on which office makes the rating,

The results of a risk effort performed without regard for such inconsis- -
tencies will not be very valuable and may mislead decisionmikers, For
oxample, program staff may believe that a 30-percent risk is low, while
deasionmakers see a 30-pereent risk as high. If review documents
simply report low risk (nonc of those we examined had quantitative rat-
ings). decisionnutkers may never know that the estimate of risk was :
actually an estinmte of 30 percent. FEven if inconsistencies are later
uncovered and resolved, time will have been lost. Furthermore, although ]
respondents within many offices did use consistent definitions of risk 3
and risk ratings, the inconsistency across them makes it very difficult
for reviewers outside any office to evaluate the results of risk efforts or
1o compare results across programs,

SN

[ the following discussion, we approach the problem of communicating
technical risk infornuition from the separate perspectives of the offices
and the reviewers. We examine the specifie issues of aceess to informa-

ton and 1ts adequatey, content, and overall presentation,

Lo FELE < gt tib AR et SN
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The Program Management
Office

All offices reported using their sk efforts in program nunagement . In
23 offiees (92 pereent), we were told that risk eftforts had been used to
support techneal decisions such as seleeting design alternatives, pro-
gram scheduling and restructuring, and assigning tasks to groups
outside the program office. Seven offices (28 percent) also eited the use
of risk efforts to support decisjons on overall program cost or apphea-
tions for funds to cover problemsadentidied by their risk efforts, Finally,
1 office reported using its risk effort ut the evaluation of vendors' pro-
posals, having apphed it also to technical decisions, The staff members
we interviewed—program nanager, deputy pregram manager, chaef
cigieer, wmd contract ofticer— playved key roles in the daaly operations
of a program. Hf technical risk information is to be used in the program
decisions described atove, these individuals must be aware of and have
access to this information. Inaddition, they must have enough knowl-
edge about risk efforts to understand the results and their limitations.,

The importance of the program manager in both the program of fice and
higher review processes mukes this individuat’s knowledge about tech-
nical risks of particalar concern. A the program office level, program
managers have primary responsibility tor dinly decisions and are ina
position to request a risk effort and ensure that their technical staff
Kuow about it. When preparing program documents and when briefing
decisionnutkers at program reviews, a progrign manager must address
the guestion of risk.

Thus. in our interviews with program nuinagers, we asked not anly
whether they were aware of the risk efforts performed for their pro-
grams but also whether or not the progriom managers knew how an
effort had been performed. Specitically, we iasked the program mana-
goers whether they knew

format: Were risks rated in qualitative, quantitative, or narrative terms?
scope: Was the focus on the system as a4 whole or on subsystems?
procedure: Was imput obtained from one individual or a groap?
sources of dati: Did having technical risk information depend on the
contractor, luboratory, program oftfice, or other sources”

approach: Were quantitative or quahitative approaches (such as those
desenibed in chapter 2y used to determine nisk?

Having this knowledge would help program managers understand and
evaluate the results of the risk etfort and erble them to ke well-
informed reports to reviesers,
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We found that the program managers were aware of the pomury risk
effarts for their programs, and most knew the format, scopre, procedure,
sources of data, and approach. But of the 25 managers we surveyed,
some did not have complete information For example, 5 managers did
not know the approach that had been used to assess risk, and of these, |
also did not know the format for reporting risk, 1 did nat know the pro-
cedure for collecting technical risk information, and 2 did not know the
sources of data, Two other managers knew the approach but did not
know other aspects of how risk had been assessed; 1 did not know the
scope and 1 knew neither the format nor the procedure. Suchomform-
tion is often important in managing and appraising the status of high
technology systems. Program manaders who lack this infornation are
therefore able neither to fully evaluaste the results of their risk assess-
ments nor to desenibe thoir assessments fully and promptly i the
TCVICW Process.

Although our analysis of interview data from other technical statf mem.
bers was not as detailed as ouranalvsis of data from the managers, the
results reveal that some individuals had httle or no information about
risk efforis in the program management offices, In 9 of aur 25 oftices,
there was at .east one person who did not raention a risk «ffort that was
described by others in the office. Furthermore, somtie of the gaps aned
inconsistendies inour data indicate a fack of communication abont the
risk efforts. For example. at least one staff member incach of 4 of fices
did not know the tormat; m cach of Y offices, at feast one did not know
the scopesand in cachoof 5 offices at least one did not know the proce-
dure for the primary risk effort on the systeam the office wis rosponsibie
for. ’

Our respondents could pot be expected to know all the detar’s of the re
offorts. However, the individualds we iaterviewed camong them gepaty
program managers and chief engineers) who are in charge ol or gave
input to_aspects of the development o7 systems shonld know at least
what efforts have been performed and have aceess to refatvety detanled
information about them. Otherwise at will be difficalt to nuantun cicar
priorities for the technical aspects of system development

Because of the effect that technical risk can have on contract decistons,
we interviewed the programs” contrdaet ofbeoers i order to deternune
how they Tearn about techimeal sk Two satd they got no techmeat sk
ntormation, and the athers sad thiev learned about techniea] nish i
brictimgts, program documents, or imtormal discussions wath the progrim
otfice, However as we ceported in chapter 3. nat all program dacnments

Paye 614 GAG ViSRG 5 Techincal Rish Aase saitrent

'4_.

B L s e e 5 4 uRecans £

Mo i St et




Chapter 4
Difficulties with Currest Apprus: ave tn the
Asecsament of Technical Risk

and briefings included technical risk information, and when they did,
much remained uncertain, such as the scope of the ratings and what
they mean. Inform: [ discussions and meetings may not be more com-
plete than this.

We found differences between the services in staff knowledge about risk
efforts, a greater proportion of Army stafl lacking knowledge than staff
in the two other services. More program, offices in the Army had staff
members who did not cite a nisk effort desceribed by othiers, even when it
had been documented. And more offices in the Army had staff members
who did not know the furmat, scope, or procedure of their risk efforts.

he Higher Review Levels

Decisionmakers at higher review levels obtain information on technical
risk from milestone briefings and documents provided by the program
offices. Only about half the briefing chans we ebtained from the pro-
gram offices in our study even made reference to technical risk. Al that
did used ratings to do so, only one providing inforimation on scope and
anather on approach. To obtan additional information about technical
risk, a reviewer would have had to ask the program nunager for it spe-
cifically. Yet, as we indicated earhier, program managers might not have
been able to go into furthe: detarl about results.

In addition, we found two problems with reviewers” reliance on program
documents for technica! risk mformation. First, as deseribed im chapter
3, many documents contamed no discussion of risk or an incomplete one.
For example, some program docuntents inclunded an overall raung of a
system's technical risk but no explanation as to what the scope of the
rating was—that is. what part or parts of the system had been consad-
cred. The 1985 deaision coordinating paper update for the Air Foree
NAVSTAR User Equiptoent program contaned an overall rating of risk for
the system without an explanation of which subsystemsf any, bad
been constdered in this determination. Some program affices used a
qualitative format for nisk ratings in their documents but provided no
narrative of what they meant—an example s the Navy's V22 Osprey
acquisition plan. A third example of incomplete discussion of risk is the
hsting of risl ttems only with na explanation of how or why the iterms
were chosen. Techmcal risk was presented in this form m the acquisition
plan for the Navy's Submarine Advanced Cotabat System,

Second, the program doecuments we reviewed did not present technieal
risk informationan any standard waey . They vanousty presented risk i
quantitative, guahtative, and narrative terms, used any seale, and gave
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as el or as hittle detad as the pregram of fices chose Pive programs i
our sanple used ditterent torpsats from docoument te doanment For
example, an carly verstion of the acgiosition plan for the A Foeee
Short-Range Attack Missife roported risk i quaditat ove oems, bt o
aplate of the same document used deseriptis e terms ondy e s tndlear
whether the nsks mercased., dimgmished, or stased the <ame,

In ¥ programs. the number of categaries used to rate techneal nsk
clanged. Inone docement, lur('\;un;nlv,‘nu V22 06prey program usesd
ratings of low, Jow-medm, meduun, snediam-hugh, and lagh to repre-
sent risks, Inanother document for the sacne program, the ranngs were
tow, maoderate, mediune and hight “Moderare™ and “medimm,” two daf-
terent ponts on thus scide, were treated synonymonsly elsewhere, What
was meant by cach seale was not deseribed, nor was st clear how to com
pare the two sciles,

Further, for 5 of the 23 programs, ratings for one subsyvatem changed
withowt expianation In the Advanced Helicopter Iimprovement Pro-
Aram, for example, the transmussion was rated as o moderate nisk o the
techieal risk assessment report but as i low nsk m the integrated pro-
gram sumnuary soud i the coguisiiion plan, These doaments were pre-
pared for the same mulestone review . For neither At nor any of the |4
other systems was there i docimented explanation for changing the rat-
ings. Thos, the task of recogmizing the change and reguesting addinonal
infoernation had been left to the reviewers

Clumges i the way risks were presented i the documents may have
resulted from ireluctance toadenty serons prablems, Sonme stalf
members sind that vaters often hesitate to report “red” or “high™ risk to
reviewers, preferrmg fower ratings even s hien they are niot appropriste.
Changing the sk ratingsan progeam docamentation aad extendimg the
rating scales may be wavs of avondunyd bigh-oisk areas

ammary of We found that the approach of progrian nungement offices (o

kmmun;icmmn addressing techmeasd risk ot feved na 2ocrantes that itormabion would
be provided toddecissonnitkers within the oltices or at the ngher levels
of revies . Most program mamagers and techime ) <t fo bt not all, were
avare of the characteristies of thar rish eftorts imcludmg thae forne
for reporting risk, the scope, the procedures tor collecting tedhnieal
datin, the sonrces of techmcal intorputon and the approach
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Newther the progran documentation nor the brnetimgs we reviewed were
adequate 1or infornung progean stadt or revieseers about techacad risks
In <ome brietigs and documents, techimeal rish wis not even siddressesd
Inothers, risks were treated nunmunty, as when g aSTem WS given g
quahitative visk rating wath no explanation. Compheating the reviewers’
sk, different documents addressed risk ditferently, rating sciles
chinged, wnd ratings changed. wdl without explanation

Decisionmakers witlan the program offices and ot higher review levels
cannot base decisions on the true technicitl visks of o systemoat they do
not know gbout an assessment, nor can they do sowlen they are not
given cnough mformation to evaluate or enderstand 1t Ultimately, risk
efforts that deasionmakers cannot use will not e effective.

I our mterviews \n(h [»rc»kr.cm um.m we .ukvd who was m\nl\u, n
selecung and perfornung the rsk efforts, We also intery iewed SLaff in
~ervice schools to determine what traming was aviaiable to support the
program office staff involved i risk efforts. I he pugoriiy of . pro-
Framoffices, we found that <staft were involved m both selecting and
perfornung nisk efforts but that service school tramimg for the aasesse
ment of techniead risk was remmial. These results are presented i detail
below

In 2 pruu.un otficesd h pereent ), n'\pun\llnllf\ tur selecting lhv “anie

Iy ncab approach for a nisk etfort rested at least partly with the techical
staff. ot ofhices (24 pereent), the program nueugter was also imvolyed
Respondents in @ offices €39 percenty sand that contractors, laboratory
representatives, advisory panels, or others outside the othice particr-
pisted i the selection,

Once aneffort had been selected. who actually did the work? In 18
Offlees (72 pereent) st was techiionns, engineers, or other stafl. The
program maniger was directv involved i assessments for 7 offices (28
peteent)y In 3 offres (12 oereentysap purt sttt such as cost or systems
danaby stsassisted m the efforts and S G312 percent), prime contractors
or support contractors participated. Seven of fees (28 pereent) tsed
mpnt trom Laboratory staff or advisory paneis,

As Tor difterences i the services, we toand that Army progtrisin mana-
M

rers were never mvolved m selectim or conducting nish etforts Several
Navy and Ay Foree program managers did particpate, probabliy
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Summary of Training

Reliance on Prime
Contractors

Prime contractors for the major systems were responsible for many of

Center's decision risk analysis courses was the discussion of risk more
specific, aithough it dealt mainly with costs and schedules.

None of the service schools discussed approaches for assessing technical
risk: if it was mentioned at all, it was typically only described. We found
two exceptions: at the Defense Systems Management College, issues
associated with technical risk were discussed in one of the management
courses and in the risk management seminar, and at the Army Logistics
Management Center, technical risk was discussed in cost analysis
COUTSCs ds ipue to the TRACL estimate.

When we asked school staff members to rate their services' support for
technical risk training, their ratings -eflected the amount of risk assess-
ment training each school of fered. Ratings were high for the Army,
which reportedty gave a “great deal of support”” to the Center's efforts.
“Little or no support” ratirgs were given to the Air Force for technical
risk ¥ sessment training at the Institute of Technology and the Navy for
trailung at the Postgraduate School. Moderate joint-service support was
said to be given to technical risk assessment traming efforts at the
Defense Systems Management College.

Drata from the service schools suggest that technical risk assessment jus
received hittde attention in the curriculum. The Army was the only ser-
vice that offered a course on program risk as part of its regular course
offerings. In courses in which risk was mentioned., and even in courses
devoted to risk, technical risk was not a focus and neither were
approaches to technieal risk assessment. The discussion covered either
schedule risk or cost risk or, more typically, program risk in genceral.

the technical risk efforts desceribed by program offices. Of the 25 pro-
grium oftfrees inour study, 8 (32 percent) relied on their prime contrac-
tors for primary or other risk efforts. Of these 8 offices, 6 had required
the effort in the onginal proposals for sonree selection and 1 had
required it as a Ccontract dehiverable” The reason for the other con-
tractor effort was not specified.

I the 17 programs that did not rely on prime contractors tor ther risk
efforts. 12 nonetheless nsed techmeal risk ainformation supphied by
prime contractors as input to thew own efforts. For example, the Navy
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program office for the Joint Tactical Information Distribution System
used montidy documented scisk repaorts from the prime contractor.

The Air Force relied more on contractors than the two othor services
did. This is not surprising. given that Air Force Regulation 70-15 on
sourcee sefection calls for industry (o address risk in propasals. Most of
the 12 offices that used techimeal risk information from contractors in
their own risk efforts were in the Navy and Air Force. Only 1 office in
the Army used contractor information.

We observed three problems with contractor information on technical
risk and risk efforts.

1. Contractors” input was not always well documented. Seven programs
obtained information, which was not documented at all, through
informial discussions with contractor staff. When there was documenta-
tion, it was not always clear how contractors obtained their information
on technical risks. For example, the contractor provided technica)
reports to the Air Foree stios program office that included risk ratings
of a subsyvstem but gave no explanation of how the ratings had been
made. Henee, the program stadf had no opportunity to evajuate the
information.

2. The program managers an of fices whose risk efforts were conducted
by their prime contractors were limited in the knowledge they had about
the efforts. Five of the 8 program managers in these offices could not
deseribe. even i the most general terms, the analytical approach their
contractors had used. This restricted their abihity to understand the himi-
tations of the assessments.

3. Some program staff reported bias ininformation from industry.
Respondents in some of fices staited that becianse of industry’s interest in
winning and maintaining contracts, it presented systems in the best ligh,
passible, particularty in risk efforts included in proposals. Program stif
reported thiat some ratings were lower than they should be, In addition,
they reported that contractors lett some risks out and problems umden-
tified, beciause the contractors wanted to give the impression that they
could build the systems, Consequently, the program otfices that

received technical risk imformation from contractors, especially mforma-
tion they recerved during sotirce selection, did not behieve that this antor-
mation gcenrately deseribed aosystenv's technical risks
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Of course, 1t might not be only contractors that had an interest inunder-
rating a system's technical risks, Dobin general, and program nanage-
ment offices in particudar, might sometimes have been constranned by
the same interest. Bat we are concerned here with the nature and use-
fulness of technical risk information supplied by contractors. To summa-
rize, this information was ot alwavs well documented. leaving progrim
offices hittle or no opportunity to gange s aecuracy or montor changes
in it as programs progressed. Given the reported bias in contractors’ risk
efforts, it is especially important that program offices be abie to eval-
uate and monitor contractor information. Without this ability, they
could become overly optimistic in making technical, schedule, and cost
decisions.

In this chapter, we have identified four problems that stem from the
services' current risk efforts, Definitions of technical risk and risk rat-
ings were not consistent. Few program staff could cite a bob or service
definition of risk (we discussed available definitions in chapter 2), nor
could they say that any definition was formally used in their offices.
Many program offices used informal definitions of technical risk, bt
these varied considerably across the oftices, 'n 6 of the 25 offices, the
definition varied within the same oftice. Definitions of qualitative risk
ratings, whether quantitative or tiorrative, also varied within and across
program offices and were often contradictory as well.

Complete information on technical risk was not provided to deci-
stonmakers at the program management levels or at the higher levels of
review. While most program managers were aware of the characteristies
of their risk efforts, some nunagers and other staft were not. The doen-
mentation and brictings deseribing technicad risks did not present risk
adequately for the nse of managers and other reviewers.,

Training in technical risk assessment was generadly lacking. Where visk

wis discussed in the serviee schools, the focos was tepneadly on program
risk. Sometimes technicad risk was minpually deseribed, but approaches
for technical risk assessment were not tatghi

Reliance on contractors for technical risk mtormation his made for sev-
cral problems, Contractors often pestormed risk etforts and tarshed

risk intormation for the prograae ofhces, both Fformally an requests tor
proposals and contractsy and ainformally, The program nanagers stated
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gers were given either minimal or no documentation with which to
evaluate and maonitor a contractor’s technical risk information,

that these reports may nave bien biased hecanse of incentives the con-
tractors had to simplify or nunimize problems. In most cases, the mana-
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Conclusions

Technical risks are an inherent part of magor weapon system develop-
ment, and tilure to anticipate these risks can lead to cost and schedule
problems as well as the failure ot g systeni. The nnportance of assessing
technical risk has long been recognized in pob and, accordingly, gotde-
lines and regulistions calling for these assessments hive beenssaed, One
such gindeline calls for budgeting for technical risk. pob has also sup-
ported the use of technical risk agsessments in major program decisions.
Defense officials have told the Congress that ondy systems with low or
maderate technical visk would receive funding,

In this report. we have reviewed the current state of technical visk
assessment performed by the Department of Defense for maior weapon
systems and attempted to answer six evaluation guestions on policies,
procedures, and apphications across the armed services We sought to
learn how technical risk was defined, how assessmaius were designed
and conducted, what information was available to decisionmakers, and
how the results were conveyed to program management office staff and
milestone reviewers, Four issues iarose from the findings of our investi-
gation, relating to difficulties in the areas of the consistency of defini-
tions of risk and rating procedures, information flow, training, and the
involvement of contractors,

oD has provided a handbook of quantitative risk assessment
approaches developed by the Defense Systems Management College in
response to Inttiative 11, pob has not, however, clearly spectfied its
expectations for addressing techmeal risks, and evenats terminology 1or
conceptwahizing nsk is ambiguous. There is no standard definition ot
technical risk or of risk ratings.

Initiative 11 called for the Army. Navy, and Air Foree to quantify tech-
nical risks and allocate tunds to deal with them bt has had anegligible
effect 6iothe wavs the three services handle risk assessment. One Navy
command tried a total risk assessing cost estimate pilot program. Bat
the Army simply nuantained its preexisting TRACE program, and the Air
Foree mamtained its own cost estinution technigues. None of the ser-
vices adapted TRYCE or any other procedures for the purpose of quanti-
fyving and budgeting for technieal risk.

AL 25 rogram management offices we examined evihmaed techmeat
risks in some way. However, given the Lick of Lty i iecvdelogtion s
of teehnical risk and requirements for technieal risk assessment, risk
efforts varied from office to office. Only 3 program management of fices
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Chapter 3 L
. Conclusions and Recommetudations z
3
%
3
<

had risk efforts that we coudd classity as techieal risk assessments;
that is. their risk efforts were

« prospective, examining risks before problems ocenrred.
o planned, not an incidental part of program discussions;

NG SR

v

- documented. so that the »salts of an assessment could be shared with
decistonmakers and staff; and

at least twice in each acquisition phase. in order to determine

how risks changed.

IR

* repart

As we have noted in the repart, these criteria are not necessarily defini-
tive. but we believe they represent a minimal standard of quality for
risk ¢fforts in pob. Risk efforts in 3 program offices met these critena,
stpporting our position that the eriteria are relevant and attainable,

Turning from design to implementation, we found foew visk efforts car-
ried out in wayvs likely to produce the most accurate and useful results.
Few provided narrative information as well as nisk ratings, covered all
subsystems, or eoilected data from independent raters. Since the selee-
tion of risk assessment tormat, scope, and input procedure depends
partly on the maturity and complexity of weapon systems, there is no
single correct way to implement a risk effort, But few program offices
reported Galoring their risk efforts to the systems being developed.

ree

T

40, 2

Risk ratings were frequently reported inreview documents and birief-
ings, but the analytical approach and scope of the risk ettorts that pro-
duced these ratings were almost never reported. and the ratngs seldom
provided intormittion an both the content and the level of nsk.

yo——r

We have noted that our study was not designed 1o measure the offect of
technical nisk assessment on outcomes such as program restructuring or 3

cost growth, but the hkelihood of findimg such effects s probably fow. if
The response of the Army, Navy, and Air Force to Intiative 11 was min- 4

ial, and none of the 25 program offices in this study used g techmed ]
risk assessment to support nsk budgeting. Morcover. very tew risk

efforts met the mimmal criteria we developaed for evalaating techneald 3
risk assessments, and few were implemented moways that are i gen- 3
cral, hkely to produce the most vaeful and accurate results, thus, while p-
bon has encouraged the assessmeni of techmeal risk and proposed var- g‘
ious analytcal approaches, it has provided no guidelnes to program 2
management otfices o bow to perform techmcal risk assessment., Risk

P
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Chapter 8
Conclusions and Recommendations

assessors were left on their own to decide how to carry out this impor-
tant function. Their efforts to assess risk were poorly designed and
implemented, and the informaticn available to decisionmakers from pro-
gram documents and briefings was inadequate.

Our review pointed to four additional problems. First, informal defini-
tions of risk and risk rating categories were inconsistent, Some program
management offices had developed their own definitions of technical
risk but staff definitions varied widely, both within and across the
offices. Many offices used qualitative ratings of technical risk (such as
“high,” “moderate,” and “low™), but the meanings of these terms were
inconsistent, or contradictory, when examined across the offices.

Second, technical risk information was not always adequately conveyed
to decisionmakers and staff within the program offices and at higher
levels of review. Some program management staff members were una-
ware of the risk efforts that had been carried out for their systems, and
others lacked important information on the assessment procedures and
results. Program documentation and briefings often did not provide suf-
ficient background on assessment procedures or explain risk ratings.

Third, the training that is given in suppoit of the performance of tech-
nical risk assessments is insufficient. The service schools cover techmeal
risk assessment minimally, and students are not provided with the
opportunity te practice and compare applications of different assess-
ment techniques.

Fourth, the programs often relied on contractors to identify technical
risks but received inadeguate information on the contractors' risk
efforts. The program management offices usually received only the con-
tractors’ risk ratings and did not know how the risk efforts had been
conducted or how the ratings were defined. Program management staff
also believed that the risk efforts of contractors may have been biased
because industry did not want estimates of extreme risk to jeopardize
winning and maintaining contracts. (The same bias may have affected
estimates of risk within the program offices or bob, because Defense
officials reportediy prefer to fund systems with only low or moderate
technical risk ) The progrim offices did not receive sufficient informa-
tion, in most instinces, ta evaluate the adequacy or aceuracy of the am-
tractors’ risk efforts
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Conclusions and Recommendations
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Bias and error are always possible in risk assessment, regardless of who F ‘

performs it. But bias and error can more easily be uncovered and cor- =

rected if key concepts in risk assessment are defined consistently and if

asacssment procedures and results are open to subsequent review, E

: We recommend that the secretary of Defense tak > fullowing actions
Recommendations to ¢ mm t o y of Defense take the fullowing actions 1

to improve technical risk assessment concepts and procedures:
the Secretary of .,
Defense 1. define technical risk and categories for rating risk; -

G

Lt

s

2. require that risk efforts focus explicitly on technical risk and be pro- _ o
spective, planned, and repeated at least twice, early and late, in each -
acquisition phase;

=Y

3. require program management offices to document their risk assess-
ment procedures and results;

TS r—

e

4. estabhish guidehines regarding options for format for roting risks,
scope, data collection, and assessment approaches;

Py

B. require that the techrical risk information that program offices or
contractors provide for review include a description of format, scope,
data collection, sources of risk information, and assessment approaches;
and

6. provide more focused training in technical risk assessment. E )
Since a few program offices have already performed risk efforts that

met oure five eriteria and since they have implemented their efforts in
ways that arce the most likely to generate useful results, it is clear that

these recommendations can be followed without incurring new or signif- ] :
icant costs. Moreover, pob has asserted that technical risk assessments A
can significantly reduce cost growth in acquinng new weapon systems. 3
Thus, it seems reasonable to expect substantial savings from improve- [
ments in the design and mplementition of these assessments. Of course, 3
. - v,
our recommendations concert. only one clenent L0 program manasdement w
and, by themselves, cannot ersure timely and efficient development f g
efforts E
-
F
]
Y .
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L

. . . b reviewed o dradt of ths report. bon's comments and our complete
Agency Comuments and ! ewed, s repo and our comp
response are i appendix M pon generally concurred wich the principal

Jur Response findings but argued that the report overemphasizes technical problems 1
as distinet from the cost and sehedule components of overall program ]
rsk. bob concurred fully or partially with all recommendations except 3
the one calling tor making additional information on risk assessment 3
procedures avnlable for review (6A0's fifth recommendation). pop k

expressed reluctanee to plave further requirements on program managte-
ment and argued that cost growth has declined to about 1 pereent, ren-
dering such requirements unnecessary. 3

We believe that the findings demonstrate a need for more clarity in, and
attention to, techmcal risk assessment in bob. The findings do not sug-
gest that technical risk is more eritical than cost risk or schedule risk or K
that pob's attention to cost or schedule risk can be reduced. We have 3
recommended more consistency in assessment concepts and procedures.,
but we also recognize the need for tailoring assessments to particular
programs. Since most o7 pob's assessments did not meet minimal stan-
dards of quality., it is unlikely that they have cantrilite d to any reduc-
tions in cost growth, 4
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rogram Descriptions

HIP

This appendix boieflly describes cach program, its intended purpose, and
the effort to identify its technical risks. For some programs, ef forts were
formal and discrete tasks. For others. they were informadly part of pro-
gram office routine. Many risk efforts were, in some respects, extensive
and carefully dene. Seven of them met four of the eriternia we developued
for this evaluation. But only three risk efforts—for the Antisubnurine
Warfare Standoff Weapon, Remotely Piloted Veluele, and Short-Ranye
Air Defense Command and Control System—met all five essential eri-
teria. Risk efforts for all programs are evaluated in terms of the critena
in table 3.1,

The Army Helicopter Improvement Program (Afie) seeks to upgrade the
capabilities of the light observation helicopter fleet. The development
effort, contracted to Bell Helicopter Textron, covers T4 subsvstems,
among which are a target observation and acqguisition deviee above the
rotor (a mast-mounted sight), the tail rotor drive shaft, and navigation
and comm-nication equipmaont . sl is stated to handle reconmanssance
security, and target designation and handoff in support of attack heh-
copters, air cavalry, and field artitlery. It is expuected to operate day and
night, in hot weather, and at nap-of-the-carth altitudes.

The Army expressed interest in an advanced scout helicopter in 1974
but decided H years later that an entirely new helicopter was not afferd-
able. In 1980, the Army began planning for a scout hehcopter that wonld
bolster the capabihities of an existing model. Full scale engineering
development for atte started in 14981, under the direction of the Avia-
tion Systems Commund 1 St Laowts, Missourt. Formal oD review for
milestone 1} was in carly J982.

In 1981, a decision risk analysis was performed, in preparation for
souree selection for the development contract. In personal interviews
and a written guestionnaire, techmucal and engmeering statf rated risk
for each Ante subsystem on i six-point scale defined i quashtative terms
ranging from “none or very iow™ nisk to “unaceeptably high™ risk. The
questionnaire provided a s erbal deseription of cach ponint on the seale
and of lower and upper boundaries for the probabihay of not mecting
performance requirements. For exampte, “unacoeptably bagh™ was
desenbed as Uconceptualized on paspeer bui st theoretaal and nay
exceed current state of the wit.” InQquanttadn e terms, risk was e
ceptably hgh™ of the prohabihity of nol mecting requurements excesdis
HO percent. A support stalf member snmmarized the ratimgs and then
used them as iput for a computenzed schedule risk amdves which
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MRAAM

Appendix |
Frogram Descriptions

generate d VATIOUS estimates 01 tine to comple nun st as Tha- |n-xu nt
chance of completion s ithin 37 months, B)-percent withan 3 months.”

Hw Navy \l.uk .»U \(h,m(vd i. u,hrm u.,ht lnrpvdu( AIMTY s an .mlhub-
marine torpedo designed to enhance capabihties for target scquisition,
speed, lethality, and depth. s sonar sy stenuisantended to detect targets
faster and in greater volumes of water than carlier torpedos could. Its
enpine is intended to render the torpedo faster, guiceter, and able to dive
deeper than conventional engines.

Under the Naval Sea syvstems Command ain Crystad 7ty Virgia, and
under contract to Honeywell, the AtwT passed milestone 11 for full-scale
development inearly Y981 10 set for g, rodoection deesion (nulestone
1) in late 1986,

The AINT is a pilot program for the Naval Matenial Command risk man-
agement system called “solving the risk equation in transitionang from
development to prodaction.” The program office has organized ats nisk
management to conform to the compnand’s gudehnes. Extensive
monthly and bimonthly reports from the contractor have provided cure
rent program data, such as test results showing the “mean tme Letween
fatlure” for various AIWT corponents, Hesults have boeva aggregated in
varous wiys to reflect techmesl risk, and high-risk companents have
been discussed m mectings between program office staff and the
coptractor.

Some members of the staff deaded to supplement the command’s guide-
hnes wath an addinonal measure of risk not bised on 1est resudts, Therr

measure, updated monthly, rates nsk for cach MR T subsystem on a one-
to-five scale It has been included in the contractor’s reports

The \H‘ ! aree \d\ wud \h-dmm H‘un‘-‘ \|r tor \n \hvu.n'( AMRAAM) i
an bweather, radar-gomded missiie dessygned for Air Foroe and Navy
fighter qarcraft Comparod toomiassiles carrentivan production, AMI A
will reported!y be less dejpendent enous L bang plid form tor target
deanation .'nul supdinoe Jtw |ll he ginded by the reradt radar unnl
mideourseswhent sl swatch tots onvradar 1 e Loanch and Baoe”
capalahits s intended 1o .;.lnw the pulot to break away atter fineZand
ciptage other tarvcts Under develnspment by Hughes Anorat a8

beangt desined aiso fon groeater speed. relhiababity s ond tess g0 to elec

trome conntertw o es than mssgles nosw proge o
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Under the Jotid Systems Peogram Ctiice, Armament Division, at Foehn
Alr Force Base, Florida, AMEAAM passed milestone 1 for ful)-seale devel-
opment in 1482

The primary risk effort was handled by ongoing program activities such
as regular meetings of the program management statf ard contractor to
discuss test results and identify the program’s “technical deivers.” This
approach led to offorts to reduce risk that were reflectec m contract
specifications, competition between contractors during the demonstra-
tion and validation phase, and program restructuring,

Other risk-related activities for AMRAAM are contractor reports, cost and
schedule analyses, and a receat study of the overall program by a blue

ribbon panel of Air Force and Navy reviewers.,

The Air Force Antisateliite Weapon (ASaT) is designed to destroy speci-
fied Jow-altitude saiellites. The ASAT wedpon comprises a two-stage mis-
sile and a miniature homing vehicle. The AsaT is to be laanched from an
F-15 fighter plane irto space, where the miniature homing vehicle would
maneuver into a satellite’s orbit and destroy it by airect impact.

The AsAT is heing developed by the Air Fo,ee Space Division in Fl
Segundo. California. Boeing Acrospace Company is the cobntractor
responsible for the missie and system integration: the mintature vehicle
is being built by LTV Aeraspace ared Defense Company. The system has
been under accelerated development and, when we finished dita collec-
tion, had not yet haa eny formal tsaRe milestone reviews,

The primary Asart risk effort was performed by the program of fiee to
meet the information needs of authorities at highey levels. A probabiity
of suceess foit g systert test was computed by conbuning, probabthtios of
suceess for the performance of cach subsystem. Quahitative ratings of
the level of risk Chigh, medinm, ‘ow) were assigned (o cach are:t of teen-
nical concern,

The program office also had addittional information on iechnical risks,
developed throuph mtormal sassessnents pertormed quarterty for the
welected wequisihion report aad prodram review These assessoents
relied onenginecermg judgment for subjective estisates of the techingeal
rishs of the system Geher recmformation moleded formal cost sk
estiinates reported by the contractor for the mmature vetucle,
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The Airberne Self-Protection Jammer {A505) is an ciedih onte ganned

used w provide tactical arreraft with the capability for defensive elec-
tronic countermeasures. It is designed to fit aboard a variety of aircraft,
including the A-6, AV-8B, F-14, F-16, and F-18. The system is designed as
five modules to allew different installation configurations to meet the
requirements of individual aircraft.

The Navy is furctioning as the lead service in this joint Navy and Air
Force program. Managoiment responsibilitios are under the Naval Air
Systems Command in Crystal City, Virginia. The program began full-
scale development after passing milestone {1 in August 1979, The pro-
duction decision, inilestone 111 is sche uled for 1986, The system has
been jointly designed and developed by ITT Avionics and Westinghouse
Defense, but the team members will be required to compete for the pro-
duction phase of the pregram.

The program office has performed ongoing risk management and risk
reduction efforts, reacting to problems as they arise. Test resalts have
been pelied on to reveal areds requiring attention,

Assessments of program cost. scheduie, and technical risks were carried
out by a support contractor when this program was part of the pilot
total risk assessing cost estimate (TRACE) program. According to program
personnel. the TRYCE funding for the program was cut from the budget
and the program is no longer part of the pilot effort.

The Navy's Antisubmarine Warfare Standoff Weapon (ASW SO ) is a sub-
marine-launched missile designed for quict, buoyant ascent and short
“time fo target.” IUis a single-stage, rocket-propelled missile with two
payload alternatives: the nuclear depth bomb and the advanced lght-
weight torpedo. Itis intended as a tactical antisubmarine weapon for the
S8N-637, SSN-088, ar:d follow-on submarines. The program is run by the
Naval Sea Systems Command in Crystal City, Virginia.

In February 1980, four companies were awiarded contracts for a concept
formulation stady of the Asw sy From the results of these studies and
the propesals cach company submitted, Bocing Aerospace was chosen
for the demonsteation and validation work on the system: The program
office received milestone Tapproval in December 1982 and plans mile-
stone I for June 1986.
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ATRS

The primary Asw SOw risk effort was performed by BBocing. Techmeal
sk was assessed as part of the risk management effort required in
Boeing's contract. Boeing identified cight areas « { techmical vk ana has
cortinued to monitor these areas in the demonstration and va’ dation
phase. Three main activities were performed inorder to ider fy risks.
First, a “factory-to-target sequence” matrix was developed, laying out
the acquisition steps from compoient fabrication to launch for each
work breakdown structure clement. Significant events in development
and envirormental considerations could be taken into account by using
this matrix. Ratings of high, medium, and low were given to the cle-
ments with risk. Second, a risk element matrix was developed, mapping
the work breakdown structure items against what Boeing calls risk ele-
ments of cost, schedule, performance, reliability and maintainability,
production, and safety. Again, high, medium, and low ratings were
assigned, as deemed appropriate. Third, because certain items tend con-
sistently to cause problems in system development, data from other
Boeing systems were used to identify nsks. Bocing regularly reviews the
system for potential risks other than the eight that were found from
these three activities.

Risks are assessed and monitored by a risk management board, a small
group of Boeing's ASW sow management personnel, The Navy Sea Sys-
tems Command technical representative at Boeing is invitea to the
formal meetings and receives a copy of the minutes. The risk effort and
the standards for rating risk have been documenied in Boeing's risk
management plan. Boeing has also docamented the effect the risks are
expected to have on the program and the steps that will be taken to
abate them.

The Navy Advanced Tactical Radar System anies) is an ant-air-warfare
system to be used in support of the defense of local arcas. The Navy s
still defining the ATRS coneept, but, generally, it has beea planned as a
system that will have both a survelltance and a weapon support funce-
tion. It is being designed for several platforms, including the next gener-
ation of surface ship combatants,

The ATis had its genesis in 1982, and the operational requirements were
documented in January 14984 Status as o pagor system was achieved in
September 1984 The program. being developed under the Naval Sea
Systems Command in Crvstad City, Virgima, has remained antfonded
during o reevaluation of the requirements. A milestone I review is
expected Late in fiscal year 1988 or carly in fiscal year 1987
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A special group consisting ot staff from the systeras command, support
laboraiories, the program management office, and others is helping
define the ATRS. The program manager has said that, because it is so
carly in the acqurisition cycle, the risk effort has been limited te informal
discussions of arcas that may contain risk. The desi'n options presented
for the system were the inpetus fo  these discussions. The program
manager plarned to use quantitative risk efforts for reporting to pro-
gram management and reviewers,

C-17A The ¢-17A {\irlift Aircraft System will be designed to perform a full
range of airlift missions in intertheater and intratheater roles, inc'uding
air d.ops, combat offload, medical evacuation, and low and normal alti-
tude parachute extraction of various types and sizes of cargo. It is
intended to deliver cargo into small, austere airficlds. The ¢-17A wil! be a
turbofan wide-body aircraft powered by four engines being certified by
the Federal Aviation Administration for commercial aircraft. It is
intended to replace the active fleet of C-141B aircraft; it may also be
used for roles currently filled by older C-130 aircraft.

The €¢-17a was initiated in 1979 (known then as the C-X ) under the Acro-
nautical Systems Division at Wright-Patterson Air Foice Base, Ohio. In
Juiy 1982, the Air Force awarded a contract to McDonnell Douglas Cor-
poration for a medestly paced C-17 research and development program,
and this received milestone 1 approval from the Air Foree Systems
Acquisition Review Council in 1981 and from the bsakc in November
1984, A milestone IH review s planned for fiscal year 1087,

The risk effort has been carried out informally in the program office as
a part of routine management, through technical interchunge meetings
held regularly with the contractor to discuss technical problems and
issues. Bach meeting has been structured around & particular functional
area of the plane, so that different subsystems are examined at different

meetings.
Technical risks for + om were also examined during source selee-
tion. Under Air Agulation 70415, offerors were required to

address technical risks in their proposals, and the source selection evat-
uation bodrd considered the risks in selecting the winner.

' > The CV Innerzone Antisubmarine Wartare Helicopter (Cv-irLn) was intti-
CV-HELO ) ATTHSUDIT artare Hecopter ¢ i)
ated to provide a capabihty for fast-reaction, highly mobile, active sonar
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and torpedo delivery to assisoin detecting, locating, and attacking
enetay submarines entering the high noise e cironment of the carner
batde group inner zone. It is intended to replace the SH-3H helicopter
currently in service.

Developed tnder the guidance of Naval Air Systems Cominand in
Crystal City, Virginia, the Cv-nel passed a milestone 1 review inJan-
uary 1985, A contract for development was subsequentiy awarded to
the Sikorsky Aircraft Company.

The program office has examined and reported technical risk issues in
the program’s monthly status report. Technical risks have been

addressed subjectively in informal discussions with the program’s engi-
neering personnel.

HFAJ Th(t !ligh Frvqugncy Anli-.ljammcr (1¥Ad) is being df‘\'clupvd to provide
anti-jam protection for tactical battle group operations. The HFAJ uses
broadband frequency and has the ability to hop in the high-frequency
spectrum. It is expected to provide a system with better availability,
automation, and efficiency than the systetn currently used. The five
parts of the system are the exciter, receiver, broad®:. 2d power ampli-
fier, anti-jam modem, and anti-jam coutroller,

In June 1981, the Chief of Navul Operations approved nead develop-
ment. The Navy subsequently awai ded contracts to Rockwell-Collins,
Westinghouse, and GTE for advanc d development. The program office,
under the Nava! Electroaic Systems Command in Crystal Civy, Virginia,
was working toward a milestone I deaision in 1984 when the secretary
of the Navy stopped the funding. Since then, the system has been under
re view.,

The primury HrAl risk ¢ffort has been conducted by program manage-
ment. At meetings, risk is discussed in aninformal, subjective approach,
Test results, work on other systems, personal experience, and the opin-
jons of engineers and labaratory scientists, among other things, have
been co sidered.

L 7 m"’; . "'". ] - T T T - ;

I-S/A AMPE I'he Inter-Service/Agency Automated Messaue Processing Exchange (1-5/
A AaMrE) will handle secure and general-service command, control, com-
munications, and imethigence for the armed services, other gavernment
agencies (such as the Natwonead Security Agency and Defense Intelhgence

A Py -5 R T o i~ & A
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JSTARS
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Agepney), and US.aliies. Overall, about 2,000 users are expected. It is
being designed to modernize o d standardize current hardware, soft-
ware, and procedures.

The 1.5/ 4 AMPE program has undergone several shifts in concept defini-
tion since planning began in 1975, The Air Force became lead service in
1979 and assigned the program to its Automated Systems Program
Office at Gunter Air Foree Station, Aliabama. 1-8/A AMPE parsed mile-
stone 1in 1983,

The primary 1-5/A4 AMPE risk effort has been conducted as a set of man-
agement practices and decisions, including offeror conferences and
surveys to evaluate design alternatives, review by service saboratories
and expected users, independent validation and verification of technical
plans, required certification by the National Security Agency of each
system compaonent, tests of critical components, and work plans that
standardize the contractors’ efforts and promote the integration of
components,

As a result of activities like these, program management adopted a two-
track deveiopment strategy. Track ©is the development of kow-risk

items. Hems not yet “reduced to practice” will be added later, if feasible,
intrack 11 “preplunned product improvement.”

Two other management activities were a 1982 internal andit report that
discussed technical issues and an independent cost analysis performed
in 1983. A computerized system monitors the development schedule.

The Joint Surveillance and Targot Attack Radar System (ISTARS) is
designed as a survellance, battle management, and target attack control
system to deteet, locate, and track targets. The Jstaks includes C-18 air-
craft, airborne radar, airborne and ground data-processing and display
equipment, secure anti-jam voice and data communication eginpment,
ground station modules, weapon interface units aboard Dghter aireraft
potentially able to carry missiles, and software support and develop-
ment facilities.

The JSTARS woas imtiated as a joint Army and Air Foree program, with
the Air Force as the executive service, at Hanscom Air Foree Base in
Bedford, Massuchusetts. The joint program, formed m May 14982,
merped tvo programs. the Air Foree Pave Mover, a system for detecting,
locating, a-d striking mobile enemy armor, and the Army Standoftf
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Target Acquisition System, a radar system for fast, continuous, and
broad helicopter surveilllance of moving sround targets Contracts were
awarded to General Electrie, Grumman, Hogh-s and Westinghouse for
studies of the radar and antenna.

Three risk activities were described by the respondents in our irter-
views in the program office. One was done solely on the antenna by
Rome Air Development Center, the technical are of the Air Foree Elee-
tronic Systems Division at Hanscom. The group that assessed risk con-
sisted of three engineers and a representative of Mitre Corporation, the
system's engineering contractor. Contriactors presented to this group the
work they had done. Following the contractors’ presentations, the group
layed out a matrix describing what each contractor had done in the f2ur
areas that it judged would be a problemin developing the an'enna and
rated these areas as high, medium, or low nisks. The group br.-fed the
program director and Air Force officials on their results. The primary
risk effort described in our report comprised these three activities.

The program ranagement staff have also dealt with risk. Modeling,
prototyping. technical studies, and engineering judgment have helped
the staff make informal assessments for decisionmakers,

In aceordance with Air Foree Regulation 70-16, risk was also assessed
by the souree selection evaluation board. Before the proposials were
reviewed, factors on which they were to be rated and <tandards for rat-
ings were established. A separate hngh-medium-low ating scale was
applied for technical risk,

JTIDS (Air Force)

The Joint Tactical Information Distribution System (T ) is a time-divi-
sional multipie-aceess communication system intended for jam-resistant
digital communication of data and voice for command and control, posi-
tioning relative te navigation, and identification. The Air Force and
Army JTIDS Cluss 2 terminals for the system are designed for fighter air-
craft, ground tactical vehicles, and installations that have space and
weight restrictions. The Class 2 terminal is composed of & recenver and
transmitter unit developed by the Collins Government Aviomes Division
of kockwell Internationad and a data processor unit developed by the
Kearfott Division of the Singer Company. Within the dita processor are
the mterface unit, diital data processor, secure data uwiat, and battery.

Advanced development modeling of the Class 2 terminal in he fate
197075 supported the use of JTiis an platforms whose space is restricted.
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The program was approved for full-scale development in January 1181,
Milestone I production review is planned for May 1486, The Air Force,
as lead service, runs the program from the Electronics Systems Division
at Hanscom Air Force Base in Bedford, Massachusetts.

Two risk efforts were described in our program office interviewvs. The

rimary effort, which we reperted in chapter 3, is an elervent in the
ranagement of the program. Discussions and meetings with Air Force
staff, support contractors, and prime contractors are the main activity
in this effort. The program management has also relied on experience
with the JTiis Class 1 terminal, designed for airceraft carriers and other
majar surface combat ships.

The second risk effort on the JTIbs was done for source selection before
awarding a contract {or full-scale development in 1981, The source
selection evaluation board rated designated technical items for each
bidder. Five color ratings, which the b.:ard defined in its instructions,
wer? to be used for cach item. An overall assessment of technica! per-
formance was rated high, medium, o1 low in a technical summary for
each proposal, and the ratings and the vverall technical summary were
documented.

JTIDS (Navy)

The Navy Joint Tactical Information Distribution System (J710s) in
intended to provide secure, jam-resistant communication, navigation,
and identification by means of short pulses pseudorandomly distrib ated
intime and freguency. The terminals for the system include a trans-
mitter, a data processor, and receivers. The terminals are being devel-
oped in  hree classes—one for large surfa e shups (such as aircraft
carriers) requiring high-power terminals and up to 10 voice channels.
another for carly-warning aircraft requiring up to 4 voice chiannels, and
a third for tactical fighter aircraft and small surface ships requiring
small, lightweight terminals with no more than 2 voice channels.

Work on the atins began in 1974 with the Air Force as lead service. In
1976, the program split into two phiases. One, directed by the Air Foree,
is to develop a time-division muluple-access system (which we discuss in
the preceding section). The other, directed by the Navy, is to develop a
distributed time-division multiple-access system that will allow simulta-
neous sending and receiving, operiable with the Air Force system, which
will not. Under the direction of the Naval Electronme Systems Command
in Crystai City, Virginaa, the Navy JT10s is being developed by Hughes
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Mask XV IFF

Appendix 1
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Atreraft. i passed mitestone 1 into full-scale development, in 1982,
Milestone Hiis not expected until 19492,

A cost and schedule risk analysis was performed by a support con-
tractor in 1982, but the techniead risk effort has been handled through
program management efforts including, for example, testing and review
by Navy laboratories and independent evaluation groups in bob, review
by potential offecors, and regular meetings of the program office stalf
and the contractor. Enhancements are to be added through “preplanned
product improvement.” Although the Navy JTi0s program wis not
amony the pilot progran.s using the Naval Matenal Command nsk man-
agement system, it repol tedly followed a similar format ina 1984 (ech-
nical review,

The Mark XV ldentification Friend or Foe (Mark XV IFF) combat identifi-
cation system is intended to provide a reliable means of identifying air-
borne and surface targets at distances compatible with the ranges of
“friendly™ weapons. Currently, the target detection range capabilities
and maximum ranges of many weapons exceed the ranges at which rel;-
able identification is available. The Mark XV IFF is a question-and-answer
system that will be sntraduced as a retrofit to the Mark X/X1FF
system, the transision to the new system to occur as platforms become
avatlable. The Mark XV IFF must be compatible with existing systems
because it will have to operate in the same environment as these sys-
tems during the transition.

The program is a joint Air Force, Army, and Navy effort. The Air Foree
is the lead service for development, and management of the program is
under the Combat Identification System Prograin Office of the Aeronau-
tical Systems Division at Wright-Patterson Air Foree Base, Qhio. The
system is in the demonstration and vahdalion phase of development.
The milestone | review oceurred in July 1984 and plans call for a ritde-
stone Hreview in fiscal year 1958 Boath Tex s Instruments and Bendix
Corporation are under contract to perfor n the development work neces-
sary before the system canenter fulls e deveiopment.

Several risk efforts have been carried out for the sk XV IFF. The pri-
mary effort was an assessment conducted by the Aur Feree ehief seien-
tst as & result of questions arising i the review processs A panel was
assembled to identify the areas of techincal risk and assess the relainve
technical merits of alternatives,

Page 90 ) GAQ. PEMINRA S Technical Risk Assreaamnt

v -

-




Appendix 1
Prugram Dencriptions

MLRS/TGW

Other Mark XV IFF risk efforts centered on the use of infornmid enguneering
judgments of problem areas in the system. The nulestone Tresiew and
the decision on the type of development contract took risks mto
consideration

The Terminad Guidance Warhead (TGW) is one of three warheads being
developed for the Multiple Lannch Rocket System (MLRS). The MERS is
designed to deliver a barge volume of fire power in support of field artil-
lery. The TGW will enable the system to destroy armored vehicles and
equipment. It is an autonomous warhead with terminat homing and fire-
and-forget target capabilities.

The warhead MLRs, TGW is a multinatioval program. France, Great
Britain, West Germany., and the United States are involved in the
system's development. Each country has a representative in the pro-
grar: office, which is located at the Army’s Missile Command in Hunts-
ville. Alabama. The contractor is also multinational. Brandt Aremento
(Thompson-Brandt) of France, Thorn EMI Flectronies of Great Brivain,
Diehd G M. of West Germany, and Martin Marietta of the United
States formed MDTT Corporation for the development of the viarhead.

A preliminary investigation of the technology began in the early 1970°,
In 1977, the Honse Armed Services Committee reguired that it be devet-
oped as an option for the MLRS, About the same time, the secretary of
Diefense required thag it be purstted as iomultinational program. Fol-
lowing the signing of the memorandum of understanding between the
four countries in 1479, work to define the TGW concept began. Pussing
milestone Tin September 1989, the program moved into what 1s called
the component demonstration phase. A milestone H review is planned
for carly 1987,

The prinuiry risk effort focused exciusively on technical risk. lowas
made by the multinational group as part of its discussion of progrion
options in the coneept and international program detimmtion phuse. In
abeut 1 week manformal discussion based an the expericnee of s niem
bers and prior work on TGW technology and other systems, the grovp
identified 14 potential risk areas, sereened the Jist, and rated the risks
togh, medium, and 1o77 This led to a smaller list of 5 arcas. The effen
was exclusively for use i choosing the best alternative.

A schedude risk assessment wis also perfarined for the TGW by i sys-
tems analyst at the missile command as part of the moltnationad eftort
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V1Al

NAVSTAR User
Equipment

in the definition phase. Although schedule risk was the cmphasis, the
analyst said that a technical assessment had to be made before the
scheduie work could be done. Informeation from the multinational groap
was collected and laid out in g network. Since a number of concepts were
being considered, the assesstaent was made as generic as possible rather
than dependent on a particular design choice. Another analyst added
cost figures to the sclicdule assessment.

The Armz M1aL program is intended to enhinee the capabiiitios of the
M1 Abrams tank. MiAL development began with replacement of the M1's
105-millimeter cannon with a 120-mithmeter version. The effort was
expanded o develop armor for protecting the tank's moebidiny and fire-
power and an air distribution system for protecting it aganst nuclear,
biological, and chemical warfare. Ammunition is to be developed and
cannon composents are to be built for the 120-millimeter gun to ensare
its interchangeability with the West German Leopard 2 tank. Develop-
ment is under contract with General Dynamics.

Under the Tank Automaotive Command in Warren, Michijan, the M1
began prototype development in 1973 and entered full-scale engineening
development 3 vears later. During this phase, the 120-mallineter gun
was incorporated into the development effort. The basehne MY puassid
its milestone HI production decision in 1979 the M1AL including the gan
and other entancements, passed mifestone HEin 1984, Enhancements
are to be phascd into predaction over the next several! years

The primary miat risk effort was a series of three TRYE analyvses per-
formed m 1982, 1883, and 1984 Staff members reportedly conaidered
technical nisk when they estimated cost inputs for the analvses and
came up with estimates of high, low, and most likely cost for cach Mg
enhancement. TRACE was ised 1o support applications for nisk fands oat
not to yuide technical decistons within the program effice or ai hogher
levels of review  Two other activities guided technical decisions -
yaes of test results aad mformal Staff discussions, Aceordint to the pro-
gram manuiger, Cad hoo risk assessment, conscions or unconscious,” hae,
beon part of the dudly routine.

The N o STAR User bagopnient 16 part of the NAVSTAR Globid Posiionung
System (GPS) e space-based radio navigation system consisting ot satel-
hres, satihte control and monttor stations, and cquipment for ther use
The GPS s designed to provide worldwide three-dimensionad position
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tPv

and velocity and universal coordmated time informatiore The < ostem
can operate in all weaiher and has a high resistance to 3 mimuny

The user equipment consists of a receiver and processeru o
antenna system, a control display unit, a flexible modue - interface, and
an optional data loader. The egrupment s designed to recove and pro-
cess cither simultaneous or sequential data trom four differeni sated-
lites, The user equipment measures veloaty and range vath respect to
each satellite to derive the user’s three-dimensional position and
velocity. It then processes the dat=on terms of ian carth-coentered, earth-
fixed coordinate system and displays the information in geogtraphac or
mititary grid coordinates. Magnavox Advanced Producty and Systems
Company and the Collins Government Avionics Division of Rockwell
International are both under contract for the development of the user
equipment. The two will compete for the production phiase of the pro-
gram, with the possibihity of taking a leader-follower approach.

The system is a joint effort of the Air Force, Army, Navy, and Marine
Corps, with the Air Force functioning as the lead service for develop-
mert. The program management office s part of the Air Force Spare
Division in El Segundo, Californi. In the full-scale development phase,
the user equipment wis scheduled for a nulestone HI review in May
[986. The system passed @ milestone I review i 1870,

The program office has considered the schedule and cost of technical
problems as ongomg management of risks. Testing has been emphasized,
and test results, rehability measures, and subjective judgnient have been
combined in order todentify techmeal risks. The program office also
conducted ar examination of technical risks i accordance with Aar
Force Re = on 7015 for the source selection for production.

The Army Remotely Prloted Vehiele (ke ) heas i long development has-

tory that began in 1975 Currentlv at is being developed by Lockhesd.
Its high-technology snbsystems mclude forward ook infraoed radar
and an anti-pun capadahity. Developmental work on the gy began in
FO79, under the direction of the Aty Avition Systems Commaind in St
Lamiis, Missourn, but the gy did not became a pugor system requitring
nulestone veview untd 1983 108 fiest nakestone will be the production
decision, it nulestone 1 an 1956

A decision sk analyves, conducted m 1981 and updated i TO82, 1083,
and 1931 covered schedule sk, assigming hegh, lowand most Jikely
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estiates of tme reguired to complete developinent. The PHST analyvsis
and the TIS2 updite provided ratings of techniea® sk, basing themoon a
questionnaire completed by dhe technical staf T e key subsy stems
were rated on a scale thot mcluded quad:tative labels and verba' © 0 nipe
tions of risk categories, plus probabibty ranges for the hkelih

faling to meet performance requirements. The scale ditfered sl
from vear to year. In 198200 raaged from “none or very low™ risk (less
i a H-percent chanee of not meehing requireiments o Cunaceeptably
haght'” risk (grester than a Stepercent «hance). In 1981, the scale ranged
from “none or low” (not more than a To-nereent chanced to “unaceept-
ably high' (greater than 50 percent. as in HOK1) Questioniure results
were sammed imtoa single ratingg chagh, moderate, or low) for cach
subsystem.

Other risk-related activities for the ki clude a decision risk analysis
completed in TO7T8 and TRy analyses in 1982 and 1063 for the produc-
tiom phase.

— The Short-Range A Deferse Command and Control System (sHosab o2)
offers autonuated command and control functions for the SHORAD batal
ftlon. Computers, display devices, software, and interface equupment are
mtended to automate the collection, processing, distnibution, and display
of iformation for SHORAD weapons, No existing system performs these
functions: some of them «an be performed mannally, but this s slew and
unrehiable The program of Gee s at the Balhistic Missile Defense System

HORAD C2

Command m Huntsvidle, Alabama. - b
2 !
Ty July TORT anacquisinion strategy was approved by penceral-officer 3

review, wluch was supported by an Army in-process review in Apnil
18532, However, the Congress giecepted nether the schedude nor the
fundig requirements tor the 1953 fiscal yvear appropriation, The Con-
croess did achnowledee the nead for an automated commmand and control !
system, and i response, the depeoy undersecretary of Detense for cone S
mand, control, communucations ard intellitence approved o restrue-
tunng of the program i Apnl 1933, Badyret reductions led to another

restructuriogd i the sprmg of Jasd and st another i carly summer. ; :
Three nisk efforts have been completed for the snorap ez The first, com- 3 :
pletedan Lamary 1951 by o svstems anad -l the pusstie comanand, 4
foused on cost aed schedate nisks Althowee techmteal nsk was consid- :
cred an the schedule and cost assessment, anly the cost and s hedule )
aspects were docimnented The two other efforts were made i respaonse k.

3
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Augnst Pasdand tocteed onthe schedule risk of the software develap-
tient 1t was pertorined by asupport contractor whe borrowed Beavily
from the carhier effort. No mention was nusde of the techeread risks of
the systenmmn the decunientation

The third effort, completesd i Mareh 1955, was the primary risk effas
I wis made by a it ferent support contractor, who used the sysiems
engineering tatagerent ande pabhished by the Defense Systers Mon-
agement College, Probabihtios of falure assigned to bPardwire and soft-
wire components were based on their degree of mataniy, copiexity.
and dependence onmterfacing items The probability asspinmene s oo
subjective but based on standurds decumented e engareerning wuide,
Standards for hagh, medim, and Jow were abvo docomonted. The sap-
port contractor ieorporated technical sk m the cost and sehedule

Aty ~es,

the current Short-Range Attach Missile and isaintended to support pene-
tratimg bomber missions thronugh the Fesys and beyend. The pene-
tratoy bormber mussion s an essenbal ciemeni of the strateie triad o)
Tand-, Phe sicsst it amended to nrovide the
BB and advanced technology hombwers sl o snpsersorne i

et aar-based deferise,
Feooe o : 4
nuchear misste desyined to atto K tived and relocatable tanets The
system catisists of The musste, suppor b e papmsnt, passion planmn
evpprnent, and carner interfiaces

|

1]

!

|

The s s b dev eloped wl Wt Patterson Arr Foree Base, Oheo, 4
i the A Force Acrongntical Systems Division The system st was !
approved m 1S3 Athoan aecelerated development approacb, noides {
E

i

stone §review wis held and no diserete demonstrahon andg valadation

bt

phinse has been corducted Rathersesimatfe U pre b scale” deselopmens

effort s uidder was . wathcmidestone Hreview planned for 196,

ur. o

The provedn oftno e Laas celied heavidy for techniead riskantornuiiog on
past work on canabar sostens It hosconducted an mtormal, sobyective

Yobo o

Ansessnent b sty stetns bt ptends ta e onstder this assessinent

approach for fol scade develojment

7

dad i

The Sobeoiipe Advaneed Combadt Svatenrost oy s s enmmitegrated

condnt controd suscem Tor the nuchear o ered SS5N THE SSN T2 ed

AL PEMIv RS Techuical Kisk Asse- ament

Pagr 25

— ey

_Nm memwwmm » . .m—-n—gnmraw o L 7-,..”-..-

'y




V.Apprmh i
Program \escriptions

SSN-7H3 submarines, now under construction. It is designed to merge
sonar, sensors, fire control, and other control units into an integrated
svstem. Originally a “preplanned product improvement” system, with
two upgrades of the basic version for future submarines, the StBas has
undergone a total restrcturing because of problems in developing a rev-
olutionary fiber optics data bus to connect the system’s computers.

The sUBACS program is being developed by the Naval Sea Systems Com-
mand in Crystal City, Virgimia. It was initiated in November 1980 with
the approval of a mission element needs statement by the secretary of
Defense At muiestone H review in September 1983, full-scale develop-

ment wis approved and, in December 1983, the Federal Systems [hvi-

sion of I1BM recetved the contract award.

O

R

The risk effort reported ip odr interviews with staff in the program
office was part of a schedule nisk assessment performed by Naval
nderwater Svstems Command and IBM in response te a request i Feb.-
ruary FUSS from the assistant secretary of the Navy for a quantitative
analysis of the nisk to ship dehvery dates. IBM and the Navy command
worked independently toadentify entical items, including items offering
a “sitntficant techmical challenge,” and these items served as the bases
of a netwark analy sis. Orpanally designed to be ongomy, the assessment
was discontmued in December 1983

RPN

A RN P

T45TS The multifaceted T-45 Tramnmg System (T45TS), or the Naval Undergrad-
uate Jet Fhight Traamng System. consists of aireraft. simulators, i
denue coursework, and tramimg management. It s intended for the
mtermediate aad advanced phutses of te naval hight traning program
for jetareraft paleas The T35 irera s a two-tandemeseat . jet-engine
triunner desiened and bt in Great Bitaim A version with the capabihty
of operatimg from areraft carriers will oe buglt i the Vmted States for
the Navy by McDonnetl Douglas Corporation

Acceleriated development of the sostemoas under the gindanee of the
Navalb A Sastems Commumnd i Creastal Ciey, Virginna: Combened nude
stone Fand Threview s were made in October TR and the secretioy of
Detense approved tudlscale development in December 1958 A mtdestone
HE review s scheduled tor fisci? sear 19SS

The program oftice has an ongongt risk management effort Fpha

st relidntity the engineeringd statt has monitored risks by means of
tesis of prablem areas Inaddition to thas etfort, the progranm alfioe was
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directed to use the template system of risk management detailed in
“Solving the Risk Fquation in Transitioning from Development to Pro-
duction” (pon 4245.7-M), which it did in the milestone 1-1] review,

Trident II (D5) The Trndent 11(D5) Slruwgic Weapon S)’Sl(‘l‘n i‘s ingenld(«i to improve the
performance of submarine-launched ballistic missiles. A follow-on to the
Trident 1(C4), the Tndent 11(D5) will reportedly provide a Jarger missile
with greater accuracy and better payload. It is to be deployed on newly
constructed SSBN-726 (OHIO) submarines and backfitted on ether sub-
marines of the same class that origanally carried the Trident 1(C4). The
contractors involved in Tndent (1% development include Draper Labo-
ratories Generai Flocrric, interstate Electronics, Lockheed, Srerryoand
Westinghouse.

Thie Navy's Strategie Systems Project Office in Crystal City, Virginia,
manages the development, production, and support of the Tndent 11D,
Strategic Weapon System, which began full-scale development after the
milestone I review in September 1983, A milestone 1 review is sched-
uled for March 1987,

The program management office has used a nsk management approach
for addressig technical nisk, exanmining low-rivk technologies as much
as possible. The office identifies problends through a steering group that
includes senior contracior personnel in ordei to promeic an oxchange of
information between the contractors.

An improved accuracy program’” was completed in 1982 This was g
special assessment of the technology of entcal elements iy arder to
determune the feasihihity of aclueving the expected improvem nts m
accuracy of the Trident 1L

A separate schedule risk assessment was performed i 1983 by a sup-
port contractor The assessment was anned at deternnnming schedule
risks for the deliver, of government-furmished equipment and informa-
tion for subnuirines under construction,

mc\, o The V22 Ocprey program. formerly Jomnt Vecticad Laft Awraraft ¢ VX

¢ program.is an cffort to develop, produce. and deployv a multinnssion
vertical tehe-oft and Linding areratt combuning the capabnhities of a tar-
boprop mreraft wath those ot a heheopter Teuses g tlt rotor that allows
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vertical take-off and makes a transition to horizontal flight by means »f
tilting-engine nacelles,

It is a joint program of the Navy, Marine Corps, and Air Force and is to
fulfill a dif ferent mission requirement for each service. The Navy is the
lead service and fills the procurement role for the Marine Corps. The
management ¢of the program is under the Naval Air Systems Command
in Crystal City, Virginia.

An initial operating capability that would replace the Marine Corps
medium assault vertical (ft fleet is planned for 1991, The program
passed a milestone [ review i Deceraber 1982, with Bell Helicopter Tex-
trua and Boeing-Vertol under a joint contract for development.

The program office uses an ongoing. informal process of risk assessment
carried out by the engineening staff. As technical problems anse, they
are discussed in routine staff meetings. Earlier, in an effort to determine
the most feasible technicai approach for the system, a joint technology
assessment group examined risk as part of its evaluation of hehicapter
versus tilt-rotor designs,
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Note GA® < response
supplernenting «*.at
'S givenn the

report text appears

at the end of *his
appendix

THE UNDER SECRETARY OF DEFENSE

WASHINGTION DC 20301-2010

RESEARCH AND
KNGINEERING

9 DEC 1985

Mr. Frank C. Conahan

Director, National Security and
International Affairs Division

US General Accounting Otfice

: Washington, DC 20548

Cear Mr. Conahan:

This 15 the Department of Defense (DoD) response to the General Accounting
Otice (GAO) Draft Report, “Technical Risk Assessment - Unclear Poiicy and
inadequate Practice Chasactenze Current DoD Efforts” dated October 3, 1985 (GAO
Code 973193/05D Ca.e No 6658)

The DoD generally concurs with the draft report. The DoD, however, does
not agree with the GAO's emphaus on technical nsk, without concormitant
consideration of cost and scheduie risk. The relationship of ali three, (cost,
schedule, and technical nsk) musnt be recognized and balanced in the mansgement
of overall program risk. Specific comments which address the repont findings are
attached

We appreciate the opporiunity to comment on the report in draft form.

Sincerely,

W A

Donald A, Hicks

Attachment

e e — i e e e« e e e ——— — )
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GAOQ DRAFTREPORT DATED OCTOBER 3, 1985
(GAO CODE 973193) OSD CASE 6858

“TECHNICAL RISK ASSESSMENT: UNCLEAR POLICY AND INADEQUATE PRACTICE
CHARACTERIZE CURRENT DOD EFFORTS”

DEPARTMENT OF DEFENSE COMMENTS

(B 2 AN ]

FINDINGS

o FINDING A: DoD Mas identified Technical Risks As A Factor Leading To
Schedule Slippage anJ Cost Growth__The GAQ observed that technical nisks are
inherentin the development of new weapon systems when performance
requirements exceed the capabiities of current technology. According to GAO, if
not anticipated and managed in the eariy phases of the acqursition process technical
risks can have profound ettects on program costs and scheduies GAO described
technical risk assessments (TRA) as the process for identifying and evaluating the
potential for performance problems, drawing a distinct:on between technological
nisk, and program risk, {(which also includes schedule aad _ost rnk). GAQ reported
that DoD has dentified technical problems as » major factor in cost growth and
schedule delay and has reported that the level of technical nisk directly stfects
decivons on further development. The GAO further reported that «t 15 the DoD
postion TRA can sign.ficant!ly reduce the overali cost of acquinng new weapon
systems The GAO conciuded that substantial savings cou!d be expected from the
esign and implementation of TRAs. (pp.+, 1-1, p. 1-7/GAO Draft Report)

DoD Comments:

Partiatly concur The DoD does not concur with the GAO report implication that
technical nsk should be emphasized i isolation. Technical sk 1s only one element
of overail program nisk, which also in_tudes funding and cost risk, a< weli as
schedule nsk. It 1s essentiai that connderation of program risk include balanced
conuderation of each of the risk elements. The DoD does concur that early
identification of technical sk, as well as other types of rsi, shouid reduce program
costs. It will also improve program stabiirty and heip ensure on-schedule contract
performance. Since 1981, 1n fact, the DoD has been placing much greater emphaus
on program risk, and has reduced cost growth to about one percent It should be
noted; however, that early identification of risk, while reducing the amount of cost
growth, does not necessarily reduce program cost. 1t may umply cause recognruon
of sddrtional cost inrhially theredby preciuding 1t from being included in growth
caiculations.

] FINDING 8: Despite initiative 11, DoD Policies Regarding Technical Rigl,
Assessment Remain Unfocused. The GAD found that tnitative 11 of DoD's 1381
Acquisition improvement Program calied for the use of quantitative technical nsk
ssiessments 10 support the budget.ng of funds to cover risk. The GAD noted that
many quantritat've approaches aie escribe jin a handbook developed by the
Defense Systerms Management Coliege (DSMO) 1n 1-spome to inmhiatrve 11, and that
other quanutative 3nd qualitauive wols are availi L. ~. The GAO further noted that
there are many resources ava:igt.e 1o a:d Frogram b sanagement O'fices (PMOs) in
performing echnical risk asséisments, but 21:0 ofirived that there are some
obstacies to 8 ciear undenstanding of DoD expectatic 1. TAQ pointed tn no
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consistent definttion of what s meant by technical nisk as well as no DoD-wide
delinition of the commonly used terms high, medium, and low risk While GAO
acknowiedged that some definitions exist for program risk, such as that developed
by the DSMC and by Air Force Regutation /0-15, GAO nonethziess found no
standard oefinition of technical rsk in DOD The GAO also Observed that, wiule it s
true that the reguiations for documentation of major system acquisitions include
requirements that technical risks be addressed, the gegree of discussion or
identification of risas 13 N0t set Out, nor is there any specification of the kind of TRAs
to be used GAQ found that there 15 no otficial pornty or guidance calling for the
application of specific tools or techniques, nor are there genenc cniteria for TRA,
independent of the approach used The GAQD conciuded that despite the fact
Initiative 11 was intended to promote qualification of, and budgetng for, technical
nisks, 1n reality 1t has had hittie influence o rer the three Services’ procedures for TRA.
The GAO further concliuded that there hive been no perceptible changes in Defense
Systems Acquisition Revieww Counal (DSARC) procedures or operatons as a result of
Initsative V1. in summary, the GAO concluded that while the Department of
Defense has %enem policies caliing for TRA, the policies are unfocused and not
ciearly described under any regulation or directive. (pp. 2-1 through 2-17, and p. 5-
2GAQ Draft Report)

DoD Comments:

Part:ally concur The DoD concurs that policies relative to discrete treatment of
technical risk remain unfocused, and that & generally accepied and understood
definstion of technical rsk, inciuding commonly used terms (high, medium, low
rnisk), stitl does not exsst within the DoD  Asindicated in the response to
Recommendation 1, the Dol will issue a handbook that incorporates DoD
defimtions of risk, including guidance on what cunstrivtes high, medium and low
nsk, 1o the extent posuble DoD does not concur, however, that Initiative 11 has
had little or no etfect on the Services’ or DSARC procedures for TRA. Whilent s
ditficuit to identity speafic actions attributabie to Initiative 11, as noted in the
tesponse to Finding A, the overall program results are vastly improved.

o FINDING C: Differences Among Program Offices In Addressing Technical
Risk. From rts evaluation of 25 major-system Program managem.ent Offices (?MOs)
for programs between Milestone | and ili, GAG found that no PMOs quantified and
budgeted for technical risks, a3 calied for by Intiative 11. Lodking DoD critena for
what constituted 3 TRA, the GAO deveioped critena for mimimai standards of
qualnty tor TRAs, stating that nsk etiornts (REsl should be:

- prospective, examining risks betore problem: occurred;
- planned, not an incdental part of program discussions;
- explicitin attenition to technical riks;

- documented, 5o that the results of the assessment could be
shared wrth deiuion-makers and staff, and

- reporied twice m each acqurrbon phase to determune how risks were
changing

The GAQ reporied, that stthough alt 25 PMOs inede an ef{ort to dentfy their
technical niske, only three conducted tisk etforts meeting the GAO-developed
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critena for TRAs In addition, the GAD observed wide vanation in how fisk etforts r
are.mplemented Although formats for assessing risk are generally most useful
when they combine a 3esnption of technical problems with qualitative or

uvantative rating--r € , when they specify the content and level of risk, GAD found
that tew PMOs '1sed such formats The GAO also noted that sk etforts are
generally most in‘ormative when they cover all subsystems, not just selecled ones or
the system as a whole, yet few PMOs did 30. The GAO also noted that reliability of
risk input is enhanced when severzl raters provide written input independently, but
agan, few PMOs foilowed that procedure The GAC aiso concluded that inasmuch
35 most PMOs did not consider the complexity or matunity of their systems when
choosing iImpiementation options, 1t was not hikely that their risk efforts, as
smplemented, were as useful a3 they could have been in furthening system
development (pp. 3-1 through 3-31, GAO Dratt Report)

DoU Comments:

Partially concur. The DoD does not concur that risk efforts were less useful than
they could have been in furtherning systern deveiopment As GAO pointed out (since
1t did not assess the actual experience or degree of success of the systems studied), it
could not determine whether TRAs actually chosen for each program were the most
aoppropriate. The DoD does concur that there should be criteria for TRA in
generalized form, with allowances for tziloring to speaific program circumstances.
it will not be possible, however, 10 measure all TRA efforts A?lmﬂ uniformiy
imposed criteria. Each major system s unique 1n a number of respects The success
of one system may be dependant upon the development of new technologies, while
another system may empioy only proven technologies Thus, the description af rizk,
35 high, medium of low must be measured on a relative scale. rathzr than on any
absolute scale TRA s comprised of a number of znalytical tools which should be
caretully selected and tailored 1o the speafic rcumstances present on a particular
system Prescribing a standard methodology to be strictly applied across a broad
spectrum of individuai program arcumstances would be extremely difficult, and the
desirability of doing so would certainly be open to question. The seiection of TRA
areas within & program must generally be left to the Program/Project Manager, the
ndividual most familiar with the program risks,

ARSI TGRSR T RN S RSO o AR R e L S B M IR KRR
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o FINDING D: Information Provided For Service And DSARC Review. The GAO
observed that{in order to be uselul) decisions regzrding the pace and direction of
these programs must be made during miestone reviews at the Service and at DSARC
levels. The GAQ found, however, that, on the average, technical risk information
was presented in only 80 percent of the vanous documents for Milestone t and in 76
percent for Milestone Hi. The GAO further found that the analytical approach used
and the scope of risk was aimost never reported in these documents. After
reviewing briefing chars, minutes and scripts used in these reviews, GAO conciuded
that t was unlikely that much information was conveyed oraily to reviewen on the
2pproach and scope of the rsk etfort. The GAD also conciuded that milestone
decsion documents rarely combined narrative information with qualitatve ot
quantative ratings for ail subsystems. (pp 3-1through 3-31, pp. 5-3, through -
7/CAO Draft Rzport)

By

DoD Comraents:

Pan:zll; contor. The-DoD does not concur with GAO's methodology for armiving at
€0 and 76 percent, respectively The DoD guidance does notrequire a nisk
ass2ssment i several of the documents which the GAO used 1n cakculating these
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averages The DoD does concur that where nisk data s presented, it should be
complete and the defimtiuns and methodology understood by the reviewers. The
DoD handbook (see response to Recommendation 1) will pravide reasonable
definitions and methodology a3 a basis for such understanding The Handbook,
however, will not require the preparation of a nik assessment for every prograrm.
Defense Acquisihion improvement Program (DAIP} iniative 11 indicates that risk
management techniques should be used where appropriate.

[ FINDING E: Difficuities in Communicating And Assessing Technical Risk
Information. .n their discussions with programs managen (PMs] and with other
personnel within the PMOs, the GAO found that most, but not ali, PMs were aware
of the charactensucs of thewr risk efforts. GAO defined these characternsta as (1)
format—-whether nsks were rated in Qualitative, quantitative, of narrative terms,; (2)
scope--whether the focus was on the system as 3 whole or on subsystems; (3)
procedure—whether input was ootained fiom a singie individual or group; (4)
sources of input—whether the contractor, laboratory, PMQO or other sources were

relied on for technical nsk intormation; (5) approsch—-whether quanttative or I
qualitative approaches were used to determine rnisk. The GAQ conduded, however,
that PMO statf turnover, and the tailure of some PMO statf to mention nisk etforts, |
even when they were Gocumented, suggested problems with information flow. The
GAO also concluded that neither program documentation nor briefings were
adequate for informing PMO staff or reviewers about technical risks. GAO noted
thatin some bnefings and documents, tecnnical rsk was not even addressed. GAQ
observed that in others, risks were treated minumaliy, 83 when the system was aiven
a quahtative ik rating with no explanauon. in addition, further compiating the
reviewers’ task, the GAO found that nisk for specific programs was addressed
differently across documents dealing with the same programs—t e, rating scales
changed, and ratings themseives changed, all without explanation. The GAD
further conciuded that deusion-makern within the program ctfice and at review
levels cannot base decisions on the true technical nisks of 3 system if they do not
know about an assessment or there 15 not enough information presented for them
to evaluate or understand i1, and that ultimately, the risk eftorts wili not be

Now pp 3 6267 effective if deusion-makers do not make use of their findings. {pp. 4-1 through 4-
and 76 24)

DoD Commen

The DoD concurs. As noted in the response to Finding C, however, uniformly
1imposed critend across ail DoD major programs will not be poss:bie. At the present
state of the art, TRA n an extremely compiex subject. Nevertheless, witnin 3
program, the definrtion of terms should be unrform, s common understanding of
these definrtions should exist, and the applwation of terms and defintions shoulkd
be chear to reviewing authorties. The handbook dewTibed in the response to
Recommendation | should achieve these results.

o FINDING F: Contractor Rrsk Efforts. ir: a related subjoct, the GAO found that
PMOs often reiied on contracton to 1dentify technical risks, but generaliy received
inadequate information on the contractor’s rnk etforts. For examplie, GAO

reported that frequently PMOs recesved only the contractors’ rsl ratings and dwd
not know how the risk efforts had been conducted or how the ratings were sehned.
The GAO a*so found that PMO rtatf believed that contractor etforts may be biased
because industry does not wam estimates of extreme risk to jeopardize wainning and
mantaning contracts. (GAO observed that this same bias may affect ertimates of
fisk within the program office or 02D, wnce Defense officials reportediy preter to
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fund systen * with low to moderate technwcal risk ) The GAO concluded that PMOs
did notrecsive suttiient information, in most instances, 10 evaiuatz the aequacy
or accurac, ¢! the contractors’ nsk etforts (p i, 4-2, through 4-31, 5.5, and 5-6,
GAO Dratt Report)

DoD Comments:

The DoD “s#cun. in those cases where TRA 11 conducted by the contractor, the
information nresented thouid be sutiicent for a compiete understanding of
methodo ¢y, definition of terms, etc. used by the contractor in the analyin

o FinDING G: Stathng And Training For Program Office Risk Efforts. The GAO
reported that, in the majority of PMGs 3:7::; were invoived in both selecting
and performing the nisk ettorts Despite this, however, GAO found that technical
itk dssetsment receives iittie attention in the Services’ tratning counes. The GAO
found that the Army i3 the only Service with a course on risk as part of 1ts regular
course oHerings The GAQ further found that when nisk is mentioned, it s broadly
defined as “program risk,” and technical nsk s addressed anty minimally and that
neither the Service schools, nor the DSMC. drscuss approaches for s1seseng technical
rnsk The GAO concluded that, generally, there appean to be insutfioent rrsirin
available to support the performance of TRAs. (p i, pp 4-24 through 4-28, 0 4-31%,
p. 5-5/GAQ Dratt Report) ;

DoD Comements:

Partially concur The DoD does not sgree that the information in the GAO report, ot
other dats availabie to the DoD, supports a conciusion that there s insuthicient
training to support the performance of TRAs for instance, the DSMC provsdes the
following coverage of risk.

a. Program Management Coune 85-2;
Instructional Unit T2.1130-1140 Rk Management

b. Program Management Courve 86-1;
Instructionat Unit T2.1130-1140 Risk Management New Unit: Risk
Workshop - a six hout workshop utihzing personal computer ured model
to evaluate changes and provide the student wath an understanding of
risk mansgement
New Unit, Quantifative Methods for Program Planning and Cntrol -
problem oriented unit to illustrate how the PM can integrate
performance, schuedule, (o1, 113k & uncenanty.

« Progrum Managers Workshop.
A Risk Management Workshop has been a regular part of thx course
since 1ty INception in January 1984,

d. 1983 Defense Risk and Uncentainty Workshop:
USA Sponsored/DSMC Hosted; 13-15 July 1923,

e. Rak Assenmem Technques - A Handbook for Program Mansgement
Personnel: Firnt Edibon; July 1983
Developed and pubinthed by DSMC.

{. System Engineering Management Guide: First Edrion; October 1983

—— e e e e e
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(Second Edition currently underway) Developed and published by
OSMC Chapter 22 s entitied. Ri‘k Analywus and Management

9. Computer Models are currently in use or in development by DSMC as
follows *
1. DPESO Model
2. TRACE Model
3 CASA Model
All of the abowy models are being sized 10 run on the DSMC Personal
Computers.

The DoD concurs that technical risk 15 taught in the contert of program rsk. The
DoD agrees atso that technical risk asiessment. in the context of overali program
sk, wiil be Qiven icreased emphays The DoD handbook Heing develo (see
response to Recommendation 1) will help in thes effort.

° FINDING H: Detinitions Of Risk and Risk Ratmg Categories. The GAO found
that few PAOs know hows the Services or Do documents oeline rnk. For exampte,
GAO reported that no PMO cited the DSMC detinrion, and only ore Air Force PMO
was aware of the definition of sk 1n Air force Requiation 70-15 The GAQ found
that while many PMOs had 3 definition of risk shared by most staff memben, the
definitions varied widely across PMOs GAO reparrted that many PMOs eapressed
nskoin qualitative ratings—-high, moderate, low, or red, yellow, green. Ther ratings
were, inturn, denned in narrative Oor Quantitative terms For example, high rink was
sometimes defined narrativeiy 85, “beyond the statv of the art.® or defined
quantitatively, as atieast an 80 prrecent chance of failure The GAQ conciuded thst
narrative as well as guantitative definitions were widely diverqent across al! PMOs
and were often contradictory. The GAQ further conclvded that with definiions and
rauUNgs so inzonsistent, confusion s aimost inevitabie (n addition, the GAO
concluded that the resuits of any rnisk etfort performed without regard for such
nconsistencies wil not be very valuable and may miiead cecruon.makern Finally,
the GAO conciuded that the PMOs current approach 10 sddressing technaral risk
otfers no guarantee that requisite information wili be provided o decrwion-makers
inssde the PMO or at the higher ievels of review. (pp.4-1,p 4-16,p 4-31, pp. 5-
S/GAQ Draft Report)

DoD Comments:

Partially concur. The D00 concuns that definitions of rak should be conustent, and
that these definttions should be understood by program personne! as well 33 by the
decron makers reviewing the program As indicated sbove, 3 DuD handbook wiil
sddres, these The DoD does not concur, however, with the implation that
standard defnmtions will set out 2 unrformiy applicable categonzetron of rmk, which
will necessarily provide comparabiinty trom program to proqram Considenng the
diverirty of nsks encountered 8coss a broad spectrum of programs, each with
unique problems, selection of rk Jssessment wot:, methodology and 1k
definitions should be tasiored to best surt the individual progtam Once defined,
they must be unifcrmly understood Risk assessment should not be considered o4 an
exact srence, but should be recognized st the art thatit i at the present tme
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RECOMMENDATIONS TO THE CONGRESS

o RECOMI (NDATION T GAOQ recommended that Congrets drrect the
Secretary of Lefense 1o Oeline technical risa and fisk rating categornies (p 5 6:GAO
Dratt Keport)

PoD Commenty.

Psrtially concur The DoD concurs that n-ogram risk 10 .nctude cost, schedule, and
technical risk together with rivk rating (aiegornies. should be detined The
detin1ions, however, must be LOMewnat broad, Lnce sIrict standard detinitions of
1k 1BLING CalLQOties cOud NOT be iImposed across atl DoD programs

o RECOMMENDATION 2° GAO recommendad that Congress direct the '
Secretary of Deferse To requite that “isk ettorts focut exphicitly on technical nisk, and !
be prospective, planned, and repedted eariy and late tn each a(Quiilion phase (D i
$.7:GA0 Dratt Report)

Do0 Comments:

Partially concur Ritk assessment efforttshould inciude and emphasize, but not be
hriteg totechacal ik 10 focus Only on technical 111k 10 the exctusion of cont snd
schedule ik denies the S1rong (OUPING that esrty between inem  Furtiter,
ProjecLProgram Deus.on Authorily shouid gecde the frequency of fik dssessments

o RECOMMENDATION 3 GAO recommended that (ongrews direct the

secretary of Defenme 10 requite program otf.ces to cocument thewr rux etforts (pp
S\ 7/GAO Dratt Report)

DoD Commenty :

Partia'ty concut Inthose cases where s crogram performs rak assessment, those
eHors shouid be documented The DoD does not concur that there shouid tre more
documentat On requiIrements 0N BroQrams than those ciready described in Dol
Instruction S000 2 “Major System Acginution Procedures ©

RECOMMENDATIONS TO THE DEPARTMENT OF DEFENSE
o BICOMMINUATION Y. GAO recommended that the Secretary of Defense
ettabiith guidelines for the impiementation of ink ettorts, regarding opliom for
tormat, Wope, iNPut procedury, and ssessment approaches (pp 5-/.GA0 Draft
Repon)

DoD Commenty '

Partaliy concur The DoD concun that risk sucsiment efforts should be dewr . bed,
but not in specific detal The DSMC will be requested to prepare 8 DoD hancbook
on the managementof program ris . Detas of the rnik asseuument etforty for each
program then will be determined by the Services and the indwvicual programs

o RECOMMENDATION 2 GAO recommended that the Secretary of Defense
reqQuite that tecrnnica N information provided for review inctuce 8 descrption of
fermat wope, iInput procedures sourced of sk informat o, and assessment
approaches (p 5 7/GAQ Dratt Report)
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DoD Commenty:

Non-contur It not necestary for the Secretary of Defente to requ-re exphat
eiements of risk review information ang etsessment gpprosches Technical rnk of »
speuficsystem may pe well undersiood by DSARC members, or may requ:re varying

de
b

re1s of etaboration in gocuments presented during reviews DoD instruct.on
.2 provides for the submittal of data s Oetermined by the Defense Acquiuton

Executive, and requests for data revutt from p review of program dacumentation by
various stat! elements of the Otfice ot the Secretary of Detense prior to DSARC
muestones Thisdata, 13?00\01 with the gusdance in ti.e new DoD handbook,
shouid provide the bassis for full undentanding of other nisk elements invotved in
indinidual program ren( ws

o RECOMMENDATION 3 GAO recommended that the Secretary of Defente
shouid consiger prowo-nq additiona!, more focused tratning in techn cal rigk
assessments 10 SuDPOrt @ greater emphasis on technical ruks. (pp 5-&GAQ Dratt
Report)

DoD Commenty,

Partiatty concur The DoD ¢r ncurs that rnk should be emphas.zed Greater
emphatt On risk assessment icchnigues 1 ongong inthe corteri of overall progream
tisk However emphats thoukd nat be focused just on techn Lai 18k assetsments,
whichisonly a partof program sk The rmohasis most be 8 baiznced approscn w
the management of programcuk (Alsd see response to Finding G}

o RECOMMIENDATION &4 GAO recommendea that the Secretary of Defense

require contracior rise efors 1o be suthaently documented 10 aliow independent
evaluation and use in the piogramotfice (pp $-8GAO0 Dratt Repont)

DoD Commenty:

Concur. Where contracton pe~orm the nisk snaslyss. this effort should be
sufficently documented (os.Currence does nol rmply, however, that all progrenn
must have (ontracton perform ritk 2ssessment 33 a part of thesr contract When
required and intiuded In tne (CNrect, the Drogram mutt provede sppropnimte
ontractual language and drecticn 10 guide contractor’y ettorts and intuee 8
1atsfactory product Speufic Quidance in this ared 3:30 \nili be covered in the newr
DoD handgbook.
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Appendix 111
Advance Commenta from the US
Deparunent of Defenas

. Following is our response to comments from the US. Department of
Defense in its December 9, 1985, letter.

GAOQ’s Response

“Finding A" As requested by the Senate Governmental Affairs Committee, the sub-
_ ject of this report is technical nsk. This does not mean that we support
- : an approach to program management that de-emphasizes cost or
! schedule risk. On the contrary, it is precisely the relationship between
technical risk, on the one hand, and cost and schedule problem:, on the
other, that prompted GAU's review. If one considers technical risk as the
- independent variable and cost and schedule problems as dependent vari-
ables—on this point, we agree with bop—then the proper treatment of
technical risk covers cost and schedule risk to some degree. Neverthe-
less, in this report we have explicitly considered cost and schedule risks.
Our review of the phases of acquisition in chapter 1 refers to a wide
range ¢ onsiderations affecting development —cost and schedule prob-
lems & o as techmeal ones. In chapter 2. we noted that cost, schedule,
and techuacat problems are interdependent. Thus, we have focused on
technical risk but have not isolated it from other importan risk cle-
ments. In response to Don's comment, we revised these chapters in order
to emphasize the importance of cost and schedule problems as well as
technical ones.

However, we found some DOD assessments that measierred cost or
schedule risk without differentiating the sources of these nisks as teche
nical or other kinds of problems. Moreover, risk assessors are sometines
asked to estimate the hikelihood of encountening technical nroblems
given spectlic cost or schedule constraints; hence, we have emphisized
that assessments should expressly identify techmcal as well as cost and
schedule problems. What s clearty needed ts i balance of attention to
techiceal, cost, and schedule risks.

DOD states that early nisk assessments can reduce cost growth but do not
necessarity reduce program cost, Actuahy. ccher outcome is beneficial.
But reduced program costis coertainly more hkely if risks are wdentitied
and monitored carefully from the ontset.
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Appendix 1H
Advance Comments frum the LS.
Department of Ceienne

“Finding B”

bob claims that Initiative 11 reduced cost growth, but as we reported in
chapters 2 and 3. none of the 25 program management offices has per-
formed a quantitstive technical risk assessment for ©-- vbudgeting,
and Initiative 11 has not stimulated new policy in the  ervices or the
DSARC regarding the identification and quantification of techinical risks.
DUD has not disputed these findings. It is reasonable to eomclude that the
reported reduction in cost growth stems from otner factors, such as the
reduced inflation rates in recent years.

“Finding C"

Neither the current nor the eventual success of these programs is the
only basis for determining whether risk assessment procedures are ade-
quate. Principles derived from experience also offer valuable guidance.
Presumably working from previous experience, DOL approves of assess-
ment criteria “in generalized form™ but woutld reserve decisions on “ana-
Iytical tools™ for program managers. These comments are consistent
with the conclusions we drew from our analysis of program manage-
ment experience inside and outside boOD. The five criteria we have set
out are generic—that 1s, they are appropriate for all mgjor programs.
With respect to analytical approaches 2nd implementation, we have rec-
ognized the need for flexibility. since d xcisions in analysis and imple-
mentation depend on particuiar characteristics of systems such as their
maturity and complexity. Few of the program offices have pertormed
technical risk assessments meeting the five criteria, and few considered
the maturity and complexity of their systems when conducting their
assessments. Thus. despite the absence of data on the effects of risk
assessments, it remains unlikely that most of the assessments we found
were as useful to program managers and reviewers as they might have
been.

We have recommended that rating categories such as high, medium, and
low be defin: d, but we thought that the development of definitions
should be left to pap. bop’s fortheoming handbook will apparently pro-
vide definitions of technical risk and of risk rating categories (see bon's
comments under “Finding B7). However, we reiterate our statements in
chapter 4 on the need for definitions that can ' e applicd across pro-
grams in order to reduce existing dispanities in basic risk concepts and,
thereby, facilitate management and review. The task is to find as much
commaon conceptual ground as possible between programs or meaningful
subsets (for example, high-technology programs) We have reported that
the Air Foree took this approach in defining program nsk in A Foree
Regulation 70-15. 1t is difficult to imagime a handbook for general use
that would not attempt to find this common ground.
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Advance Caomments from the US,
Depar ment of Defense

“Finding D" We have pointed out in chapters 2 and 3 that pob repulations require
coverage of technical risk in the milestone documentis. bop Instruction
H5000.2 and the Army's Materiel Acqusition Handbook (DARCOM-P Ta0-
2) call for information on risk arcas and risk rednction efforts in the
system coneept paper, decision coordinating paper, integrated poogram
summary, and acquisition strategy. DOb Instruction H5000.3 require, dis-
cussion of critieal ssues in the test and eveluation mastes plan, specifi-
cally including issues arising from techmeal risk. This coverage is not
possible withont some sort of risk assessment, however formai or
informal, extensive or brief. We searched for technical risk information
in these documents, whether or not it was explicitly linked to any
assessment, but found no such information in 20 to 24 percent of the
documents. [t is impaertant that technical risk information always be
avatlable in progran reviews and that this information cover both the
methods and the results of an assessment. Reviewers can then evaluate
the information and weigh it, as they choose, along with other factors
considered at cach milestone.

“Finding E” We recognize that technical risk assessment is complex and must take
particular program circumstances into account. But modern, “high tech”
weapon systems are also complex, and there is really no alternative to a
careful, thorough assessment of the technical risks involved in devel-
oping these systems. As we have noted in our response to bob's coriment
under “Finding C,” generie eriteria for risk assessment can be developed
and applied without sacrificing flexibility. We have further noted that it
is important that definitions of techmeal risk and of rating categories, in
the manner of Air Foree Regulation 70-15, be general enough for use
across programs. We hope that the fortheoming ion handbook seill
accommodate these purposes.

“Finding F"* NO TCSPONSE IS NECOSSAry.

“Finding G” The conclusions eited under “Finding G are based on an anadysis of the
courses, workshops, and handbooks Do refers to. The courses and
workshops aither cover technical risk minimally or do not mention it at
all. Other resonrees deseribe assessment technigues but provide no guoid-
ance for selecting techniques that are sutable for particular programs,
1t is important to note that most of the courses and workshops cited in
DOD's comments cover risk management, not risk assessment. As we
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Advance Corunents from the Ul
Department of Defense

have aotea in chapter 2, risk management deals with nroblems as they
arise, whereas risk assessment idertifies problems in advance. Thus,
risk assessment alerts program staff members to problems that they try
to avoid or solve through subsequent risk management. DOD's courses do
not provide enough coverage of the concepes and analytical tools that
are used in the assessment of specifically technical risks. Several of our
other findings. such as the inconsistency in definitions of risk and risk
rating categories and the lack of explicit attention to technical 1isk, are
further evidence of the inadequacy of current traiaing. In short, the
technical content of poD's training for risk assessment lags behind the
technicai content of the weapon systems being developed.

“Finding H”

poD has mis: onstrued our conclustons under “Finding H.” We have not
called {or a standard sct of concepts and toois to be applicable in all
respects to every program. We have noted in chapter 3 that technical
risk assessment reguires some decisions that cannot be considered
generic. Vanous concepts and tools in technical risk assessment are,
moreover, rot atu/ormly appropriate for all programs (as we also note
in chapters 2 and 4). But much of the potential advantage of technical
risk assessment is lost if managers and reviewers cannot compare
assessment procedures and results ip general terms across at least some
programs, such as those that use similar technologics. Comparability
across programs facilitates an analysis of the trade-offs between two or
more systems competing for further funding. It also helps reviewers for-
mulate and follow up on their own concerns regarding systems with sim-
ilar technical features. And, finally, comparabiiity across prograsms
reduces the time it takes to become familiar with any one systesn under
review; decisionmakers do not have to learn a new language of risk (con-
cepts, procedures, results) for cach system they examine. We reiterate
our response to bob's comments under “Finding C™: the task is to find
the common ground in defining and assessing technical risk, ¢s Air Focce
Regulation 70-15 does in 1is definition of program isk.

Recommendation 1

In the draft that pob reviewed, we made three recommendations to the
Congress and four to the secretary of Defense. For the final drafi, we
directed all the recommendations to the seeretary, subsuming the topic
of contractors’ risk efforts (originally recommendiition 4 to the secre-
tary) under what is now recemmendation 5, The content of all the rec-
ommendations is the same in the pubiished report as in the draft (ob
reviewed.
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Cognizant of differences across bob programs, we support guidehnes
that are as precise as possible and as flexible as necessary. The develop-
ment of suct: guidelines may not be easy, hut it is nonetheless critical to
2ffortive provram Management and review. Since it is often necessary tn
estimate the likeiinood of technical problems under specitic cost or
schedule constraints, definitions and procedures should be devised for
cach component of program risg, not just for program risk in general. If
an estimate of technical risk is required, analysts can use those defini-
tions and procedures to provide it.

Recommendation 2

We have called for explicait attention to technical risk, not for exclusive
attention. Technical problems should be described and evaluated clearly,
not left implicit in assessments of cost or schedule risk, As we have
stated in the report, we support risk issessment at least twice—early
and late—in ecach acquisition phawe. to inform decisionmakers regarding
work in that phase and progress to the next. But wechnical risks are
ongoing &nd, as pOD believes, decisions regarding the frequency and type
of assessmeat are best left to program man~agers. The wording of this
recommendation was changed in the final draft in order to clarify our
position: the recommendation for two assessments in cach phase now
calls for at least two assessments in each phase.

Recommendation 3

The purpose of documentation is to make it possible to track risks
throughout the acquisition cycle. Only if records are kept can reviewenrs
and program staff fully understand, evaluate, and update past assess-
ments. The records need not be lengthy, so long as they adequately
describe assessment precedures and results.

Recommendation 4

We hope that poo'’s forthcoming handbook will be detailed enough to
provide useful guidance regarding format, scope, data collection, and
assessment approaches. We have reported that we found a wide vinety
of risk concepts and procedures among the 25 program offices in the
study. We also found general inattention to the complexity and maturity
of systems as assessment options were selected. For these reasons, it is
important that poOb not merely enumerate various risk concepts and pre-
cedural options but also fr -mulate advice for selecting appropriate con-
cepts and options.
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Recommendation 5

pOD already requires risk information in program reviews. but the infor-
mation now provided is inadequate in several respects. We have charac-
terized the kind of information that would provide an adequate basis for
understanding and evaluating risk assessment procedires and that
would therefore be aporopriate for inclusion in review documents. For
some programs, reviewers may already know the technical risks or may
decide that they do not need all the information we would make avail-
able. But it is important that the information be available for every
reviewer who wishes to see it. (This position underscores the need for
documenring assessments. Without a written record, information
requested later by reviewers may not be retrievable.)

Recommendation 6

We believe that attention to technical risk should be explicit rather than
being left implicit in cost or schedule risk assessments. We agree that
cost and schedule risks also require carcful attention. But in our review,
we found serious inadequacies in DOD's current training for technical
risk assessment. Courses, handbooks, and other training resources e ay
require formal revision to ensure full and proper atiention to risks that
are distinctly technical.

Further, as we have noted in our response to DOD's comment unger
“Finding G,” it is important to distinguish risk assessment from risk
management. DOD's training stresses risk management. Hence, we pro-
pose that training emphasize not just technical risk but also assessment,
as distinct frem management.

Recommendation 4 (Now in
Recommendation 5)

(973183)

We have not proposed that technical risk assessinents be required of all
contractors. But when a contract or request for proposal does make the
requirement, specific information is essential—the same information we
have recommended for program offices’ documentation of risk. The
information covers format and scope of the risk ratings, information
sources, data collection, and the analytic approach.
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