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-~ The United States relles on the superior technology of
its defense systems as a competitive edge agalnst
overwhelming Soviet numerical advantages. There is strong
evidence to suggest that the Soviet Unlon is rapidly
reducing the U.S. technology lead through the transfer and
assimilatlion of technology galned from the West. This paper
examines the relevant issues of West to East technology
transfer in order to provide awareness and appreclation of

its importance to the security of the United States. .
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INTERNATIONAL TECHNOLOGY TRANSFER
The Rope to Hang The West

Introduction

During the past eight years there has been considerable
public discussion and controversy about the efforts of the
Soviet Union to acquire western -- especially American --
technology. It ls an issue that has often placed the
Congress, executive branches of government (most notably the
Departments of State, Commerce and Defense), and other
friendly nations at odds with each other over competing
demands and parochlal interests dealing with forelgn policy,

international trade, and natlional security.

This paper will consider some of the relevant issues of
international technology transfer in order to provide
awareness and appreclation of its Importance to the securlty
of the Unlited States. We will explore the subject In terms
of the significance the U.S. places on technology to
maintain milltary advantage over the soviet threat, the
importance of western technology to the Soviet milltary
establ ishment, Soviet technology deficlencies and how they

obtaln western technology to offset these deficlencles, what




the U.S. does to preclude security orlented technology
transfer, and the success the U.S. has had in limiting
technology transfer to the Soviet Union and other eastern

bloc nations.

The U.S. Security Edge: Quality vs. Quantity

It iIs no secret that the Unlited States relies heavily
on technology rather than numerical superlority In order to
provide strategic balance. The U.S. lead in technology has
traditionally provided a competitive edge against
overwheiming Soviet numerlical advantages. 1Its strong
technological position balances sheer Soviet numerical
advantages and thereby adds to deterrence. However, this

once valld concept is becoming a cautious hope.

The U.S. has been rapidly loosling its worldwlde edge in
high technology goods and products of military significance.
One need only review Soviet Milltary Power, the annual
Defense Department assessment of Soviet capablilities, to
gain an appreciation for not only the quantitative strides
that Soviet and Warsaw Pact nations have made In relation to
the Unlted States and our NATO allles, but for the
qualitatlive leaps that have occurred over the past two
decades. A comparison of the "Relative US/USSR Technology

Level in Deployed Military Systems" provided in the Seventh
Edition of Soviet Military Power (Aprll 1988) reveals the




significant progress the Soviet Union has made since these
assessments were introduced in 1981 - a time when the U.S.
held the advantage in virtually all key defense technologies

(see Table 1).1
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According to Jay R. Sculley, the Army’'s Assistant
Secretary for Research, Development and Acquisition, the
Soviet Unlon has moved much more quickly that U.S. military
planners had expected in developing the quality of their
technology for major military systems. "They have increased
their numerical advantage more than expected, and more
alarming, have reduced and iIn some cases reversed the
qualitative advantage we held. We have lost ground,"
he stated. "“The uncertainties for the Soviets in conducting
a conventlional campalgn in Europe have been reduced and

s80... has the deterrent posture of U.S. and NATO forces."2

There is mounting evidence that Soviet progress would
not have been possible without the beneflits they have gained
through both legal and lllegal technology transfers from the

West - particularly the United States.

Western governments began to see clearly the Soviet
technology dependence on the West iIn the early 1980s when a
Soviet officlal defected in place, remained at a high
position in Moscow, and began supplyling volumes of
top-secret Informatlion about Soviet technology collectlion
efforts in the West. The agent, code-named "Farewell",
revealed that the Soviet government had established a
mllitary lndustrlal commission to assign tasks to Sovliet

Intelligence services for acquiring needed technology.3




An Apcil 1982 CIA report on the acquisition of western
technology highlighted the key areas In which the Soviets
and other East European nations had succeeded In obtaining a
wealth of data that enhance their mllitary capablilities.
These acquisitions included such military sensitive areas as
computer technology, microelectronics, lasers,

electro-optlical sensors, and radars (see Table 2).4

Reaping the harvest
of Western technology

The foliowing hst. drawn trom a 1982 report pre-
pared by the Central Inteligence Agency, covers only
a portion of what Soviet bioc countries have obtained
through therr aggressive pursuit of western techmcal
expertise

Computers: compiete systems designs., concepts,
hardware. and software. including a wide variety of
Western general-purpose Computers and mincom-
puters with miltary apphcation.

Microelectronics: compiete industrial processes as
well as semiconductor manufacturing equipment capa-
te of meeting all Soviet military requirements if acqui-
sitions were combined.

Manufacturing: automated and precision manutac-
tunng equipment for eiectromcs, materials, and both
optical and laser weapons technology. information on
manufactuning technoiogy related 1o weapons, ammuy-

niion  ang aircraft pans. including turbine biades
computers and electronic components

Lasers: information on optical. puise power source.
ang other laser-related components. including special
optical mirrors and mirror technoiogy suitable for tu-
ture laser weapons

Guidance and navigation: manne and other navi-
gation receiwvers. advanced nertial guidance compo-
nents. including miniature and laser gyros. missile
guidance subsystems, precision machinery used n
producing ball beanngs for missiles and other appicca-
tions. and missile test-range instrumentation systems
ang documentation. and precision cinetheodoiites for
collecting data cntical 0 post-fight ballistic missie
analysis.

Electro-opticel sensors: information on satellite
technology. laser range finders, and underwater low-
light-level television cameras and systems for remote
operation.

Radar: information on air defense radars and an-
tenna designs for missile systems.

Table 2

The 1986 Edition of Sovjet Military Power reports that

almost all of the S000 ongoling Soviet research projects with

military appllications have benefited from technologles




acquired from the West. Approximately 150 Soviet weapon
systems, including intercontinental ballistic missiles,
laser-beam weapons and advanced radar systems use technology

perfected in America.5

This use of pirated technology provides several
positive beneflts for the Soviets. According to Richard
Perle, a former Assistant Secretary of Defense
(Internatlional Security Pollcy), the Sovlets save billlions
of dollars and at least flve years In their research and
development cycle through technologles galned from the U.S.
and other western sources. They tremendously reduce the
risk of lneffectlve research and development and the cost of
plant modernization. And, they are able to develop counter
measures to our exlsting, and even anticipated defense
systems, at a much faster rate than would otherwise be
possible.6 1p short, pirated technology serves as a great
way for the Soviets to reduce risk and save money under
constrained resources. We do the research and development

and they get much of the benefit.

The Soviets are indeed rapidly closing the
technologlical gap by acquiring and adapting western
technology and by pouring blllions of rubles into military
forces and defense systems. Table 3 lllustrated the US/USSR
defense investment for the two decades prior to FY 198S.

From 1970 through 1985, the Soviet investment has been about




50% greater than the expenditures of the United States.
While Soviet expenditures are based on rough approximations
due to the nature of the Soviet political and economic
systems, the comparison gives a useful sense of the scope of
their defense programs. Because of this investment and the
qualitatlve improvements the Soviets have garnered from
western sources, the U.S. lead In advanced milltary
technology has dropped from 10-12 years to 3-5 years.7 The
impact on U.S. national securlty is viewed as so significant
that Secretaries of Defense Casper Welinburger and Frank
Carluccl listed the prevention of The transfer of militarily
critical technology to the Soviet bloc as one of the major
national security obJjectives in their FY 1988/198%9 "Annual
Reports to Congress."8

A Comparison of U.S. Defense Investment Expenditures
with the Estimated Dollar Cost of Soviet Investment®

$500
Billion

$ in Bihons (FY 1987)

Fiscal Year

"lncludes ROTHE. P and Miiary Construction, snd Non-DoD-Funded Programe

Table 3




vears. Thls compares to 2.6 percent of gross nationai

product for research and development in the United States.lO

With this level of investment in both personnel and
financial resources, why would the Soviet Union devote such
a concerted effort to the acquisition a western technology?
The answer to this question iies in their history and
doctrine, as well as in the reallties of the significant
economic and industrial problems the Soviets experience

today.

Vladimjer Ilich Lenin bragged more than 60 years ago
that "The capitallsts...and thelr governments will shut
thelr eyes to the kind of activities on our side...and witll
In this manner become deaf mutes but blind as well. They
will open credits for us...They will supply us with
materials and technology which we need for our future
victorious attacks upon our suppliers. In other words, they
will work hard In order to prepare for thelr own suiclde."!l
Following Lenin‘s lead, the Soviet milltary realized long
ago that by simply acquiring equipment from outside their
borders and copying exlisting technology, they could speed up
the procurement process and save the expense of costly

research and development.

Using the expertise of foreigners is not new to the

Soviets. In 1698, Peter the Great conducted a search




throughout Europe for the best technology of the day. With
this effort, he largely transformed Russia from an
unimportant medieval state to a political and military
power.l2 After World War II, the Soviets obtained the
services of German engineers and scientists which
facilitated the wholesale transfer of the German rocket
effort. American Industry helped build a huge steel mili in
the Soviet Union during Stalin"s first Five-Year Plan and
the Soviets imported milltary alrcraft from Britaln, France,
Holland, Italy and Sweden. When they bulit their first
bomber after the war, It was a copy of the American B-29.13
Later they bought the engline for the Mig 15 from Rolls Royce
and used machline plants supplled by the West to manufacture

weapons, tanks and armored vehicles.

In 1970, Leonid Brezhnev, under the guise of
solldlfying detente, proposed that western technology be
used to bulld a mammoth truck plant along the Kama River In
Russia. The United States contracted to bulld a high-tech
assembly line and institute management systems that
ultimately Improved plant capacity by 60%. Unfortunately,
the endeavor had the effect of an overt transfer of
technology to enhance the Soviet milltary invaslon of

Afghanistan.14

In addition to historical traditions for relying on

others for technoliogy, the Soviets have had extreme

10




difficulty in turning their technological success into
efficient production capabilities. Much of their inability
for efficient production is attributed to the extensive
Soviet bureaucracy, the inefficiency of thelr production
capabilities, the lack of motivation among their wc-kers,
and to the closed nature of their political and economic
systems. Thelr success In defense related industries has
been attributed to large Infusions of capital and manpower.
But, as they move from pure science to applied sclence, the
importance of sound technological capabllity and a strong

economy lncrease.

The most important problem facing Soviet leadership
today is the stagnation of economic growth. Due to an array
of economlc problems, they are no longer able to increase
production through large capital and labor Inputs. Two
major factors contributing to economic stagnation are budget
deflclits (on par wlth those of the United States) and
changing demographic trends which indicate the declline In
the number of young, highly skilled workers. The Soviets
have reallized that they must become more productive |f they
are to reinvigorate thelr economy. Slince they can no longer
afford masslive inputs of manpower and capltal to keep pace
with the West, an essential Ingredient in their reform
effort 1s to upgrade Soviet technology through the

assimilation of technologles developed In the West. In thls
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way, the Soviets can save millions of rubles and up to five

vears development time.l15

A recent statement made by Secretary Gorbachev to the
Congress of East German Communists underscores the priority
the Soviets place on Improved capacity through technology.
"We are faced with the inexorable historical task...to
accelerate sclentliflic, technological, economic and socilal
progress," Gorbachev sald. "Success in this undertaking
will largely determine the future appeal of socialism and

the strength of Its lnternational standing."16

Organizing for Plracy

To accelerate scientlfic, technological, and economic
progress, the Soviets have established two major programs
almed at securing technology from the West. The first is
through the Milltary Industrlal Commission (VPK> of the
Presidium of the Council of Ministers. The VPK seeks to
improve the efficlency of Soviet military equipment and its
Industry by gathering actual technology, dual use hardware
and software and technical documentation. The VPK
ldentlfies the required technologies and then charges elther
the KGB (the Committee for State Securlty), or the GRU (the
Chief Intelligence Directorate), plus surrogate intelligence

agencies within other eastern bloc nations to secure them.17

12




The second source for gathering western technology is
through the actions of the Ministry of Forelgn Trade and its
overseas offices. Through these offices, Soviet agents
administer a sophisticated trade division to import key
technologies required to improve the efficlency of Industry
and production lines. The technologles sought are those
primarily covered by export control laws (to be addressed
later in thls paper) which although not explicitly military,

have military applications.18

Table 4 depicts the total Soviet organlization that manages
the external and lnternal research, manufacturing and
acquisition effort. All ministries and departments/
agencles are supervised directly by the Council of
Ministers. The dominant roles are played by the VPK and the
Ministry of Forelgn Trade (the requesters of western
technology) and the KGB and GRU (the collectors of western

technology).1?

Key Organizations involved in
Managing Military Research and

Manufacturing and the Acquisition Politburo
of Western Technology
Central
Commitiee
. Source:
Military Policy. Research. Manufacturing
T and the Principal Requesters of Western - ' 'é::::;:;‘;::::"s'::z
o Technology Council of | I Aquisitions of Military
W4 c ' of Western T 5y } Mrnisters | ' Signtlicant Western Technology
H | |_An Update. September 1933
[ i e —_ !
W
) Military 4 | State Commitias
Ministry of lndustrist $ A i ad Mimistry of
Defease Commission Technelogy Foreign Trade
(VPK)
I
Goneral Staft { .
..‘".D‘-“ of ! Other Defense *
Chieol § e iag M, ] g
Directoraste (GRU) Ministries Mimistries
» A > | Comn " Stats Committes
Machise Dvilding £o A y : Pﬂt.:l'
Defesoe /nsustry | Ratde CORem
Geoerel Nachise | Modium Mechios Bvilting Reistions (CGKES)
Dwiivieg Shisdev/dvag /ndweery

TABLE 4
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The efforts of these agencies focus on acquiring
technologies to offset Soviet deficiencies. American and
western knowledge of needed Soviet technologles are derived
from two major sources. Flrst, Soviet deflclencles are
based on assessments made by the Defense Technical Securlty
Agency (DTSA>, a DOD agency established in 1985 and charged
with protecting sensitive western technologies. According
to thelr report, "The Technology Security Program: A Report
to the 99th Congress," Soviet deficliencies were assessed by
the evaluation of Soviet and eastern bloc export requests

gsince 1984. They include:

- Computer-aided design and computer alded
manufacturing ltems for development of computer alded

manufacturing centers.

- Hot lsostatic presses for carbon-carbon and super
alloy equlipment enabling the manufacture of 1lghtwelght
material critical to the production of strategic systems
(e,g, greater accuracy and throw-welght for strateglic

missiles).

- Manufacturing equipment for large scale integrated

circults.

- Computer dlisk drives.

- Electro-optics and remote sensing.

14




- Automated production and control technology.

~ Sensor technology principally for antisubmarine
warfare. (Emphasis on selismic data collection and data
processing equipment, advanced sSpectrum analyzers and analog

to digltal computers.>

- Computer technology (compact or personal computers
and mass storage devices, partlicularly disk and tape drives

and magnetic mediad.
- Mlcro-electronics technology.

- Telecommunications technology (analysis and measuring
equipment wlith emphaslis on research and development

hardware) .20

A second source for U.S. understanding of Soviet
technological needs comes from a secret Soviet "shopping
list" which details the high technology data and equipment
the Russlans want thelr sples to acqulire in the West. The
27 chapter book (as thick as a clty phone directory) |s
officlally titled "Coordinated Requests for Technologlcal
Information", but |Is more commonly referred to as the "Red
Book". 1Items in the book cover the same major categorlies as
the DTSA assessment provided above. But, also included are
numerous seemingly harmless ltems such as production plans

for long llfe batterles and hydraullc systems. This would

15




likely indicate the need for improved engine start

capabllities for milltary vehicles and tanks in cold

weather.2! Many of the Soviet acquisitions have no apparent
military value at first glance; however, study of the Soviet
economy can make it clear that any technology or plece of

hardware that can benefit the military will be used to that

end.

According to the West German Interior Ministry who
announced the existence of this Kremlin shopping llst,
Soviet agents abroad are charged wlth obtaining at least
four ltems from the l1ist each year. And, "Those who acquire
hligh-technology equipment would earn prestige."22 1t js
through this shopping list, and the assessment of Soviet
bloc export requests, that the U.S. Government and allied

natlons develop export control policles.

The Soviet rellance on others, and thelr sophisticated
networks for acquiring western knowhow have produced some
equally complex collection methods the intelllgence
organizations use to Ilmprove the Soviet technology and

production base.

How The Soviets Do It

Articles in the popular press and on televislion

frequently report on sensatlonal espionage cases involving

16




the KGB. So when we think of methods of technology
transfer, we tend to focus on covert measures that conjure
up Images of splies with bags of money entlcing greedy
employees and government workers to turn over national and
corporate secrets. Where there is truth to that notlon, the
Soviets don’t rely totally on covert measures to acquire
information. In fact, many of their methods are compietely

open and legal.

Foreign agents frequently attend high-tech business
falrs, trade and alr shows, and partlicipate In sclentiflc
exchanges to glean technical information. Even a visit to a
toy store or "Radio Shack" can reward an agent with an
amazingly accurate model kit of our most sophlisticated
alrcraft or a state-of-the-art plece of microelectronics.
Soviet sclentists routinely read transiated editlons of the
New york Times, Washington Post, Wall Street Journal, and

study American sclentlflc and professional publicatlions.

U.S. laws make it easy to write the appropriate U.S.
government agency and simply ask for the Information under
the Freedom of Information Act. You don’t even have to be a
U.S. citizen. According to Rear Admiral Edward A.
Burkhalter, Dlrector of the Intelligence Community Staff,
"Just by asking the right questlions, the Soviets are able to
pull from the Federal government flles reams of technical

data not otherwise avallable to the publlic."23 Ropert M.
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Gates, the Deputy Director of the Central Intelligence
Agency, has stated that through these "open source channels,
the Soviets obtain nearly half a mllilon unclassified

documents on technlical subjects each year."24

While significant amounts of scientific and technical
data are obtained through open and legal means, the vast
majority of the Soviet effort is directed at covert and
I1legal methods. The Soviet Military Industrial Commission
In a 1.4 billion program uses the Soviet Intellligence
Services (primarily the KGB) to obtain millitary hardware,
blueprints, product samples and test equipment that would be
helpful in designing Soviet products to support their
defense establishment.25 Many items are simply purchased on
the open market and stripped down to thelr smaller
components and passed through dliplomatic pouch or in a
briefcase of handbag to elude export control and customs.

In many cases, the secrets are learned from a piece of

equipment without It ever leaving the U.S. borders.

Other methods Include elaborate trade diversions
Involving western businessmen and trade brokers using dummy
filrms, deceptive equlpment descriptions, false |icenses and
deceptive transshipments through intermediate countrles.
They plant and recrult spies, intercept phone calls and read
computer emissions. Using "Red Book" lists, it Is estimated

that more than 2000 agents, smugglers and international

18
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mlddlemen are actlvely working worldwide to fill requests

from Moscow.26 They come armed with cash and are willing to

pay up to S00% of an items market price.Z27

Probably the most fruitful method has been through
co-opting Americans who are willing to trade secrets for
cash. Although not directly related to the transfer of
western technology, the spy ring run by John Walker and
Jerry Whiltworth provided the Soviets with more than one
million Navy coded messages concerning deployment patterns
of our nuclear submarine missile fleets. 1In 1979-1980.
James Harper sold Pollsh Intelllgence iInformatlion about the
survivabllity of our Minuteman Missile against Soviet attack
- a compromise with impact beyond calculation. Edward
Howard, a case offlicer dismissed by the CIA, gave
Information to the Sovliets that led to a serles of arrests
In Moscow, compromising our own Intelllgence gathering

capabllitles.28

One of the more sensational and devastating cases to
Impact on U.S. natlional securlity was the 1983/1984
Toshiba/Kongsberg sale of sensitive machine tooling
equipment and computer software. This sale enabled the
Soviets to mass produce super-quiet propeller blades for
thelr submarines. Thls dellberate violation of export
control laws for proflt by premiere Japanese and Norweglan

companlies allowed the Russlans to make submarline propellers

19




as quiet as those of American submarines. This removed the
longtime U.S. advantage over the Soviets in submarine sonar
tracking.2® A Navy spokesman estimated that it could cost
the U.S. taxpaver at least 330 billion to research, develop,
and build a new generatlion of quieter submarines to gain the
advantage sold away to the Russians by these Japanese and

Norwegian firms.30

These examples represent merely the tip of the iceberg
to the sensitlve information and technology flow from the
U.S. and other western countries. The Impact on technology
gsecurity has been so great that it is understandable why
restricting the technology flow became a major priority of
the Reagan Administration. Preslident Reagan has said that
stanching the flow of technology was one of his

Administrations most important prlorities.3!

Restricting The Flow

The Reagan Administration wasted no "ime in embarking on
a government wide effort to control the flow of signlflcant
western technology to the Soviet bloc. The inltlatlves have
been both domestic and international and appear to have had
a marked effect on reducing the transfer of sensitive

security orlented technology to eastern bloc natlons.

20
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As early as October 1981, the U.S. Customs Servlice
started "QOperation Exodus" to try to stop the diversion of
critical technology precluded from transfer outside the U.S.
by export control laws. The operation netted 3667 selzures
of sensitive equipment with a value of $221,581,822.00, and

produced 243 indictments with 232 convictions.32

The cornerstone to the U.S. domestic effort has been to
impose tighter controls over U.S. exports. The DOD
Militarily Critical Technologies List (MCTL), first
published In 1980, consists of more than 700 pages and
contaln over 300,000 controlled products. This list,
comblined with the Munitions Control List (Department of
State> and the Commodity Control List (Department of
Commerce) are the baslc tools used by export 1licensing
officlals as a reference guide in detalling potentlal
military appllications of technologles that would be useful
to Warsaw Pact countrles. While the Department of Defense
Is not the lead agency iIn the administration of the Export
Adminlstration Act of 1979 or the Export Control Act of 1976
(the Departments of Commerce and State have respective

. leads), DOD has assumed an ever [ncreasing role in the

technology security arena.

In January of 1984, the Department of Defense Improved
its export licensing management for items destined to

eastern bloc countrlies with the adoption of DOD Dlrectlive
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2040.2, "International Transfers of Technology, Goods.
Services and Munitions." The new directive clarified export
license processing within DOD and set the stage for the
establishment of the Defense Technology Security
Administration (DTSA, a DOD fleld activity headed by Dr.
Stephen D Bryen), which placed all DOD activitles involved
in the export license process iIn the same supervisory

chain.33

In November of 1984, DOD implemented Public Law 98-94
(a 24 September 1983 amendment to Chapter 4, Title 10 U.S.
Code) which, for the first time, authorized the Secretary of
Defense to withhold certaln technlical data that previously
could not be held back under the provision of the Freedom of
Information Act. It specifically allowed the Defense
Secretary to withhold technical Information that may not be
exported lawfully outside the U.S. without approval,

authorlizatlion or |lcense under export control laws.34

In January 1985, the President authorized DOD to review
the licensing of high-technology products destined to 15
noncommunlst countries settilng a long running dispute over
export control responsibillity that had been raging between
the Departments of Defense and Commerce. Prior DOD review
had been limited to sensitive technology destined for
Eastern bloc countries and China. Any disputes that should

occur would be resolved by the National Security Council .35
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It had been DOD"s view that Commerce interests had been
primarlly economic and did not adequately consider
technology security issues in the their dealings with
noncommunist countries with lax export control laws. Many
of these countries serve as intermediaries In the transfer

process.

On the internatlional level, the Administration has
placed a concerted effort on strengthening the multilateral
export control system known as COCOM or the Coordinating
Committee. Based in Parlis, COCOM is the organization
through which NATO natlions (except Iceland) and Japan
attempt to speak with one volce as to the exportablilty of
western goods and technology to Warsaw Pact countries, China
and several other destinations. COCOM iIs intended to act on
a unifled alllied level to halt the export of high-tech gear
to unfriendiy nations. But, violatlon of COCOM regulation
and export control lists carry little or no penalty since
COCCOM s not Impowered wlth any enforcement authority. Each
member country agrees on export controls that each natlion is
supposed to enforce agalinst its own natlionals. Some take a

much stronger stand than others.

Representative of the frustration that exists over
COCOM export controls and its aggressiveness in pursuing
violators of member countries are the remarks by Senator

Jake Garn of Utah. He stated during the Toshlbas/Kongsberg
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hearings that "COCOM is about as toothless a tiger as ever
existed, with their little old office over in Paris. They
are more interested ln proflts that they are In the defense

of thelr countries.,"36

Although the frustration has been high, there is
evidence that there has been progress in improving COCOM
activities. Secretary Weinbergers’ FY 1988 Annual! Report to
Congress contained comments that COCOM "has become
Increasingly effective due to a varlety of factors,
Including our substantlial contrlibution for modernlzing and
automating the Parls facllity and revamping the “list”
review process. COCOM‘s efforts are belng taken with
Increased serliousness by all member countries. It has
established a new mechanism through which the organlzation
can beneflt from timely significant strategic risks for the

Western Alllance."37

The Administrations initlatives In reducling technology
through tighter export controls and limits on free exchange
of information have not been without controversy. There are
many skeptics, both in the U.S. and abroad, who strongly
believe that while we may be making a smalil dent in the
technical data and materlals that are maklng thelir way Into
Soviet mllitary systems, we are stifling our own scientiflic

progress and initiatlve. They argue that the government |s
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tampering with a free and open system that has been the

cornerstone for U.S. technological success.

The Crackdown Controversy

Aimost everyone agrees that the Soviets have received
huge amounts of western technology in recent years. As we
have seen, a great deal was transferred legally. And, as
wlith the Kama Rlver Truck Plant, transferred eagerly during
the period of detente. However, the past eight years of
effort to stem the technology flow appears to be maklng some

headway -- but, at what cost?

There are legltimate warnings from lndustry and
academia who argue that by restricting the free flow of
Information, and by clamping down on technology exports, the
United States is doing as much damage to western research
and development as It Is to the Soviet bloc -- possibly

more.

Government restrictions on publishing unclassified
papers for use at open technical conferences, and
limitations at U.S. sclentlfic symposlia requiring
unclassiflied data to be labeled "NOFORN", as has been the
case several times in recent years, not only keep technology
from the Soviets, but from ourselves and our allies as well.

These and other government restrictlions on technology may
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ultimately abort its future development. According to an
April 1986 Mjlitarvy Logjstics Forum article by Louis
Lavoie, "Over reactlon to the Soviet thirst for U.S.
technology will dry the United State’s intellectual wells
and produce an effect every blit as profound as that which

the United States hopes will occur In the Soviet Unlon."38

Business and industry also argue that export controls
become a form of arms control Imposed primarily upon
ourselves. George Gilder, In an October 1985 Wall Street
Journal article, commented that “We begin by embargoing
advance weapon technologles sent directly to Moscow; we end
up selzing Apple computers on the docks In San Diego and
barring transfer of urlnalysis equipment because it contalns
embedded microprocessors available by the milllions around
the globe."39 petermined to deprive the Soviet Union of the
abillity to create very large scale integrated circults, we
delay shipments for months awaiting export 1icense
approvals, and thus, Jjeopardlze the reputation of American
companies as rellable suppllers on the world markets. By
subjecting technologies to the endless bureaucracy of
gsecurlty clearances, citizenship papers, and nondisclosure
agreements, we risk a setback to U.S. technology that may be
more devastating in the long run than the work of thousands

of KGB and GRU agents.40
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Obtaining data and products has been the easy part for
the Soviets. But, using this technology to develop and
produce weapons systems and other millitary equipment has
been more difficult. This, many believe, is where the

Soviets have falled.

With todays technology, merely the possession of data
or equipment does not mean that the technology can be
duplicated. High technology products of today are based
upon extremely sophlsticated procedures, materlals and
knowledge applied in step by step processes. Reverse
engineering of iIntegrated circuits, for example, would
requlire the trackling of hundreds of thousands of
connectlons, an understanding of how they flt together
(layering), and mastering the complex steps used in
production. Omit one step In productlion and control, or one
critical materlal, and the duplicate will not match or
function like the origlinal. For the Soviets, the costs in
time, manpower and material are llkely to render reverse
englneering of modern technology a less effective method of
development. For when you rely on the technology of others,
you contlinually remaln one or two generations behind the
state-of-the-art. While Soviet scientists and engineers
work to unlock the secrets, the pace of western technology

will have widened the gap.

27




CONCLUSION

There is no doubt that technology superiority is a key
element In the West’s effort to malntain our strategy of
deterrence and preserve the collectlve securlty of the free
world. It Is only through our effective use of technology
that we can reasonably offset the quantitative advantage
represented in the millitary capabilities of the Soviet Union

and her eastern bloc allies.

Our natlonal technology securlty policles and programs
have been clearly established with this aim in mind. They
have been, and should continue to be focused on protecting
technologies that are Incorporated into systems needed to
perform our natlon security missions. These policles,
however, wil]l be Increaslingly challenged by business and
Industry as the Soviet leadershlip continue their initiatives
of internal restructuring and openness to the West. They
have opened thelir arms to the West for credits and
technology to improve their struggling economy. Although
their abllity to attract foreign investment has been slow
(primarily due to bureaucratic restrictlons designed to
retain Soviet control), as they streamlline pollicles and
procedures, they will increasingly be viewed as a lucrative

market for the West.
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Both at home and abroad, the Soviet Union |s
lncreasingly perceived as a significantly reduced threat to
national security. And, there is a great deal of support
for that notion. They have withdrawn military forces from
Afghanistan, allowed Increased emigration from the Soviet

Union, released polltical prlsoners, conducted contested

elections, unilaterally reduced forces in Eastern Europe,
and relaxed freedom of expression for both the Soviet press

and thelir citlzens.

These are positive signs, but we must not lose sight of
the signiflcant offenslive millitary capabllity that exists In
the Soviet Unlon. While Secretary Gorbachev woos the West
with glasnost and peristroyka, military modernization and
tank production proceed unabated. One could argue that the
success of U.S. technology security policlies and programs of
the past elght years have been a major factor In stlimulating
the recent Soviet initiatives toward internal restructuring
and openness with the West. As covert and lllegal methods
for acquiring western technology have become more difficult,
the Soviets may have simply modified their strategy for

. accomplishing thelr long standling doctrinal and ldeclogical

objectives.

Certainly, one of the most effective results of our
technology securlity efforts has been to bring Information

about Soviet acqulisition to the forefront in the minds of
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industry, academia and the general public in the U.S. and
abroad. But, we must also heed the warnings of industry and

academia.

We need to strike a balance between overly restrictive
technology security policies and our time honored traditlons
of commerce, open expression and academlic freedom. We
cannot afford to barricade the store any more than we can
afford to have a clearance sale. Our technology effort
should focus more on "technology processes" -- the know-how
to move a concept through design, development and production
-- and less on products and exhaustive lists that continue

to grow and are rarely purged.

By drastically reducing the technologies and classified
programs, we can effectlively concentrate on exlsting and
emerglng technologlies that have critical strateglc
gslgniflicance. In this way, we can improve the efflclency of
our export control processes, reduce restrictions on open
exchange and academlc programs, and lower the boom with the
full force of law on those who seek to beneflt from lllegal
transfer of critical security technologies. Certainly, some
products will have to be monitored, but their numbers would
be significantly reduced and within the resources avallable
for effective control. We cannot afford, as Lenin
predicted, to "sell the rope the Communists would use to

hang the West." Nor can we fall to heed the warning of Sun
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Tzu who in 350 BC said, "He who defends everything, defends

nothing."41l

Finally, we need to focus on opportunities to influence
one other significant technology gap -- the abjlity to
assimilate our own technology. To extend our lead, we must

be more effective in using the technology we develop. We

must cut through the bureaucracy and lmprove our development
and acquisition processes. If we contlnue to allow as much
as two decades between technology development and the
fielding of a system (as with the Abrams Tank), we risk
continued encroachment on our ablility to deter, and if
necessary, fight and win In our collective defense of the

free world.
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