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The Alr Force continues to be challenged In acquliring the electronic
war fare sysatems needed to counter the future threat. Fundamental to this
challenge is the need to advance the state of the art In technology in orager
to peat the threat vinile controlling technical, schedule, and cost
performance. To gate, our track record Is not Impressive. Across the
board, systems are veing procured that fall short of user requirements. are
years behind scheduie, and are experiencing gross cost overruns. Can
anything be done to Improve the acqulsition management of electronic warfare
systems? . ne search for the answer has been dlfflcult but provides some
basic insights into the complexity of the acquisition process and identities
the esserntial eicaents needed to contro! program performance. The answer tc
sucenssful acquisition management can be summarized as follows:

1. An experienced governmentscontractor team ls required that has 3
sirany m4dnagement, systems integration, and technical background.

2. The team must mike tne necessary resource commitments to the
Pt 3qCani.

3. Tne team must have in-place an organizational infrastructure and
the: discipline to toiluw an orderly and controlled acquisition process.

4. Concurrency Letween development and production must be reduced, arc
a managerent plan implemented that ties key program decisions to the

contractor meeting performance milestones.
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INTRODUCTION

Atr Foice Systems Command continues to be challenged in acquiring the
electronic warfare (EW) systems needed to counter the future threat.
Fundamental to this challenge Is the need to advance the state of the art in
technology In orader to beat the threat while controiling technical, scheduie
and cost performance. To date, our track record |Is not impressive. Acrocs
the board, systeinrs are being procured that fall short of user requirements,
are years behind schedule, and are experlencing gross cost overruns. Over
the last few years much has been written about the systems acquisition
process, and a host of new policles and regulatlons to control the process
have peen [mplemented. [In this paper [ address the guestion "Can anymore pe
done to improve the acqulsition management of electronic warfare systems?"
Based on my research, successful acquisition manggement can be summarized as
fo!lows:

1. An experlienced government/contr:ctor team is required that has a
strong management, systems integration, and technical background.

2. The team must make the necessary resource commitments to the
program.

3. The team must have in-place an organizational infrastructure anc
the diccipline to tollow an orderly and controlled acquisition process.

4, Concurrency between development and production must be reducea, and
a nangement plan irplemented that tles key program decisions to the

contracto: meeting per formar..ce milestones.




Afler settina the stage in terms oi the EW challengs, the following
fundamental areas of the acquisition process will be exanined in terms of
prcciems and Steps reeded for successtul program management:

1. Development of program requirements,

(2]

Jource selection.

Government/contractor team,

w

4. Program control. -

S. Tull scale engineering development (FSED).

6. Transition into production.

In this paper the obgervatlons and research are based on the author
experience on the F-4G Wild Weasel Performance Update Program (PUP), the KW
Area Reprogramming Capabllity (ARC), the B-1 defensive avionlics program, anc
the EF-111 upgrade program. While EW is speciflcally addressed, the
probiems as well as the conclusions and recormmenéat)ons apply to othet
system acquisition programs as well.

For the purpose c¢f this paper, the 10llowing assumptions have been
made:

1. The acquisitlon manager’s job will not become easier in the future.

2. The EW threat will be difflcult to quantify.

3. Emphasis will be placed on high tcchnolouy to offset Goviet
numerical advantages.

4. Pressures will exist to shorten the acquisition cycie.

5. Congressional oversight will continue.

5. Defense pudgets will continue to decrease.




THE FLECTRONIC WARFARE CHALLENGE

The Jooew

The Soviet Union remains the numper one threat to U.S. security ana
national inlerests.(13-6) Over the last two decades, tne Soviet EW threat
nas signiflicantly increased In terms of threat types and signal densities,
As compared to the threal of the late 60°'s, the number of different types of
threats (i.e, early warning, target acquisition, target tracking, and
missiie guidance system3) has increased three fold, and the signal density
has increased thirty told.(2) Also., the threat has advanced tc incluage
em,tters that have incorporated low probable inteccept (LPI) emission
techniques whicn make detection by our curcrent EW systems extremely
difticult, LPI enitters operate with narrow beap widths, short transmiss.cr
times, ana sophistlicated waveforms.

The advanced Soviet threat in terms of threat types, signal densities.
and LP] techniques requires our future EW systems to respond much faster
than current systems by incorporating highly complex receiver. processcr,
and Jamming capabilities. In other words, we must push technology to beat
Lhe threat.

Some critice of the EW acquisition process believe the Aic Force
overstates the threat which results in high risk system designs that canrnct
e 1mplemented within program cost and schedule constraints. 1iney argue
that direct conflict with the Seviet Union is extremely unlikely and our
focss should be tovards low intenslity contlicts in the Third World against

“1ess suphinticated threats”,  Future conflicts would be similar to vhat the




Israells encountered agalnst Syrian alr defense gystems in 1982 or what the
U.5. exrerienced against Llbya in 1986. In both cases, W systems developed
in the late 60“s and earily 70‘s were used to counter a somewhat dense rmt
unsophlstlicated Syrian and Libyan threat environment.

The outcome of both conflicts were embarrassments to the Soviets, who
have 3lnce rearmed Sycrla and Libya with more and jmpcoved afr defense
systems. In the future, we cannot assume that the Soviets will only expor:
oider, less sophisticated systems to their cllient States. Also, both
contiicts occurrea cver a short duration vhere the elements of asurprise ..o,
tartics played an important role. Today the enemy {3 better prepared, ad
our success rate would decrease. particularly when faced with the increaar:
signal densitles. Finally, the EW acquisitlon process requires 10 to 1<
years to field a new or improved system. The SA-S and £A-6 that were used
by 3yrfa and Libya required the U.S. to advance Ew technology in the late
60's and early 70’s. For the future, the SA-10, SA-11 and SA-12 require the
C.S. to advance technoiogy today. Given the time it takes to field a
gystem, we must push technology now in order to defeat the threat of the
future.

while it is unlikely that the U.S. will fight the Soviet lUnion, it
possible that we will encounter a future Soviet threat (i.e. 5A-10) in o
third world country that our current EW systems caniot defeat. We have no!
overstated the threat., and a reallty of EW is high technuiogy. The probt!en
we face in acquisition 18 managing the risks assocliated with implementina

nian technology.




The Jechnicol _Cha''cepac

The kW technicai cha'lenge can be translated into some basic sys:zen
capabilities that drive hiardware and software requirements. Typically, nev
techrology is needed to meet these requirements in terms of speed,
packaglng. welght, and power consumption. Examples of new technology
include the development of microwave integrated RF circuitry to obtain
minfaturization, aate arrays to reduce size and increase speed, low power PF
mixer amplifiers, and components that perform over broad RF bandwidths.
Also, EW gystems are integrated into high performance aircraft which place
severe environmental constralnts on system operation. System integration
probaply presents the areatest technical challenge. EW systems consist of
numerous line vreplaceable units (LRUs) that Include antenna arrays,
rece.vers, trangmitters, signal procescors, displays and power sources. For
example, the B-1 defensive gy3stem has over 100 LRUs. It is extremely
c¢lfficult to successfully integrate these LRUs within system performance
cequirements and without causling electromagnetic interference among the
various units. Finally. the EW system must have high reliability, and (¢
failures do occur. they must be readily identlifled, isolated, and correctec.

Taken together, the-e technical challenges translate into moderate to
hich risk EW progrims. Steps must be taken throughout the acquisition cvcie

to reduce and contrea’ these risks.




THE ACQUISITION MANAGEMENT PROBLEM

Acquisition managers need to control program uncertainties in terms of
technical, cost, and schedule performance. This becomes extremely

challienging glven the hlgh technology associated with EW systems.

Defining Performance Requirements

At the center of the EW acquisition management problem {s the need to
advance the state-of-the art In order to counter the future threat.
Off-the-shelf hacdware often does not meet performance requirements. To
counter the threat requires tight performance specificatlons at the systen
level and even tighter speclficatlons at the subsystem levei. It Is
difficult to successfully translate system requirements into subsystem, LRI,
and board or module requirements. For example, how does a design englineer
translate system performance requirements of reaction time and location
accuracy into designs for specific RF and processing circuits? This Is not
easily done without extengive modeling and breadboarding. Even then, the
performance is uncertain until actual hardware is developed, integrated ina

testea.

Forecasting Cost and Schedules

Nue to the design uncertalnties, acquisition managers have been unainle
to accurately forecast program cost and schedules. Past track tecords for
EW svstems show that they experlence significant cost ocverruns and are veare
behind schedule. For example, in 1987 the receiver being deveioped unde:
the F-4G Wild Weasei PUP wac projiected to incur a4 77% cost growth and a ‘.

year slip in production dellverles.(14) 3Some may argue that managers




deliperstely underestimate cost and schedules in order to seli their
programs. As the argument goes, {f the truth was known, no program wouia
ever receive support tcom Congress. While acqulsition managers are not
dlchonest, they tend to be overly optimistic in estimating cost ana

. schedules and ten& to underestimate the risks associated with developing new
technology. For example, they may assess the technical risks as low to
medlum when in fact the riskg are medium to high and estimate their cost anc

schedules on the former assessment.

Agsegslua Program Rigks

Over the last several years, much has been written about the systems
acquisition process, and a host of new policles and regulations to controi
that process have peen implemented. While the jury is still out on how well
these reforms are working, preliminary indications are that not much has
changed in our ablility to control the acquisition process.

Even though managers try to do everything possible to shorten the

acguislition cycle, experience shows that it still takes 10 to 12 years to

fieid a new or lmproved EW system. It can take even longer if attempts are
made to unrealistically compress schedules, understate technical risks, or
tate shortcuts reaarding system development, integration and test. Unde:
these ciccumstances, a wystem may meet delivery schedules but not meet

- prrforimance requirewcnts. To corcect these performance deficiencies
reauices extensive modifications at gigniflcant additional cost. Steps zan
e iaren to keep risks at a medium level, but schedule compression and snc.

cuts reqgarding system cevelopment., intearation and test only increase rissy

id have little chance of success.




Assessing a program reallstically in terms of technical risks and
estimating cost and schedules accordingly would be an important step in
contrelling the EW acquisition process. For planning purposes. technical
risks should be assessed as medium to high, schedules should be based on 3
10 to 12 year acquisition cycle, and budgets should be in line with

techalcal risks/ schedules. (Recommendation Ri1)




DEVELOPMENT OF PROGRAM REQUIREMENTS

Development of Techpical Performance Requirements

In order to develop system performance requirements, the threat must be
defined. This deflinition lg largely based on assumptions and projections
from the intelligence community. In some cases, the job is made easier
through exploltation of actual Sovlet equipment or collection of electronic
intelligence. Unfortunately, little quantitative data exlists that
accurately describes the future threat. Consequently, performance
requirements are often deflined in terms of worst case scenarios. Various
threat scenarlog can be modeled, and performance requirements can be derivec
from the results. Often the technology does not exlst to support the
per formance requirements, and the state-ot-the art must be advanced. System
design becomes a revolutlonary versus an evolutlgnary process even though
many EW programs are advertised as performance "updates" to existling
systems.

From the start, EW programs can get into trouble by not recognizing
that slgnificant design Improvements are needed to counter the threat.
Given the threat, EW systems are being designed to include expanded
frequency ccverage, mcnopulse processing capablilities, complex waveform
demndul ation/modulation techniques, and accurate locatinn measurement
capabllitlies; all of which drive the state-of-the art in terms of system
timing, packaging, and powec consumption. s all this necessary? Since
empioyment of our EW gystems usually lags the threat, the answer is probat.v

yes,  However, obtaining the required EW capabllity will be expensive.




As a part of the requirement definition process, definltion studies anc
incyeiry surveys hav have to be conaucted to identif{y the technical risk
areas. If the technology Is not in hand. is not being deveioped [n a
government avionics laboratory, or {s not being developed by Industry, ther
ser jous conslideration should be given to making trade-offs between technical
risk, cost, and system performance. [f {t {s critical that the EW system b
fieided early, then system requirements must be relaxed and performance
shortfalls accepted unti! the technology becomes available. On the other
hand, It may be more critical to develop the technology and accept the
schedule delays. If thls approach is followed, it must be done in an
orderly manner in which definitlon studles, rlisk reductlon efforts, and the
development of engineerling models precede the development of qualifled

(preproduction) systems. (R2)

Development of Cost and Schedule Estlmates

Once the system performance requlirements are defined, then cost and
schedule estimates for the entire acqulsition process need to be developec.
In the beginning of a program, this is extremely difficult since the
technical risks are medium to high. In some cases the technology is not in
hand. A program manager knows that he wiil experlience problems; the
magnitude and lmpact of those problems are unknown. Nevertheless, cost ane
schedules are estimated based on modeling, past experlence and industry
inputs. Program managers tend to be too optimistic in developing these
estimates even when faced with signiflicant technical challenges. They m:y

believe that an overly optimistic approach will help seli their program, arc

10




once <tarted, the past trend has been to keep funding programs. In othe-
words, once a program starts, the risks of cancellation are small.

I[f during the developrent of cost estimates the required funds don't
match the approved funds, restructuring should occur, and funding shortfaiis
should be worked in the out vears through the POM process. Under these
circumstances, slower (lower risk) gtart up occurs which is more in line
with the costs for deflnltion studles, risk reduction efforts, and
development of enyineering models mentloned previously. A particular phase
of a prouram should not start unless the required and approved funds match
in the current and upcoming budget years.

In today’s environment of cuts In defense spending, programs that cannct
stay within their budget are being cancelled. The Precision Locating Strike
System, the EW Area Reprogrammling Capabillity, the self protection system for
the F-1!1 alrcraft, and the F-4G Willd Weasel Performance Update Program
represent examples ot programs that have been recently cancelled due to cos:
pioblems. In order to assure the viability and executability of EW
programs, program managers must base their cost and schedule estimates on =
reallistic assessment of technical risks. This must be addressed up frort

tefore the acquisit: on cycle peging., (R3)

Jevelopment of an Acauigition Strateay

The outcome of the developing program requirements should be a systen
ievel development speclfication and "model" contract. Both will serve as
the basis for executing the acqulsition program and should be closely
reviewed by both yovernmert and potential contractors to assure

P easonablenesa.  We o not want a contractor to sign up to a program tpat re

11




can't execute or for the government to include requirements that add 1:i:::r
or .0 value to the end item. The contrascting Strategy for the entire
acqguisiticn cycle from definitlon studles through FSED and production must
be (roroughly planned and well thought out to avold serious contractual
procblems.

Recent government contractual pollcies deslgned to prevent contractor
overpricing and fraud have created an adversarlal relatlonshlp between
government and the defense industry.(12:80) These policies have reduced
industry‘s profit margin and have required companies to share more of the
development cost and investment requirements which have created an adverse
shift In the contractor risk-return balance. General Bernard Randolph,
Commander of Alr Force Systems Command, acknowledged that "lndustry right
now is really being stressed, In my view, consliderably".(10:36) For
example, a design competition formerly requlred ;bout one dollar of
contractor investment for each dollar of government funding. The Advanced
Tactical Fighter competition, according to Aviation Week apnd Space
Technoiogy, would use “four to five dollars for each qovernment doilar,
poor payback".(12:80) Congress and the Defense Department have overreicted
to allegations of overpricing and fraud of the early 1980°s. Many
corrective measures are belng Imposed that are vijewed by lIndustry as
unprofltable contract terms. Conseqguent!y, companies such as IBM are not
expanding In defense and some such as Eaton have sold their defense
business. Many companies who want to stay in defense are faced with some
tough management decisions for they see a rise in risks not belng offset by

higher returns.




llefense contractors need to be made responsible for their actions.

jowever, government policy reforms are not the total answer. In fact, the

noliclea may nave . negative impact of driving suppliers out of defense,

thus ralsirg ultimate procurement costs.

An acquisition strategy is needed that recognizes the technica! risks

ind is fair to both the government and contractors. Programs should begin

competitively with a mininum of two teams competing for FOED. Competition

would include deflnition studies that deflne system architecture and
votentialily high-risk elements of the system. Also, competition would
.nclude risk reduction efforts that further refine system design together
sith breadboar ding and demonstration of key elements and subsystems. The
scope of the deflnition studies and rigk reduction efforts should be well
enough defined such that they could be conducted under firm fixed price
conttracts., While the contractor wlill Invest some ;f his own funds due to
the competitive environment, his overall contributlon at this point would
smali (l.c. less than 5% of the FSED costs). Due to cost constraints,
sxtenaed competition is probably not cffordable, and one contractor team
thoulu pe selected to caccy-out FSED and production. “Not to exceed"
srousrction rptions should be included in the FSED contract.

Inday the tendency 1s to let firm fixed price FSED contracts for
couramg tnat have medium to high technical risks. The Advancea Tacticai
“irhter progran is A good example. Each of the two contracting teams has

“irm tized price %691 million contract to build two prototypes as weil as

Jcound avionics demonstrator by 1990, The Air Force procurement strategy

force the contractors to shoulder far more of the technical and financiz.

(i3rs than o previous new fighter programs. Each team is expected to

13
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invest between $300-3400 million.(8:35) 1f a FSED contract has medium to
ligh technical ris<s. it 18 not falr for a contractor to assume the maJority
of the cost risks. An extremeiy difficult working reiationship will be
created between the government and contractor plus the contractor will most
ikeiy implement "work arounds® that result in a product that does not meet
qoverarent specifications.

A tairer approach would be for the government to share the majority of
“he ¥SEJ cost rlsks unti] technical risks are reduced to a lower level. I
cogts exceed an agreed upon target, the contractor would begin his
contribution by flrst sharing his profit (fee) then (0% tc¢ 20% of the cost
~.verrun. The majority of cost risks still remalns with the government.
while the government’s total liabllity Is unknown, the required funds based
on tnhe government’s cost estimate should reflect a 25% to 50% reserve to
offset program risks. Under these circumstances, a constructive working
relationship will exist between the government and contractor. Also, the
program has a better chance of meetling performance gpecliflications gsince the
contractor is not bearing the majority of the cost risk. If a contractor
will not commit to iimited cost sharing, this should be an indicator that
o0 much technical risk exlsts, and the program belongs back in research and
evelopment versus #SED.

once the desiqn becomes reasonably flcm and technlcal rlsks are reduced
to o moderate to row jevel, a flrm fixed price contact should be considered
{or tne remaining deveiopment, lntegratlion, ana test efforts. This point
e d occur aftec the engineering development mode! passed a syatem

demonstration test conducted in the contractor’s lntegration laboratory.

14




MSEBR would contlinue with the development of quallfled (preproduction)
svster .. Productleon would tollow under firm fixed price contracts. (R4)
Thls acquisition and contracting strategy is not quite in line with
surrent procurement thinking. As mentioned, the tendency is tc let a firm
fixed price contract at the beginning of FSED which Is too early. Until the
Jesign becomes reasonably firm, the government should assume the majority of
cost risks. If we force the contractor to accept these risks, we are likeiy

10 get a product that falls short ot technical performance requirements.

15




SOURCE SELECTION

Traditionally, the source selection process has been a long, cumber some
effort that can take up to a year for completion and cost both the
government and contractors milllons of dollars. Often the return is not
vorth the investment. An obvious cutcome of the process should be the
selection of a contractor team that has demonstrated the capabllity and
capaclty to accomplish the contractual tasks. In many cases this does not
happen, and soon after contract award, the program runs i{nto troubie. The
EW APC program experlenced serious management and technical problems six
months-after contract award. The contractor team did not have the
capabiiity or capacity to develop the required software programs. The
progcam was eventus!ly cancelled after the contracter experienced cost

growth of 100%. .

Current Source Selectlon Procegs

Source selection ls a formal, well structured process that evaluates a
contractor in several criteria areas such as technical, management,
manufacturing, logistics and cost. A contractor 1g evaluated against each
area using speciflc criterla and standarus. On the surface.'the process
¢hou,d work. However, if a contractor can put together anr lmpressive
proposal plus submit 2 low cost, he stands an excellent chance of winning
~he contract.

The formal source selectlon process needs to be resgtructured. The
goverament should be able to select a contractor within three to 5ix months
after proposals have been submitted. If the government has done its job iu

a-finirg the performance and contractual requirements, then three to six
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rontha 1s more than adequate. Unfortunctely, this usually doe= not happen:
the giwernment enters <curce zelection with i1l defined requirements ana
contractual lnconsistencies. Under these circumstances, the government ana
contractors attempt to reach understandings through a formal and time
consumning process of contractor inquirles and deflciency reports. After
several lterations, the contractors are given a final chance by submitting
fheir "best and final offer (BAF0)". By thls time technlical! leveling has
uecurced, and a contractor that submits the lower cost stands a good chance

ot winning. The EW ARC program was awarded to the lowest bldder.

Pecommended lmprovements

‘he government must do a better job in defining the critical
cecformance and contractual tequirements. Prior to requesting formal
proposals from industry, the government package negds to be thoroughly
reviewed by an experienced team. This otten Is not done. WNext, the package
should be reviewed informally with potentlial contractors. At this time,
requivement amblguities can be readily ldentified and resclved. While th.
process does take vome time and resources, it Is done in & less constrained,
"ess formal environment which shouid not require as much time and resource:
13 the formal contractor lnquiry and deflciency reporting process meationec
cartier. Given a wuality requirements paclage, contractors should be apble
"0 respond by submitting cone and oniy one proposal. In other words, the
contiactor should be given one chance to respond. The tormal process of

:ontractor inquiries, deficiency reports, and BAFOsS would be eliminatea.

™his vauld reduce the source gelection proceus by three to six months. (PS.

'B)
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By reviewing a contractor’s propusal, the qovernment will obtain «<one
ins.ght into a contractor’s ability to pecform. However, this is
cuperficial, and more needs to be done. To determine a coatractor’s abiirty
L0 pertorm, a capacity/capability review shouid be conducted at his plant
curing source selection. Currently, this may be done on a limlted basis but
reeds to be expanded and Include a review of all critical source selection
areas. At a minimum, the technical, management, manufactucing, and cost
areas should te reviewed. During the on-site review, a government team
wou:d conduct a series of controlled interviews, tour critlical facllities
énd examine criltical contractor processes and procedures to determine If the
contractor can perform. Each review would last two to three days, would be
extremely thorough and would address the essence of a contractor’s proposal.
fetial strengths and weaknesses could be readily ldentifled. For a brlef
time the contractor would be put under a microscopé. and hls Infrastocucture
fxXam.rea in terms of skills, experience levels, procedures, discipline,
techrnical strengtns, systems engineering/analysls and company resources.
Whiie a contractor can make a proposal loo- good, he can not easily cover up
vearnesces during this review. (27)

Ai30 au part of tnis review, contractor oot per formance should be

“ar L med. in o soucce seiecticon, past performance often s not reviewed or it
tevicwed, {t’s discountea. A lot of insiaht jnto a contractor’ s ability t-
porinrm in the future can be obtalned by examining his past. The on-site
¢nverrment plant representative and prograem offlces that have wourred witn
ine contractor provide excellent scurces c¢f information,

A5 previously stated, W gystems are tremendousiy complex -nd present

sagriificant procurement challenges. The government must cbtain insiaht int

i




4ocontiactor s abllity to perforin, whlich the present source selection
proce<s:s often does not provide. We can be lured into faise hopes by a
cuntractor s enthusiasm or by the contents of his proposal when in fact he
doesn’t have the Infrastructure and control mechanisms in place to deliver a
qua. ity product in the required quantities. For example, it is not uncommcn
to find a technlcally sound engineering house that can build one or two
wsiems In a laboratory envicronment but doesn’t have the capabillity or
caopacity to transition from engineering into production. Without an on-site
teview, this may be very difflecult to uncover,

By doing a more thorough job in reviewing the government requirements
package, by conducting reviews at contractors’ plants and by examining
contractor past per formance, we should be able to realistically assess a
contractor’s abllity to perform. If a contractor does not have credibility,

tie should not be awarded the contract. The burden rests on the government

‘e determine this through the source selection process.




GOVERNMENT/CONTRACTOR TEAM

The guvernment program office and contractor organlizations can make or
Lreak a program. This is particularly true of EW programs with their fast

raced, high-technology activities.

Sovernment Team

Cver the years, the tendency in the Alr Force has been to “do more with
ress".  In terms of EW. we have increased the number of prograems , but at
ihe sare time have not increased the number of government perscnnel! to
.mpienent them. To make up for shortfalls in personnel, we have developed
matrix vrganizations conslisting of varlous functional disclipllnes: 3such as
¢ wgineering, contracting, financlal, manutacturlng and logistics. Flqure !
shows the program organlization for the F-4 Advanced Wild Weasel program
conducted during 1969-1978. The program office consisted of about 23 peopie
assigned directly to the program supported by a couple of matrix personnel.
Figure 2 shows the program organization for the F-4G Wild Weasel PUP durina
1984-1987, The purpose of the PUP was to replace the Wild Weasel s
processor and receiver subsgystems which represent over 75% ot Lthe Wild
Weasel avionlcs. The program offlce consisted of six people uvho were
cupporied by approx.mately 14 matrix personnci. Two trends should be
apparent; the rejative junior level of personne! and the lack of dedicated
vngineering support. In 1980, matrix organications at Aeronautical Systems
Jivi<ion were dicected ny its Commander to offset limited personnel
resaurces. (1)

Whiie “he wat-iv organization «biows coverage Gt mary DLOY alns, e

sften faji to Jdevelup the expertise and continuity neceasary to olfectively
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nanage gspeclitic proatams. Under these circumstances, the government often
performa the role vt ;dministrators and becomes totally dependent on the
contractor. The matrix organizatlons are probably here to stay, and
management must find creative ways to be productive within this
crganjzational framework.

A primary goal of management s to establish and maintain program
cecntrol of technlcal, cost, and schedule performance. To control a program,
én experienced team must be formed headed by a pregram director. The
frogram director must be a dynamic leader in order to fight the budget
battles as well as motivate the government and contractor team. From a
1 anagement perapective, he should be thoroughly familiar with the
s oquisition process and have a solld understanding of EW technology.
Levever . hils leaderchip abillties are key to maintalning the regquired
covernment support ana keeping the program on tracf. Without a dynamic
"rager. gupport for ‘he program can quickly erode, and contractor
pcrformance can come off the rails within a matter of weeks., That is the
Latures of EW progeans.

Program managecs (ceferred to as engineerling managers in figures ! and
7y are aedicated 100 percent to a speciflc program and should be self
stacte: 3. Aaditionally, for large EW programs, some critical positions
ex st which must have dedicated people elther co-located to the program
cttice or dectlcated 100 percent from the matrix organizations. These
reitinel positions consist of the chief engineer, lead subsystem engineers.
the contracting officer, and the financifal manager. These individuals,
aiong vith the program dicrector and managers. form the core of the program

¢ {lue. 1f these positions ace net filled with experienced people who are




cedlcated 100 percent to the program, the government will aot have the
required vigibility and will not be able to control performance. This mav
kLe one cf the biggest shortcomings of EW management; we don’t have strong
enough program organizations to manage the acquisition of highly compliex EW
cystems. This situation has ied to more reiiance on the matrix organlzation
for the majority of support. (R8)

In a matrix organization, obtalning loyalty from the functionals can be
cifficult. The program manager does not control their performance ratings
and normally can not hire or fire. Matrix Individuals typically support
ceveral preograms, and it’s hard for them to get interested in any particulac
cne. Prcgram managers must create a positive working enviconment for matrix
personnel primarlly by creating a team approach, delegating responsibility
whenever possible and giving credlt for successes. The core of the program
ctfice is too small and does not have enough exper{ise to get the .iob done
cy itself. Matrix personnel can and must contribute to the proygram: it’s up
to the program managers to provide the directlon, motivation and positive
work environment. (R9)

Over the years, the Alr Force has experienced a serious problem with
keeping engineers. Currently, we have an adequate number of junior
engineers, but not enocugh experienced senior engineers. A comparison of tne
program organizations represented In figures 1 and 2 shows that junior
cfficers are now glven the englneering management responsipilities that were
previcusty asslianed to majors and lleutenant colonels. While the junior
people are highly motivated and dedicated, they simply don‘t have the
experience. In a nich technology field such as EV, this hay really degraded

cur abjility to galn visibility into contractor activities and in turn,
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contiol the technlical verformance of the program. Unfortunately, the
c1tuation is aetting worse. To offset the Insufficlent number of
evperjenced engineers, consideration should be given to hiring civiiian
engiiecrs through a “support services contract". This can be expensive.
Fowever, it can fil]l the vold if experlenced government engineers are not
available. (R10)

The Alr Force policy of reassligning pecsonnel every three to four years
coes hurt the continuity of an organization and the government’s ability to
control the acquisition of EW systems. Within three to four years, an
individual has galned not only the required experience level but also an in
vgepth understanding of the complex interrelationships within the EW program.
'requently, new peonle are assigned without the experience, ana they make
the same mistakes of their predecessors. Unless an individual has failed,
the Air Force should keep him on the program until.a particular phase of
that program has beern completed. Reassignments should be based on
compieting a job versus time on station. Steps are being taken within AFSC
‘o odo this.(R11)

Finally, the proaram office must establish a close working relationshio
w.th key government agyencied. These Include higher headquarters, the user,
tne -0, Jogistics centers (KRLC3), and test agencies, These organizations
chonisd he brought on board at the start, aind their support continued
trcougnout cnhe Jife of tre proyram. Representatives from these
c1grnivatieons should support desian reviews, program reviews, and technica:
cooraination meetings. Togr ther they bring ccitical insignts and concerns,
chich ! acted upon by Lhe program office, can result In a product that

retter gerves Lne user both operationally and logistically . (R1L2)
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Contractor Team

The problems innerent In a matrix organization, the inadequate number
cf experienced engineers and the lack of program offlice continuity have
forced the government to rely more on the contractor to represent the
envernment ‘s best interest. Congequently It is essential that a positive
“orking relationship and team effort be created between the government and
centracior. Equalily important is the contractor’s organlization. If the
contractor does not have the infrastructure to implement the program. the
rrogram will fall; no matter how good the working relationship.

As a result of the capaclity/capabllity review conructed during source
selection, the adequacy of the contractor’s organization will be determined.
Fecause of the nature of EW, the contractor must have a strong technical
tackground supported by an experlenced systems engineering, analysis, and
integration group. Also the organization that has.responslbility for the
nanufacturing process Is critical. Manufacturing processes and procedures
must be in place along with the skills and discipline needed to follow them.
(R13

Each contractor has its unique organizational structure. However,
critical positions such as the program manager, systems Inteqratlion manager .,
chief engineer, systems integration engineer, and flight test director
chould exist with clear lines of authority. [If tiiese critical positions
con’t exist, are mannea on a part time basis, or are buried within the
contractor’s crganization, the organization is tlawed and will ieac to

trocuble.,
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brogcam. Office and Contractor Relationgh.p

The contractual arrangement dictates the formal working relationship
between the government and contractor. Also, the informal working
reiationshlip becomes equally important in getting things accomplished. This
coeg not imply that contractual directlon is given through the informal
working relatlonship. However, on a dally basis discussions of problems,
impacts, and corrective actlons occur so that both the program office and
the contractor are kept informed. In other words, through this process one
tries to minimize the element of surprise and maintain control. Timely
problem reporting and corrective actions heip keep the program on track.
ficcasionally, the government program manager should meet with the president
cr vice president of the company. Thls lets the contractor know that the
program |s important to the government. Also contgactor upper level

management can use this opportunity to reatfirm the company’s commitment.

Fole of the Sygtems lntearator
An experlenced systems integrator with a strong management and

technlcal background is required throughout all acquisition phases. For
<ome EW systems, such as the B-1’s defensive avlonics program, the Air Force
F.s pertormed the systems Integration role with disappointing results.
Basically. the government does not have a strong enough technic:! background
(1 the experience levels requlired to perform the integration role of large.
vaples EW systems. Typicaily, thi=s role tests with a prime contractor vho
cuncontracts the various subsystuns (l.e. receiver, processor, jammer, anc
cigplay) of the EW svstem. Unfortunately, few successful intecacation

contoactors exigt in bW,
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Air iramers tend to be too reyiuentec, narrow tocused, and over
curdened with a bureaucracy that parallels the government. Uften they arc
rat structured Lo integrate complex EW systemns into ai~frames. Theirt
crganizations prevent them from cuttlng across the different functional
cisciplines and integrating the various proaram elements (be it haraware,
coftware, or support equlpment) Into & gystem. Cfien they avoid accepting
cystems integration responsibllity and pass that responsibillty to thelr
cubcontractors through premature specifications. For example on the Wild
wease] PUP, the systems integrator managed his subcontractors primarily
through detalled subsystem specifications. However in reality, the
tubsuystem specifications could not be realistically defined until the
technoiogical risks were reduced and the design stablilized. As a result the
csubcontractor never appllied a systems approach to hls design which resulted
i1 a system that fell short of performance requlreﬁents. while subgsystems
specifications are Improtant, the systems Integrator should have placed more
emphasis on the broader systems engineering and analysis functions before
firming up detailed specifications.(4:11-13)

Some EW programs have assigned Integration responsibllity to avionirs
houses. For exampie, the prime contract to upgrade the EF-111 jamming
cystem was awarded to Eaton’s AIL Division versus Grumman or Geneg sl
[ynamics, the alrcraft manufacturers. Whlie this 13 a relatively new
initiative, 1t too can have problems. Avionics contractors typically have
e¢pertise in a particular field such as receivers or transmitters. They a e
epecialists and may not have the breadth of management or englneering
e perlence to act as systems Integrators. The, aiso muy not have the

resoirces reqguired to support the program. Finally, ‘ney may laock the
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leverage to cuptrot the alreraft manufacturer , who may resist neing put into
secornd ry cule,

Systems integcation contractors have been successful primarily through
thelr crganizationa! structure and company commitment to programs. For new
cirerait programs, these contractors need to be singled out for future
tusiness (.f they are an aircraft company) or teamed with the aircraft
company that would produce the new airframe. For modificatlion programs,
gircralt companies that have a positive Integration track record or systems
.ntegration contractors should be considered. The former category may be a
company dlfferent than the orliginal alrcraft manufacturer. The latter
categyory may not necessarlly be airframers or avionics houses but companies
that speclalize in modifying and Integrating avlionlcs systems into existing
sircraft. Systems intearation remains the biggest challenge to EW, and we

nust do a better job in selecting a prime contractor that is up for the

task ., (RI4)




PROGRAM CONTROL

According to Representative Les Aspin, government and contracior
r.anacemen. places too much emphasis on meeting schedules. Awpin believes
“the key concern of management Is to push the goods out the door".(7:16) In
atternpt to meet schecuies, too much concurrency often exis:is between
cevelopment and production. As a result, we end up with systems that fall
enort of performance regulrements and require costly retroflit programs. The
B-1’s defensive system represents a good example of a program that had too
much concurrency and is now undergoing an expensive retrofit.

Given the high technology associated with EW systems, technical
performance and program cost need to be tlohtly controlled. However,
program management should not impose arbitrary deadlines on FSED and
production schedules. A management plan needs to be established that tles
key program decisions such as the dellvery of hardware, the start of fiight
testing and production to the contractor meeting specified performance
milesiones. The program then becomes event versus schedule driven, which
allows management to better control program risks. The program should not
ke ailowed to proceed from one event to another untl] the contractor

catisfies gpecific performance mllestones. (R15)

Iechnical Performance

Often the government lacks timely Insight Into the technlcal
rerformance of an EW system. According to General Welch, Alr Force Chief of
Staff. the Air Force "was badly surprised by the lag in the dgevelopment" of
the B-1’s defensive system.(3) This can result from not being Involved in

the development process and from only monitoring formal tests. In order to
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control technical perfarmance, government engineers must lrack performarnce
ety on., This can be accomplished by initiating several ictions witnh the
cantractor.

The contractor must implement an orderly FSED process that consists of
Lreadboaralng critical functions/sub3ystems and developing an engineering
aadel prototype. In genecal, the latter nas the form, flt, and function orf
the tinal product but cannot perform under all environmental conditions.
‘his process will reduce development risks and must precede the cevelopment
of quaiiflied systems. Tracking contractor events associated with the
veveicpment and test of breadboards, englineering models, and gualified
systems should begin at the shop replaceable unit (SRU) level and continue
thrcugh the system level. (RI6)

Government engineers should establlish indlcators to track the
~untractor’se technical performance. These indlcaté}s are derived from the
system level development specificatlon and over time are translated into
.ubsystem, LRU, and SRU Indicators. For example, a system leve! indicator
uf sensgitivity could be tranglated to a noise level figure at the SRU leve!.
By doing this, the government can track progress as the lover-ievel design
imatures into a complete system. (R17)

Also., the development of test equlpment and test orncedures need to be
' -acked both at the informal and formal testing levels. Frequently the
4-ovelopment of test equipment and procedures lag the development of the
p ime cquipment. Consequently, a contractor will not have the required
cgources In place for testing the prime equipment which leads to

cngequacies and cost ‘achedule impacts. The contractor should have his test




resources checked out prior to the start of prime equipment testing: bhe it
at the SRU, LRU, or system levels. (R18)

The government has implemented a formal review process consisting of
preliminary and critical design reviews. While these reviews serve a useful
purpose in determining the maturlty of a contractor’s deslign, more effort is
needed In terms of follow-up reviews. As the deslgn progresses and hardware
cecomes avallable for testling, numercus deslgn changes are required to
correct defliclencies and oversights. This process needs to be closeiy
tracked in order to malntaln configuration control, quallty assurance (QA),
and design integrity. Perlodlc government/contractor reviews are needed to
assess test results, determine the extent and lmpact of redesign, and verify
the contractor is following a redesign process In accordance with company
practices/procedures. For example, the reviews could be conducted as
mini-critical design reviews on each SRU and LRU.prlor to releasing them to
manufacturing. The contractor review team would congsist of a small group o!f
senior engineers from each functional area such as systems, electrical,
mechanical, quallty, and manufacturing and would be led by the chief
engineer. The government would attend 44 an observer. (R19)

Finatly, government engineers need Lo be physically located at critical
contractor fecilit.e3. They can not gain enough visibiilty into contractor
activit-os py oniy reviewing documentation sent to the program nffice c¢r by
reiying on govecrnment plant representatives (i.e. AFPRO) who serve prin.iiiy
im a contract administrative roie. On site coverage, while o urmandinag
zhallenge, wil] give the government Lhe required incight into contractor
progress, design =tabjiity and the magnitude of design problems. Unger the

marCis. drganizat:on. government engineers may bo reluctant to spend extende:
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peciods of time at a contractor’s factllty; other programs they suppor: wi.
sufter. i{ yoverument englineers aren’t available, the program otfice needs

to rtely on a "support service contractor' tc offset this shortfail. (R20)

coat Performance

Formal cost performance reporting by the contractor can be a wasted
effort if the contractor does not have o validated system In place or the
diacipline to follow it. This area should be closely reviewed during source
selection, and a plan to resolve any problems Implemented. Cost reporting
would appty to the prime contcactor as well as the subcontractors and should
be conducted under both cost and fixed price contracts.

Contractor cost reporting can give the government insight into what the
contractor believes the program will cost. This Is based on the
contractor’s annual update to his cost estimate gt completion (EAC) and by
compar ing the EAC to the contracted cost. Also, advance warning of problens
can be galned by comparing the contractor’s budgeted cost and schedule to
hit actual cogt and schedule. Contractor tasks should be broken down into
<prcitic work packages with starting/stopping dates and budgets assigned tc
each work package.

Urior to the contractor running intc cost problems, the
gerernmen' - contractor (eei nceds to take corrective actions. These act.on.:
incluge reducing vevelopment concurrency, performing risk reduction effor:<.
per forming early enviconmern: 1 testing, following gquallty assurance
practices/vrocedures «nd reducingseliminating contractual requirements tna:

Al tittle value to the erd stem. All these actions are aimeg at uncoveriiu
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vreblems and taning corrective measures at car'ier, less costly stages of
the design process. (RZ1)

Tne government should also go through an annual exeicice to update the
"“most probable cost” for completing the progyreim. This cost estimate is
pbroader than the contractor’s EAC since it includes all contractor and
government activities. For a cost type of contract, the government shouid
bucdget to the "mos! probable cost' sgince this represents an estlimate of the
government’s potential liability and should reflect proaram risks. (R223

As with most high technology programs, cost growth can be expected.
Urider these circumstances, the program offlce must first examine zero cout
growih alternatives. Usually no viable alternative exists within FSED such
as reducing the number of quallfied units or reducing the amount of test.ng.
All end items and tasks within FSED are required in order to maintain
program integrity. That )leaves the production pfbgram. Typically, cost
growth in FSED is offset by transferring some funds earmarked for producticn
which unaer zero cost growth results in reduced production quantities.

Ancther approach to offset cost growth Is to restructure the FSED
program such that the required and approved funds match in Lhe current and
upcoming budget years. The restructure stretches schedules by moving
certain tasks into the out-years. Cost ygrowth then occurs in the out-year -
where it can be addressed through the normal POM process. Whiie it is
highly desirable to avoid cost growth, this may be impossible and shouid be
worked in an orderly manner by first examlning zero cost growth alternat tves

and thern by working any remairing cost problems in the out-years. (R230
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peheduie Lo formaree

Icheaules should reflect the time required to realisticaily implemen:
the hinh technology associated with EW systems. [f government emphasis i
placea on meeting technical performance requirements and budget constraints.
then schedules must minimize concurrency between developing an engineering
mocie | /prototype and quallifled (preproduction) units as well as between FSED
and production. Schedules should not be success oriented but should have
bulit in contingencies that reflect additional time that wiil be required
for redesign and retest. Special attentlon should be given to system
integration and ground testing. Thege activities are the most complex, but
we conslstently underestimate the time required to complete them., If slips
occur durlng FSED, a tendency exists to compress the time allocated for
integration and ground testing ln an attempt to catch up. This approach
rarely works and usually results in failure to identlfy and correct serious
performance problems. Durling flight testing and production, these problems
eventuilly will be discovered and will have to be fixed through an expensive
retcalit program. Better to spend the time early on to properly integrate
and test the system. (R24)

If more emphasis i3 placed on technical performance and cost, that doe=
not imply that progrem schedules should float., A moderate amount of
schecule pressure needs to be applied to contractors for them to pecform
ctficiently. In some cases, a iot of pressure will be applied in an attempt
*y et a critical program millestone. However, in order to avoid contractcr
st out end malntain efflciency, extreme schedule pressure should be usea

“nty oder exceptional circumstances. As a compromise between ‘trying tc
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get something out the door" and "engineering the decign o death”, ptoyram
scheduies should reflect a moderate amount of rjsk (i.e. somewhere hetween
50% and 75% chance of success). A program with moder ate risk schedules can
be kept on track given cloge management attention and contractor comnitment.
As problems surface, management attentjon should be applied in terms of
implementing work arounds, adjusting resources, or forming special teams to
so)ve problgms.

A common problem with many EW programs is that flight testing and
production start too soon. We end up flelding EW systems that operationaii
can’'t perform, and logistically can’t be supported. In part, this resuits
from too much emphasis placed on meeting schedules and pushing ton much
concurrency between development and production. To correct thls problem,
performance milestones within FSED should be completed prior to the start of
flight test and the award of productlion. These would be coordinated and
agreed upon by the program offlice, government test agencles, and the
contractor and would be reflected in the acquisition strategy for the
program.

For example, prioc to the start of flight testing, the EW hardware ann
software should be integrated at a around test faclilty (e.g. integration
laboratory?. 1Tnis allows the contractor to tegt the system under 4
controlled environment. Next, the system shouid be Integrated into a teut
aircraft, and checks made on the ground to verlfy performance. Whlle this
environment is less controlled than in a laboratory, it does provide more
control than in a flight test environment. Also. all flight test support
activities and equipment should be In place and operational. This inciuaen

flight test [nstrumentation, data reductlon systems, speclal test equipment.
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maintenance equlpment and documentatlon. Prlor to the start of flight test,
all rroblema that have been previously identifled will not be solved but
should at least have correctlve actions identifled. By requiring the
contractor to pass perfcrmance milestones prior to the start of flight test,
an orderly transition Into flight test will occur. (R25)

A similar approach can be used to enter production. Typically,
production consists of phaseg; the first being a low-rate initlal production
(LRIP) startup foliowed by full production options. An LRIP decision
usually supports an Inltlal operational capabllity and allows the contractor
to aet the production tooling In place and transition into a production
envivronment. LRIP could be thought of as a risk reduction effort taken
prior to full productlon award.

For LRIP, some FSED mlliestones should be completed prior to contract
award. These Include system integration testing,” some environmental
tesiing, laboratory rellablility testing, and some flight testing. Enough
testing shonuld be completed to give the government development and
operational test agenclies high confldence that the EW system can meet
in-flight performance requirements., For full production, FSED shoula be
corpleted prior to contract award. Durlng the remainder of FSED, most ot
shich would consist of flight testlng, emphasis would be placed on fiela
reliabilily, malntalnabi)lty and support equipment associated with the EW
cystem. By minimizing the concurrency between FSED and production, this
appt cach should result in production systems that meet the operationail and

'ogistics requirements. (RZ26)
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Problem Trackina/Corrective Action Jvstem

To tie program control of technjcal, cost, and schedule performance
together, the government/contractor team should impiement a problem trackirna
and corrective action system. This system cuts across all government and
contractor functions, is consolldated between the prime contractor and
subcontractors, and should be Implemented at the start ot F3ED. For each
problem a brief description, status, Impact and get well date would be
included as part of corrective action summarieg. The prime contractor would
maintain the gystem. Problem status would be reviewed at the various

technical coordlination meetings and test planning workling groups.




FULL SCALE ENGINEERING DEVELOPMENT

The government knows from past experience that FSED conslists of
slgniflicant technical rlsks. Time must be allocated, and steps must be

taken to reduce these risks. (R27)

Rigk Reductlon Steps

The contractor must perform the necessary systems englneering to
transiate system requirements into detailed design requirements. For those
risk areas, breadboard development and testlng should be conducted at both
the LRU and functional levels., Testlng should be conducted using informal
procedures, and results should be recorded in at least an engineering
notebook. While the test environment remains Informal, some discipline is
required to malntain an orderly development process and confliguration
control; following test procedures and recording results help provide that
discip!ine. Environmentai surveys (l.e. llmlted.envlronment testing) should
be conducted on the moure complex components and circuits. This helps
establiish deslign Intearity early In FSED. (R27a, R27b)

In today’s high technology environment, gate array and very high speed
Integrated clrcults are used to achleve minlaturlzation and Increased
tncough-put. Due to design complexity, deslgn lmplementation and reworx ¢in
be vecy time consuming. Before releasing these circuits from design to the
build process, the contractor should perform extensive simulation of botr
the inter and intra circult operations. Simulation will uncover logic
errors, tining errors, and reduce the number of rework cycles all of whicn

van save months in the schedute. (R27¢)
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Next, an engineering development model should be built. The mode!
incorporates the breadboard design and should be used to demonstrate the
furctional performance of the end item. Test emphasis focuses on the SRU,
LPU, and system levels. For each level, test procedures are developed, test
results are recorded, and deslgn requirements are further defined. A subset
cf the test procedures will be used by the prime contractor and government
to support the forma! acceptance test conducted on qualified systems.
Developing test procedures in conjunction with the engineer ing model will
save valuabl!e time during formal testing. (R27d, R27e)

In parallel to the development of an engineering model, test equipment
hardware and software must be developed in time to support testing at the
SRU, LRU, and system level. (R27f)

Cnce the engineering model has been integrated and tested at the sy;ten
‘evel, a redesign cycle may be required prior tobuilding qualified systems.
The number .- magnitude of design changes may be so significant that severa'
SRUs and LRUs require extensive redesign. To proceed fucther into FSFED
would incur too much technlcal rlsk. At a minimum, the functional
per formance of the engineering model should be demonsatrated before bul ldindg
quziified systems.

When ouiidiny qualified systems, the contractor should foilow sound
manufacturing procedures ard practices. Some contractors will bulld FSED
Jnits in an engineering laboratory environment which does not provide the
manufacturing conirol to track design charnges or produce quality products.

A baiance must be established between the engineering and production
epvironments. Building a system in a luboratory can result in cystems that

fai: to perform <ince quality assurance prucedures may not be c.ousely
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tollowed. Un the other hand, a formal productlon environment can stifle
gesian poogress 1° fully applied during FSED. Ideally, production qualif.ea
pervonnel {oliowlng upproved manufactur ing procedures should build the
qualitied unlts. However, the process should be streamlined to allow
red-line drawlngs, a quick but controlled approval cycle for design changes.
and a reasonable number of jumper wires per SRU.(R27g)

The prime contractor should provide on-site quallty assurance coverage
at major subcontractor faciiities. The QA representative would be involved
in subcontractor day to day activitles. Government QA repcesentatives woula
paer torm spot checks durlng the bulld process and inspections of the end iterm
during formal acceptance testing. This approach will expedlte the build
cycte by streamlining the government’s formal lnvolvement and will maintairn
control of subcontractor actlivities through on-site coverage by the prime
contractor. By controlling the manufacturing précess during FSED and

deslgning in quallty eacly on, end [tems will be better able to withstand

the formal! environmental and fllght testing that follow. (R27%)

Systems Integration

Systems Integration should follow a phased approach. The first phase
wouid constist of intearation of the hardware subsystemns such as the
recetyer, jammer and processor subisyste.n3. A bullding block approach wouic
be used that eventually tests all LRUs integrated on a test bench. In
paraiiel, the operational scftware would be Integrateg starting at the
modile (component) tevel as well as at the functional level. For exanprie,
the receiver control module would be integrated at the component levei, anc

the capabillty to detect, process and display a threat vould be integratec
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at the functional level. Functionally, software from seseral modules such
3s executive control, receiver control, pulse processing and display would
be tested. Software integration would proceea until the complete
operational program was integrated. A software integration facitity wouid
be used that consists of a host computer to simuiate the airborne hardware
and signal environment. Ideally the alcrborne processors that host the
operational software along with the EW control and display subsystem wouida
ve a part of the software integration facility. Also, avionlics and weapon«s
simulators would be included to provide a check of the software interfaces
at the system level. (R28)

After the EW hardware has been Integrated and has passed a functional
demonstration test (engineering model) or an acceptance test.(quallfled
units), system integration testing ¢an begin. This represents the secona
phase of integration. System testing continues until all EW hardware and
software have been integrated. An integration bench is used consisting of
aircraft wiring, avionics and weapons simulators, along with the EW
hardware. The emitter environment can be generated ei{ther by hardiining
gignals aft of EW antennas or by uging an anecholc chamber where slgnals 4 o
received at the antennas.

Once thig phase Is completed, the system is ready for integration intc
a ‘light test alrcraft. This represents the third phase of integration
testing and is conducted on the ground. Testing should Inciude continuity
checks, an electromagnetic compatibility test, and limlited performance
tests. Consideration should be given to using a facility similar to the
Navy’s anechoic chamber at Patuxant Piver, Md. The chamber is large enouah

to nouse an aircraft and provides an excellent sjignal environment under
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controlied condltions., While future plans exist, the facility current!iy
aoes not have the capabllity to teat EW systems that use phase
interferometec. tor direction of arrival (LIOA) measurements. However, the
chamber can test systeins that use slgnal ampllitude to determine DOA.
Following alrcratt Integration testing on the ground, the system is ready tc
enter fllght testing; the final! phase of integration.

If these phases are not performed or are not followed In a systematic
and orderly manner, then flight testing will fall. Past experience bears
this out. In the future, we must take the time to Integrate the EW system

poth In the laboratory and on the alrcraft prior to beginning flight test.

Flight Testing

Flight testing during FSED conslsts of development test and evaluation
(Di&E) and Initlal operational test and evaluation (IOTBE). For each, &
responsible test organization (RTO) and test director are selected. For
DT8E, the RTO couid be either the test wing at Edwards AFB or Eglin AFB.
For IOT8E. the RTO could be the Alr Force Operatlonai Test and Evaluation
Center (AFOTEC). An cfficlent way to conduct fllight test consists of &
joint Alr Forces/contractor DT&E and a combined DT&E/ICQTSE.

Throughout SED, the fiight test team must be involved in the FSED
Jrocess by attending meeting3, reviews and ground tests as well as reviewing
technical documentation. To effectively test the EW system, the test tean
must have a detalled understanding of the system’s deslgn and its expectec
performance. The only way to obtain the required !nslight and level of
expertige s through involvement In the program. While AFOTEC has done a

qood job of this, the DT&E fiight test community has not. (R29
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During DT&E, a tremendous amount of in-flight data will be recorded by
the instrumentaticn system, most of which will never pe reduced or analvzen.
To focus the troupie shooting process, a procedure should be { )l lowed tr
icdentify problems that occurced during a flight and reduce/analyze the data
associated with those problems. This effort should be azcomplished before
each mission. Flight test problems can be identified through crew
debriefings but more importantiy, through a review of the video recordings
of the EW displays. From reviewing the video recordings, problems can e
tagged with their time of occurrence. The assoclated data recorded by the
instrumentation system can be reduced for further analysig which would help
guide the trouble shooting process. Given an automated instrumentation and
data reduction system, problems can be Identlfled and data can be
reduced/analyzed within 24 hours.

Often success in flight test 1s measured in'terms of flying rate. This
can represent a false indication of success If data analysis and trouble
shooting does not precede mission planning. At the beginning of DTSE, a
significant amount of time will be spent trouble shooting problems on the
ground using both the integration bench and test alrcraft. At tost, flying
once every veek to ten days would be productive. Once the initial DNT8E
start up problems are solved, then flying 2 to 3 times per week could be
achieved. A higher flying rate results in test lnefficiencies. The test
team can’t keep up with analyzing the amount of recorded data. Also, an
insufficient amount of time wlll be available for trouble shooting and
maintenance activities.

During DT&E, test emphasis would be first placed on development and

then placed on demonstrating the performance requirements conteined in the
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agystem sperification. Slnce the contractor should be contractually
responsible for in-flight system performance, data should be gathered to
support the contractor’s efforts to identify and fix problems. At the stare
of testlng, configuration control must be established and maintaired:
pacticularly with the operational software. Durlng flight test, hundreds ¢
softuare changes Jlil be made to correct problems. If these changes are nct
checked out by the cortractor In the software Integration facility, on the
integration bench, and on the alrcraft prior to flight test, then flight
tect,ng will soon gel out of control. For all software changes, test
procedures must be establlished and followed, documentation updated, and the
test team briefed on expected lmpacts., The test director should have fina:
approval on test contiguration and whether a change is ready for flight
test. Once system design beging to stabllize, then data can be gathered tco
demonstrate Jystem performance. At this time thé transition would begin
into 10T&E. (R30, R31)Y

Prior to IQT&E. consideration should be glven to transferring some of
the operational software maintenance responsibiiilies to the appropriate air
logistlics center. To support this approach, the ALC would require early
delivery of the software support tools and documentation required to
maintain the operational program. The goal would be for the ALC to generate
ar operational program to be used during !OT&E. Achieving this goal wouic
help demonstrate tne ALC’s organlc capablllity to maintain the operationa:

3ot tware for a pact.cular EW system prior to the system’s initial

oner wtiongr capability. In addition, the ALC could pertorm a software
veritication and valldatlon effort for the program office. (R32)
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The DT&E and IOT&E flight test communities must measure performance
using consistent and agreed upon pass/fail criterta. In the past, DTZE hac
been conducted using broader or dlfferent criteria than used in IQT&E,
resulting In the EW system falling IOT&E. Prlor to the start of flight
test, the pass/fail criteria for DT&E and IO0T&E should be derived from the
system specification and agreed upon by the program offlce and both RT0O’'s.
If differences exist, they must be resolved prior to the start of flight
testing. Once an agreement is reached, the pass/fail criteria shcuid be
formally documented in a Baseline Correlation Matrix. (R33)

Similarly, crlteria should be established for the transition from DT&E
to I0OT&E. It would be senseiess to enter IOT&E knowing in advance that the
system will fail. The criteria would include demonstrating an agreed upon
level of performance during DT&E for both prime and support equipment, o
reassembled operational program with updated sofiware documentation on site,
and validated technical orders on site. These criteria would be documentedu
in the Test and Evaiuation Master Plan. (R34)

Tc support the LRIP declislion, I0T3E emphasis should be placed on
providing an ascessment of operatlional performance. Once the design is
stabilized during DT&E, as much performance data as possible should be use::
to support the IOT3E assessment. This would help to expedite the LRIP
decision. As IOT&E progresses and to support the full production decision,
more emphasis should be placed on evaluating technical orders, support
equipment and reliability/maintainability. (R35)

A positive ar? close worklng relationship must exist between Lhe
program office and the I0T&E RTO (l.e. AFOTEC). Produclion decisions are

nased primarily on IOTRE test results, and both organizations need to wort
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close !y together to achleve 4 successful I0T&E. For example, ag preblems
ate dentificd during 10T&E, the program office must work with the
contractor to identify corrective actlons. In some cases, probiems can pe
corrected durtng {(OT8&E. For others, solutlons will have to be implementec
and demonstrated aurling follow-on testing or durlng production. The proaram
ofttice must be committed to solving I0T&E problems, and the RTO must be
convinced of the program office’s commitment. This can only come about

through a close working relationship.
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TRANSITION INTO PRODUCTION

As mentiored. production will occur in phases that may inciude a [P.?
stzrt up followea by muitlyear options for full production. To reduce
production risks and help assure a successful transition tcom FSED, an
approach that minimizes concurrency between FSED and production can be
implemented which ties production decisions to the contractor meeting
specified program milestones. These should Include FSED test milestones andg
equally important, should Include successful completion of a p: wduction

readiness review (PRR) and contract negotiations.

Proguction Readinesg Review

A production readiness review determines whether or not a contracto:
prepared to enter production. The PRR is based gn the contractor’s
manufacturing plan and an extensive on-site review of the contractor’s
cepability/capacity to produce the end item. The PRR addresses all
matlufacturing areas which include management, production
facilities/resources, processes/procedures, quallty assucaence and rimw . For
risk areag, the contractor would be required to Implement rlsk reduction

actions betore production award. (R36)

ceatract Neqotijiatigns

A a step that minimizes cost risk to the government, the entire
oroduction contract (i.e. LRIP and full production options) shouid be
negotiated prior to LRIP award. [f inltial production is awatded priot ‘o

completicn of full production negotiations, the government will iose

contractual leverage to control cost. (R3)
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Contractual negotiations are a long and tedlous process that can becore
a proyram ariver. Therefore, adequate time must be allocratea for the
government to deveijop a requlrements package, the contractor to prepare a
proposal, the gavernment to fact find the proposal and the
goverament/contractor to complete negotiations. This process should begin @
te 12 morths In advance of anticipated productlon award.

To expedite the formal contractual process, the government and
contructor should jolintly review the requirements package jnformaily and
reach an agreement on the contractual speciflcatlons, statement of work,
tecms and conditions. [f the government or contractor has to formally
update the requirements package or proposal, this will take at least six
months. Better to work the details out in advance and only have one
requlrements/proposal cycle.

The following sections address two speclflc'areas, namely warranties
and preprocurement data, that have caused diffliculties during contract

negotiations.

Warrgatleg

If Interpretrd and implemented In its broadest sense, the Deferse
Apprapt latlions Act of 1984 nakes warcanties a stendard feature of most
fivd-price proguction contracts. (5:5-62) Slmply put, a warranty is a
contractor commitment to deliver a producl that meets specifiec stancards
for 1 cpeciited pericd of time. in principle, a warranty makes sense. it
ptov.des a means {or the government ana contractor to share risks with
reapect ta performance and provides an added incentlive for the contractor to

dedian ana produce & gqualily product. However, implementing - waerranily cas




be extremely complex and difficult Lo administer i1f steps are not taken to
develop and coordinate a warranty strategy prior to production award. (R38:
As part of that strategy, four areas must be considered:

1. A procecdure must be followed for defining and implementing a
warranty. This would include performing studies to identify candidate
aprroaches, coordinating approaches with engineering, user, loglstics, and
contractual personnel., and obtaining industry comments regarding preliminary
terms and conditions. The warranty clause would become a part of the
production requirements package. (R38a)

2. Specific performance parameters to be covered undecr the
warranty must be identified. A good source is the system level development
specification., Reliability and maintainabjliity are the parameters typic:l!ly
addressed. Others may include operational performance parameters such ag
system sensitlivity, dynamic range, reaction tlme: and system
interfaces.(R38b)

3. Each performance parameter must be accurately measured againt
specific criteria in order for the warranty to be effective. Also, the
coniractor should not be committed to guarantee performance parameters
peyond his reasonabie controi. For complex EW systems, his controi wiii nbe
significantly diminished in an operatlonal (fleld) environtent. In the
field. the Air Force may not adequately track fallures and perform the
analysis necescary to determine the cause of the tallures. Was the faiiure
induced or lnherent? Can it be repeated on the Giound? Without ansgwers t.»
tnese questions, « contractor wili be extremely reluctant to commit to

perform e guatantees that are measured in the {iela, (R38Be)




An alternatlve approach would be to measure system per formance
.n a4 iaboratory wnich dues provide a controlled environment. For examp'le,
rellabl. ity can be measured py conducting a test which consists of exposirg
the yysten. to several fallure free environmental cycles. Based on past
esperience, the system would have to demonstrate a reliability three to four
time3 higher than the required field rellabllity.

4. A correctlve action plan must be defined in the event that a
performance parameter falls the warranty. Corrective actlons could incluade
the contractor providing additlonal spares or performing redesign/retest at
no cost to the government. I1f additional spares are to be provided, then
consideration should be given to sparing at the SRU versus LRU level. This
will pe more cost effective. (R38Bd)

The cost of a warranty varles from 3 to 7 percent of the production
cortract; 1t Is expenslve. To assure that the warranty will be cost
effective, a well thought out and fully coordinated strategy must be

developed and Implemented.

Bepragucement Data

A general policy exists for the government to acquire the data that
orwvldes Lhe capabiilty to produce the end ltem by sources other than the
original manufactu:er.(5:5-18) When a sole-source production contract is
avar ded, the government Is placed (n the position of having to depend on the
corntractor for additional units, spares, and modifications. Acquiring
(eprocurenent data can be used for component breakout from a prime

controactor, to sulicit other sources, or to possibly allow the governmen-

procucesrodl fy the Ctem. However, ¢ major disadvantage of reprocurement




dzte is cost. and a strategy to acquire this data must pe well thought out.
(R393

Cften, the program otfice defines the reprocurement data package
without interfacirg with the ALC that wlil have responsible for the end
item. The ALC should tallor the reprocurement data to hls specific needs.
This will reduce costs. Secondly, reprocurement data should be broken out
into (wo categories; the first congisting of detalled englneering and
manufacturing arawings and the second consisting of the manufactucing
procedures/processes used to produce the end item. Drawings can be acquired
for about $100,000 per LRU. Acquiring the manufacturing
procedures/processes will cost miillons and should only be considered as a
contractual option to be exercised by the ALC. Hopefully the ALC will on'y
need the drawings. (R39a,R39b)

tinally, uniimited data rights may have to Be acquired. Unlimited
rights al'ow the aovernment to avoid sole-source dependence. Because of the
government s Insistence that the contractor share more of the investment
costs. we may see more limitations placed on the government in using
tecnhnical data delivered as part of a contract. Acquliring uniimited right:
can cost millions and should be treated similarly to acquiring the
manufacturing procedures/processes. It may be more cost effective to remain
in a sole source posgition than to acquire the data rightg and manufactur inu
procedures/processes needed to develop an alternate source. (R39c)

A complete reprocurement data package will be extremely expensive.
Most llkelv only a drawing package tailored by the appropriate 2LC needs to

be procured.




CONCLUSIONS AND RECOMMENDATIONS

The cuaver to successful acquisgitlion management of EW systems can ue
summar ized as fol luws:

1. An experienced government/contractor team is required that has
a stione management, systems integration, and technical packground.

2. The team must make the necessary resource commitments to the
DEoqgr .

3. The team must have In-place an Infrastructure and the
disciuline to foliow an orderly and controlled acquisitlon process.

4. Concuritency between development and production must be
reduced, and a management plan implemented that tles key program decisions
Lo the contractor meeting performance milestones.

specific conclusions and recommendations arg summarized in the

foliowing siections:
The Electionlc Warfare Challenge
We must push technology In order to beat the Soviet EW threat. A

reailty of EW systems is high technology.

Yor FW systems, system integration presents the greatest technical
thai lenge.

The technica: challenges translate into high risk programs.

The Acauig)tion Manaaement Problem

Because the state of the art is belng advanced, technical
per formance uncertainties remain until actual hardware is deveicpec.

integrated and tested.

Program cost and schedule estimates tend to be too optimistic and do
not realistically reflect the technical risks.
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R1. For planning purposes, ici.nnical risks should be assesser
as medium to high, schedules should be based on a {0 ty i:
year acgquisition cycle and budgets should be in iine witn
technical risks/schedules, (p.8)

Jevejopment of Program Reaulrements
System perfoimance requirements are often defined in termg of worst

case threat scenarios.

Significant aesign Improvements are needed to counter the threat,
ahd obtaining the required EW capability will be expensive.

R2. As part of the requiremnents definition process, definition
studies, risk reduction efforts and develiopment of
engineering models should precede the development of
qualified (preproduction) systems. (p.10)

In today s eavironment of cuts in defense spending, programs that
cannot stay within their budget are being cancelled.

R3. Management should base their cost and schedule estimates
on a realistic assessment of technical risks which should
oe addressed up front before the acqulsition cycle
begins. (p.11)

An acquisition strategy is needed that récognizes the technical
risks and is fair to both the government and contractor.

R4. Definition studies and risk reduction efforts should he
competitive and conducted under fixed price contracts.
One contractor team should be selected for FSED and
production. Unti] the design becomes firm and technical
risks are reduced, the government should share the
majority of the cost rlsk under a "cost plus" type of
contract. When the design stabllizes, the remainder of
FSED could be conducted under a fixed price contract.
Productlion should be conducted under a fixed price
contract. (pp.13-15)

Source_Selecticn

The formal source selectlion process is cumbersome, expensive and may
nct resu!t in selection of the begt contractor team. The proces:
needs to be restructured.

R5. Prior to requesting formal proposals from contractors, the
government requirements package should be reviewed by an
experjenced team and coordinated with Industry. (p.i™")




R6. Contractors should be given one chance to respond to a
proposal request. The formal process of contractor
inquirles, deficiency reports and BAFCs should e
eliminated. (p.17)

R7. To determine a contractor’s ability tc perform, a
capacity/capabllity review should be conducted at his
piant during source selectlion. As part of this review,
contractor past performance should be examined. (p.18’

Government.-Coptractor Team

To contral « program, an experlenced government team must be formed
headed by a dynamic program director and consisting of program
managers .and matclix personnel from various functional organizations.

R8. In addltion to the progtam director ard managers, the
chiet engineer, lead cubsystem engineers, contracting
afticer and flnancial manager should be assigned fuii time
to the progra.n. (pp.23-24)

F9. Program managers should create a positive working
environment for matrix personnel by creating a team
approach, delegating responsibility whenever possibie zana
giving credit for successes. (p.24)

Currently, the Air Force does not have aﬁ adequate number of
vzpeclenced cenlor englneers which has degraded our ability to
cointro)l technical performance.

Ri0. Considerati{on should be glven to hiring engineers through
¢ “support sServices contract" to offset the shortfal. of
experienced senlor engineers. (p.25)

P11. In order to maintaln continuity, reassignment of crit.cai
pozitlons should be based on completing a job versus !ine
on statlon. (p.25)

PiZz. The program offlce should establish a close working
relationship with key government agencies that cah orina
critical insights and concerns to the program. (p.25°

1f the con‘ractor does not have the company commitment and the
ordanizat:onal infrastructure to implement the program. the program
ol faia.

Ri3. The contractor Leam should have a strong technical
packground supported by experienced systems engineering.
analysis, integration and manufacturing groups. (p.26)
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The informal working relationship between the government and
contractor becomes important In getting things accomp!lisned and
keeping each other informed.

An experienced systems Integrator with a strong management andg
technical opackground I8 required throughout all acquisition phaces.
Few successful inteyration contractors exist In EW.

Ri4. For new aircraft programs, successful systems integration
contractors need to be singled out for future busines: our
teamed with the aircraft company that woula produce the
new alrframe. For modification programs, systems
integration contractors, who may be different from the
orivinal aircraft manufacturer, should be
consldered. (p.29)

ogram Control

Too much management emphasis is placed on meeting 3chedules.

R15. A management pl!an should be established that tiey ey
proaram decisions to the contractor meetling specified
performance milestones. (p.30}

Ri6. The contractor should !mplement ar ordecly FSRD proce-a
that consists of brecadboardinrg critical
tunctions/subsystems and deve’opjng alL engineering
model/prototype. (p.31)

Ri7. Government engineers shou.d establish indicators to track
the ~ontractor’s technical performance. (p.31)

R18. The contractor should have hls test resources in piace
and checked out prioc to the start of prime equipment
testing. (pp.31-32)

Formal design reviews serve a useful nurpose: however . tore necds '
ne done ir terms of follow-up reviews,

R:%. To support the redesian process, mini desian revieus e
to be conducted on each 3RU and LRU prior to rejea.ina
them to manufacturing. (p.32)

R20. 7o gain visibility into a contractor’s activ ties,
government engineers need to be physically focaited at
criticai contractor facilities. (pp.32-33)

Contractor rost reporting can give the government insight into what
the contrwiur believes the program wil! cost.
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P24.

rior to the contractor running lnto cost probiems, the
sovernment/contractor team needs to take correctve
actions, (pp.33-34)

For 4 cost type of contract, the government should buaget
to the "most ptobable cost" estimate. (p.34)

Cost growth should be worked in an orderiy manner by
first examlning zero cost growth alternatives and then by
working any remaining cost problems in the

out-years. (p.34)

Schedules should reflect the time required to implement
the high technology associated with EW systems.
Schedules should minimize concurrency between FSED ana
productlion. (p.39)

B common problem with many EW programs Is that flight testing ana
ptoduction start too soon.

RZ25.

R26.

The gov

Poior to the start of flight testing, the EW system
should be integrated at a ground test facility and into &
test alrcraft. All flight test suppcrt activities and
equipment should be in place and operational. (pp.36-37

Prior to initial productlion, some FSED milestones should
be compieted that Include sysfem integration testing.
some environmental testing, reliabllity testing and some
flicht testing. Prior to full production, FSED should be
completed. (p.37)

Poalnees iy Development

;rnoent hnows form past experience that FSED consists of

Slhaiiticant technlcul risks,

ﬂ’)?

[\ N

Time shou'!d be allocated and steps should be taken to
reduce these risks. PRisk reduction cteps should inc..ae
the following: (p.39)

a. Breadboard development and testing., (p.39

b. Early environmental testina. (p.39)

c. Simulatiorn of gate array and verv high speed
integrated circuits. (p.39)

d. Development of an engineering mode! and

demonstration of its functional
performance. (p.40)
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R28.

e. Early development of test procedure=. (p.-i0)
f. Early develupment of test equipment. (p. 103

g. Following sound manufacturling procecures and
practices when bullding qualified FUED
gystems. (op. 40-41)

h. On-site QA coverage at major subicontracter
facilities. (p.41)

Systems integration shoulu follow a phased approach that
consists of hardware integration, software integration,
systems integration and alrcraft integration. (pp.4l 42.

An efficient way to conduct flight tests consists of a joint Air
Force/cecntractor DTRE and a combined DTRE/INOTSE.

R29.

R30.

To effectively test the EW system, the flicht test team
mLst be involved in all aspects ot FSED. (p.433

During DT&E, test emphasis should be first placed on
aevelopment then on performance. (pp.44-49)

During flight test, hundreds of software changes wil! be made to

correct proplems.

R31.

R32.

For all software changes, lest procedures nust be
established and fol!owed, documentaticn updated and the
test team briefed on expected impacts. (p.45)

As 4 step towards demonstrating an organic Software
sapability. some ot the cpera'ional coftware majntenice
respengihilitios should be aiven to the appreprpste 700
prior to IOT&E. (p.4a03

A Baseline Correlationn Matr:= should be gencrated that
documents the DT&E and [0QT&L test critevia. (p.46n)

The Test and Evaiuation Master Plan shoula include the
ITAE criteria that must be satisfied before starting
TOTRE. (p.46)

Tc suppart initial production, early IOT8E cmphasis
shesld be placed on assessing operational performance.

14 N
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R36.

R37.

R38.

To determine if a contractor is nrepared to enter
production, a production readiness review should pe
conducted. (p.48)

To minimize government cost risk, the entlire production
contract (l.e. LRIP and full production) should be
negotlated prior to initlal production award. (p.48)

Prior to contract award, steps shouid be taken to deveiop
and Implement a warranty strategy that includes the
foilowlng. (pp.48-50)

a. A procedure for defining and Iimplementing the
warranty. (p.50)

b. Specific performance parameters tc be covereag
under the warranty. (p.50)

c. Methods to verify performance against spec.fieg
criteria. (p.50)

d. Corrective action plans In the event system
performance falls the warranty. (p.51)

frior to contract award, a stfategy to acquire
reprocurement data should be developed that includes the
tollowing: (pp.51-52)

a. Strong coordination with the ALCs that wil:
have responsible for the end items. (p.52)

b. Procurement of engineer’'ng drawings and as
options, procurement of manufacturing
procedures.processes. (p.52)

¢. Procurement of unlimited data rights as options
to the production contract. (p.52)
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GLOSGARY

AFOTEC  Air rorce Operationa! Teut and FEvsluation Center

AFPRO Air rorce Plant Representative Ctfize
AFSC Air Force Systems Command

AL Air Lcgistics Center

ARC Aresz Reprogramming Capability

BAF2 dest and Final Offer

DOA Jirection of Arrival

OT&E Joveiocoment Test and Evaiuation
LAC Farimate at Completion

=W Etectronic Warfare

F3ED Ful!l Scale Engineering Deve)opment
10T3L initial Operational Test and Eva}uation
e Low Probabie Intercept

LRIP Low Rate Initial Production

Leu Lire Replaceable Unit

POM Pregram Objective Memor andum

PRR Production Peadines:s Feuiew

PUP mericermance Update Proat un

GA Ciatily Assurance

1543 Pad.o frequency

RTO Degrorsible Test Organization

SRU Shou Peplaceabie it
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