AD-A202 047 .o WFI

ARSI

‘ "7& (,%'
G %Q \“,

JOINT COMMAND AND CONTROL - SEARCH FOR THE HOLY GRAIL

1988

/\ AIR WAR COLLEGE
/ \§ Y RESEARCH REPORT

LIEUTENANT COLONEL ROBERT J. BROOKS

TIC

g ELECTE
10 Jax 1989

iy L0 2 5MW ”F“‘w

AIR UNIVERSITY !
UNITED STATES AIR FORCE
MAXWELL AIR FORCE BASE, ALABAMA

'
L L T s ¢ —— -f--...~-.—.,8'g-_ B et et X y

e n s

= ZRAPOROVED FOR PUBL

RELEASE; DISTRIBUTI
LNLIMITED

A VY s § ey e WAL A 0y e




DISCLAIMER NOTICE

THIS DOCUMENT IS BEST QUALITY
PRACTICABLE. THE COPY FURNISHED
TO DTIC CONTAINED A SIGNIFICANT
NUMBER OF PAGES WHICH DO NOT
REPRODUCE LEGIBLY.




AlR WAR COLLEGE
AlR UNIVERSITY

JOINT COMMAND AND CONTROL - SEARCH FOR THE HOLY GRAIL

by

Robert J. Brooks
Lt Col, USAF

A RESEARCH PROJECT SUBMITTED TO THE FACULTY
I
FULFILLMEMT OF THE RESEARCH
REQUIREMEMT

Research advisor: Lt Col James . Johnson

MAWELL AiR FORCE BASE, ALABAMA

April 1933

o e e mieeme s~ Sy TP S g v "”-"-"’""_"""""F"""""'Y‘t -~ 7 G . Pt - - Pt PORA St o s Ak & Eati i« «nii ity Beh a2 L= |




DISCLAIMER

This tesearch report represents the views of the author and does
not necessarily reflect the official opinion of the Air ‘wWar College or the
Department of the &l Force. In accordance with Air Force Regulation
-3, it is not copyrighted but is the property of the dnited Siates
Gowerntret.

Loan copies of this docurment rmay be obtained through the

intertibrary loan desk of Alr University Library, Maxwell &ir Force Base,

Alabarna 35N2-5564 (telephong: [205) 203-7223 or AJTOVON 375-7223

¢ _)""l'a—a—.r’_,’

Accessicen Fer

TNTIS CRral

Dil” TLY

Unineunced d
JL,,L.Lcat*on________—_J

|

By —
Disﬁribution/hy_ o
Avallatiiily Code;

Aveil and/or
Dist Special

All |

Drip
Copy
'A‘\P[
\ CT‘.D/

e




AlR 'wWaR COLLEGE RESEARCH REFORT ABSTRALCT

TITLE : Joint Cormrnand and Conteol - Search for the Holy Grail

AUTHOR . Bobert J Brooks, Lieutenant. Colonel, USAF

]
- Joint. command and control (C<} is essential for joint forces to
vwork effectively in low-intensity conflicts or in global nuclear war. l:f:

process functions are the same for all warfare levels and C tems to

Sl

E M

support thern are generically similar. Much of the recent criticism of

]mrn‘ . Z'

llj

ystermns has concentrated on equipment interoperability and fixes

tnu’r relatively little attention has been given to the l:*,;;' process, the impact

2

of the process on a c< systern or the resultant effect of specific

]

cormrmunications requirernents. This paper explains essential elements of

- Ay

the C< process « SEE, DECIDE, ACT—~ and relates the process functions to

o
(S N

systems  reguirerments. Specific  procedural enhancements and
adjustments to existing C‘f systems are provided that can significantly

mprowe C interoperability {and, therefore, combat effectiveness) for

L N

joint and cornbined operations. | <P ) C——

i

AT bl bl e S b s b S NS ATARL UL | ol rarotis o ol Al Sl o, Y e B SRR




BIDGRAPHICAL SKETCH

Lieutenant Colonel Eobert J. Brooks (M. A, George ‘washington
University, hss worked in command and control as an air weapons
controller and communicator since entering the Air Force in 1969. He has
served as a radar squadron commander and operations officer and as
Command and Control Requirsments officer at Tactical Air Cormmand
Headquariers., He is a graduate of the Armed Forces Staff Coliege and

thie Mational Security Management course. His most recent assignment

é

was as a Command and Control Evaluator and lnter'operabﬂitg Evaluator in
the Drganization of the Joint Chiefs of Staff. Lieutenant Colonel Brooks is

& Qqraduate of the &ir war Coliege, class of 1953

v

. -.a‘/:,-_?prp.‘o‘r':-q:f..,-'q;ww(ygp_m-..-m et AR T AR
. . L. -




TABLE OF CONTENTS

SECTION - PAGE
DISCLAIMER . ... . . )|
ABSTRACT ... . .. 1ii
BIOGRAPHICAL SKETCH . .......... .. ... ... .... v

i INTRODUCTION ... ... 1

1 CZPROCESS ......... ... .. .. .. ... [ 2

TaSee . . e 3
ToDecide .. ..... .. ... . . .. S
0 AL 7
Multiple Processes .. ... ... ... .. . ... .. ... (5]
i C2 SYSTEM . .. n
O S8R . e 12
ToDecide . ... ... .. 14
To ACY 15
Multiple Processes . . ... ... ... ... ... .. ... 19
I MAKING IT WORK BETTER . ... .. .. ... . ... ... .. z
TOoSee . . . =20
ToDecide . ... ... . . . . . 21
TO ACY e, 24
" A QUICKE LOOK BACK . ... 27
"Wl SUMMARY . 25
BIBLIDGRAPHY . . . 20
Y




JOINT COMMAND AND CONTROL - SEARCH FOR THE HOLY GRAIL

’J‘

. The only purpose for joint command and control (C<) procedures and

systerns is to rmake joint forces more effective in carrying out thei”

L . -2 . L. . s
rmissions. If joint. C< doesn't work, then jointness in other military areas

is largely irrelevant {16:17).

[

Effective < i3 essential in -uppur* of rmaintaining our own Security,

supparting coalition security with our allies, and resalving disputes around

the world where LS interests are arfected. Joint and cormbined C< iz
equally critical for guick reaction, low-intensity conflict and for global

naclear wear.  CF process functions are the same for all warfare levels

-~ i . .
and C< systerms Lo support thetm are generically sirmilar,

3 X . .
Interoperability of joint C< systerns in contingency operations has
corme under a great deal of criticisrm in the last few years. Much of that
attention has been aimed at the cormtrunications equipment and associated

corcrrdnications  security (COMSEC) equipment available to support joind

, aperations. F@e]ati'-zeh:; little attention has been given to the l_‘— PrOCEsEs
1
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the impact of the process on a c2 system or the resultant effect on
specific cornrmunications reguirements.

This paper attempts to shed sorme light on these areas by explaining

y . R Rt ]
essential elernents of the t:2 process, relating the pracess functions to C<

systems requirements, and providing specific enhancements and

-2

adjustrnents to existing C< systems that can significently improve c<

interoperability (and, therefore, combat effectiveness) far  joint and

“J

cormbined operations across the spectrurm of conflict.

C2 PROCESS

C< iz defined it JCS Pub 1 as "The avarcise of SiHarity &g oy action
by a properly designated cormmander over assigned forces in the

accornplishrrent of his rmission.  Cormmand and contro) functions are

(Y]

performed S4vteast & SITSTRAsTEeT of  personnel, equipment,

comrmunications, facilities and procedures &G Ry & carrvnso. |

ftalics added). The < process IS independent  of  equiprment,
comrnunications or facilities but requires that a cormmander ) SEE a
situation, 2) DECIDE what to do about it, and 3) ACT to arfect the

situation. This process is modeled in Figure 1o the next page

~ b
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SEE ¢ ACT
Figure 1
The < pr'rn:::s s baswally a concentratzd way of problem-soling.

The selection of 3 model is important as 3 guide through that process. A

criticizrn of rnany existing C< models 15 that they don't effectively

corsider the collection of friendly inforrmation. Some madels are Jlso not
oroad enough it their description of the decision phase.  SHil others

rwndb2ct the whaportance of feedback. Most don't address the fact that the

o< process extends over sewveral cycles and over several organizational
lewals @t any one time. The model in Figure 1 was developed Lo resolve

those criticisrms.

TO SEE - A cornmander needs Lo know what is happening on or near
the battlefield A clear picture of events 15 necessary that includes such

werms as status of frendly and enerny Torces and enerny intentions.

(0]

Fugure Zoshoey's the bazic steps to get frorm raw data to some degree of

analyzed intelligence information suitable Tar decizsionrmaking.

o g mte —
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SEE ACT
Figure 2

a. The SEMSE function includes all data-gathering actiaties {radar
ensors,  observer  reports,  intelligence collection, ' friendly force
nforrmation through feedback channels, etc).  This collection activity is
arwen by standard ’-3‘.17'".'"Einarll:'.e and by friendly force collection
rocanageroent tasking (20 watch for certain enemy electronic activity in
SCh-ard-zuch @ vicimty, run 3 photo reconnmssance redssnn over these
coordinates Cfollovarn 3 strike), repart mission results: Environrmenta)
inforroation Cereather, maps, charts, geodetic Jata) s alzo mportant,

[

Lo The PROCEZS function correlates and filters data to “package”

._n

swmikar nforrnation (e, multiple radar sensors feeding into a filter

centerd, dewelaps reconndiszance photos, and generally tries to attach

worme Inforrmational value o meaning bt the raw data tost friendly

reports o tuch 3t TREFS weould already be conswdered gz processed and

enuid goodrect to the decisionrmaker. Sorme of the rmore time-critical ‘
4




processed enerny rmaterigl may also be presented directly to the

decisionrnaker as well as qo through the analysis phase.

c. The ANALYZE function fuses all available enermy inforrmation into
coordinated and assessed intelligence estirmate of the current situation
and probable future enermy actions (123). ‘with the pre ntation of this
collective inforrmation to the cormrmander sdecisionrnaker, the "SEE” leg of
the triangle is complete,

T0 DECIDE - If it rmakes no difference wher

|'[|
m

gou're Qoire, thern it
doesn't rratter howe youw get there” (Alce in wionderlandy what the ca

told Alice should be a constant reminder to cormmarders and other
decisionroakers.  The narce w1l change based on the arganization, but 3
clear urderstanding of swhat Seinning” roeans 15 needed befare deciditn] on
the right course of action Ewery carmpaign plan has decision points,
ewplicit or rmplicit, wwhere key chioices must be made (5240 toward the
final objective 43 Clausewilz said, "war, in its highest Torms, 5 not ar
infinite rmass of rminor events 0 war consists rather of single, great

decizive actions each of swwhich needs to b2 handled individually” (21575

et AL

Cornrnanders should design carmpaign plares secith alternative objectres and
position forces to take full advantage of ensrmy weakneszoes w sebuetn thiose

Fey chonces are roade (S0 (This certainiy sounds ke Sherrman's "horns

of a dilernrra” and Hart's Nindirect approach™

A




The commander reviews the perceived situation, compares it with
tha desired objective {using the campaign plan as 3 guide), and chooses to

ro@intainsad just current activities and battle stratedy or change to an

‘ . " . 2
alternative course of action. ‘whichever path is chosen, the C< process

continues on the right leg of the triangle as shown in Figure 3

DECIDE
‘/ -‘..'.\‘.
e ",
nnaluze/ M oho
1/ .
pro-*es:_x’ . direct
J"/ \\,
sanse \
‘f’ \~\
rd
SEE ° AacY
Figure 3

a. The PLAMNMNG Tunction doesnt roally "begin” ewvery time the cycle

.I_J

es around. Plarning is, indeed, a continuous activity, The carmmander's
raain nput  at  this stage 15 to take the analyzed information and
predictions, blend it swith additional guidance from higher headguat-ters
and ensure that existing plans are adjusted, as necessary, to it the new

reahty.  Courses of action are conswdered, abjectives are identified to

carry out i future operations, and ordecs are wmitten and coordinated.

After Tinal rewview Dy the cormrmander, the plan s sent out.

£
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b. The DIRECTING function, as used in this model, begins with the
formal plan transmission and receipt of arders at subordinate units.

Units  receiy

{0

these orders at the beginning of their "DECIDE" leg.
Resources are allocated and forces are identified o meet tasking. when

operations identified in the orders begin, the "DECIDE" leg is complete

TO ACT - The "ACT" phasze of the c< process, as shown in Figure 4,

exected. it ihwvolves the

[y €]

begins  when actual battlerield tasks ar
interface between the systern being controlled and the battlerield
erprorrnent (10290 Feedback froarm the battlefield is also an essential part

of this phase.

DECIDE
VA
."... .'."b
s
,J' b
analyz = - ™, phan
.},.-‘ '~ ]
," ., .
process, '-.,."dwe-:t
,t' ~,
I.-" ‘.\
senze o L)
’ .
ALY
SEE inform control ACT
Figure 4

The level of centralized contral and decentralized execution employed

fuy the arfected cormrmanders bas an obeious effect on the "TACT" phase,

horererser, the actual L,‘- azks rernain the same.
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3. The CONTROL function includes monitoring and supervising the
battle situation, comparing resulls with predictions and making necessary

adjustments. The less the degree of local control, the less will be the

flexibility of on-scene c= adjustments. The time-criticality and volume

requirements of feedback take on added signhificance as the c2 process

becomes more centrralized. Feedback provides the first assessment of
on-going activity and is essential for redirecting forces and planning

future operations.

b. The INFORM function occurs during battlefield operations but is

airned at future actions. It can be thought of as feedback oriented toward

the nest ‘::;-' process cycle. Daily o other periodic reporting regquiretments

are typical exarnples of this function.  These types of reparts and

rmessages also guide the selection of intelligence collection for the next C <

process cycle.

MULTIPLE PROCESSES - This review of the CZ proces:s cycle ha

7]

0 far, conzidered only a single snapshot in time and space. But the

process is abeays actually working over several Jays and at many levels

L e L TR e e a2 Rea R o R e R R U A 2 S I G TEE TN - e e e
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Figure S on page 10 illustrates three days of c2 activity. (while there

is i hatrd and fast rule, a 24 howr period is & comimon E;z frocess cycle
As shown by the arrow:i. the SEE phase can impact on any of the three
days depending on the time-criticality of the information. The DECIDE
phase s rmainly looking at "tomorrow's” war. The ACT phase impacts

mastly on the next days SEE phaze. On any one day, the organization is

thinking about Lwo or perhaps three C< pr‘u ess days.

Figure & on page 10 fllustrates the c< process in A multi-level
eriroriment. &S the flowe Trom the right leg of each triangle shows, the
directing i= mainly atrmed at the beginning of the decide phase at the next
loeeer dewal, although sorme effort is lateral {2 g one component acting as

Area Al tlerercse Cormimander tasking air assets of another companent).
T flow on the left leg of each triangle indicates the complete

intertelation of the information collection phases.

et LR R it e e T L R . D T N T I s maria s i ane TG LE T IR T I TN PRI DR N e L T DRy
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C2 SYSTEM

ﬁ . (1} 0 ] . » . -
A C< system consists of "The facilities, equipment, communications,

procedures, and perzonnel necessary to a commander . " (JCS Pub 1), As
. 2 . . 2 .
with the C< process just described, a C< system is much more complex

-7 .
than it Tirst appears. A C“ system is almost always a network of rrany
systems. Since no two force structures are ever exactly the same, the

-

[

lj\

systems to support thern will also be different (12:9) In a nutshell,

b, the C < systern allows the commander to SEE the battiefield by

providing  the  sensors, processing  and  analysis  facilities,  and

2 .
cormrmunications links between thern. The C< systern also includes the
cornmand postis) where the cornrmander cormpares the real situation swith

the desired one and DECIDES where change is needed.  After detailed

-
planmng, the orders and directives are transrnitted to other units over C<

sipstern cormmurications. while urnT- ACT out the comrmander's orders,

the C< system enables force control by providing communications links

Tor feedback on force emplagment. The cormrmander maintains flexibility

by wsing C< comrmunications links to redirect forces based on that

feedback. Az changes are made to intelligence collection and sensors are
redirected Lo they nest Largets, the E}"‘z syster continues 1o support the
J
‘.1 1




new” C2 process cycle. This section describes some of the important

M

C< system considerations critical to the C< pracess

. TO SEE - Facilities where these functions occur are not always
colocated. ‘when a process function is not colocated with its associated
sensor, there is undoubtedly a communications link reguired swith some
measurable time delay involved.  For example, an airborne sensar may
hawe to downlink data to a ground processing station. In certain cases
the senzor platform must actually land for the data to be physically taken
to the processing station.  Further time delays may be added '-.f.fhen
processing lacations are geographically separate from the analysis fusion
function. Sorme of the processing and some of the analysis could actually
e done out-of-theater.  This dizpersion of facilities iz driven by valid
aperational regquirements but it does pose challenges to system users

The displaying of information can be a time-consurming art in itself. It is

interasting to cbhsarve warious C< systerms Lo compare the arnount of
tirne spent  collecting-processing-analyzitng  with the atmount of  tirme

preparing and presentite] briefings.

The next lewvel af potential prablems oocurs vwhen forces work in the
oint v cornbired arena MNows e peroblerns b Tacility dispersal and

exparnded cormrmunications link requirerrents are often compounded by

L o A D T e R I R o Y o e s e ey |




differing procedures and personnel training. ( 8. g , How, where, and
when is the Arrmy ground map information (friendly and enemy)
transferred to other Serwices? ‘what n:lnfwr ences exist between Services
::'md agencies on the definition of "processed information"? Wwhat are the
differing Service policies relating to vwhat information is so time-sensitive

that it can be released to commanders prior to being "analyzed"?) A most

chiallenging problem for c2 planners is how much intelligence data will be
transferred between Services and agencies and at  what  level?
Fortunately, manyg of the JCS Jdoint Exercises provide opportunities to

experience these differences and learn howy to overcome therm.

A rmore  challenging  problem would be in a short-notice crisi

w

Luation that requires a joint task force (JTF) operation. In addition to Al

of the atorementioned challenges, less iz usually known about the existing

battlerield  situation which drives  sensing =~ regquirements  way up.

Tirme-compresszed  situations w9 especially stress those intelligence

||')

susterns with longer sense-process-analyze cycle times. Sorme vallable
inforrmation may not be usable it it isn't awailable prior to the appropriate
point. in the decision cycle. Firally, the J1TF scenario (vice an exis ting
cormrmand  stroucture) does not always use forces that hawve worked

together in joint operations or  exerci

m

@3 previously. This lack of
farmihamzation can lead to indtial hesitane L contusion and delags even

begond the normal "fog of war”

-
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TO DECIDE - The commander makes decisions, not the C< system.

Mo armount of high-volurne, real-time communications can make a bad

order a good one or turn ambiguous instructions into clear ones. Mor

‘hnuhj the C< siystern be tﬂamed for decisions that are made too late to

hawe irmpact on the battle. The c2 gystem is and should be accountable
for providing effective decision aids and adequate communications for
panners and for disseminating all orders and directives within established
tirmelines and errar rates. Comimand center and carmmand past  upgrades
are happening altmost constantly to provide automated data support and
increased arnounts  of  coarmmunications. The goal is to handle moare
infarrmation quicker. The heat of battle is no time to realize that the
right infarmation is not avallable to make 3 decision or to fingd out that

gou can't talk with another component’s headquarters because you Jdon't.

b the sarne cryptographic device or key.

[V sy

Anotter challenge for the c< “uz?e iz 1o be able to get infarmation

to and from the cormmander no rmatier where that rmay be and under high

threat conditions, & C< 5.;5 rm must be flexible and survivable enough to
function effectively in a wariety of geographical circumstances and ‘with
potentially changing comrmand  relationships. This wsually reguires such
things 3z physical :z:én:l_xr'itg and protection, redundant transtmission media,

alternate routings, backup cormrmurications nets, backup conrmunications




means and distributive networking schemes. ‘with all this sophistication,

the C2 system user's key questions are still, "who do | want to talk to
funit designator Scallsign)y?” and "what is their address and number (plain

language addressstactical  telephone  number/communications  net/

fregquency)?” The C< system staff is norrmally responsible for setting up
a flexible netwoark., The commander flexes it by mowing units, activating

and deactivating nets, and directing use of changing callsigns or backup

rreans. Finally, the c< systern must hawve enough throughput capacity to

transrmit the tasking orders within appropriate time standards.

L ) - = & T A I , X = . - . W, . e

AT DSE JAGHE SIS REE DS AETIS IVRFLSRE ST NG SEFRE SIS
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RIE CRTESISNT N8 RTINS S SRESCH TS &rarg s news wEs Ssiles

The jint and combined arena inmmmediately raises the red flag of
interoperability. Yet, in a generic sense, interaperability 15 not only a joint
gz wWhen one flight of USAF F-16s joins on ta anothet flight of ISAF
F-16s, but neither flight knows the other's radio freguency, that is a
procedural ntercaperabiity problerm. when a flight of F-18s can't talk ta 3

round force of another nation because neither knows the other's radio

frequencyy, that s the sarme interoperstility problern, but nasy it s joint,

I, woeither case, they can't talk because they have radios n Jifferent,

]-.-’
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frequency bands, then that is an equipment interoperability problem. The
differance is important. A procecural problem can normally be corrected
rost easily by a procedural fii; an equiprment. problemm by an equiprment fix.
Trging to fiue procedural problerns swith equipment doesn't address the
real cause.

Cormmon equipment can help interoperability, but it can't ensure

interoperability.  Even using equipment of the same maks and mode) won't

ensure  interoperability. & common  language, comimon  procedures,
cornrmon tactics, corrrmon doctrine and, especially in the case of new

diqital and autoroated equiprment, Coromon standards are. also required to

p

reduce interoperability challenges (7.200% ‘Additionang, it wwould not be 3
steeart operational decision Lo try to take this idea to the extreme and put
evaryone on one freguency and ome niet. There are good operational and
techrical reasons why some units need high freguency (HF) long range
connectidity in o woice and data, while others prefer the short range of
wary mgh fregquency (WHE) weith freguency roodulation JFT). Due to tactics
And doctrine, sorme 3l forces use ultbra high freguency (UHF) voica while
others use UHF data. Most evarygone would like satellite radios but

atellite capacity is wery lmitad. And if all that wasn't enough, priobably

)

u

the toughest. ares Lo resolve is cryplographoc devices and materials.

e kst shews for onteroperstle edguiprment bul never presurne Qb

I aEnnen Torsowesr of sosterne b Lo durarms, By thee tirme one
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system i3 almost fully fielded, 3 new system has just entered the

inventory.  But working toward commonality does help give c< siystem
plarners  rmore  flexibility while wwe are unlikely 1o achewe Tull
nteroperability, we rmust still "enable (farces] to operate effectively
together”.  That type of interoperability requires getting the right
participants on the right comrnand nets with the correct freguencies and
the correct cryptographic devices and materials. As a former JCSS

said, it takes planning and logQistics support dn addition to compatiole

souprrent sets to achiewve interoperabiity” T Sad another wway,

G-apet prior planning presents pooe pertorrmance - o simply P These
ooints will be further explared in g Bter section

it these ssues weren't probierns enough, wehat happens wbhen
gy thinng Qoours i a hurryT o CreEees are acoueritegg more fregquently

armost s per gear o this decade. Further, more than S0 oercent of

ttoarm happensd away from WD S0 forces garrison docatons =0 that
wehateer forces wvere wsed had to being it their owen O < Ssysterms (SN
Theze crizes have also normaly unfolded rapidly and are planned n strict

zecurtty, &1 o this further cormplicates o< sz tern planrde] e orsas

Situations
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TO ACT - "Because modern communications are relatively
independent of distances, during a crisis or contingency situation, too

rnany people wuse the radio and telephone.” (1:21).

Modern technology has Jiven the c< siystem the capability for direct
cormrmurications from national comrmand authorities to executing elements
an the battlefield.  The potential for high-level micro-managerment 1s
obeious,  Semor leaders must learn to deal with these capabilities without
inmting  decentralized execution authority or sSubordinate’'s latitude
Hapmly, two notsble recent operations (Grenada in 1937 and Libya in 1986
are both exarmples of higher headguarters selif-discipline that awoided
oversuperyision of JTF cormrmanders (1S17) There iz a recognmzed, walid
requirernent. Tor feedback up the chain of comrnand. As a mmatter of fact,
the corrrnander of the JTF for Grenada (Vice adrniral Metcalr) feit that
the bey to retaning local control was the continuous Teedback to higher

headquarters (S23%)  The point iz to continue the rmonitoring function
without stithng local wtiative and agQressiveness.  The sarne balance s
required Tor all levels of cormbat described in this paper. One of the iterns

that can make a g rnpact in a JTF environment is a cormrmander’'s

apprcach bt this balance Inoan edisting cormrmand structure, 3
corarmanders 2tgie bas aiready personalized the azsociated e sgstenm. &
12
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crisis operation rarely allows this, so significant. changes may be required

“ . . .
in the C< systern during early stages of a JTF-run crisis operation.

MULTIPLE PROCESSES - ne additonal requirerment for a c<

l’u

sYst - the need for backup command headguarters - stresses both
rmanpovver and cormmunications resources.  In many situations, a single
unit rmight have a rmai command post (TP, an alternate CF (aften located

inarear area), atactical CF closer to the battle area, and an airborne CF.

systern roust provide the right facilities and then link therm all

I+
|

tagether,  Think of each of those triangles in Figure 6 as four deep and
ther rnagqine peowidivgg 3l of the cormrmunications links to connect any one

ar the foor to any atber ane af Sty athers four!

T TS T L T T S T T AR O DT e A VTR P TG G ) WS TRt A Y GOSN e e S Sy s A UL RN G




.
b2
i

MAKING IT WORK BETTER

A short-notice crisis/contingency that regquires the establishrment. of

a JTF will be used to describe those CZ system features that make the

joint. < process work effectively and efficiently. Even though this

short-niotice JTF scenario may offer the biggest c= chalienge (due mainly
to short planning time and unfamiliarity between units), these same
sigstern features are necessary throughout the spectrum of conflict

Thase same features are also critical in combined operations.

TO SEE - dne of the wery first requiretnents for the cormmander af
a JTF (CJATFy is to dewelop a capability to rmanagde jaint  intelligence
collection.  The assets of anyg Serwice camponent or nation attempt 1o
optirnize against likely opponents.  If the joint enviromment is to achieve
Ay synergism, then strengths frorn each participant roust be used to
protect wulinerabilities of any other ally or sister component. Further,
thiese scarce collection resources st be used vwith maxirnum efficiency
arid effe»::ti'-)eness. This strongly encourages the use of a joint ::.n:-llec:tion
pricerityy plan Arrmed cwdith such 3 priomity plan and equipped  with
corporate kriowsledge (through Haisan officialsy of each JTF component's
capabilities, a collection managenent soherne can intelligentiy align sensoe

taretinng. Sensors with roore rapd seracing capabilities, thase wath




higher accuracy, and others with unique coverages can be more
affectivel) tasked against a joint target priority list that identifies those
needs.  From the wvery beginning of a low-level contingercy to the
IZ;Jr'lf.ir‘llJEllJ’ vigilance of strategic deterrence, assels of every cormponent
or allied nation rmust be used in the best possible manner for effective
collections and total coverage. After joint collection tasks are completed,

then the follovw-on need arises foar joint. intelligence fusion.

Cormrnanders at all levels require the riost complete intelligence
picture possible. Centralized focal points must provide cormmanders swith

all-zource  inforroation o time o be useful. The challenges here ar

o

rodtti-raceted. First, the information sources must be identified. Then,
the bureaucratic arrangements ust be developed for what infortmation

weill b revade asailable and when and kow. Following that arrangement, the

connectiteg links are established beteeesn systerms. F this seems too

swrnplistic, consider the severe strass on intelligence in 3 short-notice

-‘D“
LY B |

svs opErastion woan out-of-the—way place ke Granada) b should be a

primary O < task to establish a location for intelligence fuszion and provide

necessary cormrnurications nks for all-souwrce infarrmation.
TO DECIDE - Target selection iz one of the first items of business in

Sty opeation and atoall lewel: of o confhot Taraget irmportance shifts

drarnatically as the battleneld scernarios change. Even during deliberste
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planning, it is important to provide sufficient planning guidance to
components on target priorities based on JTF objectives. It is also
r-ritin:-al in the joint and cormbined arena to develop a joint targeting panel

trJ coordinate and integrate the targeting efforts of all comporents,
including special operations forces (<4 ). This joint panel should mest as
early as possible in the planning procaess to establish target priorities and
ensure that the most effective weapons system is applied to the target
(e bormbs, jJEmrning, deception, listen instead of destroyg) by the rmost

appropriate cormporent oF country. Intelligent target selection rmust then

be follovead by effective dissernination of tasking messages

Maryy of  our  existing bard copy message  cormmunications  and
distribution  systerms  have  developed  wvery  powertul,  high-volume

transrmissicn atd processing capabilities

to be wused at higher-level
headquar-ters. Unfortunately, a namber of iower-level units that have to
Wt on these messages hawve stmall spigots and little to no processing

support. This situation is often made worse by the very large amounts of

- P

inforrmation included in messagdes such as fragrmentary orders, situation
reports and air tasking orders.  ‘when ressages back up or aren't

delivered asz soon as desired, we Dlarme "the systern”.  Nonsensel

The solution s a3 blend of  ressage reduction, procedural

stardardization, and 3 more asible cormrnunications architecture. Better

g v e wew M el mmee , ei e G pewiiie e @ -
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rmessage discipling can reduce volume to an acceptable level. Command
ernphasis and example are needed to get méssage langth cut back, total
message numbers reduced, and precedence inflation corrected. A
rﬁe:s:as'u 2 revigw board, chaired by a senior commander's representative,
is an effective method to get such action started.  Another effective
approach is to shift some of the workload to electronic mail features in
theater cormputer networks.  In a major exercise series in Korea
(OLCHI-FOCUS LEMS), Tor exarnple, AJTODIMN rmessage traffic was reduced

1SS 00 N 1954 o 4000 in 1937 by using a3 ocal computer neteeorl

¥
!

—v

I

—\

(I when these actions are in place, truly critical messages get

Highlighted and are deliverad quickly. c< procedural standardization such

m

as using JCS Pub 25 (1 3 Message Tedt Forrmats) iz a positive step
towrard having cormmon forrmats and terms Tor the highest cormmand
authorities and the lowest axecution element across joint and alhed lines.

“Pare roessage Torrmats should be trought under this concept.

Mational corremurmcations archatecture must also be cormprebensive
enough Lo develop and enforce rnfm'npwr ability standards for tactical
entry into fixed Defence Cormrmumications Systerms (DCS) equipment.

Techmeal interoperability standards are also needed for such wital areas

as COMSEC, jarn-resistance aquiprnent, and cornputer susterns protocol




et o

A more philosophical c2 approach would be to apply some of the

“Nelsorian  Touch” by conveying senior commanders' plans and concepts
to subordinates ahead of battle and do it s Clearly that, during critical

cormbat., cormmunication requirements are greatly lessened (12:113),

One final point. After any or all of these needed enhancernents are in
place, freguent practice and education are essential to keep these

intertaces working properly. Farniliarity, n this case, breeds success.

TO ACT - Mo two cormmanders will use g C2 systern the sarme way.

Honeeewar, there are three specific areas where improvernents can be

T

rriade 1o help achieys that 0ld P- and give cormimanders needed flexibility
during operations. They are generic joint cormimunications  planairg, joint
cormrmunizations packaging and freguent practice. These iterns apply both

to the DECIDE and ACT phases, but. they are included here because of the

dwect rmpact and high yisibility they receive during combat. situations.

A fundarnental characteristic of good communications planning at al
beels - -~ national, theater, or unit - - is thorough detall. Carmrmunications
panning,  even  for  concept  plans or emergency  dispersal  and

recanstitution plans, roust Begin with an understandieg of wehich facility
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will do what 2 process function. This should be the primary basis for

B

determining C< cornectivity requirerments.  (Figure & ‘with multiple
comrmand facilities for each unit suggests the complexity of this task)
Mit, decide on the required number of nets and net function {command,
operations, intelligence, logistics, administration, airspace coordination,
airspace management, etc)) and who should be on them. Following those

decizions, the specific comrmunications media (HF, UHF satellite, SHF
zatellite, etc), COMIEC eguipment and associated materials can te
devveloped Dased rmainly on type of infarmation to be passed, unit locations,
and equiprment availability.  Until communications planning is taken to this
detail, the capability to accurately determine equipment weaknesses and
shortfalls i3 wery  limited Following these deterrminations, actual

frenu

|T_|

ncies,  callsigns, eto, would be  assigned and  Tisted  in the

cormrmumcations docurnent. Said another way, i the Annes Koto gour
CFTan ar COMPlan doesn't include this nm‘nrmatmn then the planning iz nat
cormpiete. ThIS process 5 equally walid for connecting a dispersed national
carmtriandd  authoeity with relocated Service  headquarters and
Umified Specified  cormmands following 3@ glabal nuclear  attack o a3
short-riotice  crisis  caontingency  operations  that requires  the rapid

constitution of a JTF
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Joint communications packaging simplifies the planner's task by
providing a pre-coordinated, pre-published and pre-distributed joint
comrnurications-electronics  operating instruction (JCEOD. A JCEQ! is
eslpeciang necessary in short-notice contingency operations when units
that do not norrmally interface are brought together 1o fight. Under these
conditions, it may niot be possible to develop, publish and distribute a JCEOI
to all required levels prior to deployrment into an operation (S:1).
Maturally, each Unified cormmandsr can, and probably should, develop 3
sirnilar contingency cormrmunications plan for anticipated operations within
their area Stil, a sworld-wide Jdeployed package should be developed
unider the sponsorship of one of the Unified comrmands and include, at 5
rainiraarn, - contingency  radio nets,  freguencies,  callsigns,- COMSEC

equiprnent. and keying roaterials for conventional and special forces. Unce
that docurment is deweloped, b should be included in the Interthesatet
Cotrwnand, Control and Cormrounications (23 COMSEC Package (JCF)Y that is
adroinistered by USCEMTCOM for wuse by all wnified and  specified
cormrnarids. This action would .gi'-.-'e high «isibility Lo the existence of such
a docurrent and roake it available to be included in the appropriate unit

COMSEC accounts prior Lo its being needed.

Ariother ey tooan effective cormmand  ard control capability s

fregquent practice. Even weatbs oorresorn aQuiprreent and cormrron procedures,

peridic joint and cormbined |eer sy are necessary Lo rain new people




and refresh those who are more experienced. This training may be even
rnore critical for higher-level organizations than for combat units simply
because training at the higher levels tends to be done less often and under
le3s realistic cormbat or crisis conditions.  ‘what i3 needed i3 more

attention to crisis planning and short-notice joint training exercises that

stress staffs and C< systems at all levels. The JCS Mo-Motice
Interoperability Exercise Program (MEX) (10:--) has begun 1o Tulfill that

role  This program exercises joint planning staffs in realistic crisis

CerErins, stressing interoperability and short-notice planmng capability.

A DQUICK LOOK BACK - Just over 200 years ago, the British Mawy
pepanded their use of wizual signals and began to ermnmphasize centralized
control over battle engdagernents. As 3 result, in the rminds of some
atEervers, corrmunications becarme 3 substitute for good corrrmand and

controllZ2 sy Lord Melson rejected the use of cormrmmunications as the

answeRr to 0 proflerms. Instead, he developed a decentralized philosophy n
which he relaged battle plans during face-to-face meetings with his
subordinates. H weanted thern to understand clearly what his gqoals were,
out he et thern decide o best to carry out their missions. He felt that
cormrrianders who knese the overall battle glan well and weere aliowsed

rossirnum feeedom in the engagerment. weera better equipped o handle the

rond ard confusion of actual battis
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Great strides have certainly been rmade in communications technology

since Nelson's time. Today, we again find people looking for
. . . - ' - - .

cormmunications fikes to C< problems.  Yet, the fog of today's battles

seems just as challenging as ever. Overdependence on communications ’

links with higher headquarters may be even further clouded by recent

rnajor efforts on the part of friendly and enemy forces to attack and

- - . . . .
defeat C< systems. Communications are sure to be disrupted and major

urits il find thermselves isolated for extended periods.

The best answers remain the same as Nelson's. Decentralize

D]

cornrriand and control as much as passible by indoctrinating subordinate

cormmanders swith clear understanding of the mission and then allow themn
tooact on thelr e dnitiative. Use cormmunications to comvey C < process
aotions, not as a substitute for C 2 yision. Commanders who are able to

rraintain effective C< by having the overall battle plan firmiy implanted at

all lavels will hawve a decided advantage owver their opponent.s.

SUMMARY

interoperable  joint. C £ priocedures and systerns are essential Lo

eifective oint and comiined ssarfignting today, Much of the recent
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attention to “fixing” C< problems, however, has been devoted to

3l._.|l’l"lDtl'lrrl:. (equiprment’ rather than causes (architecture and procedurea).

& broader approach is needed that emphasizes the F2 prnrps and F‘E‘.

This paper has described essential elements of the c< process - -

SEE, DECIDE, ACT - - throuwgh a CQ functions model and related the

-

process to o a generic CF system. wWith  this  backgroursd, nesded

enhancerments are clearer.  Integrating units frorm seseral Serwices and

countries into @ cobesive fighting force regquires common procedures,

tactics and terrminology plus 3 good appreciation of Serwvice-unigue areas.

Prowviding competent, knovwledgeable haizon peoplz i an tmportant way o
resalee  misunderstandings. Exarcizing  in realistic enwirorements IS

ezzential to brimg all available capabihities together, gJive eswveryons the
confidence o ermploy units in their most effective ways, and deliver the

be=t possible fighting force.

T3 be affective it war, joint C< st ek in peace.  Irmprovercents

!'[:

needed i joint 0 procedures, architecture, and cormrmunications planning

seell @ equiprment interoperatnhity. FEealistic oint exercizes provide the

o

as

biest wehiche to hone =bils and walidate enbanceroents el e too Tate to

find arnd T joint = prootierms 0 the ronddie ot the nest corahict
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