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A PROGRAM MANAGER'S
GUIDE TO PRODUCING
NUCLEAR,BIOLOGICAL & CHEMICAL
CONTAMINATION SURVIVABLE
' SYSTEMS

by

Joseph J. Feeney

Attaining survivability on the nuclear, biological and chemical
(NBC) contaminated battlefield requires a system's approach initiated

during developmené of the system.

What is Nuclear, Biological and Chemical Contamination?

NBC contaminat&é% results from the deposition»and/or sorption
of residual radivactive mate%zal, or biological, or chemical agents
on or by structures, area;. personéel, or objecte. Initial nuclear
effects sucH as blast, thermél. etf.. are not encompassed by this
area.'Thxs article ;5lpatterned'afte; 4 previous one on nuclear
o, survivébx{ity «v and i1s intended to provide co?reépondinq inform-

ation and guidance on NBC contaminat:on éurvxvabllxty.

lNuclear (N) Contamination. Residual radivactive material
resuylting from fallouf, ratnout, or 1rradiation produced
by a nuclear explosion and persisting lqnqor than one
minute after burst. ¢’
Bidloqxcal (B) Contaminatxon.‘Mrcrc-orqannsmq ard toxins
that cause disecase 1n man, plancé. o animalsy 0or cause
tre deterioration of mater!el.(ey
Chvmical.(C) Contamination. Chemical subistances 1ntendea

for use 1n military operations to +till, we1ously 1njuro,

incapacitate, or temporarily irritate or disabla man
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througr their physiological effec

Program managers control develog
systems that may be required to surv
or chemical contaminated environment

military and service NBC contaminatid
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ts.

pment and acquisition of
lve in a nuclear,biological
v+ This article outlines DOD

b survivability requirements,

recommends actions for program managers, and identifiés resources

supporting NBC contamination survival

What is NBC Contamination Survivabil
NBC contamination survivability

cand 1ts crew to withstand an NBC-cont

=

relevant decontamination without los

the assigned mission. Characteristics

pility efforts.,

pty?

is the capabiixt; of a system
Amlnated environment and

ng the ability to accomplish

3 of NBC contamination surviv-

ability are decontaminability, hardness, and compatibility.

You will encounter these three ¢

1nation survivability repeatedly thrg

csystem,

Decontaminability. The ability of

to reduce the hazard to personnel]

resupplying it. Decontaminability

of materials that do not sorh NBC
wilth decontam

their rap:d removal

that reduce or prevent accumulatig

pravide ready accessibility for decaoantamination, by
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brackets for installation of NBC detection, decontamination,
measurement, and contamination control dev;ces where appropriate.
Hardness. The ability of a system to withstana the damaging
effects of NBC contamination and any decontaminants and
procedures required to decontam;nate it. Hardness refers to
tﬁé.aondxtion of the equ}pment, including criticai opérational/
functional performénce chéractéristics, after 1t has been
subjectgd to contamination and decontamination cy;les. '
Compatibility. The ability of a system to be operafed, main-
tained, and resupplied by personnel wearing the full NBC
p?o;ectivé ensemble. Coﬁpatibility requires consideration
vof the NBC~br0§ected man and machine interface.
These charé;teristics are based onn eﬂgingerinq‘design‘criteria,
inténdeq for use gnly in a development setting. They do not
define doctrinal or operational reqguirements for decontamination
nor éstablish NBC protection requiréments.

The degree or level of NBC contamination survivability to be
iﬁtegrated into a system's design is based on the required dperational'
effectiveneés and survivabilitylcharacter15tics,of the system. Onco
these NBC cﬁntamination éufv;vabllity criteria have been formally -
established, they are documented in the System Specification and
delineated in the Developmental Spetxficationslwritten for each
s?stem. |

A key point 15 that NBC contamination survivability i1s no
different from any other performance characteristic. Since NBC
contamination survivability ‘falls within the puﬁv;nw of Eerfcrmance.
you shbuld manage it as a required operational capability.

3
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Why Buila‘a NBC Contamination-Survivable System?
It is DOD policy that NBC contamination survivability ;hall
. be included in the design and acquisition of systems that must
perform mission essential functions in an NBC environment.
This includes conventional forces, non-strategic nuclear forces,
strateqgic nuclear fo%ces, sbecial operations forceé, and

supporting command, control, communications and intelligence

2)
systems.

This policy wa§ developed because the primary strategy for
ensuring thé security of the United States is the continued
deterrence of chemical, biological and nuclear warfare. The design
and acquisition of NBC conta&ination survivable systems enhances
the détérrent vaiue of our for;eé by ‘increasing the degree of
undertainty about the effectivéness of a chemical, Diolﬁgical or
nuclear attack by the enemy. In the event that deterrence fails
and chehicalj biolog;cal or nuclear weapons are employed against
the United States; qeplo§ment of NBC con§amination survivable
systems ensures. that our ¥Yorces will have the'military equipment
necessary to perform critical Qartxme missions on the NBC-
coatémxnated battle%ield;
‘What Are DOD NBC Contamination Suervability Requirements?
DOD.Instructxon 4243.13, “Desxdn and Acquisition aof Nuclear,
B1qloglcal and'Chémxcal Contamination Survivable SyStemS”.(E) is
the central DOD document providing NBC contamination survivability
polrcy. This Instruction provxdeé general management and documentation
requirements for the surinablllty of systems desigrned and acguired
"to perform mission es%engial functions in an NBC-contaminated environ-

4
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ment. This Instruction, intended for use in conjunction with DOD
Instruction 4245.4 "Acquisition of Nuclear-Survivable Systems“,(a)
calls for consideration of the effects of residual radiological
contamination and chemical/biological agents and their decontaminants
on the design and acquisition of systems. DOD Instruction 4245.13
applies to all programs, systems and subsystems designated as major
system acquisition programs as defined in DOD Dlrective 5000.1,(4)-
as well as‘any other program réviewed period;cally by the Under
Secretary of Defense for ‘Acquisition, USD(A), under exceptional
manégement procedures. Execution of the provi;ioh; of the Instruction
for nonmajor systems is the responsibility of the military services.
DOD Instruction Qé45.13 supplements the existing DOD serié5'5000

o . ' . (4-6) L
Acquisition Directives and Instructions. 6 Military service

Regulations and Instruction5(7“9) have been revised or créatéd to
address NBC contahxnation survivability requirements,.
What Is Required to Satisfy These 0SD Requirements?
For those military services and DOD agencies desanind and
gcqulrxﬁg systems to be NBC contamination survivable, DOD Instruccion
4245.13 contains the folloking aaaltional'requxrements.
Each DOD comﬁonﬁﬂtlls required to:l
-  Assess NBC-contamxnétlon survivability aﬁd tdenti1fy vulner-
abilitiee and associated risks for systems with NBC contamination
survivability requxrements.

- Present cost and ovperational trade--otfs to thg Detense Acquisition
Board (DAB) at M1lestoné [. For the Armf Streamlined Acquisition

Process (ASAP), this will occu- at the Milestone [/I1 Program

Decision.
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1) CRDEC, ATTN: SMCCR-NB, Aberdeen Proving Gfound. MD 21010-5423;
2) Defense Technical Information Center (DTIC), Caheron Station,
iAlexandrié. VA 22304-6145; and 3) Chemical/Biological Informa£ion
Aralysis Center (CBIAC), Edgewood, MD 21040. These handbooks
include desizn guidelines tc minimize contamination and to
facilitate decontamination, test information on some NBC
materials, general guidance for addressing NBC contamination
survivability, and meéthodology for applying the Army's NBC
coﬁtamination survivability criteria to a specific piéce of
equipment (0.5 Kw generator). These handbooks provide guidance
“hat is applicable to all development and arquisition programs
of mission~esséntiai equipment with.n the Army and can be utilized
by other DOD components in addressing their NBC contamination
survivability requirements.
Eaﬁh DOD component can use different procedures to attain NBC
contamination survivability, inéluding trade-offs for cost, oper-

ational effectiveness, etc. It is your job to implement'the most

cost-effective approach for achieving NBC contamination survivability.

What Does My Military Service Require from Me?
Each military service Bas, or is déveloping, Regulations and
Instruction for implementing policy concerning the design and

(7,8,9) In

acquisition of NBC contamination survivable systems.
gengral. mi}itary service policieé extend NBC contamination
survivability requirements from major systems to include non-major
systems. They provide guidance on'commercially~proénred items,
systen retrofits, and modifications to existing item specificaticns,

delineate procedures and specific responsibilities, establish control

9
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over waivers of NBC contaminétion survivability criteria, and provide
establishment of post-production assurance and maintenance procedures,
NBC Contamination Survi./ability Criteria

During program initiation, your military service decides whether
the system is mission essential in a NBC pontaminatéd environment.
If it is, the system must be NBC contamination survivable. If NBC
contamination survivabilitf ié determined to he a necessary require-
mént. criteria need to be establiéhed. For example, 'NBC contamination

survivability criteria for‘Army systems are established(7)

and
monitored by USANCA. These criteria, expressed in terms of‘percent
degradation, have been provided for Army systems. You integrate .
the NBC contamiration survivability criteria into your system via
the normal systems engineering process.
How Does 0OSD Review Systems‘for NBC Contamination Survivability?

At the 0SD level, the acquisition of 'major systems is monitored
during a sequence of DAB milestone reviews, begi:ning yith Milestone
I (which initiates thé Demonstration and-Validatioh Phase), for the

Army Streamiined Acquisition Process, Milestone I/1I (Proof of

Principle Phase); and perhaps, through Milestone II! (which begins

‘the Production-Deployment Phase). A system's NBC contamination

survivability may be reviewed by 0OSD before any milestone in

accordance with DOD Instruction 4245.13. These reviews'may'be

‘requested at any time by the Under Secretary of Def :nse for

Acquisition! through the cognixdnt‘Deputy ﬁnder Secretary of
Defense (DUSD), Assistant Secretary Qf Defense (ASD), and in.
consonance with the Asszistant to the Secretary of Defense

tAtomic Energy). These reviews uzually will take place before

10




Milestones'l and II (Milestone I/II for the Army's acguisition
procéss). A review of the NBC contamination survivability status

of supporting systems that must operate jointly in NBC contaminated
environmenté‘may also be conducted.

These 03D reviewg examine: (1) the requirumnent for NBC contamin-
ation survivability; (2) the plan to achieve the required degree of
survi&ability, includiné documentation and fundidg.‘t3) the plan
to validate NBC contamination survivability, and (&) the plan
for arhieving HBC contamination survivahility assurance and
maintenance during the Production and Operational Phase of the
aystem's iite cycle, These plana provide the bazis for your NRC
Contamination sSurvivability Program pLanﬂ The following NUC Contamin
ation Smivivability Frogram Guestions wiil help you prepars for an
DIOS PRY FE1 G r:;mt‘aminatmn survivability program review. You oan
}n?icipatu Laing asked these orAsimilnr queztions during any 00D
raviews your systoem may underygo,

NBC Contamination 3Survivability Prog+~am Questions

soooystem Mission: What is the miss..n of your system?
Ta system misaion ovitical ‘miccion esasenrtriall

xothe oyt amoan cnnenr Dyl compeent ot athar syntema ) Aro tha

Sy rrted sysrehio myaon eritioal misor o n encentiyal?

Avo b cpetome s mrcoant gl com et b L sy tam A e
e ther e e n NI et amnat on v ieali oy g s s
oot o [ N B S ) ot Soutoem LI ' iy




mission profile is based on up to a 12 hour periocd and is determined

as follows: If the soldier.performs duties like maintenance, refueling

etc., for 3C minutes every 12 lLiour period, then the mission profile.
of this system/item for NBC contamination survivability purposes is
30 minutes, even though the system/item may operate continuously.

2. NBC Contamination Survivability Requirementé. Does system have a

NBC contamination~sufvivability requirement?

It no, why not? Where is the rationale documented?

If yes, how is NBC contamination survivability obtained? Were
cost, operationalleffectiveness. and other tr;de—offs utilized? Whefe
i3 the rativnale for these trqde-ntfs documénted? For A;my syst . ms,
but applicable throughout DOD, isla cnat. and operational trnde'off

" protocol Eeing deavaloped by USANCA. This trade-off protocol will
contain two sample Army systems each being evaluated against the NBC
sontamination 3ufvivability. as well as nuclear survivability,
criteria. Is NBC contamination 3urviv$bility rafleactsrd in the
suh-aystam level amcnmenfation: Are funds Eudgeted fdr addreasing NHC

contamination survivability through the sub aystem level ?

Hase NBC contamination zurvivability ureas of high rick and

uneortainty heen sdentit ied?

v, Laoantaminabiulitv: [s the aystem a~contaminable?

Haln the man-syastem intertace for decontaminating the aystem/1tem

Peemrs specitied?

v he System oooang o be oanted with Chemto ol Agent Rositatant

oarang (CARGY *o oeanhanes decontoarinabiility!
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Has decontamination equipment been dete mined and procedures for
decontarinating the system/item in the field L-~en established?
4. Hardness: Is the system hardened against expocsure to NBC contamin-

ants and their decontaminants?

Have the cf"zcal perfbrmance/opérational criteria, e.g., RAM,
MTBF, error probabi- requirements, etc., been specified?
5. Compatibility: Is the system coﬁpatibla with soldiers dressed in

the full NBC protective ensemble?

Have mission essential tasks, e.g., sighting a target, loading
ammunition, etc., been specified? Human engineering comparisons of
shirtsleava performance of these taSks versus these tasks pertormed
in MCPP IV attire are needed. |

Has collective protection equipment been considered for Qse
where applicable, e.g., vans, shelters, etc?

6. Critical Function Analysis: Have ali critical materials, critical
components and critical operational functions for system and sub-

system levels been specifiead? Where is thla documented?

7. Program Plan: Is there a NBC Pontamination Survivability Program

~Plan?

What coneepts are addressed in the plan?
Whore {5 *ne propgram Jdooamentad?

His there hoon management in*ertace hetwoon NRO ~ent amipation
surwrvability pregram and other related programs sooch as muciear
arwivability, engineering design, haman factors enoanceriag,

1




quality assurance and producibility programs?

Has a NBC contamination survivability program hanager been
identified for you and your contractors? |
8. Documentation: ia the NBC contamination survivability requirement
documented in requiremgnt documents, decision coordi£atinz papers,
request for proposals, statements of w;rk..contracts. et al.? List
documents and appropriate pages.
9, Validation: What is the plan for validating NBC confamination

survivability?
What is the validation concept?
Do facilities and procedures for validating exist? Where?

Has testing requirements ior system and sub-system levels been
determined? Has funding for required testing been budgeted? What is

the status of needed testing?
Is this plan documented in the Test and Evaluation Master Plan?

- Are NBC contamination survivabilitf test-reports/results
from completed-ﬁesting available?
10. Design Parameters: What are the features that constitute and
control the system and sub-system levels of NBC contamination surviv-

ability? where documented?

Were any assumptions made in the interpretation of the NBC
.contamination survivability criteria, operaticaal specifications,
ptc,, that affect the system and 3ub system's respe ve on the NBC

contaminated battlefield? Aro there any such assumptions tfor

P




Government Furnished Equipment (GFE) associated with the system or
sub-system?
11. Life-cycle Maintenance: How will life-~cvcle maintenance be

addressed for NBC contamination survivable systems?

To what extent will contractors do life-cycle maintenadnce

planning? Is it required in the RFP?

Does an NBC contamination survivability assurance plan exist?
Where documented? If no assurance plan exists, what measures will be
taken to assure that the specific design parameters are maintained

during production?

+

Does an NBC contamination survivability maintenance plan exist?
Where documented? If no maintenance plan exists, what measures will
be taken to assure that routine maintenance, operations, and logistics

will not degrade the design parameters?

'

Do facilities exist for NBC contamination surinability

" surveillance testing? If not, are they plannéd?.'

Is the ijfe-cycle NBC eontamination survivabili£y maintenance
brogrém budgeted? |
How Do I Implement ﬁﬂC.Contamination Survivability?

Program management activities for developing a NBC contaﬁinatidn
sugvivable sys&em are the same as for any other system acquisition
activity: acquire an operational capabflity ana acquire life-cycle
support for the capability. Once developgd and/or acquired, main-

taining your NBC contamination survivability capability is a must

b e il i i i Al R R e A A e N R A e A R e R R R R IR R R g R R R R N N XY, I I Y




including periodic retest and/or inspection, as required.

. You are required to document the NBC contamination survivébility
plans for'your system within existing Progiam Management:
documentation. The above NBC Contamination Swurvivability Program
Questions idertify the minimum essential elements which should be
addressed in your NBC Contamination Survivability Program Plan. The‘
intent of +he NBC Contamination Survivability Program Plan is to
outline management approaches and procedures by which you propose to
achieve énd demonstrate NBC contamination survivability program
tasks, incorporate design requirements when. applicable, and conduct.
demonstrations, tests, or validations. Your NBC Contamination Surviv-
ability Program Plan describes how you will éxecute Qour-system NBC
Contamination SurviQability Program.

What Should My NBC Contaminat.ion Survivability Program Plan Contain?
The NBC Contamination Survivability Program Plan should describe
the design, analyses, tests, and management activities to pé performed
to satisfy the full spectrum of NBC contamination survivability
criferia which are decontaminability, hardness and compatibility. In
the NBC Contamination Survivabilit& Program Plan prepared by your
staff or contréctor. the functional relationship with other program
taéks and milestones should be described cleafly. This plan should
identify each task with the work break@own structure so that you can
tréck aﬁd monitor the funds expended and plahned for NBC contamination’
survivability activities, and so that you can document the NBC‘contah—
ination survivability status of your system when calied upon to do so.
Your NBC Contamination Survivability Program Plan needs to
include the spécific tasks necessary for design, @nalyses. test,
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evaluation, and management of NBC contamination survivability

requirements. Your plaﬁ should include prepafation and approval

of a time and event schedule for the initiation, review, and

accomplishment of each NBC contamination survivability task. Parts,

materials, facilities, equipments, subsystems, and_systems require-
ments for gaeh NBC contamination survivability task should. be
identified.’ Labor hours, caliber of labér, and the various costs,

such as labor, material, travel, testirng, etc., required for planned

NBC-contaminatibn survivability activities should be estimated. Your

. NBC Coﬁtamination Survivability Program Plan should:

- Clearly relate NBC contamidation survivability activi£y.to critical
.téchnical and o@erational issues. | | |

- Deliheate the analytical efforts that supﬁlement or replace tésting

| to include the idéntification of computer softwarc ‘simulations,
and the wa?s that‘these and.other analytical techniques will be
.used.

- Identify piece-part, component, and subsysteﬁ tests to be performed
for the appropriate NBC Qontaminated environments,‘with details
such as test methods, test perameters to be characterized, eﬁc.

- Describe sysfem'level tests to be performed, including the method
of extrapolation from the test environment o the threat environ-
ment, and the rationale for simulants chosen.

- Identify simulents to bé employed, test configurations, exposure
levels, test data to be obtained, and their relationship to
analytical efforts.

- Provide the NBC contamination survivability design philosophy to
include the bacsis for selection of materials, finishes; device

17
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-

technologies, circuit/mechanical designs: trade-offs or
assumptions concerning the system design margins, gontaminants
and decontaminants, planned operational fixes, and any trade-off
or assumption concerning system/subsystem/eéuipment operation,
function, deployment or configuration that has been used in
developing the NBC Contamination Survivability Program.

- Describe the application of NBC Contamination Survi?ability Program

results to the production and maintenance-of the deploved system/
subsystem/equipment. |

- .Identify the projected requirements, driven by the NBC
"Contamination Survivability Program of the system)subsystem/equip-
ment, for special or custom parts, haterials. componéﬁts, finishesh
or processes; the basis of need for “hese requirements; and the
impacts of these requiremencs on the development program and
design, costs, operation, maintenance, function.'or deployment.
Identify NBC contamination survivability<areas of high risk and
uncertainty. Assumptions, conclusions, .nd reasons used in risk ‘
analysis and identification, as well as the actions to be taken
to minimize impact of risks and uncertainties identified, should
be specified.

- Describe the methodology_and procedures by which the primeActh
tractor will ensure that NBC contamination survivaﬁility, meeting
the policy requirements of your military service Regulations and
Tnstructions, are contained in subcontracts.l |

- Identify actions to be taken to ensure NBC contamination surviv-
ability for material developed elsewhere, Such as commercial off-
the-shelf items and performance-tvpe military speeificatimn items.

18
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- Identify special requirements to be included in source or product
selection criteria.

- Describe the contractor's improvement action(s) when an item does
not meet system or material regquirements.

- Define the interactions of the noncontractor-developed equipment
with the contractor-developed equipment and the approach to inte-
grate the NBC contamination survivability of these equipments;

- Identify your Preplanned Product Improvement efforts. and how NBC
contamination survivability requirements will be validated.

- Describe the interface in the acquisition cycle where potential
NBC contamination survivability solutidns will be cofrelated with
nuclear and other survivability issues to ensure that what enhances
survivability in one area does not degrade survivability in another
area.

Your NBC Contamination Survivability Program Plan should be no
longer than necéssary to present the required information. It will

be used by vou, your military service, and 0SD for planning, budget

juStification, and performance measurement of NBC c&ntamiﬂation |

survivability. This Plan provides the basis and authority for all
other detailed NBC contamination survivability documents and dhould.
be capable of explaining the intent of your NBC contamination surviv-
ability approach.

How Do I Manage My NBC Contamination Survivability Activities?

Withoutva doubt, the first and most important step is to state
clearly your NBC contamination survivability obiectives in your
program documents and contracts. This is to ensure that vour
contractor(s), vendors, operational test and evaluation command,

19

RELIMY R A S AT RN AN R AC R AN AT AT R RA TR LA T AT R RA A RN G W R RNt NN T a P TO Y u TUT AN W W Wy WY W, Wy W, K\ Wy,




g
i

etc., know that NBC contamination survivability is requiréd.

A strong Program Manager and contractor manageﬁent role is needed
and is crucial to ensure that éurvivability goals are met. You need to
manage carefully the NBC contamination sﬁrvivability activities in the
foilowing areas: system engineering,'human factors engiaeering. tést
and evaluation, manufacturing, and integrated logistic support.

During the system eﬁgineering'proqess. treat NBC contamination
survivability criteria as a mission requirement that will be
translated into design requirements at successively lower level: of
detail. If possible, assign an engineer with NBC contamination surviv-
ability experience as your NBC Contamination Survivability Manager to
integrate NBC contamination survivability solutions intb your system
design. If you do not have NBC coritamination survivability experience
within your staff, use the Army's Chemical Research, Develdpment and
Engineering Center or a contractor with NBC con;amination éurviv—
ability experience for technical assistance. Periodic reviews of NBC“
contamination survivability documentation will help you maintain control
of your NBC contamination survivability effort.

Your NBC Contamination Survivabiiity Manager prepares. your NBC
Contamination Survivability Program Plan detailing the methods,
policies, and guidelines necessary for incorporating NBC contamination
survivability criteria into your system.

Your Contractor's Responsibilities

You éhould make clear to yoéur contractor that he will be
required to perform certain NBC contamination survivability tasks.

He should assign his own NBC contamination surv:vitility manager. to
assist your corresponding manager in addressing NB. contamination
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survivability issues. Your contractor, as well as his assigned NBC
contamination survivability manager, must fully understand‘your
expectations for prdviding and.evaluating system NBC contamination
.survivability.

Your contractor inust understand that he needs to specify all
NBC contamination survivability cfitical design parameters for piece-
parts, materials, design and design tolerances. He must plan for
sufficient lead time in scheduling test facilities and must
coordinate overall test schedule with the U.S. Army's Test and
Evaluation Command.

Your contractor will subject your system's equipment to analysis
and testing for compliance with the NBC contamination survivatbility
criteria, which it will be expéctéd to pass. Once you are satisfied
that ybur system has been verified as being survivable, the
contractor must be held responsibie for the evaluation of every
proposed design aﬁd-procedural change to determine whether it would
jeopardize your equipment's NBC contamination survivability. Also, he
should be expiicitly required to develop and furnish plans and
procedures for NBC contamination survivability assurance and mainten-
ance. .

How Do I Validate My Design?

Tests to validate your system's NBC contamination survivability
15 considered destructive testing. Therefcre, due to the limited
number of prototypes available for mecst systems, you most likely
will not be exposing vyour full system to NBC contamination and
subsequent decontamination. Accordingly, simulation of NBC contamin-
ation and trade-off analysés are essential activities for test and
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evaluation of NBC contamination survivability. No set of NBC simulants
cufrently exists that duplicates every NBC environment.

Since your full system may not be exposéd to NBC contamination
and decontamination, you will need to have critical components and
materials evaluated for the effects.of NBC contamiﬁation and'deéon-
tamipation. Existing databases may be able to provide degradatidn
results and eliminatevsome testing Sf components and materials.
Simulant te%ting of your full system, after all critical components
and materials have been evaluatéd,,may be a viable alternative. The
impact of trade-offs, sﬁch ac cost, operational effectiveness, etc.,
‘of certain NBC contamination survivability criteria needs to be
determiﬁeé:

You need Fo aevelop a comprehensive NBC contamination surviv-
ability test and evaluation program that includes testing, simulation
;nd trade-off anaiyses..Yqur methodology must validate that your
system meets the NBC contamination survivability criteria. Your Tést
and Evaluation Master Plan will be used by 0SD to assess the adequacy
.of the planned testing and evaluvation for your system, including
the NBC contamination survivability test and evaluation portions.

You must ensufe that vyour system's test plans for NBC contamination
survivability details the overall verification program from piece-

‘ . part to system-level ;estin; and analysis.

How Do I Integrate Logistic¢ Support? |

Your planning for légistics begins on the Concept Expinration
Phase of the acquisiticn pvrocess with the development of logistics
support assessment plans @nd criteria. These criteria should include
NBC contamination survivability requirements. These reduirements‘are
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placed in the systems specifications to ensure that they are

| i considered in the design of the system and serve as a basis for the
Logistic Support Analysis (LSA) Plan. The LSA Plan istdeveloped'during
the Demonstration and Validation Phase (Proof of Principlé for the
Army's Streamlined Acquisition Process) and implemented in the'Full-‘
Scale Engineering Development Phase (Development Prove-Out for the
Army's process).

What Is.This Goiﬁg To Cost Me?

There is a lack of sufficient data to indicate the NBC contami-
nation survivabilit§ costé on total development of a system. However,
starting as early as possible in the development and/or acquisition
of your system would lower your costs. A later redesign or retrofit ..
to‘aéhieve NBC contamination sﬁrvivability can only increase the cost
of your system. Starting early saves a lot of time and effort later,
which further increases your dollar savings.

Lessons Learnedb

Start Early. Start NBC contamination éurvivability planning
as early as possible{ plan for NBC confamination survivability "up
front." An early start will reduce the cost and risk associated‘ﬁith
retrofitting your system to address NBC contamination surwvivability.

Experience. The U.S. Army{s'CRDEC can provide technical
support to your NBZ contamination survivability effért. Involve
v military service and DOD Developmertal Test and Evaiuation and"

;7 . Operational Test and Evaluation organizations early to identify the
testing and evaluation necessafy to .validate your NBC contamination
survivability design.

Contracts. Before you . contract ont tasks on your system, get

~

23

P WARAS S M NIPUBUT R B P AN P SR EFANATS WA W W, CLTIE CU AU LWL T L L S UL U AL R A WL LW P AW SR AT A P PR A

e



0 v

experienced NBC contamination survivability advisors or consultants

P2

to review your procurement package so that you cleérly state to ydur
contractors *he needed NBC contamination survivability efforts,
including system performance requirements and the measures to be
undertaken to verify NBC contamination surQi&ability. Make sure that

your'contractor has access to all pertinent'documentation.

RNCL PREEESS

III‘

Delays in Implementation. You must make your schedules known

g;r

early, enforce milestones énd conscientiously évaluate.contractor

task performance. This should ensure that long lead-time NBCycontami-
nation survivable componeﬁts are available for required prototypes, that
allocated space and supporting resources are evailable for, NBC ~zntam-
ination survivability réquirements,‘andlthat your acquisition schedule
"is not delayed while you rgtrdfitlnecesséry.design changes to address
NBC contamination survivability. |

Contréctor Task Appraisals. You and your staff must keep on

SO o | RLLALLAL] Weowswssd

top of contractor progress in completing assigned tasks. This will

x
oy}
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keeb your effort on schedule. Use your staff's and your contractor's
'NBC contamination survivability managers. Seek assistance from other
appropriate government organizations as required.

Contractor Access To Documentation. You must ensure that your

contractor is provided with, or has access to, any needed documentation. %
, : ' -

Ensure that your contractor is provided specific, detailed information :-
from preliminary designs through all NBC contamination survivability ;
related activities needed for OSD review. Appropriate classified ﬁ
documents will need to be reviewed by your contractor. f
System Survivability. All miszion-essential parts of a NBC )
contamination survivable system must hbe NBC ~ontamination survivable. 5
1 %
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You must ensure that the NBC contamination survivabilitonf your
system is not degraded by any Government Furnished Equipment (GFE)
that is not survivable in a NBC contaminatad environment. Whether
the equipment is developmental or off-tha-zhelf, you need to ensure
that the GFE yon uze meets your system's NBC.contamination surviv-
ability criteria.

Maintéining NBC Contamination Survivability. Develop
NBC contamination survivability maintenance Qnd agzuranﬁa plans to
protect your aystem's program for adequately adareasing NBC contami-
nation survivability. Incorporate thosq-p)ann.into your Integrated
Logirtics Support Plan.

The impact of NOBC rontahinu*ion nurvivahil}ty~prnhlrms can be
teduced i f your NBO Contamination Survivability Program Plan s
acourate and if it in tollowed fhrf;‘xx'hunt the developmoent and/or’
Acpiialitinn 9f your system, Assistance with NBC contamination
anrvivability policy, tachpnical, and prmgfmwmatiq MJ?;ﬂrﬂ 1 avail -
abila frem your military service A?atfs. the Army'a CRDEC, and DobD
and Servies databanes and information \'m}tr'rﬂ.

Summary .
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document your rationale and decisions, and use your staff's and
your contractor's NBC éontamination Survivability Managers. Ensure
that NBC contamination survivability is planned for and maintained
throughout the life cycle of vour system.

Avail you and your staff to current technology ang management
assistance existing througﬁont DOD, the military services, and

contractors. Keep abreast of your program.
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