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Because of developments in electronics technology, the
need for electromagnetic shielding has increased. To reduce
the cost of this shielding, new materials are needed. The
U.S. Army Corps of Engineers, Fort Worth District (FWD),
and the U.S. Army Construction Engineering Research
Laboratory (USA-CERL) have developed composite mate-
rials which use standard, construction grade, aluminum
foil-backed gypsum board in combination with either a R
metal mesh or lead foil. Special seams for these composites , \".ﬁ::,i
have been designed by U.S. Gypsum Company. 1.0\

4

USA-CERL evaluated the adequacy of each material and
seam design by using radio frequency antennas and receivers
to measure its shielding effectiveness when mounted in the
wall of a shielded room. These evaluations showed that the
composite panels met the specified requirement of 60
decibels (dB) of shielding. The composites were also shown
to be adequate for mast commercial security applications,
However, the addition of a seam decreased shieiding by as
much as 10 dB.
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FOREWORD !

This investigation was conducted for the U.S. Army Corps of Engineers, Fort Worth MO
District (FWD), under Funding Authorization Document E87860014, dated November '
1985. The work was performed by the Engineering and Materials (EM) Division of the
U.S. Army Construction Engineering Research Laboratory (USA-CERL). Mr. Allen Fine, e
Architectural Section, Fort Worth District (CESWF-ED-DA) originated the concept of ::i'e’
using foil-backed gypsum board in ecombination with metal mesh as a shielding material. ":s. i
Mr. J. Uriel Quinones is the Chief of the Architectural Section and COL A. J. Genetti, A
Jr., is the Commander of Fort Worth District. The technical editor was Jane Andrew,
USA-CERL Information Management Office.

Appreciation is expressed to the U.S. Gypsum Company for their assistance in
supplying some of the materials for testing, along with technical information on those Qi
materials. e

COL Norman C. Hintz is the Commander and Director of USA-CERL, Dr. L. R. oy
Shaffer is the Technical Director, and Dr. R. Quattrone is the Chief of the EM Division. e
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q LOW COST ELECTROMAGNETIC SHIELDING USING
X! DRYWALL COMPOSITES: RESULTS OF RFI
) TESTING OF SHIELDING EFFECTIVENESS

W 1 INTRODUCTION

Y

'

' Background

) Several trends have created a need for more effective electromagnetie shielding of
o0 Army electrical and electronic equipment. Aside from sheer complexity, this equipment
i is becoming more sensitive to electromagnetic interference (EMI), especially when very
é‘.: large scale integration (VLSI) semiconductors are used. This sensitivity poses a problem,

given the critical roles such equipment plays: controlling large and small weapons
systems, gathering intelligence, monitoring and controlling energy use, and assisting

::‘ command and control, among many others. Furthermore, the quantity of classified
.:: information continues to increase, placing greater demands on electromagnetic security.
o

;t Obviously, shielding is extremely important, but it can be costly. Typieally, such
" shielding represents a substantial percentage of the cost of facilities which house
i electronic equipment. For that reason, electromagnetic shielding designers and re-
?:" searchers are continuously seeking methods, materials, and designs to reduce shielding
::: costs.

"

a One innovative solution--using standard, aluminum foil-backed drywall along with

metal mesh--was developed at the Fort Worth Distriet (FWD) of the U. S. Army Corps of
‘ Engineers. FWD needed to evaluate the proposed designs, but since the district does not
, have a laboratory test capability, the U.S. Army Construction Engineering Research
2 Laboratory (USA-CERL) was asked to perform laboratory experiments to evaluate
: them. In addition, several designs for shielding seams in these composites were devised
b by U.S. Gypsum Company. These also needed to be tested.

‘ot Objectives

.“.

)

::: The objectives of this evaluation were to determine whether the proposed
& composite shielding materials would provide 60 decibels (dB) of shielding, and to evaluate

the proposed resigns for joining panels of the composite materials.

..

d

\ Approach

5 Panels of the test materials were mounted in an aperture of a shielded room at

9 USA-CERL. The room is shielded against radio-frequency interference (RFI) up to 120

o dB. Test procedures specified in Military Standard (MIL-STD) 285! and the Institute of o

n
oys , . @
0 'Military Standard 285, Attenuation Measurements for Enclosure, Electromagnetic =
t . . . 4
" Shielding, for Electronic Test Purposes, Method of (25 June 1956). -r'.;-r
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Electrical and Electronic Engineers (IEEE) Proposed Standard Procedures 2992 (with
some modifications) were used to determine the shielding effectiveness (SE) of the
various panels. The standard procedures were modified slightly to allow for more modern
equipment and for testing at more frequencies. Composite panels were made by pressing
two panel types together in the panel test fixture of the shielded room. Seam designs
were implemented in the center of the test panels, and more shielding tests were
performed. The tests were analyzed manually but were graphed using a personal
computer. The shielding tests were demonstrated at USA-CERL for representatives of

the gypsum board manufacturer.

Scope

The researchers restricted their evaluation to the performance of test panels under
radio frequency continuous wave (RFCW) tests. Walls or rooms were not tested, and no
transient effects were measured. The evaluation did not address the question of whether
the materials would withstand the rigors of construction and the passing of time.

Mode of Technology Transfer

It is recommended that the resuits of this research be incorporated into Army
Technical Manual (TM) 5-855-5, Nuclear Electromagnetic Pulse Protection (Department
of the Army, 15 February 1974).

ZInstitute of Electrical and Electronic Engineers Proposed Standard Procedures 299,
Trial-Use Recommended Practice for Measurement of Shielding Effectiveness of High-
Performance Shielding Enclosures (Institute of Electrical and Electronics Engineers,
Ine., 1969).
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2 TEST PROCEDURE

Test Facility

The shielding effectiveness tests were conducted by mounting the test samples in a
standard USA-CERL test aperture, located in a 120 dB shielded enclosure (an 11-gauge
steel box with welded seams and a 3-1/2 by 7 ft* shielded entry door). Outside, the
aperture's dimensions are 4-1/2 by 2-1/2 ft (Figure 1),** while the inside measures 4 ft 1
in. by 2 ft 1 in. (Figure 2). Figure 3 shows the two layers of double mesh gaskets which
surround the test aperture. All of the test samples were cut to fit the aperture, so they
had dimensions 4-1/2 by 2-1/2 ft. The two sides of the test panels were electrically
connected by means of 3M conductive copper foil tape (3M #1245). This conductive tape
was folded in half so that the adhesive was inside. It was then folded over the edges of
the panel. Thus, the foil made electrical contact with both sides of the panel and with
the aperture along all four edges.

Test Samples

The materials to be evaluated were tested both separately and as composites. Each
composite started with commercial grade drywall*** (also called plasterboard or gyp
board) which had a sheet of aluminum foil affixed to one side. There were two thick-
nesses of aluminum used with the drywall: 0.00035 in. and 0.00125 in. When testing
began, the manufacturer supplied only the drywall with the thinner foil. After learning
that this drywall could be used for EMI/RFI Shielding, the thicker foil type was
supplied. This thicker foil was used only for the copper composite. (In standard
construction practice the aluminum serves as a moisture barrier.) Then one of three
other materials--lead foil, bronze mesh, or copper mesh--was bonded onto the drywall
side with commercial grade glue. The following are the seven samples that were tested.

1. Aluminum-Backed Sheetrock (alone)--1/2 in. Sheetrock with 0.00035 in. alum-
inum foil (Figure 4).

2. 18 by 18 Bronze Mesh--18 hole/in. bronze wire mesh with wire 0.010 in. thick
(Figure 5).

3. 18 by 18 Copper Mesh--18 hole/in. copper wire mesh with wire 0.017 in. thick
(Figure 6).

4. Lead Foil--two pieces of lead foil 1-1/3 ft by 4-1/2 ft by 0.002 in. glued to
1/4 in. masonite (Figure 7). The lead foil overlapped 2 in. in the center. This seam was
sealed with 2 in. wide conductive copper electrical tape (3M #1245).

5. Bronze Mesh Composite--the above Sheetrock (0.00035 in. of aluminum) and the
above 18 by 18 bronze mesh (Figures 4 and 5, aluminum and mesh sides respectively).

6. Copper Mesh Composite--Sheetrock with 06.00125 in. of aluminum and the above
18 by 18 copper mesh (Figures 4 and 6).

*1in. = 0.0254 m; 1 ft = 0.3048 m.
**Figures and tables are at the end of the chapter.
***The specific brand of drywall used was Sheetrock,® which is a registered name of

U.S. Gypsum Company.
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’ 7. Lead Foil Composite--Sheetrock with 0.00125 in. of aluminum and the above
; lead foil (Figures 4 and 7).

Seam Designs

No building can be constructed without joints or seams, but joints can cause
buildings to become "leaky" due to changes in the impedance across joints and seams.
Among other things, this makes the equipment inside them vulnerable to EMI. Therefore,
in addition to the composite materials, three seam designs were tested.

_ The three designs have several elements in common. They were all made using the
; bronze mesh composite. The designs begin with a test panel that has been cut in half.
Aluminum eleetrical tape on the aluminum side of the drywall provides electrical contact
{ across the cut. Contact on the mesh side is achieved by providing a 6 in. overlap in the
mesh, which is then tack soldered every 6 in. along both edges (Figure 8). The mesh is
also stapled down. Finally, the seam is solidly fastened by sandwiching the halves of
drywall between a metal stud and a 2 by 1 in. piece of lumber, then screwing them
together (Figure 9).

P

The three designs differ in the spacing of screws, type of tape, placement of the
wood, and placement of staples, as given in Table 1. Figures 10 and 11 show the mesh
and aluminum sides (respectively) for design #2. Figure 12 is a diagram of design #1, and
Figure 13 shows designs #2 and #3 (which differ only in screw spacing).
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Instrumentation and Setup

{3‘ =2

The testing was performed by following procedures similar to those outlined in
IEEE Standard 299 and MIL-STD-285; the modifications to those standards (made to take

-
%5
KA,

| advantage of current technology) were as follows. ::
w
2,
e A logarithmic spiral (conical) antenna replaced the dipole antenna. t-'\':'.

]

A e The transmission line connector went through the shelter instead of through the
X test material.

Py
sy
-'st!‘.“fl.

e Tests were made at more frequencies than outlined in the standards.

Y TEYe YT
4

LS

e IEEE 299 suggests that a low frequency loop test be done in the frequency range

of 100 Hz to 200 kHz. At USA-CERL no tests were done in this frequency range. l'i:l.'
<)
Tl
e For the intermediate wave measurement test setup, IEEE 299 requires that the - \.':“
o

dipole antennas be 1.3 wavelengths from the shield. At USA-CERL the distance

s
v

used was 36 in. Doty
: e The antenna-to-shield distances differed for the 400 MHz test. MIL-STD-285 NS
| requires, for the reference test, that the source antennas be 72 in. from the ol
‘ shield, with the receiving antenna 2 tc 24 in. from the shield on the same side as ::'{:;G
the source. [t requires the source antenna for the signal test to be at the same W)
distance from the shield as for the reference test, with the receiving antenna at '\:IR‘
2 in. from the shield on the opposite side. At USA-CERL, for the reference test, L
source and receiving antennas were separated by 2 m, instead of 72 in., plus e
shield thickness. For the signal test, each antenna was placed 1 m from the f-"'\-:'.s

shield. »E:}L
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X . Tables 2 and 3 give the frequencies and equipment recommended in the standards, while
¥y Table 4 gives the setup used at USA-CERL. Finally, Table 5 lists all the equipment used
i for each of <he four setups. This equipment was used for both reference and signal
a measurements. Figure 14 shows how the equipment was arranged for each test.

Measurement Techniques

The key measurement in these tests was the signal level (in decibels) detected by
the receiver with the test panel in place. By defining O_ as the reference power level
X detected by the receiver without the test panel in place, and S, as the signal level
o detected by the receiver with the test panel in place, the SE can be expressed in decibels

) as:

SE (dB) = O, - S * [Eq 1)

This equation is derived from equations that would be used if voltage or power were
being measured.

SE (dB) = 20 Log,, E,/E, [Eq 2]

or

where E, = voltage level detected by the receiver without test panel in place

Eo = voltage level detected by the receiver with test panel in place

power level detected by the receiver without test panel in place

Py

P, = power level detected by the receiver with the test panel in place.

The SE measurements were obtained by conducting reference tests and panel
y tests. For each measurement, the reference signal was recorded, with the transmitting

antenna radiating a continuous wave (CW) signal directly into the receiving antenna, as in

Figure 14. (This signal is the maximum the receiver will register at a particular power

level and antenna spacing.) Then, once a panel was in place in the shielded enclosure, a
N CW signal was transmitted through it and then detected by a field-intensity receiver and
& antenna tuned to the CW transmitter frequency. The number of test frequencies
required by MIL-STD-285 or IEEE 299 was not sufficient to reveal trends in the data.
Therefore, the samples were tested at several frequencies between 150 kHz to 10 GHz,
and graphs were plotted to note the trends. The exact frequencies at which tests were
" conducted are listed in Table 6.

As a measure of the sensitivity of the equipment, the dynamic range was calculated
N at each test frequency for each setup. It was determined by subtracting the receiver :

*Symbols are also listed in Appendix C.
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noise level (with no radiating signal) from the receiver signal (with the transmitting
antenna radiating directly into the receiving antenna as shown in Figure 14).

Dynamic Range = S S [Eq 4]

reference ~ “noise

Of all the reference signals at a frequency, the largest one was used to calculate the
maximum dynamic range at that frequency. These maximum dynamic ranges are listed
in Table Al. These measurements apply only for the equipment listed in Table 5, when
arranged as in Figure 14. The SE measured for any particular frequency using the
specific equipment will never exceed the value of the maximum dynamic range at that
frequency. The actual shielding may be greater, but the equipment cannot measure it
because of limitations on the output power of the transmitter, the sensitivity of the
receiver, and the coupling losses and efficiency of the antennas.

Technically, the dynamic range is actually greater than shown because rms (root
mean square) signals add as the square root of the sum of squares. Thus, the instrument
indicates 1 dB above noise for a signal which is actually below noise. A correction factor
can be used to calculate the precise dynamic ranges when the signal is less than 10 dB
above noise. Figure 15 and Equation 5 can be used to make the correction. The top scale
is the meter reading of the signal level plus the noise level. The top scale also represents
the decibel increase in meter reading over the noise level when an input signal is applied
to the EMC-25 receiver. The bottom scale is the amount in decibels to be subtracted
from the total meter reading to find the actual signal level.

Correction Factor (dB) = 10 log [1/(1 - 10'("/10)] [Eq 5]

This equation was derived from the scale of Figure 15, where r is the meter reading
above noise.
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Figure 1. Outside of CERL test aperture.

-

) Figure 2. Inside of CERL test aperture. -
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Figure 3. Two layers of double mesh gaskets on test aperture. "."’::‘
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Figure 4. Aluminum-backed Sheetrock test panei. A
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Figure 5. Bronze mesh test panel. Y

Figure 6. Copper mesh test panel.
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Figure 7. Lead foil test panel.

Figure 8. Bronze mesh test panel with tack solder every 6 in. on each edge.
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Pigure 9. Metal drywall stud showing screw spacing. ::. Hls

.}
Table 1 o
Iy l%?"'f
Seam Designs ) ,
®
AN
Seam Screw Tape Wood Staple t::,\: ‘
Design  Spacing (in.) Type Placement Placement & :".::u:
iy
1 12 - 18 3M #1170 On top of Into drywall :~;
{smooth mesh Py
aluminum) It
NN
2 12 - 18 3M #1267  Under mesh  Into wood AR
(embossed Rl
e IR
aluminum) NS
®
3 6-9 3M #1267 Under mesh  Into wood ]
(embossed :..,\,S
aluminum) ﬁ‘:'.:‘:::
h‘t"::
.. *
.
N
Q)
S
::'l:‘,'t
Wyt
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Figure 10. Seam design #2 or #3: wooden stud inside mesh.

Figure 11. Seam design #2 or #3: metal drywall stud.
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Table 2

MIL-STD-285 Setups

*Test at one frequency in this range.

Field Type Freq. Range Antenna Type
Low impedance electric 150 - 200 kHz* 12 in. loop
High impedance electric 200 kHz 41 in, monopole (whip)
High impedance electric 1 MHz 41 in. monopole (whip)
High impedance electrie 18 MHz 41 in. loop
Plane wave 400 MHz balanced dipole

Table 3
IEEE 299 Setups
Field Type Freq. Range Antenna Type
Low impedance magnetic 100 Hz - 200 kHz Large twisted lead
Low impedance magnetic 100 Hz - 26 MHz 12 in. loop
Intermediate Wave (UHF) 300 MHz - 1 GHz balanced dipole
Plane Wave 1,7 - 12.4 GHz x~band horn
Table 4
USA-CERL Setups
Field Type Freq. Range Antenna Type Antenna Space
Low impedance magnetic 0.150 - 10 MHz 12 in. loop 24 in,
High impedance electric 0.150 - 500 MHz 41 in. whip 24 in.
Intermediate wave 200 - 1000 MHz 1 m log spiral 2m
Plane wave 1-5GHz 1 m log spiral 2m
Plane wave 4 - 10 GHz x-band horn 2m
22
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Table 5

Test Equipment

Setup Frequency Range Equipment

12 in. loop 150 kHz - 10Mhz 1 CERL 12 in. copper loop

HP signal generator model 8601

ENI power amp model 310L

2 velbon tripods VE-3

1 Empire 12 in. loop model LP105

Assorted cables and connectors

1 Electrometrics interference analyzer
(receiver) model EMC-25 MKIII

1 Fairehild interference analyzer
(receiver) model EMC-25

41 in. monopole 150 kHz - 500 MHz 2 Empire 41 in. whips model VA 10
HP signal generator model 8601
ENI power amp model 310L
2 velbon tripods VE-3
Ailtech power oscillator model 445
Ailtech power plug-in model 187
Ailtech power plug-in model 186
Assorted cables and connectors
1 Electrometrics interference analyzer

(receiver) model EMC-25 MKIII
1 Fairchild interference analyzer
(receiver) mode]l EMC-25

1 M log spiral 200 MHz - 5 GHz 2 Eaton spiral antennas 93490-1
Ailtech power oscillator 445
Ailtech power plug-in 187
Ailtech power plug-in 186
Wiltron generator 6609A
Wiltron generator 6637A
Hughes TWT amp 1177H
2 velbon tripods VGB-3C
Assorted cables and connectors
1 Electrometrics interference analyzer

(receiver) model EMC-25 MKIII
1 AILTECH radio interference
analyzer/receiver model NM-65T
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X-band horn 4 GHz - 10 GHz 2 Waveline x-band antennas 499 C:,::‘( \
2 HP adapter model J281A AN

Wiltron generator 6637A S
Hughes TWT amp 1177TH ENOEN

2 velbon tripods VE-3 ®
Assorted cables and connectors NTAN,
1 AILTECH radio interference NN
analyzer/receiver model NM-65T Q",p
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Figure 14. Shielding effectiveness measurement setups.
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Figure 14 (Cont'd).
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Table 6

Test Frequencies

3 gav_gav .
M Wy W W,y

Magnetic Field Electric Field Plane Wave Plane Wave
(12 in. Loops) (41 in. Monopole) (1 M Conical) {X-Band Horn)
150kHz 150kHz 200MHz 4000MHz
200kHz 200kHz 300MHz 5000MHz
300kHz 300kHz 400MHz 6000MHz
700kHz 700kHz 450MHz 7000MHz
1MHz 1MHz 600MHz 8000MHz
3MHz 3JMHz 700MHz 9000MHz
10MHz 10MHz 800MHz 10000MHz
15MHz 1000MHz
17MHz 2000MHz
18MHz 3000MHz
20MHz 4000MHz
25MHz 5000MHz
50MHz
200MHz
300MHz
350MHz
400MHz
S00MHz
08 METER READING (ABOVE NOiISE)
0 | 3 4 6 7 8 10
i rlv_‘v' lr" - L' v l' - J'_ rJ ﬁJ J
765 3 2 | 08 0.4
CORRECTION FACTOR (SUBTRACT)
Figure 15. Correction factor scale (from Instruction Manual: Interfer-

ence Analyzer Model EMC-25 [Electro-metrics, January 1978],

p3-1).
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3 TEST RESULTS

The data are tabulated in Appendix A (Tables A2 through All). The graphed data is
also presented in Figures Al through Al0. In the tables, plus signs indicate readings
which exceeded the dynamic range of the test equipment. This means that with the test
panel mounted there was no detectable signal at these frequencies. That is, these
measurements were close to or below the noise level of the receiver and for them, the
recorded signal is actually the value of the noise level. These values for the dynamic
ranges differ from those tabulated in Table Al (maximum dynamic ranges) because of
day-to-day changes in the receivers' sensitivity, in the power outputs of the transmitters,
and in the human receiver operators.

For comparison, Appendix A includes theoretical plots for drywall faced with
0.00035 in. of aluminum foil (Figure A1ll) and with 0.00125 in. of aluminum foil
(Figure A12). (For the equations and computer program used to generate these plots, see
Appendix B.) Figure A13 combines these plots with another plot of the experimental
data for the panel backed with 0.00035 in. foil. These graphs reveal that the measured
data in the plane wave region does not agree with theory. This is probably due to leakage
around or through the gaskets which surround the test aperture. The data for this
material at all other frequencies agrees with theory. Theoretical data was calculated
only for aluminum.

There are some differences between the theoretical assumptions used in the
derivation of the theoretical shielding values and the way the shielding measurements
were performed. These theoretical values are for an infinitely large sheet and an
infinitely large antenna, and they are not affected by the aperture or the orientation of
the antenna. In practice, a finite sheet and a finite antenna were used, and the values
were affected by the aperture and the antenna's orientation.
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4 DISCUSSION OF TEST RESULTS .'r
el
8
The procedures specified in MIL-STD-285 and IEEE Standard 299 provide for testing ®
the entire area of material between the two antennas and not for any particular point or 3 RO
section on the test panel. The data presented in this report measure the SE of the entire ) .'t,.;:,.
test panel, including test aperture and gaskets. However, because of the antenna place- '.., .::
ment, the area directly between the two antennas has more effect on the SE measure- '::.::I.l
ments than the peripheral areas and gaskets do. :.:g:,!:::
Many factors could cause the data to deviate from theoretical values. ‘ﬁ:'
sy
: ¢
e The cables (based on length) could resonate at certain frequencies. .‘f ~
Kbty
e Metal objects in the vicinity of the test setup can change wave impedance. )
®
e The shielded enclosure acts as a resonant cavity at frequencies which are ;:.-;«‘,a';
multiples of 100 MHz. ':.;’,;.;:;
ONHON
bt
e Rebar in the concrete floor could affect the wave impedance and thus change the :.;5:::',::
tests. v
o
o People walking around the test setup cause impedance changes in transmitted N
waves at higher frequencies. '\\: ,:::
o A
o Using the 120 dB shielded enclosure affects the data by slightly increasing the SE '.‘:l::
of the materials. B Qi
K J
In most security communication facilities the specific level of shielding demanded s
by security personnel is based on many different factors, such as distance to nearest ',,:.r_"_'.-:
unsecured area, the amount of emanations from the secured equipment, and the sensi- fs",q";
tivity of the information being transferred. When each of these factors is taken into &:;5'(
account, the shielding in some cases only needs to be as little as 30 dB.3 X
From Figure A13 it can be seen that at many frequencies much of the real data for .ﬁ_ "
the 0.00035 in. aluminum foil agrees with the theoretical calculations. In the magnetic Y
field region from 150 kHz to 10 MHz, three of six points graphed agree exactly, while the :'-’:\"-r
remaining three points are off by no more than 3 to 5 dB. W
A
The materials being studied were tested alone and as part of composites, to see if ®
they could meet the minimum of 60 dB of shielding at all frequencies. In the tables and sy
figures, a plus sign by the number or over the data point indicates that the shielding at :;:*' )
that frequency was greater than could be measured by the equipment used. In general, s.j:.‘; y
SE in the magnetic field region increases with sheer bulk of material, while in the plane :{ )
wave region seams, gaps, and penetrations decrease shielding. R LY
The materials were tested alone first. The 0.00035 in. aluminum sheeting alone is :‘_\i
adequate except at low frequencies, in the magnetic field region (Figure Al). The bronze NN
mesh tested alone fails the requirement at all frequencies (Figure A2), while the copper \j:"
mesh and lead foil fail at high and low frequencies, respectively (Figures A3 and A4). ':-"'{ ‘
.\"n.'u
3Ray G. McCormack and Peter F. Williams, Development, Design, Construction, and e
Testing of a Copper-Arc-Sprayed Shielded Enclosure, Technical Report M-86/11/ -'_:‘,:".ﬁ?;
ADB106252 (USA-CERL, July 1986) p 28, Figure 13. N ‘:-:;
oS
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In the composite tests, the bronze and copper composites exceed the 60 dB mini-
mum at all frequencies (Figures A5 and A6), but the lead foil composite fails at 150 kHz
(Figure AT7). The bronze composite barely exceeds 60 dB at the lower frequencies but
provides much greater shielding at higher ones. Overall, the copper composite proved to
be the best, providing shielding of 90 dB or greater across the test spectrum.

."‘!ﬁ '!‘w'
9

'.Oq.i

S

Three seam designs were tested, all using the bronze composite. The most effec-
tive design is #1, which has a wooden stud over the seam. Comparing design #1 (Figure
A8) to design #2 (Figure A9), which has the wooden stud under the seam but has the same
screw spacing, design #1 provides up to 22 dB more shielding in the plane wave region.
Designs #2 and #3 differ only in that design #3 has more screws, and by comparing
Figures A9 and A10 it can be seen that using more screws increases the shielding to
nearly the level of design #1. So designs #1 and #3 are similar, but #1 provides as much
as 10 dB more shielding in the electric field and plane wave regions, as shown in Figure
A8 (#1) and A10 (#3). This is probably because the wooden stud improves the electrical
contact along the mesh and thus improves the shielding. (The wooden studs initially were
used only as anchors for the screws and as a connection to hold the drywall in the test
aperture. In actual construction, these screws would be fastened directly to the metal
stud through the aluminum-faced Sheetrock.)

In Figures A8 to Al0, the shielding in the magnetic field region is approximately
the same for each seam design. This is consistent with expections because bulk is the
critical factor in the magnetic region and the amount of material is the same in each
design. However, in the plane wave region, differences in seams and other openings have

the most effect.

As expected, the seams degrade the SE of the composite. Comparing the data for
the whole bronze composite (Figure AS) to that for the composite with a seam (Figures
A8 through A10), it can be seen that a seam decreases shielding by 10 to 13 dB in the 150
kHz to 3 MHz magnetic field region. In the bronze composite, including a seam, using
design #1 drops the SE to around 52 dB. A seam in either of the other two composites
would have the same effect. If design #1 were used with the lead composite, the
maximum shielding would probably be 47 to 49 dB. If the same design were used with the
copper composite, the SE would be 80 dB or greater.
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5 CONCLUSIONS AND RECOMMENDATIONS

Conelusions

Shielding levels of the composite panels are adequate for most communications
security applications, and two of the composites exceed the minimum requirement of 60
dB set for this investigation. If the requirement is 50 dB or greater, the lead composite
may not meet it because the composite's already low effectiveness will be further
reduced by a seam. However, both the bronze mesh composite and the copper mesh
composite will provide shielding up to 60 dB. If the shielding requirement is above 60 dB,
only the copper mesh composite will meet it at all frequencies considered.

In addition, the following conclusions were reached after evaluating the three seam
designs. A seam degrades the SE by as much as 10 dB in the low-frequency magnetic
field region. However, spacing the serews more closely improves the SE. Overall, the
best seam design was design #1, which had a 1 in. by 2 in. piece of lumber placed over
the seam. Thus, with a seam, the maximum SE of each of the composites would probably
be as follows: lead, 47 to 49 dB; bronze, 52 dB; and copper, 80 dB.

Recommendations

It is difficult to make definitive statements about electromagnetic shielding
because its uses vary, and the shielding requirements vary with the use. However, the
following general recommendations are made.

e For seams, a 1 by 2 in. piece of standard lumber should be attached on top of
each overlapping mesh seam. This forms a good electrical and mechanical
connection, eliminating the need to tack solder every 6 in. on each edge. This
method will not only increase the SE, but it will also save construction time and
decrease the cost of the shelter.

e For maximum shielding, the copper mesh and the 0.00125 in. aluminum faced
gypboard should be used, rather than the bronze mesh with the 0.00035 in.
aluminum faced beard. This will increase the cost, but the SE will increase by 10
to 30 dB.

e Construction applicability and construction costs should be determined for the
composite designs.

e Long term aging tests should be performed in a field demonstration facility: the
aluminum seams may oxidize and corrode, which will change the SE over time.

Aside from the question of adequate shielding levels, which this report addressed,
the issue of low cost shielding raises several other questions that should be considered.

e Are these materials appropriate for an electromagnetic pulse (EMP) environ-
ment?

e What kind of quality assurance is there or will there be?

e What kind of maintenance is required to insure that these materials will continue
to meet the requirements?
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APPENDIX A:

DATA TABLES AND GRAPHS

Table Al

Maximum Dynamic Ranges for Each Test Setup

Ref. (dB) Noise Level (dB)

Freq. (MHz) Dynamic Range (dB)

12 in. Loop Test

-29

0.200 80 -30 110

o 0.300 77 -30 107
N 0.700 73 -31 104
%! 1.00 75 -30 105
) 3.00 71 -24 95

-25

41 in. Monopole Test

-29
:": 0.200 11 -31 142

0.300 115 -30 145
N 0.700 118 -31 149
e 1.00 120 -30 150
50 3.00 121 -24 145

10.0 123 -25 148
R 15.0 126 -24 150
o 18.0 120 -24 144
| 20.0 113 -24 137
'V, 25.0 121 -24 145
3 50.0 103 -10 113

o

E

X \;,::';x,

X 1 M Log Spiral Test

&

Ll

" dad
W 200.0 104 -11 115 AN
300.0 126 -9 135 PS
: 400.0 123 -1 130 —
‘.:’ 450.0 120 -1 127 ".E:
) 600.0 105 -1 106 ,u: \
o 700.0 104 0 104 \4
oy 800.0 102 0 102 Y
Ve 1000.0 105 0 105 N
& 2000.0 86 12 74 i‘_ )
- 3000.0 88 13 75
) 4000.0 84 13 71 @
X 5000.0 82 13 79 SR
) X

4000.0

5000.0 122 1 1 ®
6000.0 123 13 110 -
D 7000.0 122 13 109 .
. : 8000.0 123 13 110 e
t 9000.0 116 13 103

10000.0
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Table A2

Data for 0.00035 in. Aluminum-Backed Sheetrock

ALUMINUM COATED SHEETROCK
KEVIN HEYEN-TRANS, PETER WILLIAMS-REC., MARC MORRIS-TRANS.
9/30/85 10:30 - 13:00
FREQ(MHz) REF dB SIGNAL dB SE dB

Magnetic Field (12 in. Loops)

@.15 77.0 37.9 40.0
Q.20 76.9 34.0 42.0
2.30 78.9 32.0 46.0
.70 75.9 23.9 52.0
1.90 73.9 19.9 54 .0
3.00 69.0 3.0 66.9
Electric Field (Monopole Antennas)
2.15 107.0 -18.90 125.9 +
2.20 108.0 -15.0 123.0
g.30 113.9 -28.0 141.0
2.79 116.9 2.9 116.9
1.00 119.0 -9.0 128.2
3.00 121.0 -3.0 124.9
10.00 111.90 5.0 106.9
15.90 100.90 6.9 94.0
17.20 114.9 11.0 123.0
18.90 114.0 11.9 103.9
20.00 111.0 12.9 99 @
25.00 118.9 12.0 106.9
50.00 83.0 -10.9 83.0
200 .20 87.0 -7.0 94.0
300 .00 89.0 -7.9 96.0
350.00 88.0 -14.9 102.9
400 .00 78.0 ~16.0 94.0
500 .00 69.0 -22.9 91.9
Plane Wave (Conical Antennas)
200 .90 87.0 -13.0@ 100.0
300 .00 100.0 -6.0 106.0
400 .00 99.09 -3.9 102.0
450 .00 97.9 -7.9 104.0
600 .00 95.0 -9.9 104.0
700 . 90 87.0 -15.0 102.0
800 .00 86.9 -17.9 103.9
1000 . 00 84.0 -19.0 103.9
Plane Wave (Horn Antennas)
5000 . 90 89.0 21.0 68.0 +
6000 .00 87.0 18.0 69.0 +
7000 . 20 86.0 17.0 69.0 +
8000 . 09 85.0 15.0 70.0 +
9000 . 00 82.90 19.0 63.9 +
10000 . 99 82.0 21.0 61.0 +

+Exceeded dynamic range of test equipment.
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Table A3
Data for 18 by 18 Bronze Mesh
HANOVER 18 BY 18 BRONZE MESH

KEVIN HEYEN-TRANS, PETER WILLIAMS-REC.. MARC MORRIS-TRANS.
9/29/85 13:00 - 14:30

FREQ(MHz) REF dB SIGNAL dB SE dB

Y Magnetic Field (12 in. Loops)

2.15 83.0 38.0 45.0
Q.20 81.9 34.0 47 .0
2.30 80.0 31.0 49.90
@.72 73.0 22.0 57.@
1.20 77.9 20.0 57.9
. 3.20 702.0 12.0 58.0
Electric Field (Monopole Antennas)
Q.15 112.0 35.9 75.0
2.20 111.9 35.0 76.9
Q.30 115.0 35.0 82.9
.70 118.92 38.9 80.9
| 1.00 120.0 41.0 79.0
3.00 121.9 41.09 80.9
y 10.00 107.0 25.0 82.9
15.00 181.0 21.2 80.0
17.00 114.0 32.2 82.0
18 .20 113.90 31.0 82.0
20.00 111.0 22.0 89.0
25.00 114.0 3.0 111.0
50.00 83.9 24.0 58.@
, 200.90 91.9 31.9 60.0
300.00 88.0 36.9 52.0
350.00 87.9 30.0 57.0
400 .00 80.0 17.0 63.0
\ 500 .00 72.0 156.0 57.9
N Plane Wave (Conical Antennas)
200 .00 90.0 27.0 63.9
300.00 101.0 40.90 61.0
! 490 .00 100.0 44 .0 56.9
450 .00 98.0 44 .0 54.0
600 .90 98.9 44 .0 54.0
700 .00 93.0 42.0 51.0
800 .00 91.0 39.9 52.90
1000 . 29 87.0 42.0 45 .0
Plane Wave (Horn Antennas)
5000 . 99 992.9 57.0 33.0
6900 . 00 88.0 55.0 33.0
‘ 7000 .20 87.0 54 .0 33.0
8000 Q0 85.9 51.0 34.0
90090 . X 82.0 50.90 32.0
10000 29 80.0 48.0 32.0
RNy
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Table A4

Data for 18 by 18 Copper Mesh
COPPER MESH

5/28/86 Peter Williams-Receive and Kevin Heyen-Trans
9:45 -~ 14:45

FREQ(MHz) REF dB SIGNAL dB SE dB

Coplanar Magnetic (12 in. Loops)

@.15 64.0 -4.0
Q.20 67.92 -3.0
2.30 65.0 -3.9
.70 63.2 -5.9
1.00 61.0 -7.0
3.00 6.0 -12.@
10.00 50.0 -24.0
Electric Field (Monopole Antennas)
2.15 113.0 17.0
2.20 110.0 15.0
9.30 110.0 15.2
2.70 111.9 17.9
1.00 118.0 20.0
3.90 118.9 23.9
10.00 123.9 5.0
15.00 114.0 13.9
17.00 114.0 8.2
18.20 114.0 8.0
20.00 112.9 4.0
25.00 121.0 2.0
50.00 96.9 23.0
200 .00 183.0 36.0
300 .00 106.0 4.0
350.00 105.9 37.0
400 .00 98.0 29.90
500 .00 90.9 42.9
Plane Wave (Conical Antennas)
200.00 75.0 7.0
300.00 119.0 32.0
400 .00 104.0 35.9
450.00 100.0 33.9
600 .00 81.@ 22.9
700 .00 80.0 23.9
800 .00 78.9 25.9
1000 .20 76.9 26.0
1000 . 00 105.0 54.0
2000 . 00 86.0 42.0
3000 .09 88.9 37.9
4000 . 20 84.0 45 .0
5000 . 20 82.0 490.90
Plane Wave (Horn Antennas)
4000 . 00 62.2 16.0
5000 .02 108.92 61.0
6000 .00 113.0 68.0
7000 . 00 111.¢ 77.0
800C . 20 110.0 79.0
9000 00 187 .0 73.9
10000 . 20 99.0 66.0
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Table A5
Data for 0.002 in. Lead Foil
: U.S. GYPSUM LEAD FOIL WITH 3M 2° COPPER FOIL TAPE SEAM
\ 6/@4/86 Peter Williams-Receive and Kevin Heyen-Trans.
1 10:26 - 16:45
¥
i FREQ(MHz : REF dB SIGNAL dB SE dB
Coplanar Magnetic (12 in. Loops)
! 2.15 71.9 51.0 28.0
I 2.20 70.9 48.0 22.0
9.30 73.9 47 .9 26 @
) 9.70 71.9 39.9 32.0
1.00 69.0 33.2 36.0
3.00 65.9 20.0 45.9
10.00 61.0 5.0 56 .0
; Electric Field (Monopole Antennas)
N @.15 113.0 -25.0 138.0
2.20 110.9 -18.9 128.9
| 9.30 116.9 -18.0 129.@
2.79 111.9 -12.9 121.9
1.00 118.2 -5.0 123.8
3.00 118.2 9.9 199.9
' 10. 00 123.0 5.0 118.9
i 15.00 114. 02 19.0 95.9
y 17.00 114.0 23.9 91.0
N 18.0Q 114.2 23.0 91.0
. 20.00 112.2 22.0 990.0
X 25.00 121.9 27.9 94.2
50 .00 96.0 23.0 73.9
200 .00 123.0 29.92 74.9
300 .00 106.0 15.0 91.9
L 350.00 195.0 24.0 81.2
b 400 . 20 98.0 21.0 77.0
500 .00 90.9 14.0 76.0
Plane Wave (Conical Antennas)
200. 00 103.0 17.0 86.0
300.00 126.0 44.0 82.9
400 .00 123.0 43.9 80.0
450 .00 120.0 43.0 77 @
600 . 20 123.0 16.90 87.9
700 .00 85.0 21.9 78.9
h 800 .00 95.0 27.0 68.Q
b 1000 . 20 92.0 30.0 62.0
1000 .00 101.0 36.9 65.0
R 2000 . 20 83.2 7.9 76.9
3000 . 20 82.9 18.9 64.0
4000 . 00 81.9 20.¢ 61.0
5000 . 00 83.9 17.0 66.2
Plane Wave (Horn Antennas)
4000 . 20 69.0 17.0 52.0
5000 . 20 122.0 43.0 79.0
6000 . 00 123.9 52.9 71.2
7002 . 20 122.9 57.0 65.0
8000 . 30 123.9 52.0 71.0
9000 00 116.2 44 .0 72.0
19000 . 20 110.8 29.0 81.Q

+Exceeded dynamic range of test equipment.
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FREQ(MHz) REF dB SIGNAL
Magnetic Field (12 in. Loops)
Q.15 77.Q 16
9.20 76.0 9
Q.30 78.0 8
2.79 75.2 -3
1.00 73.9 -9
3.20 69.0 -21
Electric Field (Monopole Antennas)
2.15 107 .9 -18
9.20 108.0 -27
3.309 113.9 -28
Q.70 116.09 -24
1.00 119.9 -26
3.90 121.9 -22
10.00 111.0 6
| 15.90 199.9 -1
17. 00 114.9 -6
18.00 114.92 -8
20.00 111.9 -7
25.20 118.9 -29
50 .20 83.90 -28
} 200.00 87.9 -25
| 300 .02 89.9 -24
350.00 88.0 -25
400 . 00 78.2 -23
500 .00 79.9 -23
Plane Wave (Conical Antennas)
200.00 87.9 -17.
300.00 100.9 -12.
400 . 00 99.9 -23.
450 .00 97.0 -15.
600 . 00 95.2 -11.
700 . X0 87.9 -9
800. 20 86.0 -17.
1000 . 00 84.0 -19.
Plane Wave (Horn Antennas)
5000 . 00 89.90 21
6000 . 00 87.0 18
7000 . 2O 86.0 17
8000 . 20 85.0 15
P00 . 29 82.9 19
10000 . 00 82.02 21

Table A6

Data for Bronze Mesh Composite

ALUMINUM COATED SHEETROCK + BRONZE HANOVER MESH

9/30/85 16:0@ - 17:30

+Exceeded dynamic range of
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Table A7

Data for Copper Mesh Composite

U.S. GYPSUM COPPER MESH AND ALUMINUM FACED SHEETROCK COMPOSITE
5/06/86 Peter Williams-Receive and Kevin Heyen-Trans.
9:30 - 14:00

FREQ(MHz) REF dB SIGNAL dB SE dB

Coplanar Magnetic (12 in. Loops)

{ 2.15 75.0 -19.0 94.0
2.20 74.9 -20.0 94 .9
2.30 77.@ -20.0 97.0
[ 3.70 73.0 -27.9 100.9
1.00 72.0 -29.0 101.9
3.00 70.9 -20.2 990.0
10.00 65.0 -26.0 91.0
Electric Field (Monopole Antennas)
2.15 122.9 -30.9 152.0
2.20 111.0 -31.0 142.2
3.30 110.0 -32.9 142.0
2.70 110.9 -31.0 141.0
' 1.00 118.0 -31.@ 149.2
3.00 118.2 -26.0 144.0
10.00 109.9 -1.9 110 0
15.00 126.9 -8.9 134.0
17.00 120.0 -4.0 124 .0
18.00 120.2 -4.0 124.02
20.00 113.@ -4.0 117.0
) 25 .00 121.2 -16.9 137.9
, 50.00 98.0@ -6.0 104 . 2
| 200 .00 194 .0 -8.8 112.2
300 .00 107 .0 -5.0 112.92
350.00 105.2 -6.9 111.0
" 400 . 00 93.92 -6.9 99.02
500 . 20 84 .0 -5.0 89.0
Plane Wave (Conical Antennas)
200 .00 69.9 -11.0 80.9
. 300 . 00 88.0 -9.9 97.@
3 400 .00 94.0 -7.9 101.0
! 450.00 93.9 -7.0 102.0
! 600 .00 99.0 2.0 99.0
700 . 20 92.2 2.0 92.0
] 800 .20 89.0 2.2 89.0
1000 . 00 87.9 2.0 87.0
b 1000 . 20 81.0 12.0 69.0
\ 2000 . 20 64.0 13.8 51.@
3000 .20 64.0 13.9 51.0
4000 . 20 68.9 13.0 55.0
5000 . 20 67.0 12.0 55.0
Plane Wave (Horn Antennas)
4000 . 00 61.0 11.9 50.0
! 5000 . 00 105 .0 11.0 94.0
6000 . 00 108.0 13.¢ 95.0
\ 7000 . 00 107.0 13.0 94.0
8000 . 00 110.0 13.0 97.0
9000 . 20 183.2 13.0 90.0
10000 . 09 99.9 13.0 86.0

+Exceeded dynamic range of test equipment,.
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Table A8

Data for Lead Foil Composite

GYPSUM LEAD FOIL AND ALUMINUM FACED SHEETROCK COMPOSITE

5/08/86 Peter Williams-Receive and Kevin Heyen-Trans.

—

19.

17.
18.
20.

25

58.
200 .

350.
400 .
500 .

Vureegs

©reS8s
88

$888segsssass

SRR

3388888

FREQ(MHz)

.15
.20
.30
.70

122.
111.
110.
110.
118.
118.
109.
126.
120.
120.
113.
121.
98.
104 .
107.
105.
93.
84.

61.
105.
108 .
187.
110.
123.

99.

SOSN8

REF 4B

Coplanar Magnetic

72.
71.
73.
71.
79.
66.
62.

[SESESESES SR S]

VEQVH0NAVNDEE

(SRS ESEST SRS RS

9:90 -

(12 in.

Electric Field (Monopole

16:00

SIGNAL dB

Loops)

15.
11.
10.
-4.
-11.
~24.
-26.

Antennas

-30.

-31

-32.

~31

~31.
~-26.
3.
-6.
-6.
-10.
-8.
-17.
-7.
-7.
-6.
-7.
-7T.
-6.

Plane Wave (Conical Antennas)

Plane Wave (Horn Antennas)

HNIo

)

13.
12.
13.
13.
13.
13.
13.

+Exceeded dynamic range of test equipment.
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Table A9

P,
L g
ﬁ§€;>‘1x‘

Data for Bronze Mesh Composite: Seam Design #1

ALUMINUM COATED SHEETROCK + BRONZE HANOVER MESH
MOUNTING TECHNIQUE WITH SMOOTH COPPER TAPE
WOOD STRIP ON TOP OF SCREEN
PETER WILLIAMS & KEN TELEZ-REC. KEVIN HEYEN-TRANS.
2/@7/86 16:00 - 17:30

FREQ(MHz) REF dB SIGNAL dB SE dB

P

-
»

Magnetic Field (12 in. Loops)

.15 82. 29. 53.

»_ .

) [} %} %} o
.20 79.9 23.0 56.0 ",
2.39 76.9 16.0 60 Q@
2.7 73.@ 1.9 72 0
1.99 75.9 -20.9 95.9 -«
3.00 71.9 -20.9 91 @ +
10.00 67.9 -20.9 87 @ «
Electric Field (Monopole Antennas)
2.15 108.0 -20.0 128.9 +
2.20 102.0 -20.9 122 @ +
i 2.30 106.0 -20.2 126.9 +
2.7¢ 110.0 -20.9 130 @ +
1.00 111.0 -20.9 131.0 +
3.00 118.9 -20.2 138.@ +
10.900 103.0 -20.9 123.9 +
15.20 109.0 -20.9 129.@ +
17.00 117.@ -20.9 137.0 +
18.20 115.9 -20.9 135.@ +
20.00 112.0 -20.0 132.90 +
25.00 115.0 -20.0 135.@ +
50.00 94.9 2.9 94.0
200 . 00 120.9 4.0 116.0 +
300.00 121.0 10.9 111.0
350.00 122.0 9.0 113.0
400 .00 89.0 5.0 84.0 +
500 .00 90.02 7.0 83.9
Plane Wave (Conical Antennas)
: 200.20 124.0 1.0 103.Q +
) 300.90 111.0 13.9 98.@
400 .00 1907 .0 1.0 106 .0 +
450 .00 108.0 12.0 98 . @
600 .00 187 .9 12.9 95.9
700 . 20 162.0 9.0 93.0
800. 00 103.0 3.0 94 .0
1000 . 20 105.0 11.0 94.0
Plane Wave (Horn Antennas)
5000 . 00 117.0 36.0 81.9 n
6000 20 115.@ 35.2 82. 2 -
7000 . 20 114.0 37.0 77 @ N
8000 20 115 @ 48.0 7@ Prnt
9000 . 00 113 0 43.2 0.0 S
10000 20 108 0 38.0 70 0 oy
o
- Pyt
+Exceeded dynamic range of test equipment.
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Table A10

Data for Bronze Mesh Composite: Seam Design #2

ALUMINUM COATED SHEETROCK ¢+ BRONZE HANOVER MESH

MOUNTING TECHNIQUE WITH EMBOSSED COPPER TAPE e
WOOD STRIP ON INSI.E OF SCREEN NN )

PETER WILLIAMS & KEN TELEZ-REC. KEVIN HEYEN-TRANS. Wl
2/21/86  9:30 - 11:30 ot

REF dB SIGNAL

FREQ(MHz j

Magnetic Field (12 in. Loops)

@.15 81.0 .2 2 el
.20 8.0 24.0 6.0 e
Q.30 77.0 16.@ 61.9 ®
2 70 73.0 -2.0 75 @ v
1.00 75.@ -6.2 81.0 ot
) 3 o0 71 @ -10.9 81 0 B
2.0 57.0 .2 ) ,

Fie.d (Monopole Antennas s f(

[l
N
W
1
ot
la ]
-
(9]

15 110.0 -20.90 130.0 + Py

29 129 .9 -20.0 129.2 + A

30 108.0 -20.9 28.0 + !
70 129.0 -20.9 129 @ + ey

00 113.0 -20.9 133.9 + _:.-:..-

00 116.0 -20.0 136.0 + RS

.00 196.9 -6.0 112.0 A

.00 98 @ -10.2 108.@ + e

.00 107.0 -6.9 113.0

.00 108.0 -8.@ 116.9 NN
.00 106.9 ~12.9 116.0 Y

.00 110.9 -2.9 112.0 RN
.02 123.9 17.9 86.9 RSN
.00 128.9 27.9 81.0 R
.20 103.0 34.92 69.0 e

.00 192.9 37.9 65.0 e

.20 89.0 38.9 59.0 ®

.00 35.0 23.0 72.0 =¥

b Plane Wave (Conical Antennas) %ﬁ_
Wiy
200 . 00 99.90 12.9 87.0 ]
300 20 112.0 51.9 61.0 Q'& :
400 .00 128.0 52.9 56.90 SN
450 00 195.9 5¢.9 55.@ ]
600.00 105.9 63.0 42.0 RS,
700 00 104.0 42.0 62.0 RANE
300 .00 102.0 32.9 70.0 Sy
1000 20 1e3.e KL 85.@ e
READ

Plane Wave (Horn Antennas) RO

5000 20 112.0 50.@ 60.0 _e
6000 . 20 110.0 53.2 &7 2 N
‘ 7000 .00 112.0 50.0 62.0 faiat
k 8000 . 20 114.0 58 2 56 @ g
; 9000 . 20 199.0 53.9 56 @ s
10000 . 20 104.2 47 @ 57.9 R,

+Exceeded dynamic range of test equipment.
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Figure A9. Shielding effectiveness vs. log of frequency for bronze mesh composite: seam design #2.
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Table All i
PN
. oA
¢ Data for Bronze Mesh Composite: Seam Design #3 ol
) ALUMINUM CCATED SHEETROCK + BRONIE HANOVER MEGH F.;r“‘ .
1 MOUNTING TECHNIQUE WITH EMBOSSED COPPER TAPE Ay
i WOOD STRIP ON INSIDE OF SCREEN: MORE SCREWS ADDED Ry,
! PETER WILLIAMS & KEN TELEZ-REC. KZVIN HEYEN-TRANS. ,
2.24/86 9:30 - 11:30 AN
FREQ(MHz ) REF dB SIGNAL dB SE dB :-._ 3
A'f‘
3 Magnetic Field (12 in. Loops) -:'.-.‘.ﬂ
) .A:'(,'\;,
2.15 381.0 27.0 54.0 Ly
¢ Q.20 8@. 0 21.9 59.9 B
3.30 7.0 11.0 66.0 ®
2 70 73.0 -6 @ 79 @ s
1.00 75.0 -10.0 85.0 Al
N 3.00 71.0 -20.0 91.0 + Ll
10.00 67.9 -20.0 37.2 )
'OJ?...‘
' Electric Field (Monopole Antennas) -I"\“ g%,
3 f‘h ~ :
0.15 113.0 -20.9 130.0 + o
2.20 109.9 -20. 9 129.2 + SN,
. 2.30 108.0 -20. 0 128.0 + N
, 2.7 103.0 -20.0 129.3 + ; )
\ 1.00 113.9 -20.9 133.0 + Ve
! 3.00 116 @ -20.2 136 @ + Ny
! 19.00 106.0 -6.0 112 @
. 15 o¢ 93. 0 -15.@ 113.9 ity
17.00 107.0 ~29.0 127.0 + ®
18.00 108 .0 -20.0 128.0 + Ee
2¢.00 106.9 -29.9 126.2 + Nord
' 25.00 110.0 -20.0 13¢.0 + R
. 50.00 103.@ -20.0 123.0 + NN
200 . 00 128.0 4.0 124.0 S
y 300.00 103.0 5.9 98.0 A
35020 102.9 9.0 93 .0 AN
400 22 89.0 3.0 86.0
500 &0 95 @ 6.0 89.0 3,.\_,.
oain)
3 F.are Wave (Jonizal Antennas) %"_: .
s o)
) 200.00 99.9 1.0 98.0 + ~ !
) 300 .00 112.9 12.0 100.0 e
400.00 108.2 4.0 124.0 A
45300 105.0 4.9 101.0 + )
_ 600 . 00 105.0 22.@ 83.¢ A
. 700.00 104.0 17 @ 87.0 RN
\ 800 .00 102 @ 6.0 96.2 + "":‘C‘r
Y 1000 . &0 183 .2 7.0 96 & + St
, AR
: NN
rFlane Wave (Horn Antennas) r.'-':.*
AT
5309 . I 112.0 48.9 62.0 ®
FOOR O 118 @ 35.0 752 o
~ 1000 @Y 112 0 48 ¢ 66 @ NN,
| 8000 . 20 114 0 43.0 66.9 Ry
9000 . 20 1090 42 2 67.0 A
; 10000 . 20 104.2 45.0 59 0 AN
: R e
+Exceeded dvnamic range of test equipment. o
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APPENDIX B:

ey,

CALCULATION OF THEORETICAL SHIELDING EFFECTIVENESS

The shielding effectiveness (SE) is a figure which describes the performance of a
' shield in reducing electromagnetic energy. Thus, the shielding effectiveness can be
‘ described as a loss in field strength. The shielding effectiveness can be modeled by
several equations,* the first of which is:

SE4g = Agp * Rgp + Bgp - Leakage Effects - Standing Waves [Eq B1]

where A, = the absorption loss, R p = the reflection loss, and Byg - the re-reflection
loss. Each of these terms can be defined by various equations.

The absorption term can be defined in terms of thickness (t) in mils (thousandths of an
inch) and frequency (f) in MHz in english units as:

Agp = 3.338t fMHz “¢ ¢ qB (Eq B2) 7R

mils

) where, u_ and o _ are the permeability and the conductivity of the shield material
relative fo copper.

The reflection loss relations are predicated upon an impedance mismatch at the metal-
barrier interfaces. The reflection term can be defined as:

Ryp = 20 logyq [(1 + K) 2/ 4K] 45 [Eq B3]

Where K is defined as the ratio of the wave impedance to the metal-barrier impedance:

R
r":- .
=% nrfeoVZ nf u/o for high impedance (magnetic fields) (Eq B4] ::"",\__
"
o
= rv2 "fouo/“r for low impedance (electric) fields [Eq B5] . L N
512'-22:.:
=1/V2nfue/o_ for plane waves [Eq B6] ij-’:-:':-
ro 2
.-,:.'_:.-
A
The re-reflection term can be described in terms of the wave and metal-barrier i q
impedance: e
Byg = 20 log g {1 -I(K - D/(K + 1)]* x :'.:;E 8
- . o
1079-1A4B (cos 0.23A4p - sin 0.23A 4p)} [Eq B7] .‘:w

where Ap is defined in Equation B2.

“Donald R. J. White, A Handbook on Electromagnetic Shielding Materials and Perform-
ance (Don White Consultants, Inc., 1980) pp 1.14-1.35
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A BASIC program incorporating these equations was written to calculate the

:!
A theoretical shielding effectiveness. (A printout of this program is included below.)
¥
K
Leakage effects may be due to one or more of the following situations which exist
;; in any real life shield: seams, doors, cover plates, vents, holes, apertures, and non-
iy homogeneous materials.
b
L}
& Loses due to standing waves involve resonance effects at higher frequencies where
K the enclosures act as microwave cavities. This results in areas within a shielded
enclosure which exhibit poorer p.rformance (lower shielding effectiveness).
" -)H# A
i SWhite, p 1.35. e
@ Swhite, p 1.36. s
:.x. -').‘
¥ k]
- 10 REM This program calculates theoretical shielding .
N 20 REM effectiveness. hoNS|
‘ 30 REM gty
p 40 REM Written by Pete Williams March 1984 e
: 50 REM P!
‘ 60 REM Modified by Mike McInerney May 1984 o
R 70 REM ’ '
| 80 REM N
LA 30 REM
L, 100 CLS )¢
n 110 DIM AB(23),RE(23),RR(23),SH(23).F(23),K(23)
% 120 DATA .025,.050,.1560,.200,.500,1.00,2.00,5.00,10.00,18.00
130 DATA 25.00,50.00,100.00,250.00,300.00,400.00,500.00
140 DATA 1000.00,2000.00,5000.00,1000G.00
&3 150 PRINT "WHAT TYPE OF FIELD"
! 160 PRINT "TYPE HIGH FOR HIGH IMPEDANCE FIELD"
. 170 PRINT "TYPE LOW FOR LOW IMPEDANCE FIELD"
r 180 PRINT "TYPE PLANE FOR PLANE WAVE"

130 PRINT: INPUT E$

200 IF (ASC(E$)=72) OR (ASC{(E$)=104) THEN 240
210 IF (ASC(E$)=76) OR (ASC(E$)=108) THEN 240
220 IF (ASC(E$)=80) OR (ASC(E$)=112) THEN 240

< 230 GOTO 150
. 240 P=3.1415927#
- 250 N=1.257E-06
R 260 PRINT “INPUT PERMEABILITY OF METAL"
270 INPUT U
e 280 PRINT "INPUT RELATIVE PERMEABILITY OF METAL" -9
: 290 INPUT Y N
! 300 PRINT “INPUT CONDUCTIVITY OF METAL" N
: 310 INPUT C rel
- 320 PRINT "INPUT CONDUCTIVITY RELATIVE TO COPPER" RN
W 330 INPUT G G
340 E=8.854E-12 .
350 D= 3048 ®
" 360 CC:=5.BE+07 A
: 370 PRINT “INPUT PERMITIVITY OF METAL" Ny
. 380 INPUT EE 2
X 390 PRINT " INPUT RELATIVE PERMITIVITY OF METAL" :
o 400 INPUT ER LY
410 CLS:PRINT ~“INPUT METAL THICKNESS IN INCHES" °
; 420 INPUT T il
. 430 PRINT "INPUT TYPE OF METAL" N
: 440 INPUT Ms N
‘ )
; *N "
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TN LWL NUN

450

470
480
490
500
510
520
530
540
550
560
570
580
590
600

610

< 0ot aat €A% a® a® he® 12" Sa¥, 02" ® gue o0 fab _gat a® 02 Ja? “pup ¥ (R o o 3.08° )
U o W N " ! I a0° et Bav o ) h gt

PRINT: PRINT :PRINT “"Calculating Shielding Effectiveness.”
RESTORE:FOR I=1 TO 21:READ F(I)

IF (ASC(E$)=80) OR (ASC(E$)=112) THEN 510

IF (ASC(E$)=72) OR (ASC(E$)=104) THEN 500
K=D*SQR(2*xPxF(I)*1000000!*C%xN/Y):GOTO 520

K=1/(2%Px_ 3048%F(I)%*1000000!'*E*xSQR(2xPxF(I)*x1000000!*U/C)):GOTO 520
K=1/SQR(2*PxF(I)%*1000000!*Y*E/C)

Z=(1+K)"2/(4%K)

RE(I)=20%(LOG(Z)/L0OG(10))

AB(I)=3.338%xTxSQR(F(I)*x1000000!*Y*G)

A
'y
LT CA

?. A3

X=((K-1)/(K+1))"2%10°(-.1*AB(I)):K(I)=K
W= (1-X*COS(.23%AB(I)))"2 RN
V= (X*SIN(.23%AB(1)))"2 P
S=SQR(W+V) TRIN
RR(I)=20%(LOG(S)/LOG(10)) oo
SH(I)=RE(I)+AB(I)+RR(I) sy
NEXT I e
CLS 4
IF (ASC(E$)=72) OR (ASC(E$)=104) THEN 660 A
IF (ASC(E$)=80) OR (ASC(E$)=112) THEN 670 o
LPRINT” “,"LOW IMPEDANCE FIELD":LPRINT " o e
(LOOP TEST)":GOTO 680 s
LPRINT" *,"HIGH IMPEDANCE FIELD":LPRINT " S

“,”  (DIPOLE TEST)":GOTO 680 °
LPRINT" ", "PLANE WAVE FIELD":LPRINT " TR

(HORN TEST)" bR
LPRINT: LPRINT" ";T¥1000;" MILS OF ";M$:LPRINT race
LPRINT" CONDUCTIVITY=",C,"  RELATIVE CONDUCTIVITY=",G 'ﬁ*hF
LPRINT: LPRINT" PERMITIVITY=",EE,”  RELATIVE PERMITIVITY=",ER e
LPRINT: LPRINT" PERMEABILITY=",U,”  RELATIVE PERMEABILITY=",Y LN
LPRINT
LPRINT" FREQUENCY";" ABSORPTION"; " REFLECTION"; ” REREFLECTION
SHIELDING"
LPRINT"  (MHZ) ;" (daB) ;" (dB) ;" (dB)
(dB) "
LPRINT" - =-= == === === =oommmmmooom oo = m e mm e mm oo
———————————————— LPRINT

FOR J=1 TO 21
LPRINT USING "##sass. suss IR
LPRINT USING “#### . suts ";AB(J);RE(J);RR(J);SH(J)
NEXT J

. -’l’l ",

s Y
v " ',f.‘i' O l‘.,a'.“n: " ‘\'.‘::" o |‘.'o'. W

LPRINT CHR$(12)
PRINT: PRINT“WANT TO DO MORE CALCULATIONS FOR A NEW THICKNESS"

INPUT Y$
IF (ASC(Y$)=89) OR (ASC(Y$)=121) THEN 410
IF (ASC(Y$)<>78) AND (ASC(Y$)<>110) THEN 810
PRINT "WANT TO DO CALCULATIONS FOR A DIFFERENT METAL" Q? \
INPUT D$ r\iarg
IF (ASC(D$)=89) OR (ASC(D$)=121) THEN 150 ?;.;(
IF (ASC(D$)<>78) AND (ASC(D$)<>110) THEN 850 o
PRINT"WANT TO DO CALCULATIONS FOR A DIFFERENT WAVE BUT SAME MATERIAL?" ."
INPUT N$ AR
IF (ASC(N$)=78) OR (ASC(N3$)=110) THEN 980 4\‘:¢
IF (ASC(N$)<>89) AND (ASC(N$)<>121) THEN 890 jvh{
PRINT "INPUT NEW TYPE OF FIELD" ;3?w
FRINT "TYPE HIGH FOR HIGH IMPEDANCE FIELD" ?\;:j
PRINT "TYPE LOW FOR LOW IMPEDANCE FIELD" U
PRINT "TYPE PLANE FOR PLANE WAVE" Ps
INPUT E$:RESTORE:GOTO 460 RO
END \ '
EE:\.
)
!
R
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APPENDIX C:

SYMBOLS AND ABBREVIATIONS

dB

r
f
t
M
Hz
KHz
MHz

GHz
SE

;:;:::‘n“" 3

\)
u"?o“.‘

v Sy Wy _“ ~4‘
4

IO '
:k':'c?-'é.'c'.:"ﬁ':‘:\.- LG :.'.:"- [} .:".o"

decibels

source to shield distance

frequency

thickness

meters

hertz or cycles per second

kilohertz or thousands of hertz

megahertz or millions of hertz

gigahertz or billions of hertz

shielding effectiveness

reference power level

signal level

voltage without panel

voltage with panel

power without panel

power with panel

permittivity of free space and copper
thousandths of an inch

monopole antennas

permeability of shielding material = HoM,
conductivity of shielding material in mhos/m
absolute permeability of air = 4 x 1077 henrys/m
permeability shield material relative to air or copper
conductivity of shield material relative to copper
3.14159

absorption loss

reflection loss

re-reflection loss
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