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AIR WAR COLLEGE RESEARCH REPORT ABSTRACT

TITLE: Electronic Warfare in Vietnam: Did We Learn Our,

Lessons?

AUTHOR ohn R. Dickson, Colonel, USA

The air war over, North Vietnam is reviewed with

emphasis on the electronic warfare (EW) aspects of the air

campaign. The North Vietnamese air defense system is

described along with the electronic countermeasures (ECM)

used by American aircrews to neutralize these weapons. An

analysis of the EW operations reveals that the U.S. did not

provide adequate electronic protection for its aircraft, did

not have adequate EW doctrine and tactics, and did not train

their commanders, staff officers and aircrews to use EW as a

combat multiplier. To determine whether these deficiencies

have been corrected, the opinions and perceptions of 3

former- commanders and operations officers of flying unit3

were surveyed. The results of this survey reveal that the

U.S. has not provided complete ECM protection for, its combat

aircraft. Most flying units have an extensive set of EW

tactics, which they practice often. Crews are adequately

trained in the principles of EW but most commanders feel they

need a realistic threat simulator' for routine training and

evaluation of tactics.
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CHAPTER I

I NTRODUCT ION

The air war in Southeast Asia (SEA) presented the

first opportunity for American forces to conduct modern

electronic combat (EC). Although the enemy in Vietnam did

not present a credible electronic threat to our ground and

naval forces, the North Vietnamese air defense forces used

radars, guided missiles and radar-assisted, ground-

controlled interceptors to attack and frustrate out fighters

and bombers operating north of the Demilitarized Zone (DMZ).

Not prepared for, this electronic threat, our Air Force, Navy

and Marine pilots soon found themselves in the fast-moving,

deadly environment that electronic weapons bring to war.

Though relatively unsophisticated, the electronic systems

used by North Vietnam took their, toll. The U.S. Air Force,

after a thorough analysis of the Vietnam experience,

Concluded that:

The North Vietnam defense system

(antiaircraft guns, surface-to-air missiles, and
high performance interceptors- all radar supported)
was never suppressed to the degree necessary for
complete freedom of operation. (1:37)

Only the best technical ingenuity and battlefield innovation

allowed our fliers to accomplish their mission without

crippling losses.

Future wars will present a more sophisticated

electronic threat and will not permit our azrcrews an
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opportunity after hostilities begin to develop. equipment and

tactics to meet the threat. Our electronic warfare (EW)

capability must be ready from the start.

The valuable EW lessons learned in the air over

North Vietiam have never been consolidated and analyzed in

their full historical context. Most of these lessons were

reported in various classified and unclassified after-action

reports and personal accounts of the war. The Air University

CORONA HARVEST reporting series contains many of these

lessons. Because some of these reports were recently

declassified, we now have an excellent opportunity to produce

an unclassified analysis of our EW experience in Vietnam that

can receive widest distribution to the leaders and planners

of all four ser-vices.

Pu rpose

The purpose of this research is to determine whether

the U.S. armed forces have corrected the EW deficiencies

identified in the Vietnam War. The research will attempt to

answer the following questions:

a. What electronic warfare lessons were learned in

Vietnam'? What key deficiencies in EW equipment, tactics and

doctrine were identified?

b. What has been done by the services to correct

these deficiencies?

C. What still needs to be done to ensure that the

U.S. can conduct effective EW in any future conflict'?



Methodologyq

A search of historical documents and publications

available at the Air War College and at the Headquarters,

USAF Electronic Security Command (ESC), the Air Force

Electronic Warfare Center (AFEWC), and the Joint Electronic

Warfare Center (JEWC) was performed to document the EW

lessons reported from SEA. Telephonic inquiries to military

historical offices in the Washington, D.C., area were made to

ensure that historical lessons from all sources were included

in the study.

To deteo-mine if EW deficiencies have been corrected,

a survey was performed to identify perceptions and opinions

of thirty-three senior, officers at the Air War College on the

current status of our EW capability. Sampled officers all

had operational experience in the last four years, serving as

commanders or operations officers of Army, Navy, Marine Corps

and Air Force flying units. They included tactical fighter

and reconaissance squadrons, strategic bomber squadrons and

attack helicopter units. A sample of the questionaire used

in the survey is at APPENDIX A. Objective responses were

compiled and compared to determine whether a clear consensus

existed on any of the issues. Respondent's comments were

also compiled to explain their, objective response, identify

any subjective consensus that may exist, and identify ideas

+or f.Iture EW development. Some respondents were personally

interviewed to clarify and amplify their, response and to



discuss classified aspects of their response.

This study is not a detailed, technical analysis of

the electronic war in Vietnam or our EW capability today.

Instead, it is an analysis of history and opinions to be

used by the non-technical readers - the leaders, senior

planners and pilots who need to know the lessons of history

and the perceptions of some of our flyin9 leaders today. To

accomplish this, many classified references were deliberately

omitted from the study. Most of these classified documents

discuss specific technical aspects of EW that would add

little to the content of the study and limit its distribution

and use.
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CHAPTER II

AIR OPERATIONS AND AIR DEFENSE IN SOUTHEAST ASIA

To understand how the air war in SEA has impacted on

the development of EW capabilities in the past decade, it is

necessary to review the air campaign over North Vietnam, the

air defense threat presented by the North Vietnamese, and the

EW tactics and hardware used by the U.S. pilots to counter

that threat. It is not within the scope of this study to

provide an extensive and detailed history of the air war in

North Vietnam. Instead, the major aspects of the war that

created the EW lessons of SEA will be presented. For a more

extensive study of the air- campaign over North Vietnam, the

reader is referred to numerous personal and official

histories of the war. General Momyers synopsis of the air

war in Southeast Asia is an excellent source. (2) The C&ONA

HARVEST reports on file with the Albert F. Simpson Historical

Research Center provide specific, technical details of all

aspects of the air operation and summaries of numerous of

personal experiences in SEA.

The Air, Campaign

The American air war over North Vietnam lasted over

seven years but can hardly be described as a continuous and

concentrated bombing campaign to bring the North Vietnamese

to their knees. Instead, the air war, evolved into a series

(0f short, intensive campaigns, lastinq less than a few days

IC.
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to several months and each carefully contrived to accomplish

important military and political goals while avoiding equally

important political hazards perceived by the American

leader-ship.

Taken in total, the U. S. air effort was impressive.

From the first raids in August, 1964, until the release of

our prisoners of war in 1973, the United States -flew over

300,000 sorties and dropped over 900,000) tons of ordnance on

North Vietnam. (3:267-283; 4:99) Compared with the 2 million

-tons of air ordnance dropped by our aircraft in Korea, the

American effort against North Vietnam appears to be

Substantial, considering the small size of North Vietnam and

the unconventional nature of the ground war. American losses

depict a major and costly effort. More than 900 US aircraft

were destroyed by North Vietnamese gunners, missiles and

interceptors. (3:9,283) Nearly 300 American airmen were lost

and another 500 captured after ejecting over enemy

territory. *

ROLLING THUNDER: 1965-1968

The air war over North Vietnam consisted of at least

62 different operations, each with its own specific mission

and operational restrictions. In the early campaigns, the

* The general figures cited here are from the Cornell
University study on bombing effectiveness, supplemented with
official U.S. Air Force estimates for later air campaigns.
(3:267-284; 4:167; 4:171)
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restrictions were progressively relaxed to create what

President Jchnson called a "slowly ascendin9 tempo" of

military action. (6:4) In several instances, the air

operations were stopped completely in recognition of holiday

periods or to encourage the North Vietnamese to resume peace

negotiations. These bombing halts, while lastin9 no more

than a month, gave the North Vietnamese much needed

opportunities to rebuild, resupply and improve their air-

defense system. Each time our fliers returned, they found

the opposition more formiJible. (3:39-43; 4:98-99)

The severe constraints placed on our pilots

attacking North Vietnam made them extremely vulnerable to the

North Vietnamese defenses and ma9nified the importance of

protective ECM and deception. The early ROLLING THUNDER

attacks were carefully controlled from Washington, often

preventinEq the attackers from operating in large portions of

North Vietnam. Initially, raids were restricted to tarqets

south of the 18th or 20th parallel. Later, when the air war

went further north, a 30-mile radius around Hanoi and a

10-mile circle around Haiphong, along with a 30-mile buffer

along the Chinese border, were observed. The North Vietnamese

were quick to recognize these "safe areas" and place their

surface-to-air missiles (SAM) and ground-controlled-intercept

(GCI) centers within them. (7:151)

The stron9 imperative to avoid collateral damage

demanded attacks against small, "point-type" tar-gets such as

7



barracks, bridges and supply depots. Such small targets

forced the attackers to expose themselves longer to enemy

defenses to ensure that the targets were destroyed. These

restrictions, along with centralized control, the

"gradualism" of the U.S. strategy, and the restrictive

terrain and weather in North Vietnam, gave the the Vietnamese

a distinct defensive advantage. U.S. airmen found themselves

repeatedly attacking the same targets using tactics that were

stereotyped and easily exploited by the enemy. (7:151-152)

On 1 November, 1968, President Johnson stopped all

bombing of North Vietnam in an effort to induce the North

Vietnamese to seriously pursue a peaceful settlement of the

conflict. The next four years were relatively quiet in the

north, interrupted only by "protective reaction" strikes by

the U.S. In February and May of 1970, particularly large

strikes were flown against SAM sites, anti-aircraft artillery

(AAA) positions and military logistics facilities in the

north. During this lull, the North Vietnamese added to its

MIG-21 inventory and improved its air defense units and

procedures. (4:89,92)

LINEBACKER I and I: 1972

On 8 May, 1972, President Nixon responded to a North

Vietnamese ground offensive in the south by resuming

full-scale bombing attacks against key targets around Hanoi

and Haiphong, supplemented by a naval blockade and mining of

Haiphong and other ports. When negotiations with the North
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Vietnamese showed some promise, President Nixon halted all

attacks north of the 20th parallel. However, after several

weeks of diplomatic frustration, on 18 December the president

ordered the initiation of an intensive, 11-day bombing

campaign that, for the first time, included massive night

bombing around Hanoi and Haiphong by 8-52's. This campaign,

that was to be the last of the war, involved almost every

available aircraft in the U.S. inventory. (4:95-99) Using

laser-guided bombs and radar bombing techniques, the

continuous pressure destroyed a major part of North Vietnam's

industrial and transportation capability and virtually

destroyed their extensive air defense system. (23:239-24(:))

When the North Vietnamese agreed to negotiate, the U. S.

restricted bombing to targets below the 20 parallel. They

ceased all offensive operations against North Vietnam on 15

January 1973. (4:99)

North Vietnamese Air Defense _System

The North Vietnamese air defense system that

American airmen faced between 1965 and 1972 has been

described by various authors as "imposing" and "one of the

most formidible air defense systems ever developed." (7:205;

4:74) Others have given these defenses the ultimate

technical compliment calling it a "fully integrated" system.

(8:236) To the credit of those flyers who daily braved the

North Vietnamese flak, missiles and interceptors, the air

defense system they saw was indeed impressive. However, a
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detailed and objective analysis of the defenses through the

war years suggests that, while it was vast and

well-coot-dinated, it was far from modern and sophisticated,

even in the context of the 1960s and '70s.

When the bombing began, the North Vietnamese

defenses consisted of what one Air Force historian called an

"unorganized array of radars and approximately 1,000 AAA

guns." (9:56) Within a year, the North Vietnamese doubled

their AAA force, acquired more radar-controlled guns,

developed a country-wide GCI system with various surveillance

radars, and fielded a significant number of the radar-guided

SA-2 missiles. (4:74)

Anti Aircraft Artlillery (AAA)

A vast array of AAA and automatic weapons (AW)

formed the foundation of the North Vietnamese air defense

system. Ranging from radar-controlled 100mm guns to the

shoulder-fired AK-47, these weapons formed a protective

blanket that covered almost the entire country and posed the

most serious threat to U.S. aircraft over North Vietnam. By

1968 there were about 6000 dedicated AAA weapons of all

caliber in North Vietnam. Half of these were concentrated in

the area around Hanoi and Haiphong, and to the northwest of

Hanoi. At the peak of our air operations, the larger

radar-contr olled AAA weapons were fully coordinated with SAMs

and interceptors to improve their effectiveness. (9:56)

Although American efforts to reduce the SAM and interceptor

10
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threat were showing significant returns by early 1968, the

AAA threat continued to grow and improve so that it could

claim credit for 8% of all friendly aircraft downed by then.

(9:6) This performance is particularly impressive when one

notes that all these AAA weapons used technology that emerged

during or, just after World War II. The 57mm gun, S-60, was

introduced into the Soviet Inventory in 1950. The FIRECAN

radar that guided the 57mm, 85mm and 100mm gun batteries was

a Soviet copy of a radar built by Westinghouse in the 1940's

using very unsophisticated electronic concepts and

components. (10:471) Statistics to demonstrate the relative

effectiveness of this radar-controlled AAA are hard to find.

One study reported that radar-controlled AAA guns accounted

for 14% of all aircraft losses in the last three months of

1967. (9:75)

The Soviet Union introduced the deadly ZSU 23-4 to

their inventory in 1965. Had the North Vietnamese acquired

this sytem, with its high rate of fire and relatively modern

GUN DISH radar, before the war- in SEA ended, our- pilots

would have faced a greater AAA challenge. (11:5.93)

Surface-to-Air Missiles(SAM)

The North Vietnamese SAM capability received

extensive and perhaps undeserved attention by those who

watched the air war in Southeast Asia. Through the war

years, SAMS accounted for less than 10% of all U.S. aircraft

losses. But, because we were not prepared to fight against

11



this weapon system, the SAM "became a major factor in shaping

tactics and equipment requirements" for the USAF. (9:25)

The mainstay of the North Vietnamese SAM force, the

Soviet-made SA-2 GUIDELINE, was first introduced into their

defenses around Hanoi in early 1965. On 23 July 1965, an

American F-4C was the first U.S. aircraft to fall victim to

the SA-2. By early 1966, the North Vietnamese had at least

56 SAM sites and were working hard to integrate these radar

controlled missiles into their array of AAA guns and

fighter-interceptors. (4:74) By 1967 there were about 200

SAM sites in North Vietnam, each with 4 to 6 launchers. The

heaviest concentrations were around Hanoi, where in 1972

there were as many as 100 missile-ready launchers to meet the

Christmas offensive that year. (2:123-124) More than 1,000

SA-2s were launched during that 11-day campaign, depleting

the North Vietnamese supply of missiles. (4:167)

The SA-2 and its associated radars were far from

state-of-the-art for 1968. Introduced into the Soviet Army

in 1959, the SA-2 was already being replaced in the Soviet

Army by more sophisticated SAM systems with greater range,

altitude and tactical mobility along with advanced guidance

systems and electronic counter-counter measures(ECCM). Table

1 shows the seven Soviet SAM systems that were fully

operational in the Soviet air defense system and had been, in

some cases, provided to client states by 1972 when the last

12



TABLE 1

SOVIET SAM SYSTEMS

OPERATIONAL BEFORE 1972

System Year Guidance Ran9e Max Alt Mobility
Introduced (Km) (ft)

SA-2 1959 Radar 35-50 28:: Semi-
Command Trailer

SA-3 1961 Radar 25 25K Fixed
Command (1)

SA-4 1967 Radar 80-100 25K Track
Command (2) Mounted

SA-5 1967 Radar 300 29K Track
Command (2) Mounted

SA-6 1970 Radar semi 24 12K Track
active Moun ted

SA-7 1969 IR Passive 3.6 3.5K Shoulder
Homing Fired

SA-9 1968 IR Passive 6 5K Amphib
Homing Scout Car

(1) Possible IR terminal homing.

(2) Possible terminal homin9.

Table compiled from Jane's Weapons Systems(10:97-101) and
U.S. Army FM 100-2-3 (11:5.93-5.103).

13



U.S. air strikes were flown in Southeast Asia. (1I:5.95J

In April, 1972, the enemy introduced the only

modern, 9round-based air defense weapon, the SA-7 GRAIL, that

American fliers would see in Southeast Asia. (8:141-142)

This shoulder-fired, infrared-homing missile had appeared in

the Soviet inventory only three years earlier and for the

remainder of the war it was a valid threat to any low-flyin9

aircraft. Because it was a portable weapon that passively

homed on an aircraft's hot engines, it was virtually

impossible to detect until it was launched. The North

Vietnamese used this weapon to great advantage below the DMZ

against slow-movin9 helicopters, fat-ward air control

-~ aircraft, and the "trail-busting" AC-130 gunships. The SA-7

played a major, role during the Communist Spring offensive of

1972, especially in the battle of An Loc. (12:251,242-243)

While the SA-7 may have been deployed as a short range

supplement to their SA-2 and AAA coverage, there is no

indication that the North Vietnamese ever fired this missile

at U.S. aircraft over North Vietnam.

The U.S. was fortunate that the North Vietnamese

did not r'eceive other modern SAM systems from the Soviets.

Had they acquired the SA-4 or SA-5, with their 9reat range

and improved tracking, the SA-6 with its mobility and

Improved 9uidance system, or the SA-9 with its passive

infatred track:in9 and excellent mobility, the North

Vietnamese could have presented a much 9reater air defense

14
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threat to our strike aircraft. Clearly, the SAM kill-rate

would have been 9reater.

Air, Defense Radars.

The radars associated with the North Vietnamese air

defense system were equally outdated and unsophisticated.

Table 2 shows the radars known to be in the North Vietnamese

inventory by 1972. To compensate for their lack of quality.

the North Vietnamese deployed many radars in overlapping

coverage. Their early warnin9 and GCI radars formed a

comprehensive network that could detect the approach of

aircraft over all of western and southwestern Laos and the

Gulf of Tonkin. (2:321) The North Vietnamese radars suffered

from their inability to counter jamming and electronic

deception. Yet, the broad diversity of these radars, with

operating frequencies that extended from 70mhz to

.200mhz, presented a complicated electronic countermeasures

(ECM) tat-get that troubled U.S. forces in the early stages of

the air war. (9:66)

Air Defense Interceptors

Air-to-air combat over Vietnam never matched the

intensity or magnitude our pilots experienced 15 years

earlier in Korea. Our Saberiet pilots in Korea lear-ned

quickly that the North Korean and Chinese MIGs could be

expected to attack in formations as large as 30 to 4(

aircraft. The resultlng encounters became classic

15



TABLE 2

NORTH VIETNAMESE AIR DEFENSE RADARS

System Frequency Approx. First Seen Purpose

Band Range(km) In USSR

EARLY WARNING/GROUND-CONTROLLED- INTERCEPT

BARLOCK E/F 300 mid 60's Surveillance

i::.NIFE REST A A 90 early 60's Surveillance

KNIFE REST B/C A 90 early 60's Surveillance

SIDE NET E/F 180 early 60's Height Finder

SPOON REST A A 275 late 50's Surveillance

AAA FIRE CONTROL

FIRECAN E 80(1) early 50's Associated wi
35(2) 57mm,85mm and

100mm Guns.

WHIFF E/F 80 1950's Same as Above.

35

SAM FIRE CONTROL

FANSONG B E/F 60- late 50's Detection and
120 guidance for

SA-2.

FANSONG E G 7o- (3) Same as Above
145

FANSONG F G 70- (3) Same as above.
145 Possible opti-

cal tracker.

(1) Acquisition Range.
(2) Tracking Range.
(3) Data classified.

Table compiled from Jane's Weapons Systems(10.469-476) and
U.S. Army FM 100-2-3 (11:5.104).
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dogfights that demanded the best performance by both pilot

and aircraft to survive. (2:141)

Thouqh their presence was more than a nuisance, the

North Vietnamese intercepters never were capable of a serious

challenqe to American air superiority. From the first

air-to-air engagement, when several MIG-17's attacked a Navy

strike force near- Thanh Hoa on 3 April 1965, the North

Vietnamese always operated in small formations under strict

GCI control. ihouqh the North Vietnamese fleet of fighter

aircraft was small and relatively old, it took: full advantage

of the fact that the Americans would not put-sue into China

and often would not attack airfields in North Vietnam.

(i3:46; 1:3-6)

Table 3 compares the performance of North Vietnamese

air-craft and selected U.S. fighter/bombers they faced.

E:cept for the MIG-21 's, the North Vietnamese inventory was

no match for their American adversary. MIG-15/172s were too

-low to be a significant factor, though they were useful at

low altitude where their guns and agility were an advantage.

The MIG-i9's, which appeared after the bombinq halt in 1968,

had improved armament and speed, but were no match in a

dcqfight. The IL-28, a subsonic and obsolete bomber, never

played a role in the air war. (2:138-139)

Only the MIG-21 compared favorably with its American

r(.es. Its ability to accelerate and maneuver at various

1 7



TABLE 3

COMPARISON OF NORTH VIETNAMESE AND U.S.AIRCRAFT

Aircraft Max Speed Combat Year- Armament
Hi Alt Sea Level Radius (1)

(Knots) (NM)

NORTH VIETNAMESE FIGHTERS

MIG 15/17 618 578 378 1952 2-23mm cannon
1-37mm cannon

MIG-19 784 N/A 462 1955 3-30mm cannon
2-ATOLL AAM

MIG-21 1203 593 220 1958 2-23mm cannon
2-ATOLL AAM
(2) (3)

U.S. AIRCRAFT

F-105D 1390 855 900 1961 1-20mm gun

F-4E 1500 1464 367 1967 1-20mm gun
4-AIM-7E AAM

A-6E 1006 684 540 1970 No Air- to Air
weapons.

A-7E 904 698 700 1970 1-20mm gun

(1) Year- introduced into Soviet inventory.
(2) After May, 1972: 1-23mm Cannon and 4-ATOLL AAM.
(3) May have had SPIN SCAN-A search/track radar.

Table compiled from multiple sources (14,15,16,17,18).
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aItit udes and air, speeds made it the aircraft our pilots

feared most. (2:138-139) North Vietnamese pilots enjoyed

the advantage that a dedicated intet-cepter aircraft bt-ings.

Because their mission was air defense of North Vietnam, the

MIG's could patrol "clean" of any external ordnance or fuel

tanks. But, because the U.S. airct-aft usually were armed for

bombinq missions and needed heavy external fuel tanks to

reach their targets, they were vulnerable if caught by

sLurprise and could be -endered ineffective as bomber's when

they jettisoned their- ordnance to defend themselves. The

F-105 was particularly vulnerable if forced to maneuver at

relatively low speeds. (6:234)

The clear advantage provided to North Vietnam by the

vatIOLIs bombing halts is shown in Figure 1. The five-fold

incease in MIG-21s, the introduction of the MIG-19, and the

eiqht-fold increase in total inventor-y durin_ the bombinq

halt from 1968 to 1972 are particularly dramatic. Th-oughout

the war the North Vietnamese repeatedly demonstr-ated their-

ability to re-equip, ret-ain and develope new tactics during

these quiet periods and after- they suffer'ed heavy losses.

(2: 141)

From the EW viewpoint, the most important aspect of

the ai--to-air battle was the heavy North Vietnamese reliance

c'I a rIq1d but effective GCI system. The literature r-eveals

n(- evidence Ihat the Nor-th Vietnamese interceptor-s ever, used

atrbo r ne radars to detect and attack our" forces. Instead.
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Figure 1. North Vietnamese Combat Aircraft Inventory:

1964-1972. (2:143)

the network of ground-based surveillance and height-finding

radars described earlier were linked to GCI operators who

showed much talent and ingenuity at the start of the war and

who grew in skill through the war years. By war's end, these

GCI operators were able to take full advantage of their radar

system, the extensive SAM and AAA defenses, and stereotyped

U.S. tactics to pick exactly the right moment to strike. As

we will see below, this GCI system became an important tarqet

for U.S. electronic countermeasures. (6:231 2:143-144)

The AA2 ATOLL infrared homing missile was the only

known ait-to-air missile used by the North Vietnamese. This
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heat seeking missile, which closely resembles the American

AIM-9B SIDEWINDER, was first used by the North Vietnamese in

late 1966. Not surprisingly, the addition of this capabil.tv

brought a trend toward increased aggressiveness on the part

of North Vietnamese pilots. Using high-speed tactics and

working in with MIG-17's, the North Vietnamese forced

American airmen to revise their tactics and increase reliance

on fighter escorts for their fighter/bombers. (2: 144)

Although the MIG-21 also can be armed with a radar guided

"idvanced ATOLL"., there is no indication that these missiles

were provided by the Soviet Union for use in the war.

(16: 235)
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CHAPTER III

ELECTRONIC WARFARE OPERATIONS

The EW challenge of the Vietnam war caught the

United States unprepared, ill-equipped and untrained for this

aspect of air, combat. EW was not a new phenomena. The

histories of air combat in World War II describe numerous

successful attempts to neutralize enemy radars and

communications systems. In Europe, bombers were especially

successful in counterin9 German GCI and AAA radars with

airborne jammin9 and chaff. (2:125)

The bomber force clearly benefitted from this

experience. In the decade prior to 1965, SAC had pursued a

program of development and acquisition to ensure that its

bomber force could penetrate and survive the Soviet SAM

system. The Soviet SA-2 was first detected in 1959 and by

1962 the U.S. had developed a bomber self-protection pack:age

to counter this missile and its radars. (9:72)

The fi9hter- force was never overly concerned with

EW. They were not seriously threatened by enemy electronic

systems in Germany or Korea, and they were confident that

small size and agility provided all the protection they

needed. Thus, as the North Vietnamese air defense structure

qrew rapidly in the early war years, the fighters found

themselves "scrambling" to stay competitive in an electronic

air, war.
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The Early War Years

The only factor, that prevented disaster- for the

American fighter/bombers in the early months of the war was

the relatively small and primitive air- defense system the

North Vietnamese possessed when the bombing began.

Radar'Homing and Warninq (RHAW) Equipment

While the North Vietnamese modernized their, air

defense force, the U.S. fighter/bombers found ways to operate

without an effective self-protection ECM package. As the SAM

capability r'ew, pilots learned to rely on their RHAW gear

for warning of SAM radar activation and launch of the

missile. The RHAW gear also provided them a general idea of

the direction of attack and the range to the missile so that

they could take evasive action. (2:127-128) This equipment

proved so effective that on 16 August 1965, the Air- Force s

'., Air, Division submitted an urgent request to increase the

availability of RHAW gear and improve its performance.

(.: 74)

As the density of threat radars increased, the

reliability oF the RHAW gear decreased. The great number of

S1AM and AAA radars, usually in defensive concentrations,

tended to saturate the equipment. By December. 1966, the

rwmmander, Seventh Air Force urgently asked Systems Command

for help:
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We need new RHAW equipment. The ambiguity of
present equipment has reduced their effectiveness

significantly. With the number of SAMs being fired,....
the pilot needs to know which specific SAM is a direct
threat to him. With current information, he has so many

lights, it is impossible to do anything but wait and see

what developes. (9:61)

There is no indication in the literature that the problem was

corrected before 1973, although pilots continued to rely on

their RHAW gear throughout the war.

Dedicated ECM Aircraft

While the enemy SAM and AAA threat was still

maturing, the Air Force and the Navy relied on a dedicated

ECM aircraft to jam enemy radars and GCI communications.

The Air Force used the EB-6bC as a penetrating, escort jammer

that accompanied strike aircraft during early attacks. This

technique proved very successful and more than compensated

for the lack of sufficient RHAW gear or on-board jammers for

the fighters. Unfortunately, the EB-66 did not have the

speed, agility, or EW self-protection it needed to survive in

dense SAM or MIG environment. By August 1965, it was forced

to withdraw from the target area to serve as a stand-off

jammer. (9:63)

In October, 1965, an improved ECM aircraft, the

EB-66B BROWN CANDLE, joined the EW force. Because the

B-model was capable of neutralizing all threat radars in the

North Vietnamese inventory, it resumed escort jamming

misisions while the C-model monitored the effects of jamminq
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and served as a gap-filler, from its stand-off location, lhe

C-model also provided valuable SAM launch warnings and ELINT

collection to support the EW campaiqn.

With the steady 9rowth of the MIG and SAM threat,

Air Force planners attempted to strike a balance between the

EB-66's vulnerability and its great value to the strikinq

+orce. By 1967, EB-66s entered the hiqh-threat areas only on

rare missions, and then with extensive SAM suppression

aircraft and a protective escort, or MIGCAP. The results

were worthwhile. One particular raid on 15 November, 1967,

demonstrated that "... the proper orbit orientation, coupled

w i th the opportunity to get close to the terminal threat, had

an effect on the defensive system of a magnitude unacceptable

to the enemy. " (9:63)

The Marine Cot-ps deployed an improved penetrating

Ec.ti aircraft, the EA-6A. to Da Nang in 1965. During the

first months of the war, the agin9 EA-3B Skywariors and

F- 1(B Skykniqhts had been the only dedicated ECM aircraft

a,,ailable to support fleet air operations. The EA-bA was a

-Tfoditicatiorn of the capable A-6 Intruder that had entered the

vIar as a +iqhter/bomber earlier that year. Few details about

EA-6A operations are available in the unclassified

.1 ter"at re. With its superior speed and aqility, the EA-.-bA

w, vu e ls vlrra.-e than the EB-b6 and provided many v , 'doie

>:mp t.Irnmet I essons to be used in the development o+ its more

1Ph Ist i C! te sucCessor-, the EA-6B. '13: 49, 2u2
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The ECM Capability Improves

It soon became obvious that the U.S. could not rely

solely on escort jamming and must have effective EW

self-protection in order for its fighters to succeed. The

growing SAM and AAA threat took its toll on American

fighter/bombers in the winter of 1965/1966 and American

commanders were urgent in their pleas for a quick solution to

this problem. Although the reasearch and development

community produced the much-needed protection in less than 18

months- compared with 3-5 years for normal procurement- the

response was still too slow.

ECM Self-Protection Pods

In the early 1960s the USAF began tentative

emperimcnts with detachable self-protection jamming pods for

its fighter aircraft, but sufficient emphasis was never given

the project. Before micro-electronics, built-in ECM for

these small aircraft was a difficult problem. Further, many

fighter aircraft had no space for an ECM operator for the

manual systems that prevailed at this time. Equally

significant was a state of mind amoung fighter pilots that

they did not need ECM gear as long as they could avoid SAMs

by using speed and maneuver. After the first effective SAM

attack in 1965, this opinion changed.

Early efforts toward fighter self-protection

focussed on external ECM pods as a solution to the internal

space problem. The first ECM pods entered the USAF inventory
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in very limited numbers in early 1964. 'These OC-IbO-l po ds

covered radars in frequencies from 2,o.)0 to 7, .o1mhz E-band,

with ineffective broadband jammin9 that was not aimed at any

specific threat radar in this frequency range. (9:72

Although unclassified accounts of this early ECM pod

are sketchy, it seems that a few of these QRC-1I0-1 pods were

brought to Vietnam before the first SAM engagements of July.

1965. The RF-101 photo reconaissance aircraft, that operated

.alone and unarmed" over North Vietnam, received the pods in

March, 1965, and flew their first combat missions with four-

pods per air-craft in May, 1965. This first exper.ience with

ECM self-protection was not satisfactory. The pods

effectiveness was questioned, they suffered from inflight

vibration, and were suspected of creating aerodynamic

problems tor the RF-1Ols. (19:33) After three months of

combat, the pods were returned to CONUS for- redesign. (9:72)

On 16 August 1965, less than a month after the first

Aircraft tell to a SAM attack, the commander of 2d Air

Division initiated an urgent request to develope and procure

ECA1 self-protection package for fighter/bombers that would

not..trali-e the SAM and radar controlled AAA force in North

Viet nam. Ai r Force Systems Command responded on 15

p t _er with a concerted effort to modify and test the

QC-1i6-- I pods to effectively counter the FANSONG B and

FIREFAN radars. (9:72)

The Navy was better prepared for EW self-protection,
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although very little information on the subject can be found

in unclassified sources. The Navy was able to provide

self-protection for its strike aircraft while the Air Force

was still relying on dedicated penetrating jammers.(14:1O3)

The Navy ALQ-51 deceptive jammming pod was already available

when the Air Force removed unsatisfactory first versions of

the QRC-10-1 pods from their RF-IOls. The ALQ-51 proved

effective against the FANSONG B, forcing it into manual-track

mode, thus degrading its accuracy. It also worked well

against the conical scanning FIRECAN radar that guided larger

AAA guns. (19:33)

The Air Force received its first improved QRC-lbQ

pods, designated the AN/ALQ-71, in December, 1966, almost a

year and a half after the first U.S. SAM casualty. The new

pods, which saw their first combat in January, 1967, were the

result of an exhaustive development and testing program

designed to quickly get a product to the field that was both

effective and reliable. Intitially, 203 of the new ALQ-71

pods, along with maintenance and support equipment, were

bought. Not until six months after first delivery were ther-e

enough pods available to pr-ovide sufficient protection for

strikes in the high threat areas around Hanoi and Haiphong.

(9: 73)

The ALQ-71 soon was recognized as an "unequivocal

success" that "...constituted a giant step forward in

countering the SAM threat." (9:25) In one period shortly
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At ter the F.-u(:k were intrCuced, AAA was obset-ved only t4w rC

i n 1"9 missions and these two occassions were closes where t: he

or,emy used barraqe fire or attacked a damaged ai t'aft who -H

)ammers were not operatinq. (9:75)

Ameriran airmen quickly realized the qtreat value 0

the ECM pods and developed a new set of tactics to capitalize

on this new protection. Formation flying. even by fighters,

took: best advantage of the radiation pattern of the jammers.

It; was soon obvious that the minimum fliqht that could be

adequately protected by the pods was four aircraft, althouqh

a strike force of sixteen provided excellent ECM protection

?nd al lowed the formation to break into four aIrcra + t

tormations if the larger- qroup was threatened by MIGs or, SAM

launches (2:127) These tactics were the maior reason for the

reduced k i Il-rate" of the SA-?2. (FiCgure 2) By 1972. the

KILLS/NISSILE FIRED
11/194 31/1696 51/3202 3/322 49/4244

4,."
PERCENT .

/1

1965 1964 1 67 tgfl1972
YEAR

Fiqure 2. Nor-th Vietnaencse SAM Effectiveness. (2: 1761
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North Vietnamese had to shoot 100 missiles to destroy one

aircraft- a fivefold reduction in SAM effectiveness.

ECM Aircraft

The EB-66 and the EA-6 continued to provide valuable

EW support to the strike aircraft operating over North

Vietnam. In 1968, the Navy and Marines fielded a

modification of the successful EA-6A that greatly enhanced

their ability to protect strike formations. The EA-bB

Prowler took full advantage of its survivability, and added a

sophisticated electronics package that made it the premier

ECM aircraft in the war zone. The crew was expanded from two

to four with a 40-inch extension to the fuselage. This gave

the Prowler two additional ECM operators to coordinate use of

the improved and powerful jammers, an on-board computer, and

a surveillance radar. The EA-6B proved so effective as an

escort jammer that, though it has been kept current with the

threat, it remains a key element of our airborne ECM

capability today. (13:202-205)

The EB-66s also continued to provide dedicated ECM

support, even though its vulnerability restricted its

missions to a standoff role unless sufficient fighter escort

could accompany them into high threat targets. Throughout

the war', the EB-66s were particularly effective against the

low requency KNIFE REST and SPOON REST surveillance radars,

though its performance against the improved BARLOCK was less

impressive due to the BARLOCK's multiple beam operation.
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Narrow beam, hiqh powered heiqht finders, such as the SIDE

NET*, wiere also less vulner-able to EB-66 jamming. (9:75)*

EW and Reconnaissance Operations

Because reconnaissance units normally operate in

,ery hiqh-thr-eat areas without benefit of armed SAM and AHA

st.ppression, their commanders and pilots are always looki.nq

+or better" ECM ptotection. Little wonder- that the

reconnaissance force was at the forefront of EW combat

testin, and experimentation.

The intitial experiments with protective ECM pods

for reconaissance aircraft have been described ear'lier. The

RF-101 continued for some time to use the ALO-51 deception

jammers borrowed from the Navy when the early QRC-160-l pods

failed to pe-form. When the RF-4C joined the reconnaissance

force, they brought with them an improved jammer, the

AFS -107. that used noise jamming to fill the enemy radar

,-opes. As a result of this difference, whenever- the RF-101

-n d RF-4C flevw together over the same tarqet area, the SAM

operators fired mot-e often at the RF-101. In June, 1967,

RF: - I )ts were the target of 72 percent of all SAMs fired.

Reconnaissance aircraft must fly a steady, str-aight course in

order- to take useable imager-y. Missions flown by RF-IIs

were often Unsatisfactoty because the airc-aft frequently

* Other models of the EB-66 saw service in Vietnam. H

d t:ailed analysis of their per-formance can be found in three
sources, (20), (21.). and (22).
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would "jink" to avoid a SAM or AAA battery. The resultinq

imagery would not provide complete coverage of the target

area. This problem, along with the tendency of the RF-101

to "draw" SAM fire, resulted eventually in a decision to only

use RF-lls in low threat environments. (19:33)

The EB-66 and the EA-6 were frequently used to

provide escort jamming for reconnaissance aircraft when the

mission was to photograph high-value, high-threat targets.

As early as January, 1967, Seventh Air Force began planning

missions to ensure that the reconnaissance aircraft was in

the tar-get area while the jammer aircraft were there

providing strike force protection. When the inability of the

EB-66 to survive in high threat areas forced it into a

stand-off jamming role, the effectivenss of the jamming

decreased and the reconnaissance aircraft were forced to

rely on self protection. (19:24)

Formation flying, with two reconnaissance aircraft

in a team, was used to optimize jammer performance, provide

MIG and SAM overwatch, and collect a second set of imagery to

make up for any portion of the target lost to "jinking."

This tactic, which was in contrast with traditional,

"lone-wolf" tactics most reconnaissance pilots espouse,

caused considerable debate in reconnaissance circles

throughout the war. (2:234)

Reconnaissance units also led the way in the

employment of chaff to screen their location on enemy radars.
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Chaff had been shown to be e+-tective in World War II when

allied bombers dropped millions of the metallic strips to

+ormf 'corridCors o n the enemy radars t hrtOU qh which t h e

+ a rm at ion co ul1d safely p a Ssc undetected. Throughout the

ROLL ING THUNDER campaign, U.S. airmen SUf++e red f rom an

inability to fully use this simple ECM technique.

Initially, onlY the EEB-66 could dispense

conventional chaff, and the operational limitations placed on

h is a irc raf+t have been described. Lacking a true chaff

di~spenser, RF-4C pilots found they could effect limited radar

d i srup t ion by opening their- speed brake, thus rel1eas inq

bundles of chaff that had been stowed there before takeoff.

Late-, the 432'- Tactical Reconnaissance Wincl used explosive

chaff c-artridges, similar to their night flash cartridges. to

d i spon se a v e ry effective chaff cl1oud. Th is technique

,,e.ui.k1 t ed in several documented "break locks" from both SAM

and Z~ 1 rad- rs. ( 19: 25) Not until the air stp-ikes of 1972

WOUuld the' +.S flly capitalize on the Value of chaff.

EW in LINEBAQCK:ER I and II

The. Ilul, in the air war that followed the cease-fire

-f 1968 *qa,'e both sides an e>!.tended opportunity to improve

t hei r capab 1iiti es, de'ielope better tac t Ics, and improve

t rai n inq for the rie;,,t carnpaiqn. When fullI I-sc alIe attacks

t &"--umed in May.,, 1972, both sides were ready.

The 1Nlorth Vietnamese ha~d rebu..ilt their air defense

-;tem dun to its siz-e and improving the coordination



between guns. missiles and interceptors. In the north, no

new ground-based air defense weapons were introduced, but the

enemy did make several key adjustments to improve

effectiveness. An I-band variant to the guidance signal for

the FANSONG radar was introduced that presented a new ECM

challenge. Many FANSONG Gs, with an electro-optic guidance

system, were introduced to reduce the effects of jamming.

Although the acquisition of the infrared seeking SA-7 GRAIL

in 1972 was a significant improvement, it seems they were

never employed north of the DMZ.

The North Vietnamese interceptor force doubled in

size from its April 1967 peak of 97 aircraft, with the bulk

of the increase the addition of 81 MIG-21s and 33 MIG-19s, as

shown in Figure 1. Many of the MIG-21s were improved

versions with four air-to-air ATOLL missiles. (8:141; 2:143)

Improvements to the U.S. forces during this period

were more in quality than quantity. By 1972, precision-

guided munitions were in full use, changing many of the

tactics used by the fighter bombers. SAM suppression tactics

were refined and WILD WEASEL operations had become a routine

part of each strike plan. Significant improvements were

made to the ECM equipment carried by all U.S. aircraft.*

* Very little unclassified information on these later EW
measures are available. The declassified Project CORONA
HARVEST reports covered the details of the air war only up to
the cease-fire of 1968. Because much of the EW equipment
fielded near the end of the war is still used in the force
today, many of the details of EW in this last campaign of the
war have not been declassified.
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The F-4E Phantom II gave the Americans an improved SAM

hunting capability. New ECM pods on the F-4E and other

stt-ike aircraft wer-e able to "attack" the divet-se +requencies

of the North Vietnamese radars. Impt-oved chaff dispensers

wet-e available on a var-iety of aircraft to capitalize on this

simple but effective counter to GCI and SAM radars. (23:84;

8: 25 9)

The unique nature of this phase of the war along

with the imp-oved capability on both sides, created a new and

different EW challenge. For the first time, the full

might of Strategic Air Command's B-52s was brought to bear-

against North Vietnam in massive night raids against Hanoi

and Haiphong. To protect these latge formations, a complete

and sophisticated packaqe of ECM and SAM suppt-ession aircraft

was carefully coo-dinated. Before each wave of B-52s, a wide

c)rridor of chaff was cr-eated by F-4s with new dispensers.

EB-66s and EA-6s jammed North Vietnamese GCI radars to

prevent the entir'e air defense system from getting early

wittninq of the attack. F-ills, newly returned to SEA after,

major impr-ovements, along with F-105s, F-4s and Navy and

Marine A-7s attacked SAM and AAA positions along the bomber

route. 5:9)

The results of this coordinated effo-t were

impressive. The bombing had a significant political and

mi. I itat'y impact on the Nor'th Vietnamese while only about 2%

of the attackinq force was lost, in spite of a massive North
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Vietnamese defensive effort. (5:9) As many as 1,000 SA-2s

were launched in the eleven days of LINEBACKER II. Only 15

aircraft were destroyed. So effective was the jamming of

the GCI radars that on one occassion, a B-52 crew observed a

MIG-21 that was apparently "escorting" the bomber formation

providing heading, altitude and airspeed information to the

confused defenders on the ground. (5:84)

By 1972, ECM self-protection had improved to the

point that most aircraft, including the B-52s enjoyed some

degree of on-board jamming. The B-52's size permitted the

luxury of a sophisticated ECM suite, including an on-board EW

officer to control the system and provide SAM threat warnings

to the pilot. Even with this individual aircraft protection,

the bomber force realized that ECM protection was greatly

enhanced by formation flying. (5:47) The value of the ECM

equipment became apparent when it was found that the B-52Gs.

with an extensively improved ECM capability, were

exper'iencing fewer losses and less damage than the same model

aircraft that had not received the better EW gear. (5:87)

The SA-7 gave a new aspect to the electronic battle

for the slow-moving forward air controller (FAC) aircraft,

close air support fighters, helicopters and fixed-wing

gunships operating in the south. The first SA-7 launch was

detected in April, 1972, when a FAC reported "funny little

black missiles following some of the fast movers off the

target. " (8:142) In the next few months the SA-7 took its



toll. Effective to an altitude of 1.C,C0 feet, the SH-7

qreatlv inhibited full use of the fixed-wing gunships whose

weapons has significantly less r-ange. (8:195)

To counter -the SA-7, 9unships used their built--in

illuminator flare dispenser's to provide a "distracting" heat

source for- the heat seeker. When a crew r-eported a launch, a

decoy flare would be released at the critical moment when it

was apparent that the deception would be effective. (8: 142)

A Ithouqh this technique worlked occassionally, the gunship

needed better protection. In September-, 1972, imp rovc-d

wing-mounted flar-e dispenser's were installed in C-130A and

C--I3CE gunships. In the meantime, the research and

d :velopment community was utgently seekinq other- solution to

tlhe SA-7 problem, including some form of launch detector, IR

dJecoys, and heat suppressinR paint surfaces. Helicopters

tested heat diffusers to reduce the concentrations around

e;n e:hausts that attracted IR seekinq missiles. (12:246)
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CHAPTER IV

EW LESSONS FROM VIETNAM

Project CORONA HARVEST Reports

The CORONA HARVEST reports for U.S. air operations

from January, 1965, to March, 1968, are an impressive

compilation of the various experiences of units and

individuals who conducted the operations. Thousands of these

operational reports were consolidated by the Air University

in 1972 and 1973 into a series of topical reports that

evaluated the USAF performance in such disciplines as flight

operations, reconaissance, command and control, intelligence,

research and development (R&D), and personnel, amoung others.

Each report included a summary of that aspect of the war and

described specific lessons learned along with recommendations

to the Air Force that would correct the deficiency.

A careful review of the CORONA HARVEST summaries

reveaLed 24 recomendations specifically related to EW

systems, doctrine, training, intelliqence and R&D. Each

CORONA HARVEST recomendation is supported by a detailed

history and rationale alonq with a bibliography of supporting

documents used to prepare the summary. Most CORONA HARVEST

reports have been declassified under the automatic

downgradinq and declassification program. Because the
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Ji f er'en t repnr tc wer-e independently prepared, they o+ ten

du -plicate ard, in some instances. contr-adicf one another.I

~pperd.; Ff is .4 list of the 24 EW r-ecommendations showinq th~e

-=oittce docu-ment tor- each.

T he COFONA HARVEST summar-y r-e po)rt s thor'ouqh 1.

-~cibe the a irt oper-ations up to Mar-ch 1,. 96.we

Ftsident Johnson declar-ed the bombinq rialt. Sadly, it

.r-pears thlat an equ.ally thorOigh and detailed analysis of air-

nn-)P?-atins since March, 1968, is not available. One shor-t

EkEu~imv Of air- operations up to Dcme- ?69, was produced

h ,it it is brief and contains little of value for- EN

Iesons.(1) 'There is no indication that CORONA HiARVE.ST

rpitson EW dUr'incj the LINEP~ACLK ER campaigjns were pr~epared.

a 1 tnouqh se.e~open source accounts of these operations ar~e

Electronic Warfare Lessons

A-n ;a.nalysis oil these documents and other- SOLrres

r ioc IDk1Y 1t ed in this study revealI the following EN

.essons~ fror the air- war in Souitheast Asis.

AircaftSelf-Fr-otection

Th F. U.S. must p rovi1de reli abl1e, e+fective ECM

t£, -ti p rre r-t f or all fighting air-craft, including f iqhters,

bombers, reconAissance air-cr-aft, and helicopters. This EN

e k1 pc.(rme n t wh ic~h inc lides jammer-s, FRHAW clear, and dispensers
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for chaff and flares, should be designed as an integral part

of the aircraft so that the ECM protection can be provided

without ef+ecting the ability of the aircraft to perform its

mission. The equipment should be able to operate against any

potential threat in an environment that is satutated with

var-ious radar signals.

To compliment this self-protection capability, a an

escort jammer aircraft is needed to provide dedicated ECM

protection for, the strike force. This aircraft must be able

to match the performance of the formation and must be able to

survive in a high-threat SAM, AAA, and interceptor battle

area. It must have sophisticated ECM gear that exceeds the

capability and effectiveness of self-protection packages and

can be updated to meet an improved or unexpected threat.

Doctrine and Tactics

The Vietnam War" clearly showed that all services

need to include EW in their- warfighting doctrine. Because EW

operations rarely involve a single service, this doctrine

must have foundations at the joint level to ensure that the

EW aspects of the campaign are properly conducted and

mu.tually supportive.

All services need to develope a sound and effective

net of tactics that takes full advantaqe of their EW

capability and protective equipment. These tactics should be

practiced a;,d proven in realistic traininq environments.

4o
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ihoy should be continually refined to meet new threat system=

a.krd tactics.

i -a.j..n i ng

O r pilots and air-crews must be able to train in a reali-=t c

electronic threat envit-onment to be ready for the next warl.

-hey must frequently pr-actice their tactics +or using ECM

eq.tipment and they must be able to evaluate the per, formance

of their crews, equipment and tactics in that threat

envir-onment. We must ensure that all officer's, whether

commanders or staff officer-s, ar-e aware of the importance o+

EW and the role it plays in modern warfare.

Li t I. _!en2c.

Effective EW, like all other aspects of war,

u:>:iiires timely, accurate intelligence to be e fective. Tne

1.-iu e character ot EW intelligence reqLuirements demand, in

mar v cases, dedicated collection assets that report diirectly

I..C the Vkey decision makers and EW plannets. Specific

•.,echnical info-mation about an electr-onic threat system is

-t'tc~a.. to ensure that our forces are properly equipped and

trained to neutralize that threat. At the same time, we need

-,n acr.urate measure of the effectiveness of our' ECM that will

I,:Ien tLI fv gaps in Our effort and allow us to qet full value

fr-.:mn OUr EW assets.
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Research and Development

EW R&D is a continuous process that cannot be

ignored so long as the enemy is developing improved weapons

systems. The R&D agencies of all services should be aware of

the latest threat developments and search for better and

cheaper sVStems to Counter this new equipment. Newg E*_W

sVStems must be tested in realistic threat environments and

shOUhI be carefully eVauklated for effectivness. reliability

and supportability before fieldinq. Due to the LUnpredicteble

nature of EW development, our EW R&D community must be able

to respond qUiCk-ly to wartime improvements and new threat

svstems fhat appear- in the battle area.
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CHAFITEF< V

ARE THE DEFICIENCIES S1 ILL THEJ-Ei4

A: complete, accurate assessment of our airborne

el,-tronic wara re capability .ior all four services would be

14+icult, even with unlimited resources and time. However ,

o.e ine.pensi ve ineasure + out- EW posture is available at the

Hir. War - cile. Thirty-three students in the class of I96 ?

L.re as sined to f+1,in9 units in the the past four years.

either as comman(der or operations officer-. lhe perceptions

.ar,,0 opi.rnions 0 these officers wi ll provide a valuable

rr: :-,nq :Df the condition of the EW capability of our fly inq

I*r I I-,:-

The ptt+alls of this methodoloqy are obvious. The

:4,T.p], P s mll .nd opinLons can be misleadinq if they are

S lasd -rn -ac ts. None the less, the perceptinns anu

rt I t,des -f these senior off icers toward EW can q ive Uts some

t. cys- e n t o+ tl-e EW svstein that is usetu]1 in the -orre,-t

:rr te t

Survey Results

The conso] idated 'esUlts o+ the survey are shown in

iF VE.NFX C. Weighted averages +-or each set of responses u.ere

F( ,' identit A c-onsensus.. An ambivilent opinion ,a

,1 :nd I the mean response +ell between 2. I ,.nd I.

,r-, resp on e c:)!..r t- id.e d hat ranqe JR,:- _ r r -- i e r o, d

• 1,- I :. that side ot the opinion spenc. f;rua. Sub eFcti \ e

-- A3



responses and comments were consolidated by category of

respondent. In the description of the survey resLIts,

question numbers that are the basis for each observation are

shown in brackets, i.e. [22].

Aitrc-aft Self-Frotection

Regarding ECM self-protection for aircraft, the

responses of those surveyed revealed the following:

Only one of 33 respondents indicated that his

aircraft did not have an ECM capability. The one exception

was the commander of an F-4 unit with an interceptor mission

in Eur'OPe. [3]

Eighty-five percent said their aircraft had

flare and chaff dispensers.[4]

Only 61 percent reported that their ECM

equipment was interchangeable or could be adjusted to meet

changes in threat parameters.[1O]

___A significant number of respondents considered

their ECM and RHAW gear to be reliable.[6,7]

However, the population was ambivalent about

whether their ECM gear was adequate to meet the expected

th,-eat. Reconaissance pilots were particularly doubtful that

their ECM gear was adequate. [9]

Doc t rine

Responses to questions concerning EW doctrine

re-'ealed a crio0us contradiction:
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Respondents professed a moderate +amiliaritv

with se .- ice EW doctrine.[2.J

..... similar response was made concerninq t n,

Wei] Tne oi-ficers understood details 0± EW. While onl, a -t-w

r epcndents ,-. dec:lared a "very limited [nowledqe" o+ EW.

l equal n(...mbe r felt thei r knowledqe o-f EW ,was

tho ru h .L, "

' Lur i o uS ]. Y, a stron 9  consensus felt that,

ai-hoLgtqh the:ir knowledqe of EW was limited, they knew eno'gh

t:o ef-ectivelv command.[19]

At-my, Navy and Marine Corps officers responded

di e ret. than their USAF peers to these three questions.

- ,-,'. rjavy and Marine Corps o-ficers professed a qreater

t.. ,'.raqe fami iarity with EW doctrine and a better

ne 3 .nq c-I the detail o-f EW. [18, 1, 2"]]

.ePondentbs wer-e ambivalent about the value of

0rJ d,-tr no n F.ianrn"A and ex.ecutinq combat operations. -24]

H consensus of respondents indicated tnat

-,. i - r t' r,:d e "ten-sive tactics to counter, the ene ,ii

.I r. 1h'ea t or enhance protective ECM. Orl Iy t w

e ts, lt interceptor pilots, indicated thait their ,unit

I S. .... 4 ._ : I s c . Atmy heli cop t e" t lots unan i mcus "';

c)t t..h, trev had eitensive EW tactl(:.-,, while the a .

.rN ti , i: I-orps pi.lots .h e d a q o od -c,nn enEu, enr ts-- -

,1IP-. I.. 1 I



A.. A majority r-eported that these tactics were

standardized or, a mixturte of standardized and self-developed

tact ,sc, with the bomber- pilots showing the strongest deqree

0+ standardization.. Only 12 percent said their tactics were

entirely self-developed. [13]

_ A solid consensus of all pilots who had EW

'tactics reported that they practiced these tactics often.[12]

A good consensus felt that their EW tactics

usttally wortked, although reconaissance pilots showed less

conftdence. [16]

_ Respondents were ambivalent when asked whether

their- tactics had been tested in a realistic threat

environment. Better, than half the fighter pilots had tested

their- tactics against a valid thteat simulation, but the

bomber-, reconaissance and Army helicopter pilots tended

toward the "unrealistic" end of the spectrum.[17]

Only 27 per-cent of the pilots reported that

their units relied on a penettatinq ECM aircraft to accompany

the striJ:e formation.[14] As a result, only a few practiced

these tactics often, Ninety-one percent reported that they

had ,ery rar-ely or never, pr-acticed the use of a penett-ating

jammer. Of those who relied on this tactic, two-thirds

rr.ly practiced it. Only the Navy and Marine Corps seemed

to use and practice this technique. [15]

Onr of thp most consistent opinions revealed by the
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suyr.e. I related to E"W train inq. While mo:t pitots. tel t rheir

airc.rews were adequately traineo in EW principie aind t r: ti,-

:1' .I * manv respondents reported that the a,:[ + -eaI i s t I

traininq in a valid threat environment w.s a serio Us

de+icien:v.[211 Sixty..-one percent of those responinq jd 

not feel their service had adequatelV inteqrated EW into

theii ro Ticer professional educat ion v 'c. r- am so that it

pr:duces knowledqeable commanders and aircrwE who can use EW

Ofn 1. a smal l percentage of thr responrients sh c k '

•--. ' .-r i ,on.e that the intel 1 i.qence svstem would pr-oi e 1 Ci

•T!em acrcrate and t imeI v intel i iqence to conduct their

,oer't i n ns and, specifical l. to :onduct the EW campaiqn. tI

1 I .mott three-qUAters o those sukrvei e .d i1 cti

t-I,' ; : , : ..':- a , ma 1-_ 1 nir mb~ et" , the ]r" n: -- i c erc_ hell ':., J

In I I riJyte to 1-t e 1 .rhc I

~~~ ~ I: C: k:.:, Iti i :

The """ respondent s were clearly ab Ivaen,

VIIrcc.: 'rl 1,f the ov'erall EW capability of their uni ts.

.Ir r 1 -. 1 ' ,: ,.:rt e'xpressed some deqree ot contidence t rl-At

E I FW ,:,pa b :1I 1 '. would al low them to pertorm the] r Ils i E .1 ,

! i e r-"I,:; I Imi tat J ons. rhi rt P erc pnt 'In oc, .1 me

,,,r,t :, t :, A A i .1. it'y. r-vasIi ( 1' the r ,e re po--es

:o .f:-vi,.,:l ric1 I :. ir pett ern amoi.tnq SUb-pop ,. ptpon. I S. t n sqhter, aAn

4
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bomber- pil ots were equally ambivalent. a]thouqh the

reconaissance and Atrmy helicopter pilots showed a sliqhtly

qrveater tendenc:y toward doubt.

Deficiencies From Vietnam

A similar- ambivalency was found in responses to

those questions on whether- the deficiencies from Vietnam had

been corrected.[28a,b,c] Combined responses to all three

questions reveal that 32 percent felt we have corrected the

defec iencies while 42 percent did not. At-my helicopter-

pilots and USAF reconaissance pilots tended to lean toward

the uncorr'ected end of the spectrum, while bomber pilots

showed a tendency in the opposite direction, particular-ly in

the ar'ea a-f training.

Discussion of Results

Although the survey did reveal some interesting and

useful opinions about our EW capability, it also showed a

high degree of ambivalence concer-ning some key issues. Those

sr-veyed could not aqree that the EW systems and tactics

their' units used would allow them to perform their- missions

without ser'ious limitation. Similar-ly, they could not agr-ee

on whether- the errors of Vietnam had been corr-ected. While

there are many possible explanations for, these vatied

opinions, throe factors cannot be overlooked. The diver-se

Collection -) aircraft, on-board EW systems and unit missions

clean-ly inFluenced pilot r-esponses. Officer-s who based their-
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opinions on experiences in an F..-Is or F--18 1 U.n t obviousiy

p erce i .e a better EW capability than an ot icet" in an F-.Oel

or eatIV F-4 unit. The variation of -)pinion between tre

. dif'erent services also appeared important to the nature of

the response. Marine Corps and Navy pilots tended to repovt

a better EW situation in their urits than in the rt her

se-vices, perhaps as a result of service emphasis. Officerms

from USAF interceptor and reconaissnce unit tended toward the

F:Cat~i veend oi the response scale, reflectIng possible lack

SoL emphasis on EN by these units. Lastly, one cannot ignore

the possibility that many pilots develop a fondness +or

their aircr.aft that leads to a false sense of confidence in

St it=. ability to perform against any threat, inciudini

elec:tronic weapons.

Fa . .:rs Not Addressed by__ the Survey

une r'.f+ the inherent limitations of the survev was the fact

th.t -e,:ent lying unit experience would not bring an ofj.icei ..

into,-j cont-act wi.th certain aspects of EW and. thu., he woUI d

Fot know whether deficiencies in that part of EW have been

0 ,:rc ted. EW VM. is juLst stch an aspect of the sub.]ct that

c:oul.d not be :issessed by the questionaire.

The lessons in EW R&D that Vietnam taught are all

rf.,l. .ted I;) the very difficult problem of keeping ahead of

ere.t echno i.ay. There is some indication in t re open

" : .1 t. era k;ut'e that, 1 th,.uqh 9reat st ,ides have been mad:

, p ,,,r'oe F.I) , we are still unable to develope and field up-

A.9



to-date -technologies as quickly as new threat systems are

+ielded. EW systems are a perfect example of the great

probi.tm that frustrates all efforts in military R&D. The

ac. is1ition process is +ar too ion9 to ensure that the new

system will not be obsolete before it is fielded. 'he

Ai rborne Se Lf-Protect ion Jammer (ASPJ) was approved in

AUqLst, 198B:, to be the next built-in ECM protection packae

f -or I:our main-force fighter aircraft, the Navy and Marine

Corps EA-6B, A-6E, F-14, AND F-18"S, along with the Air

Force' s F-16. (2'5-:' '2) Seven years later it is still far from

fieloin9 and in trouble with Congress because of costs,

technoloqy delays, and coordination between the services.

(26:41) In those same seven years, the Soviet Union has

fielded at least 3 new SAM systems, the SA-12 GLADIATOR, the

SA-13 GOPHER, and the tin-named SA-14. (27:136; 11:5.95i

New aircraft continue to come on line without

adequate ECM protection. The B-1 bomber joined the SAC fleet

it, 1986 without the protection of the AN/ALQ-161 ECM package

that was intended to counter some of the newer Soviet air

defense systems. Early tests showed a fatal tendency to jam

its own antennas. At least two years will pass before the

P1 will have adequate self-protection to fulfill its

intended mission. (28: . 13)

There are positive aspects of the EW R&D program

that should be mentioned. All services, to varyinq degrees,

have developed an improved approach to R&D programming that
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v ilI reap benefits for future EW systems. The Department of

Defense (DOD) Electronic Combat (EC) Master Plan 9i cz-

direction and coordination to the development of all DOD FW

sys tems of the +Uture. (29: 48) A similar document the

Ait'my s InteLlience and Electronic Warfare (IEW) Master Plan

will build a "single, coherent plan" that describes tne

Atrmy s pr'esent EW capability, describes the electronic threat

o f the fUt tre, and developes a lon.g-ranqe (2C)-vear E1

'architecture". (0, A similar- Air Force EC Master Plan is

bein9 deve].oped. (31:48)

A new atmosphere of interservice cooperation in E W

pl.anning is apparent when one hears officers of the Army 2r)d

A-r.,' StaffS discuss the subiect. The main intent of their

work is to develope a cohesive packaqe of EW initiatives that

will convince Conqress that our EW R&D effort makes optimaI

u(se of limited resources for the good of all four services.
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CHAPTER VI

CONCLUSIONS

The analysis of unclassified documents and

open-source literature, along with the results of a survey of

former flvinq unit commanders and operations off icers,

reveals the following conclusions concerninq EW in Vietnam,

the lessons we learned from that aspect of the war, and the

present condition of our EW capability:

The War Experience

The North Vietnamese air defense system we faced

durinq the war was extensive and well-coordinated but fatr

from modern.

The U.S. strategy of gradualism, combined with

e;.treme operational restrictions on our aircraft increased

their vulnerability to air defenses ano magnified the

tnportance of EW.

lhe U.S. EW capability was not ready at the

be;i rninq of the Vietnam war but, over a period of almost e

F a' t, was able to develope a credible counter to the

unsophisticated North Vietnamese electronic threat.

From the war the U.S. learned that it must have an

EW capability to be able to operate effectively against a

,imcdern air defense system.
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The Present EW Capabilitv

Aitrcraft Self-Protection

The U.S. has not provided all fighting aircraft in

our inventory ECM sel+-protection that does not impair the

ahllity of the aircra-ft to perform its mission.

A lthougih the U.S. has equiped its aircraft with

limited. pod-mounted ECM, our pilots are confident that this

Cear will qive them adequate protection to accomplish their

mission.

Doc t r i ne

AII services have included EW into their

operational doc t r i ne, al though it is unclear how our

middle-grade leaders and operators use this doctrine.

T a (::: t i c s

4ir'c-rews from all services have a set of flying

c t ic- they use to optimize the effects of ECt

1ei f--protect ion.

Aircrews regularly practice these tactics and they

are slowly beinq standardized throughout the force.

CL'ews are confident that the tactics will work. but

are conc:erned that they do not have enough opportunities to

test them 1.r a realistic environment.

T ra in i n,

),.r" fl.in 9 (_'rews in all services are trainec in the
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qener'al principals of EW but do not reqularly practice their

techniquea in a realistic threat environment.

[he +orce rarely practices EW procedures with other

+tlyinq units and, in particular, with dedicated ECM aircraft

such as the EF-ill or the EA-6B.

I ntel L ience

Althouqh great progress has been made in improvinq

our intelliqence collection capability, flyin9 unit

commanders are not confident they will have the intelliqence

they need in order to fight in an electronic environment.

Al. services need to concentrate further on

inproving the intelligence support to tactical commanders to

crrect this lack of confidence.

The intelligence system should develope programs to

give pilots necessary technical details of the electronic

threat and enemy air defense tactics.

Our EW Capabi i.ty

Although all EW deficiencies, such as those

identified in Vietnam, may never be totally eliminated, the

war eF,;per .ence nas clearly convinced all services that EW is

nc)w a critical part of battle that cannot be iqnored, either

1.n peacetime or in war.
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CHAPTER VII

FUTURE' DIREETIO0i FOR EW

The problem of electronic sel+i-pr-otection ,or

c:ombat aircraft will conti nue to challenge our p lanner's IJd

develo-per-s in the futur-e. While micro-electronics .re

helpinq with the problem of size for- built-in EW systems, the

d:versity o the threat will continue to qr-ow and create even

creater space demands for the ECM package and its antennas.

AIr-eadv, the ASFJ proqr-am is in jeopardy because o- :ts

i .abilitv to k::eep up with the threat while holding cost &nd

vo:ltme to reasonable levels. Hs a tesult, there i -a qrow inq

body of :)p ini.c: nn EW c i r(:le that on-boat,d se.l.f--protect on

m y not be possible aqainst multiple th-eats of the fu.ture

r dei-ense system. Instead, they suggest that e.fpend- iIe

-.I:t:,,s remotely piloted vehicles and dedicated ECM aitcr- crt

at-e re he onlv solution. (29:7(D-73) In the near, term, Ai rtL an

.-*le doctrine demands that we provide eff+ective ECM t.r

::It-.,i.nq numI")r of aircraft, including the Ar-my s helicopters.

I -,t must operate within the enemv's aj.r defense system.

Tis doc.t ine also makes inter'ser-vice coopet-ation in the

de velopment of EW equipment and tactics a necessity.

With all the effor't and dollars spent to ac9t.ire

mde n EM .?clu iprment. we cannot a+ fotrd to iqnore the

Im Firt r,: e of traininq our ai rctrews in a rea. is t i c th rea xt:

-- ..... rc nmen t. 1,i: must pursue the development of EW simula (ovr s



t h,=.t p resr.n t a C Urren t and t h 0rOUghlIV realIi-s t ic ai1r d e icn se

t hrea t to our' airmen so that thev can develope and e a lUatP

their idvd-land unit tactics aqainst this threat. T*h e se

1.UiA it 0r' S IUIxt be available in Su~+tiCient numbers to alIlIow

r e ws t o -frequen t I v Use them. The oc cass ion a o 0r r a re

opPo r t un ity V4t an expensive train ing center such~ as F EDFLA

oir the 'itor1Training Center- is not suffticient.

'F h)e EW R&D Community must continuallY p ron e the

limits of technology to recognize threat trends and develope

W *tVi to COuntert them before a conflict begins. Particular

.?t ten.t i on Th ,ul d be paid to emerging threats that operate

hev.or the: radio and radar portion of the electro-maqnetic

7:iPe- tr"UM. Electro-optic and laser air defense acquisition

and (Irac~inq systems, that present an entirely new set of ECM

P roblIems, may already be under development. Destructive

-- CLntarmeaS~treS that use all portions of the electro-magnetic

s ipectrum Imay also be the future for- aircraf t self-protection.
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iAF'ENDIX Ai

SA.MPLE: QUEST ION I FE



NAME

E40X NUMBER

FORMER UNIT

I NSTrRUCT I ]NS:

I. Flease complete the followinq questionaire providinq
impressions or, opinions based on your recent expetience ir an
opertationaI unit.

2. Do not include classified information. If your response

is ,lassiriied we can discuss it later.

Remember,, in most cases I am lookinq for opinions and
impressions you formed as a commander or opertations officer
in the past four years. I am not over-ly concerned with

specifi;- facts or documented cases.

4. ormai responses are not necessary. Llear,
self-exp lanatory notes will suffice.

5 . f ou may want to review the entire questionaire befor-e
you begin wr-iting your responses.

6. When you have completed the questionaire, pass it to me

or, place it in Box 53. I'll get with you later if we need to
neet to tallk over your input.

7. I need our t-esponse NLT 9 December to keep on schedule.

Thanks,



QUEST I CDNAi I RE

EtlL: .' i 1M ! L-1 :

1 Lt i rc at t did your unit fly

wa s VOLVO unit - combat mission? In what theater...

What tr t'.ctive ECII did Your aircraft have'

id v, c , 7 use c-half +iar'e dispenser.s? I- so, what kind'

. W er- all air.'r caft eiuipped wi th the sa me ECM qear
Describe any variations.
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How WO ~-o10 VOU rate the rel I jab i Ii t ot C)u U I EC

Fr- 1tz b 1 be Jnt-el iabI

54 -

How~ -eliable wjas voLur RWR qear?'

RFk-1 iablIe Uni-el ilab le

54 1~

Did yOur unit ever' use this EW equipment in a. realistic
environment?' 1f so, descr-ibe the situation.

-. Ws yo5ur EW gear, adequate to meet the e>Xpected i
de-fense and counter, air- thr-eat:.'

Sd equate Inadequate

5 4 **-

i.Wa S -L equipment adjiUStable Or, inter--chanqeable to
meet chancies in the thr-eat environment"



Ii, H ~ow would you descr ibe any specific taiit;i c:' u d .. . V_

unit to counter the enemy electroenic threat or" to enna.r
F'r otective ECGMT

E- tens i ve Limi ted Nc, r-e.- i t en t
Tactics Tactics

5 4

11. How o-ten did vour airrew-_ practice these tactics?

Of ten mNivdo meve

54 

. W these tac:t itcsF sel f-developed ort were the.

s'tandardized for units of this type throuqho'Ut the "I r

Force? I - they were standardized ci te SOUtrceS.

:. :'.id re, ur unit re]y on ded a ted ECM -. rcaft to prote,:t

t he or'mat i.on If so. what air rat-

H.v: f , ten did VOLl' unit practice uc -]rq a dedicated E.CI"-

,1-f: t.en :9e. I ,'ltoi IHe v etr

+-PI C.. " i

MAW



16. In qener-al. did Voutr EW tactics work?

Usual ly Seldom Never

5 4 3 2' 1

17. Was a realistic electronic threat envit-onment used to
test these tactics?

Real istic Unrealistic

5 4 :3 2 1

TRAINING AND DOCTRINE:

18. When you took command, how thoroughly did you understand
the details of electr'onic war-fare as they applied to the
combat operations of your, unit?

Thor-ouqh Limited Very Limited
Knowledge Knowledge Knowledge

5 4 31

19 At this point, you knew enough about EW to effectively
command.

Ag ree Disagr-ee

5 4 3 2 1

2C. "Your ait-crews were adequately trained in EW principles

and tactics.

Ag ree Disagr~ee

5 4 3 -

21. What EW training shot-tfalls have you observed?
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2. The USA/LiSN/USMC/USAF' has fully inteqrae Wit its
FME proqram to pr-oduce tactical commander~s and aircrews who
uinder-stand how to use EW as a combat multiplier-.

Aqtree Di saq ree

54 1

2--. Are you familiar- with the USA/USN/USMCf/USAF doctr-ine
concerning EW'7

Ver-y Familiar- Bar-ely Never- Read It

54 :721

2. This doctrine was helpfulinpanq ad exutn

combat oper~ations in your, unit.

Agtree C i saq ree

I NTELL IGENCE SUPPORT TO EW OPERAT IONS:

.5. How many of your, officers had SCI access'

All Few None

54 321

SHow confident Aret you that the cret itlaec

system will:

....provide you the timely, all-sour-ce intelligence

Confident D ouib tf+Ul

5 4

.ProVide you ACCurate, timely intelliqence to
supr-.or-t the Electroanic Warf+are campaign"7,

Confident Doubtf±ul1
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GENERAL:

27. Are you confident that the EW capability of your unit
will Permit you to perform your mission without serious
l imitations-

Confident Doubtful

5 4 3 21

26 Has the USAF corrected the EW deficiencies identified in

the Vietnam w a r 7 See cover letter for details of
deficiencies.

Deficiency Corrected Remains

a. Inadequate EW protection 5 4 2 1
for air'craft.

b. Inadequate EW doctrine 5 4 2
and tactics.

c. Insufficient EW training. 5 4 2 1

Use the space below to explain your responses or make further
ommen t s.:
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CORONA~ HARVEST RECOM1MENDA~TIO:"

Recommendation SOLk rc. e

ELECTRONI[C WAFARE SYSTEMS:

I. Deelope EW systems for, tactical airtcraf=ktk9:6)
that will allow single airc-aft self-
Pr"otection And -ftll per-fortmance
using intetrchanqleab le electr-onics.

De~ign passive EW systems kR.HAW, ( 9 : b 1--2
SHRDH:E Sensors, RiVET TOP) for- high
densi ty rada-r, envir-onment.

Develo a high performance airrft(:3

for- penetration ECM missions as an
inter-im Until full self pr-otection
i-1 available.

4. Dev elop effective ECM protection +or- (9:b4-b5i
the P~-52

'-tudy, test best types o+ chaff for- (9: '2J)

.Iet protective ECM to allow r-ecce 92)
to +ly sttraicght, level missions.

DeveloFe an e-ffective se].f pr~otection EW (:6-
packaqie +- the WILD WEASEL.

00.- TF I. NE:

C'' feve lope .jint tactical EW doctrine,
tac~iricc and equipment.

rE~! tuy~dveopjoint jamminq and (19: 24)
recce tacics to optimize t-ecce.

1<. Rvise AFM' - to (give doctr-inal 9: 5
-ec--qni tioni to EW cc:nsidet-atons.

~e ~~1 1t~ inclIu'de 5pec

mt~~~ll sA. o ai cr 1



I N TELL I G3ENCE~:

12". G~et a tactical intelligence capability (9: 1 -3
that pr-ovides timnely. accurate intelliqence
to suppor-t the EW operation.

171. Develope a capability to evaluate EL.IPT (9:66)
And t-anslate it into useful EW
infor-mation.

14. Retain the capability to evaluate EW (9:70-71)
operations and assign skilled people
to tl'e job.

15. Develope a capability to get all-sour~ce (9:70-71)
intelliqence to commander-s in a timely
manner,

1. Develope a capability to anticipate (9:25,72)
changes in thr~eat.

17. Get timely EW effectiveness evaluations (22: 651
to commander-s.

RES~*EARCH AND DEVELOPMENT:

1S rest EW equipment for, reliability, (9:74)
supportability and effectiveness
nefot-e fielding.

19. V'icour-slv pursue EW R&D to ensure that (9:75)
our" capabilites match the nex<t
gener-ation air, defense thr-eat.

2.Retain the capability to conduct (23:44)
expedited EW development programs.

21. Mesur-vivability, ircludinq EW, (23:5o)
a major- consideration in initial
airct-at desiqn.

T2 est and develope EW systems in a realistic (23'7:b63)
tht-eat envir-onment.

F~ in WeP QRC procedures used durinq 2: 9
'D~ ar operations to develope EW
Systems.
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TR I N ING:-

24. Give EW considerations qreater
attention in FME schools, as well as in
planning9 and operations at all levels.



APPENDIX C

OPINIONS

OF

FORM~tER COMMANDERS A~ND OPERATIONS OFFICERS
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EQU IPMENT:

I. What aircraft did your unit fly'-.

RESPONSES:

E-ghter _ircraft: Army Helicopters:

F-4E - 5 AH--lS
F-4J/S- 1 OH--58C
F-15 - 3UH-lH
F--16 -1
F-18 - 1UH-6o
F-106 - 1UH- 1
A-6E -1 CH-47
A-7E -1 OH-59
A-71) -1

Bombers: Recona issance:

B-526/H -8 RF-4C 172

FB-111 -2

.. What Was YOUr Unit s combat missionT In what theater?

RESE ON SE S

iq gt~ Arqy ±Lel icopt Ers:

Air-to-air - 7 Attack

Air-to-ground - 7 AS~aU It - I
MUl1t i-rolIe 4

Bonmbers: Reconaissance -2

Strategic -

Deep Interdict- 2

69



What protective ECM did your, aircraft have?

RESPONSES: This question drew varied answers that
indicated in some cases a lack of familiatity with the ECM
equipment.

_ 98% indicated that their, aircr-aft had ECM

equipment.
__ Only 27% indicated that they did not have
ECM equipment.

4. Did yOUL use chaff/flare dispensers? If so, what kind-

RESPONSES: YES - 85% with various types.

NO - 15%

5. Were all aircraft equipped with the same ECM 9earT
Descr-ibe any variations.

RESPONSES: YES NO

Fighters 17 1
Bombers 82
Recce 2 C
Atmy Helo C3

Total = 27 6

81% 19%

70
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6. How woulId YOU ra~te the reliability of yoUtl FLM
equ i pmen tT

Reliable Unr'eli abl1e

ti4 321

161

14~ QUESTION 6

12H TOTAL RESPONSE

RESPONSES

6/

RELIABLE UNRELIABLE

12~
RESPONSES 8-'F

54 3 2

RELIBE UNRELIRBLE

22 FIUTERS 18111111S U RECCE 0 ITI SELIS



How r-eliaible was ',our RWR qeart-

Rel lable Unrel iable

4 7.1

14 IESTIN ?
12" TOTAL RESPONSE

RESPONSES 8.-

5 4 3 2
RELIILE UNRELIAILE

14-
12 6

RESPONSES O

RELIBIL[ UNRELINOLE

SfilIEtS ] NISR U IECCE 0 NTK SELlS
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8.Did ',Out- unit ever- use this EW equipment in a r-ealistic
envir~onment?' I+ so, describe the Situation.

RESPONSES: YES NO

Fiqhters 152
Bombers8 2
Recce C)

Atrmy Helos 3

Total 26 6

79% 21%.

ELx.A mPLes:

REDFLA.G GREENFLAG
I1AFLEFLA~G Eqlin EW Range
COFFERFLAG ' orean DMZ
BRIGHT STAR 65 Sea of Japan Ops
Naval Strike Warfar-e China Lake Fanqes

Center-. Fallon NV COPE 'THUNDER
'TEAM SPIRIT NiCar-aqUan Border-



S. Was yout" EW gear adequate to meet the exprected air,
deiense anJ counter air threat'

(de. i'- te I nadequat

i4 1

N: 3,O9

11 - QUESTION 9

V TOTi RESPONSE

5-7/-

5 4 3 2 1

CONFIDENT DOUBTF~3I

II-

RESPONSES

I ,, I I

5 4 3 2 1
CONFIDENT DOtO rrqF

[ FIMU1 1 6 1IKiR 11 RECCE C TK NELOS

74
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1.Was 'YOUf- eqUipment adjustable or inter-chanqeable to
ineet changes in the threat environment-'

RESFONSES: YES NO

6 li



T A I: TI C S:

1. 1 How~ WOUld VOUt describe any spc.-ci fic taC I'.ir.:s Used by .Wour
un it to counter the enemy electronic threat or to enhance
pro-tect .'e ECM,-

E,: f.en s ive Limited Non -e- i st en t
T ac i cTactics

fl: 3.94

QUESTION It

12- TOTAL RESPONSE

RESPONSES

5 4 3 2
EXTENSIVE LINITED NO

TACTICS TACTICS TACTICS

14~
12,

RESPONSES VA

5, 4 3 2 1

SF16HTERS M DONIER 0 RECCE CJ RTK MELDS
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1* How o-tten lid YOUr L'tW practice then a ~ i:.

0+ I~en S C I d am Never

14 QUESTION 12
12 .[TOTAL RESPONSE

RESPONSES

4I I
2

OFTEN SELDON NEVER

-1z

14

RESPONSESg

54 3 2 1

SFISNIERI 63 INSERS I ECCE C IK NELOS
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13. Were these tactics self-developed or were they
standardized for units of this type throuqhout the Air
Force? If they were standardized, cite sources.

RESPONSES: YES NO PARTIALLY

Fighters 1 8 7
Bombers 0 8 2
Recce 1 1 C)

Army Helos 2 1 o

Total= 4 18 9
12% 55% 27%.

14. Did your unit rely on dedicated ECM aircraft to protect
the formation*- If so, what aircraft7

REAPONSES: YES NO

Fighters 7 11
Bombers 1 9
Recce 1 1
Army Helos C 3

Total= 9 24
27% 73%
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1. Hnw often lid you- uAnit practice u.s1nq , i dt-:di :-t-d EC!H
alt:ait

Of l;en SelIdomn Never,

4

M 1. 82

26 H IQESTION 15
1IS-
16 H TOTAL RESPONSE
14 I-

RESPONSES 12 F-Its
8

.2

5 4 3 1
OFTEN SELDOM NEVER

16-
14 -

RESPONSES 2

4 2

22 F16ITERS 63 161BERS 0 RECCE C ATK HELOS
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1.In qenet.. 1. did ycL-ti' EW tactics wot-4;*:

us(.. -AllyI S e 1. c, .m Never,

41 1

16 QUESTION 16

14 TOMI RESPONSE

12F
RESPONSES 1

8
4

5 4 21

16-C



L-. Was a rea istic e lec tronic threat envivriment used t?'
test these tactics7

R ea 1 1 s t i c: LUr r'ep I i -it I :

4 7, 1.

N:3,27

14~ QUESTION 17

12- TOTAL RESPONSE

RESPONSES 8"

i ,II 1I

5 4 3 2 1
REALISTIC UNREALISTIC

14 121
RESPONSES 8-

5 4 3 2 1

2 FIITERS E lUIERS i RECCE ED RTK HELOS

&31



TRA~I Ni11 A~ ND iF)CiK1 - INE:

18. When VouI took commyAnd, how thorOUqbily did YOUA understarld
the detalIs oi electroni-c warfa.re a~s they applIied t o the
combat ripprat 1o;is of YOc-ur'n it-.

Thtor uLtqh Limited Ve~ry Limited
1rvjw Ledge I:.nowl-dqie Knowledge

4 N 3,I

166-
14k QUESTION 18
12H TOTRI RESPONSE

RESPONSES~~

4E

5 4 3 2 1
THOROVSH LINITED VERY LINITED
KNOOLEDIE KNOVLEDOE KNOULED6E

16k-
14H
12-

RESPONSES 91-

4.

26



.1- Ht thiIs 1:..) t ,3 I krew enCiUqh a.t)oLIt LW to eft~':ti'ej\.,
7" o irnm ..And

iqee D~ 9

4 .

N:4.06

18, QUESTION 19
14 ~- /TOTRL RESPONSE12r__

RESPONSES 16

2

5 4 3 2 1
AGREE DISlRE F

R

P is
0
N 6

SI

5 4 3 2 I

M FIIERS UMSERS IM RECCE 0 RTK NELOS

8 7



= 2). N'our air rews were adequately trained in EW pr nciple'

and tac:tics.

Ac9ree L) i sag ree

J4 21

N: 3.64

144 UESTION 26
12 TOTAL RESPONSE

to
RESPONSES 8-

S,,I I5 4 2

i t2

RESPONSES 8

5 4 3 2 1

SFLUTERS SIMERS U IECCE 0- ITI BELOS
1464

i2

Jl



~=~I A!. '. ?~~mP, ,.A UM M V VJ W I I 1I-t, R r M~~~~ --

21. What EW training shortfalls have you obser'ved

RESPONSES:

EI hters:

"Lack of available ranges where fu 1-spectrum
EW can be used."

"Lack of feedback on effectiveness o+
tactics/equipment during daily training."

"Flare plant butrned down limitinq traininq

flares; ALE-4) deficiencies."

"Very little available on the interaction of
the various EW platforms."

"Really haven't addressed how to use EW in a
defensive, air-to-air environment."

"Training assets limited- i.e. tar-gets."

"Not enouqh realistic training."

"Coordinated tactics with other air...
especially ground units."

"Not enough realistic threat emitters."

"ECM could not be used because it would
'omprimise its capability."

"Not enouqh EW ranges to train on. "

"Insufficient number of aircrews trained in EW
to be in tructors or experts at the squadron and wing level."

"Exposure to more up to date threats."

"No chaff/flare dispensers."

"More knowledge about the threat would have
allowed newly assigjned pilots to be more effective."

"....we need to cycle all tactical air force

cr:ws through REDFLAG periodically ......

.... we need updated threat simulators to
portray realisitc combat environments from the Pacific and
European regions.
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....FEEDBACK!! There are so few ranqes that
can grade tactics and pod performance that pilots onjv 9et to
see them once every year or nore often, ever y two year-s.

-The T-33 ECM capable aircra+t to provide
realistic trairing to air- defense forces have been scrappeI.
Today there is no capability to realistically train

F-1Oo/,iF-15/F-4 air defense crews to counter- ECM.

Bombers:

"Training ranges had old, outdated and
inadequate qear to simulate all threats we could be subjected
to dur'inq real-world missions.

"New ECM equipment installed in our aircraft
could not be used in practice because of the non-availability
o+ training equipment. "

"We need more field-deployable simulator's."

"Pr-actice shortfall due to FAA problems."

"B-52 crew has little appreciation for the
EWO's )ob. "

"Realistic training."

Reconaissance:

"No realistic training with EW assets."

"Realistic rtanges and reliable, up to date
equipment. "

_t:(py_ He l i cop ters:

"Air-crews do not have the equipment to tr-ain
with, therefore do not fully appreciate its (EW) value in the
offense and its thr~eat when used by the enemy."

"Not enough training devices for air-crews to
train with. You cannot train without a threat. To me this
is the most serious deficiency we currently face."

" (I) Understanding the threat. (2) Under-
standinq the use of organic ECM gear. (3) Knowledge of our,
ECM limitations. (4) Training to c-orrect the above."
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. - tIJF[ II N/ , USM I -. I :J h-. ci tLt 1 1' in te t'_ t t W t f;o Ett
PTIF pt',,qrofn ,:.i p t'OdL Ct at: t c Omrlindr-s .nd a31t', .-

ht I. to usp EN A=- a c cLb t M U t I P 1I

N-2,42

QUESTION 22
1- fTOTAL RESPONSE

RESPONSES F

5 4 3 2 1
AGREE DIS46REE

RESPONSES -

I I

5 4 3 2

E FINIRS E IOINIES 15 RECCE C ITK HELOS

V-7



- ,, -n *_ ,.'c,: -iamt iar , i th tt-:N US Fi/USM /LJF ioctr ine

Vr-/ amilIar Earelv Ne,.er' Re,.cd Lt

, I 5- 1

-N13.56

16-
14- QUESTION 23
12 . TOTAL RESPONSE
10

RESPONSES 81-

'-
0~~ I

5 4 3 2 1
VERY FONILIOR BARELY NEVER READ IT

, * 16 -

14-
, 12-

RESPONSES

41

28

5 4 3 2 l

[]FlISMlrEAS SOMAtINS RECCE A" ITK NEL0S

I"Lp,1 'l k M u Q~ 1 4 1111i



.,,. T ic o d 0. e Wc c helpful in p I nn 1n-i a nd E e .1 inq
:oi:j t 'i Atiors, in vovur oit.

-qt-ee Di r te e

41

8: 8,TOTRI RESPONSE

RESPONSES 5.8H
4.
38~

1.11-

54 3 2
AOREEDISOGREF

6: 0
RESPONSES 5.SH

SF166TERS 93 SOMERS 85 IECCE C ATK KELIS
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INTELLIGENCE SUPPORT TO EW OPERATIONS:

25. How many of your officers had SCI access*?

All Few None

5J 4 3 2

14 IIESTISN 25

12r TOTAL RESPONSE

RESPONSES 8 -

-2r- 'l~p I I

5 4 3 2 1

ALL FEN HNE

14 -

12H

RESPONSES 1 i

4-

I ,

5 4 3 2

FWlilhl E INM U M RECCi 0 IIK LS
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26. How confident are you that the current intelliqence
system w1l1:

.provide you the timely, all-source intellignce
you need'

Conf ident Doubtful

. 4 2 1

11:2,64

10- IUESTISI 26a
9- TOTAL RESPONSE

7
RESpIIISES 6

544.i ' T, -- ----
CONFIDENT DOIUTFIL

RESPONSES 6

5 4 3 2 1

FINSUhS 6 ISISEESt RECCE Q iTI NELOS
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... p'ovi,9 yov accurate, timely intel1igeiice to

support thq Electronic Warfare campaign?

Conf Ldent Doubtful

.54 31 2 1

11,2.43

RE9SPONSSESPON/E

COMMFIIT DIIIITFULRESPONSES K1FA

, i I i

54 3 2

5 4 3 2 I

E FITIS IINUI$ U IECCE 3 ITK KL
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GENERAL:

27. re you 4-onfident that the EW capability of Vur unir
will perm't you t3 petrform your mission without serious
I imitations?

Confident Doubtful

54 3 2 1
.l3, -

IEI
11- OU[STION 27

3

"--; 9 TOTAlL RESPONSE
RESPONSES.I

5 4 3 2 ,
CONFIDIET DVITFUl

RESPONSES

M L
=S4 3 2 I

ItI

SFIU|t~l * NMIIS UJ ECC I g A ISS
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28a Has the USA/USN/USMC/USAF corrected the EW deficiencie.S
identified in the Vietnam war?

a. Inadequate EW protection for aircra.ft.

N=z2.74

I-ESTIIi 2I a
EPNE 5oESPONSE

4.01-

2.0-

5 4 3 2
REUPINS IRW

0.0
7.0-
6.0-

RESPONSES 5.0
4.1-
3.0-
2.1-

0:-11- 6 .0 -L ;

5 4 3 2

M FlOirER 6 1OMER 1 RECCE 0 IT NiLIS
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28b Has the USA/USN/UEMC/USAF corrected the EW deficiencies
identified in the Vietnam war?

b. Inadequate EW doctrine and tactics.

N:2.97

OIIESTIIN 28b

RESPONSES 6.6
4L,..
3,-

5 4 3 2 1
CORUECIEI REIINS

1-

RESPONSES 6
5,-

,AI I I

5 4 3 2 1

FINlJl 6 $1ilS U RECCE 0 llELMl
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H~s the IJSA)/USN/USMC/1JSAF corrected the EW defi':iencies
loentiiied in ',e& Vietr~am war-77

-. ~~uffcient EW tragminc.

OQESTIN 20c
TOTAL AESINSE

RESPONSES r

5 4 3 21
CIAQECTED REVINS

I
RESPONSES

rI

5 4 321

~ FUTIt SMIRI R ECCE C T ATE IS

96



General Comments:

"I believe we need to work more on self-protection. We
are using limited assets to protect our EW assets."

"The primary USN/USMC problems involve lack of realistic
traininq and the slow turnover of modern ECM euqipment to
meet the ever changing threat."

"Am not overly hung-up on a big effort to reinvent the
EW doctrine wheel. Doctrine should be kept simple, i.e. 'Use
ECM to defeat enemy's electronic threat,thereby promoting
successful completion of mission.' Tactics must be developed
and validated at operational level- not dictated by HQ
staffsa. Training and tactics is where the emphasis is
needed. "

"The ECM equipment we work With is totally inadequate.
While better than nothing, the pilots have little confidence
ir the pod. Part of this is due to lack of training
facilities. The rest is a total lack of feedback. You don't
know whether the pod is working at all, even in combat! I
suppose you come back alive after having seen missiles miss
you, you assume that the pod was working OK. But it might
have been bad missiles systems! Conversely, there is a great
deal of confidence in the ALE-40 system because it is used
daily and the aircrew can observe it operating. The same is

-r-ie for the RHAW gear."

"Soviet doctrine is heavy into chaff, ECM, and our
capability to train against that threat is almost
n on-e -,, i stent. "

"SAC does a fairly good job of addressing the ECM
environment. The only problem I ran into was a substantia
lack of realistic "in-flight" training. This was primarily
due to poor range equipment (budget constraints). Simulator
training was very good, especially in the WST. However, new
training gear was very slow catching up to modification
already on our aircraft."

"Farts problem was improving as I departed PCS- but
there will be enor-mous shortfall if hostilities occur. Even
WRM s-tockpiles can't pick up the slack."

"Pr-)tec t ion: FMS quantum improvement over sinqle
ALF-ZOA and "manual" jamming. Training: We need more field
depl]oyable simulators."

"In SAC there is a basic lack of understanding of ECM
except amounq the EWOs. The pilots understand that if the
EWO says he has a threat on his scope, that is serious. How
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he got it and what equipment was used is not very well
understood."

"As of 1984 when I left crew duty, the Strategic Air
Command ECM tactics appeared bogged down in the same rut they
had been for 5 years. ECM appeared to be at the bottom of
the development ladder."

"The best ECM training and tactics training I
participated in was the Integrated Weapons System Trainers.
The whole crew acted as they would with a mission and a
threat. Computerized threats were successfully or
unsuccessfully countered and all actions recorded for post
mission critique at ground speed zero. ECM maintenance
support was supurb in SEA, but in the 'States there seemed to
be more problems with reliability and parts."

"REDFLAG and the scenario missions conducted at E9lin
and against the STR sites have helped generate interest in
ECM and tactics. Wings are getting tactics branches with
access to results of aircraft when flown against various
threat simulators. SAC depends upon mutual support jamminq
during EWO, but seldom has an opportunity to practice the
technique."

"With respect to EW, Army aviation still has two major
shortcomings:

1) Inadequate ECM equipment on aircraft, i.e.
self-protection equipment.

2) No rotary wing ECM aircraft for offensive
operations (i.e. those equipped with radar ,iammers, etc.)"

"Using today's threat, we are not in good shape at all.
Training is not in bad shape. Equipment is the major
deficiency and training devices which work in conjunction
with the equipment are required."

"Outdated gear! Delays in development to deployment of
new systems."

"Equipment. Spareparts!"
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