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Abstract

This project researched the adaptive design process and at-
tempted to provide an aid to users who perform assessments of com-
nromised classified information. The background research of this sub—
Ject did not indicate any previous attempts in solving this problem.
Because of this absence of information, the lack of specific guidelines
for comprornise assessments, and inadequate bookkeeping of informa-
tion, the scope of the problem was reduced to classified information
contained only in documents. The document area appeared to have
the most structure and the highest probablility of success.

The adaptive design process started after current operating
procedures were reviewed. A storyboard (graphic representations of
the system unconstrained by current technology) was depicted and
used as a goal for the final system. The storyboard was designed to
be "user friendly. " } Since no off-the—shelf software could be found to
implement the storyboard, a redesign of the system was performed.

The 'L"first cut"J system used an integrated software package as
its foundation. This system relied on a variety of data bases to
maintain information pertaining to classified documents. -Function
menus were used to access other data bases. The system also allows
for the entry of suggested improvements, maintained in the "hook
book,"” and provides a notepad function for user convenience.

The systern presented is not a final product and should evolve
as the problem becomes more defined. The results of this study indi-
cate that further research be conducted utilizing more resources and

rmanpower.
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3 ADAPTIVE DESIGN OF A DECISION SUPPORT SYSTEM

¥ FOR COMPROMISE ASSESSMENT

i

LA I. Introduction

f-', ..one person with the right access may be capable of compro-
N mising military systems that cost the United States literally mil-

" lions, if not billions, of dollars to develop and produce. .. [which]
o may lead to actions to counter the latest U.S. strategy. And so,

E 2
=

from our standpoint, even one case is too many.

<5 Britt L. Snyder
o DOD Principal Director for
w.ﬁ Counterintelligence and Security Policy
Ve )
¥
- A compromise of U.S. classified information could cause grave
_ZE'.j damage to the national security. Any U.S. Air Force Strategic Air
= Command (SAC) subordinate unit which experiences a compromise
of classified information must notify Headquarters, SAC when the
__ "probability of damage to the national security cannot be dis—
b3 counted (4:53)." In certain instances, SAC may also be notified if
J
. another major command or organization experiences a compro—

".4 )

T mise of a SAC document.

"

;‘, Often, SAC is the originator of the classified materials. When
-. the originator is notified, an evaluation of the classification of the

o
- document must be accomplished and an assessment of possible
w
o damage performed.

v, This thesis addresses the fundamental elements of a decision
:._‘ support system (DSS) to aid SAC in assessing the damage caused
~'~’ ‘ . - k3
) by a compromise of classified information. This DSS provides: 1) a
6~ "kernel"; 2) better documentation in the performance of the
(n")
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':' assessment; and 3) standardized procedures for the personnel
* performing a compromise assessment; 4) a method to allow the
DSS to evolve to adapt to changes in SAC's needs.

S Background

A In recent years, the U.S. has seen a dramatic increase in
ﬁ the number of espionage cases brought to the public eye. As of
: June 1985, 11 people were accused of spying and were awaiting

N trial. From 1981 to 1985, 11 others had been charged and

‘- convicted of espionage (2:1). Since 1985, other incidents of espi—
onage have been and continue to be recorded.

7 In 1981, SAC was dealt a serious compromise of classified
, information. An Air Force missile launch officer, Lt Christopher
"; M. Cooke, was accused of passing secrets to the Soviet Union. He
-t possessed a top secret clearance and had access to various critical
: documents and operational plans. Neither published estimates of
4-3 costs nor any assessments of damage to the national security could
’ be found documented in unclassified sources. An erroneous pledge
4 of immunity from prosecution seemed to be at the forefront of the
Cooke case. This error appeared to be the reason why the press
, ignored the damage caused by the compromise and centered their
" ettorts on the conduct of the trial. One can only speculate that
-; the damage was serious enough to force SAC to change various

. launch codes, documents, and targets.
'3_ Most recently the spy ring involving John A. Walker, Jr.
3 and various family members has come to light. This spy ring is
suspected of passing Navy secrets to the Soviets for approximately
:
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20 years before detection by federal authorities. Walker was
arrested attempting to pass classified documents which contained
Navy reports on movements of Soviet submarines and surface ships
(16:1). The Walker clan was involved in the theft of a classified
document from the aircraft carrier Enterprise which contained
information on the Navy's wartime contingency plan for the Middle
East. In addition, "keying materials that were used to reprogram
top-secret machines that encode and decode classified messages
between Navy ships and their land bases” and information about
the installation of the Navy's new satellite communications system
were stolen. An interesting fact is that wiring diagrams for the
cryptography machines were also stolen (1:5). These diagrams
combined with the actual keying materials could be reverse engi-
neered and the messages that were transmitted during the active
period of the keying materials could be decoded. The extent of the
damage to the Navy, other services, and the United States is
grave and will probably never be known in totality.

Recent estimates show that over four million people are
authorized to handle over 16 million classified documents (13:32).
Britt L. Snyder, the Department of Defense Director of Counter—
intelligence and Security Policy says, these numbers "suggest that
we have a greater vulnerability” to Soviet spies (2:32).

SAC maintains large amounts of classified material. For
example, two—thirds of the U.S. triad (i.e., intercontinental bal-
listic missiles and manned bombers) are controlled by SAC. A vast

majority of this information involves U.S. war plans. Compro-

mises of this or any related information could seriously impact the
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outcome of a future war. SAC also controls many research and
developrment plans for future weapon systems. These plans are
extremely important to the national security and often based on
technology known only to the United States. Compromises of these
plans could also cause grave damage to the national security.
Classified material under the auspices of SAC also includes various
communications equipment, cryptographic materials, intelligence
data, and other assorted documents. This list is not exhaustive.
Compromises do not only include espionage cases; classified material
temporarily misplaced or lost may also be considered compromised.
These facts, coupled with the number of personnel authorized to
handle classified material, indicate that SAC is very vulnerable to
compromises.

Despite these recent compromises and the vast amount of
classified material which exists, it appears that no compromise
assessment aids have been implemented or are in the process of
being developed in the Air Force or within the Department of
Defense. Keyword literature searches through the National Aero-
nautics and Space Administration (NASA) Scientific and Technical
Information Branch, Defense Technical Information Center (DTIC),
and manual literature searches did not indicate any compromise
assessment aids. Personal and telephone interviews with various

Air Force agencies (Aeronautical Systems Division, Air Force Lo-

gistics Command, and the Air Force Office of Security Police) who

also perform periodic compromise assessments did not reveal any

consistent approach to evaluating the damage caused by com-

promises (3,12,14).
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The source which provided the best overall view of compro-

mise assessment, however, was the U.S. Navy Damage Assessment

e
A X

; (DA) Task Force. This task force was created in June 1985 as a

result of the Walker spy ring. The task force became the control-

XA
a a4 1 3

ling authority for the Department of Defense once a comprormise

=N

(e.g., misplaced or lost classified materials) or espionage {(e.g.,

: individual knowingly disseminates sensitive material) has occurred.
K
' [The perception of this author is that the task force is not the
‘X controlling authority.] The task force then proceeds through a
N
) series of phases during the damage assessment process.
[}
" One of the initial steps used by the task force is the "fact
< finding” phase. During this step an investigation is conducted,
\'.f often by other DOD investigative support agencies, to determine the
.
& following:
j ® Who was involved,
o ¢ What was compromised;
N * When did the compromises occur;
‘" ¢ Where did the events take place; and
- ¢ How was the compromise accomplished?
E: Personnel records are reviewed for the duties held, clearances,
:-:: access the person had to materials and the types of jobs held.
3 The final phase of this step is to conduct personal interviews to
‘ 1]
= determine what the person was capabie of doing and other
‘l
28 knowledge of compromises (21).
)
. The second step is to perform a damage assessment. Origi—
::: nators, as well as those organizations which may use simuar
by
ff material, are notified and the impact in various areas are noted:
’ hardware, tactics/operations, training, collection sources and
f,"
]
o S
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[
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methods, and Soviet capabilities/vulnerabilities exposed. Also, a
determination of lapses, oversights, violations in security, and
ways to counter the effects of the compromise are included.
Computer aids are only utilized to maintain a listing of im-
portant characteristics for each document compromised. The
characteristics of each document are maintained on a spreadsheet
with the following headings as shown in Table 1.1. Other than
this maintenance of characteristics, no automation of the compro- |

mise assessment is performed.

Table 1.1. Compromise Characteristics

Subj/Title Comments
| | | | | V4

Outgoing Msg | Reply/Review Results

1) 1.D. * (1dentification Number) - the suffix identifying it as either
a document (D), message (M), etc.

2) Orig (Originator)

3) FBI * (FBI number) - a number is assigned by the FBI if they
ever performed an inventory during their investigation

4) Subj/Title (Subject/Title)

5) Class (Classification)

6) Cross Ref (Cross Reference ID Number) - this is used if there is
any involvement with other cases

7) Commernts

8) Outgoing Msg - usually to the originator requesting assistance
in the compromise assessment

9) Reply/Review Results

The Navy procedures seem to have much more structure

than the ones used by SAC. Currently, SAC Security Police Infor-

...........
----------------
............................



mation Security Division (SAC/SPI) is notified by various means of
a possible compromise of classified information. The originator of
the suspected compromised information is then notified and tasked
to prepare a damage assessment. The damage assessment is based
on a short questionnaire provided by SPl. A subsequent problem
arises because the "final" assessment may determine that a review
1s necessary sometime in the future. That assessment review may
not be accomplished by the same individual. Since the assess—
ments do not always follow the same methodology, the reviewer
may not understand all the intricacies involved in making the
initial assessment. Therefore, the current system utilized by SAC
involves individuals making assessments without any specific direc—
tion or continuity.

As a result SPI notified the Science and Research Division
(SAC/NRA) who in turn notified AFIT of its need for an improved
approach. Preliminary discussion of an "expert system" (as envi-
sioned by NRA and SPI) was included with the request. This
material included sample menus from which an operator could
choose as he determined the specific information compromised.
Each menu choice would branch to a successive menu until a final
determination of damage was made. As explained in the request,
"extensive revision" would be necessary. NRA envisioned this
sytem operating on a Zenith Z-150 personal computer.

The specific objectives of the system (as requested by SAC)
are:

1) To help organize the efforts of {functional] experts asked to study

compromised documents so they are prompted to systematically
study and report on the materials;
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2) To record the results of their analysis in a retrievable and usable
form; and

3) To develop the means ‘o assess the cost of a compromised document
in real and related costs (8:1).

Objectives

The original request from SAC indicated the need for an "ex-—
pert system.” Although many people have a working knowledge of
compromise assessments, none can be considered an "expert.”
With this shortfall, a decision was made to develop an aid, or a
"support system,"” to compromise assessment and develop this
system through learning and evolution. This development process
is referred to as "adaptive design" and is discussed in Chapter III.
Some highlights, however, are presented here.

To build this DSS, it is necessary to define the problem.
From there, a map of the decision process is drawn and a task
analysis is performed which identifies the various inputs and
outputs the user needs to formulate his decision. This map will
take the longest to formulate because of the physical separation of
the builder and users. Ideally, this process should take no more
than a few weeks.

The individual components of the decision process, or "ker-—
nels,” may then be identified from the map. The key (central or
most important) kernel is selected from these components. This
key kernel will be the starting point for building the DSS. Within
a few months, the first iteration of the system should be com-
pleted. The physical separation, coupled with the availability of

the users and hardware/software facilities, may alter this time

period significantly.




While the process of choosing a kernel is being performed, the
individual components of the decision making process are being
graphically illustrated as they would appear on a computer screen.
These representations comprise the "storyboard."” This starting
point is a depiction of what the system ought to do and should be
designed without any technological constraints and cost restrictions.

After the first iteration, other iterations of the system design
should follow. The amount of time expended should be signifi-
cantly lower than required in the first iteration. This lower time
period is due to the fact that the builder is more aware of the
problemn than at the outset of the adaptive design process. As
more iterations occur, the system should approach the specifi—
cations set forth in the storyboard.

The primary goal of this thesis, however, was to initiate a
DSS to aid SAC in assessing damage caused by the compromise of
classified information. A secondary goal was to research the
adaptive design process. This DSS will provide SAC with more
efficient procedures and lay the groundwork for an adaptive design
process to occur.

The following objectives were satisfied to reach the goal:

1) Design the storyboard for the DSS,

2) Obtain approval of the storyboard from SAC;

3) Develop a kernel system for the DSS;

4) Develop guidance for continued system evolution.
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:k Scope
° This research was sponsored by SAC/NRA, but designed to
o meet the needs of SAC/SPI. It should be noted here that the
" individual who initially requested the research is no longer
associated with SAC/SPI. Because of constant personnel changes

and lack of written directives (which would provide continuity),

i "champions, " or principal users interested in the project, were not
available. The compromise assessment aid does not assign any

_If,»“' system generated cost analysis of the compromised information.

Also, because this proposed system is the first of its kind, all work

performed on this topic was original and only provides an experi—

:; mental system using off-the—shelf software to be field tested. ‘
\ Time, physical separation, and technology limitations prevented

- implementation and evaluation of the proposed DSS.

The majority of the research for this thesis involved defining

;_J the problem and learning the fundamental operations of various

~ hardware/software components. The fol'owing chapter provides the

: background for choosing a DSS as an aid to compromise assessment

; and other systems which could serve as a starting point for its

\' development.
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'_.:::; A review of the current procedures used by SAC indicates

t}. that the system can be improved. Based on SAC's request, the
_ . type of system needed would be an “expert assistant (8:1)." An
S :

N expert assistant can be equated to two types of technology: expert
h\,,:‘

P systems (ES) and DSS.

. ES evolved from the field of artificial intelligence (Al). Ap-
o)

‘:'{:‘ plications of these systems are now appearing in various fields. An

;‘.:; expert system works best for a specialized problem requiring spe—

Wi

cialized knowledge. Ford (7:23) characterizes expert systems as

' follows:

Z:'-:'.;t 1) The areas of knowledge have the following prerequisites:

_' the applications are well bounded so the knowledge can

WS be coded into the computer, a human expert is known

daly to perform the task well and is able to develop the

.:-:;:: knowledge base, and the expert is able to explain the

L method of solving the task,

D) 2) These systems solve problems by intuition (or “rule of
N thumb") as opposed to algorithmic solutions;

57y 3)ES use three kinds of information: task specific (data
;-_:::: relevant to the current problem at hand), domain spe-
o cific (relevant to the knowledge base, that is problem

s solving rules and data), and control (the inferences

;,.:_. required to arrive at possible solutions).

:;Z:_:j The goal of the ES is to provide the user with a decision that is

'1: always correct. As Ford (7:24) points out, a satisfactory per-
v formance level is one which is close to, at or better than an

E,:': expert's. Theoretically, the expert system should provide a better
WA

' solution than that provided by the unaided user.
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A DSS can be thought of as an interactive system that uses
data and models to solve problems. Ford (7:22) cites four charac-

teristics of DSS:

1) They tend to be used for specified problems that usually
face upper—level managers, that is, those problems
with no known solutions;

2) They attempt to combine management science methods
and traditional data processing functions,

3)They are easy to use by noncomputer people;

4)They are flexible and adaptable to accomodate changes
in decision making or problem solving.

A DSS does not operate independently. Rather, this system is
used by decision makers as an aid to problem solving. The DSS
combines the best of the human mind and computer resources.
This combination "produces a total effort greater than that attained
by the user and the computer operating independently (7:22)."

No definitions of DSS and ES are universally accepted. A
useful and succinct working definition was provided by Valusek in
which he describes a DSS as a "system (autormated or manual)
that supports the cognitive processes of judgment and choice (21)."
In fact, an ES has been called an intelligent DSS (19:138).

Turban (19:141) summarized the differences between ES and DSS
as shown in Table 2.1. While none of the definitions are exactly
alike, inherent in all of them is the idea of an expert. Whether
the individual is called an expert, upper-level manager, or decision
maker, the fact remains that a knowledgeable individual should be

available to direct the task.

12
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Table 2.1. Differences Between DSS and ES

D83 ES
Objective Assist human Replicates (mimic) human
and replace him/her
Who makes the decision? The human The system
Major Orientation Decision making Transfer of expertise
(human-machine-human)
Query direction Human queries Machine queries
the machine the machine
Clients Individual and/or Individual user
group users
Manipulation Numerical Symbolics
Problem area Complex, Narrow domain
integrated, wide
Data-Base Factual knowledge Procedural and factual
knowledge

Note. Prom "Integrating Expert Systems and Decision Support Systems"
by Efraim Turban and Paul R. Watkins, 1985, Decision Support
Systems: Putting Theory Into Practice, edited by Ralph H.
Sprague, Jr., and Hugh J. Watson, p.141. Corpyright 1986 by
Ralph H. Sprague, Jr., and Hugh J. Watson.

Research has not uncovered any related systems in the Air
Force (3,12,14). The idea of a compromise assessment aid is new
to SAC. Surprisingly, during personal interviews, a few organi-
zations actually expressed resistance toward an improved, auto-
mated system. One organization did not foresee a need for any
computerized system. The rationale was that the organization
rarely performed any compromise assessments (3)  Another
organization felt the problem faced by SAC was merely a "manage-

ment problem” and better procedures would solve the problems at

T . . . .y
N SAC (14). This organization also indicated the number of assess—
3 ments performed did not warrant a system. The former organi-
N3
L zation provided a good argument. A new system could waste
o money or time if it is rarely used. The latter organization, one
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which deals with many modifications to current and future USAF
weapon systems, by its charter would seem to have more
compromises than they seem to admit. This "sensitivity” problem
was realized early in the research as a potential stumbling block
(8:1). The management argument posed is unfounded. In fact,
the willingness of management to identify a problem and improve
their procedures is an indication that they are performing their
Job. However, since no expert could be found nor were any
compromise assessment aids found in the USAF, analogous techno—
logical fields were researched to determine common areas and
possibly use those technological fields as starting points in the

research.

Related Research

A system which initially resembled that envisioned by SAC is
being used by the Environmental Protection Agency (EPA). The
Expert Disclosure Analysis and Avoidance System (EDAAS) is an ES
which is being used to screen Freedom of Information Act requests.
The EPA maintains sensitive information, provided by chemical
manufacturers, importers, and processors, which forms the basis
for the EPA's evaluation of health and environmental risks (6:72).
This contidential business information cannot be released directly to
the public and poses a problem for the EPA information officers.
A decision has to be made about what information may be released
without compromising other sensitive company data by the infor-

mation officers.
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Ll The EPA compromise of sensitive or classified information is
) similar to that of SAC. Direct release of sensitive information is
:;.‘EI not acceptable. As with SAC, the release of information which
“r could be combined with other available information to estimate
sensitive information is also not acceptable.

- . .
e The solution to the EPA problem was an ES. This ES "emu-
T‘::f: lated” an industry analyst who, acting as an espionage agent, uses
§ b
; the data from the proposed release of information and estimates
-;..- corporate operations and strategies. These results would then be
N

EN evaluated against Federal regulations, and a determination made
ey
b concerning its release. In addition, reasons concerning the ES
f-;:f decision would be provided (6:72). EDAAS has been hailed as an
.-”\-
,':’_t effective ES. This system, which uses two knowledge bases and
.}?

' two inference engines, took "four staff—years" to develop (6:75).
\’;?Zf Feinstein claims the system makes no mistakes and does the work
% of ten professionals (6:84).

:') However, EDAAS was abandoned as a starting point for this
K. thesis for several reasons. First, the builders had the luxury of
ermulating the decision processes of an industrial analyst and a legal
. . :
N advisor. The SAC problem, as discussed earlier, could not be
referred to an expert. Second, although the laws concerning dis-
\ closure of confidential business information were vague, this ambi—
v guity was overcome by including all parties interested in EDAAS in
__,_ the planning process. All of these groups then provided inputs on
o how the system would make decisions (6:76). Again, the lack of
e experts and the inability to include all interested parties in SAC
affected the decision to not model the system after EDAAS.
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Finally, the problem faced by EDAAS involved reasoning which
utilized actual production quantities (stored in a data base) to
perform various calculations. These calculations were compared
against constraints established by the planning group. SAC does
not have a data base that relates to compromise assessments and
much of the data which would be used is not quantifiable. The
decision to abandon EDAAS was made primarily on the fact that
no part of the SAC problem could be reduced to simple numbers.

Another process researched was environmental impact assess—
ments. On the surface, the preparation of environmental impact
statements seemed to correlate to that of compromise assessments
(15). In a sense, the two fields have the same problem. Both are
manual; however, environmental impact statements are required
to include discussions in specified areas (5:22) whereas no specific
areas of damage assessment are specified for compromise assess—
ments. The only requirements specified by SAC are that the
following general topics be discussed:

Currency/accuracy

Relationship to SAC Weapon Systems
Effect on SAC Weapon Systemns
Assessment

Recommendations

Trus 1dea of speciiic areas will be carried over into the design of
the DSS. All compromise assessments do have common require—
ments which will be specified later in the thesis.

Another analogous process, technology transter, provided

some useful information. Spencer calls technology transfer the

“planned and rational movement of information and techniques on
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how to perform some tasks, simple or complex (17:29)." The
most useful defined approach to technology transfer was developed
by the Office of Science and Technology and the Mitre Corporation
(10:119). This approach consists of the major steps required and
checklist actions for each step. Table 2.2 shows the major steps

and general areas which the checklist actions encompass.

Overview of the DSS Design

The main goal of this research was to initiate the adaptive
design of a DSS to assist in damage assessment. Introduced by
Keen (Keen:15), the adaptive design process focuses on “getting
finished" through an “"adaptive process of learning and evolution.”
The major players in the system include the user, builder, and
the system itself. The interaction of all these links, referred to as
"adaptive links, " provides the framework of adaptive design.

The SYSTEM—USER link emphasizes user learning while the
USER—SYSTEM link provides the requirements of the user to the
system. The USER&®BUILDER loop is the insurance that the user
drives the design process and a quick delivery of the initial system
is accomplished. The BUILDERE2SYSTEM loop, perhaps the most
difficult of the three to discuss, provides the system the ability to
accomodate new functions or capabilities as required.

This research project provides SAC with an initial aid to
compromise assessment. Keen felt that if the adaptive design
framework was valid, “then Decision Support is a meaningful and
independent discipline (11)." This research will also attempt to

validate the concept of adaptive design as a useful tool.

17
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Table 2.2. Methodological Approach to Technology Transfer

METHODOLOGICAL APPROACH DEVELOPED

BY THE OFFICE OF SCIENCE AND TECHNOLOGY/MITRE

SEVEN MAJOR STEPS IN MAKING A TECHNOLOGY ASSESSMENT

STEP 1

DEFINE THE ASSESSMENT TASK
Discuss relevant issues and any major problems
Establish scope {breadth and depth} of inquiry
Develop project ground rules

STEP 2

DESCRIBE RELEVANT TECHNOLOGIES
Describe major technology being assessed
Describe other technologies supporting the major technology

Describe technologies competitive to the major and supporting
technologies

STEP 3

application of the relevant technologies

DEVELOP STATE-OF-SOCIETY ASSUMPTIONS

identify and describe major nontechnological factors influencing the

STEP 4

the application of the assessed technology

IDENTIFY IMPACT AREAS

Ascertain those societal characteristics that will be most influenced by

STEP 5

" 4

MAKE PRELIMINARY IMPACT ANALYSIS
Trace and integrate the process by which the assessed technology makes
its societal influence felt

STEP 6

advantage from the assessed technologies

IDENTIFY POSSIBLE ACTION OPTIONS

Deveiop and analyze various programs for obtaining maximum public

STEP 1

Note. From Society and the
Hetman, 1973, Paris:

e

COMPI ETE IMPACT ANAL YIS 1
Analyze the degree to which each action option would alter the specific
societal impacts of the assessed technology discussed 1n Step 5

Development. Copyright 1973 by O.'ganisation for Economic Co-
operation and Development.
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Because an ES was initially requested by SAC, the rationale

for the decision to use a DSS, instead of an ES, was presented In
this chapter. The development of an ES should not be considered
until the area of compromise assessment becomes more structured
and experts emerge. Other systems which were researched, as
possible starting points, for the adaptive design of the DSS, were
also included for background. The following chapter builds on the
information presented in this chapter and discusses the method—-
SN ology used to develop the DSS adaptive design process to be

AN presented to SAC.
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) [l Methodology

) The following four objectives (as discussed in Chapter 1) pro-
:{ vide a course of action toward the enhancement of the compromise
assessment problem faced by SAC:

‘::.j: 1) Design the storyboard for the DSS;

? 2) Obtain approval of the storyboard from SAC,

- 3) Develop a kernel system for the DSS;

'é 4) Develop guidance for continued system evolution.

S These objectives can be revised into a format compatible with

. adaptive design. Briefly described in Chapter II, the adaptive

E design process allows the system to evolve and can be represented
r by the following processes: 1) Problem Definition; 2) Kernel Iden-
’- tification; 3) Storyboard; 4) Kernel Development; 5) Evolution.
Problem Definition

Guidelines for the assessment of compromised information
& are outlined in Air Force Regulation (AFR) 205-1, Information

:‘ Security Program Regulation. These guidelines are very loosely

: defined and are a source of the problem in performing any

‘ assessment. The original classifying authority, once notified of a
:: comprornise (usually by SAC/SPI1), is required to review the

:: information involved in the compromise and determine whether:
k (a) The classification should remain at its current level without

~ changing any information;

- (b) Any part of the information should be modified to minimize

‘:}' the effeci;s. cagsed by the compromise, without any change of

e the classification, or

_\ (c) The classification needs to be modified (4:23).

N
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In addition, if the information falls into categories specified in (b)
and (c), the user should give notification to all holders of the clas-
sified material that a compromise has occurred. If a compromise
occurs, the person performing the assessment must also determine
if related classified information is affected. If the information is
affected, then the classifying authority of the related information
determines whether the information can be applied to any of the
above categories.

The existing procedures at SAC appear to comply with the
intent of AFR 205-1. Based on the current procedures, the orig~
inal classifying authority (used in AFR 205-1) is synonymous with
the user (described in this research). The user will be the indivi-
dual assessing the damage of the compromise. The objectives of
the user were tasked by SAC/NRA in their initial request for
assistance [see pages 1-7 and 1-8] (8:1).

It became evident that a wide variety of information could
be compromised. An initial study of the problem indicated that
compromises could occur in three main areas: technology, docu-
ments, and personnel. The technology area consisted of actual
equipment which could be compromised or lost to the enemy.
Documents are self-explanatory. The personnel area deals with
cases of espionage where the individual(s) compromised information
or information from any of the other two areas. If it found that
this espionage revealed information from the technology and docu-
ment areas, the assessment would also be performed using the

same procedures for these areas.

21




A top—down analysis of these areas indicated the entire prob—

S

lem could not be managed through this research; therefore, a

-

v
«

decision was made to limit the problem to the area of documents
only. The rationale for this decision was that personnel and tech—
nology could be analyzed using the same approach as that used for
documents. Also, assessment of the document area appeared to
- have the most structure which would allow for a more substan-
tial kernel and provide a better chance for initial success.
S Each compromise assessment seems to be so unstructured and
> different, no universal rules could be established. The compromise
assessment requires judgment and choice. Many of the responses
o during the assessment are based on the user's judgement. At the
X- same time, the system needs to allow the user the option to query
‘ various sources to make a choice. Different users may use differ—
ent information to make decisions: one may use an estimation of
X the dollar cost to change established procedures;, another may
‘ judge the loss solely on the type of information compromised. The

problem is, therefore, to develop an aid for users when performing

a compromise of a classified document within the guidelines of AFR

205-1 while supporting the judgment and choice of the users.

G- al il

Kernel Idenufication

Based on the problem definition, a map (see page A-1) of
the decision process was formulated. The map was formulated
from a variety of sources. Key aspects of SAC, the Navy, and
technology transfer procedures were considered when building the

map. From this map, a task and data analysis was performed.

22




O Y

. * .
L]
L]

IO
» a » B 7
et

L4
K

0

S

Al LS
DR L, A

o

LG
e R

- e

e 2 TG
oy

»

. . l.
A0

“~

.

NN
FRENEY
I

>

e AR

- . . T .r;'.r:".l,-_'l. '.{t.q.s.,".',‘.__'-_. P T e e e e S
. o >y NS

Eali iRl A e el et Aal At Al Sl el el Al S Al A A A Bl N e A b st Al e At hah Ade R ia - A Ae Sl SRR Shi "ok Sl A4l SR el Aol Sal Sl Ao

As a result, this map appeared to be an accurate representation of
the decision making process. The individual components of the
decision process, or kernels, were then considered for the

storyboard.

Storvboard

To capture the essence of the compromise assessment process
used by personnel, a series of physical representations (i.e., com-—
puter screens) were designed. These representations are actually
characteristic of the representations, gperaticns, memory aids, and
control mechanisms (ROMC) approach specified by Sprague and
Carlson (18:96). The representations aid the user by helping con-
ceptualize and communicate the problem. The operations are the
functions which manipulate and analyze the representations while
the memory aids link the representations and operations. The
control mechanisms manage the entire system.

The storyboard presented (Appendix A) was an initial
attempt at capturing the tools that could be used in the decision
making process of the users. A structure of the document assess—
ment problem is also included. An assumption was made that the
user will already have entered pertinent information concerning
the compromise (e.g., title or number of the document, the cias—
sification of the document; a control number of the assessment;
and user/office symbol of the individual preparing the assessment).
If, for example, a document were discovered to be compromised as

a result of an espionage case, a description of the circumstances

23
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SN and of the espionage agent would already be accomplished prior to
T entering the document portion of the process.
>,
Wiy The system proposed by the storyboard would only be used
e , . .
‘A for the analysis of one compromised document at a time. For
!~ L
LN
) multiple compromises, the system would probably be linked by the
I
':S: name of the person responsible for the document, or the office of
e
X E primary responsibility (OPR). It could also be linked by relations
i to other assessment control numbers. Among the features of the
- proposed storyboard system are :
%
:‘}; ® A menu bar which contains titles of different menus
would line the top of the computer screen. When the
e mouse input device cursor is placed on the title of the
- menu, the user could "pull-down" to commands listed
-':Z',-J- in the menu.
N ~S ¢ At any point of the assessment, the user would be able
A to request a summary of the assessment up to that
- point as well as a hard copy printout through the use
el of a menu.
" e Specialized "Help" windows also accompany each screen
o, aiding the user in interpreting directions specified by
’!
o) the system.
TN
Q2
X ;_",." e [f the user has any questions with respect to other
e ; assessments or wishes to scan related assessments, the
4 query can be accomplished with the possession of a
’ valid auihorizativn code.
¢ An editing function allows the user, again, through the
use of "pull-down" command menus, to move through
i the tree, in reverse, to change any responses previous—
Tl ly entered.
N
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«ernel Development

The description of the systemn defined by the storyboard
cannot be fully implemented using off—the—shelf software. One of
the risks in designing a storyboard is that the ideas represented
cannot always be mapped into the actual system. Concessions
were made in the features so an initial system could be developed
using off-the-shelf software. Based on the storyboard, a techni-
cally feasible kernel system was identified and developed with the
adaptive design process in mind. This kernel system is flexible
enough that the design is easily modified, allows continuing inter-
action between the builder and user, and is inexpensive. Many of
the features specified in the storyboard were not implemented.
The kernel system uses a database program as its basis. A Nill

discussion will be presented in Chapter V.

Hook Book

The hook book is a compilation of notes and ideas on the
future evolution of the DSS proposed. To further reinforce the
idea, all relevant information of the conditions under which the
idea was formulated should be noted. For example, an idea may
be generated while reading a newspaper article. Figure 3 1 shows
an example of a hookbook note made on an index card. The entry
in the hookbook should include, at a minimum, that the news-
paper was being read, the date, what the improvement 1s, and
what made you think of the system. Ideally, the recording of
notes should be performed religiously, however, human nature

often takes control and notes are often incomplete and illogical
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Regardless, many entries were made while the system was being
built. Some of the ideas were implemented, others were

considered for future implementation.

DATE: 9/27/86

IDEA: Ease of notepad operation

CIRCUMSTANCES: After working on the Apple
Macintosh, it seems to be a pretty good idea

to have a mouse pointer/input device to select

the NOTEPAD function from a pull down menu.

A small "sheet" of paper overlaps the current

screen and the note is entered. To close the

function, the pointer is placed in a small box

provided. The original screen is then displayed.

Fig. 3.1. Representative Hookbook Notecard

Evaluation

An area of DSS which is often overlooked or ignored is the
evaluation phase. Evaluation plays a critical role in the continuing
evolution of the DSS. This information could indicate the accept—
abiiity of the systern by the users or impact of the DSS on the
decision making process. If the system provides no useful changes,
the system will ultimately wither away. Discussion on some
criteria for evaluation are discussed in Chapter V.

This chapter provided discussion on the methodology used in

developing the system. By using the adaptive design approach, a
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5‘ system can be developed which is initially beneficial to the user

v and has the capability to evolve into a better system. Even if the
& system is not implemented, this analysis provides structure to a
s previously unstructured problem. The next chapter discusses the
| initial prototype, or "kernel” system.
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IV. Resulting System

w2
"‘*‘F The intent of developing a kernel is to provide a starting
}'-:;i int for the evolution of the system. [t must be reemphasized
" po Y P
L\ :
: that no known attempts have been made to develop a compromise
o P P P

assessment aid. Also, no automated data base information on

L

P
wait,

L

I
>

compromises of classified material was available. Because of these

»
g

shortfalls, the kernel system designed only "scratches the surface"

55 of compromise assessment.

T

Computer Systems

:ji_'_-.' Since SAC requested that the system designed be able to run

’ on an IBM-compatible personal computer, the Zenith family of

o personal computers was deemed acceptable. Because of the delays

-_-jI-_-_ which accompany the procurement of software, the decision was

made to use a software program already owned by the Air Force

" Institute of Technology (AFIT). Programs, such as Lotus 1-2-3

-. and dBase lll were reviewed as possible candidates. The software
:‘:_ program Enable by The Software Group was eventually chosen to
.

FI {l

design the kernel system.

»*

r ‘.'“

Enable has the ability to handle a wide variety of tasks and

A

-IE:ZL functions. For the long term, the graphic capability of the soft-
;"::.' ware was extremely appealing. This capability was seen as a ben-
A efit to improve the capability as the needs of the users change and
, the system evolved. For example, as the ability to determine the
-‘,.'

'-f-j: costs associated with a compromise evolve, bar/pie charts, possibly
- assoclated with a cost data base, may aid the user's decision mak-
) "
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ing process. Also, the ability to easily create menu choices, cus—
tomize input forms, and easily retrieve data from files influenced

the choice of Enable. Other functions provided by Enable, but not

considered for use, include word processing, spreadsheet, and tele—
communications.

Initially, an attempt was made to use the Z-150; however,
the lack of a hard disk made Enable extremely difficult to operate.
The main Enable program consists of four disks: System, Oper-
ation, Utility, and Tutorial. The Z-150, which has two disk
drives, calls for a constant "swapping" of these program disks.
This swapping was seen as "user unfriendly” and could lead to the
system being rejected by the users. Because of this shortfall, the
Zenith Z-248 with a hard disk was chosen as the primary

computer system.

Data

The initial task was the determination of the information to
be used by the system. The spreadsheet information gathered by
the Navy DA task force was extremely helpful. While their sys—
tem 1s used on a case—by-—case basis, 1t can be extended to mul-
tiple cases. The Navy spreadsheet also did not involve subjective
data: it was used only as a bookkeeping tool and not as a decision
aild. The checklist for making a technology assessment (Table 2.2)
provided useful ideas in determining important aspects related to
compromise assessment. An analysis of the storyboard indicated

there are many pieces of information that were common to all

compromise cases. These common areas are listed in Table 4.1.
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The next task was organizing these common areas in an effi-
cient manner to be used by the system. Certain areas are related
to others, called a relation. Each instance of a relation can be
considered a record and a collection of these related records consti-
tutes a data base. All of the different data bases are related
through the use of the compromise assessment case number. This
number is the control number assigned by SAC/SPI at the start of

the assessment.

Table 4.1. Common Areas of Compromises

Compromise Number

Date of the Assessment
Document Number

Office of Primary Responsibility (OPR)
Date of the Document
Classification

Stakeholders

General Area of Comprornise
Damage Caused by Compromise
Systems Involved

Review Date

Description

Figures 4 1 through 4.7 depict the relations used in the sys—
tem. Figure 4.1 shows the fields in the document data base. The
information does not require any decisions or assessments to be
made by the user  All information entered into the system would
be "hard" data based on the characteristics of the document.

Many of the assessments will involve some type of system

(e g., weapon systems) A means to record this data was devel-
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oped by relating the system with the compromise number. Figure

4-2 1s a representation of this relation.

The assessment data base contains most of the subjective
information concerning the case. A majority of tne cases would
use this relation to enter data. One of the more important fields
1s the damage field. This field will, at a glance, indicate the
importance of a particular assessment. The review date can be
used by the system manager to determine which compromises are
due for a review by simply performing a search. Figure 4.3 lists

the relation.

R
DOCUMENT
Compromise ¢ | Document?® Title Date Assessment date

Figure 4.1. Document Relation

SYSTEMS

Compromise * Systems |

Figure 4.2. Systems Relation
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The stakeholder data base is seen as a powerful tool once the
data base is established. A listing of the relations is found in
Figure 4.4. A stakeholder can be described as an organization,
friendly or enemy, who will be affected by the loss of a classified

document.

ASSESSMENT

Compromise ¥ | Damage |Description [Review date Assessment]

LT e T

@

.
-

Figure 4.3. Assessment Relation

« r

’

L
t

l'“' L' a
P’

LR

SBTAKXEHOLDERS

Compromise * takeholders | Reason

Figure 4.4. Stakeholder Relation

A vital piece of information which is to be added alor.

(e o]
g
=
oy
Ias
T
]

o

takeholder is the rationale for the entrv The rationale for

- - 7 - P 4 -

certain decisions seems to be the missing link in subjective decision

making. It will become valuable in future assessments so other

«t

users can understand the logic of past assessments. In addition,

IAAJJ.,‘

Canx
a 3 atrty

LY

users will learn from mistakes or omissions that occurred In

o
¥

previous assessments. |
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‘*‘i
- | | | N
e Compromises of cryptographic materials poses many additional
K ‘e
) problems for the person performing the assessment. These docu-
DO . . . .
:'l ments are often used to transmit classified information from one
N . . .
';{ unit to another over nonsecure lines of communication. Usually
the document is in effect for a specified time period and then
.‘,«;'.',' superseded. By listing all messages which may have been compro-
N
- mised during that time period, the user can use that list as a
“
e . ,
e reminder to perform an assessment on those messages. Figure 4.5
:_’C: provides the relation for the crypto data base.
s
A
\;! _
¥ CRYPTO
.J‘..-
l Compromise ¥| Messages possibly compromised
o~
7
;:i; Figure 4.5. Cryptographic Relation
X o Figure 4.6 shows the technology relation. As in Figure 4.1,
ol
> . . .
& a particular document may require more than one entry. In this
Y case, there may be more than one related technology. This data
,11 base accomodates multiple entries by use of a common case
2
R number. A subjective data field is provided in this data base to
- . . .
Ty discuss the impact that a particular technology may have when
.,J; that knowledge 1s lost.
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TECHNOLOGY

Compromise #| Related technology| Type { Applications

Figure 4.6. Technology Relation

If the information compromised did not fall into the cyrpto or
technology fields, the user could input any additional data here or
query other records to determine any common elements to other

cases. The relation is listed in Figure 4.7.

OTHER

Compromise * Time period involved Assessment

Figure 4.7. “Other Areas” Relation

Systern Operation

The control aspects of the system were created through the
use of macro programs. The ability to easily create macros
greatly aided in the development of the system. Because the
macros are keystrokes stored in memory, functions normally
performed by the user can be initiated and performed with very

little effort. In conjunction with the macros, menus were created
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to allow the user to easily execute them. These two features,
along with the data bases, comprise the kernel system.

Once Enable has been activated, the Sign On Screen is dis—

played. [All Enable screens discussed are depicted in Appendix B.]
At this point, the user should ensure the time and date are
correctly entered. The system uses this data later in the
assessment. This function will be discussed in detail later in the
thesis. From this screen, the Main Menu is accessed.

The Main Menu is the starting point of the system. All
functions normally performed by Enable are still available. By
accessing the menu which is associated with the Master Control
Module (MCM), the compromise number, which is assigned to the
case, is entered. The MCM is the controlling program which inte-
grates the system. The compromise number, when entered, is
maintained in the MCM for future use and remains there until it
is intentionally changed by the user. Once this number is input,
a macro is initiated.

This macro sends the user to a screen where data on the
document is input. The macro is written so that the screen
"freezes” until the input form is displayed. During this time, the
system calls the ADD command, finds the document database, and
displays the default form. This form was created and specified as
the default form at the same time the data base was designed.
The macro also automatically enters the compromise number on
the input form, reducing the number of keystrokes required of the

user .
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The data is entered through the use of one of two macros.
As discussed earlier, certain areas may require multiple entries.

If multiple entries are not required, one macro will enter the data
and close the document data base, returning to the DBMS Com-
mand Chart. If multiple entries are required (e.g., Systems), the
other macro enters the data into the data base. Following the
entry of data, the system calls the MCM for the compromise
number that was entered at the start of the session. The current
compromise number is then automatically entered on the next
entry forrm. With a minimum break in continuity, the user is
then only required to input the next entry. The use of a macro
here is seen as one of the keys in developing the system. It was
felt that the more keystrokes accomplished by the user during an
assessment, the less interest the user will have in the system.

Another feature of the system is the ability to open a second
data base while active in another. This feature is accomplished
with a customized menu. The menu lists the other data bac<es by
number, for example "4 — ASSESSMENT." When the user calls up
this menu, the option can be selected by using the cursor to select
the option or depressing the number preceding the data base (in
the example, "4"). As each menu choice is "highlighted,” a win-
dow describing the function is displayed.

When the selection is entered, a macro is initiated. As in
the case of all macros utilized, a function to freeze the screen
until all actions are complete was included in the macro code.

The data on the screen is saved and the system returns to the

DBMS Command Chart. At this point, the system is able to call
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4
-‘_“ the MCM to open a new data base. The data base is determined
) by the menu choice while the displayed input form is automa-
:.:. tically linked to the data base selected. When the call is made to
~.3_' the MCM, the compromise number is again recalied for automatic
.. entry on the form.
i Additional Functions

;o.a In addition to the ability to access other data bases, other
L functions are provided in the "add" mode. If the user will be

E working multiple assessments in the same session, the user is able
r" to enter a new compromise number. The compromise number is

n changed by displaying the menu and selecting "COMPROMISE
E‘_:f NUMBER." The new number is typed into the box provided in the
.,- menu. When this number is entered, it is sent to the MCM to

replace the old number.

Secondly, the user has access to a "notepad” function. The
-. intent of the notepad is to serve the same purpose as a pad of

; Y paper and pen. By accessing the notepad through the main

'::' menu, the notepad data base is opened. The date and time are
Z}' automatically displayed and only the user's comments need to be

entered. The subjects of the comments are not restricted to any
f: particular areas. The notepad 1s provided only as a convenience to
:.:: the user so that ideas and "snapshot thoughts" can be recorded
e with minor interruption of decision making actions. At the end of
-:.l‘ the session, the user can gather the notes from the data base and
~)‘ accomplish further actions as required. For example, a user may
‘ be unsure if one system is actually affected by a specific

K
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document. He may have to perform further research and return
to the assessment. The notepad function will allow him to record
his thoughts. To return to the user’'s previous actions, a selection
made from the main menu will return the system to the data
base and compromise number previously displayed. The notepad
i1s seen as an important decision aid for the system. While its
concept is trivial, the user can use it as a memory aid to assist
his decision making process. The amount of effort required to
access this function is seen as a benefit because the user's train of
thought is minimally interrupted.

A function similar to the notepad is the hook book. Discussed
briefly in Chapter III, the hook book is a list of notes which are
used to comment about the current status of the systemn and
suggested improvements to the system. The hook book also has its
own data base. It is opened using the same method as the
notepad and the system also automatically enters the date and
time. The hook book is closed using the main menu. Because this
is a multi—user system, the hook book is intended to maintain
suggesstions from all users. The person maintaining the entire

system, or "systern manager," will take necessary actions to filter
and implement (when possible) the suggestions entered into the

hook book.

Decisi q
The system described is not seen as much of a benefit to

"early” users of the system. The early users will be entering data

on compromises, however, they will be laying the groundwork to
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be used by "later” users performing compromise assessments. In
other words, as more data is entered from previous assessments,
the user can use that data to make better decisions on the impact
of a compromise. The early users will have to rely on their own
ability to assess the darnage.

Since no data bases have been established nor have written
procedures been established by any higher headquarters, the
individuals tasked to perform a compromise assessment are not
aware of the information contained in previous assessments. This
problem is alleviated with the ability to access other assessments.
Through the use of a customized menu (different from the one
previously discussed), the user has the ability to easily query
other data bases for related information.

The menu looks similar to the one which accesses other data
bases for entry of data, however, different macros are executed
when the corresponding menu option is selected. Generally, all
macros used in this menu perform similar functions. When an
option is selected, the screen is frozen until all actions are accom-
plished by the systern. The data on the screen is saved and the
system returns to the DBMS Command Chart. The DISPLAY func-
tion is then selected and the appropriate data base is automatically
entered based on the option selected. The user may or may not
enter conditions on which to search the data base. If the user
does not enter any conditions, the entire data base will be dis—
played. If the user enters conditions, the system will only display
those records which match those conditions. The system provides

the field names and the available operators at the bottom of the
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screen to conduct the query. For example, the stakeholders data
base may be queried for entries which refer to SAC/NRA by enter-
ing "STAKEHOLDERS EQ "SAC/NRA"."

Occasionally, data in a field may not be known or the field
may be too lengthy to enter. Through the use of "wild card”
symbols (i.e., "$" and "?"), the user may easily scan an entire
field. Using the above example, the query can be made by typing
"STAKEHOLDERS EQ "SAC?"." The power of this tool can be seen
when fields can contain 254 characters. These fields are often
used to contain written text concerning the compromise. If
records contain important keywords (e.g., espionage, lost, mis-
placed, SAC, TAC, etc.), the user can easily scan these fields using
keywords and wild cards. For example, a query for espionage
assessments is performed by entering "ASSESSMENTS EQ

"ESPIONAGE". "

Recommendations/Summary

This chapter provided discussion on the resulting system
designed. The design was based on ideas from various sources not
necessarily involved with compromise assessment. The resulting
system falls short of the storyboard due to one key fact: the
decision to use off-the—shelf software limited the capabilities ot the
system. If the manpower and resources were available, program-
mers could have developed software to support the functions
depicted by the storyboard. Because of the inability of the soft-
ware to perform in accordance with the envisioned system, other

shortfalls occurred.
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.\s Adaptive Design of Systemn. The hook book is an effective

‘ tool to document features (i.e., requirements determination)

~' "“ which should be considered in future iterations of the DSS design.

z Because of time and technological constraints, these ideas were not

' ' implemented in the system. As this research progressed, it

'_t became evident that the hook book is better tool if it is used as a
diary. This is important if a new builder is put into place and a
record of past failures and reasons for failure are required. The

"’Z:::E log will prevent others from wasting time attermpting to implement
an additional DSS feature using a previously failed technique.

t; Following are hook book entries for the continued evolution of the
T system.

, Report Generation. An appropriate format for the final
assessment needs to be determined. The final assessment would
:j::’ benefit from the report generation capabilities of Enable. The
report could be used as a hard copy record of the assessment.

": The problem, however, is compiling information from different

:j data bases keying on the compromise number.

On-Line Help. As the system evolves, the help pro—

" ‘}' vided in the information block will become less important to the
: user as he becomes more familiar with the system operation.
Eventually, this information should be moved to an on-line help
function. I[f the information currently in the system is insuffi-

f cient, additional information should be included in the "help”

: _: function.

;& Current Record. One of the current problems with the
resulting system is working with the current record. When
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another function i1s entered (i.e., notepad and hook book), the
current record must be saved and then the new function can be
displayed. The problem arises when trying to return to the saved
record because there is no method which limits keystrokes by the
user. While the compromise number is stored in memory, if a
particular assessment has multiple entries in one data base, the
system cannot automatically access the last one saved. In this
case, the user must specify the conditions exactly to find the last
record entered.

Data Entry Limitation. For all data bases, each data
field is limited to 254 characters. Currently, if the 254 character
limit is reached, that information must be entered and the
remaining information is treated as a separate record. A way to
link these data bases needs to established. The original storyboard
envisioned a system which allowed integration with a word
processing program. Thus far, no efficient method to fully
integrate the word processing and data base functions could be
performed.

Window Limitations. The data base functions require
the window, or presented screen, to fill the entire computer
screen. Some of the other functions in Enable, for example, the
spreadsheet function, allows windows to be reduced for display.
This reduction allows multiple windows to be displayed, therefore,
more information can be presented from different sources. In
retrospect, the spreadsheet function may serve the purposes of this
problem better than the data base function because of the window

limitation.
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Multiple Specifications. The query function allows the

user to search a data base to find records which meet specified
conditions. The system does not allow the user to specify multiple
conditions to determine if they are shared by the same assess—
ment. The system would provide more decision support if it could
access more than one data base simultaneously.

Automatic Access. The system should be able to detect
specific entries made by the user and based on these entries,
access other functions as required. For example, if the system
recognizes entries similar to a previous assessment, the system
could automatically signal the user that a pattern has been reco-
gnized. The user would then be able to use the information from
the other assessment as he chooses.

Mouse Input Device. A mouse input device greatly

reduces the need for "computer literacy.” The mouse replaces
cursor control and allows easier access of menus. Many keyboard
functions can be accessed without knowledge of specific keystrokes.
One of the better mouse devices is on the menu driven Apple
Macintosh. Incorporation of an input device similar to the Macin-
tosh would be extremely beneficial to the system.

Expansion of Kernel. The system was designed to
accomodate only compromises of documents. The system even-—
tually needs to be expanded to accomodate all areas of compro-
mises. The documents area was chosen for the kernel system
because its structure appeared to provide a high probability of
success. The other areas appeared to have less structure and,

therefore, their decision processes are expected to be more difficult

43




o R
"
Y .‘_j
,“’n: to capture than the document area. Expansion of the kernel will
"t" be extremely challenging.
‘;E Keystroke Recording. Keystroke recording may provide
Ef: new Insights into the decision process of the user. An analysis of
o K the keystrokes of many users may allow for the development of a
conceptual map. This conceptual map may help in future
:,-. compromise assessments.

' Password System. The data base is currently open to
':f: all users. The securily level ol Lthe inlormation con!..
t_f:: dala bases may nol always be consistenlt wilth thal of Lhe use
-~ Access to classified information is based on possession of the appro-
? priate security clearance and a need to know. If the user does
f-:- not have access, some measures must be built into the system to
restrict access to the data.
, Interservice Queries. One measure of effectiveness to
": be evaluated, discussed earlier, dealt with information sharing. If
the user has the ability to request information from other
I" services, he is likely to make a better decision. One of the keys is
'\ interoperability. If the current communications problem between
';! the services is any indication, the interoperability of compromise
j_:. assessment systems (assurning other services automate their
-. compromise assessments) will not occur in the near term.
'i: Cost Analysis. One of the key points in an assessment is
= to determine the cost associated with the fix of the damage caused
‘ by the compromise of classified information. The cost not only
*:i:I includes the cost to the U.S. but also the benefits received by the i
_. other side. Costs to the U.S. can take on a variety of forms
o
“
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(e.g., the dollar value to change compromised cryptographic codes,
the amount associated with changing training procedures, etc.).
Benefits to the enemy may include the amount saved by receiving
U.S. classified technology, thereby saving research and develop-
ment costs. One suggestion for determining these costs would be
to construct, if not already constructed, a large data base which
houses current costs associated with all USAF functions (e.g.,
amount to retrain bomber crews). Projects and the areas which
were used in supporting the completion of that project would be
programmed into the DSS. The DSS would detect a pattern in the
compromise and determine what fixes were needed. The fixes
would then be compared to those functions programmed into the
DSS and the system could estimate the cost of the compromise.
Summary. The representations illustrated in the storyboard
could have been generated on the screen of the system. However,
user interface could not be effectively handled For example, the
system represented by the storyboard would send the user to
another part of the assessment simply by clicking a mouse input
device in a specified area (which initiates a macro). In order to
initiate a macro in the system described, the user must perform
several keystrokes. User friendliness suffered as a result of using
off-the—shelf software. The trade—off for lower costs (i.e., dollars
to buy the system and time expended to design the system) was
the inability of the system to perform functions specified in the
storyboard design. If further user friendliness is to be pursued,
additional funds and manpower should be directed to this area.

Despite these shortfalls, the resulting system will be used as a
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The next

starting point in developing a more complex system.
chapter provides guidance for the evolution of the system.
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V. Recommendatjons/Conclusions

introduction

The assessment of compromised classified information is by no |
means a trivial matter The ideal s:tuation would be a total elim-
ination of comprornises Unfortunately, this solution is not realis—
tic. This thesis started with thé premise that compromises will
occur and continue to occur The problem is, once a compromise
has been identified, what to do next. The resulting system
described 1s only the beginning of the solution to a complex
problem. This chapter will provide guidance on the continuing
evolution of the system and its components.

While originally researching the topic of compromise assess—
ments, it became evident that this problem area had no struc-
ture. Personnel had only rudimentary guidelines (specified in AFR
205-1) when performing assessments. Through the interviews and
research performed, the cornmon areas of an assessment were
determined. From this information the system was developed as
described in the previous chapter. This system is seen as provid-
ing some structure to a previously unstructured problem. The
data fields in the various data bases serve as memory aids to the
users when entering information. This data can now be collected
and organized in a manner which is useful to all users.

The primary goal of this thesis was to provide a decision tool
to aid SAC in performing assessments of compromised classified
information. The systemn described is not a final system, nor was

it intended to be. Because this area has not been previously
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:;:: explored, the starting point of this thesis was the problem recog-
At
* nition. Time constraints and, to a certain extent, technology con-
S
L straints prevented the implementation of a usable system This
h‘.-
o thesis did, however, provide a preliminary design for an aid to
" compromise assessment.
4 "]
uay The secondary goal of this thesis was to research the adaptive
Ay , _
> design process. The builders of a system rarely understand the
o .
users’ needs and the users may not completely understand what
e they want. From this initial system, users may levy additional
I
P requirements and specify additional features. This user feedback
~"
. should be an ongoing procedure. To aid this procedure, a frame-
'--__'_- work for the evolution of the system will be provided as well as
3\ organizational requirements for this evolution. The section
L
Y Evaluation Criteria and Recommendations provides guidance on the
N adaptive design of the system.
.::.
Ny
ha Evaluation Criteria
2 The evaluation of the system can be as important as the
&":-
::Z:: systemn itself. In fact, developing the evaluation criteria may be
Z:::_I as difficult as building the system. For this reason, evaluation is
'5‘4 often ignored or overlooked by all interested parties. If the system
_,.\:
A ::.‘;- 1s not percelved by the users as beneticial, 1t will not be used. It
N
:;';: the system is not meeting the expectations of all stakeholders, then
) the reason must be determined. Throughout this research, evalu-
::if ation criteria were documented. These criteria have been divided
A . ‘ - _
s into four areas: prior to the initiation of assessment, during the
51
- assessment, after the completion of the assessment, and over the
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long term. Following is a discussion on these four areas, measures
for evaluation, and problems with the evaluation criteria.

Prior to the Intiation of Assessment. The main purpose in
conducting part of the evaluation prior to the assessment is to get
a user’'s perceptions of the overall decision process and of the
system operation before any work is done. An attempt was also
made to minimize user distractions. Any distractions to the user,
while making a decision, may actually discourage use and doom
the systemn. Five criteria have been targeted for this portion of
the evaluation.

Manual Completion Time. The time in which an
assessment could be completed, without the use of the DSS, may
indicate the relative benefits of the system versus the manual
method. If the user feels he can do the same job faster without
the system, the credibility of the system will suffer. Although
time alone is a dangerous measure (e.g., the DSS may require
more time to solve the problem but may give a better answer),
time estimation by the user may be matched with other eval-
uation criteria to provide some type of composite measure of the
DSS effectiveness. The method of collecting this estimated comple-
tion time should be in the form of a survey presented at the start
of the assessment. If the survey is presented at the end of the
assessment, the results are based on the user's memory after the
fact.

User Knowledge of Problem. An important aspect of

the assessment is the knowledge of the compromise beforehand. If

the user completely understands the assessment and has organized
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:5'.’ this information in his own mind, the assessment will inevitably
S require less time to complete. If he knows only the basic facts the

’ assessment is likely to take more time. This additional time will

: come from querying the other data bases in addition to querying

-" outside sources. The user would provide his perception of his

\ ; familiarity with the problem in response to a survey question.

"‘::_‘ The response would be equated to a number scale from 1 to 10.

L If the user feels he completely understands the problem, he would

_.;-_‘, mark a "10." This subjective information 1s no guarantee of the

2 actual knowledge of the user but is still useful.

L : _ Last System Use. The user would provide the date in

; _2 which he last used the system (perhaps this time could be stored

::\ in a separate data base). This information will serve two func-

a0 tions. The first function will use the information to determine

*«' user acceptability of the system. If it is used regularly, this use |
-‘ may be a sign of user acceptability. Of course, other factors must :
-':?:' be taken into account (e.g., number of compromise assessments, l
: who is performing the compromise, etc.). The second function 1
;E'; will be keyed to the system. While not currently part of the

ey system, eventually this date could be used by the system to cal-

_ 5 culate the amount of help the system provides. For example, if

ﬂc;-:_ the user has not used the system for an extended time period,

', more information windows on tasks may be provided. Whereas, if

2.2 the user has recently used the system, no information may be

: provided except when specifically requested by the user in the

form of a "help” function. For this second function, more research

e, will be required to determine the optimal time frames for the
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system to make these determinations. An alternative to this pre-
vious discussion is to let the user determine the level of help he
requires. Under this concept, the system would request the level
of help required and then the system would automatically adjust
according to this response.

The knowledge of the user about the system will influence
the time required to perform an assessment. This subjective
assessment provided by the user will be used in conjunction with
the information previously discussed. If the user has limited
knowledge of the system operation, one would expect the assess—
ment to require a longer completion time and is another factor
which can be compared to the estimated manual completion time.
The quality of the assessment may also be influenced if the capa-—
bilities of the system are not completely understood.

Requirements Knowledge. The knowledge of the
requirements of the assessment, as specified in appropriate
directives, will influence the quality of the assessment. This lack
of knowledge may cause the user to cmit important information.
The current requirements, as discussed earlier, are vaguely
written. The better understanding that a user has, the more
likely he is to provide a worthwhile assessment. If useful require-
ments could be developed by any source, these requirements could
be incorporated into the system under some type of "Help”
function.

During Assessment. Evaluation of the system under use is

perhaps the most difficult aspect of the entire evaluation process.

The results of this evaluation is crucial to the success of the sys-




tem, but not to the extent that the quality of the final product
suffers. The methods of evaluation during the assessment must be
designed to minimize user distractions.

Notepad/Hook Book. The design of the system allows
the user to input recommendations for the system and record
notes on any subject through the hook book and notepad, respec—
tively. The hook book will provide the most feedback on user
satisfaction with the system. In addition, it lays the groundwork
for the future evolution of the system. If the hook book entries
suggest major changes to the system, these changes may indicate
a total dissatisfaction with the system. The entries would have to
be individually evaluated to determine the satisfaction or dissatis—
faction with the system. The notepad, which is designed only for
notes to the user, may include comments about the system oper—
ation. If the user enters numerous notes in which he is required
to research additional information, these notes may be an indica-
tion that the system is not providing the user with enough infor-
mation. Again, each entry should be evaluated on its own merit.

Voice Recording. The hookbook and notepad are valua-
ble tools, however, the user is required to perform certain actions
to access them. These actions may seem distracting to some indi-
viduals. To overcome these distractions, a voice recording of the
session may aid the evaluation process. A lightweight microphone
attached to a voice activated recorder could be attached to the
user to monitor hook book and notepad comments. This method
would probably provide the least amount of distraction of any

evaluation method. The ultimate design of the system would
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totally rely on the voice system to perform an assessment and
display the results on the computer screen. This system is beyond
the scope of this thesis; however it is seen as an ultimate "bound”
to pursue.

After Completion of Assessment. The evaluation information
obtained prior to and during the assessment coupled with the
information obtained after the completion of the assessment will
determine user satisfaction with the system. As with the infor-
mation obtained prior to the assessment, the users' perceptions
should be recorded in a survey.

Actual Completion Time. The time required to perform
an assessment will aid in determining system usefulness. The
completion time may be obtained in a variety of ways. It can
done through a log kept by the user or a timer attached to the
computer. Other pieces of information to be considered in this
comparison are how well the user understood the problem, how
well the user understood the requirements, and when the last
system use occurred. These additional factors can be used to
Judge the amount of confidence which can be placed in the actual
estimated time. If the time can be considered reliable, the actual
completion time should be compared to the logged manual comple-
tion time obtained earlier. If time i1s saved in performing the
assessment, the systemn may be beneficial. If time is saved and
the quality of the product goes down, the system is not aiding the
decision making process.

Quality of Assessment. The final "assessment” of the

systemn will be partially judged on the quality of the final product
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One method to judge the quality of the assessment 1s to compare
the assessment prepared using the DSS with an assessment pre-
pared manually. This comparison could be performed by using
another expert (i.e. , another individual who did not perform the
assessment with computer support) to subjectively determine if the
assessment is better than one performed without any support
systern. This method of evaluation will be extremely labor and
time intensive. A study of this method should be performed to
determine the relative benefits of the results versus the manpower
required to evaluate the system using the comparison method.

User Perceptions. The users’ subjective perceptions of
the system can also be used fo determine the acceptance of the
systemm. The following areas should be measured:

Rating of ease of use

Rating of system efficiency

Subjective rating on the improvement of the assessment
Confidence in quality of the assessment

System response time

Are critical questions answered?

From the user's standpoint, are the requirements of
AFR 205-1 fulfilled?

® ® & & & ¢ o

There are two methods by which user's perceptions may be
gathered: 1) written survey, and 2) directly tied to the system
iteelf  When the assessment is completed, the system weuld
automatically display the questions on the screen and await user
response

Long Term The evaluation of the system over the long
term will provide further insight into the users' decision process.
As the system evolves, the DSS will become a more powerful tool,

not only for the users, but for others outside the organization
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The following areas discuss evaluation of the DSS over its lifetime
These areas to be evaluated will not provide any benefits to the
system in the foreseeable future.

Pattern Recognition. The ability of the system to
recognize a pattern in problem solution would be a powerful tool in
compromise assesment. For example, while performing an assess—
ment, the system may recognize the method utilized by the user
as having occurred in another assessment. If the system reco-
gnized the pattern, the system would be able to either comment
on the user’'s technique or recommend changes to his procedure.

A criterion for evaluation is how well the system performs this
pattern recognition. As a discipline, pattern recognition is still in
its infancy and further discussion is beyond the scope of this
research.

Information Sharing. Another long term criterion for
evaluation is information sharing. The information in the system
may also benefit others who do not use the system on a regular
basis, including non—USAF agencies. The system should be
designed to easily extract information for use by others. Evalu-
ation in this area will probably be based on the subjective opinions
of nonusers.

Strength as Trial Evidence. One of the possible uses of

the assessment could be in a court of law (military or civil). This
use would occur 1n cases of espionage or when the classified was
lost due to gross negligence. One measure of the system
effectiveness would be to determine if the assessment could be used

as an aid to convict an individual in a court of law.
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Measures for Evaluation. Sprague and Carlson provide a
structure for DSS evaluations where the evaluation is conducted as
a planned experiment to test one or more hypotheses (18:167).
For example, the user responses could be taken and statistically
compared using various methcds (e.g.,the paired t-test or
Wilcoxon test). The actual design of the experiment will not be
discussed, it is only offered as an approach to evaluate the
problem.

Problems With Evaluation. As discussed earlier, establishing
criteria is a difficult task. Although the criteria established may
provide a statistically sound experiment, the quality of the infor-
mation used in the experiment may be flawed. This problemm may r
arise anytime that subjective ratings are used to measure atti-

tudes. Four major problems with subjective ratings are: H
1

1. In developing a questionnaire to measure attitudes, one may be
trying to quantify that which is not quantifiable and the
subsequent analysis may be misleading.

2. Questionnaire respondents may interpret questions differently
than intended, and answers to some questions may influence
answers to others. Thus unintended impacts may be measured,
or a single impact may be interpreted as more than one. {

3. Administering questionnaires may be an inconvenience to indivi-
duals and expensive (in terms of hours lost by respondents and
hours spent by interviewers).

4. ’(I'he method does not identify the causes of any measured changes.

18:163)

Although most ot the discussion in this evaluation section tocused

on surveys, other methods of evaluation may yield useful results.

Whatever the method of evaluation, it should be performed with
minimal interference to the routine of the user. Sprague and

Carlson believe that a combination of evaluation methods may
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result in the best evaluation because of the "variety and com-

plexity of the potential effects (18:167)."

Recommendations

The nature of this research lends itself to many recommen-
dations. Because the system was developed using adaptive design,
many specific recommendations were generated from a personal
hook book as this thesis was being written. Those recommenda-
tions that applied specifically to the system were discussed in
Chapter IV. In addition, comments directed at SAC and those
concerning DSS, in general, were generated throughout the
research.

SAC. These recommendations were generated to aid the
continued evolution of the DSS. These requirements are directed
at SAC and should be considered before future attempts are made
to autormnate the compromise assessments.

Champion. Since the departure of the previous cham-
pion, no new champion has emerged. The champion is an impor-
tant player in the adaptive design process and without one imple-
mentation of the system will be extremely difficult. The champion
should be in position of responsibility to provide upper level man-
agement support and infiuence to implement the systern. e
should be in that positicn for a reasonable amount of time to pro-
vide continuity to the system. This lack of continuity was a con-
tributing factor to the current problem of performing compromise
assessments. It is highly recommended that a champion be iden-

tified prior to the initiation of any further work in this area.
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: Priority. A reevaluation by SAC is required to deter-
= mine the relative priority of the compromise assessment problem
’ to other SAC problems. If it i1s judged to be a continued area of
: concern, it 1s recommended that additional manpower be directed
at this task.
\ Common Procedures. The problem is currently too
unstructured. The current procedures are vague and provide no
guidance for the final assessment. Following are suggestions to

Y standardize the process.
')': Working Groups. One recommendation is to
? initially form a USAF-wide working group and attempt to provide
._-Z: some structure for the problem. For example, this working group
,. could determine the information that is required in the assessment
IS8 and data that could be used as as aid to the user. This thesis
::::. could be used as a "strawman.” The goal of the working group
should be to determine what is actually needed under AFR 205-1.
- Once this USAF working group has made their recommendations, a
_: DOD-wide working group should be formed to perform the same
j’, function. Structuring the compromise assessment problem will aid
::'"E in information sharing between DOD components.

-__; Iraining. It is highly recommended that some

oy type of training program be established for personnel performing

e assessments. This program can be in the form of management
5 guides, self-inspection checklists, or operating instructions Because
- . . |
e of the high turnover rate in personnel, corporate knowledge is
.,'..
50 constantly lost. Some means must be developed to retain this lost
R infomation. Another possibility is to incorporate this system into
."::
g
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o computer aided instruction. Because the actual number of

“ compromise assessments is limited, the computer aided instruction

‘ function may be used to train the user as the assessment is

: performed. This function would minimize the time expended in

" training prior to the assessment.

L General DSS Comments. Throughout this thesis effort,

\J comments on DSS in general were noted. Most comments are

. concerned with the adaptive design process.

._::'. Expert. The development of a DSS requires an expert,

:: that is, a user knowledgeable about the task. The development of

\-’, this DSS was initiated despite the fact that no expert could be

_. found; ultimately, this action was a mistake. Because no expert

'\ was available, the author became the expert and made many

assumptions which may or may not have been valid. Without an

* expert, the information modeled probably not a true representation

’ of the system, but it does provide a point of departure.

;' Main Players. In a project of this magnitude, it is felt

: that the players should not consist of only two individuals, the

\j user and builder. If an expert cannot be found, one solution is to

;'L query as many potential users as possible to determine if the best

.: decision making processes of all of them can be captured. Under-

standably, the use of too many players will hinder the adaptive

'5-:;. design process. A combination of individuals will give a better

perspective of the problem and its requirements.

Co-location of Players. The ideal situation would allow

’ the users, builders, and system resources to be co—located. With

- the players geographically separated, the time to receive feedback
39
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on ideas and changes became a hindrance to this DSS design
Given that co—location is not always possible, one suggestion to
overcome this separation is a direct computer link between all
players. At a predetermined time, all parties can enter the link
and exchange ideas via a "conference call.” This idea is only one
suggestion to overcome the problem of co—location.

Storyboard. The storyboard for this thesis was designed
without any technological constraints taken into account. In
retrospect, the time and etfort required did not seem to provide
any additional benefits over designing the system with these con-
straints in mind. Since the storyboard demanded sottware capa-—
bilities not yet available off-the—shelf, the resulting system and
the storyboard were drastically different. If the storyboard relies
on current technology, no technological breakthroughs are likely to
occur, if it involves technology not yet available, the system will
probably not resemble the storyboard. A compromise between the
two methods must be reached.

If the storyboard is designed by the user, there should be no
impact on the system requirements. Normally, the user under-
stands his requirements beforehand and should integrate these into
the storyboard. The storyboard used in this thesis was designed
by the author, a surrogate user. Early in the research process, a
survey of users was proposed in an attempt to capture the
requirements of various users. This survey was discouraged by
SAC/SP! and, regretably, never performed. The survey would
have greatly improved the final product by getting the user in the

feedback loop at the start of the research. This error reinforces
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the idea that storyboard should be designed by the user, or, at a
minimum, play an active role in the DSS design.

Adaptive Design. The adaptive design process is an
excellent concept. Unfortunately, the feedback loop was too time
consuming to effectively exercise the process. As discussed earlier,
the co—location problem contributed to this time consumption. It
is extremely important that "something" be provided to the users
to drive the system evoluticn. I[f the users do not provide any
feedback, they will become disinterested in the final product
because of the lack of involvement.

DSS Suitability. After completing this research, it
appears thal a DSS rnay not necessarily be suited for complelely
subjective or completely unstructured problems. While DSS are
supposed to be the best alternative to these types of problems, one
requirement is never discussed by the authors of DSS articles. All
of the DSS described to date, involve an entity which can be
quantified. For example, DSS have been used to perform aircrew
scheduling functions. Scheduling involves people to be scheduled,
planes assigned to people, and a requirement for specific types of
personnel on—board, to name a few. All of these factors are
quantifiable. Another example of a DSS involves economic
forecasting. These types of DSS may involve interest rates, sales
quantities, or future costs analysis, which are also quantifiable.
The compromise assessment problem may involve a quantifiable
entity, but, the impact of the compromise may not be

quantifiable. This limiting factor provided the biggest obstacle in
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hi this research. It appears that for a DSS to be successful, all
S factors involved in the DSS must be, to some extent, quantifiable.
2
P Conclusion

:: The area of compromise assessment of classified information

1 ;, proved to be an extremely challenging and difficult problem to

:,,:.Ej solve. SAC realized the problem associated with this area and

g_, made an attempt to solve it. This thesis was the first known

o attempt to address the problem. It was never felt that this

:E problem would be completely solved by this effort.

.j This research was not one which can tout its successes.

.‘ Much of the time expended in this thesis was spent learning

different tools (e.g., solution techniques, software, hardware,

::’ etc.) which, at the time, appeared to be beneficial to the

research. However, as more about each tool was learned and

3:- researched, the less appealing it became as an aid to solve the
J,: problem. These failures will be extremely helpful, by serving as :
7 lessons learned, in the event others continue research. |
" The problem of compromised classified information is an %
“'* extremely important one and cannot be overlooked. SAC should be |
J:_' commended for its recognition of this serious problemn. Those USAF

‘ elements who foresee no problems with the current system were

extrermnely uncooperalive and appeared Lo be extrermely naive on

. the severity of the subject. Had those elements been more

cooperative, other sources could have been contacted to gather

background information on their decision making techniques.

"

%

E 7 62
|

2N

B e I e e R L S SR




At e - o Maa 2o Ao L ey -y Cand- il alide i Mt Ahd aih 4 o a o i A ol Bd ek aad Ak aah sl b ool AR AR SAMMALe hie be o dta aa Ais b moca s.a s A O

The system presented is not an end product. Hopefully, this

thesis can be used as a starting point for further research in this

extremely important area.
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MAIN DOCUMENT MENU
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The document compromised what information? (Click pointer
in only one box).
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Crypto Logistics

Intelligence Plans/Programs
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1. If the document compromised encompasses more than one box,
then work only one area at a time.
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SCREEN: 2
SOURCE: 1

CRYPTO

Is the crypto information compromised:

Current

Superseded

For Future Use

1. This determination is based on the current status of the crypto-
graphic rmaterial being evaluated. Material should be already
superseded; however, prompt action should be taken if material
is not superseded.

ADDITIONAL EXPLANATION: The purpose of this screen is to
determine the current status of the documents. If the docu-
ment has already been used, the possibility exists that all
messages sent during the active time period were compromised
and need to be evaluated. Basically the same logic applies to
the documents currently in use, however, actions should be
taken to znsure it is no longer in use. The one that would
probably cause the least amount of damage is one to be used
in the future since no classified messages should been sent
using these crypto documents and should pose no damage to
the national security, however, there may be exceptions

A-3

I T I B T T T
Ca it ateea™ -\:i\'-\.-\.-" LS

o




"I‘..."

A

“ P
RN

»

-

e

N ]
L’L{L{l M

; "y ‘ o
PN P

-
[

B

Ay

S9N
" .l.'-l

¥

o~

B A Ghdn I S —ihine S 2l i ik © R lie St S S S EAdh i S e e AR e il el b el R dadh 2bd Aad hal Aol Sod ol Aol Jhaih Endiinbdi el ik oA A il

SQEEN: )
SoURCE: 2

CURRENT CRYPTO

Ensure this material is no longer in use. If this material
has been superseded, click the pointer in the "Done"” box.

Done

Pending

HELP

1. Clicking in the "Pending" box will terminate this session and
save the information entered thus far.

2. Clicking in the "Done" box will continue this work session.

3. C heck for electronic methods/encoded messages sent from/
received at the SAC Command Post which may hawve
superseded documents.
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RSN SCREIN: ¢
0 SOURCE: 2,3

A,
N SUPERSEDED CRYPTO
N
NN
K,
3
:::I_'. Determine all messages sent during the time frame that the
fc.-j crypto documents were being used. List these messages as
| :_‘: being possibly compromised:
S
DTG ORIGINATOR SuUBJ
e
._:".
N
e

ay

AS%

\:.

w7
-2 More messages
-
P

o

Y

ot

2

1.\'

o
J 1. When all messages are entered, click the pointer in the
v "Enter” box.

T 2. If more space is needed to enter messages, click

- in the "More messages"” box. The display will allow
. for rmore entrizs continuing at number six.

X 3. Check for electronic methods/encoded messages sent from/
": received at the SAC Cormnmand Post which may have
.~:': superseded documents.
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o) Ensure documents do not become active materials.

Done

et Pending
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1. Clicking in the "Pending" box will terminate this session and
save the information entered thus far.

2. Clicking in the "Done" will continue this work session.

3. Ensure SAC Command Post notifies all users and maintain
a copy of the message transrnitted.
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NN SCREEN: 6
: SeURCE: 4
NI

s MESSAGES COMPROMISED

o

-"\::

R

Determine the possibility that the messages previously
_ listed were actually compromised. List these messages

. as being probably compromised:

o

v DTG ORIGINATOR

- More messages

7

)
o

ok

AL

P

e
D) 1. When all messages are entered, click the pointer in the

5 "Enter" box.

:,:{. 2. If rnore space is needed to enter messages, click

.4 in the "More messages" box. The display will allow

:-:. for more entries continuing at number six.

N

'}::I: ADDITIONAL EXPLANATION: The assumption 1s the message
- has already been compromised due to the crypto document
- being compromised. The basic assumption will be a worst
et case scenario unless other factors are present in which case
o this would be reflected in the final assessment.
T
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ASSESSMENT OF DAMAGE

A new assessment must be performed on each individual
document.

Each new assessment will automatically be cross referenced
with this assessment.

Enter additional comments as necessary for this
compromise assessment:

More space required

1. When all messages are entered, click the pointer in the
"Enter"” box.

2. 1f more space is needed to enter cormnments, click
in the "More .. ." box. The display will allow
additional space as necessary.
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.: SCREEN: §
:‘ SeWRCE: 7,16,22,27

DAMAGE

A Y

) What is your assessment of the damage done to the
U.8. national security as a result of this compromise?
(If this compromise is part of a larger compromise
h - assessment, consideration should be given to all other
o compromises in determining damage.) Examples of er

- tionally grave damage include armed ’

5 tles against the United States or |\

" Serious dlisruption of foreign relations vitally .

. ing the national security; the compromis

B | vital natlonal dofense plans or compi

x [: Grave cryptologic and communications Intelli-

gence systems; the revelation of sensitive In.
telligence operations; and the disclosure of

None sclentific or technologlcal developmeants
vital to national security.

v %
‘.
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'-'.
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-
1

1. SERIOUS: Examples of serious damage Include
disruption of forelgn relations significantly
affecting the natlonal security; signlificant

2  GRAVE: impalrment of a program or policy directly re-
lated to the national security; revelation of
significant milltary plans or Intelligence

i operations; compromise of significant miti.

L i. V', .'- .A'_ v

3. NONE: tary plans or intelligence operations; and
. compromise of significant sclentific or tech-
nological developments relating to national
securlity.

ADDITIONAL EXPLANATION: This screen and the two following
can be thought of as a sort of macro program since all com-—
promises will require an explanation of the damage and fixes
required as a result of the compromise.

‘ute
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DAMAGE (Cont'd)
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| Please enter all rationale for the assessment

1. When all cominents are entered, click the pointer in the
"Enter" box.
2. If more space is required, click in the "More" box.

& ADDITIONAL EXPLANATION: If the user has the proper
authorization, through the use of a pull down menu, he
can scan other assessments for their respective rationales
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RECOMMENDATIONS

What means will be required to fix the problemn caused by
the compromise? Can a dollar amount be assigned to the
fix? How long will this problem take to be rectified? Other
comments.

SET

HELPE ————

When all comments are entered, click the pointer in the
"Enter" box.

If more space is required, click in the "More" box

For entering estimated dollar amount, set the pointer

in the in the small rectangular lever and mowve to

the approximation estimation. Click 1n the set box and

a smaller range of values will appear This procedure will
continue until an amount to the closest million dollars is
determined. If a mistake is made. click in the reset box

RESET
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b SCREEN: 11
i n SeURCE: 1
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S
N TECHNOLOGY
.
>
o
)
Provide a listing of all stakeholders in this compromise:
.'.L-
A,
ORG/OFFICE SYMEOL F (FRIENDLY) OR E(ENEMY)
o 1.
Aoy 2.
3.
4.
o 5.
oy 6.
AR 7.
., 8
9.
e 10.
N
) p -
= 3 = HELP
<o i When all comments are entered, click the pointer in the
J "Enter" box.
.-" 2. 1f more space is required, click in the "More" box.
. 3 Place a "F" for friendly or "E” for enemy in the appropriate
0 column.
o 4 All stakeholders refers to all USAF and DOD components
z as well as foreign powers.
”
/
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o
N SCREEN: 12
{ S SOURCE: 11
‘3
()

23: NOTIFICATION

:;'

per Provide a listing of the notification of all friendly

o stakeholders in this compromise:

(;:::

}'.

<

e

@)
U 1. When all comments are entered for that stakeholder,

click the pointer in the "Enter" box.

, 2. If more space is required, click in the "More" box.

Vi 3. "All friendly stakeholders"” refers to all USAF and DOD

‘ 'j components.

]

s

X

E:; ADDITIONAL EXPLANATICN: The information on this screen
o will be based on the previous screen display and will auto-
';: matically display those organizations flagged as friendly

. stakeholders. This purpose of this screen 1s to allow the user
. to log/record the actual notification message to stakeholders
" that the compromise occurred In most cases, notification
. will be wvia electronic message and all units 1n receipt will

-, have knowledge of all stakeholders This knowledge may

help be helpful to stakeholders in that they will be kept

v abreast of the compromise assessment process

2 A-13
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STATE OF THE ART
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v e

What is the current stage of development for the
technology contained in the compromised document?
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SCREEN: 14
SevacE:

APPLICATIONS

What are the applications and uses for this technology?
Be as apecific as possible.

——=

When all comments are entered, click the pointer in the
"Enter" box.
2. If more space is required, click in the "More" box.
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e IMPACT

" What is the impact of the loss of this compromise?

- (Examples of possible impact areas include economic,

- social, and military.) Will the loss impact the enemy's
e development area? How and when will the enemy use
s this technology?

)
LI 2 )

[] 4 I

G %S

*r.,‘....

' -,,n;‘

.-.' R 3
I
o

N ae b
Loy
a

q . When all comments are entered, click the pointer in the
"Enter" box.
- 2. If more space iIs required, click in the "More" box.
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SCREEN: 16
SOWMCE: 1§

RELATED TECHNOLOGY

List any related technologies which could also have
been revealed as a result of this compromise.

e ol

When all comments are entered, click the pointer in the
"Enter" box.
It more space is required, click in the "More" box.
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INTELLIGENCE

-~
2
“ 4

»
e 7 S/

Did the compromise reveal intelligence:
(Explain in detail)

4
Y

PROCEDURES: (e.g ELINT,RECCE)

More Enter

o KNOWLEDGE: (e.g. operatives, HUMINT)

e X More Enter
g TECHNOLOGY: (e.g. Satellite coverages)

A When all cormnments are entered, click the pointer in the
'\) "Enter" box.
NN . 1f more space is required, click in the "More" box.

-
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SOEEN: 18
SOVRCE: 17

INTELLIGENCE STAKEHOLDERS

Provide a listing of all stakeholders in this compromise:

ORG/OFF SYM F (FRIENDLY) OR E(ENEMY)

- 00 300 &a Wi

1. When all comments are entered, click the pointer in the
"Enter" box.

2. 1If more space is required, click in the "More" box.

3. Place a "F" for friendly or "E" for enemy in the appropriate
column.

4. All stakeholders refers to all USAF and DOD components
as well as foreign powers.

ADDITIONAL EXPLANATION: The stakeholders from different
assessments will probably be stored in the same database.
ot In this storyboard, a different screen is used only to show
' the flow through system.
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SCRED: 19
sovcE: 13

NOTIFICATION

Provide a listing of the notification of all friendly
stakeholders in this compromise:

1. When all comments are entered for that stakeholder,
click the pointer in the "Enter"” box.

2. If more space is required, click in the "More" box.

3. "All friendly stakeholders" refers to all USAF and DOD
components.




SCREEN: 22
SOURCE: 21

N MISCELLANEQUS

” Were any other intelligence procedures compromised?
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When all comments are entered for that stakeholder,

C:

click the pointer in the "Enter"” box.
If more space is required, click in the "More" box.
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SCREEN: 2)
SOWRCE: 3

OPERATIONS/LOGISTICS/
MAINTENANCE/PLANS/PROGRAMS

Provide a listing of all stakeholders in this compromise:

ORGANIZATION F (FRIENDLY) OR E(ENEMY)

= 000 I3 WU a WD

1. When all comments are entered, click the pointer in the
"Enter" box.

2. If more space is required, click in the "More" box.

3. Place a "F" for friendly or "E" for enemy in the appropriate
column.

4. All stakeholders refers to all USAF and DOD components
as well as foreign powers.




NOTIFICATION

. Provide a listing of the notification of all friendly
stakeholders in this compromise:
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3 1. When all comments are entered for that stakeholder,
click the pointer in the "Enter" box.

v 2. 1f more space is required, click in the “"More" box.

:: 3. "All friendly stakeholders" refers to all USAF and DOD
components.
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SCREEM: 2§
SORCL: 24

TIME PERIOD

What is the probable time period that the compromise
occurred and what effect did it have on the U.8.
national security?

1. When all comments are entered for that stakeholder,
click the pointer in the "Enter" box.

2. If more space is required, click in the "More" box.

3. "All friendly stakeholders"” refers to all USAF and DOD
components.
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IMPACT

What is the impact of the loss of this compromise?
(Examples of possible impact areas include economic,
social, and military.) Will the loss impact the enemy's
development area? How and when will the enemy use

this technology?

When all comments are entered, click the pointer in the

"Enter"” box.
2 If more space is required, click in the "More" box
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N saEn: 22
w SovacE: 26
o
'
C: MISCELLANEQUS

N Were any other areas impacted as a result of the

j compromise? Explain in detail.
F

L}

>

(4
&

' When all comments are entered, click the pointer in the

"Enter" box.

. 2. If more space is required, click in the "More" box.
i




ENABLE 1.15

by The Software Group (C)Copyright 1983-1986

This computer software and documentation are provided with RESTRICTED
Rights. Use, duplication or disclosure by the Government is subject to
restrictions as set forth in the governing Rights in Technical Data and
Computer Software clause--subdivision (b)(3)(B) of DAR 7-104.9 (May
1981) or subdivision (b)(3)(ii) of DOD FAR Supp 252.227-7013 (May 1981).
Contractor/manufacturer is Zenith Data Systems Corporation of Hilltop
Road, St. Joseph, M1 46085

Enter date (MM/DD/YY) or pres to accept this date:
Enter time (HH:MM) or press to accept this time:
Do you use profiles? Yes No

Press to bypass the above prompt and proceed directly
to the Main Menu using the Profile named DEFAULT

Sign On Screen
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Database Management System

LIRITIR L

Please select one of the cornmands below. You may use cursor
keys to position te the desired command and press [e—]

Wh1E

\,:__ or just type the character preceding the desired option.
.
Find Display Browse Graph
- Add Edit Verify Replace
K- Update Copy Merge Index

Sort 1=Delete 2=Undelete 3=Archive
4=Backup 5=Restore 6=Destroy 7=Rename
8=MCM 9=Report O=Export Quit

-

DBMS Command Chart
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ENABLE {tm}

Y
"
.
~ Select an option with the cursor and
>
. Press [{38IMlif you change your mind and [fZXBE} if you need help.
: Use System Help MCM Return to DOS
3. Word Processing Spreadsheet/Graphics Telecom DBMS/Graphics
k-
Design Interact Report
1:,
b
Cal
)
¥
>
Y .
Main Menu
\l
>,
%'
.
N
A




N Database Management System
o '
:,1
-
Database: [N Using form:
s
iy
N

5

el g oy
SAEFFAL

v

Ty
LA

N

Enter a database name. Enter a question mark for selection list.
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Database Management System

- Index
;.C Where

Vo

Enter a database name. Enter a question mark for selection list.
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EDIT Screen
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h
N DOCUMENT
4
[,

Compromise Number Assigned:
L)
’
" Document Number:
1
X Dateof the document:
X
N Enter the systemn involved (for multiple entries, press
] ALT F9 E, when finished press ALT F9 F):
-
>
Y
-I'
o
o
&,
Y
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l
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‘ Document Data Base
o
Py
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CRYPTO

Compromise Number Assigned:

|

1

Date the crypto material was superseded (this will aid in *
determining what other material may have been compromised): |

AR ;.' -.‘)

&

List of messages probably compromised (For multiple messages, this
process had to be reaccomplished.):
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L Crypto Data Base
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g _ ASSESSMENT

Comprormise Number Assigned:

il Damage (Specify either "SERIOUS", "GRAVE", or "NONE"):

s Description of the compromise:

5 Assessment of the compromise (include all aspects; if more space is
"':"'5 required, continue with another addition to this data base):
Y
I
|

y :,, Review this assessment on (if no review is required,
leaveblank):

N

NS

o

ENANNE

Assessment Data Base
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OTHER TYPES OF COMPROMICSE

Compromise Number Assigned:

A Time period that the compromise aoccurred over:

Assessment (If more space is needed, this process must be
reaccomplished.):

o

13

30 3 }:"?

e “Other Types® Data Base




TECHNOLOGY

Comprormise Number Assigned:

Technologies related to the one compromised (For multiple entries,
this process will need to be reaccomplished.):

Types of technology compromised (future, current, or past):

Applications for this technology (For multiple entries, this
this process will need to be reaccomplished.):

Impact of this loss (any area impacted should be noted and the effects;
areas may include economic, social, military, etc.):

Technology Data Base




~f‘_j- STAKEHOLDERS

Compromise Number Assigned:

Stakeholder (For multiple stakeholders, this process must
be reaccomplished.):

Reason for Stakeholder Inclusion:
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Appendix C

HOOKBOOK
. 3/7 — Request from SAC for an expert system
K 't — to help organize the efforts of experts asked to study
g compromised documents so they are prompted
. systematically study and report on the materials
R — to record the results of their analysis in a retrievable
e and usable form
o - to develop means to assess the cost of a compromised
3.;_: document in real and related costs (maybe using
b fuzzy set theory)
o - wants to use PC/AT standalone system
g — user friendly
Z:; - document will be stored on laser disks and a keyword
b indexing system will be available
‘;-ip‘ — should help generate options that will allow experts to
v systematically categorize the compromised
& information
b - need some capacity to deal with new categories that
S experts identify
s — will forward a copy of an inference engine ESIE
5/8 — Meeting with Maj Valusek and Jackie Henningsen (SAC/NRA)
1 — want a system to organize the search and leave
«}"2 a trail so the list of all comments can be maintained
""'2 — end result is the document categorized
"'~. — come up with a utility of what was compromised
) (cost, value), cost to us, benefits to them
o — Bob Weakley at SAC is at SPI
i 5/27 - Letter from SAC dated 7 May but dated wrong
o - might use a data base manager to generate an ID
L4 . . . .
K type sheet for users to fill in with full screen display
; and the cursor automatically jumping to the next
oo, line to fill in
::j; —Assessment report used by SAC
7 — DAP control number
bt - Document number
] - Title
,,.}j - Classification
i - Extract
A5y ~ Currency/Accuracy
! - Relationship to SAC Weapon Systems
. - Assessment
Y - Recommendations
o c-1
J‘.‘-
:
4
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6/18 - Trip to SAC

A — Starting to learn what is done currently and what is
. needed
o ~ My observations as | look at current assessments
e - start with who owns the documents
"*‘: — need to keep track of all transactions so other
e similar tracks can be tracked

_. - allow for entry of comments at end of
o assessment
b - list other assessment numbers that had same
P attributes or paths through trees (sounds like
P |

decision tree type stuff)

- list agencies involved

- problem with current system is that material is
lost when personnel who performed analysis

_,:_- and did the investigation are gone

- — have the system tell the expert when a review
{2 . ; ;

. date is coming up if the assessment call for a
yhN review

A - who (if known) was info passed to

') -

compromised document stored on disk (by
optical disk) until recommended period for

A review is over. Currently saved by SPI and
ot put in storage. [This is a lousy way to handle
5 these assessments]

;:';: - | think Mr Weakley agrees that trying to calculate a cost
5 caused by the damage is too much to handle considering
9 nothing has been done at all in the field

o 9/19 - Start looking at problem solving/decision making in the
._: Journals, maybe relational data bases may be applicable.
X 9/30-10/1 - They use a spreadsheet on paper to list things like:
;:. - ID number e.g. by initials of person who

NN compromised info, followed by a number, and

3 whether it is a document or message

e - Originator

's;;» — FBl number—if used

= - Subject/Title
K\ - Classification

a0 — Cross reference by ID number with other cases
N - Comments
{. - Outgoing messages — usually to request assistance in
. compromise assessment

’ > -Reply/Review/Results
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-

> - They assign dollar costs to a compromise based on the cost

v to fix the damage caused by the compromise—?sounds like
this is extremely vague

- lf a problem involves other services, the Navy has focal
points to pass them on to—talking to the USAF focal point
was disillusioning, no wonder there's problems

10/9 - Research objective—initiate a DSS to aid SAC in assessing

damage caused by the compromise of classified information

. — System should combine decision trees and word processing.

This would allow the user to progress through a tree

structure while at the same time documenting the decision

process that he went through to come up with the

assessment. This documentation would be useful in future
reviews because all elements of the decision process would
be available. The system should log all transactions made

» and provide the user with a printout at his request. |

would also like to see a "mouse” input device be used to aid
the user, rather than the user having to learn commands
to drive the computer

10/10 - Generate a massive tree diagram depicting the ma jor
areas which could probably be compromised: technology,
document, and person. This can be thought of as a flow
chart to handle the different scenarios. This in itself is
going to extremely hard to handle.

10/17- Looks like the problem is too big to handle so the decision
was made to limit the scope of the problem to only
documents and a new chart depicting only this area must
be developed

: 10/29 - Meeting with Lt Col Valusek

- - Start coming up with a system

. ~ Log how things evolved especially for the kernel

% — Start setting up storyboard to just the top level and

then into document level
- Data base management

Input reports by keyword to “search" and provide

ways to do it

— Provide a Help command that gives suggestions to aid

the user

~ Hit a key to go elsewhere to find the info

Start thinking of relations for data base design

- Notepad — | think like the Mac's way of handling

this function
- combine the notepad and suspence file into one

Cc-3
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- e,
v

- maintain a running sequence of notes
- free flowing
- possible store date and time automatically on
the notepad
| — Want the system to work more than one area when
S performing an assessment
— Start talking to others about the software program Enable
. to see how it handles word processing

YN WN

P
PRSP Wl

N 11/25 - Starting to consider some evaluation criteria. 1 think it is
X important to recieve comment prior to, during, and after,
> the session to determine how the system performed. Also
* the long term use should also be considered. These are

. some the things that should be considered:

- PRIOR

-" Estimated time to completion manually

Understand the problem completely?
Last time the system was used
g Understand the system
i Understand the requirements
N DURING
N Through the use of the notepad, comments can be
retrieved to determine user satisfaction/complaints/
comments
Possibly hook a lightweight microphone to the user to
& record the user's feelings on the system while in use,
: this would cut down on the break in continuity by
having to call up the notepad
AFTER
Actual time to completion
Turing test w/ another qualified individual (if possible)
Understand the problem better than at the start
Extent of use
Ease of use
Efficiency
Solution improvement
Confidence in solution
Response time
Critical questions answered
X Understand the system
: Requirements from AFR 205-1 satisfied
LONG TERM
Ability to detect pattern recognition
Does it facilitate information sharing?

C-4
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- ]
o Could it help convict somebody
o 12/9 - Macros are being designed to allow the user to perform
actions as data entry with a few keystrokes as opposed to
&5 many.
_:'Z_'_‘ - Consider some type of field linking to overcome the 254
*I:-'-I character limit
" ' -~ Maybe use a macro to leave one form then go to another
e then at the end write all of this into one database
ol 12/11 - Now considering having multiple forms all reading into one
:'-’3:2: data base and allowing the user to choose which entries he
:Z::l will make. Using one data base should allow the user to
s have an easier time accessing the data base and finding
e any possible related areas which will aid in the
-::f:: assessment. Should be faster.
S;f::j 12/13 ~ Having trouble trying to accomodate multiple entries for a
o specific field. Maybe there is a way to enter in all values
B in one field and when there is a query, just let the
pre system scan the entire field for a certain stakeholder.
P - Received a reply received 12-11-86) from SAC on the
:j,": initial storyboard. Comments on the flow chart are as
A% follows:
1) Since the damage assessment block is the same at
232 end of all streams, it could be written once at the
o bottom of the flow chart
- 2) Terms may need [to be] spelled out more carefully
:::j:: on help screens——what do you mean by "document”?
Are messages from crypto included?
- 3) 1 can see difficulty in fitting all that is needed on
ey one page for the flow chart, but I'm uncomfortable with
j:: the implied relationships of the arrows coming out of
s [the] document. What is the level of importance of
P intelligence, technology and say logistics? Are they the

,.‘!(,.

1
» vt e
PR

N same as Crypto?
4) [ would avoid screen choices that end the session
until further action is accompiished since the experts

u“ brought in for [the] assessment will frequently have a
limited block of time to work on this. Find an option

[ where they can proceed, but an outside tasking for SPI

2 or other staff is noted.

o 5) You have shown a large view, but I'd like to see

‘g .

s you take one category and break it down more

thoroughly if possible. Even if the others are merely
sketched, this would help. For instance with
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::g‘ technology, [ would try to ask more information with
T common category multiple choice information before you
asked the assessor to start writing paragraphs. This
e was one downfalling of the present system.

,‘_"\.f 6) The storyboard entries won't change much, but I'm
! inclined to feel the flow chart should look more like this:
(see next page).

7) Screen 8: Needs more categories; also need a

P "heading" category.

\* 8) Screen 10: Add: ‘"Estimate $ amount if possible
R ——". A little too gimmickly. For $ amount consider
e Just writing a tasking again or just have them enter it.
o 9) Screen 11: Define stakeholders;does it include
:fl_‘ incidental interest? Maybe rank order.
“;' 10) Screen 12: Good. Task list. Generate/store the
i message.
L 11) Screen 13: Spell thes out better. In operation
" R+D, OT+E,etc. Be sure you have a way of handling
V) multiple technologies as a given document may combine
‘;": more than one. This capability may have to "back
& reach” to earlier pages.

* 12) Screen 15: Put these into multiple choices then
"o have them comment

'}:;: 13) Screen 16: Good.
'\_: 14) Screen 17: How does this relate to previous screen
™o on technology. When would one be used and not other.
) 15) Screen 26: Povide more choices.
oo — Probably should have one more than one data base and
o relations based on what is entered in the main data base.
e 12/15 — Possible way of handling the multiple entries: maybe
- have one big field for stakeholders and use some type of
) search function to see if a certain stakeholder is present.
- 1/5 — Need to consider the hookbcok and notepad as a separate

= data base. Wiil probably put this on a menu choice.

o 1/10 - Would be extremely beneficial to have multiple windows
‘é'. open when entering data into a specific data base, but

' this doesn't work since the data base function needs to use
oY a full window. Z-248 now being used.
N - The window size of the notepad/hookbook need to be
ol changed/reduced to keep working screen displayed to user.
- A macro will get in and out of the notepad/hookbook.
] - Write macros for:

o auto log on

o C-6
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:s' notepad

KX hookbook

i document

o assessment

» stakeholders

N crypto

- technology

. others

< mostly used to get into other data bases based on
;2 relations

<5 1/11 - Need to add a function to "add" documents to the data

base and get you back to where you were working without

having to make the user enter anything.

" - Multiple screens will not work so this is a obstacle. For

- follow on research, maybe a spreadsheet will work better.

- - Maybe use a special block to key the system that the user

A is not finished so if a user goes to another data base, he

can return to a previous activity.

1/12 - Might be nice to have a tree diagram to show where you
are at in the system. Maybe give the user a warm fuzzy
where the system is taking him.

: - Still need to find a way to get the user back to where he

5 was working before. Maybe use the SYS:RECORD lined up

- in descending order so that the last one entered is
autormnatically recalled. So use a macro to sort then edit
the last record entered.

- Sort and edit will not work like imagined above.

1/14 - Need a way to keep the compromise number in memory
so the system knows to get back to the one that the user
was working on (if he goes to a notepad/hookbook). The
reason for this is that the system can get back to the last
database but not to the same or last record entered. The

. compromise number is also needed in case an entry may

- be made and the next entry should not torce the user to

. enter the number again.

- To go with above, need to have a macro that can at least

get back to previous activity.

- Have a way to save the compromise number:
{®compnumb} in a macro will save it in the MCM
Need to have two different menus: one for adding in stuff

and the other for querying databases.

Need to have a help function for first/new users
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— Way down in the future, need to have a system that
protects certain records May have a case where an
individual does not have access to a certain set of records.

- Change the information in the menu function to a help
function once users know how to use the system.
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