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ABSTRACT

MEASURING COMMAND AND CONTROL -- CONSIDERATIONS FOR FORCE DESIGN
by MAJ John F. Kalb, USR, 40 pages.

Command and control (C2) is an essential element of all combat
operations. Measuring the effectiveness of a C2 system is a difficult
task. Numerous definitions, the lack of a common vocabulary, and the
absence of a prevailing conceptual framework are factors that
obfuscate any methodology for assessing the performance or
components of a system. The most useful approach produces
quantifiable data that measure the efficiency of components within a
C2 system. Key to this evaluation technique is the establishment of
measurable and meaningful criteria. This monograph examines ey
aspects of C2 at the tactical level in order to propose a set of criteria
for measuring the efficiency of a C2 system.

The study begins with a theoretical and doctrinal analysis of C2 in
order to establish a model of the C2 process. Components of the model
are then transiated into general force design requirements to illustrate
linkages between process and structure and establish a focus for
measures of efficiency. Theoretical and doctrinal insights are explored
during the next step in order to establish a set of criteria for measuring
the efficiency of a C2 system. fn analysis of unit performance at the
National Training Center is used to reinforce the validity of the
propesed criteria. The study conciudes by addressing implications with
regard to doctrinal development, future research, and force design.

This monegraph suggests that a unit's Table of Organization and
Equipment (TOE) is the focus for measuring efficiency in a C2 system.
Continuity of operations, accuracy of information, speed of the process,
and security of information are criteria that measure the key attributes
of on ideol C2 system.
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1. Intreductio

General Donn A. Starry once commented that “no element of the
[AirLand Battie] concept is more essential to the development of a
credible warfighting capability than command and control.*!

Command and control (C2) Is an important part of Army docirine
and a subject of continuing concern. The May 1936 edition of FM 133-5
QOperations notes that “Common to ail operations- close, deep, and rear-
is the necessity for superior command and control.“2 A racant Armor
Canter White Paper, entitied “"Command and Contrsl of the Maneuver
Reavy Force In the AirLand Battle,” pravides a glimpse of the Army's
contemperary and future concern with C2.

The execution of RirLand Batlle and, subsequently, Army 21
doctrine, will be conducted at a greatly accelerated pace,
requiring the full use of the lethality and mobility of our
fighting vehicles....The commander must make his decisions
based upon his ability to "see” the battlefield. This invoives
not only the physical ability to see the point of main affort
but also the use of inteiligence to predict enemy probable
courses of action. Our planning and execution cycle must de
accelerated so that the enemy continually finds himseif
attempting to react to new offensive operations against his

flanks and rear, rather than concentrating on offense, as his
doctrine stresses.}

But what is C2 and why is it considered so important? 3 plethora
of sources offer varying definitions of C2 that tend to confuse rather
than enlighten. This paper will use the Army's definition of C2 found in

FM 101-5-1 Operational Terms and Symbols:

[
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The enercise of command Is that process through which the
activities of military forces are directed, coordinated, and
controlled to accomplish a mission. This process
encompasses the personnel, equipment, communications,
facilities, and procedures necessary to gather and anaiyze
information, to plan for what is to be done, and to supervise
the enecution of operations.4

A C2 system is important because it supports the commander in
making decisions and carrying out actions in the accomplishment of a
mission. Martin van Creveld in his study Command demonstrates the
importance of a C2 system and aobserves:

By making possible a faster and clearer reading of the
situation, and a more effective distribution of resources, a
superior command system may weil serve as a force
multiplier and compensate for weakness eisewhere....5

The effectiveness of a C2 system is a vital component of combat
power.

Measuring the effectiveness of a C2 system is a difficult tasx.
Numerous definitions of C2, the lack of a common vocabulary, and the
absence of a prevailing conceptual framework obfuscate any
methodology for assessing the performance or components of a
system.® Darious approaches produce different resuits. Evaluation
techniques generally fall within two groups: those that focus on
mission accomplishment and those that focus on evaluating competing

slternatives within a system.?
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Measuring mission accomplishment is a popular technique. This
Is not surprising since both Soviet and US doctrine define effectiveness
in terms of mission resuits. The Soviets view measures of
effectiveness as follows:

Based on the performance resuits of the tactical mission,
that is, the effectiveness of employment of men and
weapons, and based especiaily on the number of enemy and
friendly losses, it is possible and necessary in the first place
to assess the effectiveness of command and control by any
commander or control organ.®

US Army doctrine recognizes that “the uitimate measurs of
command and control effactiveness is whether the forca functions
more effectively and more quickly then the enemy."? Tachniques that
focus on mission accomplishment inevitabiy inciude subjective
evsluations of human decision making. White this approach provides
qualitative data, it does not produce yalid gusatifiable data because of
the veriable nature of the human decision maker.!3 Measuring
effectiveness in terms of the outcome of battle is not an appropriate
technique to support cost effectiveness er other force design
decisions.

The second approach evaluates the components within a system
that are designed to suppert the decision maker.!! This technique
examines the technical means that support a C2 process rather than
the human dimension. Results are quantifiable and facilitate the
comparisaon of candidate improvements to evolving systems. Tha
second approach measures the afficiency of components within a
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system and Is the preferred methodology. Key to this epaluation
technique is the establishment of measurable and meaningful criteria.

There Is an increasing need for a set of criteria that are a common
basis for measuring the efficiency of a C2 system. The growing
sophistication and cost of even low-level tactical C2 systems make it
imperative that decision makers be able clearly to determine the
benefits of a particular technological improvement in order ta make
logical decisions. For esample, the velue of the Army's new Mobile
Subscriber Equipment (MSE) initial contract is $63 milllon, with annual
options totaling $4.3 billlon.!2 Equally Important, a common sat of
criteria also facilitates an evaluation of a system with ragard to
adequacy when threshoid levels for the criteria are established.

t i tabli et of criteria that
provide the framework for evaluating the efficiency of a C2 system in a
tactical combat organization, The methodology for this study is
conditioned by a general theory of living systems and historical
experience. ;

P

A general theory of living systems provides the foundation for
studying a C2 system. Among various studies, a master theory
presented by James Miller in his book Living Systems Is perhaps the
most comprehensive. Miller's central thesis is that

....systems at all these levels (cell, organ, organism, group,
organization, society, supranational system) are open
systems composed of subsystems which process inputs,
throughputs, and outputs of various forms of matter,
energy, and information.!3
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Miller identifies nineteen subsystems that are essential for !if2,
nine of which are concerned with information.!4 His general theory of
systems has several implications with regard to this paper. First,
structure and process are the basic components of a system.!3
Information oriented subsystems are rooted in the natural laws of the
universe. This implies that the information process is unchanging,
while structure is variable. Second, a general theory °provides
common measurement units that make research at different levels
comparable.”'¢ This suggests the esistence of common measurement
criteria.

History has aiso llluminated a path for study. The evgiution of
command and control over the last thousand years has demonstratad
that leadership, communications, and organization are essentlai
elements for establishing and maintaining unit control.!? Man is the
focus of the control process. As one study put it, “the control of
military units means simply -- the control of men."'8 leadership Is the
central principle upon which the command and control procass rasts
because man Is the perpetual component In all military operations.!?
While this study seeks to exclude the variable nature of the human
element, the effects attributable to the nature of leadership are
relevant.

Esiperience during wer demonstrates inat a supreme leader is the
preferred form of authority on the battiefleld.2® This suggests that a
hierarchical form of organization (the physical manifestation of
authority) Is the best structure for force design. Command !s the
functional aspect of military leadership that rasts on authority.

Euperience also demonstrates that "thare is a limit to the number of




principle subordinates a leader can effectively command.*2! TYhis Is
the functional reason for the evolution of a staff system and limiting a
commander's span of control. A hierarchical structure, a staff system,
and a limited span of control are elements of force design ascribed to
the influence of leadership.

The evolution of command and control also illustrates that
communications is a key ingredient because it allows a commander and
his staff to exercise control.22 |ndeed, communications has increased
in importance during the last century. An extract from A History of The

u.S, Signal Corps illustrates the key role communications played during
wwi: |

The Signal Corps troops maintain their nets with telephone,
telegraph and buzzer-phone instruments. Projector
service, which is a means of visual signaling, suppiements
the wire circuits during the period of their interruption by
the enemy's shellfire and other activities....The entensive
radio net, throughout which each division on the front uses
numerous types of radio equipment designed to meet the
special needs of the regimental, brigade, division and corps
headquarters....The systems are further augmented....by the
plgeon service....special forms of fireworks....signaling
panels used with airplones and the "runners” (soidiers) to
preclude an interruption in communication.23

Wwiw 11 commanders relied on technical communications means
more than ever before.

Units, at all levels, were controiled and directed toward
their missions by fragmentary verbal orders. Given over
the radio by the voice of the commander, these orders were
as pertinent and direct as they were personal and human.24




Poepie and eguipment form the meeans for communications and
are in reaiity components of ferce design. Ferce design provides 8
means to achieve C2. Thus the “Compesitien of 8 military formation has
direct boaring upen how It can be controlied in combdat."23 The Army
Lineage hook illustrates the significance of this point with an example
from the Rmerican Clvil Wer:

In the heat of the conflict, no chenges were made in

regimental organization, despite the fect that it was soon
recegnized as unsuitabie. Improved firearms forced

regiments and their companies te disperse te such an extent
that officers could not effectively exercise control over

them. Gnce a regiment depleged, it was toe big fer ene man
and his staff te control. This fact heiped te cause a high

casusity rate among general officers, since the only way
they could influence an asssult, or rally s broken line, was

e place themseives where everyens in the command could
soe them. @t such times the enomy's sharpsheeters saw
them equally well.2¢

Theery and history have previded en azimuth to guide
investigation. This study begins with o theerstical and dectrinel
anelysis of C2 in order te establish & model of the C2 precess.
Compeonents of the mode! are thea transiated into general
requirements for pecpie and equipmont te demonstrate linkages
between process and structure and ssteblish a focus fer measures of
efficiency. Thesretical and dectrinal insights inte measures of
efficiency are then explored in erder to prepese a set of criteria for
measuring the efficiency of a C2 system. An anolysis of unit
perfermance at the Natienal Training Conter (NTC), with e fecus oa C2
issues, is used to reinforce the velidity of the prepesed criteria.
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The study coacludes with recommendations for doctrinal development,
future research, and ferce design.

The scape of this paper is limited to the tactical level of war
aithough the conclusions offered may have relevance in the
operational and strategic reaims. The J-Series tank battalion provides
a relevant focus for esamination because of its central position in the
Army of Excelience Heavy Division.

1. The C2 Process

fAn appreciation for the C2 process is the first step in establishing
criteria for measuring the efficlency of a C2 system. RAithough
theoretical and doctrinal perspectives differ with regard to the exact
components of the C2 process, common concepts are discernible and
provide a means to construct a model of the military C2 process.

A.M. ilicox and his associates at the Royal Military College of
Science depict C? as a cybernetic process. R commander commands and
controls his forces “through a number of cybernetic or feedback
loops.“2? Cybernetics refers to the theory of control and
communications in animails and machines. It also indicates that the C2
precess has its roots in the deeper theory of living systems.?® The

steps in each cygbernetic loop occur sequentiaily and are Interpreted as
follows:2?

o Swvelllence. The seerch for avallabie intelligence.




o Communications. The transfer of infermation to the
commaonder and staff.

Beto Processing and Management. The filtering end
processing of raw data into o suitable
format for the commander.

Becision Maklng Selection of a course of action by a
commander alded by his staff and
decision aids.

Communications. The conveyance of orders that resuit
from decisions.

fiction. The purpose and ond product of the precess.

Wilcon’ C2 theory depicts one or more loops as necessary to
achieve the desired action and recognizes that subordinate
ergenizations enecute their own cgbemetic loops. This is consistent
with a hiererchical command structure whese basic purpese is to
accomplish a militery actien.

John A. Boyd, a maneuver warfare theorist, offers a more
compact but similar theery of a C2 process. Boyd reduces the C2
process to a series of cycies that are composed of the following events:
observetion, orientation, decision, and action.3® 0Observation is the
process of collecting information; orientation and decision represent a
censideration of the informatien and a selection of e course of action;
and action is the execution of a decision. Boyd's theory also
emphasizes that his process applys to all living things.

Life is conflict, survival, and conquest. In addressing any
questions about conflict, survival and conquest one is
naturally led to the Theory of Evolution by Natural Selection
and the conduct of war, since both treat conflict, survival, ' 1




and conquest In a very fundamental wagy.3!

Martin van Creveld in his study Command provides a third
theoretical point of view.32 He believes an ideal C2 process:

o Gathers information.

Presents aiternatives in decision moking.

Produces decisions that are adhered to in principle.

¢ Generates orders.

Transmits orders.

Monitors developments.

Uan Creveld introduces the concept of monitoring as a step
similar in function to gathering information but different in purpose.
Gathering information relates directiy to a command decision on a
course of action, while monitoring provides information for a control
decision that keeps an action consistent with achieving an end goal.
Uan Creveld believes monitoring is abselutely essential, citing several

uses of what he calls a "directed telescope” to accomplish the task.33

The Soviets provide a final sample of C2 theory that is very similar
to those already discussed. Soviet C2 theory recognizes the following
*functions” in the C2 process:34

¢ Acquisition and processing of information on the
situation.

)
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¢ Commander's adoption of the decision and his planning of
combat operations.

o Disseminate the tactical missions to the troops and to
organize their coordination.

o Organization of comprehensive support of combat
actions.

e Preparation of troops for combat operations.
o Orgenization of command and contrel.

e Monitoring of the readiness of troops for combat
operations.

Rithough the Soviet model appears more complicated, the process is
essentially the same.

0f all the functions mentioned, the main, slways mandatory,
fined functions and those canstantly repeated in practice
are the acquisition and processing of information en the
situation, making a decision based on this information, and
disseminating the missions to these who wiil perform
them.3s

R doctrinal perspective is alse useful in enamining the C2 process.
The US Army recognizes many of the previeusly discussed concepts.

TRADGC Pamphiet 525-2 JTactical Command Contrel acknowiedges the
following tasks as making up the C2 process:34

o Find out what Is going on.
o Decide what to do sbowt it.

o {ssue necessery instructions.

Falw’ \'\‘b\‘t\'t\ i\ U~‘E$ :\'u\'!:\‘t VL T Y



o Keep track of hoiv wefl instructions are being carried
out.

Fleld Circular 71-6, Rattailen and Brigade Command and Control,
describes the C2 process at the lower end of the tactical level:

Each time informetion requiring actien is received, the
commander goes through a decision-meaking process. He
collects and ansiyses infermation, decides what to do,
organizes his force te de it, orders somesne te deo it, and
supervises the execution of the decision.¥?

C2 theory and Army C2 doctrine share the same basic concepts
with regard to process. RIl enamples included the requirements to
cellect information, communicate the information to a decision maker,
perform a suberdinate decision meking process, and transmit the
decision in order te accomplish @ mission. fiction seeks some gosl and
is the foundation of the precess. Finally, the C2 process is
represeatative of the informeatisnel subsystem found within all living
ergenisms. This suggests that the process is net evolving; it is a stable
compenent within a C2 system. The dlegrem ot Figure 1. represents a
synthesis of the previous exampies into a medel of the C2 process.




information

Gathering | Transmit . Transmit ACTION
—p— eqr Dec +

Monitoring | Information ntegrate e Orders

Figure 1. The Command and Contrel Process.

ll. Process and Structure

The definition of C2 describes a system that includes the
elements of a process and a structure. A C2 structure exnists to support
the C2 process and includes doctrine and a unit's Table of Organization
and Equipment (TOE). Doctrine includes the C2 system of the superior
headquarters, and any principles, policies, or standard operating
precedures accepted by an authority.3® Structure is shaped by factors
in the environment. These include the unit's mission, friendly and
enemy capabilities, terrain and weather, and time. Doctrine provides
the framewoeork for how to accomplish a mission in the environment and
thus acts as a Hink in the C2 structure that connects force design with
enternel conditions.

13
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Just as dectrine links structure to the environment, a TOE links
structure te precess. Each step in the flow of information within the
cyclic C2 pracess requires the accomplishment of certain tasks. The
first task is te gather infarmation. This invelves various subtasks at
the battalion level that are a reflection of the sources of information.
Primary seurces of tacticel information are: higher, ad jacent, and
supporting headquarters, persenal ebservatiens, direct reports from
suberdinates, reports from the local populace, captured enemy soidiers
snd decuments, air reconneissance, signal intercept, electronic seasors,
topegraphic maps, technical references, and the commander's own
knewledge ¥* Force design provides the commander with a means to
tap sources of information. General requirements for information
gathering include: an organizatiensl structure with communication
pathivays that connect pertinent headquarters, @ means for the
commander personally to see any part of the battiefield under his
direction, pespie te sbserve and collect information, vision equipment,
sensors, maps, and o tactical ibrary.

The nent task is te transmit information. This is siso functionally
the same as the fourth task (transmit orders). A communication
system functions te pass information frem one place to another.® The
infermatien seurce transmits a message either orally or visually . A
trensmitter converts the message teo a signel best suited for
tronsmission vie the communications channel. The chennei, such as
redie or wire, is the means used to send the signel. The receiver then
chenges the signal beck inte 8 message, completing the transmission of
nformetion. Tronsmitting information Invelves subtasks that are o
function of the type of communications system used. Force design
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prevides the commaader with the channel or means of communication.
These include: equipment operators, radio transmitters and receivers
to sperate on required nets, devices for visual and audio signals,
material and devices to facliitate written messages or orders, and
messengers with appropriate transportation.

FC 71-6 Battalion and Brigade Command and Control notes that
the C2 “process is a cycle that begins and ends with the commander.*4!

The third task, decision making, is thus the essence of the C2 process.
This step requires the processing of data into a form that is relevant
and easily understood, assessment of the data, consideration of
courses of action, a decision, and further amplification into a detailed
plan If time permits. Force design provides the position of Commander
as the focus for decision making. A staff in battalion and larger
organizations is provided to the commander to assist him in his decision
making duties. Darious types of alds/devices are provided to track and
display information that facilitate the commander's and staff's efforts.
The previous discussion establishes a sequence of linkages that
illustrate the key role a TOE plays In a C2 system. The diagram at Figure
2. Is a model of a typical C2 system. The components of a C2 system
are a process and a structure. The process Is composed of distinct
steps. Each step in the (2 process Is a task that generates a
requirement for a plece of supporting design. The C2 structure is
compesed of a TOE and doctrine. R TOE represents a summation of force
design requirements that provides the means to accomplish the tasks
and satisfy dectrinal requirements. Process provides the task or the
‘what" fer ferce design, while dectrine provides the “how." R TOE links
the twe. Since the efficiency of a (2 system is veriabie and the process

15




within the system Is fined (the coastant), then one or mere elements In
the structure are variable and thus determine the efficiency of the
system. If the TOt represents the link between process and structure
that acts to harmonize process with doctrine, then the TOE determines
the efficiency of a C2 system.

The Command and Control System

Structere
Dectrine 2 |
€2 Architecture The
Principles Envirenment

Policies (METT-T)
SOPs

Figure 2. The Command and Contrel System.

. Criteria for Measuring Efficiency in a C2 System

A TOE provides a level (quality and quantity) of means that should
mesh with doctrine to manimize the efficiency of a C2 system. Both
theoretical and doctrinal perspectives provide insight into establishing
criteria that measure efficiency in a C2 system.

The cybernetic process discussed in the theory by A.M. Wilcor and
his associates views communications as the essential part of the




process. The theory depicts selected attributes of the communications
component of the C2 process as the best measurement criteria:

it is clear from the analysis of command and control that
communications are the vital element in the loop.... The
communications systems themselves must be survivable,
flenible, reliable, secure, and interoperabie if they are to
contribute positively to effectiveness in battie.

i ....The measure of the effectiveness of a communications
system lIs its efficiency in passing information .... described
by the following parameters: accuracy....quantity of

| information passed....(and) speed of passing information.
These parameters are measurable and are specified as the
basic design criteria of a system, and the final form of the
system depends on the emphasis placed on each.42

|

Martin van Creveld in his study Command offers similar

descriptors but addresses them to the entire process:

[
An ideal command system, then, should be able to gather

} information accurately, continuously, comprehensively,

| selectively, and fast. Reliable means must be developed to

’ distinguish the true from the faise, the relevant from the
irrelevant, the material from the material. Displays must

\ be clear, detailed, and comprehensive at one and the same
time.... Orders should be clear and unambiguous. Once

' formulated, orders must be rapidly, reliably , and securely

transmitted.®

John Boyd's theory focuses on speed as a primary means of
disorganizing and defeating an opponent.
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The idea of fast transients suggests that, in order to win, we

should operate at e faster tempo or rhythm than our
adversaries -- or, better yet, get inside our adversaries

Sbservation-Orientation-llecision-fiction time cycle or loop.
Such activity will appear ambiquous (unpredictable), and

thereby generate confuysion and disgrder among our
adversaries -- since our adversaries will be ungble to

generate mental images or pictures that agree with the
menacing as well as faster transient rhythm or patterns
they are competing against.4+4

Rithough Clausewitz did not directly address the command and
control issue in On lligr, he alluded to the importance of speed:

if the enemy decides on a simpler attack, one that can be
cerried out quickly, he will gein the aduentage and wreck J
the grand design. So, in the evaluation of a complex attack,

every risk which may be run during its preparatory stages
must be weighed. The scheme should oniy be adopted if
there is no danger that the enemy can wreck it by more
repid action. Wherever this is possible we ourselves must |
cheoase the shorter path. S

LTC Dale L. Fincke in a paper titled Principles of Military
Communications for C3] believes that “communications more than any

other combat related element directiy effects the ability of the

commender to turn information, ideas, and plans into reality."4¢ He
suggests that the principies of continuity, homogeneity, versatility,
security, and simplicity “form the qualitative foundation against which

cuirent and future communications methods, architectures, and
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equipment should be assessed."4? Subordinate elements that support

each basic principle are also postulated as follows:
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e Continuity -  survivability, reliabliity, redundancy, and

self repairability.

* Homogeneity - modular commonaity, network
synthesis, integration.

o Uersatility - agility, flexibility, decentralization,
autonomy.

o Security - indeterminacy, digital transmission,

communications security, steaith.

e Simplicity - technological sophistication, human facters.

Soviet C2 theory stresses that subordinate criteria indesnes (after
mission resuits) ere: speed of the system, survivability, continuity,
security, accuracy and reliability of data, and the carrying capacity of
communications channels.4® The Soviets emphasize speed as their

basic measurement.

Consequently, the basic quantitative criterion (index) of
operativeness in control may be the time spent by the
commander and staff of a given element on one controtl
cycle, that is, on acquiring and studying the situ~tion data,
making @ sound decision on this basis, and assigning the
missions to those who will carry them out. This time, of
course must be as short as possibie in order to provide
masximum time for troop preparations to carry out the
mission, to ensure striking before the enemy....This
masimum admissible duration of one cycle is customarily
called the critical control time.*?

A doctrinal point of view may also help in the development of
criteria that measure the efficiency of a C2 system. US Army doctrine

recognizes measures of system efficiency. FM 100-5 details the

essential ingredients of an efficient C2 system as follows:




The system must be reliable, secure, fast, and durable. It
must collect, analyze, and present information rapidly. It
must communicate orders, coordinate support, and provide
direction to the force in spite of enemy interference,

destruction of command posts, or loss and replacement of
commanders.58

FC 71-6 Battalion and Brigade Command and Control reflects

current doctrine.

The system must function with such efficiency, accuracy,
and dispatch that the information--decision--action--follow
up cycle works faster than that of the enemy.

The system must be responsive to the demands of higher

headquarters, and must provide for continuous planning,
coordination, and assessment in every situation.5!

The previeus sampling of C2 theory and current US Army doctrine
suggests that the following criteria measure efficiency in a (2 system:

* continuity of operations.
* accuracy of information gathered.
e speed of the process.

¢ security of information.

Continuity of operations is a distinct feature in both theory and
dectrine and is influenced by the following factors: survivability,
redundancy, reliability, sustainability, mobility, and interoperability.

Accuracy of information Is also frequently discussed and reflects
whet van Creveld refers to as “the endiess quest for certainty."32 The |




subdimensions of accuracy are: the number, avaliability, and adegquecy
of collection sources; the speed of collection and transmission of
information; and the degree of distortien during transmission.

Security of information is the capability of an organization to
deny the enemy knowledge of one's orders or plans. Communications
security is the most obvious dimension of this criterion.

Speed of the process is the most frequently discussed criterion
and perhaps the most important. Speed is measured in increments of
time and is influenced by the foliowing variables: the number of
command levels, the span of control, the degree of decentralization in
the decision making process, and sutomation.33 The speed of each
compenent or the entire process is measurabie in time. For esample,
the time it takes to detect an enemy activity is measurable, as is the
total time for a unit to detect an activity and issue orders for action.

The proposed criteria measure attributes of a perfect C? system
that are a reflection of the C2 process. The ideal C2 system: functions
all the time regardiess of environmental conditions; totally denies the
enemy information regarding friendly plans or orders; collects all
relevant information and passes it through the system without
distortion; and operates with such speed that information is real-time,
and the decision cycle always turns faster than the enemy's.

The established criteria by themselves are only a measure of
efficiency; they do not guarantee adequacy with regard to the enemy.
The force designer achieves adequacy in a C2 system by raising the
threshold of one or more criterion until a war-winning level is reached.
For enample, he Increases the degree of continuity In operations by
providing a heavier armored C? vehicle which increases survivability.
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Unfortunately, adequacy in the design of a C2 system is relative to the
cepabiiities of an enemy, and actual combat experience is the only true
test. Nctual combat enperience would aiso provide a means to
reinferce the velldity of the propesed set of measurement criteria.

. Measuring Efficiency in o Tank Battalion (2 System

Short of actual combat, the most realistic battiefield environment
avallable to the US Army is the National Training Center at Ft irwin,
Celifernia. Brigade-size units conduct live-fire and force-on-force
eperations against a Soviet-style opposing force over rugged terrain
that can exnceed 40 kilometers from start to finish. Both sides are
equipped with MILES systems that simulate personnel and vehicle
destruction and position location designator systems that track the
mevement of combat vehicles and dismounted elements. Both the
MILES and pasition designator systems as well as remote video cameras
are tied into a computerized instrumentation system that provides data
and a video representation of the battie for analysis. A team of on-
site Observer/Controllers conduct a close evaluation of each unit's
performence.54 C2is one of the eight operating systems that form the
basis for evailuation of unit performance. Written findings are coupied
with instrumented data to provide a thorough analysis and critique of
performance.’ The realistic training environment, instrumented data,

and first-hand ebservations concerning C2 make unit performance at
the NTC on ideal laboratory to test the validity of criteria for measuring
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the efficiency of a C2 system and to examine how well a particular TOE
satisfies C2 requirements.

Data on unit perfermance at the NTC was gathered from nine
different rotations including a special C2 assessment team after action
report. Both doctrinal and TOE observations relating to C2 were sifted
from the sources and categorized according to their effect on the (2 |
process.3¢ A final analysis was then conducted by category to isolate
one or more common attributes. For esample, battalions routinely
publish operation orders (OPORDs) to transmit plans to subordinates.
Observations noted that the reproduction of OPORDs by hand (the cause)
consumed a great deal of time and invariably produi:ed inaccurate
overiays (effects on the C2 process).

Continuity of Operations

Unit performance indicates that many C2 problems are due to
insufficient personnel, insufficient radios, and survivability of
facilities.5? Observations clearly relate to the ability of a unit to
maintain continuous C2. Comments are centered on the capability of C2
facilities to perform doctrinal tasks. The following observations
illustrate common problems:

o [Insufficient personnel in the Mortar Platoon FDC
impaired 24-hour operations.

¢ Insufficient personnel in the TOC Fire Support Element
impaired 24-hour operations.

o The physical configuration of the Commander's vehicle
(working space, radios) detracted from his €2 capability.
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o Insufficient personnel in the combat trains lmpalred 24~
hour operations.

o [nsufficient communications equipment and personnel in
the combat trains detracted from the capability to act as
the alternate TGC.

o [nsufficient personnel in the T0C impeired 24-hour
operations.

o The TOC was very vuinerable to interdiction because of
the visuol signature of the M577 and the number and
length of radic transmissions.

fAccuracy of Information

The quality of decisions made by a commander is frequently
degraded because an inaccurate picture of the battiefield is formed.
This Is a resuit of faise information coliected from various sources, a
distortion of accurate information after cotlection, or the inability to
determine when Iinformation Is too 0id.3® This Is both a process and
design probiem that reiates to the accuracy of information as it flows
from the sender to the intended receiver. The following observations
illustrate the contemporary version of an age-old problem:

e Map reading errors, perticularly in scout platoons and M-
1 equipped units, are the root of many problems.

¢ Repreduction of operations cueriays by hand resuits in
graphical errors.

¢ [nedequate or inaccurate administrative and logistical
information frequentiy distorts the commander's
estimete of his combat power.

24
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Security of information

A unit's pien is frequently reveasied to the enemy before battie,
stripping the friendly force of the key element of surprise. This Is
rarely the result of breaches in signal security; peor physical security is
usually te bilame. A common observation is that the scout platoon is
inadequate to counter the enemy’s mounted reconnaissance, and that
doctrine does not address the issue.5?

Speed of the Process

Perhaps the most frequently noted attribute of a C2 system is
speed. Positive comments noted that successful units are able to react
quickly to situations and tend to allow their subordinates the maximum
amount of time possible to prepare for an operation. These same units
shorten the decision cycle time by continuousiy anticipating enemy
moves, knowing the status of available resources, judging accurately
time and space relationships, relying on SOPs, decentralizing activities
to the maximum possible extent, and maintaining a rapid and rellable
means of communications.5® Observations also noted the following
common problems related to speed:

e The reproduction of OPORDs by hand consume an
inordinate portion of available time.

e Lack of permanently task organized units coupled with a
high personnel turnover requires detailed coordination
(and hence more time) to accomplish routine tasks .




e Standard reports take up too much radio transmission
time.

o Battalions frequentiy attach a maintenance team
permanently to each company in order to simplify and
speed up maintenance operations.

¢ Inadequate communications capability in the
Maintenance Platoon delays maintenance operations.

¢ [nadequate communications capability in the field trains
delays supply operations.

¢ Inadequate or inaccurate administrative and logistical
information frequentiy delays resupply operations.

Unit performance at the NTC further substantiates the importance
of an efficient C2 system, the role a TOE plays with regard to efficiency
in a C2 system, and the validity of the proposed set of criteria that
measure efficienc j in a C2 system. A breakdown in C2 may result in
loss of the battie, while a superior C2 system is a significant combat
multiplier that may provide the edge for victory. The efficiency of a
tank battalion’s C2 system is less than maximal when force design does
not fully support the C2 process. Continuity of operations, accuracy of
information, security of information, and speed of the process are
criteria that measure efficiency in a C2 system.
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doctrinel, and practicel viewpeint. Eech perspective raises
implications with regerd te recommendations for dectrinel
dovelepment, futurs research, snd force design actions.

Theeretically, the C2 process is a represeatation of the
information subsystem that is commen to all Nving orgenisms. An epen
infermation system allews the subsystems within an erganism te
interact sad adapt te changes in the environment. Conversely, a closed
Nuing system that inhibits er shuts out enternal infermation eventually
suffers diserganization that results in death.®!' R functiening C2
systom is an epen information system that shouild produce decisions
thet menimize an srganization's survivel in combat. Bestroy (er

perhaps just dograde) a unit's (2 system and the subordinate parts of I
]
%

bl. imslications
This study has addressed the issue of (2 from @ theerstical,

the unit suffer disorgenization, making it more vuilnerable to
destruction by an enemy force. This suggests that an enemy's (2
system (at any level) is a high priority target, and that protection of
one's own C2 system is equally important.

The proposition that a C2 process has its conceptual roots In a
general theory of living systemss2 has significant doctrinal implications.
If a TOE must satisfy the requirements of both the C2 process and
doctrine, and efficiency is measured by the degree a TOE supports the
C2 process, then maximum efficiency is possible only when process and
doctrine are in complete harmony. If the C2 process is the stable
component of the C2 system, then the essence of doctrine must lay
within the same origins of the process. This suggests that a set of
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eternal principles, analogous to a natural lew, exist. There is certainly
8 need for research into the military aspects presented in Miller's
Iheery of Living Systems.

This study aiso has implications with regard te future
improvements in tactical C2 systems and the ferce design process. A
1986 Rrmer Center White Paper, “Command and Coatrol (C2) of the
Maneuver Neavy Force in the BirLand Battle,” and an Armor Center -
Infantry Center Concept Paper, K+ Organizational Concept,” provide o
ook at propesed future changes in the C2 system of a tank battalion.

Prebably the greatest deficiency impacting on the

commander's C2 system today is the lack of time available to

effectively coerdinate the intelligence, fire, maneuver, and
suppert te the battiefield systems and erganization. This

deficiency is further compounded by lack of sccurate and

timely battieficld informatien, Many of the tasks required
of leaders are difficult or impessible by time-pressure,

sonsery cveriead, and seme of the degraded conditions of
NTC eperations.... !

The lack of accurate administrative and logistical support
information is especially acute under the difficult and fast-
paced operationas of NIC.... This suggests that we transition
from siew veoice communications, paper maps, acetate,
grease pencils, slow target acquisition, and inaccurate land
nevigation to something better....83

]

Airiend Battie doctrine requires that we be abie to fight on

e susteined basis. Since humen beings have a requirement

for sieep and rest, it is incumbent on us to develop & system

which will meet these requirements. The K+ organizational Cy

design recognizes the need for conducting sustained

operations....lWe need te “hide" sur commanders in combat

vehicles with a common visual signature and, at the same

time, we need to have redundancy in the commend element.
)
5
|
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In order to have continuous, alert, and responsive command,
we need two command groups with redundant command and
mlrol capabilities....

The current concept of S-1, 2, 3, and 4 is replaced in K+ by
the formation of the battie management section. This
section is designed to operate out of three large, tracked
command and control vehicles, probably modeled on the
same chassis as the armored maintenance vehicle ....
Sufficient redundancy is built into the section to rotate
personnel.$4

The proposed future improvements indicated in the papers
correct many C2 shortfalls in force design noted in NTC observations.
The Army's methodology with regard to force design is pragmatic;
doctrine and field experience are used to correct design shortcomings.
Indeed, it seems that C2 requirements as well as shortcomings in the
TOE are almost a surprise. Unfortunately, o great deal of effort and
enpense has been spent fielding organizations with design flaws,
shortcomings that might have been detected prior to fielding.

The papers iilustrate a defective hidden logic behind the Army's
approach to force design. The logic behind this approach treats the C2
process as evolving; the process is shaped by factors within the C2
system and the environment. A standard set of criteria that measure
C2 efficiency is not part of the force designer's kit because the irmy
does not recognize the C2 process as the stable foundation of a (2
system.

fAin enamination of the problem areas indicated in NIC
observations suggests that the principle of economy was used in the
design of the tank battalion's TOE. Indeed, a further examination of the

ROE force design reveals an austere organization that lacks robustness
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and redundancy in people and equipment. A logical set of criterie was
not used in the force design process to maximize the efficiency of a
tank battalion's L2 system.

Uil. Conclusion

This study suggests that a set of force design criteria exists
which serve to masimize the efficiency of a C2 system. Theory and
doctrine provide a foundation for establishing criteria. Process and
structure are the components of a (2 system. The (2 process is
representative of the informetional subigslem found within all living
organisms and is the stable portion of the C2 system. Structure is the
veriable portion in a C2 system that interacts with the environment.
Structure is compesed of a TOE and doctrine. The linkage between
process ond structure within a C2 system is a unit's TOE, and the linkage
between structure and environment is doctrine. Efficiency within a C2
system is a measure of the degree a unit's TOE satisfies process
requirements. An analysis of theoretical and doctrinal sources
iflumineates a set of common criteria that measure the key attributes of
o C2 system. The performance of J-series tank battalions at the NTC
provides a basis to evaiuate the validity of the proposed criteria from a
perspective of reality. An analysis of observations indicates that the

efficiency of o tenk battalion's C2 system is less than masimal when a
TOE does net fully support the C2 process. The analysis further
suggests that continuity of operations, accuracy of information, speed




of the process, and security of information are measures of efficiency
in 8 C2 system.

fpplication of the proposed criteria within the force design
process would result in several benefits. Decision makers could
optimize choices between C2 systems or components of systems based
on a realistic approach to measuring cost-effectiveness. The

P Yty

probability of fielding an organization with a flawed C2 system would

decrease, while the chances for syccessive improvements in tactical C2
systems would increase. Any increase in the efficiency of a C2 system 4
would produce the most important benefit....an increase in tactical :
combat power. | ;
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Military studies, 8 September 1986.

ECOA S A AT a S A g AT



N SR SRS



