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%II
Personnel Security Research-~~Prescreening and Background Investigations

INTRODUCTION

The effectiveness of Defense's personnel security program
has long been questioned by those involved most closely with ,N

personnel security matters. Well before the recent surge in
espionage cases receiving national attention, concerns with the

~~adequacy of Defense personnel security policies and procedures -

were raised by a number of special task forces charged with' . . '

evaluating the program and making recommendations for its improve- <

ment. The Select Panel Review of the Department of Defense Person-

nel Security Program (6) during 1982, for example, pointed to the

wscant value and lack of quality of initial personnel security

investigations, and the 'inordinate delays in awaiting the results

of an increasingly shallow product.0

A more recent evaluation of personnel security was made by

the Stilwell Commission during 1985 (30), and a large number of
~~specific recommendations were again made to improve the program. [

One recommendation took into account the growing recognition that

behavioral science techniques would be useful to the personnel

security program, and that a DoD-wide research effort should be

initiated. This has led to the activation of the Defense Personnel

Security Research and Education Center (PERSEREC) at the Naval

Postgraduate School in Monterey, California.

The PERSEREC charter, DoD Directive 5210.79, identifies a

large number of functions to be performed in evaluating and
improving Defense's personnel security program. The charter also

recognizes the need for a coordinated Defense-wide research

effort that would include personnel security research projects

initiated by the Military Services. The large amount of diverse

research needed in this area can probably best be accomplished by

such joint projects.



Little behavioral science research has been conducted in the

personnel security area. Most personnel research psychologists

in Defense have very little knowledge of the workings of Defense's

personnel security program, and therefore lack an appreciation of

the potential contribution their discipline can make to the

program. It therefore appeared worthwhile to provide a description

of some major components of Defense's personnel security program,

to describe some completed relevant research studies, and to

identify a number of research initiatives that could lead to an

improved knowledge base and a more effective program.

In some respects this report is a follow-on to two recent

presentations by the writer on the need for personnel security

research and the special contribution that could be made by

behavioral scientists. Appendix A provides a copy of a report

made to the Military Testing Association in November, 1984,

coauthored with Mr. Peter Nelson of the Office of the Deputy

Undersecretary of Defense for Policy (28). The writer also gave ..

verbal and written testimony during hearings on personnel securi.y

before the Senate Permanent Subcommittee on Investigations of the .

Committee on Governmental Affairs during April, 1985 (10). This ..

testimony is provided in Appendix B.
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PROGRAM OBJECTIVES, ASSUMPTIONS, AND LIMITATIONS

b iyea. A major objective of Defense's personnel security

program is to select highly reliable and trustworthy people for

sensitive positions and to assure that their integrity is main-

tained while they continue in these positions. The focus of this

report will be on some of the key personnel selection procedures

used for individuals being assigned to highly sensitive positions,

those positions requiring clearance at the Top Secret (TS) and

Sensitive Compartmented Information (SCI) levels. Highly sensiti..i.-

positions, as defined by Defense, are those in which incumbents

could take actions leading to a materially adverse effect on the

national security, and operationally include such job specialties

as communications, intelligence, and nuclear weapons duties.

Defense tries to meet its personnel security objectives

primarily through a number of operational procedures involving

personnel selection (prescreening, background investigations, and

adjudication) and personnel monitoring (periodic reinvestigation

and continuing evaluation). Personnel security procedures vary

somewhat for the three major populations involved--military,

civil service, and contractor personnel. Since the writer has

worked more closely with military enlisted personnel programs

than programs with other populations, and is therefore more

familiar with the personnel security process as it affects this

group, this report will tend to focus on new recruits and enlisted

personnel. Many of the procedures, concepts, and research

described here, however, are considered relevant to other types of

Defense personnel assigned to highly sensitive duties.

The basic elements of the Defense Personnel Security Program -
are described in DoD Regulation 5200.2-R issued in December, 1979

(5). This regulation establishes Defense personnel security

policies and procedures, identifies standards and guidelines for

personnel security determinations, and prescribes the types of

3
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investigation needed to satisfy security clearance requirements

for sensitive positions. Personnel security investigations

develop the personal information needed for clearance decisions.

In general, the higher the sensitivity of the position in which

an individual serves, the more intensive the personnel security

investigation for clearance purposes. Background or full field

investigations are required for TS and SCI clearanccs, and include

personal interviews with references as well as record checks.

For one type of investigation, an "Interview-Oriented Background

Investigation," a personal interview with the subject is required.

Although the stated purpose of the program is to identify

individuals with favorable characteristics, personnel security

procedures are not structured to identify o behavioral

information useful in selecting people into sensitive positions.

Instead, negative or derogatory information is sought to glfy

people clearances. Under these circumstances, rejection for a

security clearance as a result of a background investigation has

serious negative implications. By definition, the disqualified

are being labeled as security risks. As one apparent consequence,

relatively few military people (less than three percent) are V
denied clearance based on a background investigation, and for

contractor personnel, less than one percent are denied clearance

(30).

Most of the derogatory information obtained through personnel

security investigations consists of suitability information, and

"almost all unfavorable personnel security actions taken by Defense

authorities are based on derogatory suitability information"(5). '

DOD Regulation 5200.2-R, which also establishes basic adjudication

policy, provides the following examples of derogatory suitability

information:

Arrests, charges, citations

Suspicion or allegations of illegal use or abuse of drugs oralcohol..

4
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Theft or dishonesty

Unreliability, irresponsibility, immaturity, instability,
recklessness

Moral turpitude

Incidents reflecting adversely on honesty, reliability,
trustworthiness, stability

Mental, nervous, psychological, psychiatric, or character
disorders/behavior

Excessive indebtedness, bad checks, financial difficulties
or irresponsibility, unexplained affluence, bankruptcy, or
evidence of living beyond the individual's means.

Assumptions and Limitations. One major assumption underlying the

program is that individuals who have shown signs of unsuitability

or untrustworthiness are more likely than others to commit espio-

nage or other destructive acts. Anecdotal evidence, developed
afte the fact gives some support to this assumption. Many of

the people who have beeh identified as having committed espionage

have had a history of alcoholism, drug use, sexual perversion,

financial difficulty, etc. The number of people in sensitive "

positions, however, who can be similarly categorized but have =lQt

committed espionage, while undetermined, is undoubtedly sizable.

Under these circumstances, effective individual prediction of

security failure before the fact cannot be accomplished accurately.

The best that can be done at this time is to identify groups of

individuals who are at somewhat higher risk than others.

There are serious problems faced in developing adequate

criteria for program evaluation and research in the personntl

security area. First of all, no estimate can be made of the

number or characteristics of individuals committing espionage who

successfully avoid detection. Secondly, and particularly impor-

tant, known security failures comprise only a miniscule portion

of the population with security clearances. Given these condi-

tions, accurate estimates of the validity and effectiveness of

personnel security procedures in reducing security failures will

probably always be extremely difficult to determine.

5
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It still makes very good sense, however, to ty to insure

that highly sensitive positions are filled to the maximum extent

possible by people who are highly reliable and free from serious

behavior problems. Although personnel security failures would

still be expected to occur, it is reasonable to believe that the

actual security failure rate would be markedly lower than it is

now. It is in this area, improving the quality of personnel in

highly sensitive positions, that behavioral science research V

techniques should be particularly useful.

Irvestigative Data. During the past few years, the Naval Poitgrad-

uate School (NPS) has been conducting personnel security research

studies for the Office of the Deputy Undersecretary of Defense

for Policy. A major source of automated investigative data, the

Defense Central Index of Investigations (DCII) file, has been

made available to the Defense Manpower Data Center (DMDC) on a

continuing basis. Through linkage with individual personnel data

in DMDC files, it has become possible to identify military and

civilian personnel who have received background investigations

and to det,:-_ne their clearance levels. This data source has

very important implications for behavioral scientists in identi-

fying special subgroups of individuals for personnel security

research studies, including longitudinal or follow-up investiga-
tions for those assigned to highly sensitive duties.

Regearch Areas. There are four major personnel security areas

that can be identified where behavioral science techniques and

procedures appear highly appropriate for program evaluation and

improvement. The first area involves the prescreening activities

used to initially qualify people prior to the initiation of a

background investigation. The second area is the background

investigation itself and the procedures and techniques used to

collect behavioral information. The third area is the adjudication *

process used to evaluate findings from background investigations

and related information for clearance purposes, and the fourth

6
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area involves monitoring or continuing evaluation procedures to

determine whether or not a clearance should be retained or revoked.

The first two areas--prescreening and background investiga-

tions--will be discussed in turn to describe briefly the opera-

tional procedures involved, to identify some of the personnel

security and related research studies that have been performed,

and to describe a number of research studies that could be con-

ducted to help evaluate and improve the personnel security program.

The availability of hard-copy and automated data sources for

research and evaluative studies will also be discussed. The two

* remaining areas--adjudication and continuing evaluation programs-

-will be the subject of another report at a later date.

7
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1Z PERSONNEL SECURITY PRESCREENING

,B, The Defense Investigative Service (DIS) has

major responsibility for the conduct of background investigations

for Defense personnel. The procedure is both formal and standar-

dized. This is not the case with the prescreening procedures

applied by the Services prior to the initiation of a request for

a background investigation. Considerable variance is found among

the Services in their prescreening activities, and particularly

7 so for new recruits.

Valid prescreening procedures are extremely important in

conducting an effective personnel security program. Results from

background investigations are normally not available for months
after their initiation. Denial of clearance for personnel in or

after technical training for a sensitive skill results in lost

training costs, additional training and investigative costs for

replacements, and has a serious impact on the well-being and

career potential of those disqualified. Rejection for appropriate

reasons during a prescreening phase is highly cost effective for

Defense and has much less of a negative impact on the individual

concerned.

. There are a large number of military occupations which have

a basic requirement for TS and SCI clearance, and all personnel
y*- assigned to these skills will require a background investigation.

Each of the Services employs prescreening procedures for new
recruits being considered for assignment to these highly sensitive

occupations. Since these assignments include communications,

intelligence, nuclear weapons, and certain electronic specialties,
a considerable number of new recruits go through the prescreening

process. Table 1 provides information on the number of recruits

for whom background investigations were known to have been

requested fcr these positions within the first year of military

service.

8
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Background Investigations Conducted During the First Year
of Active Duty for Enlisted Accessions FY 1973-FY1984

by Type of Investigation and Servicea

I Air Marine F

BI-IBI 13,555 42,420 55,792 3,053 114,820

SBI 37,688 17,743 41,698 4,566 101,695

Total 51,243 60,163 97,491 7,619 216,516 I.-

aThe numbers shown here do not include a number of enlistees
who later received "brlng-up" investigations and whose
initial investigation dates cannot be determined from
available automated records.

Defense policy calls for a prescreening interview to be

c*'. conducted for those indi'viduals being considered for SCI clearance
for intelligence-related duties, and for TS clearance under the

Personnel Reliability Program (PRP) for nuclear-related positions.

These interviews are not performed by DIS investigators, but

generally by representatives-of the current or using organization

for the individual being evaluated. Although the structure and

content of the prescreening interview probably varies considerably

among Defense organizations, a common source of biographical

information is available to interviewers through either the DoD

Statement of Personal History or the newer Personnel Security
Questionnaire (PSQ). One of these two forms is accomplished by

all candidiates for SCI and TS clearance.

In other respects, prescreening procedures vary from Service

to Service both in content and time of application. The various
prescreening forms used by the Services for new recruits, includ-

ing the PSQ, are shown in Appendix C. Among the Services, the

Army has a far more intensive prescreening procedure for applicants

at the Military Entrance Processing Stations (MEPS), while the

9 '
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Air Force has a concentrated prescreening effort during basic

military training. Table 2 provides this writer's judgments of the

level of Service prescreening applied prior to enlistment and

during basic military training.

Intensity of Prescreening Procedures Applied in Selecting
Recruits for Assignment to Highly Sensitve Positions

Preenlistment Screening
at Military Enlistment Prescreening During
Processing Stations Basic Training

Army Intensivea Intensivea
Navy Minimal Moderate

Air Force Minimal Intensiveb

Marine Corps Minimal Moderate

ancludes special questionnaire and intensive interview.

bIn addition to intensive interviews, includes personality
measures, basic training behavior and performance
evaluations, and a variety of reference and record checks.

In respect to content differences in recruit prescreening,

- the Air Force makes extensive use of personality test items,

while the Army has tried similar items and then discarded this

approach. The Air Force alone uses a combination of subject

interview and reference and record checks, while the Army relies

on an intensive interview based on a detailed biographical ques,-

tionnaire. At least one Defense agency, and a number of other

organizations within and outside the federal government, are

known to use a combination of personality testing, psychologist

interview, and polygraph in screening for highly sensitive posi-

*" tions.

Current prescreening procedures have not been validated by

the Services' personnel researchers. There is little question,

10
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r however, that early disqualification through prescreening has

reduced appreciably the number of recruits whose background

investigations would have revealed serious derogatory information.

Selecting out many of these recruits prior to the initiation of a

background investigation has certainly had tlis effect. It is

estimated by the writer, based on Service information, that about

one-third of Army and Air Force recruits going through the pre-
screening process are disqualified before background investigations

Sr-. are initiated. Applicants for enlistment and recruits who are
disqualified are normally still acceptable for enlistment as well

as assignment to less sensitive but oftentimes equally attractive

occupations.

" w There is evidence that recruits are often disqualified
during prescreening for past behavior that, if revealed during a
background investigation, would not result in denial of clearance.

This difference between prescreening and later adjudicative
r - practices has a reasonable explanation. As discussed earlier, the

impact of prescreening disqualification on the individu&l and the
military is much less than clearance denial after completion of a
background *investigation. Those who are responsible for pr screen-
ing and later adjudication decisions appear to be taki,'g this
factor into account.

1- tl It is unfortunate that empirical evidence is largely lzking
that would validate recruit prescreening procedures in current
use or permit comparisons of their relative usefulness. There .is,

-however, ample LA" validity for many of the prescreening proce-
dures now being employed operationally, and their use appears

%quite appropriate in selecting recruits for highly sensitive
positions. The recruit manpower pool appeals large enough at

this time to maintain current disqualification rates, and there
*is minimal injury to the disqualified. It is difficult, however,

to rationalize the large differences in prescreening procedures

' , II



among the Services. Their validation, improvement, and standard-
izatIon would appear to be long overdue.

Previous Military Research. Current recruit prescreening

procedures stem in large part from the Air Force personnel security
research effort conducted at Lackland Air Force Base during the
early 1960s. This research led to the activation of an assessment
unit at Lackland to screen recruits for highly sensitive positions.
The Army modeled its prescreening procedures on the Air Force
program, and the Navy also took into account Air Force experience
in developing its own programs. Although the Air Force assessment
program has changed significantly over time, it still carries a
number of procedures which, in the earlier program, showed validity
for behavior and performance data obtained during later military

service (23). Similar validation studies have not been performed

by the other Services.

The most usable criterion for validating recruit prescreening

procedures as predictors of subsequent behavior has been, and

will probably continue to be, unsuitability attrition from military

service. Enlisted attrition rates have been quite high over the

past fifteen years. More than one in three non-high school

graduate recruits and about one in five high school graduates are

*discharged for unsuitability during initial tours of active duty.

Since a major objective of the Defense personnel security
program is to identify people who are suitable for assignment to

highly sensitive positions, later unsuitability discharge among
those selected for these positions could be viewed in part as
failure of the screening process. Also, and critically important,

L/ personnel discharged from highly sensitive positions for unsuita-

bility pose a special security problem. A number of those dis-
charged are likely to be quite bitter as a result of their exper-
iences during military service, many would be knowledgeable of
sensitive equipment and procedures, and almost all would be facing
some degree of financial uncertainty on their return to civilian

12
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life. Tt is therefore extremely important from a national security

standpoint to reduce as much as possible the number of potentially

unsuitable personnel entering highly sensitive positions. The

problem is serious--over 27,000 enlisted personnel who received

background investigations for assignment to highly sensitive work

were discharged for unsuitability over a recent five year period.

Table 3 provides information on the reasons for their discharge.

* Early Air Force research efforts in the personnel security

area still provide about the only direct evidence that prescreening

measures are predictive of later unsuitability in highly sensitive

occupations. In one study, the usual predictors of unsuitability

attrition in general (educational level, age, and Armed Forces

Qualification Test (AFQT) score were also found, as expected, to

be equally valid within one highly sensitive occupation--munitions

and special weapons (25). In a much broader study of potential

* predictors, basic training peer evaluation and high school refer-

ence information showed validity for later military performance

and behavior criteria (23), and helped provide the basis for the

current Air Force recruit prescreening program at Lackland.

While unsuitability attrition research studies involving

recruits assigned to highly sensitive positions are rare, there

have been numerous research studies involving the general recruit

. population. Findings from these studies are highly relevant to

* the personnel security area. It is to be expected that factors

predictive of unsuitability for the total recruit population

should also be predictive of unsuitability for recruits assigned

to highly sensitive duties.

Unsuitability attrition research has led to the identification

of a number of important factors predictive of this type of

behavior. In psychological research, it is generally known that

the most accurate predictors of future behavior are usually

derived from past behavior. Military unsuitability research

13



Table 3

ENLISTED PERSONNEL, ALL SERVI.CES, WHO RECEIVED
BACKGROUND INVESTIGATIONS: DISCHARGES FOR FAILURE TO
MEET MINIMUM BEHAVIORAL STANDARDS DURING THE PERIOD

FY 1980 THROUGH FY 1984

REASONS FOR DISCHARGE NUMBER PERCENT OF TOTAL
Unsuitability 12,639 46.4
Eipeditious Discharge 4,360 16.0
Trainee Discharge 2,983 10.9
Motivational Problems 2,691 9.9
Unsuitability 2,605 9.6

Character or Behavior Disorders 7,922 29.1
Drugs 4,127 15.2
Character or Behavior Disorde-s 1,908 7.0
Homosexuality 1,151 4.2
Alcoholism 642 2.4
Sexual Perversion 94 .3

Offenses 5,978 21.9
Discreditable Incidents 2,755 10.1
Misconduct, Disciplinary

Infractions 1,632 6.0
Court Martial 1,146 4.2
Civil Court Conviction 389 1.4
AWOL, Desertion 56 .2

Other 595 2.6
Fraudulent Entry 430 1.6
Financial Irresponsibility 196 .7

. Inaptitude 45 .2
Security 24 .1

TOTAL 27,234 100.0

9,S
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certainly supports this generalization. For example, failure in
high school (high school dropout) has consistently been linked

with failure in military service (unsuitability discharge). (Put
another way, truancy tends to be predictive of absence without

- leave (AWOL).]

Other biographic information, such as police offenses, have
been moderately predictive of unsuitability discharge from military

-service (14). Preservice activities and interests have also shown
Ll validity for this criterion (21). After entry into military

service, basic training peer evaluations of behavior, performance,

and motivation have been found to be relatively good predictors of

subsequent military performance and behavior (23) and are rela-

! [',tively independent of other predictive measures. Self-report

"personality" measures also show validity when obtained during
basic training (12).

!i Preservice educational level# i.e., high school graduate
status, has been used operationally for recruit selection purposes

since the early 1960s (27) and still shows high validity (9).
The most recent research to reduce recruit unsuitability by
improved initial selection procedures continues to examine the
potential of preservice behavior and other biographic and perform-

ance information. The latest efforts have been sponsored by the
Directorate for Accession Policy in the Office of the Deputy

Assistant Secretary of Defense for Military Persor. -1 and Force

Management. A description and comparison of biographical inven-

tories for military selection has been reported recently by
HumRRO (31).

The Navy Personnel Research and Development Center (NPRDC)

Q has been given responsibility within Defense for the development

of a measure of military adaptability that can be used Defense-
wide for recruit selection purpcses. NPRDC has selected valid
items from Service adaptability screening measures and has

15
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incorporated them in a. single device--the Armed Services Adaptab-

ility Profile (ASAP) . The test has been administered to about

200,000 applicants for service, and validation efforts are being

performed as criteria mature.

Validation of these types of measures for recruits assigned

to highly sensitive positions is relatively straightforward and

easily accomplished, since automated data for these measures are

generally available at DMDC. Separate linkages of these files

with the DCII and personnel data bases at DMDC provide the infor-

mation needed to identify the recruits receiving background

K. investigation for highly sensitive positions, as well as those

discharged at a later date for unsuitability. Since the predictor

data have been collected under operational conditions during

applicant selection and recruit screening, positive findings from

validity studies could lead to their immediate use for prescreening

purposes.

There are a number of psychological tests that are used

primarily by non-Defense organizations in screening for security

purposes. These include personality tests such as the Minnesota

Multi Phasic Inventory (MMPI) and the California Personality

Inventory (CPI), and relatively new measures that are claimed to

measure "honesty.a These types of tests have not been adminis-
tered to recruits. Personality tests such as the MMPI have

generally been considered controversial by military personnel

researchers and there has been little interest in the past in

measuring recruit "honesty." In general, military researchers

tend to discount the value in selection of tests that are easy to
[. fake. This may be an unnecessary constraint, however. Many

recruits respond truthfully under these conditions and report

negative information on themselves, and t information can be
accepted at face value, particularly during a period when enlist-

. ment is voluntary.

wI
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Considerable research has been conducted outside Defense on

assessment procedures relating to personal adjustment. The fact

that those studies have not been reported here is not to be

considered a commentary on their potential worth. Their inclusion,

however, would be well beyond the scope of this report. It is

quite probable that a review of these measures would identify a

number that would be useful for Defense prescreening purposes. A

relevant report, "Behavioral Reliability," has recently been

published, and provides some of the more important academic

literature in this area (1).

Research Requirement.. Prescreening research for highly

sensitive jobs lends itself as an area to the more traditional

predictor-criterion type of investigation employed by personnel

selection researchers. This approach usually includes the follow-

ing steps: (1) determining the objectives of the selection

K procedure to be developed and the criteria to be employed, (2)

identifying relevant selection (predictor) variables, (3) collect-

ing predictor data under selection conditions, and (4) validating

this information as criteria mature. In addition to prospective
research studies, this area also lends itself to retrospective

studies, where predictor data collected in the past, and very

*often for other reasons, are applied to matured criteria for

validation purposes.

1%"0 In examining the prescreening procedures for highly sensitive
positions now used by the Services, two objectives can be identi-

?fied. The first objective is to identify, as early and as accur-

ately as possible, the kinds of information sought in a background

investigation. Used for immediate adjudication purposes prior to
a background investigation, this information permits an early

decision whe:her or not it is worth proceeding with a background

investigatior,. Then, since the current bacM.Cround i-",estigation

doesn't address all suitability issues, an additional objective

is to identify early those individuals with the most likelihood
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of becoming unsuitable, unreliable, or untrustworthy after assign-

ment to highly sensitive positions. While the two objectives
have much in common, there are sufficient differences between the
two to discuss them separately.

Recruit prescreening programs of the Services are generally
more oriented toward accomplishing the first objective, identifying

information useful for early adjudication, although they differ
markedly in the techniques applied. The Air Force, in addition,
tries to address the second objective, screening for suitability.

Since the effectiveness of the Services' programs has not been
subject to evaluation or validation, research in the prescreening

area is needed to identify current unproductive assessment measures

and to develop, where possible, more effective procedures.

As described earlier, recruit prescreening for the type of
information developed through background investigation is based

largely on the DoD Personal History Statement or Personnel Security
Questionnaire form, and, varying by Service, additional information

obtained through other questionnaires, interviews, and refer-
ence/record checks. It is not known how productive these proced-

ures are in identifying significant behavioral history prior to
the initiation of a background investigation, although ample data

are available that could be used to help address this question.

There are many research designs that could be developed for

studies in this area. One plan with considerable potential would

involve comparing the results from prescreening and background
investigation procedures for the same individuals. While the

sample studied here would be restricted to those recruits whose
prescreening was favorable enough to lead to a background invest-

igation, an important limitation, the research would be useful in
identifying which screening procedure of the Services had the
highest success rate. This could be done, after appropriate
controls, by determining which Service had the lowest percentage

18



of serious derogatory background investigation information for
those recruits passing the prescreening phase.

Automated data are currently available for the above analysis.

DMDC could link automated personnel records for recruits entering
the Services with their DCII records. Through this linkage of

individual records, it would be possible to identify recruits who

received prescreening and background investigations soon after

entering military service. It would also be possible to determine

from the autcmated records those recruits whose background inves-

tigations resulted in "issue cases"--the identification of serious

suitability information in the recruit's background--and compari-

sons could then be made among the Services.

A more intensive study could be performed along these lines

for the Air Force and Army. Research investigators at the Naval

Postgraduate School have been collecting certain prescreening hard

copy records for both of these Services for a number of years.

By automating identification information from these hard-copy

records, linkages could be made to the DCII. In this way, a
recruit population could be identified ahose background investi-

gations became issue cases. Copies of the derogatory background

investigations could then be obtained from DIS and comparisons
made with the hard-copy prescreening records. Analysis of both

these records would help determine if prescreening 'misses" were

a result of the incompleteness of the prescreening procedure, a
result of falsification of life history information by the recruit

during prescreening, or, more probably, the result of the operation.

of both factors.

Research to help meet the second objective, reducing through

prescreening the number of recruits who are later discharged from

highly sensitive positions for unsuitability, requires a broader

program. This would include validation of existing data already

collected for prescreening purposes, as well as available data

collected by the Services for general unsuitability prediction.

19
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New data collection would be required for promising measures not

previously administered to the recruit population.

A wide variety of existing data are available for validation

purposes. As indicated earlier, prescreening records are available
at the Naval Postgraduate School for Air Force and Army recruits,

~starting with 1983 accessions. In addition to the study described
above, to determine the utility of prescreening in identifying

suitability information, the prescreening records could be examined
for their usefulness in predicting later unsuitability discharge.

". these records would be required for analysis purposes.

There are other predictor data that have been automated down

to the item response level and available for very large numbers
of recruits. The History Opinion Inventory (HOI), for example,

has been administered to all Air Force recruits at Lackland since
1975. The Educational and Biographical Information Survey (EBIS)

was administered to about 35,000 applicants for service and about
40,000 recruits during 1983. Finally, the Armed Services Adapt-

ability Profile (ASAP) was administered recently to about 200,000

applicants for military service.

Linkages between the above data files and DMDC attrition

information permit validation studies to be readily accomplished,
and a determination made of the potential of these predictive

devices for general enlistment adaptability screening. Since

additional linkages with the DCII allow the identification of
*those recruits who are processed for assignment to highly sensitive

positions, validation studies can be performed separately for

this group as well. As has been stated previously, the likelihood
* is excellent that predictors of suitability for the total recruit

population (after taking into account high school graduate status)
would work equally well for those recruits assigned to positions

ho requiring TS and SCI clearance.
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There are certain types of assessment data that are best
obtained during basic training for prescreening purposes.

Researchers should look particularly carefully at peer ratings

for adjustment, responsibility, judgment, etc., that can be

reliably obtained after two to three weeks of basic training.

Validities found in past studies using measures of this type have

been excellent in predicting subsequent behavior and performance

(23). The Air Force collects and automates these data routinely

at Lackland AFB, but does not retain the information for follow-up

purposes. Arrangements should be made to retrieve these data

before their destruction so that validation for prescreening

purposes can be accomplished at a later date.

It is axiomatic that prescreening procedures for highly

sensitive positions be developed that allow integration with

current recruiting, processing, and assignment practices. Many
recruits are now given guaranteed assignments during MEPS proces-

sing with minimal prescreening for highly sensitive positions,

while others receive their assignments during basic traiiiing.

For the most effective prescreening program, it would probably be

best to have assignments to these specialties made exclusively

during basic training. This would permit the use of (1) military

performance and behavior information, (2) results from record and
reference checks, (3) findings from personal interviews (psycho-

logical and investigative), and (4) assessment data from other

evaluative procedures.

The Military Services, however, are likely to be very much

concerned with any reduced capability to offer guaranteed assign-

ments at the MEPS, and the impact this change would have on

Delayed Entry Program (DEP) assignments. For this reason it may

be necessary for the Services to offer, at the MEPS, provisional

assignments for those recruits who would not enter the military

without a guarantee for a highly sensitive position. It would be
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essential, however, for as much prescreening as possible to be

accomplished for these provisional assignments.

Through the use of psychological and investigative procedures,

such as self-report techniques, peer-evaluation, subject and
reference interviews, record checks, etc., it should be possible

to develop a standard assessment battery that would be a marked

improvement over current prescreening procedures. The goal

- should be to select recruits with very favorable background

histories who are also high in social adjustment, emotional

control, reliability, and judgment, who are also capable of

performing well, and who are highly motivated to do so. The

techniques are either available for measurement in these areas or

can be developed.

-. The value of an effective prescreening program to 'screen

in" the best candidates for highly sensitive positions cannot be

overestimated. In a somewhat analogous situation, the Services

rely on aptitude tests to screen in recruits with very high

aptitude for assignments requiring special ability. Prescreening

v for highly sensitive positions should follow this model by helping
to select those recruits with the highest suitability potential.

Even now a number of prescreening measures are available that

64 have as much validity in predicting unsuitability discharge as is

found for aptitude tests in predicting training and on the job

performance. What is not known is how best to integrate various
prescreening measures r'; maximal effectiveness, and whether or

not there is a sufficient supply of high aptitude and highiy
suitable recruits for assignment to highly sensitive positions.

An important policy question for the future is determining which

of these two factors should get the highest weight in case fully

qualified recruits are not available in sufficient numbers to

" meet assignment needs.
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BACKGROUND INVESTIGATIONS

B cSo. A background investigation is considered the

ninimum investigative requirement for assignment to highly sensi-

tive positions. The investigation consists of a National Agency

check (NAC), which is largely a search of records held by various

federal agencies, local checks of police reccrds, a credit check,

educational and employment checks, interviews of references, and,

for certain investigations, a subject interview as well. Since

the early 1970s, the Defense Investigative Service (DIS) has had

general responsibility within Defense for performing background

investigations. These investigations were conducted previously

by the Military Departments. The DIS Manual for Personnel Security

Investigations (2) describes the current investigative program in

considerable detail, and provides the basis for much of the

program description furnished in this report.

Background investigations come in various forms: the tra-

ditional background investigation , interview-oriented background

investigation (IBI), and special background investigation (SBI).

The coverage of each type of investigation is shown in Appendix

D, with a brief description of each provided here. :-

The traditional BI is a combination of record checks and

reference interviews. The subject of this type of investigation

is normally interviewed only when an issue is raised that requires

additional information for adjudication purposes. During 1981,

Interview Oriented Background Investigations (IBIs) were introduced

which relied very heavily on developing information from an

interview of the subject. The interview substituted for the

traditional record checks and interviews obtained previously from

former employers and schools. One important reason for this
change was the need to help reduce the heavy BI backlog at that

time, and the high productivity and cost-effectiveness of the

subject interview had already been shown. There was considerable
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concern, however, with relying too heavily on the subject for

information, and, during July, 1983, the IBI was broadened to

include character and employment references.

l. The IBI is now the principal type of investigation conducted

for a Top Secret (TS) clearance. BIs continue to be used for

this level of clearance when an interview of the subject by a DIS

investigator is impractical, i.e., aboard ship. The period of

investigation generally covers the last five years of the subject's

L life. For young subjects, at least the last two years are covered,

with no investigation conducted prior to the 16th birthday. In

addition to a personal interview of the subject (IBI), which is

not limited to a particular period in time, birth, citizenship,
' S, education, employment, credit, and police records are checked in

varying detail. Employment and character references are inter-

viewed, and, under special circumstances, educational references

as well.

As the central component of the IBI, the subject interview
is expected to be thorough and in-dep.h, covering important

r . aspects of the subject's background. The interviewer reviews the

Personnel Security Questionnaire with the subject and directly

questions the subject on suitability and other topics. The

questions are expected to be relevant to a suitability inquiry,

brief, and direct. Appendix E provides an extract of the instruc-

tions DIS furnishes its agents in conducting an IBI interview.

A Special Background Investigation (SBI) is the minimum

investigative requirement for access to Sensitive Compartmented

Information (SCI clJ.arance), and to participate in certain other
sensitive programs. SBIs are designed to meet the investigative

requirements of the Director of Central Intelligence Directive

(DCID) 1/14 (7). T.e SBI includes all BI components, and also

has additional itivestigative requirements. Coverage of the

subject's life is expanded to the last fifteen years, with restric-
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tions for younger subjects similar to BIs and IBIs. NAC coverage

is increased, and neighborhood checks are made, including inter-

views of knowledgeable neighbors when these can be identified.
While subject interviews are not now required for an SBI, it

appears likely that Defense will move in this direction when

investigative resources permit.

KThe proper scope or coverage of a background investigation

has been subject to considerable discussion within the personnel
security community. Particularly subject to question have been

the value of neighborhood and educational reference interviews

and the period of coverage (five to fifteen years). The value of

a personal interview with the subject of the investigation, once

considered controversial, now appears to have won general accept-

ance as a key component of the background investigation procedure.

There also appears to be a convergence of opinion that BIs,

IBIs, and SBIs should be folded into one single-scope investiga-

tion. There is little doubt that resource availability has

contributed to the current differences in type of investigation

accorded personnel for high level security clearances. The IBI
was introduced largely in response to a shortage of investigators,

and the SBI currently lacks an interview component probably for

the same reason. Planned increases in DIS investigator strength

might well lead in time to a single scope background investigation.

Regardless of the type or scope of background investigatiops

currently performed, all are initiated by the completion of a

Statement of Personal History or a Personnel Security Questionnaire

(PSQ). The PSQ serves a number of extremely important purposes.
One objective of the questionnaire is to have the subject of the

investigation provide suitability information directly, and in a
number of different areas: police offenses, indebtedness, psy-
chiatric hospitalization, etc. Another key objective is to
provide information needed by investigators to conduct a background
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investigation, i.e.: names, places, and dates relating to educa-

tion and employment history, reference sources, etc.

It is not known how well the PSQ serves each of the above
r

objectives. While the PSQ should maximize the extent to which

suitability information is obtained directly from the subject of

the investigation, this hardly appears to be the case. Many

important suitability factors are not covered by the PSO, and

some which are covered lack sufficient depth. As indicated

earlier, the Army and Air Force have each had to design their own

prescreening questionnaires to supplement the PSQ for prescreening

purposes. This in turn raises questions concerning the types of

linkage needed between prescreening instruments and the PSQ so that

relevant prescreening information can be made available to DIS

and used directly during a background investigation.

The effectiveness of the PSQ in helping to scope and conduct

background investigations should also stand inquiry. Since the

specific scoping (coverage) of a background investigation relies

so heavily on the information furnished in the PSQ, it is crucial

that this instrument perform its function well. It should effec-

tively identify the key reference and record sources needed to

p. obtain credible information on the subject's performance, behavior,

physical and mental health, and values as well as ether pertinent

factors. It is open to question whether or not the current PSQ

is complete enough or properly structured so as to meet scoping

and investigative needs.

O.ner components of the background investigation are also

subject to question: Does it cover all information needs for a

sound clearance decision? Which data sources are most productive?

Which data collection techniques should be used? How long a
period of life history needs to be covered? The accuracy and cost-

effectiveness of key components of the investigation process are

largely unknown, and the most important question--the relationship
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between background investigation information and later behavior,

nexus, has not yet been answered.

Previous Related Research. Relatively little research has

been performed involving background investigation procedures

either by the personnel security community or by personnel

researchers. So far as can be determined, it would appear that
personnel security research involving background investigations,

as with prescreening, originated with the Air Force research
program at Lackland during the 1960s. It was during this period

at Lackland that the writer, with the full assistance of the Air

Force Office of Special Investigations (OSI), was able to conduct

a number of background investigation studies.

Much of the personnel security research at Lackland remains

unpublished. One major study tested the accuracy of background

investigations in developing significant behavioral information.

A number of new recruits were identified with a history of serious

behavioral problems: police offenses, psychiatric treatment,

poor school and job adjustment, etc. Background investigations

were completed for each case under operational conditions, but
with no derogatory information entered on the subject's Personal

History Statement. Results from the completed background inves-

tigations showed that for half of these cases the serious deroga-

tory information was not identified. These *m'z;es" were attri-

buted, primarily, to the field investigator not contacting the most

knowledgeable references, and/or not asking the most pertinent

questions.

There were other research studies conducted at Lackland

which examined the productivity of various background information

sources. Most important of all the Lackland findings was identi-
fying the unique and considerable value of the subject interview.

Used primarily for prescreening purposes, the subject interview

proved extremely valuable in providing suitability information.
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Other useful information gathering techniques were also identified,

such as education, employment, and reference checks, which were

rapidly and cost-effectively accomplished by mail and phone.

Special appeals were also developed that proved very useful in

leading references to provide more truthful information concerning

the subject of the investigation. Lead information from these

various sources was then sent on to the agents conducting the

background investigations.

In another major research study accomplished at Lackland,

the predictive validity of background investigative information

was evaluated (20). Data were available for about twelve-thousand

Air Force enlistees whose background investigations revealed

derogatory information. These data were categorized and then

related to later discharge for unsuitability. Comparisons with

control group data showed significant relationships between the

derogatory information and subsequent attrition from service.

Additional analyses showed that the more serious the derogatory

*information, the greater the probability of being discharged at a

later date for unsuitability. It is believed that these data

provide the first, and perhaps only, empirical evidence of the
validity of background investigation information in predicting

subsequent behavior.

Some years later, a number of research studies were performed

by members of the personnel security community. A "Personnel

Security Investigations Major Issue Study" was conducted during

1970 whose purpose was to examine and evaluate a number of inves-

tigative procedures and issues. This was followed in 1974 by a

comprehensive review of the Defense personnel security program

(4) that was performed by the DoD Personnel Security Working Group

(PISWIG). Results from analysis of data available to PISWIG from

p . the two inquiries led the PISWIG to conclude that such investiga-

tive elements as listed references, neighborhood checks, and

heducational interviews were ncot only very cos'."y, but also non-
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productive. In contrast, the Local Agency Check, subject inter-
view, and Personal History Statement (later replaced by the PSQ)

,5 were all found highly productive, with credit and employment
checks also of some value. The PISWIG also questioned the utility

of life history checks beyond the most recent five-year period if
no derogatory information was found for the last five years.

Analyses performed in 1973 by the General Accounting Office

(GAO) resulted in similar findings. Based on its review of data

from the major federal agencies conducting background investiga-

tions, it was concluded that educational checks, neighborhood

investigations, and listed references were less productive than
other investigative sources. The highest percentage of derogatory

information, considered separately by source, was obtained from

developed references. Subject interviews were not evaluated in
> this study.

The PISWIG was considerably impressed with the value of the

Ssubject interview procedure used for prescreening at Lackland, as
well as its value to the Navy Security Group, which had also
adopted an interview for prescreening purposes. To follow up and

determine the potential of the subject interview in personnel

security investigations, two joint Air Force-PISWIG pilot studies

were initiated at Lackland during 1974. The first atudy examined
.* results from background investigations for Air Force recruits who

had previously been screened favorably for highly sensitive
positions after prescreening interviews. In the second study,

comparisons were made between investigative summaries based on

prescreening interviews and those based on completed background
investigations. Findings from tbjese studies indicated that subject

interviewing was very effective in identifying derogatory infor-

mation and held considerable potential for personnel security

investigations.
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The costs associated with various components of the background

investigation became an important issue during the early 1970s.

The PISWIG used a number of cost figures developed during the

Major Issue Study to compare the cost effectiveness of various

types of background investigation. Based on this analysis, a

revised form of background investigation was recommended with

reduced scope and cost that would intensify investigations for

the most recent five-year period, make use of letter and telephone

inquiries, reduce the number and type. of references, and expand
ON credit checks. It was estimated by PISWIG that a savings close to

two million dollars could be made (1974 dollars) in one year

alone with these changes. PISWIG also believed that even further

savings could be attained by combining a subject interview, NAC,

and letters of inquiry to serve as a substitute for the conven-

tional background investigation. This combination was expected
to produce as much derogatory information as found in the more

conventional scoping of a background investigation.

During 1980, the Director of Central Intelligence Investiga-

tive Standards Working Group reported on a "Personnel Security
Survey" that examined the investigative scope and adjudicative

procedures practiced by various intelligence agencies (8). It

was concluded that personal interviews should be part of a back-
ground investigation, that the NAC was a useful information

source (but should not substitute for a local police check), and

that neighborhood and education checks were duplicative of other

information sources. It was also concludnd that at least the

last ten years of a person's life history should %e c(vered so that

significant information not be lost.

During 1981, results were reported from a new pilot study

conducted by a Defense interservice group to compare a subject-

interview-oriented background investigation with the traditional

version. Close to five hundred cases were identified for study,

including military and civilian personnel as well as contractor
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employees. Findings from this study indicated that the subject

interview approach was far more effective than the traditional

background investigation in developing significant behavioral

information.

In reviewing the various studies performed to determine the
productivity and cost-effectiveness of various reference sources,
there appears to have been little consideration given to the

possibility that the value of these sources may vary for different
population subgroups. Instead of looking at the utility of

educational references for all individuals receiving background

investigations, for example, it would seem more reasonable to
look at the productivity of this information source for young
adults recently out of school. Similarly, the value of a neigh-
borhood reference would be expected to tie closely to the length
of time in residence, type of residence, etc. It is quite possible

that the current standardization of background investigation
procedures across all ages and ill life experiences, while pro-

ducing uniformity, has had an undesirable impact on both produc-

tivity and cost.

Research Reauirements. The purposes of a background inves-

tigation are quite clearcut--to provide accurate information on
an individual's past and current behavior, values, and other

pertinent information needed for assessment purposes, and to

obtain this information cost-effectively. As has been indicated,
however, very little is known about the accuracy of background
investigation procedures in developing this type of information.

While there has been considerable concern within the investigative
community about the ashallowness" of the product, and the produc-
tivity of various data sources, information is generally lacking

that would help evaluate the accuracy of the personnel security

process.

3
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Whether or not findings from a background investigation are

accurate will depend on the quality of the scoping of the inves-
tigation, thoroughness of the subject interview, knowledgeability

and cooperation of the references contacted, access to and com-

pleteness of various record sources, and the quality or sensitivity

of the information-gathering techniques that are employed.

Background investigation research, in contrast with the predictor-

criterion validation studies called for in prescreening research,

lends itself more to an experimental approach. Experimental
manipulation of information sources and data collection techniques

in various research designs would appear to have considerable
potential in evaluating the accuracy and productivity of various

background investigation procedures.

It would be quite useful, at the start of a research program

designed to improve background investigation procedures, to

determine the accuracy of the current process in identifying
important behavioral information. One method of particular value

here would be to identify a number of individuals with known
behavioral problems, and then to determine the accuracy of back-

ground investigation procedures in identifying these problems.
This research method, used many years ago at Lackland by the

writer, still appear highly appropriate for evaluation purposes.

By way of example, new recruits with serious preservice suitability
problems (drugs, behavior disorder, police offenses, financial,

etc) would be identified during basic training, and background

investigations initiated under operational conditions without DIS

knowledge that the cases were specially selected. In addition to
establishing accuracy rates under these conditions, the study

could be designed to provide information on the reasons why

important behavioral information was not obtained.

The same general approach could be used to determine the
potential productivity of various information sources and infor-

mation gathering techniques. Having identified recruits with

32



suitability problems, it should be possible to determine through

interviews with these recruits the reference sources most know-

ledgeable of these problems. Further, having identified know-

ledgeable references, it should be possible to determine the most

cost-effective ways to obtain the information: collection media

(phone, mail, in person), conditions (confidentiality versus
nonconfidentiality) and appeals (why the information was needed

and how it would be used).

Retrospective studies using existing data could also be

performed. Completed background investigations are identifiable
that became "issue" cases (investigations where serious derogatory

information was developed). Based on a recent data analysis,
about eight to ten percent of background investigations for
enlisted personnel are so categorized. Random samples of issue

cases and appropriate, control groups could be drawn, by type of

background investigation, and background investigation data

analyzed to identify the most productive information sources for
this particular population.

Probably the most important of the studies that could be
performed in the background investigation area, however, would be

a demonstration project to examine more fully the potential of the

subject interview in the investigative process. Over twenty

years ago, the writer proposed that the subject interview be made

the cornerstone of the background investigation procedure. In

addition to the productivity of the subject interview as. an
p.

information source, the interview also appeared extremely useful

for scoping purposes. Key reference and record sources could be

more readily identified--information sources that could be used
to help confirm or deny the behavioral history reported by the

subject. Further, inconsistencies and possible evasions in the

N. subjects' behavioral history could be flagged for special attention
when the field component of the investigation took place.
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Since the proposal was made, the subject interview has

become accepted as an important component of the background
investigation process, but not in the role originally recommended.
Rather, the interview is treated as one of a number of "leads,"

an important lead, but structurally very different from the

nuclear role originally proposed. There are indications, however,
that some members of the personnel security community may be

ready to consider a more fundamental role for the subject inter-

view. The Director of Central Intelligence (DCI) Investigative

Standards Working Group concluded in 1980 that the subject inter-

view should be part of every background investigation and recom-

mended that "a study be made to determine the amount and type of

field investigation needed to complement or to maintain the

integrity of the personal interview"(8). I
There are a number of research designs that would be useful

S"-in evaluating the potential of an intensive interview-oriented

background investigation. One less complex design would consist

of a field test involving initial and "bring-up" background
investigations. Study subjects could be drawn randomly from the
large pool of individuals for whom background investigations are

requested--and in large enough samples to permit later analysis

by type of population. Findings from completed background inves-

tigations performed under both existing and field test conditions

V :could then be compared for information yield, cost, and completion

time.

Since it is expected that the enhanced interview approach
would prove far more effective than that in current use, follow-
on research studies could later be designed to help realize the

full potential of this procedure. These studies could include
(1) the development and tryout of special biographical self-

report forms and interview approaches to broaden the information
obtained directly from the subject of the investigation, (2)
evaluation of methods for improved scoping and identification of
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productive reference and record sources, and (3) comparisons

among inquiry media, methods, and techniques.

There is little question that behavioral science techniques

I . offer considerable promise in helping personnel security officials

and investigators evaluate and improve background investigation

procedures. Many of the early studies in this area have suffered

from poor design, insufficient numbers of cases, and lack of

control for many important factors. Findings from relatively few

of the studies that have been performed can be viewed as defini-

tive. There are, however, data that are currently available or

capable of development that would help answer many of the key

questions that have been raised by the personnel security commun-

ity.
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INFORMATION SOURCES FOR
PERSONNEL SECURITY RESEARCH!

Automated and hard-copy individual records needed for person-

nel security research are available from a number of sources.

Hard-copy background investigation records are maintained in

microfiche files by DIS, and records for selected cases can be

copied for research purposes. Automated individual personnel

records for military and DOD civilian employees are maintained by
DMDC. The Defense Central Index of Investigations (DCII) file,

an automated extract of investigative records, has been a recent
Aaddition to the DMDC data bases. Linkages between the DCII file

and the automated personnel records have provided Defense with a
new and czitically-needed capability for studies and analyses in

the personnel security area. Descriptions of relevant files,
including the DCII, are shown in Appendix F.

if Examination of the automated files maintained by DMDC, even
if thorough, may not reveal the full implications for personnel
security research of the individual records now available for
study. Since DMDC maintains historic military personnel records

going back as far as the early 1970s, it has become possible to

reconstruct the entry populations to military service from that
period on and to follow these populations through their active

duty. Through linkage of these records with the DCII, it has now
become possible to track most of the individuals receiving back-
ground investigations for highly sensitive duties through their.

military history, to determine who was evaluated, when the evalu-
ation took place, what occupations they served in, whether or not

the background investigations became issue cases, whether or not

they were granted clearances, and if they served out their military
service satisfactorily. This is a new capability for Defense,

and has just begun to be exercised.
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Initial analyses of the DMDC DCII and personnel data bases

have provided personnel security policy officials with a variety

of information useful for program evaluation and planning purposes.

Dr. John Goral of DKDC has produced a number of reports based on

these files (19), and titles from a few of these reports are listed
L; below to give some indication of the range of studies that are

possible:

Investigation and Clearance Status of Those in Army Personnel
Security Screening Program Occupations

Personnel Security Investigations: Service Differences for
Similar Occupations

Continued Top Secret and SCI Status of Former Army and Air
Force Personnel with Unsuitability Discharges

Cleaning Up the Periodic Review Backlog: Estimates of the
Numbers and Location of Military Subjects

A.
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WI
SUMMARY OF RESEARCH EXAMPLES

PROPOSED IN THIS REPORT

Recruit Prescreening

Evaluation

o Compare results from prescreening and background
investigations for the same recruits.

oo Determine which Service has the lowest percentage
of background investigation "issue" cases for
recruits passing the prescreening phase.

oo Determine the extent to which prescreening
"misses" result from incompleteness of the
prescreening procedures or from falsification of
life history information by the recruit during
prescreening.

Validation

o Validate existing prescreening and other assessment
data for their potential in reducing unsuitability
disc.oarge among recruits assigned to highly sensitive
positions.

oo Air Force Assessment Center records, peer evalu-
ations, and History Opinion Inventory data.

oo Army prescreening questionnaire

oo DoD Educational and Biographical Information
Survey (EBIS)

oo Armed Services Adaptability Profile (ASAP)

0 O Valicate new prescreening measures.

oo Honesty tests and other meas"-es of values

oo Personality measures

Development

o Develop a standardized DOD assessment battery, based
on empirical and face-validity information, to
select recruits for highly sensitive positions who
have very favorable background histories, and who
are also high in social adjustment, emotional control,
reliability, and judgment.
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oo Identify the best measures for this purpose.

oo Determine how best to integrate these measures
in a single selection composite score.

Backaround Investigation

Accuracy

o Determine the accuracy of background investigations
in identifying known behavioral problems.

Information Sources

o Determine and compare the knowledgeability of various
types of reference sources for individuals with

p. known behavioral problems.

o Try out and establish the most cost-effective ways
to obtain information from these sources.

Demonstration Project

o Design and perform a demonstration project to evaluate
the subject interview as the nucleus or core of the
background investigation process.

00 Obtain life history information from an objective
questionnaire and subject interview.

oo Scope and identify the field information needed
to confirm or deny subject interview information.

oo Conduct record checks and field investigation on
a real-time basis.

oo Compare results with currently-used investigative
Nprocedures.

C3
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SCUJEiG FOR NIGN I=51 JOB8

Eli S. FlyerConsultant to the Manpower Research Center,

Naval Postgraduate School

and

Peter R. Nelson
Office of the Secretary of Defense

The purpose of this report is to describe in very general
terms current assessment procedures used in screening U.S. Defense
personnel for high risk jobs, some of the research previously
performed in this area, ongoing studies, and the potential
contribution personnel researchers can make in evaluating and
improving the process.

High risk jobs are defined here as those that require access
to highly classified or extremely sensitive information. Personnel
assigned to intelligence, communications, and nuclear-relatedoccupations are examp es of those requiring this level of accesse

as do many individuals in other sensitive specialties. It is
estimated that over fifty percent of present officer strength
and more than fifteen percent of current enlisted strength have
gone through some form of personnel security screening process
to qualify for assignment to a high risk job.

The personnel security screening procedure employs a background
investigation as its principal instrument in determining
trustworthiness for high risk jobs. Since the early 1970s these
investigations have been conducted for Defense personnel--military,
civilian, and contractor -- by the Defense Investigative Service
(DIS). There are four major components to a background
investigation: a self-report personal history questionnaire,
interviews, reference checks and record searches. A detailed
personal interview of the subject is a recent addition to the
process and has proven quite productive of significant information.

The information obtained through a background investigation 1.

is reviewed and adjudicated by experienced security personnel
from each of the Defense components. It is important to note

, that most of the adverse information developed through background ,investigations relates to an individual's behavioral problems

rather than loyalty. Offense data from FBI files and critical
reference comments are major sources of derogatory information. I
However, when a subject interview is employed, it is often the
single most productive source of significant information.

Ik



The Armed Services prescreen recruits for personnel security,
and many individuals with a history of serious problems are

S identified prior to the initiation of a background investigation
and diverted to occupations with lowcr personnel security
requirements or not enlisted at all. The Air Force has the
most centralized prescreening'programs administered at Lackland
Air Force Base. Interviews are conducted during initial
classification and followed by reference, police, and credit
checks. The Army and Navy both conduct a detailed prescreening
interview at basic training centers. Additionally, the Army
first interviews potential recruits at the Military Entrance
Processing Stations (MEPS) before processing them further for

Z high risk jobs. The Army has found, apparently, that in repeated
interviews over time, additional adverse information is frequently
developed.

The personnel security screening program has much in common
with a good preemployment evaluation procedure. For this reason
it is surprising that relatively little work has been performed
by the Service research laboratories in developing, validating
and improving these assessment procedures. This is in contrast
to the large scale efforts of the Services to improve personnel
selection and classification processes overall.

A major personnel security research project was conducted
by the Air Force Personnel Research Laboratory in the early

i 1960s at Lackland Air Force Base. Airmen being assigned to
nuclear-related duties and intelligence occupations were evaluated
by psychologists from the Air Force's Personnel Research Laboratory.
Self report questionnaires, interviews, reference checks, and
experimental background investigations were initiated. Findings
from this project indicated that the various assessment procedures
employed generally provided a certain amount of common information,
but that each provided unique information as well. Overall,
self-report questionnaires and interviews furnished the largest
amount of unique negative behavioral information. In another

,P study, backgropnd investigations were initiated for a group
of basic airmen who had previously revealed significant derogatory
behavioral information through a self-report questionnaire.
For a significant number of these airmen, completed background
investigations did not identify the derogatory information.

In yet another Air Force sponsored study, an empirical
I.: validation was performed of derogatory information from background

investigations. There were seventeen thousand enlistees whose
background investigations completed during FY 1965 revealed
suitability information. These suitability data were categorized
and then related to later discharges for unsuitability. Comparisons
with control group data showed sizeable relationships between
derogatory background investigatinn information and later attrition.
So far as is known, this is the only large-scale validation
study that has been performed for this type of information.
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During FT 1982 a select panel was formed at the direction
of the Deputy Under Secretary of Defense (Policy) to review

i the DOD Personnel Security Program. In its report published
in April 1982 the panel made a number of recommendations for
actions to strengthen the program. One key recommendation was
that an evaluation be made of the full potential of psychological

" tests as a supplement to the personnel investigation process
in screening individuals for high risk jobs.

This recommendation led to discussions with the Naval
Postgraduate School (NPS) on the use of psychological tests
for assessment purposes, and then to the initiation by NPS of
a large scale research project to evaluate and improve the DOD

.., Personnel Security Program.

One of the first steps taken by the UPS was to couple the
automated Defense Central Index of Investigations file (DCII)
maintained by DIS with personnel data bases available through
the Defense Manpower Data Center (DMDC). The DCII identified
all Defense personnel who had received background investigations,
and the DMDC files provided information on their later performance
and behavior in service. For accessions to military service
from FY 1973 on, it was now possible to identify all those who
were considered for high risk jobs and received background
investigations, and to identify within this group those enlisteeslater discharged for behavioral reasons--such as unsuitability.

With investigative and personnel data bases combined for
the same population, a large number of personnel security research
studies became feasible. Over the years, many data sets have
been developed by the Services containing biographical and other
psychological test information to be used for recruit selection
purposes. Through linkage with the investigative and personnel
data bases now available at DMDC, it now became possible to
evaluate the potential of these assessment instruments in screening
personnel for high risk jobs. Some of the studies currently
underway are described here:

Lackland Assessment Records. There is an operational unit
at Lackland Air Force Base whose sole function is to prescreen
basic trainees for high risk jobs in the Air Force. The prescreen
is accomplished prior to the initiation of a background investigation
and includes an interview, a sentence completion, an adjustment
check list, basic training performance data and other variables.
These data will be analyzed for over fifteen thousand recruits
entering the Air Force during FY 1982 who were prescreened.
In combination with background investigation information, these
data will be related to subsequent military performance and
behavioral criteria.

History OQinion Inventory (HOI). A biographical inventory
accomplished during the second day of basic training is also
available for about 509,096 Air Force recruits entering -.rvice
between FY 1976 and FY 1982. The fifty items comprising this

N



S questionnaire have been automated and validated against first-term
attrition for tbe earlier accession years. Two separate scales
have been identified with validities in the .26s for this criterion.
The validity of these scales in now being determined for those
recruits who were entered into high risk jobs.

Navy. Preservice lrug and Offense History Information.
During the first week of Navy basic training, each recruit is
interviewed to identify preservice drug usage and traffic and
non-traffic offenses. These data are available for about 60*000

~ FY 1981 Navy enlistees, and are presently being autontated.
The data will be validated against attrition for the total population
and separately for those being considered for high risk jobs.
It is a unique and an extremely rich date base.

Educational and Biograhical Informatip ' Survey (EBISI.
This survey was administered to about 50,000 recruits DOD-wide

during FY 83, and has been validated against early attrition.
A;" The subset of this population considered for high risk jobs

will be identified and EBIS items validated specially for this
group.

In addition to the studies described above, the Navy Personnel
Research and Development Center (NPRDC) has been developing
a test to be used DOD-wide in recruit selection to reduce attrition
for unsuitability. This test is based on biographic and related
information found to be valid by one or more of the Services

S as predictors of attrition# and selected items have been combined
to form an instrument usable by all the Services. While the
test was developed to screen out applicants for service who
get low scores# it is expected that scores at the upper end
will be useful in screening recruits for high risk jobs also.

Developing and validating psychological tests useful in
screening for high risk jobs is important but not sufficient.
Broader studies are needed to gain an understanding of the
effectiveness of current assessment procedures and how to improve
them. One basic study that is particularly needed is to carefully
exanine assessment Ofailures -- individuals who are screened
favorably for high risk jobs but who later give evidence of
.unreliability, instability or other behavioral problems. Was
there anything missed in their original assessments# and if
so, why? While this type of study has been done with confirmed
espionage agents, the numbers have been small and findings
inconclusive. A study of other types of "misses' is required.

Systems analyses of current assessment procedures are needed
to provide baseline and trend information on the numbers and
characteristics of personnel requiring clearance actions, the
positions involved, when clearance actions are obtained, and
lo% the people perform who are assessed for high risk jobs.
Studies to determine the reliability and validity of prescreening
and background investigation procedures are essential. This
includes not only the investigation itself, but also the adjudicative
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decision that is made on the information obtained. There is
need to evaluate self-report and interview procedures, and to
standardize the more effective approaches so that these can
-be applied universally.

The need for research to evaluate and improve personnel
Security screening procedures for high risk jobs is evident,
and personnel researchers can make a significant contribution
in this area. It is hoped that the brief description of the
personnel security program presented here will stimulate interest,
concern and action within the Defense behavioral science community
so that the assessment process can be improved.
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I would like to thank menbers of the Subcommittee for providing me with
the opportunity to appear today and to present my views on personnel security
matters. I will be making a number of observations and recommendations to
irprove the personnel security process. Since these are in large part based
upon my experiences as a personnel researcher, I would like to describe some
of the projects and findings that have helped shape these views.

In performing research for the Department of Defense over the past thirty
years, I have had the opportunity to work on many important manpower projects
and issues. One of the ost important was an Air Force project in the early
1960s to improve screening procedures used in assigning personnel to high-risk
jobs. After a twenty-year interval, I am again deeply involved in a personnel
security research effort, this time under the auspices of the Naval Postgraduate

rJ, School in Monterey, California.

My interest in improving selection procedures for high-risk jobs goes
back to the late 1950a and early 1960s when I was with the Air Force Personnel
Research Laboratory at Lackland Air Force Base, Texas. The Air Force had introduced
a major quality control program designed to discharge enlisted personnel not
able to meet Air Force behavior standards, and I initiated research to reduce
the problem by improved screening prior to enlistment. A wide variety of personnel
assessment data were collected for a very large number of recruits, and follow-up
studies were conducted to determine the validity ot the information in predicting
unsuitability discharge. It was through this research that high school graduate
status, age at enlistrent, and Armed Forces Qualification Test scores were
first identified as predictors of first-term attrition for unsuitability.

Many of the research studies performed during this period were massive
in scope. For example, one study involved over two-hundred-thousand Air Force
recruits who were followed during their first four years of service. Aptitude,

;.r biographical, interest and attitude data were collected for assigntrnt purposes
1% shortly after service entry. These data were related at a later date to behavioralcriteria obtained during initial enlistments. The study demonstrated that

it was possible to comrbine nany of the biographic, interest and attitude items
into scales that would differentiate between enlistees with normal separations
and those experiencing behavioral and adjustment problems during military service.
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During the early 1960s, I also became involved in research to develop
suitability screening procedures for assignment to high-risk jobs--positions
such as nIcleQL weapons and intelligence duties where destructive acts and
espionage activities wuld have the most serious consequences. These were
jobs requiring Top Secret and other high-level clearances based on background
investigations. Using Air Force records, I was able to identify and follow-up
about two-thousand recruits assigned to munitions and weapons duties after
their enlistment. Ten percent of this group was discharged for unsuitability
during the first two-and-a-half years of service. Personnel records were obtained
and examined to see if there were preservice indicators of an individual's
later behavioral problems during military service, and to obtain more detailedreasons for the unsuitability discharge.

Analysis of the data showed that it was possible to improve the selection
criteria then enployed for assignment to nuclear-related occupations. It also
showed the necessity for on-the-job mnitoring activities to identify and remove
airmen with behavioral problems from sensitive duties. The final report of
the study reconmended the use of special procedures in selecting recruits for
high-risk jobs. For example, it was recommended that recruits be high school
graduates, have an acceptable level of genral intelligence, and have received
favorable peer evlautions during basic training. It was also reconuended that
enlisted personnel assigned to special weapons duties be screened more thoroughly
through a continuous program for suitability evaluation on the job. This research
effort led ultimately to the development and implementation of the Air Force's
Human Reliability Program, later subsumed by the Department of Defense (DOD)
Personnel Reliability Program.

The screening procedures introduced at Lackland for recruits being considered
for assignment to high-risk Jobs (intelligence as well as nuclear-related)
were quite elaborate. The evaluation consisted of a questionnaire coRrpleted
by the recruit to identify preservice behavior problems, a personal interview,
peer ratings for responsibility and errotional stability, and educatioral and
enloyment reference checks to provide some of the information usually obtained
during a background investigation. Based on a review of this information,
recruits with a history of serious behavior problems were diverted to less
sensitive occupations.

Much of the research performed at Lackland during the early 1960s to improve
screening for high-risk jobs remains unpublished. A number of these studies
are worth highlighting here. One study was designed to test the accuracy of
background investigations in developing significant behavioral information.
A special survey administered to over twenty thousand basic trainees at Lackland

was used to identify a group of fifty airmen with serious behavioral problems
such as police offenses, psychiatric treatment, and poor educational and enployment
history. With the cooperation of the recruits involved and the Air Force Office
of Special Investigations, (which conducted background invectigations in that
period) , background investigations were initiated for the fifty airmen. The
size of the group was kept to fifty in order to keep investigation costs to
a minimum. Results from the completed investigations showed that no derogatory
information was found in about half of the cases. These "misses" can probably
be attributed, in part, to the field investigators not contacting the met
knowledgeable references and not asking the most pertinent questions.
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Another study was designed to examine the predictive validity of information

obtained through background investigations. Data were available for about
twelve-thousand Air Force enlistees whose background investigations revealed
derogatory information. These data were categorized and then related to later
discharge for unsuitability. Coqparisons with control group data showed sig-
nificant relationships between the derogatory information and subsequent attrition

-from service. Additional analyses showed that the more serious the derogatory
information, the greater the probability of being discharged at a later date
for unsuitability. It is believed that these data provided the first empirical
evidence of the validity of background investigation information in predicting
subsequent behavior.

Another unpublished but inportant study involved a review of investigative
records for a large number of Air Force officer and enlisted personnel who
had committed suicide. Of specific interest here was whether or not the self-
destructive acts were preceded by behavioral indicators-a matter of considerable
importance for the Personnel Reliability Program. Intensive interviewing conducted
by the Air Force's Office of Special Investigations with relatives and coworkers
showed that about half of the suicides that occurred were not foreshadowed
by observable behavioral signs. This finding indicated that it would not be
possible to rely exclusively on the recognition of behavioral indicators by
family, supervisors or coworkers in identifying those individual about to
coamit this type of self-destructive act.

Favorable findings from the prescreening research project at Lackland
led to the operational implementation of the program during 1965. There had
to be resolution first whether or not prescreening for high-risk jobs was part
of the personnel classification process for recruit assignment or part of the
personnel security investigation process. It was finally concluded that the
prescreening program would be less controversial if carried out as part of
the personnel classification process. This assessment program still exists

qat Lackland with a nuzter of modifications.

Today, in looking once again at the Defense Department's Personnel Security
Program, and more particularly at the investigative process used in assessing. people for high-risk jobsj, I find that a number of important and useful changes
have been made. Background investigations are now conducted by a single agency,
the Defense Investigative Service, rather than by the Military Departments,
and centralized adjudication of background investigation information has becomeu"the norm. Soffe of the effects of our earlier research efforts can also be
seen: the Personnel Reliability Program, recruit prescreening for high-risk
jobs, and the use of subject interviews as part of the background investigation
process.K:: Much rore still needs to be done to inprove the personnel security process.
During Fiscal 1982, a select panel was formed at the direction of the Deputy

SUndersecretary of Defense (Policy) to review the DOD Personnel Security Program.
In its report, published in April 1982, the panel made a number of inortant
recommendations for improving the program. In addition, the panel took note
of the lack of information available for program evaluation purposes, and the
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need for research studies and analyses in several areas, including psychological
testing to supplement background investigations.

This led to discussions with the Naval Postgraduate School and the initiation
of a nurber of research projects centering on prescreening and psychological
testing for high-risk jobs. An important element for the research effort,
automated individual personnel records for all Defense components, were available
through the Defense Manpower Data Center files maintained at the Naval Postgraduate
School.

One of the first steps taken by the Naval Postgraduate School was to bring
in a copy of the computerized Defense Central Index of Investigations file
(DCII) maintained by the Defense Investigative Service, and to merge it with
Defense Manpower Data Center personnel data bases. The DCII would identify
Defense personnel receiving background investigations, and the Defense Manpower
Data Center files would provide informtion on their characteristics, performance,
and behavior during military service. It would now be possible to identify
the kinds of people receiving background investigations, when they received
them, what occupations they were in, and how they made out while on active
duty. Further, since the Defense Manpower Data Center maintains personnel
data bases historically, it would be possible to perform retrospective studies-to
recreate the populations entering the military over the last ten years and
more, and to examine the relationships between personnel and investigative
actions during that time frame.

The value of combining investigative and personnel data bases for research,
program analysis, and auditing purposes can be illustrated by one of the ongoing
studies at the Naval Postgraduate School. During the past five years, over
27,000 enlistees receiving background investigations for assignment to sensitive
positions were later discharged for reasons of unsuitability, unfitness, or
other behavior problems. The 27,,000 enlistees represent approximately twenty
percent of those servicemen who were discharged in that period of time who
had background investigations. The specific reasons for their discharge are
shown in attachmient 1.

Many of the 27,000 enlistees discharged had received Top Secret and Sensitive
Compartmented Information clearances for high risk jobs. To better understand
the high failure rate for this group, background investigation and discharge
records will be examined by the Naval Postgraduate School for samples drawn
from this population. This study is still underway and specific findings will
not be known until further research is completed. However, there are a itunber
of possible explanations: (1) the background investigations lacked accuracy
by not identifying unfavorable behavior patterns for the individuals concerned;
(2) unfavorable behavioral patterns were identified but the adjudicative process
did not make effective use of the information; and (3) the early behavior patterns
for this group were favorable-their problems arose after background investigations
were conpleted. All three factors are likely to be involved. The real queastion
is to what degree.

Another major research project being conducted at the Naval Postgraduate
School is to evaluate the effectiveness of prescreening programs now used by
the Services in selecting recruits for high-risk jobs, and to determine the
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potential of psychological tests for assessment purposes. These studies haveP become increasingly more feasible with the ability to use investigative and
personnel data bases for analysis purposes. Findings froin a number of the
studies are expected within the next six months.

In addition to the Naval Postgraduate School research program, a large-scale
research effort is now being conducted by the Navy Personnel Research and Devel-
opment Center to develop a special test for DOD-wide use in enlisted selection.
This test is based on biographic and related information known to predict military
attrition, and will be used to screen out thoese applicants for service most
likely to be discharged for unsuitability. Since individuals who score high
on this measure are least likely to be behavioral problems in service, the

A! test should also be useful in evaluating recruits for high-risk jobs. The
full implications of using measures of this type will be discussed later on.

While the Naval Postgraduate School has been focusing its research effort
primarily on prescreening measures, a far more extensive research effort is
required. The problem is that relatively little is known about the quality

I of all components of the personnel investigation process, and even less, perhaps,
about how to apply the information it provides.

While large investments have been made by the Military Services in behavioral
science research to evaluate and improve personnel selection, assignment, training,
and utilization procedures, there has been little involvement by Defense scientists
in the research needed to evaluate and improve personnel security investigations.
This is particularly unfortunate since the application of behavioral science
and operations research methodologies are particularly relevant here.

There is so ouch to be done that it is hard to know where to start. There
are, however, a number of readily identifiable areas where personnel security
research should be particularly productive. These are largely in respect to
personnel investigation procedures, and include the following problem areas:

1) Requirements - It is important that Defense and Service policies
and practices be evaluated that determine who receives a background investigation.
There are large Service differences in the number of military personnel requiring
background investigations. While this may represent differencen in mission,
the disparities my also be showing differences in Service policies and practices.
Use of Defense-wide surveys, task analysis, and evaluation of available personnel
and investigative data should furnish the information needed to evaluate the
legitimacy and adequacy of Service requirements for background investigations.

2) Timing - We need to know whether or not personnel security investigations
are being initiated at a point in time consistent with good personnel management
practices. Should background investigations be initiated before, during, or
after training for various types of high-risk jobs? And when should reinvesti-
gations be accomplished? While the issues here are corplex, the application
of systems analysis techniques should lead to more effective use of investigative
resources, reduce nonproductive time spent waiting for clearances, and identify
the best points in time for "bring-up" investigations.
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3) Coverage - It is important to identify the types of information needed
for an effective behavioral evaluation and to determine if the investigative
process provides, or could provide, this information. A panel of behavioral
scientists should evaluate the completeness of the current background inves-.
tigation procedure, and recommend additional coverage where needed.

4) Procedures - We need to know the cost-effectiveness of using various
information sources and collection techniques in obtaining the data required
for personnel assessment purposes. There are experimental techniques available
to tell us the relative yield and accuracy of using specific reference and
records sources, as well as the most cost-effective media for data collection.

5) Accuracy - Though reliable and accurate data are crucial to the assessment
process, very little information is available concerning the quality of background
investigation procedures. The use of sampling techniques and product evaluation
procedures of the type applied in industrial settings should have particular
applicability for personnel security investigations.

6) Validity - Assessment information has value to the extent that it
predicts later behavior. Adjudicators need to know the relationships between
background investigation information and subsequent behavior to make effective
clearance decisions. Powerful statistical procedures are available for analyzing

F, the validity of background investigation data in predicting important behavioral
criteria and in developing composite scores maximally predictive of these criteria.

B7) Utility - The question to be addressed here is how best to use the
products of personnel security investigation procedures. Little is known of
the impact of adjudicative decisions on personnel assignment, training, performance,

?and utilization actions. Cperations analysis procedures could help evaluate
these impacts and suggest ways to reduce their negative effects.

gResearch and analysis performed in these areas should lead to a more effective
personnel security program by reducing the number of unnecessary investigations
now being performed, increasing their quality, and improving the utilization
of the information they provide.

I would now like to make some general observations and recommendations
concerning the personnel security program. First, it is important to recognize
that most of the adverse information developed through background investigations
relates to behavioral problems, rather than loyalty. Second, in collecting
and adjudicating adverse information, the assmuption is being made that individuals
with very unfavorable background histories are poor security risks--people
likely to continue having behavioral problems. It is important to note here
that, through the application of current adjudicative guidelines and practices,
about five percent of those receiving background investigations are denied
clearance.

Unfortunately, what the current personnel security process does not take
into account is that there are stil wide differences in behavioral adjustment
history and expected behavior azng the ninety-five percent of those clearedfor sensitive duties. All too frequently, recruits with history of preserviceadjustment problems receive clearances indistinguishable from those of fellow
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recruits with exenplary preservice records-although much more likely to be
discharged for unsuitability later on. It is hardly likely that a process
which identifies the bottom five percent of those receiving background investi-
gations as behavior risks, and eeryon else as equally acceptable, is providing
the best candidates available for assignment to high-risk jobs.

I think we should look very carefully at the possibility of selecting
people into high-risk jobs rather than selecting them Wt. For the enlisted
population the situation may be analogous in some respects to the use of aptitude
scores for recruit assignment purposes. An aptitude battery is now administered
to all applicants for military service, and only thoee with the highest scores
are considered for assignment to highly technical positions. We should use
the sane approach by obtaining personnel assessment information from all recruits,
and identifying those with the highest adjustment potential for assignment
to high-risk jobs.

I believe that this c.n be done. Although we would be unable to have
background investigations coupleted for all recruits to identify the most promising
among them, there are less costly procedures that could be used for initial
selection purposes. The suitability test being developed by the 11avy Personnel
Research and Developent Center and additional self-report behavioral history
measures should provide much of the information now obtained through background
investigations. Further, the use of automated scoring procedures for these
data would provide eadjustment potentialo scores predictive of later military
behavior. Background investigations could then be acouplished for the most

' highly qualified recruits to check on the accuracy and completeness of the
information obtained through the self-report procedures.

There are many advantages to using this approach. Most important, it
would reduce the number of enlistees assigned to high-risk jobs who are later
discharged for unsuitability. It would also reduce the number of enlistees
denied clearance. Further, for those recruits not initially assigned to high-risk
jobs, *adjustment potential' scores would be a matter of record and still usable
for later screening purposes. This approach would be quite similar to the
current use of aptitude scores for later assignments, and allow for overriding
at a later elate after individuals have proved themselves.

Even though it is possible to inprove the personnel security investigation
process by taking actions of the type described above, there are still serious
limitations to the selection approach. We are faced with the fact that we
cannot predict the behavior of individuals with the degree of precision needed.
The best that can be done is to identify gm" of individuals with somewhat
different probabilities of satisfactory behavior. To illustrate this point,
based on current screening procedures, groups of recruits can be identified
at service entry whose first-term unsuitability discharge rates will vary from
about eight percent to over fifty percent. This is a level of accuracy roughly
comparable to that of aptitude scores in predicting training success. While
the accuracy of suitability screening would be further improved through use
of the measures previously described, there would still be significant numbershof later 'failures', even in the most highly selected groups. We can reduce
the odds of later misbehavior significantly with the use of valid selection
procedures-but in no case can we reduce the odds close to zero.

~% +% *-'
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It is essential, therefore, to have a personnel security system that takes
into account the need for continuing observation and periodic evaluation of
the people assigned to high-risk jobs. A standardized monitoring and assessment
program is needed, with military and civilian supervisors and managers fully
responsible for its effective administration. In some respects, the Defense
Personnel Reliability Program already uses this type of approach.

To conclude, it is apparent that relatively little is known about the
effectiveness of the Defense Department's Personnel Security Program. The
large number of unsuitability discharges anong those cleared for Top Secret
and related dutie indicates that there is ample room for inprovement of the
current program. It is essential that behavioral science and operations analysis
techniques be applied in a large-scale research effort to evaluate and refine
the personnel security program. The effort is long over clue.

I..q



WITNESS SHEET

ELI S. FLYER

Consultant, Manpower Research Center
Departnent of Administrative Sciences

Naval Postgraduate School
,r: lbnterey, California

0. hat were the circumstances surrounding your initial involvement with evaluating
the Air Force's personnel security program?

-Air Force meeting in 1959 on destructive acts involving nuclear weapons
-Incident at Sculthorp Air Base in England
-Development of research program to improve screening procedures

for high risk jobs

0. In your statement that you provided for the hearing record you mention that
the DOD study, published in April 1982 regarding personnel security, noted
a lack of information available for program evaluation purposes and the
need for reserach studies and analyses in several areas. Has there been
an inprovement? In your opinion, what is needed in this area?

-Better data available for evaluation purposes
-Major studies remain to be doneI-Need for mainagement to formalize needs
-Need to develop and carry-out a DOD-wide program

0. Background investigations and adjudications use criteria to screen out potential
suitability and security risks. Are we doing an effective job of this?
If not, what do you consider to be some major shortcomings?

-Effectiveness of BIs and adjudication procedures unknown
-large number of unsuitable discharges from high risk jobs indicates
problem with current process

-Probable need to improve BI procedures
-Evidence that more people should be denied clearance

e,
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0. Is the government's personnel security program placing too much emphasis
and too many resources on the initial background investigation?

-Military personnel exposed to highly sensitive information in first
few years of service

-Advantages of early screening before training investments are made
-May be possible to reduce the resource levels for initial BIs and %

increase resources for periodic reinvestigations

0. What can we do to tore insure that those very young people who assume highly I
sensitive positions are sufficiently mature to cope with the security needs
of these positions?

-Improved screening for maturity
-Improved monitoring on the job

. Q. What is your assessment as to the effectiveness and efficiency of the PEP?
Can the PPP program be essentially the basis of an overall personnel security
program for government and contractor employees?

-Effectiveness and efficiency unknown
-The DOD panel believed that the monitoring function and other aspects of
the PEP should be studied to determine if other security program should
follow suit

Q. Is there a need for personnel security operations to be more closely tied
to personnel operations?

-Products from personnel security operations serve personnel management
needs in selection, assignment and utilization of people

-Personnel assessment (other than counterintelligence activities) could
be viewed as a personnel function

-Er developments involve both personnel security and personnel operations
Q. Would you describe the present status of available data bases which impact

on personnel security management?

-Defense Central Index of Investigations now being coupled with Dft)C
data bases

-Need to bring in Navy and farine Corps clearance information
-Need to standardize data elements and codes

Q. From your unique experience in the area of personnel security, what is your

opinion as to the irost revealing techniques of information gathering used
in the BI's?

-Subject interview nost important coponent
-Needs strengthening

-Reference and record checks ePssential to verify informat .on obtained
in interview

-- p
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. How does suitability relate to security risks?

-Change in emphasis over years from indicators of disloyalty to indicators
of unsuitability

-Assurrption made that individuals with certain behavior problems more
vulnerable and hence ore likely to get in trouble in future

-Exarrples
-- ntable people should not be assigned to nuclear weapons
-Irresponsible people should not be assigned to jobs requiring

responsibility
-People with heavy indebtedness should not be assigned to jobs

where they could sell secrets
-Problem of "security risk* label for those denied clearances

Q t. t ideas do you have concerning the implementation of a program for the
co:-tinued monitoring and asessment of persons with security clearances and
.- cess to classified information?

-DMD panel indicates that "continuing comnnd monitorship of cleared
personnel is given lip-service but lacks substance*

-Points to Personnel Reliability Program as an exanple of a
continuing evaluation system that my be more effective

-Should evaluate the possibility of annual recertifications based on
subject interview and records check by commander

Q. Can ycur studies apply to non-military personnel security program?

3 -Most studies will have direct applicability
-BI coverage
-BI procedures
-Validity of information

0. Please discuss in more detail your concept that a personnel security programpshould focus on persons most likely to adhere to security precautions.

-Current standards for clearance too low
-Opportunity available to screen from top down rather than from bottom

up (exanple: selection for highly technical jobs)
-Instruments available for enlisted screening for adaptability

5. Q. What is your assessment of the effectiveness of a NAC, EN'NAC, etc.?

-IVC and MMW primarily furnish offense information
-Completeness of information not known
-Validity of information not known
-- Often provides unique data, but effectiveness of the procedure

has not been established

Q. W-rhat is your assessment as to the value and present effectiveness of periodic
reinvestigations?

U -Value could be very high
-Present effectiveness unknown



SEN1ATOR NU111l. (Pres.ling) Thank you, Senator Gore.

S Our next witness is Mr. Eli Flyer, who is a consultant to the

flanpower Research Center, Department of Administrative Sciences,

I Naval Postgraduate School, Monterey, California.

Mr. Flyer, we are delighte4 to have you this morning.

I understand you are prepared to give us your oral testimony,

and then we will ask questions of you.

MR. FLYER. Yes, and I appreciate the opportunity to

appear before you today. Yesterday we heard there

may be too many classified documents. We also heard yesterday

that there may be too many people with clearances. Today you

S are going to hear that there may be too many unreliable people

assigned to sensitive jobs.

I have been a personnel researcher for Defense for over

30 years. In the early 1960s., I became involved in selection

research involving assignments to high-risk jobs, positions

involving nuclear weapons and intelligence duties, where espionage

activities and destructive acts would have the most serious

consequences.

Let me tell you what led to that involvement. In 1959,

an Air Force enlistee assigned to an overseas base in Great
Britain pointed a .45 weapon at a nuclear warhead. He was

talked out of discharging his pistol, and it was later discovered

that he had been receiving psychiatric therapy for deep depression

for quite a period of time without his psychiatrist knowing

about the nature of his work,

This led, of course, to quite a bit of attention being

devoted by the Air Force to improving their screening for nuclear

sensitive jobs. It led to the Hurfan Reliability Program for'

the Air Force which later on became the Personnel Reliability



After a 20-year interval, I am again involved in personnel

security research. In looking over the program, I find many

serious problems. Hlost important would be the high rate of

first-term attrition of enlisted personnel due

to unsuitability that is found among those placed in high-risk

jobs. About 20 percent of new recruits considered for assignment

to -either nuclear-related or intelligence specialties who receive

re background investigations are discharged within the first four

years of service for cause, largely for reasons of unsuitability.

Most will have been cleared for assignment to these duties.

SENATOR NUNN. Does that mean unsuitability for those

high-clearance jobs or unsuitability for the service?
, MR, FLYER, Let me just move into that with the next

statement. Some of the people discharged for unsuitability

are separated from service during early training. At the time

of their discharge, many have been cleared for top secret and

SCI duties. Over the last five years, 27,500 enlisted personnel

considered for assignment to sensitive duties were later discharged

for unsuitability. Most had received clearances for high-risk

jobs.

You asked about the nature of the discharges. Let me

read you some of the numbers here. Drug-related reasons, 4,OO00

character and behavior disorders, 1,900; homosexuality, 1,100;

alcoholism, 600; discreditable incidents, 2,800; misconduct,

disciplinary infractions, l,600; 'bourt martials 1,100, and

so on.

(At this point in the hearing, Senator Gore withdrew

from the hearing room.)
ro



SENATOR NUNN. What period of time is that over?

I II.R. FLYER. Over the last five years, 27,500. And almost

all cleared for high-risk jobs. What is going on?

I think it's important to recognize here that most of

the adverse information obtained through background investigation

relates to behavior problems rather than to loyalty issues.

That point was mentioned yesterday and has to be stressed again.

In selecting and adjudicating this information, it is assumed

that individuals with very unfavorable background histories:. r.

are poor security risks. People likely to continue having

behavioral problems are more likely to be compromised.

About 5 percent of those receiving background investigations

are denied clearance for high-risk jobs, and primarily for

behavioral reasons -- only 5 percent! Unfortunately, what

the current personnel security process does not take into account

is there are still wide differences in behavioral adjustment

history and expected behavior among the 95 percent who are

cleared.

The recruit who had been fired from a number of jobs

prior to service entry is likely to receive a clearance indistin-

guishable from that of a fellow-zrecruit with an exemplary

pre-service record, although much more likely to be discharged

for unsuitability later on.
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It is hardly likely that a process which identifies the bottom

S percent of those receiving background investigations as behavior

risks and everyone else as equally acceptable is providing

, the best candidates available for high-risk jobs.

Let me give you an example. We may have an applicant

for military service who has been fired from four jobs prior

to recruitment. Once because he didn't show up on time; another

one because he was lazy; another one because be was suspected

of theft; and another one because he was found smoking pot

in the washroom. He goes to the 5th employer. The likelihood

is that the 5th employer, if he does any employment checks,

will turn him down, but not the Department of Defense. The I
Department of Defense will accept him and he will be enlisted.

If it happens that he gets into a track identified for

a high-risk job and a background investigation is run, and,

further, if the background investigation is accurate enough

to identify these problems in his prior employment, he will

probably still be cleared for top secret and for SCI duties.

,q. I ask you, what kind of a system do we have here where '

an individual who is unlikely to get good employment outside

Defense because of a -lousy employment history will still pass

muster fou our highly sensitive jobs?

SENATOR NUNN. Are you saying the Department of Defense

doesn't look into past employment records, or are you saying

93
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they disregard it -"

MR. FLYER. (Interposing) I say if there is an accurate

investigation and they identify the information, the likelihood

is excellent that this individual would be adjudicated favorably. i.

I think we should look very carefully into the possibility

of selecting people ±= high-risk jobs rather than selecting

them out. For the enlisted population, the situation may be 9.

analagous in some respects to aptitude scores for recruit selec-

tion. Aptitude batteries are applied to all applications for

military service, and only those recruits with tiic highest r
e.

scores are considered for assignment to highly-technical positions.

Why can't we use the same approach in the personnel

security screening process by obtaining assessment information .Z

from all recruits and then identifying tose with the highest

adjustment potential for assignment to high-risk jobs? Well,

how do you do that? I believe it can be done.

Althjugh it would be much too expensive to give background

investigations to all recruits to identify those with the highest .

adjustment potential, we have other techniques that are less

costly that provide much of the same information. Good self-report

biographical history. measures can provide a fair amount of

the information now obtained through background investigations.

For those who pass

9.
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this screen, the background investigation, of course, would

still be needed. This would be accomplished for the most highly-

qualified recruits and its purpose would be largely to check

on the accuracy and completeness of the information obtained

through the self-report procedures. This approach would clearly

reduce the number of enlistees assigned to high-risk jobs who

are later discharged for unsuitability, without question.

We are faced with the fct that there is very little

information now available for evaluating and improving the

effectiveness of Defense's personnel security program. Dollar

costs per investigation and time to complete an investigation,

while important, are not sufficient. There are other important

components of the personnel security process that could and

should be evaluated to improve the program. Such as the following:

Requirements: We heard some of this yesterday; how

effective are Defense policies and practices in dermining who

receives a background investigation?

Timing: Are pre-screening procedures and backaround inves-

* tigations being initiated at the right time? For some recruits,

background investigations are run before they are actually

in service, while in -the delayed entry program. Some are run

while in basic training; for some while in technical training

pipelines. The problem is a certain amount of fallout. Some

0I
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of these people will never oe assigned to a sensitive position

and this can create a fair amount of waste. One has to balance

the cost of unnecessary investigations against the time spent

waiting for clearances to be processed after completion of

training, but this is the type of job that operations analysts

do all the time in evaluating cost-effectiveness.

Coverage: Is there additional background information

4 that could be collected for evaluation purposes? I was struck

hearing this morning about the comparison of 12 references

versus 24 references in evaluating the quality of background

investigations, and kept on saying to myself, are they the

rioh references? Did they ask the righ questions? I think

it takes more than just body count to determine the quality

of a background investigation.

B There are lots of other factors which I think should .

be included in a personnel security investigation that are

not now included. Indicators of emotional stability, for example,

are very important. I don't believe the current assessment

system gets at that.
Procedures: HOW effective are our background investigation

procedures in identifying importao information in a person's

background? Very little has been done to evaluate whether

or not these investigations are quality investigations, whether

they can actually find what's out there.

I am struck when I read background investigation records,

and I have read plenty of them, that if the investigators just

didn't get to
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S John Jones, they never would have found that the subject had

3 this or that in his background. Twelve references recommend

the subject unqualifiedly, and a 13th reference all of a sudden
'V

comes up with all kinds of negative information which is later

confirmed. It makes you wonder about the quality of the inves-

tigatiive process.

Accuracy: How reliable is the information obtained

through personnel security investigations? It is along the

same lines which I have been discussing.
Validity: Once you have accurate background information,

what is it worth? I didn't hear anybody talk about validity

in the last day or two. If you find out that an individual I
has committed certain kinds of offenses, had certain kinds

of employment history, what does it all mean? Where are the

data, where are the the actuarial data that tell us the probability

of later behavior associated with these things if you find

them in a good investigation? We are all on very, very thin
ice in terms of what we are doing from an adjudication standpoint.

Adjudicators are flying blind. They don't know the

relationship between certain classes of behavior and later

. behaviors. And then ultimately, yo'a have 'utility.- How best

can personnel security information be used in making personnel S.

security decisions? This is the reason why investigations

are run. How do you take advantage of the information obtained

in making

97
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effective personnel decisions? There are behavioral science

and operations research techniques that would help answer these

questions, questions applicable not only to Defense's personnel

security programs but programs of other agencies as well.
We need to learn a lot more about the personnel security process

if our aim is to improve it and make it more effective.

We must also find ways to make up for the limitations

of personnel security investigation procedures. We are faced

with the fact that we cannot predict the behavior of individuals

assigned to high-risk jobs with the degree of precision needed.

The best that can be done is identify groups of individuals

with different probabilities of behavior. Based on current

screening procedures, groups of recruits can be identified

at service entry whose first-term unsuitability discharge rates

will vary from about 8 percent to over 50 percent.

While these rates could be improved to some extent,

there would still be significant numbers of later failures

even in the most highly-selected groups. It appears, therefore,

that although we can reduce the incidence of unsuitability

in high-risk jobs through the use of valid selection procedures, U

in no case can we bring it down to zero. Incidentally, there

would still be many attractive jobs left for those not assigned

to high-risk jobs. That point came
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up earlier in terms of suitability versus security.

It's essential, therefore, to have a personnel security

system that takes into account the need for continuing observation

and periodic evaluation of the people assigned to high-risk

jobs. A standardized monitoring and assessment program is

needed with military and civilian supervisors and managers

fully responsible for its effective administration.

In some respects, Defense's Personnel Reliability program

already uses this approach. The monitoring programs need strength-

ening in the opinion of many defense experts.

I believe we should look very, very carefully at a recert-

ification process on an annual basis, not necessarily a re-inves-

tigation, but involving the supervisor or the manager, to review,

perhaps, with the individual in the high-risk job how things

have gone within the last year, checking personnel records,

checking medical records, looking for indicators that perhaps

the individual today is a bit different than he was earlier.

To conclude, it's apparent that relatively little is

known about the effectiveness of Defense's personnel security

program, or that of other agencies. The large number of unsuitable

discharges among those with high-level clearances indicates

that all is not well.

I believe it essential that behavioral science and operations

analysis techniques be applied to the personnel security
eK
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program to evaluate and improve current policies and procedures,

and, I believe, the effort is long overdue. Thank you.

SENATOR NUNN. Thank you very much, Mr. Flyer. You

told me some things I did not know about the military procedures

and personnel. I am particularly interested in pursuing for

j-ust a moment the analysis that these various factors, previous

job problems, so forth, even if known, would not prevent those

people from not only becoming members of the service, but also

adjudicated to be cleared for classified information.

Is that a policy or is that just the way it works?

MR. FLYER. There are a set of standards that are supposed

to be applied. If an adjudicator sees a consistent history

of irresponsibility among other factors, then a clearance could

be denied, but the illustration I gave you is a correct one,

and there are probably others even more serious where clearances

are given. It just would not be considered serious enough,

really, for an adjudicator to turn down such an individual.

I know, I have been looking at a large number of background

investigations.

SEIATOR NUMNH. Does DOD do much personnel security research?

You indicated you don't believee. ough is being done. They

do a lot of studies on personnel but do they do personnel security

types studies?
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MR. FLYER. I'm not sure how much money is going into

personnel research in terms of selection, utilization, promotion,

retention, these types of things. Probably about $60 million

a year. Large amounts are going into it. Surprisingly, relatively

little in personnel security research. I think it stema from

a number of reasons:

One, I don't think the managers of the personnel security

programs have in the past laid out the requirements for their

behavioral scientists to work on. In the last few years, there

has been, I think, quite a bit of recognition, not only within

Defense, but among other federal agencies as well that there

is a role for behavioral scientists to play in personnel security

research.

(At this point in the hearing, Senator Gore entered

the hearing room.)

I think looking at the history, it's the investigators

who have been running the personnel security program for a

very, very long time, and I think they have done a very good

job; I think they have done an excellent job, but I think there

are tools available now, the tools that are common to personnel r £

researchers, to operations analysts; to operations researchers,

that would strengthen the program immeasurably.
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STATEMENT OF PERSONAL HISTORY

IATRUCTION11: Stead the certification at tMe end of this questionnie before catering the required data. Print or type aU
ansawers. All questions and statements must be completed. If the answer is "None," so state. Do not misstate or Omit material

fatsince the statements made herein are subject to Verification. It more $Pace is needed. use the Remarks section. item 20, and
attach additional sheets if necessary. The information entered hereon is for offcial use only and will be maintained in confidence.

MNW MILIARY an ACTA OWlY

C IJS(). NICEMAME(S). Olt CHANGES I*MustN (Other than by anriade) 4. PtANMSSMI MAKIM AD0DRESSV

S, DATE OF 0ares(Day mnthn#. Year) PLACt OF MAOTH (City. County. Stage. and Cowntyp) PAECRIIAEKA

"EIGHT WEIGHT COL~OR OF EYES T COLR Of HAIR ISCARS. PHYSICAL DEFECTS, 0451 EMGUISING MARKS

a. 00 YOIJ HAVC A HISTORY OF MENIAL 00 NERVOUS DISO00(RSF YJES MO14 ARE YOU NOW OSt "AVE YOU EVER KENM AOOICO TO THE UK1 Of NAUI? roamos DIRUGS. SUCH As
NASWOiCS Olt sMAITUAT 0 YES C0 NO ARE YOE) MOW Off H4AVE YOU EVER 01114 A CHRONIC USER TO EXCESS OF AA.COEEOLC 5(VERAGES? 0 vis 0 No or THE
AMItTO AMY OfTHE AGOVE IS 'YES-' EXPLIN SNITEM IN_______________________________

7. Us . K {IE if ATIRALIZ(O. CIRTIFICAIE MO0 Of DERIVED. fARETS CZRTiIC£TE Nf(S) DT-PAE N ON

ALIE REGISTRA7 DOM. 0NAIV COUNTTDT "PITO NTRY 00 YOU of11(NO to SrECONEo I ATE 110MOATOF ETRYA U. S. CITIZENt

a. MILITANT SERVICE .

AM YOU IKS(UNTLV ON ACTIVE DUTY EM I HE U. S. ARMCD FORCES OAAWWIG FULL. PAY? 0: YES Q 00O F -YES.-COWIPLETE THE FOLLOWuNG:
GAC P MO tVICC NO. $MMVII AND COMPOENT ORGANIZAION AND STAT7M DATIE CURRENET ACTIVE

ASK YOU R(SKMTLY A OMCMMR OF A U & RESERVE ORNAIOAL GUAND OROAMIAT1OES 0 YES 0 mO IF WY5*CMPLETC THE FOLLOWING. RWCSTRE
GaAOI AlS SERVIICE Mo SERVICE Also COMPONENmT ORGAIZATION AND STATION 00 UMET AM1 LOCATI k1

HAVE You PREVIOUSLY SCRVEOTOER OF EXIESOED ACTIVE DUITY. DRAWING FULA, PAY. FROM WHI1CH YOU WINE OESCHIEARGONU SEPARATED TO CIVILIAN STATUSI C YII 0 PC
IF 'YLS -COMUTE TIE FOLLOWING. - TP9OSHR&S0 SPRTOOOACADSRIEN~~~CONR SIEVIC COMPOEIffIT P MOM(Date) ITO (Ot.)TYEWCAOS0 URIS-4AK£0MVCEO

IL EDUCATION (Account lo, all civilian schools and militar'y academnies. Do not include service schoola) Y
MONTH AND YEAR GRADUATE

MANDM WCATION Of 5SCH0O. DEGREE

10. FAMILY (List in order given. parents. #POW"a. guardians. stopparnts. loat*# Parents. parents-in-la.. lotnor~ spoa.aa(s) (ad ds.orcad jiea date I
and place), children. brothe and sisters. o#Ai though deceased. Include any others you resided with or with whom a class r*1atiolahep
#uisted of exists. It tho paeon is not a U. S. Citisan by birth, give date and poats of entry, alien teduagralion number. natutalisat,.n cortidcsto

*num~ber and place of isua~nce.)

RELATION MOD RAW DATE MWD PLACE OF BIRTH PREUWs ADDRESS. If LIVINGU . IIE

FATHERI

"OTHER (Mfaiden nases)

SPOUSE (Maidlen name) t-

OTHER (Specily) a

P LAES OITON O I AY f VVIC -59USC. E- t in t StaJar F~m 8
D D I________________ ____________________________ 4gF042WAprvdb Ir~ f h P ue16

% - % %



WI LWl ALL NUB= UUU Iaim Anew "it_ __ __

an11 -1I amcop"

4IV

AR O O 14HAEYUEE.E A T NA O HE UMST MCM3tUS, A P NY ORSANIAT ONIA_____________

ARE YOU NOW OR HAVE YOU CII RIH A WENNIII OF A FASCIST O44IAINT

AMl YOU NOW OR HAVE1 YOU CY[I KEN A VACUM OF ANY OPGAIUILAT~. A9OCMIT. MOVEMENT. go"P on OM@M~TsM CP o1*501 WHICH ADOCATES THE
OvCRTHM OP OOuR 1MITTIOAL, MONM OF GOBOINTH. Oil WHICH HAS ACOPIIOD THE POICY or ATO oil0 Ap M0VING THE Cold"IStSIO( ACTS or 0~
OR vIol-KICK To DENY OTHER Pt ~I HEIR Rig"" UNDER TINC ISTItTU ON OF TI II0 STATES. ON WHICH MCKS TO A.Itft THE FORM Olp cOVoEImC or
THE IPMT90 STA?13S IUClSflTI0IIAL HEARST

LARE TOV NOW ORt HAVE YOU EVER Nil AfnUATES OR ASSOCIATED WITH ANY OAMSNATIO OPINC THE T DajC~ImO LAm AS An AGENT. OF1ICIAL OS EMPWVl

Alt Vt. NOW AJSDCAYhSO WITH, O HGAV YOU ASSICATt WITH AlY WMOIVIOUAIJ. RICLOMGIS SILAIWES. WHO YOU %NOW OR HAVE l(AYOI TO GJY Ant OR

HAVE KEN MERSERS OP ANY Olt THE OI@AIAUIMN I"M W0 LAIIO?

HAVIL YOU MRI t"6AII0 08ANY OP 71H4 FOLLOWING ACIMIIES OP ANY ORGANIZAION OP THE TWE OMSR1UCO ASMy: COT 111114110(2 TO. ATTINOANICE AT OP
PARTCIPATOR AN ANY O1NANZATIONAL SOCIAL, 0R CIfNlI ACTIVITIES OF SAIDOGAI1 OR OP ANY PSlOXCTS SPONSORED IVYHE INC H SALE. GOP!. ON ors,4TVIOUTIN OF ANY WRITTEN. PINTED. OP OTHER IMATTIR. IPA'090 CO.X=D SPOION 0 PIIULISW. SI THEM OR .I OP THEIR A49011 OP IIRUMIFITAUTiy'

I"Y DWACIM THE CISCUMSTANCtS. ArTACH AOOTIOIALI. ~lFrTSAr VIr OTANEDUSTAIIMN if AllOC ATED WITH ANY OF THE LASVE ORGAWI~AINs. SPECiFY MATURE
PCD EXST-01" 00 ASSMCATI WITH EACH. ICLUOIIG 011CC ON POSITI HLD~. ALSO INC LDE OT". PLACES. AND CREDENTIALS IOW 01 FORMERLY HELDIFASCT*5AV
MCI 'WITH IIIOIVIOUALS WHO ARE MEMBERS OP THE IaVW 0110ANIZATIS. THIN LIST IHE INOWDIUALS ANO THE OI6ANIZAIONS WAINH WHICH THE9Y WERE Olt ARC AFFILITED.

I.

X 19~~I HAVE Ift VEI SEEN nCAIICHWILD. ARRISID !HOICT(OO11SUMMVIEnO O tIvQ AS A DEFENDANT INRA CRIMINIAL POCCOIIG.0 ONVICTE. FIHEC ON ouP*ISOIIEo o
M-AtlED ON PROS*7106 OR HAVE YOU TVER lltN 000411 TO COT &AIL IDA ITnLATCSLAL FOR THE VIOLATION OF ANY LAW POLICE REGULATION Oft ORDINANCE (.ecudind
miniraAtc vioaions low which a Armo or fapI*hitUf Of $5. Vt POO WOO imPOOM") IICLUDI AW. IJUKT MdARTIAL3 WHILEC IN MILITARY SERVICEC 0 YEt C3P
W "YES." LISt TlfE. TU1C.HMAURO C OER% NOUA"A' THE NMEI AND LOCAtl"N OF THE COURT G. PLACI OP HEARING AND THC PENALTY1 IMPOSED ORl OTHER

PM104 0I;qOACH ASE.

* 'I,.

.'P



" OTHER RELATIVES AND AUCN FRIENDS LIVING IN FOREIGN COUNTRIES t-Lint grandparents Itrst cousins, aunts, uncles.
brothers. and sisters-in-law. and other pereons with whom a close relationship existed or exists)

KLATIONISIIP ANDO NAMC Act OCCUPATION DO.SS .CITIZ(rSNAp

OT FOREIGN TRAVEL (Other than as a direct result of United States military duties)

-COUmRVMT10 PURPOS Or T RAl

I.-
FRM To,

,3 EMPLOYMENT (Show every employment you have had and all period& of unemployment)
l ~ ~ Mon 110110 Ym tEAR

NAMEH APOO ADRESFEMLOE NAME or IMMeOPATI MAS~ON LILAVW4

ANY RI nAMr0 ANSO AVIS OU ELEOS BulSYvtEJ a

I.

010 ANY OF THE ABOVE[ E. MP ['YMn's RlEQUIRE A SECUI'Y CtE1AR.ANCt't Q YE'S Q NO 00 YOUJ HA.VE
,.' AMY FOREIGNq PEOPERTY OR BUSINESS CONNECrTONS. 013 HAVE YOU EVERt SEEN |MPL.OYRO ST. A FOIG~~iN

GOVERMMEN1. P11M, OR AGINCY? Q YES C NO HAVE YOU EVER SEEN OEPUSEO IONO? Q YES
I -. Q NO IP THE AMSWER TO ANY Of THE AIIOVT 15 'YES," MXtAUIN IT fEm 20

' . CREOIT AND CHARACTER REFERENCES (Do not include relative, former oriployerS. or pesone liVinE outside the
United States or its Territories.

NAME YEARS STREET ANO NUMBER STAT 0
(Lis 3 cJUit and I Awrdtirr) KNOWN (Buumwes ,,ddr.s irf"md) CMTY TomI"OY

. _ ____

* .. " -*..- . - - ...

,W.



it '4111 T1*Rf ANY IO(TS 1#d T"U LSV( NOT MCMTOKO HII(SN WitsCH M4AY 0 -CT UPON VUR LOVALYY 10 THE UNIICO STATfS 00 UPON YOUfR SWI'AWLITY TO PFtCM

VN Tag0~If WMICN YOU MAY BECALLEO UMN TO TAR& om W"ICW MCI"! f(Q4JeRC krUNfNCR CXPLANATOMP CI 0i no 14O IF S.- EIVA DETAILS

XfKEAAKS

I
I %

ICERTIFY THAT THE ENTRIES MADE mY ME ABOVE ARFE TRUE COMPLET12. AND CORRECT To TEEC BST OF ilV KPNOWLEDGE AlSO ftELIEF ANO ARE MADIE INGOOD FAIH UNDERSTAND THAT A KNOWIhG AND WILUL FALSE STATEMENT 09 TH41S FORM CANS BE PUNISH4ED BY FINE OR I"PiIISOMMENT OR BOTH
" - (Swe U . S. Co. tite Is. o..ho" too)

QA11 Sioalual OF ,SftSOn COMUMAIHO fOlki

~ TMOE MNAM AO OMS OF WITNESS SIIIATURK OF slICs

P 'THIS SECTION' TO ME COMPLETED By 4UrHVO&Irr sexuEsUNOc INV93TIGATION
8111 0SCUWIINl Of aUTY ASW4IGKMIRT AND GRI~3C OF C.ASSIFILD MATTIN (top~ m~wg, ecret g.) TO 111"14 APPLICA411 WLL RIREK 4=1IS

MKO9 OF Pfi*R CLLAAAUS

041W1 CFCUOR aaq OFc CNAO6M " ow9 mln

%~



WTA4~TSMATh, L ~f
*wg U~ 0 1 11111 Lowu, W~ i

' FAhm1 P-m - b-e

S SUPPLEMENT TO 00 FORM 3968 1*1~

am mr.eawt Z m a maW a Awsam0qWis *I..w~od

rrzN 10 COirn. NOTE SIGNATURES ARE RQUIRED ON B0TH TH3 FORM AND DD FORM SO98AA

RELATION II NAME DATE AND PLACE OF BIRTH PRESENT ADDRESS IF LIVING
YES NO

TWM IJ (omold.) RESICIENCE (Aire all ,*Idencoe .ce birth It riot included in llow 15)

FO ToSTREET AND NUMBER C'TY STATE OR COUNTRY

Elk ffo 1 A 0P FP1A T NER Of MOTHER OP SPOUSE

HAVE Y'OU CV90 MACE CON00 YOU PRE~SENTLY HAVE APPLICATION F41111 MP#.OYMNNI PENDING WITH ANY GOVERNMENT

AaENCY OTHER THAN THOSEK SHOWN IN ITEM 13? IFPSO. GIVE AGENCY. DATE OP APPLICATION ANDO WHETHER4 ACCILPTED.

ARE ViOu AoLE K0 IGTAT CUtA.WYTPNANIALQIJ TTONI -

* OATSSIGNATURE4 OF PERSON CO2MPLETING rPRN

TYPED HAWK ANDO ADDRESS OF WITNESS QIOATUIIE

FOAM P3M8 REV AUG 79 (SupersodeP303SREV NOV 75 whkch is obso latg)

q . . *



DEPARTMENT OF DEFENSE FOR 015 USE ONLY
PERSONNEL SECURITY QUESTIONNAIRE (BIISBI) ____

*I.e. L.AST NAME-F IPST NAME-MIDDLE NAME b. MAIDEN NAME (I aniy)

4. DATE OF BIRTH ~ .PLACE OF BIRTH

~ .CITY 0. COUNTY c. STATE d. COUNTRY

6. 1 a CIVILIAN Ic.GRAOE d.IF MILITARY: [ ARMY IAIR FORCE

tb. MILITARYd tNAVY jMARINE CORPS]______________

7 IDENTIFYING DATACOROFHI
It. SEX b. RACE 1C. HEIGHT d. WEIGHT .COROFAIf. COLOR OF EYES

8& i. U.S. c. NATIVE d. IF NATURALIZED, CERTIFI- e. IF DERIVED, PARENT(S) f. DATE g9. PLACE 1h. COURT
* CITIZEN YES CATE NO. S5 CERTIFICATE NO.ISI

7 1 NO II
0. ALIEN . REGiSTRATINN. j CURRENT CITIZENSHIP k. DATE OF ENTRY 1. PORT OF ENTRY m.OM110NO

9. FORMER MILITARY SERVICE__________

a. FROM b. TO c. BRANCH d. RANK~ e. SERVICE NO.1) I. TYPE OF DIS CHARGE

* 10. F AMI LY, ASSOCIATES (List fathe. mothe, spouse. and child'en., ('Ste DETAILED INSTA LICTIONS for others to be listed.)
*- a. RE~oTIONSHIP AND NAME b. DATE OF c. PLACE OF BIRTH rd. ADDRESS e. CITIZEN-

~ FATHER TSI

MOTHER (.l1e1don Vam#)j

SPOUSE 0t4iatriName, l__________________

11. RESIDENCES iLdtinchronodolicai orde, biginning, with the cuirrintddrts. Give the Incluuive dates f'or each periVod of ,'eidsr~ct.) ($to DETAILED IN-
STR L CTIOVSj )____________

"I TES jb. NUMBER AND STREET c.CT8. STAT Is. COUNTRY 1 . ZIP CODE

* . 12. DUTY OR E MPLOYMENT ORGAN IZATION (Lijjt In el #2ooga wre bgningtih tMe preet ahpndo miy e .*dmilvet at

* I nine t'Pivmnfri, endlor unmmplaymmn. List mniusive u. ex for each period. If disc herr Ed for cause from" any emlolymnt So steter. Sae DETAILED INV.
*~ I TR L'CTluNS5.)

* )A-rES to. NAVE OF CNMPLOYER . DDE5 Id. NAME OF IMMEDIATE
c.ADRS SUPERVISOR

13 PEUERAL SEPHVI(.L. FORLIGN TRAVEL/CONNCCTIOCJ "Yes'aru weft muoer ___ FOR OIS USE ONLY
Yo, rt e f %plaineal m" itm 18 In aaccadai'e wth DETAILED) INTTRIJC7;01NS

a. HAVE YOU EVER BEEN IN THE F~EDERAL CIVIL SERVICE? RETUIIN PERSONNEL INVESTIGATIONS CENTER
* -RESULTS Ut t[ENSE 'NVLSTIOATiVIF SERVICE

b. HAVE YOU TRAVELED OR RESIDED ABROAD FOR OTHER THAN TO P, gtux 454
* - THE U.S. GOVERNM4ENT? -i _________ Tm..'~lUHE, MA!4YLA'd 21203J

-'C. 0 YOU HAVE ANY FL011IQN PI1UPEt.TY LIR OUSINESS CON-
NECTIONS3, ORI HAVE YOU LEUI UEI.N FMPLUYP,0 0Y OR ACTEL
AS A CUNSUI I ANT FOR Al $R QION QUVERNMLNT, FIRM, C)"
AULNCY __

00 PORM J9 3IIUS6ITO MAY 89 USED REPLACES I SIP 1 EDITION OF U0 FORM 3110.1 VaI4ICH IS OBSOLETEIIi MAREIUSITO



14,2. MAR ITA L STATUS b. NAME(S) OF FORMER SPOUSE(S) c.DATE(S) OF PRIOR MARRIAGE(S) 8.PAC%

S MARRIED UNMARRIED
-LEGALLY DIVORCED a. DATE OF DIVORCE V.COURT g. LOCATION

SEPARATED *J

15. EDUCATION (Lit in chsronological order. beginning with r/he lst school attended.) (Ste DETAJLEDIINSTRUCTIONS.) ________

* a. DATES _____b. NAME OF SCHOOL c.ADDRESC d. MAJOR e. DEGREE

FROM TO

%16. CREDIT R EFERIENCES (Complete this Item only If/you lived overreas withi the Past 5 years. List 3 Individualst and/or/irms who have extended credit to

you during that time period.) (See DETA ILED INSTR UCTIONS.)--- ----

a. NAME 0. ACCOUNT NUMBER c, NUMBER AND STREET d. CITY e. STATE 1. ZIP CODE ~

? A.

17. CHARACTER REFERENCES (List good friends, co-workerS coieafues. claumnates. etc.) (Ste DETA ILED INSTRUVC770NS.)_____

a. NAME lb. FROM c. TO d. NUMBER AND STREET 0.CITY I. STATE 9. ZIP CODE

18. REAK (Attach--- adiioa sheers -_______r

____________________ __________ I_____

W4.4

- ~~ ~ ~ ~ ~ ~ ~ d t._______________



11 19. ORGANIZATIONS
r a. Iat all argan,:ganons, except thore, referred ro lot b. below. in which a, o hold or have held memberthIP.) ___________________

I. NAME ii. ADDRESS ___________i. TYPE iv. FROM v. TO

il ' b. C'Ytr'dnhtwrrnmust be ex plained in accordance %vith the DETAILED IN'STRUCTIONS.)

:O yt7y
i. Are you now or have you ever been a member of the Communist Party or any Communist organization?
ii. Are you now or have you ever been off iliated with any organization, auociatiott, movement, group, or combination of persons which Advocates the

overthrow of our constitutional form of government or which 1as adopted the policy of advocating or approving the commission Of acts of force
or violence to deny other persons their rights unwder the Constitution of the United States or which seeks to alter th# form oit government of the

'1United States by unconstitutional millins?

e'20. MEDICA LIPINANCIAL t"Ye' artiwen ustbe #plamned in accorda::ceifth the DETAILED INTUCTIONS.) (oicuemrjaao ahs)
Ye o a aey uee sdaynroid pesnsi uat alcnge t nld S rP Po a nbs(oicuem rjaao ahs)

-i except atprescribed by e licensed physician?

b. Have you ever been involved in the igapucapoesonoralofnynarcotic, depressant, stimulant, hallucinogen, or cannabis?

C. Has your use of alcoholic beveoroles (such me liquor, beer, win@) ever resulted in tht loss of a job. arrest by police, or treatment for alcoholism?

d. Have yo,, ever beena Witien? lihother or not formally committed) in any institution Primarily devoted to the treatment of mental, emotional,
h Psychological, or Personality disordears?

I . Have yteu ever Petitioned to be declared tbankrupt?
*-21. ARRESTS f' Yet 'atuwtrs mwst b.- expiainrij. -s-_ ince .irh the DETAILED INSTR UCTIONS.)

I citation wass dropped or aism~esed ur you were found not guilty? include all court martial or non-judicisl Punishment while in military service.
-. . fwv myu evcer beeno rreste io, erins lor.- whk aliner fetatrue oft$0ria esfrs moed.)ue atortergrlsso hte h

P..
~ j.b. As a rftult of being arrested, charged, cited, or held Li" law enforcement or juvenile authorities, have you ever been convicted, fined by or forfeited

0 ., bond to a FeIderal, State, or other judicial authority or adjudicated A youthful offender or jJvenile delinquent fregartiess of whether the record in
Your case hot been "se3led' or otherwise striciten from the court record)?

- C. Maio you ever been datloirwd, held in, ojr served time in any tail or prison, or reform or industrial school or any iuvenile facility or institution under

the jurisdiction oi on- City, state, federal, or foreign country?

d. Hasve you ever been awaerdied, or are you now under suipenided sentence, parole or Probation, or awaiting any action on charges agaeinit vow?

1. DATE I1i. NATURE OF OFFENSE OR iii, NAME AiiO .. CATION iv. NAM~rE ANJD LOCATION v. PENALTY IMPOSED OR OTHER DIS-
VIOLATION OF POLICE AGENCY OF COURT POSITION IN EACH CASE

I CIFCTIFY THAT THE ENli (iES MADE BY ME ARE TRUE, COMPLETE, AND ACCURATE to rHE BEST OF My KNOWLEDGE AND BELIEF AND ARE
MADE IN GOOD FAITH. I JNOEMSTAND 7HAT A KNOWING AND WILt FUI. FALSE STATEMENT ON THIS FORM CAN BE PUNISHED 8Y FINE OR

a. **IMPRISONMENT OR BOTH. (Set U.5. Code, Tille 18. Jlecrfort 1O01

'.AT( FINATURE OF "'EFISON COMPLETING FORM (Each cupy hUST euwilitidu&JJy sied

A

..t IVA A. d.4 ar. ief -e.4- s .ifr44*.



PERSONNEL SECURITY OUESTIONNAIRE (BI!SBI) DD FORM 398

DATA REQUIRED BY THE PRIVACY ACT OF 1974 (5 U.SC. SS2a)

AUTHORITY: Internal Security Act of 1950 and Executive Orders 10450, 12036, and 12065

PRINCIPAL PURPOSES: To obtain background information for personnel security investigative and evaluative purposes in connection with the making of security
determinations with respect to (1) employment or retention In employment in sensitive Departmcnt of Defense civilian positions or for other positions that have
been designated as requiring a determination as to whether empioyment in or assignment to such positions Is clearly consistent with the interests of national secur-
ity, (2) membership in the Armed Forces of the United States, or (3) access to classified Information.

ROUTINE USES: (I) Determine the scope of a personnel security investigation.I.,'

(2) Provide evaluators or adjudirators with personal history information relevant to personnel security determinations.

i.,- The Information may be disclosed to other Federal agencies that are authorized under specific sta.utory or Executive authority to make personnel security deter-
minations.

A Copy of the report of personnel security investigation will be maintained by the Personnel Investigators Center of the Defense Investigative Ser'ice Hcadlquarters
and may be used in future employment or security clearance determinations. You have the right to obtain a copy of the report of investigation and/or to request

% amendment to the file.

MANDATORY OR VOLUNTARY DISCLOSURE AND EFFECT ON INDIVIDUAL OF NOT PROVIDING INFORMATION:
Voluntiry. Failure, however, to furnish all or part of tnc information requested may result in (1) nonselection for employment, membership in the Armed Forces,
or certain other duties requiring a determination as to whether employment in or assignment to such duties is clearly consistent with the interests of national secur-

N ity. (2) denial of access to classified information, or (3) rtassignment to nonsensitive duties. Disclosure of your social security number is necessary to fulfill re-
quiremenu of trot above cited authorties. It is intended that this notice be retained for personal records.

GEN.RAL INSTBUCTIONS FOR COMPLETING DD FORM 398

:' THE PERSONNEL SECURITY QUESTIONNAIRE (PS) IS AN IMPORTANT DOCUMENT AND MUST BE COMI'LETED WITHOUT MISSTATEMENT OR "'

OMISSION OF IMPORTANT FACTS. ALL ENTRIES ARE SUBJECT TO VERIFICATION BY INVESTIGATION.

* FORMS MUST BE TYPED OR PKINTLD. ALL COPIES MUST BE LEGIBLE.

* IF ADDITIONAL SPACE IS REQUIRED FOR ANY ITEM, USE ITEM 18. "REMARKS." IF SPACE PROVIDED IN ITEM It IS INSUFFICIENT, USE .

SEPARATE SHEET(S) OF PLAIN WHITE PAPER.

e ALL QUESTIONS MUST BE ANSWERED, IF AN ITEM IS NOT APPLICABLE INDICATE "NOT APPICABLE" OR "N/A." DO NOT USE THE TERM ""

"UNKNOWN" FOR DATES OF EMPLOYMENT OR RESIDENCE. IF THIS INFORMATION IS NOT KNOWN PRECISELY, GIVE THE DATE AS BEST ,
YOU CAN RECALL FOLLOWED BY APPROPRIATE QUALIFYING LANGUAGE, E.G. "DATE ESTIMATED" OR "APPROX."

e UNLESS OTHERWISE SPECIFIED:

* ALL DATES SHOULD BE ENTERED IN TERMS OF YEAR AND MONTH USING THE LAST TWO DIGITS OF THE YEAR AND A TWO GIGIT NUM. Q
BER REPRESENTING THE MONTH. E.G., JANUARY 1979 WOULD BE ENTERED AS 79-01 AND DECEMBER 1979 WOULD BE ENTERED AS ""
79-12.

* NAMES OF PERSONS SHOULD BE ENTERED IN THE FOLLOWING ORDER: LAST NAME, FIRST NAME, AND MIDDLE INITIAL.

0 ADDRESSES SHOULD INCLUDE THE NUMBER AND STREET, CITY, STATE OR COUNTRY, AND ZIP CODE.

* BEFORE ENTERING ANY INFORMATION ON THE FORM, READ CAREFULLY, THE DETAILED INSTRUCTIONS PROVIDED WITH THE FORM.
IT IS PARTICULARLY IMPORTANT THAT YOU PROVIDE INFOkMATIOl'j IN RESPONSE TO ITEMS 11, 12, 13.b., 15 and 17 THAT COVER THE
REQUIRED TIME PERIOD; I.E., MOST RECENT S YEARS FOR BACKGROUND INVESTIGATIONS AND MOST RECENT 15 YEARS FOR SPLClIAL ,
BACKOROUND INVEITIOATIONS EXCEPT T.:,AT IN BOTH INSTANCEls IF YOU ARE UNDER THE AGE OF 21, THE TIME PERIOD I THE LAST ,
3 YEARS OR THE PERIOC SINCE YOUR 16th BIRTHDAY, WHICHEVER IS SHORTER. IF AT ANY TIME DURING COMPLETION OF THE FOaM A

A QUESTION ARISES THAT DOES NOT APPEAR TO BE COVERED BY THE DETAILED INSTRUCTIONS, CONTACT THE INDIVIDUAL OR OFFICE
'THAT PROVIDED YOU WITH THE FORM.

BEFORE SIGNING 1HE FORM, READ IT CAkEFULLY AND CHECK EACH ITEM AGAINST THE DETAILED INSTRUCTIONS.

CPO 1964 0 - 435-095

Or) PORM 390
1 MAR

I'
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AM DEPARTMENT OF THE ARMY
M-Z US ARMY MILITARY PERSONNEL CENTER

PERSONNEL SECURITY SCREENING DETACHMENT

FORT LEONARD WOOD, MISSOURI 8$473

SECURITY SCREENING QUESTIONNAIRE V

PRIVACY ACT OF 1974 (AkDVISFME4T STATFEMENT): The authority for requesting
the following information is Executive Orders 10450, 11652, and 9397.
The requested information is to be used in making security determinations-" for membership in the Armed Forces of the United States, access to classi-

fied information, or for making personnel management decisions. The rou-
tine uses are for the determination of the scope and coverage of a personnel
security investigation, checking the conduct of investigative leads

Xto assure completeness of the investigations, and provide evaluators orx
J adjudicators with basic personal history information relevant to security

and suitability determinations. The information may be disclosed to other
Federal agencies and administrative personnel involved in processing action
that evolve during the course of these determinations. COMPLETION OF THIS
FORM IS VOLUNTARY. Failure on your part, however, to furnish all or part
of the information requested may result in your not being accepted for

O your chosen MOS or enlistment option.

GENERAL INFOR.LATION CONCERNING THIS FORML: Completion of this processing
oquestionnaire represents an initial security screening by representatives

of the US Army. If reviewed favorably, additional security screening will
follow, to include a detailed background investigation conducted by the

O Defense rnvestigative Service. This investigation may encompass extensive
rchecks with appropriate law enforcement agencies, credit and financial in-

stitutions, school teachers and administrators, friends, neighbors, employers
and other persons who may know and be willing to provide information con-
cerning you. Upon completion of all screening and investigations, a deter-
mination will be made concerning your eligibility for access to sensitive
intelligence information, and/or the HOS or option for which you are apply-
ing. You are advised that falsification of this questionnaire may result
in the loss of your HOS/enlistment option, denial of a security clegrance
or access to sensitive information, reassignmnt oz possible separation from
the military service. AINY ADVICE YOU ,MAY HAVE RECEIVED CONCERNING THE
WIThIHOLDING OF APPLICABLE INFOrMA TION SHOULD BE DISREGARDED. It will be
in your best interest to complete honestly and accurately all questions

below by circling the appropriate "YES" or "NO" response. If you answer
"YES" :o any qtiestion, fully explain your answer in the REMARKS section

* of this form, or on a separate piece of paper.

QUE STI ONS

1. Do you or any member of your family:

a. Hold citizenship in any country, other than the US? YES 'NO

b. Hold US Citizenship by other than birth (been naturalized)? YES NO

c. Have relatives residing outside the United States? YES NO

. - APC-E-.1 FOM 169-R (Rfv 5 -March 1982) FOR QOTICtAL USE ONLY (Mhen filled 4n)



d. Maintain any ties ofa'ffection, obligation or kinship to
any individual of foreign birth or who is not a US citizen? (If
so, give complete identifying data. to include full name, occupa-
tion, age, address, citizenship, extent of contact and correspon-
dence in the REMARKS section). YES .40

e. Have any financial interests, holdings or dealing with
a foreign based business; own property or bank accounts in a
foreign country? YES NO

2. Have you ever travelled outside of the United States, exclud-
ing short duration (less than one month) visits to CANADA or
MEXICO? (Exclude travel under US Government orders/direction). YES 40

3. Have you EVER experimented with, EVEN ONE TIME, used on an in-
frequent or regular basis, possessed, grown/produced, or sold any

X of the following type drugs or substances? - YES NO

Harijuana YES NO Amphetamines (Speed) YES NO Cocaine YES NO

Hashish YES NO Hallucinogens YES NO Opium YES NO
(LSD, STP, PCP)

THC YES NO Barbiturates YES NO Heroin YES NO

Any synthetic or cure-type drugs, such as Methadone, or
any other habit forming, dangerous or Illegal drug/substance? YES NO

Any narotic, sedative, stimulant, tranquilizer, anti--
depressant, gluefsolvenr/gas sniffing, etc? YES NO

IF YOUR ANSWER TO ANY OF THE ABOVE QUESTIONS WAS "YES" ENTER THE
VOLLOWIUG INFOR.iATION AND COMPLETE THE STATEMENT AT INCL 1 OF THIS
FORM.

Type(si '.rugslsubstance used

Date of lit use

Date ot 'last use

Frequency of use (daily,
weekly, etc)

Approx total times used

4. Have you ever:

a. Required medical treatment or counselling, had employ-
ment problems, or been questioned/detained by law enforcement
officials as a result of the use of alcoholic beverages,
cannabis, narcotic substancas or dangerous drugs? YES NO

FOR OFFICaAL USE CNLY M= tilled in)



b. Purchased for or sold alcoholic beverages, cannabis,
Larcotic substances or dangerous drugs to minors? YES NO

c. Illegally transported, manufactured or sold alcoholic
beverages, cannabis, narcotic substances or dangerous drugs? YES NO

5. Have you ever:

a. Been referred, visited, consulted, examined by any
medical authority, psychiatrist, psychologist, social worker,
professional or school counselor for any nervous, mental,
emotional, behavior, personal or stability problens? (If
so, give dates, places, addresses, names of counselors/
facilitins and reasons in REiARKS). YES NO

b. Attempted suicide whether as a gesture or on purpose? YES NO
L

c. Been involved in or accused of child molesting, statu-
tory rape, window peeping, streaking, mooning, indecent expo-
sure, etc? YES NO

d. Been involved in any homosexual act since age 15? YES NO

e. Been involved in or accused of adultery, cohabitation,
etc? YES NO

. f. Experienced financial problems (lankruptcy, repo-

sessions, garnishmcnts, collections, judgements, bad checks,
delinquent payment - or been refused credit, etc)? LIST ALL

CURRENT FINANCIAL OBLICATIONS (to include car payments and
•• student loans): YES NO

" BALANCE MOTIlLY NAME & ADDRESS REASON DATE LAST DATE OF FINAL
DUE PAYMIENTS OF CI.EDITOR FOR DEBT PAYMENT PAYMENT

' DUE

g. Left any employment under less than favorable condi-
tions, while under investigation or suspicion? (Fired,
quit without noLice, quit while under investigation/sus-

* picion etc). YES NO

' h. Had problems with employers or co-workers? YES NO

i. Been suspended or expelled from school for any
reason? YES NO

. 3 FOR OFFICIATL USE OLY N filled in)



J. Been denied enlistment in, rejected by or discharged
from any branch of the Armed Forces? YES NO

k. Participated in illegal or violent demonstrations? YES NO

1. Bean a member of a street or other type gan&? YES NO

m. Received discIplinary action under the Uniform Code
of Military Justice, to include Article 15, Captain's Mast
or Courts-Martial? YES NO

n. Been processed for employment with or investigated

by a Federal Government Agency for any reason? YES NO

o. Been a member of the Peace Corps? YES NO

p. Held a security clearance with the Federal Covrnment
or Civilian contractor? YES NO

q. Been denied or had a security clearance revoked/
suspended? YES NO

r. Advocated the use of force or violence to overthrow
the Government of the United States or alter the form of Govern-
ment of the United States by unconstitutional means; or been a
member of any group or closely associated with any individual(s)
whoseaims are in opposition to those of the United States? YES NO

s. Been pregnant or caused someone to become pregnantout of wedlock?" YES NO ,

6. List ALL instances in which you have been detained, arrested,

cited, held, questioned, or convicted of law violations, INCLUDING
JUVENILE AND TRAFFIC OFFENSES, whether guilty or not, and the amount
of any fines or confinement. Include civil court appearances.

MONTHiYEAR CITY/STATE OFFENSE/REASON DISPOSITION

$9''

,X,

d..

7. Are there any other instances in your life which you feel would ad-
versely reflect upon.your responsibility, reliability, or maturity, or
which you feel should be brought out at this time! YE5 NO

4%

.UI
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RDARKS SECTION

Fully explain any "YES" answers, by citing the question number then

your explanation. If you continue this section on a plain sheet of

paper, Indicate the following Information on the top of the continu-

ation sheet: FULL NAME, SSAN, DATE & PLACE OF BIRTH (DPOB).

L
ac

Ile

C

11
)

w".4
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'*:. , . 5FOR C 'ICIAL USE ONY (When filled in) '



ia

I certify that I have read and understand the Privacy Act of 1974
Advisment statemenc on Page 1 of this form, and that the answers
above are true, and complete and correct, to the best of my knowledge,
memory and belief. I understand that knowing and willful false
statements or ommisslon3 of pertinent information may result in
my dismissal from my MOS and/or enlistment option and/or unit and/or
the US Army. I further certify that I have not received any advice,
implied or othervise, to omit information requested by this form.

W
FULL AlE o SSN__

DATE OF BIRTH PLACE OF BIRTH
z
W

SCATURE OF INTERVIMET
W

I certify that I have discussed each aspect of this form vitli the above
named individual and have informed the applicant of the consequences of
providing incomplete or erroneous information.

0

Signatureof Interviewer/'SI.0 Date and Place of Interview

FOR INTERVIEWER USE:

_ORIGINAL INTERVIEW FORM Security Determination Information

UPDATE INTERVIEW FORM APPROVED BY DET PCCF
(Date of Original ON: . Control I_ .
Form )

OR .W

6 Ft~cWT~tALUSa~Ly(~'h~ fifd %n

." *1 - I .



SCI Access Eligibility Drug Waiver Application

FROM:
TO: Commander. US Army Central Personnel Security Clearance Facility

1. I understand that the possession, use, sale or transfer of
marijuana, narcotics, dangerous drugs or other controlled sub-
stances is against Army policy and may constitute unlawful con-
duct and may result in my being declared Ineligible for access
to SCI (Sensitive Compartmented Information).

2. 1 understand that a request for waiver of prior drug involve-
r~. bent will be considered only one time and, if granted, will be

limited to and apply only to such involvement as I specifically
describe in this request.

3. I understand that my statements regarding prior drug involve-

ment are subject to further investigation and that any deliberate
misrepresentation, falsification or ommission of material fact may
be a basis for a determination of SCI access ineligibility.

> 4. I understand that the information I furnish regarding prior
drug involvement will be used only in connection with the deter-
mination of my eligibility for access to SCI and the waiver,
if granted, shall not be applicable for any other purpose.

5. I will refrain from any future personal possession, use, sale
or transfer of any and all types of marijuana, narcotics, danger-

0 our drugs or other controlled substances unless prescribed by
1. competent medical authority. I will also avoid attendance atI ~:any activity where such substances may be present cz in use.

6. This request is made freely, voluntarily, and of my own will
because of my desire to be granted eligibility for access to SCI,

DATE
Signature of requester

DATE

Signature and title of witness

,'p

:ncl 1 to DAPC-EnD FOR4 169-R M mP OFICIAL USE CtNLY Woen filled in)
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S1, SSOP

DEPARTMENT OF THE ARMY
U.S. ARMPY MAILITARY PERSQNNIL. CCNTIER

Z) 2441 COSCH140WER AVCNUE

P ALEXANDRIA. VA 12331

SC=ING QUES=I1"UPII

DAA EQ(TIPRED B3Y 711 PR=v Cx ACIr: The authority for requesting the following inormation PA
~.is Army JAquiat.cn 57-5. n2mo principal purpose is to determne if. you. ame eligible

to enlist for training i~n a nuclear-related Vlitary 0ocuati ona~l Speciality. .1Ie
routire use of data obtained is used to deteriire ac=_ptzbility for the Persmel
Reliability Program. DISCL.CSUM OF rfl-FO!--YX.ICN O ESDIVLVnM 0eri
you do not provida the d~esired inornu.ion, yo ave -me h uler eae
Military C -:atimal Specialty (bVS) training-of-choiceopin

'.S7TUIJWS FOR NUCER ZtJIY: Du.e to the destrctive power of nuclear voeaporns and the
grave iricztins oz' either accidenital or~ deliberate cetonaticn of these weapons, only
those persons whto have de.'rstrated tusmarvin- loyalty, intoeq:ity, t =stvorthirss, and
ciisetion of t1i-c highest order will be assigr-ed to nuclear duties. All persmrs pertfcnning

~thi s au.ty will be cctinua1ly evaluated, are obligated to repo~rt any factors or corrdl:.tons
,~Iuch may adversely afiect tk-eir perfcrnance, and will be pra-ptly ~c~dfrt~ nuclear
%oapcns duty if theare is any question about their judgmTent or reliability.

PARE I (Mr BE 02TIZID BY =CLRJITY fl'aVMI])

XWE SSN_________ ___
last First I

has been inne-r-.iewtd usi-ng criteria listed below. to evaluate his/her acceptabil.ity u.-4er
the Nuclear Weapans PexsorcLel FLliability Prcqrmn (PRP) for tzaairung leading to an
assigLinnt to ;erform duties of a Critical or controlled position. (Circle applicable
answe r - YES or No)

Ia. C±bjects to handling, part-icipation in the firing, or militaxy us of
nuclear .eaons. YES NO

lb. FOP USE BY 95B t M APPITC''IIS CILY: Obje-ts to perfor=ing secourituy
duties in the vi -. nity of n-iclaar ueapcns stored, fired, or stzaqed
for m'ilitary use YS 1

2. Rc-uired (or has an zproved) waiver for a mralJ or admnistrat-i-m
* Liqficatin contain-cd in AV 601-210, Table 4-1, Lire C, Do Ell

F, G, H-, I, (K-US~? Ci.LX) , M, N, 0, Q, 14, X, Y, ;,, A3, ACX, AG,
AH, or Al; presevic alcohol or oreseivice d&.Y3 zbuse (If vs, ci.rcle N
applic,01ble itmzn). yaS N

3. !fas e.,qcriirnted -with canais or a d2rivative (Narijuiuia, Iz-c,
within ti-m- last 90 days, but did not ont-inuce to use it, even on -in
infreguct basis. (Isolated, e>=rixcntal cxuiatis uze may to %wavcod
to autlihriz~e an enlis~xmt Cirru -rcnt for traini.ng in a nrueax-rclatcd
(PPlP) I .X). (See Part II, Item 4) YES N~O

4. Hasl illeaallv uzod or e~qxrimrunted (even mnce) with any otlher drugs
or ccntxolld su=,-t,2nM5, w tnror not c -arced or cc~a .rctrd of

S.UflC(InLLM25_, Coca.L', e, icroin, Sre.-d, Icp1~ s:), "rckl
'wk-_a~iy_, cnzadirn, VaLirr., and i-6.lar sub .tani~o-) t.'eas
r~ri ]L"' aI Py.Llc''U'. is not 14cc:).~TS l

D)'!ff-r.)1~ 189-R I Vl't4 4.os4 (d ti-(C, ub1 f C0) IUF, C-ri-ICIL =S'LY (--ri~ f ilikd in)

~ ~i3) j7 'cUlu;s-



,U,*,**** a~aaa. a a t.b. a* a*** * a~t,*,aaa a** aaa,' aa** ti. , tata, ** *0*,,, ** * ***t~ * a ,** a O*

pART II (m Bt: = WL I BY APPLICANT WITl ASSISTANCE 01 SIEURITY INlEV-IDR)

1. I have read and understand the Privacy Act Statement and Standards for
NUCIEAR DUTrY &hcn on page 1.

2. I have not received any advice, imfplied or otherwise, to crdt informatici
during this interview.

3. 7% te, best of my knowledge, memry, and belief, the above eligibility
determinatioa is accurate and valid.

4. I request that my isolawd experimntal use of cannabis be waived, and that I
be authorized training in a nuclear-related iMrS as an enlistnrnt camitmnt.
(Cross out if not applicable)

S. I understand that cannabis use in the Service is illegal and always disqualifying
and will result in nr renival frci. duty with nuclear weapcns and reclassifica tion
to another skill. I will not use drugs of any kind w.ile in the Dalayed Dntry
Progron and/or after reporting for active duty, (unless prescribed by medical
authority) if permitted to enlist in MOS A

(Signature)

-3

PART III (TO BE C , TD BY" SECURITY 2TERVIL

Based upon evaluation of the above factors, waiver for cannabis use is (approved)
(disa~proved) (not applicable) and: (Narne) mreets
the nliti4l screening criteria for the PM3. If the remaining specific .lS require-
rents are mt, (be) (she) is eligible for nuclear-related m.S training.

(Name) does not meet PRP requir frents as noted and
is therefore -nligiale to anlist for nuclear-related mOS training.

I certify that I have discussed each aspect of this fomn with the above-nmed
individual, and have informed the applicant of the cosequences of providing
IMU. lete or erroneous information.

L Signature of Inter'iewer DAME Piace of interviaw

I'M ' '-FICIAL USE O.11iy il-n fille-d 1.n)
5-
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SUCOCESTD QLrST1011S TO BE ASKED OF POTENTIAL CR YPTOLOGIC TECINICIA A
. AND INTELLUGECE SPECIALIST CANDIDATES:

Jiave you ever ben arrested, held, cited, detained or questioned by any
law enforcement ayncy? (Include any juvenile offenses, or charges that were
ultimately dismissed, withdrawn or you were not found guilty).

For NAVE? and 0SVZT include: V1ave you ever been court-nartialed or
received non-judicial punishment (Captain's Mazt, Article 15, office hours)
while in the vilitary service?

Have you ever usee or experimented with drugs, narcotics or marijuana?
(This includes even one use).

Have you ever bought or sold illegal drugs, narcotics or maurijuana?

Are any members of your Immediate family involved in any way in use or
trafficking in rrijuana, illegal drugs or narcotics? Do any of your family
bw.-,bers have Any arrest record pertinent to illegal drugs?

Do you or any member of your Imediate family have a history of excessive
uae of alcohol? (For candidate ask about sxrests for minor in possession and
I~i'/DUI) .

Nave you ever declared bankruptcy or had any item of goods repossessed?

Rave you ever had a check returned for insufficient fundsi Explain.

What are your current financial obligations? (ProvlJe total amount owed

to each account and monthly payments.against the acce'.t).

Are any accounts in arrears?

Save you ever been fired from a job or quit to avoid being fired? %t15

Are you eligible to be rehired at -each and every place you have been
empl oyed"

Nava you ever been treated for any nervous, emotional or mental disorders?

Xs there a history of epilepsy in your immediate family?

Have you ever been expelled or suspended fzrc any educational institution
*" (junior high through college) for cause?

Are any meamirs of your Immediate family citizens of a country other than

*"- ~' LatvL~s?-

Zo you have any close friends or relatives who are residing in a foreign "
*? country?

I



• , - . . .... ...:.?

. !-
Do you have any friends or relatives who aro not U.S. citizens?

)lave you ver trav'elled outside tho United States? To what country(ties) ?

Jfave you ever been associated with any group or individual thit advocates I,

Jhe use of force or violence to alter the Government of the Unitod States?

Have you ever participated, eithoraactively or passively, In a sexual
relation with someone of your own sex?

nave you ever been.involved in sexual actdvity that you considar to have
been unusual, abnormal or pcrverted? ,y

Are there any questions previc-_:clu asked that would be answered "ycs" by
your current or ex-spouse?

Are there any incidents or situations in your ba-ckground which right reflect
on your loyalty or suitability for access to sensitive informntion? .

Is there any individual such as a former employer, school official, co-
worker, neighbor, landlord, g~rl friend, school friend or creditor who raght
provide adverse or negative inforMar.ion about you or your family during the
course of a full-field background investigation?

Don't be reluctant to go further into any of the above questions to explore

questionable or unusual cizcumstance. Xf a "yes" answer is given to any
question ask for full details of the matter.

Adjudicate the information you obtain objectively. Ask yourself a question. S.

-s this individual the type with whom we can trust our nation's secrets? Xf
you were the oficial solely responsible for security of the highly sens.tive
defense information at your duty station would you feel secure in certifying
this parson for full access knowing any compromise would be your responsibility?

5"

'

A.
U'

d.

• ,



USN ALCOHOL AND DRUG ABUSE SCREENING CERTIFICATE
NAVCRUIT 113317 (Rev. 12/82) (Replaces items 35a-35c of DD Form 1966)

This formthe p-rafity Act of 1974. See Section VIII of this form for
Privacy Act statement.

1. INTRODUCTION

0rog abuse by Navy personnel is prohibited. The purpose of this certificate is
to obtain information which will help you and the Navy determine your enlistment and
program eligibility, You should be completely honest in completing this certIfi-
rate. If you are truthful now, no action can or will be taken against you an the
racult of any information you may reveal. Your statement will be used only by the
Navy and will not be released to any outside agency or person not authorized by
you. You are cautioned that should you conceal alcohol or drug abuse information at
this time and it is discovered after your enlistment, punitive action may be taken
against you baed upon th. false statements you have made.

11. DEFINITIONS

Alcohol Abuse. The use of alcohol to an extent that it has an adverse effect on the
utor's heal'.h or behavior, family, community, or the Navy, or leads to unacceptable
behsvlor as evidenced Iy an alcohoi-related incident (or incidents).

Alcohol/DrugDependent. laving a psychological and/or physiological reliance on

alcohol or drugs resulting from use on a periodic or continuing basis. (See also
"Phystcal/Psychological Dependence.")

Alcohol-related Incident. Any incident in which alcohol is a factor. Examples
Include driving 'while Intoxicated (DWI), driving under the influence (DUe),

drunk-in-public and other types of alcohol-related incidents, particularly those
requiring medical care, or involving a public or domestic disburbance.

Alcoholic. An individual who is alcohol dependent.

Depressants. Sedative-hypnotic drugs of diverse chemical structure, all capable of
inducing varying degrees of behavioral depression. Depending on dose, can cause
sedative, tranquilizing, hypnotic (sleep) or anesthetizing effect. Most common
categories of depressants includet barbiturates (e.g., phenobarbital, secobar-
t:11ta].), tranquilizers or the benzodia7,pLnes and methaqualone.

Drug Abuse. Any illicit use or possession of drugs.

Drug Abuser. One who has illicitly used, or possessed, any narcotic substance,
marijuana, or other drug.

Drugs. Marijuana, narcotics and all other controlled substances as listed in
9chedulese I-V established by Section 202 of the Comprehensive Drug Abuse Prevention
and Control Act of 1970, Title 21, U.S.C, Section 812 as updated and republished
under the provisions of that Act.

Druo Tratflckisa -c Supplying. The wrongful distribution (includes sales or trans-
fer) o a controlled substance, and/or the wrongful possession or introduction into
a military unit, base, station, ship, or aircraft nf a controlled substance with the
intent to distribute.

Hallucinogens/Psychedelics. A group of diverse, heterogenous compounds all with the
ability to induce '.isual, auditory, or other hailuciretions and to separate the
individual from reality. Depending on substance and dose, cart cause Aist.irtanpx 4rn
c-,-)9tion and perception. most cunimo categoLies ares LSDYJ mestaiine and peyote-
psilocybinr and psychedelic amphetamine variants (STP, MDA). Although a unique
drug, for purposes of this certificate phencyclidine (PCP) will be labeled in this
general drug class.

ANNEX A TO DD FORM 1966 DATED
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1.Suie IL~s %nicir ycu -,ay CuOsidet require an extenrsive IlIrestipanon Into youl I ackgrounin oefore itie Air Force can conilirr your assignment.
*This is necessary becauSeI the Job requires access to secret. sensitive nirormation and or involves high risk assignments where human reliability

and seCurity are maler prerequisites.
2. The questions below are provided to assist Air Force representatives in deciding whether or not you are eligit le ltr nni mf the sensitive skills.
An nlcr-,ttion you fail to reveal hIi rost certainl be discovered in the omfnral inestigatioln Whic will be condcted 3no cause some personal
e-m. Irrassiitn and iesuIt in yoir 3ss~gniree to a no f.e r sKill or possible L Scharge.
3. TinS n!irrmation s for OFFICIAL USE ONLY and will be mauntained and used in strict confidence in accordance with federal law and regulat, ns. R
. ComPlii:on at Sectons 1,,11and IVo Mttis form is mandiatory tot all applicants for enlistment regardless of whether they are volunteers for

senSl'e )Cos.

SSECTION I TO BE COMPLETED BY APPLICANT YES NO
% 1. DO YOU USE ALCOHOLIC BEVERAGES EXCESSIVELY

2. DO YOU EXPRESS ANY OBJECTIONS TO THEAIq FORCE MISSION IN SUPPORT OF THE NATIONAL OBJECTIVES T

3. 00 YCU HAVE EACESSIVE OE13TS I H~AVE YOU EVER FILED FOR BANKRUPTCY I HAVE YOU EVER BEEN ARRESTED OR
CHARGED FOR WRITING ANY SAO CHECKS I IS THERE ANY EVIDENCE THAT YOU ARE NOT MAKING PAYMENTS ON

*ExISTINC DEBTS I

4. HAVE YOU EVER FAILED TO PAY CHILD SUPPORT OR ALIMONY OR SHOWN ANY OTHEP. EVIDENCE OF FAMILY
IRRESPONSIBILITY T

5. CO YOU DISPLAY EVICJEiNCE OF EXCESSIVE WORRY. NERVOUS DiSORGER OR ANXIETY REACTION WHICH CAN BE

CONFIRMED BY MCOICAL AU THORITY ?

6. ARE YOU CURRENTLY SEENO; A PSYCHIATRIST OR PSYCHOLOGIST FOR PERSONAL. PROBLEMS OR BEEN IUNOER-

THE CARE OF ONE OF TH-E ABOVE DURING THE LAST FOUR YEARS

*7. IS THERE ANY HISTORY OF MISCONDUCT AT SCOOL WHICH WOULD INDICATE YOU ARE NOT QUALIFIED FOR DUTY

INVOLVING HIGH RISK 'SECURITY JOBS ? IEXAMPLE EXCESSIVE TRUANCY. SUSPENSION. EXPULSION. ETC.1

a. Q0 YOU THINK YOUR TEACHERS. COUNSELLORS, PRINCIPALS OR DEAN. WHEN CONTACTED. WILL RECOMMEND

.. YOU FOR A JOB INVOLVING THE SECURITY OF THE UNITED STATES I

9. IS TnERE ANY HISTORY OF DIFFICULTIES AT WORK WHICH WOULD INDICATE YOU ARE NOT QUALIFIED FOR DUTY

INVOLVINGi HIGH RISK.'SECURITY JOBS f tEXAmPLE, THEFT, PROBLEMS WITH OTHER EMPLOYEES. MISCONDUCT, ETC.)

10 DO0 YOU THINK PREVIOUS EMPLOYERS. WHEN CONTACTED. WILL RECOMMEND YOU FOR A JOB INVOLVING THE

SECURITY OF THE UNITED STATESt

it. is THERE A HISTORY OF MiSCONDuCT IN YOUR NEIGHBORHOOD. TOWN. SCHOOL. LTC.. WHICH WOULD INDICATE YOU

ARE NOT QUALIFIED FOR DUTY INVOLVING HIGH RISK'SECURITY JOBS T IEXAMPLE: DELINQUENT ACTS. OISTUR13iNG
THE PEACE. DISORDERLY CONDUCT, DESTRUCTION OF PRIVATE PROPERTY. BREAKING AND ENTERING. ETC.)

12. THE NEXT THREE QUESTIONS CONCERN POSSESSION. SUPPLY. USE WITHOUT A PRESCRIPTION OF MARIJUANA. NARCOTICS, LSD OR

OTHER DANGEROUS DRUGS.YLS, -% -YLS : 1I(1 "C" IIAS NO Ht:AIr.N( 1I)N WUtR EI.1LUJirlaIY 0 t.Ni.isr oR LIL LU.M.MMION14.,
fwriris %su; L TO1 .4hc L'ATr JOuB (:LA,-SxIICAIi.N. ADDITIONAL. SCREENING WILL OCCUR DURING BASIC TRAINING OR OTS.

A. HAVE YOU EVER USED NARCOTICS, LSD OR OTHER DANGEROUS DRUGS I

B. HAVE YOU EVER BEEN A %UPPLIER OF NARCOTICS. LSD OR OTHER DANGEROUS DRUGS OR MARIJUANAt

C. NAVE YOU EVER USED MARIJUANA ANYTIME IN THE PAST SIX MONTHS 7

I cr'I'rittv [)I t- e r'P,,nvei. are IIIV toI thr brst .,/ my kwX~ult-dgr. I IIuily t,n.li tm#d i/'w ceiruan skill at.Js in gA. Al, Fonri cw-,ct be pr~/t~v li 7ie

1-y pes"I uif /'ldIf, L,%.i ,Ij ,)l4I I?'fhlF i4,i. I/ it I% r3siabtIli *'fi ( riItmen. cumf'is~iIon ur1 iirponfment that I h1ave uIld r J js ur

I,I na,, .pad O Ij ,aX. 'i 11 4JlI me. /ar Il' Skill , iJ !I., L., ic-h I e'ihm~. . ' aici4Inird ur dIijSi/ird I,14 maIy be rechliL I~li 11111 w tmrIAe

sk it 0*,,t i,.%ci-ar5Id ma4 /!PIfhr Ail Pur.r Air IIIIL ulitIICU. ".III decraepet, H.(.J.~firatiII ur dischw ev. I/ IrIeIuIi.

DATE NAME ANG $SAN OF APPLIOAN T SIGNATURE OF APPLICANT*

S-ECTION 11 To BE COMPLETED BY USAF RECRUITING REPRESENTATIVE rYES! NO
1. IS T?.E APPLICANT OR ANY OF THE APPI.ICANT'S FAMILY iSPOUSE. CHILDREN. BROTHERS, SISTERS. PARENTS On

PAREN'..N.LAW, NOTr U.S. CITIZENS ?RF.F DO FORM 1966. ITEMS 5. 23. 30 AND 311 IF YES. COMPLETE SECTION IV.

2. DO ANY OF THE APPLICANT's RELATIVES ISPOUSE. CHILDREN. BROTHERS. SISTERS. PARENTS. PARENTS.IN.LAW OR4
ANYONE WoHOM THEY HAC) A CLOSE CONTINOUS RELATION$HIP I RESIDE IN A COMMUNI1ST DOMINATED COUNTRY
REF DO FORM 1966. ITEM 30 ANU 31 I

3. HAS THE APPLICANT TRAVELED OR RESIDED IN A COMMUNIST OR COMMUNIST ORIENTATED COUNTRY FOR ANY PERIOD
OF TIME IN EACESS OF THIRTY CONTINOUS DAYS, H..T UNDER THE AUSPICE$ OF THE U.S. GOVERNMENTI
REF 00 FORM 1906. ITEMS 27, 20, l

3
1 ANO 33.11

4HAS THE APPLICANT EVER SERVED OUTSIDE THE U.S. AS A MEMBER O)F THE PEACE CORPS I (REF 00 FORM 1966. e."

iTEMi 2T. Zd ANC 33.)

S. HAS THE APPLICANT EVER BEEN CONVICTED BY A CIVIL COURT WITHIN THE PAST FIVE YEARS FOR ANYTHING OTHER
THAN A MINOR TY-AFFiC- OFFFNEISI OH A MINOR NON-TRAFFIC OFFENSE AS LISTED IN ATCR 33.2 iFiGURES 1-1 AND 1-2.
RESPECTIVELY] ? iREF DD FORM 1966, ITEM 36 I, IF A MORAL WAIVER WAS APPROVED FOR ANY OFFENSEISIIATCR 33-2.
*TABALE 1.21 THE ANSWER MUST BE "YES. -

DA TIC NAME AND GRADE OF RECRUITER SIGNATURE OF RECRUITER



S. .~ i =., I I .l -

SECTION III CREDIT AND CHARACTER REFERENCES
(Do not include relatives, former employers or persons living outsiue the Unriei Stales or its teriitoiies.(A checking or savings account with a
bank or credit union is credit 1. incrude only one cnaracter reference tram ny lanfly._

NAME YEARS STREET AND NUMBER CITY. STATE AND ZIP CODE
(lIast 0 cedit and I chra't", KNOWN (SuseEs adaVss plerred C

I-

€r

UA
w

P-
U

U

SECTION IV RELATIVES WHO ARE NOT NATIVE BORN U.S. CITIZENS ....

NAME AND RELATION DATE AND PORT OF ENTRY ALIEN REG NO. IFAAIO CERT. NO.

SECTION V REMARKS

SECTION VI PRP DETERMINATION BY LNCO (Use ATCR 33.2 Table 2-4)

Review this form with the applicant and compare with other documents (00 Form 1966, AF Form 24 or 56, etc.) for accuracy and completeness.
Apply responses on this form to ATCR 33-2, table 2-4 and enter appropriate code on ATC Form 1371 and in PROMIS in, accoidance with attach-
ment 6. This PRP code is for initial classification and does not correspond to AFR 35-99.

PRP COE DATr REVIEWED NAMIE., RANK AND SIGNATURE OF LNCO DETERMINING PRP CODE

?Sf 3dX~3 l1N3r~jj?i 1 Ar~I rI~ I~
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USAF DRUG ABUSE CERTIFICATE
(TillS FORM IS SV&IPSCT To 77I..PRIVACY ACT OF 1 974 - Ust Woirt PAS - Al. Fonrm .83)N

* INTRODUCTION

Drug abuse by Air Force personnel is prohibited. The purpose of this certificate is to obtain information which will help you

;ertificate - if you are truthful now, no action can or will be taken against you as the result of any information you may reveal -

your statement will be used only by the Air Force and will not be released to any outside agency. YOU ARE CAUTIONED THAT
SHOULD YOU CONCEAL DRUG ABUSE INFORMATION AT THIS TIME AND IT IS DISCOVERED AFTER YOUR ENLIST-

'~MENT OR APPOINTM ENT PUNITIVE ACTlION MAY BE TAKEN AGAINST YOU BASED UPON THE FALS.- STATEMENTS
S YOLIHAVE MADE. MOST AIR FORCE PERSONNEL REQUIRE A SECURITY CLEARANCE AT SOME POINT IN THEIR

CAREER.

S I NORDER TO OBTAIN A SECURITY CLEARANCE, A NATIONAL CHECK OF POLICE AND SECURITY AGENCIES
AND OR A COMPREHENSIVE BACKGROUND INVESTIGATION INVOLVING PERSONAL INTERVIEWS WITH PREVIOUS

*' EMPLOYERS, SCHOOL OFFICIALS, ACQUAINTANCES, AND OTHER INDIVIDUALS HAVING KNOWLEDGE OF YOUR
PAST ACTIVITIES AND MORAL CHARACTER IS CONDUCTED. SHOULD THESE INVESTIGATIONS REVEAL PREVIOUS
DRUG INVOLVEMENT WHICH YOU WITHHELD WHEN COMPLETING THIS FORM, YOU MAY BE ELIMINATED FROM

~.TRAINING AND POSSIBLY DISCHARGED FROM *THE SERVICE UNDER LESS THAN HONORABLE CONDITIONS.

EXPLANATION OF TERMS
." NARCOTICS - any opiates or cocaine or their synthetic equivalents (including opium, morphine, heroin, codine, demeral,
~'diloudid, mnethadone, and percodoni).

MARIJUANA - the intoxicating products of the hemp plant, cannabis sative (including hashish) or any synthesis thereof.
LSD - Lysergic acid diethylamid; a dangerous drug.

'*, DANGEROUS DRUGS - those non-narcotic drugs that are habit forming or have a potential for abuse because of their
Sstimulant, depressant, or hallucinogenic effect.

DRUG ABUSE -- me illegal, wrongful, or improper use of any narcotic substances or dangerous drugs or the illegal or wrongful
s'possession, or sale, transfer, or supply of these, or marijuana. When such drugs have been prescribed by competent medical p-er-
~*sonnel for medical purposes, their proper use by the patient prescribed for is not drug abuse.

SUPPLIER - one who furnishes illegally, wrongfully, or improperly to another person any of the drugs defined above.

ADVI: RSE ADJUDICATION - unfavorable action leading to final disposition, (i.e., drug div'ersionary program, commnity
wofk. etc.]I_ ~

CRITERIA

*. Applicants are ineligible if they have ever becn arrested for marujuana usage/possession which resulted in conviction or adverse
"X adjudication.

Applicants are ineligible if they have ever been arrested for dangerous drug usage/possession which resulted in conviction or
adverse Adjudication or have used daiigerous drugs, narcotics, or LSD.
Applicants are ineligible if they have been a supplier as defined above.

WAIVER AUTHORITY
WAIVCR CONSIDERATION MAY 09 REQUESTED PROVIDED THE DRUG ABUSE 0100NOT INVOLVE NARCOTICS. LSD. OR THE HALLU-
CINOGENiS. THE DEGREIE OF DRUG INVOLVEME11NT WILL DETERMINE ELiGISILITY BASED UPO2N EVALUATION OF THE CIRCUM-

i. STANCES.

1NITTIA LS
S I certify I have never been azicted for marijuana usage or possession which rcsuited in conviction or adverse adjudication.

I Icertify I have ncver illegally used or posiesscd dangerous drugs, narcotics. LSD or any hallucinogens and that I have

nvr been arrested for possession or use of thesc substances which resulted in conviction or adverse adjudication.

I cefiify I hiave never been a supplier of niarijuanat. narcotics, dangerous drugs o. LSD.

I request an Individual cvasluation.

KNOWING AND UNDERSTANDING ALL THE INFORMATION CON4TAINELD ABOVE. ANO REALIZING THAT THIS DOCUMEN4T WILL BE
USED ONLY TO DETERMINE MY ELIGIBILITY. I HVIIIED1Y STATE THAT THE ANOVE9 INFORMATION AS TO MY F101EVIOU11 DRUG
INVOLVEMENT IS TRUE AN40 COMPLETE TO TME 09ST OF MY KNOWLEDGE.

TYPEDI NAME OF APPLICANT AND SSAN SIGNATURE DATE

I certify that tIN Above individual 3igned this certificate of his/her own free will.
TYPED NAME or WITNESS ISIGNATURE 1DATE

FOR' PAEVIOUI, EDITI"N IS 00110L-9t.



STATEMINT OF UNDERSTANDING

The Air Force Is responsible for preventing drug abuse by its members; for controlling duty asignments; and foq disciplining

those who use or promote the illegal or improper use of drugs.

I__, SSAN ,UNDERSTAND THAT: 1____ I_ AS

service in the United States Air Force places me in a position of special trust and responsibility.

Any drug abuse by members of the United States Air Foice is against the law and violates Air Force
standards of behavior and duty performance and will not be tolerated.
The legal or improper use of narcotics, dangerous drugs or marijuana can seriously harm my health
and safety and the health and safety of other Air Force men and women.
The illegal or improper use of nsrcot"cs, dangerous drugs or marijuana by Air Force members can lead
to criminal prosecution and discharge under other than honorable conditions.
If I am identified for drug abuse, including the use and possession of marijuana while on active duty,
appropriate disciplinary and/or administrative action may be taken against me. This may include trial
by court martial or administrative separation from the Air Force.

I understand that certain skill areas in the Air Force cannot be performed by persons who have used
marijuana or other dru&s. It it is established that I have used drugs or marijuana and that uMAe disqualifies
me for the skll area for which I am appointed, I enlisted for, or I am classified into, I may be reclassified
into another skill area or discharged from the Air Force at the option of the Air Force.

RECERTIFICATION

0 I NAVE NEAD AND P0FULLY UNOSRISTANO AL.. THE INPONMATION CONTAINEo ON THIS FORM.

M i mIRV STATE THAT THIRe HAS @CUN NO CHANGE IN MY STATUS lIMeK OATS OP ORIGINAL INFORMATION
PROVIOO THE ORIGINAL. INPORMATION.

O * REOUEST AN INDIVIDUAL EVALUATION.

Tv gU NAM 0O APPLCANT AND MAN SiGNATURE DATE

WITNESS
I certify that the above individual signed this certificate of hisher own free will.

TVPo NAM o, WITrSS SINATURE GATE

MEKNARI(5

I understand that the Wegal or improper use or poaeaion of drugs is not condoned by the Air Force and that any drug involve.

ment, including use of marijuana, after job reservation, receipt of OTSfMedical/Nure class assignment noLification, or delayed ,

enlisDent program entry, wi render me ineligible (or enliSment, commissioning, or waiver considera on.

SIGNATURE Of APPLICANTANO DAT'E

r a,

-....

i4
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UNITE'D STATES MARINIZ COR:PS

U.S. MARINE CORPS RECRUITING STATION

1825 BELL ST. SUITE #104

SACRAMENTO, CALIFORNIA 95825

DRUG ABUSE SCREENING FORM

?urpose: The purpose of this form is to make sure that you coupletely tell us the

extent of any illegal drug involvenent before you are processed for further
enlistment. (Refusal to complete the requested information will result In

termination of enlistment processing.)

Initial the appropriate block under "No" or "Y for each item.

NAME _S/RSS - --- "DATE-._-

HOW DATE DATE ..

DRUG TAKEN . NO YES OFTEN START STOP, REASON
Amh__tam--nes (S e-d)

Barbituates (Downers) _.__'Cocaine ""
Heroin _

Marijuana/Hashish (THC) -

escaline

Mushrooms (Psilocybin) - -

Opium_
PcP -.-P-
Peyote - . ,.
.' a,,,]udes.. ... +'"

Valium - - --
Other _[

Certification. I certify that I have completely told you the extent of my
,'. illegal drug use as indicated.

(Signature) (Date)

Recertification (Members of the DEP and S6CR Awnitig, ADT2I I certify that

the information I have previously given about my illegal involvement with

drugs remains/is nu longer true and complete. I have /have not

(circle one and initial) used marijuana or illegally used or been I~i--

involved with other drugs since I enlisted in the Marin@ Corps as an
inactive renervist.

('Enlistee' Printed Name) (Enlistee* Signature and Date)

(Social Security Number)
t ',

o.
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wlI'M ANY OF THE FOLLOWING?

th: 4:-v e.::: disorderly Conduct -

iivlk Isg k

fi lto go pay all mny Of child esupp. 9

'eT.II.accidentswhile dtieg -

Aling soeone -hit* d ilo

it end run accidents

*V..Inq 00 from hoe

sedellege-

tsehing and oatwelng

As sault

3w.etln ag fishing violaios

4964111910, Use at salt of moriuao~i or
1i*90l drugs (Include' 0sPqAtumenIven) -

Autos insurance caneloled far Cuse

OriahlIn undero ofee astle, drIiking

Pul of alcohol of atli.. druges

'Conftilsuliig to do linqe~gy .4 .a0ns

lilowee of dilysieM lcense at *ghof 10
,HomeSamuel gets

a~ssm *Hope@ e

smmoed to appa.y in ceour Of se isbe

of, I s- i l ati on s s. p l e eW ,M" 55 - -

youv he" 0 wolld dgl.e loes?

0 TV* hae "e dub..? AMOUNT SH

FAMILY HISTORY

Iglicato YOU*? AGE at the, #e,. wh.., the leIlewing *vont(m) heppo.sd to yp. (LaaV& blank I if no applicable) *

rtohof Died__ Parents Seporsated___ rether Retmaruied ___ I Wasn Adlopted.... I Wos hierriod....... I Woo Disotced 44,

Mother Died___ Parentls Diverced ___ Mother Reimarrited__ I Wes Cnqoqod.... I Was Separoted.....

RELATION AGE HEALTH EDUCATION OCCUPATION (Fes, lteiwe Us. Only?

JEP FATHER

JTNe"OTE

rt V. HiUSSANO

E IWFix on
IKUSo ANO ___________

MILITARY DATA IMTE~IIRVWN.S COMMENTS

no ANY OF T148
FOLLOWING
APPLY TO YOU? ye -4 X.

Domi Chief

Saved Loerii

P.,seesl visits to Chopl~ln

Vsits to Megel Hyilene

Un1"etlfees..p Astings

MOST OIFFICULT THiNG IN BASIC FON YOU: WNY 0l0 YOU JOIN THE AIR FORCIE?

00 YOU FEEL THAT YOU WILL SE ALE~ TO COMPLETE WHICH AIR rORICE JOB WOULD YCU LIKE TO HAVE?

BASIC TR:AINING 0 N SCHEDUI-E?

IJ E No NOT SURE



ad*-i. program ift IS of Mehaniclt
jar In Cal loeegbr Oewriug

wGal e tte P. ed. aveage Shop______coves@&______

oeO4E]YS NO CGeDo Y ] NO IeC
giveED OLE IES vi I) ROO 'C'c~M

we$ Completed of Degree

Wes Failed "ams

910*oleg Exeaeglti oikI

heeltCUC4R~f~~*,ofof Cl*#*)w

4 ye k'~oe mdsciplny *leftwle

tioaC ibs" "lot yew Cf Calculu Le.,4a.lte

11.flo *Inio ot ofit schoolGemtyL )" #? *

Po it t#419sholCeitrye swees

E $S .Ift

PoliticalR COMMENTS0

I cec ACNOLEGETHT IsVsBE

4TINVIWIERS COMMENTS

I~~~~ ~ ~ ~ ACNWEG HA AEBE

ADVISD OF Y RIHTS UDER ATICL .,

COUPLETE THE1 FOLLOWING SENTENCES% TO EXPREIS YOUR TRUE FEELINGS WITH WHATEVER COMP~ TO MIND. DO EVERY
ONE. III SURE TO MAKE A COMPLETE SENTENCE. ____________________

I. 1Il:he 11. MIT 7 rootest tweek.,.. 21. 1 *"ed

2.104~l 12.m teos22. In high School

3. Islaee or.13 The worst thing I oee told 22. 1 feel that ay M.T.I.

A. My lafebe 11L Who* I was child 24. my amoth.

SMy family 1& whegot evilly 25 Wht annoys me

4.a w9iere" 16. A fall 26Mv eed C A s

7A husband 17. My "ollas# fot27 Mralre

A. wift*.I21 or

ffive 20. My strongol oinet 20. 1 feol the Ail ports

_ _ _ _ _ _ _ _ _ _ _ _ _7
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Academic *'rojfm1. in HS Ughqie
&lot In College Algelims I rwn

-avvFl ete Gdeverage Al.'e e, stourse
of Gratis Point eversee __________sepals____

WILDINO .
[:YES ONO QO)EO OQYts ONO £CVY "moy

Yost$ Cormpleted of Degree WO
"9VCE

1,wres Filednometfp

Moth(Seor Jew.
of Cooled*)

elowef toe " *. ewI CalculusLogg.
school (susepnsion*e, old.?) se"9

st heebl*80041ontr@sweet"I o9 1,1lsIn Goout of school G-"LTN 19

1161u,f WFos. ofms hold

1%- -N -(WPM)

Robone ofe horsge shelI o rdeo? O~t~*en

Notoed wsmlag scoolChvlsr Corse@

Poliical 4oevOY*SO

Scienc $11oevieae

&ITERVIEWO[R'S COMMENTS

I ACKNOWLEDGE THAT I HAVE BEEN

31, UCMJ AND UNDERSTAND MY RIGHT. :

COMPLETE THE POLLOWIMS SENTENCIES, TO EXPRESS YOUR TRUlE PEELINS WIHWHATEVER COMES TO UM. DO EVERY
OME. OfSURE13 TO MAKE A COMPLETE SERPTEN"CEl.

1. I lke 11 gy.oees"woloeoo 21. 1 -"e

I soertly my. Uptechev 22.I lhigh schoO

.o.Rules ean 12. The weost thing I ove IM 22. 1 41srel thus my M.T.I.

my Upbi..14 Whlee I wo o child 2A. U O Ie

0%L. W feally I5. Wheom Igeo emery 25. What enoopo WI

6. Most wopmen 16. Am"t 2&. My Irleeds

A hweltsnd 17. My greates #e 21. I me"#e

. A wife 16. 1 2116 1wo

~g. I feel 19. Tim amoboe of my 111140w 2.CmedWith ethears, I

0O. my neo"es 2.my otyefgeot point 3L. I #**I the Air force



- ~~~~REPORT OF INTERVIEW SAEETDT

AUTWORITY: 10 U.S.C. 8012 and £0 9397. PRINCIPAL PURPOSE FOR USING INFORATI2ON! Will be use.d to evaluate the suits-
l bility of individual for SCI accesa. ROUTINE USE OF iNFORMATION: Used to casit DOD ofi~le to det*#mine if individul4

qualitaIea for SC! clearance. IS FURNISHING INFORMA TION MANDA TORY OR VOLUNTARY: Voluntary. WHAT HAPPENS [P ALL
OR PART OF THE INFORMATION IS NOT PROVIDED: Failure to answer mueationo presented by the interviewer may effect &&sign-
Ment to SC, position.

NAME (Last, First. Middle Initial) ISSN SQUADRON FLIGHT NUMBER

DATIEOF BIRTH PLACE Op BIRTH PROPOSED AIC 12UARANTEED AFSC 0OE

CAD

GENERAL INFORMATIO

ASSOCIATION WITH NON-US CITIZENS (Stateside or Abroad)

LEGAL RECORD
DATE PLACE OFFENSE DISPOSITION

CREDIT INFORMATION (Excessive or delinquent indebtedness)

CREDITOR BALANCE OWED PAYMENTS STATUS

ALCOHOL USE

ATC HO IOR" 711 #140"11 AeiCPWV (;:n; OFFICIAL 12SF ONL.Y) PREVIOUS EDITION WNI-LL 8F U'O

%j.%%



DRUGS AND REASON FOR USE

SDENIIES ANY DRUG INVOLVEMENT OR [] HAS USED THE FOLLOWING DRUGS

TYPE FIRST USED LAST USED FREQUENCY TOTAL USE REMARKS

EMOTIONAL OR MENTAL PROBLEMS (PaychIarIc, orpaychological)

1
IMMORAL OR INFAMOUS CONDUCT

A
I! REMARKS

NOTE: "- INDICATES INFORMATION DEVELOPED SUBSEQUENT TO INITIAL INTERVIEW.

"_ APPROVED DISAPPROVED

NAME OF INTERVIEWER SIGNATURE OF INTERVIEWER

I ackn,,wledge that prior to this interview I was advised of my rights under provisions of Art 31, Uniform Code of Military Justice,
and that I understand those riqhts.

SIGNATURE OF APPLICANT

L l



DEPARTMENT OF THE AIR FORCE
3507TH AIRMAN CLASSIFICATION SQUADRON I ATC)

LACKLAND 
AIR FORCE BASE, TEXAS 7823k4"'Tv TO DPKA

sU8J9CT, Credit Inquiry

TOO

1. The individual identified above, a recent enlistee in the
US Air Force, is being considered for an assignment important
to the security of the United States. We feel that a good
credit rating is one indication of personal integrity.

2. The airman has listed you as a source of credit. Your
assistance in providing the information requested on the re-
verse of this letter will be a valuable aid in determining his
(her) suitability for a sensitive milit.ary assignment.

3. The Privacy Act of 1974 (Public Law 93-579), requires that
information obtained by Federal Agencies about an individual be
released to that individual upon their request. The identity
of the person providing the information must also be released
to the individual. The information you provide in this question-
naire conforms to the provisions of the Privacy Act.

4. Time limitations require that initial selections for these
positions be completed within the next ten days. Your early
reply in the envelope provided will be appreciated.

5. I authorize the person/business listed hereon to furnish
any and all information concerning my credit rating to the United
States Air Force and release such persons from any liability.
arising from this action.

Signature

GERALD ELAM, GS-9, USAF
Chief, Assessment Section

3SN d 3 1N NNH.0.. J .n33nC0? -4.-.



CREDIT INQUIRY

NOW! LONG NAVC YOU HAD CREDIT SEALINGS WITW THIS INDIVIDUAL?

TYPE OF CREDIT EXTENDED

Q RETAIL CHARGE ACCOUNT QSECUREO LOAN tloaoilug oe..amd tome) UNSECU RED LOAN

0OTHER (PFlea p"edA

APPROXIMATE HIGH CREDIT $

AMOUNT or MONTHLY PAYMENTS $

CURRENT ACCOUNT BALANCt $

AMOUNT CURRENTLY PAST DUE $I f ACCOUNT HAS NOT99UEEN HANDLED TO YOU R SATjSFACTfION. PLEASE EXPLAIN BELOW-

SIGNATURE TITLE 0AT

FORMATC HQ APR S0 702 IOPKAI REPLACES 3507 ACS FORM 4. FEB1 76, WHICH IS OB3SOLETE



DEPARTMENT OF THE AIR FORCE
3507TH AIRMAN CLASSIFICATION SQUADRON (ATC)

LACKLAND AIR FORCE BASE, TEXAS 78230

aPLY TO DPKA
ATTN OF

Ssu&JECTS Employment Inquiry

. TO'

1. The above named individual, a recent USAF enlistet, fs
being considered for an Air Force assignment to a position that
requires the most stable and reliable person available. These'
duties involve handling classified information, access to nu-
clear weapons and other equally responsible positions. These
positions may be physically or emotionally stressful. Airmen
not selected for these sensitive positions will be considered
for other interesting and worthwhile assignments.

2. To assist us in making a decision as to who could best fulfill
these duties, we would appreciate your evaluation of this indi-
vidual. Please complete the questionnaire on the reverse side
of this letter.

3. If the airman is selected for this assignment, a Defense
Department representative may contact you for additional infor-
mation in the near future. Should this occur, your further
cooperation is solicited.

4. Since final seliztions for these positions must be completed
within the next ten days, we would appreciate an early return
of your evaluation. A postage-free envelope is provided for
your convenience.

N

5. Please return this letter as it contains information which
will insure proper fdentification of the individual concerned.

' 6. The Privacy Act of 1974 (Public Law 93-579), requires that
information obtained by Tederal Agencies about an individual be
released to that individual upon their'formal written request.

The identity of the person providing the information must also be
released to the individual. The information you provide in this
questionnaire conforms to the provisions of the Privacy Act.

GERALD ELAM, GS-9, USAF
Chief, Assessment Section

F

• ,



EMPLOYMENT INQUIRY
I. OATFS OF EMPLOYMENT pF,n• To) 2. IF AVAILABLE FROM YOUR RECORDS SUBJECT'S

JOS TITLE

SALARY (Per Month. Week, Bic.)

DATE OF BIRTH

3. REASON FOR LEAVING

g
ANSWER THE FOLLOWING QUESTIONS BY PLACING AN "X" IN THE PROPER BOX OR COLUMN

4. I WOULD: S. JOB PERFORMANCE
" a. Be glad to rehire subject. a. Extremely competent.
. b. Prefer someone else (Eaplain below . b. Very competent.

c. Adequate.
_ __._ _ _ _ _d. Incompetent.

6 6. EMOTIONAL STABILITY 7. ABILITY TO WORK WITH OTHERS
a. Exceptionally mature and stable. Functions effectively in a. Excellent, effective in relationships with others; requires
periods of stress. little supervision.

b. Good: About average for individual's age in personal
b. Average for individual's age group. relatiotships.

C. Poor: Cannot work effectively with others; Is uncooperative
C. Que'.ionable. May not stand up well under stress, or arouses antagonism needlessly. A liability in a team effort.

8. TO THE BEST OF YOUR KNOWLEDGE, HAS THE SUBJECT: YES NO
a. Had relatives or business interests in a foreign country?
b. Ever belonged to or shown sympathetic interest in a communist, fascist or other subversive group?
c. Ever associated with individuals who moral character or loyalty to the United States of America is questionable?

d. Ever used alcohol excessively?
a. Ever used -iarmful or Illegal drugs?
f. Ever been in any difficulty with law enforcement agencies?
g. Ever been fired from a job for cause?
h. Any chronic ailments or physical defects?
i. Ever received medical or psychological treatment for emotional problems?

j. Ever exhibited any behavior or activities which would indicate that individual is not reliable, honest, trustworthy,
Okcreet, loyal to the United States of America, financially responsible, and of good character?

NOT&: If you* answer to any of the above questions in "YES", please esplain in Item 12 below.
9. ARE YOU ASSOCIATED WITH THE SUBJECT'S FAMILY?

a. If so, would your answers to questions Ia through Si generally apply to them?
(Please explain any questionable areae In Item 12 below).

10. DO YOU HAVE ANY UNFAVORABLE INFORMATION YOU WOULD PREFER TO DISCUSS PERSONALLY WITH AN AIR
" FORCE REPRESENTATIVE?

11. WOULD YOU RECOMMEND THE SUBJECT FOR A POSITION OF TRUST AND RESPONSIBILITY INVOLVING THE
SECURITY OF THE UNITED STATES OF AMERICA? 'i your answer is "NO-, piesa. explain in Ite, 12 below).
12. SPACE FOR DETAILED ANSWERS TO ANY OF THE ABOVE QUESTIONS (indicate qu alon number to which answers apply).

NAME OF COMPANY/FIRM

DATE NAME AND PO-ITION/TITLE SIGNATURE

FAT( HO ,OR" 704 OP A) REPLACES 3507 ACS FM 5, JAN 77. WHICH IS OBSOLETE
TC P AAQ . ... " A-



DEPARTMENT OF THE AIR FORCE
3UOTH AIRMAN CLAUSIPlCATION SOUADRON IATC

LACKLAND AIR FORCE SADE, TX 76326

REPLY TO
ATTN OP. DPKA

SUIMIEr, Law Enforcement Inquiry

TO$

1. The above-named individual (date and place of birth as shown)
recently enlisted in the United States Air Force and is now being con-
sidered for a sensitive assignment related to national security matters.
Your assistance in providing any pertinent information contained in
your records will be a valuable aid in determining the airman's suita-
bility for such duty. The space on the reverse of this letter and a
postage-free envelope are provided for this purpose.

2. Time limitations require that selections for these positions be
completed within the next 10 days. Your early reply will be greatly
appreciated.

3. Please return this letter with your reply as it contains information
which will insure proper identification of the individual concerned.

GERALD ELAM, GS-9, DAF 1 ArchChief, Assessments Section Envelope

I authorize the addressee to furnish the United States Air Force any
information concerning me which they, have available and hereby release
such authorities from any liability arising from this action. r

(SMGMTURE)

Nr!1 1 / - i'- -1' i' / i - I i - eli I - Ii/ ...... l [  i i K/.



LAW ENFORCEMENT INQUIRY

O OUR RECORDS CONTAIN NO UNFAVORABILE INFORMATION IDENTIFIASLE WITH THE SU1JECT BY NAM&

O] PERTINENT INFORMATION 13 ATTACHED OR SHOWN BELOW.

I T T 6 9G 

N A T U N .

DATE J TITL I

DATE NATURE OF OFFENSE DISPOSITION

REMARKS (Include any incidents In volving the subject in which no argat was ma e. e.g., suspiciot; ,questioning, wamlngs)

FORM-

ATC HQ J AiN2 
7 0 7 1SSO ACS/DPKA)

..... .... .. . ...... ........... ...-.. .....-..-...-.......-. -.....-. ,. ,
~~~~~~~~~~~~~. . .. . . . . . . . . . . . . . . . . . . . . .. * / /" " ' ' ''' ! " " " - '" " .. . " " 

• . . . . .. .. ..



DEPARTNENT OF THE AIR FORCE
3U07TH AIRMAN CLASSIFICATION SQUADRON (ATC)

LACKLAND AIR FORCE SAS, TEXAS 7136

REPLY TO

Aiti or, DPKA ........

SUBECT& Educational Inquiry

lO,.

1. The above-named individual, a recent enlistee in the USAF, is being
considered for an assignment important to the security of the United
States. These duties involve handling classified information, access to
nuclear weapons and other equally responsible positions. Airmen assigned
to these positions must possess a high degree of stability and reliability.

2. Please complete the items on the back of this letter. Your information
will be a valuable aid in determining this airman s suitability for this
sensitive military assignment. The airman is aware of this inquiry and,
by signature below, concurs in release of the information. Please do not
send a transcript.

3. The Privacy Act of 19T4 (Public Law 93-579), requires that information
obtained by Federal Agencies about an individual be released to that indivi-
dual upon his/her request. The identity of the person providing the informap-
tion must also be released to the individual. The information you provide
in this questionnaire conforms to the provisions of the Privacy Act.

4. If this airman is selected for this assignment, an investigator may con-
tact you for additional information. Should this occur, your further
cooperation is solicited. Time limitations require that selections be com-
pleted within the next ten days. Your early reply and return of this letter
will be greatly appreciated.

UA.DELAII, GS-9, DAJ'
Chief, Assessment Section

- ----------------- -- --------------

RELEASE AUTHORIZATION

I am aware of this inquiry and I request that the information itemized on the
reverse of this form be furnished for official Air Force use. This release
includes any medical/psychological data deemed pertinent to the inquiry.

(Signature of Airman) (Last Year Attended) ~.1d

" * tI 1 1 I" l l "F 1.. -Il II II i - i



EDUCATIONAL INQUIRY

NOTE: Please complete the apupialse Sectiond's) o/ shen A/m (Section 1. It. or hosbJ &6&ap ply so your knueige o/ tb..
idiyiduel. and the aware.o/ jogr associaiou. MA..I al vjeag@in fbth d"Modds Sectionl's) by cheCing tbe ProPer &OX
and enter other ill-in inlo@ation at qIlscuala. GRADE TRANSCRIPTS ARE NOT REQUIRED.

SECTION I - RECORDS DATA________ ___________
1. Educational Level Cooee 4. Academic Stani, epines reari

Freshman seiorCSLo
SIhm Graduate StudentCasRm&o_________

Junio Noe

2. Date% Attended tNenih anit Li)tttuer Grade Average or Grade Point Average

Suspended ICdus GSaer Q Pery lb-pi o , r Ii 0Oter(Seciy

Was___________ Fai.n Mbiwin giMolue
Suspnde Mhdedeam Unnon Eel ttl

Suspeded_______Oter__3Fear______ i 'sa 1.)n~l 0tie erageh

7. Emtional 1. dieaietastneuo

Le.aWas Slowilya aO Disclpllnw Prbem Fr smie suddi

[:! Unable to Cpe With I'Volkms H so-SAO"e ebm

Q Yes (Exptejn) Q No

13. It you have additional information concerning Uhis ssndsvidual's Chchte. amorals. ieasrrp ality, 0 stw factor$SMSI 11140 1 SOKt~iltY
for a sensitive Air Force assignment, we wilt- apPelas yew coments In is. spase beo.

14. [j)Do 0 00 NOT hae. waeeal imfommeti6 to iem..e by teleplinm.

may be Contacted by telephone at (Ae gatai oii etmn hour or amd______

OATE NAME AV40 POSITION/TITLE SIGMATURIE

ATC HOQ OR 44 fOPKA) REPLACES 23107 ACS FORM S. JAN 7 W"iCH IS ONSOLETECPEUoso

%-g.



DEPARTIMEN OF THE AIR FORCE
E U9W US7TH AINMA PICAfla UAWW IATQ

LACKLAI AIR PONCE DM IX 7=

PENY TO
ATN OFt U'ICJ,

suwIr, Character Reference

TOO

1. The above named individual, a recent MAF enle is being
considered for an Air Force siunt a o ito that requires the
most stable aid reliable peron available. =u&I"s Involve ban-
d cla-sifed Insoma. sae to Mawlmr %mPOl3 and other ..
eq ~lly reponsbl Tae positom my be pi1cally or

0%4088M. Aim slected fr these sensitive posi-
tin wI l be conidered for other 1ntrsstirg Mid cb= ilU

2. To assist us in =d a dedsion = to bm could but f4lfI l
these dites , weild appreciate ycg walustim of this individual.
Please complete the quessam e am ft rine side of this let' .

3. if the airman is selected fr hids assigmat, a Defense Department
repreenative my contact y for additionsl unation in the nea
future. Should ts occ. your fuw copeain is solcited.

4. Since final selections for these poi must be c,: let within
the next 10 days, we would ateenia an ly r e of 1W Of evaI
tion. A postage-free envlpe is proided yar y noiwesndee.

5. Please retun this letter as it contains iFfonation Jiid will.
insure proper identification of the individal concerned .

6. The Privacy Act of 1974 (Public Law 93-579) requires that infomation
obtained by Federal agencies about an i dividual be released to that
individual upon their formal written rues. The iden iy of the person
providing the information ust; also be released to the individual. The
informati provide in this questionaire conforms to the provisions

/ Chief, Assessments Section 1. ATC HQ Form 706 (Reverse)
2. Bavelope

*mp

"," .. - ".; . . % • -.. .- . ..- -. ...



CHARACTER REFERENCE INQIRY 3 -

1. TYPE OF RELATIONSHIP WITH INDIVIDUAL DATE 0f ASSOCIATION PLACE OF ASSOCIATION

ANSWER ALL QUESTIONS BY PLACING AN ")V IN THE PROPER BLOCK OR COLUMN
2. TO THE BES1 OF YOUR KCNOWL.EDGE. HASI THIS INDIVDUAL:

a. Ever travelled or residod Ins a orsipscowlry ad friends.t relives. or momsscoelmarafrep ut?
b. Ever telonged toe ofShown interest In Comomiut of o~e sa*wakwe acthWdtaes
c. Evar ONe alcohol Ozcesswly?
d. Ever ued "ill or illegal drugs?- -

0. Ever been In drffcufly withs law onforcement SbISo?- -

f. Ever ;ece-ve medical tresum of a swrimousir or prchmilgC ussoIwN
t. Questionale moral "cucrlsus?- -

hs. Ever been fired from a to for cams?- -

3. ARE YOU AWARE Of QUESTIONABLE ACTIVITIES On THE PART Of THE INDIVIDUALI FAILY ON ASSOCIATE?

NOTE:t If raw, &mw t aw of At 06"o ~isms i "veSr. shemil 080110b 10 8566 7. -

4. DO YOU RECOMSENO THE INDIVIDUAL FOR A POSIION OF TRUSTM 1ID E0PONUUUTY WVOLVIN THEI
SECURITY OF THE UNITED STATES OF AMERICA? (1' ~w &VO is W.*" 1111180 OMMI Allc 13.

S. IF YOU HAVE ANY UNFAVORABLE IXPOIITMO YOU PREIER TO D012111 3MI US BY TELEPHONE. CHECK TWeS
BLOCK AND TELL US IN @LOCK 7 NOW WE MAY CONTACT YOU BY TELEPHON1E.
6. HOW WOULD YOU RATE INDIVIDUAL$:
RATINGS: "0O' Outstanding 02" * Eaceldl *W- "A" ae W. Fm 0 9 A P

a. DoplendablltyI

b. Financial RtesponsIbilkty
c. General Intllspe
d. Ability to work with others

e.Initiative

J. EmoalStily

It. Loyalty

7. SPACE FOR DETAILED ANSWERS TO M8OVE QUESTIONS OR FOR ADDITIONAL WFORUATION pNOONOor.
anwors apply).

04

,TC HiQ OcO.rm, 706 13507 ACVsDPKAI PRZjVIOUjS gD@IriON IS 0gWLp~rg

.. .~ .. . .. % .. % . .. .



UGOVIIIN.AA11 PAING~h OffSC 194i-774776 LACKLANO TC FORM 233. AUG 81 IBMTS/ICCE

LAST NAME F1 MI MILITARY M ARITAL I
- TTSSTATUS HISTORY OPINION INVENTORY

- . Actie 0Single Air Force Medical Evaluation Testing
0( ~ ® 0Rr. 0 are (This form is affected by the

F',~ ~ ~ Q :,0 @ @0ANG
-0 ?) D 9) 0 '' 6 0 D.HS orGED Privacy Act of 1974 - see Reverse)

0 lm) r) 1 6 R Ire, RI li g) SEXGrad

0-D0V10G 0C)0z., E ANSWER ALL 50 ITEMS MARKING
T FOR TRUE; F FOR FALSE.

0, -*- 0- ID (D 0 -0 -e 1 Qr ®D I like mechanics magazines.I
.b0G~ ®Q9® GO®'~ ~: ~' "I was active qa sports dyf* -Nghscfto.

K3 1 ® quit school because.Iwas failing. . .. -

%;Z 0 1 &Elg E 3 5 @00® Our famiily was alwayscloae.I
9~~~ A IS), 0L:,- D& D 610' (D would ratheir work by myself than ith r-at..j*

03 03a,1: 7 (® Cv I have had more than my share of illness.I
E) C -,0, 00, (i & ? tZ0_ would ratherred than be with pople.*.*'..

:&.q@ -JJ@ D C 9 (D ® I need excitement.
(- 0rW - C C).2;1, , .0 .-. 1. often played hooky from school. ~.

C.)~~ ~ q, 11 ®:-- 0® ,-)0 . 1 D D e i sometimes wanted to run away from home.I
06 $ C1i 0 y E2 '(D'- .. 1enjoyed phyls"dca n....i iC

u 0 D- (9) 9 Ou . 13 0 Cr) I often have headaches.I
0. . C Gi ) . o rG C, v 1014 0'e). Ihave ben fired froma job...jC.

,, ) &?e R 315 0) 6 1was expeled or suspended from school.
-S i 16 0 I.lquit chool because Ilost Interet.__

,t: 17 ® ( needed specialhelp wihmyschool studies.
OxF)(;9 .,c () :. 0C. 1 10_0 My family teatame morelie achild than an adult. II
E)ED6 E,: E ?C- 19 t!) (P_) Ilhave cried several times this post year. I

-(D I 20j 1j. nevw cared much for school.~.
~' )® ...0 ' 0 ~ 0 ' 21 -f)' My parents thought joining the Air Force was a good idea.I

-- 22 1 have never done any heavy drinking.I
SSAN AG AFOT 23 (7r) High school was boring.

1 1124 0 1 lwas aulow leamer at school.
11 T 25 t: ® I have several hobbies.

! J '0; ', Ca:' Co 6D 28 ®® E)Ihave been expehed fromschool more than onc.
C. C (D0'C0 3. DO CD 27 1)~ think I will make the Air Force a career.

-: r)o i%0 tI C k' (D 28'.. (D E)Iusually take things hard.I
(D ®'1; CD, ! , ; Ci C, 29 CT) ®V Iworked to help support my family.I

7) ~ C. 30,. 0 1 have been In trouble with the police.I
C., 7,C. )® . i9 C! 31 i 01 1 have been arrested more than twice.
*~~®': ~Q- e®'~ ( ® 32 5 ® For a long time I have had difficulty sleeping.

I f)17' C7 33 19 ! joined the Air Force to get a better education.I
W~ C8, ) (6 T i:6 a ae( CON 34 1 ~ enjoy playing cards for money.

.~~~~~.4 0]'.®;(' 1 e~i 35 1r ~ have needed help for emotional problems.
136 (D ® 1 have had my share of trouble with teachers.

TODAY'S DATE SQ FIT 37 ' ~~Our family was always close.
Mo Day Year 37- NO. 38 (5 0 1 do not mind orders and being told what to do.

.jan7 39 hr~. I feel better when I drink.
.Oeo.L -L4 5 6 As achildlIwas aloner. -.

0q9,' 0'-~ 41 -T 1, I; was suspended from school more than two times.
Ar C '~" 42 D (n I was active in sports during high school.

}may Z cl, C2 C.()-- 43 " r) At one time I needed medication to stay calm.I
6.( r_(. I W) 44 .15 often cuts and swear.I

J.I C.) '~I'~ 45 1entered the service IAF) because there was nothing else to do.
AugQ (5 2 48 (5 0 1 worked full time through one summer during high school.
sto I. I' * 1 47 1 have often gone against my Parent's wishes.

C:I CC 48 (D * My father was a nervous man. -

No- A ')* 49 '1*) 1 like hunting very much.I
Dec ~ ( .~ 60 1)(? would like to wear expensive clothes.
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C

PERSONNEL SECURITY SCREENING INTERVIEW (INSCOM fRr 3801)

PART 1. PRIVACY ACT OF 197.4 ADVISEMENT

The author"l tot vsqu @11019 the IntformatioOft g IemIt and durnthel Ut.gtb~aeqtietofmw@U contained in Thee 10. United States Code.
50010,on13012. and E£mecutture Ordena 9397. 104M0. dom 12065. Th. reauested Information WIN be U~sed for making Personel Securilty
4104411041011,011 lot m mb111oeSht In the Armed fOrees of the Udked Ste oEtof *cc&"o to Classafied information. and to# making
Peroniltel mtanageent aecmmona. The routine move aea to. twe daeenation of 4he scope and Coveage of a personnet Gocurt

Investigationi. assurling thte compietenes-ol f tweao@Nam. and providing evaeiuasu and adjudictors With basic petional history
Infortion relevanti to aecury and sintbtty eernitmnate. The litermetllt maybe disclosed 10owe Federal ans rl het Ju a
Charged with making the foregomng desorewnatieihe and to adMmntVGUtfte. low ewttorCaihtaft Of investigative pereiont tseonible for
matters that &""eduring theeedetermitalsone. Sap.W*~redki~ceemua~~ W UNG^iew H0oever. lisure on your Daoti
to furnisht all or part of the informaton reaveelod way reeeefl In reeasgnment So neneenalive 41911ee of denial of &CC*"a to Ceasatteed
Informateon. At your reeweeL a copy of ti P evacy Act Adwieeinenf wil be proved to YOM for V~u ieadiee

PART 11. IDENTIFYING DATA ___________________

I - Name I Last. FisAgdr 4. Uft

2. Social Security Numoer 9 TrairVo Center

3. Date AM Place of &nrh I. MOS

PART III. INTERVIEW SUMMARY

(For cowkpuinn by int-rsvier auy) Date:

Interviewer _____________________Stgnature:

Dec7rm92 t ~MIM tm 7. fcft bOq. FOR OFFICIAL USE CNLY (Jif7zn filled in)
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PART IV. GENERAL . ...
7. Why did you join Ihe Army? 9. Most difficult thing for you: 11. Would you like to get Out o! the

Army now? Why?

8. Why did you select Ihe Army ob 10. DO you feel that you will be able to
(MOS) lot which you enlisted? complete basic training on schedule?

0 Yes 0 No 0 Not sure

Intenie-ers Comments

PART V. BACKGROUND DATA
12. have you ever boen involved with .any of the following?

a

fU.e he Me

O30 a. Cuifew vioation 0 1 L klnno sompon wile dn-i q 0 013 Possessi. sae. or use of
eangou. orug or marquana

D 0 M~ MAlaWioS MOaclae 031 k0 hmunnine alleyfma home 010 L Owakm n ereage D
D 03 c. Diafurhan inie Peae 030 t1 Tmeawqm at huntimig viwlo 0 0 M. E£ieem Unriig

CI 0 d. ossoirdefy conduct 03 0 ii. lsge poogeion o eas 0 0 V. Canilfng to ofanauency of
mew

O3 E" 0 Vagrancy. 0 0 n. Vandoa 0 0 w. Mouse of iwengcauon

00 IsadChock 00 4 hlel 00 LS OOfOE
0 0 g. Failure to Per aiamoey or da 0 0' Sh3 . 0 0 Y. inoecent a ease

0 0 h. Nat and Run 031 0 t W.Ueil" ani ean"" 03 0 L Othe low weow ional

1 03 L Moving Trafic Vxftlion 0 0 r. ,aaus

Inierviewers Comments

FOR OFFICIAL USE ONLY(Whenfilled in)
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C.C

13. Have you ever?

Q (3 seen taalaU or taken to powe station C aO mi.empted or conlsier~ed suicide

O0 El b. Seen summoned to appear in court .1 D 0 b. ean mentally or Physically &buged

0 0 c. Been involved in a lawsuit *a 03 ;Ian rgnant or Caused a pregnancy whale not
f ~married

o 0 . Had protiiemfa with creditors 0 0 tn. Had a hoMOaeauat eAP00ienC& since sixteenth
pinhosy

03 . S. had drives license suspended ot revogied 0 03 r. Undergone treatment of counseeng lot, problems

O0 t . had trouote, woth supennsofs. 0 03 0. Had tranouiaerL. Uamutantls or depreasants
presacied for you

C3( 0 Had trouble with co-workiers 0 0 o. Traveled or resided outwic the United States

C 0 h. Owl a o Withiout notice 03 0 4. Suvocifld the violient overthrow ot tne Government

3 (3 k Been tired or dismissedc 9rm any ,ob 0 0 r. Suppof denial of rignis to any group or individul

- nierviewitrs Comments

14 Do you flarl'

V"fto NO fte

o3 0 a. Any debts 0) 03 b. Any colvesoondefte with toreOign nationals

O0 (3 b. Any frienda or ralataves who are not US citizens 03 03 Any buswse interests ae inveatments in a foreign
country or company

C3 0 C. Any frends of reatives in foreign COuntries 0 0 1. Any money, in foreigni bank&

*Interviewers Comments

FOR OFFICIAL USE ONLY (Wh7en filled in)



PART VI. EDUCATIONAL HISTORY __________ _____________

HIGH SCHOOL COLLEGE OR TECH SCHOOL 20. What educational g0alS have YOU &et for
yourself?-

15. Typeofprogramot
major

16S. Graduated Dyes 0 No a yes 0 No

I7. If you did not
graduate. why did you
leave school?
IS. Have youiever had
any disciplinary action -

taken against you?
I'Su*peDoPI. tc.)

19. How CIO you
finance your education?

Interviewers Cornments

PART VII. INTERVIEWEE STATEMENT

(For signatruie by the interviewer at the conclusion of the Personal interview)

In connection with my consideration for sensitive duties with the US Army. 1,
___________________have been informed of the authoriO/ for this interview under the Privacy Act of 1974.

and the voluntary nature of my participation in the interview. If criminal activities were disclosed during the
interview, I was advised of my legal rights under the Constitution of the United States and the Uniform Code of
Military Justice. Ifl requested it, a copy of the Privacy Act Advisement for this inte'rview has been given to me for my
retention.

The information on this form is given voluntarily to be used in conjunction with my processing for possible future
assignment

I understand that any information I give may be placed in my security files, whether or not I am selected for
sensitive duties, and may be used in the future, along with an appropriate investigation, for determining my
eligibility for a security clearance, military assignments or continued military service.

I have examined this form and the interviewers comments thtereon. The information I provided is accurately
described by the interviewer. d

Date: ________Signature: a SN. ________________

Interviewer

FOR OFFICIAL USE ONLY (W'ienfiltcd in)
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SECTION D- BACKGROUND INVESTIGATION (BI)
2-11 Introduction. A BI is the minimum investigative requirement for the
granting of a TOP SECRET clearance or for participation in certain programs.

The BI Is an inquiry Into the activities of an Individual and is designed to
develop information on which to base decisions regarding access authorization
and sensitive program participation, which are clearly consistent with the
Interests of national security. Inquiry is made into pertinent facts bearing
on the loyalty, trustworthiness, and suitability of the SUBJECT. A
traditional BI shall be conducted when required by special programs and when
investigative limitations prohibit the completion of an 131. A BI is
conducted in two formats

a. BI. The traditional BI is a combination of record checks and
interviews in the public community where the SUBJECT was employed, educatid

-. or resided. The SUBJECT is normally interviewed only vhe, an investigation
raises an issue.

b. TBI.

(1) During 1981, the II was introduced. The IBI principally
relied on developing information from an interview of the SUBJECT, and,
secondarily, from local agency checks, NAC's and credit checks. Since the
last three elements were common to the 31 and IB!, the IBI was said to be a
matter of substituting a SUBJECT INTERVIEW (SI) and selective records checks
and interviews for the traditional records and intervievs at the SUBJECT's
places of employment and education.

(2) On July 1, 1983, the scope of the 131 was expanded or enhanced
to routinely include interviews of developed character references and
employment references.

(3) Generally, the IBI is the principal means of investigation
when a TOP SECRET clearance is required or when DoD directives call for a
"BI.' However, in special cases, or when the SUBJECT is aboard a deployed
ship or in a remote location and not available for Interview, the traditional
BI will be conducted. The IB Is further described in section E of this
chapter and in chapter 5.

2-12 Minimum Investigative Requirements (BI). The period of Investigation
covers the last 5 years of the SUBJECT's life or from the date of the
SUBJECT's 18th birthday, whichever is the shorter period, provided it covers
the last 2 lull years of SUBJECT's life, but does not precede the 16th
birthday. In addition to a valid NAC, the following elements represent the
minimum investigative requirements.

a. Birth. Requesters are required to verify date and place of birth on
all U.S. native born SUBJECTS. DIS will review official birth records only
on specific request or when the investigation discloses discrepant birth
Information.

b. Citizenship. Requesters are required to verify the U.S. citizenship
status of all SUBJECTS claiming such status. DIS will verify the U.S.
citizenship status only on specific request or when the investigation dis-
closes discrepant citizenship information. For non-U.S. Citizen SUBJECTS,
DIS will determine current citizenship and legal status in the U.S.
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c. Education. DIS will verify all full-time education during the
period of investigation to include attendance at the last secondary school.
Verification of secondary schools may be done through transcript review if
there was attendance at an institution of higher learning. (The determining
factor for ascertaining whether any particular education is full-time is the
nature of the coincidental employment, if any.) Exceptions to the above, in
the absence of specific issues, are:

(1) Primary schools

(2) Foreign schools

(3) Military academies (unless SUBJECT did not graduate)

(4) Correspondence schools

(5) Schools attended for the purpose of obtaining a general
equivalency diploma (G.E.D.)

(6) Other federal, military schools, academies (for example,
Executive Seminar Center and NCO Academy), and similar centers for training
in conjunction with and for employment.

d. Education References. References from places of education will only
be interviewed when there is unfavorable information to resolve, or when a
letter of inquiry provides insufficient information. In those instances, the
special agent shall conduct a minimum of two education references interviews
(EDUC-I's).

e. Employment. DIS will verify all periods of employment during the (
period of investigation except as indicated below:

(1) military employment, when the requester indicates that such
employment has been verified with favorable results; or

(2) federal employment, when the requester indicates that such
employment has been verified with favorable results.

DIS will also determine SUBJECT's activities and means of support for each
period of unemployment in excess of 30 days.

f. Employment References. The special agent shall conduct employment
reference interviews (EP-I's) of the SUBJECT's supervisor and a co-worker at
each place of employment, during the period of investigation, except as
indicated below.

(1) Temporary (4 months or less), seasonal, holiday, Christmas or
part-time employment are unnecessary unless there are unfavorable issues to
resolve,

(2) Current federal and military service SUBJECTS must be located
at their current duty locations for at least 6 months; otherwise, attempt to
interview a supervisor and a co-worker at SUBJECT's next prior duty location
which was for a period of six months or more. Do not attempt to interview
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employment references if SUBJECT is aboard ship at sea, or at other places of
prior federal employment verified by records.

(3) In the case of SUIJECT's who are former federal employees.

references will be obtained at the last 1 lace of federal em loyment which was
for a period of 6 months or more.

g. References. DIS will interview a minimum of three developed
character references whose combined association with SUBJECT covers the
entire period of the investigation.

h. Credit. DIS will conduct credit bureau checks covering all areas of
SUBJECT's residence, employment, and schooling for 6 months or more on a
cumulative basis, subsequent to the SUBJECT's 18th birthday, during the
period of investigation, in the 50 states, District of Columbia, and Puerto
Rico.

I. Local Agency Checks. DIS will conduct local agency checks covering
all areas of SUBJECT's residence, employment, and schooling (Including duty
stations and homeportR, in the 50 states, the District of Columbia, and
Puerto Rico) for 6 months or more on a cumulative basis during the period of
investigation. Local agency checks will be conducted overseas for
alien/immigrant alien SUBJECTS and on other SUBJECTS who were in such areas
in a private capacity.

J. Other. When the facts of the case warrant, additional investigative
elements (for example, neighborhood investigations, medical records checks,
foreign travel, foreign connectlons, and membership in organizations) may be
requirea.

2-13 Updating Previous Investigation to BI Standards. If the SUBJECT is a
participant in one of the programs listed below, the period of investigation
is the most recent 5 years (10 years for NATO cases) or since the prior
inves,:igation, whichever is the shorter period using the scope detailed for a
BI or IBI, as appropriate. (Developed references who were previously inter-
viewed will be reinterviewed only when other developed references are
unavailable.)

a. NATO. Military and civil service employees whose previous investi-
gations were completed more than 5 years prior to their appointments to NATO,
and non-DoD employees whose previous investigations were completed more than
9 months before their appointments require new investigations.

b. Nuclear Weapon Personnel Reliability Program. Military, government
civilian, and industrial personnel whose previous investigations were
completed more than 5 years prior to their present appointments require new
investigations.

2-14 Additional or Special Investigative Requirements. In certain programs,
or for certain categories of personnel, the BI serves as a basic investiga-
tive requirement, but there are special or additional requirements as
indicated below.
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a. Imigrant Alien. The period of investigation covers the last 10
years of the SUBJECT's life or from the date of the SUBJECT's 18th birthday,

vhichever period is the shorter period, provided it covers at least the last
five full years of SUBJECT's life (but does not precede the 16th birthday).
In addition, the investigation vill include (as one of the initial leads) an

IBI SUBJECT INTERVIEW (IBI SI) as described in chapter 5 of this manual,

which includes the specialized questions on allegiance and background

described elsewhere under the section on SI's.

b. NAT0. The perio of investigation covers the last 10 years of the
SUBJECT's life or from the date of the SJECT's 18th birthday, whichever is

.the shorter period, provided it covers at least the last 2 full years of

SUBJECT's life (but does not precede the 36th birthday).

c. Presidential Support (Category 2 Persoanel2. The investigation must
include a review of INS files or State Department checks on derivative
citizenship (and In some cases DCII, FBI-IQ, and CIA) on members of the
SUBJECT's Immediate family (see paragraph 2-20 a.(2)) when they are 18 years
of age or older and foreign born (provided their U.S. citizenship vas not
verified during a prior Investigation).

d. Foreign Nationals. The investigation of foreign nationals, such as
Filipino Nationals who are members of the U.S. Navy, includes a 3-year
traditional scope, 15-year LAC coverage, and the 131 $1. This also includes
foreign nationals employed overseas by the lad Cross or the United Service
Organizations, Inc. (USO).

SECTION E- INTERVIEW ORIENTED BACKGROUND INVESf "WO (1
2-15 General. The 131 is the principal type of investIgation conducted when
a person needs a TOP SECRET clearance or is to be assigned to a position
requiring a background investigation. The Interview-Oriented Background
Investigation SUBJECT INTERVIEW (IBI ST) is a tborough n-depth Interview of
the SUBJECT covering all aspects of the SUBJECT's background. The interview
includes a review of the SUBJECT's SPI or PSQ, as well as several direct
questions on suitability topics. The purpose of the interview is to elicits
detailed pertinent personnel security information from the SUBJECT. Since no
source has more knowledge of the SUBJECT, the IBI SI permits focusing on
issues more quickly than the traditional BI. The BI SI is an integral part
of the IBI and the PR. In addition to an in-depth SI, the II1 includes An
NAC, local agency checks (LAC'.), credit checks, the interview of three

developed character references (DCR's), three employment references with
employment records checks, plus select scoping as required to resolve
unfavorable or questionable information.

2-16 Operational Case Management. While the IBI replaces the traditional BI
in most cases, PIC will specify on the ALS whether the case will be condicted
under IBI criteria or traditional BI criteria. Cenerally, the IBI will not
be scoped by PIC when one of the foliowing conditions exists, or In other
cases approved by V0100.

a. SUBJECT is a YAN KEE HILL .ipplicant, Is to have access to SCI or
Single Integrated Operational Plan (SLOP) Extremely Sensitive Information
(ESI), or is assigned to some other project for which an SBI is required.
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b. SUBJECT 1.s aboard a deployed ship or in some remote area vhich would

cause the SI to be excessively delayed.

c. SUBJECT is in an overseas area handled by the State Department.

d. SUBJECT is in Canada which is handled by the FBI

e. SUBJECT is a civilian employee of the U.S. Government. in vhich case
a traditional BI (see paragraph 2-12) is conducted.

f. SUBJECT or spouse has relatives or has resided In a designated
country (Hostage Investigation).

2-17 IBl Minimum Investigative Requirements. The period of Investigation
for the IBI is the same as for a 51 (see- paragraph 2-12). Additional or
special investigative requirements for Iigrsant Alien, NATO, and Presiden-
tial Support cases -re Identified In paragraph 2-14.

a. Scope. At the outset, IC wiii scope the ST, NAC's, LAC's credit,
three DCr'sthree employment references mid records checks, and any select
scoping which is i mediately Identifiable. The scope of lea&s for WAC's,
LAC's and credit checks is the same as for a 51 and were previously described
in this chapter. The scope of the $1 is not limited to a particular period
of time and will be accomplished accordingly. If appropriate, PIC will
furnish a copy or susary of petinet prior file data to field elements. 'In
some instances, PIC will direct the 51 be bld In abeyance until a prior file
is received. However. PTC will scpe MAC. credit, and other leads s
appropriate, on all cases awaIting prior file@.

b. SUBJECT Interview. This is the principal component of an rII. A
full description and procedures for this intessive in-depth $I are set forth
in chapter 5. In some instances an Issue will arise after the primary SI and
a secondary intervIew will be conducted. Interv ews .in the letter category
are normally "issue" interviews which are described fully in section D,
chapter 5. The IB! ST will be reported in a narrative format and details are
set forth in paragraph 5-29.

c. Employment Records. Employ ent records will be checked at all
places where employment references are Interviewed with the exception of
current military employment when the requester Indicates that such employmet
has been verified with favorable results. Recortds need be checked only when
they are locally available. unless unfavorable information has been detected.
It may then be necessary to generate add or lateral leads to effect
employment record checks.

d. Employment Reference Coverage. A inimium of three references,
either supervisors or co-vorkers, who have knowledge of SUBJECT s activities
in the work environment rill be interviewed. At least one employment
reference at the current place of employment will always be Interviewed with
the exception of an individual attending military basic training, or other
military training schools lasting less than 90 days. However, if SUBJECT has
only been at the current employment for less than 6 months it will be
necessary to go not only to his current exployment, (for example, for one
employment reference) but also t ,. preceeding employment of at least 6
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months for additional employment references. I! SUBJEC has not had prior
employment of at least 6 months, interview(s) -till be conducted at the most
recent short term employment in addition to the current employment. It will
be the responsibility of the case :.ontroller to evaluate each case and
determine at vbich location employment references v17.1 be obtained.

* e. DCR and LCR's. DIS will Interview a minimum of three developed
character references who". combined association with SUBJEC covers the
entire period of Investigation. Do not obtain an DCR's at SUBJECT's place
of employment, uls, these references have an association, or substantial
knowledge of SUBJECT'a activities, outside the work environment. Such

. expanded association must be Included In the report of investigation CR0!).
If coverage cannot be obtained through the DCR's, listed character references
(LCR's) will be contacted to obtain coverage.

f. Unfavorable Information. Unfavorable Information developed by the
field element will be expanded. If appropriate. a lateral lead will be
dispatched, unless the proposed lead io duplicative of ongoing action
elsewhere. Leads which may be duplicative should be resolved through prompt
coordination with the PIC case controller.

g. Selec!t Sc inj. This elemnt is a "select" pursuit of those leads
which* are Zs~th kly to clarify, ezpead on or resolve Investigative matters
obtained during the conduct of other investigative elements. Select scoping
is fully covered in chapter 5. paragrapb 5-33.

2-18 Additional or Special Investigative Reaquiremts

a. NATO. NAT cases Investigated In the 131 method will be modified hi
the conduct of LACs for the last 10 years of SULTECT's life or from the date
of the SUMJCT's 18th birthday, whichever is the shorter period, provided It
covers at least the last 2 full years of SUBJEC's life (but does not precede
the 16th birthday).

b. Presidential Support (Category 2 fersornel). 131'a on this category
must include review of INS files or State Department checks on derivative
citizenship (and in some cases DCUI, FBI-SQ. and CIA) on members of SUBJEC's
iunediate family (see paragraph 2-20ao,(2)) when they are IS years or older
and foreign born (provided their U.S. citizenship was not verified during a
prior investigation).

C. Foreign Nationals The investigation of foreign nationals, such as
Filipino Nationals who are members of the U.S. Navy, Includes a 3 year
traditional scope. 15-year LAC coverage, and the IBI SI. This also includes
foreign nationals emplo~ed overseas by the Red Cross or the United Service
Organizations, Inc. (USO).

d. Other. other traditional BI's with special requirements may, as
conditions warrant, be scoped for an 131 SI.

SECTION F - SPECIAL BACUGROUND INVESTIGATiON (SB!)

2-19 Introduction. A Special Background Investigation (SBI) is the minimum
investigative requirement for access to SCI or for participation in certain
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other sensitive programs. The SBI is an inquiry into the activities of an
individual (who has been nominated for participation in a special program)
which is designed to meet the investigative requirements of the Director of
Central Intelligence Directive (DCID) 1/14, "Minimum Personnel Security
Standards and Procedures Governing Eligibility for Access to Sensitive
Compartmented Information," September 1, 1983, DoD Instruction 5220.28,
"Application of Special Eligibility and Clearance Requirements in the
SIOP-ESI Program for Contractor Employees," March 8, 1978, DoD Directive
5210.55, "Selection of DoD Military and Civilian Personnel and Contractor
Employees for Assignment to Presidential Support Activities," July 6, 1977,
DoD 5200.2-R, or similar DoD issuances. The SBI consists of all components
of a traditional BI, plus specific additional investigative requirements.

2-20 Minimum Investigative Requirements. The period of investigation for
SBI's covers the last 15 years of the SUBJECT's life or from the date of the
18th birthday, whichever is the shorter period, provided that the period
covers at least the last 2 full years (but does not precede the 16tb
birthday).

a. NAC. In addition to a valid NAC on the SUBJECT, the following
requirements apply.

(1) Conduct a DCII, an FBI/ID name check only, and s FBI/HQ check
on SUBJECT's current spouse or cohabitant. Any arrest disclosed by these
checks must be carefully evaluated in terms of how It would affect SUBJECT's
suitability for a position of trust. If it may affect SUBJECT's suitability,
then reasonable investigative efforcs, for example, details and disposition,
must be accomplished to determine the extent of influence on SUBJECT. In
addition, conduct such other national agency checks as deemed appropriate
based on information on SUBJECT's SPH or PSQ.

(2) Conduct a check of FBI/HQ files on members of SUBJECT's
immediate family who are aliens in the U.S. or immigrant aliens when they are
18 years of age or older.

(3) Review the files of CIA on alien members of the SUBJECT's
immediate family who are 18 years or older, regardless of whether or not
these persons reside in the U.S.

(4) Review INS or State Department files on members of the
SUBJECT's immediate family when they are 18 years of age or older and are
foreign born (unless the U.S. Citizenship status of any of these individuals
was verified during a prior Investigation).

b. Birth. Requesters are required to verify date and place of birth on
all native born SUBJECTS. DIS will review official birth records only on
specific request or when the investigation discloses discrepant birth infor-
mation.

c. Citizenship. Requesters are required to verify the U.S. citizenship
status of all SUBJECTS claiming such status. DIS will verify the SUBJECT's
U.S. citizenship only on specific request or when the investigation discloses
discrepant citizenship information. DIS will also verify the citizenship
status of all foreign-born members of the SUBJECT's immediate family.
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Additionally, when the investigation indicates that a member of the SUBJECT's
imsdiate family has not obtained U.S. citizenship after having been eligible
for a considerable period of time, an attempt should be made to determine the
reasons.

d. Education. DIS will verify all attendance at institutions of higher
learning in the U.S., within the last 15. years, if such attendance was not
verified during a prior investigation. Attempts will be made to review
records at overseas educational institutions when the SUBJECT resided over-
seas in excess of 1 year. Also, DIS will verify attendance at the last
secondary school attended within the past 10 years if there was no attendance
at an institution of higher learning within the period of investigation.
Verification of attendance at military academies is only required when the
SUBJECT failed to graduate.

e. Education References. References from places of education will only
be interviewed when there is unfavorable information to resolve or letter of
inquiry provides insufficient information. In these instances, the special
agent shall conduct a minimum of two education reference interviews.

f. Employment. DIS will verify all employments in the U.S. that
occurred during the period of Investigation with the exception of military
and federal employment when the requester indicates such employment has been
verified with favorable results. Attempts will be made to review records at
overseas employments when the SUBJECT resided overseas in excess of 1 year.
Additionally, DIS will determine SUBJECT's activities and means of support
for each period of unemployment in excess of 30 days.

g. Employment References. DIS will interview a supervisor and a
co-worker at each place of employment in the U.S. during the most recent 10
years of the period of investigation, except as indicated below.

(1) Current federal and military service SUBJECTS must be located
at their present duty location for at least 6 months; otherwise, attempt to
interview a supervisoi and a co-worker at the SUBJECT's next prior duty
location, which was for a period of 6 months or more. In the case of
SUBJECTS who are former federal employees, references will be obtained at the
last place of federal employment which was for a period of 6 months or more.

(2) The SUBJECTS assigned to ships at sea.

h. References. DIS will interview three developed character references
whose combined association provides a continuity to the extent practicable,
of the SUBJECT's activities and behavioral patterns over the past 15 years,
or during the period of investigation, whichever is shorter.

i. Neighborhood Investigations. DIS will conduct a neighborhood
investigation (NI) to verify the SUBJECT's present address and each residence
in the U.S. and/or Puerto Rico, as appropriate, where SUBJECT has resided for
a period of 6 months or more on a cumulative basis, during the past 5 years
or during the period of investigation, whichever is shorter. An NI in a
Bachelor Officers Quarters (BOQ) or Bachelor Enlisted Quarters (BEQ) need be
conducted only if it is the current residence and SUBJECT has resided there
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for 6 months or more. Former BOQ and BEQ residences do not require a
neighborhood investigation. During each NI attempt to interview two
neighbors who can verify the SUBJECT's specific period of residence at each
address and who are sufficiently acquainted with the SUBJECT to cowment on
his or her suitability for a position of trust. Expand NI's beyond this 5
year period only when there is unfavorable information to resolve. When the
investigation has disclosed that the SUBJECT made an extensive number of
residential moves in a short period of time, attempt to determine the reasons
therefor. In those cases when there is less than 50 percent coverage of the
past 5 years, appropriate inquiries will be made to determine the signifi-
cance of the frequent residential changes. NI's will not be conducted
overseas and aboard ship; these residences will be verified through interview
of references developed in the 50 states, the District of Columbia, and/or
Puerto Rico, as appropriate, or the references listed on the PSQ as being
able to verify such.

J. Credit. DIS will conduct credit bureau checks covering all areas of
SUBJECT's residence, employment, and schooling for 6 months or more, on a
cumulative basis, subsequent to the SUBJECT's 18th birthday, during the
period of investigation or for the most recent 7 years, whichever is the
shorter period, in the 50 states, District of Columbia, and Puerto Rico.

k. Local Agency Checks. DIS will conduct LAC's on SUBJECTS at all
places of residence, employment, and education (including duty stations
and/or home ports), in the 50 states, the District of Columbia, and Puerto
Rico during the past 15 years or during the period of investigation,
whichever is shorter. Additionally, when a SUBJECT has worked or lived
outside the U.S. under the auspices of the U.S. government continuously for
over one year, or in excess of 90 days in a private capacity, the investiga-
tion will be expanded to cover fully this period in his or her life through
the use of record sources as may be available in the foreign country(ies) in
which the SUBJECT resided.

1. When the facts of the case-, warrant, additional investigative
elements (for example, investigations of foreign travel and connections,
membership in organizations, divorce, military service, and medical records
checks) may be required.

2-21 Updating Previous Investigation to SRI Standards. If the previous
investigation does not substantially meet the minimum standards of an SBI or
if 'it is more than 5 years old, a current investigation is required but may
be limited to that necessary to bring the individual's files up-to-date, in
accordance with the investigative requirements of an SBI. References
previously interviewed may be reinterviewed if they still know the SUBJECT as
well; if not, efforts shall be made to locate new references who can cover
the period of investigation.

SECTION G - PERIODIC REINVESTIGATION

2-22 Introduction. A periodic reinvestigation (PR) is required on indivi-
duals participating in specific programs or requiring access above the SECRET
level. The period of investigation for the PR covers the last 5 years. The
PR investigative requirements set forth in the next paragraph are applicable
to PR's for the following special programs or access:
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(1) TOP SECRET (TS)

(2) Sensitive Compartmented Information (SCI)

(3) Single Integrated Operational Plan - Extremely Sensitive
Information (SIOP-ESI)

(4) White House/Presidential Support

(5) Yankee Fire

(6) Contractor CONSEC Positions

(a) COMSEC Custodian or Alternate Custodian

(b) Facility Security Officer/Supervisor (FSO)

(7) Personnel Reliability Program (only when TS, SCI, or SIOP-ESI
is involved).

(8) NATO staff positions

2-23 Minimum Investigative Requirements. A PR includes the following
minimum scope.

a. NAC. A valid NAC on the SUBJECT will be conducted in all cases.
Additionally, for positions requiring SCI access, checks of DCII. FBI/HQ,
FBI/ID name check only, and other agencies deemed appropriate, will be
conducted on the SUBJECT's current spouse or cohabitant, if not previously
conducted. Additionally, NACs vili be conducted on Immediate family members
who are 18 years of age or older, and imediate family members who are aliens
and/or im-migrant aliens, if not previously accomplished (reference paragraph
2-20a).

b. Credit. DIS will conduct credit checks covering all places where
the SUBJECT resided for 6 months or more, on a cumulative basis, during the
period of investigation, in the 50 States, District of Columbia, and Puerto
Rico.

c. Subject Interview. DIS will conduct an IBI SI in accordance with
the procedures and guidelines set forth in chapter 5 of this manual. The
inteview should cover the entire period of time since the last investiga-
tion, not just the last 5-year period. Significant information disclosed
during the interview, which has been satisfactorily covered during a previous
investigation, need not be explored again unless additional relevant
information warrants further coverage. An IBI SI is not required if one of
the following conditions exists.

(1) The SUBJECT is aboard a deployed ship or in some remote area
which would cause the interview to be excessively delayed.

(2) The SUBJECT is in an overseas location serviced by the State
Department or the FBI.
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d. Employment. DIS will verify current employment. Military and
federal service records will not routinely be checked, if previously checked

by the requester when the PR was originally submitted. Also, employment

records will be checked wherever employment interviews are conducted.

Records need be checked only when they are locally available, unless

unfavorable information has been detected. It may then be necessary to

generate add or lateral leads to effect employment record checks.

e. Employment References. DIS will interview 2 supervisors or
co-workers at the most recent place of employment or duty station of 6 months

or more. If the current employment is less than 6 months, employment

reference interviews will be conducted at the next prior place of employment,

which was at least a 6-month duration (EMP-I's).

f. Developed Character References. DIS will interview two developed

character references who are knowledgeable of the SUBJECT. Developed

character references (DCR's) who were previously interviewed will only be

reinterviewed when other developed references are not available.

g. Local Agency Checks. DIS will conduct local agency checks (LAC's)
on the SUBJECT at all places of residence, employment, and education during
the period of investigation, regardless of duration, including overseas
locations.

h. Select Scoping. When the facts of the case warrant, additional

select scoping will be accomplished, as necessary, to fully develop or

resolve an issue.

SECTION H- POSTADJUDICATION INVESTIGATION,

2-24 Introduction. DIS has investigative jurisdiction over personnel

security issues which arise after a previous personnel 3ecurity investigation

has been adjudicated, such as, postadjudication investigations. (These

investigations are also referred to as special investigative inquiries and
"complaint" cases.) DISCO postadjudicative cases are normally marked as Red
Flag or Code Red. Cases marked as Red Flag are predicated on information of

such a serious nature that DISCO may initiate action to suspend SUBJECT's

clearance. Code Red consists of all other DISCO postadjudicative cases.
Most requests for postadjudication investigations will be mailed by

requesters directly to PIC. Additional or amplifying procedures for these
cAses are not required, since they are PSI's (albeit priority cases), and

these requests will be processed at PIC with leads dispatched to the field,

in accordance with existing procedures. There might, however, be instances
when the requester will have an urgent need for a postadjudication
investigation, in which case communication between requester and PIC by mail

is impractical. In such cases, the requester may deliver the requesting
document (DD Form 1879) directly to the local DIS field element, or make an

oral request to the DIS field element with DD Form 1879 to follow. DIS field

elements must respond immediately to these direct requests for postadjudi-
cation investigations (see paragraph 2-27).

2-25 Definition. A postadjudication investigation is a PSI predicated on
new, adverse, or questionable security, suitability, or hostage information,
which arises subsequent to adjudicative action and requires the application
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of investigative procedures to determine a DoD-affiliated person's
eligibility for access to classified information, assignment to or retention
in sensitive duties, or other designated duties requiring such investigation.
Note that the criteria specifies the issue occurred after the previous
investigation was adjudicated, irrespective of whether the adjudication was
favorable or unfavorable.

2-26 Jurisdiction. Since DIS, as set forth in DoD Directive 5105.42 (see
enclosure 1), is charged with responsibility for conducting all DoD PSI's,
DIS jurisdiction extends to postadjudication investigations of subversive
affiliations, suitability information, and hostage situations, when such
inquiries are required for personnel security purposes; when the alleged
subversive affiliation, or suitability issue is a current violation of law
or, in the case of a hostage situation, there is an indication that the
person concerned is actually being pressured, coerced, or influenced by

interests harmful to the U.S., then the jurisdiction will rest with the
appropriate agency, such as the FBI, military investigative agency, or
civilian authorities, as set forth in chapter 8.

2-27 Investigative Requirements. DIS will conduct only those inquiries
necessary to resolve the issue(s). A request for investigation must be set
forth on a DD Form 1879 and accompanied by supporting documentation, if
available. On receipt of such a request by DIS, the issues and proposed
investigative leads will be identified, and a determination made as to
whether the proposed action is within DIS jurisdiction. If. the request is
received by a DIS field element, that element will telephonically notify the
Chief, Investigations Division, (D0620), PIC, who will examine the request
for conformity to DoD policy. The initial telephonic notification to the PIC
will contain as a minimum:

a. full identification of the requester,

b. full identification of the SUBJECT,

c. a discussion of the allegation and facts, and

d. recommended leads.

Based on the information provided, PIC will review the prior file and advise
the field unit if there is a reason for a change in the course of action.
The lattev may include the dispatch of leads telephonically (with ALS to
follow) or the advising of the requester as to the reasons for declination.

SECTION I - LIMITED ACCESS AUTHORIZATIONS i

2-28 Introduction. Limited Access Authorization (LAA) is a level of access
to classified defense infotmation which may be granted to an alien outside
the U.S. under certain conditions, one of which is that a BI must have been
completed with satisfactory results. As with all PSI's, DIS has the
responsibility for controlling the investigation. Inasmuch as the great
majority of investigative effort will be accomplished overseas by the
military investigative agencies, they are given wide latitude in the opening,
scoping, conducting, and closing of LAA cases.
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5-27 Questioning of the SUBJECT. Basically, the process consists of asking
several brief, direct, questions on each topic, following by a summarizing
series of questions.

a. General (see subparagraphs b. through r.). Since many areas of
interest on the SF11 or PSQ are not, in themselves, suitability issues (for
example, employments and residences), a detailed response from the SUBJECT
about them is not needed. A detailed response often drifts from security
areas of interest. Thus, "tell me about your employment history" is not the
best question because it does not quickly focus on issues; whereas specific
questions can and do get to point, for example: "Have you ever been
fired?"... Did you ever resign in lieu of being firce?" Getting to the
point quickly is the philosophy behind the questions described in succeeding
paragraphs. Its success relies heavily on the thorough explanation given to
the SUBJECT (see paragraph 5-25). Each topical secticn of the interview is
subdivided into direct ani summarizing questions, as indicated as follows in
s,,bparagraphs b. through Y.

(1) Direct Questions. Normally, all the direct questions listed
will be asked. The questions are sufficiently representative of the topic,
without being repetitive, and will usually cover the topics from enough
angles so that the SUBJECT, if honest, will not inadvertently omit the
information sought. Where the SUBJECT responds with issue information,
appropriate questions are posed for the "who, what, when, where, why and
how," as called for in section E of this chapter.

(2) Summarizing Questions. After the direct questions on a
particular topic have been answered, the special agent may begin to ask the
SUBJECT summarizing questions. The vital difference between direct and
summarizing questions is that in the latter a "yes" or "no" is no longer
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asked for, as this has already been done with the direct questions. This is

simply a recapping with different words and asking for a "yes" answer.

Summarizing questions offer the SUBJECT a chance to change his or her

responses, vithout the questions taking on a harassing character that would
develop if too many "yes" or "no" type questi6ns were repeated. The

critical point in the summarizing questions is the significant deliberate

pause between questions to allow the SUBJECT an unhurried chance to think

and anever. A favorable IB1 SI will usually proceed from one topic to

another, although the SUBJECT may begin a narrative that covers many areas

of interest. If so, the agent shall let the SUBJECT talk, and interrupt

only to develop an item, or to redirect the interview when the SUBJECT

strays into irrelevant matters.

b. Education.

(1) Direct Questions.

Are there any places of education you have not listed?

Have you ever been suspended or expelled from school?

Were you ever charged with any disciplinary offense while in
school?

Were you ever called before school authorities for
misconduct?

If we were to talk to school officials or review school
records, would we uncover any derogatory information regarding you?

(2) Summarizing Questions.

In other words, your behavior and conduct in a school
environment was totally okay ..... faculty and fellow students had no
complaints about you... and your school record is totally clear?

(3) Coimments.

Where educations, employments, and residences are concerned,
it is important not to lose sight of why the questions are asked. None of
these are of security significance by themselves. But they are places where
the SUBJECT had responsibilities to conform or perform, and was observed and
evaluated in a context nearly identical to security eligibility criteria.

c. Employment.

(1) Direct Questions.

Are there any employments you failed to list?

Have you ever been accused of dishonesty in connection with
any of your employments?

Have you ever had difficulties in your employments that

resulted in your being fired or asked to resign?
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Did you ever leave an employment to avoid being fired or
disciplined?

If we talk to any of your former employers, would any of them

have anything bad to say about you?

Have you ever been in the military service?

What kind of discharge did'you get?

(2) Summarizing Questions.

In other words, you have never had any problems at any
employments.., you have never had to leave any employments under adverse
circumstances.., your employers would not have anything bad to say about
you... you have been a good employee?

d. Residence.

(1) Direct Questions.

Were you ever evicted from any residence?

Did you ever have any problems with landlords or neighbors?

Were any complaints made about you by neighbors to officials?

Have you ever been accused of failing to pay your rent or
keeping up with your mortgage payments?

Did you ever leave a residence owing money for utilities,
rents, damages, or any other items?

Did neighbors or landlords ever call the police because of
your behavior?

(2) Summarizing Questions.

In other words, your landlords and neighbors would consider
you a desirable tenant and neighbor... former neighbors would want you
back... and none would complain about how you paid your rent or mortgage?

e. Refocusing the Interview. After the places of education, employ-
ment, and residence are covered, it is useful to refocus the SUBJECT's
attention to the importance of t:uthfulness in the security clearance
process, and the adjudicator's use of the whole person concept. For
example:

So far we've covered a good deal of your background,
but before we go on, I'd like to briefly reiterate
some things I said earlier, just to be sure you
understand the process. As I said, our interest is
in your integrity, trustworthiness and loyalty.
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Honesty in this interview is a factor also. And bear
in mind, too, that anything which you may see in your
background as unfavorable, whether it pertains to
drinking, drugs, honesty, morals, or whatever, does
not mean the clearing authorities will make an
adverse decision on your clearance, since those
authorities will be looking at you as a whole person.
They will weigh the unfavorable information against
the favorable, taking your truthfulness into con-
sideration. Do you have any questions up to this
point?... Now, let's go on to the question on the
security form which pertains to your use of
alcohol..."

f. Use of Alcohol.

(1) Direct Questions.

First of all, do you drink?

At worst, what happens to your behavior when you drink?

Has drinking ever caused you to lose a job?... Has it created
any problems with supervisors or co-workers? At school?

Has your use of alcohol caused any financial or health
problems?

Have you ever been arrested, charged, or involved in any way
in any incident due to drinking?

Have you ever been charged with driving while intoxicated or
driving under the influence?

Have you ever had what people call a drinking problem?

(2) Summarizing Questions.

In other words, no one has complained to you or talked to you
about you: use of alcohol.... no one has ever suggested you receive
treatment or counseling.., and your use of alcohol has never caused an
embarrassing incident.... or one for which you could be blackmailed?

(3) Comments.

The questions focus on the SUBJECT's behavior or results of
drinking. They do not include "describe "our drinking habits," since such a
question permits a self-serving answer ':iuch as, "not much" or "not enough
to affect me"). Even if the SUBJECT should say exactly how many ounces he
or she drinks per day or at any one time period, i.. tells thc interviewer
nothing of whethez the SUBJECT becomes significantly unreliable as a result
of the drinking. If the SUBJECT's responses indicate a problem, full
details -uch as frequency, type, and nmount, as described in paragraph 5-38,
must be obtained.
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g. Drugs.

(1) Direct Questions.

One of the areas questioned by the SPH or PSQ has to do with
drugs, narcotics, and marijuana. What is your view or how do you stand on
use of these substances?

What exposure or experience have you had with these kinds of
things?

Have you ever been in places or at events where illegal
substances were being used?

With respect to legal substances, have you ever misused or
abused drugs prescribed for you or for others by a doctor?

(2) Summarizing Questions.

In other words, you abide by laws governing the use of drugs,
including marijuana.... you have never been intoxicated or under the
influence of these substances.... you have never used, bought, sold, or
distributed any drugs or illegal substances?.... Your associates and family
have never been involved with illegal substances?

(3) Comments.

If the SUBJECT's responses indicate drug involvement, full
details, as described in paragraph 5-39, must be obtained.

h. Mental Treatment.

(1) Direct Questions.

The SPH or PSQ asks about a history of mental or nervous dis-
orders and hospitalization to whfch you answered "no." Apart from disorders
referred to in that question, have you ever sought out psychological
counseling from any others, such as teachers, clergy, and school counselors?

Has anyone recommended you seek mental health counseling?

Was psychological counseling or consultation ever a
requirement following any incident at work... at school.... or after an
arrest?

(2) Summarizing Questions.

In other words, there have been no periods of mental
instability or anxiety which affected your job.... your family life.... your
pers-inaiity? .... No cbnditions for which you considered seeking
treatment?. ... You have never had what is commonly called a nervous
breakdown or nervous condition?
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(3) Coments.

If the questions disclose mental treatment or counseling, the
remaining questions will be limited to determining when the treatment or
counseling took place, where and by whom. Releases thall be sought, but no
other questions shall be asked. Additional procedural guidance is in
paragraph 5-12.

If the SUBJECT reports mental or psychological problems or
instability, that fact becomes a PSI issue to resolve by investigation,
whether or not the SUBJECT received counseling or treatment for the problem.

The questions on mental treatment may elicit "marital
counseling." However, such counseling is not a proper investigative source,
nor is marital disharmony a proper PSI issue. Eligibility criteria (see
chapter 2) includes no reference to spouse relationships, marital
disharmony, or counseling. Sometimes, however, PSI issues such as drinking
or drugs may be the reason for the marital counseling. When this is the
case, pursue only those issues, even if it requires interviewing a marriage
counselor.

Thus, if the SUBJECT volunteers "marital counseling," or it
appears on the SPH or PSQ, the agent must ask the SUBJECT if the marital
counseling was sought because of a PSI issue. Simply ask the SUBJECT, "Was
the marital counseling due to drinking habits, drug use, financial irrespon-
sibility, immoral behavior, or psychiatric treatment for a mental
condition?" If the SUBJECT answers "no," no more questions will be asked,
and no medical releases will be requested. If the SUBJECT says "yes," then
proceed wfth questions appropriate to the identified issue, and request (
medical releases to obtain the relevant information which may be held by the
counselor.

The questions on mental treatment may also elicit "death
counseling," Such counselinF will not be rovuued unless there Is an indi-
cation that te death of the f mi1y Wsuerm of loved one has caused a
significant defect in the Sudsiest or reli-bility of the SUBJECT. When this
is the case, pursue only these issues, even if it requires interviewing the
counselor.

i. Moral Behavior.

(1) Direct Questions.

What do the vords "moral" and "moral behavior" mean to you?
Would you describe yourself in that context?

Has your moral behavior alvays been proper?

Has your present or past behavior put you in a position of
being subject to blackmail or pressure?

Has anyone ever accused you of improper behavior at any time?
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(2) Summarizing Questions.

In other words, there have been no incidents in your life in
which you behavior was immoral, embarrassing, or personally disgraceful....
there is nothing embarrassing or questionable that anyone could hold over
you?

(3) Comments.

If the SUBJECT asks what moral behavior is, the agent must

give an explanation. It vould be appropriate to say:

Moral behavior is a concept pertaining to your

conduct and actions. It covers ethical practices
whether they be technically illegal or not, such as
honesty, meeting obligations, the keeping of
confidences, or conformity to the law. It also
pertains to sexual conduct, including illegal acts
such as voyeurism, child molesting, violation of
obscenity statutes, or acts such as homosexuality or
promiscuity, which may or may not be technically
illegal in any given jurisdiction.

Matters pertaining to sex are not in themselves relevant to a security
determination, unless they are indicative of irresponsibility, are criminal
in nature, or they create a situation making the SUBJECT vulnerable to
blackmail. Thus, the agent will not ask specific questions about sex
unless:

(a) the SUBJECT introduces the matter or it has been
developed through other sources such as LAC, NAC or prior investigation;
and,

(b) questioning is necessary to determine the SUBJECT's
susceptibility to pressure or blackmail, or to explore criminality or
irresponsible behavior.

Apart from direct questions about sex, an agent must also avoid words or
phrases which by inference improperly introduce sexual matters into the
questioning. Examples df the kinds of things the agent must not ask about
are: dating habits, reasons for not getting married, whether the SUBJECT
has friends of the opposite sex, if the SUBJECT was ever a victim of a
sexual crime, and the degree to which the SUBJECT and spouse get along.

When a SUBJECT admits sexual misconduct or sexually deviant activity, see

paragraphs 4-10, 4-11, 4-12, and 5-40 for guidance.

J. Family and Associates.

(1) Direct Questions.

Who do you live with now?
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Apart from your family members, have you ever resided vith
another with whom a close relationship exists or has existed?

Have you ever been divorced? If so, in that process were (
there any complaints, or was the basis of the divorce your moral behavior,
drinking habits, drugs, mental stability, or personal activities which bear
on your integrity?

Do any family members or close friends have any problems or
involvement with drugs, alcohol, or criminal activities? If so, what impact
did or does it have on you? How were you involved? Were you previously

-involved?

(2) Summarizing Questions.

In other words, there is nothing about your family or
associates that you are ashamed of or you would like to keep secret.... and
you could not possibly be blackmailed for something they have done?

(3) Comments.

Remember, even though some of these questions may disclose
unfavorable information about the SUBJECT's family or associates, the PSI is
solely concerned with the SUBJECT and the factors which may influence the
SUBJECT's behavior or activities in a security context. If the SUBJECT's
spouse, for example, was trafficking drugs, the SUBJECT could be exposed to
considerable pressure over fear for the safety of the spouse. Similarly, a
SUBJECT living with a foreign national affiliated with a trade office of a
Communist country is more easily targeted by foreign intelligence than one
who has no such contact. Relevant information about a family member may be
developed at any stage of an interview; however, the agent's questions shall
be carefully phrased or explained, to show that the SUBJECT is the focus of
the investigation, and that DIS is not investigating family or friends.

The fact that the SUBJECT is cohabiting may be a point of embarrassment
which the SUBJECT is concealing from others; therefore, if the SUBJECT is
residing with another, he or she should be asked if there is a husband and
wife relationship, if it is commonly known, and, in this context, if the
relationship is a source of coercion. The agent should not imply that he or
she is making a moral judgment on the SUBJECT's cohabitation. Also, full
identification of the cohabitant, to include full name, DOB, and
citizenship, should be obtained, as inquiries on the cohabitant may be
necessary. If the SUBJECT questions the need for this data, he or she
should be advised that interest in the cohabitant is to the same extent that
data on a spouse is required.

A court record check is not routinely conducted for a divorce, annulment, or
legal separation, unless references indicate the grounds for such action may
include a suitability issue. Therefore, the agent shall ask the SUBJECT if
he or she was divorced or legally separated. If so, the agent shall inquire
if allegations were made duripg the proceedings about the SUBJECT's morals,
use of drugs or alcohol, finances, or emotional stability.

5-26



k. Foreign Connections.

(1) Direct Questions.

With respect to matters outside the United States, do you or
any of your relatives have any interests? .... Academic interests?...
Correspondence?.... Financial concerns?

Has anyone from a foreign country visited you here?

Have you received any correspondence from a foreign country,
-either solicited or unsolicited?

Do any of the commercial firms or employers with which you
may nov have or have had an obligation or close association have foreign
connections?

Do you deal with or know any citizens of Communist countries?

(2) Summarizing Questions.

In other words, you have had no contacts or relationships
outside the United States with either persons, businesses or
governments? .... You and your family members have no associations or
relationships here in the United States with aliens or with persons who have
close foreign personal or business ties?.... You don't have any contact with
persons from other countries?.... You don't associate with any citizens of
Communist countries?

(3) Comments.

A SUBJECT's foreign associations under the auspices of the
U.S. Government are not, in themselves, issues for a PSI. This foreign
association may, however, be expanded by the SUBJECT or the foreign national
into a personal association. For this reason, the fact that the foreign
association was initiated under government auspices does not eliminate it a3
a PSI matter to explore in the IBI SI. Once the questions have determined
there is no personal aspect to the SUBJECT's foreign association, and that
no personal approaches have been made to the SUBJECT from foreign nationals,
the questioning should go on to other matters.

Foreign connections include organizations and businesses, and their
representatives (whether people or other entities) to which the SUBJECT,
spouse, or cohabitant may have responsibilities or feel a sense of obliga-
tion. Where these connections exist, the interview should develop full
identification, address, relationship to the SUBJECT (or immediate family
member), and the degree and purpose of the affiliation (see chapter 3).
Hostage interviews, as described in paragraph 5-42, are always conducted if
the SUBJECT has a family member, or associate with whom there is a close
bond of affection or obligation, residing in a designated country. When the
spouse of a SUBJECT has a relative or associate in a designated country, the
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full line of questioning outlined in paragraph 5-42 shall be adapted to the
interview, as appropriate to the facts developed as the interview
progresses. (

1. Foreign Travel.

(1) Direct Questions.

Have you ever been outside the United States either as a
civilian or a member of the military? Have you been to any Communist-
controlled countries? To other foreign countries?

Have your immediate family members traveled to foreign
countries?

(2) Comments.

The dates (or approximations) of foreign travel shall be
obtained, but are less important than the purpose, places visited,
identities of companions, and the activities and contacts during the travel,
which may be indications of investigative issues. The questions should
determine if lasting contacts were made, and should encompass such items as
the SUBJECT's (or spouse's) problems with police or customs, evidence of
monitoring by the foreign country, embarrassing, or compromising incidents,
and the like. When travel to a Communist-controlled country is under the
auspices of the U.S. Government, these matters should still be explored for
possible issues.

m.- Financial Responsibility.

(1) Direct Questions.

What is your financial situation?

Do you have any creditorz who are claiming you are overdue on
any payments?

Have you ever had any accounts placed for collection? Have
you ever had any purchases voluntarily or involuntarily repossessed?

Have you ever issued any bad checks?

Have you ever filed for bankruptcy, or sought assistance or
counseling with respect to your financial obligations?

Do you go to places where gambling is available? If so, tell
me about your gambling habits.

Are you living within your means? Might others perceive you
as spending more than your income would permit?
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(2) Comments.

Many questions could be asked to develop the SUBJECT's financial

responsibility. Those listed above are sufficient to develop relevant

information without belaboring the point with many questions that are

essentially the same. These questions seek a general response rather than a

balance sheet of assets and liabilities. If the SUBJECT's responses

indicate that he or she is solvent, that is, the SUBJECT has no delinquent

debts, bad checks, civil judgments, has not been sued, has never filed for

bankruptcy, and is not behind in alimony payments, further questioning is

not necessary.

If the responses indicate some financial problems, the questioning must be

expanded, for example, to obtain a detailed account of all obligations and

to learn whether there are any circumstances beyond the SUBJECT's control,

which may account for indebtedness; if accounts are in the spouse's name

and, if so, the degree of the SUBJECT's responsibility for such accounts;

whether the SUBJECT has sought financial counseling or made special

arrangements with creditors; whether the SUBJECT has the ability to meet

current obligations; how the SUBJECT perceives this financial dilemma; and

could the SUBJECT be influenced or coerced to act irresponsibly because of

past or present financial difficulties. When identifying creditors in those

situations where there is an issue, the agent shall obtain the SUBJECT's

account number and the city where the account was opened or is managed. The

procedures in chapter 3 for obtaining releases under the Right to Financial

Privacy Act apply (also see paragraph 5-11). An adjudication of bankruptcy
does not eliminate financial responsibility as an issue, just as serving a
prison term does not negate the offense as an issue. When a SUBJECT reports

a bankruptcy, the agent shall determine why it occurred and whether the
causative factors remain, and expand the questioning as appropriate.

n. Organizations.

(1) Direct Questions.

Other than the organizations you listed, are there any
organizations where you were a volunteer worker, aide, or participant, or to

which you lend your name or devote any of your time or money?

Do you belong to any organizations that people might consider
Communist or subversive? Did you ever belong to any such organization?

Do you belong, or have you ever belonged, to any organization

that advocates the unlawful overthrow of the U.S. Government or denial of
constitutional rights?

(2) Comments.

When the SUBJECT's remarks raise questions or issues, bear in

mind that mere membership in an organization is not the issue, but rather
the knowing membership and specific intent to do harm, or to aid the
organization in such activity. When the nature of an organization is not
evident to the agent, appropriate questions shall be asked. These, however,
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should end when it is apparent that the organization has no security or
suitability significance. When there is some uncertainty or questionable
aspect to pursue, the substance of the questions in paragraph 5-44, tailored
to fit the situation, should also be posed to the SUBJECT, and expanded on
as necessary (see also chapter 3).

o. Loyalty.

(1) Direct Questions.

Where loyalty to the United States and conformity to the
Constitution are concerned, where do you stand?

Have you ever deliberately refused to obey a law for
ideological reasons?

Are there any laws which, if faced with a decision, you would
not comply with?

Where the Department of Defense is concerned, do you have any
reservations about compliance with regulations or policy?

Are you a conscientious objector? If so, would you tell me
what a conscientious objector is, as far as you are concerned? How do you
reconcile your views with your government work, especially with classified
material?

(where applicable) Have you registered under the Selective
Service System? If not, why not?

(2) Sunmarizing Questions.

In other words, you have no reservations about fully support-
ing the missions of the Department of Defense, whether the missions be
defensive or offensive in nature?

(3) Comments.

As set forth in chapter 4, a person whose personal opinion
differs from U.S. Government policy is not investigated. If, however, the
SUBJECT qualifies his or her responses to questions, the agent must ask
enough follow-up questions to distinguish between the SUBJECT's right to his
or her opinion and a refusal to adhere to laws, advocacy of violence, or
refusal to protect DoD interests (see paragraph 5-44).

p. Criminal History.

(1) Direct Questions.

Have you ever been investigated by the police or military
investigative authorities?

Have you ever been questioned by police?
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Have you ever been charged or arrested for a crime?

Have you ever engaged in criminal activity which has gone
undetected?

(2) Summarizing Questions.

In other words, you have had no contact with authorities in
police, law enforcement, or investigative units? .... No such contacts as a
juvenile? .... You have had no record expunged or sealed?.... You have never
had a law enforcement or judicial action postponed, lessened, or withdrawn

- on the basis of your performing some public service or your enlistment in
the military service?

(3) Comments.

The facts of an arrest and whether or not there was a convic-
tion or acquittal are sterile facts of limited value to the adjudicator. A
valid security assessment is dependent on full details of the event, such as
what the SUBJECT did and whether there were circumstances which mitigate or
aggravate the act from a security viewpoint. The SUBJECT's age, effects of
intoxicants, reparation, unusual stresses, and degree of participation, are
some of the factors by which the adjudicator measures the event against
security standards. A youthful SUBJECT may be asked the specific question
of whether he or she has a juvenile arrest record. In addition, the SUBJECT
may be asked if there has been any offenses which were expunged. If the
SUBJECT responds affirmatively to the question on juvenile or expunged
offenses, the agent may ask for details. However, if the SUBJECT states
that he or she was advised by legal authorities that it was not necessary to
report the matter, and objects to further questioning, no further questions
shall be asked; the issue will be pursued by a lead, if sufficient
information is available to do so, and state laws permit it.

q. Security.

(1) Direct Questions.

Have you ever been accused of improperly handling personal,
private, or classified information?

Would you, as a person with access to classified information,
. subjected to any pressure from family, friends, or associates to reveal

such information?

Are there any factors which would make it difficult for you

to hold classified information in complete trust?

(2) Sumarizing Questions.

In other words, no one would assess your security
reliability, or handling or protection of information as being loose?....
You would feel comfortable about your ability to hold a security clearance?
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r. Trust.

Would you tell me about those positions you have held or
applied for which involve trust, security clearances, bonded activities, or
handling of money?

Were you ever refused such a position?

Was a trust ever taken away from you? Were you ever denied a
security clearance?

5-28 Conclusion of the SUBJECT Interview.

(1) The following questions shall be asked at the end of the SI.

Considering all that has been said, do you have any mental
reservations about anything bearing on a security clearance?

Would you like to add to, further explain, or change any of
your responses to the questions that have been asked?

Do you feel comfortable now, and have you felt that way
during the course of this interview?

Please take a moment to look again at your SPH or PSQ.

Is there anything you would like to change or discuss?

-(2) These questions are, in essence, a restatement by the agent (
of the importance of honesty, an invitation for the SUBJECT to ask any
questions, and an offer for the SUBJECT to make any final coments,
corrections, or additions. Obviously, any reservations remaining in the
agent's mind should be disposed of. A statement shall be solicited, if
appropriate, or, if the SUBJECT declines to make a statement, the relevant
information shall be read back to the SUBJECT to ensure that the agent
understands what the SUBJECT said.

5-29 Reporting Requirements. The IBI SI paragraph as described in
subparagraphs below, includes the date and duration of the interview, and
includes favorable information as well as unfavorable or qualified
information in a specified sequence. The sequence of captions in an ROI
with an IBI SI will normally be the sequence shown in chapter 6.

a. Favorable Reports. Enclosure 22 is a sample of a favorable report.
Each agent should adapt his or her own words to this format. Briefly, this
ROI consists of the following.

(I) An Opening Paragraph. This shows whether the SUBJECT was
interviewed for an IBI or PR, the date and duration of the interview.
(Rarely will a variation from the sample be necessary). This paragraph
should also include a military SUBJECT's rank and place of assignment.
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MFPMM EXAMINATION AND ACCESSION FILE

File Description: Records of all individuals examined at
Military Enlistment Processing Stations
since July 1970. A subset file of
accessions Is extracted.

Frequency of Submission: Submitted monthly by the Military
Enlistment Processing Command.

Key Dates & Number of Cases: Data are stored in fiscal year files
starting with FY 1971. Approximately
1.5 million cases per fiscal year are on
total Transaction File. About 400,000
per year are Accessions. Examination
data prior to FY 76 are not complete.

Data Elements: Personal
Social Security Number, Name, County,
State, ZIP Code, Date of Birth,
Citizenship, Previous Military Service,
Education Level, Sex, Race, Marital
Status, Number of Dependents, AFQT
Scores, Test Scores, Religion.

MedJia
Physical Profile, Height, Weight, Blood
Pressure, Medical Failure, Waiver Code.

Administrat ive
MEPS Station, Branch of Service,
Recruiter Code, Date of Accession,
Category of Enlistment, Occupation,
Grade, Special Program Code (i.e.,
Bonus, Unit of Choice, etc.).
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ACTIVE DUTY MILITARY PAY FILE

File Description: Records of pay arid allowances for all
Individuals on active duty on or after
1 July 1982 except Reserves on active
duty less than 180 days.

Frequency of Submission: Submitted quarterly by the Military
Service Finance Centers.

Key Dates and Number of Cases: Data are stored starting 30 September
1983. Each submittlny period contains
records on about 2.2 million enlisted
and officer personnel.

Data Elements: Peonal

Social Security Number, Name, Service,
Sex, Marital Status, Legal State of
Residence.

Mi itary Exper lqn
Pay Entry &se Date, Active Duty Base
Date, Pay Grade, Date of Current Pay
Grade, ETS Date, Number of Days of Lost
Time (current quarter), and Unit
Identification Code.

Pay and AlIowances
Current Pay Status, Basic Pay, Hazardous
Duty Incentive Pays, Enlistment and
Selective Reenlistment Bonuses, Aviation
Career Incentive Pay, special pays for
Medical Officers, Basic Allowance for
Quarters, Variable Housing Allowance,
Overseas COLA, and Rent-Plus
Allowances. Overseas Housing Allowance
(OHA).
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ENLISTED/OFFI ER MASTER FILE

File Description: The Inventory of personnel on active
duty (excluding those on active duty for
training) at end of each calendar
quarter.

Frequency of Submission: Submitted quarterly by the Services.

Kei Iates and Number of Casest Data are stored for both enlisted and
o.fflcer personnel starting 30 June 1971
and every six months thereafter until
30 June 1975, when data are stored
quarterly. Each submission contains
records on about 1.7 to 2.3 million
enlisted personnel and 270,000 to
370,000 officers.

Data Elements: Personal

Social Security Number, Education Level,
AFQT Percentile Score, Date of Birth,
Service, Race, Ethnic Group, Marital
Status, Number of Dependents, Sex, Home
of Record.

Mil itary Experience
Months of Service, DoD Primary and Duty
Occupations, Pay Grade, Age at Entry,
Service Primary Occupation, Active Duty
Base Date, Pay Entry Base Date, ETS
Date, Date of Rank, Date of Latest
Enlistment, Time-In-Grade, Flying Status
(officer), and Unit Identification
Code. Also starting In July 1985,
Security Classification, Foreign
Language Ability, Major Command Code and
GI Bill Elig!bility Information.
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DoD CIVILIAN CENTRAL PERSONNEL DATA FILE

File Description: This file contains the personnel records
of all dlrect-hlre DoD civilian
employees excluding foreign nationals
overseas. There Is a- maser fIle which
Is a picture of civilian employees at
the end of each quarter as well as a
tr.a.cti.on file which records
Promotions, Accessions, Separations,
Changes, etc. over a period of time.

Frequency of Submission: Submitted quarterly by the Services and
Defense agencies since 31 December 1976
to the present.

Number of Cases: Master flies contain approximately I
million records. Transaction files
contain approximately 1.5 million per
fiscal year.

Data Elements: Personal Character ist ics
Service Computation Date, Date of birth,
Handicap Code, Race/National Origin
Code, Sex, Education Level, Year Degree
Attained, Academic Discipline,
Geographic Location, Veteran Indicator,
Annultant Status Code, Vietnam Era
Veteran Indicator, CredItable Military
Service*, Foreign Language Proficiency
(Listening, Reading, Speaking)*, etc.

Job Character 1st ics
Work Schedule, Personnel Office
Identifier* (Submitting Office Number),
Functional Classification of Scientists
& Engineers, Geographic Location Code,
Position Service Identifier, Agency
Bureau, Supervisor Indicator, Civil
Function Code, Current Appointment
Authority Code, Overseas Emergency
Essential Agreement Flag, Position
Sensitivity*, etc.

9



DOD CIVILIAN CENTRAL PERSONNEL DATA FILE (M)NT'D)

Data Elements (Conttd): Pay and Benefit CharacterIstls
Salary. Pay Rate Determinant, Pay Basis
Code, Tenure Code, Veteran Preference
Code, Federal Employees Group Life
Insurance Status, Retirement System
Code, Pay Plan, Pay Grade, Step,
Performance Level Identifier, PI4RS
Performance Budget Allocation*,
Bargaining Unit Status, Annuitant Status
Code, Fair Labor Standards Act Exemption
Status, Health Benefit Plan*, Date of
Last Promotion*, Date Entered Current
Grade*, Frozen CSRS Service*, CSRS
Coverage at Appointment*, etc.

Nature of Action Code and Legal
Authorlty Codes
Transact ion data contain effective date
and codes for Identification of type of
change such as promotion, accession,
separation, retirement. There are
approximately 300 of these codes.

Accounting Type Data
Includes Program Element Code, Unit
Identification, and Appropriation
Resource Identification Code.

' Asterisk variables will first be
available In the December 1986 file.
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CIVILIAN CENTRAL PERSONNEL DATA FILE (MleF)

File Description: This file contains the personnel records
of all direct-hire DoD civilian
employees excluding foreign nationals
overseas. There Is a 3l file which
Is a picture of civilian employees as of
the end of each quarter as well as a
transaction file which records
PromotIons, Accessions, Separations,
Changes, etc. over a period of time.

Frequency of Submission: Submitted quarterly by the Civil Service
Commission (nee OPM) from 31 December
1972 until September 1977 and yearly
thereafter (see DCPDF).

Number of Cases: farsnal

Service Computation Date, Separation
Date, Effective Date of Change, Salary,
Occupational Code, Functional
Classification, Geographic Location,
SMSA, Veteran Indicator, Retired
Military Code, Pay Plan, Grade and Step,
etc.

Admin istrat ive
The file contains a number of additional
elements indicating frequency of pay,
participation In life Insurance
programs, nature of retirement plan,
etc.

Nature of Action Code
Transaction data contains an Identifier
code for identification of type of
change; such as Promotion, Accession,
Separation, Retirement. There are
approximately 300 of these codes.
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NL IA$Fr3/0FF ICR S PARATION AND RIENLISTMENT FILF

File Descrlption: Records of all Individuals separating
from active duty or reenlisting during

the period.

Frequency of Submission: Submitted monthly or weekly by the

Serv ices.

Number of Cases: Data are stored on a.fiscal year bosis,
or on a quarterly basis for the current

fiscal year.

Data Elements: Prsonal
Social Security Number, Education Level,

AFQT Percentile Score, Date of Birth,
Service, Race, Ethnic Group, Marital
Status, Number of Dependents, Sex, Home

of Record.

Military Fxperlence
Months of Service at Separation, DoD

Primary and Duty Occupation, Pay Grade
at Separation, Age at Entry, Age at
Separation, Service Primary Occupatlon,
Separation Program Designator,
Interservice Separation Code, Date of

Separation, Active Duty Base Date, Pay
Entry Base Date, ETS Date, Date of Last
Pay Grade, Date of Last Reenlistment,
Time-In-Grade at Separation, Character
of Service (enlisted), Reenlistment
Eligibility Code (enlisted), Flying
Status (officer).
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MILITARY RESERVE FILE

File Description: All Military Reservists including those
in the selected Res.erve, the IRR, Full-
Time Support Retired, and other Reserve
categories received from the Service
Reserve Personnel Centers.

Frequency of Submission: Quarterly from Fiscal Year 1975 until

Fiscal Year 1978. Monthly thereafter.

Data Elements: Social Security Number, Census Region

and District, Home of Record ZIP Code,
Unit ZIP Code, Reserve Category, Date of
Birth, Highest Education, Sex, Race,
Ethnic, Marital Status, AFQT, TAFMS, DoD
Occupation Group, Prior Service, MOS,
PEBD, Date of Current Grade, Unit
Identification Code.

Social Security Number, Name, Race,
Marital Status, Dependents, Home of
Record, Date of Birth, Civilian
Education.

MiliUtap
Component, Reserve Category Code, Pay
Grade, Pay Entry Base Date, Unit
Identification Code Including state and
zip, Total Months of Service, Total
Years toward Retirement, Primary and
Duty Occupation, ETS Date, Mandatory
Removal Date, Program Element Code,
Source of Entry/Commission, Date of
Commission, 20 Year Letter Indicator,
Branch, FTS Status, AGR Identifier,
Mental Group, Obligor Status, Term of
Enlistrment, Date Initial Entry to
Military, Date Initial Entry to Reserve
Forces, Incentive Status and Date.

1,
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UIC LOCATION FILE

File Description: This file contains the unit
identification codes (UIC) used by the
military services and their location.
(Navy reserve units were added In March
1986.)

Frequency of Submission: Annual from December 1980 to Deceber

1982, Semi-annual for June 1983 and
December 1983 and quarterly thereafter.

Data Elements: Service Unit Identification Code, a Unit
Name and/or Street Address, State and
Zipcode/APO/FPO for March 1986 and later
Congressional District, Component and a
Conus/Non-Conus flag are also Included.
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OFAX! DMDC's ON-LINE DATA FACILITY (MONT1D)f

Officer Retention Data Base! Eleven years and five quarters worth of
serial data for officers on active duty, with cross-section detail on
any combination of up to eleven different population attributes. It
Includes the FY85. Series for both base (i.e. beginning year)
Inventory and annual rates of retention are available. Data problem
areas are Identified to user on-line.

Officer Management Data Base! Ten years of annual pre-formatted data
on enlisted Inventory by grade and length of service, with additional
Information on promotion, gains, and losses. The'data presently
covers FY76 through FY85 and Is updated annually.
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OLE.EIANDUSTRIAL SECURITY CLEARANCE OFFICE (DISO) FILES

File Description: The DoD contractor clearance databases
consisting of separate files for
contractor organizations and employees.
The organization file Includes location
and facility clearance Information. The
employee file contains personal
information and clearance related data
for current and recently terminated
employees.

Frequency of Submission: Submitted quarterly by the Defense
Industrial Security Clearance Office
(DISCO).

Key Date and Number of Cases: Initial submission flies received by

DIC for end of March 1986. Over 24
thousand facility records and about 1
million current contractor employee
clearances and 1 million terminated
clearances.

Data Elements: Facility File
Facility Code, Facility-Division Name,
Physical Address, Mailing Address,
Telephone Number, Security
Classif ication, Status

Contractor Employee File
Name, Social Security Number, Facility
Code, Facility Name and Location, Type
and Date of Investigation, Investigating
Agency, Date and Level of Clearance
Eligibility, Cryptographic Code,
Termination Code and Date
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Dan 5FPARATION ADDRFSq FILF

File Description: This file contains Information on
military personnel separated to civilian
life starting In January 1971. The
population covered Is simlafr to that
covered by the Enlisted/Officer
Separation File. The major additional
element on this file is a mailing
address for each separatee. The
following personnel are omitted from the
file:

Personnel who separated due to
death, retirement, or reenlist-
ment

Personnel who have re-Joined the
active or reserve military
service

Personnel who are not el IgIble for
reenlistment

Frequency of Submission: Prepared quarterly from files received
from the Veteran's Administration
matched with DPDC Gain/Loss
transactions. Files cover from 1971
through present.

Data Elements: Pearsonal
Name, Social Security Number, Branch of
Service, Sex, Date of Separation, RE
code, SPD code, DD-214 and/or GI Bill
Education address.

Military Experlence
Primary and Duty Occupation, Paygrade,
Education Level, Mental Category, Total
Months Mi I tary Service, and Character
of Service.
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